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Abstract. The fast-paced technological advancements of the last
decades have led to digitizing an ever-increasing amount of information,
processes, and activities. A wide range of new digital devices have made
our lives easier, faster, and funnier, quickly becoming indispensable for
both work and daily life. As a result, the digital realm has dramatically
expanded its boundaries, replacing the physical world in several areas.
Information warfare has found fertile ground to expand into this mod-
ernized electronic world, creating new scenarios and novel attacks on
nations and citizens’ virtual perimeter. The economic sector plays an
essential role in this context, widely affected and profoundly changed by
recent technological advancements. For instance, the rapid rise of fintech
systems, on the one hand, has led to the globalization of markets, with
evident benefits on industries and tertiary services. On the other hand,
the financial sector’s dependence on digital systems and information has
increased dramatically, also introducing new digital risks. This paper
explores the new threats opened up by the latest technological advance-
ments to the national economy of a typical developed Country. After
identifying two of the major targets of information warfare — cryptocur-
rencies and stock markets — we investigate possible attacks and evaluate
their potential repercussions on the national economy, also highlighting
promising avenues for future research and experimentation.

Keywords: Information warfare - Fintech - Cryptocurrency + Market
manipulation

1 Introduction

The end of the Cold War and the collapse of the Soviet Union in the late
80’ caused tangible changes in the world economy, that engaged in progres-
sively internationalized trades that led to the globalization of today’s economy.
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Theoretically, this approach pursued free trade principles and a gradual disen-
gagement of states, thereby somehow adhering to the popular theory of Mon-
tesquieu that “commerce softens manners and encourages peace” (The Spirit of
the Laws—1748).

Sadly, history has shown us that this phase of economic globalization has
quickly diverged from the principles of Montesquieu. Admittedly, as of today, free
trade has essentially imposed itself, while few states have given up their political
and economic supremacy prerogatives. On the contrary, economics, banking, and
trade are all increasingly seen as subtle, but sharp tools of leverage and power-
gathering. Indeed the economy of a nation—intended as the total production,
distribution, and trade of goods and services conducted by a nation’s various
economic agents—is central to the livelihood of the nation. The more a nation’s
economy thrives, the greater the capacity of the nation to provide the public ser-
vices required for the well-being of its people, including public health, education,
and infrastructure, as well as military spending, which is vital to safeguarding
stability against both internal and external threats.

To make an example, let us take into account the conflict between the United
States of America and the Republic of China. A merciless trade war is being
fought by the two nations, with major economic interests at stake. Among their
weapons, it is possible to find industrial espionage, technological hacks, cus-
tom duties, and legal tools; the same arsenal that, together with soft-power, has
allowed the USA to enforce their political agenda—overall, successfully, so far. A
further example of a nation’s interest in economic war is given by France. In 1997,
France established the Ecole de Guerre Economique (School of Economic War-
fare) as an academic institution of a renowned Parisian business school, called
Ecole Supérieure Libre des Sciences Commerciales Appliquées (Free Superior
School of Applied Commercial Sciences). According to such a school, the eco-
nomic war is a strategy and a process decided by a state as part of the assertion
of its power on the international stage, being carried out through information on
the financial, economic, technological, political, societal, and legal fields'. In the
years following its creation, the School of Economic Warfare has been propos-
ing a curriculum based on the following assumptions: (i) the economic conflicts
have been increasing during the past 20 years; and (ii) both information warfare
and management are the essential means used by contestants to be predominant
in such conflicts. However, given the level of complexity, both companies and
nations need to boast a vast range of skills to face information warfare on the
economic battlefield.

The teaching of competitive intelligence is explicitly designed to examine
and resolve economic conflicts shaped by states and private companies alike. In
areas such as Policy and Economic Intelligence, Risk Management, International
Security, and Cybersecurity, the school currently provides postgraduate training.

! https://portail-ie.fr /resource/glossary /95 /guerre-economique (Last checked Decem-
ber 2020).
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One of the foundations of its model, according to the school itself was “the
transfer of methodology from the military world to the civilian world.”2.

External actors, such as foreign governments and terrorist groups, may target
a nation’s economy in various ways and for various reasons such as undermining
defensive capabilities before a military attack, or simply destabilizing a country
by causing population turmoil. Indeed, it is known that a country that is desta-
bilized and fractured is more fragile and can be affected more quickly from the
outside. In this respect, any economic asset important to the nation, such as indi-
viduals, companies, organizations, or the government itself represent the attack
surface. New technologies, which are constantly applied to different sectors of
the economy, lead, on the one hand, to developing, optimizing, and automating
economic processes, thus reducing costs and increasing income. But emerging
innovations, on the other hand, eventually introduce new vulnerabilities: they
raise the reach of attack and expose the economy to unprecedented risks. Con-
sider cryptocurrencies. They have recently gained tremendous momentum and
attracted hundreds of billions in capitalization.

One of the first, short contributions related to the new dimensions of Infor-
mation Warfare, including the above highlighted issues, can be found in [23].
Therein, new possible scenarios are sketched, together with a coarse grain anal-
ysis of the impact of new threats on the most sensitive targets exposed by every
nation: the Society, the Economy, and the Critical Infrastructures. Instead, in
[24] can be found a detailed, analytical, rigorous and—to the extent possible—
complete treatment of the different domains characterizing the new dimensions
of Information Warfare.

1.1 Motivations

The frenetic technological progress of the last few decades is radically chang-
ing our habits and lifestyle. The subsequent digitalization of an ever-increasing
amount of data is expanding the boundaries of the digital realm, exposing our
society to new security challenges and risks. In this new virtual environment,
cybersecurity threats can jeopardize countless new private and public assets,
with potential impacts on national security hardly imaginable just a score ago.
Therefore, it is not surprising that information warfare is gaining more and more
strategic importance and attention from public and private industries, govern-
ments, and various other actors. Hence the need to contextualize information
warfare in the current technological scenario, investigating the attack and defense
techniques existing in the literature, considering different possible scenarios, and
identifying open research and technology problems.

1.2 Contribution

In this paper, we delve into the novel threats introduced by the new dimensions
of information warfare, specifically targeting the economic sector. We first iden-

2 https://www.ege.fr/index.php/l-ecole/presentation /economic-warfare-school-of-
paris.html (Last checked December 2020).
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tified two of the most critical targets of Economic Information Warfare, i.e., the
cryptocurrencies and the stock market, significantly affected by emerging secu-
rity threats. We then investigated the possible attacks against these targets and
highlighted the current state-of-the-art concerning existing and future threats,
proposing solutions, and identifying related research and technology problems.

Roadmap. The paper is organized as follow. In Sect. 2 we present the cryp-
tocurrencies as a target of the modern Economic Information Warfare, dis-
cussing the possible existing and future attacks against its technological pillars
(Sect. 2.1) and its IT infrastructure (Sect. 2.2). We then discuss the attacks
against the Stock Market in Sect. 3, investigating market manipulation tech-
niques (Sect. 3.1), new threats introduced by the rise of high-frequency trading
(Sect. 3.2), and attacks against the market’s availability (Sect. 3.3). Finally, in
Sect. 4, we draw some final remarks.

2 Cryptocurrencies

Blockchain-based systems, in particular permissionless ones, have a large attack
surface due to the distribution, complexity, and openness of the resources
involved in their protocols. The most important cryptocurrencies, such as Bit-
coin, Ethereum, and Monero, are public blockchain-based systems where all users
have the same permissions. Anyone can join their network, access the distributed
ledger, and participate in the protocol. As a result, any user could be a potential
adversary and jeopardize the security of the system. The architecture of existing
cryptocurrencies requires that the system’s security and consistency are verified
and guaranteed by its users, without relying on trusted third parties. On the one
hand, this feature allows the development of transparent systems, where each
user can verify the data’s consistency. On the other hand, by design, the system’s
security is guaranteed as long as the majority of users behave honestly. All the
most important cryptocurrencies are supported by a consensus mechanism that
allows the network to agree on users’ transactions validity. This mechanism is
based on the resources, usually computational power, that each user offers to the
network to guarantee its security. To successfully compromise a cryptocurrency,
a malicious user would have to own and use the majority of the total resources
available in the system, performing the so-called 51% attack. Consequently, a
cryptocurrency is more vulnerable in the early stages of its life cycle, when its
community is still young and unstable. In fact, during the first period after its
release, a cryptocurrency usually is little known and used, like any other soft-
ware. In this phase, when the community’s size is still limited, an attacker could
easily obtain 51% of the resources and use them maliciously, compromising the
system’s security and consistency. This type of attack does not need to com-
promise resources or exploit vulnerabilities. Since the consensus mechanism is
based on the majority, it is sufficient to join the network with enough resources
to make decisions independently, without even violating the protocol. The 51%
attack is, therefore, very effective and challenging to detect. However, it is also
hard to be performed, especially against cryptocurrencies with extensive, stable,
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and solid communities, such as Bitcoin and Ethereum. There are several other
ways to attack a cryptocurrency, mostly exploiting the vulnerabilities of the
individual modules of which they are composed. Cryptocurrencies are software
systems consisting of different technologies, each of which plays a different role
and allows different functions. For example, the blockchain is used to implement
a distributed database that ensures data consistency through consensus among
participants. In turn, peer-to-peer networks connect the nodes that make up the
system among each other, enabling exchanging messages and data. In addition
to their functionalities, all these technologies also introduce their vulnerabilities,
increasing the attack surface. Consequently, an attacker could threaten a cryp-
tocurrency not only by directly attacking its protocol. Malicious users could also
exploit vulnerabilities or implementation errors in its software components, solve
mathematical problems on which the security properties are based, and attack
the underlying IT infrastructure.

The impact on a nation’s economy of a possible successful attack on a cryp-
tocurrency is highly variable. The assumption about cryptocurrency users’ hon-
esty is problematic for many people, who prefer to trust a single external entity,
e.g., a bank, rather than half plus one of the other network users. The mistrust
of new users towards cryptocurrencies is one of the main reasons this technol-
ogy struggles to establish itself as a daily payment method, remaining much
more used for investments and speculations. There are no nations that strictly
depend on a cryptocurrency at the time of writing. This implies that, currently,
the national security impacts of an attack against cryptocurrencies would be
limited. In fact, the affected users would be companies and small investors scat-
tered worldwide, hardly grouped in a single nation. However, several nations are
dreaming about creating a state-sponsored cryptocurrency that can enhance or
displace traditional fiat money. In such a scenario, the national currency would
be exposed to several new cyber threats, with consequences ranging from short
DoS to permanent damages to the national financial infrastructure.

In this sections, we describe some methodologies that could be used to attack
cryptocurrencies, divided into two macro-categories: attacks against enabling
technologies; and attacks against vulnerabilities in the underlying IT infrastruc-
ture layer. Then, we investigate how these attacks could be used to jeopardize
the economy of a nation.

2.1 Vulnerabilities of the Technological Pillars

The most important cryptocurrencies, both in terms of users and capitalization,
are based on blockchain. Introduced in 2008 by Satoshi Nakamoto, the blockchain
is a peer-to-peer network that implements an append-only, immutable, and dis-
tributed database. The system’s security is verified by its nodes, without resort-
ing to a trusted third party.

In its original form, the blockchain relies on several technological pillars,
mostly based on cryptographic functions. The Elliptic Curve Digital Signature
Algorithm (ECDSA) is used, for example, to ensure that users can only spend
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their own funds. Cryptographic puzzles [1], instead, are used to implement the so-
called proof-of-work, a consensus mechanism that manages new block’s creation
and validation. Finally, storing data within an immutable chain is made possible
by hash functions that concatenate the ledger’s blocks. These cryptographic
functions are based on particular mathematical problems, considered difficult to
solve by the international scientific community, from whose complexity derives
the security of the protocol. In these cases, the attacker who manages to solve
the mathematical problem can break the cryptographic protocol. Among the
many possible attack strategies, we can identify two very effective methodologies:
reducing the complexity of the mathematical problem and using new technologies
to solve it efficiently.

Complexity Reduction. The ECDSA algorithm uses the elliptic-curve dis-
crete logarithm problem (ECDLP), a mathematical problem based on the cyclic
groups of elliptic curves over finite fields, considered hard to solve. The mathe-
matical properties used in this protocol ensure that, given a public key pubK,
the computation of the private key pK associated with pubK is infeasible. Cryp-
tocurrencies use ECDSA to secure transactions, allowing each user, identified
with a public key, to spend only their own money through the corresponding
private key. This system is considered safe because deriving pK from pubK is
computationally too expensive for any attacker. Here, “too expensive” means
that, regardless of the attacker’s capabilities, the computational time spent to
break the protocol exceeds the usefulness window of the violated secret. This
property has been formally proved valid, as long as certain ECDSA implemen-
tation conditions are met. The sufficient conditions, identified in [8], include the
following properties:

— the underlying hash function must be collision-resistance and must have the
uniformity property

— pseudorandomness in the private keyspace for the ephemeral private key gen-
erator

— generic treatment of the underlying group

— a further condition on how the ephemeral public keys are mapped into the
private key space.

Nevertheless, at some point, someone could either simplify the problem under-
lying ECDLP or create a new computational technology capable of finding a
solution in a much faster time. In both cases, the opponent would be able to
calculate the other users’ private keys, thus becoming able to spend their money.
Victims would have no opportunity to get back the stolen crypto money, as trans-
actions are irreversible in the blockchain environment. The possibility of anyone
reducing the complexity of ECDLP is considered very unlikely. However, it would
not be the first time that a mathematical problem, considered difficult for many
years, has been solved. Fermat’s conjecture, formally known as Fermat’s Last
Theorem, is a famous example of such an eventuality. This theorem, formulated
in 1637, asserts that the equation x™ 4+ y™ = 2™ does not admit solutions for
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integers n > 3. Although plausibly correct, this conjecture remained unproven
for three centuries when in 1994, a British academic, Andrew Wiles, published
a formal proof. Just as happened with this conjecture, advances in mathematics
or technology could involve solving problems underlying Elliptic-curve cryptog-
raphy (ECC) or ECDSA, exposing new vulnerabilities able to break the security
of current cryptographic protocols.

Other examples of similar eventualities are the “baby-step, giant-step”
algorithm, and Pollard’s rho method. Although not aiming to decrease the
mathematical complexity of the problem, these two algorithms have tried to
solve ECDLP using “shortcuts” compared to classical solutions. Nevertheless,
although significantly optimizing the resolution of the problem, these algorithms
do not yet allow to attack ECDS in a reasonable time, i.e., fast enough to threaten
the security of the systems that use this cryptographic protocol. Unfortunately,
there is no way to predict if and when further optimization of these algorithms
could be discovered and used to compromise cryptographic protocols, leaving
tremendous uncertainty about these technologies’ future security.

New Technologies. As discussed above, existing cryptocurrencies rely on cryp-
tographic protocols to guarantee the security of the network. These protocols
are proven safe against any adversary, regardless of their abilities. However, an
attacker with unexpected computational power, not available at the time of
cryptographic protocols’ design, may be able to take an unfair advantage over
other users. An example of such a scenario concerns cryptocurrency mining and
the introduction of ad-hoc hardware: the Application-specific integrated circuit
(ASIC). Before the advent of ASIC hardware, the computational power made
available by users to secure the Bitcoin network came only from generic-purpose
hardware. No user had a consistent advantage over the others. With the release
of ASIC hardware, specifically designed to optimize mining activities, the Bitcoin
network balances have changed. Users who started mining with ASIC have had
such a massive advantage in computational power that mining activities with
generic hardware has become ineffective and unprofitable. Since this hardware
was created to be immediately distributed on the global market, the beneficiaries
of this novel technology were numerous. Consequently, the new computational
power is widely distributed for users and geographic areas, as depicted in Fig. 1,
avoiding its centralization on a single entity.

Conversely, suppose this technology was not intended for the global market.
In that case, its developer could have used it to gain a computational advantage
over other users, jeopardizing the network’s security. Therefore, the large-scale
distribution of new computational technologies is essential to avoid problems of
stability and security of cryptocurrencies. However, this may not always be pos-
sible. In the case of Quantum Computing (QC), for example, the high production
costs could slow or prevent its distribution on the global market. As a result,
the manufacturing company could be the only one in possession of such compu-
tational power, gaining such technological supremacy as to allow it to control
current cryptocurrencies. At the time of writing, we are still a long way from
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Fig. 1. Global overview of the Bitcoin mining regions. Data sourced from [6]

obtaining a quantum computer capable of endangering current cryptographic
protocols. However, research is proceeding rapidly in this area, reaching increas-
ingly important milestones. According to initial results, the incredible compu-
tational capabilities of quantum computers promise to perform tasks, infeasible
in today’s computers, efficiently. An attacker could use this technology to break
current cryptographic protocols, seriously endangering systems, such as cryp-
tocurrencies, which base their security on these mechanisms.

2.2 Vulnerabilities of the IT Infrastructure

Another type of attack against cryptocurrencies aims to exploit vulnerabilities in
the underlying I'T infrastructure, such as software modules or network infrastruc-
ture. Vulnerabilities in software modules, such as electronic wallets, blockchain
management software, or the transaction validation system, can be exploited to
harm individual users or the entire network. The vulnerabilities of the network
infrastructure, on the other hand, can be exploited to compromise multiple func-
tions, such as the consensus mechanism, by tampering with messages in order
to alter interactions between users.

Software Vulnerabilities. Although the mathematical properties on which
ECDSA bases its security have never been compromised, we can cite several
examples of attacks that exploited vulnerabilities in its implementation. One of
the most sensitive phases of implementing a cryptographic protocol is the choice
of the security parameters. In ECDSA, for example, the choice of the elliptic
curve and its domain parameters determines the robustness of the encryption
keys produced. The scientific community has extensively studied different types
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of elliptic curves, releasing standard parameters universally accepted as safe
when correctly used in the implementation of ECDSA. However, each developer
is free not to use the standard parameters, replacing them with other customized
versions. Besides, the scientific community has also studied the best practices
to be followed during the implementation of ECDSA and other cryptographic
algorithms. Some particular parameters, for example, must be chosen randomly
at each execution of the protocol. Their static setting could introduce severe
weaknesses in the generated encrypted material, as happened to Sony in gen-
erating their key pair used to digitally sign video games for their Playstation3
console [35]. They used a static parameter (rather than random) to implement
the ECDSA protocol, making the resulting private key computable by analyzing
few digitally signed files. This flaw was discovered by a group of hackers, known
as failOverflow, who was able to reconstruct Sony’s private key and use it to
distribute counterfeit video games.

Often, the software implementation of a cryptographic protocol could be
vulnerable even if developers diligently follow the best practices suggested by
the scientific community. Usually, one of the most significant problems is how
to generate random numbers, especially on mobile device platforms, where the
available resources are limited. There are several libraries capable of generating
pseudo-random numbers. [41] provides an investigation on the most used Java
libraries to generate random numbers, evaluating the methodologies used and the
quality of the numbers generated. They found multiple flaws on entropy collector
components, with different severity and probability of occurrence. In details, they
showed that the Android PRNG’s overall entropy could be reduced to only 64
bits. This flaw was exploited in 2013 to steal Bitcoin from accounts generated
by electronic wallets in the android environment. The Java class SecureRandom,
used by unsafe digital wallets, has been identified as the main responsible for the
introduced vulnerability, generating collisions on the produced random numbers.
The best practices require that the random number used to sign a private key
in the ECDSA protocol cannot be reused. If the randomly generated number is
used more than once, the private key could be easily computed by an adversary.

Another severe vulnerability discovered in 2011 enables a full key recovery
attack against a TLS server that manages authentications with ECDSA signa-
tures. As described in [9], a vulnerability in OpenSSL’s implementation allows a
timing attack affecting the generation of the encryption keys used for the digital
signature.

Network Hijacking. In this type of attack, an adversary maliciously interferes
with a cryptocurrency protocol manipulating the network traffic used by honest
users to communicate. The attacker can be either an external or an internal
user. In the first case, the attacker does not participate directly in the protocol
but performs a passive attack. A classic example would be an attacker dropping
network packets, preventing specific users from exchanging information with the
rest of the network. In the case of an insider, however, the attacker joins the
network and participates in the protocol as an honest user, interacting publicly
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with other nodes. Then, he begins to behave maliciously, sending false informa-
tion, creating fake transactions, or acting in any other way that does not comply
with the protocol.

Several factors influence attacks on the network infrastructure of a cryptocur-
rency, conditioned by the technologies used by the single protocol. Therefore,
cryptocurrencies are not all affected in the same way by this type of threat. Fur-
thermore, the vulnerabilities are often due to external conditions, not managed
by the protocol or the technologies used by cryptocurrency, such as the Internet
routing infrastructure.

By design, every permissionless cryptocurrency allows anyone to access the
network without authentication. To participate in the protocol is sufficient to
run a full node, from anywhere in the world, with an active Internet connection.
For this reason, how ISPs manage their network directly affects cryptocurrency
full nodes’ ability to communicate with each other. It is also important to note
that, although anyone in the world can join the network, it is very unlikely
that the nodes are geographically distributed in a uniform way. As a direct
consequence of this, full nodes are likely to be grouped in a few regions, hosted
under the infrastructure of a few ISPs, that will be responsible for routing the
entire network’s traffic. In this scenario, multiple attacks may be carried out,
either actively or passively, to threaten the cryptocurrency by targeting the
ISP’s network infrastructure. We list in the following a few malicious behaviors
that may be executed either by an external attacker or by a malicious ISP:

— Network traffic redirection: by exploiting vulnerabilities in network protocols,
i.e., bgp hijacking.

— Network traffic filtering: by maliciously dropping selected packets, causing
DoS, i.e., Blackhole attack.

— Network traffic manipulation: to isolate specific nodes only, i.e., Eclipse
attack.

These malicious operations, known as Internet routing attacks, could be used,
alone or together, to carry out the following attacks:

— Partition attack: The goal is to split the peer-to-peer network of the targeted
cryptocurrency into separate disjointed segments, such that the different sec-
tions are no longer able to communicate.

— Delay attack: The goal is to postpone the spread of new blocks through the
network to enable multiple other attacks, such as double-spending.

All of the attacks listed above can be performed against any cryptocurrency
that relies on public internet infrastructure to manage inter-node communica-
tions. The motivations behind these attacks, as well as the consequences, could
be manifold, while the possible impacts vary according to the victim. For exam-
ple, a storekeeper could be subject to temporary outbreaks that prevent his
activities, as well as more severe issues such as the double-spending attack. If
under attack, miners could waste the computational power that they provide to
the network to guarantee its safety, facing lost earnings. Finally, a regular user
would face DoS attacks that prevent the access and use of the payment services.



New Dimensions of Information Warfare 13

3 Stock Market

The majority of existing studies at the intersection of security and economics
focused on problems of micro-security — that is, how to enforce security for spe-
cific applications and protocols, or how to protect data about users of a given
service. This approach is orthogonal to that focusing on macro-security, which
concerns with the security and trustworthiness of whole markets and technolo-
gies. While the former is of great importance and concern for individual users,
the latter is instead primarily of interest for governmental actors and nations
themselves, thus falling under the broader information warfare umbrella. This is
due to the potentially significant influence that macro-security threats can exert
on the national economies. Within the context of economic war, nations regard
the economy as a worldwide arena and the latest technological advancements
as sharp weapons with which to advance their strategic and political agendas.
Here, the vulnerabilities inevitably introduced by such new technologies, such
as those that contribute to the rise of fintech, combined with the weak regula-
tory frameworks, can be profitably exploited by malicious actors. The existence
of many ways to directly compromise fintech services, or to tamper with their
underlying technologies, means that an opponent nation could use the very same
fintech technology as a weapon. Indeed, fintech services can easily become attack
vectors that could lead to the compromise of critical economic resources of com-
peting nations. In this regard, we can easily find a plethora of news on alleged
state-backed actors and state-sponsored hacking on newspapers and information
sites [21].

Among the paramount examples of the systems and technologies that con-
tribute to the rise of fintech, are the national stock markets. Stock markets,
or equity markets, are one of the most important economic assets of a nation
and a constituent of national free-market economies. They refer to centralized
physical or virtual spaces where equities or stocks of publicly held companies,
bonds, and other classes of securities, are issued and traded. Given the central
and crucial role that stock markets have within the economic processes of a
nation, fair and secure operations should be guaranteed at all times. However,
while in the early days of physical hectic trading floors this posed somewhat
manageable challenges, the security risks introduced by the wide array of tech-
nologies that permeate current physical and virtual stock markets have escalated
to new — dangerous — heights. Among them, are the risks related to the many
different existing forms of market manipulation, aimed at artificially inflating or
deflating the value of given traded securities. When targeted at country-relevant
stocks or nation-critical firms, these forms of market manipulation are capable of
endangering a whole national economy. Then, new rapidly-evolving technologies
such as automatic trading (AT) and high-frequency trading (HFT) are respon-
sible for a progressively larger share of market transactions. Their role within
catastrophic flash crashes and their effects on market stability are still debated,
so as their contribution to stock market security concerns. Finally, the recent
COVID-19 pandemic sped up the ongoing virtualization and “remotization” of
trading floors and stock markets. With always less manual intervention in favor
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of remote software-mediated operations, a new wave of security threats needs to
be addressed.

In the remainder of this section, we investigate the different ways in which
fintech and the stock market can be weaponized to attack a nation’s economic
assets, describing the current state-of-the-art with regards to both attacking and
defensive means.

3.1 Market Manipulation Threat

The new market manipulation methodologies share the same objectives as their
traditional techniques. However, efficiency has improved dramatically as new
manipulation methodologies leverage the latest technological advances and oper-
ate in a different, faster, and highly interconnected digital market [57]. There are
different forms of market manipulation. Some of these aim at marginal, low-value
stocks, while the more aggressive aim to hit the heart of the financial market.
These latest forms of manipulation have the potential to create massive shocks in
national and global markets, making such activities a primary national security
concern for any country.

Previous studies on this subject classified manipulations into two main cate-
gories: (i) information-based, and (ii) trade-based. Information-based manipula-
tion comnsists of distributing false information or publishing fake news to have a
specific effect on the stock markets. On the contrary, trade-based manipulation
is based solely on shares’ movement, without involving other publicly observable
information such as disseminating fake news [57]. Some of these manipulation
techniques have always existed. However, in recent years, they have become
increasingly widespread, effective, and indistinguishable from legitimate actions,
thanks to the recent technological progress.

Information-Based Manipulation. Traditionally, stock market forecasts
were obtained by exploiting historical stock market data, for instance, by train-
ing statistical autoregressive models. In recent times, however, it has become
clear that also other types of information could be used to predict future mar-
ket trends. A new quest thus began to discover and exploit other informative
data sources. Among them, textual data from official news outlets and sponta-
neous user posts in online social platforms showed great potential and predictive
power [44]. For instance, news articles from Yahoo Finance are leveraged by the
system proposed in [50] to predict future prices of S&P 500 stocks. As another
example, asset volatility movements are predicted in [2] by processing informa-
tion extracted from several news sources. The work in [25] applied text-based
event detection to identify noteworthy events. Such events are then fed to deep
convolutional neural networks to model both short-term and long-term influ-
ences of events on stock price movements. For what concerns data extracted
from online social networks, it has been shown that the sentiment polarity of
user posts holds great predictive power for forecasting movements in financial
markets [7,54]. The system described in [11] is a notable example of this body of
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work, where authors trained a machine learning classifier capable of predicting
the next day trend of certain stocks by only exploiting the sentiment value of
stock-related tweets. In a similar fashion, opening and closing prices are pre-
dicted in [49] by leveraging sentiment analysis of social media posts. In addition
to the mere textual data, also other types of data extracted from online social
networks can be profitably used for market prediction. For instance, in [34]
authors developed methods for market prediction and for portfolio selection by
leveraging correlations between companies that co-occur in social media posts.
Co-occurring companies are modeled via large networks of companies and results
are obtained by the application of graph mining techniques.

All the previous examples highlight the growing importance of alternative
online data sources for stock market prediction. However, serious concerns arise
if we consider the possibility and the ease with which online data can be tam-
pered with, manipulated and even outright fabricated [17]. Thus, on the one
hand, many systems for monitoring and predicting stock markets are now heav-
ily based on the analysis of online data. On the other hand, however, a signifi-
cant share of such online data turns out to be fake, inaccurate and misleading,
thus possibly leading such systems astray. Should this risk materialize, conse-
quences in terms of market crashes and widespread financial losses would be
dramatic, as it already happened in a few notable cases [27]. In recent years,
this risk motivated an emerging stream of research on online financial disinfor-
mation, which already led to interesting — yet worrying — findings. Among the
most striking results, is the detection and investigation of an online manipu-
lation campaign carried out on the Twitter microblogging platform [16,17]. In
detail, the authors analyzed some 9 million tweets mentioning 30,032 different
companies traded in the main US financial markets (e.g., NASDAQ, NYSE,
NYSEARCA, NYSEMKT, OTCMKTS). Within this dataset, they found suspi-
cious co-occurrences between a few stocks with very high market capitalization
and many unpopular stocks with very low capitalization. By applying state-of-
the-art bot detection techniques [15], the study found that more than 70% of all
users that tweeted about the low-capitalized stocks, were in fact bots — namely,
automated accounts used for large-scale spamming [14]. Going forward, a subse-
quent study also analyzed the characteristics of such financial bots, concluding
that their goal was that of luring automatic trading algorithms into buying the
low-value stocks by exploiting the popularity of high-value ones [52]. The need
for evaluating the credibility of stock-related social media messages is also under-
lined in [26]. These findings currently represent the first large-scale, empirical
evidence of widespread financial spam in online social networks.

Currently, no system exists that is specifically designed for detecting online
financial spam and financial manipulation campaigns. In fact, the more generic
problem of detecting online information manipulation is already very challeng-
ing, with few existing solutions that demonstrated decent performance. As such,
at the time of writing, protection against online financial disinformation must
necessarily rely on techniques for defending against generic information manipu-
lation. Successful disinformation campaigns are those that manage to reach and
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influence a large number of users. To achieve this goal, perpetrators typically
leverage large numbers of automated (i.e., bot) or paid (i.e., troll) accounts,
in order to reshare and broadcast their malicious messages [14]. Based on this
consideration, a first line of defense against information-based market manip-
ulation revolves around the application of bot and troll detection techniques.
A recent survey on the topic highlighted that, among the plethora of existing
approaches for detecting malicious accounts, those that are based on unsuper-
vised approaches for the analysis of suspicious behavioral similarities are the
ones that manage to obtain the best detection performance [14]. Examples of
this kind are [12,15,33,38,39]. This is in contrast to earlier approaches based on
the application of supervised classifiers that analyze each account individually.
The survey in [14] also underlined the importance of accounting for adversaries,
motivated in evading detection systems, by design. This can be obtained by
designing detection systems that leverage recent advances in adversarial machine
learning, such as in [55], or anyway by adopting adversarial approaches to the
study and detection of malicious accounts, as done in [18,19]. Another emerg-
ing and promising direction of research is aiming to detect so-called coordinated
inauthentic behavior (CIB). Also, in this line of research, the focus is posed
on coordinated accounts. However, when studying CIB the nature of individual
accounts (e.g., whether they are human- or software-operated accounts, bots,
trolls, etc.) is not of interest anymore and the only dimensions that are deemed
meaningful are coordination and authenticity of the online personas and of the
content they share [46,48]. Finally, yet other approaches to contrast online infor-
mation manipulation are related to the computational detection of fake news and
propaganda at scale [20,58].

Trade-Based Manipulation. In contrast to information-based manipulation,
trade-based manipulation attempts are exclusively based on buying and sell-
ing shares, without requiring to share false or misleading information. These
types of market manipulation are as old as the markets themselves. However,
they recently regained widespread attention as a consequence of the rise of new
technologies. In fact, while the vast majority of long-established stock mar-
kets enforce strict regulations for avoiding trade-based manipulations, some of
the newest and less regulated exchanges provide fertile ground for such nefar-
ious practices to proliferate once again. Among the newest and less regulated
exchanges are cryptocurrency exchanges [47]. In addition to the widespread
adoption of, and demand for, cryptocurrencies, also other relatively new tech-
nologies facilitated the furious comeback of trade-based market manipulations.
As in the case of disinformation campaigns, also trade-based manipulations
necessitate large numbers of (aware or unaware) participants to be involved,
in order to achieve substantial results. As such, online social networking plat-
forms — characterized by the sheer number of users and by the large support
for anonymity — again represent a profitable avenue for manipulators. This is
the reason why several scholars recently devoted significant efforts towards the
study of online cryptocurrency manipulations [47].



New Dimensions of Information Warfare 17

Among the most widespread and potentially detrimental trade-based market
frauds, are pump-and-dump schemes and Ponzi schemes. Specifically, pump-
and-dump involves the artificial inflation of the price of an owned stock, with
the goal of selling it at a higher price. The perpetrators of this fraud typically
buy low-value coins way before the scheme takes place. Then, they lure other
willing participants and unaware investors into buying the stock, thus caus-
ing a surge in price. In turn, this surge inevitably attracts other investors thus
raising the price even more. When the price reaches a given target value, the
initial participants simultaneously sell. Shortly after, the other aware partici-
pants sell as well, thus starting a price collapse. In a matter of minutes the
prices plummets, reaching values that are way lower than the initial ones. As
a result, a few organizers and early participants manage to obtain large gains,
while the vast majority of other aware and unaware investors suffer severe losses.
When planning pump-and-dump schemes, orchestrators typically target small,
thinly-traded coins, since it is easier to manipulate princes when there is little or
no independent information available about the security, or little activity any-
way. Based on the above description, attracting many investors is instrumental
for successfully orchestrating a pump-and-dump scheme. Traditionally, unaware
participants were lured by using spam e-mails, fake press releases and via tele-
marketing from “boiler room” brokerage houses. However, in more recent times,
online financial discussion boards, social networks and messaging apps are the
media of choice for attracting participants.

Given the pivotal role of social media in trade-based frauds, a growing num-
ber of studies focus on characterizing online social media discussions about cryp-
tocurrencies with the aim to uncover possible manipulations. Among such studies
is [29], which investigated Reddit discussions about the Bitcoin, Ethereum, and
Monero coins. Authors found that Monero, in particular, is often used for shady
or illicit activities. Interestingly, they also measured longer and wider informa-
tion cascades for Monero, with respect to those of the other coins, showing that
many of the users interested in cryptocurrencies are actually interested in coin
manipulations [29]. Instead of focusing on a specific platform or set of coins,
the work in [47] adopts the first large-scale and context-agnostic approach to
investigate online cryptocurrency manipulations. In detail, authors collected a
large multi-platform dataset including conversations about a multitude of coins
from Twitter, Telegram and Discord, including both genuine cryptocurrency dis-
cussions as well as those about cryptocurrency frauds. The large-scale analysis
managed to uncover a large number of previously unknown Telegram channels
and groups, some of which were invite-only, specifically dedicated to organizing
and coordinating pump-and-dump schemes. Contrarily, Discord appeared as a
relatively safe platform, for what concerns cryptocurrencies. The study in [47]
also allowed to detect hundreds of automated Twitter accounts that are used for
advertising ongoing pump-and-dump operations, thus luring unaware investors
into the fraud. In addition to the previous studies, a few other works specifically
focused on an online platform or coin. As an example, the work in [56] focused
on Telegram pump-and-dump schemes, by providing a detailed account of how
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such frauds unfold on the platform. As a by-product of their analysis, the authors
also developed a simple machine learning classifier for predicting the likelihood
of a coin being the target for manipulation. Then, they tested a simple trading
strategy that invests in coins with a high likelihood of being pumped in the near
future. Notably, their results showed that the simple trading strategy allowed to
obtain a return as high as 60% over the course of two and a half months. Adding
to the observational studies previously summarized, the work in [42] proposed a
first inferential analysis. In particular, authors built and leveraged a Telegram
pump-and-dump dataset to train machine learning models for solving a number
of tasks. The first task that they experimented with aimed at detecting pump-
and-dump scams as they unfold, based on the sequence of messages shared in a
Telegram group/channel. Then, they also developed a model for estimating the
likelihood of a given pump-and-dump attempt to succeed. Within this context,
a pump-and-dump is considered successful if the pumped coin manages to reach
the target price set by the organizers. As a final result, they also investigated the
presence and role of Twitter bots in cryptocurrency-related discussions. Their
results confirm earlier findings in [47], showing a large prevalence of bots during
coin pumping operations.

Among the other forms of trade-based market manipulation, also Ponzi
schemes received scholarly attention. Ponzi schemes — named after the infamous
swindler that orchestrated the first of these scams — are investment plans that
promise extremely high rates of return in very limited time. In reality, however,
participants’ money is not invested, but instead it is used to provide returns
for earlier backers. Similar to other pyramid investment schemes, in order to be
sustainable, also this scheme necessitates a constantly growing inflow of money,
to be obtained from an equally growing number of participants. As such, Ponzi
schemes eventually bottom out and unravel when the flow of new investors isn’t
enough to sustain the scam. Based on the aforementioned functioning of this
manipulation, perpetrators typically devote all of their efforts to attracting new
participants. As in the case of pump-and-dump schemes, social media allow scal-
ing the recruitment of new participants to Ponzi schemes to a whole new level.
The study in [47] investigated the presence of Ponzi schemes in Twitter, Tele-
gram and Discord discussions. Authors found no evidence of users involved in
Ponzi schemes on Discord. However, they found tens of Telegram channels and
groups specifically devoted to these scams. A peculiarity of these channels and
groups was that they all pointed towards one another. In fact, every of such
channels contained links for joining channels and groups related to other Ponzi
schemes. While, on the one hand, this makes it easier for the orchestrators to
recruit new investors via mutual advertisement, it also allows to trace back and
identify the majority of channels involved in this manipulative practice, with rel-
ative ease [47]. Ponzi schemes have also been investigated within the Bitcointalk
online discussion board [53]. Authors leveraged techniques for survival analysis
with the goal of identifying the key factors that determine the success of Ponzi
schemes. Others also proposed a machine learning classifier for detecting such
schemes, by analyzing features derived from the Bitcoin blockchain [4].
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3.2 Double-Edged Technologies

One fundamental dimension of technological advancement in fintech is undoubt-
edly represented by speed. Today, market transactions are issued and resolved
in a matter of microseconds and at unprecedented volumes, thanks to High-
Frequency Trading (HFT) and Automatic Trading (AT). AT identifies trading
systems that leverage software algorithms to automatically determine orders to
issue, modify or withdraw, with limited or no human intervention. HFT rep-
resents a specialization of AT that also introduces dedicated infrastructures
to minimize network and computation latencies by leveraging specific facilities
such as co-location, proximity hosting, high-speed direct electronic access and
high-performance computing [43]. By exploiting these advanced technological
means, HFT is capable of monitoring prices and transactions across many dif-
ferent global markets at the same time. In addition, it also allows to establish
and liquidate positions in very short time-frames, based on such aforementioned
real-time market conditions. HFT is thus regarded as an advanced technology
capable of opening up new trading possibilities for its adopters, by benefiting
from lightning-fast analyses and transactions with respect to the slower tradi-
tional traders. These unprecedented capabilities result in the possibility to take
advantage even from minor price differences. As a result, high-frequency traders
frequently benefit more from a large number of minor transactions than from a
few particularly significant ones, as manual traders do [43].

The Role of HFT Under “Stable” and “Critical” Market Conditions.
In light of the disruptive changes introduced by HFT and its sometimes shady
uses (e.g., arbitrage, front-running), a large body of work investigated the role
and effects of AT and HFT on stock markets. One notable finding emerging from
the analysis of the existing literature is that the vast majority of existing studies
reported overall positive market effects for the adoption of HFT in stable mar-
kets (i.e., when markets are not undergoing a crisis or crash). In detail, it has
been documented that HF'T contributes to the reduction of information asym-
metry between buyers and sellers. Some studies also empirically verified that
HFT contributes to market liquidity and to shrink intraday price volatility [21].
Other examples also provided evidence that HFT may contribute to stabilize
markets [32], to improve market quality by reducing the bid-ask gap [31], and to
reduce trading costs [40]. In summary, all these results hint at the possibility that
HFT plays a relevant beneficial and stabilizing role for markets, when these oper-
ate in stable conditions. In turn, this finding suggests that regulatory measures
designed for hampering the activities of high-frequency traders could in fact lead
to negative market consequences, especially in terms of market liquidity [43].
The previous positive results are all related to the adoption of HFT in mar-
kets that operate under “normal” conditions. However, opposite results were
obtained when analyzing markets during distressed times, as for example in
the case of flash crashes. Starting from the infamous 2010 Flash Crash, several
studies documented a negative role of HFT in initiating and amplifying mar-
ket crashes [13]. To this end, some authors found evidence that HFT tends to
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exacerbate transient price impacts that are unrelated to fundamentals — a situa-
tion that is typically observed during a flash market crash [5]. The key message
emerging from the still-growing body of work that examined the role of HF'T
in distressed markets, is that it acts as a catalyst for existing market dynamics,
including bubbles and crashes. The growing interdependencies between disparate
financial instruments are likely to lead to even more frequent and complex mar-
ket crashes in the future. In this rapidly evolving scenario, the technological arms
race that is peculiar of AT and HFT could favor the emergence of catastrophic
market crashes [51].

Technological Bias and Monopoly. In the previous sections, we highlighted
the role played by HFT in generating market crashes. We also addressed the
powerful connection between HFT and its underlying technologies, which deter-
mines its unprecedented speed and performance. Worryingly, the combination of
HFT technology and flash crash opens up new scenarios that give state actors
the possibility to carry out market manipulation to strengthen their economy or
weaken enemy nations. If the best performing and faster technologies are widely
available and almost evenly distributed across all actors in a financial market, no
single agent could hold a significant advantage over the others. Nevertheless, a
specific entity could obtain a substantial and illegitimate advantage if it succeeds
in developing or acquiring a much more efficient technology than those owned by
the opponents. The main open problem regarding the possible weaponization of
HFT for information warfare is thus related to technological bias and monopoly.
Technological bias can be defined as the asymmetry or imbalance in the technol-
ogy that is available to different economic actors operating within a system. The
technology level has never been perfectly balanced between the various players in
the stock market. However, if the technological capabilities are too unbalanced,
the repercussions on the financial markets can quickly become critical. If the
technological asymmetry widens to the point of leading to a technical monopoly,
the involved entity could even find itself able to lead the market.

To the best of our knowledge, up to now, nobody has exploited the techno-
logical bias in HF'T to put on attacks against the national economies and assets.
Furthermore, although despite the importance it holds and continues to gain,
technological bias failed to attract the interest of the academic world. However,
it managed to draw attention from other stakeholders, often directly exposed
to the dynamics of the market, including market traders and the state decision-
makers. To give an example, the so-called “slow traders” have been avoiding
markets that are polluted by high-frequency traders, since they would be over-
whelmed. To help slow traders to avoid HF T, numerous finance professionals are
continuously debating about changing the structure of the market. As a result,
some famous firms are currently basing their business on providing this kind of
information, for instance, by developing big data and deep learning platforms
that provide daily estimates of aggressive high-frequency traders across different
markets.
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In addition to HFT, other areas of fintech reported the negative effects of
technological bias. For example, we already covered the noteworthy case of ASIC
hardware for cryptocurrency mining in Sect. 2.1. In addition, also the improve-
ments that Artificial Intelligence and, more specifically, Deep Learning are bring-
ing to the market forecasting are often considered as another potential factor for
technological bias. The application of these powerful techniques may also cre-
ate several challenges for the efficiency of the market, together with information
asymmetry and irrationality of decision-making. The technological division that
is thus taking shape can be leveraged by skilled traders for netting excess returns,
at the expense of traders who are used to adopting more traditional technolo-
gies [28]. In the same paper, the author reports the results for Forex tradings,
in contrast with the efficient-market hypothesis. According to the study, the
progressive enhancement in computational software and methods will improve
the trading strategies of the individual, with the obvious consequence that some
traders will be more successful than others, contradicting the classical definition
of a market with perfect competition. Nonetheless, it adheres to the adaptive-
market hypothesis [37] that sees the market as fiercely competitive ecosystems
rather than efficient ones. Given the changes the market undergoes over time,
numerous adaptation mistakes can occur, mostly consequence of the different
degrees of adaptation of the participants. As a result, more significant returns
are obtained by some of them when compared with the others. In this scenario,
technological innovation represents a primary driver for change in the ecology of
the market [28].

The considerations above apply for direct harms — e.g., immediate finan-
cial loss due to both automatic and high-frequency trading, but indirect con-
sequences, for example the diminished confidence in financial markets, are also
raising a lot of attention, potentially having a bigger (and worse) impact. Other
than changing those who can be harmed by trading, high-frequency trading
changed how they might be harmed, and the scale of the harm [22]. Accordingly,
the loss of confidence derived from failures and systemic crashes may curtail
the investors’ appetite for risk, thus resulting in slower (or worse, stalling) eco-
nomic growth [22]. To support this hypothesis, the authors took into account
the Knight Capital Group case. The firm lost $440 million in less than 30 min on
August 1st, 2012, because of its new automatic trading software. This software
flooded the market with orders thus forcing the temporary closing of the New
York Stock Exchange. The harm caused to both the firm itself and its sharehold-
ers was tragic and almost led to bankruptcy, other than having a huge indirect
impact on both the investing public’s confidence and in the structure of financial
markets.

Possible countermeasures to the previous issues are still under discussion, and
existing proposals are coming primarily from the regulatory and ethics communi-
ties. Both computer scientists and engineers seem not to work on possible coun-
termeasures, thus motivating the fact that technical papers discussing security
issues of high-frequency trading are lacking. Taking into account regulations, some
of the proposed solutions have the goal of de-powering high-frequency trading by
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changing the way markets evade pending orders. Some have argued that the pri-
ority rules determining the sequence of execution of the orders that have been
submitted are designed to give priority to speed. However, the regulatory conun-
drum is whether the time-price priority disproportionately rewards high-frequency
traders and leads to risky over-investments in the technology arms race [3]. The
main benefit of the currently adopted priority rules is the fair treatment of every
order. Nonetheless, other priority rules have been proposed. To make an exam-
ple, a rule allows every order at a price to get a partial execution, regardless of
the time [36]. Others have proposed to replace the continuous trading model with
periodic auctions, which can be devised to both minimize the speed advantage and
mitigate other negative outcomes coming from continuous trading (e.g., manipu-
lative strategies) [10]. As the primary benefit, the adoption of periodic auctions
would allow to reduce the trading speed and to eliminate the arms race for speed.
Several markets may already boast auctions at the open and close times, and are
considering the introduction of midday auctions, besides the continuous trading
segment [36].

Apart from the previous countermeasures, some politicians hinted at the
opportunity to introduce other initiatives. To make an example, Hillary Clinton
suggested introducing a small tax on the cancellation orders, with the aim of
trying to crush the practice of spoofing®. The introduction of taxes to financial
transactions, however, would face enormous difficulties, also due to the undesir-
able consequences and the potential risks that such an action may cause [30].
Conversely, specific taxes aiming at thwarting high-frequency trading are seen
as a more sensible and desirable possibility, although being difficult to imple-
ment [36].

3.3 Threatening Availability

Stock markets prove to be determining players in the modern economy
panorama, allowing easy accesses and allocations of capital to the citizens and
supporting the stabilization of security prices. A multitude of financial services
is offered by stock markets, which can be seen as their hub. For this reason,
denying or even only limiting access to these services may have dreadful impacts
on the national economy. Even individual citizens, in case of interruption of the
service, are immediately affected. An example is given by the widespread panic
reaction caused by the suggestion of the possibility of a market holiday in the
United States, as well as by the suspended trading in other countries. As with
cryptocurrencies, the physical to the virtual transition of the stock market is also
critical and introduces a series of security challenges that need to be addressed.
Being the stock market fully-online, the first concern that comes into mind is
related to its availability.

Denial of Service (DoS) attacks are among the most common types of cyber-
attacks that aim at limiting the availability of a resource to users. These attacks

3 https://www.cnbc.com/2016,/07/22/hillary-clintons- financial-transaction-tax-why-
it-may-not-work.html.
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are carried out by malicious actors by overwhelming the target resource with
fictitious requests, thus preventing some (or worse, all) legitimate requests to be
satisfied. When the Denial of Service attack is carried out in a distributed fashion
(i.e., the incoming traffic flooding the victim is originated by many sources),
it takes the name of Distributed Denial of Service (DDoS). With respect to
DoS attacks, DDoS attacks are more difficult to defend against, since there is a
multitude of machines to defend against, rather than a single one.

Denial of Service. Denial of Service, as well as Distributed Denial of Ser-
vice attacks, are usually perpetrated for profit (i.e., ransom to get the service
availability back), for obtaining advantage on a competitor, or for ideological
reasons. However, there have been cases in which state actors are involved in
DDoS attacks for both political and economic reasons. An example is given by
the DDoS attack on Estonia in 2007, targeting government services, financial
institutions, and media outlets. The impact was devastating, since Estonia was
an early adopter of e-government and was almost paperless at the time, enough
to have needed to hold the national elections online. For many, this attack is con-
sidered to be the first case of cyber warfare in response to the political conflicts
between Russia and Estonia, with the former suspected to be the perpetrator?. A
more recent example involves the 2019 Hong Kong protests against China. Dur-
ing the conflict, the notorious instant messaging app Telegram suffered a large
scale DDoS attack, with the aim of preventing protesters from coordinating their
efforts. Detailed investigations by Telegram made it possible to understand the
origin of the attack, that seems to be carried out by a State-sized actor via IP
addresses originating from China®.

The aforementioned examples show how state actors have the opportunity to
weaponize cyber attacks with the aim of satisfying their economic and political
goals. Although, until now, no records of state-driven attacks against national
stock markets exist, partly due to their physical component, with the gradual
dehumanization of stock markets this scenario might promptly change. Con-
sidering the sensitivity of the markets to uncertainty, the trading interruption,
even for a limited period of time, could cause a sharp fall in stock prices. The
online components of stock markets, as well as the ones of other financial insti-
tutions (e.g., online banks), among other things, are not new to attacks aimed
at undermining their availability, carried out both by hackers and fraudsters.

In 2013, the International Organization of Securities Commissions (IOSCO)
published a report with a survey of 46 stock exchanges [45], detailing that more
than half of them had already been victims of Denial of Service cyberattacks that
year. Most of the attacks considered did not have effects on the functioning of the
market itself and caused only less than $1 million costs for the targeted market.
A couple of attacks that are worth mentioning are the one against the NASDAQ),
NYSE, and BATS stock exchanges in the United States and the one against the

* https://www.cloudflare.com/learning/ddos/famous-ddos-attacks//.
5 https://www.pcmag.com/news/chinese-ddos-attack- hits-telegram-during-hong-ko-
ng-protests.
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Hong Kong Stock Exchange, which overwhelmed its website and heavily affected
its ability to both publish filings and display prices. Furthermore, an attacker
may have the opportunity to preemptively buy (or sell) shares on a market
with the aim of increasing (lowering) the value of the manipulated shares, thus
obtaining an immediate biased profit from its move. This is possible to achieve
by either targeting a specific company, thus shaping the price of its stocks, or by
targeting a specific market, thus causing a flash crash, with potentially nefarious
repercussions on whole national stock markets.

4 Conclusion

Economy is among the most important dimensions affected by information war-
fare, since nations and other state-actors are increasingly interested in exploiting
economic leverages to pursue their strategic goals. In this work, we discussed
and surveyed the scientific frontier of economic information warfare, specifi-
cally focusing on two fundamental technologies — cryptocurrencies and stock
markets — that are particularly affected by emerging security threats. Each of
the cited topic currently represents a salient along the vast scientific frontier of
economic information warfare. For each technology, we highlighted the current
state-of-the-art concerning existing and future attacks as well as the possible
countermeasures to contrast them. In detail, we discussed threats to cryptocur-
rencies both with respect to their mathematical and technological foundations
(e.g., attempts at breaking elliptic-curve cryptography) as well as their underly-
ing IT infrastructure (e.g., software vulnerabilities and network hijacking). For
what concerns stock markets, we discussed the main tools for market manip-
ulation, either information- or trade-based. In addition, we also investigated
the new threats introduced by the rise of high-frequency trading (HFT) and by
remote stock markets. Finally, we also highlighted some promising directions that
can contribute to safeguarding our critical economic systems from the growing
threats of information warfare.
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