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Abstract. The problem of mutual trust between users and edge nodes in an
edge computing environment is a sufficient guarantee for the double security of
edge computing service users and service providers. How to achieve the user's
security and credibility and ensure the trust of the edge service nodes is a serious
challenge facing the security of edge computing. In this paper, based on the user
behavior trust model and the edge service node trust evaluation model, the
concept of mutual trust in edge computing is defined, the mutual trust mecha-
nism and the mutual trust model are designed, and on this basis, the access
control model EUSMTM based on mutual trust is proposed. (Edge Users and
Edge Servers Mutual Trust Model), the EUSMTM is described in detail in terms
of model definition, framework structure, algorithm flow and authorization
decision mechanism. The EUSMTM model closely integrates trust management
with the RBAC (Role-Based Access Control) model. Aiming at the multi-
domain characteristics of the edge computing environment, The EUSMTM
model implements intra-domain access control and cross-domain access control
strategies based on mutual trust, and it implements the improvement and
expansion of the RBAC model in the edge computing environment. By com-
paring and analyzing the performance of EUSMTM through a simulated envi-
ronment, the validity of the trust model between the user and the edge server is
verified; Through the comparative experiment of two-way trust and one-way
trust between the edge user and the edge server, the relative advantages of access
control based on two-way trust in the EUSMTM model are analyzed.

Keywords: Edge user � Edge service node � Mutual trust mechanism � Access
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1 Introduction

The dynamic and distributed characteristics of the edge computing environment [1]
cause users to face a series of security issues in the process of using the edge computing
services and edge platforms [2] in providing services [3], The key to solving these
security issues lies in ensuring the security and credibility of the edge computing
environment and its users. The security credibility of the edge computing environment
is proposed [4], which strengthens the dynamic processing of the edge computing
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network status. It provides a strong policy guarantee for the implementation of more
flexible and adaptive edge computing network security and edge service quality [5].

In the edge computing environment, on the one hand, users directly use the soft-
ware, systems, information resources, programming environment, network infrastruc-
ture and other software and hardware devices provided by the edge server [6], which
has resulted in the user’s impact and destruction on edge computing resources being
much more serious than the threat posed by users’ use of the Internet, especially the
active attacks and sabotage activities initiated by users under cover of their legal
identities, which pose a serious threat to the edge computing platform. Therefore,
whether the behavior of the edge user is credible and how to predict and evaluate the
behavior trust of the edge user is one of the important contents of the edge computing
security research. On the other hand, due to the lack of controllability of edge com-
puting resources, devices, and systems, users will psychologically distrust the edge
server, including the leakage of user's private information, the security risks of infor-
mation storage location, data loss, service interruption, and the closure of edge com-
puting operators [7] and other risks. The user's trust in the edge server is the premise to
decide whether the user accepts the services provided by edge computing and is willing
to store the information in the cloud [8]. Therefore, the user's trust in the edge server is
very important. Establishing an effective mutual trust model between the edge server
and user behavior is the key to ensuring the security of the edge computing environ-
ment. The importance of establishing mutual trust between the user and the edge server
is mainly reflected in the following three aspects [9, 10].

(1) Through the problem abstraction to accurately describe the credibility require-
ments of the edge computing system, it is convenient to achieve a comprehensive
understanding of the edge computing security requirements. And through the
mathematical method to analyze the loopholes in the credibility of the system and
establish a trust model.

(2) The formal description, verification and application of the trust model can
improve the credibility of the edge computing system and help the two-way trust
choice between users and edge servers.

(3) Establishing a trust assessment theory that includes the risk assessment of the edge
computing environment and the description of user's attack behavior is the pre-
requisite and foundation for the realization of trust monitoring, prediction and
assessment of a comprehensive edge computing system.

2 Related Work

Edge computing uses many edge devices to provide users with near-earth real-time
computing and storage functions It migrates some or all of the computing tasks in the
cloud to edge devices, which can meet the needs of users for low latency and fast
response. It has good application effects in scenarios such as smart car networking,
virtual reality, medical care, smart home, and smart city [11]. Edge devices take care of
consumers and producers of data, and most of the user’s privacy information is stored
at the edge layer. However, edge computing lacks the same stable infrastructure
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protection facilities as cloud computing, coupled with the open features of edge
computing such as content perception, real-time computing, and parallel processing,
resulting in a lack of necessary trust between devices that brings challenges to the
security of edge devices.

The trust mechanism can effectively resist internal attacks on the network and is
currently one of the key technologies to ensure that the device provides reliable ser-
vices [12], It is widely used in computing modes such as cloud computing, P2P, and
wireless sensor networks [13]. There are many existing trust model research results. In
addition to evaluation models based on subjective logic, DS evidence theory, fuzzy
evidence theory, Bayesian networks, and neural networks, there are also evaluation
models based on other methods such as recommended node similarity, scoring devi-
ation, and reward and punishment measures. However, in the face of a complex and
changeable edge computing environment, the old trust model will have certain limi-
tations. Firstly, the edge layer contains a large number of high-frequency interactive
devices that form a complex and huge trust network. Storing and querying this trust
information will consume a lot of time and space; Secondly, most edge devices are
resource-constrained devices, which are difficult to undertake complex storage and
query tasks. Therefore, building a lightweight trust evaluation model suitable for edge
computing environments has important practical significance.

3 Access Control Method Based on Mutual Trust

3.1 Mutual Trust Model Between the User and Edge Server

Overview of Mutual Trust Mechanism
The mutual trust mechanism between the user and the edge server is divided into two
layers: one layer is the trust prediction of the edge server to the user's behavior, and the
other layer is the user's trust evaluation of the edge service node [14]. Whether it is the
user's trust screening of edge service nodes or the judgment of the edge server's trust in
user behavior, the basic trust mechanism follows the general construction process of the
trust model.

In the edge computing environment, users interact with edge service nodes to obtain
edge computing resources or services. In the interaction process, the user and the edge
server are equal, that is, trust is mutual [15]. In order to achieve trusted interaction in
the edge computing environment, the edge server must prevent malicious user behavior
from damaging the cloud environment. Therefore, the behavior information of the edge
user, whether it is the user's legal or malicious behavior, will affect the edge server's
judgment on the credibility of the edge user, and then screens users for trust; At the
same time, when the edge service node provides resources or services to users, factors
such as the timeliness of response, the availability of resources and the effectiveness of
the service will affect the user's judgment on the trustworthiness of the edge service
node, that is, The trust relationship between the user and the edge service node must
include two two-way trust selection processes [16, 17]. As shown in Fig. 1.
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Through the research of related trust models in distributed systems, grid computing,
P2P systems, cloud computing, and edge computing systems, the behavioral trust
model between edge users and edge servers in this paper is based on the following
basic ideas.

(1) The two-way trust structure of the trust model. During the interaction between
users and edge servers, the trust relationship is two-way and equal to each other.
Users will screen the trust of each node in the edge server according to the level of
trust. At the same time, in order to prevent malicious users from attacking the edge
server, the edge server will also screen the user trust and provide selectively users
with edge services or resources.

(2) Collection and processing of behavioral trust information. Behavior trust infor-
mation is divided into two categories, user behavior information and node
behavior information, which are stored in the user behavior information database
and the node behavior information database respectively.

(3) Calculation and update of trust value. User behavior trust value is obtained
through trust evidence and trust attribute matrix, and the update process shows a
certain degree of reward and punishment; The calculation of the trust value of the
edge server is combined with the ant colony algorithm to introduce trust pher-
omone, and the trust pheromone is used to determine the degree of user trust in the
edge service node. In the process of updating the trust value, the influence of time
must be fully considered.

Mutual Trust Model Design
In the edge computing environment, users send resource or service access requests to the
edge server according to their needs [18]. In the process of cloud interaction, the user and
the edge server are equal, so the trust between the two is mutual [19]. Due to the existence
of uncertainty in the edge computing environment, the greater the uncertainty of cloud
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Fig. 1. The process of the trust relationship between edge users and edge service nodes
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interaction, the more necessary mutual trust. In addition, due to the vulnerability of edge
computing, its potential risks are very large, which also requires mutual trust.

Definition 1. Mutual trust. Due to the different focus, the definition of mutual trust
varies. Mutual trust in edge computing is defined as the mutual trust between users and
edge servers in uncertain future interaction behavior. At time t, the mutual trust
between user u and edge service node c can be formally expressed as MT ;
MT ¼ \Tu; TcðtÞ[ .

Definition 2. Mutual trust threshold. The mutual trust threshold MTT consists of a
two-tuple, MTT ¼ \TTuser; TTcloud [ , that is, the user trust threshold TTuser, and the
edge server threshold TTcloud , TTuser determines whether the edge user is trustworthy.
The edge computing environment decides whether to allow the edge service nodes in it
to accept and accept user access requests: TTcloud determines whether the edge service
node is qualified to provide services to users.

By defining the mutual trust threshold MTT, users with a trust level of less than
TTuser will not be able to obtain edge computing resources and services, and edge
service nodes with a trust level of less than TTcloud will not be able to provide users
with cloud resources and services.。

Definition 3 Trust decision. Trust decision is represented by the symbol
Td,Td 2 0; 1f g. The trust decision-making process is represented by Eq. (7–1).

Td ¼ f 1; ðTuser � TTuserÞ \ ðTcðtÞ� TTcloudÞ
0; other

ð1Þ

If Td = 1, the mutual trust relationship between the user and the edge service node is
established, and the edge computing platform allows the two to interact; If Td = 0,
cloud interaction between the two is not allowed.

4 Simulation Experiment and Performance Analysis

In order to gain a deeper understanding of the mutual trust relationship between the
user and the edge server, and analyze the impact of various factors on the mutual trust
in the edge computing environment, including the relationship between user behavior
trust and edge service node trust, behavior and time, we designed two Group simulation
experiment. The first group is the simulation experiment of the trust model between the
user and the edge server. Through this group of experiments, on the one hand, the
influence of the entity's behavior information and time factors on the degree of trust is
studied; on the other hand, the effectiveness of the proposed trust model between users
and edge servers in this article is verified by comparison with other trust models. The
second group is the EUSMTM model simulation experiment analysis. Through this
group of comparative experiments, it is found that trust-based access control is more
dynamic than the RBAC model and other untrusted access control systems. Besides, a
comparative analysis of cloud interaction success rates based on mutual trust access
control and one-way trust access control highlights the superiority of the EUSMTM
model proposed in this paper.
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4.1 Edge Server Dynamic Trust Evaluation Method

Edge Server Trust Relationship
There are multiple edge service nodes in the edge computing environment to provide
users with resources or services, and the network environment and scale of edge
computing have been in a dynamic state of change. The interaction and trust rela-
tionship between users and edge service nodes are intricate. The historical interaction
behavior and time influencing factors, we give the following definition of their trust
level.

Definition 4. Direct Trust. Direct trust is the degree of trust established by the user and
the edge server through direct interaction experience. The direct trust of the user to the
edge server is related to the interaction events and time factors between the two. The
more interactions, the higher direct trust of the entity, indicated by the symbol Dt, for
two entities that have never interacted, the value of Dt is usually set to zero. At time t,
the direct trust of user u in edge service node c is expressed as DtcðtÞ.
Definition 5. Trust Pheromone. Trust pheromone is the basic knowledge of the user's
direct trust degree of the edge service node behavior. This word is marked as Tp. At
time t, the trust pheromone of the user u to the edge service node c can be expressed as
TpcðtÞ. At the initial moment, Tpcð0Þ ¼ C (C is a constant). If the initial trust level is
zero, then the trust pheromone must also be zero, DtcðtÞ ¼ 0 ) Tpcð0Þ ¼ 0.

Definition 6. Heuristic Pheromone. Cognitive pheromone is the user's cognitive
information about the edge service node, that is, the user's perception of the Euler
distance from the node. This word is marked as Hp. At time t, the cognitive pheromone
of the user u to the edge service node c can be expressed as TpcðtÞ. Cognitive pher-
omone can be calculated by the following formula:

HpcðtÞ ¼ 1
du;c

ð2Þ

The trust pheromone and cognitive trust element given in Definition 5 and Defi-
nition 6 together constitute the direct trust relationship of the user to the entity. In the
ACO algorithm, the transfer probability of an ant is used to represent the ant's choice of
different paths. In the edge computing environment, the important basis for the user to
select an entity that provides resources/services is the entity's direct trust. Therefore, at
time t, the direct trust user u in edge service node C can be formalized as:

DtcðtÞ ¼ TpcðtÞaHpbc
P

i2E
TpiðtÞaHpbi

ð3Þ

Among them, a is the weight of the trust pheromone between u and c, which is the
weight of the cognitive trust element (the initial value is given according to the actual
situation), E represents the set of entities that can be selected by the user u,
E = {1, 2, …, m}.
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4.2 Model Experiment and Performance Analysis of Mutual Trust
Between the User and Edge Server

This section verifies the effect of the proposed user and edge server trust evaluation
model on the interaction success rate through simulation experiments and verifies the
rationality and effectiveness of the improved ant colony optimization algorithm applied
in edge server trust management.

Simulation Experiment Environment and Parameter Setting
Hadoop is open-source software that can realize large-scale distributed computing, and
is widely used in the field of edge computing. Therefore, the experiment in this paper
runs on the MapReduce platform in Hadoop. In order to verify the effectiveness of the
mutual trust model between the user and the edge server, and to obtain the relationship
of mutual trust with entity behavior and time, the following experimental network
environment and entity interaction behavior scenarios were set up with the goal of
being close to real random and complex networks.

Experiment 1 is to verify that the amount of data that needs to be processed in the
experiments on the influence of entity behavior and time factors on mutual trust is not
large, so only a small number of nodes are simulated in this experiment. Experiment 2
is to verify the effectiveness of the trust evaluation algorithm between users and edge
servers and requires high network complexity and dynamics. Therefore, a network
environment composed of 100–700 nodes is simulated in the laboratory to compare
users and the success rate of the interaction between the edge server trust evaluation
model and the Apriori model and the ability to resist attacks. The user and edge server
trust evaluation model are proposed under the co-inspiration of the analytic hierarchy
process AHP and the ant colony optimization algorithm ACO.

In addition, the setting of parameters in the ant colony algorithm has a great
influence on the performance of the algorithm. According to the experiment, the best
parameter setting of the ant colony model is selected, namely a ¼ 1, b ¼ 5, q ¼ 0:5.

Experimental Results and Performance Analysis
Experiment 1. The performance comparison between EUSMTM model and APRIORI
model.

The APRIORI model is a network trust management model that uses the Apriori
algorithm to extract the behavior patterns adopted by users during their network inter-
actions in the literature [20], and uses the naive Bayes classifier for the final decision of
the probability of user trust. It can be seen from Fig. 2 that in the initial stage, the
interaction success rate of the APRIORI model is lower than that of EUSMTM. The
reason is that in the edge computing environment, the number of nodes and the number of
users in the network is in a dynamic process, although APRIORI is in The interaction
success rate in the static network can reach over 96%, but the interaction success rate in
the dynamic network is relatively lower than the EUSMTM model. As the number of
interactions increases, both the EUSMTM model and the APRIORI model can contin-
uously learn to select nodes with higher trust to interact with each other through the ant
colony algorithm, so as to increase the success rate of their interactions. Malicious
implementation problems will inevitably occur in the general trust model. The APRIORI
model does not consider malicious recommendation entities, while the EUSMTMmodel
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fully considers the trust of intermediate entities and selects entities with relatively high
trust as the recommendation entity to reduce the number of attacks.

4.3 EUSMTM Model Simulation Experiment and Performance Analysis

In order to verify the feasibility and effectiveness of the access control model
(EUSMTM) based on mutual trust between users and edge servers proposed in this
paper, the simulation experiment of EUSMTM algorithm is carried out through the
Hadoop edge computing application platform built on the server in the laboratory.
Finally, the performance of the algorithm is analyzed and compared according to the
experimental results. The experimental evaluation standard adopts Rate of Successful
Transaction, which is the ratio of the number of successful interactions between users
and edge services to the total number of interactions.

Trust-Based Access Control and Untrusted Access Control Model
Experiment 2. Comparison of trust-based access control and role-based access control.

This experiment compares the trust-based access control model proposed in this
paper with the RBAC model. The user entity sends a resource access request to the
trust-based access control system and the RBAC system at the same time, and the two
systems authorize and access resources according to their respective access control
rules. Over time, the number of accessible resources of the user in the two systems is
changing. The data obtained from the experiment is shown in Fig. 3. It can be seen that
in the RBAC system, the number of resources accessible by the user entity is constant,
while in the trust-based access control system, the number of accessible resources of
the user entity changes with the change of the trust value, which is sufficient to prove
that the model is fine-grained.
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Fig. 2. Performance comparison between EUSMTM model and APRIORI
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Experiment 3. Comparison of trust-based access control algorithms with traditional
access control methods.

The trust-based evaluation algorithm in this article is compared with other com-
puting methods, the edge service success rate under the edge computing environment is
introduced, and the advantages and disadvantages of the two methods are compared.
The edge service success rate is defined as the ratio of the number of successful
services to the total number of services. It can be seen from Fig. 4 that the success rate
of edge computing services based on traditional access control methods shows a
decreasing trend over time, while the trust-based evaluation method proposed in this
article has a higher success rate and dynamic changes. The accessible resources of
trusted entities always have a higher success rate of edge services.
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5 Conclusion

Studying the mutual trust between users and edge servers in the edge computing
environment is an effective guarantee for the dual security of edge computing service
users and service providers. How to not only achieve user security and credibility but
also ensure the trust and reliability of edge service nodes is also a severe challenge
facing edge computing security. Based on the user behavior trust model and the edge
server trust evaluation model, this paper defines the concept of mutual trust in edge
computing designs the mutual trust mechanism and mutual trust model. And on this
basis, a mutual trust-based access control model EUSMTM is proposed, and EUSMTM
is defined and introduced in detail in terms of model definition, framework structure,
algorithm flow and authorization decision mechanism. The EUSMTM model closely
combines trust management with the RBAC model, implements intra-domain access
control and cross-domain access control strategies based on mutual trust, and realizes
the improvement and expansion of the RBAC model in the edge computing environ-
ment in view of the multi-domain characteristics of the edge computing environment.
The EUSMTM model closely integrates trust management with the RBAC (Role-
Based Access Control) model. Aiming at the multi-domain characteristics of the edge
computing environment, The EUSMTM model implements intra-domain access con-
trol and cross-domain access control strategies based on mutual trust, and it implements
the improvement and expansion of the RBAC model in the edge computing environ-
ment. By comparing and analyzing the performance of EUSMTM through a simulated
environment, the validity of the trust model between the user and the edge server is
verified; Through the comparative experiment of two-way trust and one-way trust
between the edge user and the edge server, the relative advantages of access control
based on two-way trust in the EUSMTM model are analyzed.
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