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1 Introduction

Blockchain technology is becoming popularized as digital currency in the form
of Bitcoin all over the world. It is termed as a distributed database for carrying
out transactional operations online and has justified its efficiency and benefits in
terms of its key attributes, federalization, secrecy, tenaciousness and controllable
features for translating the conventional industrial system [1–3]. On the same hand,
5G is becoming more popularized in mobile technological industries because of
its ability to interconnect heterogeneous devices with its broadband, remission
services, machine-like communication [4] and enhanced qualitative throughput. 5G
has revolutionized the communicational network system with a new set of attributes
that have improved the criteria like network security, reliability and ability with
smaller latency [5, 6]. Such a communicational network has brought a complete
makeover in the industrial organizations in terms of high speed, virtualization
among the business sectors and establishing the connection between Internet-
operated devices, applications as well as objects. The 5G network [7] has also
created many new opportunities for customers as well as business organizers and
industries by providing a facility to interconnect communicating devices that can
control and connect all spheres of human lifestyle and services. There are several
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technical supports like software-defined networking (SDN), cloud computing,
network functions virtualization (NFV), edge computing, network slicing and D2D
communication that have strengthened the power of 5G network [8, 9]. So 5G
network empowered mobile communicating devices are required to be assisted
with online digital payment platforms which in turn can be provided by blockchain
technology. Again along with the power of 5G communicating technology, many
challenges need to be handled like trustworthiness of network, permanency of data,
isolation and secrecy of data [10]. On the other hand, Blockchain being popularized
in the digital era can efficiently handle the challenges that have been put forth
by 5G networks. So blockchain technology with an intent to make the most of
cryptocurrency applications [11] can be associated with a 5G network to more
securely carry out digital online transactions to prove the positive potential of it.
In the recent smartphone being manufactured, the concept of hardware wallets that
makes use of hardware cryptocurrency and empowers the blockchain transaction to
be conducted safely over 5G communication networks taking the real benefit of 5G
networks has been developed. So the features of blockchain can be thought of as a
supporting hand for all sorts of future network technologies [12].

So the major focus of this chapter is to lay out the technological backdrop for 5G
communications as well as to review how blockchain technology can tune-up with it
as a fused component with an objective of considering it as one of the driving factors
for the development of next-generation 6G network services. Further, the chapter
flows with the description of the concepts of blockchain and its smart-supportive
features for the 5G communicational network in Sect. 2 followed by Sect. 3 that
briefs the potential features of 5G communication networks. Section 4 narrates the
fusion of blockchain technology with 5G-enabled smart automated applications.
Then several challenges and issues that are assisted by the technological revolution
[13, 14] are addressed in Sect. 5 to outline the future research direction followed by
conclusions in Sect. 6.

2 Blockchain and Its Related Concepts

Blockchain technology has been adopted in various market segments because of
its potentiality as well as several benefits. Such distributed technology has been
adopted in various applications starting from cryptocurrency, IoT and finance-
related transactions to various social and risk-oriented tasks and thus is expected
to carry out day-to-day activities [15]. Initially, this technology has been used in
terms of digital money named Bitcoin which in turn is described as a protocol in
the digital communication network. In a better way, blockchain can be thought
of as a decentralized composition of digital transactions which is not under the
control of individual or company. Again, the technology is named so as because
old blocks are not altered or tampered by anyone and new blocks get linked with
the existing blocks resulting in a formation of a chain. Blockchain has a stringent
set of rules and structure that makes sure that data can only be inserted into the
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database without doing any alteration to the existing ones which in turn is a long
and complicated process of back tracing the entire history of transactional data.
Moreover, we can say that blockchain is a group of shared and linked transactional
emergent data that are stored digitally in the form of a ledger. The security aspects
in blockchain are maintained by cryptographic techniques, digital authenticating
signature and distribution agreement that allow freeness of mind among the people
to accumulate, swap over and observe the information in a digital platform securely.
Blockchain, with a growing transactional data characterized by date and time stamp,
is decentralized and dispersed around the communicational networks with the
security rules enforced that all the interaction done through it would be visible to all
the users, but require authentication verification before augmenting any information
into it. On the same hand, users would be able to update the existing data block
to which they have been granted access, and the same would be reflected in the
entire network. Prior application of blockchain was named through Bitcoin which is
regarded as a digital coin to make business. The successful application of Bitcoin has
enabled the utilization of blockchain technology in different fields like healthcare
facility, IoT, finance-related services, official document management and tracking,
insurance-related services, supply chain management, tourism services as well as
handling cyberthreats and criminals.

So blockchain technology can be summarized as a mixture of different disci-
plinary concepts like mathematics, cryptography, networking, economic modelling
and distributed consensus algorithms [16] that have made the inclusion of various
features such as decentralized, maintaining secrecy and trust, self-sufficient and
automated and visible, secure and verifiable as briefed below to make the digital
transactions protected and tamper-proof.

Decentralized Blockchain technology implements distributive transactional oper-
ations where data can be stocked and updated.

Maintaining secrecy and trust Blockchain technology maintains the user’s trust
by allowing anonymous data transfer. It allows to send only their blockchain address
and not the original identity during transactional operations.

Self-sufficient and automated The blockchain users make a set of rules on the
basis of which blockchain technology works. It is not ruled by any single central
authorized person; rather, it has one of the components called smart contract which
is a computer program with auto executed actions when the contract conditions are
fulfilled.

Visible, secure and verifiable Blockchain technology works on the principle of
decentralization which means data is not stored in a single place; rather, it is
scattered all over. Again transactional data is visible to all the users. Even when
any updation occurs, it can be visualized by all, justifying the transparency for each
node. Further, the transactional data remains restricted for any change by the users
unless otherwise authorized for it.

Blockchain data storage is distributive in nature and thus maintains the security
by not being easily accessible to the hackers for taking any illicit attempts. The
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security is also enforced by encrypting the transactional data and linking it to the
existing blocks only when every node user gives their nod of the validated updations
if made to it. So blockchain technology has maintained a trust and security factor
for various business organizations where data is the most critical asset and possible
to be tampered by the intruders.

2.1 Blockchain Architecture

The blockchain can be seen as consisting of blocks which are sequentially connected
representing a complete transaction record. The blocks are connected with each
other through a hash reference of the preceding block known as parent block. The
first block does not have a parent, hence known as the genesis block, and every block
has the following information:

1. Header
2. Body

The header part of the block contains information like version describing various
validation protocols to be adopted, the 256 bit hash value of the parent block, the
hash value of the Merkle tree root block indicating hash values of all transactions,
date and time stamp of every transaction present in the block, a 4 byte nonce starting
with zero that amplifies for each hash value calculation and n-bits representing the
present hashing value in a compacted manner. The body part of the block contains
transaction counters [17]. The capacity of the block and the size of the transaction
decide the total number of transactions that can be present in the block. Figure 3.1
shows the functioning of the blockchain technology.
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Fig. 3.1 Functional diagram of Blockchain network [1]
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The legitimacy of the blockchain technology is maintained with the help
of asymmetric cryptography that enables digitally authenticated signatures. The
legitimacy is also maintained through two phases named as signing with a private
key phase and verifying it with the public key phase. Each blockchain user owns a
private and public key. The user uses the private key to put a sign on a transaction
that is to be distributed around the network. All others who can see the transaction
in the network can access it by using their public key.

Blockchain technology is also augmented with a consensus algorithm [18] that
makes it more secure and is distributed across the network. The algorithmic function
makes sure that the transactional block, whether the updated one or the new block,
has been placed into the existing chain properly or not. It also ensures that the block
that is added is the one visible to all in the network and is protected from various
cyberthreats.

The algorithm works on two principles:

1. Proof of work
2. Proof of stake

The proof of work is able to generate valid proof in a randomized process which
is also known as the mining process. In this, each block is associated with a random
value designated as the nonce in the block header. The proof of work has to produce
a value that can compare the nonce hash value to be smaller than a value already
set up as a targeted value. The comparison with the targeted value is done in terms
of the time required for generating it. Such a process of the generation that would
make a complete coverage of all sorts of data in the block by proof of work decides
the acceptance of the block by the users of the network. As an addition to the proof
of work, the security protection from different types of cyberthreats is given by the
proof of stake.

2.2 Catalogue of Blockchain Architectures

The flavours of blockchain architectures differ in their design layout and architec-
tural description. The architectures can be discussed under the following names:

1. Public blockchain
2. Private blockchain
3. Consortium blockchain

1. Public blockchain
This type of blockchain architecture (Fig. 3.2) defends itself to be completely
transparent as every user in the network is provided with the total history of
blockchain and each of them is allowed to check and verify the transaction. The
user connected to the network with a computer and Internet connection is treated as
a node which is allowed to take part and obtain the consensus. The main advantage
of such architecture lies in hiding the user credentials. A peer-to-peer transaction is
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Fig. 3.2 Public blockchain
[19]

Fig. 3.3 Private blockchain
[19]

built up to emphasize decentralization. Such architecture also makes sure that every
transaction is linked with blockchain prior to its updation in the system and thus
gets synced with each and every node in the network of blockchain.

2. Private blockchain
In comparison to the public blockchain architecture, private blockchain as shown
in Fig. 3.3 has restricted settings to access the data in the network. The par-
ticipation restrictions are applied on the nodes, i.e. only authorized nodes are
allowed to participate. The transaction can only be validated and verified by
authorized nodes being initiated by a company or organization. Such a feature in
the private blockchain architecture enhances the verification and validation process
effectiveness. In comparison to the public blockchain, private blockchain keeps the
users’ information more private by sanctioning the access privileges for them. Such
architecture is more inclined towards conventional modelling and e-governance. The
private blockchain is more adopted by the private and government sectors because
of the security provided by the central authority as well as for its enhanced efficiency
and faster transactions.
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Fig. 3.4 Consortium
blockchain [19]

3. Consortium blockchain
This type of blockchain architecture is a mixture of public and private blockchain
architectures as shown in Fig. 3.4. That means such architecture makes the
blockchain free to the public with a restriction that all the users won’t be able to avail
the total data. Protocols are defined for access privileges and validation process. In
comparison to private blockchain consortium, architecture is partially decentralized.
From the total number of nodes, few nodes are treated as trusted nodes that have the
responsibility of controlling the consensus process. These nodes also decide the
addition of a block to the chain once the consensus is obtained from the validation
process. Such architecture is more preferred by the corporate business house in
comparison to private blockchain architecture because of its partial decentralization.

3 5G and Its Features

The network communication technology has undergone a transition from the first
generation to the fourth generation. The exponential increase in network traffic
globally has prompted the development of even more trustworthy, speeder and
efficient communication technology named as 5G networks that can fulfil all
the limitations and gaps of existing mobile networks [20]. 5G communication
technology is also known as global communication technology as it is consumed
in various application areas across the globe. It is adopted because of its specific
features like broadband connection, low-latency reliability as well as machine-to-
machine communication. The adaptation of 5G technology has made a paradigm
shift in different industrial business applications. Also the interconnection of the
devices creates an ample amount of opportunities for business collaboration. So,
5G communication has made possible to connect all pieces of human life to the
network to avail the promising user-oriented services like smart healthcare systems,
vehicular networks [21, 22], smart grid and IoT [23, 24] by enabling different
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talented technologies like cloud computing, SDN, D2D services, network slicing
and virtualization features as briefed below.

Cloud computing: The main objective of cloud computing technology is to
manage the storage space and resources, thus achieving the challenges and demands
of the 5G network. Various 5G network services starting from mobile network
management to remote sensor-based services are well handled by virtual computing
capability of cloud computing. In addition to the well-powered features of cloud
technology, edge computing has also added extra power to 5G networks by
providing storage and computing platform with a close relation to low value for
transmission [25].

Software-defined networking (SDN): With this feature, it is possible to accom-
plish different network functions and services with software rather than using
hardware. Such adaptability is also enhanced with the flexibility of a 5G network
[26] by providing a separation between the control plane and the data plane.

Network functions virtualization (NFV): The main objective of NFV is to bring
transformation in the delivery of network services. In addition to the feature of SDN
that allows the services to run on the software, NFV encourages the services to run in
standardized hardware platforms rather than the exclusive hardware made for them.
So, with the features and functionalities of NFV, 5G network services would be
enhanced in terms of efficiency, speed and faster services leading to better revenue
generation and at the same time simplification of network functionalities.

Network slicing: Due to the versatility nature of the 5G network, it can be used by
different applications. Based on the application requirement, there will be a demand
for different types of networks leading to network slicing. Network virtualization
as well as SDN feature can configure a variety of networks and fulfil the demands
of user applications. Thus, it will allow different types of software to be run on the
same hardware platform and fulfil different users’ demand by providing low latency
level for one and other types of the level depending on network performances for
other users so that every user gets a taste of a slice of the network.

Device-to-device (D2D) communication: Such a feature allows communication
between the IoT devices easily in comparison to conventional signal communication
and transmission. Such type of communication makes data transfer between the
mobile devices placed in short distance range at a high speed as well as guarantees
the latency value at a lower range. It also empowers the 5G communication with
flexibility in traffic offloading and enhances efficiency as well as reduces the energy
that is supposed to be lost in lengthy data transmission.

Millimetre-wave (mmWave) communication: This communication technology
augments novel facilities to 5G communication networks with demanded mobile
data dynamically. Such feature also adds on new benefits to 5G networks like high
bandwidth with the qualitative transmission, reduced beam, enhanced data accessing
ability by ignoring the mobile network traffic, huge number of connected devices
and machines with a variety of use cases.

So all these technologies are the augmented features in the 5G network to fulfil
the diversified demands of the user applications along with the potential design of
the network as summarized below.



3 Fusion of Blockchain Technology with 5G: A Symmetric Beginning 69

3.1 Design Concepts of 5G Network

5G communication network is popular because of its properties as being flexible,
scalable and configurable. Such beneficial features are obtained through a variety
of software that runs on the hardware platform as per user demand and network
virtualization as well as network slicing. Network slicing frees the user from the
control panels and introduces dynamic network applications and services leading to
ubiquitous platform and infrastructure. The main aim of 5G network is to transform
all conventional manual services into automated qualitative services with high data
transmission rates. On the same hand, it also aims to overcome the limitations of
4G networks. SDN feature of the 5G network is responsible for the simplification
of operations and services by separating the control panel from the data panel. The
centrally placed control has the responsibility of controlling the network resources
with the help of API that is programmed. Also, network functions virtualization
is meant for providing flexibility in carrying out network functions by making an
impression of the virtual detachment of hardware platforms from various software-
oriented services which results into virtualized gateways, firewalls as well as a
network that is flexible enough to fulfil the demands of user applications. In addition
to that, cloud computing platform solves the limitation of data storage to keep at par
with the growing network traffic created due to the connection of IoT devices [27].
So the main focus of the 5G network is to render novel application-based services
as well as amplified mobile network services with low latency value, the flexibility
that could improve the quality in comparison to prior generation’s network like
3G/4G. But all the benefits of the 5G network should be supported with well-defined
security mechanisms which take the form of challenges being faced by the network
and thus highlighted in the subsequent section.

4 Challenges Faced by 5G Network and Motivational Gains
for Fusing Blockchain Technology with 5G

Any communicational network has to be assisted with authentication mechanisms.
It plays a vital role in maintaining the security of the user applications, the identity
as well as the underlying network. The authentication technique in the 5G network
is handled by a server which takes lots of time even for preliminary authentication.
As 5G network gives the assurance of zero latency, maintaining authentication for
devices in the network and UEs, sustaining data confidentiality and data integrity,
making the network available and having smaller computational complexity value
and low cost for communication would be very crucial tasks. Further, it would
require enhanced security mechanisms to make it more secure and beneficial.
Though there exist security mechanisms for 5G networks to handle data transfer
and connections, they are not adequate. So there is a need to have more protocols
that can enforce security restrictions, awareness, storage, data transmission and
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user-demanded software that can form a threat-free valid network. Blockchain
technology has the potentiality to handle the challenges put forth in the 5G network.
So the integration of both technologies can show promising opportunities for the
user to avail the benefits from both [28–30].

The 5G technology follows a centralized architecture which results in dreadful
conditions for both network and computing performances. For example, the cloud
computing or edge computing feature of 5G communications adopts the Amazon
cloud server which is centralized and can have severe security problems. In addition
to that, cloud services are mainly popular in fulfilling services as per user demand or
choice, but the same cannot be achieved if there is a failure at any single point. IoT-
enabled services with multiple user demands are also not possible for a centralized
system, if there would be a cyber malware attack. Similarly, NFV provides a virtual
environment with multiple cloud services that give the benefit of function chaining
in the 5G network, but it can suffer from leakage of data by a few cloud objects.
Since the virtual environment is a sharable resource, there is a high probability of
threats that can hamper the lucidity and liability of cloud service providers. On
the same note, virtualized servers for NFV run through virtual machines that are
offering a variety of operating system environment with the help of orchestration
protocol, leading to a security concern for the transmission that is established
between a VM manager and an orchestrator. The mobile bandwidth data-oriented
services like video streaming and a large volume of data processing may require
an efficient resource management strategy in 5G communication so that resource
usage can be consistent with the avoidance of scarce issues and degradation in
performance. Such things can only be achieved by sharing through centralization
but that would create the possibility of more cyber-attacks and decreased quality
of service, or an authorized person would be devoid of resources. The IoT-enabled
services availed through the 5G network making everything smart will also face
complex security concerns as a large amount of diversified data would be generated
leading to misidentification of malicious objects causing threats [31]. But there is an
absolute requirement by the users to get efficient sharing of data along with proper
network management assisted with high-throughput and elevated security features.
So the limitations and security constraints faced in the 5G communicational network
can be overcome to some extent by the fusion of blockchain technology with 5G
network services [32].

4.1 Promoting Fusion of Blockchain with 5G

As we know, blockchain technology is considered to be a distributed public ledger
associated with properties like being decentralized, maintaining secrecy and trust,
being self-sufficient and automated and being visible, secure and verifiable and,
hence, has the capability of handling the challenges faced by 5G technology
concerning security and management of the network [33]. Moreover, the benefits
that blockchain technology can augment to 5G networks can be grouped under
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enhanced system performance, enforcement of better security features and well-
handled and managed network services discussed as follows.

1. Enhanced system performance
The main objective of the 5G network is to maintain qualitative services with
low latency. Keeping this into account, blockchain technology is blessed with
decentralized nodes with smart contracts that can handle all resource requests intel-
ligently without availing centralized authorization. The integration of blockchain
with 5G communication [34] can surely enhance the system performance with
better storage and application service administration along with lower value for
latency in comparison to conventional SQL-based database platforms [35]. The
integration of the technology can provide a flexible data transmission model with a
reduced cost supposed to be incurred against management by making direct contact
between users and 5G network services. Such a model can still be considered as
secure since blockchain makes D2D communication among the users and avail the
computational power from its users to manage the network rather than availing
from the central authority [36]. Thus, it can achieve lower latency value for
communication, for transactional work as well for data accessibility leading to
amplified system performance. In addition to that, even if there is a failure at any
point due to malicious attacks, the network can still remain useful by the consensus
on the publicly distributed ledger.

2. Enforcement of better security features
Blockchain guarantees the enforcement of additional security features such as being
decentralized, maintaining secrecy, trust, being self-sufficient and automated and
being visible, secure and verifiable. Though cloud computing has a centralized cloud
server, blockchain-oriented cloud services facilitate decentralization to enforce an
unbiased agreement with the consensus of blockchain technology. It further ignores
the failure that can happen at any node and wins the trust of the system as well as
the user. Since blockchain technology employs peer-to-peer communication that in
turn transfers each device in the network, as a blockchain node, it can have a copy
of the ledger to keep an eye on the transactional data to make everything transparent
and dependable. In comparison to traditional DBMS, the smart contract feature
of blockchain technology makes use of the computing power of authenticated
nodes to allow decentralized transaction validation of each node’s access [37].
Such a smart contract feature can empower the 5G network with all its services
not to be tampered or modified. Further, the immutability characteristics provide
security and protection against various cyber-attacks. Protocols for user access along
with logic codes in blockchain technology are also capable of providing enhanced
authentication mechanisms with contracts that can automate the authorization
process for its users without revealing their private identity information as well as
discard the intruding ones for 5G networks. The data also remain highly protected
in the blockchain platform as those are authenticated by hash values and then get
added to the blocks. Along with data protection, the private data when shared in
an untrusted communication medium remains in the total control of the blockchain
technology that even prevents the users of the node to trace their own data [38].
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3. Well-handled and managed network services
Due to the decentralization, blockchain promises the simplification of 5G network
services. Practically, the worries of employing a central controlling authority to
operate the mobile network services are eliminated with the augmentation of
blockchain principles. Both the mobile network service providers and users can
avail the 5G services like trading in terms of resources, payments, responses and
data access on the distributed decentralized public ledger. Thus, the adoption of
blockchain technology can significantly simplify the network and its associated
costs. It can enable the sharing of services for both data and spectrum for the
5G network by providing the rights to the nodes for network maintenance and
management. The node participants can also be empowered to explore the internal
network resources to facilitate better user experience and network services on the
mobile platform by fusing blockchain technology with 5G network services [39].

So with the innovative characteristic features of blockchain technology fused
with the 5G network services, the challenges in terms of security, privacy, confiden-
tiality and consistency can be definitely get rid of and can become a more powerful.

4.2 The Fusion of Blockchain with 5G Network Leading
to Smart Applications and Automations

The potential of 5G network services integrated with blockchain technology has
made possible IoT-enabled devices to get connected and set up an environment
to render a variety of automated services like auto-sensing, communicating and
processing without any human operator across the domain. The features of 5G
technology like SDN, NFV, cloud or edge computing integrated with enhanced and
inbuilt security mechanisms and with distributed decentralized ledger technology
enabled the progression of IoT services across the globe. Many IoT applications are
availed by joining together blockchain and 5G network services to suffice the basic
needs of human being like smart healthcare, home, city, vehicle, industry, education,
grid, trading, etc. which are portrayed as follows.

1. Smart Healthcare
Healthcare services are the industries that cater to the needs of the people by
providing medical services and medical insurance facility as well as smoothen the
progress of medical facility delivery to patients at the time the need arises. The
prospective features of 5G communication technology can modernize the existing
healthcare systems to smart medical facilities with reliable trustworthy services [40].
The blockchain technology highlighted with its relevant features like decentralized
distributed ledger, improved secure and private platform, qualitative service and
simplified network management with low cost can be fused with the most promising
5G networks to provide better assistance to increase performances in healthcare
sectors [41]. Various features of blockchain technology like on-demand software can
do various network functions through virtualization and enhanced storage through
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cloud computing to promote the delivery of services at a faster rate so that a survey
can be made on patient’s health conditions at a very primary stage. Since blockchain
promotes peer-to-peer communication, its fusion with 5G network will result in a
healthcare database that can encourage the storage of validated transactional data
as well as all patient communications in the distributed public ledger. Since the
data would be stored in a secured publicly distributed ledger, all the healthcare
workers can exchange and share data during the treatment process. In addition,
home-based portable medical services with diversified analysis can also be availed
through SDN as well as cloud-based modelling. Such portable services are highly
secure to maintain communication between patients and doctors privately. The smart
contract feature enables accessing privileges to ensure that healthcare data remains
secure from malicious threats. The D2D communication enables feature extraction
from patient’s private data on a high scale which in turn is tagged with hash values
and securely placed in the public decentralized ledger to get rid of data seeping
out and tampering issues. Blockchain technology is also proudly implemented in
a telemedicine service in mobile edge computing that allows the users to use their
mobile network and access the services. The protocols defined through consensus
also ensure that the patient is taken care of and is the top priority and optimization
is achieved for resource allocation and security is maintained for their sensitive
information. Also other applications for disease detection are able to take a capture
of all medical test data and store it in an offline medium under the supervision
of blockchain technology that gives the permission to the patients to access their
own medical clinical test-related data authenticated with cryptographic hash values
to maintain integrity checks and transparency of the process. Various cloud-based
healthcare solutions also adopt the blockchain technology for enhancing the security
of electronic health-related data. IoT-enabled healthcare devices can maintain the
communication between cloud-based servers with the help of a protocol meant
for communication defined under blockchain technology. The mobile app-based
cloud blockchain medium is also used to record electronic health data accessible
between patients and doctors. In such type of architecture, data is handled by the
smart contract technology. So when blockchain is integrated to a cloud computing
platform to enable data sharing, lower latency value is achieved with efficient data
management and security in contrast to a centralized cloud-based architecture.

2. Smart City
The potential features of 5G technology have made a revolutionary change in
transforming the conventional systems providing services into a completely digital-
ized and cost-effective one. One of such revolution includes smart city formation
which may consist of many IoT devices scattered all throughout and connected
through different networks with powerful cloud computing servers for carrying out
processing tasks. Since the security issues stay with 5G network connecting IoT
smart devices, blockchain technology can be useful in providing the same [42]. Such
technology for a smart city application can segregate the city into a number of blocks
being administered by a block administrator. It can comprise of IoT-required devices
like sensors and cameras augmented with secured private blockchain database for
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sharing the information from IoT devices. Such a system employs fog computing
mechanism to deal with data from mobile and IoT devices and machine learning
techniques to carry out the data analysis and storage in secure blockchain ledgers.
Blockchain technology is also adopted to make an interconnection between smart
cities and IoT devices with utmost security. In smart cities as cameras and sensors
would be present everywhere to capture an ample amount of data and to analyse
those in case of a malicious attack, detecting the object of threat would be a
cumbersome task. Such challenges can be well handled by the concept of edge
computing done in a distributive manner. Also secure blockchain can interconnect
IoT devices, nodes and users to communicate with each other by setting up a
decentralized secure platform. As blockchain technology is a distributed ledger with
a central cloud-based server, it provides more benefits in comparison to centralized
architecture. In a smart city, the transport providers and the travellers communicate
through mobile in a platform known as Mobility-as-a-Service (MaaS) which is
more prone to malicious attacks and data leakage. Such services can be enhanced
if integrated with the blockchain platform to improve the security of the services
offered through a mobile platform like smart contract that can enable secure and
trustworthy payment forum [18]. The large amount of data generated by IoT devices
in a smart city can be efficiently and securely handled by cloud-based servers
assisted by blockchain technology to handle auditing issues leading to assemble a
data auditing blockchain (DAB) that in turn uses Practical Byzantine Fault Tolerance
(pBFT) protocol by consensus algorithm. In such type of systems, each cloud server
is treated as a node in blockchain, and the respective happenings can be stored in
ledgers that ultimately reduce the risk of malicious attacks and failure at any single
node.

3. Smart Transportation
The development of 5G technology has made a significant impact from tradi-
tional transport facilities into intelligent transportation systems (ITS) called smart
transportation with smart vehicles, thereby providing better services to people.
Smart transportation is an end product of IoT-based communication with vehicles
in transportation. But due to the centralized architectural system used in such
types of services, there is a high risk of security threat in a vehicle-to-vehicle
transmission. Blockchain technology with its all essential features of distributed
ledger, decentralization, transparency and peer-to-peer communication can set
up the security protocols for secure vehicle transportation [43]. The technology
can help in building up peer-to-peer transmission between vehicles and roadside
units as well as can set up decentralized storage to store all transactional data
of electrical vehicles. Vehicle-to-grid (V2G) is a smart and new device used as
mobile power storage for a more secure energy platform between the power supply
and electronic vehicles. The power supply in the smart city gets connected to
the public blockchain where the communicational data between the supplier and
user are stored, and thus the payment orders as well as charging and discharging
information are also circulated by the electronic vehicles. Since authentication plays
an important role in smart vehicle systems, smart contract can be a good approach
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to authorize and confirm all sorts of transactions related to it [44] with the help
of programs. The smart contract also enables authorization of vehicles that are
registered without mentioning their full details, thereby reducing the risk of cyber-
attacks. Even distributed SDN features of blockchain technology can be used to
make a secure VANET [45] that can deal with heterogeneous traffic needs. The
important requirement of VANET is to maintain security among EVs and V2G
for power transmission and trading. So the need of the hour is to set up a good
versatile trading model that can deal with different services related to vehicles. Such
demand is fulfilled by blockchain technology by setting up a decentralized energy
platform so that decentralized ledger is used for secure storage. Also smart contract
is integrated with EV and V2G to form a combined trading platform for authorized
low cost and efficient communication and authentication.

4. Smart Home
Modern human life has become smart enough because of the IoT-enabled connected
devices like home appliances and smart watch, healthcare devices and other
wearables. All smart home-based devices can be further enhanced with the features
of blockchain technology. The research work also shows a smart power outlet
system for a smart home which is further enhanced with auto-monitoring and
controlling remotely with the application of blockchain technology [46]. Blockchain
technology is also employed to maintain communication between smart electricity
supply and smart home for energy trading. A smart home is also equipped with
automatic locking of the door with the application of blockchain technology for
authorization check, payment and event recording. The application of blockchain
technology is also optimized to maintain security in a smart home case study. IoT-
enabled device data is provided with an additional level of security with encryption
which is narrated with the employment of consortium blockchain application.

5. Smart Industry
Industry 4.0 with IoT has brought the revolutionary transformation with cyber-
physical systems like smart manufacturing, smart sensing, smart supply chain
management, etc. These smart industrial applications can further be boosted with
blockchain technology. For example, the research work by [8, 9] narrated the
augmented blockchain technological applications in industrial IoT-enabled manu-
facturing, supply chain management, diagnostic operations, machine to machine
transactional work as well as product certification, etc. The work also developed a
smart contract-based prototype that can diagnose and sense the faulty part of the
system and sends a report to the user about the necessity of part replacement in the
machine. Smart contract technology of blockchain applications also provides the
facility of buying electric power from an energy house [47, 48]. The technology is
also successfully implemented in supply chain management for manufacturing and
allocation of materials [49] and in credit-based trust systems.

6. Smart Agriculture
The application of IoT has also modernized the agricultural system with smart
sensing of the area to be cultivated. IoT-enabled devices are able to monitor
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temperature, humidity, insect and plant diseases that contribute greatly towards the
prediction of crop cultivation and production dynamically. Blockchain technology
has also made its role in a smart agricultural system so that there is an exchange
of ideas and knowledge among the farms and government sectors like setting up
irrigation canals. Further, blockchain applications have enhanced smart agriculture
by adding transparency and backtracking of crops [50]. The research study also
proves the application of blockchain with agricultural IoT for storing transactional
data for the supply chain [51]. The sensitive and essential information regarding
food safety like production, storage, processing and selling against its resources is
also publicly exposed with an integrated application of blockchain technology with
IoT-enabled smart agriculture. The backtracking of products used in agriculture in
the supply chain is also made possible with the combined application of blockchain
with RFID.

7. Smart Grid
Smart grid is a smart automated management of electricity through a network
connection and IoT devices. IoT devices like sensors and metres can collect the data
related to the power supply, consumption and load which can further be used for
effective management of electricity resources. But such type of smart management
of energy can suffer from some shortcomings like convincing the customers for
reliable electricity metre reading, handling energy system complexity, etc. Such
limitations can be handled by blockchain technology applications. The research
is also done to make a replacement of the local grid by trans-active microgrids
which is an application of blockchain for power supply transactions. In such an
application, grid nodes are capable of maintaining the privacy of electricity trading
individually [52]. The transparency of power consumption is also demonstrated with
the help of smart contract for smart energy. Even the close monitoring and recording
of consumption of energy is done with the application of blockchain technology.
The power trading as well as its price has been optimized with the application of
blockchain consortium. Smart grid application of blockchain technology is also used
for reliable power trading. Even blockchain has been applied to prevent malicious
threats and protect the sensitive data for smart energy applications.

8. Smart Trading and Supply Chain Management
The application of blockchain technology with a 5G network enabling the con-
nection of IoT devices has also brought a revolutionary change to supply chain
management [53] to support the effective recording of the product-related informa-
tion when it is transferred from the manufacturer to the customer. The technological
application also enables the monitoring of the quality of products and raw materials
[48]. Smart contract features on blockchain technology can be used to create
business collaborations which can then be used to carry out transactions in an
automated manner without waiting for the traditional process of confirmation. The
research work also shows the automated filing of taxes with smart contract feature
of blockchain technology.
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9. Smart Education
The educational domain has also undergone a paradigm shift from a paper-based
world to a paperless environment with the development of smart devices like tablets,
smartphones, computers and laptops. All such smart devices have revolutionized the
way course context is designed, home assignments are uploaded and examination is
conducted. All such smart devices can track learner’s behavioural patterns as well
as intelligence level automatically leading to smart education. The augmentation
of blockchain technology into smart education will add on extra advantages of
transparency in the learning process, examination grading and evaluation system
as well as in the management of certificates so that the educational system becomes
more fair, reliable and trustworthy [34].

5 Revealing Future Challenges for Fusion of 5G Network
with Blockchain Technology

Though fusion of blockchain technology with the 5G network brings potential
benefits, on the other hand, it suffers from several issues and challenges in terms
of security from all perspectives and data privacy. The challenges are briefed as
follows.

(a) Expandability with trustworthiness
The major goal of the 5G network is to achieve a low latency rate and, currently,
for data and payload application to happen in less than 1 millisecond [54]. To
achieve such a latency rate, there is requirement of tight protocols and configuration
setup to carry out the transactions with high throughput. The public blockchain
applications in terms of Ethereum and Bitcoin are only able to handle transactions
up to a range of 10–14 per second, and private blockchain applications can handle
3000–20,000 transactions per second. So there is a need for further research in the
future for its expansion and optimization starting from the architecture, increasing
the size of each block as well as the smart contracts to meet the goal of achieving
higher throughput. Along with such achievement of goals, trustworthiness plays a
major factor that is achieved through decentralized distributed ledger with security.
Such reliability is maintained for information like images and symbols, so it
requires enhancement for different information options. Blockchain architecture
itself enables trust and transparency factor, so more collaboration works are
supposed to evolve with competition, ignoring intermediate competitors.

(b) Upgradation of smart contracts and resolution of vulnerability issues
Public blockchain applications are equipped with ten million smart contracts, and
these smart contracts are to be used for 5G networks which enable interconnection
of IoT devices. The smart contract of blockchain technology is vulnerable to cyber-
attacks and needs to be securely coded for the 5G network [55, 56]. Moreover,
the smart contract once coded is not further upgradable or modifiable in place of
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any malicious attack by the hackers. So the smart contract code has to be further
researched for upgradation and reporting of vulnerability issues.

(c) Data privacy and malicious threats
Privacy and security are the two faces of a single coin. It is an essential requirement
of every individual, organization as well as government. It has to be maintained
with 5G network communication too as it deals with customer’s sensitive data. The
integration of blockchain technology with a 5G network enables privacy with an
issue that the data that gets stored in the blocks are not able to be erased because
of its immutable property. Also, blockchain only identifies the users’ address and
never stores their private information. But Bitcoin applications are found to record
the personal information of the user to make an exchange of the identity information
among the users with the public and private key. Even the smart contract application
and Ethereum are also indulged in the exchange of identity information which is
a major issue and needs to be dealt with. The cryptography security maintained
through the public key and the private key is supposed to be prone to a man in
the middle attack [57] where a third person can come in the middle carrying an
un-genuine public key and decrypt the sensitive information. Similarly, blockchain
technology can be threatened with DDoS attacks which can smash away any
platform or network and its resources [58]. On the same note, Bitcoin technology
is prone to selfish mining threat that threatens the genuineness of the technology
which requires urgent attention.

(d) The cost associated with transaction and cloud server setup
There are costs involved to set up the nodes of blockchain, maintain the blockchain
consortium and set up the cloud server. The cost investments would be more if the
number is not optimized [59]. In applications like Ethereum, costs are calculated in
terms of gas units for each transaction, and gas units are the energy consumption
units for smart contracts. So the costs are also calculated concerning the code that
is being executed for each transaction. These fees would be required more in order
to execute complex coding, if involved in the transaction, so it needs to be taken
care of.

6 Conclusion

This chapter has presented the outline description for blockchain technology and its
associated potential features as well as 5G network basics to mention the need for
fusion of both the technologies. The study also highlighted the smart application
areas of the 5G network with interconnected smart devices that have become more
effective and secure with the integration of blockchain technology with it. Though
there are enough beneficiary gains that are obtained through the fusion of both
technologies, the present study also put forth various challenges that come into
existence and needed to be sorted out with further research to make the technology
accomplish all its desired and directed targets.
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