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Preface

IoT has made ubiquitous computing a reality by extending Internet connectivity
in various applications deployed across the globe. IoT connects billions of objects
for high-speed data transfer, especially in a 5G-enabled industrial environment for
information collection and processing. Most of the issues such as access control
mechanism, time to fetch the data from different devices, and protocols used may
not be applicable in the future as these protocols are based upon a centralized
mechanism. This centralized mechanism may have a single point of failure along-
with the computational overhead. So, there is a need for an efficient decentralized
access control mechanism for D2D communication in various industrial sectors,
for example, sensors in different regions may collect and process the data for
making intelligent decisions. In such an environment, security and privacy are major
concerns as most of the solutions are based upon the centralized control mechanism.

To mitigate the aforementioned issues, this edited book includes the following:

• An in-depth analysis of state-of-the-art proposals having 5G-enabled IoT as
a backbone for blockchain-based industrial automation in applications such
as Smart City, Smart Home, Healthcare 4.0, Smart Agriculture, Autonomous
Vehicles, and Supply Chain Management.

• From the existing proposals, it has been observed that blockchain can revolution-
ize most of the current and future industrial applications in different sectors by
providing fine-grained access control.

• Open issues and challenges of 5G-enabled IoT for blockchain-based industrial
automation are analyzed. Finally, a comparison of existing proposals concerning
various parameters is presented, which allows end-users to select a proposal
based on its merits over the others.

• Case studies to demonstrate the adoption of blockchain for 5G-enabled IoT,
which make the readers aware of future challenges associated with this adoption,
especially for smart industrial applications.

• Layered architecture of 5G-enabled IoT for blockchain-based industrial automa-
tion.
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The book is organized into five parts. The first part is focused on the background
and preliminaries of blockchain and 5G-enabled IoT, which includes five chapters.
The second part discusses the enabling technologies and architecture for 5G-enabled
IoT, which has five chapters. The third part illustrates the AI-assisted secure 5G-
enabled IoT with well-structured five chapters. The fourth part highlights the 5G-
enabled IoT models, solutions, and standards, which has four chapters. Finally, the
last part focuses on the next-generation 5G-enabled IoT for industrial automation
with four chapters.

Part I: Background and Preliminaries
Chapter 1 presents an introduction to the blockchain and 5G-enabled IoT. The aim
of this chapter is to provide a systematic view of the blockchain and 5G-enabled IoT
with a perspective of industrial automation. This chapter also gives a comparative
study of the different hurdles in applying blockchain-based solutions for 5G-enabled
IoT applications. Furthermore, this chapter expects to expound and underscore the
key parts of the utilization of blockchain for 5G and IoT. This chapter also presents
an inside-out review of the best-in-class proposition under the selected domain.

Chapter 2 intends to guide researchers and stakeholders for the overall improve-
ment in the functioning of the blockchain and 5G IoT in industrial automation. At
the end of the chapter, the authors summarize findings to describe the advantages
and limitations of existing mechanisms and provide insights into possible research
directions.

Chapter 3 presents the foundational ideas of both 5G and blockchain technology
along with their complementary strengths and weaknesses in various application
domains. These points are supported and followed by apparent attractiveness of
application areas so that appropriateness of 5G with blockchain can open up new
research directions as well as future service-oriented applications for upcoming
communicational network systems.

Chapter 4 introduces the basic architecture and main features of blockchain along
with how the blockchain can be integrated with 5G-enabled IoT. Subsequently, the
security requirements to manage 5G-enabled IoT devices are illustrated in this chap-
ter. Additionally, the opportunities, applications, issues & challenges, limitations,
and research directions of blockchain-based 5G-enabled IoT are explored which
will be helpful to the researchers to dive into the area of IoT and blockchain.

Chapter 5 presents a brief introduction to each of these emerging technologies,
their impact on industrial automation, and their applications in different industries.
This chapter is divided into six major sections, namely, introduction, the rise of
industrial automation, IoT, the emergence of the 5G wireless network, blockchain
technology; the next best thing, and blockchain, and 5G-enabled IoT use cases in
the finance sector.

Part II: Enabling Technologies and Architecture for 5G-Enabled IoT
Chapter 6 presents an overview of the key enabling technologies such as Cloud
Computing, Heterogeneous Network (HetNet), Device to Device (D2D) Commu-
nication, and Software-Defined Networking (SDN), which have become essential
technologies to achieve better efficiency in any industrial automation applications.

http://dx.doi.org/10.1007/978-3-030-67490-8_1
http://dx.doi.org/10.1007/978-3-030-67490-8_2
http://dx.doi.org/10.1007/978-3-030-67490-8_3
http://dx.doi.org/10.1007/978-3-030-67490-8_4
http://dx.doi.org/10.1007/978-3-030-67490-8_5
http://dx.doi.org/10.1007/978-3-030-67490-8_6
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Furthermore, in this chapter, the current state of the art in the context of IoT
application requirements and related cellular communication technologies are
reviewed. Then, a comparative analysis of various communication technologies is
presented along with emerging IoT applications. At the end of the chapter, a case
study on 5G-enabled IoT with the challenges and future research trends for the
deployment of various IoT services and applications are discussed.

Chapter 7 enlightens the benefits of 5G-enabled IoT system by integrating it with
the cloud ecosystem. Then, a case study is presented, which reflects the benefits
of using the cloud ecosystem for the 5G-based IoT infrastructure for an effective
decision-making process via intelligent communication mechanism and handling
security in the IoT framework.

Chapter 8 analyzes the prospects of 5G-based IoT networks used for industrial
automation and also explores their technical software capabilities as required
by modern applications and technologies. Moreover, this chapter examines the
integration of 5G-based IoT networks into the field of industrial automation, their
architecture, existing technologies used in them, and blockchain technology, which
plays a key role in ensuring the security and reliability of these technologies.
Moreover, the optimization methods are also discussed, which are used in the
solution of resource allocation problems and also highlighted the importance of
blockchain technology.

Chapter 9 discusses the problems that will arise with the standardization of the
two technologies. Amid many possible alternatives, this chapter discusses the use of
blockchain to solve all of these problems in the area of 5G IoT. From this chapter,
the end-user will benefit from the capabilities of 5G, followed by the convergence
of blockchain with IoT applications. At the end, this chapter discusses 5G-enabled
IoT application architectures and their characteristics.

Chapter 10 presents a detailed design for the development of intelligent data
analytics and mobile computer-assisted healthcare systems. The proposed advanced
Proof-of-stake (PoS) consensus algorithm provides better performance than other
existing algorithms. Moreover, in this chapter, the authors designed an eHealth
program that deploys several instances of a three-layer Patient Agent software:
Sensing, Near processing, and FAR processing layer. It also defines how to
implement the Patient Agent on a 5G unit.

Part III: AI-Assisted Secure 5G-Enabled IoT
Chapter 11 discusses the important facts about Cloud Computing and Edge Stan-
dards, Security fundamentals for 5G network, and other security measures. Then,
the architecture of 5G-enabled IoT, security threats in 5G-enabled IoT, security
analysis, privacy threats in 5G-enabled IoT, security and privacy threats in specific
domains, and challenges and opportunities are discussed. Moreover, this chapter
discusses the 5G-enabled IoT that contains five layers: recognition layer, connectiv-
ity/edge computing layer, support layer, application layer, and business layer. The
challenges in 5G-enabled IoT concerning security and privacy strategies to the edge
paradigms domain are reviewed.

http://dx.doi.org/10.1007/978-3-030-67490-8_7
http://dx.doi.org/10.1007/978-3-030-67490-8_8
http://dx.doi.org/10.1007/978-3-030-67490-8_9
http://dx.doi.org/10.1007/978-3-030-67490-8_10
http://dx.doi.org/10.1007/978-3-030-67490-8_11


viii Preface

Chapter 12 provides a detailed method for data encryption and schemes, which
make it highly sophisticated to decrypt data by hackers. Later, this chapter discusses
some case studies for a better understanding of data security and privacy in a 5G-
enabled IoT network. This chapter helps the readers to understand how data is
embezzled and provides solutions in the corresponding field of research.

Chapter 13 gives an overview of adversarial AI techniques for IoT-enabled
5G networks for detecting and classifying threats automatically, and enabling
secure transactions using blockchain. Then the chapter discusses case studies that
are helpful to understand real-time attacks on traffic direction and road signal
identification. Finally, this chapter discusses how to check the automation systems
deployed in industries and how they are preventing the system from attacks and also
safeguard the data.

Chapter 14 focuses on IoT platforms, the convergence of machine learning
with IoT platforms, the convergence of data mining with IoT platforms, and
the convergence of big data analytics with IoT platforms. This concept includes
how machine learning enhances the efficiency of 5G networks, how data mining
furnishes data for 5G networks, and how big data analytics reduce the time
consumption of 5G networks. In this chapter, two case studies are presented which
will bestow a closer look at the mechanism of 5G networks with the help of these
revolutionary technologies. The first case study is about smart cities in which the
role of 5G networks is highlighted, and the second case study is about mobile
networks where the concept of Mobile Social Networks (MSNs) is elaborated. This
chapter is a complete package of information that allows users to explore new things
and how technology is improving every second and how humans have to adapt to
the change for their survival in the world.

Chapter 15 develops a Protected Health Information (PHI) system using
blockchain-based smart contracts to assist safe data analysis, data sharing, data
transfer, and management to handle the secured health information of the smart
telerehabilitation app. The app called Autism Telerehabilitation App (ATA) uses
a private blockchain based on the Ethereum protocol to write history and records
of all the Electronic Health Records (EHRs) of patients from the smart device.
Furthermore, this ATA would provide medical interventions and real-time patient
observation by sending alerts to the patient and medical specialists. Besides, it can
secure and maintain the record of who has initiated these activities. This proposed
blockchain with ATA offers high data security of all the stakeholders.

Part IV: 5G-Enabled IoT Models, Solutions, and Standards
Chapter 16 proposes a blockchain-assisted app-based system, supported by a cloud
environment for the elderly healthcare system to provide a convenient, adaptable,
and efficient platform to address healthcare issues of the elderly. Furthermore, an
architecture is proposed which targets at facilitating necessary medical services to
the user with features like prescription, diet plans, and medicine intake details from
the doctor’s end. This chapter shows how the patient’s records are added to the
database with the help of a QR code scan on the patient’s Aadhar, the patient’s
medical history of their previous visits to different doctors, and symptoms observed

http://dx.doi.org/10.1007/978-3-030-67490-8_12
http://dx.doi.org/10.1007/978-3-030-67490-8_13
http://dx.doi.org/10.1007/978-3-030-67490-8_14
http://dx.doi.org/10.1007/978-3-030-67490-8_15
http://dx.doi.org/10.1007/978-3-030-67490-8_16
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on those visits. Prescriptions given would be well maintained and easily accessible
for future reference by any doctor or patient by simply scanning the QR code on the
Aadhaar.

Chapter 17 provides a brief background of the technologies (blockchain, IoT,
edge computing) and explores the deep learning techniques for resource man-
agement in upcoming technologies: future generation cellular networks, IoT, and
edge computing. Then, this chapter discusses the current deep learning techniques’
potential to facilitate the efficient deployment of deep learning with blockchain onto
upcoming emerging technologies. This chapter provides an encyclopedia review
of deep learning techniques and concludes the analysis by pinpointing the current
research challenges and directions for future research.

Chapter 18 briefly introduces the impact 5G-enabled IoT has on industries and
industrial automation. Industrial growth has known no limits in the last few years,
but this chapter only includes those categories which are expected to go through
a major revolution with the advent of 5G and its integration with IoT. 5G-enabled
IoT is expected to make healthcare much more advanced, bring usable self-driving
vehicles closer to reality, and evolve many typical industrial products and systems
into their smarter versions, like smart homes, smart cities, smart agriculture, smart
supply chain management, etc. All these mentioned changes have been briefly
discussed in the chapter.

Chapter 19 a decentralized application has been proposed, which uses a smart
contract to facilitate the authentication and verification of documents by leveraging
the blockchain technology. In contrast to the traditional way of storing the entire
input digital document, the proposed approach creates a unique fingerprint of every
input document by using a cryptographic hash function. This fingerprint is stored
on the blockchain network to verify the document in future. This blockchain-based
solution can be used by organizations to authenticate documents that they generate
and allow other entities to verify them.

Part V: Next-Generation 5G-Enabled IoT for Industrial Automation
Chapter 20 covers healthcare applications based on 5G technology. It presents new
challenges and techniques in the healthcare area. This chapter also proposes a
wearable biotechnology platform based on 5G networks to show the bio-information
methods and bio-sensing platforms. This chapter also discusses a relative com-
parison of healthcare system environments like user environment, bio-information
gathering type and method, etc.

Chapter 21 gives a comparative analysis of curated survey papers with specific
parameters to understand the subject coverage and to discover the research gaps.
Then, the research issues, implementation challenges, and future trends are high-
lighted. A case study of a world-class tool manufacturing company is presented,
and the chapter concludes with a holistic view of IoT applications.

Chapter 22 discusses real-time monitoring of the patient’s condition by clini-
cians, and sharing of medical records by patients to avail second referral on their
medical condition with high-speed 5G network and enhanced services provided
employing blockchain and IoT. The major concerns for acceptance of this technol-

http://dx.doi.org/10.1007/978-3-030-67490-8_17
http://dx.doi.org/10.1007/978-3-030-67490-8_18
http://dx.doi.org/10.1007/978-3-030-67490-8_19
http://dx.doi.org/10.1007/978-3-030-67490-8_20
http://dx.doi.org/10.1007/978-3-030-67490-8_21
http://dx.doi.org/10.1007/978-3-030-67490-8_22
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ogy are data misuse during sharing with third parties or indirect user identification
through pseudonymous identifiers. This research focuses on the use of technologies
for existing patients and normal users and improves the services of the healthcare
industry.

Chapter 23 discusses the substantial development of the latest mobile and
satellite communication; the multiple frequency antennas with high isolation and
low mutual coupling are of particular interests. Additionally, low cross-polarization,
high gain, and maximum front-to-back ratio are obtained and how these are used in
5G-enabled IoT applications is discussed.

The editor is very thankful to all the members of Springer, especially Ms. Mary
James and Mr. Aninda Bose, for the opportunity to edit this book.

Ahmadabad, Gujarat, India Sudeep Tanwar

http://dx.doi.org/10.1007/978-3-030-67490-8_23
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Chapter 1
Blockchain and 5G-Enabled Internet
of Things: Background and Preliminaries

Shweta Kaushik

1 Introduction

1.1 Blockchain

Blockchain is generally known as the fundamental innovation of the cryptographic
money Bitcoin [1]. The centre feature of a blockchain is decentralization. This
implies it does not store any of its databases in a pivotal area. Rather, the data is
replicated and distributed over a system of members. At whatever point any block
is added to the blockchain, each computer on the system refreshes its blockchain
to mirror the change. This distributed engineering guarantees a robust and secure
procedure on the blockchain with the upsides of alter obstruction and no single-
point weaknesses. Specifically, blockchain can be available for everybody and is
not constrained by any system element. This is enabled by an instrument called
accord, which is a set of rules to guarantee the understanding between all members
on the position of the blockchain top. The overall idea on how blockchain works
is shown in Fig. 1.1. Blockchain, a circulated record innovation empowers clients
to connect and execute (store and recover information) with guaranteed information
legitimacy, changelessness and non-disavowal. The appropriated idea of blockchain
permits the mechanical elements and different 5G/IoT gadgets to trade information,
to and from their friends, removing the necessity for concentrated operation.

The blockchain-assisted 5G biological system is suitable for building up respon-
sibility, information provenance, and non-denial for each client. The principal hinder
in a blockchain is alluded to as the beginning block, which does not contain
any exchange. Each block from that point contains various approved exchanges
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Fig. 1.1 How blockchain works

and is cryptographically connected with past blocks. When all is said and done,
blockchains can be named either an open (permission-less) or a private (permis-
sioned) blockchain [2]. An open blockchain is available for everybody and anybody
can join and cause exchanges but only some can decide the agreement procedure.
The most popular open blockchain applications are used in Bitcoin and Ethereum.
Private blockchains have an access control system overseen by a focal element. A
member must be permissioned to utilize an approval component. To understand
the capability of blockchain in 5G systems, it is important to comprehend the
activity idea, principle components of blockchain, and how blockchain can bring
opportunities to 5G-enabled applications. Moreover, blockchain is unique in relation
to other disseminated frameworks dependent on agreement and the following
properties [3], as shown in Fig. 1.2:

• Trust-less: The elements associated with the system are obscure to one another.
However, they can convey, coordinate and work together without realizing one
another, which implies there is no prerequisite of guaranteed advanced character
to carry out any exchange between the substances.

• Permission-less: There is no limitation of who can or cannot work inside the
system, that is, there is no sort of consent.

• Restriction safe: Being a system without supervisors, anybody can communicate
or execute on the blockchain. Additionally, any affirmed exchange cannot be
altered or blue-pencilled. Notwithstanding the previously mentioned legitima-
cies, blockchain innovation has four fundamental segments [4], which are
referred to as:

• Consensus: The PoW convention is mindful to check each activity in the system
which is fundamental to avoid a solitary excavator hub from commanding the
whole blockchain system and to control the exchanges history.

• Register or Ledger: It is a common and conveyed database that encompasses data
exchanges performed inside the system. It is commonly changeless, where data
once put away cannot be erased using any means. It ensures that each exchange
is checked and afterwards acknowledged as a legitimate one, by the greater part
of the customers required at a specific moment [5].
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Fig. 1.2 Blockchain
properties

• Cryptographic operations: It guarantees that all the information in the system is
verified with a solid encryption process. Only approved clients are permitted to
unscramble the data.

• Smart Contract: It is utilized to approve and confirm the members of the system.

1.2 5G Technology

In the course of recent decades, the world has seen a consistent improvement
of correspondence systems, beginning with the original and moving towards the
fourth era. The worldwide correspondence traffic has demonstrated an extraordinary
increment as of late and is continuing to proceed, which has triggered the emergence
of the prospective age of media transmission systems, to be specific 5G that aims
to address the constraints of past cell guidelines and scope with ever-expanding
system limits. The 5G system can surpass previous adaptations of remote corre-
spondence innovation and offer assorted assistance capacities as well as support
full systems administration among nations all-inclusive. Likewise, 5G presents
answers related to the effective and financially smart dispatch of a huge number
of new administrations, customized for various vertical markets with a wide scope
of administration prerequisites. Specifically, the advances in 5G correspondence are
imagined as inaugural of new submissions in different areas through extraordinary
effects on almost all parts of our lives, for example, IoT, smart medical services [11],
vehicular systems [12], smart frameworks [13] and smart cities [14]. Blockchain
innovation promises the possibility for various specialized advantages regarding 5G
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systems and administrations. We sum up the potential applications that blockchain
can provide to 5G in Table 1.1.

The 5G organization engineering must help to organize the security systems
and capacities (for example, virtual security firewalls) at whatever point required in
any system border. The most conspicuous innovation for streamlining management
arrangement is Software-Defined Networking (SDN). SDN isolates the framework
control from the data-sending plane. The control plane is configured to administer
the entire system and control organization of assets through programmable Appli-
cation Programming Interfaces (APIs). System Functions Virtualization (NFV)
executes Network Functions (NF) for all intents and purposes by decoupling
equipment machines (for example, firewalls, entryways) from the capacities that
are running on them to give virtualized entryways, virtualized firewalls and, indeed,
even virtualized segments of the system, prompting the arrangements of adaptable
system capacities. In the meantime, cloud processing/cloud RAN underpins bound-
less information stockpiling and information preparing to adapt to the developing
IoT information traffic in 5G. The variety of 5G empowering innovations guarantee
to encourage portable systems with recently accelerating administrations such as
smart information investigation and huge information handling. Contrary to past
system ages (for example, 3G/4G), 5G promises to offer portable types of assistance
with incredibly low inertness of vitality investment funds because of adaptability
(for example, arrange cutting edge processing), which will improve quality of
service (QoS) for the system and guarantee from top to bottom quality of experience
(QoE) aimed at clients.

1.3 IoT

The Internet of Things (IoT) signifies the system of different unmistakable elec-
tronic or electrical gadgets that are competent to communicate with one another
utilizing an open channel, for example, the Internet. This association is made
utilizing remote innovations, for example, sensor systems, radio recurrence ID
(RFID), close to handle correspondence (NFC), M2M and ZigBee [8]. The IoT has
changed the domain of omnipresent registering with various mechanical applica-
tions working with different kinds of sensors. However, constraints exist regarding
the use of the IoT, which should be addressed to advance it into a progressively
effective framework [6], as shown in Fig. 1.3:

• Security: As the quantity of associated gadgets of the system expands, the odds
to exploit weaknesses by outside assaults also increases. This occurs because of
the usage of low standard gadgets.

• Privacy: The information gathered from IoT gadgets is sent to a focal distributed
storage for investigation and handling, which involves an outsider. This sort of
dissemination of information without the assent of the client can additionally
cause information spills; thus, trading off the protection of the end clients.
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Table 1.1 Blockchain characteristics and their possibilities for 5G

Blockchain
characteristics Description Application for 5G

Data security
and privacy

Blockchain hires
uneven
steganography for
protection with
excessive
verification,
truthfulness and
nonrepudiation.
Smart contracts to
be had at the
blockchain can
aid records
auditability,
obtain entry to
manage and
records
provenance for
privacy.

Deliver excessive protection for 5G applications
concerned with decentralized registers. It enables
stability in the 5G networks with the aid of using
supplying disbursed trust methods with excessive
permissioned entry to authentication, in flip allowing
5G structures to shield themselves and ensure privacy.
By loading facts statistics throughout a community of
computers, the project of cooperating facts will
become substantially more difficult for hackers. In
addition, smart contracts, as trust-less third parties,
probably assist 5G services, which include facts
authentication, person verification and upkeep of 5G
useful resources in opposition to attacks.

Immutability It is very hard to
regulate or
alternate the
records recorded
within the
blockchain.

Empower unbalanced unchanging nature for 5G
administrations. Range sharing, records sharing,
virtualized network helpful valuable asset
arrangements, useful helpful asset looking for and
advancing can be recorded permanently into the
best-affixed blockchain. Also, D2D correspondences,
pervasive IoT organizing, and wide-ranging
human-driven interconnections should be possible
through shared organizations of universal blockchain
hubs without being adjusted or altered. The radical
permanence can be exceptionally helpful for 5G
organizations to call up and display bookkeeping
entries, for example, logging of meeting information
and utilization information for charging, helpful
valuable asset use and style investigation.

Transparency All data during
transitions on
blockchain (i.e.
public ledgers)
may be viewable
to all public
contributors.

Deliver better-localized perceptibility into 5G carrier
utilization. The identical replica of information in
blockchain banquets throughout a massive community
for public verifiability. This permits carrier companies
and customers to completely obtain right of entry to,
verify and music transaction spots over the community
with identical rights. Also, blockchains probably
provide obvious ledger answers for open 5G
architectures. Blockchain registers additionally assist
truthful carrier buying and selling applications (i.e.
useful resource buying and selling, payment) beyond
the manipulation of all community entities.

(continued)
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Table 1.1 (continued)

Blockchain
characteristics Description Application for 5G

Decentralization No principal
authority and not
dependent on a
third party to
carry out
transactions.
Users have
complete access
to their personal
records.

Removes the need to rely upon the government in 5G
environments, for example, range licenses, band chiefs
and information base administrators are the executives;
chief cloud/territory transporter manager in cell
figuring and D2D networks; UAV control centre in 5G
UAV networks; and convoluted cryptographic natives
in 5G IoT structures. Decentralizing 5G networks most
likely discards single-factor disappointments, ensures
realities accessibility and amplifies transporter
transport proficiency.

Fig. 1.3 IoT constraints

• Standards: Lack of guidelines and standards can cause unfortunate outcomes
while managing the designed gadgets.

• Latency: The current correspondence principles utilized for cooperation between
numerous IoT gadgets encounter dormancy issues. The continuous increase in
the quantity of IoT-empowered gadgets causes a requirement for an innovation
that can withstand this tremendous number of information transmissions effec-
tively at an incredibly high data transfer capacity.

Additionally, the gadgets themselves must have the option to deal with these
changes in setup, for example, enormous transfer speed limit, improved information
rate and low latencies [7]. The appearance of quicker remote advancements,
particularly the fifth era remote frameworks (5G), is a driver for the 5G-empowered
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IoT applications. It likewise assists with managing an enormous number of IoT-
empowered gadgets. The term 5G incorporates Massive-Input Massive-Output
(MIMO), which helps to accomplish better arrangement capacities than the current
4G LTE, and “little cells,” which permit a denser organization framework [9].
Contrasted with the current 4G innovation, which utilizes frequencies under 6 GHz,
5G systems use much higher frequencies which range from 30 to 300 GHz. 5G
also empowers the making of another mechanical application that works outside of
the current portable broadband range. This inescapable availability is the venturing
stone to accomplish higher accessibility, which has been the focus since the initia-
tion of cell framework [10]; thus, 5G innovation is a key empowering influence for
IoT innovation. Along these lines, 5G supplements IoT to give higher information
rates, diminished latencies, lower vitality prerequisites and higher versatility. The
fast development of IoT innovation and 5G promises to carry substantial advantages
to end clients, particularly purchasers and business companies. Purchasers are
offered certain administrations dependent on their exercises. For instance, they
can travel all the more proficiently by avoiding gridlocks and taking alterative
driving routes when informed by the smart IoT-empowered gadget introduced in
their vehicle. Furthermore, they can stay healthy by utilizing wearable gadgets that
critique their wellbeing after monitoring their physical activity and body parameters
for the duration of the day. Organizations can utilize the information of clients to
give better administrations and items. Likewise, they can utilize area trackers and
remote locking on certain hardware to verify their resources. Government and open
specialists can bring about diminished medical services costs with the arrangement
of better wellbeing support by remote wellbeing observing, particularly for senior
individuals. In addition, street maintenance and smart road lighting can make the
residents’ life simpler by diminishing the general upkeep cost of the structures.

2 Adoption of Blockchain with IoT Systems

Blockchain can be used to follow the sensor data assessments and hinder duplication
with some different malicious information. Positionings of IoT contraptions can be
many-sided, and an appropriated record is fitting to give IoT device ID, approval
and reliable secure data transfer. Rather than relying an outsider to set up trust, IoT
sensors can trade information through a blockchain. All the possible advantages
after adoption of blockchain in IoT systems are described in Fig. 1.4.

2.1 Trust Formation

The foundation of trust is one of the most critical prerequisites in the majority of
enterprises. For the partners, including the hosts and buyers, of a specific service,
such as electronic budgetary biological system or social insurance, management
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Fig. 1.4 Blockchain
advantages for IoT

framework requires trust in various measurements. The measures of the trust are
characterized as administrative requirements and internationally shared in the vast
majority of the ventures. For example, Payment Card Industry-Information Security
Standards (PCI-DSS) in a fund setting, Health Data Portability and Accountability
Act (HIPAA) in a clinical setting and General Data Protection Regulation (GDPR)
in a close to home information setting, are the instances of the guidelines for the
foundation of trust. The smart agreements are recognizable as the trust delegates of
the administrative definitions in real life. The smart agreements can be characterized
as programming codes implementing the administrative standards and make them
transparently available. The smart agreements completely rely upon transparency
and integrity of all hubs involved.

The consistency is a fundamental reality for the trust foundation inside the
system. Through the transparency of smart agreements, the trust is decentralized
without being a “Black Box” in tasks. In the IoT setting, the arrangement of
smart agreements makes the hubs reliable and consistent in the particular business
biological system. Kuo et al. [15] clarified the advantages of utilizing blockchain-
based smart agreements in the medical services space. Dagher et al. [16] clarified the
utilization of blockchain for the entrance control of human services information. Yu
et al. [17] depicted the establishment of trust in the IoT biological system utilizing
blockchain.

2.2 Data Acceleration

The quickened information exchange with higher throughput and negligible inac-
tivity is a key necessity to develop IoT biological systems. The presentation of
the whole framework relies upon the quickened activity of information exchange
in the IoT hubs. The appropriated idea of blockchain and smart contracts change
the information exchange scene towards decentralization by lifting the presentation
highlights. For example, the incorporated approval of specific information can be
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supplanted by decentralized approval with the utilization of smart contracts con-
veyed on the IoT hub itself or close to the IoT hubs, for example, the edge or the fog
registering hubs which go about as blockchain organized occupants. In this manner,
the solicitation reaction full circle lead-time compared to information approval,
control or access can be radically reduced utilizing blockchain. Manzoor et al. [18]
proposed a blockchain stage which underpins the robotized IoT information trade.
Androulaki et al. [19] introduced the ability to increase up to 3500 exchanges every
second with lower inertness in Hyperledger Fabric along with different strategies.

2.3 Security Improvement

Privacy, Integrity and Availability are the head model of data security which
is otherwise called the confidentiality integrity and accessibility (CIA) triangle.
Keeping the classification aside, the integrity and accessibility are the key highlights
in the blockchain-based smart contracts by structure. The blockchain-based smart
agreements guarantee the integrity by applying hashing and reaching out to the
advanced marks to the individual exchange and maintaining the chain of trust
altogether inside the blockchain. In addition, the blockchain innovation uses
cryptographic methods, for example, Merkle trees to guarantee the predictable
respectability over the system. Yu et al. [20] researched the run of the mill security
and protection issues in the IoT setting and further explained by developing a
system for the combination of blockchain and IoT for the affirmation of different
functionalities, including validation and adaptability. Khan et al. [21] clarified
the critical security issues in the IoT and how the blockchain can address these
issues. The accessibility is guaranteed by the disseminated operational nature of the
blockchain arrangement. For example, Denial-of-Service assaults (DoS) assailants
who endeavour to vanquish the blockchain arrangement need to survive computa-
tionally troublesome obstacles, for example, commandeering 51% of the mining
intensity of the system. Blockchain’s solid insurance against information altering
prevents a rebel gadget from disturbing the cooperative nature of correspondence
frameworks, including home, processing plant or transportation framework by
infusing or transferring malicious data. In this manner, the blockchain innovation
holds the possibility to safely open the business and operational estimations of 5G
systems to bolster basic undertakings, for example, detecting, handling, storing and
conveying data. Dwivedi et al. [22] proposed a novel system to empower highlights,
for example, maintain control and uphold security for the IoT gadgets and clinical
information in the medical services setting. Ramani [23] introduced an expansive
clarification of blockchain in various settings, including the authorization of IoT
security. Ramani et al. [23].
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2.4 Reduce Cost

The operational expenses of an IoT environment can be limited in various view-
points when the blockchain and smart contracts are used. The decentralized
activity of smart agreements and the record remove the prerequisite of sending
costly high quality registering framework, for example, multi-centre distributed
computing hubs for simultaneous exchange handling. In addition, the incorporated
information stockpiling can be eliminated by using the conveyed record rather
than concentrated information bases. The information transmission overheads for
the solicitation trips there and back to the incorporated hubs, for example, cloud
occasions in the concentrated frameworks can be eliminated in the blockchain-based
smart agreements related environments. Effective information use is an imperative
necessity in any IoT-based framework, including the arrangements associated with
5G. However, the IoT framework requires some information overhead for the
synchronization between the hubs. Clauson et al. [24] clarified a couple of utilization
instances of blockchain featuring the cost-cutting advantages.

2.5 Automation Increment

Blockchain combined with IoT is ideal for the mechanization necessities of future
industry. The smart agreements execute naturally when the conditions have reached
the executable state without mediation of some other gathering. The blockchain
and smart agreements sent in the IoT gadgets are equipped for executing the
smart agreements and log the occasions in the appropriated record. For example,
the temperature changes of the transitory payload can be executed through the
smart agreements dependent on the outer temperature. In addition, the area-based
traditions obligation count is operable through the smart agreements. Griggs et
al. [25] proposed a framework which uses private Ethereum blockchain and a
master–slave demonstrated clinical gadget organization model so that IoT-fuelled
medication actuators function precisely. Gallo et al. [26] presented BlockSee, which
is a blockchain-based video reconnaissance framework to approve and guarantee the
permanence of camera settings similar to the observation recordings in the smart
urban communities.

3 Challenge of Blockchain and IoT Integration

There is no uncertainty that the Internet of Things (IoT) and blockchain innovation
will have a significant effect on the mechanized modern world. Despite the fact that
the utilization of IoT is expanding quickly, it is filled with adaptability, security,
protection and integrity issues. Although blockchain was originally made for
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Fig. 1.5 Blockchain & IoT
integration challenges

overseeing cryptographic forms of money, its decentralized nature, higher security
and trustworthiness has prompted it to be incorporated with the IoT to improve the
IoT. There are different difficulties emerging from this reconciliation which expands
the complexities. It is important to examine the difficulties engaged with this joining
before doing it. The various possible challenges are shown in Fig. 1.5.

A. Capacity Limit and Adaptability
The reliable stockpiling of exchanges and blocks is an essential necessity of the
blockchain innovation. Hypothetically, every hub must contain a duplicate of the
record which is developing with the exchanges. From an adaptability point of view,
the effect on capacity for the IoT environment will influence the usefulness of
the whole framework. Particularly, the advancing exchanges with scaling up the
framework require noteworthy capacity.

B. Handling Power and Time
There are a couple of computational-asset serious tasks in the blockchain environ-
ment. These activities incorporate exchange confirmation and block age, which
incorporate few cryptographic tasks. Because of the asset-limited nature of the
IoT, there are certain constraints in calculation which will lead to security dangers.
Therefore, use of the less asset-escalated choices must be applied explicitly when
the blockchain is applied in the IoT setting. The Elliptic Curve Cryptography
(ECC)-related advancements are one of the huge options, which bring about less
computational overheads to the asset-confined IoT equipment. The cryptographic
tasks in the limited equipment will lead to execution restrictions when scaling up
the framework.
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C. Security
The trustworthiness, accessibility and access control are the essential security
worries in any framework. Therefore, the blockchain implements respectability
and accessibility characteristically by design. Each exchange is checked with the
computerized signature and the blocks of exchanges connected with confirming
advanced marks. The exchange confirmation is an asset-escalated activity due to
the impediments of IoT registering framework. The exchange confirmation and
block age will have adaptability impediments in cryptographic procedure on the
blockchain execution. Kumar and Mallick [27] portrayed the security and protection
issues in the IoT and examined the noteworthiness of blockchain in this specific
situation. Novo et al. [28] proposed a blockchain-based access to management
engineering for the IoT. The proposed design eliminates the correspondence
overheads and improves versatility. The proposed arrangement joined Software-
Defined Networking (SDN), haze processing and blockchain to empower easy and
low latency access to the information in a verified way. Hu et al. [29] introduced
a deferred open-minded Ethereum blockchain-based instalment plot for country
zones.

D. Protection
The enormous volume of IoT gadgets is common in present day sending models.
The IoT gadgets uncover more extensive danger surfaces and huge restrictions
in protection implementation because of the asset-limited equipment. Particularly,
when blockchain is thought of, the information protection is not inbuilt because the
exchanges are affixed to the record openly upon confirmation. Security conservation
is a critical challenge with broadly utilized encryption strategies. In any case, the
lightweight cryptographic components produced for the asset-limited computational
foundation will be the perfect answer for authorized information security in the IoT
setting. Zhou et al. [30] proposed BeeKeeper, which uses homomorphic calculations
on the information without uncovering any bits of knowledge regarding the clients
who receive the information. The framework was assessed on the Ethereum
blockchain stage.

E. Throughput
Other than the versatility issue of blockchain, the throughput is another task that is
difficult to handle. The exchange throughput and inertness experience predictable
difficulties, and as the size of exchanges increase, they present the difficult issues
that the IoT framework cannot deal with. While hypothetical examination of a stage
may give a thought regarding its presentation, only useful execution can give a
real use examination. We can investigate the relevance of blockchain frameworks
dependent on the objective use by considering the number of exchanges important to
be served in an objective time outline. Concerning IoT gadgets, private blockchains
might be appropriate, as the quantity of estimations for any single gadget will be
small. Regardless, as we scale to bigger IoT-based smart world frameworks serving
widely dispersed gadgets, or enormous information frameworks that follow up on
an extraordinary amount of information, the capacity to apply blockchain becomes
more troublesome.
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4 Application of Blockchain in 5G-Enabled Services

Blockchain, when coordinated into the 5G organization, will offer numerous advan-
tages at different levels in the whole 5G environment. Organizations incorporated
with blockchain can be redone dependent on the spot and supporter needs and
changed progressively to fulfil the flexibly and need. Blockchain can help to improve
the interior activity in the centre organization, to lessen expenses and increment
adaptability. The various possible application areas are as shown in Fig. 1.6.

4.1 Healthcare

Medical care is one of the significant components for the overall improvement of
any country. It could be thought about as an outline of a general public’s notable
prosperity. With a development regarding people and logical conditions, the weight
on contemporary-day medical services structures will also increase. 5G-empowered
IoT contemplated a capacity choice to lighten the burden at the medical services
devices [42]. One of the appropriate responses is remote wellness monitoring, which
incorporates the utilization of IoT sensor contraptions to a degree and examines
numerous wellness boundaries of a customer remotely. For instance, Baker et al.
[43] perceived an IoT-based medical care device for remote monitoring of the
wellness of significantly ill patients. Electronic wellness records (EHR) is the
combined virtual model of patients’ wellness realities, while non-public wellness

Fig. 1.6 Application of
blockchain in 5G enabled
services
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record (PHR) is related to the virtual report of a character understanding. EHR
permits consistent, continuous sharing of logical and cure accounts of patients to
ensure a legitimate logical work force [44]. It handles non-public realities and
oversees fundamental issues, including confirmation, privacy, responsibility and
realities sharing. It empowers logical partners, including public wellness specialists,
analysts and clinical specialists, to participate within the blockchain network as
“miners” to offer sure motivating forces. Saravanan et al. [45] proposed a medical
services worldview named Secured Mobile Enabled Assisting Device (SMEAD)
to monitor diabetes. It is an offer up-to-surrender blockchain-based medical care
contraption, which continuously monitors diabetic patients. In addition, it changed
into fundamentally based at the guarantee that wearable devices have been presently
not, at this point, suitable for crisis conditions and have been basically utilized for
monitoring purposes. It helps patients who are looking for personal consideration
and consistent management from specific clinical specialists.

The main aim of smart wellness applications is to organize wellness in the smart
city (or society) in a green and manageable way. Capossele et al. [46] proposed
a variant that encouraged the improvement of such s-wellness applications. It is
assumed as an overhauled model of the existent e-wellness or m-wellness answers.
It calls for realities accumulated from the various EHR and PHR, notwithstanding
obtaining permission to the smart urban areas’ realities and lays the foundation for
the utilization of innovations such as IoT and 5G to flexibly provide appropriate
continuous remarks to the residents. However, this strategy has a couple of security
issues that need to be addressed. Substantially fewer environmental factors of the
stage inferred that there has been a need for a consistent middleware to eliminate any
third parties permissions. To address the previously mentioned issue, the creators
of [46] proposed a blockchain-based on the absolute s-wellness stage to ensure
security, protection, consistency, interoperability and concur with the use of 5G and
IoT. Additionally, it allows the relationship of a few IoT devices with low dormancy
and exorbitant unwavering quality.

Table 1.2 offers an in-depth contrast of the present procedures in healthcare,
with regard to parameters, including utilization of blockchain, wearables, smart
fitness, protection, open problems with possible challenges and merits/demerits of
the prevailing procedures.

4.2 Smart Home

A smart home is an exemplification of a mechanically improved dwelling, which has
the objectives to upgrade the ways of life of the populace. It bears the cost of wellbe-
ing, comfort and extravagance to the proprietors, by letting them adjust the settings
in accordance with their decisions with the assistance of a smart phone program.
Through the IoT, smart home devices organize with one another to robotize home
functions in accordance with the clients’ inclinations. The literature mentions a few
designs for energy efficient green smart houses. A notable framework of a smart
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home incorporates the ensuing assets: network availability (for the most part Wi-
Fi), IoT-empowered sensor devices, and cell programming for remote access. Some
basic contributions outfitted through smart houses comprise smart lighting, smart
entryway lock, smart indoor regulator, video reconnaissance and smart stopping
[47]. To offer reasonable quality for the people living inside the home, the particular
contributions should continually change depending on the desired outcome. A smart
entryway lock device is a basic part of any smart home. Its main objective is
to prevent any unapproved guests from entering the house. The data about the
populace is kept in an important worker, which allows white-listed individuals to
gain admission to the house. Nonetheless, the realities managed through such a
device can be projected through an undesired individual who endeavours to avoid
the lock contraption to attempt to gain unapproved admission to the device. To
adapt to this issue, Han et al. [48] proposed a blockchain-based smart entryway
lock device, which bears the cost of security capacities such as verification, realities
integrity and non-renouncement. They utilized fixed Passive Infrared (PIR) sensors,
ultrasonic sensors and a development sensor to find indoor/outside gatecrashers. The
blockchain network blocks keep the information about exchanges which contain
open/lock order. The changeless idea of the blockchain network makes it impractical
for any interloper to gain unapproved admission to the contraption and make any
adjustment to effectively finished exchanges. Notwithstanding, the inactivity of IoT
contraptions (sensors) can presumably be an obstacle to find such an interruption.
This issue may be addressed by utilizing 5G Wi-Fi innovation, which manages the
cost of discernibly low inactivity, fast interruption recognition and block mining
of the exchanges in the blockchain. Dorri et al. [49] proposed a blockchain-based
smart home model, which incorporates three transparency levels: the smart home,
overlay and distributed storage. In this model, IoT devices controlled midway
through an excavator were put within the smart home level. The intersection network
carried the designated nature to this structure and is essentially similar to the P2P
group used in Bitcoin. In a practically identical line, Aung et al. [50] proposed
a decentralized strategy of realities control to manage the smart home device
wellbeing and prolateness issues. Table 1.3 presents an in-depth contrast of current
strategies in smart houses with regard to parameters together with blockchain,
conversation standards, domestic automation interfaces, demanding situations and
issues, and pros, cons of the prevailing strategies.

4.3 Agriculture

Smart agribusiness uses present day affects, for example, IoT, GPS and big data,
to enhance the standard and extent of the resultant plants. Information such as
temperature, light, soil tenacity and moisture are often managed in a central system
and broken down using certain AI counts [51]. The blend of assorted movements
in agribusiness hopes to form an effective watchful cultivating chain with no
compromise to quality. Appropriated Ledger Technologies (DLTs) are considered
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to have the most potential to deliver efficiency and simplicity in these common
productivity chains [52]. The foremost advantage that DLTs provide is improved
prominence. They will ceaselessly follow any trades that happen throughout the
productivity chain. The employment of blockchain relies upon the food productivity
chain because agribusiness and the food chain are correlative centres, where the end
products of cultivating are not any vulnerability used as obligations to varied multi-
purpose scattered productivity chains. In such food productivity chains, the client
is routinely the last customer. Hua et al. [53] proposed creating a blockchain-based
provenance structure, which plans to focus on the trust issues in the productivity
chain industry. It records all information associated with the creation of the
productivity chain; therefore, everything taken under consideration will be seen by
the included individuals. To address the complexities of storing information on the
blockchain, they coordinated two related structures:

• Basic Planting Information: Information associated with a selected course of
action of the productivity chain, for example, creation, gathering and various
techniques, is managed.

• Provenance Record: Information associated with a specific creating improvement
is managed.

Caro et al. [54] proposed a blockchain-based decentralized distinguishable qual-
ity structure for an agri-food productivity chain management, called AgriBlockIoT.
It ensures transparency and auditable asset obviousness to store data from the IoT
devices along the whole supply chain within the key blockchain. It uses present
day devices as focal points of the layered blockchain to improve the facility of the
structure. The vital modules of AgriBlockIoT were API, Controller and blockchain.
Another essential part, aside from the agrarian productivity chain, is the smart
water system, which provides a more efficient utilization of water. The variable
access to open freshwater resources encourages the planning of a system to utilize
water resources sensibly, given such advancement in science and headways, for
example, IoT, spread enlisting and big data. Robotization of water framework
structures together with warm imaging has been a probable response for staggering
water structures, which evaluates the water levels within the earth and controls the
actuators to flood. It is an improvement to the back-and-forth movement of previous
water frameworks, therefore causing a more controlled use of water. Sushanth et al.
[55] proposed a smart farming framework, in view of the ideas of IoT and distributed
computing. It empowers a rancher to devise a productive, doable water system plan
for their homestead dependent on their inclinations. According to the rancher’s
information sources, a computerized smart water system framework was created,
which gave the appropriate timetable to them. At that point, with the assistance
of significant sensors and actuators, a particular methodology was executed to
control the water amount delivered. Table 1.4 gives the point-by-point examination
of existing methodologies in horticulture, with reference to boundaries, for example,
utilization of blockchain, smart agribusiness, food recognizability, calculation and
professionals, and cons of the current methodologies.
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4.4 Industry

Currently, the total mechanization of industry and business is becoming a real-
ity. Enormous improvements in innovation and their presentation into industry
have brought about the development of a next generation of industry, known as
Industry 4.0. It plans to join the ability of different innovative areas, for example,
IoT, blockchain and Cyber-Physical Systems (CPS) [56]. In Industry 4.0, IoT is
relied upon to offer promising ground-breaking answers for existing mechanical
frameworks. Therefore, it is being viewed as a key empowering agent for the
up and coming age of cutting-edge modern mechanization [57]. Because of the
profoundly serious market, organizations plan to pick up business points of interest
at any expense. This powers business processes management (BPM) frameworks in
Industry 4.0 to digitize and mechanize business procedures to build their benefits. In
any case, by adding independent specialists to these business forms, the exchange
expenses and dangers related to them also increase. A potential answer for handling
these dangers is that every operator should discuss transparently with one another.
It tackled the issue of exchange costs for self-ruling operators. However, there
emerges an issue of trust between those taking an interest specialist. To handle
all previously mentioned issues, Kapitonov et al. [58] recommended the utilization
of decentralized frameworks (blockchain innovation) for productive and secure
correspondence between the self-sufficient operators in a multi-specialist system.
Unlike other dispersed records such as Ethereum and Bitcoin, which experience
high deferrals, being founded on the PoW, the QoS blockchain requires constant
data updates. In this situation, the opportune execution of a smart agreement makes
the anchoring of another block to the primary blockchain conceivable in real
time. Moreover, customers that have additional registering force can get UNET
tokens as remunerations, in the event that they distribute those unused assets into
an unordered arrangement. The job of the “QoS chain” is to check the quality,
throughput and dependability of the system suppliers. It improves administration
quality, making unchained fit for wide reception. Table 1.5 gives the point-by-
point examination of existing methodologies in Industry 4.0 regarding boundaries,
for example, utilization of blockchain, BPM, QoS, smart agreements, utilization
of AIRA convention, difficulties and issues, and experts, and cons of the current
methodologies.

4.5 Supply Chain Management

A supply chain is the system of people, associations, assets and exercises that are
engaged with the existence pattern of an item. It begins from item creation to
its purchase, from the conveyance of crude materials from provider to producer,
directly dependent upon its conveyance to the end client. The standard stream
in a supply chain starts with the provider, followed by the producer, distributer,
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retailer and the buyer. Supply Chain Management (SCM) is the technique to oversee
materials, data and funds as they travel through a procedure in the supply chain.
Given the importance of supply chains, it likewise faces difficulties, some of which
are as follows [59]:

1. Logistic blunder
2. Lack of perceivability and resources
3. Improper treatment of information
4. Inefficient treatment of stock
5. Ineffective hazard management

Kothari et al. [59] examined the effect of two advances on supply chains;
blockchain and 5G-empowered IoT. 5G-empowered IoT expands the transfer speed
limit to verify transmission of product-related information. Blockchain gives a
changeless, conveyed record which enables secure capacity of information. Addi-
tionally, it may be utilized as a device to forestall malicious IoT gadgets from
entering the system. In addition to the prudent effect of blockchain innovation on
organizations as far as operational cost, it can conceivably assist with relieving
lawful charges emerging from questions. The primary segment of blockchain
innovation is smart agreements which can empower programmed instalment of
products upon their receipt, and thus eliminate the requirement for an outsider
affirmation. Another significant angle is to resolve debates with respect to whether
a wholesaler is qualified for a volume motivation refund. This can be addressed by
utilizing smart agreements combined with 5G to follow a shipment. Casado-Vara et
al. [60] proposed a model of supply chain, where the purpose of blockchain is to
give security to the data of organizations associated with the agrarian supply chain
alongside multi-operator frameworks for viable coordination of inside exercises. It
shows the theoretical design of a supply chain and the executives with blockchain.
This model empowers another market model called circular economy. It utilizes
the “Make–Use–Recycle” model, as opposed to the current “Take–Make–Dispose”
model. It permits the economy to act naturally sufficient. Unlike physical resources,
utilities do not have a stock of their basic digital resources. Also, they do not have the
capacity to follow the various exercises related to programming and equipment, for
example, their turn of events, shipment and establishment, which sometimes make
the frameworks vulnerable to outside digital assaults. The utilization of blockchain
for this situation helps to review and track the subtleties of the product and
equipment supply chain. Table 1.6 gives the point-by-point examination of existing
methodologies in supply chains regarding boundaries, for example, utilization of
blockchain, sort of industry, difficulties and issues, and professionals, of the current
methodologies.
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5 Future Research Direction

5.1 Blockchain with Big Data & 5G

In the time of information overload, large information is a hot topic in 5G [34]. A
lot of interactive media information created from omnipresent 5G IoT gadgets can
be abused to empower information related applications, for instance, information
investigation and information extraction engaged by computerized reasoning pro-
grams. Distributed computing administrations can offer high stockpiling capacities
to adapt to the increased volume of and decent variety of advanced IoT information.
However, large information innovations can confront different difficulties, extending
from information protection leaks, and they must maintain control over security
weaknesses to prevent exceptionally complex information theft [35]. Further, huge
information investigations on cloud/edge processing are profoundly helpless against
cyberattacks in the complex operational business situations.

In such settings, blockchain shows up as the perfect up-and-comer to comprehend
huge information related issues. To be sure, the decentralized executives related to
validation and unwavering quality of blockchain can give high-security certifica-
tions to large information assets. In particular, blockchain can offer transparency
and dependability for the sharing of enormous amounts of information among
administration suppliers and information proprietors. By taking out the dread of
security bottlenecks, blockchain can empower all-inclusive information trade which
engages the wide range of 5G large information organizations. As of late, some huge
information models empowered by blockchain have been proposed, for example,
information offering smart agreements, maintaining control for huge information
security [36], or protection safeguarding for huge information investigations [37].
Such fundamental outcomes show that blockchain can acquire different points
of interest in terms of security and execution improvement to large information
applications in the time of 5G.

5.2 Blockchain with Machine Learning in 5G

The fast advancements in blockchain innovation are opening new doors for comput-
erized reasoning applications. The unrest of AI or ML innovation changes current
5G administrations by empowering its capacity to gain from information and give
information driven bits of knowledge, choice help and forecasts. These focal points
of AI would change the way information examinations are performed to help smart
administrations in the time of 5G. For instance, ML has the capacity to associate
with the remote condition to encourage executives and client correspondence [31].
ML also shows incredible potential regarding information highlight disclosure to
foresee information use conduct to create control calculations, such as information
traffic estimation to organize clog shirking or client monitoring for security protec-
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tion [33]. Currently, there is a developing pattern of coordinating AI with blockchain
in 5G applications. For instance, deep fortification learning [23] has been examined
and joined with blockchain to empower secure and insightful assets for management
and organization in 5G systems.

5.3 Blockchain for 6G

Past the fifth-age (B5G) systems, or purported 6G, will develop to give prevalent
execution to 5G and meet the inexorably high prerequisites of future versatile
administrations and applications during the 2030s. The key drivers of 6G will be
the union of all the past highlights, for example, arrangement densification, high
throughput, high dependability, low vitality utilization and monstrous network.
As per [38], 6G remote systems are common to help huge client availability and
multi-gigabits information transmissions with super-high throughput, incredibly
low inactivity interchanges (roughly 10 s), and backing submerged and space
correspondences. The 6G systems are additionally imagined to make new human-
driven qualities [39] empowered by various imaginative administrations with the
expansion of new innovations. The new administrations may incorporate smart
wearables, inserts, autonomous vehicles, processing reality gadgets, 3D planning,
smart living, space travel, Internet of Nano-Things, remote ocean touring and space
travel [40]. To fulfil such applications for the 2030 smart data society, 6G should
meet various rigid specialized necessities. Following this method of reasoning, high
security and versatility are the significant highlights of 6G, which will be given
exceptional consideration from the remote exploration network. With the promising
security capacity, blockchain is expected to assume a significant role in future 6G
systems. Blockchain conceivably gives a wide range of security administrations,
from decentralization, protection, transparency to security and recognizability with-
out requiring any outsiders, which will not only upgrade the security of 6G arranges
but also guarantee to advance the change of future versatile administrations. The
Federal Communications Commission (FCC) likewise proposes that blockchain
will be a key innovation for 6G administrations. For instance, it is accepted that
blockchain-based remote sharing [41] is a promising innovation for 6G to give
secure, more intelligent, minimal effort and profoundly productive decentralized
remote sharing. Blockchain can likewise empower security and protection of
quantum correspondences, such as processing, atomic interchanges and the Internet
of Nano-Things, through secure decentralized records. All the possible future
research directions are shown in Fig. 1.7.
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Fig. 1.7 Future research
direction of blockchain in 5G

6 Conclusion

Blockchain has moved past the domain of digital currency and is currently reforming
a few businesses. The intrigue goes past the promotion as a few ventures have begun
embracing the blockchain-based answer for improved business measures. Similarly,
5G organization and past 5G networks are no special case as a few examinations
have been directed to carry the advantages of blockchain to 5G organizations. As
future 5G networks are required to be exceptionally appropriated and decentralized
in nature, network management and security issues become more common and
difficult contrasted with prior times. Blockchain, because of its protected plan
ideas, addresses centre security issues, for example, integrity, verification, trust and
accessibility, in a dispersed style. Likewise, the smart agreements can empower start
to finish asset portion/sharing, network management and coordination conveying
wanted administrations imagined by 5G. Moreover, blockchain will empower a few
new plans of action, diminish the issue related to collaboration among network
administrators and consistently handle a few cycles.
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Chapter 2
Background and Research Challenges
for Blockchain-Driven 5G IoT-Enabled
Industrial Automation

U. Hariharan and K. Rajkumar

1 Introduction

The IoT and its use in different manufacturing areas have developed at an exponen-
tial pace over the past several years. Based on Gartner’s survey, the miscellaneous
collection of IoT-enabled products was expected to reach 24 billion by 2020 [1].
Overwhelming amounts of information have been produced from the gadgets, not to
mention a requirement of adequate storage space and processing methods to manage
it. This method comes with an increase in the information relays from machine-to-
machine (M2M) as well as Device-to-Device (D2D) [2–4] interactions. To manage
this particular immense information proliferation, a robust IoT process stack is
needed, which works with each problem relevant to information transmission and
processing at various phases. Using standardized protocols and levels, a structure
could be created to perform the appropriate providers regarding IoT products
[5]. The enumerations will be utilized within the automotive business to fulfill
the computer users’ needs and realize their business goals. Recently, there is
a requirement for competitive by nature, quality products that are good with
decreased merchandise expenses. The IoT has transformed the scenarios that use
5G infrastructure, including the real-time interaction involving devices, information,
and a human who is able to plug in the above problems.

Nowadays, the vast majority of IoT-based methods were planned to make use
of the centralized client-server, cloud servers, powerful data source, and on the
internet [6–8]. The authors noticed some limitations on the IoT’s centralized
infrastructure:
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• Single point disaster that could topple the whole system.
• Absence of trust between the entities concerned within the device.

BC-based decentralized architectures could be utilized for P2P data transmission
between sensor nodes to overcome the mentioned limits. Nevertheless, the methods
consider the number of securities and privacy applied to avoid opening up the way
for hackers to release various attacks.

A large number of examples can be found utilizing IoT product programs for
the improvement of the system, including smart homes, smart cities/communities,
industry 4.0, healthcare 4.0, and secured VANET systems [9–12]. A long-term goal
relies on the fact that 5G-enabled IoT deployment to protect IoT products could
utilize BC. The IoT system is secure, when it comes to the circumstance in which the
new works are rapidly and efficiently processed well over the unreliable networks
[13, 14]. Consequently, 5G-enabled IoT products can use identical networks within
real-time. Protection might not be the only focus regarding the utilization of IoT
products. Likewise, it can undoubtedly participate in information division because
it operates within a quicker method. Moreover, as writers’ expertise, unbiased
mathematical evidence, only for the quick fixes, remains unavailable. As soon as the
accessibility of mathematical evidence is available an ideal atmosphere is likely to
be precisely where rapid and reliable nodes are already linked with the networking
and reap the benefits of 5G by utilizing the particular cloud or maybe fog levels.

Therefore, the BC-based decentralized device is among the remedies. Among the
positive aspects of utilizing BC and IoT solutions could be to keep the information
within an immutable fashion, which calls for merely having no centralized data
source. Furthermore, it likewise offers a means to be observed and perform
transactions along with different individuals in a reliable situation. In addition to
the use of effective encryption with public, private crucial pairs, IoT and BC offer
vast amounts of protection to its participants.

A few BC-decentralized applications (D-Apps) are accessible within the market-
place, using BC and IoT. Utilizing IoT infrastructure and data sharing between the
products could be accomplished using wireless smart devices and a high amount
of network connectivity. The ubiquitous network integration is extremely hard
to attain in the contemporary era, and it could be accomplished because of 5G.
These solutions reduce the latency by a hundred occasions as opposed to 4G.
Additionally, incorporating IoT and BC allows maintaining an immutable ledger of
transactions for the conversation shared between the devices. Using the particular
decentralized P2P fashion, the man in the middle attack could be removed, enabling
the subscribers to communicate while not including a reliable third party [15].

Driven through the above conversation, with this chapter, an introduction to
the connectivity of blockchain for the 5G-enabled IoT for manufacturing product
operations is developed. We then discuss a few sensory challenges and issues that
might impede BC’s expansion for 5G-enabled IoT technology integrations.
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1.1 Contribution of the Study

Existing surveys investigated several areas of 5G-enabled IoT for BC [16–23].
Mistry et al. [18] discussed the protection requirements for BC utilization. Vora
et al. [19] acknowledged BC’s usage for information suppliers to the IoT apps.
Miraz et al. [20] evaluated a setup for BC using IoT data protection. Dorri et al.
[16] discussed the lightweight as well as secure structure for IoT built over BC
for 5G-enabled IoT technologies. Atlam et al. [21] described a base foundation
for integrating BC for IoT to showcase the challenges and benefits. Singh et al.
[59] additionally concentrated on the protection elements of BC dependent IoT
products. Christidis et al. [17] inspected the possibilities for BC storage within the
IoT products. Hwang et al. [22] recommended the powerful entry management way
of dynamic interaction between products.

Nevertheless, to the best of our knowledge, these were centered on how you can
make use of BC with IoT for both decentralized storage or security purposes only.
Thus, this particular extensive investigation was manipulated for 7 years primarily.
A view on existing mechanisms available along with advantages and disadvantages
is shown in Table 2.1.

A few investigation proposals occur within the literature covering the IoT and
BC, but not many had regarded the possibility of high-speed connectivity within
the IoT products utilizing BC. This chapter tried to investigate the job for a

Table 2.1 Survey on existing mechanisms available

Reference no. Advantages Disadvantages

[15] Easier to interface BC and IoT Data management in UAV’s is not
easier

[16] With the help of network overlaying,
we could reduce the operational
complexity for each frame/block

Data protection can be obtained for
some attacks, not for all attacks

[19] Architecture for IoT applications Cannot integrate with hybrid IoT
[21] Use of BC for 5G-enabled IoT Cannot use D2D communication
[22] DAC for BC Insufficient authentication, due to

modified standard
[24] Secured application for IoT devices Interfacing BC with IoT has high risk
[25] The framework provides security for

EHR
Restrictions on reviewing and
confidentiality

[26] Automated car parking has reduced
human errors

The system is not that secured

[27] Provides better security for IoT
application in healthcare 4.0

Restrictions on reviewing and
confidentiality

[28] CPS system provides an interface
between BC and 5G-enabled IoT

High security risk involved

[29] More accessible communication
between the user using BC-based
P2P networks

High risk in interfacing BC with
5G-enabled IoT
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manufacturing operation with BC for 5G-enabled IoT units. Below are the primary
investigation efforts of this particular chapter:

• We show a systematic and comprehensive overview of 5G-enabled IoT and
discuss its future industrial applications.

• Likewise, different uses for the integration of 5G-enabled IoT are discussed.
• The end of the chapter bridges the gap between scalability, interoperability, and

additional studies issues for decentralized apps with 5G-enabled IoT to develop
industrial automation.

The chapter is organized as follows: Section 2 discusses the essential information
regarding the BC for 5G-enabled IoT, characteristics, brief working, 5G-enabled IoT
usage, and challenges while integrating BC with 5G-enabled IoT. Section 3 explains
BC for 5G-enabled smart industrial automation and applications in use. Section 4
illustrates different receptive challenges and issues for the incorporation of industrial
automation. Finally, the end of the chapter is realized in Sect. 5.

2 Survey on BC Using 5G-Enabled Internet of Things

Specifically, this segment tracks the record for BC using 5G-enabled IoT. This
section is split into three sub-sections. Initially, we discuss the fundamental
information regarding BC followed by basic ideas of the IoT, limitations, features,
and how 5G transforms the IoT standard regarding 5G-enabled IoT and how it is
changing the contemporary era. Finally, we discuss a likely benefit for merging
these two frameworks that provides the basis of the chapter.

2.1 Blockchain

With the emergence of cryptocurrencies, specifically Bitcoin, blockchain (BC)
was developed with disorganized engineering [15] that works in the center of the
changeover, coming through the centralized client-server system to a decentralized
cryptographic protected interconnected structure. Furthermore, BC holds a decen-
tralized and immutable ledger that keeps all the information captured in economic
transactions. It contains a sequentially connected chain to the time-frame blocks,
collectively utilizing cryptographic hashes [5]. This enables an end-user to obtain
a distributed peer-to-peer system, in which mistrust users could swap info through
one another, without a reliable third party [17].

Trust is crucial in BC, which is attained through requiring the resulting hash of
the prior block to produce the subsequent block. To obtain an opinion to discover
the nodes responsible for confirming the ensuing hashes, it was implemented to
discover the hash of the subsequent block. A handful of transactions are bundled
up collectively by blocks utilizing the hash tree, and only the hash tree root
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includes the block. This process is referred to as a proof-of-work (POW) node,
which compensates for the effort done on the system [19]. This kind of motivator
encourages the miner nodes to get involved within the system to swap computational
energy supplied by them for mining blocks.

There are various kinds of BC, which could be categorized according to the foun-
dation of details, handled information, usefulness, and accessibility to management.
There are private/public and permissioned/permission-less blockchains. The main
change is based on authentication principles, showing that they can use the BC
(private vs. public) and permission that shows precisely what the individuals can
perform (permissioned vs. permission-less).

2.2 Industrial Automation Using 5G-Enabled IoT

The internet of things represents the system of different unique electronic devices.
They are able to interact with one another while using any receptive channel such
as the internet. The links are evident in utilizing wireless devices and know-how,
including RFID, sensors, Near Field Communication (NFC), machine-to-machine,
and ZigBee protocol [20, 23]. The IoT has transformed the world of pervasive
operation with several modern business uses constructed with different receptors.
Nevertheless, at this time, there are specific limits to using the IoT that need to be
addressed to develop it within a more effective program [30, 31]:

• Security: Because the variety of connected products of the system increases, the
likelihood of malicious actors taking advantage of vulnerabilities also grows. It
could occur because of the utilization of lower regular units.

• Privacy: The information gathered from IoT products is transferred to a cloud
storage space in support of processing and analysis, including third parties.
This particular distribution of details ignores the consent of the end-user and
could result in information leaks. As a result, the secrecy of the end-user is
compromised.

• Criteria: Not enough regulations and low standards can lead to unwanted effects
while working with setup products.

• Latency: The present correspondence requirements employed for interaction
between several IoT products experience latency problems.

An increase in the variety of IoT-enabled gadgets induces a requirement for such
a technology that can help support this particular massive quantity of information
transmissions effectively at an incredibly high bandwidth. Furthermore, the equip-
ment themselves should deal with the modifications in setup such as large bandwidth
capability, enhanced data rate, and minimal delay [32]. The creation of quicker
wireless solutions, particularly the wireless model for 5G-enabled IoT uses, can also
help to handle a vast variety of IoT-enabled gadgets [33]. 5G consists of Multiple-
Input Multiple-Output that helps to attain better network features compared to the
current 4G technology, as well as “small cells,” allowing a far denser network
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structure [34]. As compared to the current 4G, which employs wavelengths below
6 GHz, 5G networks support an incredibly high frequency and range from 30 to
300 GHz.

Moreover, 5G allows producing new manufacturing uses that work outside of the
present movable broadband internet span. These particular omnipresent connections
are a stepping-stone in attaining substantial accessibility, which has been the focus
from the beginning of the wireless technologies [35]. The development of the 5G
technological innovation is a vital enabler for IoT know-how. As a result, IoT is
complemented by offering substantial details, lowered latencies, reduced power
needs, and greater scalability [36].

The fast development of IoT engineering raised expectations to improve quality
of service for businesses and consumers [37]. Individuals are available for particular
solutions depending on the activities of the device. For instance, they could move
around more proficiently by avoiding traffic jams and using another route, when
informed by the smart IoT-enabled unit set up on the transportation vehicle.
Additionally, they can stay healthy using wearable devices that offer responses
associated with users’ health after monitoring the physical activity of the patient
and body parameters during the day. Companies can utilize the information about
the owners to offer more tailored products and services. In addition, they can easily
employ spot followers and remote future on specific tools to balance the effects.
National, as well as public companies, can incur decreased healthcare bills together
with the provision of more excellent wellness assistance by remote health and
wellbeing monitoring, particularly for the elderly. Additionally, smart street and
road safety can make the citizens’ daily life more transparent, with a minimized
general expense to maintain the components.

2.3 Benefits of Integrating BC for 5G-Enabled IoT

Through all of the improvements of smart programs (i.e., smart applications) for
enhancing the people’s caliber, IoT displays a crucial role in digitizing the services.
With the fast development of IoT, one of the many entry factors to share and
access information over the system (the internet) comes up. Centralized information
storage space methods that use cloud computing may contribute substantially toward
the improvement of IoT. However, it appears to act as a tan package in which
the individuals are ignorant of the use of the information they discuss on the
system. Also, these kinds of centralized frameworks might not be successful in
offering information transparency [37]. To improve privacy and security, utilization
of decentralized storage engineering (BC) reveals the advantages of utilizing the BC
for 5G-enabled IoT for manufacturing operations, as shown in Fig. 2.1.

BC can transform the IoT, which may have an opened, trusted, and adaptable
sharing dais, in which any kind of data exchanged is traceable and reliable. Several
of the advantages of particular integration areas use [16, 21, 26]:
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Fig. 2.1 The advantages of utilizing BC for 5G-enabled IoT for industrial automation

• Scalability as well as decentralization: The paradigm changes from a centralized
to distributed cloud, it can eliminate any personal reasons for the disappointment
that improves the fault tolerance. Additionally, it stops the control of online
resources, in which several impressive companies might manage the compilation
and process the information of many computer users.

• Identity: The utilization of one common BC and IoT enables improved identifi-
cation of every unit. Becoming immutable can also have the ability to trace the
foundation of just about any needed information. Furthermore, it can additionally
supply a reliable way for authorization and authentication of IoT products.

• Autonomy: Using IoT and BC, products can connect without having the partic-
ipation of just about any intermediary. It can pave the way for creating a device
with unbelievable IoT-based manufacturing uses.

• Security: With the aid of smart providers, data switches are viewed as being a
transaction; it supplies secure interservice reception.

• Reliability: Users are enabled by this integration to confirm any transaction’s
authenticity with confidence and respond responsibly.

• Protected code Organization: Being an inflexible log, a maker can trace the
update past-history very easily. Furthermore, it allows them to upgrade IoT
devices correctly [38].

2.4 Challenges in Integrating BC for 5G-Enabled IoT
for Industrial Automation

• Space Complexity and extensibility: The standard storage space of transactions
plus blocks is a primary necessity of the BC know-how. In theory, every node
should have a text on the ledger to develop together with the transactions.
According to the scalability point of view, your IoT environment’s effect on
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storage space would affect the whole system’s performance. Remarkably, the
changing transactions increase the storage required by the system.

• Time Complexity and Energy Management: There are some computational
resource intensive activities along with the BC environment, such as business
transaction verification and block development, including a couple of cryp-
tographic activities. Because of the IoT’s limited source dynamics, there are
specific limits in deep computation that could have direct protection conse-
quences. Thus, using substantially fewer learning resources, comprehensive
options need to be utilized, especially once the BC is used in the IoT. The Elliptic
Curve Cryptography (ECC) associated solutions are among the substantial
options because they incur much lower computational overheads on the source
restricted IoT hardware. The cryptographic activities within the limited hardware
could lead to general performance limits when scaling the product.

• Security & Privacy Policy: Integrity, accessibility, and gaining access to man-
agement tend to be the primary protections within every product. Nevertheless,
the BC enforces availability and integrity inherently by design and style. Each
transaction confirms using the electronic signature and the blocks of transactions
are connected with confirming electronic signatures. The transaction verification
is a source of comprehensive functioning because of the limits of the IoT
computing infrastructure. The transaction verification and block development can
have scalability limits in cryptographic activities on the BC setup. Viriyasitavat
et al. [39] described the protection as well as secrecy problems in IoT and
the significance of BC within this context. Da et al. [28] unveiled a prominent
style of a transmitted, secure data storage program created for the IoT with
moderated overhead within the product. The system enforces fine-grained entry
management and sharing of time-series sensor information within the IoT uses.
Kapitonov et al. [29] recommended a BC-based entry managing structure for IoT.
The suggested structure removes the correspondence overheads and increases
scalability. Kapitonov et al. [40] proposed a BC-based transmitted cloud structure
to deal with the problems such as excessive accessibility, low latency, resilience,
and real-time data delivery. The suggested answer integrated Software-Defined
Networking (SDN), fog computing, and BC are to allow low and low-cost latency
entry regarding the information in a secured fashion. Kothari et al. [41] discuss
Ethereum BC-based transaction patterns for remote places.

The substantial amount of IoT devices is common in contemporary deploy-
ment versions, and it leads to a wider exposure of the IoT devices, which have
significant threat limitations and surfaces in deep privacy enforcement because
of the resource-restricted hardware. Significantly, once the BC is recognized, the
information secrecy is not built-in because the transactions are added publicly to
the ledger after verification. Privacy maintenance is a tremendous struggle with
popular encryption methods. Nevertheless, the limited cryptographic systems
created for the resource-restricted computational infrastructure are the perfect
strategy for implementing information privacy within the IoT context. Casado-
Vara et al. [42] proposed BeeKeeper that uses homomorphic computation on the
information without revealing insights with the people who access information.
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The device should be examined regarding the Ethereum BC wedge. Mylrea et al.
[43] proposed BC-connected gateways, and they serve as mediators in between
the IoT equipment and the people.

• Productiveness/Throughput
Aside from BC’s scalability issue, the throughput is yet another problematic

condition to contend with. The transaction throughput and latency are uniform
complications; thus, when the dimensions of transactions increase, usually, so do
they, and those are the challenging issues that IoT devices cannot manage. While
a wedge’s theoretical evaluation might explain its performance, only a functional
setup can supply real-world evaluation use. We can evaluate BC methods’
applicability depending on the goal utilized by thinking about the number of
transactions required to serve within a goal time frame. Within the situation of
IoT systems, personal BC’s might be ideal, as the number of dimensions for
almost any unit is going to be too small.

Nevertheless, as we level to more effective IoT-based smart world methods
that primarily assist transmitting devices or maybe extensive detailed methods
that act on an unprecedented number of information products, the capability
to utilize BC becomes more challenging. Bocek et al. [70] determined the
overall performance bottlenecks within the opinion systems and suggested
architectural alterations that decrease other and computational overheads to
improve the throughput to as many as 20,000 transactions per minute. In [42],
several intriguing brand-new structures and analytical scientific studies suggested
improving the throughput and transaction latency on the Bitcoin BC. However,
considerable analysis has been performed to migrate that principle to the IoT/5G
domains.

3 Deployment Using BC for 5G-Enabled IIoT (Automation)

Understanding the taxonomy of BC for 5G-enabled IoT-based manufacturing uses
regarding 5G-enabled IoT is mentioned in Fig. 2.2; this includes present aspects
of attention for software such as Smart network, Industry 4.0, Healthcare 4.0,
Autonomous automobiles, Agriculture and Supply Chain Management (SCM).
When it comes to the applications, 5G and BC are accustomed to enhancing the
protection, boosting the bandwidth, and decreasing the complete functionality and
capital spending. The comprehensive explanation of the apps is discussed in the next
subsections.

3.1 Smart City/Smart Community

The growing trend of city migration and the connection procedure for urbanization
pose several complicated obstacles regarding the cities’ general infrastructure and a
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Fig. 2.2 Widely used applications of 5G-enabled IoT

device’s ability to offer people the fundamental essentials of water, transportation,
energy, and healthcare. This unique urbanized development results from local
weather shifts, increased publicity, and the scarcity of online resources. “Smart
Cities,” stand out as a hands-on reaction to the issues; they guarantee an efficient
and optimal utilization of available resources using the IoT and cloud computing
solutions. The target of just about any smart network is providing a much better
quality of solutions to the people while lowering public administration’s all-around
functional expense [44]. A survey of the IoT-based smart network highlights the
disadvantages, benefits, and various applications, as suggested by Talari et al. [24],
who also incorporated a few moderate cases of smart cities, particularly the situation
of the “Padova Smart City” [25]. Figure 2.3 reveals the conceptual framework of the
smart network suggested. Table 2.2 provides a comprehensive comparison of pre-
existing methods in a smart city.

An essential element of the smart network is a smart auto parking process, which
helps improve automobile traffic control methods to reduce the price incurred by
selecting a related group. For instance, Pham et al. [26] proposed an algorithm
that enhanced cloud-based smart parking methods’ effectiveness dependent on IoT
technology. The objective was to reduce the number of situations in which computer
users neglect to locate an auto parking area while concurrently reducing the typical
waiting period of owners for auto parking. Nevertheless, it lacks specific protection
attributes such as extensive waiting periods for real-time deployment. The protection
of these smart methods could be accomplished with the assistance of distributed
ledger technologies. For instance, Lazaroiu et al. [45] recommended a smart auto
parking method design that thinks as two entities, collectively within a sensor and
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Table 2.2 Survey on existing mechanisms available in smart city/smart community

Reference no. Advantages Disadvantages

[16] Enhance privacy and security High computational and energy
consumption

[45] Provides better interface smart city
automation

High cost involved

[44] A simple platform to interface IoT
components for smart cities

High risk in interfacing BC with
5G-enabled IoT

[24] Secured application for IoT devices Interfacing BC with IoT has high risk
[26] Automated car parking has reduced

human errors
The system is not that secure

BC-based parking program. Entity A presents visitors who settled the auto parking
charges to entity B system authorized user. The transaction data is in blockchain-
based decentralized storage, which was represented on the internet as a block that
contains data regarding the block quantity, hash of prior block, and then POW. When
the vast majority of the nodes confirm the transaction’s originality, the block is
added to the storage unit’s particular transaction. Lastly, the delivery associated with
a predecided smart agreement initiates the fund transaction out of the pocketbook of
entity P to entity Q, the aim is to address a variety of protection risks, as follows:

• Accessibility threat: It is concerned about the unapproved, validating of online
resources.

• Integrity threats: It is concerned about unauthorized changes in the information,
such as data corruption or manipulation.

• Confidentiality threats: It is focused on disclosing private information by any
unauthorized entity.

• Authenticity threats: It is concerned about accessing vulnerable details with no
appropriate authorization.

• Accountability threats: It is concerned about the repudiation of reception or
transmission of communications by an entity.
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3.2 Industry 4.0

Within the current era, the entire operation of manufacturing and industry proce-
dures turn into a simple fact. Considerable innovations in deep technologies and the
introduction of the sector have led to the growth of a new generation method, called
Industry 4.0. It is designed to mix different technical domains, such as the IoT and
Cyber–Physical Systems (CPS) [39]. When it comes to Industry 4.0, IoT anticipates
providing promising transformational ways to pre-existing manufacturing methods.
As a result, the IoT is essentially regarded as a vital enabler for the coming model
of innovation in the field of manufacturing and industrial automation [28].

Because of the extremely cutthroat sector, businesses wish to obtain company
benefits at virtually any price. This drives Business Process Management (BPM)
devices in Industry 4.0 to digitize and automate company procedures to increase
production profits. Nevertheless, by having independent representatives of the com-
pany procedures, the transaction charges related to them also improved significantly.
A probable strategy to deal with the changes is that every representative can talk
directly with one another. It solved the issue of transaction expenses for independent
elements. However, at this time, there arises a query of loyalty between these
participating elements.

To deal with almost all the problems mentioned above, Kapitonov et al. [29, 40]
recommended using BC systems for secure and efficient interaction between the
independent elements in a multi-agent phone system. Additionally, they improved
the Autonomous Intelligent Robot Agent (project AIRA) [46], which implemented a
standard financial interaction format between agent–agent and human–agent. Along
with the equivalent type, Viryasitavat et al. [39] explored the chance to carry out the
hands-free operation inside BPM methods utilizing D-Apps storage technologies.
Using security policies in the company procedure guarantees providers’ interopera-
tion with security and trust among the integrated people. The advantages of utilizing
policies know-how of BPM are as follows:

• Construct Trust: To create loyalty involving devices and parties to lessen the
danger of collision and tampering.

• Cost Cutting: To bring down expenses and get rid of overhead linked with
intermediaries and mediators.

• Increase and Initiate transactions: To minimize the settlement period of days or
weeks to close to instantaneous.

• Quality and efficiency: Increase the effectiveness by decreasing costs and time,
automated enhancements with no need for a primary representative.

• Compliance and agility: Automated conformity checking out boosts the agility
of contemporary business owners.

• Networking and integration: Automation that incorporates cross-organizational
business procedures by eliminating activities completed by mediators.

Real-time QoS monitoring is additionally an essential portion of the new
company procedure. Having an increased variety of solutions as a result of IoT
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Table 2.3 Survey on existing mechanisms available in industry 4.0

Reference no. Advantages Disadvantages

[39] Easy to configure and assist the system Cannot detect transaction deceit
[28] CPS system provides an interface

between BC and 5G-enabled IoT
High security risk involved

[29] More accessible communication
between the user using BC-based P2P
networks.

High risk in interfacing BC with
5G-enabled IoT

[40] Secured application for IoT devices Interfacing BC with IoT has high risk

and cloud solutions, which proves challenging to pick the most suitable among the
solutions, presents an effective workflow for internet business procedures.

As opposed to some other dispersed BC such as Bitcoin and Ethereum, which
encounter very high waiting times, essentially based upon the PoW, the QoS
demands real-time data updating. With this situation, the regular delivery associated
with a smart agreement helps make the chaining of a new block to the primary
feasible only in real-time. For instance, UNCHAINET [47] is a heterogeneous cloud
infrastructure driven by the IoT that links underutilized detailed materials with all
customers that require them. Additionally, customers have additional computing
energy to grab UNET tokens as incentives, in case they set aside all those rarely used
sources within the UNCHAINET network. The “QoS chain” job verifies the product
quality, throughput, and then the system suppliers’ dependability. It improves
program quality, producing a UNCHAINET match for large-scale adoption. Table
2.3 shows the comparison of existing methods in industry 4.0.

3.3 Healthcare 4.0

Healthcare is among the majority of crucial facets for the general advancement of
every country. It may be considered as a sign of a society’s all-round wellbeing.
With an increase in both population and medical conditions, concern regarding
contemporary healthcare methods has similarly increased. 5G-enabled IoT is
viewed as a possible resolution to ease the pressures along with the healthcare
method [27, 48, 49]. Among the remedies is remote wellbeing monitoring, which
consists of using IoT sensor devices to calculate and assess a variety of health and
fitness details of a person remotely. For instance, Baker et al. [50] determined the
primary key component of an end-to-end IoT-based healthcare process to remotely
monitor significantly ill patients.

Electric health report (EHR) records [51] could be the electronic models of
affected persons’ wellness data. Personal Health Record (PHR) history is connected
to the electronic history of a private long-term illness patient. EHR allows protected,
real-time sharing of healthcare and therapy track records of individuals to particular
authorized health-related personnel [52]. Ekblaw et al. [53] recommended a BC-
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based decentralized report managing process called MedRec to deal with EHRs
utilizing BC storage technologies. It manages public & private information and
controls essential aspects, including authentication, accountability, confidentiality,
and information sharing. It encourages medical-related stakeholders, such as public
health and fitness authorities, scientists, and medical doctors, to get involved within
the system as a miner by offering particular perks.

Saravanan et al. [54] discussed a paradigm for healthcare 4.0 called Secured
Mobile-Enabled Assisting Device (SMEAD) for diabetic monitoring. It is a one-
to-one based healthcare process; it works in real-time, monitoring diabetic patients.
Furthermore, the mechanism depending on wearable gadgets was not ideal for crisis
scenarios and had only been utilized to check functions. Patients that looks for
constant supervision and special care of specialized physicians are assisted by it.

Solanas et al. [55] projected smart-health and fitness (i.e., s-health) as the
counterpart of mobile-health (i.e., m-Health), and these are the subsets of e-health,
within the background of the smart network. The main objective of s-health and
healthcare applications is prioritizing overall health in the smart network (or maybe
modern society in general) in a sustainable and efficient fashion. Later on, Capossele
et al. [56] proposed a unit that promoted these e-health uses’ advancement. It
is meant as a more advanced edition of existent e-health fixes [55, 57]. It takes
information gathered as a result of the different PHR and EHR, and the entry on the
smart cities’ information beyond infrastructure with solutions such as the IoT and
5G to provide related real-time comments to the people.

Nevertheless, this method has several protection problems that need to be
resolved. The wedge’s trustless setting implied that we had a dependence on a
protected middleware to eliminate almost any third party entry. To address the
mentioned problem, Capossele et al. [56] proposed a healthy wedge to guarantee
safety measures, interoperability, consistency, privacy, and loyalty by using BC for
5G-enabled IoT. Furthermore, this enables the integration of several IoT devices
with high reliability and low latency.

Table 2.4 supplies the comprehensive comparability of pre-existing healthcare
methods, with a guide to details such as BC, wearables, s-health & fitness, safety
measures, open challenges & issues, advantages, and disadvantages.

Table 2.4 Survey on existing mechanisms available in healthcare 4.0

Reference no. Advantages Disadvantages

[25] The framework provides security for
EHR

Restrictions on reviewing and
confidentiality

[27] Provides better security for IoT
application in healthcare 4.0

Restrictions on reviewing and
confidentiality

[54] The framework helps to monitor
diabetes

It is not able to manage emergencies

[55] S-health It cannot be integrated with hybrid
IoT
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3.4 Autonomous Automobile Carrier

Autonomous Automobile Carrier has quick technical innovations, which realize
interaction, computation, and evaluation. Expansion of Intelligent Transportation
Systems (ITS) has become challenging. It has empowered smarter, less hazardous,
plus more hassle-free transportation amenities as well as providers. It has the
propensity to centralism. It might trigger a central establishment, and the layout
printed momentarily because of particular outside malicious attacks.

Additionally, insufficient loyalty among the agents must be addressed. To
overcome the mentioned difficulties, Yuan et al. [58] described an IoT-based
protected, reliable, decentralized, and independent IoT environment called B2ITS.
It is a stepping-stone for the Parallel Transportation Management System (PTMS)
outline, typically intended to enhance the real-world commuter route devices using
parallel interactions with the counterparts. Table 2.5 supplies the comprehensive
comparability of existing methods in autonomous automobile carriers used in the
industry.

Among the B2ITS framework uses, it provides a real-time ride allocation,
known as La′zooz [61], designed to build an open-source, decentralized ride-
sharing network to challenge the revolutionary developed personal commuter route
methods. The benefits of this kind of decentralized use are eliminating the excess
risks and decisions used through the primary telephone system, such as surge
rates and privacy leaks. Corresponding to some novel undertakings, Huckle et
al. [15] recommended an instant transaction process, called AutoPay, which is a
program that delivers trust and security through “embodying” customers using smart
contracts between device and user. The vehicle is allowed to synchronize instantly
with the user’s AutoPay program, which could utilize outside transaction-connected
providers such as fuel transactions.

Singh et al. [59] proposed an intelligent vehicle (IV) data sharing framework for a
smart automobile corresponding framework based on 5G-enabled IoT technologies.
It is used to verify a dependable setting to discuss the particulars involving the
automobiles, with Proof of Driving (PoD). Furthermore, it is centered on a fast
and secure correspondence process among the smart automobiles (i.e., “self-steering
cars” [60]). Three fundamental elements are as follows:

Table 2.5 Survey on existing mechanisms available in an autonomous automobile carrier

Reference no. Advantages Disadvantages

[15] Easier to interface BC and IoT Data management in UAVs is not
easier

[58] Utilization of BC-based ITS We are having security and privacy
issues

[59] Less time complexity for the proposed
framework

Issues in updating live traffic data

[60] Secured data management using cloud Not easier to configure the
communication protocol for UAVs
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• BC: It guarantees safety and authentic communication among Intelligent Vehi-
cles (IVs)

• Network-enabled associated system: Device using Internet connectivity, which
typically enables communication within the VANET. The current situation proves
that the system is an intelligent vehicle.

• Vehicular Cloud-Computing (VCC): Enhancing road traffic and highway security
helps track various other intelligent vehicles.

3.5 Agriculture

Modern technologies are used by smart agriculture, including IoT, GPS, and Big
Data, to enhance product quality and the amount of resulting farming products
and solutions. Details such as heat, soil moisture, light, and humidity are usually
kept inside the primary command structure and then examined utilizing particular
AI algorithms [62]. The amalgamation of different solutions to develop smart
farming is intended to improve the economics of the food supply chain without
compromising the quality of the end products. Distributed Ledger Technology
(DLT) is considered the best chance to increase the usefulness and transparency
throughout these food supply chains [63].

Probably the utmost crucial facet that DLT offers is to improve traceability. DLT
is able to observe some transactions, all of which happen through the source chain
in real-time. The regulatory command becomes more relaxed; it may remain copied
through each motion within the food supply chain. The outline of smart agriculture
FSC using DLT is shown in Fig. 2.4.

The utilization of BC in smart farming that focuses on SCM remains a supporting
area in which a definitive solution for farming is utilized to contribute to different
distributed agent resource chains. For the food supply chain, customers are typically
the last stop [64]. In a case study, ICT4Ag was recognized with executing the
planet’s initial settlement sale made from 21 tons of feed using BC in 2017.
This achievement by ICT4Ag demonstrated that it remains a great idea to some
businesses to consider a possible supply chain utilization within the farming source
chain. Nevertheless, food quality must be monitored to ensure it is not jeopardized,
which calls for a good food’s traceability process, overseeing the product quality and
security throughout the whole farming source chain. In response to this concern, Lin
et al. [62] recommend a reliable nourishment discoverability system, dependent on
an IoT inside the surroundings. It depends upon the standard Enterprise Resource
Planning (ERP) history process, which comprises a new innovative IoT feature.
A customer can use any node (for SCM) to use the smartphone to access the
decentralized storage information. Additionally, Zhang et al. [65] recommended a
5G-enabled IoT, according to the discoverability process used for farming and nour-
ishment resources, particularly for the Asian sector that dealt with the food security
problems. Table 2.6 explains the existing mechanisms and models/frameworks in
agriculture.
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Fig. 2.4 Smart agriculture FSC using DLT

Table 2.6 Survey on existing mechanisms available in agriculture

Reference no. Advantages Disadvantages

[62] More comfortable process flow and
data management

Some issues in progress identification

[63] Distributed ledger technology helps to
increase efficiency and transparency

Issues with interfacing smart tracking

[64] More accessible data management
using BC for agriculture

Issues in integrating SCM with
agriculture

[66] The framework allows communicating
with each level/stage in the Agri
industry

Lack of access control due to high
transparency

[67] Proposed end-to-end algorithm helps
for more accessible communication

Continuous connectivity is
mandatory

Hua et al. [66] deliberated a framework for the farming province process typically
designed to deal with the source chain sector’s loyalty problems. It records each data
associated with the generation, source chain, which can indeed be administered by
the integrated third parties. To avoid needless complexities to maintain information
in storage, they created two associated structures:
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• Fundamental Planting Information: Information associated with a particular
practice on the source chain such as production, storage space, along with various
other procedures, is save.

• Provenance Record: Information associated with specific farming functioning is
saved.

The main modules of AgriBlockIoT are API and Controller. Another essential
element of smart farming, other than the farming source chain, is the smart sprinkler
system that is designed for more efficient utilization of irrigation water. The accessi-
ble freshwater amounts around the world help the subscribers to develop particular
ways to make use of irrigation water prudently, considering the developments in
science and solutions for IoT, cloud computing, and Big Data. Hands-free operation
of sprinkler system methods accompanied by winter imaging is a possible option for
an intelligent sprinkler system that measures warm water amounts within the ground
and regulates the actuators to irrigate. It enhances the regular electric sprinkler
system, thus designing a much more controlled water consumption utilization.
Sushanth et al. [67] recommended a general smart farming process using IoT and
cloud computing concepts. A farmer is enabled by it to develop a useful, achievable
sprinkler system routine for their farm based on users’ preferences. In line with
the agriculturalist’s involvement, an automated smart sprinkler device is installed,
which supplies the appropriate agenda for farm fields. Next, the pertinent receptors
and actuators performed a specific process to manage the warm water amount
while the sprinkler system was complete. A comparable item was suggested by
Pallavi et al. [68], where they recommended a management process for greenhouse
farming using IoT products to remotely realize pertinent details. The objective of
the producer was to encouraging natural agriculture while enhancing the yield.
The variables considered incorporated skin tightening and emission, soil moisture,
temperature, and lighting.

3.6 Supply Chain Management

The source chain could be the people, resources, organizations, and pursuits
engaged within the life span cycle of merchandise. It starts from merchandise
development to its sale, from shipping and delivery of raw substances at the provider
to supply the correct product and the delivery of it to the conclusion PC handler. The
regular movement inside the supply chain starts with a provider, accompanied by
a farmer/producer, retailer, wholesaler, and customer. Supply Chain Management
(SCM) could be a process for controlling the funds, data, and materials that are
shifted via a procedure within the resource chain [69]. Considering the significance
of supply chains, they also face difficulties, including [41]:

• Logistic mishandling
• Insufficient assets and visibility
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• Incorrect data management
• Ineffective management of the stock
• Inadequate supervision

Dewey et al. [34] communicated about the effects of two solutions in the supply
chain using BC and IoT. It enhances the transmission capability to protect the
communication of stock information. Decentralized storage offers an unchallenge-
able distribution for BC that allows protected depository space for information.
Furthermore, it may be employed to stop the incidence of harmful products of IoT
in the system. Aside from the affordable effect of storage engineering on businesses
within functional price terminology, it can help mitigate authorized charges arising
from conflicts. The primary element is an intelligent agreement that can allow
automated transactions of the products on their receipt, eliminating the demand for
a third-party confirmation. Another essential part is eliminating conflicts concerning
if a distributor permits an amount of motivator rebate. It could be managed by
utilizing smart contracts accompanied by BC for 5G-enabled IoT to observe the
track of delivery.

Casado-Vara et al. [42] recommended a particular style for SCM, in which the
IoT is protecting the data regarding businesses concerned within the farming stock
through multi-agent devices that are useful to control the inner pursuits. Figure
2.5 reveals a theoretical structure for SCM managing through IoT devices. The
particular design provides a novel industrial strategy known as a circular economy.
It applies the “Make–Use–Reuse” version, instead of the existing “Take—Make–
Dispose.” The economy is enabled by it to become self-sufficient.

Unlike actual physical property, utilities do not have an accounting of the user’s
critical cyber assets. Additionally, they cannot observe the various pursuits linked
to software programs and hardware for their advancement, shipment, and set up,
making the devices susceptible to outside cyber attacks. The utilization of supply
chain management within this situation assists in auditing and monitoring the
software program’s specifics and the hardware resources chain [43]. Bocek et al.
[70] discuss information concerning the business enterprise start-ups work using
BC for 5G-enabled IoT products in medical SCM. Table 2.7 describes the summary
of the existing model or framework used in SCM.

A similar start-up was initiated in Switzerland (https://modum.io/), which allows
effective supply management and regulatory conformity of the commuter routes
of healthcare items to monitor each product’s heat in the course of shipment. A
smart agreement evaluates the information to look for anomalies while maintaining
the IoT infrastructure. Utilizing decentralized storage for medical SCM reduces the
number of mediators within an organization’s course of action, therefore lowering
the functional expenses and chances relevant to product or service tampering.

https://modum.io/contact
https://modum.io/contact
https://modum.io/contact
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Fig. 2.5 SCM operation structure using 5G-enabled IoT

Table 2.7 Survey on existing mechanisms available in supply chain management

Reference no. Advantages Disadvantages

[41] Capable of handling data and
mismanagement of logistics

Lack of risk management

[42] Provides data security to the company
involved in SCM and easy to track the
products

Continuous connectivity is
mandatory

[43] Easier to track the logistics using
hardware and software

The system may be vulnerable to
external attacks

[70] A smart contract checks the data for
anomalies

Lack of logistics security, due to
tampering

[65] High information security could be
achieved because of DLT

Interfacing BC and the food supply
chain is not easier
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4 Challenges and Issues for Incorporation of Industrial
Automation

Even though the amalgamation of the IoT and 5G has received a lot of attention from
industry and academia, the cryptocurrency style based on the PoW idea possesses
attributes that make them poorly suited for many IoT scenarios. In line with the
many literature evaluations that discussed the problems regarding 5G-enabled IoT
programs, and problems delineated, as displayed in Fig. 2.6, we have determined
huge investigation problems relevant to 5G-enabled IoT. Thus, before taking into
consideration applying the idea inside pre-existing programs, the problems must be
further investigated:

• Because many IoT products remain battery-operated, its useful toward source
restrictions due to the power constraints are restricted. Nevertheless, using BC
that launches D-Apps for decentralized storage, block mining is a computation-
ally intensive job. Within the scenarios, the power needs and the processing
period of products have to be investigated further.

• 5G was introduced to supplant the present client/server methods. Nevertheless,
this data is kept within the nodes that are generally the IoT products. These units
have low computational energy and minimal storage space capability. Therefore,
this confirms a huge hurdle within the adoption of the technologies.

• IoT scales poorly as the number of sensors within the system increases, which
should be tackled quickly.

• Generally, there are a few unanswered queries about 5G-enabled IoT being able
to eliminate some of the particular vulnerabilities such as DoS attacks together
with the infamous 42% occurrence concerning setting up dispersed loyalty.

• Not enough, no interoperability, and proper standardization signify diverse
ledgers cannot exclusively communicate with one another. Nevertheless, they
call for the integrated stakeholders to excessively compromise (ranging from

Research
Challenges

Compatibility Issues
with 5G

Consumption of
Energy

Growth of IoT Devices

Adopting Latest
Technologies

Decentralized Storage
Capacity

Information Policies for
Information

Low Power of
Computation

Standardization Issues

Fig. 2.6 Investigation problems on 5G-enabled IoT



54 U. Hariharan and K. Rajkumar

using complete details on the policies) to attain complete interoperability. It takes
overseas policies for collective information and trust protection.

• Insufficient reliable company instances because of the substantial amount of
concerns remain regarding know-how, and individuals might stay in a difficult
situation to predict and accept the changes made due to technological advance-
ment in the industries.

• Additionally, having the capability to link various independent users coming
through various areas (possibly countries) without having the demand for any
kind of type of authorized conformity to watch. It is equally challenging for
program suppliers and companies and might be a big screen for switching many
company instances.

• With the arrival of 5G solutions, IoT products should adapt to be suitable for
high-speed network connectivity.

Table 2.8 shows the comparison of the various use case summary of BC using
5G-enabled IoT for industrial automation.

5 Conclusion

The user probably is experiencing the 5G consequent integration of BC through IoT
products, which became revolutionary. This chapter provided knowledge concern-
ing BC’s industrial uses for 5G-enabled IoT products split into four sections. First,
we discussed the basics of IoT and BC. Second, we briefly discussed BC using 5G-
enabled IoT and then respective industrial applications and uses. In the third part, the
deployment using BC for 5G-enabled automation systems was investigated. Finally,
sensory challenges and issues were discussed primarily for industrial applications
and uses. The requirement of top hardware and the absence of integration to higher
network interconnection requires a common framework to keep the solutions tackled
within this function. Currently, the future utilization remains to be developed.
The majority of the industrial applications and uses discussed how BC for 5G-
enabled IoT could protect and provide quicker information flow. Nevertheless, over
and above the small-scale innovations and deployments of particular programs, an
excellent technical analysis level is necessary to deal with the particular challenges
relating to the solutions’ effort. Finally, relative evaluation of current BC-based
industrial applications and uses needs to be carried out regarding the foundation
of specific details.
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Table 2.8 Use case summary of BC using 5G-enabled IoT for industrial automation

Application Description
Applicability of
blockchain Challenges

Smart City Smart urban centers
are innovative
contemporary
methods within the
urbanization to
enhance man’s
everyday living.

BC is perfect for
allowing expert
services, including
payments, security,
e-governance, and
surveillance of smart
urban areas.

The computational
energy necessity for
mining is a
tremendous downside
within the blockchain
for IoT within the
smart urban areas.

Industry 4.0 IIoT can
revolutionize how
manufacturing
production, resource
management,
supervision, etc., are
completed.

A plethora of
manufacturing uses
5G IoT, which
includes smart
production,
warehousing,
automated
maintenance, etc.,
could be built safe
with blockchain.

The scalability,
information secrecy,
and information
storage space
overheads are
essential issues within
the manufacturing 5G
IoT context.

Healthcare 4.0 All kinds of
healthcare
(preventive,
rehabilitation,
diagnostic, etc.)
require overseeing
detecting signs
bringing about
premature analysis,
lumber privately
health background,
revealing
health-related papers,
etc., properly.

BC can allow safe
and trusted healthcare
hands-free operation
methods for
checking, remedies,
and healthcare
information entry
management.

A malicious assailant
can dominate almost
all mining nodes,
which is catastrophic.

Agriculture To boost the farming
efficiency while
reducing the price
requires constant
background
parameter
acquisition, smart
aggregation, and an
immense amount of
particular data.

Using BC for smart
farming allows
lifecycle
transparency,
independent
managing, and
creating regulatory
demands of agri-food
items.

Information integrity
is an extremely
critical facet of the
Agri products that call
for a unique interest
over the ledger.

Autonomous vehicle Completely
automated (level 5)
automobiles have to
have correct
processing and sense
with ultra-minimal
latency aimed at as
the promise of 5G
IoT.

BC can perform a
considerable part for
various start using
instances, including
protected and
personalized
background in
electric powered
autos, automated cost
computation, and
other providers.

The access and
security management
systems need to
eliminate hacks and
ensure specific
people’s information
privacy.
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Chapter 3
Fusion of Blockchain Technology
with 5G: A Symmetric Beginning

Suneeta Satpathy, Satyasundara Mahapatra, and Anupam Singh

1 Introduction

Blockchain technology is becoming popularized as digital currency in the form
of Bitcoin all over the world. It is termed as a distributed database for carrying
out transactional operations online and has justified its efficiency and benefits in
terms of its key attributes, federalization, secrecy, tenaciousness and controllable
features for translating the conventional industrial system [1–3]. On the same hand,
5G is becoming more popularized in mobile technological industries because of
its ability to interconnect heterogeneous devices with its broadband, remission
services, machine-like communication [4] and enhanced qualitative throughput. 5G
has revolutionized the communicational network system with a new set of attributes
that have improved the criteria like network security, reliability and ability with
smaller latency [5, 6]. Such a communicational network has brought a complete
makeover in the industrial organizations in terms of high speed, virtualization
among the business sectors and establishing the connection between Internet-
operated devices, applications as well as objects. The 5G network [7] has also
created many new opportunities for customers as well as business organizers and
industries by providing a facility to interconnect communicating devices that can
control and connect all spheres of human lifestyle and services. There are several
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technical supports like software-defined networking (SDN), cloud computing,
network functions virtualization (NFV), edge computing, network slicing and D2D
communication that have strengthened the power of 5G network [8, 9]. So 5G
network empowered mobile communicating devices are required to be assisted
with online digital payment platforms which in turn can be provided by blockchain
technology. Again along with the power of 5G communicating technology, many
challenges need to be handled like trustworthiness of network, permanency of data,
isolation and secrecy of data [10]. On the other hand, Blockchain being popularized
in the digital era can efficiently handle the challenges that have been put forth
by 5G networks. So blockchain technology with an intent to make the most of
cryptocurrency applications [11] can be associated with a 5G network to more
securely carry out digital online transactions to prove the positive potential of it.
In the recent smartphone being manufactured, the concept of hardware wallets that
makes use of hardware cryptocurrency and empowers the blockchain transaction to
be conducted safely over 5G communication networks taking the real benefit of 5G
networks has been developed. So the features of blockchain can be thought of as a
supporting hand for all sorts of future network technologies [12].

So the major focus of this chapter is to lay out the technological backdrop for 5G
communications as well as to review how blockchain technology can tune-up with it
as a fused component with an objective of considering it as one of the driving factors
for the development of next-generation 6G network services. Further, the chapter
flows with the description of the concepts of blockchain and its smart-supportive
features for the 5G communicational network in Sect. 2 followed by Sect. 3 that
briefs the potential features of 5G communication networks. Section 4 narrates the
fusion of blockchain technology with 5G-enabled smart automated applications.
Then several challenges and issues that are assisted by the technological revolution
[13, 14] are addressed in Sect. 5 to outline the future research direction followed by
conclusions in Sect. 6.

2 Blockchain and Its Related Concepts

Blockchain technology has been adopted in various market segments because of
its potentiality as well as several benefits. Such distributed technology has been
adopted in various applications starting from cryptocurrency, IoT and finance-
related transactions to various social and risk-oriented tasks and thus is expected
to carry out day-to-day activities [15]. Initially, this technology has been used in
terms of digital money named Bitcoin which in turn is described as a protocol in
the digital communication network. In a better way, blockchain can be thought
of as a decentralized composition of digital transactions which is not under the
control of individual or company. Again, the technology is named so as because
old blocks are not altered or tampered by anyone and new blocks get linked with
the existing blocks resulting in a formation of a chain. Blockchain has a stringent
set of rules and structure that makes sure that data can only be inserted into the
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database without doing any alteration to the existing ones which in turn is a long
and complicated process of back tracing the entire history of transactional data.
Moreover, we can say that blockchain is a group of shared and linked transactional
emergent data that are stored digitally in the form of a ledger. The security aspects
in blockchain are maintained by cryptographic techniques, digital authenticating
signature and distribution agreement that allow freeness of mind among the people
to accumulate, swap over and observe the information in a digital platform securely.
Blockchain, with a growing transactional data characterized by date and time stamp,
is decentralized and dispersed around the communicational networks with the
security rules enforced that all the interaction done through it would be visible to all
the users, but require authentication verification before augmenting any information
into it. On the same hand, users would be able to update the existing data block
to which they have been granted access, and the same would be reflected in the
entire network. Prior application of blockchain was named through Bitcoin which is
regarded as a digital coin to make business. The successful application of Bitcoin has
enabled the utilization of blockchain technology in different fields like healthcare
facility, IoT, finance-related services, official document management and tracking,
insurance-related services, supply chain management, tourism services as well as
handling cyberthreats and criminals.

So blockchain technology can be summarized as a mixture of different disci-
plinary concepts like mathematics, cryptography, networking, economic modelling
and distributed consensus algorithms [16] that have made the inclusion of various
features such as decentralized, maintaining secrecy and trust, self-sufficient and
automated and visible, secure and verifiable as briefed below to make the digital
transactions protected and tamper-proof.

Decentralized Blockchain technology implements distributive transactional oper-
ations where data can be stocked and updated.

Maintaining secrecy and trust Blockchain technology maintains the user’s trust
by allowing anonymous data transfer. It allows to send only their blockchain address
and not the original identity during transactional operations.

Self-sufficient and automated The blockchain users make a set of rules on the
basis of which blockchain technology works. It is not ruled by any single central
authorized person; rather, it has one of the components called smart contract which
is a computer program with auto executed actions when the contract conditions are
fulfilled.

Visible, secure and verifiable Blockchain technology works on the principle of
decentralization which means data is not stored in a single place; rather, it is
scattered all over. Again transactional data is visible to all the users. Even when
any updation occurs, it can be visualized by all, justifying the transparency for each
node. Further, the transactional data remains restricted for any change by the users
unless otherwise authorized for it.

Blockchain data storage is distributive in nature and thus maintains the security
by not being easily accessible to the hackers for taking any illicit attempts. The
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security is also enforced by encrypting the transactional data and linking it to the
existing blocks only when every node user gives their nod of the validated updations
if made to it. So blockchain technology has maintained a trust and security factor
for various business organizations where data is the most critical asset and possible
to be tampered by the intruders.

2.1 Blockchain Architecture

The blockchain can be seen as consisting of blocks which are sequentially connected
representing a complete transaction record. The blocks are connected with each
other through a hash reference of the preceding block known as parent block. The
first block does not have a parent, hence known as the genesis block, and every block
has the following information:

1. Header
2. Body

The header part of the block contains information like version describing various
validation protocols to be adopted, the 256 bit hash value of the parent block, the
hash value of the Merkle tree root block indicating hash values of all transactions,
date and time stamp of every transaction present in the block, a 4 byte nonce starting
with zero that amplifies for each hash value calculation and n-bits representing the
present hashing value in a compacted manner. The body part of the block contains
transaction counters [17]. The capacity of the block and the size of the transaction
decide the total number of transactions that can be present in the block. Figure 3.1
shows the functioning of the blockchain technology.
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Fig. 3.1 Functional diagram of Blockchain network [1]
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The legitimacy of the blockchain technology is maintained with the help
of asymmetric cryptography that enables digitally authenticated signatures. The
legitimacy is also maintained through two phases named as signing with a private
key phase and verifying it with the public key phase. Each blockchain user owns a
private and public key. The user uses the private key to put a sign on a transaction
that is to be distributed around the network. All others who can see the transaction
in the network can access it by using their public key.

Blockchain technology is also augmented with a consensus algorithm [18] that
makes it more secure and is distributed across the network. The algorithmic function
makes sure that the transactional block, whether the updated one or the new block,
has been placed into the existing chain properly or not. It also ensures that the block
that is added is the one visible to all in the network and is protected from various
cyberthreats.

The algorithm works on two principles:

1. Proof of work
2. Proof of stake

The proof of work is able to generate valid proof in a randomized process which
is also known as the mining process. In this, each block is associated with a random
value designated as the nonce in the block header. The proof of work has to produce
a value that can compare the nonce hash value to be smaller than a value already
set up as a targeted value. The comparison with the targeted value is done in terms
of the time required for generating it. Such a process of the generation that would
make a complete coverage of all sorts of data in the block by proof of work decides
the acceptance of the block by the users of the network. As an addition to the proof
of work, the security protection from different types of cyberthreats is given by the
proof of stake.

2.2 Catalogue of Blockchain Architectures

The flavours of blockchain architectures differ in their design layout and architec-
tural description. The architectures can be discussed under the following names:

1. Public blockchain
2. Private blockchain
3. Consortium blockchain

1. Public blockchain
This type of blockchain architecture (Fig. 3.2) defends itself to be completely
transparent as every user in the network is provided with the total history of
blockchain and each of them is allowed to check and verify the transaction. The
user connected to the network with a computer and Internet connection is treated as
a node which is allowed to take part and obtain the consensus. The main advantage
of such architecture lies in hiding the user credentials. A peer-to-peer transaction is
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Fig. 3.2 Public blockchain
[19]

Fig. 3.3 Private blockchain
[19]

built up to emphasize decentralization. Such architecture also makes sure that every
transaction is linked with blockchain prior to its updation in the system and thus
gets synced with each and every node in the network of blockchain.

2. Private blockchain
In comparison to the public blockchain architecture, private blockchain as shown
in Fig. 3.3 has restricted settings to access the data in the network. The par-
ticipation restrictions are applied on the nodes, i.e. only authorized nodes are
allowed to participate. The transaction can only be validated and verified by
authorized nodes being initiated by a company or organization. Such a feature in
the private blockchain architecture enhances the verification and validation process
effectiveness. In comparison to the public blockchain, private blockchain keeps the
users’ information more private by sanctioning the access privileges for them. Such
architecture is more inclined towards conventional modelling and e-governance. The
private blockchain is more adopted by the private and government sectors because
of the security provided by the central authority as well as for its enhanced efficiency
and faster transactions.
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Fig. 3.4 Consortium
blockchain [19]

3. Consortium blockchain
This type of blockchain architecture is a mixture of public and private blockchain
architectures as shown in Fig. 3.4. That means such architecture makes the
blockchain free to the public with a restriction that all the users won’t be able to avail
the total data. Protocols are defined for access privileges and validation process. In
comparison to private blockchain consortium, architecture is partially decentralized.
From the total number of nodes, few nodes are treated as trusted nodes that have the
responsibility of controlling the consensus process. These nodes also decide the
addition of a block to the chain once the consensus is obtained from the validation
process. Such architecture is more preferred by the corporate business house in
comparison to private blockchain architecture because of its partial decentralization.

3 5G and Its Features

The network communication technology has undergone a transition from the first
generation to the fourth generation. The exponential increase in network traffic
globally has prompted the development of even more trustworthy, speeder and
efficient communication technology named as 5G networks that can fulfil all
the limitations and gaps of existing mobile networks [20]. 5G communication
technology is also known as global communication technology as it is consumed
in various application areas across the globe. It is adopted because of its specific
features like broadband connection, low-latency reliability as well as machine-to-
machine communication. The adaptation of 5G technology has made a paradigm
shift in different industrial business applications. Also the interconnection of the
devices creates an ample amount of opportunities for business collaboration. So,
5G communication has made possible to connect all pieces of human life to the
network to avail the promising user-oriented services like smart healthcare systems,
vehicular networks [21, 22], smart grid and IoT [23, 24] by enabling different
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talented technologies like cloud computing, SDN, D2D services, network slicing
and virtualization features as briefed below.

Cloud computing: The main objective of cloud computing technology is to
manage the storage space and resources, thus achieving the challenges and demands
of the 5G network. Various 5G network services starting from mobile network
management to remote sensor-based services are well handled by virtual computing
capability of cloud computing. In addition to the well-powered features of cloud
technology, edge computing has also added extra power to 5G networks by
providing storage and computing platform with a close relation to low value for
transmission [25].

Software-defined networking (SDN): With this feature, it is possible to accom-
plish different network functions and services with software rather than using
hardware. Such adaptability is also enhanced with the flexibility of a 5G network
[26] by providing a separation between the control plane and the data plane.

Network functions virtualization (NFV): The main objective of NFV is to bring
transformation in the delivery of network services. In addition to the feature of SDN
that allows the services to run on the software, NFV encourages the services to run in
standardized hardware platforms rather than the exclusive hardware made for them.
So, with the features and functionalities of NFV, 5G network services would be
enhanced in terms of efficiency, speed and faster services leading to better revenue
generation and at the same time simplification of network functionalities.

Network slicing: Due to the versatility nature of the 5G network, it can be used by
different applications. Based on the application requirement, there will be a demand
for different types of networks leading to network slicing. Network virtualization
as well as SDN feature can configure a variety of networks and fulfil the demands
of user applications. Thus, it will allow different types of software to be run on the
same hardware platform and fulfil different users’ demand by providing low latency
level for one and other types of the level depending on network performances for
other users so that every user gets a taste of a slice of the network.

Device-to-device (D2D) communication: Such a feature allows communication
between the IoT devices easily in comparison to conventional signal communication
and transmission. Such type of communication makes data transfer between the
mobile devices placed in short distance range at a high speed as well as guarantees
the latency value at a lower range. It also empowers the 5G communication with
flexibility in traffic offloading and enhances efficiency as well as reduces the energy
that is supposed to be lost in lengthy data transmission.

Millimetre-wave (mmWave) communication: This communication technology
augments novel facilities to 5G communication networks with demanded mobile
data dynamically. Such feature also adds on new benefits to 5G networks like high
bandwidth with the qualitative transmission, reduced beam, enhanced data accessing
ability by ignoring the mobile network traffic, huge number of connected devices
and machines with a variety of use cases.

So all these technologies are the augmented features in the 5G network to fulfil
the diversified demands of the user applications along with the potential design of
the network as summarized below.
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3.1 Design Concepts of 5G Network

5G communication network is popular because of its properties as being flexible,
scalable and configurable. Such beneficial features are obtained through a variety
of software that runs on the hardware platform as per user demand and network
virtualization as well as network slicing. Network slicing frees the user from the
control panels and introduces dynamic network applications and services leading to
ubiquitous platform and infrastructure. The main aim of 5G network is to transform
all conventional manual services into automated qualitative services with high data
transmission rates. On the same hand, it also aims to overcome the limitations of
4G networks. SDN feature of the 5G network is responsible for the simplification
of operations and services by separating the control panel from the data panel. The
centrally placed control has the responsibility of controlling the network resources
with the help of API that is programmed. Also, network functions virtualization
is meant for providing flexibility in carrying out network functions by making an
impression of the virtual detachment of hardware platforms from various software-
oriented services which results into virtualized gateways, firewalls as well as a
network that is flexible enough to fulfil the demands of user applications. In addition
to that, cloud computing platform solves the limitation of data storage to keep at par
with the growing network traffic created due to the connection of IoT devices [27].
So the main focus of the 5G network is to render novel application-based services
as well as amplified mobile network services with low latency value, the flexibility
that could improve the quality in comparison to prior generation’s network like
3G/4G. But all the benefits of the 5G network should be supported with well-defined
security mechanisms which take the form of challenges being faced by the network
and thus highlighted in the subsequent section.

4 Challenges Faced by 5G Network and Motivational Gains
for Fusing Blockchain Technology with 5G

Any communicational network has to be assisted with authentication mechanisms.
It plays a vital role in maintaining the security of the user applications, the identity
as well as the underlying network. The authentication technique in the 5G network
is handled by a server which takes lots of time even for preliminary authentication.
As 5G network gives the assurance of zero latency, maintaining authentication for
devices in the network and UEs, sustaining data confidentiality and data integrity,
making the network available and having smaller computational complexity value
and low cost for communication would be very crucial tasks. Further, it would
require enhanced security mechanisms to make it more secure and beneficial.
Though there exist security mechanisms for 5G networks to handle data transfer
and connections, they are not adequate. So there is a need to have more protocols
that can enforce security restrictions, awareness, storage, data transmission and
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user-demanded software that can form a threat-free valid network. Blockchain
technology has the potentiality to handle the challenges put forth in the 5G network.
So the integration of both technologies can show promising opportunities for the
user to avail the benefits from both [28–30].

The 5G technology follows a centralized architecture which results in dreadful
conditions for both network and computing performances. For example, the cloud
computing or edge computing feature of 5G communications adopts the Amazon
cloud server which is centralized and can have severe security problems. In addition
to that, cloud services are mainly popular in fulfilling services as per user demand or
choice, but the same cannot be achieved if there is a failure at any single point. IoT-
enabled services with multiple user demands are also not possible for a centralized
system, if there would be a cyber malware attack. Similarly, NFV provides a virtual
environment with multiple cloud services that give the benefit of function chaining
in the 5G network, but it can suffer from leakage of data by a few cloud objects.
Since the virtual environment is a sharable resource, there is a high probability of
threats that can hamper the lucidity and liability of cloud service providers. On
the same note, virtualized servers for NFV run through virtual machines that are
offering a variety of operating system environment with the help of orchestration
protocol, leading to a security concern for the transmission that is established
between a VM manager and an orchestrator. The mobile bandwidth data-oriented
services like video streaming and a large volume of data processing may require
an efficient resource management strategy in 5G communication so that resource
usage can be consistent with the avoidance of scarce issues and degradation in
performance. Such things can only be achieved by sharing through centralization
but that would create the possibility of more cyber-attacks and decreased quality
of service, or an authorized person would be devoid of resources. The IoT-enabled
services availed through the 5G network making everything smart will also face
complex security concerns as a large amount of diversified data would be generated
leading to misidentification of malicious objects causing threats [31]. But there is an
absolute requirement by the users to get efficient sharing of data along with proper
network management assisted with high-throughput and elevated security features.
So the limitations and security constraints faced in the 5G communicational network
can be overcome to some extent by the fusion of blockchain technology with 5G
network services [32].

4.1 Promoting Fusion of Blockchain with 5G

As we know, blockchain technology is considered to be a distributed public ledger
associated with properties like being decentralized, maintaining secrecy and trust,
being self-sufficient and automated and being visible, secure and verifiable and,
hence, has the capability of handling the challenges faced by 5G technology
concerning security and management of the network [33]. Moreover, the benefits
that blockchain technology can augment to 5G networks can be grouped under
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enhanced system performance, enforcement of better security features and well-
handled and managed network services discussed as follows.

1. Enhanced system performance
The main objective of the 5G network is to maintain qualitative services with
low latency. Keeping this into account, blockchain technology is blessed with
decentralized nodes with smart contracts that can handle all resource requests intel-
ligently without availing centralized authorization. The integration of blockchain
with 5G communication [34] can surely enhance the system performance with
better storage and application service administration along with lower value for
latency in comparison to conventional SQL-based database platforms [35]. The
integration of the technology can provide a flexible data transmission model with a
reduced cost supposed to be incurred against management by making direct contact
between users and 5G network services. Such a model can still be considered as
secure since blockchain makes D2D communication among the users and avail the
computational power from its users to manage the network rather than availing
from the central authority [36]. Thus, it can achieve lower latency value for
communication, for transactional work as well for data accessibility leading to
amplified system performance. In addition to that, even if there is a failure at any
point due to malicious attacks, the network can still remain useful by the consensus
on the publicly distributed ledger.

2. Enforcement of better security features
Blockchain guarantees the enforcement of additional security features such as being
decentralized, maintaining secrecy, trust, being self-sufficient and automated and
being visible, secure and verifiable. Though cloud computing has a centralized cloud
server, blockchain-oriented cloud services facilitate decentralization to enforce an
unbiased agreement with the consensus of blockchain technology. It further ignores
the failure that can happen at any node and wins the trust of the system as well as
the user. Since blockchain technology employs peer-to-peer communication that in
turn transfers each device in the network, as a blockchain node, it can have a copy
of the ledger to keep an eye on the transactional data to make everything transparent
and dependable. In comparison to traditional DBMS, the smart contract feature
of blockchain technology makes use of the computing power of authenticated
nodes to allow decentralized transaction validation of each node’s access [37].
Such a smart contract feature can empower the 5G network with all its services
not to be tampered or modified. Further, the immutability characteristics provide
security and protection against various cyber-attacks. Protocols for user access along
with logic codes in blockchain technology are also capable of providing enhanced
authentication mechanisms with contracts that can automate the authorization
process for its users without revealing their private identity information as well as
discard the intruding ones for 5G networks. The data also remain highly protected
in the blockchain platform as those are authenticated by hash values and then get
added to the blocks. Along with data protection, the private data when shared in
an untrusted communication medium remains in the total control of the blockchain
technology that even prevents the users of the node to trace their own data [38].
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3. Well-handled and managed network services
Due to the decentralization, blockchain promises the simplification of 5G network
services. Practically, the worries of employing a central controlling authority to
operate the mobile network services are eliminated with the augmentation of
blockchain principles. Both the mobile network service providers and users can
avail the 5G services like trading in terms of resources, payments, responses and
data access on the distributed decentralized public ledger. Thus, the adoption of
blockchain technology can significantly simplify the network and its associated
costs. It can enable the sharing of services for both data and spectrum for the
5G network by providing the rights to the nodes for network maintenance and
management. The node participants can also be empowered to explore the internal
network resources to facilitate better user experience and network services on the
mobile platform by fusing blockchain technology with 5G network services [39].

So with the innovative characteristic features of blockchain technology fused
with the 5G network services, the challenges in terms of security, privacy, confiden-
tiality and consistency can be definitely get rid of and can become a more powerful.

4.2 The Fusion of Blockchain with 5G Network Leading
to Smart Applications and Automations

The potential of 5G network services integrated with blockchain technology has
made possible IoT-enabled devices to get connected and set up an environment
to render a variety of automated services like auto-sensing, communicating and
processing without any human operator across the domain. The features of 5G
technology like SDN, NFV, cloud or edge computing integrated with enhanced and
inbuilt security mechanisms and with distributed decentralized ledger technology
enabled the progression of IoT services across the globe. Many IoT applications are
availed by joining together blockchain and 5G network services to suffice the basic
needs of human being like smart healthcare, home, city, vehicle, industry, education,
grid, trading, etc. which are portrayed as follows.

1. Smart Healthcare
Healthcare services are the industries that cater to the needs of the people by
providing medical services and medical insurance facility as well as smoothen the
progress of medical facility delivery to patients at the time the need arises. The
prospective features of 5G communication technology can modernize the existing
healthcare systems to smart medical facilities with reliable trustworthy services [40].
The blockchain technology highlighted with its relevant features like decentralized
distributed ledger, improved secure and private platform, qualitative service and
simplified network management with low cost can be fused with the most promising
5G networks to provide better assistance to increase performances in healthcare
sectors [41]. Various features of blockchain technology like on-demand software can
do various network functions through virtualization and enhanced storage through
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cloud computing to promote the delivery of services at a faster rate so that a survey
can be made on patient’s health conditions at a very primary stage. Since blockchain
promotes peer-to-peer communication, its fusion with 5G network will result in a
healthcare database that can encourage the storage of validated transactional data
as well as all patient communications in the distributed public ledger. Since the
data would be stored in a secured publicly distributed ledger, all the healthcare
workers can exchange and share data during the treatment process. In addition,
home-based portable medical services with diversified analysis can also be availed
through SDN as well as cloud-based modelling. Such portable services are highly
secure to maintain communication between patients and doctors privately. The smart
contract feature enables accessing privileges to ensure that healthcare data remains
secure from malicious threats. The D2D communication enables feature extraction
from patient’s private data on a high scale which in turn is tagged with hash values
and securely placed in the public decentralized ledger to get rid of data seeping
out and tampering issues. Blockchain technology is also proudly implemented in
a telemedicine service in mobile edge computing that allows the users to use their
mobile network and access the services. The protocols defined through consensus
also ensure that the patient is taken care of and is the top priority and optimization
is achieved for resource allocation and security is maintained for their sensitive
information. Also other applications for disease detection are able to take a capture
of all medical test data and store it in an offline medium under the supervision
of blockchain technology that gives the permission to the patients to access their
own medical clinical test-related data authenticated with cryptographic hash values
to maintain integrity checks and transparency of the process. Various cloud-based
healthcare solutions also adopt the blockchain technology for enhancing the security
of electronic health-related data. IoT-enabled healthcare devices can maintain the
communication between cloud-based servers with the help of a protocol meant
for communication defined under blockchain technology. The mobile app-based
cloud blockchain medium is also used to record electronic health data accessible
between patients and doctors. In such type of architecture, data is handled by the
smart contract technology. So when blockchain is integrated to a cloud computing
platform to enable data sharing, lower latency value is achieved with efficient data
management and security in contrast to a centralized cloud-based architecture.

2. Smart City
The potential features of 5G technology have made a revolutionary change in
transforming the conventional systems providing services into a completely digital-
ized and cost-effective one. One of such revolution includes smart city formation
which may consist of many IoT devices scattered all throughout and connected
through different networks with powerful cloud computing servers for carrying out
processing tasks. Since the security issues stay with 5G network connecting IoT
smart devices, blockchain technology can be useful in providing the same [42]. Such
technology for a smart city application can segregate the city into a number of blocks
being administered by a block administrator. It can comprise of IoT-required devices
like sensors and cameras augmented with secured private blockchain database for
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sharing the information from IoT devices. Such a system employs fog computing
mechanism to deal with data from mobile and IoT devices and machine learning
techniques to carry out the data analysis and storage in secure blockchain ledgers.
Blockchain technology is also adopted to make an interconnection between smart
cities and IoT devices with utmost security. In smart cities as cameras and sensors
would be present everywhere to capture an ample amount of data and to analyse
those in case of a malicious attack, detecting the object of threat would be a
cumbersome task. Such challenges can be well handled by the concept of edge
computing done in a distributive manner. Also secure blockchain can interconnect
IoT devices, nodes and users to communicate with each other by setting up a
decentralized secure platform. As blockchain technology is a distributed ledger with
a central cloud-based server, it provides more benefits in comparison to centralized
architecture. In a smart city, the transport providers and the travellers communicate
through mobile in a platform known as Mobility-as-a-Service (MaaS) which is
more prone to malicious attacks and data leakage. Such services can be enhanced
if integrated with the blockchain platform to improve the security of the services
offered through a mobile platform like smart contract that can enable secure and
trustworthy payment forum [18]. The large amount of data generated by IoT devices
in a smart city can be efficiently and securely handled by cloud-based servers
assisted by blockchain technology to handle auditing issues leading to assemble a
data auditing blockchain (DAB) that in turn uses Practical Byzantine Fault Tolerance
(pBFT) protocol by consensus algorithm. In such type of systems, each cloud server
is treated as a node in blockchain, and the respective happenings can be stored in
ledgers that ultimately reduce the risk of malicious attacks and failure at any single
node.

3. Smart Transportation
The development of 5G technology has made a significant impact from tradi-
tional transport facilities into intelligent transportation systems (ITS) called smart
transportation with smart vehicles, thereby providing better services to people.
Smart transportation is an end product of IoT-based communication with vehicles
in transportation. But due to the centralized architectural system used in such
types of services, there is a high risk of security threat in a vehicle-to-vehicle
transmission. Blockchain technology with its all essential features of distributed
ledger, decentralization, transparency and peer-to-peer communication can set
up the security protocols for secure vehicle transportation [43]. The technology
can help in building up peer-to-peer transmission between vehicles and roadside
units as well as can set up decentralized storage to store all transactional data
of electrical vehicles. Vehicle-to-grid (V2G) is a smart and new device used as
mobile power storage for a more secure energy platform between the power supply
and electronic vehicles. The power supply in the smart city gets connected to
the public blockchain where the communicational data between the supplier and
user are stored, and thus the payment orders as well as charging and discharging
information are also circulated by the electronic vehicles. Since authentication plays
an important role in smart vehicle systems, smart contract can be a good approach
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to authorize and confirm all sorts of transactions related to it [44] with the help
of programs. The smart contract also enables authorization of vehicles that are
registered without mentioning their full details, thereby reducing the risk of cyber-
attacks. Even distributed SDN features of blockchain technology can be used to
make a secure VANET [45] that can deal with heterogeneous traffic needs. The
important requirement of VANET is to maintain security among EVs and V2G
for power transmission and trading. So the need of the hour is to set up a good
versatile trading model that can deal with different services related to vehicles. Such
demand is fulfilled by blockchain technology by setting up a decentralized energy
platform so that decentralized ledger is used for secure storage. Also smart contract
is integrated with EV and V2G to form a combined trading platform for authorized
low cost and efficient communication and authentication.

4. Smart Home
Modern human life has become smart enough because of the IoT-enabled connected
devices like home appliances and smart watch, healthcare devices and other
wearables. All smart home-based devices can be further enhanced with the features
of blockchain technology. The research work also shows a smart power outlet
system for a smart home which is further enhanced with auto-monitoring and
controlling remotely with the application of blockchain technology [46]. Blockchain
technology is also employed to maintain communication between smart electricity
supply and smart home for energy trading. A smart home is also equipped with
automatic locking of the door with the application of blockchain technology for
authorization check, payment and event recording. The application of blockchain
technology is also optimized to maintain security in a smart home case study. IoT-
enabled device data is provided with an additional level of security with encryption
which is narrated with the employment of consortium blockchain application.

5. Smart Industry
Industry 4.0 with IoT has brought the revolutionary transformation with cyber-
physical systems like smart manufacturing, smart sensing, smart supply chain
management, etc. These smart industrial applications can further be boosted with
blockchain technology. For example, the research work by [8, 9] narrated the
augmented blockchain technological applications in industrial IoT-enabled manu-
facturing, supply chain management, diagnostic operations, machine to machine
transactional work as well as product certification, etc. The work also developed a
smart contract-based prototype that can diagnose and sense the faulty part of the
system and sends a report to the user about the necessity of part replacement in the
machine. Smart contract technology of blockchain applications also provides the
facility of buying electric power from an energy house [47, 48]. The technology is
also successfully implemented in supply chain management for manufacturing and
allocation of materials [49] and in credit-based trust systems.

6. Smart Agriculture
The application of IoT has also modernized the agricultural system with smart
sensing of the area to be cultivated. IoT-enabled devices are able to monitor
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temperature, humidity, insect and plant diseases that contribute greatly towards the
prediction of crop cultivation and production dynamically. Blockchain technology
has also made its role in a smart agricultural system so that there is an exchange
of ideas and knowledge among the farms and government sectors like setting up
irrigation canals. Further, blockchain applications have enhanced smart agriculture
by adding transparency and backtracking of crops [50]. The research study also
proves the application of blockchain with agricultural IoT for storing transactional
data for the supply chain [51]. The sensitive and essential information regarding
food safety like production, storage, processing and selling against its resources is
also publicly exposed with an integrated application of blockchain technology with
IoT-enabled smart agriculture. The backtracking of products used in agriculture in
the supply chain is also made possible with the combined application of blockchain
with RFID.

7. Smart Grid
Smart grid is a smart automated management of electricity through a network
connection and IoT devices. IoT devices like sensors and metres can collect the data
related to the power supply, consumption and load which can further be used for
effective management of electricity resources. But such type of smart management
of energy can suffer from some shortcomings like convincing the customers for
reliable electricity metre reading, handling energy system complexity, etc. Such
limitations can be handled by blockchain technology applications. The research
is also done to make a replacement of the local grid by trans-active microgrids
which is an application of blockchain for power supply transactions. In such an
application, grid nodes are capable of maintaining the privacy of electricity trading
individually [52]. The transparency of power consumption is also demonstrated with
the help of smart contract for smart energy. Even the close monitoring and recording
of consumption of energy is done with the application of blockchain technology.
The power trading as well as its price has been optimized with the application of
blockchain consortium. Smart grid application of blockchain technology is also used
for reliable power trading. Even blockchain has been applied to prevent malicious
threats and protect the sensitive data for smart energy applications.

8. Smart Trading and Supply Chain Management
The application of blockchain technology with a 5G network enabling the con-
nection of IoT devices has also brought a revolutionary change to supply chain
management [53] to support the effective recording of the product-related informa-
tion when it is transferred from the manufacturer to the customer. The technological
application also enables the monitoring of the quality of products and raw materials
[48]. Smart contract features on blockchain technology can be used to create
business collaborations which can then be used to carry out transactions in an
automated manner without waiting for the traditional process of confirmation. The
research work also shows the automated filing of taxes with smart contract feature
of blockchain technology.
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9. Smart Education
The educational domain has also undergone a paradigm shift from a paper-based
world to a paperless environment with the development of smart devices like tablets,
smartphones, computers and laptops. All such smart devices have revolutionized the
way course context is designed, home assignments are uploaded and examination is
conducted. All such smart devices can track learner’s behavioural patterns as well
as intelligence level automatically leading to smart education. The augmentation
of blockchain technology into smart education will add on extra advantages of
transparency in the learning process, examination grading and evaluation system
as well as in the management of certificates so that the educational system becomes
more fair, reliable and trustworthy [34].

5 Revealing Future Challenges for Fusion of 5G Network
with Blockchain Technology

Though fusion of blockchain technology with the 5G network brings potential
benefits, on the other hand, it suffers from several issues and challenges in terms
of security from all perspectives and data privacy. The challenges are briefed as
follows.

(a) Expandability with trustworthiness
The major goal of the 5G network is to achieve a low latency rate and, currently,
for data and payload application to happen in less than 1 millisecond [54]. To
achieve such a latency rate, there is requirement of tight protocols and configuration
setup to carry out the transactions with high throughput. The public blockchain
applications in terms of Ethereum and Bitcoin are only able to handle transactions
up to a range of 10–14 per second, and private blockchain applications can handle
3000–20,000 transactions per second. So there is a need for further research in the
future for its expansion and optimization starting from the architecture, increasing
the size of each block as well as the smart contracts to meet the goal of achieving
higher throughput. Along with such achievement of goals, trustworthiness plays a
major factor that is achieved through decentralized distributed ledger with security.
Such reliability is maintained for information like images and symbols, so it
requires enhancement for different information options. Blockchain architecture
itself enables trust and transparency factor, so more collaboration works are
supposed to evolve with competition, ignoring intermediate competitors.

(b) Upgradation of smart contracts and resolution of vulnerability issues
Public blockchain applications are equipped with ten million smart contracts, and
these smart contracts are to be used for 5G networks which enable interconnection
of IoT devices. The smart contract of blockchain technology is vulnerable to cyber-
attacks and needs to be securely coded for the 5G network [55, 56]. Moreover,
the smart contract once coded is not further upgradable or modifiable in place of
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any malicious attack by the hackers. So the smart contract code has to be further
researched for upgradation and reporting of vulnerability issues.

(c) Data privacy and malicious threats
Privacy and security are the two faces of a single coin. It is an essential requirement
of every individual, organization as well as government. It has to be maintained
with 5G network communication too as it deals with customer’s sensitive data. The
integration of blockchain technology with a 5G network enables privacy with an
issue that the data that gets stored in the blocks are not able to be erased because
of its immutable property. Also, blockchain only identifies the users’ address and
never stores their private information. But Bitcoin applications are found to record
the personal information of the user to make an exchange of the identity information
among the users with the public and private key. Even the smart contract application
and Ethereum are also indulged in the exchange of identity information which is
a major issue and needs to be dealt with. The cryptography security maintained
through the public key and the private key is supposed to be prone to a man in
the middle attack [57] where a third person can come in the middle carrying an
un-genuine public key and decrypt the sensitive information. Similarly, blockchain
technology can be threatened with DDoS attacks which can smash away any
platform or network and its resources [58]. On the same note, Bitcoin technology
is prone to selfish mining threat that threatens the genuineness of the technology
which requires urgent attention.

(d) The cost associated with transaction and cloud server setup
There are costs involved to set up the nodes of blockchain, maintain the blockchain
consortium and set up the cloud server. The cost investments would be more if the
number is not optimized [59]. In applications like Ethereum, costs are calculated in
terms of gas units for each transaction, and gas units are the energy consumption
units for smart contracts. So the costs are also calculated concerning the code that
is being executed for each transaction. These fees would be required more in order
to execute complex coding, if involved in the transaction, so it needs to be taken
care of.

6 Conclusion

This chapter has presented the outline description for blockchain technology and its
associated potential features as well as 5G network basics to mention the need for
fusion of both the technologies. The study also highlighted the smart application
areas of the 5G network with interconnected smart devices that have become more
effective and secure with the integration of blockchain technology with it. Though
there are enough beneficiary gains that are obtained through the fusion of both
technologies, the present study also put forth various challenges that come into
existence and needed to be sorted out with further research to make the technology
accomplish all its desired and directed targets.
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Chapter 4
Introduction of Blockchain and
5G-Enabled IoT Devices

Shivangi Surati, Bela Shrimali, and Hiren Patel

1 Introduction

The advancements in the industry have various stages beginning from industry
1.0 to industry 5.0 as per the requirements and the challenges of the respective
age. The industry 5.0 aims at the co-operation between human and machine to
improve industrial productions and standards with the skilled manpower. This goal
can effectively be achieved by utilizing the IoT paradigm that is revolutionized from
the decades to handle the diversity of applications, viz. smart homes, smart cities,
smart grids, healthcare, agriculture, smart industries, and many more efficiently.
These IoT-based applications can preliminary be distinguished as per consumer
IoT and industrial IoT [1]. The consumer IoT focuses on improving people’s life
that offers quality living, reduces human efforts, and saves time and money. The
cIoT applications include smart homes, smart cities, and offices. On the other
side, industrial IoT combines Operational Technology and Information Technology
together. It concentrates on improving the devices and services related to the
industries such as smart machines, sensor devices, food processing, data integration
and analytics for business purposes. Thus, iIoT contributes in the tremendous
growth of industries that are now driven by distinct manufacturing, transportation,
logistics, and functionalities. However, both the types of IoT require common
functionalities such as scalability, security, privacy, huge data storage, and lesser
response time.
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IoT connects billions of devices to each other using Internet technologies such
as 2G/3G/4G/LTE/5G or using M2M (Machine-to-Machine) technologies such as
Bluetooth, Wi-Fi, or ZigBee [2]. The total count of devices connected together
and the applications are increased with each enhancement of Internet technology,
however, 5G networks accelerate IoT and especially iIoT due to following charac-
teristics [2–4]:

• A higher transmission speed
• A lower latency (Improved competency for remote applications)
• An increased number of devices connected together
• The additional feature of possible implementation of virtual networks (network

slicing)
• Reliability and Integrity
• Scalability (Increased number of connected devices)
• Optimized networks
• Lower latency and response in real-time
• Less human intervention
• Reduced network traffic or network related issues

These features improved the performance of time-sensitive industrial appli-
cations, viz. healthcare, robotics, drones, video streaming tremendously. Thus,
industrial applications of 5G-IoT can be deployed with gigantic number of devices
without worrying about network capabilities. However, 5G-enabled IoT devices still
suffer from the issues of diverse and heterogeneous data and devices, decentraliza-
tion, interoperability, security and privacy of sensitive data.

In 5G-IoT, if the generation, storage, and access of the data are made centralized,
then the system will become more vulnerable to the attackers. The security threats
even increase with the accommodation of billions of devices and gigantic amount
of data generated by them. The previous methods applied for security in 2G/3G/4G
networks are not powerful enough to handle the security and privacy demands of 5G
networks due to new technologies, models, and advancements provided in the key
features of 5G networks. Hence, to resolve the aforementioned issues, Blockchain
stands out as a promising technology as it offers secure, immutable, transparent,
reliable, and tempered-proof environment for 5G-IoT.

Apart from this, 5G enabled networks are working at high frequencies, i.e.,
millimeter Wave (mmWave) that operates above 30 GHz, resulting in signals that
travel shorter distances. This leads to the requirement of a larger number of cellular
stations or sites to cover the same 4G landscape. Deployment of a larger number of
cellular station costs high. To reduce infrastructure deployment cost, options like
(1) infrastructure crowdsourcing, (2) roaming sharing, and (3) spectrum sharing
can be used. However, massive communication between the devices and cellular
tower is another key challenge in 5G-IoT. Such a massive number of distributed
and heterogeneous IoT and mobile devices instigate new challenges with respect
to authentication and scalability of 5G networks. Again, the Blockchain can be
promising technology that plays a salient role in addressing these challenges and
providing trusted, decentralized, tempered-proof, and cost-efficient solutions [5].
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The Blockchain is a distributed ledger technology that became popular and
successful with the crypto currency called Bitcoin [6]. It follows decentralized and
peer-to-peer network architecture instead of following the centralized storage. Data
is stored and shared among the participating nodes in the network and hence,
tempering of data at any node needs to be reflected at every other node that results
in the tempered-proof environment. Due to this, Blockchain revolutionized as an
astonished, promising, and secure technology not only for data storage but also to
standstill the entrance of malicious IoT devices in the network. The integration of
Blockchain with 5G-IoT will give secured data as per time, format, and location
requirements.

Thus, the combination of Blockchain with 5G-IoT aims at security and perfor-
mance improvement in cIoT as well as iIoT applications (Fig. 4.1). Blockchain in
5G-IoT and Blockchain in iIoT 4.0 are compared based on different parameters [5,
7–9] as shown in Table 4.1.

Fig. 4.1 The convergence of 5G-enabled IoT with Blockchain Technology

Table 4.1 Comparison of Blockchain in 5G-enabled IoT with Blockchain in iIoT 4.0

Parameter Blockchain in 5G-IoT Blockchain in IoT 4.0

Latency Very high High

Security High High

Privacy High High

Throughput Very high High

Transparency Yes Yes

Ubiquity Ensure May get disturbed

Usage/Adoption Even at cellular broadcast level At the industries

Threat High Comparatively low
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1.1 Motivation

Industrial IoT is an emerging industry experiencing significant challenges, such
as the necessity of an increased amount of data transmission with security, trans-
parency, anonymity, and credibility. The fifth Generation Mobile Networks and
Blockchain are contemporary emerging technologies that can facilitate these needs.
5G will enable extremely large data channel capacities and less data latency, while
Blockchain’s innovative data-sharing mode of operation provides an improved high
level of security, transparency, and credibility of stored data. Therefore, the strengths
of these two technologies motivated us to study the applications and the advantages
of them when combined together. The aim of this chapter is to introduce 5G-enabled
IoT merged with the Blockchain technology and their applicability in Industrial IoT.
The chapter will be helpful to the researchers and beginners to dive into the area of
5G-IoT and Blockchain.

1.2 Our Contributions

After introducing the revolution of 5G networks in IoT and how Blockchain
technology can be utilized with it in Sect. 1, our contributions in this chapter are
as follows:

• The background knowledge required to understand both the technologies is
discussed in detail (Sect. 2).

• The integration of 5G-IoT with Blockchain technology is explored along with
the discussion of the security requirements to manage 5G-IoT devices (Sect. 3).

• The case studies of 5G-IoT and Blockchain in industrial applications are
presented (Sect. 4).

• Furthermore, the issues, challenges and limitations and the opportunities and
research directions of Blockchain-based 5G-enabled iIoT are explored (Sects. 5
and 6, respectively).

At the end, the chapter contents are concluded in Sect. 7.

2 Background

The description of 5G-enabled IoT, its key features and the other integrated tech-
nologies are explored in this section. In addition, a general overview of Blockchain
including its definition, features, components, and categories are discussed.
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2.1 5G-Enabled IoT

Over the last few decades, the communication networks are progressively revolu-
tionized from the first generation networks and then moving towards the fourth
generation networks. This evolution aims to satisfy the increasing communication
traffic of data across the world. The eternal demand of the increased traffic motivated
the upcoming telecommunication networks, viz. 5G. These networks take benefits
from various underlying technologies as discussed below for the improvement in
the features of existing networks [1, 3]:

• Software-Defined Networking (SDN): SDN defines two separate planes for
routing: the Data plane handles the routing of data and the Control plane makes
decisions about routing. It can be considered as an enabling key technology
for 5G networks. By separating software and hardware requirements in two
separate planes, SDN offers velocity and flexibility to 5G networks. In addition,
Vehicular Ad hoc Networks (VANETs) in combination with SDN provides
programmability, security, flexibility, and other networking advantages leading
to software-defined vehicular networks (SDVNs) [10].

• Network Functions Virtualization (NFV): NFV deploys a set of network
functions into a wide array of software packages and stored into servers. They are
then combined and chained to implement the services that are same as offered by
the old traditional networks, but with the improved scalability and flexibility for
mobile devices.

• Device-to-Device Communications (D2D): It is the key feature added to 5G
network with an aim to permit the direct communication between two devices
with each other without intervening base station or with just a partial aid of
base station. It includes four types of communications between devices: Device
relaying with operator controlled link establishment, Direct D2D communication
with operator controlled link establishment, Device relaying with device con-
trolled link establishment, Direct D2D communication with device controlled
link establishment.

• Millimeter Wave Communication: As the capacity requirements in the mobile
communication networks are increasing rapidly, the mmWave frequencies can be
utilized to improve radio wireless spectrum bands beyond 4G networks.

• Cloud/Edge Computing: The increasing demands of data storage, analysis, and
transfer between various devices in 5G networks are satisfied by the use of
resources from Cloud computing. The computing services can also be provided
at the edge of the devices using edge computing that reduces the transmission
delays.

On the other side, global traffic is increasing enormously with the inclusion of
applications based on Internet of Things in day-to-day life and it is expected to
continue. The 5G networks can overcome the limitations of the previous standards
and protocols by increasing the capabilities of the networks as well as ensure full
network coverage at the global level [3]. Thus, the industrial IoT applications can
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be enhanced efficiently with the support of 5G networks that is developed as 5G-
enabled IoT.

2.1.1 Key Features of 5G-Enabled IoT

The development of 5G communication networks is beneficial for the IoT devices
due to the following features of 5G-IoT [2–4]:

1. High-Speed Data Transmission: The IoT devices can communicate with each
other at rapid speed using 5G networks. The data transfer speed is increased
tremendously after evolution of 5G networks as it is availed with more spectrum,
advanced modulation schemes for wireless communication and advanced radio
technology. The expected maximum and average speed of 5G networks are 1–
10 Gbps and 50 Mbps and up, respectively. Thus, the required data will reach
to the other IoT devices and to the IoT application users very quickly. This
enhances the number of static and mobile IoT devices connected with each other
for various applications.

2. Lower Latency: Due to the increased data rate and bandwidths in 5G, the
latency time is reduced considerably as compared to the previous communication
networks. This ultra-low latency time (1 ms or even lesser) resolved the major
challenge of real-time applications, viz. latency time. Thus, 5G-enabled IoT
has improved not only applications like smart homes, but it has also enabled
new services in time-critical industrial IoT applications, viz. healthcare, remote
controlled vehicular as well as industrial applications, video streaming, etc.

3. Network Slicing Capabilities: 5G networks support virtual networking archi-
tecture by using SDN and NFV. The network slicing in 5G enables the network
operators to deploy the procedures and modules required for specific customers
of application segments. This concept of using only a part of the procedures
results in savings of execution time and space as compared to the deployment
of full functionality of the devices. Thus, the network slicing offers greater
flexibility and elasticity to the diverse use cases and IoT devices that work with
the constrained resources.

4. Greater Network Reliability: Apart from the increasing speed and ultra-low
latency time, 5G networks also work more reliably that makes the connections
more stable. Thus, the connected devices in IoT can work efficiently in such
a reliable and stable network conditions. Especially the consumers using the
connected devices like CCTV cameras for security and monitoring, IoT locks,
and the other applications will be benefited due to more reliability for real-time
updates.

5. Support for Optimized Distributed Network Applications: The optimization
algorithms are applied in these distributed networks that enhance the perfor-
mance of IoT applications.

Thus, 5G-enabled IoT is capable to fulfill the increasing demands of reliable data
transmission between static and mobile devices with higher throughput.
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2.1.2 Integrated Technologies

The 5G-enabled IoT can be integrated with the other technologies [2] as follows:

• Artificial Intelligence (AI): 5G-enabled IoT provided the infrastructure and
huge amount of data as required by AI [11]. It could give contextual awareness
to AI assistants for better understanding and learning and hence, reduces the
complexity of 5G networks [12].

• Machine Learning (ML) and Big Data Analytics: Due to the enhancements
in the Machine Learning techniques, viz. Deep Neural Networks (DNN), Con-
volutional Neural Networks (CNN), and Recurrent Neural Networks (RNN), the
mathematical complexities in data and network management are resolved. Apart
from that, big data analytics and algorithms are capable to analyze the data and
generate the expected outcomes at much faster rates using 5G-IoT.

• Optimization Techniques: 5G-enabled IoT utilizes various optimization tech-
niques, viz. heuristic approach, genetic algorithms, evolutionary algorithms,
bio-inspired heuristic algorithms, fuzzy logic, stochastic algorithms, to optimize
the network related problems in IoT. This helps in proper monitoring and
reduction of the network traffic generated by IoT devices.

• Blockchain: As discussed earlier, the decentralized Blockchain technology can
also be integrated with 5G-IoT to provide security and privacy of data.

Thus, 5G-enabled IoT improves the performance and throughput of the IoT
networks, but it also necessitates the security and privacy of the data provided by
the devices. Thus, as per the existing literature survey, the Blockchain technology is
observed as the most promising technology for the same.

2.2 Blockchain

The popularity and success of crypto currency called Bitcoin [6] bring out this
promising technology in the attention. It has replaced the traditional client server
architecture by a pure decentralized environment wherein the participants having no
trust with each other can communicate and their transactions are stored and main-
tained in the shared ledger without any third party intervention. Thus, Blockchain is
called as a peer-to-peer decentralized environment that maintains a publicly shared
distributed ledger between the participating nodes. It is a cryptographically linked
chain of time-stamped blocks. Each of these blocks has their unique identity in the
form of hash value. In addition to the transactions, each block also stores its own
hash value as well as the hash value of the previous block. Hash of the block is
calculated based on the data stored in it and hence, change in a data of any single
block changes the hash of that particular block and further, this hash change needs
to be reflected in all the successive nodes.

Immutability is one of the important features of Blockchain. Once the transac-
tion/data is stored in a block, it cannot be changed. Transaction/data can be added
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to the block by the common consensus between the participating nodes. Node has
to prove its authenticity to introduce new block in the network/chain. Moreover,
every participating node keeps their own copy of distributed shared ledger. In case,
intruder wants to attack on any single block, he needs to attack on every copy
of the distributed shared ledger to maintain the change. Otherwise, the network
discards the odd copy. This methodology strengthens the Blockchain. Along with
the immutability, the other important features/benefits of this technology are as
follows [13]:

• Transparency: The Blockchain stores the transactions that are transparent to all
the participant nodes. Any changes made in the data of block or a block itself
introduced to the network is transparent to every participant node.

• Security: Blockchain offers more security as compared to the other record
keeping systems. Transactions/data are included after the consensus by all
the participant nodes. After the successful verification and validation of the
transaction, it is encrypted and stored in the block and the block gets linked
with the previous block. Secured hashing mechanisms are applied to secure
blocks[14].

• Fast and Efficient: Journey from traditional pen-paper based system to
automated computerized system increased the speed of process execution.
Blockchain along with the computerized system takes out the third party or
human intervention and hence, it is fast and efficient.

Apart from the above-mentioned features, the four major components of
Blockchain technology are briefly described as follows:

1. Block [15]: A block is divided into two components:

(a) Block header
(b) List of transactions

As shown in Fig. 4.2, along with transaction, a block also stores the imperative
information, viz. its own address/identity called hash, previous block’s hash,
other mining statistics including time stamp, nonce, etc. The transaction cannot
be removed or altered once it is included in the block. Blocks are chained together
to form a Blockchain. It is introduced by authentic miner in the network. Block
will be accepted in the chain only if it is authentic and it has proof of work. Once
the Block is verified by all the participating nodes, it will be added to the longest
chain. The block that is not included to the chain is called orphan block [15] and
the small chains other than the longest accepted chain are called fork. Orphan
blocks and the other shorter chains are discarded by the network later on.

2. Distributed shared ledger: A distributed shared ledger is basically a database
asset that can be mutually shared across a multiple network, institutions, and over
geographical locations [16]. All the participants that are included in a network
can have their own identical copy of the ledger. Any type of changes/updates
to the ledger is also reflected in all the copies within the predefined time
interval. The ledger is kept secured and accurate through the use of cryptographic
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Fig. 4.2 Blockchain and Block concept

algorithms such as digital signatures and hash functions. The control over the
ledger for modification or creation is defined by the mutual agreement called
consensus. This will define different role of usage in a different way of the shared
ledger.

3. Smart contract [17]: Smart contract can be defined as a code in the form of
contract in which the terms of agreement between the multiple stakeholders are
written in the line of code that is executed according to predefined processes
[18]. In simple term, smart contract is a line of code that is self-executable and
it is implemented/maintained/regulated on terms and agreements made between
two or more parties. Distributed shared ledgers are applied and executed through
smart contracts.

4. Cryptographic techniques: Security is a prime concern for online applications.
Blockchain provides security through users’, blocks’, and transactional data’s
validation and verifications. Cryptographic techniques like public key cryptog-
raphy are used for authentication and prevention of non-repudiation. While
hashing algorithm like Secured Hash Algorithm (SHA)-256 ensures the security
of blocks.

Furthermore, based on different parameters, viz. user requirements, access
control, and availability, Blockchain technology can be categorized into three types
[19].

1. Public or Permission-less Blockchain [20]: As shown in Fig. 4.3, no permission
is required to join this network. It is a Blockchain environment that anyone
can join and utilize. It is open for all. It is transparent and strongly resistant
to tempering of data, e.g., Bitcoin Blockchain.

2. Private or Permissioned Blockchain [19]: As shown in Fig. 4.4, only an iden-
tified user can participate and join the network. It is the Blockchain environment
with the private or closed networks that defines and decides the participants
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Fig. 4.3 Public Blockchain environment

Fig. 4.4 Private Blockchain environment

and their access control. Generally, this environment is used and built by the
industries/enterprises. It is speedy as compared to the public Blockchain.

3. Hybrid Blockchain [21]: It is a suitable combination of public and private
Blockchain in which the distributed shared ledger is available to every user with
predefined access control. It is the most suitable type of Blockchain environment
for the industries.

Thus, Blockchain is peer-to-peer, decentralized, reliable, and tempered-proof
technology that mainly aims at providing security and transparency of data. In
the current era of 5G-IoT, the devices generate tremendous amount of data that
also requires confidentiality. Hence, the architecture of 5G-IoT is required to be
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modified accordingly to include Blockchain in the existing IoT architecture. The
opportunities and the modified architecture of 5G-enabled IoT utilizing Blockchain
for security purpose are discussed in the next section.

3 Integrating Blockchain Technology in 5G-Enabled IoT

Due to the rapid and continuous development in the embedded technology, network,
and IoT over a decade, the lifestyle of citizens is drastically changed. Usage
and applications of IoT in last few years bring the industry in pure digital era.
Data generated by IoT devices are used to be stored in Cloud. Thus, Cloud
computing technology plays a vital role to store, analyze, and process the huge data
generated and being used by IoT devices [22]. Cloud technology is built upon the
centralized architecture and hence, there are few limitations reflected by default to
the usage of IoT, viz. trust, transparency, and security. The upcoming technology
called Blockchain overcomes this black-box type limitations by replacing the
centralized architecture to distributed and decentralized one. Initially, the use of
Blockchain was limited to crypto currency like bitcoin. But after the success of
bitcoin, this technology is accepted and adopted widely. Evolution of Blockchain
is shown in Fig. 4.5. The next generation Blockchain talks about a distributed
Applications (dApp) to facilitate anonymity, privacy, security, and immutability to
the different industries. Thus, the integration of Blockchain with 5G-IoT brings
out new opportunities and architectures when applied to real-world applications as
discussed in the subsections.

3.1 Opportunities in 5G-Enabled IoT Through Blockchain

The opportunities through Blockchain to enhance the efficiency in the 5G-enabled
IoT in industry are as follows:

• Transparency in supply chain management: Many of the industries deal with
the operations like supply chain in real-time. Once the data is stored on the
chain, it cannot be altered. However, all the transactions are visible to all the
legitimate stakeholders of the system. Transactional data may contain product
details like its origin, shipment timestamp, price, etc. Thus, every stakeholder
transparently tracks the location and quality of the product that is also known as
public verifiability.

• Appropriate prices of products and online payment facilities to stakehold-
ers: Every stakeholder transparently views the original price of the crop. So,
producers, retailers, and wholesalers get the fair price of their products. Prize
alteration is not possible once it is included on Blockchain. Stipulated price of
the products cannot be changed resulting in a rare possibility of any fraud.
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Fig. 4.5 Blockchain
evolution

• Easy traceability and auditability: Starting from production place (i.e., indus-
try) to every single intermediate place of stakeholders, all the required infor-
mation of the products is digitally linked to within the Blockchain; every
stakeholder including producers to end-customers/consumers can explore every-
thing by exploring the entire supply chain cycle. The supply chain based
on the Blockchain for any industry can help different stakeholders to access
information related to the products’ quality at every stage. Thus, Blockchain
brings transparency in the supply chain network.

• Reduction in operational cost: In case of the loss due to any types of crisis,
viz. financial crisis or natural crisis, industry can directly apply for the insurance
claim amount through the Blockchain. The transparent and immutable property
of the Blockchain enables the insurance companies and the other authorized
parties the access of the data provided by industry easily. Different operations
on Blockchain can be performed internally by using smart contracts. After the
claim request is approved, industries will automatically get the requested amount
in their respective wallets. In addition, industry can trace the activity of approval
of subsidy during the whole process. Thus, industries can get the compensation
stainlessly and quickly through Blockchain.

• Building the trust between parties: Only verified and authenticated devices
are allowed to communicate with each other in the network using Blockchain
technology. Even the miners will first verify each and every block and then only
the block is allowed to enter in Blockchain.
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3.2 Architecture of Blockchain-Based 5G-Enabled IoT

The architecture of 5G-enabled IoT is extended to include the Blockchain tech-
nology that is known as Blockchain-based 5G-enabled IoT (B5G-IoT) (Fig. 4.6).
The Blockchain layer is merged as an intermediary between IoT and industrial
applications. The aim of this layered architecture is to show and provide the
pure abstraction from lower layers in IoT and to provide Blockchain view to
users. In particular, the physical device layer deals with the heterogeneity of
physical devices and their communication with upper layer. The network layer deals
with the communication methodologies. On the other side, the Blockchain layer
between the network layer and an application layer provides various Blockchain-
based services. These services are basically distributed Application programming
User Interfaces (dAppUIs) that are implemented to support different industrial
applications. This introduction of Blockchain layer provides an abstraction that
decreases the complexity of developing industrial applications [23].

A possible deployment scenario of B5G-IoT is depicted in Fig. 4.7. The advan-
tage of using this deployment is that the whole Blockchain (or partial Blockchain)
data can be stored on the Cloud servers while the IoT devices may only save
the partial Blockchain data as shown in the figure. The deployment of B5G-IoT
represents the possible communications between IoT and Blockchain as follows
[24]:

• Firstly, the edge servers are deployed with the IoT gateways, Macro Base Stations
(MBS) or small BS and the Blockchain data is stored in these edge servers. The
IoT applications can directly communicate with the Blockchain and access the
stored data.

• Secondly, IoT nodes can communicate directly and they can directly share partial
Blockchain data.

• Lastly, hybrid communication is offered between cloud/edge servers and IoT
devices. In this case, IoT devices can interact with Blockchain data through
edge/cloud servers.

3.3 Applications of 5G-Enabled IoT Using Blockchain

Existing areas of interest for different industries, viz. Healthcare, Agriculture,
Autonomous transportation industry, etc., with blockchain-based 5G-enabled IoT
are shown in Fig. 4.8. In all these applications, blockchain-based 5G enabled iIoT
are used to amend the security, to enhance the bandwidth, and to reduce the overall
capital as well as operational expenditure, respectively [25]. The detailed description
of these industries is discussed in the following:

• Healthcare: Healthcare is one of the principal aspects of the prosperity of any
nation. With the increase in the population all over the world, their health
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Fig. 4.8 Scope of Blockchain in iIOT

management becomes crucial. There are numerous opportunities brought by IoT
in healthcare. It helps real-time, continuous monitoring, and error-free diagnosis.
Electronic Health Record (EHR) repository is used by IoT in healthcare 4.0 [26].
Wherein data is stored centrally so that doctors can access it from anywhere.
Privacy and security of this real-time huge data is a major concern and here,
the Blockchain can be used. Its distributed, decentralized, and tempered-proof
behavior can resolve the privacy and security concerns. Dwivedi et al. [27]
proposed a novel model of blockchain for IoT-based healthcare system. They
implemented distributed architecture and included security properties in the
network. To facilitate the anonymous transactions by authentic users, they
introduced a privacy-preserving ring signature scheme.

• Agriculture: Smart agriculture comes out as a vital IoT application for the agri-
products exporting countries in agri-products exporting countries [28]. Use of
IoT in agriculture that covers different operations like supply chain, precisions,
and smart farming increases drastically. Ferrag et al. [28] analyzed and discussed
the privacy-oriented blockchain-based solutions for IoT applications and their
implementations for green IoT-based agriculture. They also discussed the secu-
rity and privacy issues and solutions for green IoT-based agriculture.

• E-commerce and retail: Retailers and industries worldwide are very enthusiastic
to use IoT to improve their business and customer experience. Inventory tracking
and management become more easy and effective with IoT. By doing so, human
errors can be reduced. The use of IoT also helps to minimize waste, control costs,
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and reduce the shortage. For example, sensors for temperature-monitoring can
be used to maintain optimal temperatures for perishable products and generate
an alarm in case of predefined conditions [29]. Blockchain along with IoT in E-
commerce will introduce a self-executing secure code called smart contract to
manage various E-commerce activities. Also, it will open many directions to use
IoT for smart contracts and B2B business more dexterously [29].

• Education industry: Introducing the Blockchain across the IoT platform for
the education system could be an interesting methodology to enhance com-
munication efficiency with the 5G network. The use of intelligent, powerful,
and high-speed networks with several extant technologies, such as low power
consumption, and so on, appear to be available in today’s world to connect with
each other. The need of a secure education system invites the use of Blockchain
along with IoT. Alam et al. [30] discussed Blockchain in IoT to create an
efficient interaction system between students, teachers, employers, developers,
facilitators, and accreditors on the Internet.

• Music industry: Because of the Revolution in internet technology and easy
accessibility to numerous streaming facilities over the internet, the music industry
has become one of the industries that can benefit from Blockchain. The music
industry involves many stakeholders, viz. producers, publishers, lyricists, artists,
labels, and streaming service providers. Due to the growth of internet technology
and its easy access, maintenance of music ownership has become more crucial.
Transparency in payments and intellectual property rights is very essential for all
the stakeholders of this industry. The integration of the Blockchain and the music
industry can resolve several issues of ownership payment and transparency. The
Blockchain can work as the best solution to create an accurate, immutable, and
transparent distributed database to secure information of musical rights in a
shared distributed ledger. Also, smart contracts can be used to execute a digital
and secure contract/self-executing code for the music industry [31].

• Transportation industry: With the rapid development in sensing, communicating,
and computing devices, the use of the Intelligent Transport System (ITS) is
started and gets popular. It introduced a comfortable safe lifestyle with smarter
transport facilities and more convenient transport services. The major issue
with the traditional ITS is its centralized approach to store the data generated
by IoT devices including sensors and vehicles. The usage of Blockchain for
transportation can lead to secure, private, and safe methods of transportation
service. Yuan et al. [32] discussed the Blockchain technology and its latent
applications in the transportation industry. They also proposed a novel framework
called Blockchain-Based ITS (B2 ITS) as an emerging decentralized architecture
and distributed computing paradigm.

The applications of 5G-IoT and Blockchain are explored through various case
studies in the different domains of society. The interesting case studies are discussed
in the next section that covers the real-world scenarios of the combinations of these
technologies.
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4 Blockchain with 5G-Enabled iIoT: Case Studies

In this section, we present the few interesting proposals and implementation of
Blockchain in 5G-enabled iIoT.

4.1 Smart Factory/Smart Industry

The two essential parameters of industrial IoT- system security and transaction
efficiency are achieved using a credit-based proof of work (PoW) mechanism for
IoT devices [33]. A data authority management method is designed that controls
the access of data coming from different sensors. The blockchains developed are
based on directed acyclic graph structure to improve the performance efficiency. A
case study of smart factory is conducted for evaluation, demonstration, and analysis
of the credit-based PoW mechanism in industrial IoT. The privacy of data is also
sustained using the authority management that can be extended for the other iIoT
scenarios also.

In [34], the authors have discussed two case studies for two different industry
segments, viz. telecommunications-oriented 5G network slice brokering and the
energy industry-related internal electricity allocation in a housing society. In
telecommunications system, the 5G network with underlying Blockchain use case
is proposed that utilizes a 5G network slice broker. This broker facilitates the
manufacturing equipment so that it can obtain the required slice autonomously
and dynamically. Moreover, the manufacturing device can lease independently
the required network slice as per demand, it can approve service-level agreement
(SLA) and pay for the service according to actual usage using network slicing in
a Blockchain. Thus, the first use case enables autonomous 5G network resource
leasing, brokering, payout, and billing in the Blockchain. The second case study is a
renewable energy-oriented smart grids use case, in which entities within a housing
society can balance electricity production and consumption among themselves
without the control of an external intermediator that can save delay and energy.

In another case study [35], the authors have discussed and highlighted the
impact of Blockchain management and 5G on supply chain management and trade
Finance. The case study shows how Blockchain and IoT will offer opportunities to
various organizations in integration with 5G networks. Illustration is given through
a shipment tracking device that can easily track a shipment so that the manufacturer
as well as the distributor knows transparently, promptly, and accurately where they
stand with respect to incentive and wages.
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4.2 Smart Agriculture

An Emergent Routing Scheme for Smart Agriculture is proposed in [36] to reduce
energy consumption and to enhance throughput and network’s life of IoT network.
The proposed protocol modifies the IoT devices and heterogeneous IoT networks.
It includes smart contracts to discover a route to the Base Station. The redundant
data is removed from the combined data and attacks on network are blocked by
adding smart contracts. The comparison of energy consumption, stability period,
and network lifetime is done with that of IoT-based agriculture and with LEACH in
Agriculture. In IoT with Blockchain, the energy consumption is reduced, stability
period is improved, and network lifetime is improved as compared to the other two
approaches

4.3 Smart Healthcare

An architecture based on Blockchain called Healthcare Data Gateway Application
(HBD App) is proposed in [37] that enhances the Healthcare domain by an
additional intelligence. The security and privacy are maintained for patients’ data
and they can share, manage, own, and control their personal data effortlessly. They
proposed a purpose-centric access model that ensures the management of patient’s
healthcare data.

Another case study in Healthcare domain is Medical delivery drones discussed in
[38]. As per their research study, medical delivery drones are gradually improving
human society by providing medical facilities and delivery via drone-based aspects
by emerging 5G-IoT. This study includes 5G-IoT architecture that combines
Blockchain and medical delivery drones (via unmanned aerial vehicles) with
extraterrestrial communication support from satellites.

5 Issues and Limitations of Blockchain and 5G-IoT

The issues and limitations of Blockchain and 5G-enabled IoT are as follows [39]:

• Storage capacity and scalability: The fundamental and basic requirement of
the Blockchain technology is a consistent storage of transactions and blocks.
As discussed in the previous section, every node must contain a copy of
the Blockchain which is growing rapidly with every transaction. The overall
performance of the entire system is improved by using this larger storage for
the IoT ecosystem. Especially, when the transactions are evolved with the highly
scalable application, the sufficient storage, and highly execution machines are
required.
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• Processing Power and Time: The Blockchain environment requires a few self-
executive operations such as transaction and block verification. These operations
need cryptographic operations. In IoT environment, there are certain limitations
in computation which will lead to security risks. Therefore, less resource-
intensive substitutes should be applied especially while using Blockchain with
respect to IoT context.

• Throughput: On the one side, the Blockchain is facing scalability issue, while
on the other side, throughput can be considered as another major problem of
Blockchain technology. The continuous increase of transactions and its size is
hard to tackle for IoT. Latency and transaction throughput are other consistent
challenges.

• Security: Though Blockchain technology is a tempered-proof and highly
secured, it is possible to modify its immutable transactions by covering its
51% of stack. This control over a network can reverse the transactions and cause
double-spends by gaining majority control of a Blockchain’s hash rate is called
51% attack. This attack can be prevented by continuous monitoring of mining
pools and mining activities. Mining complexity and higher hash rate can control
the attack activities.

6 Research Directions and Opportunities

5G-enabled IoT devices and networks required huge amount of data transfer with
enhancement in existing security, transparency, and trust model which can be
addressed through Blockchain technology. Unlike centralized architecture having
single point of failure, distributed nature of Blockchain technology makes it a
perfect option to the decentralized architecture of 5G-enabled network of IoT
devices. Though the research directions and opportunities of Blockchain technology
are very wide, the major facets of the same are discussed in this section (Table 4.2).
Broadly, we classify the research tracks into following categories:

• Integration of Blockchain with other existing technologies: Researchers work in
the direction of integrating Blockchain with distributed database [40], IoT [22],
Cloud, AI, and many others.

• Use cases and application subdomains which make use of Blockchain: Though
there are many different use cases and application subdomains wherein
Blockchain can be utilized, the major focus is on intelligent vehicle management
[41, 42], manufacturing [43], healthcare [44], election/voting mechanism [45],
agriculture [46], supply change management [47], logistic management [48],
and smart contracts [48].

• Security and Privacy concerns: Being a distributed ledger available publicly to
all, the concerns such as security (e.g., attacks such as Double spending, DoS,
51%, etc.) and privacy [49, 50], public verifiability [51], and fault tolerance [52]
are vital to address.
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Table 4.2 Blockchain opportunities in 5G-enabled IoT devices and networking

Sr. No Blockchain coverage area

1 Smart infrastructure and utilities

2 Integration of Blockchain with other technologies (Big data, IoT, AI, Cloud,
etc.)

3 Industry 5.0

4 Application sectors (Healthcare, agriculture, supply chain management, finan-
cial sector, manufacturing)

5 IPR and digital right management

6 Security and privacy

7 Consensus mechanism

• Intellectual Property Rights: Researchers also work on protecting Intellectual
Property Rights (IPR) [53] and digital rights management [54].

• Consensus mechanism: Being a public network, common consensus among the
interacting nodes is an important factor in decision making. Major consensus
algorithms in permission-less network are Proof of Work (PoW) [6], Proof of
Stack (PoS) [55], Proof of Activity (PoA) [56], Proof of Location (PoL) [57],
Proof of ELapsed time (PoEL) [58], etc. These algorithms have their pros
and cons and hence; researchers work upon to derive a common consensus
mechanism which should be universally adopted.

Hence, it is pragmatic that the Blockchain technology has potential to offer
much to the existing and forthcoming industry requirements as opportunities. Due to
compute-intensive mining process, energy requirements have increased drastically.
Further, IoT devices are low-powered low-configured apparatus. Hence, devices
with performance and energy prerequisite need to be reconnoitered. Scalability,
standardization (in terms of consensus mechanisms and protocols), interoperability
(among different types of devices), and legal compliance (different acts in different
regions/countries) are also huge opportunities for research community.

7 Conclusion

Today the world is witnessing the initial dispersal of 5G networks that introduced
extreme mobile wireless communications, fastest services, low delays, and very
pervasive connectivity via mobile devices. It is worth mentioning that the important
paradigm that benefited from 5G is really the usage of the Internet of Things for
the industry. However, the extreme use of 5G technology also generates important
concerns in terms of security and privacy due to the facts (a) the continuous wireless
connection to the network, (b) the reliability of the involved devices is tough to
verify. Particularly, the 5G-enabled iIoT integrates the emerging 5G techniques into
future industrial IoT applications that require more security and privacy attention.
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To address the same, the Blockchain technology could be a prominent option to
get integrated with 5G-IoT in order to maintain privacy and security. Through this
chapter, we contribute in the direction of exploring the opportunities and challenges
while integrating Blockchain technology with 5G-IoT. Further, we investigate the
architecture of Blockchain-based 5G-IoT and its application, issues, and limitations.
The chapter also helps understand the researchers wishing to plunge into the domain
of 5G-enabled IoT and Blockchain through various case studies.
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Chapter 5
The Influence of 5G, IoT, and Blockchain
Technologies in Industrial Automation

Eman Shaikh and Nazeeruddin Mohammad

1 Introduction

Since the dawn of mankind, human beings used to manufacture goods by hands or
with the help of working animals. These methods were sufficient only for a short
period. As time passed by and the global population grew rapidly, the demand for
goods also increased subsequently. Existing manufacturing methods posed to be
time-consuming, tedious, and inefficient to facilitate the production of goods on
a large scale. Therefore, these challenges led to the advancement of an efficient
technique called automation.

Automation in simple terms can be defined as a technique that employs machines
and the latest technologies to make a process operate without the requirement
of manpower. Earlier human input was used to ensure the functioning of these
machines. However, with the employment of automation, the requirement of human
intervention is negligible. In its initial stage, automation was a simple assembly line
of workers that consistently performed repetitive tasks daily. The problem with this
approach was that the majority of these tasks posed to be monotonous, dangerous,
and unsanitary. Modern automation has become much more advanced. In terms of
industrialization, it refers to the use of control devices like information technologies,
robots, computers, etc., that handles and manages various processes and machines
of the industry. However, to take full advantage of these benefits, the utilization of
the Internet of Things (IoT) was crucial.
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IoT is an interconnected network of industrial devices, objects, processes, and
humans through which participating entities can operate, communicate, and utilize
the collected data. This is done to further boost the manufacturing operations and
productivity. With the rapid increase in the number of IoT devices every day, larger
network bandwidth is required. This can be fulfilled by the latest 5G technology.
Along with network bandwidth, 5G technology also provides other benefits like low
latency, ubiquitous connectivity, and efficient utilization of energy. However, there
still exists a lack of security between the communication of the industrial objects of
the network [22]. Therefore, blockchain technology is employed to provide security
to the network.

Blockchain is a public ledger that is decentralized and immutable by nature. This
ensures the transparency and authenticity of the received data, that is, the data is
not altered or modified without the consent of anyone present in the network. Any
change in the transaction of the network is first verified by all the nodes present
in the network and then only it is recorded. Along with this, these nodes present
in the network are also granted permission to acquire and transmit the respective
transaction. Thus, the primary features of the blockchain (such as security, privacy,
and trust) induce a positive influence on further development and innovation of
industrialization.

Modern industries are benefited from IoT, Blockchain, and 5G communications.
Figure 5.1 shows concisely how each technology is shaping modern industries.
Automation in industries is known for a long time. However, with the advent of
industrial IoT (IIoT), automation has advanced considerably and contributed to
bigger industrial philosophy commonly known as industry 4.0. Figure 5.2 further
illustrates this relationship. This figure is plotted using Google Ngram viewer
[15] that shows how these terms (industry 4.0, smart manufacturing, IIoT, 5G,
Blockchain, industrial automation) evolved during the years 2005–2019. Figure 5.2a

Fig. 5.1 Evolution to Modern Industrial Automation
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(a)

(b)

Fig. 5.2 Trends of various contributing technologies for Industry 4.0

shows that industrial automation is commonly used even before the term “industry
4.0” was coined. The trend of “industry 4.0” looks similar to IIoT because it is one of
the main enabling technology. Figure 5.2b has additional terms 5G and blockchain,
which are more frequently used as they are employed in various sectors in addition
to industrial automation.

1.1 Motivation

With the advancement towards industry 4.0, a subsequent rise and need for industrial
automation have emerged. The latest technologies, such as IoT and blockchain
provide promising solutions to facilitate industrial process automation. Furthermore,
the integration of the 5G network features has led to the further enhancement of
these processes. The novelty of this chapter is that till now, various papers have been
published that talk about these technologies, but none of them has addressed the
influence achieved by the integration of these technologies. Therefore, this chapter
provides an in-depth introduction to enabling technologies for industrial automation.
It discusses the fundamentals of each trend separately and elaborates its impact on
industrial automation. It also explains how 5G technology is helping in eliminating
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bottlenecks in closed-loop automation. It also gives an insight into the applications
and influence of these technologies in industrial automation. Lastly, it provides a
use case of the integration of these technologies in the banking and finance sector.

1.2 Contributions

In this chapter, we have provided a brief review of the emerging technologies in the
various industrial sectors. Mentioned below are the following major contributions
of this chapter:

1. Provides a brief introduction of blockchain, IoT, and 5G networks.
2. Discusses the impact of IoT, 5G and blockchain technologies in industrial

automation, along with each of their applications towards different industrial
sectors.

3. Finally, provides a use case of these integrated technologies in the banking and
finance sector.

1.3 Organization

The structure of this chapter is as follows: Sect. 2 talks about the rise of industrial
automation, Sect. 3 talks about IoT, Sect. 4 talks about the emergence of 5G wireless
networks, Sect. 5 talks about blockchain technology, Sect. 6 demonstrates the use
case of blockchain and 5G-enabled IoT in the banking and finance sector. Finally,
Sect. 7 concludes the paper.

2 The Rise of Industrial Automation

Currently, there are four stages of industrial automation as illustrated in Fig. 5.3. The
first industrial revolution is known as industry 1.0 started during the late eighteenth
century. Steam and water-powered machines were developed to replace human
labor so that efficient production could be achieved. This soon got replaced by
industry 2.0, in which machines that operated on electrical energy were developed
to massively further improve the work rate and reduce the expenses. This is because
unlike the machines powered by water and steam, electrical machines have proven
to work more efficiently. During this period, the first assembly lines were also
designed to promote mass production. Later with industry 3.0, the use of electronics
and computers first started to automate the process of manufacturing. This helped
immensely to enhance speed, accuracy, and productivity. This was soon replaced
by the current era we live in—industry 4.0. Industrial automation is the cornerstone
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Fig. 5.3 Timeline of the industrial revolution

of industry 4.0, which majorly compromises of various Cyber-Physical Systems
(CPS) such as manufacturing facilities, storage, systems, smart grids, and smart
machines. This involvement of CPS helped in essentially creating a fully automated
environment to ensure that no human intervention is necessary to execute the
required tasks.

2.1 Benefits

The beginning of industrial automation brought forward rapid advancements
towards various industries as illustrated in Fig. 5.4. Through it, the following major
benefits were achieved:

2.1.1 Productivity

In industries, tasks performed by manual labor exhibit certain drawbacks. For
instance, humans often get distracted and tired while executing the same repetitive
tasks. Moreover, humans often require vacations and cannot operate 24 h a day and
7 days a week. However, with the involvement of industrial automation, continuous
mass production can be achieved with ease. The tasks that earlier required multiple
workers to complete can now be performed by a single machine. Thus, the
productivity levels of the industry can be massively improved.
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Fig. 5.4 Common industry sectors influenced by industrial automation

2.1.2 Accuracy

Human beings are prone to error and often make mistakes when they are fatigued.
Any mistakes made could cause damage to raw materials, components, and final
manufactured products. Industrial automation is employed to alleviate human errors
and thus improve the quality of products produced.

2.1.3 Safety

As compared to machines, humans are fragile. They cannot be exposed to a danger-
ous work environment that deals with hazardous materials, extreme temperatures,
polluted air, broken equipment, etc. Therefore, industrial automation is implemented
to remove humans from hazardous conditions and replaced robots instead.

2.1.4 Costs

Implementing machine and robots pose to be cheaper than recruiting human workers
to perform tasks. After the initial capital expenses, the only other cost is in the
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maintenance of the machines. This is way cheaper than combining the annual
salaries of human laborers. Therefore, these lower production costs and higher
productivity lead to an increase in financial gain.

To completely take advantage of these benefits, modern automation integrates the
latest emerging technologies like IoT, 5G, and Blockchain. The next sections talk in
brief about the impact of these technologies for industrial automation.

3 Internet of Things (IoT)

Today we live in an age where we see the Internet of Things (IoT) present
everywhere around us. It has made our lives easier and more convenient to live
in. Just like how the discovery of the internet changed the way we communicate to
one another, IoT has further taken this connectivity to a whole new level. Through
it, multiple devices are connected to the internet to facilitate man to machine and
machine to machine communications. These devices could be anything from a
simple light bulb to huge industrial machines. However, just like any technology,
there is a certain process that needs to be executed to complete the desired
tasks. Mentioned below are the following steps that a typical IoT system executes
(Fig. 5.5):

1. Sensors are used to gather data from the environment. The nature of this data
depends on the device it is attached to. It could be anything from a temperature
sensor to heat sensors. Moreover, a device could even have multiple sensors
attached that can collect a variety of different data.

2. The received data needs to be sent to a processing server (e.g. a private cloud);
however, it requires a medium to be sent. Therefore, the sensors are connected to
the cloud via a communication technology such as Bluetooth, Wi-Fi, Ethernet,
etc. The type of communication technology employed depends upon the IoT
application, cost, range, and power consumption.

3. Once the data is delivered to the cloud, a software application is used to perform
the necessary actions on the acquired data. This action can be anything like
checking the energy consumption of the devices to air quality. If the situation
requires the need for user interaction, then an alert is sent to users via their
phones, smartwatches, laptop, etc.

Fig. 5.5 Process flow of IoT components
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4. Historical data can also be used to obtain valuable insights that can help in the
smooth operation of the devices. For instance, predicting the possible future
malfunction of machinery.

3.1 Impact on Industrial Automation

The implementation of IoT in industrial automation has completely revolutionized
the way industries operate. It helped to create an environment of intelligent
machines that could operate tasks more effectively than human beings. Mentioned
below are the major benefits that are provided with the implementation of IoT in
industrial automation:

3.1.1 Improvement in Energy Efficiency

Consumption of a large amounts of electricity leads to higher costs. IoT is used to
significantly reduce massive energy consumption. From the data collected through
IoT, companies can identify the devices that consume a lot of energy. Furthermore,
the data collected can help to create operation profiles that instruct the machines
when to operate and when not to conserve energy. Systems that drain energy
or consume more energy than required could mean that the system itself might
be faulty. IoT connectivity helps to address such systems. IoT connectivity can
also further help to create energy profiles of an individual or several facilities.
This information would help to provide an overview of how to smoothly execute
operations while keeping in mind the impact on the energy consumption of such
operations.

3.1.2 Predictive Maintenance

Predictive maintenance is a technique that helps to identify the condition of equip-
ment in order to estimate when maintenance is required. This technique is essential
to ensure the smooth operations of the machines present in the industries. However,
it requires analysis of a large amounts of data and executing complicated algorithms.
Therefore, an IoT based solution is employed to eradicate these challenges. With
IoT, large terabytes of data can be stored and various machine algorithms can be
executed in parallel on different computers to forecast any potential damages and
identify when industrial equipment could most likely fail to operate.

3.1.3 Reduction in Operational Cost

Advancements brought towards IoT benefit the industries to reduce operational cost
and maximize profits. Therefore, industries that maximize the utilization of IoT will
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thereby obtain maximum profits. This is because, with the help of IoT devices, real-
time information can be obtained instantly. This information can help to facilitate a
variety of operations. For instance, in the manufacturing industry, the IoT devices
can constantly monitor the equipment for any faults, that is predictive maintenance
can be achieved as explained earlier. The implementation of such techniques can
also reduce power consumption, this in turn helps to further reduce the overall costs
of the industries.

3.2 Industrial Applications

The execution of the IoT process helps to ensure the smooth operations of the
industrial processes to provide a closely connected and intelligent environment. This
would bring benefits across diverse industries. Mentioned below are some of the
major industrial applications:

3.2.1 Agriculture

Maintaining the quality of the soil is crucial to ensure that high-quality goods can be
obtained from it. The utilization of IoT helps to ensure this. With the help of the IoT
sensors, farmers can get the detailed information regarding the current state of the
soil like temperature, moisture content, nutrient deficiency, acidity level, presence of
diseases in plants, etc. This information lets farmers implement necessary actions
that can help to enhance the present condition of the soil. Moreover, the farmers
can deduce the optimal time to plant seeds and identify the presence of diseases in
plants/crops.

3.2.2 Healthcare

Before the emergence of IoT, the interaction between patients and healthcare profes-
sionals was carried out via face to face visits, phone calls, or text messages. These
methods did not provide healthcare professionals with the ability to constantly
monitor the status of their patients. However, with the advent of IoT enabled
wearable healthcare devices, continuous monitoring of patients is possible. With
remote monitoring, the interactions between doctor and patient have become much
easier and efficient. Furthermore, it also helps to immensely reduce hospital stay
and re-admission of the patients. Another application of IoT is the use of smart beds
equipped with sensors that help to constantly monitor vital signs of patients like
blood pressure, temperature, pulse rate, etc.
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3.2.3 Energy

The energy sector has undergone a variety of changes over the past 20 years. It has
been estimated that the total energy consumption across the world would increase to
40% in the near future [11]. This means that there is a need to develop smart energy
solutions that would help to achieve efficient use of energy resources. The use of IoT
can help to achieve this goal. For instance, the installation of smart energy meters
can be used to facilitate the management of the electrical network. Furthermore, the
establishment of communication between consumer and service providers can help
in the acquirement of a large amounts of data to detect a fault, repair it, and enable
decision making. Consumers can benefit from IoT as the data collected can help
them to gain insights about their consumption history and the optimal way to reduce
their energy consumption if possible.

4 The Emergence of the Fifth-Generation (5G) Wireless
Network

The first generation (1G) of the wireless network had first emerged during the
1980s. Within just 40 years, the wireless communication network has completely
transformed itself. It now plays a key role in the development of modern infras-
tructure. The evolution of wireless network took place almost every 10 years. With
every evolution, along with better speed and connectivity, various services were also
provided. Figure 5.6 illustrates a summary of the evolution from 1G to 5G networks.

Fig. 5.6 Evolution of mobile communications from 1G to 5G
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4.1 Impact on Industrial Automation

Industrial automation powered by IoT, because of the various benefits it provides,
proved to be successful in enhancing the automation process; the total number of
IoT devices employed in different industries rose rapidly. As illustrated in Fig. 5.7,
it has been estimated that the total number of IoT devices is set to increase to 75.44
million by 2025 [10]. This massive rise in IoT devices means that a rise in the
amount of data will also be transmitted and processed.

Existing technologies are inadequate to handle massive volumes of data with
expected reliability or latency requirements. Therefore, 5G implementation can help
to facilitate the handling of a large number of IoT devices. Apart from this, the
introduction of 5G network helps to facilitate IoT processes in the following ways:

4.1.1 Improved Reliability

5G networks provide a more reliable and stable network, which is extremely
important for the various applications of connected IoT devices. This feature is
important in applications such as the implementation of security locks, cameras,
and other kinds of systems that provide monitoring services and require real-time
data as input.

4.1.2 Faster Data Rate

The success of IoT majorly depends upon the speed with which communication can
take place. With the introduction of the 5G network, data transfer speed rose rapidly.

Fig. 5.7 Growth in number of IoT devices
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Table 5.1 Comparison of
mobile networks in terms of
their influence on the
industrial applications [23]

Generation Industrial impact

1G No impact

2G Provides remote control and
facilitates text messages to and
from remote machines

3G Provides video monitoring, remote
access to machines as well as
remote condition monitoring

4G Facilitates live remote access

5G Facilitates autonomous logistics,
machines, edge computing

The increase in data rates allows IoT devices to communicate and share data faster
than ever. This feature would benefit various IoT based applications such as the
operations in smart healthcare, smart manufacturing, autonomous vehicles, etc.

4.1.3 Lower Latency

5G provides lower latency that is about ten times faster than the traditional 4G
network. This low latency will immensely help to facilitate actions that can occur
in industrial plants, remote transport, remote surgery, autonomous driving, etc.
(Table 5.1).

4.2 Industrial Applications

Now we are quickly shifting and preparing ourselves to the next generation of
mobile networks: the fifth generation of mobile networks, also known as 5G. The
introduction of the 5G network has completely transformed the way we perform our
everyday tasks. It is expected to be the next big thing in terms of mobile connectivity.
And has extensively helped in the operations of major industries as illustrated in
Table 5.2. Apart from just being a successor of previous networks, the 5G network
aims to foster the era of digitization. This is mainly because of the following key
features it provides over 4G networks [17]:

1. Ultra-Reliable Low Latency (URLL): In this feature, the communication can
happen with a latency of less than one millisecond, which is about 50 times faster
than 4G.

2. Enhanced Mobile Broadband (eMBB): This feature allows the data transfer rate
up to 10 Gbps which is about 100 times more than what 4G can provide.

3. Massive Machine-Type Communication (mMTC): This feature provides scalable
connectivity for a large number of devices, which is 100 times greater than what
4G can provide.
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Table 5.2 5G application scenarios across industries [1]

Industry 5G service Few example cases

Manufacturing 5G smart factory
application

Flexible 5G slice, smart toolboxes, production
monitoring, remote maintenance/inspection, VR
transparent factory

Energy 5G smart power
application

Remote control of power distribution systems,
advanced tele-metering, robot inspection, electric
vehicles (EVs)

Healthcare 5G mobile remote
medical care
application

Ward inspection with the remote robot, mobile
medical vehicles, remote surgery/tests, connecting
massive numbers of devices in one hospital ward

Transportation 5G smart
transportation
application

In-vehicle entertainment, V2V, V2I, and V2P are
for automatic driving, vehicle formation, collision
avoidance

Security 5G video integrated
application

HD video IPTV, remote surveillance, VR/AR live
broadcast

Municipal
administration

5G public services
and society
government
application

City monitoring for safety, security, environment,
cleanliness, smart citizenship services

Education 5G smart park
application

Holographic projection, virtual innovation teaching,
intelligent recognition

Thus with the implementation of 5G network we will be able to attain a future
where not only are mobiles, computers, and laptops connected to the internet, but
also other objects like industrial equipment, grocery products, and city assets. This
will help to foster the business growth for the organization and completely change
the way we communicate, operate in business, and live as a society.

5 Blockchain Technology: The Next Best Thing

For centuries, humans have experimented with different ways to obtain goods and
services. At first, the barter system was implemented and used for years. In this
system, people exchange goods and services in return for other goods and services.
However, this system soon got replaced with the use of coins and money. To further
enhance the speed and efficiency of transactions, credit card and electronic payment
methods were introduced. Internet and mobile phones have also played a major role
in facilitating the process of electronic payment. Nevertheless, these methods still
experienced certain challenges such as dependence on a third-party validation, extra
payment for transaction costs and service fees, vulnerability to fraudulent activities,
etc. Therefore, challenges have led to advancement towards a new form of digital
currency cryptocurrency.

Employment of cryptocurrency brought forward several features like faster
transactions, anonymity, and the absence of third-party intermediaries. Currently,
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Fig. 5.8 A typical block in
blockchain

Fig. 5.9 Process depicting inclusion of a new block in blockchain

several cryptocurrencies are present in the market. Bitcoin, Ethereum, Ripple,
Litecoin, etc. are some of the known cryptocurrencies. Among them, Bitcoin is
the most widely used cryptocurrency that was founded by Satoshi Nakamoto in
2008 [18]. To facilitate the features of cryptocurrencies, an underlying technology
called blockchain is used [21].

Blockchain in layman terms is simply known as a chain of multiple blocks. It is a
distributed, decentralized public ledger that is open to anyone. Figure 5.8 illustrates
a typical block that compromises of three basic elements: data, a cryptographic
identifier called a hash, and the hash of the previous block. The data stored in the
block can be anything and it depends upon the application. For instance, the bitcoin
blockchain stores information about the buyer, seller, and the amount. The function
of the hash is to uniquely identify the block and its contents. It is just like our
fingerprint, unique in nature and specific to each block. However, the hash is created
by a hash function that maps the block data of arbitrary size into a single fixed value
size. The third element of the block is the hash of the previous block, which helps
create the chain of blocks. It is due to this type of connection that blockchain can
provide a secure environment. Figure 5.9 depicts the steps that are required to be
executed in order to successfully add a block in the blockchain network.
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(a) Valid Blockchain

(b) Invalid Blockchain

Fig. 5.10 Typical Blockchain network

After the block is created, it is impossible to change the contents of the block
without the hash itself getting changed. This is because once a block is created, its
hash is always calculated. Any change in the block will change the hash too. That
is, a hash is useful to detect whether any changes occur in the block. Changing a
single block will make the corresponding blocks invalid. A visual representation of
a valid and invalid blockchain network is illustrated in Fig. 5.10.

However, the sole use of hash is not enough to prevent any changes in the
block. This is because computers are much more advanced today and can easily
compute thousands of hashes per second. This means that the data in the block
can be easily tampered as all of the hashes of other blocks can be recalculated
to make the blockchain valid. Therefore, blockchain compromises of the proof of
work algorithm to overcome this challenge. The proof of work is a mechanism
that helps to slow down the process of the block creation process. Another way
in which blockchain gains security is by being distributed. That is, rather than
employing a central entity to manage the network, blockchain utilizes a peer to
peer network. This means that anyone who enters the network gets a complete copy
of the blockchain. In addition to this, every node in the network has the right to
verify a new block and ensure that it is intact. The verified block is then added to the
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blockchain network. To successfully tamper with the blockchain network one must
satisfy the following conditions:

1. Firstly, every block in the network must be altered.
2. Next, the proof of work for each of these blocks must be re-constructed.
3. Finally, complete control of more than 50% of the network must be achieved.

Only after the execution of all the above conditions, the blockchain network can
be altered. With the current technology, it is computationally infeasible to match
these conditions.

5.1 Features

Apart from providing security to the system, blockchain also provides other major
features. Mentioned below are some of them [3, 24]:

5.1.1 Decentralized

The main role of the blockchain network is to store and copy data (cryptocurrencies,
contracts, and other digital assets) across all the nodes present in the network. This
means that the network is decentralized in nature, that is, it does not depend upon
a central entity, but a group of nodes that maintain the network. Therefore, through
the implementation of the decentralized blockchain network, owners will be able to
gain direct control over their account by using their private key. Furthermore, this
also helps to provide common people the power and rights to perform actions on
their assets as they wish for. Stock exchange, transactions are done in real estate,
personal identification, etc. are some of the major areas where the decentralization
feature can benefit.

5.1.2 Distributed Ledger

A distributed ledger is a database that is sent to all the nodes present in the
blockchain network. Whenever a new block is added, a message is broadcasted
to make sure that every node has the updated version of the ledger. This feature
facilitates the applications beyond digital currencies, as it removes the requirement
of dealing with a central authority to record information. As this feature allows
the ledger to be stored on several devices that are located in different locations,
it, therefore, helps to protect the system in case of data loss caused by devices or
servers during downtime.
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5.1.3 Immutable

Blockchain is an immutable distributed ledger that is decentralized in nature. It is
because of this nature that the information once stored in it cannot be altered easily.
This helps to create trust in the transaction record. In case a data is added to the block
it first needs to be approved by all the parties present in the network. Without consent
from the majority of the nodes, the blocks cannot be added. Furthermore, the user
cannot go back and change, edit, delete, or update the appended block. Therefore,
this helps to create an environment that is transparent and free of corruption.

5.1.4 Consensus

All participants present in the network must come in terms with a given set of
rules that determines the validity of the block. A consensus algorithm is used to
put forward a common agreement for all the nodes present in the network. In case,
a block violates any of the given rules, then that block is considered as invalid and
thus does not get added to the network. Therefore, this feature helps to provide
a sense of trust between the nodes present in the network as every node can be
assured that every other node follows the ratified rules. At present, there are various
types of consensus algorithms that are based upon different principles. Some of the
commonly known algorithms are: Proof of Work (PoW), Proof of Stake (PoS), Proof
of Burn, Proof of Space, Proof of Activity, etc. Paper [19] talks in brief about each
of these algorithms and other common algorithms.

5.2 Impact on 5G-Enabled IoT

The major challenges IoT presently face is security, privacy, compatibility, and
centralization [8]. Fortunately, the majority of these challenges are solved via
blockchain with 5G enabled IoT. The major feature of blockchain is that its
architecture is decentralized in nature. Therefore, its integration with IoT helped to
eradicate centralization and make transactions more secure and transparent. Apart
from this, the employment of blockchain with IoT provides the following additional
benefits:

1. Blockchain uses a distributed ledger, which is unalterable in nature. This helps
to remove the need for trust among the involved parties. That is, no single party
has control over the massive amount of data produced by the IoT devices.

2. Blockchain helps to store the data collected by the IoT devices. This helps to
further enhance the present security levels. This is mainly due to the encryption
mechanism that blockchain provides to protect its data. Thereby, making it
difficult for hackers to gain access to the network.
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3. Blockchain also provides the smooth processing of the transactions of billions of
IoT devices. With the increase in the number of devices, the distributed ledger
facilitates the processing of the massive transactions obtained from these devices.

5.3 Impact on Industrial Automation

The implementation of blockchain technology in industrial automation processes
will bring numerous benefits [13]. Some of the major benefits are mentioned
below [9]:

5.3.1 Improved Transparency

With the implementation of blockchain technology, the transaction history can
become more transparent. Through it, all the nodes are now able to share the
same information that can be updated via consensus. To change a single transaction
record, all the transactions present in the network would need to change, which is
not possible. This allows anyone in the network to view all the information present
in the network. Furthermore, it also helps to ensure that the data on the network
is transparent, accurate, and consistent. Therefore, this feature can benefit various
industries like real estate, automotive, manufacturing, etc.

5.3.2 Better Security

Blockchain helps to ensure that the information stored is not vulnerable to cyber-
attacks. This is because of the way the transactions are stored in the network. That
is, first the transaction must be validated by the nodes present in the network,
only after it is approved that it is encrypted and linked to the previous transaction.
Furthermore, the information stored is the same across all the nodes present in the
network. This is the reason why it can be difficult for hackers to alter or change
the stored data. This feature would therefore immensely help in industries such as
healthcare, government, finance, etc., to protect sensitive data. Thus, blockchain can
help to prevent any unauthorized activity that can occur on the stored data.

5.3.3 Enhance Traceability

This feature helps to solve the issue of tracing back the products to their origin.
That is, it helps industries whose products have to go through a complex supply
chain. This is because blockchain helps to store information related to the present
status of the transaction such as how the goods are manufactured, shipment location,
how they are managed, etc. As this data is immutable and can be easily shared
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with the supply chain network, it, therefore helps to provide extensive tracing and
tracking abilities. Whenever the transfer of goods is recorded on the blockchain, the
entire journey of the blockchain can be seen. This helps to provide validation to the
authenticity of the assets in industries like drugs, agriculture, etc.

5.4 Industrial Applications

There are many research efforts/proposal/implementations studying the use of
blockchains across various industries [2, 16]. For example, blockchain applications
are studied for drones [6], finance [20], and autonomous vehicles [7]. This section
highlights some of the key applications:

5.4.1 Agriculture

The agriculture sector is another domain that can greatly benefit from the major
features that blockchain provides. For instance, it can help to provide an immutable
record from origin to the retail store of any product [14]. This would help to create
a sense of trust and transparency for the consumers regarding the products they buy.
It can also help in enhancing the productivity and efficiency of smart farming. For
example, the data gathered by the IoT devices can now be stored in a blockchain
and be executed for particular actions. This would, therefore, help to enhance the
quality of the crop and the quality of farming.

5.4.2 Energy

Blockchain technology can help improve the energy sector. Through it, the follow-
ing three major benefits can be achieved: reduced costs, the sustainability of the
environment, and enhanced transparency for stakeholders. For instance, it facilitates
peer to peer transactions, that is the users can directly trade energy [25]. This feature
is useful for energy resources that are renewable like wind and solar energy. This
would thus allow prosumers to enter the market and act as suppliers too. Moreover,
by employing a decentralized architecture, the consumers can now purchase energy
suppliers directly from the utility providers. This would help to reduce costs.

5.4.3 Healthcare

With the rising human population and medical conditions, the need for optimal
healthcare facilities is also rising. Fortunately, 5G enabled blockchain has promised
to provide a variety of applications in the healthcare domain [2]. For instance, it
helps to provide data security to clinical trials done during research and experimen-
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tation. Since the data stored in a blockchain is immutable, it also does not allow any
tampering of this sensitive data stored. It can also protect the privacy of the patient.
That is, sharing of the patient data to a third party like pharmacies can be done with
protecting the identity of the patient.

6 Blockchain and 5G-Enabled IoT Use Cases in Finance
Sector

As mentioned in the earlier sections, the emergence of blockchain, 5G, and IoT
helped to disrupt the way industries operate. The banking and finance sector is
one such industry that has observed a wide range of implementation of blockchain
technology [5]. The majority of the top banks have started to incorporate blockchain
technology to leverage the financial services that they offer. Bank al Etihad is
an example of a bank that has already started using blockchain technology to
enhance their paperwork and documentation processes [4]. Furthermore, they have
also incorporated blockchain to help their customers verify and securely issue
confidential documents. Deutsche Bank, HSBC, ING are examples of other banks
that have also implemented blockchain technology to enhance their operations and
services.

6.1 Characteristics

This is mainly because of the inherent characteristics of blockchain that helps to
facilitate the execution of operations and services in this sector. Mentioned below
are the following ways on how the characteristics of blockchain technology help the
banking and finance sector:

6.1.1 Decentralized Trust

The primary feature of blockchain is that it helps to track and verify transactions.
This enables the organizations and the customers to process their respective trans-
actions without the need of a third party or a centralized bank [12]. Various banks
have implemented blockchain technology mainly because it consists of a shared
infrastructure in which the control is distributed among all the nodes present in a
given transaction chain. This helps to immensely reduce any possible counterparty
risks.
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6.1.2 Enhanced Security

The reason why blockchain is so secure is that once any data is added to its network,
it is impossible to tamper with the data. Furthermore, as it is shared by all of the
nodes present in the network, it is difficult to hack the network. The decentralized
architecture of the blockchain helps to ensure that there is no central point of failure
in the network. This allows it to effectively resist any attacks.

6.1.3 Efficient Transactions

The elimination of a centralized entity/third party helped to immensely improve
the settlement time and the transaction time of a transaction. Because of this, the
transactions can be processed at any time and any day of the week. Furthermore,
the transactions can also be done in a faster manner as compared to the traditional
methods. This will allow more transactions to be completed at a given time.

6.2 Challenges

Just like any other technology, blockchain also faces few challenges. Therefore, we
have mentioned below some of the major challenges that needs to be addressed
before implementing it in the banking and finance sector.

6.2.1 Scalability

Although blockchain technology is a prime focus in the financial industry. It
however is not capable of handling the large scale of financial transactions that occur
daily. This is because multiple nodes are required to validate every transaction. This
could lead to a reduction in the transaction speed and an increase in the cost per
transaction. Therefore, it is critical to consider before deploying blockchain on a
large scale.

6.2.2 Cost

Another challenge faced while deploying blockchain technology is the high cost
faced during its initial setup. This makes small companies and banks hesitant to
invest in something that does not guarantee a promising success. Therefore, it is
important to address this issue before a company thinks about deploying blockchain
to facilitate its operations.
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6.2.3 Policies and Regulations

One of the major issues faced by banks is the fact that blockchain suffers from the
lack of clarity of policies and regulations. Currently, there is no set of standard
rules and regulations regarding the transfers done with cryptocurrencies. Unless
and until a formal regulatory framework has been established, banks cannot deploy
blockchain to facilitate its services.

7 Conclusion

Automation of industrial processes, to meet the conservative business goals, is
ever increasing with the help of modern technologies such as IIoT and 5G. IIoT
facilitated cooperation among the multiple connected entities for intelligent deci-
sions and subsequent actions. The latest 5G technology has provided the required
support for real-time, reliable, and low-latency communications. With so many
crucial advanced process control and data analysis applications depending on the
IIoT network, there is an increased need for proper access control. Blockchain offers
a decentralized tamper-proof robust mechanism for transaction management, which
is well-suited for IIoT applications. Blockchain technology in 5G-powered IIoT
showed a wide variety of applications and industries started adopting them. This
trend is going to continue and benefit various industrial sectors. In parallel, there will
be lots of research to improve the scalability, cost efficiency, and standardization of
blockchain technology.
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Chapter 6
Emerging Communication Technologies
for 5G-Enabled Internet of Things
Applications

Malaram Kumhar and Jitendra Bhatia

1 Introduction

The IoT has gained much interest recently due to its ability to connect many real-
world objects. It can play a vital role in many domains to improve the quality of
life in different areas such as smart homes, medical health, education, industry,
agriculture, transports, and smart cities. Now there is a paradigm shift towards the
concept of “anytime, anywhere, anyone, connected to anything.” In many areas,
whether it is our homes or workplace, the devices are becoming essential for our
daily lifestyle. IoT has made it possible to connect everyone with everything in the
environment [1]. Connecting different devices and adding sensors enhance a level of
intelligence to devices, otherwise they would be dumb, making them transfer up-to-
date data without any human involvement. The organization of the chapter is shown
in Fig. 6.1.

1.1 Contribution and Motivation

Internet of Things (IoT) is very important for the upcoming 5G mobile networks,
which will enable several innovative IoT applications which include Self-driving
cars, Healthcare, Smart cities, and other enormous IoT use cases set in 5G standards.
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Fig. 6.1 Organization of the chapter

The success of any IoT system depends on its communication speed and proper
connectivity with other devices such as smartphones, laptops, and tablets. 5G is
faster than other past and existing mobile communication technologies. This high-
speed connectivity will allow IoT devices to communicate and share data faster
with other smart devices. For 5G enabled IoT, the concept of 5G requirements and
its viable technologies should be properly examined. The key motivation behind this
contribution is that a large number of devices are expected to come with emerging
applications, which need high speed, good connectivity, and high data rates. The
key contribution in this chapter includes:

– Various emerging applications in IoT
– Background and current research in the area of 5G enabled IoT
– Key enabling technologies for 5G enabled IoT and Use cases
– Challenges and future research trends
– Case study in 5G enabled IoT

1.2 IoT and Emerging Applications

In IoT, objects located around us can be connected. These objects use Internet
services, transfer data, and provide useful information about events that had to
happen with the object like changes in their environment or your actions. IoT
enables users to bring physical objects into the scope of information technology.
This can be accomplished by using different technologies like RFID, NFC, Bar
Codes, and QR codes that permit the user to recognize and refer to different physical
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objects [2, 3]. There are no standards available to connect IoT devices to the Internet,
besides their networking protocols.

IoT may be implemented with novel security features [4, 5] for home automation
systems, vehicle electronics, telephone networks, control of various domestic
useful services, etc. There are numerous innovative applications that came into
existence and revealed for a different set of goals and service sectors. Typically,
IoT applications are characterized based on the area of deployment. Figure 6.2
depicts the categorization of the multimedia and non-multimedia based various
IoT Applications [6], and also, the type of end-user, i.e., system or person. These
applications play a major role for making our day-to-day life activities easy, smart,
and safe [7].

Smart Surveillance Earlier the surveillance systems were used only in big malls
and shopping centers. Nowadays, we find CCTV cameras deployed at many places,
in a small departmental store, homes, educational institutes, holy places, etc. This
provides a promising solution for public security by paying a minimal cost. Smart
cameras are critical sensors in IoT-based surveillance systems that combine sensing,
processing, and communication capabilities on an embedded device. These cameras
can automatically capture the video of the view of the area where the motion is
detected. Modern technologies enable real-time monitoring and reply to alarms
immediately. Figure 6.3 shows the numerous components and services of an IoT
enabled smart surveillance application.

Fig. 6.2 Categorization of IoT applications
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Fig. 6.3 IoT-based smart surveillance [8]

Smart Home The smart home is simply an amalgamation of all household
connections controlled remotely via a control unit in a particular room using the
computer and Internet. Various devices equipped with the sensors are the main
components of IoT, and they sense things from the surrounding, such as pressure,
temperature, and send to the control unit via the wireless network. The comfort
level at home can be automatically controlled with the help of sensing devices that
sense the temperature pressure and humidity of surroundings [9]. The refrigerator
can perceive and monitor the items kept in it, and make the user aware about scare
products and also order for stock up the required items. Human daily activities can
be monitor, and help can be provided, especially to disabled or older people, such as
controlling the lights, automatically open the door, or pulling the curtains. Entry in
the building can be controlled using RFID Tags, connected with the persons those
who are authorized to enter the building [10]. Figure 6.4 shows the devices and
sensors used in IoT enabled smart home system.

Patient Heath Monitoring The IoT can be used in the medical field to improve
the health condition of many people by monitoring parameters related to health
and managing medicines in the record. IoT empowered devices have made remote
health monitoring possible in the medical field, allowing them to keep patients safe
and healthy and enable the doctors to provide the utmost care. Moreover, remote
monitoring helps minimize the time to stay at the hospital for the patients, prevents



6 Emerging Communication Technologies for 5G-Enabled Internet of Things. . . 137

Fig. 6.4 IoT enabled smart home system [11]

re-admissions, and can save lives in case of medical emergencies like heart attack,
diabetes, asthma attacks, and many more critical diseases. IoT has a significant
impact on reducing healthcare costs considerably and improve treatment outcomes.
Figure 6.5 depicts the Components of a remote patient monitoring system.

Smart Environment A healthy environment is an utmost need for daily human
life activities. Plants and animals living in the environment may be affected in
an unhealthy atmosphere. Various research efforts have been made to answer the
environmental issues such as pollution control and waste management [13]. Smart
environment monitoring requires intelligent techniques to exchange information
between databases, storing, and processing of the data collected from various mon-
itoring devices to avoid many environmental problems and natural disasters. The
integration of GPS, mobile and wireless communication technologies, databases,
cloud to the internet for building what is known by IoT, the smart environment
monitoring will become easier. Figure 6.6 shows the applications where research
efforts can be concentrated to solve the environment-related problems.

Smart Transportation and Road Safety Traffic monitoring, adaptive traffic
signals, accident avoidance, monitoring the road condition, traffic divert alerts,
etc. are the essential application of IoT revolution for the intelligent transportation
system (ITS) [15]. Various IoT technologies can work jointly to provide better
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Fig. 6.5 Components of IoT-cloud based remote patient monitoring system [12]

Fig. 6.6 IoT-based
environmental monitoring
applications [14]

transport services and guarantee people’s safety on the roads. History information
maintained by RFID can be utilized with the vehicles’ part to evade its forging.
Tags attached with passenger luggage to quickly identify during transport to save
time. Monitoring the level of fuel, pressure in the tires, speed level, brake condition,
etc. could be a great help in vehicles to protect from sudden breakdown and road
accidents [14]. Figure 6.7 depicts the tasks performed by the IoT-based transport
system to facilitate the users.
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Fig. 6.7 IoT-based smart
transport system [16]

Smart Parking The critical issue in metropolitan and congested cities is to get
spaces for parking the vehicles. The IoT technology helps design and develop
a smart parking system that provides information on available parking spaces
and helps find the nearest availability. Furthermore, we can use computer vision
techniques to detect a vehicle’s number plate to monitor the vehicles in the parking
area, which enhances security and help users find their car when they forget about
the place, where they parked the vehicle [17]. Figure 6.8 shows the diagram of IoT
enabled smart parking system.

Warehouse Inventory Management IoT for warehouse inventory management
became more than a promising concept; companies started applying sensors, RFID
tags, D2D communication, and other connectivity to manage daily work. RFID tags
can store a significantly large volume of data compared to the Barcodes. It is worth
using IoT in warehouse inventory management because it improves transparency,
analytical maintenance, real-time product tracking, and employee productivity.
Figure 6.9 shows the IoT-based warehouse management system proposed in [19].

Smart Energy Management Energy management has become crucial with the
increasing demand for energy supply. Also, the increase in the cost of viable energy
is making industries to enhance their energy usage [20]. The development of the
IoT has transformed energy management systems for proper energy consumption.
Smart energy management systems use IoT sensors to collect and analyze the data
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Fig. 6.8 IoT enabled smart parking system [18]

Fig. 6.9 IoT-based warehouse management system [19]
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Fig. 6.10 Smart energy management system [21]

for making the necessary decisions to save energy. Figure 6.10 shows the functional
diagram of the smart energy management system.

1.3 Evolution of Wireless Technologies

The different IoT-based applications need suitable communication technology due
to various constraints and requirements. The advancements in wireless technologies
have allowed many industries to replace costly and often unreliable, wired commu-
nication with wireless communication. The wireless mobile communication system
has passed many evolution phases over the past few decades since the inception
of the 1G mobile communication network. Because of the massive demand for
many networks globally, mobile communication standards improved speedily to
support several users. Cellular wireless technologies have accomplished first to fifth
generations of technology rising and development in the past few decades, as shown
in Fig. 6.11.

Today’s market of mobile communications is developing at swift growth.
This rapid development is due to the increasing number of devices and users,
and it is spanning various generations from 1G to 4G mobile communication
technologies. The next generation of mobile internet connectivity, 5G, is going
to launch worldwide by 2020 formally. There are different wireless and mobile
communication technologies present, such as Universal Mobile Telecommunication
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Fig. 6.11 Evolution of mobile technologies [23]

Systems (UMTS), CDMA2000, LTE, WiFi, WiMAX, WSN, or PAN such as
Bluetooth and ZigBee. All wireless and mobile networks follow IP standards, i.e.,
all data and signals are communicated through network layer based IP protocol [22].
Table 6.1 shows a comparison between various generations of mobile communica-
tion technologies.

First Generation (1G) 1G has been introduced in the 1980s and comprises
an analog system, usually known as cellular phones. It presents communication
technologies such as mobile telephone system (MTS), Advanced MTS, and Push
to Talk (PTT). It uses analog transmission techniques for transmitting voice signals.
For voice calls, it uses Frequency Division Multiple Access (FDMA) technique, and
voice calls are modulated at frequency approximately 150MHz. It has issues such as
low capacity, unreliable hand-off, reduced voice quality, and lack of security makes
voice calls vulnerable to undesirable snooping by third parties [24].

Second Generation (2G) It has presented a new digital technology known as GSM
for wireless transmission. It has created the path for the development of new wireless
communication standard. This standard was able to support the data rate, which is
appropriate for SMS and email services. Next, two generations 2G and 2.5G use
packet switching and circuit switching techniques and provide the data rate of up to
144 kbps, i.e., CDMA, GPRS, and EDGE.

Third Generation (3G) 3G wireless communication technology merges several
2G wireless communications systems into a single global communication system
and provides the transmission rate up to 2 Mbps. It has started along with the
UMTS enabling the video calling facility, first time in mobile devices; therefore,
smartphones became popular worldwide. Specific applications to handle email,
video calling, social media, and health related services in smartphones were
developed. Additional services like global roaming and better voice quality made
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3G as an amazing communication technology. The major drawback for 3G is that
more power is needed compared to 2G and 3G voice and data plans are more costly
than 2G [25].

Fourth Generation (4G) It is an upgraded version of 3G mobile networks with
high data rate capability to manage advanced multimedia services. LTE and
advanced LTE wireless communication technology used in 4G systems made it
possible to transmit voice and data simultaneously, which considerably improve data
rate. All services, including voice services, can be communicated over IP packets.
4G provides a downloading speed of 100 Mbps, providing similar features like 3G
and additional facilities like multimedia newspapers, watching TV channels with
better quality and much faster data transmission speed than earlier generations.

Fifth Generation (5G) It highly supports world wide Wireless web (WWWW)
with high capacity and speed. In this technology, IPv6 technology is used, and speed
is higher than 1 Gbps. 5G will be using advanced communication technologies to
provide high-speed internet and better multimedia data service to the users. The
current LTE system will change into modified 5G networks in the coming years.
To get a higher data rate, 5G will be using millimeters waves and an unlicensed
spectrum for data communication. A multifaceted modulation technique has been
developed to provide a high data rate for IoT. 5G will hopefully come with the
solutions to all those issues which are experienced in 4G.

2 Background and Current Research in 5G-IoT

Emerging use cases and new business needs in the upcoming IoT systems require
new assessment parameters, such as connectivity, reliability, coverage, security, low
latency, throughput, etc., for many IoT devices. The growing LTE and 5G will
offer better connectivity and interfaces for fulfilling the demands of the emerging
applications [26]. A wide variety of research has been done on 5G and IoT systems,
from academics to industry sectors, to propose a possibility for the applications,
theory and also, the deployment of 5G in IoT [27].

2.1 Communication Technologies and Their Limitations

Various communication technologies are an essential part of any wireless net-
work. The wireless networks consist of limited energy devices that need low
power communication technologies. The new communication technologies provide
uninterrupted connectivity, which is the prime need for major IoT applications.
IoT systems use communication technologies with low energy utilization, poor
bandwidth, low processing power, smooth communication with devices because
of its feature, computing for everyone, anywhere, in any network and any type of
service [28].
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Fig. 6.12 Types of IoT wireless communication technologies [29]

To select the best wireless technology for IoT applications requires a precise
examination of power consumption, bandwidth, Quality of service, security, and
network management. Figure 6.12 shows the types of wireless communication tech-
nologies and comparisons concerning data rate and range. Table 6.2 summarized the
advantages and Limitations of various Communication technologies.

Low Power Wide Area Networks (LPWANs) It can connect with many types
of IoT sensors, enabling various applications such as smart metering, remote
monitoring, worker’s safety, and building control. LPWANs can transfer only small
size blocks of data at a low rate, so they are not suitable for the time-critical and
high bandwidth application requirement.

Cellular Technology Cellular technologies provide consistent broadband commu-
nication to enable voice calls and multimedia applications. 5G is likely to provide
real-time surveillance for public safety, on time delivery of medical services, and
several automation applications in industries soon. However, they enforce very high
operative costs and energy consumption. Cellular technologies are not feasible for
IoT applications, where battery-operated sensors are used. They are suitable in
particular applications such as advanced driver assistance systems, traffic routing,
and tracking services [29].

Zigbee It is a low power, short range, wireless technology, typically installed in
a mesh topology to improve coverage transmitting data over various sensor nodes.
It provides higher data rates, but much less energy efficiency due to mess structure.
Due to the short range (< 100m), it is well suited for medium-range IoT applications
such as home automation.
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Table 6.2 Limitations of communication technologies

Technology Advantages Limitations

LPWAN Long range, Ultra low power,
Low bandwidth

Slow bit rate, Not suitable for
time-critical applications

Cellular Technology Poor battery life High operative costs and energy
consumption

Zigbee Smaller memory, Scalable, Low
power than Bluetooth

Less power-efficient, Suited for
only medium-range IoT
applications

RFID Reusable, Easy data
transmission, Non-line-of-sight
communication

High cost, Low data rate, Security
and privacy

WiFi High throughput, long
communication range

Low location accuracy, High power
consumption

Bluetooth Low cost, Adequate data rate Limited QoS, scalability and
security, High power consumption

Bluetooth low energy Low cost, Energy efficient Limited scalability and QoS,
limited design flexibility

RFID RFID is a technology not famous and commonly used compared to other
communication technologies but is very useful and used for IoT applications. RFID
tags are either embedded or tagged onto devices used in IoT applications. Like
other available wireless technologies, RFID has a few security and privacy issues in
current IoT applications. The primary concern with IoT applications is to maintain
user privacy. To accept RFID enabled IoT technology, strong technical, security, and
privacy solutions should be required.

WiFi WiFi plays a pioneer role to give high throughput for both industry and home
automation IoT applications. The fundamental limitations of WiFi are coverage,
scalability, and energy utilization. It is generally not suitable for vast networks
of sensors equipped with batteries, mainly in industrial and smart building IoT
applications. Better hardware solutions will make the difference in all WiFi and
IoT convergence, in the new phase of intelligent technology.

Bluetooth and BLE Bluetooth and Bluetooth Low Energy(BLE) are used for
totally different purposes and requirements. Bluetooth can handle a lot of data,
but it quickly drains battery life. BLE is not suitable for applications in which
enormous amount of data transfer is exchanged. BLE’s energy efficiency has made
it a preferred and one of the most scalable options for IoT applications.

The upcoming 5G cellular mobile communications launch will have a significant
impact on nearly every aspect of our lives. At the same time, working on the 5G with
its unique features makes it a better solution for IoT applications needs to maintain
quality of service and effectiveness.
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2.2 Role of 5G in IoT

IoT is growing rapidly, improving the interconnectivity between devices and people
via Internet. Wireless networks have boosted their features to sustain the growth
of technologies. Numerous mobile cellular networks generations have been passed
until the introduction of 5G cellular networks. The earlier 2G networks cover 90% of
the earth’s community, 3G includes 65% of the earth’s community, 4G and 4G LTE
came into existence in 2012 is the fastest and most reliable network yet [27]. The
5G networks’ development promises to provide very high data transfer rates, low
latency [30], and high integrity. Also, the feature of 5G cellular network provides
the heterogeneous connection between devices in the IoT applications.

The 5G will improve IoT security massively, significantly increase speed,
enhance cellular operation with improved bandwidth, and solve various network
issues faced in the earlier generations of mobile communication networks. Due to
the enormous data exchanged among many connected devices in IoT applications,
there is a need to provide improved capability, a high data rate, and better
connectivity. Therefore, 5G is considered as a key enabler for IoT [31, 32]. The
5G will allow IoT devices to communicate in a smart environment using connected,
intelligent sensors. It also increases the range and scale of IoT applications coverage
area by providing better communication and capability service. In recent years, the
5G-IoT has got massive attention both in industry and research and first 5G networks
are expected by 2020, and the complete 5G network will be available after 2025
[33].

2.3 Requirements for 5G-IoT

IoT is growing very fast due to the invention of new technologies. The number
of devices is set to increase from million to billion. Many factors contribute to
this growth; one of the most important will be the growth of 5G networks. The
forthcoming launching of 5G cellular mobile communications is excellent news for
the IoT applications because 5G networks will go a long way towards enhancing
the performance and reliability of these connected devices. Researchers have made
significant contributions in the past few years to address many challenges for the 5G
IoT and are expected to see extensive participation in the coming years.

In IoT, various devices and applications demand more advanced networks that
can provide high throughput and low latency, energy-efficient techniques, high
scalability to manage many devices, and pervasive connectivity for users. This
section summaries these different requirements for 5G enabled IoT.

– High data rate: One of the requirements of 5G enabled IoT is to provide much
higher data rates. This is required to meet the high expectations and demands of
customers. The emerging IoT applications have changed our life very much, for
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example, multimedia streaming, AR/VR, which require a high data rate at around
25 Mbps to deliver adequate service to users [34].

– Low Latency: To deliver faster connections and better capacity, an essential
requirement of 5G is the quick response time, which is referred to as latency. In
5G-IoT applications, like AR/VR, video games, healthcare, sports, etc., require
low latency of approximately 1ms and real-time communications with the user.
The delay in communication will cause a reduction in user experience; therefore,
latency is a critical factor in 5G-IoT. Low latency communications also open the
door for remote medical care and treatment.

– High Scalability: Network scalability becomes a vital factor in supporting
the growing number of mobile devices connected to the wireless network and
communicating with each other in 5G-IoT. High scalability is essential for better
performance of emerging IoT applications.

– Connectivity: In addition to increasing the speed, 5G-IoT networks will operate
more consistently, creating more steady connections. A reliable and stable
network connection is significant for any of the IoT applications, but particularly
for connected devices like security cameras, locks, and other monitoring systems
that depend on real-time event updates.

– Security: Security is fundamental and cannot be ignored without risking severe
consequences on society. Future of IoT in a 5G era, IoT manufacturers, need to
safeguard that their products meet the requirements of the security standards. The
5G-IoT demands enhanced security mechanisms as the future IoT applications
differs from the conventional security mechanisms to protect user’s confiden-
tiality. The 5G-IoT needs enhanced security strategies on the complete network
[20].

– Mobility: In the future, there will be a tremendous increase in the density of
connected things in 5G-IoT, including high-mobility. An efficient algorithm is
needed to manage and control the highly mobile IoT devices. The 5G enabled
IoT applications should be capable of providing device to device communication
with high movement to support current and future applications.

3 5G Enabled IoT

Many research efforts motivated on advanced research in numerous features of
5G and IoT systems from the perspectives of academics and industry. 5G has the
potential to create a more IoT-friendly environment, with massive improvements
in the 4G network’s current capabilities. The 5G can deliver high data rates, low
latency, and enhanced connectivity for M2M communication compared to 4G-LTE
to most challenging IoT applications. IoT systems are trying to improve the living
standard of life, which includes the connection between devices in applications,
such as smart home automation, smart buildings, smart environments, and smart
cities [26, 35].
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3.1 5G-IoT Architecture

It is expected that 5G-IoT will offer time-critical applications, on-demand, and
societal involvements, and for that, 5G enabled IoT system advocates for the
architecture that can perform end-to-end synchronization, intelligent, and automatic
operation at each level [34]. Shortly, the number of innovative IoT applications and
data generated by them will be extremely high. Hence, the amount of data and
customer demands will be highly increased. This situation will make it challenging
to need a faster, intelligent, reliable, and scalable architecture for IoT applications.
Currently available IoT architecture are not responsive and reliable for future IoT
applications.

The technologies used to design and develop the possible architectures will
not offer seamless connectivity between connected devices due to high service
demand and data transfer rates. Therefore, we need a structure based on advanced
technologies to handle upcoming challenges in IoT applications [36]. 5G enabled
IoT architecture is presented in [26]. The 5G-IoT architectures are likely to deliver
logically autonomous networks according to the need of IoT applications. It uses
the cloud services [37, 38] to rebuild RAN called Cloud Radio Access Network
(CRAN) to support substantial connections of various standards and perform the
on-demand implementation of RAN operations needed by 5G.

The conceptual IoT architecture based on next-generation 5G network, named
5G-IoT, is depicted in Fig. 6.13. The proposed architecture leverages the features
such as modular, efficient, agile, scalable, and responsive on-demand services. The

Fig. 6.13 5G-IoT architecture
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architecture is comprised of three planes, viz., Infrastructure Plane, Control Plane,
and Application Plane with two-ways data transfer. This architecture will be able to
achieve the needs of future IoT applications and helping IoT specialists to design
and propose practical as well as scalable IoT systems. Infrastructure plane consists
of several 5G enabled IoT devices that generate the data. The control plane plays
the role of central network control capability and edge computing to minimize
the latency. The SDN controller and IoT devices communicate through 5G links
with each other. An Application plane comprises several 5G based IoT applications
which are powered by SDN policies. The next section discusses about the various
technologies involved in 5G enable IoT architecture.

3.2 Key Enabling Technologies for 5G Enabled IoT

The 5G-IoT contains many key enabling communication techniques for IoT appli-
cations. As 5G technology offers more excellent connectivity, many more IoT
applications are likely to come shortly. This section describes the key enabling
technologies for 5G-IoT applications.

Cloud Computing The IoT consists of millions of devices that produce a large
amount of data. Due to the enormous amounts of data being gathered by IoT
technology, the management of large amounts of data at the data center has become
critical as the network is responsible for processing and transferring data rapidly.
Cloud computing is key to managing it while gaining business insights. Cloud-
based solutions offer adequate data storage and data security to manufacturers, as
well as for analytics capabilities [39, 40]. The fast development of IoT depends on
consistent wireless communication networks. The growing 5G system overcomes
these issues by implementing Cloud RAN. It allows better scalability, performance,
and flexibility that supports 5G to provide better connectivity between a huge
number of IoT devices [41].

Heterogeneous Network (HetNet) Next-generation 5G network runs IoT applica-
tions that demand high data rates. This requirement can be fulfilled by deploying
a dense network of small cells (Macro-, micro-, pico-, and femto cells). The
concurrent operation of these small cells is termed as heterogeneous networks
(HetNets). HetNet enables 5G-IoT to transfer information on-demand. The HetNets
optimize the spectral efficiency by recycling the spectrum strongly to make it
energy efficient. It allows us to manage network traffic and node density to make
it appropriate to fulfill the necessities of service-oriented 5G enabled IoT. It was
originally aimed for Human to Human (H2H) communication but later characterized
to use for M2M applications with distinctive characteristics such as the large volume
of devices, QoS, and high-frequency access [26].

Device to Device (D2D) Communication In small range communication
(< 200 m) among two devices, suggested a novel method for data communication,
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which help the 5G based IoT with low energy utilization, load balancing, and
improved QoS to end-users. In IoT, many applications need an extended battery
and widespread connectivity. Existing communication technologies such as
Zigbee, WiFi, low energy BLE, and cellular communication cannot fulfill these
requirements. In recent years, many advanced communication technologies have
been evolved to support the IoT requirements, such as LPWAN, NB–IoT, LoRa,
SigFox, and LTE–M [42]. The D2D communication is going to provide new unique
openings for 5G–IoT applications, but this poses many challenges and needs to
update the cellular communication architecture.

Software Defined Networking (SDN) Fast growth in communication technology
and the emerging usage of Internet of Things (IoT) devices generate a massive
amount of data, the 5G mobile network support this growth. Traditional approaches
to deploying cellular communication technologies are generally hardware depen-
dent. The hardware-based implementation limits the scalability of the network.
SDN is proposed as an essential technology to solve this problem and provide
high flexibility, scalability, low cost, and low energy consumption. Because of
the growing demands of the huge number of connected devices in IoT, a unified
software-based model like SDN is required to maintain QoS [43, 44]. Centralized
control for real-time flow management, Network Function Virtualization (NVF),
energy management Security and Privacy and the complete network view for better
reliability provided by SDN are required to address the issues related to IoT.
This will also streamline problems such as node failure, resource allocation, and
deployment of new nodes. Therefore, it is considered as a crucial enabler for future
5G enabled IoT applications.

3.3 Impact

The IoT applications are growing very fast, and connected devices are also
increasing on a large scale. Many factors are contributing to this growth; one of
the most vital will be the growth of 5G networks. The coming 5G is good news
for the IoT applications, and that will increase the performance in terms of high
bandwidth, high reliability, and low latency and the ability to support higher density
of connected devices. As the scope of IoT systems proliferating, their reach will
also increase in terms of the impact on industry and customers’ lives. 5G will
improve IoT networks by managing radio frequency to meet the requirements of
both narrowband IoT applications, and those require on-demand high bandwidth.

In the near future, 5G will significantly impact IoT services such as smart home,
industrial, healthcare, and autonomous vehicles. Table 6.3 shows that 5G is used
in many emerging IoT applications in comparison with its predecessor wireless
communication technologies. 5G is going to be the game changer in future IoT
applications. The remote medical diagnosis and remote surgery are cases where
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Table 6.3 IoT applications with connectivity technologies

IoT applications LPWAN BLE Zigbee WiFi LTE RFID Sigfox 5G

Smart city � �
Smart home � � � �
Autonomous vehicles � � � �
Smart agriculture � � �
Smart grid � � � �
Health monitoring � � �
Smart warehouse � � � � � �
Smart traffic lights � � �

5G will help improve the AR/VR (Augmented Reality/Virtual Reality) experience,
making powerful tools in the medical industry, especially at a time of emergency
like the widespread COVID-19 pandemic.

4 5G-IoT Use Cases

5G mobile communication technology is mainly developed for several IoT applica-
tions with demanding needs, which include high data rate, low latency, high network
reliability, and immense connection density. The integration of 5G and IoT is going
to change the scenario of businesses by making real-time decisions. Some recent
and future applications that 5G-IoT could promote are shown in Fig. 6.14.

Industrial IoT Communication 5G mobile communications can make better
connectivity between various IoT devices. 5G network with machine learning [45]
and big data analytics techniques will improve the control of many operations that
are being performed manually. Several commercial use cases are Wireless Industrial
Control, Smart Factories, and Wearable Technology communication [6, 46].

Vehicle Telematics Autonomous vehicles will revolutionize the transportation
industry and will become dominant area to accept 5G technologies in IoT appli-
cations. We have already lots of applications, such as vehicle identification and
location tracking. These applications are usually installed over existing cellular
technologies that provide excellent performance to manage their communication
needs. The introduction of 5G offers more opportunity to collect more real-time
data about the vehicle’s condition and performance and enable the delivery of
more intelligent services. In the coming years, IoT analytics believe that vehicle
telematics applications will support connectivity with 4G and 5G [47].

Smart Grid Automation The electricity demand is increasing very fast in day-to-
day activities. Smart grids and virtual power plants can play a vital role in managing
demand. In the energy and utility sector, 5G technology is suitable for real-time
management and these solutions would optimize procedures and maintenance by
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Fig. 6.14 5G-IoT use cases

rapidly detecting and responding to problems in the grid. 5G is largely adopted in
the smart grid because of its higher deployment flexibility and lower cost than wired
technology.

Cooperative Intelligent Mobility 5G is expected to have an impact mainly on
the architecture and transportation system to share real-time information traffic
and road condition. In the last few years, 5G has created an interest in intelligent
transport systems (ITS) for private and public transportation sectors in which
vehicles cooperatively share the information using wireless communication to
improve the efficiency and comfort. In ITS, real-time traffic data gathering from
the road infrastructure, and the vehicles on the road are analyzed and timely alert
the drivers about the dangerous road conditions, traffic congestions, and helps to
avoid the road accidents.

Video Surveillance One more application that is expected to perform well with
the 5G environment is video surveillance. Many governments and private sectors
worldwide are investing in surveillance systems and that to grow faster shortly to
provide better security. Today, many video surveillance systems still depend on
wired connectivity. Still, wireless communications such as WiFi and cellular are
getting attention due to an easier, quicker, and low-cost deployment. In contrast, LTE
networks give an adequate level of performance to access live remotely and recorded
videos. The implementation of 5G will allow the performance enhancement needed
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for more advanced video data analytics in real-time and the placement of a large
number of cameras [46]. Table 6.3 shows the IoT applications with connectivity
technologies to select the appropriate connectivity technology for the deployment.

5 Challenges and Future Research Trends

The 5G provides many unique features that could fulfill the needs of future IoT
applications. Recent developments confirm that the upcoming 5G enabled IoT
applications should be able to support the extensive connectivity between the
devices and provide reliable QoS. It also makes way for new challenges in designing
a modern architecture for 5G enabled IoT. This section describes the possible
challenges and upcoming research trends in 5G-IoT.

– Designing architecture for 5G enabled IoT is a big challenge. Researchers
with various benefits have proposed many architectures, but these still enforce
many problems, such as interoperability and heterogeneity, scalability, network
management, security assurance, and privacy concern.

– Providing efficient service is still a big challenge for 5G networking. Though
bringing the better scalability, there are still so many technical issues that need
to be solved in SDN. To support the underlying network with high flexibility,
the scalable SDN, and the separation of data and control plane are challenges for
network scalability.

– Though D2D communication offers high throughput for 5G enabled IoT. Two
significant challenges are energy and spectral efficiency. It needs the right spec-
tral resources and interference controlling methods to maximize the performance
and reliable service among devices.

– Deploying an IoT application is challenging because of its large scale, resource
constraints, and diverse environmental conditions. The capability and efficiency
of the 5G-IoT use to collect and distribute data is one more challenge.

– In various 5G-IoT applications, security and privacy are critical. In 5G-IoT, new
security features are required at both devices and at network levels to emphasize
applications that include smart home [5], automation, smart city, etc.

– Many new applications will be offered in the 5G enabled IoT. The regulation
of 5G-IoT will make the deployment of applications more accessible. Because
of the varied nature of devices used in 5G-IoT applications, there is a lack of
reliability and standardization. Research efforts are needed to solve these issues.

6 Case Study: 5G-Enabled IoT for Industrial Automation

5G embodies an important change in communication network architectures. It has
a potential to speed up imminent revenue generation with its innovative services
provided using 5G-enabled devices, which includes smartphones, laptops, and IoT.
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5G will not only offer a reliable communication services but it also provides an
exceptionally secure network for industrial IoT by assimilating security into the
basic network architecture. The complete industry automation and its business
operations become a reality in present time. Enormous growth in technology
and their introduction into industry has given rise to a development of a new
methodology to production, which is known as Industry 4.0. In Industry 4.0, 5G-IoT
is going to be offer promising innovative solutions to present industrial structure
[20]. 5G with its characteristics, such as high security, low latency, high data
rates, huge number of devices and modified networks, empowers industries to
take benefit of the IoT for monitoring and automation of various processes. Key
enabling technologies for 5G enabled IoT such as Cloud Computing, Software
Defined Networking, Heterogeneous Network, AI and machine learning greatly
help to automate the industry processes. Figure 6.15 shows the general industrial
automation pyramid divided into several layers each with various set of networks,
demands, and properties

In tradition, communication between different devices and systems in industrial
automation is provided by wired medium and it has given successful results.

Fig. 6.15 General architecture model for industrial automation [45]
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Though, with development of new technologies and upcoming needs on movement,
flexibility, cost, and proper maintenance, wireless communication has become a
feasible option but still numerous challenges need to be solved before it can be
accepted as a complete system [45]. The key research challenges for 5G enabled
IoT in industrial automation include:

– Interconnection between 5G and traditional networks (3G, 4G, LTE, and SDN)
– Verifying that QoS metrics latency, jitter, loss, throughput meet the needs in real

life
– Meeting security and privacy requirements
– Large scale placements, network and endpoint processes and maintenance
– Deployments of private campus area networks
– Providing effective device to device communication

7 Conclusion

The IoT incorporates the growing 5G techniques to support the IoT applications
better. This chapter surveyed an exhaustive 5G wireless communication technology
that has grown up as crucial enablers for a ubiquitous deployment of the IoT
applications. Also, the evolution of cellular communication technologies in the
context of IoT application demands are reviewed. We have presented the state-of-
the-art technologies and ongoing research work IoT over 5G. Various 5G based
IoT architectures are also discussed, with particular focus on the key enhancements
in physical and network layer of 5G networks compared to other cellular wireless
technologies. The key enabling technologies in 5G enabled IoT are also discussed
and analyzed to improve applications’ performance. Finally, research challenges
that need to be focus and find the solution in 5G-IoT to support future applications.
A case study on importance of 5G enabled IoT in industrial automation also
presented along with challenges which can be a motivation for future research
trends.
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Chapter 7
Advance Cloud Data Analytics for 5G
Enabled IoT

Vivek Kumar Prasad, Sudeep Tanwar, and Madhuri D. Bhavsar

1 Introduction to 5G, IoT, and Cloud Computing

As an organizational strategy related to the Information and Communication
Technologies (ICT) era, the present demands are high-speed, super-low latency,
and massive capacity. These demands are fulfilled by the version of the 5G
ultra-wide band network and are treated as one of the important features for
technological growth [1]. To serve the connectivity needs for the present ICT for
faster network with higher capacity, the 5G technology is essential for the IoT. It
expands the frequencies from which the digital cellular technologies will transmit
the information. This, in turn, will upsurge the overall bandwidth of the cellular
linkages and allow other devices to connect into the network. There are many areas
where the combinations of the 5G and IoT [2] can prove to be a boon and are
discussed here in the chapter. One of the important usages for the same is Virtual
Reality and Augmented Reality (AR/VR) [3]. The ultralow latency will enhance the
experiences of the AR/VR operations and for the industries, this will be significantly
benefited from the ultra-fast information broadcast to the time-sensitive nature of the
corresponding outcomes.

Following are the motivation and contribution for the chapter.

Motivation
1. IoT adopters have been unable to handle a massive load of data gathered from

multiple end devices due to the rise in connected devices.
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2. Businesses now need an active data accumulation system for their edge devices,
and remotely positioned IoT end nodes to allow the storing of crucial informa-
tion.

3. In order to establish high visibility, the IoT and 5G solution should link and
facilitate communication between objects, people, and processes, and cloud
computing plays a very important role in this collaboration.

Contribution
1. The cloud ecosystem enables easy and rapid integration of IoT devices via 5G

and is also useful for the smooth data management from which they are collected.
2. Cloud storage thus allows businesses to explore new potential applications

and roll on new operations and processes without thinking about data storage
concerns. The case studies discussed here reflects the same.

3. The best data storage method that resonates well with the Internet of Things
is cloud storage in the present situation. Because of fragmented data access, the
integration of cloud storage for far off IoT devices actually presents speed-related
challenges. Even, this problem can be solved once and for all with the rise of the
5G wireless networks.

1.1 Possibilities in 5G and IoT

Before understanding the 5G, let us have a look at the inception of the 1G (the first
generation mobile network). The 1G was all about the voice only, then comes the
2G. Through 2G both texting and voice can be done. The 3G was used for data,
texting, and voice. In addition to the functions of 3G, the 4G was faster than the 3G.
The 5G is even faster than the 4G. This 5G is so fast enough to download an HD
movie (full-length) in seconds [4]. The 5G is not only faster, but this also supports
high-speed connectivity, fast downloads, lower latency, and supports the ubiquitous
coverage for transportation and smart vehicles. The examples for the same can be
connected buses, cars, and trucks for the smooth flow of the traffic [5] and to avoid
the four ways crash at the intersection pathways.

1.2 Integration of Cloud Computing, 5G, and IoT

CC [6] allows the industries to manage and store information over the services
of the Cloud, like Software as a Service (SaaS), Platform as a Service (PaaS),
and Infrastructure as a Service (IaaS). This also provides many features such
as scalability, security, resource management, etc. [7]. CC also sanctions storage
and data transfer through the internet with an uninterrupted transfer of pieces of
information between the applications, IoT devices, and Clouds itself. When the
capabilities of CC combine with the IoT, these stacks bring added services for the
business applications and consumers. The Cloud ecosystem processes and analyzes
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Fig. 7.1 Evolution of wireless mobile network

the data quickly to make an intelligent decision as soon as possible. The IoT
developers can store the data remotely and access effortlessly through CC. As CC
is booming nowadays and has fuelled the progress of IoT ecosystems. The evolving
IoT architecture can be lavish/expensive without the Cloud infrastructure. Hence
migrating IoT data into the cloud lets our cost reduce and has other advantages too
and is discussed in the other sections.

It is very much likely that the readers are familiar with the concepts and usages
of 3G and 4G networks, and the maximum of us are using also. The 5G is the
next evolution generation of the wireless mobile network. Figure 7.1 shows the
generation wise evolution of the wireless network, where firstly the 1G has come
into the picture and was used for wireless phone calls, secondly the 2G has evolved
and was used for basic texting, doing emails, and playing games. Then comes the
3G, which was used for accessing the web and have the flexibility for the streaming
video contents. After 3G, 4G comes into existence, where this was used for HD
streaming and video calls [8]. Finally, it reached 5G and has better functionality and
has more functionality like smart city management, IoT data analysis, autonomous
cars management, and remote robotics management. [Note every higher step is the
having new services as well as the basic feature which was available in the lower
generations] As we have discussed before the 5G will impose improvements to the
IoT [9]. Any device we interact, will be linked to the internet and is able to transmit
and communicate information. These pieces of information are collected and used
efficiently and will support real-time decision-making. Let us understand the same
using the two scenarios.

Scenario 1: The alarm clock is connected to the coffee maker, and the alarm clock
passes the information to the coffee machine as when to start making the coffee.
[This is a prospective opening for all of us to learn how IoT is used nowadays for
making our job easy and is almost limitless.]

Scenario 2: Smart cities management through IoT devices, where all the things will
be connected, transmitting, communicating, and real-time analysis of the data
will be happening, such as transport and traffic management, pollution and waste
management, to improve and monitor energy utility.

Hence, in scenario 1 and scenario 2, communication plays an important role in
quick decision-making. So we recommend, using 5G for bringing real possibilities
for the advancements in the technological fields.
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Fig. 7.2 Layered architecture for cloud computing with 5G based IoT

5G and Cloud Computing [10]: The requirement of virtual technology such as
CC; demanded a need for the infrastructure and process a huge amount of data that
is produced by the IoT and 5G technologies. These data which are stored at CC, are
used for making decisions in real-time. The 5G will also transform the existing state
of the CC and brings edge computing to the forefront to speed up the transmission
of the decisions (like having the physical infrastructure processing data closer to the
source/edge of the networks for faster information dispensation).

Figure 7.2 indicates the three layers architecture of the systems where the
methodologies such as 5G, IoT, edge, and core cloud computing are used in collab-
orative ways. The IoT or ubiquitous devices will communicate among themselves
with the 5G, in a very fast and convenient way. As many of the IoT devices connect
to each other, the coordination among the IoT devices will also increase. The huge
data that will be generated via these IoT devices are processed in the edge or core
cloud computing [11]. The edge computing is placed near the user’s devices, and this
will result in decreased latency and response time. The edge computing also offloads
the Core cloud computing jobs into itself. The edge computing is placed into the
second layer and in the last layer, we have cloud computing. Cloud Computing
comes into existence when we have a large number of daily data, and is collected
with poor knowledge. To make use of these full data, this information must be mined
into the acquaintance/knowledge. The generated knowledge and information is used
to make a complex decision-making process in a timely way [12].
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These methodologies excited us and motivated us to write a chapter based on the
connectivity of the CC to the 5G based IoT ecosystems. The chapter focuses on the
existing scenarios and identification of the new applications of the 5G based IoT.
The engineers, researchers, and scientists face tremendous challenges in designing
the systems for IoT, which can be integrated into the 5G and CC.

2 State of the Art

A recent emerging concept for the future industry is Industry 4.0, which involves
many primary enabling technologies such as IoT applications and CC [13]. In this
section, the evolutionary stages of Industry 4.0, IoT networking technologies, its
benefits, and the leading associated technology supporting like CC of the industrial
revolution are briefly described. Later the issues are discussed. Depending on the
requirements and problems of the respective era, the industrial revolution with the
progression of time has several stages and is shown in Fig. 7.3.

As shown in Fig. 7.3 the industry 1.0, 2.0, and 3.0 were mainly based on Water
and steam, electrical energy and assembly lines and automation, electronics and
computers. Presently industry 4.0 is booming [14]. Industry 4.0 is a revolution
in all fields, including finance, academic, research, industrial, and manufacturing
organizations. The industrial revolution had an immense effect on the development

Fig. 7.3 Cloud-based IOT systems and evolution of the Industry 4.0
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processes of many leading industries. The introduction of Industry 4.0 demands
innovative changes with respect to automation, recognition, machine learning, com-
munications via networks, digital production, manufacturing process, management
of production control, decision-making, sensing, and analysis [15]. Researchers
are focusing on providing the evolved form of these technologies in terms of
versatility and rapid computational process to transform the industrial method. All
this automation is very important in the industry and for a country’s economic
growth [16].

2.1 Open Research Issues for Cloud-Based IoT Systems

The sustainability and performance of the whole system can be improved by well-
designed network architecture. The road towards industry 4.0 is on its way, and
there are no other criteria, rules, and certifications to observe them so far. As CC is
the key enabling technology for IoT architecture to evolve. Its integration into the
current architecture of IoT still faces some problems. To achieve an efficient CC
network, complex software applications and solutions are required [17]. In terms of
main performance metrics, which are bandwidth utilization, energy consumption,
low latency, maximum throughput, and resource management, the CC network will
be analyzed [18, 19]. Critical technical networking and communication challenges
in the context of CC for IoT applications are listed in this section. They all have the
potential for future research.

Energy Efficiency (Eeff ) According to the specifications, many intelligent
devices implementing an IoT application can consume a large amount of energy
on a different order of magnitude. Ensuring network QoS with minimal energy
consumption in an optimized way for smart IoT applications, fog nodes, and CC is
an open challenge for any future IoT application to come [20].

Throughput (Tc) Bandwidth, data rate, and throughput or network depend on how
much data has been used and where information is stored in a CC network. This
data positioning has an impact on cost, bandwidth, delay, and network coverage on
fog/edge devices or cloud data servers. One of the main technological challenges of
CC-IoT architecture is the optimum positioning of data on cloud servers or fog/edge
cloudlets [21].

Resource Allocation (Rcc) Features such as multi-tenancy, heterogeneity, scala-
bility, and fast provisioning of resources must be included in Fog computing. For
these conditions, resource allocation is the most critical obstacle. Hence for better
network performance that has to be addressed by architecture like cloud computing.
It has consequences for all other parameters of QoS [22].

Latency (Lt ) Real-time networking is a prerequisite for IoT applications. The
application of IoT and CC are time-sensitive and require streaming rather than
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batch processing in real-time. Customizable data center positioning, allocation of
resources, system architectures, node energy usage, and node storage capacity
have an impact on latency. The number of transmission, propagation, encoding,
and queuing delays is the latency for a network. Devices with good channel
conditions were among the features that could be used to minimize the latency of
the transmission and increase the efficiency of the transmission link [23].

Security (Sc) Security is a very important thread, as, over the open network, the
cloud is open to the entire planet [24].

An uplink is a path from data communications equipment(transmission link: T-
Link) to the network center with regard to computer networks. This is often referred
to as an upstream link and vice versa for the downlink. Radio waves are used by the
cell phone for communication. It does by converting the audio and information into
digital signals and sends this as radio waves. It links first via a radio access network
(RAN) in order for your mobile phone to connect to a network or the internet
[25]. To link you to the cloud, wireless access networks use radio transceivers.
C-RAN (Cloud Radio Access Network) is a centralized, cloud computing-based
radio access network (RAN) infrastructure that allows for large-scale deployment,
support for interactive radio technology, and virtualization capacities in real-time.
The “integration of computation with physical phenomena” is a Cyber-Physical
System (CPS) that uses sensors and actuators to connect computational systems to
the physical realm. This is a new vision of “computing as a physical act” inspired by
the current CPS, where the real world is controlled by sensors that relay sensing data
to cyberspace, where cyber services and applications use information in real-time
to influence the physical environment. The CPS can help individuals understand the
physical setting and take optimal action in a wide range of applications: healthcare,
transport, energy consumption, production, agriculture, emergency management,
critical infrastructure. The features of cloud computing with cyber-physical systems
improve the advantages of data processing and management.

A Cyber-Physical Cloud Computing (CPCC) architectural framework is there-
fore defined as “a system environment that can dynamically create, change and
provide cyber-physical systems composed of a collection of the sensor, control,
processing and data services based on cloud computing [26].” The digitalization
shift of the industry in Industry 4.0 needs research and development in all fields
(intelligent cities, D2D connectivity, transportation, healthcare management system,
etc.). These are all that belong to 5G based IoT domains, which have the same
essential communication and networking issues/challenges. While CC has countless
applications in several research areas, few notable applications have been mentioned
in Table 7.1 in the respective IoT domain to gain an idea of the diverse usage of CC
[27].The primary aim here is to achieve maximum benefits with efficient, optimized
QoS based measurements using CC for the industrial/agricultural revolution [28]. In
recent years, several writers/researchers have suggested solutions to communication
and connectivity problems in order to leverage the advantages of using CC in all IoT
domains, and the same is mentioned in Table 7.1.



166 V. K. Prasad et al.

Table 7.1 Existing methods and their comparison

Ref. No
Area of the IoT
application Rcc Lt Eeff Tc Sc T-link Architecture

[29] Smart IoT devices � � � – – Downlink CC

[30] VANETS – � – – – Downlink CC

[31] Healthcare � � – – – Down and uplink CC

[31] Virtualized Passive
optical
network(VPON)/5G

– � – – – Down and uplink Radio Access
N/w + CC

[32] 5G Network � � – � – Downlink CC

[33] IoT and security � – – � Routing CC

[34] Heterogeneous IoT
application

– � – – – Downlink CC

[35] Heterogeneous IoT
application

� � – – – Downlink CC

[36] Security and microgrid – – – – – Downlink CC

[37] Microgrid – � � – – Downlink CC

[38] Smart city � – – – – Downlink CC

[39] Smart City – � � – – Routing Cyber-
Physical
System+CC

[40] Secure and time saving
multimedia

– � – – – Downlink CC

[41] Mobility+VANETs – � – – – Downlink CC

[42] Mobility + Smart City – � – – – – Radio Access
N/w and CC

[43] Big data analytics and
security

– – – – – – CC

[44] Smart Home – – – – – – CC

[45] Smart city video
applications

� – – – – Routing CC

3 Case Studies for Cloud Computing 5G Based IoT Systems

3.1 5G Patrol Robots Made by G Gosunch Robot Co., Ltd,
China for Controlling COVID-19 in Public Areas

For COVID 19 pandemic prevention, its inspection and to assist police officers
of China, the scientists have come up with patrol robots using the technologies
such as 5G, edge computing, and cloud computing [46]. As the primary symptom
of the disease is high temperature. Hence the robots are armed with the high-
resolution cameras (a total of five cameras) and infrared red thermometer capable
of measuring the temperature of the ten peoples simultaneously within a radius of
5–6 m. Doing these things physically/manually will lead to potential health threats
and public safety will be exposed. If the conditions such as high temperature and
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Fig. 7.4 Shopping mall security automation through 5G based robots

a person without the mask are identified, then the robot will send the alert to the
concerned authorities (the central control system for making a real-time decision
based on the responses). These robots can be handled through remotes and are
self-driven and reduce the need for manpower and patrolling responsibilities too.
The same is depicted in Fig. 7.4. There are various demands of such 5G based
robots in every corner of the world and have already been spotted in areas such
as shopping malls and airports. The technologies that these 5G robots will use
are Big data, Cloud Computing, edge computing, AI, and IoT. By combining
these aforementioned technologies, the robots can sense, do autonomous motion
control, dynamic decision-making, and can do behavioral penetration and sensing.
To take action at run time the 5G patrol robots are power-driven by industrial edge
computing (high performance-MIC-770 and is equipped with eighth Generation
Intel Core i and aimed at IoT applications using GPU iModule i.e. MIC-75G20). The
industrial-grade edge computer combined with MIC-75G20 GPU iModule delivers
a high-performance system for AI inference and training. Its cast aluminum heatsink
and ruggedized chassis protect against shock and vibration, the passive thermal
solution ensures silent setup.

3.2 5G Based IoT and Smart Cities Healthcare Systems

The impenetrable population of the cities stretches the healthcare services during
any pandemic and can speed up the blow-out of the disease, such as COVID-19.
How will the technology become a shield for this? The answer is to go with 5G
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and IoT technology, which will reduce the workforce and avoid the necessity for the
human being while reducing its physical presence. These technologies will improve
the monitoring capabilities of the health of city populations, and the services will
have a reduced response time in emergencies. The following case study will focus
on working of this.

The impact of 5G based IoT system on medical healthcare will be of great
use [47]. Through 5G and the IoT devices, the healthcare benefactors can gather
health-related data from the patients immediately and monitor their conditions
for preventive and personalized care. This can be used for training junior doctors
for doing surgery through AR/VR with high bandwidth 5G and low latency. The
replacement of the wired connections in the operating theatres could be replace with
the powerful, secure wireless connections of 5G and low latency. The other usages
are to enrich the remote real-time diagnostics by delivering good quality video using
5G. The 5G based network with high bandwidth connectivity and low latency can
be used in robotics technologies for dispensing medicines, support for diagnostics,
and even for performing surgery. The usages of cloud connectivity will support for
doing data analytics across the records of the medical information. This information
will contain data about the CT scans and can help with treatment prioritization.
Figure 7.5 reflects about the information on various health parameters of the patients
is detected using the wireless IoT devices and the information’s are collected and
passed to the cloud with the help of 5G technology [48]. The doctors and other
services will be connected to the cloud for doing their operations based upon the
intelligent decision made through data analysis.

3.3 5G Smart Industries Development and Production:
Managing Its Utility and Energy

The production environments in the present era are in extreme volatility state;
because of the product lifecycle and shorter business, the manufacturing industries
around the world are under extreme pressure. As the components increasingly
become more complex and varied to produce; which in turn shows that the margins
are being squeezed. As the conditions of workforces are being matured, this
becomes costlier to maintain [49]. The 5G based IoT and cloud computing can
solve these problems to an extent and are being discussed here. The edge computing
will enable conveniences to scale the number of deployed platforms, connected
devices, and real-time data analytics. The last mile fiber can be replaced with
the 5G network, which will result in a cost-effective and flexible approach. For
the reduction or avoiding failures, the 5G based microrobots could accomplish
the sensor’s inspection and share data in real-time for reducing cost and fault
prevention. For security enhancement cybersecurity facilities that safeguard the
large information and to be implemented in collaboration with the partners of
securities. The greater control can be achieved through running private networks to
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Fig. 7.5 5G-IoT and Healthcare systems

provide better utility and control. The demanding Service level agreements (SLAs)
must be incorporated for the adaption of the 5G and trusted data services. For the
management of cybersecurity and increasing volume of information (the veracity
of data), 5G wireless networks are required. The market-oriented computing works
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in collaboration with the utilities of the operators to provide platforms for energy
administration [50].

3.4 Connected Vehicles and 5G Era

As per the data of Ericsson 2019, there will be 500 million connected cars(vehicles)
on the road by 2025, and the connected vehicle services will be worth 81 US $
billion by 2030 as per the data of strategy and PWC 2019 [51]. These data indicate
that the vehicle market with IoT integration will grow in the future to provide
immense revenue opportunities for the vehicular collaborative organization in the
wider ecosystem, automotive manufacturers, and for mobile operators. Below is
the discussion of the technologies that are useful for the management of vehicle
networks. The other aspect related to the connected vehicles system is the impact
of the safety and well-being of the citizens. As per the data released by the Bosch,
2017 by 2025, the connected vehicular systems can save 11,000 lives and may lead
to 260K fewer mishaps (in terms of accidents) each year. Avoiding 400K tonnes
of emissions produced by CO2 and also saving 280 millions hours spend during
the driving of the vehicles. For communications of these devices, the 5G based
IoT and CC will play an important role. Let us see how this is done by C-V2X
(Cellular Vehicle to Everything). Figure 7.6 shows the basic architecture of the
connected vehicles and how does this work with the neighboring environment (such
as interaction with the cellular networks, pedestrian and traffic management, and
information data) using 5G based IoT systems and Cloud Computing.

The C-V2X allows the vehicle networks to scale to its full potential.C-V2X is
enhanced 3GPP (third Generation Partnership Project) LTE standard that describes

Fig. 7.6 5G-IoT and vehicle network
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a set of technologies for supporting the communications between the vehicles,
people (mostly pedestrians in our case), and infrastructure. The benefits for the same
are some value-added services for the end-users such as safety, enhanced driving
management, pollution control, and reduced traffic congestion [52].

Note: The 3GPP has classified the standards of 5G into two releases

• The Release 15: This resembles NR (5G New Radio)-1
• The other one is Release 16: Which resembles Phase-2

In NR (New Radio) phase 1, there are common elements between the NR and
LTE and use OFDM (Orthogonal Frequency Division Multiplexing).

The C-V2X is made up of the following communication technologies:

– i.V2V
– ii. V2I
– iii. V2P
– iv. V2N

i. V2V: As shown in Fig. 7.7, the Vehicle to vehicle(V2V) technology permits the
vehicle to talk to the other vehicle on the lane for receiving and sending
the warning of the collisions, traffic turns, hard emergency braking, etc.

ii. V2I: The Vehicle to infrastructure (V2I) technology as shown in Fig. 7.8
permits the vehicles to communicate with the road infrastructures like toll
stations, speed signs, and traffic lights. For example, the drivers can slow
down the speed and accelerate through monitoring change times of traffic
lights and their status too. This results in a reduction of air pollution, saves
fuel, prevents accidents, and improves traffic flow.

iii. V2P: Vehicle to pedestrian (V2P) technology supports to defend vulnerable
street operators by a collision warning to the driver and the pedestrian

Fig. 7.7 5G-IoT and V2V
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Fig. 7.8 5G-IoT and V2I

Fig. 7.9 5G-IoT and V2P

or cyclist, thus making the streets safer for the traffic participants and the
drivers. This is displayed in the Fig. 7.9.

There are two ways to implement the same:

(a) By making use of the cellular network, where the cyclists or pedestri-
ans are visible to the driver of the corresponding vehicle through an
application on their smartphone.
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Fig. 7.10 5G-IoT and V2N

(b) Direct communication between vulnerable road users and drivers of
the vehicle, in this case, the C-V2X technology is entrenched directly
to their smartphones.

iv. V2N: Vehicle to Network technology permits the drivers of the vehicles to
communicate with the network, high range communications between
vehicles, empowering high reliability, vulnerable road users(pedestrian or
a cyclist), roadside infrastructure by the existing cellular network, and is
shown in Fig. 7.10. These vehicles link with their surroundings and the
existing smart transport solutions through the blind corners and beyond
the line of sight. This, as a result, increases safety on the roads and
increases traffic efficiency.

As of now we have seen how the Vehicles will communicate with the help of
5G-IoT based System. For the management of the information, Cloud Computing
(CC) plays an important role. CC offers services such as SaaS (Software as a
Service), PaaS (Platform as a Services), and IaaS (Infrastructure as a Services).
These services provide shared resources present over the network. The integrated
model of CC in VANETs plays a major role in real-time safety management in
vehicular communications and monitoring of the smart traffic systems. The Flow of
the system will be as follows:

1. The vehicles moving in a subdivision are linked to each other and exchange
significant evidence such as speed, and location, etc.

2. This data is added to the Road Side Units (RSU), which are mounted at consistent
gaps of distance on the roads.

3. The information collected by the RSU passes to the central server linked with the
CC.
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4. The central cloud server segregates and monitors this information so that it can
be retrieved/used by the smart traffic monitoring system. The corresponding
decisions will be sent to the mobile devices to take appropriate decisions.

4 Research Issues/Challenges in the Field of CC, IoT, and 5G

Till now, this is identified that the future IoT requirements will be fulfilled
satisfactorily by using 5G. However, implementing 5G opens new sets of interesting
challenges with respect to IoT infrastructure in terms of security issues, architectural
issues, and trusted communication between ubiquitous devices issues, etc. and is
shown in Fig. 7.11. In the remaining portion of the chapter, we will focus on some
of the potential research issues and its future scope. Some of the important technical
challenges are mentioned here:

A.

1. The big issue is the architecture of the 5G based IoT infrastructure. Even
though many architectures have been proposed but still many issues still exist,
which includes:

(a) Network management and scalability [53]: Due to the massive presence
of the IoT devices, network scalability is the major issue that needs to be
considered.

(b) Heterogeneity and interoperability [54]: The interconnection among het-
erogeneous networks is an issue. The enormous number of the various
IoT devices is to be coupled with technology to collect, disseminate, and
communicate important data with the other applications or smart networks.

(c) Privacy and security concerns [55]: There must be some mechanism through
which we can increase the privacy concern and security and suppress the
cyber attacks.

Fig. 7.11 Issues in 5G based IoT infrastructure
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2. The 5G based SDN networking is still a challenge [56], such as

(a) The separation of data plane and control is difficult for most of the SDNs.
(b) In terms of flexibility of the scalable SD-CN is a challenge for network

connectivity expansion.

3. Device to device communication is anticipated to provide better throughput for
5G based IoT. Here the important challenges are spectral efficiencies and energy.
To provide high reliability over the communication network in between D2D, we
require a good interference management scheme and spectral resource [57].

4. IoT framework deployment: The deployment is difficult for the IoT network
because of the heterogeneous environment, limited resources present in the
device, and large scalability. Hence the collection and dissemination of the
information is a challenging task [58].

5. The other challenges are fixing the dense heterogeneous network deployment in
the IoT framework, full-duplex communication at an identical time, and multiple
access methods for the 5G and beyond the 5G networks [59].

B. Security Assurance and Privacy Concerns The current situation of the 5G
based IoT requires security features to be imposed in the device as well as the
network level for complex applications such as smart city, smart traffic management,
and others. The designer of the system must consider both local intrusions at the
device as well as in the software too [60]. We also need to follow the importance of
security w.r.t the following key words: assurance, backward compatibility, storage,
mobility, crypto algorithms, authentication, key management, and identity.

C. Issues Related to Standardization Because of the assorted nature of the
devices and networks in the 5G based IoT systems, it lacks standardization and
consistency for the IoT applications. Again there are still many challenges and
hurdles in applying their solutions [61]. These standardizations can be categorized
into four parts and are mentioned below:

1. The Killer tasks, which include analysis functions, data collections, and control
functions.

2. Business tasks/models, these are expected to satisfy the prerequisite of the
consumable market and e-commerce.

3. Connectivity contains protocols and communication networks that connect IoT
devices.

4. IoT device platform, design of IoT products, and analytic tools of big data.

With the perspective of cloud computing, the IoT as a Service may be the future
scope for the researchers. It not only will support the 5G based IoT but also bridge
the gap between the human being and heterogenous environment around.

D. Research Trends for 5G Based IoT The evolution of the 5G is still in the early
phase. In addition to this, we have identified some challenges [62] and are mentioned
below:
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1. The 5G will continue to expand in the future and many devices will be linking
to this network. The Named Data Networking (NDN) is required for on-
demand feasible network architecture in support of IoT applications for high
density. Even NFV (Network function virtualization) is also supportive of the
fragmentation of the information generated due to the 5G based IoT.

2. The usage of edge computing will be advantageous for 5G based IoT systems
in the following ways: (a) For doing analytics and reducing the communication
(b) enhances highly computational tasks such as AR/VR and other information-
intensive applications like smart cities and traffic management, etc.

3. The convergence of IoT, data analytics, AI, and 5G will transform the 5G based
IoT w.r.t better user’s experiences in terms of communications, commerce, digital
content, and applications. For example, the AI will enable 5G based IoT in
making an intelligent decision on its own for the connected automobiles, con-
nected homes, virtual reality, and wearable devices. These advanced technologies
(analytics and machine learning) will support the management of the IoT system
framework.

4. It is believed in the future that energy harvesting and spectrum efficient research
will play an important role in fast switching between the wireless networks for
the 5G enabled IoT.

5. For the present and future scope of IoT, both privacy and security will be a key
feature. There is an increasing demand for the security of 5G based IoT w.r.t
threat landscape, high privacy concerns, delivery models of the services, and
trusted models. These features of the privacy and security cover all the layers
of the 5G based IoT systems, for example, this will take care of end to end
protection apparatus, protection of privacy location and identity protection from
the active attackers.

6. Middleware solution for the context-aware systems: The scalability, heterogene-
ity, and mobility are expected to speed up as context awareness solutions are
also available. This also yields to automatically and autonomously adapt to the
dynamic changes w.r.t the context.

E. Privacy Concerns and Security Assurances
Privacy and security concerns include device access control, authorization, authen-
tication, and 5G-IoT based privacy-preserving [62]. Other points related to this are
mentioned below:

(a) The challenging research topic is trusted communication over the 5G based
networking in the presence of eavesdroppers. The important emerging topic is
the device’s security of the 5G based IoT systems. Some researchers have tried
to solve these issues by using some cryptographic methods.

(b) Need for scalable and flexible architecture for security: The architecture for
the 5G based IoT must focus on users’ privacy protections, low delay mobility
security, security assessment, service-oriented security, identity management,
and trust models [63].

(c) Security in terms of energy-efficiency: The 5G based IoT encompasses billions
of resource-constrained devices. In many cases, these devices, do not provide
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computational security solutions, which in turn, demands the lightweight
resources security resolutions over resource-constrained devices are an impor-
tant issue [64].

Instead of an individual security appliance, it is better to acquire systematic
privacy protection and security protection mechanism in the 5G based IoT systems.
Other security approaches such as data assurances, trust models, and device security,
are to be revisited. The readers can also explore more on cyberattacks or crimes,
which leads to attacks that target user devices, core network and access, and
home/external networks.

5 Conclusion

There are numerous beneficial range of services, which are provided by the 5G
and is not available with other technologies. Which includes flexibility to support
high number of mobile and static IoT devices, this have a diverse collection of
bandwidth, speed and quality of service necessities. The 5G based IoT systems
will integrate the 5G procedures and techniques into the future IoT. The chapter
deals with recent research on 5G, IoT, edge computing, and cloud computing. 5G
enables to serve wide range of diverse service requirements and different range of
devices. The technology such as CC will support and handle the volumes of data
encountered due to the IoT. IoT interactions are vital to the growth and development
of intelligent communities’ progress. The emerging Wireless 5G technologies are
designed to provide reliable and scalable communication for fast-growing IoT
appliances. This chapter showcased the various case studies where the integration
of the CC ecosystem with the IoT Based 5G infrastructure can lead to the smooth
management of the data and a secure system. We firstly introduce the background
of the 5G, IoT, and Cloud Computing era. Then we have discussed the present
applications of the 5G based IoT infrastructure. Afterwards, details about the current
research issues and trends were analyzed.
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Chapter 8
Existing Technologies and Solutions
in 5G-Enabled IoT for Industrial
Automation

Khalimjon Khujamatov, Doston Khasanov, Ernazar Reypnazarov,
and Nurshod Akhmedov

1 Introduction

The current manufacturing industry in the last decade has undergone unprecedented
dramatic changes and has attracted a great deal of attention to IoT-based industry
automation with the advent and application of modern technologies such as
digital twin, cloud computing, big data, edge and service-oriented technology,
and advanced sensing technology [2]. At the same time, the world has advanced
industrial production methods such as Industry 4.0, Health 4.0, Education 4.0, cloud
manufacturing, and Internet + manufacturing, and national strategic manufacturing
ideas in many countries, such as Made in China 2025, the US manufacturing
strategic plan, and the transition to a digital economy in Uzbekistan are being
promoted. The overall goal is to automate the industry through advanced digital
production methods.

1.1 The Role of Mobile Network Technology in the Industry

The rationalization of the production process through IoT systems, the configuration
of production factors, optimization of the order of shop-floor, production planning
and inventory management, data modeling, integration, to implement intelligent
management in production in a physical environment of industrial automation,
on the other hand, analysis and decision-making in the production of cyberspace,
as well as the implementation of high-level, and real-time synchronization in the
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production process inwardly cyber environments and physical environments based
on modern technologies of data perception and their transmission [2, 21]. Of course,
such processes require the use of IoT systems in industrial automation and a network
capable of transmitting large amounts of data quickly. Different IoT systems use
many wireless technologies such as 2/3/4G mobile network, Wi-Fi, WiMAX, etc.,
and thousands of devices are connected to each other via those smart wireless
technologies [16].

2G mobile networks (covering 90% of society overworld) are intended to
voice communication, 3G mobile networks (currently covering 65% of society
overworld) to data and voice, and 4G mobile networks to high-speed rate Internet
communication. 3G and 4G mobile network have significantly increased capabilities
that ensure Internet access to the IoT device. The available 3G and 4G mobile
networks are the most effective communication technologies of IoT, offering IoT
application designed for industrial automation with a comprehensive, high level
of security, low cost, efficient access to the allocated spectrum, and simplicity of
management. Also, 4G “long-term evolution” (LTE) has become the quickest and
most tenable type of network technology relatively to popular technologies such
as Wi-Fi, BLE, WiMAX, LoRa, Sigfox, ZigBee, and others [1, 28, 47]. However,
existing mobile networks do not support MTC (Machine-Type Communication),
which are the basis of IoT, and are not fully optimized for such systems [16, 17].
Emerging 5G networks provide a potential solution in this case. 5G provides fast
mobile network data transfer in the shortest possible time and offers improved
coverage for MTC connectivity without negating the current 4G (LTE) network
based on IoT requirements. As next-generation communication network, 5G is
supposed to address issues that arise in 3G and 4G networks, such as in smart
management application (smart city, smart home, smart transportation) or more
complex communication, intelligence, and large-scale data processing, which is
important for IoT systems designed for industrial automation [10]. The development
of 5G is created via 4G LTE-based system, which provides voice and data
transmission to users and provides them with a fast connection to the Internet. The
5G network provides reliable and fast connectivity and significantly increases data
transfer speeds for IoT applications designed for industrial automation. The current
4G LTE network can provide speeds up to 1 GB/s, but the 4G signal can be easily
extinguished due to buildings, Wi-Fi signals, microwave signals, and other wave
interference [16]. 5G networks provide users with higher data speeds up to 10 Gb/s
than 4G networks; moreover, the network itself provides reliable connectivity to
thousands of devices [16, 17].

1.2 Integration of 5G Mobile Network and IoT Technologies

Recent developments in telecommunications and computing have given rise to
two different, highly promising, and exciting perspectives: the 5G wireless mobile
network and IoT. Taking a closer look at these technologies, together they play
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an important role in the design of industrial automation and intelligent systems.
Many of the arising and rapidly developing concepts such as E-transportation, E-
banking, E-agriculture, E-healthcare, E-security, E-industry, E-manufacturing, etc.
introduced in these systems are increasingly manifested, and they rely on the
development of 5G-enabled IoT technologies [10]. It should be noted that since
the emergence of the 5G-enabled IoT concept and its prospects, all stakeholders
in the telecommunications sector, especially in the field of education and industry,
have intensified their interest in it. Simply put, 5G-enabled IoT describes new
and very important Internet-connected tools for the coming future – represent-
ing the possibility of using effective autonomous services with minimal human
intervention or participation, when various devices or objects (buildings, technical
means, machines, structures, equipment, etc.) are interconnected simultaneously
and continuously via the Internet [13].

Achievements in IoT and the newly emerging 5G have popularized the develop-
ment of 5G-enabled IoT applications for industrial automation. Such applications
place high demands on high capacity, reliable privacy and security, coverage of
various applications, very low latency, optimized use of network resources, and
efficient energy management. Although the security architectures currently used in
mobile networks and general IoT systems meet the requirements, they are largely
centralized [18, 22]. The use of such centralized security solutions for 5G and 5G-
enabled IoT applications leads to various barriers, such as genetic heterogeneity,
complex and static security management procedures, overuse of network resources,
cost overruns due to network failure increase, etc. Thus, the continued use of
centralized security solutions for applications managed by 5G and IoT not only
poses challenges in meeting requirements but also negatively affects the predictable
outlook of 5G and IoT [19].

In this context, blockchain technology will become a promising system for 5G-
enabled IoT in industrial automation, as it will ensure that all security and privacy
issues are integrated and decentralized. Thus, it is worth exploring the relevant
opportunities and challenges in using Blockchain as a decentralized security and
privacy solution for 5G and IoT [20, 27].

1.3 Prospects for the Use of Blockchain Technology
in 5G-Based IoT Applications

Blockchain, a distributed ledger technology, allows users to interact and interoperate
(store and retrieve data) with reliability, consistency, and non-rejection of data.
The distributed nature of the blockchain allows industrial enterprises and various
5G-enabled IoT devices to exchange data to meet their central demand. By the
support of Blockchain, the 5G ecosystems are able to establish accountability, data
validation, and non-rejection for each user. A blockchain contains many blocks and
one of them is named the genesis block. This block doesn’t include any transactions.
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Fig. 8.1 Blockchain and its impact on 5G-based IoT for industry automation

The next blocks include a number of verified transactions and are cryptographically
associated with the previous. Figure 8.1 illustrates important points of blockchain
with related concepts in 5G-based IoT systems for industrial automation. In this
figure, Blockchain technology is the central part of the overall structure, providing
important indicators of 5G-based IoT proposed to be used in industrial automation,
such as anonymity, non-repudiation, provenance, decentralization, transparency,
availability, and immutability [9].

Today’s IoT applications are focused on changing daily life quality, including
interdependence, such as smart home, smart city, smart environment, or automated
industry. In the industrial sector, industrial IoT (IIoT) is still evolving and is facing
challenges such as network throughput, resource allocation, network optimization,
and data and transaction security as demand for it increases [23]. At the same time,
technical problems such as reliability, safety, timing, accuracy, and feedback can be
observed in road control and traffic automation, payment system automation and
other similar important systems of the industry.

In this case, no matter how promising 5G-enabled IoT is, the lack of resources to
manage their operations and the confidentiality of data are potential barriers to their
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widespread use. Resource allocation (RA), utilization, optimization, and privacy are
the most active fields of exploration in 5G-enabled IoT. This article was focused
on a comprehensive research of 5G-enabled IoT technologies, their approaches
to resource problem solving, their application in industrial automation, and their
elimination of security issues through Blockchain technology. Furthermore, in the
paper, solutions were categorized, similarities and differences were highlighted
in tables and graphs, advantages and disadvantages were identified, and research
ways on enhancing resource management solutions for 5G-based IoT networks
were discussed. In addition, existing technologies in the field of 5G-based IoT in
industrial automation and their solutions have been studied.

2 Opportunities in 5G-Network-Enabled IoT

2.1 Opportunities of 5G Network for IoT Application

Wherewith of mobile technologies, several generational changes have taken place,
transforming the mobile communication environment to the global collection of
interconnected networks. Currently, the 5G network supports voice and video
streaming and highly sophisticated telecommunication services around ten billion
users, as well as more than one billion of interconnected devices. Why exactly
5G network? 5G mobile network offers new way to research. This covers a
complete network design to establish MTC. In addition, 5G mobile networks offer
applications with different operating parameters and efficient support characteristic,
which provides high flexibility for setting up services. If compared to previous
mobile network generations, the 5G network is a compound of advanced network
technologies that developed until nowadays [11, 48] (Table 8.1).

The future of 5G technology will have unlimited possibilities on the delivery
of information by any person and everything for the society and businesses, the
technological environment, as well as the benefit of individuals at any time and
always. 5G technology is basically a set of new technologies that require a large-
scale upgrade of equipment/tools or devices compared to the previous generations.
This technology’s goal is to rely on the achievements of telecommunications
systems. Additional technologies (e.g., combination of cloud and core technologies)
used in most of the real radio connectivity are applied to provide large amounts of
data traffic and other types of devices beneath various operating requirements in
diverse 5G network supply conditions. Figure 8.2 illustrates the performance level
based on 5G mobile technology required for the above requirements. The main idea
of the global agreement is not only to create a new 5G radio technology but also to
integrate a number of techniques, devices, and applications based on IoT [11, 12,
14].

Compared to the previous generation technologies, the capabilities of 5G tech-
nology in terms of IoT-rated performance are as follows:
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Fig. 8.2 5G demand-side capabilities

• Connected devices number – 10–100× more
• User data transfer rate – 10–100× higher
• Mobile data volume through each area – 1000× more
• Battery life with low-power devices – 10× longer
• End-to-end latency – 5× reduced

One of the key challenges is how to take full advantage of such opportunities.
New-generation network technology (5G) mainly allows for a large number of
connections. The evolving next-generation network has an important position in
shaping different factors such as cost and security and long-term stability and should
present connectivity to billions of users and IoT devices. Although it is necessary to
establish a comprehensive environment for the 5G network, the use of thousands of
applications and IoT devices is one of the key capabilities of the 5G network. The
parameters developed by 5G-enabled IoT network technology include:

• Low latency
• Data integrity
• Data transmission
• Traffic capacity
• Smart communication
• Technology convergence
• Energy consumption

The network model of 5G matches to interconnected (ISO/OSI) levels of the
open system, which simplifies the methods of connecting any IoT devices to this
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Fig. 8.3 The relationship of 5G open wireless architecture with OSI model [25]

network. Four main layers are used in the 5G network. Figure 8.3 shows the relative
levels of the OSI and 5G network layers. The open wireless architecture by 5G
mobile network matches to OSI’s physical layer, known as Layer I and Layer II,
and the data connection layer or intermediate connection management (MAC) layer,
respectively [23].

The second network layer of 5G is divided into two parts, the upper and lower
network layer, which corresponds to the third layer of the OSI model. This layer
is based on IP. Today, two versions of IP are used in the 5G network: IPv4 and
IPv6. IPv4 is widespread around the world, so it faces various challenges such
as the limited number of addresses and the inability to fully provide quality of
service (QoS) for each data stream. These problems are solved through IPv6, but
its disadvantage is that the packet header is much larger. Also in this version, the
mobility characteristic of the device remains problematic as always. The current
mobile IP standard has multiple mobility solutions. Mobile IP is used in all 5G
mobile networks. This feature allows mobile phones and IoT apps to connect to
several mobiles or wireless networks at the same time [28].

2.2 Opportunities of Blockchain in 5G-Based IoT

With the evolution of intelligent systems to change people’s lifestyles, the IoT
system is playing a crucial role in the industrial automation and services digitization.
Many access points are emerging for accessing and exchanging information on the
Internet with the fast growth of IoT. Centralized data storage systems (e.g., cloud
computing) have added greatly to the evolution of IoT. They are formed in the
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Fig. 8.4 Opportunities to use Blockchain technology in 5G-based IoT for industrial automation

human mind in the form of separate block boxes, but users are unaware of the
process of data exchange in this network. Such a centralized construction may not
ensure transparency of data [26]. In this case, one of the key solutions to improve
security and privacy is to use blockchain technology (Fig. 8.4).

Blockchain is an open, trusted, and verifiable information exchange platform
with the ability to make large-scale changes in IoT, where any data exchange can be
trusted and controlled. Some of the possibilities of this integration are [15, 20]:

Identity: The use of a general blockchain allows each device to be correctly
identified. It can constantly monitor the origin of any required information.

Scalability and Decentralization: The transition of data from a centralized to
a decentralized state can reduce some of the shortcomings in improving error
tolerance. In addition, several powerful corporations prevent resource oligarchy that
can manage the processing and collection of large numbers of user’s data.

Autonomy: Devices may interact with each other autonomously without any
intermediary involvement by using Blockchain. This can lead the way for the
development of devices suitable for IoT applications used in the industry.

Reliability: Reliability integration provides accountability and also enables users
to confidently verify any transaction authenticity.
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Security: The exchange of information using smart contracts is explained as a
transaction that provides a secure connection between devices.

Secure Code Deployment: As a fixed account, the manufacturer can easily track
the update history. In addition, it allows them to reliably update IoT devices.

The use of Blockchain technology for IoT applications of industrial automation
built on the 5G network provides users with a wide range of options in terms of
privacy and security of relevant information.

3 Architecture of 5G-Enabled IoT

This subsection explores the 5G-based IoT architecture, taking into account various
areas of industrial automation and the three communication technologies of 5G
wireless networks. Initially based on this architecture, the methods of implementing
seven related areas of industrial automation in the context of 5G wireless tech-
nology, including a real-time collection of heterogeneity pointers in production
on the shop-floor, identification of production factors and their location, branched
joint production, human-machine interaction, product design, AGV (autonomous
guided vehicle) collaboration, the convergence of the digital twin-based shop-floor
between the cyber and physical environment, and virtual and augmented reality-
based development production and maintenance processes, are studied. It also
analyzes the introduction of Blockchain services for 5G-enabled IoT technology
in the industry and the expected efficiency from it. Figure 8.5 shows the 5G-enabled
IoT architecture for industrial automation.

As can be seen from the architecture, IoT-based industry automation uses three
main 5G network technologies: mMTC (massive Machine-Type Communication),
URLLC (Ultra-Reliable Low-Latency Communications), and eMBB (enhanced
Mobile Broadband), and they operate on the lower physical shop-floor of the
architecture [2, 6]. Each of them is discussed below.

A. mMTC-based industrial automation application processes For industrial
automation, the intelligent interconnection of heterogeneous production factors
can lead to the creation of CPMS (Cyber-Physical Manufacturing Systems), i.e.,
production equipment (e.g., robotic arms, machines, supply machines), manufacture
of ancillary equipment (e.g., gas or water supply equipment), monitoring source
(e.g., product work, material, manpower), and the environment on the shop-floor
(e.g., moisture, temperature, toxic gases, dust, etc.), which is the basis for real-time
monitoring [2]. The intelligent interdependence of different pointers of production
mainly involves two types of production, i.e., the identification and placement of
production pointers and the real-time collection of different pointers of production
on the shop-floor. There are a high number of nodes that are necessary to be
tracked, and it is very difficult for the current 3G/4G mobile networks to support
industrial processes that have such high-scale nodes. Or, due to the presence of
heterogeneous data structure and various production pointers on the shop-floor,
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Fig. 8.5 5G-enabled IoT architecture for industrial automation

4G mobile and other available network technologies are not proper for IoT-based
industry automation processes with extensive communication networks [15].

Using millimeter wave propagation for the above industrial automation process,
5G technology offers many small-sized antennas, i.e., an antenna matrix. With
multi-access (SDMA) technology through efficient spatial division, the antenna
matrix method can improve the reuse process from the frequency of the transmitter
and receiver. Its multibeamforming technology reduces the noise of the combined
channels, improves the quality of the connection, and optimizes the integration in
a separate direction by changing the directional transmission to a flexible high-
directional radiation pattern. A network architecture that combines remote central
base resources has statistical multiplexing benefits, saving energy, and bandwidth.
Therefore, a number of connection nodes and their communication coverage have
been improved, which allows 5G network technology to meet the demands of
the application of giant machine node communication processes for industrial
automation.

B. URLLC-based industrial automation application processes The usual process
of applying the CPMS production mode is to co-produce different production
pointers on the shop-floor. It is known that automation technology is widely used in
shop-floor production, so it is necessary to build large-scale automatic production
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lines in this. On the one hand, the production process of a component or product
includes several sub-processes, and various production types of equipment on the
production line perform various processing tasks. On the other hand, a single robot
with limited machining functions and structure is usually unable to perform complex
machining tasks such as double mounting or performing multiple functions at
the same time. In addition, in a high-intensity environment, some manufacturing
processes require remote control of the functions of a large number of robots to
perform a specific production task. This manufacturing process requires a very
precise transmission and a very low latency for two-direction data transmission
and instruction control between the control center and the shop-floor equipment.
However, it is very difficult for 3G/4G networks to meet low-latency and high-
reliability requirements of industrial automation [29].

Another common way to use the CPMS mode is through a human-machine
interaction. Some production processes do not have the flexibility feature in
some machines, so it is hard to satisfy the requirements of various production
operations. In other production processes, due to the need for manual handling
of non-ergonomic tasks, workers have to load heavy workloads. With the machine
performing specific tasks and the flexibility of the person, the machine can quickly
adjust the operating mode according to the instructions given by the workers by
pressing a button, body movement, or sound. Besides, when workers enter the range
of motion of the machine, the machine (e.g., robot, machine tool) should slow
down, and if necessary, the machines have to stop tracking to ensure worker safety.
The production model produced by human-machine cooperation not only increases
productivity but also makes the production system more strong and adjustable.
However, low-latency and very-high-reliability communication technologies are
required to ensure safe and efficient cooperation between human and machine.

A variety of AGVs are used on smart shop-floor and warehouse. The AGV
not only works jointly with the manipulator and different things for loading and
unloading goods but also cooperates with other AGVs and can automatically find
a power source for self-charging. In this case, the AGV determines the location of
objects in the environment, the condition of other AGVs, the value of battery level,
etc., and makes decisions by performing computing quickly. While AGV performs
such tasks intelligently, it requires a communication network to transmit the data
collected from them to the data center or to receive control information. Therefore,
high-reliability and low-latency communication technologies are required for AGV.
To implement the above three advanced manufacturing processes, a large number
of small antenna matrices operating on the basis of SDMA can realize flexible
strong directional electro signal transmission and optimize efficiency in a particular
direction. To improve communication quality and reduce channel interference, the
antenna matrix uses multi-signal technology, thereby increasing the reliability of
transmission. In addition, 5G mobile network architecture is slowly shifting from
a centralized base station form to a centralized user mode, and the base network
resources are concentrated in centers located at a certain distance [2].
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C. eMBB-based industrial automation application processes The shop-floor of
digital twin is causing to attention and widely learning by the scientific and
industrial community as a potentially effective method to implement intelligent
intercommunication and interaction between the cyber-environment and the phys-
ical production environment on the shop-floor. The shop-floor of digital twin
with a new generation of manufacturing and information technology realizes the
data integration of all factors, real-time interaction between the physical and
virtual shop-floor, and the whole business and the whole process through two-
way real-world mapping. In addition, the digital twin shop-floor can perform tasks
related to mathematical or computational processes between physical store-layer,
virtual store-layer, and store-layer service systems for managing production factors,
planning production activities, and controlling the production process. Activities
such as identifying and uploading production data from the physical shop-floor
to the digital twin shop-floor in real time, managing the instructions provided
from virtual to physical shop-floor, and generating massive volumes in real time
must transmit production data. This requires new communication technologies that
provide higher speeds and lower latency compared to 3G and 4G networks [15].

In industrial automation, there are concepts of virtual/augmented reality, and
more attention is usually paid to the latter. For achieving better production results,
it is necessary to simulate, analyze, and study the product model before completing
the project. Therefore, firstly, virtual/augmented reality is used in product design.
Secondly, in production processes, operational steps and processes to increase
efficiency and reduce errors can be provided to an employee who assembles parts
virtually with virtual/augmented reality technologies. Besides, with complexity and
the high degree of integration of production equipment, its repair and mainte-
nance are becoming increasingly complex. With the support of virtual/augmented
reality, workers can receive real-time maintenance suggestions. But, in production
processes based on virtual/augmented reality, the data transmitted is in the form
of a very large amount of media data flow. Therefore, in order to reach a
seamless connection within virtual/augmented reality, manufacturing, and industrial
automation process, a new mobile network technology with lower latency and faster
transmission speed features is required than 3G/4G technology [29]. The eMBB
characteristic with high frequency of 5G network provides higher transmission
speed and throughput than 4G mobile networks to implement the automation of
the above two advanced industrial production processes. The 28 Ghz and 60 Ghz
frequencies in every frequency ranges of the mm-wave are the most efficient
frequencies of 5G network. The maximum bandwidth in a wireless connection is
about 5% of the carrier frequency, so it is possible to achieve a transfer rate ten
times faster than a 4G network connection. Furthermore, a 5G network connection
based on software-configured network (SDN) architecture and C-RAN provides a
freely connected management mode between C-Plan (communication plan) and D-
Plan (data plan), which increases the efficiency of intact data transmission [2].

D. Introduction of Blockchain technology for 5G services By adding security
features and simplifying service management, blockchains are expected to make 5G
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network services easier. Blockchain is especially effective in creating a secure data-
sharing or spectrum-transmitting environment on 5G networks. Blockchain is seen
as a middle layer for performing spectrum trading, checking transaction exchanges,
and reliably leasing the spectrum provided by spectrum source suppliers (license
holders). To perform access authentication, unlike traditional database management
systems that use a centralized server, blockchain can do decentralized user access
verification applying the computing power of all legitimate participants in the
network with smart contracts [30]. This causes the exchange system very robust
to data changes. Numerous researches on blockchain show that it is effective for
spectrum management in terms of improved usability with a higher level of security,
better scalability for blockchain adoption, and an improved system of defense
against threats and DoS attacks [31]. In addition, with a high level of security on 5G
networks, blockchain can simplify network virtualization [32]. Blockchain technol-
ogy provides the necessary features of non-rejection and permanency to overcome
the shortcomings of prior centralized architecture in virtual networks. Specifically,
the blockchain has the ability to create secure VWNs (virtual wireless networks), so
that resource holders on the wireless network can hand over wireless resources (e.g.,
radiofrequency, infrastructure, spectrum layer) to mobile virtual network operators
(MVNOs). In such decentralized virtual networks, smart contracts may be most
beneficial to ensure transparency and automation in a distributed manner instead of
leaning on a special node or authorization process, which increases the reliability
of resource management services. Creating a reliable and fair economic scheme
with blockchain may be an important solution for managing network interference,
particularly in small mobile blocks [8]. Blockchain platforms provide strong data
protection by entering user data into the ledger. In the ledger, data is signed by
hash functions and added to blocks. Blockchain has the ability to provide complete
control over personal data in a network exchange, which is unusual from all
traditional approaches that prevent users from observing data [8]. In addition, the
blockchain may be offering a wide range of security capabilities, such as smart
contracts, decentralized ledger-based data integrity, and access control through the
permission process and smart contract authentication.

4 5G-Enabled IoT in the Field of Industry Digitalization
and Automatization

3GPP-based global mobile networks provide things-to-person and things-to-things
connectivity. It is effectively taking advantage of mobile network-based IoT in
industries such as household electronics, automobile construction, mining, railways,
utilities, agriculture, healthcare, transportation, and manufacturing. Today, there
are more than one billion mobile network-based IoT connections worldwide, and
Ericsson estimates that number will be close to 5 billion by 2025 [33]. Almost
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Table 8.2 One 5G network with four multiple-purpose IoT connectivity segments

IoT
connectivity
segment Massive IoT (1)

Broadband IoT
(2) Critical IoT (3)

IoT-based
industrial
automation (4)

Futures A small volume
of data
A low-cost device
Extremely high
coverage

A large volume
of data
Higher data rates
Low latency

Ultrareliable data
delivery
Limited latencies
Ultralow latency

Time-sensitive
network
Integration of
Ethernet
protocol
Service of clock
synchronization

Battery life of the device, positioning of the device, network exposure,
network slicing, network data analytics

Table 8.3 Industrial digitalization using IoT based on 5G mobile communication

IoT connectivity segments Industrial areas IoT connectivity segments
Industrial areas (1) (2) (3) (4) (1) (2) (3) (4)

Utilities � � � ✗ Entertainment � � � �
Transportation � � � ✗ Construction � � � ✗

Automotive � � � ✗ Forestry � � � ✗

Smart city � � � ✗ Oil and Gas � � � �
Railways � � � ✗ Agriculture � � � ✗

Ports � � � � Warehousing � � � ✗

Manufacturing � � � � Public safety � � � ✗

Education � � � ✗ Airline � � � ✗

Mining � � � � Media production ✗ � � �
Healthcare � � � ✗ Maritime � � � ✗

In the table: � applied; ✗ non-applied

every industry in the 5G market is exploring mobile connectivity options to radically
change the business.

In several countries, governments are supporting the acceptance of IoT through
indirect and direct means to promote innovation, sustainability, and growth. Based
on these requirements, Ericsson proposed the following four segments of IoT
connectivity, as shown in Table 8.2 [34]: massive IoT (1), broadband IoT (2), critical
IoT (3), and industrial digitalization with cellular IoT (4). Each IoT connection
segment is designed for multiple uses in multiple areas. Table 8.3 shows which
of the above IoT connectivity segments is applied in the digitalization of various
industries with cellular IoT.

Currently, 4G networks support LTE-based broadband IoT and massive IoT
based on Cat-M/NB-IoT technology. Massive IoT proceeds to evolve by using Cat-
M/NB-IoT connectivity in 5G mobile networks, while broadband IoT is further
enhancing through the use of 5G wireless and core networks. At full capacity, 5G
networks with ultrahigh-reliability and ultralow-latency capability provide the use
of critical IoT for critical time communication. 3GPP standardizes the additional
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Table 8.4 Massive IoT modems’ comparison

Characteristics Dual-mode CAT-M1/NB-IoT modem Single-mode NB-IoT modem

Peak data rates 1.1 Mb/s (UL), 588 kb/s (DL) 158 kb/s (UL), 127 kb/s (DL)
Voice Supported Not supported
Connected
mode mobility

Supported Not supported

Coverage Both modem types are on par
Battery life Both modem types are on par

Guardband
carrier

Guradband NB-IoT carrier can be used for both modem types both modem
types

Device
positioning

Cat-M achieves better accuracy than NB-IoT due to wider bandwidth

capabilities offered by IoT connectivity in industrial automation for integrating
Ethernet-based industrial wired communication networks with 5G mobile networks.
In industrial automation, these four IoT connectivity segments can be used simulta-
neously in a single 5G network and provide social (people) or nonsocial (devices)
access. Some devices may require multiple IoT connection segments to perform
one or more tasks, such as an AGV with multiple requirements. The device can use
several IoT connection segments used in the mobile network at the same time. Let’s
take a closer look at the IoT connectivity segments below.

Massive IoT Massive IoT connectivity is designed for narrowband devices that can
receive or send small amounts of data quickly at a low price. These devices can be
located in complex radio communication conditions that require very extensive cov-
erage and can only rely on a battery source. LTE-M and NB-IoT have been available
in the 4G network with LTE since 2017 and meeting all 5G network requirements of
3GPP and ITU for mMTC [35]. LTE-M technology is expanding its LTE coverage
to support MTC, which provides access to a simpler category of devices called the
Cat-M. NB-IoT is an independent LTE-based wireless connection technology. By
early 2020, more than 120 commercial networks, along with millions of commercial
users globally, supported access to NB-IoT and Cat-M. It is projected that this
connection will exceed 2.5 billion by 2025. Commercial instruments can be used
in a variety of industries, including utilities, mechanical engineering, transportation,
logistics, agriculture, manufacturing, healthcare, warehousing, and mining, as well
as a variety of meters, sensors, motion devices, and plug-in devices.

There are currently two well-known Cat-M/NB-IoT modems: single-mode NB-
IoT modem is compatible for very low-cost devices, and two-mode Cat-M1/NB-IoT
is compatible for different use cases with low-cost devices. The two-mode modems
combine the best features of the two technologies, such as bandwidth, mobility,
coverage, device positioning, and voice support, as shown in Table 8.4.

When combined with dynamic spectrum sharing as well as dual-mode 5G Cloud
Core, Cat-M1 and NB-IoT will have future-proof evolution and efficient in 5G
networks [33].
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Broadband IoT Broadband IoT connectivity includes MBB capabilities for IoT
systems while providing higher speeds and lower latency than massive IoT. More-
over, broadband IoT connectivity also includes MBB capabilities for IoT systems in
providing higher speeds and lower latencies than massive IoTs, as well as provides
extra capabilities for IoT, such as increased battery life of device, data transfer rate,
increased coverage, improved data transfer speed, and improved device location
detection. Thus, broadband IoT is relevant to all industries.

Broadband IoT is actually for all industry application. This year, mostly with
LTE connectivity, broadband IoT users have been more than 500 million [36].
Today, private cars, trains, commercial vehicles, accessories, equipment, actuators,
sensors, cameras, and portable devices are widely used for commercial purposes.
These devices can use MBB connection capabilities, but their traffic content and
requirements are sometimes sharply different from ordinary MBB connection
capabilities. For example, traffic content may be heavier or longer continuous during
loading, and strict requirements such as device location, signal coverage and battery
life may cause complications relative to the MBB. LTE has a number of categories
of devices (LTE Cat-1 and higher) with a large range of bandwidth, which is suitable
for a variety and wide use cases. LTE provides 1Gbit/s transmission speed and up
to 10 ms latency. Broadband IoT is capable of connecting at speeds of several tens
of Gbit/s with the introduction of 5G NR technology in the old and new spectrum.

If the data transfer speed and latency are adjusted, it is possible to increase
the signal coverage relative to each base station: for instance, an LTE device can
dynamically change LTE and LTE-M connections depending on the signal coverage.
Using the amount of traffic designed for the user, the battery life of the device
can be significantly improved. The location detection process of a network-based
device can be improved with NR, as location detection usually depends on signal
transmission capability and NR can operate in much higher bandwidths than LTE.

Critical IoT The critical IoT connection is designed for critical time communica-
tion. This allows information to be delivered within the desired waiting range. It has
the strongest capabilities for very-low-latency communication and extremely high
reliability at different data rates. Here, reliability is described as the possibility of
effective delivery of information over a period of time. Unlike broadband IoT, which
provides low latency based on reduced network congestion, critical IoT can deliver
data continuously, even in a network with high loading, with the required warranty
limits.

Typical situations that require a combination of reliability, standby time, and
data speed include AGVs, AR/VR, movable robots, cloud robotics, real-time
human-machine interface, haptic ideas, prevention of malfunctions in real-time,
machine guidance and control, and other more similar processes. Such processes
are important in almost every industry. All elements need to be enhanced in terms
of reliability and latency to ensure that significant IoT requirements are met. End-to-
end latency from a network perspective is the sum of the individual delay times of
core, transport, and radio networks, and the overall reliability cannot be higher than
the reliability of the weakest network. Edge computing is necessary to minimize
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transport delays that require critical IoT use cases. Group management, real-time
mobility, and network monitoring can activate a decentralized management unit
to optimize latency. It is recommended that the central management unit and the
main protection are usually located in one place to prevent thrombosis of the signal
flow. The distribution of the central user part reduces the waiting time by keeping
user traffic as local as possible and is therefore typically distributed in more local
areas than the network functions of the control part. Regional full-core expansion
achieves ultralow latency and extreme reliability of allocated resources and provides
autonomous operation with local users’ data.

A LAN can also interact with a shared network, allowing mobile IoT devices
to migrate between networks. Critical IoT may be required in terms of network
bandwidth, as any high reliability and low latency typically requires large spectrum
sources. NR operates at wider frequencies with greater bandwidth and greater
capacity than LTE, which creates NR selection technology. Due to many factors
such as the duration of commercial use, the constant expansion of NR URLLC in
3GPP, the acceleration of NR, and the ability to update existing LTE aspects with
NR, LTE may not improve at all for critical IoT. MNOs with a flexible spectrum
are in the best position to provide significant IoT coverage not only in critical areas
but also in local industrial areas. NR supports URLLC in all 5G mobile network
frequency bands. Figure 8.6 shows examples of combinations of spectral ranges,
along with key features of different ranges in terms of URLLC size and coverage to
appeal to a wide range of local users. Given that there is a very limited bandwidth
in the 1 GHz band, this value should be used for high-end users. When using TDD,
the RAN standby time depends on the TDD signal patterns. The configuration of
the TDD to connect to or disconnect from the network has a particularly negative
effect on latency at a frequency of 6 Ghz [34].

SA 5G is the ideal solution to meet very complex IoT requirements. Compared
to 5GC EPC, 5GC is better in terms of advanced service differentiation, ultra-
reliability mechanisms, flexible edge computing, Ethernet connectivity, advanced
QoS, end-to-end network distribution features, and network data analysis, and these
are important for critical use cases. While providing these cases, LTE has not
been adapted or improved for critical IoT, and the NSA 5G also does not provide
full access to the URLLC in terms of radio connectivity and core networks. The
deployment of NSA 5G will not be effective as previously mentioned for use in
local coverage cases such as local industrial facilities. Over time, the transition from
NSA-5G to SA-5G application will be achieved, and thus the full potential of critical
IoT in a wide range of areas will be achieved.

Industrial Automation with 5G-Enabled IoT IoT-enabled industrial automation
allows seamless integration of the wireless mobile network in the wired industry
infrastructures used for real-time automation. It involves the ability to integrate
5G systems with time-sensitive network (TSN) and real-time Ethernet used in
industrial automation networks. Wireless cellular networks are highly efficient in
terms of mobility, flexibility, cost reduction, and digitization when compared to
wired communications. However, in some industries, wireless networks cannot be
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Fig. 8.6 Best positioning of MNOs to activate critical IoT with flexible spectrum quantities

used all at once, and it is possible to gradually implement wireless networks in
different systems of these industries over time. Although such industries are in
the 5G coverage area, some parts of the system limit wireless connectivity due
to various factors, for example, not having the great lack for wireless solutions,
possession of a long periodic cycle, and having higher performance needs than
5G’s existing capabilities (e.g., deterministic latency at the microsecond level).
But the key is to support the seamless integration of current and evolving wired
infrastructure of 5G [36].

A number of industries, such as mining, utilities, construction, ports, oil, and
gas, use wired connections to transition to modern automation systems. There are
several industrial solutions such as EtherCAT, PROFINET, EtherNet/IP, Sercos,
Modbus, and Powerlink that support deterministic communication for real-time
automation. Rel-15 has standardized support for 3GPP Ethernet sessions. Rel-16,
on the other hand, introduces Ethernet header compression for spectral efficiency.
Reliable data delivery via 5G URLLC (intended to critical IoT) can be achieved
within strict latency limits. With Rel-16, you can set up a 5G virtual network
on a 5G network that provides 5G LAN service; in this case, multicast and
broadcast personal communication between the same 5G virtual network users is
supported on request from UE to UE (user equipment). A common open standard
for Ethernet with TSN is being developed to address the challenges facing the
fragmented industrial Ethernet market [37]. TSN is designed to meet a variety of
QoS requirements, including to provide deterministic and most efficient latency.
TSN has been standardized by IEEE, and its industrial automation technologies are
being created together by the IEEE and the IEC. To ensure seamless 5G integration
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Fig. 8.7 5G-TSN integration and time synchronization service

with TSN, 3GPP has standardized the built-in function in Rel-16 as part of industrial
IoT.

The 5G integration with TSN is shown in Fig. 8.7. TSN translator (TT) is
introduced in the 5G system for the control plane and the user plane. User-plane
translator is deployed to UE (DS-TT, i.e., Device Side-TSN translator) and UPF
(NW-TT, i.e., Network-TSN translator). The TSN is centralized and controlled by
the TSN Central Network Controller (CNC). The application function of TSN (AF-
TT) has been placed in the 5G management plane to demonstrate the capabilities
of the 5G system (such as a list of NW-TT and DS-TT ports and waiting for a data
exchange between them) to the TSN CNC for adjusting and scheduling TSN data
flows across the connection portion of the 5G system. In NW-TT and DS-TT, the
process of holding and redirecting buffering is used to deliver traffic flows with a
deterministic latency based on planning data taking into account the time taken from
the CNC [37].

The TSN nodes are synchronized by the control clock with the generalized
Precision Time Protocol (gPTP, defined in IEEE 802.1AS standards) [37]. The wire
(brigade) in the 5G system supports the transmission of gPTP synchronization data
or can use its own internal clock to provide timely information to the TSN nodes.
5G network can also transfer synchronization signals of a clock as a service to
synchronously running industrial applications (e.g., synchronization coordination
between multiple controllers in the system).

5 5G-Enabled IoT Requirements for Industrial Automation

IoT systems have radically changed our daily lives by introducing new applications
that are widely used in the ecosystems of smart and highly heterogeneous devices.
There has been a lot of research on 5G-based IoT over the last few years on
a complex and interesting topic. Much of this research has been devoted to the
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research works of 5G-enabled IoT requirements. The requirements for the 5G
network are standardized in the 3GPP recommendation.

The high demands of market participants in the 5G network are not as clear as
the 3GPP recommendation. Even though high-level demands were collected from
a variety of sources, one of the previous standards created for these requirements
was the ITU-R M.2083-0. In describing the key features of the various applications
of 5G-based IoT in industrial automation, this standard first identified three major
communication technologies: eMBB, URLLC, and mMTC. There are a number
of technical requirements for a 5G network, which are distributed across these
technologies. In this case, the basic requirements for eMBB include all the
requirements for the 5G network and include connection density, latency, mobility,
spectrum efficiency, user-experienced data rate, peak data rate, area traffic capacity,
and network energy efficiency. The high requirements for URLLC include only
two of them, mobility and delay. mMTC, like URLLC, meets only two basic
requirements for a 5G network: network energy efficiency and connection capacity
[4]. Of course, these technologies must meet other requirements in the network, but
the demand for them is relatively low.

Among these requirements, we will identify the most important requirements for
IoT systems. They include:

• High data rate: Requires a speed higher than 25 Mbit/s to ensure the performance
of future applications of IoT, such as VR/AR, high-definition video streaming,
etc. [7].

• High coverage: 5G-based IoT requires high regional coverage over NFV for
increase network expansion.

• Very low delay time: 5G-based IoT applications, such as AR, sensitive Internet,
video games, etc., require less than 1 ms latency.

• Sustainability of reliability: 5G-based IoT systems require enhanced coverage
and delivery efficiency to users of IoT applications and devices.

• Security: IoT technology in the near future will differ from the general security
strategy designed for mobile payments and digital wallet applications, connec-
tion, and user privacy protection (e.g., blockchain technology), and 5G-enabled
IoT requires an enhanced security strategy across the network.

• Connection density: In 5G-IoT, a large number of devices are connected to each
other, for which 5G must support successful message delivery in a specific time
and region.

• Mobility: 5G-enabled IoT should support a large number of devices while
providing high mobility connectivity.

• Long lifetime of battery capacity: Low-power energy solutions are required by
this scenario to support billions of low-cost and low-power devices used into
5G-enabled IoT networks.

Modern IoT technologies involve uploading and storing all the resources created
with IoT in the cloud, which are processed via cloud servers to retrieve beneficial
data using analysis methods [21, 24]. The characteristics of the 5G network and IoT
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Fig. 8.8 5G-enabled IoT requirements and capabilities for industrial automation

system requirements for industry automation mentioned above are summarized in
Fig. 8.8.

Compared with eMBB, massive IoT or mMTC does not have high throughput,
but can provide connection of more than one million end devices per 1 km2 on
connection density requirement. As can be seen from the examples of eMBB
connection types in Table 8.5, this is close to the broadband connection requirements
in a user-dense area (500,000 users per 1 km2).

Requirements of IoT applications in industrial automation are emerging for
a high level of security, real-time operation (low latency), system integrity and
interoperability, engineering and efficient deployment, and maintenance.

TS 22.104 recommendation of 3GPP described in detail the requirements for
cyber-physical control applications in vertical areas. The detailed level of this
quasi-standard should be grounded, i.e., the standardized values for high reliability
(between 99.999% and 99.999999%), latency (0.5–500 ms at different connec-
tions), and long-term reliability (average failure time between 1 day to 10 years)
should ensure the widespread use of 5G. This recommendation involves different
requirements for both periodic and nonperiodic deterministic (or nondeterministic)
communication, time synchronization, mixed traffic, network operations, and posi-
tioning. The requirements are also developed on the basis of the types of connections
and cover the various uses of future industry in enterprises, central power genera-
tion, power distribution, as well as medical and hospital institutions (in particular
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Table 8.5 Data speed and density requirements for different broadband connection types [4]

Scenario UE speed
Capacity area
traffic Experienced data rate

Overall user
density

High-speed
vehicle

Passengers in
vehicles (max.
250 km/h)

50 Gbps/vehicle
100 Gbps/vehicle

25 Mbps50 Mbps 4000/vehicle

Airplanes
connectivity

Passengers in
airplanes
(max.
1000 km/h)

600 Mbps/plane
1.2 Gbps/plane

7.5 Mbps15 Mbps 400/plane

High-speed train Passengers in
trains (max.
500 km/h)

7.5 Gbps/train
15 Gbps/train

25 Mbps50 Mbps 1000/train

Indoor hotspot Pedestrians 2 Tbps/km2

15 Tbps/km2
500 Mpps1 Gbps 250,000/km2

Broadband access
in a crowd

Pedestrians 7.5 Tbps/km2

3.75 Tbps/km2
50 Mbps25 Mbps 500,000/km2

Urban macro Passenger in
vehicles and
pedestrians
(max.
120 km/h)

50 Gbps/km2

100 Gbps/km2
25 Mbps50 Mbps 10,000/km2

clear requirements for robotic surgery). In addition, “vehicle-to-everything (V2X)”
technology in the industry sector is also expected to require a large amount of 5G
network resources, and the relevant requirements for this technology are detailed in
TS 22.186 recommendation of 3GPP. Likewise, although railway communications
have critical requirements developed in TS 22.289 recommendation of 3GPP, there
is little interest by researchers in the specific problems of this transport sector [38].
The requirements and technical capabilities set for 5G technology determine that
the industry has the full potential for automation. The latest recommendation named
“Service Requirements for 5G” is illuminated in 3GPP TS 22.261 recommendation.
It outlines 32 types of performance requirements, key capabilities, as well as supply
and security aspects.

Important IoT-related opportunities in the process of industrial automation
include:

• Disassembly of the network
• User environment efficiency
• Resource efficiency (IoT mass operations capabilities, IoT management capabil-

ities)
• Use of network capabilities
• QoS, priority, and policy management
• Monitoring of QoS (especially for vertical automation communication, URLLC,

and eV2X services)
• Energy efficiency
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• Services of location
• Nongovernmental networks
• Cyber-physical management applications by vertical areas

These include low latency, high traffic density, high reliability, high-capacity
IoT traffic, high location detection, and key performance indicators for network-
connected user equipment (UE) in a 5G system according to TS 22.261 [38]. The
current objective measurements and key performance indicators are specified in the
various tables placed in Recommendation TS 22.261 [3].

For 5G mobile network, high levels of reliability are critical, as this is a key
distinctive characteristic when compared to architectures that use an unlicensed
radio spectrum or preexisting evolved heterogeneous networks. An extensive
research network on the high reliability of 5G solves the efficiency problems of
the existing communication network such as reliability, bandwidth, and standby
time. Providing high reliability for new 5G services will actually be higher when
the geographically distributed system emerges. The complexity is that all known
problems related to networks with a wide area occur, and they affect the performance
of applications. In this context, the use of blockchain technology in 5G-based IoT
systems in industrial automation on reliability and data privacy requirements can
overcome such problems.

6 Existing Technologies Used in 5G-Based IoT for Industrial
Automation

This section summarizes the available technologies to help describe, identify,
isolate, and generalize 5G and IoT networks designed for industrial automation.
It is important to study and implement such technologies, as they help to conduct
research in this area, implement it, and then direct it to a new area.

6.1 Existing Technologies for 5G, IoT, and 5G-Enabled IoT for
Industrial Automation

For 5G, its core application management technologies are not entirely new.
Although the 5G network is considered a generational change, it is being
promoted as an idea for the development of previous-generation wireless
communications. Therefore, many aspects of 5G have their technological and
technical characteristics, which are the basis of previous and current technologies
[5, 39]. However, the new generation and currently evolving technologies may not
be supported for older communication standards, but they are the main driving force
for 5G.
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Among the emerging technologies, 5G, IoT, and some of the most suitable for
5G-based IoT in industrial automation are categorized and discussed in Table 8.6.
However, in Table 8.6, the key technologies available in 5G networks, IoT systems,
and 5G-based IoT applications for industrial automation are classified and identified
in a number of ways.

It should be noted that for 5G, IoT, and 5G-based IoT, each of the above-
mentioned available technologies has a broad concept, and a large amount of
research is being conducted on them. A very important job in them is to actually
develop projects that combine their strengths with each other to achieve the goal of
industrial automation and the tasks set. The following explores the possibilities of
integrating Blockchain technology with existing technologies used in 5G-based IoT
for industrial automation.

6.2 Blockchain for Key Technologies of 5G-Based IoT

By analyzing the research work, the blockchain is mainly found to be able to
cooperate with the core technologies of 5G-based IoT in industrial automation,
which includes the abovementioned cloud computing, edge computing, SDN, NFV,
network separation, and M2M/D2D communications. Therefore, in addition to
this section, we will briefly focus on the integration of existing technologies of
blockchain and 5G-based IoT in industrial automation [8].

A. Blockchain for cloud computing (or Cloud RAN) In the last decade, cloud
computing has received a lot of attention due to its unlimited storage and com-
puting power, which provides efficient and powerful services with minimal control
power. Currently, the blockchain has been explored and introduced into the cloud
computing system to effectively address security issues in 5G networks based on
cloud. In doing so, the blockchain plays an important role, such as ensuring the
reliability and security of cloud data in the 5G network. It is used to create a
verification platform among blockchain, BBU (baseband unit) system, IoT devices,
and industry network, where user login data is permanently saved in the chain;
however, user authentication is done automatically through smart contracts. There
was a double increase in the use of blockchain in 5G cloud computing networks.
It also uses smart contracts and blockchains to test data security in cloud-centric
IoT systems. Blockchain enters the cloud computing system to create a complete
security network, there IoT metadata is saved in the blockchain, and real data is
stored in cloud storage, which provides extensive coverage for densely packed IoT
devices.

B. Blockchain for MEC MEC has emerged as a promising technology to improve
cloud computing capabilities and expand 5G network services. Edge computing is
also known as mobile cloud, fog computing, or cloud. Edge computing, like cloud
paradigm, can offer a range of computing services with capabilities for data storage,
task processing, QoS improvements, and heterogeneity support. The distributed
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Table 8.6 Existing technology categories addressed to industrial automation

Technologies
Categories Types Definitions

5G Heterogeneous
network

In order to expand the capabilities of mobile
communication using the heterogeneous network, 5G
mobile network will be able to get and provide
simultaneously two/more network configurations, network
architectures, radio connection technologies, base stations,
standards, user requirements, data transmission solutions,
and more

Cooperative
diversity and
relaying

Cooperative diversity offers ways to implement improved
wireless channels for 5G. This provides the “virtual” to a
significant level by multiplying the number of users
working together, named relays or nodes, to form a
multi-input, multi-output (MIMO) order, thus increasing
the likelihood of diversity among distributed users

Massive MIMO
and beamforming

Numerous additional antennas have been included in the
network to help direct energy to small areas of the
environment using massive MIMO and improved irradiance
capabilities, providing a large amount of improvements in
throughput and radiant energy efficiency through this
method

Cognitive radio
networks (CRN)

As there is a growing interest in CRN in 5G and
next-generation networks, it is expected that the spectrum
problem will be addressed by providing access and use of
dynamic spectrum for such networks. Using CRN in 5G
significantly solves the spectrum problem

Cloud computing Large amounts of data that need to be generated and
transmitted in a short period of time must first be stored in
the cloud and processed in it. For example, many
technologies such as 5G-based AGV, AR/VR, and video
streaming rely on cloud computing

Non-orthogonal
multiple access
(NOMA)

Recent work has rated NOMA as the most efficient
technology to provide access to 5G. Because it is a solution
to the problem of allocating individual channels, it allows
to provide communication sources to several users at the
same time through disproportionate use methods

IoT Embedded system
technology

Embedded system technology is the basis of IoT and is
present in the structural structure of all devices located in
its facilities. It includes sensor technology, computer
hardware and software, electronic technology applications,
etc. in the production of smart IoT objects

Network
communication
technology

Sensors must be able to transmit signals about an object,
communicate with each other, or communicate over a
network. Wi-Fi, ZigBee, Bluetooth, ultra-broadband, and
other common network communication technologies are
essential tools for efficient operation of sensors in IoT
applications

Radio-frequency
identification

RFID radio waves are used to detect and track elements in
real time to ensure the identification of various IoT objects

(continued)
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Table 8.6 (continued)

Technologies
Categories Types Definitions

Sensor technology Sensors play an important role in bridging the gap between
the physical and the information environment. Sensors are
typically located in IoT facilities and receive and collect
data from the environment, generate and process data, or
keep the situation informed

5G-enabled
IoT for
industrial
automatiza-
tion

Device-to-device D2D notes to a method of establishing a direct connection
between two peer nodes. In a D2D communication
network, each node is automatically routed and creates a
more flexible connection, so that data exchange takes place
without the use of additional resources of the base station,
which significantly improves the use of network resources

Machine-to-
machine/man

In a general sense, M2M stands for machine-to-machine,
man-to-machine, machine-to-man, and machine-to-mobile
network connectivity. M2M is not limited to data exchange,
but aims to provide a continuous intelligent connection
between people, machine, and system

Big data Making smart decisions based on big data production is an
important indicator of CPMS intellectualization. Using this
technology, it is possible to obtain data at the stage of
product design, production, assembly, and logistics with 5G
communication technology and modern sensor systems

Service-oriented
manufacturing

Based on real-time data on heterogeneous factors in
shop-floor and service encapsulation samples, various
manufacturing sources in the industry include hardware
sources (e.g., machine tools, forging equipment, computing
hardware) and software sources (e.g., model, data,
software)

Mobile edge
computing (MEC)

Compared to cloud computing, which performs a large
amount of data analysis and data management process in an
embedded centralized computing resource plane, mobile
edge computing is a physical processing method close to
the industry in which production data is generated

Cloud computing
technology

Big data of industry including production equipment status
parameters, production process data, order data, product
quality data, production process data, and thousands of
other processes are loaded into the cloud via 5G wireless
communication network and computing in it. With the help
of cloud technology, the reliability of such important data is
strengthened

Network
functions
virtualization
(NFV)

It can be used to support smart manufacturing in a variety
of ways. With this technology, it is possible not only to use
a fully virtualized smart industry but also to reduce the
interconnection and configuration time of machines and
increase the efficiency of large-volume reservations.
However, NFV technology can simplify the collection and
analysis of machine data

(continued)
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Table 8.6 (continued)

Technologies
Categories Types Definitions

Network slicing This technology has been validated in three different use
cases, which clearly demonstrate the advantages of the
following solution: remote control of industrial production,
remote equipment maintenance, and dynamic industrial
production. Network slicing technology can also be used in
AGVs

Software-defined
networking
(SDN)

This technology has aroused great interest in recent years
and has been adopted as a mainstay of 5G networks. At the
same time, SDN is being touted as a smart network
architecture designed to increase the programming and
flexibility of networks

structure of edge computing also offers advantages ranging from a variety of
computing services to a reduction in network management complexity resulting
from a sharp increase in IoT devices and rapid growth in demand for 5G services.
However, its safety is an important issue. The data exchange of 5G services can
be weak to cyber attacks in a dynamic peak computing environment (e.g., attacks
such as network congestion, information theft, denial of services, etc.). In addition,
the configuration and setting data provided by edge service providers (ESPs) must
be reliable and protected, but in reality, the MEC system cannot fully meet this
requirement due to its high dynamics and transparency. Another challenging issue
is to ensure the confidentiality and integrity of 5G heterogeneous information from
external sources. The existing modern blockchain architecture emerged as a solution
to problems such as the confidentiality and reliability of data in a network that could
be encountered [20, 40].

The same decentralized characteristics of MEC and blockchain technologies built
on networking, data storage systems, computing, and communications ensure that
their combination is in a natural state. Recent research has shown that the use of
blockchain technology in edge computing systems can support a number of security
and management services. In fact, blockchain can be used to optimize the network
capability of edge networks. Overall, as shown in Fig. 8.9, blockchains can support
5G-based IoT services for industrial applications in three main areas: network,
storage system, and computing.

C. Blockchain for SDN The basic concept of SDN is to separate the control
level outside the network and provide external data management through a logical
software control tool that provides common access between various components
of HetNet. The construction of this project not just offers new construction, usage
options, and management, although it also enables efficient delivery of user services
while making more efficient use of network resources. According to the 5G concept,
SDNs are designed to program connection services produced by 5G networks, in
which traffic can be dynamically routed and managed, which allows for maximum
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Fig. 8.9 Blockchain architecture in edge computing technology for 5G-based IoT services

efficiency. However, despite the advantages of this network technology, there are
some challenges with outdated solutions, particularly in terms of security, flexibility,
and coverage [8] (Fig. 8.10).

To overcome these shortcomings in the SDN architecture, many studies suggest
blockchain as a decentralized security solution for SDN. Message and transactions
obtained from the blockchain can be allocated with the administrator via special
keys. Every SDN management device has a dedicated transfer key obtained from the
blockchain and is used to send and receive data. Importantly, a hierarchical structure
based on the blockchain can effectively solve coverage. The integration of the
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Fig. 8.10 Blockchain-based SDN architecture for 5G-enabled IoT

blockchain into SDN technology is expected to eliminate agents for authentication,
reduce the cost of the transaction, and create global access to each user.

D. Blockchain for NFV NFV is a network architecture concept standardized
by the ETSI that uses standard equipment to deploy different standalone and
software components of network. NFV mainly covers three principal architectural
parts: management and network orchestration (MANO), the network functions
virtualization infrastructure (NFVI), and the virtual network functions (VNFs).
MANO includes the life cycle management and regulatory process of the software
and physical resources, NFVI supports the implementation of VNFs, and VNFs are
running in NFVI. NFVs perform network functions (NF) virtually by allocating
virtualized gateways, virtualized firewalls, as well as virtualized components of
the network that provide flexible networking functions, as well as hardware (e.g.„
gateways, firewalls), to support the functions that run on them. At the same time,
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Fig. 8.11 NFV and blockchain integration architecture

the virtualization of network functionality and the creation of a chain of service
functions cause new security challenges [41].

In NFVs, virtualization servers can perform separate system operations, such as
migrating virtual machines (VMs) or allocating resources using regulated protocols,
and VMs can also offer special functions. Furthermore, currently, communication
security among the regulator and the physical mechanisms is a major issue. In fact,
this architecture is very sensitive to attacks that occur for a variety of reasons. VMs
can be created by hackers to run on a server and can also be used to perform external
attacks to reject service. In addition, internal attacks by VMs are another problem
that negatively affects data integrity and privacy.

In such problematic issues, blockchain has developed as an effective tool to
overcome these challenges. By its originality, non-rejection, and integrity feature,
the blockchain may simplify NFV networks in three main ways. Firstly, the
blockchain allows for better regulation of VNF services and the implementation
of reliable, easy, and flexible management for network management. Secondly,
the blockchain protects the delivery of network functions and the integrity of the
system from internal attacks and external threats, i.e., detrimental DoS attacks
and VM modifications. Finally, blockchain can accomplish verification of data and
monitoring of system status while networking connection. In the figure below, we
can see the architecture of using blockchain to solve the above problems of NFV for
5G-based IoT systems [8].

The BSec-NFVO architecture shown in Fig. 8.11 consists of three main modules:
a visualization module (VM), an orchestration module (OM), and a blockchain
module (BM). VM provides an interface between users, NFV, and service function
chaining (SFC) services. OM executes instructions delivered by users through a
visual module. BM checks and validates operations before they are performed by
OM. By continuously recording all the instructions that govern the service chains
activated by the proposed architecture blocking network, the validity, integrity, and
non-rejection of instructions that ensure data validation and tracking in a multiuser
and multi-domain NFV environment are guaranteed.
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E. Blockchain for network slicing 5G technology offers a whole new shape for
networks to integrate IoT network management. To support different models of
IoT systems, 5G relies on the idea of network slicing. This allows operators to
allocate their networks to particular applications and services such as industrial
automation applications, smart factory, smart home, or transportation. In addition,
network slicing leads to a number of security problems, including security threats
in network slices and resource allocation among segments of intersection between
domains [46].

In such problems, blockchain technology can create big possibilities for 5G
cross-slice management security. Blockchain may be used to create a safe end-to-
end network slice and allow network slice providers to manage their resources. The
blockchain is used to create a mediation mechanism across the network slices to
ensure secure and personal agreements between isolated network layer supplier and
a resource provider for 5G services. When a network slice supplier sends or receives
a request to set up a slice from end to end, it sends it to the blockchain to track and
distribute the process. Smart contracts have been developed to support the placement
of small slice components, called slice smart contracts (SSCs), where each SSC
identifies the resources required for a small slice. In this way, resource suppliers can
trade resources under contracts with small slice components. All information related
to the placement of additional small slice is permanently stored in an authorized
blockchain managed by the network slicing provider. The use of technology based
on blockchain not only attaches security capabilities but also supports accountability
and privacy in network slicing.

F. Blockchain for M2M/D2D communication The sharp increase in 5G mobile
data traffic has increased the requirement for high-level connectivity services.
M2M/D2D communication technology is one such service in the 5G network.
Conceptually, M2M/D2D connections represent the type of technology which
allows mobile devices/machines (e.g., smartphones, tablets, etc.) to communicate
directly with each other without an access point or a core network of mobile
infrastructure. M2M/D2D uses device connection compatibility to make efficient
use of available resources, which improves overall system throughput, reduces
communication interruptions, and reduces power consumption and traffic load [45].
Thus, the M2M/D2D connection can promote new “peer-to-peer” and “location-
based” services and applications, making it compatible with next-generation 5G
mobile network services.

Furthermore, direct communication among mobile devices makes new difficul-
ties for M2M/D2D-based 5G in terms of network management, security, and loss
of performance. Indeed, data exchange between devices can be at risk of data
transmission due to various threats in the unreliable environment of M2M/D2D.
In addition, M2M/D2D devices have a high level of unreliability, and if the network
does not have an authentication mechanism, illegal access to resources on the servers
will be possible. In addition, existing M2M/D2D architectures rely on external
management to allow data access and require authentication during D2D/M2M
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Fig. 8.12 Blockchain integration architecture for D2D/M2M communication technology

communication, which can lead to unnecessary communication interruptions and
degrade the overall performance of the network [20] (Fig. 8.12).

In particular, the blockchain demonstrates its effectiveness in providing the
required solution, that is, allowing users with caching capability to store and
share content with other mobile devices via M2M/D2D to ensure better content
sharing between mobile devices. Besides, blockchain technology is used to develop
a security mechanism using the consensus protocol to ensure the authenticity of
channel status information (CSI) of mobile users under the M2M/D2D mobile
network [20, 44]. The M2M/D2D network, based on the blockchain agreement,
consists of mobile users and two blockchains: an integrity chain (I-chain) and a
fraud chain (F-chain). Mobile users can verify and confirm received CSI messages
for share and storage through a mutual agreement mechanism before signing and
adding to a decentralized ledger. Research on this technology also concludes that
a blockchain-based approach has the potential to significantly increase spectral
efficiency while providing effective CSI authentication services for M2M/D2D
networks [8].

7 Solutions for Using 5G-Based IoT in Industrial Automation

As mentioned above, 5G and IoT together are a new generation technology that is
already known for managing emerging communications and connectivity networks.
This means that the expected speed, reliability, and access capabilities for both
5G and IoT are very high. Effective maintenance of these technologies requires
a large number of resources (e.g., transmission power, spectrum, bandwidth, time
interval, data transfer rate, memory, processor, energy power, etc.) and readiness to
make them work and achieve the expected results. However, the network may not
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always meet this requirement, because the resources to manage real-world wireless
technology are usually limited and/or very limited. Many studies have pointed out
that limited resource use is a major obstacle to the implementation of modern
and promising telecommunications paradigms. The fact that there are resources
available to achieve the 5G and IoT goals is a major problem with these technologies
[5].

Research is underway to develop appropriate RA and resource management
models/schemes for 5G and IoT in order to limit resource problems in the net-
work. The RA solution in communication networks describes the mechanisms for
achieving the highest productivity for networks, thereby eliminating the problem of
resource constraint. The goal of RA in 5G-based IoT is to effectively coordinate the
allocation and use of limited resources to achieve the overall efficient performance
of these networks. The availability of resources in 5G-based IoT applications and
approaches to addressing existing usage limitations are very diverse, and there
may not be an approach that is appropriate for all applications to address resource
management issues. This section analyzes the various methods and/or approaches
developed and used to solve RA problems in 5G-based IoT applications. Identified
resource management solutions are classified and categorized. The advantages
and disadvantages of different approaches are highlighted, and ideas for practical
solutions are put forward. At the same time, Blockchain technology, one of the new
solutions for resource management, has been studied, and the effectiveness of the
use of its solutions in the implementation of resource allocation has been clearly
demonstrated.

7.1 Classification of RA Optimization Solutions in 5G and IoT
for Industrial Automatization

There are many optimization solutions that are well organized and well documented
to solve resource allocation problems. However, the specific features and scope of
5G-based IoT do not allow direct application of traditional optimization techniques,
so RA problems in 5G-based IoT applications require the development of clear and
effective optimization solutions. It should be noted that optimization methods by
making the necessary changes or adaptations can also be used to solve RA problems
in 5G-based IoTs. The research in this section analyzes various optimization
solutions designed to solve RA problems in 5G-based IoT applications. The
following describes the various solutions and optimization methods used directly
or by any adaptation method in solving RA problems in 5G-based IoT applications
[5].

A. Classical Optimization Another method of optimization that is widely used
in the development and solution of RA problems in 5G-based IoT applications
is classical optimization. In classical optimization, RA problems in 5G-based
IoT applications are identified and solved using efficiently organized optimization
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methods such as linear programming and convex optimization. The identified
problems of RA fit perfectly into one or more of these classic optimization solutions,
so they can be easily solved by making a few modifications as possible.

There are a number of research studies that use classical optimization in solving
RA problems in 5G-based IoTs. In one of these research studies, for 5G networks,
multiple non-orthogonal access schemes are recommended for a multiuser access
scheme that corresponds to the typical OFDM scheme used in LTE/Advanced-
LTE [42]. The RA problem identified in it was solved by Lagrange’s classical
optimization solution of dual and dynamic programming.

B. Self-Optimization Many researchers point out that due to the complexity and
wide usage of 5G-based IoT networks, the most appropriate optimization method
for their RA problems is self-optimization. With self-optimization, each device
(or user) is able to optimize its resources to provide the required services and
improve the overall interests of the larger network [5]. In general, a self-optimization
solution for IoT helps to shift the focus from the design and placement of one
or more autonomous elements to a large complex ecosystem of the elements
network. Additional functions and system computing are often used in distributed
autonomous computing systems to achieve self-optimization. Self-optimization in
achieving the desired experience quality in a 5G network requires a switch on of
these devices. Furthermore, neural networks can be used in 5G applications as an
effective method of adaptive assessment of the quality perceived by users or user
devices and self-optimization.

Self-optimization is studied in IoT as a solution to the problem of integration
and management of various large-scale heterogeneous networks that combine IoT,
which is one of the main problems of RA. For example, the control system of a
network of self-optimizing sensors will be able to automatically adjust itself with
saving energy at the same time. Such an advanced management system needs
to be flexible and robustly built to withstand significant structural changes. The
development of such management systems is critical to creating an effective IoT
network and solving future problems. RA problems using self-optimization methods
are an important positive step in realizing the benefits of IoT.

C. Heuristics and Meta-heuristics Optimization Heuristic and meta-heuristic
solutions have been widely used in solving RA problems in 5G-based IoT appli-
cations. The heuristic solution does not have to have scientific or analytical
conclusions, only the logical basis for solving certain problems in 5G-based IoT.
A meta-heuristic solution is used for problems where multiple local “optimal”
solutions can be found for a particular RA problem. Although heuristic and
meta-heuristic solutions often offer only small optimal solutions, they are usually
implemented in a much shorter time interval and with the complexity of computing
networks, even in large networks. Therefore, heuristic and meta-heuristic optimiza-
tion methods have been widely used in solving RA problems.

In particular, objects in IoT need to present their resources in a very flexible way.
For example, one of the studies on this topic [43] proposes a distributed optimization
protocol based on a consensus algorithm to solve the problem of resource allocation



216 K. Khujamatov et al.

and management in heterogeneous networks of IoT. In the proposed protocol, an
IoT technology was created in which nodes containing the same IoT functions had
to regulate their buffer capture and frequency functions. The study showed that
using the proposed protocol, the network can move to an equally distributed solution
of resources between clusters and nodes, thereby significantly improving network
performance.

D.Multi-objective Optimization In multipurpose optimization, the problem usually
involves a series of goals that need to be accomplished at the same time. Sometimes
these goals conflict with each other, resulting in the RA problem being complicated
and difficult to solve. For example, in 5G, the goal of the RA problem may be to
simultaneously minimize data transmission time, minimize the power required to
transmit that data, and at the same time increase the total amount of data transmitted
over a specified time interval. These goals are contradictory, as minimizing power
and increasing data transfer at the same time is a challenge. Multipurpose optimiza-
tion methods are used to solve this type of problem.

Table 8.7 summarizes the optimization solutions discussed above for resource
allocation and management in 5G-based IoT applications.

This table shows the available solutions for optimizing resource allocation for
5G-based IoT networks and its application to various applications through a brief
systematized review. These brief conclusions can be used to distinguish and apply
such solutions to industrial automation applications.

7.2 Blockchain Solution of Resource Allocation in 5G and IoT
for Industrial Purposes

Mobile resource (i.e., computing, memory, storage, channel, and bandwidth) is
one of the most popular services in 5G networks. The growing diversity of 5G
network services is creating unprecedented levels of complexity in mobile resource
management [44]. Edge/cloud computing in 5G networks should save resources to
meet the growing needs of long-term mobile users and allocate computing capacity
to ensure efficient data processing. In virtualized networks, single-layer VNFs
can have different sources, namely, CP, bandwidth, memory, and storage system,
depending on their user and function requirements.

The resource needs of layers of the same functional type may be different because
they serve different mobile users. For example, a provider may use multiple IoT
layers dedicated to each specific application. Implementing an optimal allocation to
a 5G-based IoT network is a very important task in such situations where different
resource capabilities and the necessity for different resources are present. The main
thing is that the current resource management architecture relies mainly on a central
authority that performs resource allocation and user access control, but such models
remain the risk of damage of the one side and safety of the other side. In addition,
the tracking capability of existing resource allocation systems is very weak, so this



8 Existing Technologies and Solutions in 5G-Enabled IoT for Industrial Automation 217

Table 8.7 Optimization solution summary for RA 5G-enabled IoT applications

№ Categories Examples Drawbacks Features

1 Classical
optimization

Linear
programming,
convex
programming, etc.

Proving the convection
of problems can be a
complex task, and many
problems do not fit into
any classical model of
optimization

It has optimal solutions,
and such solutions can
serve as a frame for
solutions identified on
the basis of other
approaches

2 Self-
optimization

Intelligent
controlling traffic
lights, optimal
mapping between
applications and
resources in the
WSN, smart data
flow through
network, etc.

Its implementation is
difficult due to the
complexity of IoT
systems operating on
the basis of 5G
It can be difficult to
manage the right
balance between rapid
system change and the
ability of individual
users to access
resources

An optional object uses
auxiliary functions and
systematic computing
capabilities in
optimizing its resources

3 Heuristics and
meta-heuristics

Greedy
algorithms,
genetic
algorithms, etc.

In most cases offers
lower optimal solutions
It may not have
solutions or may not be
specific to the problem

Offers quick solutions,
works effectively with
big problems, has the
high ability to apply in
practice

4 Multi-objective
optimization

Cooperative and
noncooperative
game, Nash
bargaining, etc.

Solution models can be
complex and analytical
modeling of solutions
are usually difficult to
achieve

Good with problems
that have multiple
objectives, uses ideas
from game theory

leads to the disruption of common resources as a result of various attacks or illegal
use by malicious users. All of these issues need to be addressed effectively before
5G services can be implemented in applications.

Blockchains are recognized by scientists as a highly effective solution for
solving the above problems and managing resources. The use of blockchain makes
distributed resource allocation an effective solution for service providers as well as
mobile users/devices. Blockchain simplifies the concept of resource allocation and
management while preserving important features of the core network and providing
strong security. For example, blockchain can be used in VNFs to implement the
allocation of trusted resources that meet user requests in various circumstances,
such as user demand, the price [8, 45]. In addition, smart contracts in the blockchain,
integrated to create an auction scheme, allow users to implement an optimal resource
allocation based on transparency in a dynamic mobile environment.

In 5G-based IoT networks, edge computing plays an important role in improving
the QoS of mobile services due to its low-latency and fast computing capabilities.
Blockchain is used to develop a decentralized resource allocation architecture,
which is an effective solution in terms of latency and service speed of a centralized
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architecture. When providing IoT data adaptive computing services, resource
allocation must be dynamically adjusted without any centralized management to
maintain high QoS. Blockchain is very responsive to such scenarios and requires the
use of distributed ledgers to update resource information automatically and reliably.
In the condition of a lack of resources in the network, a coefficient calculation
model may be required to support low-capacity devices [8, 46]. In this context, the
blockchain is effective for ensuring reliable resource exchange between edge nodes.
Resource requirements can be verified through smart contracts with an access policy
without going through strictly centralized control, which reduces resource-sharing
time.

8 Conclusion

5G and IoT technologies are a widely used approach in modern industrial automa-
tion applications, including promising communication standards and new com-
puting systems in the near future. Both of these network technologies have great
potential to help create an interconnected and highly functional digital world. This
paper has analyzed the prospects of 5G-based IoT networks used for industrial
automation and has explored their technical software capabilities as required by
modern applications and technologies. The study has examined the integration of
5G-based IoT networks into the field of industrial automation, their architecture,
existing technologies used in them, and blockchain technology, which plays a
key role in ensuring the security and reliability of these technologies, and the
optimization methods used in the solution of resource allocation problems and the
importance of blockchain technology have been discussed.

The key challenge is to use their limited and/or limited resources efficiently
to provide autonomous industrial applications, reliable and high-level wireless
communications, and computer and Internet services within the maximum demand.
Therefore, it is important to study enough models to solve their resource allocation
and management problems, and such research is currently underway. In such
research, optimization approaches to resource allocation are studied and explored.
The approaches have been classified according to their best characteristics. In
addition, the strengths and weaknesses of resource allocation optimization solutions
have been discussed. Based on this, recommendations have been made on the
selection of current RA optimization solutions for 5G-based IoT networks in
industrial automation that require in-depth research and based on the high efficiency
of blockchain technology for resource management. According to the results of the
study, resource management can significantly improve the use of resources in the
network and the overall performance of 5G and IoT networks.



8 Existing Technologies and Solutions in 5G-Enabled IoT for Industrial Automation 219

References

1. S. Li, L. Da Xu, S. Zhao, 5G internet of things: A survey. J. Ind. Inf. Integr. 10, 1–9 (2018).
https://doi.org/10.1016/j.jii.2018.01.005

2. J. Cheng, W. Chen, F. Tao, C.-L. Lin, Industrial IoT in 5G environment towards smart
manufacturing. J. Ind. Inf. Integr. 10, 10–19 (2018). https://doi.org/10.1016/j.jii.2018.04.001

3. H. Fattah, 5G LTE Narrowband Internet of Things (NB-IoT) (Handbook) (CRC Press/Taylor
& Francis Group, London/New York, 2019), p. 240. ISBN-13: 978-1-138-31760-4

4. P. Varga, J. Peto, A. Franko, D. Balla, D. Haja, F. Janky, G. Soos, D. Ficzere, M. Maliosz, L.
Toka, 5G support for industrial IoT applications – Challenges, solutions, and research gaps.
Sensors 20, 828 (2020). https://doi.org/10.3390/s20030828

5. B.S. Awoyemi, A.S. Alfa, B.T. Maharaj, Resource Optimisation in 5G and Internet-of-Things
Networking (Part of Springer Nature, 2020), pp. 1–32. https://doi.org/10.1007/s11277-019-
07010-9

6. S. Ludwig, M. Karrenbauer, A. Fellan, H.D. Schotten, H. Buhr et al., A 5G Architecture for the
Factory of the Future (IEEE, 2018), pp. 1–8. arXiv:1809.09396v1

7. G.A. Akpakwu, B.J. Silva, G.P. Hancke, A.M. Abu-Mahfouz, A survey on 5G networks for the
Internet of Things: Communication technologies and challenges. IEEE Access, 1–28 (2017).
https://doi.org/10.1109/ACCESS.2017.2779844

8. D.C. Nguyen, P.N. Pathirana, M. Ding, A. Seneviratne, Blockchain for 5G and beyond
networks: A State of the Art Survey. IEEE Commun. Surv. Tutor. 2019, pp. 1–45.
arXiv:1912.05062v1

9. T. Hewa, A. Kalla, A. Nag, M. Ylianttila, M. Liyanage, Blockchain for 5G and IoT:
Opportunities and challenges. Conference Paper, 2020, pp. 1–8

10. S. Kumar, G. Gupta, K.R. Singh, 5G: Revolution of future communication technology, in
International Conference on Green Computing and Internet of Things (ICGCloT), (IEEE,
2015), pp. 143–147

11. F. Hu, Opportunities in 5G Networks. A Research and Development Perspective (CRC
Press/Taylor & Francis Group, London/New York, 2016), p. 538. ISBN-13: 978-1-4987-3955-
9

12. E. O’Connell, D. Moore, T. Newe, Challenges associated with implementing 5G in manufac-
turing. Telecom 1, 48–67 (2020). https://doi.org/10.3390/telecom1010005

13. B. Mathieu, C. Westphal, P. Truong, Towards the Usage of CCN for IoT Networks (Springer
International Publishing, Switzerland, 2016), pp. 3–24. https://doi.org/10.1007/978-3-319-
30913-2_1

14. F. Tao, Q. Qi, New IT driven service-oriented smart manufacturing: Framework and charac-
teristics. IEEE Trans. Syst. Man Cybern. Syst. 49(1), 81–91 (2017). https://doi.org/10.1109/
TSMC.2017.2723764

15. J. Lee, B. Bagheri, H.A. Kao, A cyber-physical systems architecture for industry 4.0-based
manufacturing systems. Manuf. Lett. 3, 18–23 (2015)

16. G.A. Akpakwu et al., A survey on 5g networks for the internet of things: Communication
technologies and challenges. IEEE Access 6, 3619–3647 (2017)

17. BLE, Smart bluetooth low energy. [Online]: Availability: http://www.bluetooth.com/Pages/
Bluetooth-Smart.aspx

18. W. Al-Saqaf, N. Seidler, Blockchain technology for social impact: Opportunities and chal-
lenges ahead. J. Cyber Policy 2(3), 338–354 (2017)

19. M.T. Hammi, B. Hammi, P. Bellot, A. Serhrouchni, Bubbles of trust: A decentralized
Blockchain-based authentication system for IoT. Comput. Secur. 78, 126–142 (2018)

20. I. Mistry, S. Tanwar, S. Tyagi, N. Kumar, Blockchain for 5G enabled IoT for industrial
automation: A systematic review, solutions, and challenges. Mech. Syst. Signal Process. 135,
106382 (2020)

21. K.E. Khujamatov, D.T. Khasanov, E.N. Reypnazarov, Modeling and research of automatic
sun tracking system on the bases of IoT and Arduino UNO, in International Conference on

http://dx.doi.org/10.1016/j.jii.2018.01.005
http://dx.doi.org/10.1016/j.jii.2018.04.001
http://dx.doi.org/10.3390/s20030828
http://dx.doi.org/10.1007/s11277-019-07010-9
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.3390/telecom1010005
http://dx.doi.org/10.1007/978-3-319-30913-2_1
http://dx.doi.org/10.1109/TSMC.2017.2723764
http://www.bluetooth.com/Pages/Bluetooth-Smart.aspx


220 K. Khujamatov et al.

Information Science and Communications Technologies ICISCT 2019, Tashkent, Uzbekistan,
2019. https://doi.org/10.1109/ICISCT47635.2019.9011913

22. B. Yu, J. Wright, S. Nepal, L. Zhu, J. Liu, R. Ranjan, IoTChain: Establishing Trust in the
Internet of things ecosystem using Blockchain. IEEE Cloud Comput. 5(4), 12–23 (2018)

23. J. Govil, J. Govil, 5G: Functionalities development and an analysis of mobile wireless grid,
in First International Conference on Emerging Trends in Engineering and Technology, (IEEE,
Nagpur, 2008), pp. 270–275

24. K.E. Khujamatov, D.T. Khasanov, E.N. Reypnazarov, Research and modelling adaptive
management of hybrid power supply systems for object telecommunications based on IoT, in
International Conference on Information Science and Communications Technologies ICISCT
2019, Tashkent, Uzbekistan, 2019. https://doi.org/10.1109/ICISCT47635.2019.9011831

25. A. Gohil, H. Modi, S.K. Patel, 5G technology of mobile communication: A survey, in
International Conference on Intelligent Systems and Signal Processing (ISSP), (IEEE, Gujarat,
2013), pp. 289–290

26. A. Reyna et al., On blockchain and its integration with IoT. Challenges and opportunities.
Future Gener. Comput. Syst. 88, 173–190 (2018)

27. H.F. Atlam et al., Blockchain with internet of things: Benefits, challenges, and future directions.
Int. J. Intell. Syst. Appl 10(6), 40–48 (2018)

28. K. Khujamatov, K. Ahmad, E. Reypnazarov, D. Khasanov, Markov chain based modeling
bandwidth states of the wireless sensor networks of monitoring system. Int. J. Adv. Sci.
Technol. 29(04), 4889 (2020) Retrieved from http://sersc.org/journals/index.php/IJAST/article/
view/24920

29. M.R. Palattella, M. Dohler, A. Grieco, G. Rizzo, J. Torsner, T. Engel, et al., Internet of things
in the 5G era: Enablers, architecture, and business models. IEEE J. Sel. Areas Commun 34(3),
510–527 (2016)

30. S. Bayhan, A. Zubow, P. Gawłowicz, A. Wolisz, Smart contracts for spectrum sensing as a
service. IEEE Trans. Cogn. Commun. Netw. 5(3), 648–660 (2019)

31. K. Kotobi, S.G. Bilen, Blockchain-enabled spectrum access in cognitive radio networks, in
2017 Wireless Telecommunications Symposium (WTS), 2017, pp. 1–6

32. I.D. Alvarenga, G.A. Rebello, O.C.M. Duarte, Securing configuration management and
migration of virtual network functions using blockchain, in NOMS 2018–2018 IEEE/IFIP
Network Operations and Management Symposium, 2018, pp. 1–9

33. Ericsson Mobility Report, November 2019. Internet source, available: https://
www.ericsson.com/en/mobility-report/reports

34. Cellular IoT Evolution for Industry Digitalization, Ericsson White paper. Internet source, avail-
able: https://www.ericsson.com/en/reports-and-papers/white-papers/cellular-iot-evolution-for-
industry-digitalization

35. O. Liberg, M. Sundberg, E. Wang, J. Bergman, J. Sachs, G. Wikström, Cellular Internet of
Things – From Massive Deployments to Critical 5G Applications, 2nd edn. (Academic Press,
2019), p. 774. ISBN-13: 9780081029039

36. Cellular IoT in the 5G era, Ericsson White paper. Internet source, available: https://
www.ericsson.com/en/reports-and-papers/white-papers/cellular-iot-in-the-5g-era

37. 5G-TSN integration meets networking requirements for industrial automation, Ericsson
Technology Review 2019. Internet source, available: https://www.ericsson.com/en/reports-
and-papers/ericsson-technology-review/articles/boosting-smart-manufacturing-with-5g-
wireless-connectivity

38. 3GPP, Service requirements for cyberphysical control applications in vertical domains.
TS 22.104 v17.2.0, 3rd Generation Partnership Project, 2019. Available online: http://
www.3gpp.org/ftp//Specs/archive/22_series/22.104/22104-h20.zip. Accessed 31 Jan 2020

39. X. Meng, J. Li, D. Zhou, D. Yang, 5G technology requirements and related test environments
for evaluation. China Commun. 13(Supplement 2), 42–51 (2016). https://doi.org/10.1109/
CC.2016.7833459

40. J. Zhang, B. Chen, Y. Zhao, X. Cheng, F. Hu, Data security and privacy-preserving in edge
computing paradigm: Survey and open issues. IEEE Access 6, 18209–18237 (2018)

http://dx.doi.org/10.1109/ICISCT47635.2019.9011913
http://dx.doi.org/10.1109/ICISCT47635.2019.9011831
http://sersc.org/journals/index.php/IJAST/article/view/24920
https://www.ericsson.com/en/mobility-report/reports
https://www.ericsson.com/en/reports-and-papers/white-papers/cellular-iot-evolution-for-industry-digitalization
https://www.ericsson.com/en/reports-and-papers/white-papers/cellular-iot-in-the-5g-era
https://www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/boosting-smart-manufacturing-with-5g-wireless-connectivity
http://www.3gpp.org/ftp//Specs/archive/22_series/22.104/22104-h20.zip
http://dx.doi.org/10.1109/CC.2016.7833459


8 Existing Technologies and Solutions in 5G-Enabled IoT for Industrial Automation 221

41. I. Farris, T. Taleb, Y. Khettab, J. Song, A survey on emerging sdn and nfv security mechanisms
for IoT systems. IEEE Commun. Surv. Tutor. 21(1), 812–837 (2018)

42. L. Lei, D. Yuan, C.K. Ho, S. Sun, Joint optimization of power and channel allocation with
non-orthogonal multiple access for 5G cellular systems, in 2015 IEEE Global Communications
Conference (GLOBECOM), 2015, pp. 1–6. https://doi.org/10.1109/GLOCOM.2015.7417761

43. G. Colistra, V. Pilloni, L. Atzori, Task allocation in group of nodes in the IoT: A consensus
approach. in 2014 IEEE international conference on Communications (ICC), 2014, pp. 3848–
3853. https://doi.org/10.1109/ICC.2014.6883921

44. U. Bodkhe, S. Tanwar, K. Parekh, P. Khanpara, S. Tyagi, N. Kumar, M. Alazab, Blockchain for
industry 4.0: A comprehensive review. IEEE Access 4, 1–37 (2016). https://doi.org/10.1109/
ACCESS.2020.2988579

45. M.F. Franco, E.J. Scheid, L.Z. Granville, B. Stiller, Brain: Blockchain-based reverse auction
for infrastructure supply in virtual network functions-as-a-service, in 2019 IFIP Networking
Conference (IFIP Networking), 2019, pp. 1–9

46. C. Xu, K. Wang, G. Xu, P. Li, S. Guo, J. Luo, Making big data open in collaborative edges: A
blockchain-based framework with reduced resource requirements, in 2018 IEEE International
Conference on Communications (ICC), 2018, pp. 1–6

47. I.X. Siddikov, K.E. Khujamatov, D.T. Khasanov, E.N. Reypnazarov, Modeling of monitoring
systems of solar power stations for telecommunication facilities based on wireless nets. Int.
Sci. Tech. J. ´hem. Techn. Control Manag. 2020(3), 20–28 (2020)

48. A.A. Muradova, Kh.E. Khujamatov, Results of calculations of parameters of reliability of
restored devices of the multiservice communication network, in International Conference on
Information Science and Communications Technologies ICISCT 2019, Tashkent, Uzbekistan,
2019. https://doi.org/10.1109/ICISCT47635.2019.9011932

http://dx.doi.org/10.1109/GLOCOM.2015.7417761
http://dx.doi.org/10.1109/ICC.2014.6883921
http://dx.doi.org/10.1109/ACCESS.2020.2988579
http://dx.doi.org/10.1109/ICISCT47635.2019.9011932


Chapter 9
Enabling Technologies and Architecture
for 5G-Enabled IoT

Parveen Mor and Shalini Bhaskar Bajaj

1 Introduction

The IoT and its utilization in different modern areas is developing at an exponential
rate. As indicated by Gartner, the quantity of IoT-enabled gadgets may reach
24 billion by 2020. With the assistance of normalized conventions and layers,
engineering can be created to execute the pertinent administrations by IoT devices
[1]. These devices have been effectively utilized in the car business to satisfy the
needs of the end-clients and to accomplish their moderate business objectives.
Lately, there is a requirement for an intensive, high quality item with diminished
item cost. The IoT has changed these situations utilizing the 5G framework, in
which constant activity between machines, information, and humans is conceivable
to address the previously mentioned issues. Currently, most IoT-based frameworks
are manufactured utilizing the combined customer, cloud, and solid information
databases [2]. IoT is allowed by a range of technologies, including Far Sensor
Frameworks, Appropriate Figuring, Big Data Analysis, Embedded Devices, Safety
Protocols and Models, Correspondence Shows, Wireless Internet, and Semantic
Search Engines. Social networks enable people to use the internet to keep in touch
and exchange their data.
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1.1 Scope of 5G-Enabled IoT

The current stage is the Internet of Things (IoT), which provides the means
to connect a broad variety of physical articles to the internet. Today, the IoT
is increasingly infiltrating the global network room by improving the supply of
hardware from tiny consumer devices to massive mechanical machines. Along these
lines, IoT can possibly profoundly change the manner in which robotization is seen
at the (physical) object level. IoT offers to energize new roads, particularly for busi-
nesses, since it inherently bolsters Machine-to-Machine (M2M) communications.
Normalization bodies are enthusiastically investigating such M2M correspondences
[3]. The development of versatile systems denoted its commencement in 1980 as
first age (1G) that simply bolstered voice correspondence. With 2G, computerized
frameworks hit the market and in this manner the administrations such as instant
message were presented. It was 3G which offered versatile broadband types of
assistance with an improved degree of security. 4G, all things considered the current
age, upgraded the data rate, security, and QoS while diminishing the inactivity.
The versatile correspondence industry is not prepared for 5G. The progressions in
IoT and the impending emergence of 5G have advocated the advancement of 5G-
enabled IoT applications. Such applications have rigid prerequisites such as high
limit, guaranteed protection and security, adaptability of heterogeneous applica-
tions, ultra-low inactivity, advanced utilization of system assets, efficient energy
management, and low OPEX [4]. Despite the fact that the security architectures
that are currently being used form mobile networks and generic IoT systems match
the necessary desires, they are concentrated on a basic level [1, 2, 5]. Utilizing
such unified security answers for 5G and 5G-enabled IoT applications will prompt
different hindrances, such as expanded expense because of innate heterogeneity,
mind-boggling and static security of the executive’s methods, overuse of system
assets, the formation of a bottleneck in the system, specific intention of discontent,
and high OPEX. Consequently, proceeding with the utilization of unified security
answers for 5G and IoT-driven applications will not only battle to fulfill the needs
but will also antagonistically influence the anticipated dreams of 5G and IoT. In this
specific situation, blockchain innovation is a promising structure solution because
it can provide answers to all security related issues in a unified and decentralized
way. To welcome the conceivable business esteem that can be accomplished by
supporting blockchain innovation for 5G and IoT, it merits taking a gander at their
evaluated singular business esteems. From one viewpoint, IoT’s worldwide market
is evaluated to reach $457 billion by 2020 [6], and Industry IoT (IIoT) solely will
include a $14.2 trillion incentive by 2030 [7]. Then again, 5G will add a business-
to-business estimation of $700 billion by 2030 [8]. While, an ongoing Gartner study
predicts that $3.1 trillion of business worth will be attributable to blockchain by
2030 [9]. Table 9.1 shows a relative comparison of the state-of-the-art technologies
for 5G- enabled IoT.
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Table 9.1 Survey of previous work

Authors Year Description Merits Demerits

Dorri et al. 2016 A secure and
lightweight,
blockchain-based
architecture for IoT
was proposed.

Using overlay
networks to reduce
the computation time
for blocks.

No clarity on
protection against
bugs, such as DoS
assaults.

Christidis et al. 2016 Examined the
potential of the IoT
sector blockchain.

Comprehensive
analysis on the role
of blockchain and
smart IoT contracts.

Challenges relevant
to deployment have
not been discussed.

Khanet et al. 2018 Based on IoT
protection
specifications using
blockchain.

Discussion of
state-of-the-art
problems and
alternatives to IoT
security.

Detailed explanation
of the application of
blockchain along
with IoT is not
included.

Florea et al. 2018 Defined the use of
blockchain
technologies as a
data provider for IoT
applications.

IOTA network
discussed which is
labelled as the “IoT
backbone”.

At present, field
instruments are not
designed to do PoW.

Miraz et al. 2018 Evaluated the
deployment of
blockchain for IoT
security.

Comprehensive
analysis to evaluate
the applicability of
blockchain for
enhanced IoT
security.

There was no
exploration of
blockchain use in
industrial
automation.

Atlam et al. 2018 A summary of IoT
and blockchain
integration was
presented, thus
emphasizing its
advantages and
challenges.

In depth comparison
of developed and
blockchain-based
IoT networks.

Communication
from
device-to-device is
not considered.

Singh et al. 2018 Focused on the
encryption
implications of
IoT-based blockchain
networks.

The strategies to
improve IoT security
with blockchain is
discussed.

The implementation-
related challenges
are not covered in
detail.

Ammar et al. 2018 Fog computing is
considered as one of
the important
research directions
for many purposes in
healthcare IoT
systems.

Inspiration of Cloud
to Fog (C2F)
computing, which
interacts more by
serving at the edge of
the network.

High latency in
service provision to
consumers.

Mistry et al. 2019 Comparison of
existing proposals in
relation to different
parameters

Faster data flow to
preserve protection.

For high network
connectivity, lack of
compatibility.

(continued)
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Table 9.1 (continued)

Authors Year Description Merits Demerits

Rathi et al. 2020 An experimental
device simulation is
undertaken and
multiple distributions
are used to evaluate
the burst and reaction
times of the
proposed structure.

The solution is
designed to boost the
system’s
trustworthiness by
using the
Hyperledger
blockchain to store
information on each
DEO and MDEO.

The actions of other
orchestrators such as
ONAP and OSM
need to be analyzed.

Mehta et al. 2020 Detailed features,
along with security
challenges,
vulnerabilities, and
solutions, on BC
technologies and
UAV networks.

To fix the above
problems, distributed
BC technology.

The incorporation of
BC into the UAV
network has
encountered
difficulties.

Akhunzada et
al.

2020 A systemic layered
approach was
applied to key IoT
supporting
technologies that
pave the way for the
construction of stable
future smart cities.

Energy efficiency,
scalability,
interoperability

More technicalities
and methods should
be implemented.

1.2 IoT Use-Cases and Applications

For the most part, IoT applications have been downloading, preparing, and consis-
tently accumulating in cloud organizations, and as the amount of “Things” created
increases, these organizations disregard helping IoT devices’ constant accumulation
[10, 11]. It is because these mechanisms work in states of life, across gigantic
geographical ranges, therefore requiring low dormancy response times, and having
high-density essential/bandwidth intake data [12]. Fog/edge figuring broadens cloud
framework limits, by decentralizing asset organization from data centers to edge
systems [13]. They are composed as hierarchal systems of fog hubs or cloudlets
[14] receiving, processing and handling the executives administrations. Geographic
region permits lower reaction latencies and increment’s processing transmission
capacity by evenly scaling assets, while consuming less energy and empowering
asset portability when contrasted with cloud administrations. These qualities allow
IoT applications to scale up to both smart size and geographic range, while having
constant latencies of reaction, and as such fog/edge figuring could be seen as a
potential feature of IoT applications (Fig. 9.1).

The Internet of Energy (IoE) worldview presents the idea of smart matrices
and energy management [14], in which dispersed systems energy generators check
power utilization and generation, or battery limit, and give coarse-grained insights
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Fig. 9.1 Representing IoT Use-cases and applications

about matrix wellbeing, and “Smart Meters” can screen limit, age, and use at a
better granularity and report energy requests to utility suppliers [13]. All things
considered, IoT is empowering the innovation of future frameworks, for example,
electronic vehicles and smaller-scale lattices. Moreover, such a framework can give
more secure, more dependable and vigorous force conveyance, to satisfy changing
buyer needs [15]. Currently, more IoT-based frameworks are manufactured utilizing
the combined customer, cloud, and solid databases [16] and the internet. The
developers considered two major drawbacks of the IoT condensed foundation: (i)
a single point of frustration that might conceivably pull down the entire system
and (ii) a lack of confidence among the devices connected with the structure [17].
Decentralized platforms may be used for distributed (P2P) interchanges between
hubs to resolve the previously stated constraints. In either event, such mechanisms
have a range of safety and security issues that can unlock the doorways for
gatecrashers to execute various attacks.

Endless apps are available utilizing IoT tools, for example, smart home [18],
smart production line [19], smart community, and safe vehicle AdHoc orchestrated
[11], to enhance the organization. However, in the future blockchain may be
used by 5G-enabled IoT to maintain the IoT protection tools. To be clear of IoT
arrangements [20, 21], other blockchain agreements are available for brisk research
confided in structures and other research on unpredictable networks. Then IoT
devices engaged in 5G can use the same constantly. Security may not be the
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fundamental task of using blockchain in the same way, as it continues to work
faster. However, according to the maker’s info, it is difficult to obtain a self-
governing numerical confirmation for quick game plans so far. When functional
proof is available, an optimum scenario is possible in which stable and agreed
center points are connected to the network and can be accessed from 5G by
express cloud or fog layers. Another of these systems is an open blockchain-based
network. One of the benefits of using blockchain advancement is the ability to store
information in an arbitrary way that does not require a centralized database. In
addition, in a trustworthy state, it also provides a way to deal with follow-up and
execute trades among different individuals. Through utilizing solid cryptography
with transparent private key collections, blockchain likewise offers its individuals
enhanced degrees of protection. Many decentralized apps (DApps), which were built
using IoT and blockchain, are available on the market. Using the IoT framework,
app “data exchange” would be feasible with the use of embedded sensors and the
appropriate functionality of the network. The ubiquitous system availability can be
accomplished using 5G, which is currently exceptionally difficult to accomplish.
When contrasted with 4G, these advances decrease the inertia by several times.
In addition, incorporating blockchain with IoT enables maintaining a permanent
record of exchanges of data trade. Through implementing this in a decentralized
P2P manner, the “middle man assault” can be wiped out, which allows clients
to collaborate without having to rely on an outsider [14]. Propelled by the above
review, this chapter presents a description of the application of the 5G-powered
IoT blockchain for computational technology and automation. At this point, we are
thinking about some transparent issues and challenges that might hinder blockchain
innovation from evolving.

Features of IoT The fundamental characteristics of the IoT are as follows [2, 3]:

Connectivity In regard to the IoT, everything is integrated periodically with the
general system for data and communication.

Administrations Relevant to Subjects The IoT is fitted within the parameters to
offer thing-based governments, for example, protection monitoring and continuity
between real objects and their associated virtual items. In addition, on flexibly
thing-related regimes within the parameters, all developments in the physical and
knowledge realms can shift.

Complexity The devices within the IoT are heterogeneous, based on the various
levels and configurations of the hardware. We may be linked to various devices or
to specific phases of administration by different schemes.

Changes in Dynamics The state of gadgets is slowly evolving, e.g., sleeping and
waking, connected or also theoretically detached in view of the fact that gadget
environment requires area and space. Furthermore, the quantity of devices will vary
greatly.

Good Variety The number of gadgets that should be monitored that talk to each
other will be at least a significantly larger degree than the gadgets associated with
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the current internet. Significantly more simple devices are having the ability to be
the administration for implementation purposes of the knowledge generated and
their translation. This identifies with information semantics, equally as effective
information that administers it.

Safety We should not disregard wellbeing as we gain profits from the IoT. We
should structure for protection, as both the IoT developers and beneficiaries. It
involves the wellbeing of one’s own knowledge, and then the protection of one’s
physical wellbeing. Being sure of the endpoints, the networks, and the data going
through all of it means having a philosophy of security that can be scaled.

Network Openness and similarities are balanced by the approving quality. Open-
ness is a program developed although similarity offers the essential ability to spend
and generate knowledge.

1.3 Blockchain Technology

Blockchains are updated with transparent and protected computerized documents
allowed in a fully centralized way (i.e., though not a focal archive) and without a
focal force (i.e., corporation, entity or government) every now and then. In their
fundamental point, they require a consumer network to document transactions
in an incredibly common database within the structure, seen below the basic
activity of the blockchain sorting; no oversight can be modified until written. In
2008, the blockchain plan was combined with various elective progressions and
figuring considerations to outline current cryptographic types of cash: electronic
money guaranteed through cryptanalytic frameworks rather than a central vault
or authority. This advancement ended up being comprehensively known in 2009
with the dispatch of Bitcoin, and is the basics of the various computerized types
of cash. In Bitcoin and similar systems, the trading of cutting edge data that
addresses electronic money occurs in a decentralized manner. Bitcoin customers
will cautiously sign and move their benefits to that data to a substitute customer
and thus the Bitcoin blockchain records this trade with no attempt at being subtle,
permitting all individuals from the framework to affirm the authenticity of the
trades. The Bitcoin blockchain is maintained and managed by a scattered bundle
of individuals. This, close to cryptanalytic frameworks, makes attempts to change
the record of the blockchain later (altering blocks or advancement trades) extremely
difficult (Fig. 9.2).

Blockchain technology allowed the existence of several Bitcoin and Ethereum-
like crypto currency systems, and the blockchain infrastructure is mostly seen
as secure for Bitcoin or potentially crypto-monetary applications in general. The
system is, however, available for a wider range of applications and is being studied
for a number of sectors. Alongside its reliance on cryptanalytic primitives and
distributed systems, the various components of blockchain technology will make
it difficult to grasp. However, each element would merely be interpreted, and it
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Fig. 9.2 Process of transactions through blocks

was seen as a building block to grasp the larger hierarchical system. Blockchains
may be informally described as: blockchain technologies would be spread to public
ledgers with cryptographically signed transactions clustered into blocks. A block is
cryptographically connected to the previous one (making it clear) until it has been
authenticated and sent to an agreement request. Through the introduction of new
blocks, more established blocks are more difficult to modify (making protection
from obstruction). Blocks are recreated across duplicates of the system record, and
any contentions are settled by rules for mechanical exploitation. Trust is a key
part of blockchain that is practiced by comparing the hash of the past block to
deliver the following hub. So as to accomplish an accord, the “miner” hubs are
at risk for approving the subsequent hash and afterward for finding the hash for the
following lines. A lot of exchanges are packaged into blocks utilizing the Merkle
tree, and just the Merkle root hash is added to the block, as shown in Fig. 9.3.
This strategy is viewed as “Proof-of-Work” (POW) for work done on the network
[17] and furthermore on mining hubs. These prize models empower mining hubs to
connect with mining blocks inside the system to share the processing assets they
have. Actually, blockchain is unmistakable from different agreements upheld in
incorporated systems with the accompanying properties [13]:

Untrustworthy Inside the program, the elements needed are mysterious to one
another. However, they can interact, engage, and operate with each other without
knowing each other, which means there is no need for assured developed character
to practice any interaction between the hubs.
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Fig. 9.3 Representation of blocks having all their components used in blockchain

Consent Less Within the program, there is no constraint on who should or cannot
operate, i.e., there are no real authorizations.

Free Restriction One may link or operate on the blockchain as a network without
regulators. In addition, it is impossible to alter or control any affirmed exchange.

Innovation in blockchain has four basic segments [20] that are analyzed as
follows:

Agree The PoW convention is conscious of verifying any operation inside the
network that is crucial to avoid one miner center from controlling the whole
blockchain framework and therefore to monitor the past of the exchanges [22].

Record It is a growing and shared database comprising almost all exchanges
carried out throughout the network. Usually it is unchanging, so that evidence
cannot be deleted by any method until it is packed away. It ensures that every
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exchange is acknowledged as authentic at that point by a larger proportion of
the customers required at a specific time [23]. Cryptography: it guarantees that
strong cryptographic security preserves all device detail. It enables only authorized
customers to uncover the details.

Smart Contract It is normal for program participants to agree and review. There
are various forms of blockchain that may be arranged around the basis of edges,
knowledge being supervised, benefit potential, and access control. The distinction
exists in the ideas of verification, which demonstrates what kind of access the
blockchain will have (open versus private) and the permission that indicates what
users should do (permitted and non-permitted). If there is to be an event in
transparent blockchains, everyone may take an interest in the network, irrespective
of some sort of approval. They are either going to want to go out as a plain partaking
platform or as a miner center, which helps inside the approval procedure. Miners are
paid for by different motivating forces such as Bitcoin and Ethereum, which openly
blockchains. Conversely, in secret blockchains, help is minimal, where proprietor’s
approval is essential to get to the network. Additionally, the assortment of individual
blockchains is permitted, which controls the activity that the clients will perform.
For example, users can access smart agreements, or they can go inside the device
as a miner hub. In addition, there are unregulated private blockchains, such as
Hyperledger-Fabric [27] or Ripple [28].

How Blockchain Works Blockchain is a gathering of blocks connected by the
cryptographic hash capacity of the resulting hub. At the point when a substitution
exchange is mentioned to the blockchain, they make a hub for speaking to the
exchange. Then this hub or block is communicated to all or some other hubs and
each hub approves the recently made block. In the event that all hubs approval is
finished, the new hub is included inside the blockchain record, and the exchange of
the block is recorded.

The Blockchain Types Blockchain technologies are organized as approved (pri-
vate), permission-less (public) as well as consortium [24]. Bitcoin and Ethereum
are transparent network experiments that make it easy for anyone to observe.
A private blockchain is specifically intended for a single organization, and thus
only permitted entities can authorize or challenge and limit the exchanging of
subtleties. Transparency, decentralization, and anonymity are the highlights of
each blockchain. Block stack, and multi-chain are private blockchain tests. This
is clustered and distributed, as seen in Fig. 9.4. Consortium blockchain [25] is semi-
decentralized, restricted by the assembly of authorized individuals with approval
alongside a single feature, and the negotiation protocol is designed to comply with
the gaggle of pre-established hubs within the network. Hyper-record, Corda, and
Quorum are part of the system.

Features and Applications The key features of blockchain technology [24, 26]
are delivery, decentralization, smart contract, enhanced security, transparency,
immutability, confidentiality, and anonymity [22]. Many network transactions come
with blockchain technologies due to certain features. The greatest advantage is
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Fig. 9.4 Different categories of blockchain

that in this transaction there is no need for an intermediate and every transaction
history is recorded. A smart contract is a computer protocol that is processed in the
database, and automatically enforced when any requirement is reached. Blockchain
technology has applications in financial as well as non-financial fields.

Exchange Finance Exchange Finance stands to benefit tremendously from the
presentation of smart agreements. As of late, Santander Innoventures said that it
accepts that blockchain innovation will cause almost $20 billion worth of reserve
funds per year by 2022. A gigantic measure of these investment funds will originate
from smart agreements computerizing endorsement work processes and clearing
computations that now are unimaginably work intensive. This computerization
will not exclusively help to decrease work-hours; however, it will additionally
significantly lessen errors and therefore the time taken for these counts to require
space.

Records Almost every predictable industry on the planet has the chance to utilize
smart agreements to help improve the speed and security of its recordkeeping. One
industry particularly that stands to benefit immensely is the social insurance indus-
try. As of now, the world’s medical services PC frameworks hold numerous patient
clinical records. Regardless of the established truth that these social insurance
associations have put away gigantic totals of cash on security, current access and
capacity techniques are unmistakably more defenseless against digital assaults than
their blockchain-based counterparts. Blockchain innovation could permit whole
databases of individual medical records to be safely encoded and kept. Another
reward is that the innovation likewise encourages the utilization of a private key
significance to ensure that only certain people can obtain entrance. An assortment
of the other blockchain smart agreements are utilized for giving solutions, storing
receipts, general stock administration, storing test outcomes, etc.

Property Ownership Smart agreements have two enormous uses regarding the
property showcase. Initially, they will be utilized to record property proprietorship.
Because the utilization of smart contracts is faster and more cost-productive,
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this makes them a better option in contrast to existing frameworks. It likewise
implies they will be utilized to record the responsibility for kinds of property
from structures, land to telephones and watches. Inside the property market, smart
agreements can evacuate the requirement for costly administrations such as those
given by attorneys and property intermediaries. This innovation likewise implies,
unexpectedly, venders have the facility to deal with the exchange totally without
anyone else.

Home Loans The property market likewise stands to exploit less expensive, quicker,
and more secure smart agreement-based home loan exchanges. Not only will this
permit purchasers to move into the property quicker but it will also help make the
whole procedure easier. Smart contract home loans would permit the two players to
carefully decide the deal before preparing the installment. When this is frequently
regularly done, the agreement would refresh the property possession subtleties to
mirror the difference in proprietorship. Since the strategy would require remarkable
key code approval in the interest of the essential proprietor, it will make the entire
procedure more secure and diminish occurrences of extortion.

Insurance The insurance business expends a great sum every year on preparing
claims. Not only that, it also loses money to fraudulent cases. Besides supporting
the underlying strategy, smart agreements could likewise help improve the strategy
of guarantee preparing here and there. They could permit mistake checks and decide
payout sums bolstered by a gaggle of models that considers such an arrangement
that was held by the individual or association. Diminished handling times, a
decrease in mistakes, and lower expenses are among the first advantages.

Clinical Research The clinical examination industry will appreciate comparative
focal points as part of the human services industry. Most importantly, delicate
information such as patient records could be moved between divisions/research
focuses after having been safely encoded using blockchain innovation. Since a
significant number of the patients taking an interest in clinical exploration have
delicate ailments that they frequently wish to stay private, keeping these records
secure is fundamental.

Casting a Ballot Claims of ballot casting extortion happened after the 2020 U.S
presidential race. In spite of utilizing PC frameworks that are sometimes times very
expensive, fraudsters find progressively creative approaches to direct them. Smart
agreements are a basic and financially savvy answer for this issue. They will be
utilized to approve a voter’s character and record their vote. This data could then be
utilized to start an activity regardless of if democracy had stopped. Since the blocks
inside a blockchain are difficult to shift once they have been recorded, manipulation
of this record would not be conceivable.

Shared Transactions Smart agreements are regularly utilized for an entire scope
of shared exchanges. This thinking is the thing that prompted the making of the
Ethereum Project and other such organizations. Clients of every kind can utilize
these stages to frame and concur on smart agreements. These agreements stay
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dynamic until a gaggle of concurred conditions are met. When the smart agreement
is sure that every condition is met, it then permits the rest of the consent to be
satisfied. Commonly, this is often the exchange of cash yet this is not always the
situation.

Advancement Another energizing utilization of smart agreements is to maintain a
record with respect to the phases of advancement of an item. Two parties would sign
the agreement, which could enact it. Since the settled upon venture was created, the
stages and accordingly the other significant data could be recorded to the smart con-
tract. In the event that the parties had consented to such things as part installments,
then these achievements would be reached, and the agreement would start their
delivery. At the point when it includes property such as thoughts, you simply need to
look at the example of the endless patent cases among Apple and Samsung to decide
exactly how significant having the ability to demonstrate proprietorship truly is. The
rundown of businesses that may appreciate this innovation is huge. For whatever
length of time that smart agreements support and secure improvement, such an
enterprise included could run from a little startup to an outsized tech organization
such as Microsoft or Amazon.

Stocktaking Supply chains are another zone of business that can appreciate
blockchain-based smart agreements. IoT gadgets could be utilized all through
the chain to record each stage an item takes. Smart agreement supply chains could
hypothetically practically dispense with in-house robbery, as supervisors would
have the option to follow a missing item back to the exact time and spot that
it disappeared. On immense supply chains like those found in huge distribution
centers, these smart agreements would empower directors to decide ongoing stock
levels and consequently the time it takes items to move through the supply chain.
Administrators could utilize this information to oversee stock levels and grow new
working practices to fortify conveyance times. For supply chains that work in a
few distinct areas or organizations, smart agreements could do the entirety of the
abovementioned and even start programmed reorders and installment for orders
previously received. Such data as contained in these agreements could even be
utilized to help with deciding cutting-edge occupied periods and even which items
to stock at various seasons.

1.4 5G Technology

5G innovation [3] refers to the leading edge route that uses CDMA, BDMA, and
millimeter gap and is advancing at rates over 100 MP. The key technologies behind
the 5G deployment are D2D networks, Large Multiple-Input and Multiple-Output
(MIMO), Stronger Applications, Millimeter-Wave, and GFDM [4].

Promote a Broadband Network The first basic portable communications started
in the U.S. in the 1950s. After three decades, the first (1G) portable was released.
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After the development of the microchip, the second era of portable correspondence
(2G) invention was driven by digitized property utilizing 1’s SMS efficiency. The
GPRS office was connected to the 2G network after a few years, and planned to
peruse the internet inside the suitcase. In the twenty-first century, the third age (3G)
was implemented in the audio- and informing-equipped for better volume. With the
overly fast pace of web correspondence in 4G powered devices, fourth era (4G) was
released a few years ago. Today’s site use is not only of mobile phones, it is even
popular for technological devices, including an icebox, computer, cars, and so on. In
order to understand continuous device interaction and access more devices, a rapid
site and data transmission functionality is required. This is also the underlying move
for creativity in the fifth era (5G) and, as a result, the availability level is up to 25
Mps. The first beneficial circumstances of 5G are fast knowledge delivery, lower
inactivity, bolstering the virtual private network, strong data storage efficiency, and
so on, the preeminent technology area of 5G is in the healthcare field, the scalable
sector, IoT, AI, and so on. 5G will combine every single corner of human existence
with innovation through correspondence systems. Data is therefore critical and
should be shielded from visual attack on sensitive details. The key health risks of
5G engineering are DoS attack, immersion attack, assault scanning, pacing assault,
middle man assault, consumer misrepresentation, directing assault, etc. Therefore,
as 5G tech co-ordinates with IoT and blockchain, security engineering is needed [4]
(Fig. 9.5).

For almost every sector, a digital revolution, driven by automation, cloud,
and connectivity, is occurring, challenging and having us reconsider our ways of
working. New usage cases for the platform are growing with the advent of the
5G age when customers and companies continue to work on finding systems and
platforms that can improve the quality of their lives and company. At the center
of this technical transition is wireless communication. New market prospects are
emerging—both to those who have previously invested in the supply chain, such as
mobile companies, as well as to entrants from other fields. Attentively, innovative
market structures are being built for centralized cloud infrastructure and network
programming at the edge. The unprecedented appetite and passion for the sharing
of ideas leads to a greater degree of interaction between individuals and different
industries of some sort. Solutions are being developed involving a range of fields
of specialization, changing existing economic practices, and redefining ecosystems.
The cross-industry transition has provided a prerequisite for the advancement of
the idea of cellular networking for the fifth generation of mobile technology (5G),
providing new approaches to identify performance measurement and assessment as
well as services. Compared to previous iterations of wireless technologies, including
4G, the reason for 5G implementation is to broaden the connectivity reach of cell
networks to offer new services not only for users but also for separate sectors of the
community as a whole, As a consequence, the power of the Internet of Things is
released. Ericsson’s latest report [27] indicates that a limited number of European
and North American operators agree that 5G is being more consumer-driven, while
a standardized number in Asia-Pacific and Central and Latin America expect that
5G is more business-driven. The Ericsson Replacement Survey [28] notes the
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Fig. 9.5 Evolution of mobile network

machine-to-machine (M2M) communications and wireless access. A substantial
majority suggested that they will make major improvements to their industries in
order to allow a greater benefit of 5G as they launch. Exploring the related market
scenarios—in sectors such as agricultural, manufacturing, building, electricity,
banking, safety, etc.—the 5G usage cases and their respective specifications are
illustrated in this part. The development of the network elements to 5G is then
discussed, accompanied by a description of the 5G framework. Finally, the 5G
network is exemplified by three specific implementation events.

5G for Humans and Machines Concerning use cases and specifications, many
technology groups have established the criteria on what truly constitutes 5G. Here
we discuss a range of promising applications that cover a variety of main industries,
as seen in Fig. 9.6 below [28]: automobile, building, electricity, safety, engineering,
media, retail, and transport.

• Autonomous vehicle control empowers an expansion in self-governing driving,
helping people, for instance, and bringing focal points such as an improvement
in rush hour gridlock wellbeing, expanded efficiency, and improved personal
satisfaction.

• Intelligent transport frameworks (ITSs) promote efficient on-board traffic infor-
mation, dynamic traffic rerouting, and control of traffic signals.
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Fig. 9.6 5G use cases and applications

• Emergency communications requires a robust device that can aid in the search
and rescue of human beings and, thus, in the detection and resolution of
catastrophic situations, particularly the equipment; however, portions of the
device are destroyed during the catastrophe.

• Factory cell computerization may also be a tool to recall gadgets for a mechanical
manufacturing device communicating to control units with a reasonably high
degree of unwavering efficiency and a relatively low inactivity to be able
to support specific applications. This could be related to cloud mechanical
autonomy.

• Passengers traveling on a rapid train can use the timeframe for recreation or
business exercises while getting a charge out of a client experience of a similar
quality as though they are either fixed or moving at a slower speed.

• Large open-air occasions held for a restricted period during a drawn out territory
could even be attended by a colossal number of individuals. Such occasions
incorporate games competitions, presentations, shows, celebrations, firecracker
shows, and so on.

• A framework that is ready to convey to and from gigantic quantities of topograph-
ically scattered gadgets. Such a framework can detect information, break it down,
decide, and control incitation—giving observation, for instance, or actualizing
dispersed input control and checking basic segments, etc.

• Media on request underpins an individual client’s longing to have the option to
appreciate media content (for example, sound and video) whenever and anyplace.
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Fig. 9.7 5G application layers and services

• Remote exam and medical procedures empower low dormancy for telehaptic
control, and in this manner, the specialist gets material input that is intended
to be indistinct from or superior to manual employable methods.

• Shopping centers can permit conveyance of customized shopping encounters.
• Smart city systems incorporate far off checking of city framework, ongoing

traffic data, and open security alarms for improved crisis reaction times.

The Services of 5G Deployment of 5G cases is often categorized in terms of
criteria for three basic forms of connectivity with dramatically different objectives:
large type of connectivity (mMTC), vital MTC, and severe or enhanced mobile
broadband (eMBB). The three types that should have been designed as 5G networks
are described below (Fig. 9.7).

Huge Machine Type Correspondence In any case, MMTC, referred to as Massive
IoT, is intended to be used flexibly in wide region inclusion and profound entrance
for a large number of gadgets per square kilometer of inclusion. A further target
of MMTC is for graceful universal availability with moderately low programming
and equipment unpredictability and low-energy activity. A large number of devices
assisted are battery operated or driven by energy supplies, have little payloads,
and travel occasionally, all of which together would usually be reasonably delayed
for the preeminent portion. Although technologies typically have an all-inclusive
life span, administration and programming have been given a chance to scale
and exchange relatively rapidly to handle new market openings. Models that fall
under this administration classification include the control and robotization of
structures and foundations, intensive farming, coordination, follow-up, and armada
of executives.

URLLC or Simple MTC The second level of application appeared to be CMTC,
which is often called Essential IoT. E2E idleness specifications are small (at the
millisecond level) during such an operation, and thus the need for unwavering
efficiency is exceptional. The show goals of the CMTC can be extended to work
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processes such as the robotization of the diffusion of energy during a sound system,
in-process monitoring, and sensor management where there are strict criteria for
unwavering efficiency and low idleness of the layer of the apparatus. These are in
some cases referenced as ultra-dependable low-inactivity interchanges (URLLC)
prerequisites. Cautious consideration will get the opportunity to be paid to security
inside the instance of both mMTC and cMTC. While the higher system and gadget
unpredictability are all the more promptly satisfactory in basic correspondence,
mMTC should address digital security confirmation with low-multifaceted nature
gadgets. A various leveled way to deal with the system is essential to contin-
uously improve security; thus, start to finish security affirmation are frequently
ensured. A terrible lightweight broadband, bringing both an extraordinarily high
amount of communication and a small idleness of contact, the enhanced portable
broadband (eMBB) [4] often promises enhanced participation—way beyond that
of 4G. Network and data delivery are more reliable in the inclusion area, and the
implementation of databases is sluggish in the light of the reality that the number of
clients is growing.

2 Architectures

2.1 IoT Architecture

The IoT architecture has various layers of IoT-supported advances [7]. It helps, for
example, to associate various technologies with each other and to speak about the
adaptability, autonomy, and coordination of IoT organizations in specific contexts.
Figure 9.4 shows the IoT point-by-point design. The usefulness of each layer is
shown below [29]:

Sensor Layer The principal decreased layer is surrounded by quick articles
composed of sensors. The sensors allow the physical and propelled universes to
be interconnected, allowing constant information to be assembled and prepared.
There are different forms of sensors used for a range of purposes. The sensors have
the capacity to make temperature, air quality, distance, humidity, strain, wind, shift,
and force estimates at this stage. They are going to get a degree of recall every so
often, enabling them to log the desired amount of figures. The sensor must check
the property and convert it into a sign recorded by the computer. Sensors are built
for a range of uses, such as standard sensors, body sensors, family member device
sensors, vehicle telematics sensors, etc. Such systems require the target to reach
the earth. This can be achieved by a Local Area Network (LAN), for example,
Ethernet and Wi-Fi allies, or a Personal Area Network such as ZigBee, Bluetooth,
and Ultra-Wideband. With sensors that do not need the use of sensor aggregators,
their connectivity to downstream workers/applications is typically allowed through
a Wide Area Network such as GSM, GPRS, and LTE. Low-power and low-speed
networking sensors usually designed masterminds as wireless sensor networks
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(WSNs). WSNs are studying conspicuousness, because they would essentially need
more sensor centers while preserving sufficient battery life and covering gigantic
areas.

Gateways and Networks The tremendous amount of knowledge to be collected
by such tiny sensors demands a robust and superior wired or remote device base as
a vehicle medium. Present frameworks, routinely bound to entirely new standards,
do not support machine-to-machine (M2M) programs and their implementations.
For a policy intended to accommodate a broader variety of IoT administrations
and implementations such as rapid value-based administration, prudent network
deployment, and so on, various mechanisms for similar technologies and access
protocols are expected to communicate with each other during a heterogeneous
setup. Such structures are mostly in the state of proprietary, free, or half-breed
models and are various inputs (microcontroller, microprocessor, etc.) and door
systems (WI-FI, GSM, GPRS), as seen in Fig. 9.8.

The Management Service Layer The company shall express the potential han-
dling of knowledge by evaluation, protection checks, procedure facts and, accord-
ingly, the leading set of devices. One of the many features of the organizational

Fig. 9.8 IoT architecture
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layer is that the business and methodology rules the engines. IoT ties together
the relationship and interaction of objects and structures that include details inside
certain activities or legal statistics, such as the weather, the local area, and traffic
data. Within the framework of the evaluation, distinctive analysis methods are
required to dispose of the appropriate knowledge from a wide proportion of the
knowledge and to be handled quickly. In-memory review allows vast volumes of
information to be processed in random access memory rather than held in actual
circles. In-memory testing decreases the time taken for data and speeds up the
collection phase. Streaming evaluation is such a process where the measurement of
knowledge, perceived to be moving data, is expected to be continuously managed at
the same time that judgments are made as much as possible in only a few seconds.
Data on the board is the opportunity to control the flow of knowledge. Information
on the board inside the organizational layer is also provided, encouraged, and
managed. Higher layer systems are generally protected from the need to process
redundant details and reduce the risk of leakage of knowledge source vulnerabilities.
Data splitting methods, such as metadata anonymization, data blending, and file
matching, are used to hide a wide spectrum of information while merely supplying
the details that can be used for a wide variety of purposes. In the convention of the
same details, material is always deleted to softly expand the details point of view
of the mill to more unmistakable deftness and reuse across spaces. Protection must
be lawfully recognized in the whole portion of the IoT program from the sagacious
layer of the document to the submission (Fig. 9.8).

Application Layer This concerned “smart” conditions/spaces in the area, such
as transport, building, community, lifestyle, shopping, supply chain, emergency
services, health care, consumer group, culture and the travel industry, climate, and
electricity.

The IoT could also be a luxurious framework with a kind of quality. Its attributes
are shifting from one area to another. The range of general and key qualities
distinguished during the exploration study is as follows:

Knowledge This includes “smart” situations/environments in fields such as, for
example, Transit, Housing, Community, Lifestyle, Market, Farming, Farm, Supply
Chain, Disaster, Hospital, Collaborative Consumers, Culture and the Travel Indus-
try, Environment and Power. The IoT may even be a privileged system with a kind
of characteristic.

Availability It allows the Internet of Things to connect everyday objects. The
quality of such publications is crucial because the grassroots level organizations
add to the overall awareness of IoT. It empowers the organization of availability
and similarity within things. As a consequence of this availability, new market
doors open to the Internet of Things are rendered routinely by systems that handle
knowledgeable items and applications.

Dynamic in Nature The core purpose of the Internet of Things is to collect
information regarding the world, which is often carried out on a regular basis, with
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dynamic changes taking place through networks. The condition of these devices
is progressively changed, the model is sleeping and waking, associated as well as
disconnected because the setting of the gadgets includes temperature, area, and
speed. In addition, with regard to the state of the machine, the number of the
instrument often varies strongly with privacy, spot, and time. There is enormous
variety, and the number of devices that can be monitored communicating to each
other is becoming increasingly likely to be substantially greater than the gadgets
connected to this website. The administration and translation of the data produced
from these devices for application purposes seems to be simpler. Gartner (2015)
mentions the significant scale of IoT in the measured study, reporting that 5.5
million additional items will be introduced on a day-to-day basis, and 6.4 billion
similar items will be used globally in 2016, which is 30% more than in 2015. In
addition, the study predicts that the number of connected devices will exceed 20.8
billion by 2020.

Detecting IoT would not be feasible without sensors that would detect or measure
any advancement inside the system to promote intelligence that would include
specifics of their position, or even follow the environment. Detecting the develop-
ments provides the ability to frame the talents that represent the true nature of the
actual universe and, in this sense, the people inside it. Detecting data is simply a
basic input from the real world, yet it may provide a rich picture of our stimulating
world.

Heterogeneity Heterogeneity of the Internet of Things along with core attributes.
Tools of IoT are managed at various levels of the infrastructure and need to be linked
to specific devices or to separate levels of administration by different networks. IoT
architecture will improve the availability of direct structures between heterogeneous
systems. The key technical criteria for heterogeneous artifacts and their systems in
IoT are scalability, isolation, extensibility, and interoperability.

Security IoT systems are usually ineffective against security attacks. When we
achieve productivity, novel interactions, and various benefits from the IoT, it will
be a risk to ignore the protection issues associated with it. IoT provides a great deal
of accountability and protection concerns. It is necessary to be optimistic about the
endpoints, the apps, and so the intelligence that has progressed to the ordinary little
bit of it indicates a protection perspective. IoT advancements have the attributes
mentioned above that make human exercises worthwhile and enhanced; they further
enhance the IoT’s capabilities through shared participation and make it an area of
the entire framework.

2.2 Blockchain Architecture

The blockchain architecture is composed of the type of node-user or computer that
features a complete record of the blockchain ledger, Block—a knowledge system
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used to manage transaction aggregation and transaction—the smallest node of the
blockchain network (records, documents, etc.) Here are the key components of the
blockchain architecture:

Link User or computer within the blockchain network (each one has an internal
copy of the blockchain ledger).

Transaction The smallest building block of a blockchain network (records, data,
etc.) planned for blockchain.

Block Data system used to handle a series of transactions that is distributed through
all or most of the nodes inside the network.

Chain Set of sections in a particular order.

Miners Specific nodes that perform the block verification method before contribut-
ing to the blockchain framework.

How Blockchain Works A block in blockchain consists of the details, the hash of
the block, the hash of the previous block. The data held within each block depends
on the form of blockchain. As an example, inside the Bitcoin blockchain system,
the block holds details on the recipient, the sender, and hence the amount of coins.
A hash is a kind of special fingerprint that has a long list of a combination of
digits and letters. The block hash is generated with the help of a cryptographic hash
(SHA 256) calculation. Subsequently, this enables the definition of every block in a
blockchain network without any complications. The moment the block is created, it
immediately absorbs the hash, while any adjustment made during the block always
influences the difference in the hash. As a matter of theory, hashes help to define
any changes in blocks (Fig. 9.9).

The last component inside the block is the hash from a past block. This makes
a succession of blocks and is the primary component behind blockchain design’s
security. The absolute first block during a chain might be somewhat unique—
all affirmed and approved blocks are obtained from the beginning block. Any
degenerate endeavors incite the blocks to shift. All the resulting blocks at that point
convey falsehood and render the whole blockchain framework invalid. On the other
hand, in principle, it may be conceivable to manage all the blocks with the help
of solid PC processors. In any case, an answer eliminates this chance called proof-
of-work. This empowers a client to hamper the strategy for the production of most
recent blocks. In Bitcoin blockchain engineering, it takes around 10 minutes to work
out the necessary proof-of-work and add a substitution block to the chain. This work
is finished by miners—exceptional hubs inside the Bitcoin blockchain structure.
Miners get the opportunity to keep the exchange charges from the block that they
checked as a payment.

A new client (hub) who enters the mutual blockchain network might get a
complete replica of the application. When a replacement block is made, it is sent to
each hub within the blockchain network. At that point, each hub confirms the block
and checks whether the information expressed is correct. In case it is all correct,
the block is connected to the blockchain neighborhood of any node. All centers of
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Fig. 9.9 How blockchain works

blockchain systems have an agreement. The arrangement structure might be a ton of
protocol guidelines, and thus once anyone submits to them, they are self-authorized
within the blockchain. For starters, the Bitcoin blockchain illustrates an arrangement
that agrees to declare that the trade volume will be sliced down the center for every
200,000 blocks. This suggests that if a block delivers a check prize of 10 BTC, this
value must be divided by 200,000 blocks. Moreover, there will be 4 million BTC
remaining to be produced, because there is a cap of 21 million BTC established by
the consensus within the Bitcoin network system. When the miners open too many
of them, the usability of Bitcoins disappears unless the rule is modified (Fig. 9.10).

To check, this allows blockchain development to be continuous and cryptograph-
ically safe by eliminating any outcasts. It is challenging to change the blockchain
structure; because it is necessary to play with the sum of its blocks, to recalculate the
proof-of-work for each block and, in addition, to monitor increasing 50% of the vast
number of center points throughout the diffused process. Blockchain architecture
has many advantages for businesses. Here are a variety of built-in features:

Cryptography Transactions are checked and accurate on the basis of sophisticated
computational and cryptographic evidence between the parties concerned.

Immutability Any records made during a blockchain process cannot be changed or
deleted.

Provenance This applies to the reality that the transaction can be tracked within the
blockchain ledger.
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Fig. 9.10 Blockchain architecture

Decentralization Every part of the blockchain system has links to the entire
distributed ledger. As for the central-based method, the consensus algorithm enables
the network to be managed.

Anonymity Every blockchain network member has an address created, not a user
identification. This keeps users safe, particularly during a public blockchain system.

Transparency The blockchain system could not be corrupted. It is often impossible
to do so, because it requires a huge amount of computing power to completely
overwrite the blockchain network.

2.3 The 5G System Architecture

The 5G architecture, as seen in Fig. 9.11, would be focused on “adaptable”
radio connectivity centers, distributed and concentrated server farms making up
an adaptable portion of the remaining tasks at hand. Such hubs and server farms
are connected by means of programmable vehicle systems. Vehicle networks are
connected by spine hubs that relay information from the entrance hubs to data
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Fig. 9.11 The 5G system architecture

communities where the overwhelming majority of the information is discarded
and the network is tracked along these lines (Fig. 9.11). This points out that each
program, such as certain device apps, is operating at the edge of the cloud with
a specific case with specialized functionality inside the entry hubs. Requirements
are either organized on a common framework (Application 3 and Application 4) or
distributed (Application 1, Application 2), sometimes on a necessity framework.

In comparison to the existing, server maintenance, storage, transport, and
connectivity services are geographically centralized within the data center but may
also be flexibly distributed if required.

The 5G framework will fully reinforce the idea of system programmability for
a wide range of administrations. Help is deftly allocated to any location within the
system, the system hub, the end-client gadget, or the external host on a regular
basis. Support obviously will not be held in the framework of the user, and will start
from beyond the program region. E2E company is expected to organize external
business contributions in order to be successful. For example, to streamline content
conveyance in eMBB administration, organizations would put virtualized capacity
building on assets that are really close to the supporter’s precarious edge.

Network Slicing The method of system cutting considers the meaning of the
different coherent systems (or cuts) at the head of the proportional physical
framework. Assets are often committed solely to a single cut or to a split between the
different cuts. Various types of assets are available, such as registration, stockpiling,
equipment, transport, VNFs, etc. The device is cut to control the optimal behavior
of the program. Such behavior is commonly associated with protection, disconnec-
tion of knowledge sources, essence of administration, unwavering efficiency, and
autonomous charging. A network cut may improve one or more administrators;
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therefore, it would not be appropriate to plan for a remote administrator to do so,
which can provide an altered level of support. System cutting is regularly used
for a few purposes: an entire private system, a reproduction of an open system
to check the administration of substitution, or an overhead system for the chosen
administration. For example, when fixing an individual system within such a system
cut, which will be a beginning to end practically confined to a piece of the overall
population arrangement, the system uncovered a collection of capabilities in terms
of data transmission, dormancy, accessibility, and so on. From this stage on, the
cut is frequently monitored personally by the cutter, who can see the machine cut
as their own network along with transport centers, handling, and power. The assets
assigned to the cut are regularly a mixture of semi-discovered and circulated assets.

2.4 Enabling Technologies

These developments were not initially planned for IoT, but would include IoT
implementations such as emerging infrastructure for smart cities and automated
vehicles over the next decade. In order to impact these future criteria, certain
innovations need to be incorporated into the planned architecture.

Nano-chip In recent years, nano-chip-based devices have provided general appli-
cations for the investigation of examples of organic compounds. A tiny chip that
places the re-invented cells under the skin and across the electrical field can
be a creation inside the shape that we get from the wounded or mature tissue.
Nevertheless, the usage of nano-chip devices would not be restricted to healthcare
uses; for example, this technique may be seen in military and home mechanization
uses that will occupy the enormous area of IoT applications.

Millimeter-Wave (mmWave) Ten years ago, there was a reduction in the trans-
parency of the recurrence spectrum under 6 GHz classes and, along these lines,
the desire for a higher rate is growing. Higher frequencies such as the millimeter
wave (mmWave) that is occurring in groups of more than 24 GHz are proposed as
a possibility for future 5G IoT applications on the grounds that greater transmitting
efficiency may be seen to improve the opportunity and enable customers to use high
information levels for short-range applications [30].

Heterogeneous (Het-Net) networks It has been established to satisfy the require-
ments of the 5G-IoT driving system on request. This Model Organizing Tale
empowers 5G-IoT to include information on request to the client. In the current
year, certain 5G HetNet structures have been established [9], which may convey a
gigantic amount of necessary device properties.

Direct Device-to-Device (D2D) Communication This type of statement has been
designed as a substitute for the short-term transmission of information that can
benefit 5G-IoT with lower power utilization, improved QoS to customer, and
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payload adjustment. The standard macro-cell base station received a low BS
pressure, but the D2D controlled the data.

Fifth Generation Wireless Systems (5G) Such devices are now the pre-eminent
behavior for the production of IoT apps. 5G will make major contributions to the
subsequent era of IoT by interfacing billions of smart items to call for a real future
and a giant IoT. In this respect, the IoT device ID functionality is exceedingly
problematic, on the basis that the heterogeneous field of use will satisfy the needs
of the program. Compared to the International Data Corporation (IDC) study, the
5G implementation would benefit 70% of companies making up $1.2 billion on the
supply of executives. The IoT is rapidly creating innovations, in particular, the new
application space. Nowadays, the IoT systems are changing the essence of the way
of life that includes connecting smart household devices to smart circumstances.
Industry IoT (IIoT) is making strides on various challenges, such as evolving criteria
for products and structures, and redesigning action plans [28]. The main known
correspondence procedures within the availability of IoT are 3GPP and LTE (4G)
systems [29], which flexibly provide IoT frameworks with reliability, long life,
strength of association and broad inclusion, low cost of arrangement, high level
of security, access to the scope of commitment, and transparent administration [30].
However, predominant cell systems, for example, are not capable of enhancing MTC
interchanges, yet 5G-IoT systems could do so. Furthermore, 5G-IoT also provides
an extremely low redundancy and improved inclusion rate for MTC correspondence
for the quickest cell arrangement rate. In addition, another test took place on 5G-
IoT [29]. The CISCO, Microsoft, and Verizon tests 5G, and tailored display output
to the requirement of human eye [17]. The images would be manually checked.
The 5G-IoT offers persistent, reconfigurable, web-wide, on-demand, and interactive
activities for IoT applications. The architecture of the 5G-IoT will be configured and
it is hoped that it would be possible to continue to complete supported, smart, and
rapid operation at each stage [8].

Coherently Independent Programming Program To replicate network access,
organize (RAN) to set up a Cloud-based Network Access Organization (Cloud-
RAN) to establish a clear affiliation with the different rules and to upgrade the RAN
capability provided by 5G on request. The design of the core system is streamlined
to the on-demand form of power tuning.

Machine-Type Communication (MTC) Machine-type communications are com-
puterized information correspondences between the basic framework of information
transport and gadgets. Information correspondences grew directly between two
MTC gadgets or between a machine-type interchange gadget and a database [31]. It
sets out the legitimate scope of use from an oversized organization of independent
gadgets to strategic administrations. Cell frameworks (in particular 5G) have been
seen as a major contender for the delivery of MTC gadgets to the network. They are
constantly transforming into an important part of our way of life.

Remote Software-Defined Networks (WSDN) Virtual Software-Defined Net-
working (WSDN) is a modern concept that deals with scalable distributed net-
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working that lets management coordinate and empowers the configuration, rather
than optimizing network execution or machine management. Such structures need
greater adaptability and quick investigation; in order to accomplish this goal, SDN
eliminates the lateral absorption of traditional systems and, by way of a single device
management, allows freedom to configure the device. SDN is in a position to change
the parameters of its flight program while preserving its working conditions [33].
Frequently, 5G applications are run via WSDN worldview to have quicker and more
adaptable 5G-IoT implementations.

Advanced Spectrum Sharing & Interference Management (Advanced SSIM)
The usable range asset is confined and swarmed. It takes a long time to reclassify a
range band for different utilizations, for example, regularization or normalization are
difficult. Range effectiveness is one of the significant proficiency measurements in
5G correspondence systems. To reinforce range execution, advanced range sharing
strategies are generally utilized. Along these lines, the 5G correspondence systems
are required to address the issue with various techniques [34].

Mobile Edge Computing (MEC) System Sensation (fog) processing may also be
a shared perception model, which could be a core layer in the middle of the cloud
network and IoT gadgets/sensors. Mobile Edge Computing (MEC) has suggested
describing the operation of administrations at the edge of the network and seeks
to establish a basis for the control and remote communication resources at the
edge of the portable device. Model MEC architectures and programs have essential
elements to help governments, such as field awareness, radio network information,
and program execution.

• Forensic rebellion, MEC, and 5G networks have a chance to be the nucleus of
the ensuing IoT;

• In 5G-IoT, MEC can effectively create calculation-related applications involving
huge handling, comparable to video game (VR) or augmented reality (AR).

Remote N/w Function Virtualization (WNFV) Remote Network Function Virtu-
alization (WNFV) allows arrangement administrations and capacities to remotely
see organization assets, similar to databases, switches, connections, and informa-
tion, without breaking the overall physical foundation, and to utilize these assets
as administration necessities as required. The WNFV splits a physical device into
various virtual structures, such that the devices are periodically reconfigured to re-
engineer new systems as required. The WNFV as a feature for 5G networks would
allow the virtualization of the whole network ability and detangle the organization of
5G-IoT. WNFV offers an adaptable and scalable framework for 5G-IoT applications
that will allow the modified device to mold programmable devices for 5G-IoT
applications. The WNFV can have 5G-IoT network implementations with the
capacity to plan by streamlining the speed, capability, and functionality inside the
networks to match the burden of usage. Additionally, the WNFV should boost the
reasonableness of the Radio Access Arrangement (RAN) as a whole. Inside the
HetNet 5G-IoT infrastructure strain, a number of 5G systems with a multi-RAT
network will be used to fulfill the needs of the application administrations [36].



9 Enabling Technologies and Architecture for 5G-Enabled IoT 251

Mobile Cloud Computing (MCC) Program Distributed computing is an exciting
theory of computation in the computer and business field that, with the usage of
virtualization techniques, applies to a range of network models that patch archi-
tectures, from visible fog to non-accessible fog, and from the network as a software
device to hardware. In view of the physical separation, cloud administrations cannot
transparently access neighborhood conditional data, such as definite client area,
nearby system or circumstances of clients versatility conduct. For delay-sensitive
applications, such as VR and AR, these necessities (for example, portability bolsters
low inactivity and setting mindfulness) are normal. Versatile Cloud Computing
(MCC) centers on the marvel of portable assignment because the accessibility of
assets in cell phones, the capacity of mass information and thus the execution of
computationally escalated undertakings should be appointed to distant elements.

Information Examination and Big Data One of the significant parts of an
effective IoT application is Data Analytics. Organizations have an enthusiasm for
bits of data, and there is interest in deciphering the gigantic amounts of information
collected. The idea of Big Data is a theoretical one, which is typically energetic
to the framework’s arrangement (for example, RAM and HDD space). Recently,
the cost of massive amounts of information has been perceived, and there are
various conclusions on defining Big Data. Truth be told, Big Data refers to datasets
that are not visibly perceived, collected, monitored, and handled by regular IT
and programming devices or equipment gadgets. Advances such as Big Data and
Data Analysis are transforming the way we work and generating a range of new
possibilities.

Security and Forensics With the combining of 5G and IoT, security issues such as
safety, access to power, safe communications, and protected storing of information
present challenges in IoT applications. In addition, all devices that have been
produced and any information that has been synchronized with the IoT program
shall be reviewed. The vast exploitation of IoT hardware and the private existence
of the knowledge that has been aggregated and transferred through IoT hubs also
renders protection an important issue. It does not take long for individuals to agree
to prosecute one another for violating their smart apps, the autonomous automobiles
that have mishap, and the crooks that place singular smart sensors in danger. The IoT
has built up a stack that contains a variety of valuable legal science antiques, while
at the same time identifying facts, range, security, and identification of evidence,
equivalent to attack, may be attempted during the process of the inquiry. The IoT
will soon be involved in all parts of our life from dealing with our home temperature
to autonomous vehicles and smart management of the urban communities and
therefore innovations bolster this procedure. The scientists need a normal language
to utilize these advances suitably. Presently, these innovations are flawed when used
with current IoT engineering. Consequently, modifications are required to style
a substitution design that supports these advances. In the following sections, we
discuss how these advancements add to the proposed IoT design.
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3 5G-Enabled IoT

3.1 Architecture

Here we introduce the structure that is reasonable for the details of potential IoT
programming and administrations. The most recent engineering is improved by
the advancements that are clarified in the Case Study (Sect. 4) to incorporate
a more useful, versatile, and adaptable IoT biological system than current IoT
models. The 5G supported equipment, known as the 5G-IoT, has the accompanying
features: precise, knowledgeable, organized, adaptable, transparent, and mindful of
high demands. This comprises eight interconnected layers of two-way showcase
correspondence capacity as found in Fig. 9.12. The following layer and fifth layer
contain two and three sub-layers, independently, and in this manner the security
layer covers every other layer. These layers are picked to give the primary execution
and to keep the structure secluded simultaneously. The most recent advancements
actualized in Sect. 3 will be worked inside the setting of this current development
to influence the potential troubles suggested in Sect. 1. The developments of
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altogether various functionalities will be introduced in a couple of layers for simple
investigation, versatility, and identification.

Physical Device Layer This layer comprises remote sensors, actuators, and con-
trols, which are essentially “things” of the IoT. Useful gadgets are a characteristic
layer out of the frameworks. At this layer, small devices, for example, nano-chips
must not be utilized to build the specialized arrangement of assets and to diminish
the use of power. Nano-chips can give an elevated level of first-readied data that is
proper for wide ranging information on indicative data (layer 7).

Communication Layer This layer has two sub-layers. D2D levels of coordination
and synchronization.

Direct Device-to-Device (D2D) Sub-Layer Connectivity As the force and experi-
ence of physical devices (center points) expand, they produce their own structure
and personality and construct their own insight. To improve the usefulness and
limits of the IoT frameworks, such gadgets will shape the HetNet with the end goal
that they can address one another. Cut-edge correspondence standards of the far off
sensor framework (WSN) are used in this sub-layer. The center points will pack or
even pick a pacesetter (bunch head) for the administration of the fitting frameworks.
One of the huge progressions that fortify this sub-layer is the mmWave. Moreover,
in this sub-layer, 5G is another optional development that is intended to strengthen
D2D correspondence during a circumstance. 5G considers the accessibility of MTC
devices to be a critical competitor. The solid endorsement levels and other vital
features of MTC render it evident that 5G-Plus-HetNet is esteemed to be a steady
usage framework inside the arranged 5G-IoT design.

Connectivity Sub-Layer In this sub-layer, systems are related to the accentuation
of interchanges such as BSs. Truth be told, they submit and break down their
insight into an Intranet association with the Capability Network. For the present,
this sub-layer of the IoT has a few specific issues: only a fixed measure of gadget
associations are frequently worried about; in frameworks, for example, autonomous
vehicles, trade of information for the alternative between information styles is
unimportant; high-volume data may hardly be continually arranged as an outcome
of colossal correspondence idleness. In the near future, the 5G course of action
will brilliantly improve this sub-layer to have unwavering quality, execution, and
availability. Another development of this sub-layer is Advanced SSIM, as clarified
in a previous section. Through this advancement, IoT devices gain the possibility to
pick an ideal set (repeat gatherings) with a moderately low impedance. As a rule,
the SSIM conventions are valuable in giving expanded motivations to go trade of
checked rational radios.

Edge (Fog) Computing Layer
Here, the information is processed at the edge of the network to settle on choices at
the sting stage. With the presentation of 5G innovations and, in comparative lines,
the augmentation of portable interchanges (for example, portable applications),
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MEC building can possibly be even greater, although still face challenges, and will
offer a significant commitment to this system.

The Data Storage This layer includes information storage units throughout which
the information collected from the edge nodes is often extracted. This layer includes
unique security protection that is related to the enormous amount of information and
the traffic of potential applications.

Management Service Layer
It consist of three sub-layers as follows:

Network Management Sub-Layer A system executive includes changed type of
correspondence between gadgets and server farms. WNFV is the main major
innovation needed in this layer. The WNFV is at the same period in a condition
under which the context of the network and the form of communications protocols,
such as 5G-IoT or ZigBee, are revamped to reinforce the essence of the IoT
framework. WSDN is another important advancement in this sub-layer. WSDN
struggles with coordinating IoT and empowers you to coordinate reconfiguration
instead of following the normal method for update implementation.

Cloud Computing Sub-Layer At this sub-layer, details and details from the sting
registry are (re)processed within the cloud such that the last prepared data is often
calculated. By using 5G innovation, cell phones are continuously equipped to
perform this kind of calculation, which is referred to as MCC. Consequently, the
handling tasks are given the chance to migrate between cell phones helping to make
the IoT system more effective, functional, adaptable, and faster.

Data Analytics Sub-Layer Here, modern techniques for the analysis of information
are used to include some motivation (manipulable data) to the information. The
improvements in Big Data calculations will upgrade the handling of the information
in this sub-layer. It is probable that the function of this sub-layer is paramount in
the near future as the volume of data generated is enhanced as a consequence of the
combination of 5G and the IoT.

Application Layer In this layer, software connects to precedent layers and infor-
mation, which is very still, so it is not important to see the speed of the system.
Applications can disrupt vertical markets and business needs by controlling apps,
Vertical and Mobile Applications, and Business Intelligence and Analytics. Truth
be told, the Technology layer allows experts to make the best decisions at the right
time by getting the right data.

Collaboration and Processes Layer The IoT framework, and along these lines,
the information shown in the past layers, is not helpful unless it provides a
demonstration. Individuals are engaged in business-based applications. Individuals
utilize software and associated knowledge to satisfy their individual requirements.
Now and then, different people are using a similar application for different purposes.
Truth be told, citizens will have the ability to collaborate to make the IoT useful.
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Security Layer Similar to other designs [21, 24], this layer is thought to be a
different layer. In fact, this layer covers and ensures every single past layer; however,
each area (convergence of this layer with another layer) has its own usefulness. The
Engineering Security Layer involves different terms of security efforts, including
encoding, client verification, access control, and cloud security [38]. In addition, the
security layer also depicts and envisions the dangers and digital attacks, including
the crime scene investigation, in order to recognize and deter the type of assault.

3.2 Characteristics

IoT is a network of different unmistakable computers or electrical devices capable of
communicating with one another through some accessible web, such as the internet.
The IoT has expanded the world of omnipresent registration with a range of new
technologies operating with various types of sensors. There are, however, several
obstacles to the use of the IoT that need to be tackled in order to make it more
effective [38, 39]:

Security When the total number of related gadgets increases, the danger of
malicious actors abusing weaknesses also increases. This occurs because of the
utilization of low standard devices.

Protection The knowledge obtained from IoT hardware is submitted to a central-
ized focal point for analysis and planning, which involves an observer. Indeed, this
sort of dispersal of data without the consent of the customer can trigger data leaks;
thus, compromising the security of end clients.

Norms Lack of standards and guidance will contribute to unfortunate outcomes
when handling the devices. Notwithstanding the measure of IoT-enabled devices,
there is a requirement for advancement that can improve this titanic volume of
information movement inside an enormous information development run. Truth
be told, the devices themselves will have the chance of addressing such changes
over the span of activity, for example, an enormous swapping scale top, expanded
information quality, and diminished latencies [40]. The faster-remote arrangement
procedure, especially the fifth generation remote (5G) systems, is an impetus
for 5G-enabled IoT applications. This additionally permits adapting to a lot of
IoT-implemented contraptions [41]. Out of the new 4G development, which uses
frequencies under 6 GHz, 5G frameworks utilize astoundingly higher frequencies
ranging from 30 GHz to 300 GHz. In addition, it is committed to making explicit
Indus starter applications that work past the current versatile broadband range. This
pervasive technique is the ping stone battle to look for more prominent transparency,
which has been locked in since the beginning of the cell structure [43]. This
makes usage of the 5G a focal and energizing impact on the IoT movement. Thus,
it supplements IoT by offering higher information levels, lower latencies, lower
basic measures, and higher versatility [44]. With the accelerated development of
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IoT advances, the capacity to convey considerable preferences to end-shoppers,
specifically to clients and business ventures, has increased [31]. Purchasers are given
different organizations that depend on their activities. People will drive significantly
more efficiently, for instance, by avoiding gridlocks and taking an alternate route
when advised by an IoT smart driving device introduced in their vehicle. People can
remain healthy by using wearable gadgets that offer their wellbeing characterized
data after monitoring their physical activity and body parameters of the day.
Associations may use client information to offer various types of help and items.
Also, they will utilize field trackers and outer equipment lockouts to maintain their
focal points. Government and transparent specialists will limit the cost of social
insurance by offering more grounded help for wellbeing remotely, particularly for
seniors.

4 Case Study

This case study pertains to how 5G mobile technology will impact the Internet of
Things (IoT).

There are currently initial deployments of commercial 5G cellular networks in
progress.

A variety of factors are driving the adoption of 5G and IoT, including increased
demand from customers and businesses and the availability of more affordable
devices. Along with the introduction of global standards, substantial operator
investment in 5G technology, spectrum, and infrastructure are also helping to
drive growth and increase market interest in the IoT. Today’s 5G mobile cellular
networks are emerging from current 4G networks, which will continue to support
many instances of use. 5G can satisfy current requirements, such as smart energy
applications, and foresee use cases that are still some time away, such as self-
driving vehicles, expected to last far into the future. Mobile operators would need
to ensure that their networks support both existing and future use case requirements
as they address the evolution of technology. Prudent operators will manage their
investments to ensure customers are supported as networks transition to 5G. Most
cases of 5G use can be divided into three major categories: enhanced mobile
broadband (eMBB), huge IoT, and essential communications, each with its own
specifications for speed, bandwidth, and latency. While 4G will continue to be used
for many IoT use cases for customers and businesses, 5G offers a variety of IoT
advantages that are not available with 4G or other technologies. This includes the
capacity of 5G to accommodate a large number of static and mobile IoT devices that
have a wide set of service specifications for speed, bandwidth, and efficiency. The
versatility of 5G will become much more important for companies requiring help for
the stringent requirements of essential communications as the IoT evolves. 5G ultra
reliability and low latency would allow self-driving vehicles, smart energy grids,
improved factory automation, and other demanding applications to become reality.
Cloud computing, artificial intelligence, and edge computing can all help control
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IoT generated data volumes, as 5G improves network bandwidth. Ultimately, more
5G upgrades, such as network slicing, nonpublic networks, and 5G core, would
help realize the vision of a global IoT network, supporting a large number of linked
devices with diverse demands for versatility and connectivity.

5 Conclusion

5G offers a variety of advantages that other technologies do not provide. These
include the simplicity of 5G to accommodate a large range of static and mobile
IoT devices that have a variety of specifications for speed, bandwidth, and service
quality. The flexibility of 5G will become even more important for enterprises as
the IoT evolves. With much stricter efficiency criteria, 5G would enable essential
communications. The ultra-reliability and low latency of 5G will help make it a
reality for self-driving vehicles, smart energy systems, better factory automation,
and other advanced applications. In this chapter, we addressed the 5G-enabled
infrastructure, which is considered the future requirements of new applications and
their produced data. This also incorporates a new network composed of Nano-chip,
Millimeter Wave (mmWave), Heterogeneous Networks (HetNet), Device-to-Device
(D2D) connectivity, 5G-IoT, Machine-Type Connectivity (MTC), Wireless Network
Virtualization Function, Wireless Software-Defined Networks (WS-DN), Advanced
Spectrum Sharing and Interference Monitoring (Advanced SSIM), Mobile Edge
Computing (MEC), and Mobile Internet. The architecture was built on the basis
of these technologies. The architecture is flexible, efficient, scalable, consistent,
convenient, and able to meet high application requirements. It may also assist
IoT specialists in the construction of more powerful and flexible IoT systems.
Despite the apparent success of IoT and the soon-to-be-released 5G technology,
the chapter discusses the problems that will arise with the standardization of the
two technologies. In the midst of many possible alternatives, the chapter discusses
the use of blockchain to solve all of these problems in the area of 5G-IoT. In
the future, the end user will benefit from the capabilities of 5G, followed by
the convergence of blockchain with IoT applications. Followed by the respective
application architectures and their respective characteristics.
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Chapter 10
Big Data Analytics for 5G-Enabled IoT
Healthcare

A. Sivasangari, L. Lakshmanan, P. Ajitha, D. Deepa, and J. Jabez

1 Introduction

According to the HIS market, by 2035, the Fifth Generation (5G) of wireless
transmission technology will enable more than $1 trillion worth of products and
services for the healthcare sector. The main features focused on in 5G technology,
for example, significant increase in speed, coverage, enhanced capacity, network
energy and power, and increased bandwidth, impact across many divisions in big
data analytics. For people who have diabetes a comprehensive sensing analysis is
available. Many mechanisms and personalized building models using 5G smart
diabetes testing of smart clothing and smart monitoring using smartphones and
using big data clouds are suggested for patients as part of their personalized
solution for diabetes monitoring in healthcare. Here, an overall comprehensive
process regarding blockchain-based 5G-enabled IoT and also various challenges
and integration with blockchain industrial automation with the 5G-enabled IoT
are presented. In addition, existing gaps in scalability, interoperability and other
challenges in 5G blockchain are discussed. The deficiencies in 5G from all the
communication devices and drones and particularly in the field of healthcare are
identified and these problems will be overcome with the help of ultra-high reliability.
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1.1 Motivation and Scope

The scope of 5G definition relates to potential uses and how those likely affect
healthcare. The Internet of Medical Things (IoMT) focuses on the impact of 5G on
providers, hospital systems, medical device companies, pharmacy companies and
telehealth. Several key companies plan to launch 5G systems as well as 5G wireless
networks in healthcare products. In the long term, in the healthcare sector, 5G will
help to profoundly transform remote diagnostics and consultations. 5G enables the
IoT to have a more powerful bandwidth combined with lower latency; 5G will be
the main focus of technologies such as Augmented Reality and Virtual Reality in the
healthcare sector. Furthermore, 5G will allow widespread deployment of Artificial
Intelligence (AI) which will transform the healthcare sector from manual to smart
automation.

Blockchain and 5G are the most hyped technologies emerging in the common
marketplace. As mentioned, several features are available in blockchain with 5G,
including decentralized approach, immutability, allows localized availability, cost
efficiency and security. Also, challenges regarding blockchain with 5G integration
focus mostly on scalability of blockchain which needs improvement to deal with the
high number of devices and each device must have a unique address. Furthermore,
after the 5G technology is deployed worldwide, it is expected that the technology
will allow medical professionals to be able to exchange data with patients instanta-
neously from anywhere. It is an easy way for hospital-like monitoring in patient’s
homes similar to how intensive care units are monitored nowadays. Blockchain
technology is perhaps the silver bullet needed for industry. The blockchain functions
as a distributed transaction ledger for various IoT transactions. The blockchain plat-
form supports and uses simple key management systems. The Ethereum platform
is capable of managing a more fine-grained way used in many IoT devices with
successful smart Turing complete code.

1.2 Research Contribution

In this chapter, we proposed a 5G-enabled blockchain e-healthcare framework.
The focus of this framework is a patient e-health management system. E-Health
introduced the fog/edge used for easy access of medical data, as well as patient
safety and privacy concern. Blockchain is deployed in the e-health system. This
consist of three interfaces (1) Near Processing Layer, (2) Far Processing Layer and
(3) Data Sensing Layer, and an agent Migration Handler (MH) used to monitor and
transfer tasks which will help to locate the client. The current healthcare system is
not patient friendly because patients must continually spend time monitoring their
illness instead of resting, which is inconvenient for the patients. Wasted patient time
has been reduced in our proposed system.
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1.3 Organization

In Sect. 2 the literature survey and comparison of existing ideas with 5G technology
in healthcare and blockchain is presented, in Sect. 3 our idea is proposed in a detailed
manner, in Sect. 4 the performance analysis of the proposed model with graphs is
discussed, and conclusions and future work in the healthcare sector are presented in
Sect. 5.

2 Related Work

Some studies discussed by Hossain et al. proposed an emotion detection method-
ology in the healthcare system. They used IoT devices to capture emotion images
and speech recognition processes separately, and calculated the value of the detected
emotion and validated it [1].

Latif et al. discussed the 5G wireless technology along with emerging technolo-
gies that will transform the healthcare system, specifically 5G with cloud computing
and 5G with artificial intelligence, and in terms of economist and high potential
pitfalls in development of the 5G health revolution [2].

Similarly, Nasri et al. proposed a smart mobile IoT healthcare system using 5G
and smart phones to monitor patient’s health risk factors. WBSN data was used to
monitor and track patient pulse, temperature and oxygen in blood as well as other
vital parameters of the patients [3].

Ahad et al. discussed diabetes diagnosis with the solution of comprehensive
sensing analysis. They suggested patients could have personalized solutions for
diabetes monitoring in healthcare, including many mechanisms and personalized
building models using 5G smart diabetes testing on smart clothing and smart
monitoring using smartphones and big data clouds [4].

Further, Mistry et al. [5] presented a comprehensive review on blockchain-based
5G-enabled IoT and various challenges stemming from integration with blockchain
industrial automation and the 5G-enabled IoT. A comparison of existing gaps
between the scalability, interoperability and other challenges in 5G blockchain was
also presented.

Ullah et al. discussed the driving with wireless industry and developing the
next generation of technology so that mobile technology generation has improved
facilities to be efficient in wireless fields. Vehicle-to-everything (V2X) will impact
in 5G with all the communication and drones and particularly in the field of
healthcare, and they identified deficiencies and overcame those problem with the
help of ultra-high reliability [6].

Furthermore, Li discussed how the next generation of wireless remote technology
will be useful for healthcare in existing models with respect to the expenses
of healthcare services and the imbalance of medical resources and inefficient
healthcare system administration. To overcome this, the IoT, big data analysis,
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artificial intelligence technology and 5G wireless are used to improve patient quality
of healthcare service, and the cost inferable method is focused on [7].

Sigwele et al. proposed an information and communication technology utilizing
IoT to limit medical errors and cost of healthcare. They discussed the IEE5GG with
smartphone gateway connection to save energy, which is executed with the help
of MEC while considering QoS and battery level CPU load, and resulting with an
energy efficient framework [8].

Chen et al. proposed a 5G-C-sys for healthcare that aims at ultra-low latency in
cognitive application and high reliability. They also developed a prototype platform
for 5G-C-sys incorporated with speech recognition and emotion detection for the
effectiveness in healthcare-based 5G C-sys technology [9].

Similarly, Boban et al. analysed the requirement in 5G technology and identified
the gaps with the existing technologies. They overcame the challenges with drone
and communication technologies [10].

Latif et al. discussed how 5G technologies, AI, IoT and Big data will revolution-
ize healthcare, and they provided an overview of how machine learning algorithms
are integrated and able to detect the anomalies in the healthcare system. The authors
also investigated remote consultation in e-health [11].

Lakshmanan et al. proposed a hybrid approach in combining PSO and ACO &
BCO on routing protocol and applying the K-Means algorithm for clustering the
nodes [12].

Furthermore, Manoj et al. [13] discussed a congestion adaptive navigation for
emergency situations. They also used sensors for locating using GPS and then server
takes an action using PIR in emergency areas.

Logeswari discusses the analysis of packets having the fuzzy logic based on
the greedy routing protocol. Two characteristics input metrics and fuzzy decision-
making system in VANETs were used [14].

Gomathi et al. [15] proposed an energy efficient routing protocol using wireless
sensors with dynamic clustering UWSN routing technique. This will be helpful for
researchers due to reduced power consumption, response time, avoids overload and
improves throughput of the network.

Vignesh et al. discussed fewer deployments in the cloud storage with low cost
replication, higher availability and better performance in geo-replicated systems by
data centres with these benefits [16].

Ishwarya proposed a project to reduce congestion in traffic and calculated current
traffic with normal. If anything unusual is detected, then emergency vehicles pass
through the signals; thus, solving the traffic problems [17].

Sivasangari et al. [18] compared security and privacy using fog computing. They
also used the fog computing principle to use a smart gateway for an improved big
data health monitoring system.

Suganthi et al. discussed security improvement for web based banking and the
authentication using fingerprints to avoid hacking or for fault detection [19].

Deepa et al. proposed an idea of detecting road damage by image processing in
smart phones and sending the co-ordinate point to the cloud and from the cloud a
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user can see the road where the damages are because it will show on a map. From
this, they can avoid accidents and so on [20].

Keerthi et al. [21] used convolutional neural networks (CNN) to identify
dangerous lung disease tumours. The CNN technique has many features and can
provide standard representation pneumonic radiological complexity, fluctuation and
classification of lung nodule.

Sivasangari et al. [22] proposed major concerns about WBAN regarding the
security and privacy of the healthcare sector. The patient health data should reach the
physician at the right time. Security has the greatest impact on the lives of humans,
and an effective model SEKBAN that ensures security data based on ECG signal
was implemented.

Indira et al. [23] implemented an efficient hybrid detection using a wireless
sensor network. Wireless devices are spatially distributed over sensors and phys-
ical changes. The device network includes multiple detection over sensors with
lightweight transport.

Tao et al. [24] discussed V2G technology for enabling renewable energy sources
providing power in a smart grid. They proposed a fog and cloud hybrid model.

Vilalta et al. compares the existing approach with the new proposed technologies
and distributed field. This paper discussed TelcoFog’s benefits and dynamic deploy-
ment with low latency, and managing orchestration architecture for TelcoFog service
infrastructure [25]. Furthermore, Chaudhary et al. focused on challenges for future
demands in integrated fog computing and cloud computing in the 5G environment,
in collaboration with SDN, NFV and NSC. They also performed data analytics with
device mobility, as well as discussed challenges and potential attacks on the data
shared in 5G [26].

Ku et al. [27] discussed advances in the fog radio access network and fog–cloud
based in hybrid system issues. GPP is used for communication and computational
processing, and it is also used as a simulator for experimental tests.

Furthermore, Yang et al. [28] proposed an SDN-enabled approach for cloud–fog
interoperation in 5G, and aimed at quality of optimized network usage.

Crosby et al. [29] shared, in terms of blockchain technology, all criteria that
satisfy specific application in both sectors regarding finance. There are many
opportunities for revolution in disruptive technology. The digital currency Bitcoin
is highly controversial, but blockchain has proved to be useful and has found many
applications.

Risius et al. discussed a framework in blockchain which they divided into
three group activities and four level of analysis. This paper addresses research
predominantly focused on new technologies in blockchain [30].

Dinh et al. proposed a survey about untangling blockchain data processing
with its challenges, and they analysed four dimensions in production as well as
research systems—distributed ledger, smart contract, cryptography and consensus
protocol. They also conducted comprehensive evaluation for major systems such as
BlockBench, Parity and Ethereum, and found blockchain performance closer to the
database [31].
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Huh et al. [32] discussed how to manage IoT devices using blockchain to easily
control and configure IoT devices. They also used the RSA algorithm which is
capable of managing devices with secret keys. They used Ethereum blockchain for
coding in an efficient way.

3 Proposed Work

Fog/Edge computing is tackled by eHealth systems for an easy way of accessing and
processing medical data, and ensuring the privacy and safety of patients. All Fog
and Cloud have their administers interested in handling medical data that violates
the privacy of patients. Blockchain deployed over Fog and Cloud will allow patient
data processing and storage. The eHealth architecture consists of three interface
levels: sensing, near processing, and far processing. Multiple instances of a Patient
Manager include 3-level structures. The Agent Migration Handler (MH) uses Profile
Monitoring to transfer a task or execute the task internally, which collects profile
information from remote agents.

Sensing layer: Smart devices, implantable sensors, smart watches, mobile
devices and other devices monitor patients’ body parameters. These applications
use Bluetooth or ZigBee to convey to the mobile the physiological sign of a patient.

Near processing layer: A hop away from the sensing devices of the data is where
near processing level devices are generally located. Conventional switches, routers
and low-profile devices are involved in the near networking layer. In a broad range
of formats, healthcare facilities generate vast quantities of data, such as records,
financial statements, laboratory findings, imaging tests, such as X-rays and CAD
scans, and measurements of vital signs. Blockchain provides the ability to boost
the data’s authentication and integrity. This also helps to disseminate data inside
the network or facilities. Such features have an effect on the cost, quality of data
and reliability of providing health care across the system. Blockchain is an open,
decentralized, intermediary-removing network. The blockchain healthcare solution
does not require multiple authentication levels and provides everyone who is part
of the blockchain architecture with access to the data. Data is made open and
transparent for customers. Such apps will help to tackle the various issues facing
the healthcare industry today. In the healthcare sector, blockchain’s role is split into
four stages. The proposed architecture is explained in Fig. 10.1.

The inspiration behind blockchain and 5G integration largely stems from the
many benefits of blockchain in addressing security, protection, networking and
service management issues in 5G networks. The proposed advanced Pos Consensus
algorithm is described below:

Data: Performance Transaction (PT), Reputation Transaction (RT), Stake Transac-
tion, Agent Number (Ni) in a cluster

Result: Every fog agent generates PTi, STi and produce RTi from the service
provider
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Edge Device run the proposed Consensus Algorithm

Data Sensing Layer

NEAR Processing Layer

FAR Processing Layer

Cloud Server

C C C

Fig. 10.1 Proposed architecture

Form clusters with fog nodes within a threshold range (R)
For each cluster k = 1 to l
Do while
Head election = true do
For each member agent i = 1 to nk of a cluster do
Extract parameters from PTi, RTi to produce Pi, Ri and Si
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Pi = 1

1+e
− Ÿ

r×αi

Ri = 1
1+e−r

Si = 1
1+e−c

fi < − Decision Tree(Pi, Si, Ri)

Ti = ΔT ×
(

1 − fi∑1
n fi

)

Every Member node in the cluster sets their timer (Ti)
If (Ti) is expired
Then broadcast node id to the cluster for approval
End
If approval count [node id] >= 2/3 × nk

leaderj < −nodeid
End
End
End

A cluster within the Near Processing Layer of a certain geographic range (R).
A cluster is formed by a fog/edge agent with a different patient member value,
where a representative is selected to be the head of the cluster. The cluster head
(also called the leader) is involved in running the blockchain consensus protocol by
locking a certain amount of stake in the network. From each cluster, a cluster head
(CH) is chosen, taking into account the member nodes’ multi-criteria. The selection
process includes the performance characteristics of a node, its reputation and the
stake amount. Criteria are combined to measure a fitness value using a decision
tree. The blockchain records the information of each node regarding the parameters
listed, and can be retrieved from the blockchain.

The performance parameters include device processing speed, storage capa-
bilities, accessibility, variation distance coefficient and delay in transmission of
an Agent. Here, MIPS processing capacities, memory space and availability are
symbolized respectively as p1, p2 and p3.

�T is the time interval for the selection of cluster head, and where T represents
a limited random time period used to distinguish waiting time for the same fitness
of the Agent. The Agent broadcasts its identifier across the cluster since its waiting
time expires. The other cluster members verify the estimated fitness of the Agent and
accept their approval for this Agent. In turn, every node in a cluster will participate
in the PoS proposed. This consensus mechanism would be less vulnerable to an
attack of 51% from each cluster than DPoS as a leader. The rich node, such as PoS,
is less likely to become a cluster leader, as the cluster head is not only selected based
on the locked coin.

Decision Tree is a supervised learning method which can be used for problems
with classification and regression, but is preferred to solve problems with classifi-
cation. It is a tree-structured classification where even the internal nodes represent
the characteristics of a dataset, the branches represent the rules of decision and each
leaf node represents the result.
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4 Performance Analysis

The assessment of the proposed programme with simulation settings and evaluation
metrics is defined in this section. It also addresses the effects of various parameters
such as energy usage and time for block generation. Various scenarios with different
configurations are visualized through graph plot.

For the following parameters, the performance of the updated mechanism and
the existing mechanism will be investigated.

Energy consumption: energy consumption refers to the energy needed for
transmission, receipt of the transaction and simulated validation of the network of a
number of blocks.

Block generation time: This refers to the time required for a certain number of
simulated network blocks to be uploaded, constructed and validated.

In the simulated network, the updated process is executed five times and the
output graphs are shown with average values generated from 10 execution runs.
The regular one runs on a horizontal network and is supposed to function on a
hierarchical network with the modified one. For both forms of consensus structures,
nodes that lock digital coins into the network engage in mining. The energy
consumption and execution time necessary for the development of 100 blocks are
shown in Fig. 10.2, provided that the variable number of nodes and clusters is taken
into account.

For unique clusters and nodes, the block generation time is shown in Fig. 10.3.
The illustrated graph in Fig. 10.3 indicates that a pattern which is consistently lower
or higher does not follow the period of block generation with a larger number of
clusters. With a higher number of clusters, cluster heads collect transactions and
construct blocks, with a higher number of blocks per second being generated. On
the other hand, because of the delay in testing blocks, higher block generation time
was also noticed for some higher cluster numbers.

Fig. 10.2 Energy consumption vs cluster
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Fig. 10.3 Cluster vs throughput

In terms of power consumption and block generation time, the performance of the
modified algorithm is compared to the standard one around. The revised algorithm
shows a significant decrease in energy consumption compared to the regular one.
A block is validated by a few selected safe miners in the updated one, but the
standard one requires more than 50% node participation in the block validation
process, resulting in higher energy consumption. Updated energy consumption
remains almost constant for a comparable number of clusters with a greater number
of nodes, while energy consumption tends to increase as the number of nodes within
the network increases (Fig. 10.4).

Figure 10.5 displays the updated and standard block generation period. The graph
in Fig. 10.5 illustrates that the time for the standard generation of blocks is greater
than for the updated one. As normal, different nodes send their transactions to one
leader node for validation, and to broadcast across the network, a validated block is
required. The approach thus consumes higher energy and makes it possible to take
a longer time for the block’s network-wide casting. In addition, some good miners
are selected based on reputation, results and stake in the revised one, but a miner
based on investment or stake alone is regularly nominated.

We have painted our architecture with an already proven architecture in terms of
reliability and overhead touch. The protection protocol is correlated with these two
performance metrics. The graph in Fig. 10.6 shows that our eHealth is more robust
than the current system due to our decentralized Key Management and several three-
layer Patient Agent instances.

On the other hand, the diagram shown in Fig. 10.7 showed that our eHealth
security mechanism provided greater overhead communication than the current one.
An Agent needs a certain number of data encryption segments to be obtained from
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Fig. 10.4 Energy consumption vs nodes

Fig. 10.5 Node vs block generation time

other neighbouring Agents to form the entire secret key. This technique activates
overhead communication when exchanging hidden keys and authenticating.

The relation between the different features and the current system [22] is shown
in Table 10.1. Similar to the cloud, with different protection strategies or without
protection, different stakeholders deploy heterogeneous fog devices. Fog networks,
through the identification and analysis of health information, are vulnerable to
malicious attacks. In our architecture, the same patient agent replicated in the
Mobile, Fog scheme and Cloud will protect wellbeing. To keep a Record of
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Fig. 10.6 Reliability vs nodes

Fig. 10.7 Nodes vs traffic overhead

Malicious Attacks, sensitive medical information is analysed in the homogeneous
replicated Patient Agent in order to protect the privacy or confidentiality of the
patient.

A dropping assault occurs if a cluster head reduces the transactions. This is
unlikely to happen because the cluster head will lose its reputation to share when it
is detected as malicious. The consensus mechanism should select the malicious and
cluster members who do not collect transactions for verification while the head of
the cluster is down.



10 Big Data Analytics for 5G-Enabled IoT Healthcare 273

Table 10.1 Comparison with existing system

Criteria Proposed Existing system

Confidentiality,
availability and integrity

CAI high, PA homogeneous
Responsive medical data task
Edge nodes, using the ring
signature, blockchain
maintenance for metadata
ensures several PAs
Availability of service

Privacy is average, integrity is
high, usability is high,
Low because of centralized
operations of blockchain
Controller

Secure and energy
efficient migration

High Low

Communication
overhead

High Medium

Consensus mechanism Light weight Medium

5 Conclusion

In this chapter, we built an eHealth program that deployed several instances of
a three-layer Patient Agent software: sensing, near processing and far processing
layer, which make the eHealth software more stable and fault-sensitive. We
also defined how to implement the Patient Agent on a 5G unit. The dedicated
Patient Agent application is able to handle the resources of 5G network slices.
A performance analysis has shown that the emerging eHealth program will use
blockchain technology to process health data in near-real time. The implementation
of blockchain healthcare technology is difficult, with vast volumes of health data
constantly being transmitted from wearable sensors.
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Part III
AI-Assisted Secure 5G-Enabled IoT



Chapter 11
Data Security and Privacy in 5G-Enabled
IoT

Darpan Anand and Vineeta Khemchandani

1 Introduction

Today is the era of Internet of things (IoT) in which all the devices are required to
be connected through the Internet. Therefore, the connectivity is the requirement of
this system [1]. The mobile communication is one of the important communication
media for this application. Internet of Things (IoT) is changing the way we live and
work. Their success and real value come from the establishment of services on top
of the connected IoT devices. According to the Ericsson Mobility Report, there
will be over 30 billion connected devices worldwide by 2023, of which around
20 billion will be IoT related devices. Between 2017 and 2023, IoT devices are
expected to increase at a CAGR (Compound Annual Growth Rate) of 19%, driven
by promising IoT use cases, like smart wearables, smart display, smart metering,
robotic control/production automation, robotic surgery, autonomous driving car,
and drone surveillance. These applications are usually integrated with wireless
mobile communications [2]. Currently, a number of smart IoT devices exploit
cellular networks like 3G and 4G LTE to maintain their connectivity and their
connection with the cloud data centers. As the skyrocketing of data produced
by increasingly large number of IoT devices, there are several burning issues to
be solved in the application environments. For example, the transmission latency
and reliability of current cellular networks cannot be guaranteed, which in turn
limits the effectiveness and feasibility of many emerging IoT applications, such as
the autonomous driving car and robotic surgery, which ask for ultra-low latency
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and ultra-high reliability. 5G has been introduced with the capability of high
throughput, low latency, high reliability, and increased scalability to enable massive
number of devices with best QoS and QoE provision of ubiquitous connectivity
solution to fulfill diversified IoT application requirements. This brings potentials to
deploy more connected devices without worrying about an overcrowded network
exacerbating existing issues. The high speed and reliable connectivity underpinned
by 5G will create new possibilities for IoT services far beyond those available today.
In addition, the enabling technologies of 5G, including functions virtualization and
softwarization, software defined networking, massive MIMO (Multiple Input and
Multiple Output), mobile/edge computing, and ultra-dense networks, have great
potentials to usher in a new era of IoT, aiming to smoothly and flexibly support
heterogeneous IoT services with distinct business characteristics under massive
smart devices [3]. Furthermore, IoT will bring a rich source of big data. The
powerful role of big data analytics in 5G can undoubtedly benefit IoT advancement.
This chapter is important to understand the concept of the Cloud Computing
and Edge Standards, Security Fundamentals for 5G network, and other security
measures. Then, we discussed Architecture of 5G-enabled IoT, Security Threats
in 5G-Enabled IoT, Security Analysis, Privacy Threats in 5G-Enabled IoT, Security
and Privacy Threats in Specific Domain, and Challenges and Opportunities [4].

1.1 Cloud Computing and Edge Standards

In the past decade, cloud computing [5] is an essential part of IoT. It uses some
standard mechanisms to access multiple configurable resources such as application,
storage, networks, servers, and services. The first time cloud computing mentioned
to the world is in a Compaq internal document as early as 1996. Several years later,
cloud computing has come into actuality. In 2006, Amazon introduced the created
Elastic Compute Cloud (EC2) [6], which can support Amazon Web Services [7].
Two years later, Google delivered the Google App Engine. In the 2010s, there
are various Smarter Computing foundations appeared after IBM released IBM
SmartCloud. In these smarter computing frameworks, cloud computing is a critical
component. There are many service models for cloud computing; three models are
accessible that are Infrastructure as a Service (IaaS) [8], Platform as a Service
(PaaS) [9], and Software as a Service (SaaS) [10]. Cloud computing has many
advantages such as it enables to reduce the cost, it can be minimal effort to manage
the infrastructure, and the users only need to pay when they need process and store
data in a private or public cloud. It can adapt to fluctuations.

1.2 Security Fundamentals for 5G Network

Security and privacy are two big issues in 5G-enabled IoT [11]. The cost of security
and privacy threats is prohibitive. It is not only considered as potentially damaging to
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Table 11.1 Factors affecting coronary heart disease

Security Privacy

Target Against unauthorized access Protect personal identifiable information

Data type All data Private data

Program focus All information that an
organization collected

The personal information such as name,
address, SSN, etc.

Relationship Security can be achieved
without privacy

Privacy cannot be achieved without
security

the monetary penalty, but also causing other more pressing issues such as consumer
confidence, social trust, and personal safety. In this part, we mainly describe the
difference between security and privacy. Security indicates against the unauthorized
access of data. Privacy refers to protect the personal identification information. For
example, a credit report agency enables to protect the customers’ personal informa-
tion with security strategy, but the data scientist may still access this private infor-
mation. Table 11.1 displays the primary difference between security and privacy.

1.3 Various Security Measures

5G-enabled IoT brings abundant benefits to the end users. However, it also carries
some security and privacy challenges. Despite the common traditional security and
privacy issues, there are also some unprecedented security and privacy challenges
in 5G-enabled IoT.

1.4 Architecture of 5G-Enabled IoT

According to the existing researches, we construct the new architecture of 5G-
enabled IoT as Fig. 11.1. The five layers from bottom to top are recognition layer
[12], connectivity/edge computing layer [13], support layer, application layer, and
business layer.

1.4.1 Recognition Layer

Recognition layer is also known as things layer, which is the foundation layer in
5G-enabled IoT. There are two main parts in this layer: IoT physical objects and
hardware. The physical objects can be all the IoT devices such as smartphones,
smart wearables, self-driving vehicles, etc. The hardware in this layer includes
sensors, controllers, or any electronics hardware that obtain data from IoT devices.
For example, RFID readers, barcode, micro-controller units, etc. The main task
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Fig. 11.1 Architecture of 5G-enabled IoT

of this layer is to collect IoT information from physical devices and sensors and
recognize and identify the IoT environment.

1.4.2 Connectivity/Edge Computing Layer

This layer task is to help connectivity and edge computing to define the communi-
cation protocols and networks. Use networks to transmit collected information from
the first layer to the edge and cloud. In 5G-enabled IoT, the underlying networks can
be 4G [14], 5G[15], Wifi [16], etc. Another crucial research interest in this layer is
how to decide the resource offload and resource allocation between edge computing
layer and cloud layer [17].

1.4.3 Support Layer

This layer will offer the support platform for the upward and downward layers.
It contains cloud computing powers, data analysis ability, and other intelligent
computing abilities [18, 19]. The cloud center has responsibility for the service man-
agement and processes the information that edge computing layer cannot handle. In
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this layer, data analysis will be another vital part; it will support the AI embedding
IoT applications more intelligently. For example, storing the users’ historical data
and implementing AI algorithms to predict users behavior will help 5G-enabled IoT
devices to make efficiency and accurate decision in the application layer.

1.4.4 Application Layer

It is a terminal layer that offers the various applications and services based on
the information process from the previous layers. The IoT devices can make
the personalized decision according to the AI learning results. There are various
applications in 5G-IoT, such as smart home, smart grid, smart healthcare, smart
transportation, smart wearables, etc.

1.4.5 Business Layer

This layer manages all the IoT systems. It requires to create better business models
that improve the IoT service quality. There are many researchers who focus on how
to design a better business model. Such as Real-Time Instrumentation [20], return
of investment (ROI) [21], zero-capex IoT business models [22, 23], IoT data privacy
and trust models, etc.

1.5 Security and Privacy

Any system should be acceptable and adaptable when it is reliable and secure. Same
principle will be applied for the health-care system. As far as secure system is
concern the security and privacy mechanisms has to be analyzed. The evaluation
of the security and privacy will be ensured through discussion about the various
related threats as discusses in upcoming sections.

2 Security Threats in 5G-Enabled IoT

In this section, we analyze the security threats in each layer of 5G-enabled IoT and
point out the security requirements and threats in 5G-enabled IoT.
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2.1 Security Threats as per IoT Reference Model

2.1.1 Recognition Layer

Hardware security: The first essential threat in the recognition layer is the hardware
security. This layer consists of multiple sensors, controllers, and different IoT
devices. Unauthorized access and cloning the tag can occur in sensors, and the
adversary can reprogram the data. The malicious attacker can also control a user-
accessible IoT equipment and provide the fake information. The wireless sensors
such as RFID [24] are easy for the attacker to get the confidential information
such as the password to eavesdrop the information.

Software security: It is important to understand that hardware security alone is not
enough as most attacks are via software. Therefore, clarifying the security threats
of 5G-enabled IoT is necessary. Any IoT device’s integrity, authentication, and
availability make software insecure. If the embedding system gets a malicious
attack, IoT devices’ information can be stolen, monitored, and damaged the
software behavior. For the most popular operating systems, such as IOS and
Android, the most substantial security threat is hacker attacked. The malicious
attackers on smart mobile devices can gain access to enterprise and personal
data. The most likely malicious attacks include cryptographic attack and code
injection attack.

2.1.2 Connectivity/Edge Computing Layer

Network security: The main security threat in 5G-enabled IoT is Denial of Service
(DoS) [25]. This is a common attack through networks. In edge computing
scenario, the distributed denial-of-service (DDoS) [26] attacks and wireless
jamming are dangerous. Man-in-the-Middle Attack and counterfeit attack still
exist in this layer. Malicious attackers can control a section of the network and
attack the networks. The unauthorized attacker can even fake the identification
and communicate as normal and obtain more IoT users’ information. Also, IP
theft is dangerous for network security. IPv4 and IPv6 are different versions of
Internet Protocol in the network [27]. IPv6 as the upgraded version of IPv4 has
some advantages such as better multicast routing, more simplistic header format,
no more network address translation, etc. Even though they can provide seamless
protection to applications, there still have many security threats, such as DDoS
attack, Man-in-the-Middle attack, Packet sniffing [28], etc.

Rogue node: In edge computing [29], after the end user pretends to connect to
the edge node, such as fog node, private cloudlets, and edge devices, it gives a
chance that malicious attackers can deploy fake gateway devices. The malicious
attackers enable to manipulate user requests, collect or tamper user data, and
launch further attacks as same as Man-in-the-Middle attack.
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Edge data centers: Protect the edge data center to avoid physical damage, and
privilege escalation is necessary. For the edge paradigms data center, they
are managed by some business organizations. Preventing the attackers from
accessing the data centers and damaging the devices is needed. Besides, to block
the external attackers, well-training the security management individuals and
maintaining the data center professional are necessary.

2.1.3 Support Layer

Cloud Computing: The main security threats in the cloud are Dos attack, shared
cloud computing services [30], system vulnerabilities, and malicious or negli-
gence insider. DDoS attacks against cloud platforms are incredible. It will shut
down the cloud system and deny the services. Even though there are some
security strategies that can detect the DoS attack, with the increasing number of
5G-enabled IoT devices and the high 5G wireless speed, DoS attacks have more
chance since the previous method cannot handle the high volume data traffic.
For some shared cloud services, they do not provide enough security solution
between users and applications. It will lead to another security threat when the
users are sharing the resources. The system vulnerability can still exist in some
complex cloud computing infrastructures. If the attackers know the weakness,
they can easily damage the cloud computing system. Same as edge data center,
the cloud computing management team also needs to prevent the internal security
human-made security threats.

Data Analysis: The key here is to prevent the data leakage threats that cause more
severe privacy issues.

2.1.4 Application Layer

Heterogeneous network: Since in this application layer, there are various 5G-
enabled IoT applications [31]. Different application domains have distinctive
security threats. However, these applications enable to share data through the
heterogeneous network that is easy to cause several security issues: DoS attack
and malicious code injection. It is easy to attack and shut down the service if
there is no secure authentication and key agreement. Also, it will cause the data
breach and privacy problem, which we will be explained in the next section.

Service Management: The people who take the responsibility to maintain and
manage the application infrastructures should be professional and educated.
Otherwise, it will be another security issue.
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2.1.5 Business Layer

Data Leakage: Owing to the requirements in the business model design, the
designers will implement some APIs to help their modeling. In the meantime,
the data have a great chance to leakage if the APIs lack security protection. The
data can include many private pieces of information that will bring a severe cost.

3 Security Analysis

The communication architecture, network, and frame are important to exchange
the information among various connected nodes. Because this network is open,
security is important for it. There are various security processes that are required
to incorporate with the existing mechanism. The analysis of these security features
is important to audit, and this audit is important to measure the risk and vulnerability
for the known attacks and threats.

3.1 Security Threats

5G vows to offer more noteworthy limit, diminished inertness and quicker speeds—
think gigabits per second rather than megabytes. Basic frameworks, transport
frameworks, and IoT empowered keen homes will undoubtedly be run on 5G
systems. Be that as it may, simultaneously, IoT makers are occupied with a visually
impaired pursue for pieces of the overall industry. At the point when time-to-market
and minimal effort gadgets are the battleground, security is unavoidably ignored.
This profoundly changes the potential assault surface for programmers. By 2025,
hackers know the 74 billion “weak connections” in a security chain, bringing down
or upsetting basic foundation, vitality networks, or home IoT gadgets. Thus, gadget
security is basic and cannot be ignored without gambling extreme results on society.

The great news is that there is help around the corner. Back in February 2019,
ETSI [32] Technical Committee on Cybersecurity (TC CYBER) announced a
global standard, ETSI TS 103 645 (https://www.etsi.org/newsroom/press-releases/
1549-2019-02-etsi-releases-first-globally-applicablestandard-for-consumer-iot-
security), cybersecurity for IoT. The standard establishes a security baseline for
consumer IoT products and provides basis for future IoT certification schemes.
Finland was the first European country to take this next step with the Cybersecurity
[33] label, announced in November 2019.

In an eventual fate of IoT in a 5G world, IoT makers need to guarantee that their
items meet the necessities of the security guidelines. Also, it is essential that the
producers are carefully capable what is more, at risk for assembling secure gadgets.

5G is turning into a necessary piece of IoT administrations. There can be different
kinds of administrations, such as M2M correspondence, Vehicular Communication,

https://www.etsi.org/newsroom/press-releases/1549-2019-02-etsi-releases-first-globally-applicablestandard-for-consumer-iot-security
https://www.etsi.org/newsroom/press-releases/1549-2019-02-etsi-releases-first-globally-applicablestandard-for-consumer-iot-security
https://www.etsi.org/newsroom/press-releases/1549-2019-02-etsi-releases-first-globally-applicablestandard-for-consumer-iot-security
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Mobile Communication, accessible from a 5G empowered IoT organization. A User
Equipment (Vehicle or Machine or Mobile) could interface with 5G network through
some access organization for benefiting different administrations from different IoT
workers. Normally, a client gadget demands a support of Core Access and Mobility
Management Function (AMF), which is answerable for administration designation
after the verification of Network Slice Selection Association Information (NSSAI)
[34]. UMD is liable for verification qualification age and membership of the
executives. NSSF [35] chooses the arrangement of system cut cases serving clients
and decides the NSSAI comparing to material system cut occasions. In an open
situation of the entrance organization, an interloper may listen to the chosen
administration and client accreditations. The security of the user will be in question.
Further, an aggressor may utilize the removed information for pantomime and DoS
assaults. Henceforth, there is a significant necessity of security convention to protect
alongside classification and respectability of the information traded.

Threat on Authentication There is a chance of unauthenticated assailant Trudy,
who has the capacity of checking, catching, and imitating as a verified client
hardware to send information through the 5G network. The potential assaults by
the aggressor are Sybil, pantomime, character based assaults, and so forth.

Threat to Confidentiality A foe is an unapproved individual who could get to and
comprehend the unapproved administration question or administration designation
in the way to the 5G arrangement. Different conceivable uninvolved assaults
incorporate bundle sniffing, phishing, and so forth.

Threat to Integrity An aggressor may have an assault on integrity; he could
screen the administration demand/client accreditations in 5G and client devices.
The assailant may endeavor to get to and modify the administration before it
comes to AMF of the 5G network. Various potential assaults remember man-
for-the-center assault, meeting capturing assault, and so forth. Broad Sensitive
Information: The extremely high speed of 5G wireless let more and more physical
objects to be the IoT devices, such as microwave, robot vacuums, a cloth, even a
small ring. These smart IoT equipment significantly improve human’s life quality.
Meantime, the widespread sensitivity personal information will also be collected
by these devices. Sometimes, the connected devices ask end users to input personal
sensitivity information, such as name, gender, age, zip code, email address, etc.
Even though sometimes, the data are just transmitted by a given endpoint, there
still have privacy risks. If the attacker integrates, collects, and uses advanced data
mining algorithms to analysis the fragmented data from multiple endpoints, the
sensitive personal information can still be achieved. For example, in a smart home,
the refrigerator can embed a camera that monitors the grocery types and if they
spoil or not. It seems only to collect the grocery data; however, it can definitely use
the historical data to predict users’ eating habits. The smart robot vacuum, when it
works, will collect data to identify the locations of house walls and furniture. This
helps them avoid crashing into the furniture, but it can also measure the square of
home closely and create a map of the house and share to the cloud.
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Location Privacy Location-based services (LBS) are developed fundamentally
for many 5G-enabled IoT devices. Every smart phone and vehicle have built-in
global positioning systems (GPS) [36]. There are many phone Apps also based
on LBS services such as Yelp, Lyft, Uber, etc. The primary purpose of these
services is to improve users’ life quality and help them to live conveniently, such
as recommending the adjoining restaurant, looking up the reviews, etc. However,
at the same time, the user’s location data is at risk if there is privacy attack. Using
the location data, attackers can predict the user’s activity routine, interest place, and
life habits. There are many researchers who focus on to protect location privacy
information. One popular strategy is to employ well-known privacy metrics such
as k-anonymity and differential privacy [37]. Nevertheless, most of these strategies
could only provide privacy protection with a certain probability. When the attacker
integrates the information from different devices and analyzes the hidden correlation
of the data, the location privacy [38] can be easily destroyed.

Correlation Privacy With the more personal and identity information collected
by 5G-enabled devices, the attackers will achieve more private information. After
integrating and analyzing the correlation between fragment data collected from
many devices, the attacker will enable to identify the individual information in
the specific time, location, etc. For example, if an attacker unauthorized accesses
a hospital patient’s database. Even the information they get cannot identify the
particular individual due to the encryption of the database. After integrating and
analyzing multiple sources, the patients’ information can still be determined.

3.2 Security Requirements and Security Goals

The security requirements of the capabilities and functionalities are required to
make the process strengthen against the securities, while the desired functionalities
against the security vulnerabilities are the goal to make the process secure and safe.
These security requirements are illustrated in Fig. 11.2, and the security goals are
illustrated in Fig. 11.3.

3.3 Security Assumptions

Ideal working suppositions for 5G empowered IoT situation are as follows: Supposi-
tion 1: The encoded administration demand/client certification must be unscrambled
by a common symmetric key [39], which was utilized for encryption. Supposition
2: AMF is full confided in party and secured. Presumption 3: User hardware is also
an authorized device; it is liberated from malware and not genuinely altered.
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Fig. 11.2 Security requirements for 5G-enabled IoT authentication process

Fig. 11.3 Security goals for 5G-enabled IoT authentication process



290 D. Anand and V. Khemchandani

4 Privacy Threats in 5G-Enabled IoT

With the deployment of 5G wireless and the rapidly growing number of IoT devices,
the 5G-enabled IoT has more server privacy issues. Edge computing allows that each
physical object in the environment has the ability to communicate autonomously
over 5G wireless or Internet. In this section, we conclude some main privacy threats
in 5G-enabled IoT environment.

4.1 Broad Sensitive Information

With the deployment of 5G wireless and the rapidly growing number of IoT devices,
the 5G-enabled IoT has more server privacy issues. Edge computing allows that each
physical object in the environment has the ability to communicate autonomously
over 5G wireless or Internet. In this section, we conclude some main privacy threats
in 5G-enabled IoT environment advanced data mining algorithms to analysis the
fragmented data from multiple endpoints, and the sensitive personal information
can still be achieved. For example, in a smart home, the refrigerator can embed a
camera that monitors the grocery types and if they spoil or not. It seems only to
collect the grocery data; however, it can definitely use the historical data to predict
users’ eating habits. The smart robot vacuum, when it works, will collect data to
identify the locations of house walls and furniture. This helps them avoid crashing
into the furniture, but it can also measure the square of home closely and create a
map of the house and share to the cloud.

4.2 Location Privacy

Location-based services (LBS) are created majorly for numerous 5G empowered
IoT gadgets. Each cell phone and vehicle have worked in worldwide situating
frameworks. There are many telephone Apps additionally dependent on LBS
administrations, for example, Yelp, Lyft, Uber, and so forth. The basic role of
these administrations is to improve clients’ life quality and assist them with living
accommodation. For example, suggesting the abutting eatery, look into the audits,
and so forth. Be that as it may, simultaneously, the clients’ area information is
in danger if there is security assaul. Utilizing the area information, assailants can
foresee clients’ action schedules, interests place, and life propensities. There are
numerous analysts who center around securing area protection data. One famous
technique is to utilize notable security measurements, for example, k-namelessness
and different protection. In any case, a large portion of these systems could just
furnish security insurance with a specific likelihood. When the attacker coordinates
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the data from different gadgets and investigates the shrouded relationship of the
information, the area security can be handily wrecked.

4.3 Correlation Privacy

With the more personal and identity information collected by 5G-enabled devices,
the attackers will achieve more private information. After integrating and analyzing
the correlation between fragment data collected from many devices, the attacker
will enable to identify the individual information in the specific time, location,
etc. For example, if an attacker unauthorized accesses a hospital patient’s database.
Even the information they get cannot identify the particular individual due to the
encryption of the database. After integrating and analyzing multiple sources, the
patients’ information can still be determined.

5 Security and Privacy Threats in Specific Domain

To understand the importance and application of the ICT based applications and
further the requirements of the security and privacy threats, the upcoming sections
describe the concept very clearly.

5.1 Healthcare

Healthcare information is very sensitive results in healthcare information security be
significant attention for both providers and governments all over the world. In the
digital era, most of the patients’ information is stored in the database. This carries
the patients’ records at security and privacy risk. The first security threat is software
security. Nowadays, there are more and more health and wellness programs that can
be finished on the device side. The patients can download the Apps in the mobile
devices, then make an appointment, review the reports, etc. They must be aware
of the risk of privacy data breaches and malicious attackers hacking the health
information. The second issue is human. Whether it is malicious or ignorant, the
information leakage by human all has serious repercussions. It may be caused by the
employees steal data or IoT devices, or breach the data by accident. DDoS attacks is
the third security threats. Healthcare is a regular target. As the smart healthcare
industry continues to deliver new services, the security management leaders in
healthcare must always see the big picture. It is also necessary to pay attention to
the threats to the supply chain of hospitals. Each vendor a hospital cooperates can
present a potential data breach incident. Make sure that the security and privacy in
each step in the supply chain transaction are required.



292 D. Anand and V. Khemchandani

5.2 Smart Home

Confidentiality threats and authentication threats are general security and privacy
threats in smart home environment. The undesired personal sensitive information
breach is known as the confidentiality threats. For example, the smart home control
systems such as Nest can track the home temperature and electric usage and then
determine when the house is occupied. Also, losing the password can lead to the
unauthorized access threats. When the unauthorized attacker accesses to the system,
they enable to reprogram the system and send the fake request to the things, such as
releasing the smart lock will cause a more dangerous outcome. Also, in the smart
home environment, most of the IoT devices collect the private data. It will cause a
series of privacy issues. For example, the AI embedded IoT can predict the users’
behavior, and this kind of private information also has a risk to breach.

5.3 Smart Grid

The first important thing in smart grid is privacy. The smart meters enable to transmit
the private customers’ information to the utility company and service provider. This
information can be used to infer customers’ behavior and house occupied. Since in
smart grid, several devices can manage the electricity supply and network demand
at the same time, some attacks can enter the devices through the network. Most
of the smart grid devices focus on a specific functionality only; it results in the
devices lack enough memory space or capability to deal with security threats. M2M
in control systems also can occur in the security issues. When one device is attacked,
it may send the fake state to make another device in an unwanted way. Many devices
in smart grid need the remote control. It requests the equipment remotely that has a
long life cycle and effective security software update ability. The various equipments
involved in Smart Grid will stop working when the DoS attack is trying to access
the system.

5.4 Smart Logistics

Smart Logistics: In the supply chain IoT, there are three security and privacy issues.
The first is data corruption that the attacker accesses to the system, sends the fake
request, and causes the device to make the wrong decision. The second threat is the
maintenance of the equipment. The DoS attack can damage the equipment or facility
if it lacks security protection update or maintenance. Data privacy is the common
threat in smart logistics. Supply chain always contains the users’ private information
that should be carefully protected.
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6 Challenges and Opportunities

In the previous sections, we reviewed the security threats in each 5G-enabled IoT
layer and illustrated the common privacy problems. In this section, we will provide
the security and privacy challenges with the existing researches and a discussion on
the potential research areas. As Fig. 11.3 shows, each layer has different security
challenges and security strategies. The first recognition layer consists of all the
IoT devices, sensors, and controllers. To ensure the security with M2M, how to
complete the authentication and identify is a great challenge. Create efficiency
and safety key agreement, and data encryption is another challenge to protect the
sensor data. Trust management is also needed if the IoT devices are transferred
from one user to another. Network security problems are the most critical security
challenges in the second layer: connectivity/edge computing layer. All the edge
paradigm networks have a security challenge: protocols and mechanisms that have
data confidentiality and integrality requirements. When two authenticated entities
communicate with each other, make sure that the data confidentiality and integrality
are necessary. In addition, how to prevent the unauthorized access to the edge
networks and how to avoid the DoS attack will be other challenges. In the third layer,
multiple support architectures are important parts. Strong encryption algorithms
and protocols are needed in this layer. Also for another support infrastructure,
such as cloud infrastructures, secure virtualization mechanisms are necessary. In
the next application layer, the first challenge will be how to design secure and
efficiency applications. In the meantime, protecting the users’ private information
is necessary since the application platforms always contain sensitive information.
To avoid the authorized access to the heterogeneous network, better authentication
and encryption algorithms are required in this layer. In addition, since the smart
applications are mainly managed and maintained by the third party, well-training
of the management team is essential. Last layer is the business layer, how to
create a better business model, and make sure that the APIs are as much secure
as protecting the private information are the main challenges. Overall, we summary
the important security and privacy challenges and opportunities in the 5G-enabled
IoT environment.

6.1 Identity and Authentication

Efficiency and privacy authentication scheme are needed in the 5G-enabled IoT
environment. Previously, the authentication protocols are designed based on the
single server environment which are not suitable for the new architecture of 5G-
enabled IoT environment distributed services environment. Back in 2009, cloud
computing as a new technology came to our life. With the numerous growth of
users and the request to share the service, many researchers began to pay more
attention to design the trust and security authentications between cloud users and
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the service. Also, they found for most of the users, the past authentications such
as SSL Authentication Protocol (SAP) [40] are very complicated to use. Li et al.
proposed a new identity-based authentication for cloud computing (IBACC) [41],
and their authentication is more efficient and lightweight than SAP.

Around 2015, more and more people found that there are many sensitive data that
become digitalized, such as healthcare data. Therefore, many researchers construct
more efficiency authentication schemes to protect the E-healthcare database. For
example, Wu et al. and Jiang et al. all focus on the proposed three-factor authen-
tication protocols to defense the different types of attacks. After some researchers
found the disadvantage of the single server authentication schemes, some pursue
the creation of inter-cloud identity management systems that came out, such as
OpenID and SAML to provide Single-Sign-On (SSO) authentication. However,
these authentication schemes rely on the third party that may bring some new
security threats. Therefore, how to design efficiency and privacy authentication
schemes will be a challenge in the distributed service environment.

There are some researchers who focus on this field. Lo et al. designed an efficient
privacy aware authentication scheme for MCC service. Their scheme allows mobile
users to access multiple computing services from multiple providers using a single
private key. Recently, He et al. and Jiang et al. found some drawbacks of this Lo’s
scheme and improved the scheme, such as use identity-based signature scheme.
As we mentioned before, the IoT devices may transfer from one user to another.
Since most IoT devices need to create a personal account and input the sensitive
information, how to provide user anonymity with an efficiency authentication should
be another challenge. Li et al., Yang et al., and Wu et al. all focus on how to create
an efficiency authentication with user anonymity.

Even though there are many types of research in this domain, there still have
some opportunities. The first opportunity in identity and authentication is synergies.
We found that most efficiency and privacy aware authentication researches are in the
MCC environment. Finding the possible corporations between MCC and other edge
paradigms is necessary. The second potential research director is how to control the
trade-off between security and privacy when designing an authentication protocol.
For example, when using lightweight authentication, how to make sure the user
anonymity still works well. For some battery-based IoT devices, how to save the
energy and protect the security at the same time is an interesting topic either.

6.2 Trust Management

In 5G-enabled IoT, especially for the different IoT devices, service providers and
remote servers exist in the trust issues. How to develop the trust relationship among
device–device, device–user, and user–server is a challenge. How to efficiently create
the trust management framework is the most attractive research field for many
researchers. Previously, the trust management is developed for cloud computing
environment to solve the trust issues between the IoT users and the cloud server.
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At the beginning of the trust management in cloud computing, Service Level
Agreements (SLAs) are the foundation technique but not consistent among cloud
provides. This will lead the user unable to identify the trustworthy cloud provider.

Therefore, many trust management frameworks are proposed. Petri et al. pro-
posed a trust model that manages the information and identifies the trust distribution.
Hammam et al. employed a trust management system to calculate the trust value for
the node in the mobile ad-hoc clouds environment. The trust management system
combines various security features like availability, neighborhood’s evaluation,
response quality and task completeness together to ensure the efficiency. In 2016,
Zhu et al. implemented SLAs trust as the base and proposed an innovative trust
model to integrate the objective and subjective trust in the MCC manner.

It is evident that most of the trust management researches focused on the
centralized service, and from 2016, few trust management pieces of research started
to pay more attention to the distributed computing service. Trust management in
distributed-based computing in 5G-enabled IoT will be a potential research direction
in the future.

6.3 Encryption/Cryptographic Method

Encryption has been the research interest for many researchers in many years.
However, the traditional encryption methods such as Triple DSE (3DSE) [42] and
Triple Data Encryption Algorithm (TDEA) [43] have drawbacks that the devices
must need to know the identities of the information recipients and share credentials
with them in advance. In the 5G-enabled IoT environment, in many scenarios, there
are many recipients unknown, which means the traditional encryption algorithms
cannot handle the complicated IoT system. Therefore, some encryption methods
developed for IoT environment contributed many solutions. Attribute Based Encryp-
tion (ABE) [44] in one of the encryption algorithms consists of a key authority
between data sender and recipient.

How to make the encryption scheme more secure and efficient becomes a
challenge when designing encryption algorithms. Wu et al. combined two systems,
the hierarchical identity-based encryption (HIBE) [45] and the cipher text attributed
based encryption (CP-ABE) [44], and proposed an efficiency encryption scheme
for users to share the confidential data in the centralized cloud environment.
After 3 years, Li et al. introduced a novel encryption mechanism to protect the
healthcare data in cloud servers. They leveraged the ABE techniques to encrypt
each patient’s PHR file. With the development of edge paradigms, there are many
extensive concerns of the edge paradigms encryption method. Alrawais et al.
offered an efficient key exchange protocol based on CP-ABE and digital signature
techniques in fog computing environment and achieved more efficient performance
on confidentiality, authentication, and access control. Jiang et al. designed an
encryption scheme based on CP-ABE for fog computing IoT either. Besides KP-
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ABE, there is another scheme in ABE: key-policy ABE (KP-ABE) that can also
contribute to the big data security.

Unfortunately, from now, most encryption mechanisms focus on cloud com-
puting and fog computing environment, for MEC and MCC, and there still have
opportunities to design more efficient encryption algorithms. In addition, most of
the researches pay more attention to the CP-ABE algorithms; there may have other
encryptions methods that can incorporate with CP-ABE, such as fully homomorphic
encryption (FHE), ciphertext policy attribute based proxy re-encryption (CP-
ABPRE) [46], etc.

6.4 Access Control

The access control is used to ensure the unauthorized entities cannot access the IoT
devices and collect data. Previously, most researches focus on design of the access
control system for cloud computing. Yu et al. created the access control system by
exploiting techniques of many encryption schemes and built an efficient fine-grained
data access control. Also, they proposed another novel framework for access control
to the healthcare domain within the cloud computing environment.

However, the researches of the access control mechanisms in edge computing are
very few. Implementing effective access control algorithms will be one challenge.
Because of the enormous numbers of the edge devices in 5G-enabled IoT, there is a
new challenge to access control on how to efficiently find the access model and how
to optimize the limited resources especially for some battery-based devices.

6.5 Privacy

Because in 5G-enabled IoT, the IoT architecture is complicated and distributed, the
information of the IoT devices collected is sensitive and private. The more complex
privacy mechanisms are needed now. In the past years, there are many privacy
protection mechanisms such as k-anonymity, differential privacy, quasi-identifier,
pseudonymization, etc.

At the beginning of IoT privacy research, there are many privacy protection
mechanisms that focus on cloud computing. Wang et al. utilized and uniquely
combined the public key based homomorphic authenticator with random masking
and then achieved the privacy-preserving public audit requirement. Itani et al.
presented the PasS (Privacy as a Service) security protocols to protect the privacy
threats in the cloud computing architecture either. After edge paradigms emerge, Lu
et al. presented the Lightweight Privacy-preserving Data
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6.6 Privacy in the IoT

On account of structure trade-offs as far as cost, multifaceted nature, and vitality
required for satisfying their activity, numerous gadgets in the IoT are typically
resource constrained. To adapt to unapproved access to, stealing of information,
gadgets ought to be furnished with authentication, authorization process, and infor-
mation protection abilities that guaranteed newness, legitimacy, classification, and
uprightness of data. Protection (for example, unlink ability, information mystery,
and obscurity) must be precisely saved since individual and delicate data could
be taken and manhandled by an attacker. Encryption is central to give sensitive
information a fundamental degree of security. Without a doubt, it forestalls that
communicated information can be captured and perused by aloof foes. Encoding
the data may utilize computationally costly cryptographic techniques (for example,
pairing based cryptography), which could not be executed by IoT gadget. So as to
distinguish appropriate cryptographic ways to deal with the IoT, Malina et al. [47]
estimated the exhibition of the most utilized approach, (for example, RSA, secure
hashing calculations, and AES) on probably the most widely recognized micro-
controller preparing IoT gadgets. They found that while hashing and symmetric
encoding activities take barely milliseconds and can run on extremely restricted
micro-controllers, more grounded approaches, for example, RSA (by a 2048-bit
private key), can cause delays into several milliseconds, which are unfortunate
progressively to IoT applications. Handling of complex activities could be left to
the cloud or to communication passages, bringing the decrease of the gadgets’
vitality utilization and calculation delays. Be that as it may, this technique requires
trustful doors and secure correspondence among parties. A reasonable method to
ensure identities (the two gadgets and clients) from being followed is concealing
their genuine character by methods for pseudonyms. Anyway, as additionally
recommended, when assailants listen to information bundle inside an adequately
wide time window of perception, they may unveil genuine casualties identifier. As
portrayed later in this paper, at the point when associated with a LTE network, IoT
gadgets can translate messages communicated by the network to find a particular
endorser. Such messages contain just impermanent identifiers, yet a latent foe might
misuse decoded data to recover relationship among brief extraordinary identifiers.
Here we contend that despite the fact that the use of security approaches in structure
and execution stages, security goals in the IoT could not be accomplished in light of
its multifaceted nature. At that point, a far reaching comprehension of inspirations
driving protection shortcomings and coming about recognizable proof of suitable
relief activities in light of them requires a natural procedure fit for investigating the
wide and various IoTs from particular viewpoints.
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6.7 UDN and IoT Privacy

UDNs can adequately adapt to the future systems’ information prerequisites and
likewise give vitality and spectrum effectiveness. Made out of heterogeneous hubs
with various radio access advances (for example, LTE, WiMax, IEEE 02.15.x),
impart power, and inclusion zone, UDNs are described by a multi-level architecture.
In detail, high-power hubs and low-power hubs, with enormous and little radio
inclusion, are set individually in large scale cell tiers and in small cell tiers.
Cellular correspondence infrastructure, if from one hand, makes it conceivable to
offer pervasive network to the most gadgets and, from the other hand, is wasteful
for sending little, small information as required by M2M. In addition, cellular
correspondence infrastructure could make it conceivable to follow substances
engaged with data trade forms, in this manner influencing their location protection.
Spatial dissemination of low-power hubs may impact the entire system security.
Explicitly, the likelihood of positive mystery rate, that is the limit deviation of
the working channel from the spy channel, increments as the thickness of low-
power hubs develops (until a basic point, after which is not watched any upgrade in
terms of mystery execution). Also, the higher the density of gadgets engaged with
correspondence, the higher is the danger of data listening. Evidently, while moving
inside a UDN, elements are probably going to be dependent upon more handover
forms than in the current systems, making it workable for untrusted subjects to
partake in the just referenced procedures.

7 Summary

The chapter has discussed the important facts about Cloud Computing and Edge
Standards, Security Fundamentals for 5G Network, and other security measures.
Then, we discussed Architecture of 5G-enabled IoT, Security Threats in 5G-
Enabled IoT, Security Analysis, Privacy Threats in 5G-enabled IoT, Security and
Privacy Threats in Specific Domain, and Challenges and Opportunities. With
the development of 5G wireless and IoT device, distributed-based computing is
becoming an efficient and possible technology solution to handle the billions of
the 5G-IoT devices. The new techniques bring us various convenient and high
life qualities. However, they also produce new security threats and numerous
users’ private information at risk. We construct the 5G-enabled IoT as five layers:
recognition layer, connectivity/edge computing layer, support layer, application
layer, and business layer. In each layer, we conclude the security and privacy threats.
We review the challenges in 5G-enabled IoT. For the future study, we suggest
implementing the appropriate existing security and privacy strategies to the edge
paradigms domain. Incorporated with AI algorithms to improve the application
service quality and defense the unauthorized access, etc.
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Chapter 12
Security and Privacy in 5G-Enabled
Internet of Things: A Data Analysis
Perspective

S. R. Mani Sekhar, G. Nidhi Bhat, S. Vaishnavi, and G. M. Siddesh

1 Introduction

There is a need to write this chapter to bring awareness about the consequences of
the data being transferred every time and how it affects our privacy and security.
This works on the measures which are taken and the new technologies which are
blooming in the industries in order to protect the data from malicious activities.
After that, the author tells well the innovative ideas that could be implemented along
with their advantages and disadvantages. In this chapter, the authors have tried to
acknowledge the severities in data transfer in 5G-enabled IoT and also have included
a few innovations in this field and a comparative study which has helped in securing
data.

In this era of advanced technology, connectivity is the utmost requirement for
all activities. There has been a continuous exponential development in the field of
networking as shown in Fig. 12.1. 2G, 3G, 4G, and 4G LTE have been able to help us
connect with people all over the world and now have stepped into the next generation
of networking that is 5G. It is a wireless standard where everything including objects
and machines is connected. It reduces a lot of drawbacks imposed by the previous
networks by providing peak data speeds, low latency, high network capacity, and
availability; it explores user experiences and is highly effective. It is estimated
that 5G technology is ten times faster than 4G LTE. Its ability is immense. Fields
where 5G is most important include autonomous vehicles, improved broadband,
healthcare, remote device controller, public protection and infrastructure, and IoT.

In the upcoming section of the chapter, the authors discuss the various security-
related issues and their possible solutions followed by privacy section which
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Fig. 12.1 Timeline for evolution from 1G to 5G

discusses the privacy issues and their possible mitigations. Further, the author dis-
cusses the various case studies which help in understanding the different approaches
to security and privacy issues.

1.1 IoT Devices Working with 5G Networks

IoT devices use a variety of wireless technologies which include Wi-Fi, Bluetooth
ZigBee, Z-Wave, GSM, 4G-LTE, and even 5G. Other alternatives like cellular
technologies are also used by IoT devices. This offers global connectivity, security,
and performance. Connectivity is the heart of IoT devices. With IoT devices having
this level of connectivity as in 5G networks, there would be no need for any manual
attempt to switch on lights. Although 5G provides a lot of benefits, it still does
come with its costs. The case studies help us learn about how privacy and security
issues are being tackled in vast areas like transport, communication aids, etc. A
lot of data which could be used to do great harms is too easy to reach. A few
challenges regarding privacy and security threats are explained with some solutions
which would secure our data.

In 2011, the US military lost its national secret data due to a mission over
Afghanistan which was contained in American sentinel unmanned aerial vehicle
(UAV) to Iranian forces. The theft of such national secret data could cause severe
catastrophes which are unimaginable. In such cases, erasure of data is one solution
as designed in the paper [1], but it might not be enough at all times.
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A wide range of research has been happening to fill in the gap between IoT
practical usage and privacy concerns. Various protocols and architectures are being
studied to maintain our data in secure hands.

2 Security in 5G-Enabled IoT

Security concerns must be dealt with utmost attention, and this has been a
challenge in 5G-enabled IoT. With a number of IoT devices gaining popularity, the
significance of dealing with security issues cannot be overlooked. These issues are
not only considered to be damaging to the cost but are also causing other pressing
issues such as loss of consumer confidence, social trust, and personal safety.

IoT integrates and implements various tools, advancements, and infrastructure.
The threats imposed by these network technologies which are utilized in IoT expose
the layers of IoT architecture to security challenges [2, 31]. IoT systems raise
security concerns, unlike the conventional networks where the security issues can
be handled with much ease. The physical layer of the IoT system contains less
executing power and less data storage due to which conventional security solutions
like encryption and spread-spectrum methods cannot be implemented [3] at all ends.
Subsequently, IoT systems are heterogeneous, and hence they have different defense
mechanism capabilities; hence, the most vulnerable layer determines the security
level of the system.

2.1 Security Issues and Threats of a Layered IoT Architecture

The below section discusses the various security issues of a 5G IoT architecture
[4, 5].

2.1.1 The Architecture of 5G-Enabled IoT

Since there is no proper organized layered structure for IoT devices despite the
emerging number of IoT applications, let’s consider the most common approach
using mainly three layers [6]:

(i) Physical layer: It usually includes sensors and actuators to gather information
from the environment.

(ii) Network layer: It helps in connecting various smart things, network devices,
and servers. Subsequently it is used for sending and processing sensor data.

(iii) Application layer: It is used to deliver application-specific facilities to the end
users.
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Fig. 12.2 5G IoT layered architecture [32]

Some approaches could consist of a data processing layer which classifies all
cloud-based service-related issues [7]. Figure 12.2 represents these layers of the 5G
IoT architecture.

2.1.2 Security Issues

(i) Physical Layer

The sensors and actuators of the physical layer are considered to be prone to
security breach since they operate where devices can be accessed physically. This
means that the devices can be physically tampered and firmware can be replaced
or can even be destroyed [8]. Unauthorized access and cloning of the tag can also
occur in sensors which may allow the malicious attacker to reprogram the data or
provide fake information.

Tampering can also be the initial stage of implementing a denial-of-service (DoS)
attack alongside extra nodes in the grid. Closed systems are also subjected to attacks
by jamming in the physical layer.

(ii) Network Layer

IoT systems are heterogeneous, and hence in the network layer, it is observed that
the security threats differ remarkably. Edge devices and the endpoints in the cloud
are more influential devices and hence can adapt to traditional security measures,
whereas the nodes lack features like public-key cryptographic methods [9], thus
often limiting the defending capabilities of the whole network.

A common attack through networks is a DoS attack. In an edge computing
scenario, distributed DoS attack and wireless congestion are dangerous. The other
most prevalent form of attack is a man-in-the-middle attack as it violates the
discretion, honesty, and privacy of the delimited data. Such attacks are executed
in various ways such as eavesdropping on the messages or misusing them; privacy
and quality of service are deteriorated by altering unencrypted routing data [10].
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The other forms of attacks could be IP theft, counterfeit attack, packet sniffing, and
so on.

(iii) Data Processing Layer

The main security threats in the cloud are DoS attacks that can shut down the
cloud system and deny the services. With the rise in the 5G-enabled IoT application
and 5G wireless speed, DoS attacks are higher-risk factors since the previous
detection methods cannot handle the high volume data traffic. System vulnerabilities
may also allow attackers to easily damage the cloud computing system [5].

(iv) Application Layer

The application layer clubs different interfaces like web applications, service
organization tools, and middleware [11]; in this layer, the major security concern
is the traditional software attacks involving a lot of risks. DoS attack and malicious
code injection are common security concerns. It is easy to attack and shut down a
service if there is no secure authentication and key agreement. At situations where
data is not validated enough, attackers would find it a loophole to inject malicious
data which as a consequence they get easy access to perform various actions, such
as stealing records, negotiating database integrity, or bypassing validation [12].

2.2 Possible Mitigations for Security Issues

Some possible mitigations for security issues concerning each layer are mentioned
below [7].

(i) Physical Layer

Tamper-resistant packaging can be used to provide maximum security against
tampering of the IoT devices. Although there is very little cure for DoS attacks
[7], spread-spectrum procedures can be a structured defense mechanism, but this
cannot be put into action due to their constraints on computational volume and
power consumption [3].

(ii) Network Layer

Passive monitoring (probing), active firewalls, bidirectional link authentication,
traffic admission control, encryption, and authorization can be used to prevent
eavesdropping and DoS attacks. The edge data centers are to be protected to prevent
the attackers from accessing the data.

(iii) Data Processing Layer

Malware detection, traffic monitoring, and appropriately organized firewalls on
all system entry points could help prevent various attacks on the cloud system.
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(iv) Application Layer

Proper authentication, anti-virus filtering, integrity verification testing, autho-
rization, validation of the inputs, traceability of the data, and process planning and
design are some of the possible mitigations to reduce security risks in the application
layer.

2.3 Security in IoT Considering 5G

The security issues of software-defined network (SDN)/virtual network functions
(VNF)-built network fundamentals on the control plane outweigh the benefits they
provide which include low latency and high speeds, especially when the authors
relate to the nature of communication. A number of proposed solutions for these
security issues are emerging, and hence 5G will be a preferred communication
platform for IoT. Another major benefit of 5G-enabled IoT is the elasticity of
its devices which leads to well-organized, use-case definite solutions which can
be useful to the less standardized issues such as low-powered nodes and sensors.
Regarding the less-energy nodes which contribute to IoT, an effective technique to
advance security is using physical layer security (PLS) solutions and lightweight
cryptography systems. Security threats and possible solutions in layered 5G IoT
architecture [7] are summarized in Table 12.1.

3 Privacy in 5G-Enabled IoT

5G technology has helped in gaining momentum for IoT directly or indirectly. IoT
has gained a lot of popularity through network connectivity and scope provided
by 5G technology. 5G assures a faster lifestyle by reducing the downloading and
uploading time durations, lowering the latency, and providing more connection
density.

Before going ahead with what changes have been made in 5G IoT devices, it is
important to note that the basic underlying physical infrastructure of the Internet
is kept intact. In other words, the fiber-optic cables run by the service providers
are connected with other ISPs and the broader Internet [13]. And hence, in 5G IoT
devices, the risk of losing our privacy is still intact. This includes the exploitation
of our communication surveillance, data retention, information sharing, and a lot
more.

The amplified usage of IoT and the advancement in technology have led to zero
private space. For instance, Equifax, a major credit reporting agency, had leaked
143 million American citizens’ data such as name, social security number, birth
date, address, and a lot more. Similarly, Facebook also was sued for harvesting over
5 million Facebook users’ data without permission. This was a major setback in the
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stock prices of Facebook as well as other social media platforms. The 4G-enabled
IoT is cloud-based which could impose a lot of security and privacy threats. It comes
to the fact that in 5G technology, more data is generated and more network traffic
emerges because of features of the edge paradigms and therefore it is prone to more
security and privacy concerns [11].

3.1 Privacy Challenges in 5G Networks

The below section illustrates the various privacy challenges in 5G networks [30].

3.1.1 Location Privacy

Semantic information attacks are very common. They can be defined as the usage of
incorrect data to cause harm. Each time a user joins a 5G antenna, mobile networks
can track the location data of the user, and this can also be done by access point
selection systems in 5G.

The international mobile subscriber identity (IMSI) keeps an account of the
identities of the mobile device subscribers. By seizing the IMSI of a subscriber’s
mobile device, an attacker may interrupt his activity like ongoing calls and texts and
monitor them. The purpose of these measures is only to improve the quality of life,
but the harms seem to be much bigger [14].

3.1.2 Correlation Privacy

At places where our private and sensitive information is being collected like in
hospitals, database encryption might still not serve as a solution. Attackers would
be able to integrate and analyze the encrypted information from different devices by
specifying time and location where the data is fragmented. Hence, attackers would
be able to access unauthorized records of the organization [3].

3.1.3 Broad Sensitive Information

As a part of this huge network, users knowingly or unknowingly share a lot of
information. This compromises our broad data (like the information we leak every
day) privacy because the attackers are given easy access to the information regarding
an individual. Various devices which are connected to the Internet collect a lot of
information which could be personal and sensitive.
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3.1.4 Identity and Authentication

In previous technologies like 3G and 4G, the security and privacy protocols for
preserving identity were based on the single server environment which does not
suit the trends in 5G technology. The challenge is to design protocols to build
trust and privacy between cloud users and the service. Although there were a few
protocols designed like SSL Authentication Protocol (SAP) and Identity-Based
Authentication for Cloud Computing (IBACC), there were complaints of their data
being digitized.

3.1.5 Radio Communications in High-Frequency Bands

With 5G technology being used, the authors see an integration of radio access
technologies which are easily able to tap into licensed, licensed shared, and
unlicensed spectrum beyond frequency ranges which are in use. A massive antenna
array to optimize the frequency ranges with new technology will be used. The more
the number of antennas used, the more the signal paths created, and hence, our data
is more vulnerable in the hands of the attackers [15].

3.2 Solutions to Privacy Threats

Transparency and consistency have to be maintained in IoT devices. Transparency is
letting the user know about what is happening to the data being collected and how it
is being used, and consistency is about how consistent the device serves its purpose.
The two criteria of any IoT device help in maintaining our privacy [5].

A few common steps which could be taken to protect from the common attacks
are:

(i) Selecting manufacturers who provide software support and updates for devices.
(ii) Using software which is updated so that it could show the vulnerabilities so

they could manage them appropriately.
(iii) The behavior of the devices has to be monitored; any deviations from the norms

have to be taken seriously [17].

End-to-end encryptions in 5G IoT devices must take care of radio transport, IoT
and devices Telco cloud, security operations, and slicing security. Reducing the time
a hacker stays undetected at cyber-attack approaches can help to secure privacy to
some extent.
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4 Case Studies

This section illustrates various case studies on IoT-based 5G networks.

4.1 Secure Network Architecture for Smart Grids in 5G Era
[18]

Telecommunications and electric energy are two important factors to fuel the
future smart cities and economy. With 5G network, the smart grid era presents
a multitude of promising applications, particularly demand response, advanced
metering infrastructure (AMI), smart house, and so on. The smart grid brought about
immense changes on how electricity is manufactured, communicated, or consumed.
It associates a two-way information and power flow between the end users and
the grid. Smart grid requires the expansion of communication infrastructures and
legacy control, supporting the transmission and generation systems, the network
boundaries, and the distribution networks to join the complete supply network of the
industry. AMI is distributed globally to bridge the gap between end consumers and
utilities, establishing two-way communication links that will allow automatic and
efficient load management and the adaptation of auspicious smart grid solutions,
particularly DER, V2G, DR programs, and so on.

However, the introduction of AMI widens the attack surface and causes the grid
to be susceptible to cyber-attacks from malicious attacks. For example, an attacker
may initiate a DoS attack against the Supervisory Control and Data Acquisition
(SCADA) system or parts of the AMI, like the neighborhood area networks (NAN),
wide area network (WAN), and home area networks (HAN). The smart grid lays
the foundation for a reasonable electricity marketplace. Hence, value integrity
attacks can severely damage the product demand and supply balance, causing grid
uncertainty, and can lead to an economy down. Subsequently this could damage the
physical components of the grid or cause blackouts over a large geographic region.

To address these security concerns and in order to safeguard the grid against
load alteration or price integrity attacks, a secure network framework was proposed.
The major part of this network architecture is the intrusion detection system (IDS)
scattered across the various places of the information network.

Depending on resource availability, an intruder may target only specific parts of
the AMI or a restricted number of links, that is, the attacker may direct the attack at
the access links of NAN, HAN, or backhaul links. These contact associations could
cause the pricing information to be transmitted from utility companies to HANs and
carry back the amount of electricity spent by these households.

WAN, NAN, or HAN could be provided with an IDS that would enhance
application security by recognizing intrusions. An IDS is responsible for detecting
any security breach. The signature-based systems depend on identified or familiar
patterns in the communication packets based on an initial couple of bytes and are
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mainly used by proprietary-based solutions. Here, an updated record of signatures
is maintained for any previously known security attack, and the signature of any
given packet is always compared against these maintained signatures. Moreover,
these methods experience trouble from two main disadvantages:

(i) Due to checking packet payloads, these techniques may violate the user’s
privacy.

(ii) As signature lacks in the database, they may be at the risk of new attacks.

ML and statistical learning techniques are merged by IDSs to reduce these
problems. These methods can also be utilized for studying the voltage of AC
statistics at different circulation buses to notice any peculiarity in the system.
Therefore, IDS screens and checks the demand and supply stability in real time
and inspects if there is any unexpected rise in the request. This, in turn, can lead to
load or price attacks in the AMI. Different IDS organizations could be developed
for different components of an AMI; later these mechanisms can be integrated for
additional performance enhancement. For example, when an abnormality is noticed
in a certain place of the network, the corresponding IDS can communicate it to the
IDSs to take suitable actions at the various layers of AMI, that is, WAN, NAN, and
HAN.

4.2 Secure D2D Communication [19]

D2D technique is a point-to-point communication system without a middle node
between devices. In mobile networks, D2D communication has numerous advan-
tages:

(i) A communication bridge could be established for data transmission in a
cellular network to expand the coverage of each cell and transmit data to a
node inside cell coverage.

(ii) By transmitting data directly between devices, D2D communication reduces
the base station energy consumption.

(iii) There is an increase in the efficiency of the same radio frequency being reused.

In D2D communication, the distance between devices is shorter than the distance
between a base station and a device which implies that in D2D communication
scenario, the interference of radio frequency decreases; therefore, using the same
radio frequency allows to transmit multiple data. Furthermore, D2D communication
is a fundamental method of 5G vehicle-to-everything (V2X), which is a vital method
for self-directed driving.

Typically, in a mobile network, D2D communication has a few security issues.
The D2D communication involves mainly two measures, namely, device discovery
and data communication. During this procedure, there are no verification steps in
authenticating the identity of the device. A device sends in a request for a setup link,
after which a node responds with an acknowledgement message. Additionally, D2D
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communication does not authenticate messages nor maintain integrity. This allows
the attacker to direct various attacks like privacy sniffing, eavesdropping, location
spoofing, impersonation, and free riding.

To address the service demands, IoT technology collaborates with the 5G
network, and this corresponds to Ultra-Reliable Low-Latency Communication
(URLLC) and Massive Machine-Type Communication (mMTC). IoT applications
handle a considerable amount of sensitive data, but the devices have limited
properties in terms of memory, power, and performance intake. Security concerns
could be difficult to be processed due to these properties of IoT devices, and it makes
it critical to find solutions to these issues. Therefore, there is an essential demand
for a secure D2D system that consists of a correct validation process among the
IoT devices. It has to be made lightly with the resource-constrained environment in
mind.

To address the security concerns, a secure D2D communication is designed. For
effectiveness in 5G use-cases equivalent to IoT scenarios, URLLC and mMTC,
a lightweight authenticated encryption with associated data (AEAD) cipher and
an elliptic-curve cryptography (ECC)-based public-key cryptosystem are used as
groundwork for this design.

According to this approach, before the D2D communication is carried out, based
on the 5G-AKA given by the 5G network, the identity of the user equipment (UE)
is verified, and then a token is generated which is used as the key for the Elliptic
Curve Digital Signature Algorithm (ECDSA). The produced token could validate
the authenticity of the associated UE in the link setup. This can be achieved without
linking to the central network. Also in the secure data communication step, the
encrypted communication is done through frivolous AEAD cipher; meanwhile, the
authentication of the UE can be accomplished, and integrity/confidentiality of the
data can be maintained in each transmission process.

This technique can generate greater energy efficiency and performance, com-
pared to the purpose AEAD cipher-based communication application, and can
also ensure protection from eavesdropping, impersonation, site spoofing, privacy
sniffing, etc.

4.3 UAV IoT Framework [20]

UAVs contribute in various fields including areas related to military, civilian, gov-
ernmental, and commercial sectors. Some of the applications include environmental
monitoring (pollution, industrial accidents), distribution, and surveillance requests
intending on seeking or providing data at locations after an attack or a disaster. This
information can be used to deliver medicine and other necessities. The commercial
applications include distributing goods and products in rural and urban areas. UAVs
are reliant on antennas, sensors, and embedded software; hence, they are considered
as a part of the IoT. They provide two-way messages for applications linked to
monitor and for remote control.
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Considering that UAVs are a part of IoT, it mainly consists of similar security
issues as that of mobile communication networks, sensor networks, the Internet,
and specific privacy-protection problems. They have to deal with enhanced security
concepts, like access control, verification, secrecy, cyber-attack anticipation, data
protection, and high authorization, to prevent signal jamming, spoofing, RF and
mobile application hacking, physical attacks, firmware hacks/sabotage, and protocol
abusing.

The proposed framework incorporates cutting-edge comprehensive advances for
approaching the present privacy and security level into a robust, highly protected,
and principal environment by integrating dissimilar vision-based methods for scene
study. Accordingly, a hybrid centralized-distributed system controls UAV flights and
handles the operations such as registration, ranking, identification, and organization
of moving objects.

A few solutions the framework proposes in order to solve the abovementioned
security challenges are (a) vision-based techniques, (b) privacy anticipation and
anonymity methods for mobile things, and (c) a lightweight safety toolbox.

The framework supports multi-domain and multilevel defense mechanisms in
safeguarding IoT objects. Here privacy is achieved by an active “crowd of things”
approach. Vision techniques aim to strengthen the security of IoT by encouraging
machine learning and computer vision solutions.

4.4 Intelligent Transportation System

Traffic monitoring has become a major concern to maintain road safety. Intelligent
transportation system (ITS) is one such system which works by the fixed trans-
mission of information between vehicles and subsequently with back-end servers.
With the exponential usage of IoT devices in vehicles, personal data is captured and
processed. A balance between technology and measures to maintain privacy has to
be kept to maintain confidence in digital economy services to further enable societal
opportunities for innovation [21].

IoT sensors are widely used in the field of transport to support connected
and autonomous vehicles (CAV) and ITS. CAV and ITS have technical and legal
challenges in protecting the privacy of commuters. A few problems related to
privacy are:

(i) Misuse of data
(ii) Malpractice

(iii) Communication overhead information being tracked, for example, IP address
of the sender and receiver

The main focus of this system is maintaining the following:

(i) Anonymity: a person must not reveal his/her identity to use resource.
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(ii) Unobservability: a third person should not get to know that a resource is being
utilized.

(iii) Pseudonymity: the person using a resource should not reveal his/her identity
which is still accountable for it.

(iv) Unlinkability: a person must be able to make several uses of resources without
others being able to link with it.

Many security and privacy schemes have been structured to prevent privacy
problems [22].

Group/Ring Signature-Based Privacy Schemes It is better when only a single
person or a group manager has all the users’ information rather than anyone who
has access to the Internet, and this feature can be made possible by a cluster
sign. Asymmetric cryptography is used here where the group members are given
private keys and asymmetric keys. This key is used to generate signs and send
communications over the network. Later, at the receiving side vehicle, a set of
asymmetric keys are used. There are other schemes, but all of them demand high
computational overhead and intermediate security; meanwhile, low computational
overhead devices provide low security.

Pseudonym-Based Privacy Schemes Several techniques can be used in this scheme
which fall under the two categories of symmetric cryptographic schemes and
asymmetric cryptographic schemes. In these approaches, to maintain anonymity,
fictitious names are assigned. A few of them are public-key cryptographic and secret
key cryptographic methods.

A lot of researchers have come up with several schemes under asymmetric and
systematic schemes, but the latter proves to be more efficient when it comes to
computation.

4.5 End-to-End Network Slicing for 5G Communication

5G network slicing is one concept which has taken a big leap in the future of
technology; it depends on the principles of network functions virtualization (NFV)
and SDN. In network slicing, one physical network alone can be partitioned from
numerous simulated networks, and each slice signifies an autonomous virtualized
end-to-end network. The allocate resources is collected from a physical network;
this concept is similar to that of the city transportation system where the authors
find many modes of transportation by allocating infrastructure resources like roads,
rail tracks, etc. This, in turn, reduces latency and high reliability [23].

With the growth of the IoT, network demands increase immensely, at almost
1000 times more data accumulation and more number of devices, lower latency,
and higher bit rates. Network slicing provides a cost-effective solution for these
demands. Although this proves as a key technology for simplified networking and
has a lot of advantages, security and privacy challenges are a major concern [24].
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Shielding, a feature of network slicing, refers to the non-interference of each slice
from one another though they share the same infrastructure.

Users are not limited to just a single slice rather than a connection with many
slices. Customer can expect more security vulnerabilities in end devices. A lot of
distributed DoS are prone to happen. Confidentiality, authentication, authorization,
availability, and integrity are the most important security principles which have to
be followed. Network slice manager (NSM) should track interactions across slices,
and it is responsible for interacting and virtual network function.

A few solutions are proposed to protect the data flow among base stations and
devices. Here the authors use the concept of cryptography to focus on privacy
preservation and protection of intra-slice ciphers with the help of a stream cipher.
To secure communications between 5G networks, public cryptosystems like public
key infrastructure (PKI) and certificateless cryptography could be used [24]. The
solution provided here is more efficient than the encryption method in which a user
encrypts the message before sending it.

Another approach is by using the security controls required for core slice address-
ing. This is a dynamic, future-proof approach which supports the requirements of
network slicing on SDN [25] talks about global security policies. It covers a wide
range of issues on network slicing and provides few solutions to meet a secure
environment.

4.6 Lip Reading-Driven Secure Hearing Aid

A new approach which makes use of new technology and IoT for audiovisual
(AV) aids is used to help people with hearing loss. Lip reading serves as a new
efficient method as compared to the already existing audio-only hearing aids [29]
has proposed a solution to the challenges on privacy-related aspects as well as low
latency. It also provides us with a high data rate and low complexity in computation.
5G cloud-radio access network (C-RAN), IoT, and strong privacy techniques have
been integrated to counter cybersecurity attacks like eavesdropping and location of
privacy. The information in the form of AV sent by the 5G IoT devices is encrypted
using a real-time lightweight encryption method based on piecewise linear chaotic
and Chebyshev map, secure hash, and an innovative substitution box method.

There are a few encryption methods which comprise advanced technicalities
like Advanced Encryption Standard (AES) and RSA (Rivest-Shamir-Adleman)
algorithm that are not compatible with low-power sensor networks. Hence, the
authors look into lightweight encryption methods. Generally, there are two stages of
encryption: confusion and diffusion. The algorithm used in this study uses piecewise
linear chaotic map (PWLCM) in the confusing process to make the decrypting and
security attacks very complex. In the model proposed by [29], the encrypted audio
signal and video signals are utilized in the cloud designed by the lip reading-driven
speech-developed application, complement the concepts of deep learning, and use
analytical acoustic modeling.
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In the scheme proposed by [29], a system cloud which could enhance speech
through lip reading is utilized where a collection of the encrypted audio and
video signals takes place. This idea explores the capabilities of deep learning and
analytical acoustic modeling. The first level is a deep learning regression model, and
the second level is a lip reading enhanced visually derived Wiener filter (EVWF) to
estimate the clean audio power spectrum [29] has proposed a lightweight chaotic
encryption scheme in his paper which provides an easy enabler for modern digital
hearing aids which secures privacy.

4.7 5G AKA Protocols

Authentication and key agreement (AKA) was a protocol designed by the 3rd
Generation Partnership Project (3GPP) to standardize 3G, 4G, and 5G technologies
in order to establish a secure network with serving networks (SN). AKA works on
symmetric cryptography and sequence number (SQN). AKA is used in all 3G and
4G USIM (universal subscriber identity module) which is used in almost all the
IoT devices. A few instances of security breach have occurred due to the fake base
station attacks like the non-protected identity request mechanism to eavesdrop and
inject messages. In 5G AKA protocol, asymmetric encryption is introduced to help
in the authentication of identifiers [26].

Table 12.2 represents the key differences in the approaches of 4G and 5G
authentication [16].

In [27], 5G AKA protocols have made changes to the protocol to include
improving the privacy requirements. Instead of sending the messages directly,
the protocol encrypts it using randomized asymmetric encryption. Although this
prevents the IMSI attacks, it still is not enough to prevent the attacks applicable
to 3G and 4G networks. In IMSI, a commonly observed flaw of AKA protocol in
3G and 4G was that it’s very easy to track subscribers in a geographical region
by just broadcasting an identity request in that region to the UEs. Hence, to
protect messages carrying identity requests, developer uses stronger cryptographic
mechanisms in 5G [28] has proposed a new model to analyze the AKA model called
Tamarin Prover which has a high level of automation and equivalence properties to
maintain privacy properties.

5G AKA provides a SUPI for users with a randomized key, SUCI. Tamarin model
makes sure SUPI remains confidential, without which the active and passive users
are not able to decrypt the message. Table 12.3 illustrates the brief tabular summary
of the above case studies.
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Table 12.2 Difference between 4G and 5G authentication

4G authentication 5G authentication

4G defines 4G EPS-AKA as its authentication
method

5G defines three authentication methods.
They are 5G-AKA, EAP-TLS, AND
EAP-AKA

The authentication vector is generated by the
Home Subscriber Server (HSS)

The authentication vector is generated by
Unified Data Management (UDM)/
Authentication Credential Repository and
Processing Function (ARPF) under 5G-AKA
and EAP-AKA protocols

The authentication of the UE is decided by the
mobility management entities (MME) and
Evolved Node B (eNodeB)

The authentication of the UE is determined
by Security Anchor Function (SEAF) and
Authentication Server Function (AUSF)

The UE identity before being shared in the 5G
network is encrypted with the public key of
the home network in clear text which could be
stolen by any attacker

Before it is sent to the 5G network, the UE
makes use of the public key of the HN to
encrypt the UE permanent identity

The HN (e.g., HSS) is utilized during
authentication to generate authentication
vectors and does not have a say in the
decisions of the authentication results

The final decision on UE authentication is
done by HN, and its results are also
transmitted to UDM for logging

The anchor key hierarchy is comparatively
shorter

5G has two intermediate nodes, and hence
the key hierarchy is longer

The UE identity from UE to SN is IMSI/
Globally Unique Temporary Identity (GUTI)
and from SN to HN is IMSI

The UE identity from UE to SN is
Subscription Concealed Identifier
(SUCI)/5G-GUTI and from SN to HN is
SUCI/ Subscription Permanent Identifier
(SUPI)

The SN consists of radio access equipment
such as MMEs

The SN consists of the SEAF

5 Conclusion

In this chapter, the author has discussed how 5G technology would be used for
the development of smart grids and understanding the role of IDS in providing
a secure grid for the customers. The author illustrated various methods to make
the D2D connections more secure using AEAD ciphers and an ECC-based public-
key cryptosystem. They enumerate about the UAV IoT framework and the different
methods which could be implemented to secure data. Next, they discussed about
how communication between vehicles can be done in a secure way to avoid traffic
and accidents using pseudonym- and group/ring signature-based privacy schemes.
Network slicing is one of the key requirements in 5G technology to meet its
standards, and this is possible by incorporating end-to-end encryption. Although
this is prone to security and privacy issues, a few solutions were mentioned like
the PKI and certificateless encryption. Later, the author has discussed how 5G has
helped the hearing-impaired individuals by lip reading methods, which send the
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Table 12.3 Security and privacy concerns and their proposed solutions in the presented case studies

Name of the case
study

Security or
privacy concerns Proposed solution

Secure Network
Architecture for
Smart Grids in 5G
Era

DoS attacks
against SCADA
system or various
parts of the AMI
as well as NAN,
WAN, and HAN
Price integrity
attacks
Load alterations

IDSs merged with ML and statistical learning
techniques
Different IDS organizations are developed for
different parts of an AMI and integrated

Secure D2D
Communication

Privacy sniffing
Eavesdropping
Location spoofing
Impersonation
Free riding

AEAD cipher
ECC-based public-key cryptosystem

Unmanned Aerial
Vehicles IoT
Framework

Signal jamming
Spoofing
RF and mobile
application
hacking
Physical attacks
Firmware hacks
Protocol abusing

Vision-based techniques
Privacy anticipation and anonymity for mobile things
A lightweight safety toolbox

Intelligent
Transportation
System

Misuse of data
Malpractice
Communication
overhead
information being
tracked

Group/ring signature-based privacy schemes
Pseudonym-based privacy schemes

End-to- End
Network Slicing
for 5G
Communication

DDoS attacks
Compromise in
confidentiality,
availability,
integrity, and
authorization

Cryptography for privacy preservation and protection
of intra-slice ciphers using stream cipher
PKI and certificateless cryptography to secure
communication between 5G networks
Using the security controls required for core slice
addressing

Lip Reading-
Driven Secure
Hearing Aid

Eavesdropping
Attacks against
location privacy

Lightweight chaotic encryption scheme based on
piecewise linear chaotic and Chebyshev map, secure
hash, and an innovative substitution box method

5G AKA
Protocols

IMSI attacks
Eavesdropping

Asymmetric encryption
Tamarin Prover

information in the form of audiovisuals that are encrypted by advanced encryption
and use algorithms like PWLCM for a secure network. Finally, the chapter focuses
on the various improvements in 5G AKA protocols to solve the privacy constraints
which were absent in 4G protocols, as it is challenging to maintain data security
and privacy in the field of connectivity, computation, science, and 5G-enabled
IoT. This chapter has discussed the overall security and privacy issues in 5G-
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enabled IoT. Each of these issues has been debated with presently available and
possible solutions. At the end of this chapter, the authors have discussed the various
case studies which cover the different security and privacy domains of 5G IoT
applications and thus helped the reader to gain an insight of the current fields of
research on security and privacy of 5G IoT.
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Chapter 13
Adversarial Artificial Intelligence
Assistance for Secure 5G-Enabled IoT

Mohammed Husain Bohara, Khushi Patel, Atufaali Saiyed, and Amit Ganatra

1 Introduction

With the advancement of various technologies and increased capability of commu-
nication technologies, many things in terms of computing devices are connected
with each other. Today, the Internet of Things (IoT) plays a major role to provide a
comfortable and easier lifestyle to human beings by physically connecting sensors
and other embedded devices. Moreover, machine learning (ML) and artificial
intelligence (AI) add intelligence and self-learning capabilities in machines which
significantly attract many users and devices to get connected with the Internet
which significantly affects the automation of industry [1]. The globally connected
IoT devices generate billions of data on a daily basis which can be used for
training the models through machine learning techniques to incorporate intelligence
with devices. By applying various AI techniques to the large amount of data
generated by various IoT sensors, more automated IoT devices can be designed
[1]. The expansion of big data and, recently, the applications of AI technologies
in different fields have expanded rapidly. In object detection, image recognition,
computer translation, speech control, and more advanced areas such as drug
structure analysis, due to high intelligence, high availability, and high performance,
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artificial intelligence technologies have been applied. Moreover, deep learning (DL)
is attracting many industries in the field of computer vision to add momentum to
AI-based applications. However, AI and ML with IoT are the most revolutionary
technologies today; security concerns become the center of attraction for the major
researchers.

Conventionally, the data with identical statistical parameters are used to train and
deploy the ML models with a benign environment which is vulnerable to tampering
of statistical parameters of the ML model by some capable intruder that leads to
incorrect prediction. Some recent studies have indicated the neural networks are
open to malicious attacks, current research on adversarial technology of artificial
intelligence has slowly become a hotspot, and studies have regularly proposed new
methods of adversarial attacks and methods of protection.

The adversarial attacks can be divided into three classes as per the target model’s
different phases: attacks in the training phase, attacks in the testing phase, and
attacks in the model’s implementation phase. Presently, artificial intelligence has
several different sub-fields, such as intelligent optimization, biomedical devices,
and machine learning [2, 3]. Here, the machine learning (ML) sub-field utilizes
the learning mechanism which makes it the artificial intelligence’s major sub-field.
A typical method of machine learning uses certain metrics, which are knowledge
and practical adjustment according to a set of target data, if previously obtained or
evaluated instantly. It is for that reason the machine learning background is highly
associated with statistics, mathematics, and logic [4, 5]. It is important that all
the context provides machine learning with both certain benefits and drawbacks.
Essential benefits for even modern, complex real-world problems are becoming
versatile and simple to use. Alternatively, drawbacks include needing thorough
review of the data, often using training phase for the data, and often needing
reliable expertise for the true modeling for the problem. As with cyber security
threats, today’s and future intelligent systems can employ some gaps that make them
vulnerable against attacks built with a powerful logical and mathematical context.

The Internet of Things (IoT) connects various things (sensors, actuators, etc.)
with each other using communication technologies like the fifth generation (5G)
to fulfill the demand of latency-sensitive applications. The data generated by
various sensors with some identical parameters are provided to the ML models
for training and deployment under some benign settings to make some decisions.
The ML requires the reliable, trusted, and secure platform of data storage for
working more effectively. The security and privacy of the data collected from the
sensors during transmission and building the model using ML techniques plays
an important role. Blockchain is a trusted and distributed ledger which provides
integrity, resilience, and tamper-proof environment. Integration of such technologies
like 5G (networking), Internet of Things (IoT), machine learning (ML), big data
analytics (BDA), blockchain technology (BT), etc. plays a significant part in the
revolution of automation in industry with a transparent environment.
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1.1 Motivation

The motivation comes with the integration of IoT, blockchain, and machine learning.
5G is evolving to enhance the performance, security, and connectivity in IoT device.
The 5G network targets to support the application of IoT. Blockchain can be used
to solve the challenges of 5G-enabled IoT. Various concepts of blockchain with IoT
are explored in the papers; some of the papers give brief ideas about the adversarial
effects of machine learning. The data generated with the IoT devices can be trained
with the machine learning models.

1.2 Contribution of This Survey

This chapter provides the detailed understanding about role of blockchain and 5G
technology in integration of IoT and AI.

1. The evolution of blockchain technology with its architecture, types, and features
is covered in this chapter.

• The 5G offers numerous benefits to the IoT applications in terms of perfor-
mance, fault tolerance, and decentralization. The overview of 5G-enabled IoT
with the use of blockchain technology is covered.

• The research in the area of adversarial attacks and types of adversarial attacks
on machine learning models is in trend. The various examples of adversarial
attacks, threat landscape, and their impacts are covered in detail. Various
adversarial effects of machine learning techniques while the same set of
parameters for the data is used for training and deploying the model are also
covered.

• The way of offering trustworthy machine learning approach to industry has
been analyzed.

• The various scenarios of integration of blockchain with IoT, 5G-enabled IoT,
and AI along with their challenges and opportunities are covered.

1.3 Organization

The chapter structure is as follows: In Sect. 2, the basic theory of blockchain,
evolution of blockchain, and types of blockchain with blockchain framework are
explored. In Sect. 3, 5G-enabled IoT with architecture and use case of 5G-enabled
IoT in blockchain is discussed. Section 4 explains various adversarial effects of
machine learning techniques while the same set of parameters for the data is used
for training and deploying the model. Blockchain technology is one of the trending
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solutions for providing an immutable decentralized environment for data storage
and transactions which can be utilized to provide a secure, trusted, and reliable
environment to ML models for solving the adversarial effects. In the next section,
the basics of blockchain technology, 5G communication, IoT, and adversarial AI
techniques are covered. In Sect. 5, the threat landscape and how a trustworthy
machine learning approach can be offered to industry are covered. Section 6 covers
the attacks. Section 7 covers the role of blockchain in establishing trust among
various parties in the machine learning model for industrial automation with the
case study and challenges.

2 Background Theory

In this section, blockchain technology along with 5G-enabled IoT is covered to
understand how to provide security against adversarial effects on machine learning
and artificial intelligence (AI) models.

2.1 Blockchain Technology

The digital currency Bitcoin [6] which is based on blockchain is the first application
of blockchain published in 2009 by a person named Satoshi Nakamoto. Blockchain
was initially put forward as an underlying technical framework of Bitcoin. Due to
excessive fluctuation and regulatory management, Bitcoin was deprived in many
countries. The reason for the acceptance of blockchain by the public is the three
security measures of confidentiality, reliability, and integrity. The era of Bitcoin was
Blockchain 1.0.

The blockchain is an emerging area. In Fig. 13.1, the evolution of blockchain
from 1.0 to 4.0 is depicted. The introduction of smart contracts in blockchain was
the evolution of Blockchain 2.0. The smart contract is the set of instructions which
can be configured in such a way that it gets executed automatically by miners on the
occurrence of some event. Smart contract is used in Ethereum which is another well-
known cryptocurrency. Nowadays, many industries get attracted toward developing
various platforms for smart contracts which leads to adoption of smart contracts in
various areas like ML, AI, IoT, and big data analytics for integration of blockchain.

Fig. 13.1 Evolution of blockchain technology from Bitcoin to blockchain in Industry 4.0
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Fig. 13.2 Type of blockchain

Blockchain is used to transmit the data and transfer of data is done in a decentral-
ized manner, without the involvement of any third party. From cryptocurrency to the
numerous industries, blockchain is growing day by day. The blockchain provides
the technical solution for the verification, authentication, and data storage. The
blockchain is used in many applications such as financial market, voting system,
IoT, medical, supply chain, and agriculture.

Today the blockchain is a trending technology. The data transfer is efficient using
blockchain technology. Privacy is maintained using blockchain, and the trust of
different parties increased, as it reduces the chance of victimization and provides the
record of transaction done. Blockchain reduces the risk when the untrusted parties
come into the finance business which generates the reliability. Using the Internet,
we can transfer the data, image, movies, etc. in any corner of the world. Similarly,
in the transaction, the sender trusts the unknown party and makes the transaction.
But in the blockchain security is ensured for the transaction. Block in the blockchain
transactions is recorded, and the time of the creation and modification of the block
is also recorded.

The blockchain network can be categorized into different categories on the basis
of access to the network which is permissionless and permissioned. Permissioned
blockchain network is only accessible to authorized users in consortium or cloud-
based environments, while permissionless blockchain is open for all the users.
Figure 13.2 shows the various types of blockchain network.

Private and public blockchain are the types of blockchain. The classification is
based on the access control, data storage, and parameters. In the public blockchain,
any node can participate in the process, but in the case of private blockchain, the
restriction is provided, and to enter the process, approval is required. Consortium
blockchain falls under the category of permissioned blockchain but multiple
organizations are involved.

2.2 Blockchain Framework

The blockchain is considered as the link of block data forming a chain-like structure;
the representation of blockchain framework is explained in detail as shown in Fig.
13.3. The blockchain framework is divided into data link layer, network layer, and



328 M. H. Bohara et al.

Fig. 13.3 Blockchain
framework

application layer. In the data link layer, the block is created which includes the
data structure, hash, Merkle root tree, and hash pointer. The network layer is used
to interact with the blockchain which includes P-P network protocol and consensus
algorithm. The network layer also enables the network distribution among the users.
Lastly, the application layer integrates the blockchain with the application that
enables the smart contact, Hyperledger, etc.

Blockchain is the technology that combines different algorithms, cryptography,
and distributed networks. The blockchain works on the principle of the agreement
of transaction without any central authority. In the blockchain, the blocks are linked
to one another, and each block is linked with the hash of the block at the time stamp.
The hash value is generated to verify the identity of the block.

3 5G-Enabled IoT

The Internet of Things, commonly referred to as IoT, connects the Internet with the
electronic devices of different capabilities and structures. This is mainly done by
wireless sensor, RFID, machine to machine, and Zigbee. The IoT comprises five
components which are sensor, computing node, receiver, actuator, and device. To
improve the efficiency of the system, the limitation with the usage of IoT needs to
be resolved. Due to the increase in the usage of IoT devices, there should be a large
amount of data transmission support with high bandwidth.

IoT is the technology to set the vision of connected living. It is not only
to enhance the quality of life but new revenue generation. Capabilities of IoT
promise to save people’s and organizations’ money and time while at the same
time contributing toward enhanced outcomes in a wide range of novel application
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Fig. 13.4 IoT with connected living [8]

areas. The new era of living in the different areas like healthcare, smart city,
agriculture, smart homes, etc. connects with IoT as shown in Fig. 13.4. The lifestyle
would connect to IoT-enabled devices with the various applications. The advance of
wireless technology which is the fifth-generation wireless systems (5G) is a driver
for the 5G-enabled IoT applications. Next-generation 5G is rapidly growing as the
massive machine-type communication transfers to high-level 5G technology. This
would lead to IoT with 5G technology.

5G is evolving to enhance the performance, security, and connectivity in IoT
device. The 5G network can provide faster speed than any other generation. In
the past years, many researches have been done. The CISCO, Intel, and Verizon
have jointly worked upon a research project on 5G and designed a novel set of
“neuroscience-based algorithms” that adapt video quality to the demands of the
human eye, suggesting that the future wireless networks would have built in human
intelligence [7].

3.1 5G IoT Architecture

During each phase, 5G IoT is expected to provide end-to-end data transfer with
real-time applications. The architecture provides independent network and use of
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Fig. 13.5 5G-enabled IoT [8]

cloud-based radio access network (CloudRAN) to provide on-demand deployment
of the applications. 5G required some key enabling technologies such as high
bandwidth, high battery life – fundamental requirement in 5G, flexible and novel
time-frequency multiplexing, antenna array technology for narrowband operation,
HetNets, and massive MIMO for IoT architecture, network virtualization, self-
organizing network (SON), and coexistence of multiple radio access.

3.2 Use of 5G-Enabled IoT in Blockchain

Cloud computing is the centralized data storage system and is used in the develop-
ment of IoT. But the issue in cloud computing is data privacy. The user is not aware
about where the data is stored in the network. Therefore, such systems fail to meet
the requirement of the user. To secure the data and maintain the privacy, blockchain
is the efficient solution. Blockchain has the ability to revolutionize IoT with an open,
trusted, and auditable sharing platform, where any information exchanged is reliable
and traceable. Some of the benefits of this integration are as shown in Fig. 13.5 [9].

4 Adversarial Artificial Intelligence

In this section, we present mainly adversarial samples and types of attack, including
the causes and features of adverse samples and the capabilities and objectives of the
adversarial attacks.
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Here we define the common technical terms relating to adversarial machine
learning attacks.

• Adversary – More commonly, adversary refers to the operator who produces an
example of adversity.

• Adversarial Attack – Current research incorporates techniques on machine
learning and deep learning for adversarial attacks. This deals fundamentally with
the concept of fooling train models.

• Adversarial Example – It is a changed version of a data cleansing that purpose-
fully adds noise to confuse a model of machine learning.

• Adversarial Training – Apart from the clean data, adversarial training uses
adversarial data set to build machine learning models.

• Black-Box Attack – A type of attack that feeds adversarial examples to a specific
model which are created without that model’s awareness.

• Threat Model – The model of threat refers to different types of potential attacks
which a strategy considers, e.g., black-box attack.

• White-Box Attack – An attack that presumes the full understanding of the target
model, including its values for parameters, design, training process, and in some
cases even training data.

4.1 Types of Attack

In this section, we are going to explain a few attacks with examples for better
understanding of the topic.

4.1.1 Box-Constrained L-BFGS

The authors in [10] first show the existence of minor disruptions to the photos, so
the disrupted photos could trick the classification errors of deep learning models.
These contradictory findings have thus provoked a wide interest among researchers
in the area of computer vision adversarial assaults using deep learning (Fig. 13.6).

4.1.2 Fast Gradient Sign Method (FGSM)

Szegedy et al. [10] found that adversary training could increase the robustness
of deep neural networks against the adversarial instances. Goodfellow et al. [12]
introduced a strategy for efficiently calculating an adversarial disturbance for a
given image in order to allow effective adversarial training. The Python program
in [13] tricks the regression model as the method of target machine learning
(full source code can be downloaded from the GitHub folder of the developer:
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Fig. 13.6 Examples of adversarial created using AlexNet [10, 11]

https:/github.com/kenhktsui/adversarial examples). As can be seen from Fig. 13.7,
the true data was categorized by the regression analysis into two groups.

4.1.3 One-Pixel Attack

An intense attack scenario on the opponent is when just a single pixel is modified in
the picture to deceive the classifier. Su et al. [14] confirmed that three different types
of neural network models were successfully fooled on 70–97 percent of the images
tested by only changing a single pixel in each frame. Figure 13.8 shows that every
image contains the appropriate label, and the resulting predicted label is shown in
brackets.
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Fig. 13.8 Single-pixel adversarial attacks [14]

4.1.4 Carlini and Wagner Attacks (C&W)

In the wake of defensive distillation against the adversarial perturbations, Carlini et
al. [15] introduced a set of three adversarial attacks [16] (Fig. 13.9).

Corresponding code for Nicholas Carlini and David Wagner’s paper
“Towards Evaluating the Robustness of Neural Networks,” presented at
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Fig. 13.9 Carlini and Wagner’s adversarial attack on MNIST [15]

the IEEE Security and Privacy Symposium, 2017 is available online at
https://github.com/carlini/nn_robust_attacks.

4.1.5 DeepFool

Dezfooli et al. [17] suggested iteratively calculating a minimum standard of
adversarial disturbance for an input image. Their technique, that is, DeepFool,
initializes the clean picture presumed to be located in an area confined to classifier
decision limits.

5 Trustworthy Machine Learning for Industry

Breakthroughs in computational capacity have made online quantitative machine
learning a useful and practical tool in many systems and networking domains
to solve decision-making problems, spam filtering, virus detection, and network
intrusion detection. A machine learning algorithms such as a support vector machine
(SVM) and Bayesian learner can be useful in these domains [18].
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5.1 Machine Learning Technique and Issues

In actual life, people are really going to classes, learning from lessons, and trying
to offer some tests to show they’ve learned something right. Similarly, the machine
learning techniques’ pre-learning phase is performed along with training data, and
few other databases have been used to check whether the model has been properly
trained [19]. Because machine learning’s logical and mathematical architecture will
cause regularization, it means to remember the data pattern. In that case, the method
is not effective because it has merely been memorized. It’s similar again for the
learning cycle of humans as if we remember something, it can be successful in the
short term but it doesn’t mean we’re going to pass the main exam. When a machine
learning approach works in the testing process as well, then it can be approved
to be implemented in actual applications. Basically, it can be said for all machine
learning techniques the process involves the “reading,” “testing,” and “download”
phases (Fig. 13.10a) [20].

Some important issues in machine learning are data for learning and shaping
the target problem. It is also essential to choose the most effective approaches
for machine learning, as some mechanisms may not be successful on specific
problems. Moreover, because machine learning techniques may use their own
required features, selecting the most suitable value for these parameters is another
problem. Eventually, some other problems that should be addressed are the total
iterative process number for improved learning or a data preprocessing step for
information collected (Fig. 13.10b) [20].

Fig. 13.10 (a) Machine learning cycle. (b) Machine learning issues [20]
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5.2 Learning Paradigms

Data obtained from the different sources may not all be in the similar form, although
the ML algorithm uses various learning steps to make them ready for use. At present,
there are three different learning paradigms that can be defined as follows.

5.2.1 Supervised Learning

It is a type of learning process, where results are identified for each individual data
input. In these, each given set of input cases is labeled with known target output
classes for the problem under consideration, which means that a successfully trained
model with supervised learning can forecast a result and also classify according
to a newly discovered combination of inputs. Figure 13.11 reflects traditional (a)
mathematical and visual regression and (b) nonlinear classification [21, 22].

5.2.2 Unsupervised Learning

Unsupervised learning occurs when results are not identified for the target data
from which to learn. Basically, it calculates similitudes-distances between gathered
data and group them into a certain similar number of clusters. Mathematically,
similarity distance between data is calculated by Euclidean distance [23]. Figure
13.12 explains the traditional clustering method applied to a data set [24].

5.2.3 Reinforcement Learning

With potential robotic systems in particular, reinforcement learning is recognized
as a primary learning method. Within that learning model, it is the duty of the

14
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Fig. 13.11 (a) Linear regression. (b) Nonlinear classification with supervised learning [21, 22]
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Fig. 13.13 General flow of reinforcement learning [25]

machine learning model to adjust some of its feature space against the effects
of its behavior according to the feedback provided. Mathematically, this learning
process includes estimating incentive values for such goal acts preparing for future
considerations a scheme or data model of behavior. Figure 13.13 reflects a basic
flow of reinforcement learning [25].

6 Understanding the Threat Landscape

Adversarial machine learning means designing ML algorithms that can withstand
these sophisticated attacks and studying the attackers’ limitations and capabilities.
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Fig. 13.14 Flow of the substitute attack [27]

6.1 Case Study: Anomalous Traffic Detection

Adversaries may use substitution attacks to interrupt regular user behavior and also
to escape by causing the monitor to have a lot of false negatives via an integrity
attack. Through doing so, these opponents will limit the risk of detecting their
unauthorized activities. When the target machine learning framework is known,
some data sets for the artificial training can be generated to allow for decision-
making boundaries. As Papernot et al. tested, this technique of black-boxing is
considered a substitute attack [26]. Figure 13.14 displays a clear flow of the
substitute attack [27].

6.2 Real-World Attacks

Current study said that adversaries feed perturbed data to known models. In
addition, the impact of the attacks is assessed using image feature data sets.
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Fig. 13.15 (a) Data set image. (b) Clean image. (c) Adversarial image

Although those environments have proved yourself to be enough to persuade many
investigators, this adversarial attack is a major concern for AI. In fact, we find this
also from the literature [28, 29], situations where this issue is downplayed and where
adversarial instances include real-time issues.

6.2.1 Attack on Cell Phone Camera

A. Kurakin, I. Goodfellow et al. [30] initially revealed that there are risks of
threats and attacks even in the physical world as well. They identified adversarial
photographs to demonstrate this and took screenshots from a cell phone picture. It
has been shown that even when viewed through the camera, a significant fraction
of images is misclassified. As Fig. 13.15 explains, the attack on camera pictures is
seen here.

6.2.2 Attack on Road Sign

Building on the attacks proposed in [15, 31], Etimov et al. [32] modeled robust
perturbations for the physical universe. We also showed the probability of effective
attacks on physical environments, such as difference in angles of view, range, and
solving. In this work, two attack groups of visible road sign posters were added: (a)
poster, at which the attacker designs a distorted sign poster and positions it over the
actual sign poster as shown in Fig. 13.16, and (b) sticker disturbance, where the road
sign poster is located. The printing takes place on a ledger, and the ledger is stuck
over the real label.
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Fig. 13.16 A road sign poster attack [32]: 100 percent fooling LISA-CNN [32] classifier. Even
indicating the distance and angle to the image. The classifier is educated for road signs using LISA
data set [33]

7 Role of Blockchain for Industrial Automation

Blockchain offers a distributed, immutable, and trusted environment for data storage
and transaction processing by using cryptographic concepts to sign, validate, and
verify each transaction by miners. Blockchain provides the platform to smart
contracts to get executed automatically using consensus algorithms. Currently,
many researchers are combining blockchain in various fields like machine learning,
IoT, cloud computing, big data analytics, etc. in order to secure the system in a
decentralized manner.

Smart contracts attract many industries to automate many things and to eliminate
third-party verification. Smart contracts build the trust among unknown entities by
providing verification and validation of transactions by special entities called min-
ers. Smart contracts with blockchain attract many industries like health insurance,
healthcare, finance, governance, fraud detection, supply chain management, logistic
management, natural disaster, self-sovereign identity, and real estate in order to
automate various processes and improve efficiency of the overall system [34, 35].
Smart contracts are used in health insurance to automate the process of claiming
insurance; for digitization of patient records for surgeries, organ transplant, and
OPD in healthcare; to provide a trusted, reliable, and transparent environment to
automate transactions in an open distributed system; etc. [35]. Figure 13.17 shows
us the various use cases of blockchain where smart contracts can be used for
automation, security, and transparency [34, 35] (Fig. 13.18). Table 13.1 shows the
various approach that combines 5G, blockchain and IoT for Industrial automation.

7.1 Smart Home

Smart home automation is a prominent technology which aims to change the
lifestyle of the people. The application of smartphones provides comfort to the user
and also provides security by single access from phone. The architecture of smart



13 Adversarial Artificial Intelligence Assistance for Secure 5G-Enabled IoT 341

Fig. 13.17 Use cases of blockchain

Blockchain

Smart Agriculture

Artificial Intelligence

Smart Home and Smart City Health care

Fig. 13.18 Application of blockchain

homes consists of the network connectivity, sensor, and application. A smart door
system plays an important role in the smart home automation. The data is stored
in the centralized server so there are chances of the unauthorized person to access
the data. To solve this problem, the idea of the blockchain is proposed. Blockchain
provides the integrity and authentication to smart door applications. The sensors
are used to detect the motion of the person entering into the house through a smart
door. Due to blockchain implemented in the smart door, any intruder cannot access
the data. Oftentimes IoT devices cannot address the issue; therefore, 5G technology
overcomes the limitations.
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Table 13.1 Comparison of blockchain approaches for industrial automation

Author Year Description

Blockchain
technology
used Technique

Jong-ho
Noh [37]

2019 Proposed the smart city with
blockchain technology. Also
listed the issues in the smart
city project and solve the
security problem using
blockchain

Yes 5G and blockchain

Daniel
Minoli [38]

2020 The challenges for the smart
home with the blockchain for
the IoT. The research needs to
be done for making use of
blockchain in the smart home
automation

Yes IoT and blockchain

Srinivas
Jangirala
[39]

2019 Limitation in the
blockchain-enabled 5G
authentication in the supply
chain. Proposed an efficient
protocol (LBRAPS)

Yes 5G, IoT, and blockchain

Mohamed
Amine
Ferrag [40]

2020 Proposed the security solution
of IoT-based smart agriculture
using blockchain

Yes IoT and blockchain

7.2 Smart City

The migration of the people of villages to the cities increased the number of
populations in the urban areas. This leads to the scarcity of the needs to water, food,
electricity, etc. To address this problem, smart city projects are implemented which
include the use of the IoT and cloud technology. In addition to this, blockchain
technology is applied in smart cities. The role of the blockchain is to protect the
data of the user from the malicious attack, and blockchain framework allows the
entity to communicate in the smart city.

7.3 Supply Chain Management

The activities in the lifestyle of the product involved the organization; resources
are the supply chain management. The chain starts from the development of the
product to deliver at the user end. The impact of the blockchain and 5G increases
the transmission of the product. Blockchain provides the integrity of the product
from the development of the product to the end user. The smart contract is the main
component of the blockchain which eliminates the use of the third party of having
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the decentralized network. Using 5G with blockchain, the tracking of products can
be easily done.

7.4 Smart Agriculture

IoT is used nowadays in the agriculture field. Hence smart agriculture comes into
the picture, the resultant to improve the product quality and quantity. Sensors can
detect the temperature of the soil, water level, moisture, etc. Blockchain is used in
the field of agriculture, and the main focus is on the food supply chain. The food
supply is connected to agriculture as the raw materials from farmers are taken and
used as a product in supply chain management.

7.5 Smart Healthcare

Healthcare is the most essential part in the entire world. With the rise in the pop-
ulation in the world, healthcare conditions are a crucial matter for the government.
5G-enabled IoT is the considered solution in the healthcare domain [36]. The remote
system with sensor monitoring system of the patient is useful in healthcare.

7.6 AI and Machine Learning

AI and machine learning algorithms work on the data to train, learn, and make
decisions, but data must be secured during the transaction, training, and testing.
AI and machine learning work on the set of parameters which must be secured from
the unauthorized changes; otherwise, it leads to adversarial effect. Many AI models
work on some sensitive information like patient’s health data, biometric data for
authentication, etc. which must be secured from the intruders as well as to train and
deploy the model built on these data using some statistical parameters that need to
be secured to prevent adversarial effects. The intruder may manipulate the statistical
parameters/environment variables, the devices from where data need to be collected,
or the input samples. The attack can be performed on input samples by inserting
noise by silently moving the decision boundaries during the training process [41].

Many AI-driven applications like recommendation systems, object detection
systems, medical diagnosis, robotic surgeries, etc. use large scale of data which
needs to be stored either at some central server or at some distributed environment.
Storing data at the central server decreases the chances of external attacks on data
and statistical parameters but has the risk of a single point of failure which redirects
to adopt a distributed environment. Distributed environment offers many benefits in
terms of efficiency, data sharing, and fault tolerance, but due to the involvement of
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multiple unknown parties, it leads to trust and security issues. Blockchain solves this
problem by providing a tamper-proof distributed environment to build trust among
unknown peers without including third-party authority.

In [42], the authors have proposed collaborative training which works in a
distributed environment to detect the adversarial attack on any statistical attributes
or input samples for convolutional neural network (CNN). This model provides
security at network-level attack. The cryptographic concepts and decentralizing
properties of blockchain are employed to the CNN model to provide security and
accountability. By implementing a hash chain of blocks of CNN models and by
hiding the parameters and network scenario, the prevention of threat to any white-
box attack is possible. Due to the implementation of hash chain, tempering in any
block effect the hash of the current and subsequent block can be easily detected.

In [41], the authors have proposed the secure and decentralized blockchain-
based framework for explainable AI (XAI) which is the new and trending field of
AI nowadays. This approach provides facilities to record and govern interactions
and also allows consensus for predictions and their explanation through the smart
contracts to provide security against some adversarial attacks. Blockchain in this
framework offers decentralized, reliable, secure, and immutable storage which is
built on the top of decentralized applications (DApps). Blockchain can provide
transparency and visibility, immutability, traceability, and nonrepudiation using the
smart contracts for an explainable AI system.

In [43], the authors proposed the blockchain-based solution for biometrics recog-
nition systems. They covered the traditional architecture of biometrics recognition
systems; vulnerabilities at every level of architecture such as feature extraction,
template matcher, etc.; and possible solutions for the same. The proposed solution
gives alert when alteration occurs at any component of the system. The time
complexity of the proposed solution is higher due to complex cryptographic
techniques being included to improve the security level.

The integration of blockchain technology with AI models improves security,
efficiency, and auditability. It also improves trust among peers for decision-
making and fault tolerance. AI enumerates intelligence into the machines over the
decentralized blockchain network (Table 13.2).

7.7 Case Study

With the demand of Internet-enabled devices, IoT is also in demand to offer flexible
and easy lifestyle to the customers nowadays in the field of healthcare, grids,
cities, agriculture, etc. Increasing demand of IoT also increases the requirement of
automatic decision-making and intelligent machine to make accurate and efficient
decision-making by processing the data collected through various sensors that can
be achieved by ML algorithms. IoT network uses resource-constrained devices with
smaller memory and smaller computation power that leads to the usage of cloud-
based infrastructure for processing of data on cloud-based environment. Various
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Table 13.2 AI/ML techniques used in 5G-enabled IoT with key features and advantages

Types of AI/ML
methodology Key techniques

How it’s helpful in
adversarial attack Advantages

Classification
algorithms-
supervised learning

Linear classifiers
Logistic
regression
Support vector
machines
Naive Bayes
classifier
Nearest neighbor
Neural networks
Decision tree
Etc.

Monitoring network
parameters such as
throughput and network fault
logs to detect anomalies

Flexible
modeling of
algorithms
with emerging
features
Agile and
self-evolving
nature of
frameworks for
defense

Clustering
algorithm-
unsupervised
learning

Gaussian mixture
model
K-means
Dimensionality
reduction
Markov decision
model

Categorize risks and
loopholes of different kinds in
network security

Extremely
complex data
sets for
automatic
clustering
Real-time data
discovery

Reinforcement
learning

Q learning
Gaming algorithm
Robot navigation
Deep Q learning.

Model learns from the
environment
Adaptive in nature
No training and testing
threshold

Highly robust
Agent learns
from action
taken and
reward
received

machine learning techniques can be used to train the data collected by various
sensors to offer intelligence to machines for automatic decision-making. In the area
of healthcare, supply chain management, cities, agriculture, etc., many latency-
sensitive applications ask for higher bandwidth which can be achieved by 5G
network. As seen in the above sections, machine leaning models which use the
same set of parameters for training and testing are vulnerable to adversarial attacks
which can be attempted by changing the parameter values. Moreover, privacy and
lack of control are the major issues in the cloud-based environment. Blockchain is
the promising solution which offers security in terms of integrity and transparency.
Figure 13.19 shows us the scenario of integration of blockchain with 5G-enabled
IoT system which uses cloud infrastructure for processing and storing data.

Here the scenario of embassy which approves the visa of various countries
after health examination of the person is taken to show the role of blockchain in
integration of 5G-enabled IoT with machine learning through cloud environment.

In traditional visa approval process, medical examination plays an important role.
The embassy-certified doctor can examine the person by reviewing immunization
and medical history of the person. The patient needs to go through various medical
tests like tuberculosis test, urine and blood test, etc. for the fulfillment requirement
to get visa of various countries. Nowadays, IoT-based smart healthcare devices can
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Fig. 13.19 Blockchain-based smart heath examination system for visa approval

examine the person and send the data to cloud for processing. The cloud-based
system can share the data received from sensors with doctors and embassy officers
for reviewing and visa approval. However, the process of data sharing through cloud
saves time and money; the adversarial attack can be easily applied due to lack of
control in cloud.

The whole system can be moved on blockchain-based environment with 5G as
a communication protocol to achieve integrity, transparency, and higher bandwidth.
The scenario is depicted in Fig. 13.19.

8 Challenges of Integrating Adversarial Artificial
Intelligence Techniques to Secure 5G-Enabled IoT

The new advances in 5G networks promote the immersive growth of data connectiv-
ity through higher data speeds. Such a big rise in data traffic and connected devices
suggests further bugs, risks, and attacks that result in financially devastating harm.
Artificial intelligence (AI) and machine learning (ML) are intended to play a key
role in solving difficult problems of optimization in this context. There is a list of
challenges to integrate it with 5G-enabled IoT such as:
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• High Bandwidth Demand – The vulnerability and privacy environment from
personal devices to the service provider network has also been broadened
by increased bandwidth, higher spectrum usage, and fast data speeds in 5G
networks. The network should also be clever enough to solve these issues in real
time; AI/ML approaches should help model these robust complex algorithms that
can help recognize network problems and offer real-time solutions to them which
is still challenging.

• Higher-Level Network Heterogeneity – Smart cars, smart houses, smart build-
ings, and smart cities are supported by 5G-enabled IoT networks. It would
require more stable and flexible strategies to deal with essential security problems
on both the network and system sides. Intrusion detection using AI/ML by
classifying the unauthenticated links would be useful to offer security solution.
5G IoT security and safety can span all levels, such as defense of identity, safety,
and machine-to-machine communication. In key authentication, AI techniques
found an essential role along with effectively mitigating masquerading attacks.

• Affordable Infrastructure and Lower Cost of Computing – AI/ML consume huge
amount of data and train itself. It takes a significant amount of time to process
the data collected from IoT devices and store into the cloud. Still optimization is
the biggest challenging in the existing algorithm to improve the performance in
real time.

9 Conclusion

In this chapter, artificial intelligence has a significant role in automation. Industry
4.0 is the current requirement to develop smart solutions securely. IoT-enabled
devices collect huge data and store it over the server. Every transaction between the
user to machine and machine to machine can be secured by blockchain technology
in terms of integrity. Adversarial machine learning is recent research issues to
identify the vulnerability in model and noisy data. Machine learning paradigms
provide different learning mechanisms depending on the type of data, continuous
data, categorical data, or image data. Types of attack on deep learning algorithms
and machine learning algorithms are open issues in computation study. A case study
covered in this chapter will be helpful to understand the real-time attack on traffic
direction and road signal identification. Some of the researchers have proven the
impact of attack in Industry 4.0. To make it 5G-based, IoT-enabled blockchain-
based system can be adopted to bypass the various types of attacks on the system.
For the enhancement in study, a small survey can be carried out by readers to aware
industry to check if their automation systems are preventing attacks and safe for data
alteration.
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Chapter 14
Machine Learning, Data Mining, and Big
Data Analytics for 5G-Enabled IoT

Puneet Kumar Aggarwal, Parita Jain, Jaya Mehta, Riya Garg,
Kshirja Makar, and Poorvi Chaudhary

1 Introduction

The evolving of fifth era (5G) networks is turning out to be all the more promptly
available as a significant driver of the development of Internet of Things (IoT) appli-
cations. Agreeing to the International Data Corporation (IDC) report, the worldwide
5G administrations will drive 70% of organizations to burn through $1.2 billion on
the network the management arrangements. For the new applications and models
in the future, IoT require new execution rules such as huge network, security,
dependability, inclusion of remote correspondence, super-low latency, throughput,
super-reliability, etc. for a colossal number of IoT gadgets. To meet these necessities,
the developing Long-Term Evolution (LTE) and 5G innovations are relied upon to
give new availability interfaces to the future IoT applications. The advancement
of up and coming age of “5G” is at its beginning phase, which focuses on new
radio access innovation (RAT), reception apparatus upgrades, utilization of higher
frequencies, and re-architecting of the networks. Nonetheless, principal advances
have been made, and the development of LTE should be supplemented with an
extreme change in the following years in the essentials of remote networking –
a generational move in innovation, structures, and business measures. Wireless
technology has seen rapid growth in recent years. 4G/LTE is one of the most
successful mobile communication networks. It is created in such a way that it is
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Fig. 14.1 Evolutions of 5G technologies

capable enough to fulfill some of the most critical 5G requirements. The evolution
of 5G technology can be seen in Fig. 14.1.

The IoT worldview is both progressive and an empowering influencer of robo-
tized and advantageous ways of life for advanced people. The development of the
IoT can be credited to a conversion in progresses that took place over the previous
decade in correspondence, computing, and designing applications. The subsequent
influence of IoT has extended quickly to cover the entire human race. IoT gadgets
are used to encourage human’s everyday exercises which incorporates the PDAs,
home assistants, smart brilliant vehicles, building computerization frameworks
involving smart lifts and temperature control frameworks. Furthermore, automated
airborne vehicles, for example, drones for ecological observing and relaxation are
also used as IoT gadgets.

The huge scope multiplication of IoT gadgets stretch past these gadgets to the
storage centers, for example, backend cloud frameworks which are topographically
scattered. Thus, a huge volume of information is created by IoT gadgets and
their supporting stages, for move and ensuing storage and preparing at backend
distributed storage communities. IoT gadgets produce a steady stream of crude
information, which can’t be perceived for important information except if the
information is prepared through utilization of strategies, for example, information
discovery, that is, through data mining and machine intelligence. The heterogeneity
of the information produced from different IoT organizations is reliant on the
application space, involving smart medical care, online media, e-agribusiness, e-
wellbeing, savvy power lattices, and shrewd vehicles. IoT gadgets are planned with
custom conventions that consider the asset obliged nature of these gadgets, so as to
save power utilization related with gadget activities.

IoT gadgets produce a huge volume of information that is privately prepared,
in a restricted way, and also moved to a concentrated processing hub or a cloud
storage, where it tends to be additionally prepared or dissected to create information.
Machine learning (ML) is characterized as a group of methods for dissecting
information, wherein the cycle of model structure on preparing information is
mechanized, i.e., expects almost no human mediation. Thusly, the way toward
classifying information into different classes is completely mechanized. The func-
tion of big data analytics in IoT information handling can’t be downplayed. It
allows information extraction with the help of ML algorithms. Machine learning
algorithms provides an extremely solid support in speedy preparing of enormous
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volume information rising up out of IoT gadgets, which helps in creating patterns
that is important from analytics point of view [24].

1.1 Research Contributions

The existing 4G networks have been broadly utilized in the IoT and are constantly
developing to coordinate the necessities of things to come in future IoT applications.
The 5G networks are relied upon to monstrous extend the present IoT that can
support cell operations, IoT security, and network difficulties and driving the
Internet future to the edge. The current IoT arrangements are confronting various
difficulties, for example, huge number of connection of hubs, security, managing
data, extracting knowledge, performing data analytics, and new standards for
the 5G-enabled IoT. The 5G-empowered IoT (5G IoT) will interface monstrous
number of IoT gadgets and make commitments to satisfy market need for remote
administrations to invigorate new monetary and social improvement. The new
necessities of applications later on IoT and the advancing of 5G remote innovation
are two huge patterns that are driving the 5G-empowered IoT. The convergence of
big data, data management, IoT platforms, and machine intelligence is empowering
the next advancement of data analytics wherein venture will acknowledge critical
substantial and elusive advantages from IoT information.

This chapter surveys the current research state of the art of 5G IoT; key
empowering technologies including ML, data mining, and big data analytics; and
primary exploration patterns and difficulties in 5G IoT.

1.2 Motivation for the Chapter

Presently, various IoT gadgets exploit networks, for example, the third era (3G)
and 4G LTE, to keep up their network and their association with the cloud
server centers. With the exponential development of information delivered by
progressively enormous quantities of IoT gadgets, a few of the serious issues remain
unsolved in application development. The 5G communication framework has been
presented with the abilities of high-throughput, low-latency, and high unwavering
quality. These capacities can empower countless gadgets, with best quality of
service (QOS) arrangement of omnipresent network solutions for satisfying their
various IoT application necessities. 5G can possibly permit the arrangement of more
web-associated gadgets without worry that current issues would be exacerbated by
a packed network. The rapid and dependable network supported by 5G will make
additional opportunities for IoT services far beyond those accessible today.

Moreover, the empowering advancements of 5G can possibly introduce another
IoT era, planning to easily and deftly uphold heterogeneous IoT applications
with particular business qualities under countless smart gadgets. Also, the 5G-



354 P. K. Aggarwal et al.

enabled IoT will bring a rich wellspring of enormous information. The amazing
part of enormous information examination in 5G will without a doubt profit IoT
progression.

However, how the empowering advances in 5G whether coordinated into the
entire or as an aspect of a framework can consistently fuel the IoT unrest is a
challenge. This raises new contemplations of network plan, asset arrangement, the
board, nature of involvement, and guideline of 5G-enabled IoT. It is, hence, a basic
significance to devise novel solutions by planning keen 5G-empowered IoT ideal
models incorporated with the empowering advances of 5G. The IoT has been set up
as another cross order research subject requiring the expectation of the specialized
and reasonable difficulties looked by blended researchers considering that cross
different disciplines.

1.3 Organization of the Chapter

The rest of the chapter is organized into different sections. Section 2 discusses about
the concept of data mining and how it is useful for discovering information and
hidden patterns from large data sets. In Sect. 3, the concept of machine learning
is explored to understand how it will support IoT devices to operate in a better
manner, creating a pleasanter lifestyle for society. Then in Sect. 4, big data analytics
is explained to understand how the variety of data collected gets gathered, stored,
and processed. In Sect. 5, the convergence of data mining, machine learning, and
big data analytics gets done, and how it helps in 5G IoT is explained. In Sect. 6, two
case studies based on this convergence are explained to understand actually how all
the technologies are an advantage to the society. Then in Sect. 7, conclusions are
drawn from the chapter. Finally, references are at the last.

2 Data Mining

Data mining (DM) is a process of taking out useful information from a large raw
data set which in turn affects the decision-making process [10]. It is employed for
the discovery of new information and patterns hidden inside that large data set by
including the use of the intersection of artificial intelligence (AI), ML, and statistical
analysis as shown in Fig. 14.2. It is considered as a field which is a combined form
of computer science and statistics with the basic aim of extracting information and
representing it adequately for further use [11].

It also involves a database, data pre-processing, models, complexity, post-
processing structures, and online updating. In a nutshell, data mining is the process
of digging through a large number of data sets by using different levels of
human rules and algorithms to extract hidden information and obtain unique and
helpful future outcomes as well. This process of searching includes discovering of
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Fig. 14.2 Data mining using AI and ML

aberrations, different kinds of patterns, and relationships among the data which can
be further used in different ways. The aim of any data mining procedure is mainly
to prepare efficient as well as effective prediction models that even generalize the
data. The process of data mining mainly consists of five stages:

Stage 1: Data Collection and Data Loading. This is the first step in the process of
data mining where necessary and useful data is collected and loaded in a data
warehouse.

Stage 2: Data Storage and Data Administration. After the data collection process,
now comes the next important stage, i.e., data storage and its efficient manage-
ment. The information is mainly stored on the servers or by using the cloud
servers.

Stage 3: Information Association. This is the stage where the role of business
annotators, administrative teams, and information technology sector comes into
play. They have complete access to the data and provide an efficient as well as an
effective way to organize a large amount of data.

Stage 4: Data Sorting. Data sorting is performed by the application software based
on user results.

Stage 5: Data Representation. In this step, the data is presented in the most user-
friendly manner that is easy to read and gather information in less time by the
end-user by involving various charts, graphs, or tables. The data mining process
further breaks down to mainly three models which are as follows:

(i) Definitive Modeling: It discloses all the similarities and bunches of already
existing historical data to understand the antecedents behind success or
failure, for example, distinguishing clients by product choices or sentiment.

(ii) Predictive Modeling: It mainly focuses on the classification of the events
that will happen shortly, for example, client churn and campaign demand
and response.
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(iii) Prescriptive Modeling: This modeling deals with internal and external
variables and restrictions to study further the course of action, for example,
marketing offer to the client.

Information extraction offers the way to deal with a wide measure of machine
created and regularly unstructured information. In this manner, huge information
innovations and prescient examination permit smoothing out of industrial processes.
In this way, the combination of the two sees that there is an upgrade in choice
making which is the sole motivation behind both unstructured information and
IoT advances. Current studies explore how information mining can take care of
information on control and the executive modules.

2.1 Data Mining in 5G-Enabled IoT

Currently, DM is viewed as one of the basic elements for the up and coming age
of versatile networks. Through exploration and information investigation, there are
desires that multifaceted nature of these networks will be survived and it will be
conceivable to do dynamic administration and activity exercises. In order to fully
grasp the specifics of 5G network, there are particular sort of data that ought to be
assembled by network segments so as to be investigated by an information mining
plan. Versatile networks are now essential for our everyday lives; however, what we
anticipate from them is ever-evolving. Changing the present networks to 5G is vital
to staying up with the requests of a developing network society, where openings
range new high-data transmission applications, low inactivity IoT administrations,
and beyond. 5G means to fulfill these advancing needs by giving pervasive network
for any gadget or application that may profit.

DM is used to extract the hidden information from the data generated. Since IoT
promises to provide the caliber in various sectors such as smart cities for the waste
management or efficient traffic control or smart homes for monitoring of people
or collection of data through the sensors, therefore different data require different
analysis techniques [12, 15, 16]. Data mining technique handles not only various
manifolds of IoT data and data in bulk but also the speed at which the information is
produced. Data mining for the IoT brings certain advantages with some challenges
as well which are explained as follows:

(i) Data admittance and extraction from different locations: When dealing with
the data which is in bulk, having a lot of noise is itself a challenging issue, but
detecting a fault and correction is even more difficult. Modification of the data
mining algorithm in big data is a tough task.

(ii) Mining of partial data: The second challenge is all about mining uncertain
data for large data applications. For this, data effectiveness and data security
is the most important aspect which needs to be taken into consideration while
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transferring the information from various applications such as medical records
or transaction records.

In a nutshell, the IoT turns out to rise from the need to automate, investigate,
and cope with all the appliances, instruments, and sensors. To frame decisions
effectively, IoT and data mining technologies are integrated. This integration
supports the optimization of the system.

In the recent years, it has been seen an enormous exertion placed over the
span of planning the fifth generation of versatile networks (5G). The development
of 5G networks has been pointed toward giving tailor-cut answer for various
types of businesses especially the intelligent industries, telecommunication sectors,
and wellbeing part and even in smart production lines. On the other hand, the
logical network has understood that huge information arrangements can essentially
improve the activity and the executives of both current and future portable networks.
Normally, DM is utilized throughout finding examples and connections between
various factors especially in huge informational indexes. Using factual investigation,
AI and ML are utilized in the information set throughout separating essential
information from the inspected information.

Data mining is considered to be the most important and valuable aspect for the
future generation of networking in mobile. It has proved to be an integral part of
5G technology as it facilitates the process of framing decisions. 5G has helped
in evolving many industries mainly the telecommunication sector, transportation
industries, and health sector and in smart factories as well [12–14]. Moreover, the
big data and predictive analysis have made it even simpler for the execution of these
industrial processes. Therefore, the sole purpose of the integration of the two is
fulfilled as it provides an effective and enhanced level of decision-making.

It has not only helped in overcoming the complexity issues in networking;
rather, it provides a solution to carry out operational activities as well as robust
administration. Moreover, the world is alchemizing at a much faster pace and so do
the demands and expectations in terms of the mobile network as well. Therefore,
the transformation of today’s network to 5G is the need of the hour. It adds a great
advantage to the existing network such as improving the properties like that of high
bandwidth application, less inactive state IoT services, and many more by providing
common connectivity. It has been analyzed that nearly 6 years from now, there will
be nearly a 34 percent hike in revenues.

Recent research and studies have an entire knowledge and analysis of the
fact regarding how data mining handles the control and management techniques.
However, along with the success, there come challenges that need to be taken into
consideration. The only focus of the research is based on the study of the data mining
algorithm to make the best use of it in mobile networking and communication and
not on explaining detailed information and examples of the data to be gathered.
Also, the number of times of data collection and the various mechanisms of data
minimization that need to be exchanged among the network are unknown.
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2.2 Applications of Data Mining

Various applications of data mining include [10–12]:

(i) Descriptive Modeling: It discloses all the similarities and bunches of already
existing historical data to understand the antecedents behind success or failure,
for example, distinguishing clients by product choices or sentiment.

(ii) Banking: The need for generating, capturing, storing, and transforming data
into a useful piece of information has encouraged the industry to use data
mining. It acts as a strategy tool for the banks to use it effectively by generating
and utilizing the technology for the benefit of the bank. Data mining not only
enhances the customer benefit but also used in accessing information. It also
helps in finding of the frauds, know about the payment defaults, and market
risks as well while doing the different analysis in business. Data mining overall
enriches the business processes in the banking industry.

(iii) Manufacturing: Data mining is used in the manufacturing field as well. To
predict the process of production, error spotting, the quality of the product
produced in manufacturing, damage of production assets, and the maintenance
of the production, the role of data mining comes into play. There are five major
domains in manufacturing where data mining can be used:

(a) Product design
(b) Route time evaluation
(c) Quality
(d) Delivering system management
(e) Manufacturing environment

(iv) Communication: Data mining is considered one of the most important building
blocks of next-generation mobile networks. With the massive increase in
telecommunication and multimedia field, a large amount of data is generated
such as call details network data or client information. Therefore, data mining
can be used to extract and gather a useful piece of information that will benefit
the telecommunication industry by predicting the client’s experience. It also
helps in identifying the frauds, enriching marketing strategies, and gathering
prior knowledge of the network faults.

(v) Beamforming: It is a traffic-flagging framework for cell base stations that
recognizes the most effective information conveyance course to a specific client,
and it diminishes impedance for close by clients all the while. Contingent upon
the circumstance and the innovation, there are a few different ways for 5G
organizations to execute it.

All in all, it is certain that the use of DM in 5G-empowered IoT will see the
cell network advancements changed into proactive instead of receptive networks.
A portion of the areas that will profit by this reconciliation contain the nature of
network load, profile of supporters, accounting data, and design of flaw signs among
others.
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3 Concept of Machine Learning

Machine learning can be referred to as a subcategory of the AI field, the main aim
of which is to focus on examining and recognizing patterns and arrangements in
data to facilitate features such as training, thinking, decision-making, learning, and
researching without interference from human synergy. Machine learning allows the
user to apply a computer algorithm on an enormous sum of data in order to examine
and analyze the data and to make recommendations based on that data. If some
features require improvement, they are recognized and incorporated for a better
design for the future. Machine learning utilizes computational algorithms to do core
work for making decisions [1]. Also, the variables, features, and innovations are
responsible for making decisions. Core awareness toward the answer is required for
the better learning of the embedded system which enables the system to learn.

Actually, the design feeds the machine with data for which the result is already
known. The algorithm then runs, and changes are made until the output matches with
our result. Increasing volumes of data are fed to boost the system to acquire more
eminent decisions. The most important component of the business world is data.
Decisions that are derived based on data make the difference in this fast-growing
society. Machine learning can be considered as the key to the evolution of data
interpretation and formulating decisions for better services.

3.1 Types of Machine Learning

Machine learning can be categorized mainly in three major categories [2]:

(i) Supervised Machine Learning: This enables the collected data or composes a
knowledgeable output from a former ML progress. It also, managed training
as it provides the program with the capacity to attain human-like intelligence.
In supervised learning tasks, one provides the program or the machine with a
huge set of inputs to attain a fruitful result.

(ii) Unsupervised Machine Learning: It aids by getting all sorts of hidden designs
in data. In this module, the algorithms attempt to acquire any crucial method of
the data with unlabeled samples only. The job is to combine and dimensionally
reduce the data. The process of combining is known as clustering, i.e., it
classifies data intents into meaningful groups so that components inside a
given cluster are similar to each other but dissimilar to those from other
batches. Clustering is beneficial for marketing segmentation for businesses.
The dimension reduction patterns decrease the number of variables in a set of
data by clubbing similar or related properties for better understanding.

(iii) Reinforcement Machine Learning: It refers to a machine application that
communicates with a progressive atmosphere or dynamic environment to
perform a specific objective (like to order food, to book a cab, or to play a
game). As it is applied on different problem areas in order to train and test
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the data which may or may not be similar to the required output to achieve
maximum efficiency through machine learning. Distinct methods have been
acquired which may not fit into these categories, and from time to time, there
are instances where one uses a combination of more than one category to reach
the required aim.

This machine learning technology when gets integrated with IoT can make a
huge impact on the economical aspect of society. The real benefit can be experienced
when there is an addition of 5G networks in the same field. Now, next we will be
looking at the aspects which make this collaboration of machine learning, Internet
of Things, and 5G networking possible and how they proved to have the potential to
create all forms of tasks easy, feasible, affordable, and efficient.

Machine learning is a support to many businesses as it allows understanding
from the data, automate trading methods, boost productivity, and gradually benefit
too [3]. And while corporations and firms are ardent on utilizing machine learning
algorithms, they sometimes find it to be challenging. All the organizations are
diverse and their courses are unique. But importantly, they often face problems in
machine learning which involve basic concerns like company purpose arrangement,
individual mindset, and more. The biggest challenges in the adoption of machine
learning include:

(i) Remote data and data safety
(ii) Infrastructure essentials for trial and experimentation

(iii) Inflexible business models
(iv) Lack of talented individuals’ time
(v) Utilizing implementation

(vi) Cost

3.2 Machine Learning and 5G IoT

IoT device utilization is growing day by day. This extensive usage of IoT produces
enormous volumes of data. This data can be efficiently treated by the use of machine
learning to infer several beneficial insights that can enhance services and influence
the lives and technologies deeply. In the modern-day world, the growth is being
witnessed in the consumption of IoT devices. As the number of devices increases,
more data will be generated as the data is proportional to the consumption of these
devices. Data concerning social patterns of trade and sustenance makes the machine
learning ready for the interpretation that can benefit our work and life in a positive
way. Machine learning will support IoT devices to operate in a better manner,
creating a pleasanter lifestyle for society.

The domain of machine learning is developing and undeviating, accompanying
the growth of the IoT. IoT elements such as sensors and nano cameras are
now omnipresent; installed in mobile phones, laptops, PCs, parking stations, and
shopping stores; and used for traffic control, medical industry, and even in-home
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appliances [4]. There is a huge amount of IoT devices prevailing in the world, and
there is no change of its decrement soon. These devices collect large measures of
data that is supplied to machines through the Internet, permitting devices to “learn”
from the information given and make them more useful. In IoT, it is necessary
to record that an individual method/factor can generate gigantic quantities of data
at each instant. This information from IoT is dispatched to servers to build better
machine learning standards. By the year 2021, the world will witness a huge share
of IoT devices which are estimated to be around 20 billion. Data gathered by those
devices often concerns the development of automation. Furthermore, machines can
absorb more efficiently and can backside their shortcomings [4, 5].

Let us take an example; suppose there are a set of people visiting a doctor and
we have scanners, sensors, and nano cameras to get the data about those patients. If
the data is fed to the system via the Internet, then the data can be analyzed. Now,
if the graphical representation of patients having fever is visible, then it may be
considered that the machine or device has not imbibed it fully. Parallel to this,
if the system can identify other diseases that a patient possibly has by observing
their face and body structures, then it can be considered that the machine is fully
developed and has learned the needful and is now intelligent. Collecting, processing,
interpreting, and remaining ready to “think out” practicing IoT data need a lot of
infinite computational and commercial support to achieve marketing and machine
learning benefits. Today, the IoT joins numerous areas such as production industries,
healthcare, construction industry, transportations, traffic, purchasing, and so on.
Data accumulated from these regions can positively make the foundation of learning
meaningful and efficient.

One major trait of 5G is the capacity to foretell action over the network and
control them. Machine learning is accommodated to serve in 5G networks as it
needs large volumes of data batches to foretell the accuracy of the activity. Machine
learning seems to be a necessary component of any networking system as it is more
complex than the few initial network generation. It works at higher frequencies,
offers more elaborate configurations, and operates more advanced connectivity
devices. The MIMO antennas which stand for multiple inputs multiple outputs
used by 5G networks can manage multiplied data “communications” simultaneously
across the same data signal [6].

This implies that more data transmission can be done without affecting the
transfer of other data across the same network. As more machines tend to connect
to the 5G networks, it creates a difficulty in managing all the traffic without the
cooperation of machine learning. The 5G networks will be ready to examine data
patterns and communication, enabling a dynamic transmission of data. A completely
working 5G network will not happen without AI and ML as they are capable of
making judgments by themselves. It gives supplementary penetrations into the shape
of the network by giving other skills and functionalities for the error, administration,
and issues related to security as shown in Fig. 14.3.

The factors can be quickly controlled and resolved for the networks and systems
are informed about the handling issues before they become difficult. For instance,
a weak network plan is found more quickly based on the machine learning analysis
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Fig. 14.3 Machine learning and 5G networks

of past traffic models. System failures are speedily rectified as the identification is
done even before showing a negative impact across the network and are alleviated
efficiently, something tough to do in profoundly complex operations without
machine learning.

To check the number of hardware tools required to empower a 5G network by
introducing the ideology of virtualization or network slicing. Network slicing refers
to the usage of a single shared network with parallel running multiple virtualized
networks. For example, firms can run a single network slice to lower the delay in
the system that requires higher reliability; on this particular device, the employee
traffic is handled by another slice. A 5G network-stimulated car has one network
slice for the scenarios like autonomous driving facility and other slices for other
functions and a different slice for the car features like radio, navigation system, and
AC. Installing network slices is confined on a 5G network as there is a requirement
of manual configuration. ML and AI will aid this service and find a way to reduce
the complexity of the systems. This will assure that all information exchange is
routed based on the need of the device and ensures the configuration settings to be
appropriate.

3.3 Applications of Machine Learning

The potential and prevailing applications are [5–7]:

(i) Agriculture: Agriculture is undoubtedly one of the most vital human pursuits.
More helpful technologies imply higher yield. This holds the human race more
satisfied and healthier. According to some surveys, global food generation will
rise by 70 percent by the mid-twenty-first century to keep up with global
demand. The selection of IoT and ML in the agricultural area is also progressing
swiftly where the total number of related device demand seems to grow at a very
high rate reaching 75 million in 2020. In smart agriculture, all communications
between farmers and agricultural methods are converted to be data-driven.
Even analytic tools are presenting the correct information at the appropriate
time. Gradually ML will provide the reason to surmount and automate the
agricultural sector. It is encouraging to discover patterns and derive information
from enormous quantities of data.

(ii) Healthcare: Today, smart, supported living circumstances are required for
patients with chronic health issues, and to the rescue comes home healthcare.
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This connects the patient’s medical history and semantic illustration of the
individual care process with the powers to watch the living situations with
the integration of technologies like machine learning, Internet of Things, and
5G networking. The combined healthcare structure can produce significant
additions while enhancing general wellbeing.

IoT devices in this sector are the nano sensors connected to the patient’s skin
to measure sugar levels, heartbeat, blood pressure, etc. This inexperienced data
is forwarded to the database that remains in the highly guarded cloud platform.
The doctor can obtain the data of the earlier prescriptions and use advanced
ML algorithms to prescribe specific medications to patients at distant places if
demanded. Thus, subjects at the house can be protected from sudden health hazards
like heart attacks.

(iii) Maintenance: In 2017 “Internet of Trains” project was launched. Embedded
sensors in tracks and the trains were set up in countries like Russia and Spain.
Employing the data input from the sensors, they raised a machine learning
design to recognize signs if the track or the rain was about to fall. They later use
the overtaken observation to find the area which requires repairs.

(iv) Surveillance from CCTV: This is the largest in scale example of IoT with ML.
This has enabled facial identification software to be appointed with the CCTV
cameras. The technology is nowadays being used in cities, airports, railway
stations, and malls to catch hold of criminals. This technology also has its
drawbacks as it interferes with personal space or privacy.

(v) Supply Chain: As businesses now have a lot of data and want to know about
the responses from their customers, they are practicing this technology to adapt
their list accordingly. They guide various companies like Uber and Walmart to
attain a better position in the service market.

3.4 Various Challenges Encountered While Applying ML

These days companies are overwhelmed with data that arises from IoT projects
and are exploring ML and 5G networking to help and maintain these devices. It
is difficult to control and secure vital data from these operations [8]. There are
features to IoT similar to a data warehouse, connectivity, safety, app advancement,
integration of the system, and even methods that are growing in this area. An extra
layer of complexity among the IoT takes functionality to the next level.

Significant trials that businesses face amidst IoT and ML are the application,
access, and interpretation of IoT data. If one has a set of input from varied origins,
then one can run some analytical process. Despite the need for prediction regarding
the events, the companies need to learn the process of using this technology.
Numerous firms are shifting to the cloud platform providers as these businesses
offer a variety of services to store data and serve it for data analytics and machine
learning models. They also support in building plans, dashboards, and other designs
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to imagine the data these models produce. Overall, IoT, ML, and 5G networking are
coupled to implement high clarity and power of the wide array of devices attached
to the Internet [9].

Futurists assume that ML and the IoT will convert the market deeply showcasing
revolutions. Are there distinctive kinds of uncertainties in this technology? This is
the new question to which one can only answer that with any developing technology,
one ought to admit both the advantage and risks that occur with the main adoption.
The technology that is tested against all the odds can be considered safer and more
profitable.

5G networking will facilitate a modern age of possibility for everyone. The
capacity to manage and transfer data from anyplace in the world to wherever
one want that to in the shortest possible time will change the way one used the
technology. It will unbar the minds of technology specialists as they consider
new, progressive, and innovative ideas to develop the potential and subsistence
of our markets. In this age of connection and connectivity, people have many
technologies to sustain their daily necessities. In this situation, IoT, ML, and 5G
networking are developing as a possible answer for queries faced by the service
sector in several sectors. Adding machine learning and IoT to mix with 5G will
make matters even more impressive. Intelligent machines will be able to experience
learning with methods intended to assist and optimize our experiences. With the
precise succession of machine learning and the Internet of Things, one can enjoy
unparalleled levels of accomplishment and computerization with the help of 5G
networks. It will stimulate discovery in all phases of growth, improving the way one
abide and operate for ages to come.

4 Big Data Analytics

As the world is becoming more and more digitalized, it involves the generation of
data from different resources which in result has led to the growth of big data. Big
data refers to a large and complex set of data that can be present in any format,
and the analysis of such data is called big data analytics [17, 18]. Big data and DM
are two unique things; while the two of them identify with utilization of huge data
sets to deal with the information that will fill our need, they are two distinct terms
in the part of activity they are utilized for. Enormous data alludes to an assortment
of huge data sets (e.g., data sets in Excel sheets which are too huge to possibly be
dealt with without any problem). Data mining then again alludes to the movement of
experiencing an enormous lump of information to search for applicable or relevant
data. The difference between the two can easily be understood through Table 14.1.

Big data is symbolized by 3Vs which are velocity, volume, and variation. Volume
can be referred to as the quantity of data that is generated every day by various
sources around us, while velocity means the amount of development and in what
speed the data is accumulated for analysis. Variety is responsible for the flow of
information or data which is structured, unstructured, semi-structured, etc. The not
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Table 14.1 Difference between big data and data mining

Features Big data Data mining

Definition It is a term used to refer to a large
amount of data set

It is a technique used to excerpt
useful data from a raw data set

Aim It mainly aims at gathering, storing,
and processing a variety of data

It mainly aims at analyzing data and
finding relationships between them

Type of data It consists of structured, unstructured,
and semi-structured data

It consists of relational databases
and structured data

Applications It is used for dashboards and prophetic
means

It is used for strategic judgment
purposes

Fig. 14.4 Big data protocols

so popular V, that is, veracity, which comes fourth is actually the possibility and
liability. The major aim is to successfully achieve and follow these 4Vs as shown in
Fig. 14.4. Big data analytics has become such an important aspect because all the
IT and computer industries are producing a huge amount of data that can only be
taken in use after its analysis as that all information present in the form of big data
is not necessarily required for analysis or decision-making process. Industries are
fascinated to invest in customized findings of big data.

4.1 Challenges in Big Data Analytics

Initially, data warehouses were used to process big data, but precision and accuracy
were the main concerns that were faced [19, 20]. The major issue in the analysis of
big data is the deficiency of coordinated communication between database systems
and analytic tools. The first challenge for big data analysis is the unavailability
of storage methods which can be due to the increased speed of input/output. In
such scenarios, the data approachability should be the main concern for better
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representation. In earlier times, hard drives were used to store the data, but it became
steady and became less reliable due to the random input/output production. To avoid
this problem, the idea of solid-state drive (SSD) was introduced.

The second challenge in the implementation of big data analysis is the multi-
plicity of data, which refers to the growth of data sets in an undefined pattern. As
a result, the already existing algorithms might not respond in an expected way and
insufficient time whenever dealing with high-dimensional data. The only solution
possible in such situation is to shift the attention to designing storage systems and
to use appropriate big data analysis tools which can guarantee the result when the
data comes from multiple sources.

The next third most important challenge is data scalability and security. All
establishments have their proper policies to protect their sensitive and private
information, which is the main concern for big data analysts as there is an
immense security risk which is related to big data due to which the reliability of
data and information is becoming a major problem. The possible ways in which
security can be improved are by implementation of the techniques of authorization,
authentication, and encryption.

For processing the high-dimensional data and solving the above issue, various
tools have been developed. The major three tools are [21, 22]:

(i) Apache Hadoop and MapReduce: The commonly known and successful
software platform that can be used in big data analysis is Apache Hadoop and
MapReduce. MapReduce is a programming representation for large data sets
which are based on the famous divide and conquer algorithm. This method is
generally executed in two steps which are Map step and Reduce step. Hadoop
has two types of nodes which are master node and worker node.

(ii) Apache Spark: Apache Spark is an open-source processing structure of big
data which is built for speed processing and sophisticated analytics.

(iii) Apache Drill: Apache Drill is a specially built system for interactive of big data
analysis. It has much more flexibility and the ability to assist different sorts of
query languages, data formats, and data sources.

4.2 Big Data Analytics and IoT

Big data analytics has widely proven itself as a major asset in the field of IoT to
increase the potential of the decision-making process. The most important feature
of IoT that should be taken care of is the examination of information related to
“connected things.” Big data analytics with the integration of IoT aims at filtering a
large set of data on the fly and storing it using diverse storage methods/technologies.
It is well known that most of the data collected are unstructured as it is collected
directly from web-enabled “things”; thus, big data usage becomes necessary to
perform rapid analytics with large data to permit organizations to obtain fast
intuitions; they can build speedy decisions that can interrelate with both humans
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and virtual devices. The incorporation of IoT and big data analysis allows sensing
and triggering devices that in turn provide the ability to share information across
platforms and develop a successful operating image for enabling unconventional
applications [14, 23].

It is required to embrace big data in IoT applications as these technologies have
been individually acknowledged already in all the fields related to IT and business.
These technologies are correlated, and if they are jointly developed, then it would
lead to discoveries and a series of achievements. They act as a way of opportunity
for each other. For example, the deployment of IoT has displayed an increase
in the amount of raw data generated and, thus, offers chance of development.
The advantages of this interaction don’t end here; the application of big data
technologies in IoT also facilitates speed to the research and business-related models
of IoT. The relation between IoT and big data can be classified into three categories
to ensure proper administration of data.

The first major step includes the management of IoT data resources, so that
various connected devices can use big data applications to interconnect with each
other. For example, the huge quantity of data sources is generated due to the interlink
age of devices such as CCTV cameras, traffic lights, and smart home devices which
produces the data in different formats. The second step involves the generation of
“big data” that are based on their characteristics (3Vs) velocity, volume, and variety.

These large amounts of data are then stored in big data files that are by default
in shared, dispersed, and fault-forbearing databases. The last step involves the
application of various analytics tools such as MapReduce, Spark, Splunk, and
Skytree that can inspect the storage of big IoT databases. All four levels define
how the raw data generated in IoT is successfully managed using big data analytics
as shown in Fig. 14.5.

4.3 IoT Architecture for Big Data Analytics

The architecture of IoT can be defined and established on IoT domain abstraction
and recognition. The architecture is like a reference model that specifies the
relationships among different IoT levels, such as traffic, smart home, transportation,
and smart health. On the other hand, the architecture for big data provides an idea
of data abstraction. There are various kinds of architectures depending upon its
application. For example, there is an IoT architecture of IoT associated with cloud
computing at the center, and it represents a model of end-to-end interconnection
among shareholders in a special kind of framework also known as cloud-centric
IoT framework which leads to proper comparison with the suggested or default IoT
architecture [25]. The architecture can be only accomplished by logical pervasive
recognition, data analytics, and proper representation of information with IoT which
seems like a unifying architecture. Nonetheless, the present architecture focalizes on
IoT concerning communications. The proposed or default architecture is considered
the one that integrates IoT as well as big data analytics.
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Fig. 14.5 Correlation between big data analytics and IoT

The IoT architecture combined with big data analytics includes the sensor layer
that as the name suggests has the sensor devices along with the objects that are
connected with each other through a wireless network as shown in Fig. 14.6. This
communication and connection is a wireless network that can be RFID, Wi-Fi, ultra-
wideband, and Bluetooth. The interaction of the Internet and other web browsers is
possible today due to the IoT gateway. Big data analytics come into play in the
upper layer in the architecture and a huge amount of data obtained from sensors
and are then stored in the cloud which, later on, become accessible through big data
analytics-based applications. These applications include API management to aid in
communication with the processing engine.

The correlation among IoT and big data provides different utilizations in various
fields [25–27]:

(i) E-Commerce: Big IoT data display non-uniformity, volume, and real-time
data-related processing characteristics. It has numerous applications in almost
every industry. The major achievement areas of analytics are in growth of
revenue, the increment of customer size, the precision of sale forecast results,
product enhancement, risk management, and upgraded customer segmentation.

(ii) Smart Cities Applications: A large amount of data is collected from applica-
tions used in smart cities which provide new opportunities that can only be
gained through suitable analytics to analyze big IoT data. Today, all devices
can link to the Internet and create an environment that is smart, and then the
detail is passed and processed using big data. Therefore, big data plays a major
role in transforming every zone of the economy of a country.
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Fig. 14.6 IoT Architecture
with big data

(iii) Market and Logistics: IoT plays a major part as an emerging technology in the
field of retail, market, as well as logistics. In logistics, containers are tracked,
platforms and the container is kept using RFID. Moreover, development in
IoT technologies can smooth dealers by giving various benefits. IoT devices
produce huge amounts of data on a daily basis. Therefore, big data analytics
helps to categorize the data and hence allows enterprises to attain insights
from the huge sets of raw, undefined data generated through IoT-enabled
technologies. Application of data analytics can uplift the shipment experience
of users. Besides, retail enterprises can gain large amounts of profit by
analyzing user data and by predicting the trends as well as demands of
products.

4.4 Big Data Analytics in 5G-Enabled IoT Systems

The interaction of big data techniques with 5G distributed applications shows up
an inconvenience, as these methods generally require a huge amount of technical
resources. The convergence of 5G cellular, IoT, and data analytics has to lead
to great advancement in the information and communications technology (ICT)
industry. The combination of such technologies has successfully built a leading
path for new business models. Moreover, it also helps in technical innovation and
innumerable opportunities for applications of all those industries that are dependent
on Telecom and IT services [28, 29]. 5G ensures the creation of intelligent networks,
while IoT ensures connectivity of application services to remote sensors, and the



370 P. K. Aggarwal et al.

huge amounts of data produced by these IoT connections are analyzed further by
big data analysis.

Big data analytics is now no longer considered a future aspect or something
which requires a second thought; in fact, it plays a very important part in the
growth of 5G standards which further enabled intelligence over the applications
and business. Today the world traverses the role of analytics in the conditions of
5G, to understand major technology trends or patterns and business leaders that
outline the path to 5G services and applications, and, finally, provides a maturity
model of 5G analytics and networks. It has to lead to the transformation from being
context-aware to becoming cognitive along with intuitive [35].

Data analytics is at the highest spot seeking full advantage from 5G network
characteristics. For example, high-bandwidth, low-latency, mobile edge computing
(MEC). The big data at rest and the data in motion can come into reality due to
the ability of 5G to aid gigantic connectivity over multiple devices which is further
supported by the distributed computer architectures. It also produces the potential
to convert big data into real-time insights and allows interaction with intelligence.
Big data analytics plays a dual role in 5G. While, on the one hand, analytics resume
to help diverse business applications of 5G webs, on the other hand, it also plays an
important role in the roll-out of 5G network operations. Data analytics is compatible
with 5G technology systems.

Big data analytics along with machine learning are used to develop an energetic
mechanism by anticipating the approval distribution of the data in 5G networks. It is
believed that this method can enable the structured usage of network resources and
return a better experience for users. The first task is accumulating the raw data, i.e.,
the user traffic, and then the big data program plays a role in predicting the customer
requests by pulling out the useful data, like Location Area Code, Hypertext Transfer
Protocol, Tunnel Endpoint Identifier TEID and (TEID)-DATA to control the data
levels. The content popularity can be achieved by the information collected from
the collected raw data. This task has been experimentally tested on 16 base stations,
as part of an operation of network, and it successfully resulted in complete request
results and 98% backhaul offloading [30].

Various applications in which the goals of association among these technologies
have been seen are:

(i) Mobile Cloud Computing: Today a smart and intelligent world is a gift to us due
to mobile cloud sensing and 5G network. Major important applications such as
the safety of the customers and the healthcare domain require analytics in actual
time. Due to promises made by a new 5G interface such as prioritization-based
MEC-supported local analytics, and the reaction time improvements, 5G is now
able to lay an establishment for supporting mission-analytical edge analytics as
well as tangible Internet applications. 5G allows not only sensing and analyzing
at the edge but also activating actuators to activate responses within minimum
required time due to which all data proceed from cloud to an excess of endpoints
and vice versa.
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(ii) Comprehension/Cognitive Analytics: Alternatively, conventional illustrative
analytics with regular BI reporting and analytics in 5G transform itself into
machine/deep learning. Analytics in 5G in the future will evolve to such an
extent that it will be able to not only learn from the context but also predict
what is going to happen next and advise the following finest step that needs
to be taken. It will also help to learn from the past behavioral mistakes for
picking the most suitable decision. For completely autonomous applications, it
will automate the next step. Data analytics has already-built-in insights that can
accelerate decision-making, and due to the convergence of 5G, a huge amount
of information will be accumulated and processed, which will be fastest in the
history, thus leading to cognitive intelligence applications.

In the case of a sober network with limited capacity, data analytics is like a
boon with utmost importance: the network can collect so much data, but before
the exposure of big data analytics, there were not that many resources to process
it. 5G networks are not anything but limited as well as simple, making it possible
for analytics to provide on the 5G assurance while also taking full advantage of 5G
resources. Gartner had predicted that by upcoming years, some percentage of 5G
networks will be commercially launched by networks-based mobile communica-
tions service providers (CSPs). According to the Hype Cycle report, it is mentioned
that in upcoming years,

5 Convergence of Machine Learning, Data Mining, and Big
Data Analytics for 5G-Enabled IoT

When 4G was proving to be a new era of expansion then the convergence of Machine
Learning, Data Mining, and Big Data Analytics for 5G enabled IoT sets as a new bar
of extension. With this comprehensive integration of technologies, 5G has increased
efficiency, reduced decision time, and also created strong real-time analytics. The
whole idea of 5G-enabled Internet of Things has emerged an adequate amount of
satellites to send signals from highly populated places to the poorest places of the
world. These satellites need data to be processed, and the outputs are generated on
the same; in this scenario, big data analytics play a vital role. They harmonize the
ground data concerning the satellite, and every microscopic detail is transferred to
the satellite as inputs, and then ultimately high speed and efficient data are provided
to the users [31, 32].

Researchers, industrialists, and organizations are investing in these upcoming
technologies by providing them more aggregate of machines and unstructured data
so that further refurbishing of the results takes place. Technology is increasing
rapidly, things are getting more complex and user-friendly, and to meet the new
demands of the customers, it is very supreme to adapt to the new significant function
of these technologies. Communication is the foremost way to connect people; 5G
has proved to be viaduct for millions of people. Machine learning, data mining, and
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big data analytics have been pillars of the stability of 5G networks, and by virtue
of contribution of Internet of Things platforms, the whole mechanism has become
efficient, and the output time is reduced. Ultimately, this revolutionary convergence
is a stepping stone for the upcoming generation of networks.

6 5G-Enabled IoT Case Studies

5G will be most often utilized by organizations to achieve IoT communications.
It is believed that 5G will be an essential program that will enable artificial
intelligence widely [33, 34]. Some of the case studies through which one can able to
understand about how all the technologies are correlated to each other are explained
as follows:

(i) Case Study: Smart City
Till now it has been discussed how machine learning makes systems adapt to

data and create outputs from the same, how data mining provides the amorphous
data to the systems to be used as inputs, and how data analytics deals with
the manipulation and organization of the data. According to the smart city
architecture, the three major constituents which are the pillars of the smart cities
are:

(a) Technological Stack – It deals with the backend situation of the cities which
includes servers, machines, algorithms, etc. The convergence of machine
learning, big data analytics, and data mining focuses on the satisfaction of
people’s needs by providing them with swift networks that can make their
communication fluent.

(b) Human Resources – It is more of like the frontend of the whole system.
The IoT services are now ready to cater to the needs of everyone. There
are open resources for learning, observing, and creating new projects from
these networks. They simulate a crucial role improving the economy of the
country.

(c) Organization Factors – Once both backend and frontend are ready, it’s time
to link them, and hence, the organization factors work as the middleware
for both ends. For close analytics, they test the networks at different
frequencies to get superior results. The advancement of smart cities has
been assisting in time-saving, energy-saving, and money-saving as well.
The IoT has proved to be a stable manifesto for the smart cities concept. It
has held the back of databases, pieces of equipment, algorithms, etc. Earlier
it was an enormous challenge to summarize the whole strategy of providing
a stable network system to the people into a single primitive network.

(ii) Case Study: Mobile Networks
Mobile Networks is one of the major necessities of today which provides

the advantage to millions of users to operate any application, services, etc.
Technologies like machine learning, big data analytics, data mining, and the
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Internet of Things are responsible for connecting them with the high-tech
servers. These servers will supervise the traffic and also analyze them.

Network providers like JIO, Airtel, Vodafone, etc. are one of the biggest
companies in terms of users and services. These companies operate on the
substantial data principles which redeem and then examine the data generated
through the mobile Internet provided to the users. The data which is produced
is in millions, and to handle it and store it in a particular order is impractical for
a single person; therefore, devices with massive storage space are employed.
As compared to normal storage devices, these high-tech devices have ten times
more capacity to store any sorts of data.

7 Conclusion

The 5G-enabled IoT paradigm has become an indispensable aspect of our everyday
lives. However, IoT gadgets are obliged in communication and computation which
are the bottlenecks in the advancement of versatile, smart solutions utilizing AI
methods. Also, in making new innovations and stage upgrades for the future
includes quick IoT advancement, application development, and solid examination
of high volume IoT information through data mining and big data analytics.

Throughout the chapter, it has been discussed how, with the help of machine
learning, the system can react and produce output based on data provided and also
analyzed the role of data mining which provides unstructured data as the input and
how big data analytics simulates a crucial role for monitoring and analyzing data
provided by data mining techniques. 5G networks are a new era of technology
whose integration with machine learning, data mining, and big data analytics can
be transformed into further reactive networks.

The chapter also focused on IoT platforms, convergence of machine learning
with IoT platforms, convergence of data mining with IoT platforms, and conver-
gence of big data analytics with IoT platform. The concept includes how machine
learning enhanced efficiency of 5G networks, how data mining furnish data for
5G networks, and how big data analytics reduced the time consumption of the 5G
networks. With the detailed theories about the 5G networks, it was time to explore
some real-time case studies for a better understanding of the concept. In the chapter,
two case studies are presented which will bestow a closer look at the mechanism of
5G networks with the help of these revolutionary technologies. The first case study
is about smart cities in which the role of 5G networks is highlighted, and the second
case study is about mobile networks where the concept of MSNs (mobile social
networks) is elaborated.

Lastly, how the convergence of machine learning, data mining, and big data
analytics with 5G networks can be done is explained and how they are shaping the
world to be more user-friendly. The chapter is a complete package of information
that will allow users to explore new things. Technology is improving every second
and the sapiens have to adapt the change for their survival in the world.
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Chapter 15
Smart Secure Telerehabilitation Apps for
Personalized Autism Home Intervention
Using Blockchain System

Nurnadiah Zamri, Zarina Mohamad, Wan Nor Shuhadah Nik,
and Aznida Hayati Zakaria Mohamad

1 Introduction

In the era of Industrial Revolution 4.0 (I.R. 4.0) escalates the advancement of the
healthcare industry. Patient monitoring and sensors with the Internet of Things (IoT)
devices have opened up new opportunities and chances in the healthcare industry.
Wireless body area network (WBAN) is one of the subsets in the IoT healthcare
trend. WBAN offers many assuring new applications in the IoT healthcare industry,
including home/healthcare and remote health monitoring, and offers the increase
of freedom of movement healthcare. Upon freedom, WBAN can take real-time
measurements of vital indicators such as an electrocardiogram (ECG), heart rate,
respiration, blood pressure, temperature, and many more. All the collected data from
the WBAN will be transmitted using Wi-Fi or Bluetooth to a master device (it can
be a personal computer, laptop, or mobile phone) directly toward the healthcare
providers. Time-consuming doctor’s appointments can be reduced by this remote
patient monitoring (RPM). Thus, it permits patients to go about their regular lives
more freely.

Since 2016, RPM is readily used as part of 7.1 million patients worldwide for
their health management tracker. By 2021, this number is estimated to grow up to
50.2 million patients. Various smart healthcare devices with the RPM monitoring
have been produced nowadays such as monitoring chronic diseases [1], high
ventricular rates [2], automatic pacemaker [3], glycemic control for diabetes patient
[4], vital signs monitoring on general surgery wards [5], implanted cardioverter
defibrillators [6], knee arthroplasty [7], deteriorating patients [8], chronic dis-
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ease [9], etc. This chapter focuses on autism with RPM for personalized home
intervention. These smart secure telerehabilitation apps offer online rehabilitation
(known as telerehabilitation) for self-autism intervention. Besides, patients and
medical professionals (including therapists, doctors, and psychologists) will receive
notifications regarding medical interventions and real-time patient monitoring. All
collected data from the RPM must be accumulated, systematized, and managed
together in order to instruct combined health management. However, these apps
still suffer with the issues of security of the medical transmission data.

Healthcare record is a worthwhile goal for hackers, and there is a definite reason
in government law to ensure Protected Health Information (PHI) transmission
[10]. Therefore, there is a need to a new way to protect and preserve patient
data privacy and their electronic health records (EHRs). This includes protecting
the integrity among the patients and therapist and securing all the electronic
treatment and services, besides maintaining all the manageable and transferable
data timely. Therefore, this chapter highlights these concerns by integrating WBAN
systems with Autism Telerehabilitation Apps (ATA) using a blockchain. Blockchain
generates an immutable log for every connection between the WBAN devices and
the autism therapist for a distributed data processing service. With this proposed
system, all the patient monitoring, therapist notification, and immutable ledger are
all secured and precise. The smart contract from blockchain reacts an innovator
approach that consents healthcare contributors while simply automating the autism
notifications from multiple devices using ATA.

Autism is a neurodevelopmental disorder categorized by repetitive behaviors and
limited attentions and dissimilarity in societal communication and social interaction.
Roughly 1 in 59 children is detected with autism spectrum disorder (ASD) since
2018. Based on the previous research, almost 50% of children with autism can catch
up to their colleagues if they can obtain intensive behavioral treatment at an early
age. ATA is built for Universiti Sultan Zainal Abidin (UniSZA)’s Psychology and
Rehabilitation Centre in line with the UniSZA’s aspiration to help the autism kids.
This proposed system offers parents with a set of questionnaires detecting early
ASD among kids using fuzzy rule-based techniques, besides offering automated
and computerized managements based on the capacity taken by the devices. Thus,
it would support health interventions and concurrent autistic children (patient)
observing by sending notifications to patients and therapists (medical professionals).
All the data transactions and notifications are secured with blockchain security.

The idea of blockchain comes from the blocks of cryptocurrencies connected by
chains [11]. Satoshi Nakamoto first developed blockchain in 2008, where he used
a hashcash-like process to add blocks to the chain without a consigned third party
[12]. Since 2008, blockchain technology has gone through three cohorts of develop-
ment, which are Blocks 1.0, 2.0, and 3.0. Block 1.0 focuses on a currency where its
successful project is Bitcoin. Block 2.0 covers loans, futures, bonds, smart contracts,
mortgages, and cash transactions. Block 3.0 offers in wide application such as
technology [13, 14], smart applications [15], financial [16], vehicles [17], tourism
[18], and many more. Thus, it leads to three main layers in blockchain: peer-to-peer
(P2P) network, databases, and applications. Besides, there are three categories of
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blockchain: public block, private block, and consortium block. Public block offers
broad permissionless blockchain to initiate the transaction. Private block offers more
strict permissioned blockchain and only involves members. Consortium block, quite
similar to a public block, offers only for federated blockchain.

Our ATA system proposed an automatic execute code based on predefined
conditional triggers using smart contracts. Smart contracts in ATA are used to
collect all the autism data based on custom threshold amounts for each patient via
WBAN devices. All the patient data are transferred based on set-up measurement
and scale. This smart contract can identify if these data are higher or lower than
the set-up measurement. Besides, it can give alert for appointments and therapy
schedules, battery charging, etc. Moreover, it helps to secure activities among
participating autistic over the public network. Any autism transaction (in nodes)
among the participating autistics is added to the block only if they are agreed upon
by the smart contracts. The smart contract also helps in maintaining privacy through
permissioned anonymized accounts and consortium management. Only certified
individuals can admittance the blockchain for block verification and inspection.
To allow the patients to improve and manage their autism data and promote data
transparency, each certified user will also have their personal account that can only
be trailed by their discretion.

1.1 Contributions

In this chapter, we highlighted various important keywords such as PHI, EHRs,
WBANs, RPM, I.R. 4.0, IoT, ATA, blockchains, smart contracts, Ethereum, and
ASD. Based upon the above keywords, the following are the significant contribu-
tions of this chapter.

• We propose a systematic and comprehensive ATA system with WBAN devices
for ASD patients.

• We collect all the autism data, including patients’ health status, diagnosis, and
intervention, from ATA systems and WBAN devices.

• We present the blockchain-based smart contract solution to protect data, promote
data transparency, and mitigate each patient’s security and privacy issues.

1.2 Motivations

The privacy and authenticity of the ASD data are the highest motivation in the
proposed of this chapter. Blockchain is the best method nowadays for verifiability
and authenticity. It helps to maintain privacy through permissioned consortium
management and anonymized accounts. Besides, blockchain provides high security
and utilizes the consensus or agreement of nodes to authorize the additions of blocks
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to the chain. It operates as an all-purpose ledger for all transactions. Blockchain
technology has facilitated in the improvement and efficacy of many industries.
It can be used to document the procedures for each experience from its origin
to the recent condition in an unalterable log. Blockchains can also implement
smart contracts, which are pieces of code that can automatically execute based on
predefined conditional triggers.

1.3 Organization

The chapter highlights as follows: “Preliminaries and Related Research” is divided
into two, (1) related work on autism with technology-supported provision and (2)
related work on Healthcare 4.0 environment with blockchain. Section 3 focuses on
“System Architecture and Construction” with a detailed explanation of the ATA’s
conceptual model. Section 4 discusses on “System Development and Implemen-
tation.” Next, Sect. 5 provides “System Analysis and Contributions.” Section 6
discusses “Results and Discussions.” Section 7 highlights some of the “Limitations
and Challenges” of ATA with blockchain security. Lastly, Sect. 8 concludes.

2 Preliminaries and Related Research

Section 2 starts by explaining on related work on autism with technology-supported
provision. Next, it continues with the discussions on the Healthcare 4.0 environment
with blockchains. The theories and ideas for each research are discussed briefly with
the objective, method, and results explanation.

2.1 Related Work on Autism with Technology-Supported
Provision

Many researchers focus on several autism difficulties from different angles. One of
the angles is on the diagnosis and treatment of autism health problems. Still, most
of the researchers handle face-to-face therapy and intervention sessions. The new
IR4.0 era has seen a dramatical change in therapy and intervention sessions toward
technology-supported provision. For example, Williams et al. [19] surveyed and
produced new research directions on education, neurology, psychology, and critical
disability studies using wearable technologies. Pérez-fuster et al. [20] enhanced
washing saucers skills and doing laundry skills for adults with ASD using digital
technology (DT)-mediated intervention and compared them to a treatment-as-
usual (TAU) intervention. So et al. [21] examined whether the robot-based drama
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intermediation had better narrative capabilities and gestured for children with ASD
than the other ASD who did not receive the intervention. Maskey et al. [22] used
computer-delivered virtual reality and flat-screen graded exposure with cognitive
behavioral therapy in young people with ASD for the intervention of phobias and
fears. Law et al. [23] investigated whether intervention fidelity can be increased or
not among special preschool educators using the developed initially mobile app for
parent training. Koumpouros et al. [24] reviewed the use of mobile and wearable
technologies for ASD-related interventions and provided guidelines and insights
to researchers to create more closer and useful to market products. Torrado et al.
[25] targeted to ease behavioral issues on mental health of individuals with ASD
using a smartwatch system that infers outburst patterns from physiological signals,
movement, and self-regulation strategies. Amiri et al. [26] designed a modern
smartwatch called WearSense assembled with IoT framework to detect stereotypic
behaviors in children with ASD. Bittner et al. [27] enlarged physiologic responses
to physical activity using the proposed ExerciseBuddy application (EB app), a
continuous measurement of heart rate and energy expenditure for children with
ASD. Campbell et al. [28] processed the implementation and improvement of a
digital screening form in quality of care for children at risk for ASD. Artoni et al.
[29] implemented coaching and observing learning for autistic children using an
open-source Web application named ABA programs with a discovering analytics
tool for rehabilitation therapy for children with autism. This technology combined
the ABA programs with a discovering analytics tool, an open-source Web applica-
tion, and was executed for monitoring and teaching-learning for autistic children.
Alzrayer et al. [30] used an iPad loaded with Proloquo2Go to children with ASD
and other evolving disabilities to determine the effectiveness of orderly instruction
on teaching multistep requesting skills. Ahmed et al. [31] notified the emergency
alerts using temperature and pulse rate and detected coordinates of the autistic child
using a wearable device. Gomez et al. [32] addressed the self-regulation process of
individuals with ASD using the potential of interventor smartwatches. Pain et al.
[33] designed, pilot tested, and reported multiple technologies on how educational
technologies and therapeutics for ASD populations contributed to the dissemination
of high standards of an iPad app design for very young children with ASD. The
International Society for the Study of Trauma [34] developed a useful robot-based
approach to assess autism risk factors for diagnosing children with ASD.

This subsection successfully reviewed comprehensively on the previous autism
with technology-supported provision. The list synopsis of them is listed as in Table
15.1.

Based on Table 15.1, we listed a Table 15.2 where the comparison of each
method is highlighted based on the purpose and technology-supported provision.
From Table 15.2, we can conclude that four different purposes based on examining,
diagnosing, intervention, and emergency alert are created for the ASD. Each purpose
is using a different technology-supported provision.

Next, Sect. 2.2 demonstrates the concepts and methods of how blockchain is so
critical for Healthcare 4.0 situations. Further explanations are described in detail in
each study and research.
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Table 15.1 List of autism with technology-supported provision

No. Author Year Description

1. Williams et al. [19] 2020 Surveyed and produced new research
directions on education, neurology,
psychology, and critical disability studies
using wearable technologies

2. Pérez-fuster et al. [20] 2019 Enhanced washing saucers skills and doing
laundry skills for adults with ASD using
DT-mediated intervention and compared them
to a TAU intervention

3. So et al. [21] 2019 Examined whether the robot-based drama
intervention had better narrative abilities and
gestures for children with ASD compared to
the other ASD who did not receive the
intervention

4. Maskey et al. [22] 2019 Used computer-delivered virtual reality and
flat-screen graded coverage with cognitive
behavioral therapy in young people with ASD
for the intervention of phobias and fears

5. Law et al. [23] 2019 Investigated whether intervention fidelity can
be increased or not among special preschool
educators using the developed initially mobile
app for parent training

6. Koumpouros et al. [24] 2019 Reviewed on the use of mobile and wearable
technologies for ASD-related interventions
and provided guidelines and insights to
researchers to develop more closer and useful
to market products

7. Torrado et al. [25] 2017 Targeted to ease behavioral issues on the
mental health of the individuals with ASD
using a smartwatch system that infers outburst
patterns from physiological signals,
movement, and self-regulation strategies

8. Amiri et al. [26] 2017 Designed a modern smartwatch called
WearSense assembled with the IoT framework
to spot stereotypic behaviors in children with
ASD

9. Bittner et al. [27] 2017 Improved physiologic responses to physical
activity using the proposed EB app, an
unceasing measurement of heart rate and
energy expenditure for children with ASD

10. Campbell et al. [28] n.d. Processed implementation and improvement
of a digital examining form in quality of care
for children at risk for ASD

(continued)
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Table 15.1 (continued)

No. Author Year Description

11. Artoni et al. [29] 2017 Implemented teaching and monitoring
learning for autistic children using an
open-source Web application named ABA
courses with a learning analytics tool for
rehabilitation therapy for children with
autism. This technology combined the ABA
programs with a learning analytics tool, an
open-source Web application, and was
executed for monitoring and teaching-learning
for autistic children

12. Alzrayer et al. [30] 2017 Used an iPad loaded with Proloquo2Go to
children with ASD and other evolving
disabilities to determine the effectiveness of
organized instruction on teaching multistep
requesting skills

13. Ahmed et al. [31] 2017 Notified the emergency alerts using
temperature and pulse rate and able to detect
coordinates of the autistic child using a
wearable device

14. Gomez et al. [32] 2016 Addressed the self-regulation process of
individuals with ASD using the potential of
interventor smartwatches

15. Pain et al. [33] 2016 Designed, pilot tested, and reported multiple
technologies on how educational technologies
and therapeutics for ASD populations
contributed to the dissemination of high
standards of an iPad app design for very
young children with ASD

16. International Society for the
Study of Trauma [34]

2011 Developed a useful robot-based approach to
assess autism risk factors for diagnosing
children with ASD

2.2 Related Work on Healthcare 4.0 Environment
with Blockchain

Since 1760, our healthcare has been transformed into four phases of Industrial
Revolution, starting from Healthcare 1.0, where, during this time, people were
focusing more on public health solutions. Vaccines were created to solve primary
endemic diseases. The appearance of broad production perceptions and technology
brought healthcare to 2.0 [35]. During this time, better hospitals and medical
education were built, and more qualified doctors were produced for better treatment
quality with better facilities. Next, Healthcare 3.0 came after the size of the
computer shrunk. During this time, healthcare became faster and more efficient
due to the fast development in information technology and computer. Now, we are
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Table 15.2 Comparison of autism with technology-supported provision

No. Main purpose Technology-supported provision Author

1. Examining Wearable technologies Williams et al. [19]
Amiri et al. [26]
Gomez et al. [32]

App Bittner et al. [27]
Alzrayer et al. [30]

Digital examining form Campbell et al. [28]
2. Diagnosing Robot International Society for the Study

of Trauma [34]
3. Intervention Digital technology Pérez-fuster et al. [20]

Maskey et al. [22]
App Pain et al. [33]

Artoni et al. [29]
Law et al. [23]

Robot So et al. [21]
Wearable technologies Koumpouros et al. [24]

J. C. Torrado et al. [25]
4. Emergency alert Wearable technologies I. U. Ahmed et al. [31]

facing a new era of Healthcare 4.0 where innovations lead to smart medicine. The
emergence of artificial intelligence and IoT leads to smart healthcare.

Due to the complexity and urgency in the Healthcare 4.0 environment, the
necessity to propose an accurate method of answering healthcare security is
vigorous and has expected important courtesy from scholars worldwide. Thus, much
research has projected a variety of ways with different methodologies to solve
uncertainty that arises during the evaluation process and model development. Zhang
et al. [36] increased robust and powerful blockchain technologies using AI-mediated
data exchange on blockchains with artificial intelligence in real-world healthcare
problems. Abujamra et al. [37] improved the healthcare systems’ cost efficiencies
that are associated with the information technology using blockchain system.
Tanwar et al. [38] developed an access control policy algorithm for enlightening
data availability among healthcare providers. Farouk et al. [39] discussed the
future and vision opportunities of the blockchain platform for industrial healthcare.
These blockchain technologies help increase the information security and manage
and analyze the healthcare data while preserving the data’s security and privacy.
Islam et al. [40] collected health data from users using an uncrewed aerial vehicle
and stored on the nearest server-based blockchain technology. Comput et al. [41]
proposed a smart healthcare system framework using blockchain technology to
provide the system’s integrity and security, besides discovering the social and
technology barriers by examining the user’s view and expert perception of the
smart healthcare system. Hasselgren et al. [42] enhanced data availability on
healthcare providers using an access control policy algorithm and implemented
the Hyperledger-based EHR sharing system using the concept of a chain code.
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Pandey et al. [43] improved services and health education processes, health sciences,
and healthcare using an assessed, synthesized, peer-reviewed, and systematically
reviewed proposed blockchain technology. Mcghin et al. [44] exploited a graph
neural network (GNN) to manage users’ trust in malicious node detection. It
prevents anonymous data sharing and storage without permission using smart con-
tracts and blockchain technology. This smart contract and blockchain security are
suitable for the smart healthcare system. Onik et al. [45] provided a comprehensive
explanation of blockchain challenges and opportunities in healthcare problems and
solutions. Besides, it discussed the availability of its regulations and identified any
major principles, plan, and prerequisites needed when developing the blockchain
system. Tripathi et al. [46] discovered the social and technological barriers of
SHS in proving integrity in security and system. Brunese et al. [47] proposed a
magnetic resonance image to protect data and information exchanged within the
hospital networks and then developed the blockchain technology to authenticate the
transmitting data network, check the perform validation, and model the magnetic
resonance images for automata radiometric validation. Islam et al. [48] improved
the accuracy in videos supporting the cloud computing and fog-based blockchain
to recognize and monitor framework in e-healthcare services. Alam et al. [49]
highlighted many of the potential research opportunities in healthcare applications
that used the blockchain experiments. Gordon and Catalini [50] explored five
mechanisms on how blockchain technology facilitated the transition which are (1)
digital access rules, (2) data aggregation, (3) data liquidity, (4) patient, and (5) data
immutability and next explored the barriers to blockchain-enabled patient-driven
interoperability as an exciting trend in healthcare. Koshechkin et al. [51] reviewed
public healthcare among the Russian Federation community using the blockchain
method. Zhang et al. [52] focused on recognizing suitable blockchain method
to be used in healthcare, offering a real case that accomplishes the blockchain
method, assessing appropriate design architecture when operating this blockchain
technology in healthcare cases.

Further explanation is summarized as Table 15.3.

3 System Architecture and Construction

The use of IR4.0 technology as an educational aid for autistic children consists of
the combination of videos, graphics, text, and games that are suitable for them to
play and learn at the same time as their therapy session. These technology-supported
interactive therapy modules can foster the skills of these autistic children. Based on
the study by Stanford University School of Medicine, most autistic children excel
in mathematical skills compared with non-autistic children in the same level of IQ
range. Recovery in autistic disorder is rare but possible after a few years of regular
therapeutic intervention. It is proved by Albert Einstein and Bill Gates, who were
once diagnosed with autism disorder problem. Therefore, there is a need to secure
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Table 15.3 Summary of blockchain for Healthcare 4.0

No. Author Year Description

1. Zhang et al. [36] 2020 Increased robust and powerful blockchain
technologies using AI-mediated data
exchange on blockchains with artificial
intelligence in real-world healthcare
problems

2. Abujamra et al. [37] n.d Improved the cost efficiencies of the
healthcare systems that are associated with
the information technology using blockchain
system

3. Tanwar et al. [38] 2020 Access control policy algorithm for
enlightening data accessibility between
healthcare providers

4. Farouk et al. [39] 2020 Improved the accuracy in videos supporting
the cloud computing and fog-based
blockchain for recognizing and monitoring
framework in e-healthcare services

5. Islam et al. [40] 2020 Collected health data from users using an
uncrewed aerial vehicle and deposited on the
nearest server-based blockchain technology

6. Comput et al. [41] 2020 Proposed a smart healthcare system named
GuardHealth using blockchain technology in
providing integrity and security of the
system

7. Hasselgren et al. [42] 2020 Enhanced data accessibility on healthcare
providers using an access control policy
algorithm and implemented the
Hyperledger-based EHR sharing system
using the theory of a chain code

8. Pandey et al. [43] 2020 Improved services and health education
processes, health sciences, and healthcare
using an assessed, synthesized,
peer-reviewed, and systematically reviewed
proposed blockchain technology

9. Mcghin et al. [44] 2019 Exploited a GNN for managing the trust of
users in malicious node detection. It prevents
anonymous data sharing and storage without
permission using smart contract and
blockchain technology

10. Onik et al. [45] 2019 Provided a detailed explanation of
blockchain challenges and opportunities in
healthcare problems and solutions, besides
discussing on the availability of its
regulations and identifying any major
principles, plan, and prerequisites needed
when developing the blockchain system

11. Tripathi et al. [46] 2019 Technological and social barriers in the
adoption of the SHS

(continued)
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Table 15.3 (continued)

No. Author Year Description

12. Reginelli et al. [47] 2019 Proposed a magnetic resonance image to
protect data and information exchanged
within the hospital networks and then
developed the blockchain technology to
authenticate the transmitting data network,
check the perform validation, and model the
magnetic resonance images for automata
radiometric validation

13. Islam et al. [48] 2019 Improved the accuracy in videos supporting
the cloud computing and fog-based
blockchain for recognizing and monitoring
framework in e-healthcare services

14. Alam et al. [49] 2019 Highlighted many of the potential research
opportunities in healthcare applications that
used the blockchain experiments

15. Gordon et al. [50] 2018 Explored five mechanisms on how
blockchain technology facilitated the
transition which are (1) digital access rules,
(2) data aggregation, (3) data liquidity, (4)
patient, and (5) data immutability

16. Koshechkin et al. [51] 2018 Reviewed on public healthcare among the
Russian Federation community using
blockchain method

17. Zhang et al. [52] 2018 Focused on recognizing suitable blockchain
method to be used in healthcare, offering a
real case that accomplishes the blockchain
method, assessing appropriate design
architecture when operating this blockchain
technology in healthcare cases

an app that covers therapy strategies that can have positive impacts on an autistic’s
socio-emotional well-being such as self-efficacy, social relationships, and identity.

3.1 Architecture Model of the Autism Telerehabilitation Apps
(ATA)

We design the app as follows. An autistic child tenuously observed by a therapist
is equipped with several medical devices, such as thermometers, blood pressure
monitors, and heartbeat rate sensors. This autistic child follows personalized autism
home telerehabilitation using ATA guided by his/her parent and online therapist.
The raw data is taken from both medical devices and ATA and sent to a UniSZA’s
cloud data bank for aggregation and formatting. Once complete, the formatted
information and customized threshold values are sent to the relevant smart contract
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for full analysis. The source of information fed in the Ethereum protocol to the
smart contracts using ATA is stored in UniSZA’s cloud server. The smart contract
will process and calculate the collected data and subject notifies to both the patient
and therapist provider, and automated treatment instructions for the actuator nodes
if desired.

The proposed ATA is designed with blockchain security support’s capability
to trace and trail the device transactions performed during the managing of the
therapy session. Blockchain security not only provides privacy and security features
but also provides accessibility of the features and seamless connectivity of the
proposed smart apps. The blockchain security may secure the concept of central
storage between medical devices and ATA. Figure 15.1 highlights the proposed
personalized autism home intervention between sensors, smart devices, actuators,
users, networks, and UniSZA’s cloud storage. A copy of blockchain secures all data
from the medical devices and ATA act as nodes and each node. If the patients are
first timers in ATA, they need to register; each node must verify the transaction. Each
transaction is validated and each node is recorded and permitted to occur with a hash
code in blockchain. Then, each of these nodes is copied and sent to the blockchain
for further use and security. Blockchain-based IoT model helps secure all the storage
with the data from medical sensors and ATA devices and deliver them to users upon
requests with secure transactions.

Figure 15.2 shows the whole of ATA architecture starting from the device and
perception layer, network and connectivity layer, management layer, and application
layer. All these layers interrelate with each other to offer secure communication in
medical sensors and ATA devices for the seamless working of the proposed ATA.

The device and perception layer contains all the hardware devices such as
sensors for temperature, blood pressure, heart rate, ECG, respiration, movement,
and ATA devices and interconnects them with each other using Wi-Fi connectivity.
Next is network and connectivity layer. This layer provides Bluetooth and Wi-Fi
components. All the information including data from medical sensors and ATA
between autistic children, parents, and therapists is transmitted using this layer.
Besides, it provides access to UniSZA’s cloud server. Furthermore, it handles
remotely and causes high-level processing. The next layer is the management layer.
This layer controls all device management, including the cloud server and the
proposed blockchain security.

Blockchain offers security protected channels for transmission of data between
hardware devices and users (autistic children and parents). IoT application, apps,
and system control are the interfaces provided by the application level. All three
layers interact with each other and end to the last layer which is the application
layer. Our proposed personalized autism home intervention named ATA is parked in
the appilcation layer.

Figure 15.3 presents the architectural design of the physical components of the
proposed apps. It contains all the medical sensors, hardware devices, ATA, and the
overall personalized autism home intervention system in two different parts: Part
A and Part B. There are blood pressure monitors, thermometers, and heartbeat rate
sensors connected to a raspberry pi microcontroller, a centralized device from Part
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Fig. 15.1 Blockchain-based IoT model for Autism Telerehabilitation App (ATA) system

A. Part B refers to an android application (ATA). All the sensor’s data are collected
from Part A and transmitted to ATA (Part B) via Bluetooth or Wi-Fi connection.
Then both data sensors and therapy data are transformed via Bluetooth or Wi-Fi
to UniSZA’s cloud database. Next, Sect. 4 elaborates more details on how medical
sensors and ATA are linked with blockchain and UniSZA’s storage database.
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Fig. 15.2 Autism Telerehabilitation App (ATA) architecture

4 System Development and Implementation

We outline the construction and development of the system as one case study as
follows:

A new patient came and registered to the ATA; they need to fill up their
background details such as their name, age, contact numbers, weight, height, and
parent info. Once they submit these details, the admin will provide them with a
new id and password, which means that the registration is succeeded. Using the
WBAN devices, the blood pressure, temperature, and heartbeat rate will be collected
and recorded in a system. Then, the system will suggest this patient take an early
diagnosis test for autism. If the results shown are high, they will directly be referred
to the therapist. The therapist will monitor every single aspect in each patient
account. The therapist will suggest suitable therapy for the intervention. Each
diagnosis and intervention data will be recorded and kept well in the system.

Details of the system development and implementation are explained as follows:
A patient remotely observed by a therapist is supplied with medical sensors to

monitor their blood pressure, temperature, and heartbeat rate which are connected



15 Smart Secure Telerehabilitation Apps for Personalized Autism Home. . . 391

Fig. 15.3 Design of hardware integration of the proposed system

to a raspberry pi microcontroller. The raw data from sensors are combined with
the raw data taken from the ATA once all the therapy sessions complete. The raw
data from ATA are taken from smart devices, either smartphones or tablets. Both
data from sensors and smart devices are aligned and combined, for aggregation
and formatting. For full investigation along with customized threshold values, the
constructed information is sent to the relevant smart contract once it is completed.

This chapter created a smart representation of all medical records taken from
medical sensors and ATA and kept on the network within individual nodes using
smart contracts from Ethereum. Contracts are built based on data integrity, record
ownership, permissions, and metadata. Each contract carries out policies for state-
transitioning functions and the legitimate transaction compelling data alternation.
Smart contracts for ATA have been created by using autism medical workflows and
then organizing data access authorization between the different individuals in the
ATA ecosystem. All the important data need to grant a third party (in this case,
an ATA admin) for viewing permission. All data authorization rules are embedded
in smart contracts. These smart contracts also help in tracking all the autistic
activities (including diagnosis and therapy) and the history of all patients. Besides,
we need different permissions to retrieve all of the data. Smart contracts evaluated
the retrieved data from the medical sensors and medical devices with Oracle’s help.
Oracle is the smart device that interconnects straightly to the smart contracts in the
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Ethereum protocol. Patients’ identification card number is used as a unique id for
the tracking activities. All the autism record data is securely stored in UniSZA’s
database storage to preserve performance and security. If there are new therapy
sessions or new news, the admin will add a new record and update in the ATA.
All the information receives an automated notification and needs verification of the
projected record before the data is rejected or accepted. This will help in creating
high trust and better interaction between patients and therapists.

All the activities, therapy sessions, and events are recorded using blockchain
technology as a ledger. Next, they are forwarded to an authorized EHR UniSZA’s
storage database. EHR offers patient-centric privacy based on the readiness of
patients. EHR enhances a vital role in minimizing patient operating costs and
offers accurate and better healthcare intelligence and patient care quality. Once
each patient finishes their therapy session, it automatically transmits therapist’s
results through the smart contract system. All treatment records and commands
are automatically recorded in a blockchain transaction. All the patient’s medical
data and history are recorded with care using blockchain transactions connected
to the EHR to supply data authentication. This authentication helped to detect
any amendments to a patient’s EHR. The therapist must view and respond to the
patient’s therapy results and refer the patients to the specialist when appropriate for
further care. All the patient’s therapy data and information should be reported to
the EHR. These data are collected and kept in an UniSZA’s local database with
the specific rules where only authorized people can access to this record. The smart
contract on Ethereum blockchain governs all the authorization. Here, blockchain
helps to store, analyze, and gain health data without disturbing the privacy feature
on online medical data. Otherwise, the therapist will be suggested directly to the
hospital if any emergency occurs.

5 System Contributions

Once the system development and implementation succeed, there is a condition
that highlights that this proposed system contributes an excellent effect to the
autism home intervention. Thus, we listed five significant improvements from this
system compared with the existing system. These differences and comparisons are
highlighted into four benefits: (1) speed up the process and reduce the error; (2)
reduce the cost, (3) high the security aspects, and (4) privacy and transparency.

1. Speed up the process and reduce the error

Traditional intervention therapy sessions usually took place for 1 to 3 hours
per week over 12 consecutive weeks or till the patients show any improvement.
All sessions need to be seriously monitored by both patients and therapists and
cannot be skipped. Otherwise it will interrupt the consequent sessions. Parents and
autistic children usually take half an hour before and after to prepare for the therapy
center. Using this ATA, parents and their autistic children will get ready anytime and
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anywhere for the therapy session without waiting for the therapist to respond. They
can choose a suitable time to do this therapy, while the automated smart ATA system
will monitor the therapy session. Besides, this ATA can reduce the error made by the
human with the help from smart medical sensors and smart medical devices. Again,
it can reduce the inaccurate interpretation of manually written prior authorization
forms upon requests.

2. Reduce the cost

This proposed automated ATA process would ensure in noteworthy cost saving
for patients, which presently consumes extensive amounts on manually sending and
waiting process to the therapy center. Meanwhile, the traditional therapy sessions
usually offered high fees compared to the online therapy session fees due to many
side charges. This side charges for therapist salary, and rental spaces including
center fixtures, equipment, inventory and data system, operating expenses and many
more. For time issues, patients will be able to schedule their exact time to do the
therapy session. Besides, therapists will be able to continue speedily with therapy
remedy instead of having to stop their patient’s care while waiting in line for another
patients’ therapy session.

3. High the security aspects

With this ATA, all patients’ data, identity, and therapy records are well kept and
secured in UniSZA’s cloud database. Each patient has the authority to access their
data. Nevertheless at the same time, the smart contacts help in the sharing of data by
using secure data-sharing features. All the patients’ data collected from the sensors
and medical devices has been protected against integrity and confidentiality attacks
using a scalable and secure storage layer. Each patient has the authority to view
their latest and previous data. In contrast, the healthcare professionals (including
therapists and doctors) have the authority to edit the thresholds of their patients
for the smart contracts. Moreover, each individual patient’s data are interlinked
and independent with each other and well kept in the management layer. This
management layer also processed and evaluated all the incoming and outgoing data
using the data access gateway. This data access gateway is also able to manage
all the heterogeneous patients’ data in the database engine. Although each patient
can preview and access their own data, these smart contracts are still required to
achieve a majority signatures (to make a block valid) from consortium members to
prevent one partaker from controlling the ledger. The full observing privileges of
the blockchain itself are inhibited to only permitted parties involved in HDG such
as the government, the Ministry of Health, recognized medical officers, researchers,
and others.

4. Privacy and transparency

Blockchain nodes and ledger increase the privacy and transparency on data
sharing between patients and medical officers. Our ATA system offers immutable
and authenticated records of a patient’s observing to settle disputes or investigate.
Anonymous addresses will protect the identity of patients; hence, no involvements
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can be made between patients and their data. Moreover, patients can associate
remote monitoring actions straight to their medical records while preserving control
and privacy.

6 Results and Discussions

Using blockchain technology, our smart contract for ATA system has been devel-
oped to manage large-scale autism data (including patient data, diagnosis data,
therapy, etc.) and streamline complex autism procedures. We proposed an advanced
approach from autism record handling, affording interoperability, offering auditabil-
ity, and easy accessibility via these smart contracts. Besides, this ATA system allows
data sharing in safe mode sharing among permitted parties. Using blockchain tech-
nology, availability, security, privacy, and fine-grained control of EHR data access
can be certified. The blockchain in this chapter helps to increase the healthcare
practices and the patient managements. Our proposed ATA system uses blockchain-
based smart contract technology to produce a secure, private, trustworthy, accessible
environment for patients and healthcare providers. Patients will feel secure and safe
especially in terms of data sharing with the therapist, doctors, researchers, and so
on. This ATA system helps to solve concerns on data management, data security,
and privacy, high administrative costs, and network security issues.

7 System Limitation and Challenges

Although blockchain helps increase privacy and security, there are some limitations
on this ATA system. First is the size of blockchain. The size of blockchain is a
very critical part, and data continues to grow for every transaction. The addition of
new blocks data into old data records increased day by day upon the transaction,
and this size will be accumulated each year. Once the addition of data is occurring
based on the increase in the number of nodes, and this data is broadcasting to all
nodes, then the cost for a bigger size database will also be increased, besides the
increasing number of patients. New data space will be created once the new patients
registered. The number of nodes is also growing once these patients continue the
therapy transactions. Each of the nodes will be increased once they updated their
therapy record. Besides, another challenge is to maintain security at every individual
node. This security includes the data transaction and transmission between a
patient’s medical sensors and patient’s smart devices as if used local or public Wi-
Fi and relies on standard channel encryption. Moreover, other challenges are the
management issues on verification of the next block due to multiple nodes from the
smart devices’ broadcasting transactions. This could be resolved by producing large
numbers of keys using a key management system. However, these limitations can
still be overcome with future development and research.
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8 Conclusion and Future Work

In this chapter, we described an ATA along with medical sensors in a WBAN
for personalized autism home intervention using blockchain system-based smart
contracts to perform log transaction metadata and real-time analysis. Blockchain-
based smart contracts have highlighted security concerns about the logging and
transfer of telerehabilitation of autistic data transactions. Once the patient is regis-
tered via the ATA system, this blockchain managed and executes smart contracts to
evaluate all the information retrieved by each patient based on customized threshold
values. Each transaction of recording details on the blockchain is verified, and the
smart contract would spark signals for the patient and therapist for verification
of EHRs. Blockchain has the potential to automate the delivery of health-related
notifications in a compliant manner and improve security for personalized autism
home intervention. It helps collect and manage patient data, clean this data, secure
them using blockchain, handle big data, and come out with significant results. It
also can trigger alerts for the unusual data taken. For future work, introducing
anonymizers to increase patients’ privacy by the difficulty of linking transaction
together. Lastly, applying new applications in other healthcare services such as
mental health services, physiotherapists for stroke, and many more.
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Chapter 16
A Hybrid Blockchain-Secured Elderly
Healthcare Environment

Aishwarya Gupta, Pooja Khanna, and Sachin Kumar

1 Introduction

The healthcare industry is that sector of the economy that provides healthcare goods
and services to treat people or the patients with rehabilitative and curative care.
Healthcare industries are termed as one of the largest and fastest growing industries
that consume most part of the economy.

The healthcare services are governed by the private hospitals, government hos-
pitals, and private clinics. Most people prefer private clinics as they are convenient
to visit and provide hassle-free care to its patients. Healthcare systems presently
functional are managed by various authorities and laws as put down by state and
central government; sometimes, services provided are not up to the mark leading to
improper care of the patients, citing availability of experts, infrastructure facilities,
population density, and remote location as primary reasons. The private sector
surpassed the public sector in terms of the healthcare services, and it became a
preferred choice of the patients as they gave more assurance to their consumers.

The healthcare industry is growing at a rapid pace during these years due to
the increase in the income of the people and the growing population of the elderly
people. Elder people play a major role in the expansion of the healthcare sector as
this section of the society needs more care and convenience than the people of any
other age group. In addition to these, the changing demographics as well as new
lifestyle has led to the outburst of diseases which in turn have led to vast research
and development in this field. Despite the presence of many healthcare facilities,
these all seem to be inadequate due to various reasons including the overburden of
the dense population and the mismanagement of the available resources [1–6].
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Thus, all these have led to the requirement of the healthcare assistance system
to provide convenient healthcare to people especially to the elderly people who find
it difficult for themselves to find and have healthcare assistance. During the 1970s
onward, the globe witnessed the emergence of modular IT systems in the healthcare
industry, a period addressed as Healthcare 1.0. Throughout the next decade and
a half, healthcare systems at diversified platforms started getting networked with
integrated EHRs and clinical imaging, giving doctors an optimized perspective for
diagnosis; this era was addressed as Healthcare 2.0. During 2005 onward, the world
witnessed the development of genomic information and emergence of wearables and
implantable, integrated with EHRs, termed as Healthcare 3.0. Lately, the advent and
coming together of disruptive technologies like AI, augmented reality, blockchain,
IoT, robotics, etc., coupled with real-time data collection for efficient healthcare
support systems, gave rise to the era of Healthcare 4.0. Focus with Healthcare 4.0
was more on collaboration, coherence, and convergence for concluding to more
predictive, personalized, and informed decision, with anytime anywhere access and
enhanced analytics. Healthcare 4.0 facilitated accurate differential diagnosis and
timely medical responses even to remote locations [7–11].

The healthcare system generally included an app-based service which has a
unique feature of search, contact, compare, evaluate, and select accordingly. This
system focuses on the convenience for all but aims at providing a little more help to
the elders for the medical assistance. The chapter is organized as follows: Section 2
presents the motivation for taking up the work; Section 3 provides the methodology
proposed for the work; Section 4 presents the implementation details of the proposed
work; Section 5 explores about the benefit of proposed model, such as enhanced
features of security and reduced latency; Section 6 discusses about future scope of
the healthcare support systems for the elderly and work conducted by the authors;
and finally the paper concludes with optimum choices for design in Sect. 7.

2 Motivation

According to literature from the World Bank and UN, 12% of the population in
developed region was above 60 years in 1950, and the value reached 23% in 2013
and is expected to reach 28% by 2025 and 32% by 2050. These numbers will decide
infrastructural, technological, and financial support challenges. The globe would be
confronted too. Changes in population demographic will lead to implications on
healthcare systems, workforce, social systems, and economic systems. Healthcare
systems for the elderly population would require convenient, flexible, and user-
friendly solutions in addition to support from medical professionals.

With the Fourth Industrial Revolution, connectivity and technological awareness
level across the globe has risen. Even people in remote locations now have access to
smart technologies. Healthcare is a sector which is expected to have a wide reach,
even to people in remote areas, and innovations with smart communication devices
and technology have made this possible. The market is already having a number of
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existent medical services, quite a few online portals are there, and these websites
and applications assist in providing medical aid to the patients through video
chats, messaging support with physicians and other professional doctors, and online
pharmacy support and electronically generated prescription services. Whereas some
of these services facilitated digitization of hospitals, very few provided home-based
check-ups and medicine home delivery. One common trait seen in most of them
was the considerably high consultation and medicinal charge mainly because of the
services being provided by a small group or organization. The proposed system
in a way overcomes and minimizes this issue of unaffordable medical aid: firstly,
because the services are not exclusively provided by a group of trained doctors but
it rather directs its users to the already practicing doctors who charge a nominal
amount and secondly, because an automated option for the online home delivery of
medicines at a minimum possible cost from a number of nearby pharmacies would
also be provided to the patients [9–15].

Other important factors include the fog layer being employed for interaction with
the user interface while fetching the medical tests needed for a specific disease
and also displaying the options for the nearest pathologies available. This fog layer
reduces the latency in getting the data. Based on the last visit and the patient’s illness
(along with its stage), his/her recovery time is predicted, and the relevant precautions
and tips are provided on the home screen itself in a user-friendly graph format (say,
Gantt chart). Moreover, collecting feedback after each doctor visit would further
improve the search results of the patient with the doctors being displayed popularity-
wise (doctors having the most number of feedbacks displayed first and so on).

The framework proposed offers many benefits as compared to already existing
solutions; some differentiating characteristics include electronic prescription and
report generation, personal information of the patient is automatically scanned
and extracted from the QR code, and no manual entry is needed for it. Entry of
symptoms, medications and tests are made easy with the help of Auto-Complete
suggestions. Check-box entries are employed for common frequently occurring
names and Apps are used for locating directions to nearest medical clinic and
pathologies for visit, which is potentially one of the major problems faced by the old
people and patients in general. Due to hassles in finding the doctors through their
specialization, symptom based medical centers, procedure for automated ordering
of medicines and easy to use platform for Online transaction, patients often end up
skipping their medicine dose which might ultimately lead to health complications
and late recovery of the patients, generally patients do not have the patience, time,
and energy to run for their medications, therefore easy to use support system is
the need of hour. The framework proposed automates and eases the process of
procuring medicines with one push delivery of medicines at home, the framework
provides a technique for maintaining a huge amount of patient data at one place, and
the technique also incorporates blockchain for the transfer of medical records and
patient details to ensure that the process takes place with complete confidentiality
and any unauthorized intrusion doesn’t take place. Blockchain also maintains
synchronous and tamper-proof medical record as case studies which may be utilized
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Table 16.1 Existing mobile-aided medical support systems

App/online
portals Merit details Ref.

SteadyMD.com Fully available online service. It charges a subscription fee of $99
per patient or $169 per family. Each Doctor has just 200–400
patients total for managing

[16]

PlushCare Fee-for-service video chat exams with physicians. The per visit fee
is $99. PlushCare doctors accept most major insurance plans.
PlushCare works with the established specialists. Books
appointment 24 hours a day

[17]

DoctorOnDemand Offers short video consultations 24 hours a day with doctors.
Patients have an option of scheduling an appointment for a later
time as well as seeing the next available doctor “on demand”

[18]

BetterHelp.com Focuses exclusively on electronic counseling. Patients who prefer
a live session can schedule it via their smartphone, tablet, or
desktop. Patients using “BetterHelp.com” have to pay a fee of $65
per week that covers all of their communication with their therapist

[19]

First Opinion Completely free service. Offers unlimited messaging 24*7 with
their Matched Doctor Team (MDT). Following are not permitted:
video chat examination, an online prescription, or get a sick note.
Only health-related questions are permitted

[20]

Amwell An online doctor it is. Once we enroll in the service and choose
from the available doctors, one enters a virtual waiting room.
Online doctor do prescription and these prescriptions are sent
electronically to pharmacy for procuring medicines, so there’s no
hassle

[21]

Online
Registration
System (ORS)

Framework links hospitals with Aadhaar-based online registration
and appointment system. Portal facilitates online appointments
with various departments of hospitals using eKYC data registered
with UIDAWE

[22]

Practo Provides consultation services to its patients over the app and
allows the customer to leave a feedback. Allows an easy edition of
displayed information, such as timing, fees, services, etc., from
anywhere allows it to be manageable

[23]

for research and reference purposes. Table 16.1 depicts already available existing
mobile-aided medical support systems in the domain:

In most of the systems and online services, usually patient’s personal data along
with the treatment duration and at most medications are stored at one place. What
makes our application stand apart is that the storage of patients’ entire medical
record is at one place in the same database every time a patient visits a doctor
for check-up and consultation either online or in person, the medications could be
ordered online or through any local pharmacy, prescriptions are saved online, and
the app proposed is extremely user-friendly since the users not only have the ease of
searching the nearest doctor and pathology on the go but can also view and contact
them in case of an emergency or so. The patient himself can view and share his
previous medical history for disease prevention and the precautions to be needed.
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3 Proposed Methodology

Evolutionary prototype software development lifecycle model was employed for
the development of the proposed healthcare system. The system developed was
huge owing to so many dimensions it had. We started with only a minimal set of
requirements, and since the visibility of requirements became more clear as the
design progressed, therefore evolutionary prototype application development model
seemed the most suitable for the scenario. Similar to the spiral model, work took a
start from the most important and complex requirements first and then moved on to
the less important and simple ones. Figure 16.1 depicts the evolutionary prototype
software development flow diagram.

Design started with the major module for the authentication and verification of
doctors and then moved on to the patient registration with the help of the Aadhaar
UID. Establishing a strong connection between the database tables was a huge task
for the later easy retrieval and addition of data. After the creation of the prototype
based on the given set of requirements, the prototype was tested at each step of
design for the then system functionalities, and feedbacks were taken in order to
make further improvements and get a new set of requirements to work upon.

Instead of starting from scratch every time, we worked upon the shortcomings
of the system software. This cycle of requirement gathering, prototype creation,
verification, and correction continued till the final satisfactory application was
obtained.

Fig. 16.1 Evolutionary prototype software development flow
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Reasons for choosing this approach are as follows:

(i) All of the requirements were not gathered at the very beginning but developed
gradually.

(ii) Systems so designed were robust with efficient maintainability because of
the iteration cycles that the prototype underwent before the final application
software was ready.

3.1 Model Design

Preliminary work started with the identification of necessary functionalities required
for the work.

3.1.1 Use Case and Dependencies

In the initial phase of the work, basic functionalities were realized for implementa-
tion in the application, as depicted in Fig. 16.2.

In spite of the diverse nature of work and various dimensions, the broad idea is
still the same, that is, to provide easy and enhanced medical support, especially for
the elderly patients.

The application’s target audience can be categorized into two types of users:

(i) The certified doctors whose main task is to provide his/her patients with the best
suited cure at that point of time. He/she can do that by viewing and analyzing all
the previous medical symptoms and medications as taken by the patient keeping
in mind the current scenario. He/she has the choice of adding the prescription
and diet plans either in the digital typed format or by uploading or scanning a
hardcopy of the same.

(ii) The patients or general users of the app. These users are provided with the basic
facilities such as searching for the nearest hospitals, looking for medical details,
first aid tips, simple home remedies, setting medicine reminders, chatting with

Fig. 16.2 Basic functionalities of a healthcare application
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the chatbot, and so on. For the patient, especially for the elderly, there would
be an option for voice consultation instead of merely chatting, and the voice
could be one cloned in a way similar to the patient’s close relative (emotional
support for better and faster recovery). Before visiting a doctor in the case of
mild symptoms, a user of the application can make use of the symptom checker
module and get an estimate of the probable disorder he/she might stand a chance
of suffering. Not only that, a regular patient (say someone suffering from a
chronic disease who needs to go for check-ups and doctor visits on a regular
basis) can view his/her medical records, prescription, diet charts, appointment,
and medicine reminders as well as upload their latest reports too.

Figure 16.3 depicts a use case showing the role of the two actors and their way of
interaction with the system, as proposed for the healthcare system.

Fig. 16.3 A use case depicting the role of the two actors and their way of interaction with the
system
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Fig. 16.4 MVC model for Android application development

3.1.2 The Application Development Approach Used

The Android application is designed keeping in view the MVC (Model-View-
Controller) architecture of software development. MVC model for Android appli-
cation development is depicted in Fig. 16.4.

Model signifies the data taking part in the entire application flow and is modified
as and when required by the controller itself. The database handlers and the utilities
all comprise the model layer of the application. This layer is usually known as the
data layer. In Android separate classes are created for database handling tasks. The
view determines the kind of interface that the end users would be interacting to.
This presentation layer hence deals with the layout files, resources, and other UWE
components and specifications (here mainly the XML files). As regards the kind of
look, feel, placement of app components, color, theme, and font size, everything is
decided in this layer.

In Android, the activities, fragments, and view components form the view layer.
The third layer is the controller which works as the monitor or the mastermind
of the system. It decides the exact workflow of the application, and how the
different components would be called and connected is all done at this layer. This
layer provides the actual business logic for the application, and whenever the user
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interacts with the view, it is the controller that triggers the model in order to make
any changes to it. In Android, the classes are created separately for each task such
that the object-oriented paradigms are followed.

3.1.3 Application’s Workflow Through Data Flow Diagrams

This E-medical assistance Android application consists of two major interfaces –
one for the user (or the patient) and the other for the doctor’s site.

Model Design and Data Flow for the Doctor Site’s Functionality

Functionalities at the doctor’s side are depicted in Fig. 16.5 and can be summarized
as:

(i) The doctor would be allowed access to the app only after his verification of
being a licensed doctor is successfully done. This would be done by checking
for the presence of his entry (mainly, registration ID and state) in the licensed
doctor’s database and its absence in the blacklisted doctor’s database.

Aadhaar API

User Details Taken

Details Verified
Prescription
Generated

Automated Ordering od medicine

Doctor Verification

Details Uploaded

User History and details
displayed

If exists brings the
patients history

If does not exist, add the
new patients details

Adding a 
patient

Fig. 16.5 Functionalities provided for the doctor’s site interface
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(ii) After getting the access, the doctor can either view the list of all his previous
patients and contact or view their history, or the doctor on the visit of a new
patient can simply scan his/her (patient’s) Aadhaar card (or any other card used
for the unique identification of patients).

(iii) Upon scanning the patient’s unique identity card, the patient’s entire medical
record would be made available to the doctor if it exists; otherwise, it would
add a new entry upon scanning.

(iv) The doctor can then add a new prescription, diet plan/precautions or reminders
for food, medicines, etc. if any based on the patients’ medical grounds.

(v) A price comparison module would then compare the price of the medicines
from two or more sites and generate the minimum bill for the customer to
order or not the medicines.

(vi) The doctor also has an additional functionality of sharing their business card
with the users/patients both within and outside of his/her clinic.

Model Design and Data Flow for the User Site’s Functionality

User end functionalities are depicted in Fig. 16.6 which are explained as:

(i) Any new user would be required to first of all register to the app, or an already
existing user could simply login into the app to use its features.

(ii) Once a registered user, the user can search for the nearest available doctors
and pathologies through the app or can even search them through the doctor’s
specialization, the symptoms entered, etc.

(iii) The patient if using the app since quite a long time can also view his/her data
of the previous visits, the prescriptions, and the reminders and the diet plans
given then.

(iv) Also the app could provide the facility of tracking their recovery just
by entering their disease and stage. Also the relevant tests and nearest
pathologies would be immediately displayed from the fog layer itself.

(v) The user has certain functionalities for fetching the medicine details, first aid
methods, simple home remedies, and possible disease check all through a
user-friendly chatbot.

(vi) The patient would also have the feasibility of contacting their current or
recently visited doctor in case of help through a call or text message. In case
of emergency, an SOS option would also be available which would only be
allowed at times of grieve injuries or health emergencies.

(vii) The patient can upload their pathology reports before visiting a doctor or even
in the case of regular check-ups for data record’s completeness and accuracy
for any unforeseen disease trends.

(viii) At last, an option for feedback given is to each patient after every visit to the
doctor.
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Fig. 16.6 The functionalities provided for the user’s site app

4 Implementation

Functionalities and modalities discussed in Sect. 3 for the doctor’s and patient’s
ends are implemented in steps and categorically can be summarized as follows.

4.1 Steps for Doctor’s Site App Implementation

Step 1: Doctor’s verification from the authentic database (stored as JSON file on
the real-time database Firebase) and then granting access based on the OTPsent
to the registered number only (Firebase’s authentication service)

Step 2: Option for viewing and contacting the patient’s, already visited in the past,
verified from the database

Step 3: Aadhaar QR code scanning and retrieval of primary user data
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Step 4: Storage of that data to the cloud database (Firestore cloud database used
here) and retrieval of the existing data if present

Step 5: Displaying the medical records timestamp-wise
Step 6: Adding prescription manually or by image text recognition
Step 7: Adding diet plans or precautions
Step 8: Adding and setting reminders for regular intake of medicines and future

doctor appointments if compulsory
Step 9: Price comparison module
Step 10: Business card sharing

4.2 Steps for User’s Site App Implementation

Step 1: Registration and login for users of the app
Step 2: Search for the nearest doctors and pathologies
Step 3: Searching doctors based on specialization or symptoms too
Step 4: Viewing previous visit data, prescriptions, and reminders
Step 5: Suggestion of precautions and the recovery time on the basis of the

diseaseand stage entered
Step 6: Feedback collection module
Step 7: Searching for medicine details, first aid, and relief remedies through

achatbot
Step 8: Chatbot implementing text to speech conversion along with a voice cloning

module for emotional health recovery
Step 9: Option for upload of the test reports
Step 10: Feature for emergency calling and SOS service available for mainly the

elderly or the frequently sick patients

4.3 Pseudo Code/Steps/Algorithm

Module functionalities for doctors and patients are categorized as follows.

1. Doctor’s Verification
Steps involved are:

(i) Creating a new project in Firebase.
(ii) Adding the package of our app to this new project created on Firebase.

(iii) Using the real-time database.
(iv) The google-services.json file is downloaded from the Firebase and added to

the src folder in our project.
(v) Adding the Firebase dependency to our app build.gradle file.

(vi) Uploading the authentic data to the Firebase in the form of JSON file.
(vii) In the Android application code:
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(a) We create a Firebase object.
(b) We get the reference of the table (or the parent node).
(c) We parse the entire table for the presence of the node with the registration

ID and state as entered by the doctor.
(d) If record exists, the next activity shows up; otherwise, a message is

displayed showing “Access Denied!”.

2, 3 & 4 Option for Viewing and Contacting the Patients Visited in the Past
Following options are provided for viewing and contacting patients already vis-
ited:

(i) For viewing the patients the doctor has examined in the past (each doctor
entry having several unique IDs of patients using which the patient’s details
are fetched).

(ii) For every new visit providing a scanner that could scan the QR code and
retrieve the details from the Aadhaar card in XML format which is then parsed
and where information is extracted based on the tags.

(iii) These retrieved details are then compared to the already existing entries (stored
in the Firestore cloud database). This is done by taking the reference of the file
present on the cloud database where it needs to be stored. If it is present, the
entire previous medical record of that patient is displayed on the next activity.
These medical records are displayed according to the timestamps, i.e., the date
of a visit. The symptoms patient showed then and the medications that were
given are all displayed to be viewed by the doctor for better judgment (these
records are displayed on an expandibleListView).

(iv) In case the patient has no previous record, his entry would be added to the
Firestore, and the symptoms and medications given would be added along with
the personal details.

5. Displaying the Medical Records in the Timestamp Order
(i) An activity having the expandable lists for display of personal details along

with the previous medical records of the patient, linked with his/her Aadhar
UID.

(ii) These lists when expanded show the medical records in a chronological order
based on the date-time when that patient’s record was added. On clicking on
any of these date-time values, details of that date would be displayed.

(iii) From this activity, the doctor can also add a new prescription, diet plan, or
reminders by clicking on the corresponding button.

6. Adding Prescription
(i) The prescription activity uses the MultiAutoCompleteTextView for entering

more than one symptom and the medications being prescribed to the patient.
This addition is made simpler since the symptoms and the medications are
predicted once two or more characters are typed in the space provided there.

(ii) An option for uploading a handwritten prescription is also there. The prescrip-
tion or diet plan can also be uploaded in image format by clicking a picture of
a neat and clear hardcopy which would then be processed by the ML kit Text
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Vision library provided by Google’s Firebase. After processing the image to
text data, the data would be stored explicitly to the Firestore’s patient medical
record.

(iii) All these details when submitted are stored along with the patient’s personal
details to the cloud database (here Firestore).

7. Adding Diet Plans or Precautions
This activity provides an option for adding diet plans for the patients as suggested
by the doctor or to add any of the precautions, which the user has to take during his
illness period. These suggestions or the diet plan can be easily viewed by the user
from his/her profile in user app by the unique Aadhaar ID.

8. Sharing of the Business Cards
(i) A doctor or a practitioner usually holds a business card of their clinic or place

of work, and in this era of ultimate hygiene and distant socializing, sharing of
these digital business cards is the best way to share info without human contact
as well as avoiding the hassle of meeting in person. Doctors too can share these
business cards.

(ii) All it takes is a one-step phone number login and OTP verification in order
to see the cards stored under that number (Firebase phone authentication is
enabled and the dependency added to the app build.gradle file).

(iii) Any of those cards can be easily shared by long pressing (OnLongClickListener
is used); on that card, another activity would pop up asking for the number on
which it needs to be shared to.

(iv) The card details are simply copied to the number the card is shared to and the
card is visible to the person when he/she logins with their number. (Firebase
real-time database was used for this purpose so that the changes are reflected
immediately.)

4.4 User’s Site Activity Flow

User’s site activity can be summarized as:

(i) Registration and user’s login
Any existing user is given an option to login into his account in order

to view his details and history and his appointments or any of the activity
provided by the app. New users are given an option to get registered and
are able to use all the facilities provided by the app. For the authentication
purpose, the Google Firebase plays the whole role here, and only authenticated
users are able to visit the app.

(ii) Search for the nearest doctors and pathologies
The authenticated users are able to search the nearest doctor in their locality

and are able to get their contact details. In order to get the doctors near the user
in their locality, the Google Maps APWE was used.
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(iii) Searching doctors based on specialization too
The doctors can be easily searched by just mentioning their specialization

and the user’s location making it convenient for the user.
(iv) Viewing previous visit data, prescriptions, and reminders

The verified user who has already visited a doctor can easily view all his
details, precautions, and the medicines suggested by the doctor to him and can
also look into his whole medical record till now.

(a) All he/she needs to do is scan the QR code present on their Aadhaar
card, and the corresponding entry would be fetched from the Firestore
and displayed to the user patient.

(b) The user also has an option for setting a reminder for the intake of
medicines, drinking water every 2 hours in a day, taking a fixed diet, and
future doctor appointments or check-ups.

(c) Suggestion regarding precautions for the infection/disease and the recov-
ery time on the basis of the level of infection or stage of disease.

(d) The system takes the disease and stage as input and shows the recovery
time and precautions to be taken as output. System does real-time analysis
of the disease by the details entered by the medical expert.

(v) Feedback collection module
Facilitates the doctor visiting the patient with details of previous doctor

visits, diagnosis and medication.
(vi) Searching for medicine details, first aid, and relief remedies through a chatbot

The user login starts the app with the options for searching the nearby
hospitals, setting a medicine intake reminder or so (done using the Broadcas-
tReceiver class), looking for any medicine-related information or the option to
chat (HealthOS APWE used), and getting simple remedies with the help of the
bot (the chatbot makes use of the Dialogflow APWE provided by Google).

(vii) Chatbot implementing text to speech conversion along with a voice cloning
module for emotional health recovery

The chatbot can not only carry out general conversations but also help
predict the possibility of a disease by simply asking about the symptoms and a
few more follow-up questions (the chatbot makes use of the Dialogflow service
provided by Google for the basic or service-based interactive interfaces for
the user). The bot can also be asked about the home remedies or first aids in
case of mild symptoms or discomfort (for the symptom checker module, the
Infermedica APWE is used).

The text to speech service allows oral interaction with the bot as well. An additional
solution for the suffering patient could be the chatbot conversing to the person in
a close relative’s cloned voice. After all recovery is high paced when a person is
emotionally fit (recently in June 2019, an AWE system on voice cloning was created
and made open source which would serve the purpose here).
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Fig. 16.7 Activity to activity flow for doctor’s login

Figure 16.7 depicts activity to activity flow for doctor’s login, and Fig. 16.8
depicts activity to activity flow for patient’s login, and Fig. 16.9 presents database
table structure as stored on the cloud storage.

4.5 Option for Upload of the Test Reports by the Patient

The option for uploading the regular test reports by the patient from time to time
would all add to the medical records on the Firestore. This module uses the text
recognition technique for extracting the details in text format from the report image
uploaded, and then updations are being made to the cloud database.

4.6 Feature for Emergency Calling and SOS Service Available
for Mainly the Elderly or the Frequently Sick Patients

Among the important services provided at the user’s end, some other essential
services such as emergency calling facility, SOS alarm, and chat interaction facility
with the recently visited doctor are also required. These services are implemented
by simply extending the BroadcastReceiver in the Java class or with the help of
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Fig. 16.8 Activity to activity flow for patient’s login

Fig. 16.9 Database table structure as stored on the cloud storage

Intent objects. SOS would either send an alarm to the added contacts or the doctor
the patient is currently in touch with.

4.7 Choice of Tech Stack

The choice of our tech stack greatly influences the system’s quality and popularity
among its target audience and its maintainability. Some of the major technologies
and services used and the reason for choosing the same are listed below:
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(i) Android Mobile Application
Mobile applications are the most convenient form of digital access. Moreover,
almost 95% of the world’s population uses Android phones, wearable, and other
devices that make use of the Android OS. Hence, designing and working on an
application that could be used and reviewed by many has a higher chance of
improvement and reaching all strata of people.

Development of Android applications also hardly costs anything, and it’s open
source; therefore, for innovation purposes, the sky is the limit, and the UIs are all
easily customizable in Android.

Language used: Java
Though recently Kotlin has been introduced by Google for the Android appli-

cation development because of its easy syntax and short format, majority of the
applications in Android are till date built and working on Java. This language has
proved itself as quite robust.

Toolset used: Android Studio IDE
Android Studio and IntelliJ are the two most popularly used Android application

development platforms. Previously, MyEclipse was widely used, but because of
the ease of development, developers moved on to the trending IDEs. Android
Studio provides an entire environment for the systematic development and testing
of programs without the developer having to worry about the file storage, library
installations, etc. The IDE’s smart suggestion capabilities make it the high in use
development platform.

(ii) Firebase
Firebase is a service provided by Google mainly for mobile development platforms
but it is also used for Web App development. Firebase is a back-end service that
serves almost all the needs of a remote server applications without the need for
actually setting up a server or writing an APWE or any other authentication code or
cloud server database set up or commonly used machine learning training models.
The number of full-fledged services provided by Firebase is nearly 19. Some of
these services used in the project are mentioned below.

(a) Real-time Firebase storage: Normally the databases that are set up need to be
asked for data whenever changes are being made, and the language used for
doing the same itself makes use of another coding language or rather querying
language. Here, in Firebase, databases used are NoSQL databases, and therefore
the insertion, retrieval, and deletion of the entries is a task of only a few minutes.
These databases are accessed by creating the connection of the project with
the Firebase and then getting the reference of the database and its table for
doing the manipulations. Real-time databases are the popular one and the most
widely used. These databases are synced with all the clients connected to it. Any
changes made by one client to the database are immediately reflected to all the
other clients within a fraction of time. Hence real-time databases are commonly
used for building chat applications.

(b) Firestore cloud storage: Another Firebase feature is the cloud storage facility
provided for storing the binary files, images, and any other kind of files
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directly from the user to the storage. These Firestore are again NoSQL and
are referenced using their object for use.

(c) Firebase authentication: Authentication is the identification of the genuine users
of our app and then allowing of access to only the authenticated ones. This
feature is mostly needed in almost all the applications and can be done either
by email ID and password, Google, and Facebook login or with the help of
phone number authentication. Firebase provides the complete solution either as
the FirebaseUWE drop-in authentication service or in the form of an SDK for
custom integration into app as per the usage and need. The database security
rules are also declared there and can be easily changed to be accessible only to
the authenticated users or so.

(d) ML kit: This SDK tool was an add-on to the Firebase’s cloud backend services.
This simplified machine learning development toolkit made the lives of the
mobile app developers a lot easier. The integration and usage through the
available APIs was easy for all to make use of. Currently it has in total 11
functionalities available for use.

(iii) Speech to Text Conversion
Speech synthesis is the conversion of text into oral form spoken in an artificially
generated human voice. Both speech to text and text to speech conversion mark
a key role in making our application user-friendly. Their main usage is within the
chatbots for interacting with them not like a human computer interaction but rather
as a human to human interaction. Android applications implement it using the STT
(speech to text) and TTS (text to speech) engines. The TTS and STT engines need to
be told beforehand about the language it would be converting. They support nearly
14 languages.

(iv) Text Recognition (OCR)
Optical character recognition (OCR) is the electronic or mechanical conversion
of the printed, typed, or handwritten text into a format that could be stored
and manipulated on a machine. The process of conversion of the text in an
image to machine-encoded data is done in three steps of filter application (for
differentiating between the characters and their background), of contour detection
for recognizing each character separately, and by image classification or pattern
matching techniques.

Text recognition was required to be implemented in order to save time for the
doctors who may not have the time to type each prescription; rather, they can simply
upload an image of the hardcopy that they produce which would then be converted
into text and stored on the database or displayed as needed.

Moreover, the health reports obtained by the patients for their regular check-ups
or tests again cannot be entered by the patient from the keyboard every time. At this
time, text recognition module works wonders, and just by clicking an image of the
report, the report content is automatically converted into text data format and stored
without any manual interference.
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(v) Dialogflow
Dialogflow is a free computer and human interaction service provided by the Google
Cloud Platform. It does all the natural language processing and the other difficult
tasks on its own and provides the developers with a much refined and simplified
APWE for integration of chatbot services.

The training of the model for the chatbot begins with providing it with the sample
phrases which would all denote the same “intent” or intention of the user interacting.

The second part that is picked is the “Entity” or the object that is being discussed
or talked about. Sometimes certain “parameters” are also associated with the
entities, and if proper answer is not obtained, the bot might ask certain follow-up
questions to clarify that.

Next come the responses which the bot sends in reply to the user. It does that
based on the intent of the user. A bot’s response can also be triggered on the
occurrence of a particular “event.”

Though many chatbot services are available today, Dialogflow is one of the
easiest services to work with.

(vi) APIs
An APWE (application programming interface) provides a way of gaining limited
yet useful information which could provide us an answer in yes or no and give us
an up-to-date correct data for providing it to the user or for authentication purposes.
The data such obtained can be either directly displayed to the app or first processed
and then shown to the end users in some other form. The app usually interacts by
sending a request to the web service, and the web server sends back a response in
the form of either an XML or mostly a JSON file. This interaction is mainly http
based, or in the case of web socket connectivity, the response is received faster.
Figure 16.10 depicts the usage of an APWE (application programming interface).

The use of an APWE saves immense of our time spent on coding for the services
from scratch. Moreover, the tasks may still not be up to the expectations required to
be met by the client application.

The APIs used in this application are:

(a) Infermedica: A disease prediction service based on the symptoms entered by
the user

(b) Dialogflow: A chatbot dialog service provided by Google for building simple
yet intriguing chatbot with ease

Fig. 16.10 APWE (application programming interface)
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(c) Google Maps API: Used for the integration of maps in our Android application
(in the module for searching for the nearby hospitals)

(d) HealthOS: An APWE service providing all the information about the
medicines, food and nutrition, etc.

(vii) QR Code Scanner
Embedding a QR (quick response) code in our Android application is the smartest,
fastest, and best way of extracting data within a fraction of a second. These QR
codes can store quite sufficient amount of data including the links, text, images,
geographical coordinates, etc. unlike the barcodes that were meant for storing only
a limited data. QR codes provide local small-scale data storage for quick retrieval.
Nowadays, every smartphone comes with an in-built QR code scanner whether it is
for making payments or for transferring any file or contacts to someone.

The integration of QR code scanner into an Android app is made easier using
the Google Mobile Vision API. Using the QR code present on the Aadhaar card of
the citizens of India, the person’s basic personal information is obtained in XML
format which is then parsed, and the relevant details are extracted and stored to the
database and displayed on the UI.

(viii) XML and JSON Parsers
JSON stands for JavaScript Object Notation which was initially used in JavaScript
for coupling the programs by sending objects to them in this JSON format.
Applications make use of this format for sending and receiving data from a server or
a service API. Even Firebase connectivity needs a JSON file (google-services.json)
to be downloaded and added to the project that needs to be connected.

A json file looks like this:
“Employee”= {
“eid” = 0123 ,
“name” = “Sheetal” ,
“Department” = “IT” ,
}

In order to parse the JSON string, a JSONObject class object is created, and
the received string is passed into it. Then the JSON values are extracted from the
key-value pairs using the getString(), getLong(), getInt(), etc. methods.

Sometimes this data can also be fetched from the source in the form of an XML
file (like here in case of QR code scanning). XML stands for Extensible Markup
Language. In fact, the layouts in Android are created as .xml files. XML is also
more secure and does not support array for data storage.

XML file content looks somewhat like:
<Employee>
<id> 0123 </id>
<name> Sheetal </name>
<Department> IT </Department>
</Emloyee>
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The XML files can be parsed by any of the DOM, SAX, and XMLPullParser,
but Android mainly makes use of the XMLPullParser. Its object is created firstly
by creating the object of the XMLPullParserFactory and then calling the getPull-
Parser() function on it. The values are retrieved based on the attribute names used in
the XML file.

(ix) SQLite Database
Android app or any other software sometimes have a need to store the data being
processed by that software or app. This processed information or data is stored in
a database. This database can be on the device itself (SQLite database) or on some
other device or cloud-based service (Firebase) as well. Firebase is a cloud service
in which the data is stored and processed in a cloud. It is a no SQL, real-time
distributed database that is apt for working on some data that needs frequent updates
and changes. Only its limited access is free, and an Internet connection is required
for accessing it. Whereas a SQLite database is absolutely free, independent, and
an open-source relational database that isn’t actually present on the Android IDE
(Android Studio) but is available on the Android device on which the app is being
used, SQLite thus does not always require an Internet connection and is quite handy
to use.

(x) Voice Cloning Module
In June 2019, an open-source code for the AWE Toolbox and developed by Corentin
Jemine was made available on the GitHub repository. The system was an imple-
mentation from the research paper, Transfer Learning from Speaker Verification to
Multispeaker Text-To-Speech Synthesis (SV2TTS).

The AWE Toolbox works on a text and sample audio as input and generates an
augmented audio of the given text in the voice of the sample audio.

The system encodes the given voice waveform sample into vector representation
of a particular fixed dimension; similarly, the sample text to be spoken is also
converted into its vector representation. These two vectors of voice and text are
combined and then decoded. This is represented in the form of mel spectrogram.
The vocoder then transforms the spectrogram into an audio waveform file which is
audible and can be played. Figure 16.11 explains about the working of the voice
cloner AWE Toolbox.

Voice Speaker Encoder

Text Encoder

Combine Decoder Vecoder
NEW

VOICE
NOTE

TEXT

Fig. 16.11 Functional blocks of voice cloner AWE Toolbox
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4.8 Generalized Block Diagram

The work can be sub-divided into some modules as portrayed in Figs. 16.12 and
16.13.

Being classified into two main user accessibility modes from the initial phases
itself, the modules are also divided distinctly as:

(i) Doctor’s login
(ii) User’s (patient’s) login

Modules for the doctor’s login in the block diagram:

(a) Doctor verification
(b) Entry of a visiting patient
(c) Viewing/contacting previously visited patients
(d) Prescription generation and data collection
(e) Setting reminders, routines, and diet plans
(f) Bill generation and price comparison module
(g) Push notifications for any new pathology reports being updated
(h) Business card sharing with the patients/users

Fig. 16.12 Block diagram showing different modules at the doctor’s end
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Fig. 16.13 Block diagram showing the main functionalities provided to the users

Modules for the user’s login block diagram:

(a) Login of existing and registration of a new user
(b) Facility for doctor search based on:

• Location
• Symptoms/specific disease
• Doctor’s area of specialization
• Name, region, contact no., etc.

(c) Fog layer for medical test suggestions along with the nearest pathology
(d) Gantt chart using the AnyChart Android library for depicting the recovery time

and tips
(e) Uploading check-up reports with the help of text recognition
(f) Viewing entire medical history/diet plan if present, by the patient
(g) Addition of a medicine or diet reminder
(h) A friendly chatbot for casual chats, information about the medicines, first aid

tips, home remedies, and disease prediction from the symptoms
(i) A COVID help center
(j) Getting immediate first aid and healthcare tips and the medicinal information

at ease
(k) Option for feedback collection for the doctor after each visit
(l) (Future module) doctor’s recommendation system
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4.9 Flowcharts and Workflow

The flowcharts here describe the functionalities aimed at providing the best of
medical health and support to its users and patients as well as an ease of usage
and data maintenance for the doctors as well. Flowchart is depicted in Fig. 16.14.

Flowchart steps depicted in Fig. 16.15 can be summarized as:

Fig. 16.14 Flowchart depicting the functioning of the “e-medical care” app from the doctor’s end

Fig. 16.15 Flowchart depicting the functioning of the “e-medical care” app from the user’s end
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(i) Step 1: The very first app activity allows login for a user or a login for a
doctor as well.

(ii) Step 2: In the case of a user, the successive activities are explained in the next
flowchart, Fig. 16.4.

(iii) Step 3: In case of a doctor, he enters his registration ID and state (together
they form a unique identification key) and further an OTP response sent by the
system proposed on the doctor’s registered contact number ensures enhanced
security and avoids any breech or unauthorized access by a non-doctor.

(iv) Step 4: These credentials are all verified from a database of authenticated
doctors (provided the list does not contain any blacklisted doctor); if found,
the doctor is allowed access to the application; otherwise, the access is
denied and message displayed.

(v) Step 5: Next, the doctor can either check or see a notification about any
new pathology report being updated or view any existing patient’s records
or contacts (usually for patients he/she is currently seeing) or simply scan
the QR code on the Aadhaar card of the patient.

(vi) Step 6: The Aadhaar card scanning process would bring all the existing
details and medical records of the patient if present, and if not, the new
patient’s personal credentials would be added to the database.

(vii) Step 7: In the case of a doctor adding a prescription or any other reminder
or detail, it will all be stored along with the patient’s records.

(viii) Step 8: Once a prescription is submitted, a bill would be generated there
and then for the medications, drugs, and vaccinations available online
(minimum bill total after comparison of their price from the two different
online pharmaceuticals).

(ix) Step 9: Placing or not placing an order is optional, but the entire data would
be stored to the patient database in either case.

Flowchart steps depicted in Fig. 16.15 are explained below:

(i) Step 1: As discussed in the previous flowchart, when a user is trying to access
the application for his/her usage, he/she can either login or register into the
app if using it for the very first time.

(ii) Step 2: After getting the access, the user is free to explore into the app.
(iii) Step 3: He/she can choose to search for a doctor nearest to him/her.
(iv) Step 4: They can even search the doctors by name, region, specialization, etc.

(all by filtering through the doctor’s database) or by symptoms or disease
name as well (from the diseases database).

(v) Step 5: Searching for a doctor would not only allow viewing the general details
about a doctor or search for their location but also help the users contact any
doctor available nearby.

(vi) Step 6: In case of an emergency or otherwise, a user can simply enter his/her
illness details (the disease he/she is suffering from) and get a list of all the
tests one needs to go through and the pathologies nearby, all from the data
stored in the disease database at the fog layer, thus giving the results to its
users almost immediately without any latency.
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(vii) Step 7: A patient also has an option of uploading his/her pathology report by
himself/herself as a scanned picture or can ask the pathology center to upload
it in softcopy format to be able to be viewed by the visiting doctor or for any
future reference.

(viii) Step 8: The app also has an option for viewing his/her recovery status in the
app itself in the form of Gantt charts (a form of data visualization) that would
automatically collect the data from the last doctor’s visit (patient database)
and accordingly build a chart showing the stages of the disease (diseases
database) one might be going through and the steps and the precautions that
could be taken in order for early recovery.

(ix) Step 9: Another option provided here is the option for viewing the previous
doctor’s visit data by the patient himself if there are any records existing. The
patient can then either contact the concerned doctor (doctor’s database), re-
order the prescribed medicines for the second or third time in a month and
not beyond that (doctor’s database), or simply give an already visited doctor
his/her honest feedback (feedback database linked to the doctor’s database
through a unique foreign key).

(x) Step 10: Other functionalities are getting the first aid tips, health tips, and
medicinal information on one click.

(xi) Step 11: The COVID help center provides the option for donation to the PM
CARES Fund; an easy prediction of the chances a patient stands of suffering
from the deadly coronavirus; a corona tracker for displaying the number
of corona cases till date; currently active, recovered, and deceased corona
patient count; an option for sending a note of appreciation to all the health
professionals having their entry in the standard database; and lastly a feature
for reading about the updates, symptoms, and precautions related to COVID-
19.

(xii) Step 12: Last is a chatbot service for getting the home remedies, small
talks, reminders, sentiment analysis, and integration of voice cloning module
allowing the chatbot to converse in a known voice, thus promoting early
recovery of the patient.

4.10 Application Algorithm

The algorithm explaining the application’s working is elaborated below:

Step 1: Start.
Step 2: If an already existing user enters the credentials or in case of a new user,

click on registration option and continue. If you’re a doctor, select DoctorLogin
from the menu and continue with Step 4.

Step 3: After logging into the app, the user can perform any of the 11 activities
as:

(a) Searching doctor by any field
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(b) Option for doctors near me
(c) Viewing the Gantt chart based on the last illness examined
(d) Finding the list of medical tests/check-ups needed and the pathologies

nearby, based on the disease/symptoms entered (these details are fetched
from the fog layer reducing latency and improving user experience)

(e) Uploading a test report with date (added to the patient’s record)
(f) Viewing previous medical records and the visits of the patient (if needed, the

patient can even contact the doctor in any of the three ways, i.e., through
messaging, telephone calling, or video chat)

(g) Setting a reminder for medicine or doctor’s appointments, etc.
(h) Fetching immediate first aid/health tips or medicine details
(i) Accessing the COVID help center
(j) Accessing the chatbot for friendly chats and learning about the home

remedies for mild symptoms and the possibility of the disease based on the
symptoms entered

(k) Submitting a feedback for every doctor visited

Step 4: On the doctor’s part, the first step that a doctor needs to do in order to get
access to the app is to get verified. For this, he needs to enter his registration
number along with the state he got himself registered.

Step 5: If verification is done, he’s allowed access to the app.
Step 6: The doctor can then either view the list of his/her patients that visited

him/her or check on/add a new patient by simply scanning the patient’s Aadhaar
card.

Step 7: The next activity then has the basic personal information (such as the name,
age, gender, etc.) along with the medical history if found.

Step 8: Option for adding a prescription, a diet plan, or a reminder is also provided
(this could either be entered manually or through text recognition).

Step 9: On submitting the prescription, a generated bill with the lowest priced
medicines is generated.

Step 10: If selected, the payment gateway for that particular online pharmacy is
opened for the payment transaction; otherwise, the prescription is stored along
with the patient’s records.

Step 11: The diet plans are sent to the patient’s login and reminders for medicines
are set.

Step 12: End (exit).

5 Enhanced Features: Security and Reduced Latency

5.1 Methodology Employed: Security Issue

Any robust system works on a set of data (which may be regular or critically
sensitive). The system stores the data, manages it, and provides a secure, easy, and
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fast means of accessibility to it. Data as a part of any system brings with itself a
number of security threats and exploitable loopholes. Same goes with the healthcare
systems which store and operate on huge amounts of patient and medical data.
It may include the patient’s private information and their health information and
medical history on a timeline along with the details about the healthcare providers.
The security and maintenance of such data units becomes of utmost importance
keeping in mind the threats and information breaches that occur which have been
seen in the past.

5.1.1 Need for Security and Privacy in Healthcare

Here, since we are dealing with the idea of maintaining a common platform for all
of the patients’ medical records at one place irrespective of the place of treatment,
this centrally stored data would prove to be an easy target for the attackers. Security
of healthcare data is one of the primary concerns with use of technology and if
breached could expose lot of sensitive/personal data to the world within no time.
Data on any network brings with itself the dire necessity to be secured especially
when it can easily act as a threat to the privacy and integrity of its participants
involved. Any healthcare system including our very own E-healthcare application
that deals with the electronic health records (EHRs) provides a pool of information
for the hackers and intruders. The private data of the patients including their name,
date of birth, contact details, address, etc. obtained from the EHRs can prove to be a
cause of the identity thefts. Several perfectly fine individuals can then claim access
to the prescribed rare or expensive medications at the cost of the genuine patient
buyers. Not only that, an immoral agent or hospitals can claim reimbursement from
the health insurance companies based on false treatment and documentations.

Apart from these, the vast medical history of a patient suffering from a chronic
disorder or some rare medical condition is a rich source of study and research for
the scientists and the laboratories. The attacks on the healthcare system are hard to
detect (unlike the banking systems); as these attacks are for data retrieval, attackers
are not identifiable, and hence, it proves to be the most common and easy form of
cyberattack. Majorly because of these reasons, the security of the healthcare data
for the IT health professionals becomes of utmost importance.

5.1.2 Ingredients for a Perfectly Secure System on Healthcare

To make the system robust, the current study identified the major security issues
and provided here possible solutions to overcome these issues. They are discussed
as below:

(i) Securing the network: No matter how advanced the technology becomes,
attacks would still be inevitable. But what one can do is to make the attack either
very difficult or very time-consuming to break through the system. Possible
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ways of doing this are through data encryption, by generating hash codes (using
hashing algorithms such as SHA-256) for the data, or by the addition of a
multilevel verification.

(ii) Replacement for a centralized storage: A locally available database system is
the foundation of a weak system in general. In order to avoid this, the data can
be distributed and so will the points of vulnerability.

(iii) A secluded network: Another important step would be the availability of the
private network only available to the key participants of the healthcare network.
These key participants could be the doctors and other healthcare professionals,
the hospital and healthcare units, pharmacies, laboratories/pathologies, health
insurers, and patients.

(iv) Transparency to some extent: This doesn’t mean that the insertion and retrieval
of health records or any other information needs to be public but with a security
mechanism should be maintained to indicate any unauthorized intrusion to the
network or an attempt to make changes in data.

(v) Limited access: No doubt each participant who is also a part of the network is
authorized to access and modify the data available there. But the extent to which
each of them can do that can be controlled or the permission to do so would be
required every time some need comes up.

5.1.3 Blockchain: Solution to Problems

As discussed above, the challenges one faces in setting up an all-roundly secured
system are numerous, but with the implementation of blockchain, all of the security
issues discussed above can be managed. Management and security of the health
records and other private data can be efficiently implemented through the latest
blockchain technology. There are reasons for the same:

(i) It provides complete data security based on the data encryption and hash code
generation.

(ii) It makes use of a decentralized storage mechanism.
(iii) It allows knowledge of the network and data only to the participants of the

network.
(iv) Any transactions, insertion, deletion, and modification of the stored records

are visible to all (not the data which is actually in the encrypted form but the
information or notice about the same).

(v) No transaction, accessibility, or alteration in record can be done without the
approval of both, medical expert and the patient concerned.

Blockchain can be defined as a distributed, decentralized, and encrypted network
data storage and accessibility service. The various stakeholders that are a part of
the blockchain control the retrieval of records, and only and only they have the
authority to access the data. The blocks that are linked tend to have a hash code
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derived from its previous block, and that block derives it from its previous block
and so on. Hence, whenever an intruder or someone unauthorized to the network
tries to access or make changes to the ledger, the entire chain changes its hash code,
and the participants get to know. Moreover, the two-way key encryption ensures that
even if an intruder gains access to the chain, he/she should not be able to access the
data thereafter as well.

5.1.4 Healthcare Record Maintenance in a Blockchain Network

As already discussed above, blockchain technology allows the patients to control
the accessibility of their records in the distributed system by changing the access
rules for the various participants, for example, allowing a practitioner or researcher
to access the records only for a fixed period of time. The medical records are added
as ordered records arranged in a block structure. These blocks are connected to each
other in a peer to peer network forming a decentralized network. Every new block of
information is validated by any of the participant nodes with the help of a consensus
algorithm (proof of work (PoW)) and added only if validated successfully. The
process is termed as mining, and the node that successfully performs the validation
is the miner.

Blocks are uniquely identified by a hash code which acts as a digital fingerprint
for each block. The hash of a new block is generated taking into account the hash
of the previous block. This logic makes it nearly impossible to modify the data in
the midst of the block chain since changes made to any one block would alter not
only the hash of the current block but also the hash of all the blocks following it
at the same time, thus allowing the participants to be aware of the intruders in the
network.

Blockchain implements smart contracts which are a kind of computer protocols
that execute automatically as and when the defined prerequisites are met. This
ensures the transactions only between the trusted parties and eliminates the need
for a central authority for verification. These are not a direct part of the blockchain
network but work rather separately.

Besides everything, a system that was originally designed for storing the money
transaction details can be deduced to be secure and reliable enough to be trusted
with any other type of information too. The medical record management would
become efficient and the insurance claim process simpler. Interconnection of the
hospitals, clinics, and pathologies in terms of data storage and retrieval would
deal with the mishandling of patient’s medical records. Acceleration of the clinical
and biomedical research would lead to improved inference outcomes. Safety and
accuracy of the treatment are provided to the patients based on the medical history,
hence making the patients and data owners aware of their ownership rights, thus
allowing the system to be patient-centric in interoperability unlike the conventional
institution-centric system.
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5.1.5 Challenges to Be Overcome in a Blockchain

A robust blockchain technology which has nearly overcome the major security
barriers faces challenges of its own when it comes to its implementation.

(i) The more the number of participants there would be in a blockchained network,
the more secure it would be. But this security comes with a cost. The
system becomes more complex with each added node (here, a new healthcare
professional, pathology, doctor, researcher, etc.).

(ii) Data standards are set for the network which needs to be fulfilled every time a
new data is added to the blockchain in the form of a new block.

(iii) With the increasing size of the blockchain, scalability and speed become a
problem if there isn’t an infrastructure to support it. Since we know every
transaction that happens needs a validation and after that a copy is maintained at
each node, this requires not only immense computation power but also storage
for its increasing demand which asks for a huge sum for supporting the robust
blockchain infrastructure.

(iv) Another loophole or possible threat in a small blockchain network was what
Satoshi Nakamoto, the inventor of Bitcoin, suggested. According to him, if
at any time or in any case a minor or a group of minors can take control of
over more than 50% of the blockchain network, they can have the majority
of the mining power using which the entire network’s transaction history can
be deleted and not only that new transaction history can also be added in
that case.

5.2 Latency Issue Addressed

A network’s latency is measured by either the speed at which the transaction is
updated to all the nodes (in a blockchain) or the number of data packets the network
can transfer per second from the source node to the destination node (termed as the
node capacity). Thus by altering the capacity or increasing the speed of transfer, the
overall latency can be reduced.

As a blockchain and our application user, a client would always prefer to have a
flawless, bug-free, no-wait user experience. This makes it even more important to
look into the performance, adaptability, and responsiveness of our app. With time,
the requirements for high-volume workload and data exchanges increase leading to
decreased tolerance for latency. The problem is seemed to be proportionally related
to the underlying issue, which was the distance between cloud services, users, and
value chain partners. However, placing the IT traffic exchange points in those dense
locations that are in proximity to the customers and third-party business partners
can significantly reduce the latency caused between the users and the cloud services.
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Minimizing the distance also reduces the latency between the interconnected digital
consumers (enterprises) and producers (service providers) in dense ecosystems of
network, cloud, SaaS, and supply chain partners. Similar to what high-frequency
trading, digital content, and online advertising industries do, one can overcome the
problem of latency to some extent by placing the applications in some co-location
data center that privately connects users, supply chains, and workloads within the
same facility or campus, thus providing the shortest distance to the largest number
of counterparties.

Usually the most difficult and tricky part can be the identification of the
factors causing the latency in the application and the elimination of those factors.
Alternatively, if they cannot be removed entirely, they can still be reduced and/or
managed to some extent.

5.2.1 Possible Ways to Reduce Latency

Before, during, and after computing the response, there are a number of areas that
can add unwanted latency. These are basically related to the network, communi-
cation media, server-side processors, etc. Some of the common sources and their
means of reduction can be:

(a) Network I/O
Majority of the applications make use of the network today in some manner or the
other. It could be either between the client and the server or between server-side
processes and applications. The important thing is that the closer the client is to the
server, the lower the network latency would be. For instance, a round-trip latency
between nodes within the same data center can cost 500 microseconds, while it can
be an additional 50 milliseconds for nodes in California and New York. This can be
taken care of by:

(i) Using faster networking, such as better network interface cards and drivers and
10GigE networking (5G Internet, the upcoming era of Internet speed).

(ii) The elimination of the network hops. If somehow data can be scaled horizon-
tally, unnecessary round-trip connections can be avoided and so would the cost
in the form of time taken to fetch a response for a request reduce.

(iii) Trying to keep the client and server processes as close as possible and if not
bulky enough both shall be maintained on the same system itself.

(iv) Seeing to it that the processes happening on the cloud are within the same
availability zone and not distributed far away or in a segregated fashion.

(b) Disk I/O
Sometimes the real-time applications require a database server in order to service
the real-time incoming requests. These databases have to make the data durable by
storing it to the persistent storage. This often leads to unwanted delay and query
response, and disk I/O, like network I/O, is costly.
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Steps that can be taken to reduce this latency can be by:

(i) Avoiding writing to the disk; instead, use write-through caches or in-memory
databases or grids (modern in-memory data stores are optimized for low
latency and high read/write performance).

(ii) Combining writes where possible in case of disk writes. The goal is to opti-
mize algorithms to minimize the impact of disk I/O. Consider asynchronous
durability as a way to avoid stalling main line processing with blocking I/O.

(iii) Making use of fast storage systems, such as SSDs or spinning disks with
battery-backed caches.

(c) The operating environment
Another important factor that contributes to an app’s latency is the operating
environment in which we run our real-time application. It could be on a shared
hardware, in containers, in virtual machines, or in the cloud.

Ways to manage this kind of latency can be by:

(i) Running our application on dedicated hardware so other applications can’t
inadvertently consume system resources and impact our application’s perfor-
mance

(ii) Avoiding virtualization since it is quite evident that our application is running
in a shared environment and may be impacted by other applications on the
physical hardware

(iii) Smart selection of the programming language used to build the operating
system environment, since some languages like Java and Go that use automatic
memory management and use periodic garbage collection to reclaim unused
memory introduce unwanted latency at seemingly random times

(d) Optimized coding practices
Sometimes the use of unnecessary loops and inefficient algorithms can prove to be
the major cause of latency. These should be checked and replaced with improvised
code snippets if overlooked.

(i) Inefficient algorithms are the major cause of latency in code. Wherever
possible, look for unnecessary loops or nested expensive operations in code
and restructure the loops. Dynamic programming where results of the sub-
problems are stored (or memorized) for future reference must be implemented
where needed.

(ii) Making use of concurrent execution and multithreading.
(iii) Blocking operations cause long wait times, so use an asynchronous (non-

blocking) programming model to better utilize hardware resources, such as
network and disk I/O.

(iv) Unbounded queues may sound counterintuitive, but these lead to unbounded
hardware resource usage, which no computer has. Limiting the queue depths
and providing back pressure typically leads to less wait time resulting in more
predictable latencies.
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(e) Combating the enemy
Building real-time applications requires that the application developer not only
writes efficient code but also understands the operating environment and hardware
constraints of the system. Provisioning the fastest networking equipment and the
fastest CPUs won’t singularly solve your real-time latency requirements.

Thoughtful application architecture, efficient software algorithms, and optimal
hardware operating environment are all key considerations for reducing latency.

5.2.2 Benefits It Will Provide

Client’s feedback and user experience are what matters the most at the end
of the day. Moreover, the importance of high application responsiveness and
minimized latency in the healthcare sector cannot be quantified. Rather the concepts
of telemedicine and emergency medicine would stand meaningless without the
immediate care response to its patients in time of need. Therefore, latency reduction
is of significant importance in the field of healthcare. Some of the advantages can
be listed as:

Just in time delivery of care – seamless integration of data and analytics.
Although the data is fetched and stored into the databases and blockchain ledgers,
the information that can be derived from the data shall be processed within
microseconds and provide with the results. Reduced latency shall hence provide
with immediate alerts in case of abnormal changes or meaningful insights in data.

(i) Quick diagnostic results would be available which normally take minutes or
hours to process conventionally. These results could also be made available
onto the network remotely.

(ii) Smart pharmaceuticals would be a trend. Based on the patient’s current health
condition and observations, the appropriate medication or emergency care unit
could be called, and guaranteed help would reach the sick/old patient within
time.

(iii) The exercise routines, after surgery, or pre-pregnancy, during pregnancy, and
post-pregnancy routines shall be available at all times on the application which
could be downloaded, viewed, or shared, thus promoting not an incremental
but an exponential growth in healthcare.

(iv) Remotely monitored surgeries would be a trend and prove to be evolutionary
for the countries and rural areas that lack the resources as well as trained
professionals to carry out a critical operation in case of an emergency. At these
times, fast network can prove to be a blessing as the trained professionals
or female doctors shall be able to monitor and guide the nurses and other
caretakers through. This practice shall not only provide the helpers with
the authority to carry out the emergency procedure but also give them the
confidence and practice they lack in the professionals’ absence [24–30].
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6 Future Scope

The healthcare and medical facilities play a major role in people’s lives, and their
scope of improvement is vast. Some of the future improvisations can be listed as:

(i) A doctor recommendation system based on the huge data collected with time
through the feedbacks provided by the patients. The data cannot be more
genuine than what would be comprised of only and only the honest reviews.

(ii) A patient’s medical records through time can indicate certain trends or signs
which might go unnoticed otherwise. A system that could analyze and denote
such absurd or unusual signs could notify the patient directly without the
manual involvement of a doctor or physician.

(iii) So many enhancements can be made to the chatbots already available. These
chatbots would not only respond but tackle every incoming request as new
and rethink (or reprocess) before each response is sent. They would even be
capable of counseling their patient from the knowledge acquired and even
advice based on their past experiences with them.

(iv) The more interactive and pleasing the application UWE is, the more it attracts
the user’s attention. Use of animation and graphs can take the involvement of
the user to a whole new level without making the user feel overwhelmed by
the complexities of the app UI.

(v) A module for guided meditation and yoga tracks for its general users could
help them add value to their health and lives.

(vi) Things get a lot simpler when they are easier to interact with, i.e., if every
feature of the application could be operated with the help of speech itself,
similar to the Google Assistant. This would be easier if the application is
molded and made goal-oriented.

(vii) Emotional support providing chatbot making use of the voice cloning technol-
ogy in order to make it more patient-friendly [31–35].

7 Open Issues and Challenges

Though technological innovations are now exploring new domain of latency-free
medical support solutions, as the process involves sensitiveness to human life, a
number of open issues and challenges are there, which need to be addressed. Issues
are diversified in nature and revolve around quality of portal, security, and privacy
issues, privacy of patients and security of their data, usability of portal, safety
of platform, financial implications, administrative and ethical issues, and negative
effects of social distancing, and Fig. 16.16 depicts major open issues with employing
mobile application for medical support [36–43].
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Fig. 16.16 Open issues and challenges

8 Conclusion

Percentage share in population in India above the age of 60 years has almost
tripled in the last 50 years and is expected to rise relentlessly in the near future.
Percentage projections are almost 133.32 million by year 2021, 178.59 million
by year 2031, 236.01 million by year 2041, and 300.96 million by year 2051.
Owing to the change in percentage share of age group in population, changes in
medical structure are highly recommended. Technological innovations have given
the platform for the much-needed digitized medical care. The proposed algorithm
offers many benefits as compared to already existing solutions; some differentiating
characteristics include:

(i) Electronic prescription and report generation
(ii) Finding directions through the app itself

(iii) Automated ordering of medicines and online transaction
(iv) Maintaining huge amount of patient data at one place

Algorithm proposed for app-based medical support for the elderly people offers
a number of advantages as compared to already existing solutions summarized in
Table 16.1. The algorithm supports automated generation of electronic prescription
and report generation; bill and pathology reports make the management of data
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far easier. Entry of symptoms, medications, and tests is made easy with the help
of AutoComplete suggestions, the app also facilitates finding directions through
the app itself, automated ordering of medicines and easy online transaction with
AutoComplete suggestions make it convenient for the elderly, and in addition
algorithm maintains a huge amount of patient data at one place for faster and quicker
access, and since a patient’s entire history from symptoms to medications and tests
required is all maintained at one place through this app, any reference can be made
to the old records, and further treatment can be carried out.
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Chapter 17
Blockchain- and Deep
Learning-Empowered Resource
Optimization in Future Cellular
Networks, Edge Computing, and IoT:
Open Challenges and Current Solutions

Upinder Kaur and Shalu

1 Introduction

In this, we proposed the vision of a deep learning approach with the integration
of blockchain technology in various applications. The blockchain is a distributed
database technique that provides immutable, transparent, more secure, and reliable
decentralized computing services. In [2–3], the author presented a cost-effective
administration, dynamic access, and spectrum services application using blockchain
for next-generation cellular networks. Some other authors [63] utilize the blockchain
technology to increase the performance of the vehicular edge networks. They
used smart contract blockchain framework design for data sharing techniques in
vehicular networks. They used proof of work based on mining and required huge
resources and energy consumption. In [6], the author discussed the mobile edge
computing solutions for boosting the communication speed and provided seamless
communication in heterogeneous networks and device-to-device communication.
The authors [8–10] proposed caching schemes to resolve the backhaul congestion
problems in mobile edge computing. They also proposed some offloading strategies
to minimize task duration in the case of heterogeneous networks. There is a big
challenge for optimizing the computing resources and caching issue on the mobile
edge servers due to versatility in the time variant, channels, requirements, and
heterogeneity in emerging 5G cellular networks. Some authors worked on high-
performance computing algorithms to overcome the demands of upcoming cellular
networks.
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The artificial intelligence branch has great potential in handling the issues in
5G cellular networks, blockchain, IoT, and other emerging technologies. Some
researchers worked on the integration of blockchain with artificial intelligence (AI)
in wireless networks to create intelligent networks. AI can be integrated with cloud
computing, cellular networks, mobile edge computing networks, and IoT networks
to facilitate intelligent and secure resource management. Reinforcement learning
is the branch of AI that can be more generic for problem solving approach and
explicit programming. RL can be processed sequentially and automatically adjust
the policies by observing the result and behavior. In [11], the author focused on the
DRL approach for handling the caching issue in mobile edge computing. Further,
the author [12] designed an application to address the expansion of the network scale
and in-depth feature discovery. The author [13] presented a DL-based algorithm for
traffic control and potentially reduced the offloading time. Some others worked on
a secure and intelligent framework for future generation networks integrated with
blockchain.

The vogue of machine learning triggers the colossal engrossment application
approach deep reinforcement learning in various research fields. The authors [21,
24–26] presented deep learning development models for computer vision, resource
optimization, pattern recognition, and speech synthesis. Some of them presented
a comprehensive report on application and open issues in the deep learning
approach. Others summarized the principles, evolutionary methods, architecture,
and core algorithms for deep reinforcement learning. The authors [29] highlight the
remarkable achievement of deep neural networks in blockchain, IoT, and cellular
networks. Further [91] presented a survey on more application areas of deep
learning. The author [35] shed more light on the deep learning potential in mobile
edge computing and popular application in IoT and blockchain.

1.1 Aim

There were numerous research articles published in the scope of machine learning
integrated with blockchain to date on different aspects of emerging technology.
Some researchers presented comprehensive surveys with a focus on the integration
of machine learning with blockchain on specific fields and application areas. The
proposed chapter covers the details of fundamental aspects of a deep learning-based
approach in the integration of blockchain with IoT and 5G cellular networks.

There are several survey articles available that highlight the benefits of the
amalgamation of blockchain to 5G networks, and the authors [8] provide adoption of
blockchain for secure 5G network resource management. The author [7] focused on
the potential of blockchain in Industry 4.0. And further [10] presented the analysis
of blockchain application in handling the privacy issues for smart technology like
IoT, smart grid, healthcare, etc. The author [9] presented blockchain for 5G IoT
applications. Some other researchers presented a systematic survey on D2D caching
techniques for content sharing and 5G networks. Our work is different from others
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as we did research mainly focused on the deep learning techniques for resource
management in the integration with blockchain to address research challenges and
future prospective for cellular networks, edge computing, and IoT networks. The
comparison of this chapter with the existing paper is given in Table 17.1.

1.2 Research Contribution

The proposed work covers all the concepts of deep learning to be applied in
blockchain applications with IoT and 5G cellular networks. Following are the
research highlights of this chapter.

• We presented a review of the existing survey on blockchain-empowered IoT and
5G cellular network services.

• We presented a systematic discussion on the perspective of blockchain using
machine learning and deep learning for resource management in 5G and IoT
networks.

• Based on the study, we outline the open research issues, research challenges, case
study, and further future research directions.

1.3 Organization

This chapter structure is presented as below. Section 1 covers the introduction of
the chapter. Section 2 highlights the overview of the DL existing techniques and
provides a brief introduction to the technologies blockchain, IoT, and 5G. The
generalized architecture and taxonomy for resource management are detailed in
Sect. 3. Section 4 presented the discussion on the open issues, challenges, and
further prospects. In Sect. 5, we presented the case study and finally concluded the
chapter.

2 Background

In this chapter, we illustrate the analysis of existing surveys and provide the current
deep learning solution and application integrated with blockchain in future cellular
networks and IoT. The author in [14] explained the blockchain technology with their
key requirements, consensus algorithms, and blockchain platforms with their pros
and cons. The author [50] provided a detailed study of blockchain in decentralized
blockchain consensus mechanism with BFT (Byzantine fault tolerance) strategies,
other mining protocols, and hybrid protocols. In [13], the author gave a complete
survey on the permissionless blockchain technology and observed the system
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performance, cost of participation, and topologies adopted with design to improve
the efficiency of blockchain technology. Further in [51], the author investigates the
security factors, authentication, privacy, access control, resource utilization, and
quality assurance in blockchain technologies. The authors in papers [52–53, 56,
57] provided the comprehensive view of te application of blockchain technology
in smart cities, edge computing and IoT with increased efficiency, trace ability,
transparency and security of the system at low cost.

In the [59–62], the authors provided the details of the ML approach in WSN,
optical communication networks, SDN, and CRN in 5G networks. Some of the
authors in [53, 58, 64] scrutinize the applications of the DL to provide intelligence in
communication networks and IoT networks. They also provided a review of the ML
techniques for traffic analysis and network controls in communication networks.
In [79–81, 116], the authors addressed the security issues, threats, and machine
learning approach in VANETs, data mining, and detection systems. Further in [90],
the author presented the Leech framework for secure wireless sensor networks.
They also covered critical security issues in monitoring security threats. Further
in [48], the author presented the more secure anonymity-preserving authentication
protocol for blockchain-envisioned global mobility networks. Further other worked
on vision in [54] blockchain to empower more security with accuracy attack
detection and prevention in manets. Nowadays, the machine learning technique
is considered propitious technologies in integration with other technologies. Both
machine learning and blockchain are used with integration in IoT, future cellular
networks, and cloud computing to improve the overall performance. The author in
[71] provides the integration of machine learning for resource allocation in WSN.
Further, we explore the current deep learning techniques and its application and
afterward provide a brief introduction to blockchain, IoT, and future generation
networks.

We aggregated all the acronyms used throughout this chapter in Table 17.2.

2.1 Deep Learning Techniques

DL is the sub branch of ML, where ML is a broader term, categorized into
supervised, unsupervised, and reinforcement learning techniques. Supervised learn-
ing is a technique where we can estimate and then do prediction based on
unknown parameters. The existing techniques used for supervised learning are
Bayes classifier, vector support method, decision tree, random forest, and many
more. The unsupervised learning is opposite to the previous one; they are used in
a heuristic manner. In unsupervised learning data is unlabelled and used to train
the data. Reinforcement learning is a technique that learns from the environment.
Q learning is the most popularly used deep learning technique. Machine learning
is used in several applications: load balancing, spectrum sharing, sensor device
management, channel utilization, energy trading, etc. In [94], the author presented
the machine learning models for the data analytics and a threat model. In [109],
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Table 17.2 List of acronyms

Acronym Description Acronym Description

ML Machine learning DBM Deep Boltzmann machine
DL Deep learning PoW Proof of work
DRL Deep reinforcement learning D2D Device-to-device
DNN Deep neural networks IoT Internet of Things
ANN Artificial neural network SDN Software-defined network
DBN Deep belief network UAV Unmanned aerial vehicle
AEDL Auto-encoder deep learning NOMA Non-orthogonal multiple access
CNN Convolution neural network MIMO Multi-input multi-output
RNN Recurrent neural network PoS Proof of stake
GAN Generative adversarial network FL Federated learning
eMBB Enhanced mobile broadband CRN Cognitive radio network
V2V Vehicle-to-vehicle WSN Wireless sensor network
QoE Quality of experience LoRA Long Range
BaaI Blockchain as an Infrastructure NVM Network virtualization management
FCN Future cellular networks 5G and beyond URLLC Ultra-low latency communication

the author presented the machine learning-based blockchain framework for smart
applications – smart grid, smart cities, healthcare, UAV, etc. – with open research
challenges and future scope. The current accessible deep learning techniques are
summarized in Fig. 17.1 (a, b, and c).

Deep Reinforcement Learning (DRL)
The DRL is the sub-branch of ML that can solve complex many problems. It is
a sequential learning technique that can adjust to the policies and gives rewards
accordingly. They mainly focused on the Markov decision process that consists of
an environment and has a set of agents [14, 15]. Machine learning followed through
deep learning has basic paradigm learning. The agents perform an important role
by applying meaning actions. Further, the action gives feedback to improve the
output action because when the agent interacts with the environmental setup, it
gets rewards as the feedback signal. The main target is to achieve an optimized
solution. Recently this approach gained popularity in a wide range of applications.
The deep reinforcement learning techniques have two main categories: model-based
and model-free [16].

In a model-based deep learning approach, the agent can get access to the model
environment. The environment function helps the agent to predict the probabilities
and transaction states. The agent can predict better choices by understanding the
environment. This approach helps plan policy. The author in [18] presented the
model-based predictive control, where the agent predicts the environment and gives
an optimal solution. The agent learns the environment and prepares new plans after
every interaction in the system. In other [19] research areas, the author used model-
based deep learning to train the agent and use agent experience to give probable
solutions.
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Fig. 17.1 (a) Taxonomy of deep learning techniques. (b) Deep learning techniques. (c) Deep
learning libraries

In a model-free deep learning approach, the agent learns the ground truth and
uses different aspects of the environment. This is the best approach as it is complex
to train the model that can be exploited by agents. Thus, it is more feasible and
can incubate multiple factors for rewards. The main agenda is to train the agent
with the best optimal solution. The deep learning approach attracted researchers
where a large number of possible states can be considered as a feedback output. The
model-free approaches are deep Q networks, Asynchronous Advantage Actor Critic,
deep deterministic policy gradient, and distributed proximal policy optimization.
In [125–127], the authors used a deep learning approach in AI gaming, automatic
driving, and robotics. In [19], the author gave DeepMind solutions for Atari video
games. Further [93] worked on actor-centric mechanism, where different actors
were deployed with different threads of CPU. Thus, it improves the training of
agents in CPU processing. In [84], the author presented distributed proximal policy
optimization. They implemented this approach on multi-threading CPU and apply
different strategies to train the agents. Many other researchers applied the deep
learning approach in solving more complex problems. In paper [128], author
presented a game based agent system, for detecting defeats in the real time multi
agent in game environment. Some authors in [49] presented the deep neural network
for the diagnosis of lung cancer. The deep learning techniques also have a scope in a
variety of applications. In [38, 39], the author presented the applications of deep
learning in price prediction and facial sentiment analysis, respectively. In [128–
130], the authors focused on the Markov decision process to train the switching
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Fig. 17.1 (continued)

policies, routing in networks, tracking control systems, and others in [68] presented
the comparison of RL based algorithms for application scheduling. The ability of
deep learning to work efficiently in high dimensionality makes this more useful in
next-generation computing.
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Deep learning is the more propitious technique in machine learning. Due to its
versatile feature, it became the most demanding machine learning approach in the
current scenario. DL also envisioned a huge success rate in implementing a variety
of applications – natural language processing, blockchain, IoT, future generation
networks, image processing, voice synthesis, smart devices, healthcare, and many
more. The present existing DL techniques are deep neural networks, artificial neural
networks, recurrent neural networks, auto-encoder network, convolution neural
network, deep reinforcement learning, generative adversarial network, and deep
Boltzmann machine network. It is an improved ML approach that requires more
training costs than other techniques. Further, we provide brief details of deep
learning techniques.

Convolution Neural Network CNN can be employed supervised, unsupervised,
and reinforcement learning models. This technique was initially developed for
digital image processing; later on, researchers focus on multiple applications of
CNN. Some presented CNN for the traffic analysis, image classification, network
analysis, resource management, intrusion detection system, TCP protocols, etc. The
CNN model worked efficiently with an in-depth feature of the given problem. It
uses the transfer learning to reduce the training cost and classification time. In [49],
the author proposed the CNN model for deep cooperative spectrum sensing. The
CNN algorithms have interrelated features to learn and train the patterns in the
convolution layers.

Deep Restricted Boltzmann Machine It is an unsupervised deep learning tech-
nique. It consists of visible and hidden layers, where visible layers are conditional
independent of hidden layers. The data input will be given to the visible layer and
trained algorithm. The training model uses the backpropagation model to achieve
gradient contrastive divergence algorithms. The performance of DRBN models
envisions superior performance in various applications – network performance,
robotics, spatial representation, forecasting, etc.

Auto-encoder Deep Learning This technique is an unsupervised DL model. The
working of the auto-encoder depends on the twin-pair model, encoder, and decoder
neural networks. The input data is provided to the encoder and generates output as
mean and variation functions. Auto-encoder DRL model minimizes the error effect
and automatically generates new data samples based on the trained model. It is more
applicable in data security-related models, intrusion detection model, prediction-
related problems, mobile activity tracking, etc.

Recurrent Neural Network This technique is supervised, unsupervised, and
reinforcement learning. This model is based on sequential data modeling because
they work on the principle of the feed-forward network model. This model reported
gradient vanishing problems. Some researchers got success in accomplishment of
RNN model framework for forecasting model in voice precipitation, data flow
analysis in mobile networks, massive data analysis etc.
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Generative Adversarial Network This is an unsupervised DL technique. It
consists of two training models – generative and discriminative model – that target
the data distribution in the trained model and finally estimate the sample and output
the estimated probability. This training model has a higher learning rate and supports
higher parameters. These models are more suitable for migration management in
mobile wireless networks, resource allocation problems, and real-time data analysis.

2.2 Blockchain

Blockchain technology is a distributed ledger technology that can provide an
immutable set of transactions. It is a more secure, reliable, and transparent tech-
nology. All the transactions in blockchain are managed in a tamper-proof ledger. It
also has a consensus mechanism for attaching a new block to the chain. It offers
ample of opportunities to manage untruthful parties by decentralized strategies of
transaction governance. The key features of this technology are decentralization,
privacy, transparency, auditability, and immutability. Due to its potential in various
applications, it gained much attention for mobile networks, cloud computing, IoT,
mobile edge computing, and infrastructure commissioners. Distributed ledger-based
technology [24] used distributed databases for organizing hash tree, with irreversible
and tamper-proof transaction management. Its consensus mechanism ensures the
integrity of the transaction and guarantees the consistency of the transaction. The
consensus mechanism performance parameters are transaction throughput, security,
and scalability that also depend upon application scenarios. PoS, Byzantine fault
tolerance, and PoW are the commonly used consensus mechanisms.

The distributed ledger technology can be benefited for all the upcoming and
emerging technologies. The transparency in the blockchain is the value for both
end-users and the service providers. This is an ideal technology to track the history
of all the transactions that occurred. These features help in a revolutionary change
in improving the current system efficiency and reliability [35]. In the paper [36],
the author presented blockchain as the infrastructure as a service on the cloud
with the feasibility that trade can be done in a distributed manner without being
centrally managed. Further, they incubate BaaI (Blockchain as an Infrastructure)
which managed a tough bond between the service provider and end-user. Thus,
blockchain acts as the backbone in a distributed resource management technique and
keeps the transparent transaction record. In [95], the author provided the evidence
for the use of blockchain and ML amalgamation for efficient energy management
in future generation networks. Few stressed the application of blockchain in the
healthcare sector. In [28, 55, 109], the authors presented habits as a blockchain-
based framework for healthcare services. Some other authors in [115] presented
a blockchain-based automated secure tamper-proof system for cheque clearance
chain: MudraChain.



17 Blockchain- and Deep Learning-Empowered Resource Optimization. . . 451

2.3 Internet of Things (IoT)

IoT is the emerging technology that integrates Internet with objects, called as
Internet of Things. It is a powerful technique that can sense, actuate, dynamic
behavior, better networking. The IoT devices are found everywhere – smart homes,
smart vehicles, smart transport systems, intelligent grids, smart E-health, etc. the
versatility in IoT devices provides numerous applications of IoT in heterogeneous
networks of IoT devices. It has several key features that is highly recommended
for dynamic environment, high power computing devices, and federated system for
secure resource management in IoT networks. The dynamic nature of IoT helps to
work across a large geographical area, but needs more scalable models and low-
latency response time algorithms. It can be integrated with the other technologies –
cloud computing, blockchain, and mobile edge computing – for the deployment of
ingestion bandwidth, processing, and better resource management services. In [47],
the author focused on the workability of IoT in the big data for secure streaming,
data validation, and verification. In [22], the author presented the application IoT in
big data computing. The IoT devices provide a large-scale geographic locality and
can scale up the resources to empower the real-time services of IoT devices. They
can work in distributed decentralized networks and promising technology for future
electronic devices, micro-grids, etc.

2.4 Future Cellular Networks

The 5G is popularly known as the next-generation cellular communication net-
works. The 5G technologies have three broad services: eMBB, URLLC, and
m-MIMO. High data rate at the speed of 10 Gbps, high scalability for mas-
sive machines communication, network silicing, software defined networks, better
network virtualization, device to device communication are the key features of
5G networks. The integration of blockchain and machine learning in 5G cellular
networks provides a great perspective to manage the research challenges in imple-
mentation. In this, we covered the 5G cellular resource management with deep
learning and blockchain technology. In [23], the author presented the systematic
use of AI and ML for 6G communications networks. In [89], the author provided
the expanded scope of 5G revolution for future generation smart applications.

2.5 Generalized Architecture of Blockchain and Deep
Learning

The generalized architecture of amalgamation of blockchain and deep learning
for different application consists of four layers: cloud layer, 5G cellular network
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and mobile edge computing layer, blockchain technology with collaborative deep
reinforcement learning, and at the bottom Internet of Things device layer. All
layers operate with the collaboration of each other. The cloud layer provides the
service function chain and deployed the secure cloud platform. The next layer is
the 5G cellular network and mobile edge computing layer. The service offered is
the covenant distribution of edge clouds, providing blockchain reliable resource
management. It consists of multiple modules – blockchain, controller, network
virtualization module, and multiple edge nodes. It consist of multiple modules:-
blockchain controller, network virtualization module, multiple edge nodes and
blockchain collaborated deep reinforcement learning model. This layer governs
major services like the smart contract, covenant resource reservation, user authen-
tication and secure transaction. This provides the credible and reliable services to
the device and upper layers. The smart device layer consists of the IoT smart device
networks. The device layer handles the multiple device requests and sends request
to the upper layers. This DRL-based architecture manages resource optimization,
network virtualization, and server nodes at different layers.

3 Deep Learning for Resource Management
in Blockchain-Empowered Cellular and IoT Networks

This section presented the current solutions of a deep learning approach in the
integration with blockchain for 5G cellular networks and IoT networks. Deep
learning is the machine learning technique based on artificial neural networks that
have multiple layers between the input and output layers. The deep learning network
trained the data set based on the environment and performs an action based on this.
This has huge potential in problem-solving – prediction, categorization, resource
allocation, classification, speech synthesis, natural language processing, etc. The
process used in deep learning is to perform feature extraction and then do further
classification in various layers. It consist of multiple layers; first layers works on
finding the patterns, second layer works on recognising complex problems then
further layer deal with the optimization solutions. A large amount of data can be
arranged and managed using deep learning. As this is a powerful technique for
high-level feature extraction, it is suitable in blockchain, IoT, and 5G networks
because it can exploit the large amount of unlabeled data using the different deep
learning models. Some existing deep learning models are shown in Fig. 17.1.
Deep Boltzmann network has two layers of neurons, and in [50], the author used
this for network communications. They suggest that the deep learning reduces
the complexity of the complex task. It has great potential with technologies like
blockchain, 5G networks, SDN, IoT, and cloud applications. In deep learning, the
agents learn by themselves and experience the solutions by maximizing the effort in
generating long-term rewards. Its major disadvantage is the large set of data needed
to train and test before use in any application. In [51, 52], the authors presented
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the applications of deep neural networks in various domains. The author in [53]
presented the deep learning for the prediction analysis in IoT networks. Some other
researchers in [56, 57] presented the advanced level deep Q learning techniques.
The further section provides the summarized research done in the blockchain, future
generation networks, and IoT networks using machine learning and deep learning
techniques.

3.1 Resource Management Using Blockchain and Deep
Learning Techniques for Future Cellular Networks

Blockchain has three different types of blockchain: private blockchain, public
blockchain, and consortium blockchain. Table 17.3 showed the blockchain services
in future generation communication networks. A public blockchain is a conventional
approach that allows everyone to participate. The summarised architectural view
shown in Fig. 17.2 provides the integration of Blockchain, IoT, 5G networks
and deep learning techniques. Private blockchain is acquired by some peculiar
conglomerate, and the consortium-based blockchain used permission nodes to
create new blocks. Generally, blockchain has three components – transactions,
block records, and a consensus algorithm. When a transaction occurred, it is
encrypted and signed digitally. The block is packed with a cryptographically tamper-
proof node block. The consensus algorithm helps invalidate the block in terms of
consistency and order. In the future generation, communication network security
is a big issue. So the application of blockchain is considered for secure and
privacy-preserving future networks. Blockchain has the potential to improve the
5G cellular network services. In this chapter, we summarized the detail of the
services offered by blockchain for 5G cellular networks. Table 17.3 provides the
details of the key services of blockchain in 5G cellular networks. The integration
of blockchain in future generation networking communication promises better
services including data sharing, NVM, resource optimization and management,
FL, privacy services, and spectrum management. The main foucs is to provide the
immutable decentralised transparent services of blockchain in the future generation
communication networks.

This section provides the resource in the future cellular networks and discusses
in detail the prospective of blockchain and ML and DL techniques in resource
management in FCN communication.
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Fig. 17.2 Generalised Architectural view of integration of blockchain, IoT, 5G cellular networks
and deep learning techniques

3.2 Blockchain and Deep Learning Application for Resource
Management in IoT Networks

The preeminence of deep learning techniques encourages researchers to develop
more deep learning in upcoming technologies. The author in [48] proposed the
cognitive IoT network with the implementation of Q learning approach of deep
learning. It helped in the optimization of packets transmitted in multiple channels.
This enhances the overall network efficiency in IoT networks. In this paper [58],
author presented DQL based transmission scheduling algorithm for cognitive IoT
and estimated good accuracy. Some authors [59–61] worked on the deep learning-
based approach in spectrum sharing and sensing. Some others researchers worked
on the deep learning techniques for MIMO and NOMA technologies. Similarly,
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others framed the deep neural network for load prediction and balancing in the IoT
networks in [62]. In [63], the author proposed a deep learning technique for spec-
trum management by using primary and secondary users and created an automated
learning platform. Further in [64], a deep recurrent neural network approach was
proposed for channel selection, spectrum access, and carrier sensing. They claimed
the maximization of the network throughput using a deep learning approach. In
Table 17.4, we summarized taxonomy and the application of blockchain-based deep
learning in resource management in IoT networks.

4 Future Research Challenges

The open issues in adopting the ML and DRL approach for blockchain empowered
resource management in 5G future generation networks and IoT networks are
discussed below. The main open challenges are related to the emerging blockchain
technologies and then issues related to the 5G and IoT interoperability; after that,
there is the issue of using ML and DRL techniques with blockchain technology. The
research challenges related to this are given in Fig. 17.3.

4.1 Blockchain Technology

The future generation promising technology blockchain provides a limited number
of nodes in the blockchain networks. So scalability is a major issue in servicing the
blockchain-empowered 5G and IoT networks. We also need consensus protocols
for the validity of blockchain technology. Due to the development in blockchain,
the availability of the standard platform and experts is very less. So we need more
skills to expertise the benefits of blockchain in various application domains. All the
other research issues are discussed below.

The scalability of blockchain in IoT and 5G cellular networks becomes a major
issue, where the lakhs of users need to be served and need to be scaled up. The
blockchain integration with the IoT and 5G cellular future generation networks
needs to be proceeding with high computational capabilities for handling a large
amount of data and transactions. In the paper [124], author addresses the scalability
problem in maintaining resource lanes for sharing lanes and multiple transaction
chain that were also maintained in parallel. So scalability needs to handle the
fast processing of all the transactions in distributed decentralized networks. The
computational power is limited to the resources available in the application domain.
So the scalability of transactions is appreciated when the growing demand of the
user needs independent lanes for transactions. Further, the processing of scalability
in these technologies is still a challenging task. The scalability in hybrid blockchain,
IoT networks, resource lanes, and the hybrid consensus in the emerging technologies
is an open challenge. The various ML models are trained to address the scalability
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issue. The improper handling of the scalability issue leads to the delay in processing
transactions. The present ML and DRL techniques are trained with the limited
capacity data sets that have significantly difficult-to-handle scalability issues. Thus
the more diversified algorithms need to be a frame in this versatile environment to
address the scalability difficulties.

Efficient Consensus Protocols In the blockchain environment, we are having
blockchain consensus protocols in the middle layer of the blockchain environment.
In [125–127], several consensus protocols like proof of learning, PoW, proof of
useful work, proof of training quality, and proof of DL were proposed. The validity
of the assigned work is validated by the validator committee in the blockchain
consensus protocol. Further, the consensus grouping and consensus block will
be sent to the validator to reach a consensus after some iteration. Thus the
complex computation is required to solve these huge hash-based calculations in the
blockchain. In [125], the author proposed the proof of DL to validate the blockchain
transaction and train the data set using the DRL approach. The valid proof of the

Fig. 17.3 Open research challenges and future directions
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transaction block is created only if the DRL model is produced for the same. Further
in [127], the author presented the proof of useful work protocol to validate the
blockchain cryptocurrency using the DRL deployment model. In this, a new block is
mined with a trained model and checked its threshold limit. Thus proper consensus
mechanisms are required to address these growing issues.

Lack of Skills and Experts In the blockchain technology, we lacked the number
of skilled personnel and the researcher worked on various models, architectures and
new frameworks for blockchain application development in different domains. Thus
this affects the popularity of this technology.

4.2 IoT Networks

Heterogeneity of IoT and 5G Data The heterogeneous nature of both networks
has multiple compatibility issues while servicing various applications. The data
generated in IoT networks and 5G cellular networks are heterogeneous and multi-
dimensional so the exact features and information cannot be predicted. Thus, while
training, such data need pretreatment like cleansing, ordering, and preprocessing
because the fusion of this variety of data leads to false prediction. So this plays
an important role in the training of the data set and feature selection for testing
data sets in heterogeneous environments. For instance, smart homes IoT networks
data is generated by sensors and humans; this generated data is used for different
applications, so it must be collected at certain central server. Further that collected
data from different sources can be combined and trained accordingly to able to cope
with other anomalies and more accurate prediction can be achieved.

Scalability Issues The emerging blockchain technology has many scalability
bottlenecks in terms of the number of nodes in blockchain that also constraint the
performance. Some researchers presented the work suffered from huge processing
time for transactions to the nodes in the blockchain due to block size restrictions.
Thus scalability is the major issue while integrating blockchain in versatile growing
IoT networks.

Security and Privacy Issues The large gigantic quantity of data produced by IoT
devices is exposed to the greater threat security and privacy. The integration of
blockchain to IoT networks is also subjected to verification before storing in a public
ledger, and still privacy preservation is a major issue. Some of the research worked
on the lightweight cryptographic algorithms for resource-specific computation and
storage services to ensure data security and privacy in IoT devices. Few blockchain
gateways are proposed for preserving the security of the users in the IoT devices.
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4.3 5G Future Cellular Networks

Heterogeneity The data generated in 5G cellular networks are heterogeneous
and multidimensional so the exact features and information cannot be predicted.
Thus, while training, such data need o pretreatment like cleansing, ordering, and
preprocessing because the fusion of this variety of data leads to false prediction.
So this plays an important role in the training of the data set and feature selection
for testing data sets in heterogeneous environments. The researchers focused on this
issue, and some proposed solutions with a machine learning approach to optimize
heterogeneity in blockchain-enabled 5G networks.

Security and Privacy In 5G cellular networks, utilizing blockchain solution has
major security and privacy issues. The existing solution was badly suffering from
serious security issues. The acceptance of blockchain has various security and
privacy issues; the consensus protocol development needs significant testing before
deployment in real-time 5G cellular networks. Researchers worked on the consensus
protocols that suffered from serious security attacks and also faced critical analysis
of smart contract due to improper code. Thus, security and privacy are open
challenges in the integration of blockchain for 5G solutions against security threats.

Resource Utilization The researcher emphasizes on the efficient uses of resource
scheduling and optimization in the future generation 5G networks. To manage
multiple heterogeneous resources in 5G cellular networks, researches provided a
blockchain framework with machine learning. Few of them gave solutions for
PoW blockchain consensus protocols. The resource management that are assigned
with blockchain empowered 5G networks like device to device communication,
SDN, network virtualization etc needs efficient solutions for coordination between
them. Only a few researchers explored the consensus protocol in this regard. Thus
the quantitative analysis of resource utilization with blockchain-empowered 5G
networks is a sensitive research issue.

4.4 Machine Learning and Deep Learning

The trends of building an intelligent system have made a drastic change in machine
learning and deep learning techniques. Due to the emergence of new IoT networks,
it is really difficult to train machine learning and deep learning technology for a
greater level of abstraction in real-time analysis. Research put their efforts to build
a new system for deep learning to use in blockchain and emerging 5G and IoT
networks.

Interpretability Implementation of DRL models needs proper interpretability to
get a deep insight of particular machine learning model. They need to be trained as
per the policies of the blockchain for IoT and future generation networks to take all
the accurate decisions and predictions. The training of deep reinforcement learning
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techniques needs proper insight into deep learning models for proper prediction.
Deep learning models like ANN, DNN, CNN, and RNN have more difficult-to-
interpret results. New ML and DRL models need to be framed to interpret greater
accuracy. The overall performance of deep reinforcement learning models can be
quantified on parameters like computation power, learning capability, reliability, and
more accuracy. The existing algorithms can be improved with repeated experimental
testing data and training sets.

Training Cost for ML and DRL Techniques The data sets for the experimental
models are required to be trained, but the cost to train the ML and DRL model
is really high in real time data applications. The training is required to keep the
data set up to mark for accurate prediction. The overall retraining of the data set is
the continuous learning process in real-time data environments. The system model
framework needs to be taken for the initial data training process and keep the
learning process in continuous mode for maintaining the accuracy level. Thus the
cost of providing the initial training depends on the complexity of the deep learning
model used for the process as a sufficient amount of data is needed to train for the
testing purpose also.

Lack of Availability of Data Sets The ML and DRL models/algorithms are
completely based on the amount of training data set. The emerging technologies
are subject to the collection of real-time data sets. The artificial synthesis of data
sets is a challenging task as compared to the training of the actual data sets. The
lack of availability of proper data sets for a particular application domain also gives
rise to another major issue that is the uniformity of data sets in heterogeneous
environments.

Avalanche Effect for DRL Approach This is the desirable characteristic of the
secure algorithms that the minor change in the input reflected in output also. The
use of ML and DRL approaches helped to train the system from these vulnerable
adverse security threats. So preprocessing is required before the actual training of
the data. In [132], the author discusses the guarantee to the integrity of input data
set data. Thus the necessary measures need to be taken for the actual data count and
trained input data set to maintain the integrity.

4.5 General Issues

Security and Privacy Issues In the emerging technologies due to the availability
of large data sets, the communication has security and privacy issues. The critical
aspect of this is that the secure blockchain technology is still suffering from attacks
in various application domains e.g. security of ethereum platform breached and
resulted $50 million worth of ether as presented in paper [128]. The consensus
blockchain brought thus serious issues that led to Ethereum platform. The numerous
ML approaches were proposed by the researchers to solve these issues. Some
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focused on intrusion detection and developed DRL-based mechanism to signifi-
cantly solve the security and privacy issue.

Storage Blockchain technology has open research areas because a large amount
of data will be generated by IoT device networks and 5G cellular networks. So
the integration of blockchain in IoT and 5G cellular networks cannot directly use
distributed ledgers. The particular information needs to be stored separately before
transaction verification. The concept to handle the storage requirement is to combine
blockchain with better storage distributed databases that can accommodate a large
amount of data in blockchain block nodes. Some research also proposed blockchain
storage as a service. The block in the blockchain is replicated and needs more
storage space to complete the transaction. That leads to the major concern and
burden on blockchain-empowered IoT and 5G technologies to limit participation
in the blockchain system.

Reliability The nature of ML and DRL algorithms is very sensitive to the change
of data. The prediction mechanism used in adversarial learning changes action and
rewards. Thus the reliability of any model and algorithm depends upon the data set,
and changes lead to change in output also. Even a few changes may lead to a drastic
change in the output prediction. Therefore, the reliability of any model/algorithm
referred to the input of learning algorithms and the further processing of data; their
classification policies change the outcomes. In [129], the author predicts that adding
noise in the trained data set can manipulate the outcome as well. The attackers can
target the ML and DRL algorithms and models based on their feature selection.
They provided that attackers manipulate the input data set with additional features
and they get their desired consequence outcome. In IoT the reliability depends on
the resource allocation policies and the data sets used by particular model.

Multitasking Approach This approach depends upon the complexity of the
specific problem domain. The ML and DRL models need to be trained according
to the specific type of data required. If the preferences in the problem domain
changes continuously, then the solution must contain the reassessment and retain in
the required data model. Sometimes the data model needs to be restructured for real-
time applications like traffic patterns in IoT and 5G cellular networks; the difficulty
arises in training the data and preserving the changes. Therefore, the proposed
model or algorithm must be tested for their multitasking approach according to the
application domain. The complexity of problem domain varies as per the level of
depth might take versatile decisions of specific problem in different applications.

5 Case Study: Blockchain and Deep Learning Technique for
Resource Management in 5G Networks

In this, the author [33] proposed a secure and intelligent framework for next-
generation wireless networks and secure resource sharing and also presented
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a caching scheme. In this, they explore the deep learning to establish secure
content caching scheme. In this, they presented blockchain and deep reinforcement
approach to achieve secure content caching scheme. They illustrate the blockchain
framework for intelligent resource management in 5G networks. They consider
the caching process for D2D by blockchain consortium. In 5G networks, content
caching scheme MBSs are used to collect the transaction records. All local transac-
tion records are sent to the nearest MBSs and stored after completing the transaction.
The DRL technique is used for caching supply and mapping caching resources. The
mapping of caching resources helps in providing bandwidth management between
the devices and MBS centers. The blockchain provides a secure transaction by
guaranteeing the authentication of all the records. All the transaction records are
maintained in the blocks with blockchain and their cryptographic hash to the
previous block. The MBS center has access to all transaction records and is able
to broadcast its audit results. The DRL approach formulated the optimized solution
to the content caching problem in D2D communication. The DRL approach has
three key elements – system, action, and reward. The content caching requests
and content size can be collected by agents that can match the caching pairs and
managed resource mapping. The state in the DRL consists of the <D, C, B> where
D represents the content, C represents the caching resource, and B represents the
bandwidth of the service provider. The action in DRL matches the state space to
the action. After that, the agent received the reward function based on the station
and provides a reward function. The DRL frameworks use deep neural network as
a primary network and utilize the actor to explore the policies and critic network
to estimate the network performance. Thus the DRL helps in training the networks
based on the previous experience and uses the current state and maps the appropriate
state, action, and reward. This DRL approach empowers the resource management
and D2D communication effectively using secure content caching pairing scheme
and maximizing caching capabilities. The working model is shown in Fig. 17.4.

6 Discussion and Conclusion

The current scenario perception provides the evidence that deep learning becomes
the predominant technology. In this chapter, we acquire the extensive view of
deep learning applications in future cellular networks, edge computing, and IoT
networks. We epitomize the deep learning current techniques, deep learning in
resource management, and advanced approaches in future cellular and IoT net-
works. The amalgamation of deep learning with blockchain emerging technology
for future applications has a significant effect. In this chapter, we explore the
opportunities available with the emergence of ML and DRL in blockchain to
empower the FCN and IoT networks. The work is persuaded by the extensive growth
of ML and DRL to future intelligent technologies. In this chapter, we presented
the comparative study of the existing survey in the area of deep learning with
blockchain-empowered 5G and IoT networks. We also provided the background
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Fig. 17.4 Working model of case study blockchain and deep learning technique for resource
management in 5G networks

knowledge of machine learning, deep learning, blockchain, resource management,
IoT, and FCN. Then we provide the taxonomy of the resource management services
utilizing the machine learning and deep learning techniques with blockchain.
Here we focused on intelligent resource management instead of the traditional
approaches. The resource management taxonomy in the FCN is summarized in
Table 17.3 and provides the existing solution with the technology used. The
resource concerned is network virtualization, resource management, data collection
and sharing services, federation learning, and spectrum management. The major
concern is utilizing the issue focused on machine learning and deep learning.
Similarly, the resources that emanate in IoT networks are resource allocation in
vehicular networks, spectrum sharing, content caching, traffic scheduling, QoS,
power allocation, inference management, device-to-device communication, cell
selection, MIMO, NOMA, and traffic mobility patterns. Table 17.4 provides the
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taxonomy for resource management in blockchain-empowered IoT networks. The
integration of ML and DRL techniques for intelligent resource management for
blockchain empowered 5G and IoT networks helps in estimating optimised decision
for large scale versatile and complex networks. The heterogeneity of emerging
technology needs intelligent scalability and efficient, reliable networks. In the end,
we conclude the open issues and research challenges in integrating the ML and DRL
approach with blockchain to empower the 5G future generation networks and IoT
networks. We categorize the open research challenges wrt technological and general
issues in Fig. 17.4. We provide detailed future research challenges in blockchain,
IoT networks, 5G networks, and utilizing machine learning and deep learning.
This study concludes the prospective of ML and DRL techniques in blockchain
empower large scale fully heterogeneous 5G and IoT networks. We also discuss
the case of using blockchain and deep learning approach for content caching in
resource management in 5G networks. Finally, blockchain can be accepted in the
empowerment of blockchain-enabled 5G and IoT network services. The availability
of blockchain uplifts the shape and future of emerging technologies. This chapter
will be helpful for those who study the resource management services in 5G and IoT
blockchain-empowered networks utilizing machine and deep learning approach.
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Chapter 18
Importance of 5G-Enabled IoT for
Industrial Automation

Arpit Verma, Sharif Nawaz, Shubham Kumar Singh, and Prateek Pandey

1 Introduction

The term automation can be described as a technology involved with performing
a process with the use of programmed instructions combined with automated
feedback control to make certain right execution of the instructions. The ensuing
device can run without human intervention [1]. The growth of various industrial
sectors with the usage of the Internet of things (IoT) is at an exponential rate for
the past couple of years [2–5]. Ever since the IoT has become part of this world,
it ensured that the variety of linked devices could be in billions. According to
Gartner, the number of IoT-enabled devices might also additionally attain 24 billion
by 2020 [6], and Statista.com additionally gave a figure that, through 2025, there
could be at least 75 billion devices connected to the Internet. Managing one’s
gadgets and ensuring that everyone has the specified pace and data bandwidth,
telecommunication agencies and other companies have begun investing in 5G, the
brand-new wireless communications era. As we discussed that IoT and 5G would
change many things, now we are discussing what they are.

IoT is a system of interlinked computing devices, mechanical and virtual
machines supplied with specific identifiers, and it can transfer data over a network
without requiring human-to-human or human-to-computer interactivity. IoT is a
concept in which devices are interconnected via various mediums like the Internet
and transfer data among themselves, without human intervention [7].

While in previous generations of mobile technology (consisting of 4G LTE)
centered on ensuring connectivity, 5G takes connectivity to the subsequent degree
by handing over connected experiences from clients’ cloud, it would enhance
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connectivity in underserved rural regions and towns wherein demand can outstrip
today’s 4G technology ability. Mobile app development is also facing various
challenges, and newer development models are proposed for fast growth and a better
experience [8–11]. The industrial world is going through many technological adjust-
ments that grow the urgent demand for excellent services and products, which could
only be provided with the aid of using an excessive degree of productivity. This
process requires engineering systems, computerized manufacturing, and business
automation. Competitiveness is the whole thing to manufacturers, and much-wanted
profits in performance and profitability will be accomplished through an advanced
process of innovations; 5G and IoT, these two technologies play a key role in
implementing this automation. A combination of the above two technologies, 5G-
enabled IoT, is formed, and this technology can take the level of automation to very
higher levels, and it would be very helpful in making drastic changes in various
industrial sectors.

The Internet of Things (IoT) has not been around us for very long. However, there
were visions of machines communicating with each other since the early 1800s.
IoT, as a concept, wasn’t named formally till 1999. By 2013, it had developed
right into a device using more than one technology, starting from the Internet to
wireless communication and from micro-electromechanical systems to embedded
systems. The conventional fields of automation (together with the automation of
city, building, and homes), wireless sensor networks, GPS, manipulate systems, and
others all support the IoT [12]. 5G technology is expected to change the future
of technology; from augmented reality and autonomous vehicles to smart cities
and distant surgery, the ability for 5G uses is sort of unfathomable. Verizon led
the manner in growing and deploying 5G and accelerating 5G innovation [13]. It
may even effectively connect billions of low-complexity IoT gadgets, which include
environmental sensors and utility meters. These IoT devices are commonly delay-
tolerant with a focus on being low-complexity and energy-efficient. To deal with
this IoT segment, 3GPP (Third Generation Partnership Project) keeps conforming
to NB-IoT (200 kHz bandwidth) and eMTC (1.4 MHz bandwidth) to bring extra
abilities and efficiencies. 3GPP Release 16 added support for these technologies to
perform with a 5G core network and in-band with 5G NR deployments – making
NB-IoT (Narrowband Internet of Things) and eMTC (enhanced Machine-Type
Communication) the preliminary solutions for 5G large IoT [14]. This chapter
focuses on why these ultra-high-level technologies are required and why it is a
matter of importance for various industrial sectors. It covers various topics such
as 5G-enabled IoT with industrial automation along with their applications. Every
technology has both advantages and disadvantages; this chapter will describe them
and also about the rumors around the public for these technologies. Lastly, it will
cover the scope of future work with the help of 5G-enabled IoT.
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1.1 Research Contribution

In today’s era, we’re surrounded by the Internet and technology. According to
Statista, in July 2020, there were 4.57 billion active users on the Internet. We know
that 4G is sufficient for everyday use of the Internet, but if we compare it with 5G,
4G has more latency than 5G, and it is not enough for the automation, which we are
going to discuss in this chapter. Seeing this, Verizon is the first company to introduce
5G. It is the most significant contribution in the field of cellular networks because
it will open all the doors of those significant advancements using IoT. IoT devices
connect with the Internet, and if connected with 5G, it can achieve an excellent
data transfer speed. There has been significant work on integrating 5G with various
domains like smart city Phan et al. [15]. Chan et al. [16], provided an excellent
resource for future works on the field.

1.2 Motivation

After seeing the possibilities of such significant advancement using 5G and IoT,
we’re highly motivated to write this chapter. Many network and communication
industries, including some research institutions, indulge in research activities in 5G
and IoT. This encourages us to provide a research contribution toward it. 5G and
IoT, these two technologies can change the entire world in the field of industrial
automation. The scale by which human lives are going to be made more accessible,
productive, secure, and healthy and the need for this to be brought forward by the
masses are what serve as the motivation for this chapter.

1.3 Organization

This chapter is organized in a way so that the reader can get a better understanding of
5G, IoT, and 5G-enabled IoT and its importance in the upcoming industrial automa-
tion. Firstly, there is a section on 5G-enabled IoT. In this section, it briefly described
5G, and its benefits, IoT, and 5G-enabled IoT. After this industrial automation is
discussed, in this section, it is explained why industrial automation is required and
what will happen if these would get implemented. After giving a brief overview
of these topics, applications of 5G-enabled IoT are discussed, such as advanced
healthcare, smart homes, autonomous vehicles, smart city, smart agriculture, and
smart supply chain management. Every technology has some drawbacks; likewise,
5G and IoT have it as well. After all the applications, disadvantages, and rumors are
discussed, and lastly the conclusion, in this section, briefly explained about the crux
of this chapter and scope in the future for these advancements.
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2 Literature Review

5G-enabled IoT and its impact on industrial automation are undergoing outstanding
research all over the world. We have introduced its effect on some of the industries,
along with the ill effects. To put forward concrete facts and figures, we went
through many websites, blogs, and research articles on Google Scholars, IEEE,
ScienceDirect, etc. We found some significant research going on in this field [4].
Comparison of existing literature is presented in Table 18.1.

In an article by Mistry et al. [2], he gives a systematic review and solutions to
the challenges in integrating blockchain with 5G-enabled IoT. He mentions that
the centralized architecture of access control mechanism protocols, etc. are the
challenges to which he provides solutions.

In a paper by Khurpade et al. [17], the author brings forward the requirements of
IoT, which can be fulfilled by the introduction of 5G. It also talks in brief about the
architecture of 5G and its merits and demerits.

There has been significant work on the integration of 5G with various industries
like by Phan et al. [15] in a smart city, autonomous vehicles and Chan et al. [16],
which are currently providing an excellent resource for future works on the field.

3 5G-Enabled IoT

The Internet of Things (IoT) is a system of interrelated computing devices,
mechanical and digital machines, supplied with particular identifiers (UIDs) and
the capacity to transfer information over a network without requiring human-
to-human or human-to-computer interaction. IoT is a concept in which devices
are interconnected via various mediums like the Internet and share data among
themselves, without human intervention.

Though IoT is a relatively new concept and has gained much popularity in
recent years, its primary impression on our daily lives is expected to come after
integration with 5G. IoT devices rely heavily on the connection between them,
as they need to have high standards of data transfer to achieve the best results.
Moreover, connections that are good enough can even open new realms in the world
of IoT, for example, allowing events to occur in real time, etc.

To understand the upcoming upgrades in IoT much better, we should first
understand what 5G means.

5G is the fifth generation of wireless technology, which is meant to deliver higher
multi-Gbps peak data speeds, ultra-low latency, more reliability, massive network
capacity, increased availability, and more uniform user experience to more users.
From the definition, 5G promises a great solution to the current problems of evolving
IoT.

In a paper named “A survey on IoT and 5G network,” Khurpade et al. [17] state
that with the development in wireless technology, we estimate that IoT and 5G can
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combine to shape great surroundings that may satisfy the cutting-edge call for IoT
devices. 5G can alternate the conduct and could help to flourish the growth of IoT
devices. Though it has much to offer to IoT, most of the excitement is around two
specific promises of 5G; they are data transfer speed and greater network reliability.
These are discussed below in brief:

• High data transfer speeds
Centrally, the success of IoT commercially depends highly on its performance.

However, the performance of any IoT system itself depends on the speeds with
which it can send or receive information from other IoT devices, wearables,
mobile devices, tablets, and software in the form of its mobile application, web
portals, or other platforms, and the list continues. With a significant increase
in data transfer speeds by the introduction of 5G, these information exchanges
would be much faster and, thus, would drastically increase the performance of
IoT systems and their commercial success.

• Great network reliability
5G is expected to operate more reliably, creating more stable connections.

Having a reliable and stable network condition will be extremely beneficial
to IoT-based systems. Web applications and other software are highly affected
by the speed of the Internet; that’s why selecting an appropriate development
method is highly recommended. The categories of IoT systems that seem likely
to be most advantageous are the ones designed especially for connected security
and healthcare devices like locks, security cameras, and other monitoring systems
that depend on real-time updates.

4 Industrial Automation

According to the current scenario of competition among various industries, buyers,
as well as sellers, both want to buy and sell the product at the cheapest rate with
the best quality, respectively. To tackle this challenge, industries are manufacturing
products using automated machines. Industrial automation is the use of such systems
as robots, computers, and information technology for managing different processes
to replace humans and errors made by them. The requirement for automation is to
increase productivity, and for a human, it is quite not possible to work 24 hours a day,
but for a machine, it is possible, and also it reduces the cost associated with a human
worker, i.e., wages. As of the current scenario, almost every industry is shifting
toward automation for affordability and high performance and to maximize their
productivity. As you read about 5G-enabled IoT, wireless communication systems
are being commonly used in industrial automation [22].
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4.1 Why Industrial Automation?

There are many advantages of industrial automation as explained earlier; some of
them are listed below:

• Increase in productivity
Automation is the process of manufacturing that improves the production rate

through better control. For mass production, it reduces the time per product
massively with great production quality. It allows the company to run the
manufacturing plant to work for 24 hours a day, 7 days a week, and 12 months a
year. So, for the given labor input, the amount of output is extremely large.

• Minimizes the cost
In almost every type of industry or business, buyers, as well as sellers, both

want to get cheaper deals for the product. So automated machinery minimizes
the effort and cycle times, and it reduces human labor. Thus, the maximum
investment, which was for the payment of employees, gets saved by automation.

• Quality products
When automation is involved in any industry, then the involvement of humans

gets reduced, and the error also associated with them gets alleviated. So, with the
use of automated machines, the uniformity of the product quality is maintained
at any point of the time. As quality performs a major role in any type of industry,
therefore with machines, defective materials will also get easily sorted.

• Increase in safety
Industrial automation can increase the safety level for the employees by sub-

stituting them with automated machines from working in precarious conditions.
Safety measures get more increased when it comes to alarming situations like fire
or any other disaster. In this situation, it would be easier with machines to stop
the work immediately with less loss of goods.

So, with these facts, we can say that industrial automation is highly suggested to
the industries for their better growth in the upcoming situation. There are many
examples associated with industrial automation and 5G-enabled IoT.

5 Industrial Automation with 5G-Enabled IoT

The 5G-ACIA (5G Alliance for Connected Industries and Automation) states that
the fourth level of the Industrial Revolution, additionally termed “Industry 4.0,”
is another level of upgrade in commercial manufacturing which is planned to
extensively enhance the flexibility, versatility, usability, and performance of the
smart factories expected soon. Industry 4.0 integrates the Internet of Things (IoT)
and related services in commercial manufacturing and can provide seamless vertical
and horizontal integration down the whole value chain and throughout all layers
of the automation pyramid. There exist a lot of issues in today’s most popular
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software variant, which is mobile apps and its development. 5G allows software
and mobile development companies to develop enhanced user experiences. This
ultimately increases mobile app efficiency, and users can more easily decide to
retain with an app or to delete it altogether. Connectivity is a key aspect of Industry
4.0 and could guide the continuing developments by supplying effective and
pervasive connectivity among machines, people, and objects. Moreover, wireless
communication, and especially 5G, is a vital method of attaining the desired
flexibility of production, helping new superior mobile applications for workers, and
permitting mobile robots and smart automobiles to collaborate on the shop floor –
those being only a few examples. The following are some examples on which the
effects of 5G-enabled IoT have been explained in brief.

The fourth level of the Industrial Revolution, additionally termed “Industry 4.0,”
is another level of upgrade in commercial manufacturing, which is planned to
extensively enhance the flexibility, versatility, usability, and performance of the
smart factories expected shortly. Industry 4.0 integrates the Internet of Things (IoT)
and related services in commercial manufacturing and can provide seamless vertical
and horizontal integration down the whole value chain and throughout all layers of
the automation pyramid.

5.1 Advanced Healthcare

Corresponding to the exponential growth in population around the world, there is
an increasing requirement for treatment and assistance in the healthcare industry.
This has emphasized the need for technological improvements in healthcare to offer
efficient and low-cost solutions to increasing patients [23]. Ericsson predicts a USD
76 billion revenue opportunity for operators addressing healthcare transformation
with 5G in 2026. As we know that healthcare services are costlier than ever, and
medical diagnosis consumes a large portion of hospital bills, technology might
flow the exercises of clinical tests from a hospital-centric to the home-centric. The
Internet of Things in conjunction with state-of-the-art blockchain technology can
transform the healthcare sector [24–27]. It has considerable applicability in lots of
areas, and healthcare is one of them, but IoT devices used for healthcare applications
require high data speed, long battery life, and a network with very low transmission
delay, and all these necessities of IoT devices may be fulfilled through 5G networks.
With the usage of 5G-enabled IoT devices, there are incomparable benefits that
will enhance the quality and treatment efficiency and decrease cost, time, and labor.
Some of the benefits are as follows:

• Real-Time Remote Monitoring
Chronic disease sufferers experience highs and lows of the body’s parameters,

which include blood sugar levels, heart rate, and blood pressure. Those numbers
are liable to rise to dangerous levels with little warning. These patients typically
visit hospitals between one and four times per year, and this costs lots of money
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and time. According to Anthem, 86% of doctors say wearables, which might be
a normal form of remote monitoring, increase affected person engagement with
their health. Additionally, hospital expenses are predicted to lower by 16% in the
subsequent 5 years through wearables. By using IoT-enabled devices, healthcare
providers can get real-time data of patient’s body parameter continuously, and the
device also compares the previous data of patients with the current data, and if
something abnormal detected, then it immediately sends an alert to the healthcare
providers so that they can review the report and respond accordingly in real time
without physically moving a patient.

• Remote Surgery
Remote surgery, also called telesurgery, is the technology that uses vari-

ous technologies like 5G-enabled IoT, artificial intelligence, robotics, etc. that
enables doctors to perform surgeries on patients regardless of location. The
geographical barrier between surgeons and patients is thus removed. The major
benefit is that patients no longer need to leave their local hospital to get benefit
from specialized surgeons around the world, thus reduced cost and time.

• Connected Ambulance
An ambulance is called when an emergency arises; the paramedics on the

ambulance have little information about the patient’s body parameters. The
addition of technology like 5G-enabled IoT to the ambulance, enables hospitals
to receive information about the patient medical records like X-ray, ECG, glucose
level, heart rate, and blood pressure from the ambulance so that doctors can give
suggestions and are well prepared for the patient. A connected ambulance is very
useful when patients require emergency support in very little time, and during a
traffic jam, it can be a life savior. Connected ambulances have already become a
reality in Barcelona, Spain.

• Elderly Monitoring
5G-enabled IoT solutions enable an aging population to live independently.

According to the United Nations, the number of older people is projected to
double to 1.5 billion in 2050. An assortment of solutions is available for elderly
care through technology intervention [28–32], but 5G will take them all more
effectively. These statistics are enough reason to build a discreet way to take care
of the aging population, and 5G-enabled IoT already makes it less challenging.
Various 5G-enabled devices allow relatives and caretakers to watch over the
elderly and monitor their movements. It also helps analyze their behavioral
changes, order groceries and medicines, give them a reminder to take medicines,
and enable quick alert to the nearest hospitals in case of emergencies.

5.2 Smart Homes

A smart home is a residence that uses Internet-connected devices to enable the
remote monitoring and management of appliances and systems inside the building.
Being a part of IoT, smart home systems and devices often operate together,
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sharing consumer usage data and automating actions based on the homeowners’
preferences. They are equipped with sensors, actuators, and/or biomedical monitors.
The gadgets function in a network connected to a remote center for records
collection and processing. The remote center diagnoses the ongoing scenario and
initiates assistance procedures as required [16]. The technology can be extended to
wearable and implantable gadgets to monitor humans 24 hours a day, both outside
and inside the house. This system relies heavily on the amounts and speed of data
transfer between devices. The expected capabilities of 5G can make smart homes’
whole infrastructure more reliable, efficient, and overall smarter. These are briefly
discussed below:

• High data transfer rates and low latency
In a complex ecosystem of devices like that of a smart home, huge amounts

of data must be shared between devices with a small delay as possible to achieve
real-time responses and automation. This is possible with the integration of 5G.
The huge amounts of data that 5G can carry at once, with such low latencies, can
revolutionize the way these IoT devices interact with each other.

• More reliability
The connection between devices must be reliable enough, or else it may take

down the whole system. If data from one device does not reach the other at a
time, the entire system can collapse and may lead to loss of critical data to such
a point where recovery may be impossible, as these devices are extremely simple
and have very small storage and thus no backup systems. This can be illustrated
with an example. Suppose some implanted device inside a patient recognizes
a critical condition. It sends this data to a device responsible for alerting the
owner. However, due to an unreliable network, this data never reaches the other
device and thus gets lost. Such circumstances can lead to extreme conditions.
Smart homes demand highly reliable networks to avoid such situations, where
5G comes as a great option.

• Connects to a great number of devices
5G can easily connect to a large number of devices at once without losing its

critical features. Therefore, more IoT devices can be brought together to create
great ecosystems for smart homes.

• Cloud-based architecture
As mentioned earlier, these IoT devices are very simple, which have extremely

low computing and storage capacities. However, the amount of data created by
such devices and sensors at a point in time is huge, even referred to by many as
big data. Therefore, as a solution to such data computing and storage demands,
cloud architecture is used. The data is stored as well as processed in the cloud.
The 5G system itself is also anticipated to run on the cloud. Thus, 5G blends in
well with the smart home systems.

Thus, it can be concluded that 5G-enabled IoT is the future of smart homes. Though
smart homes have become a reality recently, their real power is yet to be unleashed.
5G-enabled IoT is the way to utilize the benefits of smart homes to the fullest.
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5.3 Autonomous Vehicles

These days, the vehicle enterprise is experiencing an exponential boom of driverless
features, and this fashion is expected to continue in the future. The autonomous
vehicle is a vehicle that can operate itself and performs all the necessary actions
required without any human interference through its ability and senses. Many
factors make these vehicles a necessary transformation in technology for the
automobile industry. Above all these factors, a major problem is the slow speed
of the wireless connection. Although 4G is rapidly sufficient to share updates or
request rides, it cannot supply automobiles the human-like reflexes. Also, Forbes
published an article in 2018 titled “Autonomous Cars will not work – Until we have
5G.” Autonomous test vehicles of many companies like Uber, Waymo, Tesla, and
Toyota are on roadways in some of the places like Pittsburgh, Phoenix, and Boston.
A recent accident by Uber’s autonomous vehicle raised questions about whether
these cars would be ready for the roads. Yes, it would be possible, and they can
become road-ready only with 5G. The fifth-generation wireless data will be the most
significant data network advancement to date. It is also anticipated to connect nearly
everything around us with an ultra-fast, completely responsive, and exceedingly
reliable network. It may also permit us to leverage the whole capacity of superior
technology, which includes virtual reality, artificial intelligence, and the Internet of
Things (IoT). There are some more benefits of using autonomous vehicles:

• Advantages of Autonomous Vehicles
Autonomous vehicles could provide certain advantages compared to human-

driven vehicles. According to WHO, approximately 1.5 million people die each
year due to road traffic crashes; in this case, the autonomous vehicle can work
as an advantage by increasing safety on the roads. Autonomous vehicles could
probably lower the number of casualties because the software program utilized in
them is in all likelihood to make fewer mistakes in contrast to humans. A lower in
the variety of injuries may also lessen traffic-associated issues, which is likewise
a bonus of autonomous vehicles. Another benefit is removing using fatigue and
being able to sleep for the duration of an overnight journey. It can also help those
who cannot drive due to certain factors like age and disabilities (if any) for them
to use automated cars as a more convenient transport system.

5.4 Smart City

There are many applications of 5G and 5G-like technologies that give features
like ultra-high speeds and ultra-low latency and connect almost every device.
Implementation of smart cities is considered as one of the high-priority application
domains for 5G. Smart cities’ operation relies enormously on IoT, and 5G wireless
networks are a great IoT enabler. A smart city is an urban area connected with
numerous technologies consisting of the Internet of Things and might improve
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Table 18.2 City challenges in developing nations [33]

Governance Economy Mobility Environment People Living

Less metropolis
institutional
capacities

Higher
shortage of
infrastructure

Lack of
public
conveyance

Lack of
resources

Poverty in
urban areas
and inequality

Increase of
slum

Uncertainty in
governance

The deficit in
access to
technology

Higher
shortage of
infrastructure

Scarcity of
water

The deficit in
access to
technology

Violence and
insecurity in
urban areas

The gap
between
government
and governed

Weaknesses
with the
economy and
lack of compet-
itiveness

Pollution Effects of
climate
change

Certain
problems of
urban youth

Fast growth
and urban
sprawl

Uneven
geographical
development

Certain
problems of
urban youth

Fast growth Pollution Menaces to
cultural
identity

Lack of social
services

Lack of social
services

A finite number
of urban-based
industries

Fast growth
and urban
sprawl

Low level of
education

Menaces to
cultural
identity

Uneven
geographical
development

Poverty in
urban areas
and inequality

people’s lifestyle. It generally occupies six dimensions: technology, infrastructure,
management, people, economy, and government. It may sound very complex,
but it is possible; there are many sensors and connected devices which allow
cities to manage and monitor infrastructure, financial systems and transport, postal
service, and many more. Life cycles will be changed once these systems will
be implemented. There would be several benefits, which include transportation,
healthcare services, and smart homes. As discussed, autonomous vehicles, apart
from that, would be an effective traffic management system. As 5G gives high-pace
connections among devices, it might be great for home automation too. One of the
most crucial applications and advantages of the 5G effect on smart cities is the
betterment of a metropolis’ healthcare and security structures. Remote monitoring
or home caring systems can be used to decrease hospitalization rates. There are
more advantages, including social and economic ones, in implementing the concept
of a smart city with 5G wireless technology; they are economic growth, better
quality of life, better environment, excessive job market, safe environment, and
better communication [15]. Table 18.2 describes the challenges faced by developing
nations.

• Privacy and Security Concerns
The large use of smart applications has induced many safety and privacy

issues. The development of extra superior safety models and frameworks is
important and distinctly demanded in each business and educational field. In
smart city scenarios, a few common harms, which include packet interception in
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communication, malware in cellular gadgets and applications, sensitive informa-
tion leakage, hacking on servers, and falsification permission, whether intentional
or unintentional, are the principal purpose of privacy breaches [34–36]. To keep
away from misuse with the aid of using unauthorized persons, good enough and
powerful countermeasures, which include encryption techniques and nameless
mechanisms, and a few novel techniques, different privacy [38], have to be
applied [35].

5.5 Smart Agriculture

Who wouldn’t agree that if there is a sector that human beings need to become
more efficient and advance using all the possible technologies such as IoT, 5G,
AI, etc. it’s the agriculture sector. According to the UN Food and Agriculture
Organization, to feed the ever-increasing population, farmers across the world have
to grow 70% more food in 2050 than they did in 2006. This statistic seems to be
nearly an impossible task for farmers due to the hurdles they are facing like water
shortage, climate change, soil degradation, new species of pests, and various new
crop diseases. To solve all the hurdles that farmers are facing and to fulfill the
demand for foods, farmers have to switch to smart agriculture that uses modern
technologies like 5G-enabled IoT to enhance, automate, improve, and monitor
agricultural processes. 5G-enabled IoT sensors can measure the moisture of soil and
nutrition level, predict the weather, monitor livestock maturity, and generate lots of
data, and this can be used to predict susceptibility to crop diseases so that farmers
act accordingly. Hence farmers who adopt smart agriculture can optimize traditional
farming and increase their productivity and speed of operation. Krishna et al. [38]
proposed a wireless robot that is geared up with numerous sensors for measuring
distinctive environmental parameters. The main features of this novel intelligent
wireless robot are it can execute duties such as scaring birds and animals, moisture
sensing, spraying pesticides, moving forward or backward, and switching ON/OFF
motors. The robot is equipped with a wireless camera to screen the activities in
real time. Smart agriculture has numbers of benefits; let’s understand how it will
improve agriculture and in which step of agriculture it can be implemented:

• Irrigation System
It is one of the most important steps in agriculture because crops need a

controlled amount of water at different intervals. To optimize it, 5G-enabled
IoT devices and sensors can get data like soil moisture, humidity, predicting
the weather, etc. and use it to analyze how much water to supply and at which
interval. According to researchers at Chile’s UCSC University, the integration of
remote sensors around farming areas has reduced the volume of water used by
70%. Rao et al. [33] proposed an embedded based automated irrigation machine
that observes the moisture and temperature variations across the crop area and
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automatically switches ON the motor, and after the required volume of water
supplies, it turns OFF the motor.

• Drilling, Seeding, and Spraying
In traditional farming, drilling and seeding are done by hand, which causes

a poor distribution of seed and low productivity compared to using 5G-enabled
IoT devices that use sensors to detect specific depth before seeding and ensure
that seeds are covered properly by soil. This saves them from birds or being
dried up due to exposure to the sun and improves crop yield. Lorain et al. [39]
proposed a model of vehicle that will sow the seed by moving around the field.
After finishing the seed sowing process, the vehicle will return; it provides the
water pumping when the soil seems to be dry. The vehicle uses a soil sensor to
monitor the humidity and temperature of the soil. Side by side, it provides good-
quality pesticide, spraying, and fertilizer spraying. To prevent the plants from
over fertilizers, the time delays are set using the relays. It also provides a special
function, which picks out the unwanted grass from the soil.

• Fertigation
It is the injection of fertilizers into the irrigation system used for water

amendments and soil amendments. With the help of 5G-enabled IoT sensors,
farmers can remotely decide volume and how many fertilizers are injected.
Farmers can also monitor soil parameters like fertilizer concentrations, pH value,
nutrition, etc. and adjust them using sensors.

• Crop Monitoring
Crop monitoring is a very challenging and costly step, but with advanced

technology devices like drones, which are equipped with many sensors and
cameras to expose issues like plant disease, fungus, and soil variation in real
time, farmers can manage their crop for better yields. Decision support systems
for the prediction of various crop disease and solid waste management can also be
benefitted from fast sensors and the Internet. Reinecke et al. [40] have proposed
the usage of drones for the improvement of crop quality. This might facilitate
the farmers to increase their production by sleuthing the loopholes in advance.
The crops can be managed by cameras connected to the drones to observe water
shortages and harmful pests.

5.6 Smart Supply Chain Management

Supply chain management (SCM) is a process and entities consisting of factories,
suppliers, distributors, and retailers concerned with fulfilling a customer order and
maximizing customer value. Supply chain management’s function is to maximize
the surplus that is the price paid by the end customer minus all of the expenses
incurred during the supply chain [41]. Internet of Things offers a wide range of
connected reality gadgets, benefiting all types of businesses and services.

Benefits of 5G and IoT in supply chain are depicted in Fig. 18.1. Supply chain
management is one of the most important beneficiaries of this interconnected
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Fig. 18.1 Benefits of 5G-enabled IoT in SCM. (Credits: https://www.scnsoft.com/blog/
connected-supply-chain-top-questions-answered)

system. In supply chain management, 5G-enabled IoT offers many benefits like
tracking and authenticating products and shipment in real time, monitoring storage
conditions like temperature and humidity, and adjusting them according to the
product requirement, which will enhance management throughout the whole chain.
To utilize these benefits, Arumugam et al. [42] propose a smart logistics solution that
encapsulates logistics planners, smart contracts, and condition tracking of the assets
within the supply chain management area. Some of the benefits that are provided by
5G-enabled IoT in supply chain management are:

• Real-Time Monitoring
To reduce spoilage of some goods like medicines, chemicals, and foods that

require ideal temperature, various IoT devices are used to monitor environmental
elements like temperature, exposure to an atmosphere, light intensity, and
humidity and automatically adjust to the ideal environment condition required
by the products or even trigger an alarm so that employees can act accordingly.
It can also keep track of the availability of the product in warehouses as well as
their locations in warehouses or transit.

• Unparallel Transparency
Transparency of the supply chain and the enterprise method enables us

to put up the belief and reliability of the trademark and creates a unique
image of the trademark. With the use of 5G-enabled IoT devices, the clients
can without problems get a clear vision of how a product is produced, is
processed, and gets to the market. Security and transparency can be achieved
in different domains through efficient deployment of blockchain technology
[26]. To demonstrate traceability and transparency in supply chain management,
Caro et al. [43] presents AgriBlockIoT, a blockchain-based traceability solution

https://www.scnsoft.com/blog/connected-supply-chain-top-questions-answered
https://www.scnsoft.com/blog/connected-supply-chain-top-questions-answered
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for agri-food supply chain management, capable of seamlessly combining IoT
devices generating and consuming virtual data alongside the chain.

• Improve Contingency Planning
The efficient use of 5G-enabled IoT devices can be made for tracking and

route planning to easily identify the delay points for the goods in transit. Real-
time data transfer technology will make it easy to make plans and alternate
solutions for unexpected situations that may come up in practical situations.

• Improved Segmentation
An IoT device generates lots of data, and through these, retailers and supply

chain managers segment products by targeting customers and hence increase
profit. Thanks to advanced technologies like IoT, AI, and cloud computing,
through which company stakeholders will have a good understanding of what
types of customers are attracted to what type of product, this will ensure the
main motivation of supply chain management, i.e., customer satisfaction, and
maximize surplus.

6 Disadvantages and Rumors

Any revolutionary technology has to face wild rumors and incorrect facts, and 5G-
enabled IoT is no different. There has been concern growing about 5G being highly
hazardous to nature as well as human health. However, those facts are mostly invalid
and void. They will be briefly discussed in this section. However, we do not state that
this technology comes with absolutely no faults or disadvantages. There exist some
disadvantages currently, but they may be resolved in the future. Firstly, talking about
the existing disadvantages, they can be summarized in the following two points.

6.1 Expenditure on 5G

The current bandwidth in which 4G operates (3 kHz–6 GHz) is getting saturated as
more and more devices are coming online, and thus, 5G plans to use the shorter
wavelength bandwidth of 30–300 GHz. However, these high-frequency waves
tend to have very low piercing power and, therefore, get absorbed quickly in the
surroundings. The solution to this is to build smaller network transmitters, in large
numbers, placed very close to each other around the city. The model is depicted in
the image below.

However, this demands a whole new infrastructure in the cities. Building a large
number of smaller cell towers around the city will be very expensive and time-
consuming. The time expected to change the infrastructures of current cities at such
massive levels throughout the world can be easily over a decade. Moreover, the
longer the project, the higher the investments. To add to it, most of the devices we
currently use, and which can use wireless technologies, would be incompetent to
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Fig. 18.2 Expected 5G infrastructure

5G, and thus, all of them need to be replaced with new ones, hence adding up to the
already high costs of this technology. Expected 5G infrastructure is shown in Fig.
18.2.

6.2 Security Concerns

Since 5G and 5G-enabled IoT are newly emerging ideas, the security and privacy
concerns have not yet been resolved. 5G requires a convoluted infrastructure. When
combined with IoT, it demands a highly complex digital ecosystem. However, a
complex system results in greater security challenges. The high-speed data transfer
abilities of 5G can easily be exploited by malicious attackers. The strength of 5G-
enabled IoT can be abused by attackers to pose security threats. There are chances
that distributed denial-of-service (DDoS) assaults will possibly increase, as 5G will
enhance IoT’s participation in real-time company systems. And IoT is developed at
the old client/server model, with old reliability mechanisms. 5G technology is built
upon the extensive use of virtualization. It also uses the containerized systems (as
it is expected to run on the cloud). This combination highly widens the gamut of
options that attackers can exploit.
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6.3 Rumors

There have been many rumors about the ill effects of 5G. Most of them arise because
5G will use very-high-frequency carrier waves, with a significant increase in the
number of network transmitters expected around the cities. Another fact that leads to
fake rumors in the case of 5G is that the frequency at which it will operate is similar
to the frequency which microwave ovens use to cook food. This has become a cause
of discomfort for the end-users as they think that these waves will cook up their
organs, similar to how microwave ovens cook food inside it. However, there is no
truth in such statements. A basic understanding of radiation is required to make such
fears void. Though the frequency range of both the waves is similar, a microwave
oven gets its ability to cook food from the power output it can generate. A modern-
day microwave oven can generate power anywhere between 500 and 1000 watts.
This comparatively massive power is what enables the microwaves to boil up the
water molecules inside food particles. On the other hand, our smartphone or other
modern-day IoT-enabled devices can barely generate power anywhere near 1 watt.
Thus, the fearful fact about our organs getting cooked up has no validity.

7 Case Study: Cloud VR Services

Virtual reality (VR) refers to software-generated simulation in which anyone can
experience and interact with an artificial 3-D environment with the help of electronic
gadgets. This technology can be integrated with many other industries to bring the
most out of each, some examples being, in healthcare, allowing tasks like remote
surgery; in gaming, giving an immersive experience to the players; and in the
automobile industry, allowing engineers to experiment easily with the design and
build of any automobile before commissioning expensive prototypes, to name a
few. However, to make the aforementioned tasks a possibility, there is a need for
cloud-based VR services. The following is a case study on the launch of cloud VR
services, a possibility using 5G-enabled IoT. [The following facts and figures were
produced by Huawei at the 10th Global Mobile Broadband Forum. Source].

The operators who shall provide cloud services for VR can enjoy great oppor-
tunities in the market. Carrier serviceable addressable market (SAM) is expected
to reach more than 93 billion USD globally by 2025. It is estimated that cloud-
based infrastructure can reduce the cost of VR equipment by 70–80%. This will
considerably increase the demands for VR hardware as their cost is a major
disadvantage in their widespread use among common masses. Required network
performance is shown in Table 18.3.

The network architecture for cloud-based VR services demands end-to-end
public networks connected to cloud-based GPUs (graphics processing units). The
latency allowed for the 4 k resolution (H 265) in VR is less than 16 milliseconds.
Such low latency is almost impossible to achieve with the previous generation
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Table 18.3 Required network performance

2 K resolution (H 264) 4 K resolution (H 265) 4 K resolution (H 266)

Latency <20 ms <16 ms <10 ms
Speed 20–50 Mbps 50–200 Mbps 200–600 Mbps

of wireless technologies, as the average latency of a 4G network is around
50 milliseconds and the best it can do is up to 20–30 milliseconds. Thus, the
architecture highly demands a network with ultra-low latencies. This is where 5G-
enabled devices come into the picture as even 5G-enhanced mobile broadband can
reach latencies as low as 4–5 milliseconds and the 5G-URLLC (Ultra-Reliable Low-
Latency Communications) systems can achieve latencies as low as 1 millisecond.
Hence, the latency requirements of cloud-based VR services can only be fulfilled
by 5G-enabled devices.

Talking about the data transfer rates required for such a system to work
flawlessly, gadgets on previous generations of connecting technology cannot be
satisfactory. This is because, for 4 k resolution (H265) in VR, the required data rates
range from 50 to 200 Mbps. However, 4G has average download speeds between 5
and 12 Mbps, and the peak of the transfer rate possible is 50 Mbps. Therefore, there
is a call for 5G’s high data transfer speeds. The peak speed of 5G can reach up to 20
Gbps, and even the average data transfer speeds can easily reach 100+ Mbps. Thus,
this requirement of the network architecture for cloud-based VR services can only
be met by 5G.

8 Conclusion and Scope of Future Work

In this chapter, we had briefly introduced the impact 5G-enabled IoT will put on
industries and industrial automation. Industrial growth has known no limits in the
last few years, but we have only included those categories which are expected to go
through a major revolution with the advent of 5G and its integration with IoT. 5G-
enabled IoT is expected to make healthcare much more advanced, bring usable self-
driving vehicles closer to reality, and evolve many typical industrial products and
systems into their smarter versions, like smart homes, smart cities, smart agriculture,
smart supply chain management, etc. All these mentioned changes have been briefly
discussed in the chapter. The capability to carry large amounts of data with ultra-
low latency, which 5G boasts of, is what increases the expectations and hype around
the industrial growth in the upcoming years. 5G promises to bring a greater number
of devices, including the IoT devices on board, which has created a hype around
automation in the future.

However, not only the positives but we have also talked about the negatives of
the upcoming technology. It requires a serious input of money to make 5G even
a reality. The fact that most current devices will have to be replaced itself makes
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the very technology time-consuming and something to expect only in the distant
future. Moreover, the benefits of 5G are very easy to be abused, and malicious
attacks are certainly expected to increase manyfolds. Nevertheless, the evolution
in the industries which is expected is worth the troubles needed to fix or compensate
for the disadvantages. Rumor has it; this technology is going to have severe health
issues for humans as well as other living beings; however, we have discussed some
of them, which are fake and just the result of lack of scientific knowledge in common
folks.

As 5G is still a concept on paper, there is a huge scope for further research
to bring it to reality. The fact that current IoT devices will need to undergo
modifications to become compatible with 5G opens many doors for further research.
Moreover, it is not practically feasible to discuss all the industries that will undergo
major evolution in a single chapter. Thus, some more sections need to be explored.
There is a major need for research to compensate for the disadvantages of 5G
architecture. There can be papers proposing cheaper or more efficient models for the
infrastructure of 5G cell towers in cities. The security of the 5G-based architecture
currently demands lots of research to make it practically usable.

Through this chapter, we have tried to bring together and discuss all the major
developments in the aforementioned technologies, as predicted by the rigorous
research going on all over the world. The readers can get an estimate or a peek-
look at the revolution that is to come due to the advancements in wireless technology
(5G) and its integration with the Internet of Things (IoT). The chapter introduces the
reader to the world of 5G, IoT, as well as 5G-enabled IoT and achieves its primary
goal, to bring out the “importance of 5G-enabled IoT for industrial automation.”
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Chapter 19
Blockchain Based Framework for
Document Authentication and
Management of Daily Business Records

Prakrut Chauhan, Jai Prakash Verma, Swati Jain, and Rohit Rai

1 Introduction

Documents exist of various kinds such as financial papers, identification documents,
historical records, etc. With the advent of digitization, softcopies are replacing the
hard copies for most purposes. While digital documents have a lot of advantages,
there are some challenges associated with them as well. The issues are that digital
documents can easily be modified, forged, altered, and tampered. It becomes
difficult for individuals and organizations to ascertain the authenticity of digital
documents [10]. The main challenges involved in the authentication of digital
documents arise due to the widespread use of document manipulating tools, the
need for intermediaries, the opaque authentication process, and the cost involved
[12]. Thus, there is a need for a novel approach for authentication and verification
of documents.

Manipulation of Digital Assets There are several software and tools that people
with basic computer literacy can use to alter or modify digital documents. Individu-
als with malicious intentions also use such tools to forge and manipulate documents.
It is difficult for other people to determine the authenticity of such documents.
Sophisticated tools are required to expose the manipulation. Therefore, it is a tough
challenge to authenticate and verify digital documents [4].
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Need for an Intermediary As documents are frequently exchanged on the Internet,
it becomes challenging for individuals and organizations to determine the owner-
ship, source, and authenticity of a document [17]. Thus, organizations often hire
an intermediary that performs the task of authenticating and verifying them for
the organization. Without an intermediary, an organization would have to spend
considerable resources to perform mundane tasks for confidential documents [22].

Lack of Transparency The authentication and verification process is generally
not very transparent. The individual or organization has to trust the intermediary.
There is hardly any information about the process and rules that were followed to
authenticate and verify the documents [20].

Cost Ineffectiveness Every organization deals with a huge number of digital
documents, many of them need to be validated by the organization, and they have
to respond to verification requests. These are ordinary tasks, but they are required to
be performed frequently due to large numbers of documents that need verification.
The organization would either hire a third party to perform these tasks or spend its
own resources, both of these methods are cost-ineffective.

The proposed decentralization application addresses these challenges. The
issues regarding document authentication have been addressed by leveraging
the blockchain technology [3]. The immutability of blockchain prevents the
manipulation of documents, and the decentralization of blockchain eliminates
the need for an intermediary, hence adding transparency.

The paper contains seven sections. Section 1 gives the introduction to this article
(the need, findings, and the proposed system). Section 2 discusses the related work
on the domain of blockchain (different approaches, findings, and analysis). Section 3
presents our model and the methodology adopted in our approach, Sects. 4 and 5
go about our implementation strategy for the prescribed blockchain model, while
Sect. 6 comes out with the results obtained. Finally, Sect. 7 concludes and proposes
future research of the article.

2 Related Work

Blockchain technology has been used for authentication of documents such as
educational certificates, birth certificates, and identity documents. As per the
needs and use cases, different blockchain platforms and methodologies have been
implemented to cater to different needs [15].

Blockchain Based Identity Verification Model Hyperledger Fabric blockchain, a
private permissioned blockchain, is used in this paper to facilitate the verification
and storage of identity documents issued by the government. The front-end interface
is built using HTML, CSS, and PHP. Node.js is used for the middle-tier, and
Hyperledger is the underlying blockchain.
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Developing Ethereum Blockchain-Based Document Verification Smart Contract for
Moodle Learning Management System A smart contract is developed to store
certificate details on the Ethereum blockchain. Ganache, a personal Ethereum
development tool, is used as the local blockchain. Smart Contract is developed in
Remix through Solidity programming language. Using the web3 library, the details
of the certificate are directly taken from the Moodle System. The smart contract is
deployed on the Ethereum Ropsten Test Network.

Tamper Proof Birth Certificate Using Blockchain Technology This paper proposes
the use of BigchainDB to store birth certificates using IPFS. The solution allows the
user to login by generating a BigchainDB key pair and RSA key pair and storing the
user details on the blockchain. The issuing authority adds the birth certificate based
on the user’s phone number.

Proposing a Blockchain-Based Solution to Verify the Integrity of Hardcopy Doc-
uments The proposed solution to verify hardcopy documents consists of four
key components—barcodes, cryptographic hashing, digital signatures, and optical
character recognition. The solution design has two main processes—generation and
validation. In the generation phase, first, the text in a document is encoded and the
metadata is stored on the blockchain. Its unique id and public key are encoded in
a barcode, and the barcode is added to the bottom of the document. The hardcopy
is generated. During the verification phase, the hardcopy is first scanned and, using
the barcode, the metadata is obtained from the blockchain. Using optical character
recognition, the text is generated and its metadata is compared with that stored in
the blockchain.

A Permissioned Blockchain-Based System for Verification of Academic Records
This paper presents an end-to-end solution to transmit and verify academic records.
The system architecture has two main components—a web application layer and
blockchain application layer. Hyperledger Fabric and Hyperledger Composer are
used along with Google Cloud to host the web application. The implementation is
divided into two—transcript request and validation process.

Table 19.1 shows the comparative analysis of the different approaches discussed
in this section.

3 Blockchain Technology for Document Authentication

Blockchain, as the name suggests, is a “chain of blocks” based on the peer to peer
technology. It is an immutable time-series record of data that is not managed by
a single entity but a cluster of computers. Each block in the blockchain contains
data related to transactions and linked with others through cryptographic rules [5].
In a blockchain network, every participating entity holds an independent copy of
the blockchain and updates its copy as per the underlying consensus algorithm of
the blockchain network. Blockchain was invented by Satoshi Nakamoto, and the
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Table 19.1 Comparison of different approaches

Ref Objective Methodology Pros Cons

[13] Blockchain Based
Identity Verification
Model

Hyperledger
blockchain along
with IPFS is used to
store identity
documents

Entire file is stored
by using the Inter
Planetary File
System

Every time n

individual or an
institution wants to
verify the document,
they have to be added
to the Access Client
List

[8] Developing
Ethereum
Blockchain-Based
Document
Verification Smart
Contract for Moodle
Learning
Management
System

MOOC Course
certificates are
generated and the
details are stored on
Ethereum

The certificates are
generated
automatically

Other different types
of documents cannot
be verified by this
methodology

[23] Tamper Proof Birth
Certificate Using
Blockchain
Technology

BigchainDB is used
to store birth
certificates using
IPFS

Every user can
control who can
view the birth
certificate

Document can only be
shared via blockchain
technology

[16] Proposing a
blockchain-based
solution to verify the
integrity of
hardcopy documents

Documents are
verified by using
barcodes, hashing,
digital signature,
and OCR

Even hardcopies can
be verified using this
method

Use of barcodes limits
the size of the
documents that can be
stored

[2] A Permissioned
Blockchain-Based
System for
Verification of
Academic Records

Academic records
are stored on
Hyperledger Fabric

Web application
allows users to
perform transactions
without actually
joining the network

Students need to
request the university
every time to send
their documents

technology came into light in 2008 when a paper about Bitcoin was circulated. The
identity of Santoshi Nakamoto is unknown, and it is speculated that it could be a
group of people or an individual. Bitcoin is a cryptocurrency based on blockchain
technology. The popularity of Bitcoin led to the widespread use of blockchain
technology for various purposes. Over the years, different types of blockchain
networks have emerged and this technology is being used to solve different problems
across domains due to inherent characteristics of a blockchain network.

3.1 Key Features of Blockchain Technology

Blockchain’s success has been primarily due to the three key features of this
technology.
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3.1.1 Decentralization

The Internet largely works on centralized technologies. Most popular services use
the client–server model where data stored in centralized databases is owned by
private entities. This centralized model has several drawbacks. Firstly, because the
system is centralized, it can be prone to attacks that can lead to the failure of the
entire system. Secondly, the owner can shut down the system at their will, and data
could be lost or corrupted permanently. The blockchain network is decentralized,
and no single entity controls it. All the participating entities on the network are on
the same hierarchy, it does not have a single point of failure, and also it cannot be
shut down at the will of an individual. Since the data is replicated by each entity
in the blockchain network, the risk of data loss or corruption is negligible. A 51%
attack is needed to take over a blockchain network, and experts believe that it is
virtually impossible in the present scenario [21].

3.1.2 Transparency

With public addresses on blockchain, all transactions are viewable to everyone
on the network and it provides a fully auditable and valid ledger of transactions.
Blockchain does not compromise security and privacy for transparency. Blockchain
provides anonymity by securing a person’s identity through private keys. Private
keys also ensure security [6, 7]. Encryption and cryptography ensure that blockchain
is secure enough to handle financial transactions and also elections [24].

3.1.3 Immutability

The records and transactions on the blockchain network are immutable, which
means that an appended block cannot be altered. This feature makes blockchain
valuable for multiple applications. If a hacker alters one block, subsequent blocks
need to be altered because all the blocks are linked through cryptographic hash
functions. Also, changes in one copy of blockchain will not do any damage because
all the entities in the blockchain hold a copy of the same. It ensures that once a block
has been added to the blockchain and approved using the consensus mechanism, it
cannot be altered or modified [9].

These three features have increased the utility, efficiency, and significance of
the blockchain technology for a wide variety of applications. The description of
blockchain characteristics and their applicability for document authentication and
verification is shown in Table 19.2.
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Table 19.2 Blockchain features for document authentication and verification

Characteristic Description Applicability

Decentralization No single entity controls
the network

Ensures that platform is fault tolerant
and less prone to breakdown

Transparency With public addresses
and transactions, all
activity is auditable

Leads to trust between the
authenticating and verifying entities

Immutability Anything once written on
the blockchain cannot be
altered

Ideal for documents of permanent
nature such as birth certificates and
university transcripts

3.2 Types of Blockchains

Blockchains can be primarily categorized into four categories based on how the
nodes can join the network, the need of the application, and the nature of the
participating entities. The choice of the type of blockchain to use primarily depends
on the application. Conventionally, public blockchains are used by organizations
whose key focus is on transparency, while private blockchains are used by private
companies. Consortium blockchains are used when multiple organizations are
collaborating, and hybrid blockchains are ideal for business models that want to
use the features of both private and public blockchains.

3.2.1 Public Blockchain

This type of blockchain is truly decentralized because it is permissionless and
unrestricted. Anyone with Internet can access and join the network and perform
all the different tasks like mining, auditing, and performing transactions. Public
blockchains ensure transparency and thus build trust amongst the participating
nodes. These can be used for applications such as fund-raising and voting. The
largest and the most popular blockchains—Bitcoin and Ethereum—are public
blockchains.

3.2.2 Private Blockchain

This blockchain network is a restricted version. There are network administrators
who control participation in it by granting permissions. This type of blockchain
network is usually smaller and is used by industries or entities such as banks and
private corporations that want a higher level of control. These blockchains are faster
and scalable. They are usually used for internal use cases such as supply chain
management. Hyperledger Fabric is an example of a private blockchain network
[11].
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3.2.3 Consortium Blockchain

It is a semi-decentralized network that is managed by multiple organizations. Role
and rights related to a node are governed by a group of nodes. These blockchains
are ideal when various organizations are collaborating for one task. They can be
used by organizations that are collaborating for research, group of banks, and
inter-governmental organizations. Corda and Quorum are examples of consortium
blockchain [18].

3.2.4 Hybrid Blockchain

It is a combination of a public and private blockchain, combining the features of both
types. It provides the flexibility to keep some data public and some data private. This
type is gradually getting more popular for use cases that require the features of both
private and public blockchains. It can be used to semi-restricted environments such
as financial markets. Dragonchain is a popular hybrid blockchain.

These four types of blockchain networks have certain advantages and disad-
vantages in terms of transparency, scalability, security, and reliability. Restrictions
may reduce scalability and fault tolerance while protecting privacy. Public networks
offer more scalability and reliability. The choice of the type of blockchain network
depends on the nature of the use case and the organization.

3.3 Working of a Proposed Blockchain and Consensus
Algorithms for Document Authentication

There are various consensus algorithms that facilitate the coordination of all nodes
in a blockchain. The most widely used consensus algorithm is Proof of Work
(PoW) that is implemented by Bitcoin and Ethereum. In this algorithm, each entity
(node) in the blockchain network preserves a copy of the blockchain network
and communicates with other nodes to ensure that all the nodes have the same
version of the transactions data. A new block is created periodically to record the
transactions. The process of creating new blocks for updating the transactions is
termed as mining. Mining is an integral part of every blockchain that is based on
hash functions.

Since hash functions are one-way functions, all the nodes try to guess the input to
generate the particular output. The node that first solves this hash function adds the
new block to the blockchain. Solving this hash function is simply a method of hit
and trial; due to the complexity of hash functions, it consumes a lot of computational
power and electricity. The newly mined block broadcasts the updates to all the nodes
in the blockchain. The other nodes verify the transactions using the hash function
for verification of newly mined block. Once verified, all the nodes update their
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Fig. 19.1 Working of a blockchain

blockchain by adding information about the new block. A node will not be able to
add an incorrect block because of the verification by all the nodes in the network. To
attack the integrity of such a blockchain network, one would need more than 50%
of the network’s computing power, which is highly unlikely in actual blockchain
networks like Bitcoin and Ethereum. Figure 19.1 shows the working of a blockchain
network.

There are other consensus algorithms as such Proof-of-Stake (PoS) and Proof-
of-Authority (PoA) [14]. As per the Proof-of-Stake algorithm, nodes lock a certain
number of their coins as a stake in the network. The number of locked coins affects
the chances of being selected as the node that adds the new block. The larger the
stake, more the chances of being selected; however, this is a pseudo-random process,
so the wealthiest node will not be selected every single time. Proof-of-Authority
works similarly like Proof-of-Stake, but instead of staking coins, the nodes stake
their reputation. In this algorithm, there are some nodes that are validators and
only these validators can add the new blocks. The validators are incentivized to add
the correct transactions because a negative reputation affects their authority in the
network. In all the three algorithms, the nodes are incentivized to select the correct
transactions because incorrect verification causes a loss of resources in the case of
PoW, loss of coin in the case of PoS, and loss of reputation in case of PoA [1].

4 Introduction to Ethereum

Conceptualized in 2014 by Vitalik Buterin, Ethereum is a public, decentralized,
programmable blockchain. Its native cryptocurrency is called Ether and is repre-
sented as ETH. The Ethereum community is the most active and largest community
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Table 19.3 Comparison of different blockchains

Characterisitc Ethereum Hyperledger Corda

Platform Generic blockchain Modular blockchain Specialized for Financial
Industry

Governance Ethereum Developers Linux Foundation R3

Consensus Ethereum Developers Broad understanding
of consensus

Specific understanding of
consensus

Mode of
operation

Public Permissioned Permissioned

Smart
Contracts
Language

Solidity Permissioned Kotlin, Java

in the world. One of the primary reasons for the massive popularity of this open-
source platform is that it enables the development of decentralized applications
also called dapps. This is facilitated by smart contracts that allow the dapps
to be executed on the Ethereum network through Ethereum Virtual Machine.
Decentralized applications, as the name suggests, do not execute on a centralized
single machine but run on a decentralized blockchain network. These are basically
open-source software based on blockchain technology. A comparison of different
blockchain platforms is shown in Table 19.3.

A contract has certain conditions that need to be fulfilled by participating
parties. A smart contract is executed automatically when the necessary requirements
are fulfilled. Smart contracts are basically written as code and committed to the
blockchain. The code is executed when the events specified in the smart contract
are triggered. Simply put, a smart contract is a piece of code running on Ethereum.
These are written in the Solidity programming language. A smart contract allows
the dapps to connect to the blockchain.

4.1 Ethereum Virtual Machine

The runtime environment for the smart contracts in Ethereum is called the Ethereum
Virtual Machine. It has 140 unique opcodes that allow the execution of different
tasks. These opcodes make the Ethereum virtual machine Turing complete. There-
fore, all computational problems can be written as smart contracts. Technically, any
logic implemented in standard programming languages can be in written in Solidity
language. Thus, sophisticated applications can build using smart contracts. It is one
of the reasons why Ethereum is leading as the popular blockchain for decentralized
applications [19].
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Table 19.4 Comparison of different test networks of Ethereum

Rinkeby Ropsten Kovan

Consensus PoA PoW PoA

Security Immune to spam Not immune Immune to spam

Blocktime 15 s 30 s 4 s

Support Geth Geth and Parity Parity

ChainData >30 GB >120 GB >80 GB

Ether Requested Mined Requested

4.2 Ethereum Test Networks

It is important to first deploy all dapps on a test network before deploying them
on Ethereum main net because actual assets are involved in the main net. Actual
Ether needs to be purchased to run a dapp on the main net of Ethereum, but
developers can freely obtain Ether to run the dapps on test networks. The working
of test nets is similar to the main net, but there are variations in terms of scale,
consensus algorithms, and block-mining time. The three test networks of Ethereum
are Rinkeby, Ropsten, and Kovan. Developers may choose a test network according
to their preferences. Table 19.4 shows the comparison of the different test networks
of Ethereum.

5 Methodology

The proposed solution aims to leverage blockchain technology to solve the existing
problems associated with document authentication and verification. The key chal-
lenges in the process of authentication of documents can be overcome by using a
decentralized public ledger. The inherent characteristics of a blockchain network
help in solving these problems. The immutable nature of blockchain ensures
that documents cannot be modified once they are written, the decentralization
removes the need for an intermediary, open-source decentralized apps that ensure
transparency, and the transaction fees associated with the verification process are
minuscule compared to hiring a third party. The Ethereum blockchain will be used
because of its smooth and efficient platform that supports the use of smart contracts
to build decentralized applications.

A smart contract shall be developed that includes the functions of authentication
and verification. This will be deployed on the Ethereum blockchain. The fundamen-
tal idea is to create a cryptographic hash of every document. There are two main
reasons for doing this; firstly, a cryptographic hash is a one-way function; therefore,
once the hash is generated, it is impossible to find out the original input document
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Algorithm 1 Authenticating the documents
1: procedure ADD DOCUMENT(doc.extension)
2: doc_hash ← hash(doc.extension) � Hash code generated using inbuilt hash function

3: BlockchainNetwork ←doc_hash � Write the hash code on the blockchain network

4: write_time ← BlockchainNetwork.time
5: block_no ← BlockchainNetwork.block

return doc_hash, write_time, block_no
6: end procedure

Algorithm 2 Verifying the documents
1: procedure SEARCH DOCUMENT(doc.extension)
2: doc_hash ← hash(doc.extension) � Hash code generated using inbuilt hash function

3: Block_no ← search_block(doc_hash)
4: write_time ← search_time(doc_hash) � Use blockchain’s search function

5: if block_no! = 0 then
6: Document verified

return block_no, write_time
7: else
8: Document not verified
9:

from the hash, and this ensures privacy. Secondly, the size of the output hash is
always fixed irrespective of the input size. This gives the flexibility to use any size
or any kind of document. The hash code size is quite small and can be written on the
blockchain, while writing the entire document on the blockchain is an undesirable
and inefficient alternative because of the issues of cost, privacy, and speed. SHA-
256, a strong and presently an uncompromised algorithm, has been used as the hash
function. It generates a 256-bit hash code that is a 64-character alpha-numeric code.
Once the hash code is written on the blockchain, it is immutable and stored with
a timestamp. Later a document can be verified by comparing its hash code with
that already stored on the blockchain. Even a tiny change in the document, i.e.,
a change of one pixel or character, will completely change the hash code due to
the “avalanche effect.” Therefore, no two documents will ever have the same hash
code. Figures 19.2 and 19.3 show the processes of authentication and verification,
respectively.

The ability to add the document hash code on the blockchain will be restricted by
using access control modifiers of functions in the solidity programming language,
but any individual will be able to search for a hash code because it is impossible
to generate the document from the hash code. Algorithm 1 shows how the
authentication of the documents is to be carried out using the proposed approach
and the Algorithm 2 shows how the verification of the documents is to be carried
out using the proposed approach.
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Fig. 19.2 Process of
authentication

Fig. 19.3 Process of
verification

6 Execution and Implementation

6.1 Development of Smart Contract

A basic smart contract is developed with two functions: one adds document hash
to the blockchain and other searches for the document hash on the blockchain. The
“add document hash” function will return a transaction id, and “find document hash”
will return the block number and timestamp of writing that hash on the blockchain.
If the hash code is not found on the blockchain, null values will be returned. These
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functions take a hash code as the input parameter and not the document itself
because converting the document into hash code inside the smart contract would
increase the transaction fee. The Ethereum smart contracts are written in Solidity
programming language.

6.2 Deployment on Local Blockchain

Ganache is a tool that simulates the Ethereum blockchain and runs locally. Thus,
it can be used as a personal blockchain for development and testing purposes.
The smart contract was deployed on Ganache to test its working. To deploy it,
the configuration file of Truffle was modified to set the development network as
“localhost.” Using the truffle migrate command, the smart contract is deployed.
Figure 19.4 shows the Ganache interface.

6.3 Development of Command-Line Interface

A JavaScript file is created that interacts with the smart contract. Firstly, the smart
contract is connected to the JavaScript file using the contract’s address. Secondly, a
function to calculate document hash is created, which takes a document as an input
and generates a hash code using the SHA-256 algorithm from the jsSHA library.
This approach has been adopted because if the conversion happens inside the smart

Fig. 19.4 The Ganache interface
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contract then the user has to pay the transaction fee for converting the document
into the hash code. AddDocumentHash and FindDocumentHash functions in this
file send the hash code to the smart contract. The working of the smart contract does
not change. So, it can be accessed using a command-line interface. A user can now
select the file to either add its hash code or find its hash code on the blockchain.

6.4 Testing the Smart Contract

As seen in Fig. 19.5, the smart contract is tested using a command-line interface. The
file is specified, -a is used to add the document hash code, and -f is used to search for
the document hash code on the Ganache blockchain. When the document hash code
is written on the blockchain, the hash value and transaction id are displayed to the
user, and if the document hash code is found on the blockchain after searching, the
block number where the hash code was written is displayed along with the time that
block was mined. In case the document hash value is not found on the blockchain, a
message indicating the same is displayed to the user. Figure 19.5 shows the testing
of smart contract in a command-line interface.

Fig. 19.5 Testing the smart contract in a local environment using command-line interface
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6.5 Setting Up of a Rinkeby Node

Before we can deploy our network on the main net, a smart contract must be
deployed on Ethereum’s test network. The smart contract was deployed on the
Rinkeby test network. But before deploying the smart contract on the Rinkeby, the
computer needs to be a node of the network, i.e., it needs to be connected to the
Rinkeby network. Therefore, the computer must download all the blockchain data
and state entries of the network and continue to update the latest data and entries as
the blockchain is constantly growing. This process is called syncing. Once syncing
is complete, the computer needs to continue to be connected to the network as long
as it wants to write to the blockchain. A snapshot of the Rinkeby network can be
seen in Fig. 19.6. Since the blockchain is continuously growing, the size of the data
increases, and hence the time required to sync the network also increases. In this
case, it took nearly 60 h to complete the syncing process. About 125 million state
entries were processed and 38GB of data was downloaded. After completing the
syncing process, the smart contract was deployed. Figure 19.7 shows the Rinkeby
syncing process.

6.6 Requesting Test Ether

All transactions on Ethereum require Ether, the cryptocurrency of Ethereum. Actual
Ether needs to be purchased to complete the transactions, but Ethereum provides
free Ether that can only be used for test networks. The Rinkeby Ether can only be
requested through social media accounts so that malicious users do not get large
amounts of Ether to jam the Rinkeby networks through too many transactions. First,

Fig. 19.6 A snapshot of Rinkeby network statistics
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Fig. 19.7 The on-going Rinkeby syncing process

an account was set up using geth. This is a public address to a wallet that can send
and receive Ether. The Rinkeby Ether can be requested in two ways: (a) Posting
a tweet on Twitter with Ethereum Account Address. (b) Making a public post on
Facebook with Ethereum Account Address. The link of either the tweet or the post
has to be pasted on the website of Rinkeby Faucet and the Ether can be requested.
The same social media account cannot request Ether again for a specified duration.

6.7 Deploying the Smart Contract on Rinkeby

The Truffle configuration file is modified to connect the smart contract to the
Rinkeby Test Network. A new Rinkeby network is added to the file by setting
the network id parameter to “4,” which represents the Rinkeby Network. Using
the truffle migrate command, the smart contract is deployed on Rinkeby. In case,
the smart contract needs to be deployed on any other network, first, the computer
must be in sync with that network, and only the network id needs to be changed in
Truffle configuration file. The network ids of different test networks are shown in
Table 19.5.
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Table 19.5 Network Ids Network Network Id

Main net 1

Ropsten 3

Rinkeby 5

Kovan 42

Fig. 19.8 Adding document hash on Rinkeby

6.8 Testing the Smart Contract on Rinkeby

After deploying the smart contract, it was tested by adding the document hash on
the Rinkeby blockchain and finding a document on the same. All transactions can be
searched on the Rinkeby Network. Firstly, a document called “certi1.pdf” was used,
and its hash was written on the Rinkeby blockchain. The hash value and transaction
id can be seen. The command-line interface works in the same manner as it worked
while using the Ganache blockchain. The process to add the document may take
several seconds because all pending transactions are added into new blocks and
each new block is added every 15 s in Rinkeby. In Ethereum main net, each new
block takes 10–20 s to be added. Figure 19.8 shows the document being added.
Once the new block is generated, all the details related to the transaction of adding
the document hash such as block number, transaction id, transaction fee, timestamp,
etc. can be publicly viewed. A document hash on the block can be searched on the
Rinkeby blockchain. If the document hash was written, its timestamp and block
number shall be displayed, else a message is displayed that says that hash value is
not found on the blockchain. Figure 19.9 shows the document being searched.

6.9 Designing a Web Application

Blockchain architecture is being used by different organizations for financial trans-
actions, record keeping, digital notary, smart contracts, etc. The end users of these
applications need a simple interface to perform the tasks. A web application will be
helpful for all the stakeholders of the blockchain model for document authentication
and management. The command-line tool is replaced by a web application that can
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Fig. 19.9 Searching for document hash on Rinkeby

be accessed by other users. HTML-CSS and bootstrap framework is used to create
the front end. HTTP-Server was used local server. MetaMask extension needs to
be downloaded so that it can inject a web3 provider in the browser. It is available
as an extension for Google Chrome. Rinkeby network has to be selected as the
network for the wallet so that end users can sign the transactions from their accounts.
Multiple accounts can be set up, and the user can deposit or send Ether through this
wallet. The javascript file is modified by changing the initialization code. Web3
provider is set so that it can check if a compatible extension such as MetaMask
is installed. The smart contract can now be executed using the web browser. If no
web3 object is found, the user is alerted through a message. The primary reason
for connecting the smart contract with a web application is that it allows users to
access our contract without having to run their computer as a node. The user can
now access the functions to add and search for hash code on the blockchain from
the browser using the web application. The transaction fee to write the document
hash will be charged from the MetaMask wallet. The Ether for transactions can be
requested from Rinkeby faucet.

6.10 Usability

The decentralized application that has been created is ideal for digital documents
that are of permanent nature and require periodic verification such as birth certifi-
cates, academic degree and transcripts, purchase receipts, etc. Universities provide
a hard copy of academic transcript to their students at graduation. Later, graduates
have to carry these hard copies to prove their credentials to employers and other
universities. A digital document of degree and transcript would be convenient for
students to share their credentials. However, other entities would be skeptical to
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trust these digital documents as they can be easily modified. In order to verify
these digital documents, they have to contact the issuing university and wait for
them to validate the degree. Universities have to spend considerable resources for
a traditional client–server model to store the digital documents and respond to the
entities that request verification.

The proposed decentralized application allows the universities to store the digital
document hash on a public blockchain. The students can share the digital document
in the normal manner to other entities that can verify the document hash instantly
on the blockchain through the application. The need for a database and server is
eliminated, and universities do not need to respond to verification requests as it is
facilitated by the decentralized application.

The issuing organization has to setup a node to connect to the blockchain
network, and it needs to be in sync with it. The verifying organizations have to
use MetaMask or similar tools to connect to a decentralized application through
Internet. The resources for initial setup are compensated in the longer run as this
approach is faster and efficient.

7 Conclusion and Future Scope

A fully functional web application has been created that leverages the blockchain
technology to solve the problems in authentication of documents. This solution is
cost-effective, scalable, secure, and easy to use. The solution works seamlessly on
the Rinkeby test network. An individual can digitally share their issued documents
that may be verified by others through the blockchain platform. This solution
removes the need for intermediaries and does not rely on a central server, and thus
the service has virtually zero downtime. The solution has been thoroughly tested
in both local and actual blockchains. Command-line and graphical user interfaces
have been developed. The central idea to use document hash codes to authenticate
and verify documents can be used in different implementations by changing the
underlying blockchain.

There is a scope to update the implementation of this work in the future. Firstly,
instead of Rinkeby, it can be deployed on the main net to truly utilize the blockchain
properties. However, the cost must be taken into consideration as actual Ether needs
to be purchased for the main net. Secondly, the use of private blockchain could
be considered if storing the documents is desired and the nature of documents is
sensitive. A central administrator is required in this case, who controls the access
and grants the permissions.
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Chapter 20
IoT Wearable Devices for Health Issue
Monitoring Using 5G Networks’
Opportunities and Challenges

Ahmed Ismail, Samir Abdelrazek, and Ibrahim Elhenawy

1 Introduction

There is no doubt that there are many healthcare issues that require technologies
and information solutions to make the life of people better and easier [1–3].
Nowadays IoT provides many advantages of using its applications. In healthcare,
many technologies and solutions can improve the available solutions such as
wearables. In healthcare applications, finding out a suitable solutions based on
different factors such as the time interval (latency), battery life, dynamic range,
throughput, adaptability, coverage, and organizational model [4, 5] is a challenging
issue. There are a lot of applications and health status for remote monitoring
available in homes, hospital rooms, and wearable invasive or noninvasive devices
which a combination of the short- and long-range communication technologies is
necessary [6–9]. Figure 20.1 shows how healthcare devices get the streaming data
through inputs from wearable devices and then send the same to the cloud to be
analyzed by healthcare services to visualize its overall impact.

The medical devices based on IoT connections provided healthcare with tracking
tools to track the health status continuously [4]. Wearables become nowadays more
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Fig. 20.1 Wearable devices in healthcare solutions [10]

common, and they are used for different objectives in fitness, healthcare, and sports.
There is much more interest in employing IoT based on 5G connections and edge
computing to be applied in wearable devices’ applications [5]. Based on a new study
in 2020 that was carried out by the Grand View Research surveys, the healthcare IoT
market has considerably reached $330 billion in investments [6].

After the spread of coronavirus known as COVID-19, telemedicine solutions
became more popular. Wearable devices are connected to systems to observe
patients anywhere and anytime. This technology helped many healthcare providers
to provide their services on demand and remotely [7]. The remote health monitoring
provided the patients with a new choice to contact their healthcare providers to give
them needed care online. These solutions can reduce the time and financial resources
allocated at hospitals for senior care and for other patients as well. This technology
allows caregivers to help the patients and show them their physical parameters
such as blood pressure, oxygen rate, blood pressure, etc. [8]. Most of the available
wearables provide a Bluetooth connection with smartphones using iOS or Android
and cloud services for edge computing for processing, storage, or analysis [9].

The healthcare devices can send the streaming data to smartphones which can
contain mobile applications to collect the data to the cloud or just to show the users
the sports activities that impact their calories and health status [10–13].

The accuracy is a very important factor while dealing with the data in the
healthcare area. So the target is to minimize false alarms to make the decisions
based on that data more accurate. The chapter is presented as follows: Sect. 1
introduces IoT communications for the healthcare area; Sect. 2 introduces solutions
for data engineering in healthcare and AI, while Sect. 3 presents edge computing
and the structure for healthcare using 5G-connected wearables. Section 4 presents
the healthcare data connections. Section 5 presents solutions to collect healthcare
data and their applications to make decisions. Section 6 presents edge computing
applications in healthcare services. Finally, the conclusions and future solutions are
presented in Sect. 7.
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2 Healthcare Data-Based Applications

Recently many healthcare providers started using data analysis, data science, and
AI to analyze the patient’s data to get more insights from the raw data. AI, machine
learning, and deep learning provide the healthcare sector many advantages to
recognize diseases, predict diseases, and discover the disease state [10]. Wearable
devices and medical devices send a lot of health data that can be analyzed and
monitored by healthcare providers. The health data coming from the wearables
opened a different research area such as biochemistry research, medical engineering,
security, commerce, and data science. The medical data analysis is a challenge
because there is a need to remove errors, clean the data, and process and analyze
the streaming data in a short time [11]. As shown in Fig. 20.2, the data from sensors
coming from wearables can be collected to be analyzed to give the healthcare
providers particular tools for the healthcare data analysis [14].

Many researchers applied data mining techniques in healthcare on the cloud
to use the power of resources in the cloud [12, 15]. Knowledge mining tools
are multidisciplinary because it uses machine learning, statistics, and database.
We are recently interested in wearable electronic, bio-devices, and bio-patches as
a future IT convergence solution. The need for wearable devices and wearable
patch systems is gradually increased because they can support user healthcare
and mobile environment care with lightweight mobility [13]. This work cultivates
the computing platform and information interaction about the wearable bio-patch
integrated package. It has also presented the bio-information collection method and
bio-data structure of the user through a wearable patch-based biosensing module
[14–16].

Wearable bio-patch information system works on gathering bio-information for
the wearable patch user as a form available at healthcare and recuperation facilities.
In [17], the authors proposed a solution based on edge computing (see Fig. 20.3) to
provide more security on the stored data. The data can be transferred to the public
cloud only after filtration of what to be kept on the public cloud and what is to
be kept on the private cloud at the healthcare provider to keep the data under their
control.

Fig. 20.2 Healthcare data on the cloud
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Fig. 20.3 The cloud data structure in healthcare systems

Body condition is associated with an individual’s psychological state, and the
related cognitive function can control the physiological state. Skin electrical activity
may be an indicator to detect the action of the nervous system. Nerve terminal
stimulates sweat glands by controlling the physiological activity. This stimulation
leads to changes in the conductivity of the skin and is sensed by a physical sensor.
To finalize the signal chain of bio-patches and to adjust the bio-patch solution, we
consider the signal conditioning impact on the overall power efficiency calculations.

3 Applying 5G in Healthcare Solutions

For modeling of health condition, we define the brink value function and therefore
the classified values to classify satisfactory, warning, danger, etc. [18–20]. The
health condition management process of biosensing devices should be defined for
every user. We define the identification information and also the status information
for the digital patch system management [19].

The statistical analysis and evaluation model for analyzing and evaluating the
individual user should be defined. Thirdly, they’ll configure the knowledge guide
process and therefore the control process for wearable patch device users [20]. We
can design the data display interface for showing health analysis information of a
user. It can show the outbreak of danger and therefore the warning signals on the
specific user. It can display a real-time health information analysis, respiration, and
health-related signals, and also the physical status analysis information. Besides,
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it can set up a bio-information device using the learning statistical model of every
individual user [21–23]. Finally, they will define the wearable patch device system
and wearable system convergence development process. The definition of the data
table and process on the bio-patch device development support is required. It
presents the definition and guides the important convergence points [24–26]. The
structure and components of such a wearable patch system closely interact with the
bio-information sensing cycle described in the next chapter. The digital patch bio-
information cycle standard model should be proposed and continuously enhanced
more and more [27]. A bio-information execution environment for the bio-patch
sensing process is provided. More specifically, the information structure for patch
bio-information systems is required for more systemized data management.

In the military applications as shown in Fig. 20.4, there are many applications
that require a safe, high, and excellent connection. Applications such as wearable
computing in defense automation systems require a high-speed network with low

Fig. 20.4 5G applications [10]
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latency to keep the data synchronized to the server. There are many connected
devices in this area to follow up with the changes in this dangerous environment to
watch the environment around the user and keep tracking their health issues, such as
smart glasses, smart helmet, and smartwatches. Medical wearables, smart clothing,
cameras, and augmented reality becomes essential for the military applications to
help them to perform their normal operation in the war situations.

4 The Connection Techniques for Healthcare Solutions

The fifth generation of the cellular network (5G) aims to have ubiquitous commu-
nication anytime and anywhere between anyone and anything. In this section, the
most important design factors of the IoT paradigm that will significantly affect the
performance in terms of security, energy efficiency, and quality of service (QoS) are
discussed [29].

5 Healthcare Data Analysis

Healthcare data is useless when it is only raw data without any analysis or
transforming it into information because a large amount of data cannot give the users
or healthcare providers any output that can be used as a decision [30]. Wearable
devices data can be analyzed with many available methods to be presented to the
users [31]. Many research studies proved the use of ambient displays of wearable
devices to make the parameters more understandable by users more than showing
some figures. Many applications work on analyzing data coming from wearable
devices or smartwatches such as UbiFit or Fitbit. Those smartphone applications
include an ambient, glanceable display to show the physical activity of the users
who wear these devices. Health data parameters are collected from biosensors on
the body of the users to analyze the changes in parameters during their activities.
Most of the users who use these applications in fitness or sport tracking activities
use these applications to help them to achieve their goals in training or doing sports.

Analyzing smart wearable devices depends on the application or the target of
the applications. Some applications target the motivation of the trainer, so the
application can show every day the target of the training to be achieved. Other
applications work as a reminder to the patients to take their medicine on time. Other
companies provided solutions to detect heart attacks or blood pressure trouble.

Nowadays many people use smart wearable devices to set up their goals and
follow a plan to improve their lifestyle. The records of the wearable devices (see
Fig. 20.5) can help the users to encourage them to do better on the following day.
By using a diary with the training times, sleep rates, and health parameters, the users
can get more insights about their lifestyle [28]. Many users of these applications find
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Fig. 20.5 Getting the meaning of lifestyle data

Fig. 20.6 The edge computing architecture

that these applications and the analysis of their activities can make an impact on their
lifestyle or can recommend them to see a doctor when it is needed.

6 Edge Computing in the Healthcare

5G networks provide effective network speed better ten times than 4G. Edge
computing architecture (see Fig. 20.6) provides an attractive solution to keep
the data on local storage and then transfer the data to the cloud based on user
preferences. Edge computing can be applied with wearable computing technologies
for ensuring the provision of healthcare service for patients at home, at work, or
on the move without having to see doctors directly in person [29]. Wearable bio-
patch healthcare service technology involves more advanced models than using
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advanced filtration to share only specific data with healthcare providers. Wearable
Patch-Based Bio-information Systems.

Wearable healthcare service draws attention recently, where patients can receive
medical results via the healthcare service system based on bio-data collected by
a range of medical sensors and devices in living space. As a rule, wearable
healthcare service technology is used for ongoing monitoring in daily routines of
high-risk groups including pregnant women and patients with chronic diseases and
cardiac disorders to determine and predict diseases proactively as part of emergency
services. Given the presence of diverse services involving wearable healthcare infor-
mation, system authority, efficiency, and security issues are considered important.
This is a highly sensitive part such as a heartbeat because of patients’ life and safety,
in which sense the assessment of security and stability is of great importance.

7 Remote Healthcare Services

IoT healthcare solutions allow connected electronic devices to send/receive health-
care data through wearable devices. Instead of having patients at hospitals, they can
be monitored at homes and can receive treatments remotely [32]. Some diseases can
be tracked using wearable devices such as cardiovascular diseases, diabetes, cancer,
and chronic kidney disease. All advanced and new technologies can be called also as
mobile health (mHealth) because most of these services are based on smartphones,
notebooks, and tablets. These devices are used to show the users health status and
their important health parameters as per their requirement. Other services can assist
the elderly when they are alone or when they need an immediate care.

8 Conclusion and Future Work

This chapter proposed a wearable biotechnology platform based on 5G networks
to show the bio-information methods and biosensing platforms. Such a wearable
biosensing cycle and platform configuration carry a plus of supporting the adapt-
ability followed by a change of assorted healthcare system environments like
user environment, bio-information gathering type and method, etc. without the
invalid or unnecessary system configuration of wearable computing resources. The
wearable bio-patch cycle has shown that the bio-information flow supports the bio-
information system architecture.

Healthcare solutions based on IoT, AI, and data science can improve healthcare
services. Healthcare services based on new technologies can improve the quality
of life and provide seniors with a better way to get better healthcare services on
demand. Applying new 5G in the future for healthcare applications and wearable
devices can solve many issues such as connection issues and can provide more
insights from data using artificial intelligence solutions.
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Chapter 21
Blockchain and 5G-Enabled Industrial
Internet of Things: Application-Specific
Analysis

D. K. Sreekantha, R. V. Kulkarni, and Xiao-Zhi Gao

1 Introduction

This chapter has discussed the intelligent and autonomous IIoT systems designed
using AI, blockchain and 5G technologies. IIoT systems are the backbone in
building a smart city, smart business and smart industries. The survey and analysis of
IIoT market trends, methods, technology components and applications in different
industries are studied and presented in five following sub-sections.

1.1 Motivation: International Status and Market Potential

There is a huge demand for the development of intelligent systems using disruptive
technologies such as AI, IIoT, 5G and blockchain. These intelligent systems are
going to create an immense impact by automating business and industry operations,
enhancing productivity and reducing the cost. The report from IndustryARC
Analysis and Expert Insights predicted that market size for IIoT will reach US$
123.89 billion by the year 2021. IoT market has an economic value of US$ 11
trillion by 2025. The global blockchain market is expected to reach US$ 23.3
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billion by 2023. A report estimated about 64 billion IoT-connected components
exists worldwide by 2025. At present Europe and Germany are implementing many
blockchain-based pilot projects. The world’s first peer-to-peer imperativeness trade
occurred in New York City in 2016. In Japan, Marubeni company is conducting
Bitcoin business for its customers. In China, Wanxiang company was expected to
invest US$ 30 billion in a blockchain-driven smart city project. Power Ledger, a
start-up company in Perth of Australia, is working on blockchain-based projects.

1.2 Overview of Blockchain, 5G and IIoT Technologies

The objective of blockchain technology is to create a trusted group in computing
systems for addressing the challenges such as security, scalability, mutual trust and
collaboration. Blockchain technology applies the concepts of mathematics, peer-
to-peer networking, diverse algorithms and cryptography to resolve the problems
of synchronization and security in open distributed databases. The time-stamps of
transactions are recorded in the blockchain network nodes to provide additional
security for avoiding any data infringement in transactions.

5G technology enables high-speed communication between billions of wearable
devices, Androids, iPhones, tablets and IoT devices. These devices are executing
a large number of diverse applications and also generate huge network traffic.
5G technology can manage this huge network traffic at the lightning speeds and
prevent network congestion. 5G communication has many advantages of higher
throughput, high reliability, low latency and decreased costs of operations. 5G
can be customized for lower latency and higher bandwidth for edge computing
devices. IIoT processes promote self-organizing and self-healing capabilities. The
deployment of 5G networks exponentially boosts the amount of data generated
with enhanced interactions among the users and devices. 5G enabled systems are
designed to capture data close to the edge devices with lower latency.

Machine-to-machine (M2M) communication has become an important part of
IIoT. Fog computing systems are deployed on diverse hardware and software plat-
forms, process huge amounts of data locally, work on-premise and are completely
portable. The IIoT systems permit businesses and industries to gather a huge
quantity of data to enhance the efficiency of operations. Assuring security at the
edge devices in IIoT systems is a very difficult task. Intelligent data processing at
the edge devices in IIoT systems delivers smart and cost-effective cloud services in
the production environment.

Blockchain technology would revolutionize the present and future applications
in various sectors by decentralized access. Automation of business operations
leverages better quality and faster decision-making. Application of blockchain
technology prevents the intruders from physically attacking the IIoT devices. The
data stored at the nodes of blockchain is immutable for intruders to alter the data.
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Hackers would not be able to match the hash value at a specific block level in real
time. So blockchain ensures trusted data sharing in IIoT systems.

1.3 Chapter Organization

This chapter is organized into four sections. Section 1 introduces the concepts and
subsection 1.1 the motivation, status and market potential of disruptive technologies.
Sub Section 1.2 presented overview technologies. The review of recent literature is
discussed the second section. Section 2 is further divided into eleven subsections.
Each subsection describes papers reviewed from one area of applications. The
highlights of each paper are presented in a table format also: Section 2.1, finance;
sub section 2.2, business; sub section 2.3, smart cities; sub section 2.4, manu-
facturing; sub section 2.5, Industry Applications; 2.6 healthcare; sub section 2.7,
communication; sub section 2.8, food supply chain; sub section 2.9, cyber security;
sub section 2.10, military and civil applications; sub section 2.11, agriculture; and
sub section 2.12, research. Comparative Analysis, Section 2.4 Research Issues and
Challenges in Implementation Section 4 presents the tool manufacturing industry
case study. The section 5 concludes the findings of this chapter. The last section
deals with references to cited papers.

1.4 Research Contribution

• Authors have curated papers from highly reputed research journals from IEEE,
Elsevier, Science Direct and Springer publications. About 78 papers covering
blockchain, 5G and IIoT concepts and applications are reviewed. This study
has revealed the various technologies, systems and algorithms applied for IIoT
systems across the world. These papers have been further classified industry-wise
and presented as a pie chart.

• Presented a taxonomy of concepts applied in 5G, blockchain and IIoT techniques
in various business and industries. For each concept in the taxonomy, the existing
literature has been mapped to handle several issues.

• A tool manufacturing industry case study is presented to demonstrate the usage
of these disruptive techniques.

• The set of curated survey papers are compared with specific parameters such
as architecture, applications, open issues, challenges, taxonomy and security to
understand the scope of coverage of each survey paper and to understand the
research gaps.

• A table of acronyms was developed.
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1.5 Taxonomy and Acronyms

This sub section shows the number of papers reviewed industry-wise as pie chart
Fig. 21.1. Figure 21.2 shows the taxonomy of various concepts of IIoT technology
discussed. Table 21.1 presented all the list of acronyms used in this chapter for easy
reference.

Figure 21.3 shows the organization of various sections and topics in the chapter.

Fig. 21.1 Summary of papers reviewed on applications of 5G, blockchain and IIoT

Fig. 21.2 Taxonomy of IIoT technologies and concepts



Table 21.1 List of acronyms used in this chapter (*Acm, Acronym)

Acronym Description

AI Artificial intelligence
IoT Internet of things
IIoT Industrial internet of things
M2M Machine-to-machine
PoW Proof of work
ICT Information and communications technology
P2P Peer-to-peer
DER Distributed energy resource
SHA Secure hash algorithm
MIMO-UCC Multiple-input multiple-output unequal concentric chain clustering
IoMT Internet of medical things
VIM Virtual infrastructure manager
UDN Ultra-dense networks
MEC Multi-access edge computing
RAN Radio access networks
ML Machine learning
SUE Spectrum utilization efficiency
CRN Cognitive radio networks
CAC Call admission control
CCN Content-centric networking
RA Reference architecture
TFT Tit-for-tat
SDN Software-defined networks
PFBT Practical byzantine fault tolerance
PL Production logistics
CPS Cyber-physical system
ABAC Attribute-based access control
MTC Machine-type communications
URLLC Ultra-reliable low-latency communications
LTE Long-term evolution
5G IIoT 5G-enabled intelligent IoT
QoS Quality of service
TAM Technology acceptance model
SEM Structural equation modelling
IDSA-IoT Intrusion detection system architecture for IoT
CIA Confidentiality, integrity, availability
UAV Unmanned aerial vehicles
IoD Internet of drones
ECC Elliptic-curve cryptography
HaBiTs Blockchain-based secure and flawless inter-operable telesurgery
DSP Digital smart publication
VANET Vehicular ad hoc networks
GSBCP Golden seed breeding cloud platform
BPS Blockchain-enhanced pub/sub communication
NOMA Non-orthogonal multiple access
CDETA Credit-differentiated edge transaction approval
MHT Merkle hash tree
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Fig. 21.3 Taxonomy for the organization of the chapter

2 Review of Recent Literature

This section presents the findings and highlights from each of the reviewed paper
organized sector-wise.

2.1 Finance Sector

Satoshi Nakamoto conceived electronic cash system because of the financial
slowdown in the year 2008 as an alternative to physical currency. The blockchain
technology was designed to introduce electronic currency or crypto-currency system
called Bitcoin. The objective was to create a secure and decentralized digital
currency that can be used as a medium of exchange of currency across the globe.
Authors discovered that the unique features of blockchain such as immutable,
decentralized, peer-to-peer, open ledger system have shown considerable influence
on every industry in the recent decade. The source code of Bitcoin was released as an
open-source, leveraging developers and researchers to use this code for developing
diverse applications. Researchers began to realize the potential of blockchain and
started exploring this blockchain technology applications in other industries also.
Blockchain is the underlying technology for the revolutionary crypto-currency and
Bitcoin systems [1].

The history and the applications of Bitcoin using blockchain concept are
presented. Authors explained the working principles of Bitcoin and legal issues
involved in Bitcoin transactions. The real-time applications and challenges in
implementing Bitcoin are also covered [2]. The blockchain technology ensures trust
in processing transactions by implementing smart contracts, consensus mechanism
and avoids the third-party centralized controls. The reduced complexity in solving
proof of work (PoW) puzzle also optimizes blockchain platform performance.
Decentralization and group trust reduces the cost of transaction processing in
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Bitcoin-based solutions. The successful implementation of blockchain in the crypto-
currency domain has inspired its extended applications in other domains such as
healthcare, banking, industry, etc. The implementation of blockchain technology in
IIoT systems also enhances security mechanism [3].

The rapid growth of cyber-attacks on the IoT systems in the Industry 4.0
sector is a major concern. A qualitative and quantitative analysis of cyber-security
frameworks, impact assessment on major Industry 4.0 technology and business
trends was carried out. Authors described the standards and regulations in the
Industry 4.0 and their financial effect on the evaluation methods. The mathematical
methods and risk parameters for computing financial loss from cyber-attacks were
presented [4].

Table 21.2 presents a summary of highlights from the finance sector review.

2.2 Business Sector

An ICT architecture based on blockchain technology for efficient project manage-
ment was designed. This architecture facilitates the project team to carry out all
project-related financial transactions in real time securely. The project execution
consists of three types of transactions related to reimbursement of bills, profits
and cost saving; these bills are processed using smart contracts. Authors have
discussed the proof of concept and implementation of Hyperledger network using
IBM® Blockchain Cloud Beta platform. This architecture applies smart contracts
for efficient financial management and its automation. Security and privacy are
ensured using Hyperledger Fabric in this blockchain architecture [5]. A global
crowd-funding platform called BitFund provides an optimum project cost alloca-

Table 21.2 Finance sector review summary

Ref. no. Methods used Results Applications

1 Smart contracts
PoW puzzle

Decentralization and group
trust. Reduces the cost of
transaction processing

Crypto-currency

2 Bitcoin and legal issues Presented principles of
bitcoin and legal issues
involved in bitcoin
transactions

Implementing bitcoin
applications

3 Decentralized peer-to-peer
electronic cash system

Secure and decentralized
currency

Secure crypto
currency
Applications

4 The financial effect on
evaluation methods of
industry 4.0

Cyber-attacks on the IoT
systems in the industry 4.0
sector

Industry 4.0
applications
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tion. Investors and developers are represented as the nodes of a blockchain. The
capitalists would publish the requirements for a specific project or concept by
quoting their first bid price. This first bid price includes the cost of development,
maintenance and time duration available for the project. The development team
analyses the merits and demerits to claim the project implementation responsibility
and bids for the project. The investors and developers will have several rounds of
discussions to reach a consensus on project implementation. The developers and
investors would negotiate and sign a smart contract by expressing their consent on
project terms and conditions. The BitFund platform revealed better performance
when compared to other similar platforms. This platform would enhance investor’s
profits and the developer’s project execution prospects [6].

IoT networks drive all the smart services in offices, homes, utilities, transport and
healthcare in a smart city. These smart services have a great impact on financial and
social wellbeing of all citizens. At the same time, these IoT networks are vulnerable
to attacks, prone to critical risks, threats to people, industries and businesses. This
paper presented different types of attacks on safety, privacy, problems and dangers
hidden in hardware and networks of IoT systems. The summary of IoT security
algorithms, security attacks and trends in research are presented [7].

Modern enterprises are delivering smart services by deploying IoT ecosystems.
These ecosystems comprise six major stakeholders such as network technology
developers, software platform developers, application/solution developers, hard-
ware platform developers, users and customers. The enterprise IoT architecture
consists of a service management layer, application layer, processing layer, per-
ception layer and network layer. There are operational, analytical and collaborative
enterprise IoT systems. There are four features in IoT business models based
on networking activities, value proposition, sustainability and resources. Authors
developed a case study of an IoT business model for a smart hotel room manage-
ment. The survey conducted by Business Insider revealed that about 50% of IoT
service providers have planned to invest and implement 5G-enabled IoT solutions
at the earliest [8].

Blockchain technology was applied to promoting e-tourism. Tourists who are
constantly on the move would face payment failures while accessing their account
data from the centralized cloud server. This paper proposed a Blockchain-Enabled
Smart Tourism and Hospitality Management (BloHosT) system based on distributed
technology. BloHosT ensures trust and reputation among different stakeholders in
the tourism industry such as airports, taxis, banks, railways, hotel, restaurant and
travel agents. BloHosT enables tourist interactions and seem-less integration with
all the stakeholders of the tourism industry using a single e-wallet authentication and
crypto-currency. BloHosT implements an immutable transaction without demand-
ing any proof of identity while travelling. Tourists will have hassle-free experience
using BloHosT system. BloHosT also facilitates smart contracts and browsing
through the experience of tourists who have already visited the spots earlier [9].
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Table 21.3 Business sector review summary

Ref. no. Methodology Results Applications

5 ICT-based solution
architecture for efficient
project management

Efficiency in the automation of
project transactions ensures
security and privacy using
Hyperledger fabric with
permissioned blockchain

Hyperledger network
using IBM® Blockchain
cloud Beta Version

6 Global crowd-funding
platform

This platform would enhance
investor’s revenue and also the
developer’s project assignment
prospects

On the line project
management

7 IoT drives the
framework of all smart
entities such as cities,
homes, utilities,
transport and health

Summary of potential IoT security
algorithms and latest IoT security
trends in research

Safety and privacy
applications of IoT
systems

8 Enterprises delivering
IoT services by using
IoT ecosystem

The survey was conducted by
business Insider’s points

IoT service providers’
solutions

9 Blockchain-enabled
smart tourism and
hospitality management
(BloHosT)

BloHosT enables tourist
interactions and seem-less
integration with all the
stakeholders of the tourism
industry using a single e-wallet
authentication and crypto-currency

Applications to
stakeholders of tourism
industry

Table 21.3 shows the highlights of the paper reviewed in the business sector.

2.3 Smart City Applications

The blockchain technology implementation in smart city solutions ensures security
and trust in data exchange. Smart contracts can be incorporated in smart city
applications such as financial budget management, environment. Monitoring gov-
ernment, dwelling and mobility planning. Energy generation and management is a
significant factor for a smart city to be self-sustainable. The inexhaustible sources
of power such as solar and wind energies are to be best exploited in a smart city.
Smart contracts with consumers would facilitate only the necessary power to be
transmitted to consumer devices based on their current power needs. Smart contracts
ensure automated and dynamic management of power supply and pricing policies.
Smart contracts also leverage consumers to select the best services offers provided
by different power supply companies leading to healthy competition in the energy
market. This innovative power distribution system works on the concept of just in
time power or power on demand to the consumer devices. Sharp contracts leverage
robust, online financial and operational data recording of power delivered to the
consumer. Blockchain implementation proposes a new concept called essential-
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ness business, promoting optimum balance in peer-to-peer (P2P) controlled trading.
Small-scale distributed energy resource (DER) suppliers can sell their excess power
to the energy grid. Consumers who need power can consume power for a price from
this energy grid [10].

Smart platform was developed for managing the big data in Hefei smart city
project implementation. Blockchain AI and big data technologies are integrated to
build a smart platform. Smart city services are developed by tightly integrating
disruptive technologies such as IoT, cloud computing, big data, mobile apps
and AI. Smart solutions are developed for urban planning, construction, resource
management and operations. The smart big platform is the big data source ensuring
secure data sharing in smart cities. The smart big platform supports data sharing
and intelligent processing across the departments, organizations and enterprises in a
smart city. The open distributed ledger technology and intelligent contract structures
ensure security in the smart platform for big data [11].

An intelligent cyber-physical system for waste management keeps the records
on the usage of the trash bins and assures the proper working of the system
even in adverse conditions. This proposed system consists of the database server,
blockchain server, embedded system-based clients and android apps. The economic
viability and power consumption analysis of this system was carried out. This
proposed system was developed and tested. The collected data was stored in a public
blockchain server and used to discover a better strategy for garbage collection.
Active participation of local people and support from the government policies such
as Swachh Bharat Abhiyan are essential for clean city management (Clean India
Movement) [12].

This paper appealed for optimum utilization of energy in smart homes. Every
smart home shall send the estimated energy requirements to the power control
centre. This control centre transmits energy and the operating instructions to smart
homes. The two-way communication between the smart home and power control
centre makes them vulnerable to security attacks. The smart meters in homes gather
energy utilization data and transmit it to the control centre for further processing.
This data also contains consumer identification information leading to breach of
consumer privacy, if smart meters are attacked. The present procedures ensure users’
privacy by centralization, encryption and data aggregation. This paper proposed
decentralized processing of smart meter data based on a consortium blockchain.
The security analysis proved that this scheme assures users’ privacy and promotes
confidentiality and unforgeability. The experiments also showed that this scheme
has less computing and communication overheads. The SHA2 encryption algorithm
was employed to resolve confidentiality and authentication issues [13].

An application to record weather data values such as moisture, pressure, tem-
perature changes and location changes has been developed by integrating IoT and
blockchain technology. Authors studied a huge number of IoT devices with low
bandwidth for communication and less computing power for better performance of
blockchain systems. This weather data was stored in tamper-proof, open, distributed
ledgers which can only be accessed by authorized users. The safety and privacy of
data was enhanced by using blockchain by the reduction in computation power, for
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higher throughput, and increased the strength of the key up to 99% [14]. This paper
proposes a new central energy balancing multiple-input and multiple-output unequal
concentric chain clustering (MIMO-UCC) protocol for energy management for 5G-
enabled IoT systems. MIMO-UCC protocol uses the principal vector projection
approach, which builds an unequal concentric chain cluster around the base station.
This protocol has four characteristics such as creating a useful blockchain topology,
energy depletion balancing at heads of the cluster, protecting the consumption of
energy among the members of the cluster and curating appropriate communicating
interfaces deployed for IoT sensors. The experimental results revealed that this pro-
tocol enhanced the lifetime of the network and optimized the energy consumption at
the heads of the cluster comparable with UN-LEACH in the 5G environment [15].

The BackCom fundamental principles, architecture and advanced techniques
and its applications in the IoT domain were studied. IoT system inter-connects
many millions of smart nodes consuming a large amount of energy in networks,
challenging from the perspective of consumption of energy. IoT applications in the
future are going to implement BackCom technology extensively to provide truly
ubiquitous and pervasive computing advantages [16]. The vision of a smart city is to
develop intelligent services for connected society using disruptive technologies such
as AI, IoT, 5G and blockchain for building novel smart, urban, efficient, scalable and
reliable infrastructure. The smart services are provided in the areas of energy, trans-
portation, pollution, healthcare, sanitation, etc. People from different professions,
business and classes should be involved for the successful implementation of smart
city systems. All the services shall be citizen-oriented for a better quality of life.
Most of the smart city projects today are in the primitive phases of implementation.
The quality of services in a smart city depends on the network infrastructure and
device capabilities [17].

The advanced smart transportation introduces novel opportunities and challenges
for vehicular adhoc networks (VANETs). VANET demands improved network
efficiency and highly reliable and secure systems to manage trust and privacy.
The disruptive 5G technologies are going to have a huge impact on mobile
communication systems and wireless services which are ultra-reliable and has
minimum latency time advantages. The integration of software-defined network
architecture and 5G-VANET enables data collection and control of the network from
any part of the world. The observation and control of vehicular traffic can be enabled
in real time using IoT services. These technologies would drive novel vehicular
security policies. Authors incorporated blockchain technology and SDN-enabled
5G-VANET to provide a secure transportation system. The experimental results
revealed that unreliable vehicles or communication could be discovered to assure
safe and reliable vehicular 5G-VANET [18]. A study on applications and challenges
in machine learning techniques for designing more robust biotechnology-based
smart applications was conducted. Authors explored the implementation of various
machine learning algorithms for smart applications such as controlling unmanned
aerial vehicles, power grid and healthcare systems in a smart city. A case study on
energy trading in smart city demonstrating the machine learning applications was
discussed [19].
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Table 21.4 Smart city application review summary

Ref. no. Methodology Results Applications

10,11 Smart contracts Automated and dynamic
management of supply and
pricing policy

Smart environment, smart
government, smart
dwelling and smart
mobility services

12 IoT, cloud computing, big
data, mobile apps, and AI

Smart platform for managing
the big data

Data sharing across the
departments,
organizations and
enterprises in a smart city
for intelligent data
processing

13 Cyber-physical system
for waste management

Public server, local server and
client interface interactions

Swachh Bharat Abhiyan
(clean India movement)

14 Optimum usage of energy
in a smart home

Less computing and
communication overheads

Smart energy meters in
smart homes

15 Distributed ledgers which
are tamper-proof and can
only be accessed by
authorized users

Safety and privacy of the data is
enhanced by blockchain to
reduce computation power, for
higher throughput

Weather forecasting

16 Principal vector
projection approach

Enhanced the lifetime of the
network and optimized the
energy consumption at the
heads of the cluster

Protocol for energy
management for
5G-enabled IoT systems

17 BackCom fundamental
principles, architecture
and advanced techniques
and its applications

BackCom technology provides
true ubiquitous and pervasive
computing advantages

The management of
consumption of energy

18 Using disruptive
technologies such as IoT,
5G and blockchain

The vision of a smart city is to
develop an intelligent
connected society

The smart services are
provided in the areas of
energy, transportation,
pollution Management,
etc.

19 The advanced smart
transportation introduces
novel opportunities and
challenges

This design assures a safe and
reliable vehicular 5G-VANET

Software-defined network
architecture and
5G-VANET

Table 21.4 shows the summary of papers reviewed in smart city applications.

2.4 Manufacturing Industry

The blockchain technology application case study in iron and steel enterprise logis-
tic transaction processing was discussed. The enhanced Practical Byzantine Fault
Tolerance (PFBT) algorithm was applied to ensure decentralization and security in
transactions. Authors described the role of different layers in blockchain architecture
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to configure the steel logistics and managing resources. This architecture monitors
the logistic data sources in the supply chain. The outcome of these experiments
revealed that this enhanced PFBT algorithm improves the performance of the
logistics chain and also ensures secure and reliable transactions. An architecture
for a production logistics (PL) application using IoT and cyber-physical system
(CPS) was designed. The experiments conducted on the test-bed revealed that this
architecture performed better than other models based on cost, user-friendliness and
efficiency factors. This architecture helps an enterprise in promoting the flexibility
and efficiency to be successful in a dynamic and competing environment [20].

Authors introduced a real-time platform driven by IoT, 5G and blockchain for
measuring the air pollution index. This platform gathers real-time data from the
sensors. This data was protected from tampering and forgery by encryption. The
cloud storage space was used to store weather data and to measure the index
of air pollution in real-time. Weather information services are provided through
technology-intensive edge and cloud computing techniques. This research work
contributes to the secure sharing of air pollution data and enables us to control air
pollution. This platform can be applied to control the environment in a smart factory
[21]. A review of the current state-of-the-art smart contract vulnerabilities that affect
the applications of AI techniques in designing better smart contracts was carried out.
The problems and challenges for implementing AI and designing smart contracts
were examined. A case study of retail marketing that integrates AI technique for
designing smart contracts to enhance security and privacy was presented [22].

Table 21.5 shows the highlights of this sector.

Table 21.5 Manufacturing industry review summary

Ref.no. Methodology Results Applications

20 PFBT algorithm Ensures more secure and
reliable transactions to
speeds up the processes in
the steel industry

Iron and steel enterprise
logistic transactions
processing

IoT and CPS Performed better than
other models and presented
a barcode system which is
cost effective, user-friendly
and efficient

PL application

21 Measuring the air pollution
index

Gathers real-time data
from sensors in
IoT-enabled 5G networks

This platform can be
applied to control the
environment in a smart
factory

22 AI techniques in designing
better smart contracts

Enhances security and
privacy

Retail marketing
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2.5 Industrial Applications

The intelligent data processing can be enabled at the edge devices using blockchain
and 5G technologies in IIoT systems to deliver secure and manageable services.
Authors have presented a cross-domain sharing and edge resources scheduling
policy with a credit-differentiated edge transaction acceptance technique. The
outcomes of this technique revealed a significant enhancement in service cost
and capabilities of edge devices [23]. IIoT devices are characterized by mobility,
constrained resources and operating capabilities in dispersed environments. It is
difficult to access and control these devices from a centralized point in real-time
IoT deployments. This paper proposed a method to access and control these IoT
systems through Fabric IoT. Fabric IoT works on a blockchain framework based on
Hyperledger Fabric called attribute-based access control (ABAC). This framework
supports three types of contracts; they are access contract (AC), device contract
(DC) and policy contract (PC). DC saves the URL of data resources captured by
IoT devices and facilitates inquiry processing. Administrative users can manipulate
ABAC through PC. Normal users enforce access control through AC. IoT systems
are empowered with dynamic access control management and a decentralized, fine-
grained platform for the implementation of Fabric IoT. Authors have simulated two
sets of experiments. Their outcome revealed that Fabric IoT provides high output
per unit time and ensures consistency of data and efficient consensus in distributed
real-time systems [24].

The evolution of mobile network generations, pros and cons are analysed. 5G
was designed to provide the optimal connectivity for machine-type communications
(MTC) and IoT services. The summary of standards, critical and massive MTC
and Ultra-Reliable Low-Latency Communications (URLLC) events are covered. 5G
supports massive MTC which is an extension of cellular IoT standards Long-Term
Evolution (LTE)-MTC and Narrowband (NB) IoT. Both NB-IoT and LTE-MTC
together satisfy massive MTC 5G demands [25].

This paper presented the analysis and applications of blockchain Slice Leasing
Ledger in future smart factories. The blockchain system deployed using 5G Network
Slice Broker technique decreases the time in creating new services. This new con-
cept enables the machines in the manufacturing industry to effectively get the slice
required using autonomous and dynamic approaches. Network slice business can
be carried out using slice broker method for implementing smart contracts and slice
orchestration strategy. The entire procedure can be carried out automatically without
any human involvement [26]. Authors discussed the design of a virtualization
platform for supporting various functions of IoT systems. An integrated solution
for supporting all interactions of IIoT/IoT elements was presented. The analysis
of the modes for transmitting a small quantity of data to large distances in IIoT/IoT
systems was carried out in Russia. This paper discussed the Russian communication
standards for IoT NB-FI and cyber-security issues in IIoT/IoT systems [27].

The blockchain technology was applied in establishing a decentralized vitality
commercial centre. A case study of a start-up called Grid Singularity that applied
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blockchain to investigate “pay-as-you-go” sun-oriented solar power generation
systems was discussed. IoT systems and electric vehicles can utilize the solar
power generated from housetop of sun-oriented houses. The customers who need
power publish their demand for power, and housetop sun-oriented suppliers can
supply power. The power supply transactions are recorded using smart meters in
distributed ledgers of the blockchain. Houses with sun-oriented housetop would
operate like small-scale power-generating business enterprises. Purchasers could
consequently contact suppliers stating their capacity needs. By implementing a
blockchain-based record-keeping, business houses can enter into smart contracts
with housetop suppliers using distributed ledgers [16].

This paper has presented an overview of blockchain, IoT, 5G and their industrial
applications. The open problems, threats and limitations in the implementations of
these technologies in industries are also discussed [28]. Authors proposed the design
of a single virtualization data platform by integrating all the physical data centres
to deliver smart services in IoT systems. The type of data services depends on the
geographic position, financial and data centre requirements specified by Federation
of Russia. An investigation was carried out on wireless networks for transferring
a data to distant places based on the applications of IIoT systems. IoT and IIoT
systems generate a huge amount of digital data, and hence providing data security
to prevent cyber-attacks is a big challenge [29].

5G-enabled intelligent IoT (5G IIoT) manages a huge quantity of data ensuring
optimal communication channels. 5G IIoT has three integrated technologies such
as reinforcement learning, data mining and deep learning. The results derived from
the experiments revealed that 5G IIoT enhances quality of service (QoS) to a large
extent. This paper has also provided a new orientation to the IoT domain in which
smart systems are integrated into the 5G’s communications and IoT [30].

Table 21.6 shows the review summary of the industrial sector.

2.6 Healthcare Services

A novel abstract model for representing the future of mobile services was proposed.
This model applies blockchain technology to ensure transparency and authorization
in delivering mobile services. The mobile operators are empowered with this model
for billing activities, separating it from network management functionality. Micro-
services paradigm integrated with blockchain and 5G infrastructure was explored.
Different use-cases of 5G applications such as information transfer, healthcare
emergency services and user data privacy management are discussed.

The systems which are not so critical in latency and those that require less
throughput can use distributed ledgers in wide area networks [31]. Today’s modern
lifestyle has been influenced by many wearable devices and wireless body sensor
networks. These devices capture data and communicate this data to online service
providers to avail their services. Authors presented the use cases of implants to
monitor the heartbeat of the patient, transponders with bio-chips and electric clams
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Table 21.6 Industrial application review summary

Ref.
no. Methodology Results Applications

23 Credit-differentiated edge
transaction approval

Significant enhancement in
service cost and
capabilities of edge devices

IIoT domain

24 Fabric IoT works on
Hyperledger fabric
blockchain framework and
ABAC

This system supports three
kinds of smart contracts;
they are DC, PC and AC

Control from the
centralized point in
real-time IoT deployments

25 MTC and IoT services 5G supports massive MTC
which is an extension of
cellular IoT standards
LTE-MTC

Satisfy massive MTC 5G
demands

26 5G network slice broker in
a blockchain system

The process is automated
and there is no need for
human intervention

Blockchain slice leasing
ledger in future factories

27 Single virtualization
platform

Transmission of small
amounts of data over long
distances in IIoT/IoT
systems

An integrated solution for
supporting all interaction
of IIoT/IoT elements

28 Decentralized vitality
commercial Centre

Smart contracts with
housetop suppliers using
distributed ledgers

Pay-as-you-go applications

29 Industrial application’s
blockchain integrated with
5G and IoT

Blockchain, IoT and 5G Deals with open problems,
threats and limitations in
implementations of these
technologies in industries

30 Single virtualization
platform by integrating and
interlinking all the physical
data centres to enable all
smart services based on
IoT systems

IoT and IIoT systems
generated a huge amount
of digital, and providing
data security and
preventing cyber-attacks is
a big challenge

Integrated solution for
interfacing all IIoT/IoT
components

31 Managing a huge quantity
of data using intelligent
way ensuring optimal
communication channels

5G IIoT 5G IIoT enhances QoS to a
large extent

in water bikes with embedded sensors. A case study on food distribution systems
was also discussed to predict the shelf-life and dynamic distribution patterns of
food using IoT technology [32]. The e-healthcare applications powered by 5G
and IoT are catching up more attention of the public day by day. The data
shared between doctor and patient should be protected from misuse and tampering.
There is a need to secure and encrypt medical data which is exchanged between
patients and doctors using advanced cryptographic methods. Authors presented
the cryptographic techniques such as quantum cryptography, ECC, block cipher
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PRESENT and stream cipher Espresso and compared these techniques based on
performance and security analysis [33].

Patient healthcare data is the core component of the healthcare service industry.
This sensitive data has to be managed with high security as a statutory and ethical
requirement. The healthcare industry is influenced by the developments in medical
equipment, hardware, software, network infrastructure and emerging technologies
such as AI, IoT, 5G and blockchain. The systems built with these technologies assure
efficiency, security and transparency in managing the transactions and also open up
many new opportunities in the healthcare ecosystem. Sharing of medical data across
the stakeholders of the healthcare domain would enhance the accuracy of diagnosis,
quality of services and compliance with regulations. The blockchain applications
in the healthcare sector would increase data security management. The healthcare
data is very sensitive and demands online processing, in case of emergencies, so
the selection of correct consensus algorithm, the deployment platform and the
type of blockchain has to be carried out with utmost care. The implementation of
hybrid clouds, Internet of Medical Things (IoMT) and blockchain technologies are
essential for building a robust healthcare system [34].

Technology acceptance model (TAM) discovers the impact of advanced technol-
ogy in the healthcare services industry. The behavioural attributes (privacy concerns
and trust) and cognitive factors (perceived usefulness and perceived ease of use) of
patients are studied to assess the acceptance of advanced technology in healthcare
services delivery. The objective of this paper is to discover the associations in
estimating patients’ acceptance of technologies in healthcare services. This model
was tested on 416 patients who are randomly selected from primary healthcare
centres at different locations in Chennai and Delhi in India. Structural equation
modelling (SEM) was applied to conceive the model and to evaluate nine hypotheses
covering key constructs. The results revealed that perceived value, perceived user-
friendliness, trust and privacy concern are the primary predictors of patient’s
behaviour to evaluate technology acceptance in healthcare services [35, 36]. The
emerging technologies are having a tremendous impact on the healthcare industry
and patient care. Healthcare 4.0 standards are enforcing highly technology-driven
solutions for patient-centric healthcare. These technical solutions are assisting the
medical professionals and patients very well, but these solutions cannot substitute
the human touch and relationships between doctor, nurse and patient.

Too much dependence on these technical tools takes away the human touch.
Disruptive technologies such as blockchain systems, talking digital assistants and
chatbots cannot replace a kind physician. The kind physician placing his or her hand
on a patient’s shoulder to assure him a speedy recovery and a busy nurse who spares
an extra time to listen to a patient’s feelings are more valuable to a patient. These
modern tools would reduce the cost of medical care. The ratio of nurse to patients
in many US hospitals is less than the standards, and there is an acute deficiency in
physicians, causing less personal attention to patients. These above facts demand
the need for technical solutions to answer frequent questions in hospital systems
round the clock. There is an urgent need to shift from fee-for-service philosophy
into value-based health care philosophy [37].
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The demand for IoT systems and mobile apps that interact with and make
payment to each other ensuring secure, safe operations and services is estimated to
increase soon. For instance, IoMT devices, wearables and mobile apps that make
payment for autonomous connected devices, vehicles, public transportation and
emergency/disaster services like drone defibrillator, or a drone for the delivery of
medicine ordered, or a self-driving ambulance are in great demand. The blockchain-
driven open distributed, peer-to-peer ledger, smart devices, drones and vehicles
would reduce the cost of operations and eliminate third-party centralized service
providers [38]. This paper presented a blockchain-based secure and flawless inter-
operable telesurgery (HaBiTs). Smart contracts are designed to provide immutabil-
ity and interoperability. Authors studied the challenges in existing telesurgery
framework and presented the ways to overcome using HaBiTs. HaBiTs implements
Hyperledger Fabric or consortium blockchain to ensure the security of data related
to patients, doctors and medical data. HaBiTs framework eliminates the role of inter-
medicate agents and facilitates interoperability between blockchains [39].

This paper proposed a physical exercise based smart support system for patients
at home. This is an IoT and cloud technology-based system consisting of smart
speaker, a speech learning unit and an exercise database at the edge. This system
monitors the patient exercises and generates reports. The progress in doing exercises
is compared with standards suggested by physiotherapist. These reports are also
stored as electronic medical records. This system enables the patient to workout
from home to reduce the stress levels and prevents patients personally visiting
doctors frequently. This system can be further improved by incorporating AI
components to enhance the efficiency of physical-occupational therapy by proper
monitoring and record-keeping [40]. Table 21.7 shows the healthcare service review
summary.

2.7 Communication Industry

A novel communication architecture to satisfy the needs of 5G mobile networks
was presented. This architecture integrates virtual infrastructure manager (VIM),
ultra-dense networks (UDN) and multi-access edge computing (MEC) technologies
to enable flexibility for radio access (RA) mobile nodes [41]. The customers and
devices are striving for network connection and good data transfer rate before
5G implementation. After implementing 5G technology, the performance of the
network and the quality of the connection between the devices have been improved
significantly. A network may consist of many drones, users and IoT devices where
an autonomous operation is possible by moving 5G radio access networks (RAN)
with ML [42]. Understanding the impact of RAN technology on the transport layer
of the networks is essential for designing the interfaces in the future. Authors
evaluated the 5G scenario-based variations of consumer traffic and the extent of
utilization of 4G features in real life to meet the targeted performance. Computed
5G transport network data rate requirements considering per-cell and cumulative
cases into account. The statistical multiplexing is an important function in reducing
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Table 21.7 Healthcare service review summary

Ref. no. Methodology Results Applications

32 Micro-services-based
paradigm

Latency-critical or those
that can operate with a
lower throughput can use
distributed ledgers

User data privacy
management, healthcare
emergency services

33 Wearable devices and
wireless body sensor
networks for healthcare

Implants to monitor the
heart of the patient,
transponders with
bio-chips

Improved delivery of
healthcare

34 Quantum cryptography,
ECC, block cipher
PRESENT and stream
cipher espresso

e-health applications using
5G-based IoT

Serving the patient’s with
quality healthcare

35 A consensus algorithm,
the deployment
platform

Efficiency, security and
transparency in managing
the patient transactions

The implementation of
hybrid clouds, IoMT and
blockchain

36, 37 TAM to discover the
impact of advanced
technology in the
healthcare service
industry

Tested on 416 patients
randomly selected at
primary healthcare centres
at different locations in
New Delhi

Perceived value,
user-friendliness, trust and
privacy concern are
primary predictors of
patients’ behaviour

38 Talking digital
assistants and chatbots

Human touch and
relationships between
doctor, nurse and patient

Kind physician and busy
nurse who gives extra time
to listen to a patient’s
feelings can not be
replaced

39 IoMT devices,
wearables and mobile
apps

Reduce the cost of
operations and eliminate
third-party centralized
service providers

Make payment for
autonomous connected
devices and vehicles

40 HaBiTs Ensure the security of data
related to patients, doctors
and medical data

Supports online medical
services to patients

41 Physical exercise smart
support system for
patients

This system monitors the
patient exercises and
generates reports

Online support for
physical-occupational
therapy by proper
monitoring and
record-keeping

the cost and capacity of 5G networks. The procedure for designing a 5G transport
network was discussed. Authors introduced new functional modules to prevent
additional costs for increasing the transport capacity as demanded by mmWave
and massive MIMO technologies [43]. An investigation on the spectrum utilization
efficiency (SUE) in cognitive radio networks (CRNs) for assessing the availability
of channels and the probability of completion of service was carried out. Spectrum-
efficient CRN (SE-CRN) applies a hybrid underlay-interweave (UI) mode of
CRNs to secondary users for collaborative communication. Two types of spectrum
utilization with high and low levels of priority are taken into account. Multiple
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attribute-based methods for service discovery for low-priority users’ interruption
were proposed to ensure the optimum channel accessibility for high-priority users.
The outcome derived from this scheme assured significant enhancement in channel
accessibility, reduction in no service probability and service retainability [44].

The applications and case studies for 5G-enabled devices are driven by multi-
purpose OPC UA. The requirements, design considerations, advantages and role
of OPC UA are identified. The elements, patterns and work-flow description for
OPC UA in implementing the information modelling and integration of devices
are presented [45]. A new Call Admission Control (CAC) scheme uses fuzzy logic
and C-RAN preemption technique. The cloud bursting technique was implemented
in this scheme for managing congestion. This congestion can be prevented by
preempting few delay-tolerant, low-priority user links of public cloud by charging
penalty. The results obtained through the simulation experiments revealed less
probability of blocking which was only 5%, higher output/unit-time and less energy
consumption, and return on investment was up to 95% [46].

A spectrum sharing system was designed using blockchain technology. The
users can effectively share the same frequency spectrum in dense networks.
Game theory concepts are used to achieve coordination between the customers
who are not participating in sharing the spectrum. Simulation experiments were
conducted by applying a tit-for-tat (TFT) strategy and blockchain-based spectrum
sharing technique. The results revealed that about 55.1% optimization was achieved
through spectrum sharing strategy [47]. A well-organized study of trust-based
IoT recommendation techniques was carried out. This study reviewed 59 curated
papers from 206 papers published during the period 2011 to 2018. The advantages,
disadvantages and open issues of IoT were discussed [48].

Authors conducted a review of applications, challenges of IoT and blockchain
technologies. Integrating IoT with blockchain technology has a high potential
for designing many innovative and robust applications [49]. A general-purpose
smart, contract-based IoT monitoring architecture to enhance the security aspects of
public blockchains that reduces the operational cost was proposed. This architecture
applies reinforcement learning technique which adjusts to dynamic data submission
rates of IoT systems. Implementing high-security features using smart contracts of
blockchain is a very expensive process due to the fluctuating Bitcoin prices. Authors
discussed cost-effective IoT architecture using agents to control the IoT devices
through smart contracts. These agents are trained using reinforcement learning
and deep Q-network techniques. The results derived from simulated experiments
revealed that the agent’s strategy is more cost-effective and satisfies all users’
requirements [50].

This paper presented a non-orthogonal multiple access (NOMA)-based commu-
nication architecture for tactile Internet for smart communities in 5G.

The objective of 5G communication is to ensure high-speed, low-latency and
low-power connectivity for billions of IoT devices. The applications of NOMA for
real-time applications such as autonomous vehicles and e-healthcare are presented.
A case study on e-healthcare has been discussed in this paper [51]. Table 21.8 shows
the communications sector review summary.
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Table 21.8 Communications sector review summary

Ref. no. Methodology Results Applications

42 UDN, MEC and VIM Flexibility for RA in
mobile nodes

5G mobile networks

43 NOMA Enhancing the
performance moving 5G
RAN with ML

Network with many
drones, users and IoT
devices

44 Impact analysis RAN
technology on the
transport network

Prevent additional costs for
increasing the transport
capacity

MmWave and massive
MIMO technologies

45 Investigation on the
SUE of cognitive radio
networks

Substantial improvement
in channel availability,
network un-serviceability
and service retainability

Cognitive radio networks

46 5G-enabled field
devices using the
versatile OPC UA

Realizing information
modelling and device
integration phases

5G networks

47 Fuzzy logic-based CAC
scheme with C-RAN
preemption

This scheme has less
probability of blocking
which is less than 5%,
higher output/unit time and
less energy consumption,
and return on revenue is up
to 95%

5G, C-RAN

48 TFT strategy for
spectrum sharing
system designed based
on blockchain
technology

Enhance spectrum sharing
by 55.1% through
optimization

Same frequency spectrum
in dense networks

49 59 curated papers from
206 papers published
during the period 2011
to 2018

Advantages, disadvantages
and open issues of each
IoT recommendation
technique were discussed

Trust-based IoT
recommendation
techniques

50 Review of applications
and challenges of
blockchain and IoT
technologies

A well-organized study of
trust-based IoT techniques

Generation of robust
application

51 Smart contract-based
IoT monitoring
architecture

Considerable cost savings
based on users’ choices

Applications designed
using IoT and public
blockchain

52 NOMA Ensure high-speed,
low-latency and low-power
connectivity for IoT

Real-time applications
such as autonomous
vehicles
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2.8 Food Supply Chain Management

The unique features of 5G and blockchain technology can complement each other
in building a robust system. The constraints in blockchain communication are
compensated by integrating it with 5G. The 5G technology privacy and secu-
rity limitations were compensated with blockchain implementation. Authors have
researched on a blockchain, 5G, mmWave communication and MIMO technologies
which are suitable for networks with large numbers of nodes having security and
load balancing issues. The significant growth of blockchain-enabled 5G and IoT
technologies has disruptive potential to develop valuable next-generation robust
connected systems. The integration of IoT and micro-grid has applications in the
supply chains, smart contracts, decentralized autonomous systems, crypto-currency
and proof of services [52].

Network coding technique is very cost-effective and trustworthy for future
communications. A high data rate in a device-to-device communication is ensured
in small cell environment by network coding. The attacks and pollution are major
problems in network coding.

Standard cryptographic techniques make it difficult to secure network by re-
encoding of packets at the intermediate nodes in the network. This problem is solved
using homomorphic message authentication codes and signatures. The 5G wireless
technology is required to implement low energy consumption, ultra-low latency and
high data rate. The mobile small cells using network coding can play an important
role in assuring the maximal output per unit time in network communication.
The optimum performance can be ensured by securing these small cells from
pollution attacks [53]. Vehicular communications suffer from security aspects such
as dedicated network slice and content-centric networking (CCN). The emerging
5G technology and advances in the automotive industry have ensured safer travel
and movement of goods. Advanced networking technologies, artificial intelligence
and blockchain are integrated into autonomous vehicles to reduce human errors.
Reliability, security and stability are the most critical factors in vehicular com-
munications. Authors highlighted the need for researching on consensus protocol
designs for dynamic VANET use-cases. The analysis of information in vehicular
communication is very helpful to decide the causes for accidents to help insurance
companies and police authorities [54]. Table 21.9 shows the food supply chain
management review summary.

2.9 Cyber Security

A novel intrusion detection system architecture for IoT (IDSA-IoT) system was
implemented at edge devices and public cloud. IDSA-IoT helps in discovering
the new attacker’s behaviour efficiently. The classification process is carried out
at the edge devices, and high-end computing is deployed at public cloud. IDSA
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Table 21.9 Food supply chain management review summary

Ref. no. Methodology Results Applications

53 Researched blockchain,
5G, mmWave
communication and
MIMO technologies

Potential to develop
valuable next-generation
robust connected systems

Applications in the food
supply chain,
crypto-currency, proof of
services, smart contracts,
decentralized autonomous
systems

54 Food distribution
systems

IoT and wireless sensor
networks

Predict shelf-life and
dynamic distribution
patterns of food using IoT
technology

55 Network coding is a
very efficient and
reliable network

Assuring the maximal
throughput over the
network

To implement applications
requiring high data rate,
ultra-low latency and low
energy consumption

56 Network slice and CCN Artificial intelligence and
blockchain integrated into
autonomous vehicles
would reduce human errors

Reliability, security and
stability are the most
critical factors in vehicular
communications

can be used for various kinds of IoT networks by maintaining control on task
distribution. The experimental results revealed that the edge devices with low-end
resources can perform the classification and detection tasks at the flow rate of 450Kb
per second [56]. Content-centric mobile network models are using blockchain
technology to solve the privacy problems in 5G environment. This model is based
on developing trust between content providers and content consumers mutually. The
blockchain ledger ensures transparency, tamper resistance, control and privacy of
the transactions. This model would maintain the public ledger efficiently taking the
help of selected miners sharing the required data, network delay and congestion to
assure green communication. This model also reduces the complexity of managing
the keys. Users are empowered to design a micro-level access policy and enhanced
control over data. Minors can significantly bring down the congestion level and cut
down the delay in the network [57].

Authors surveyed IoT technology and demands in security aspects in IoT sys-
tems. The primary focus was on security issues confidentiality, integrity, availability
(CIA) and problems in each layer. Authors studied three emerging technologies
such as blockchain, AI and ML for solving security problems in IoT applications.
Security is a very significant problem in IoT and demands immediate solutions
by integrating with emerging technologies [58]. Every company should regularly
monitor the probable harmful events such as violation of controls, tampering of
data and illegal activities based on reliable information which can be verified easily.
These companies need a strong tool for tracing the links between the materials
seized and related proof documents. Authors presented tamper-resistant and time-
stamped original ledger by utilizing a public pre-existing trusted blockchain that
can be tuned to any configuration. This solution ensures many levels of integrity
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checking and privacy. This solution is also scalable and supports automation and
standards, and it is inter-operable [59].

IoT systems are mainly driven by the internet, which is insecure, lot many hack-
ers are threatening to steal the valuable data, suffers from data loss, dis-continuous
data transfer and manual handling of devices. Higher computing capability between
the objects and extended network connectivity can be achieved in IoT. The sensors
and temporary devices would collect, exchange and process data with minimum
human intervention. Implementing expensive security features and extending the
computational capabilities on the Internet is not a practical solution. Real-time
systems generate a huge amount of data which is stored in the cloud and processed
using distributed cloud computing methods. Public cloud services are also insecure,
and they are also equally vulnerable to cyber-crime attacks such as data tampering,
structured query language injection and node failure. Data integrity and data
availability cannot be ensured by cloud services [60]. This chapter illustrated
security problems related to blockchain technology and presented different encryp-
tion methods to ensure safety, security and prevent vulnerable attacks. Authors
presented security attacks of blockchain and their influence on the performance
and safety of systems. Authors also discussed rapid growth and associated cyber-
attacks on the IoT systems in the Industry 4.0 environment. A qualitative and
quantitative analysis of cyber-security frameworks, impact assessment models and
major Industry 4.0 technology and business trends was carried-out. Authors made
efforts for incorporating standards and administration into Industry 4.0 to present an
enhanced perception of financial effect evaluation methods of Industry 4.0. Authors
discussed the mathematical background for computing financial losses from cyber-
attacks. The risk parameter arrays are designed to compute the financial effect of
cyber-attacks on regulations and standards [61, 62].

Every person can be uniquely identified by his specimen signature. Signature
recognition and verification are very essential in various business and financial
activities of a person. The static and dynamic parameters can be analysed while
making a signature to identify the person. Authors have analysed the static
parameters such as the writing speed, pressure points and curves in signing. Person
signature can be verified by both offline and online Processes. In the offline signature
verification process, the person is asked to sign on a paper with a pen. This signature
is scanned and stored in a secure digital biometric repository. The person current
signature is always verified with the stored signature store in biometric repository. In
online signature verification, the electronic gadgets are used to capture dynamically
all parameters of signature. Initially, the user uses a stylus for making a signature
on the electronic screen which is recorded and stored securely. The static signature
verification is very useful for verifying documents such as property, legal records,
checks, debit cards, credit cards and contracts by comparing signature with a stored
digital version of specimen signature. Dynamic signature verification can be applied
in e-commerce and retail applications [63]. Table 21.10 shows the review summary
for cyber security domain.
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Table 21.10 Cyber security review summary

Ref. no. Methodology Results Applications

57 Intrusion detection
system architecture

Edge device with reduced
resources can perform the
classification and detection
tasks at the flow rate of
450Kb per second

IoT networks by
maintaining control on task
distribution and intruder
detection systems

58 Content-centric mobile
networks

This model empowers
users to design a
fine-grained access policy
to have better control over
data

Privacy issues in
content-centric mobile
network applications

59 Blockchain, AI and ML
for solving security
problems in IoT
applications

Surveyed IoT security CIA

60 Monitor the probable
harmful events

Strong tool for tracing Tamper-resistant and
time-stamped original
ledger

61 Preserving the integrity
of the data in IoT
systems

Data tampering, structured
query language injection
and node failure

Data integrity and data
availability

62 Security problems
related to blockchain

Well-organized literature
survey

Helps us to build more safe
and robust blockchain
systems

63 Cyber-attacks on the
IoT systems in the
industry 4.0 sector

Well-organized literature
on security aspects of
blockchain

The risk parameter arrays
to compute the financial
effect of cyber-attacks on
regulations

64 Static and dynamic
parameters signature
verification

The static signature
verification is very useful
for verifying documents
such as property, legal
records, checks, debit
cards and credit cards

Dynamic signature
verification can be applied
in e-commerce and retail
applications

2.10 Military and Civil Applications

Unmanned aerial vehicles (UAV) or drones are extensively used in defence as well
as civilian applications today because of its cost-effective and efficient operations.
The drones are controlled from the control room or moving access points in the
sky. The drones can also be connected to the Internet forming a new paradigm
called the Internet of Drones (IoD) [55]. Ensuring privacy and security to these
Internet of Drones (IoD) on the fly is very difficult and must be handled efficiently.
Applying blockchain technologies would be promising in this context due to
its unique advantages such as decentralization, immutability and traceability of
transactions. The capability to prevent any possible attacks is very essential in the
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IoD environment. The implementation of this scheme revealed enhanced security,
more functional capabilities and less communication and computation costs when
compared to other similar Schemes [64].

The growth in IoT systems facilitates more and more IoT-enabled devices to
enter into our daily life, risking our life-sensitive data with more attackers. Authors
proposed an ECC (elliptic-curve cryptography) asymmetric algorithm to encode
the data. The sensed data is compressed and reconstructed to enhance data storage
speed in IoT systems. The results obtained from the experiments revealed that this
algorithm is much better when compared to other algorithms [65].

This paper proposed one-way permutation function to reduce the storage on
the client side of systems. Authors concentrated on improving the performance
of forwarding secure searchable encryption schemes. The state-of-the-art forward
private SSE scheme is proposed in CCS 2016 which relies on the asymmetric
cryptographic primitive [66]. Authors discussed a method to derive the keys and
applied it to plain text blocks to generate the cypher text using keys. The reverse
procedure needs to be applied at the receiving end to retrieve the plain text from
the cypher text. The application of AES technique has enhanced the randomness in
inputs. The security is provided by MAC using irreversible process. CBC concept
of blockchain is applied in this method. This method has minimum complexity
in architecture and reduces time complexity and vulnerabilities. The analysis of
this method ensured the randomness in generated keys [67]. Authors highlighted
the unique advantages of blockchain and introduced blockchain-enhanced pub/sub
communication model (BPS). BPS is decentralized for multi-tenant edge cloud,
to rebuild pub/sub system internal security methods. BPS exploits blockchain
technology to detect prohibited operations and actions from both vindictive tenants
and unreliable publishers or subscribers. BPS applies Merkle hash tree (MHT)
directly to verify the integrity of vital and private meta-data. BPS presents smart
contract-based micro-level control on content-based classified messages by saving
access control list. BPS also adopts an incentive method for sincere publishers
and subscribers. Authors have implemented the BPS model on Kafka and EoS
blockchain. The rigorous analysis and experiments conducted revealed that BPS
performs better with minimum cost compared to other models [68].

Authors have carried out an extensive review of literature on storage systems
based on blockchain technology. A comparative study with cloud-based storage
systems and consensus protocols was performed. Introduced a new method for
data storage to enhance the privacy and security. The problems and demands in
data storage domain such as scalability and flexibility in access are discussed.
This blockchain-based storage is a new technology and needs to be still explored
and researched [20]. Table 21.11 shows the review summary for military and civil
applications.
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Table 21.11 Military and civilian application review summary

Ref. no. Methodology Results Applications

65 IoD The proposed scheme can
resist several potential
attacks that are essential in
IoT-enabled IoD
environment

Military to civilian
applications

66 ECC asymmetric
algorithm to encrypt
information

The algorithm is superior
to other comparable
algorithms in security and
storage performance

Secure IoT applications

67 Asymmetric
cryptographic primitive

Secure searchable
encryption schemes

The state-of-the-art
forward private SSE
scheme

68 CBC concept of
blockchain

AES technique This method has minimum
complexity in architecture
and reduces time
complexity and
vulnerabilities

69 BPS model MHT BPS performs better with
minimum cost compared to
other models

70 Cloud-based storage
systems and consensus
protocols

Blockchain-based storage Enhance privacy and
security

2.11 Agriculture

Authors presented an open distributed tamper-proof ledger method to securely store
the data about the fish farm. Fish farm implemented a custom-made version of
blockchain using a RESTful interface which is scalable, with a higher rate of output,
offline storage and privacy features. The Hyperledger Fabric version of blockchain
implementation was applied in the legacy fish farm system, which reduces the risk
of a user deliberately inserting malicious code through the smart contract. All the
users know each other, and all their actions are saved on the blockchain nodes based
on access control rules for a given network and type of transactions. The services
offered by Hyperledger Fabric network are evaluated, and transaction processing
capability was assessed with various performance metrics. Embedded boards like
Raspberry Pi and Arduino are used as a client device to link with the legacy fish
farm system and blockchain application [69].

A repute model for consensus protocols is used in the design of IoT systems
for ensuring trust. In the repute model, the good conduct would be rewarded, and
bad conduct would be punished, to enhance the safety of the protocol. The results
from experiments revealed the adequate performance with efficiency and safety
of this model [70]. A breeding information management system was developed
using enhanced blockchain technology to manage crop breeding data efficiently
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Table 21.12 Agriculture sector review summary

Ref. no. Methodology Results Applications

71 Custom-made a version
of blockchain using a
RESTful interface

Securely store the data
about the fish farm

Reduces the risk of a user
deliberately inserting
malicious code through the
smart contract

72 Good conduct was
rewarded and bad
conduct was punished
using repute model

Adequate performance
with efficiency and safety

Reputed model for
consensus protocols used
in IoT systems for ensuring
trust in consensus
protocols

73 Golden seed breeding
cloud platform
(GSBCP) for storing
breeding data

Proxy encryption
technology is applied to
ensure data security

Chinese breeding
companies and scientific
research labs using
GSBCP

with higher output per unit time. This paper discussed the Golden Seed Breeding
Cloud Platform (GSBCP) which was designed for storing, breeding data efficiently
and also to support the faster gathering of breeding data from crops and breeding
process. This storage model applies a light blockchain to store the key breeding
data. Various types of blockchains are used to store distinct types of breeding
data. Proxy encryption technology is applied to ensure data security. Chinese
breeding companies and scientific research labs, such as Hunan Longping High
Tech Seed Industry Co., Ltd.; Shandong Shengfeng Seed Industry Co., Ltd.;
Beidahuang Kenfeng Seed Co., Ltd.; Agricultural Scientific Institute of Yueyang
City; Agricultural Academy of Jilin Province; and Agricultural Academy of Henan
Province, are using GSBCP [71].

Table 21.12 shows the agriculture sector review summary

2.12 Research Applications

A digital framework called Digital Smart Publication (DSP) based on smart con-
tracts and blockchain can be applied for automating academic research publications.
DSP is very secure and also balances the distribution of rewards to all the stake-
holders ensuring data integrity and security. The researchers are updated about the
benefits whenever their paper is referred to or cited. All the decisions and payments
made are transparent, direct in a decentralized manner. DSP ensures that all the
stakeholders will be provided with long-lasting benefits in the form of tokens based
on predefined conditions. All the incentives to stakeholders are distributed based
on their tokens received. The application of smart contracts ensures distribution of
tokens [72].

Authors presented the process of evaluating large-scale, multi-tier network’s
performance using Vienna simulator for 5G systems. This simulation tool works
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on MATLAB and designed as a separate module that can be accessed on-demand.
This simulator can examine any adhoc network and its parameters constellations
that can be improved easily. This paper also discussed the unique features, structure
and functionality of this simulator in more detail. 5G networks provide enhanced
diversity of scenarios, use cases, the large number and combination of parameters
used in simulations. Authors designed a simulator for researchers to analyse the
significant aspects of multi-tier, heterogeneous networks in future. This simulator
source programme code was made available at no cost for academicians to boost
progressive participation in this research [73]. A reference architecture (RA) is
designed using big data, and machine learning techniques was applied in edge
computing systems. This basic edition of RA was implemented on 16 different
configurations in edge/distributed computing set-ups. This paper also presented a
complete system details for further development and deployment. The main advan-
tages of this RA are reduced development and maintenance costs, minimized risks
and enhanced interactions among the stakeholders. The mapping of architectural
elements to deployment configurations of different prototypes is discussed [74].

A study on architectures, features, security, efficiency and network problems
faced by the systems designed by integrating IoT, 5G and blockchain technology
was carried out. IoT has diverse applications in day-to-day life and demands
high bandwidth and enhanced connectivity among the devices. Integrating AI
with these disruptive technologies enables us to solve some of the issues such as
standardization, energy utilization, scalability, regulation and interoperability [75].
Table 21.13 shows research application review summary.

Table 21.13 Research application review summary

Ref. no. Methodology Results Applications

74 DSP DSP ensures that all the
stakeholders will be
provided with long-lasting
benefits in the form of
tokens based on predefined
conditions

Smart contracts

75 Vienna simulator for 5G
systems

Designed a simulator for
researchers to analyse the
significant aspects of
multi-tier, heterogeneous
networks

Evaluating large-scale,
multi-tier network’s
performance

76 Using machine learning
techniques for edge
computing systems

Reduced development and
maintenance costs,
minimized risks and
enhanced interactions

RA for big data system

77 Systems designed by
integrating IoT, 5G and
blockchain technology

A study on architectures,
features, security,
efficiency and network
problems

Integrating AI with these
disruptive technologies
solves standardization,
energy utilization,
scalability, regulation and
interoperability issues
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2.13 Comparative Analysis of Survey Papers with Specific
Parameters

Authors have selected ten survey research papers for comparative study. The
list of specific feature parameters such as 1 architecture, 2 applications, 3 open
issues and challenges, 4 taxonomy, 5 security, and 6 future directions are used for
analysing these papers. The analysis results are shown in Table 21.14. This chapter
is compared with all these survey papers.

3 Research Issues, Implementations, Challenges and Future
Directions of IIoT

The major security issues in IoT systems are applications that are deployed in
distributed places. The IoT devices are highly diverse in make, capabilities and
features. IoT devices have the heavy resource and power constraints. A survey
by Hewlett Packard in 2015 revealed about 70% of IoT devices are vulnerable to
attacks because of no transport encryption, no robust authentication and insecure
web, software and firmware interfaces [77].

3.1 Research Issues in IIoT

The following research issues are identified from the literature [78].

Security Challenges in Designing
• Trusted IoT platforms.
• Less complex encoding techniques.
• Authorization and authentication.
• Data and user privacy.

Distributed Intelligence for
• Data models.
• Virtualization of smart objects.
• Non-intrusive interfaces.
• Multimedia and agent communication.

Leverage Distributed Systems with
• Communication protocols.
• Middleware.
• Context awareness.
• Management and distribution of data.
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Table 21.14 Comparative study of survey papers with specific parameters

Author Year Study objectives Advantages Disadvantages 1 2 3 4 5 6

Khan
et al.
[6]

2017 To identity common
security gaps in similar
technologies like edge
computing, cloudlets and
micro-data centres

Security
measures
are
correctly
adhered to
overcome
the
potential
limitations
identified

The main
challenge is
to build a
system that
can efficiently
provision
security
without
making
eminent
sacrifices in
performance

√
X

√
X

√ √

Farouk
et al.
[33]

2020 To combat the production
and distribution of
counterfeit drugs in
partnership with Cisco,
IBM and block

Blockchain
will
improve
security,
manage-
ment, and
analysis of
healthcare
big data

Blockchain
technology is
a very new
technology, it
is constantly
changing and
evolving, and
there are a
limited
number of
people
trained in that
area

√ √ √
X

√ √

Mistry
et al.
[76]

2020 To survey 5G-enabled IoT
as a backbone for
blockchain-based industrial
automation for the smart
city applications

Most of the
industrial
applica-
tions have
been
covered in
this work,
where
blockchain
used to
maintain
the
security
faster data
flow

A great
amount of
technological
research is
required to
address the
specific
demands of
the
collaboration
of these
technologies

√ √ √ √ √
X

Han et
al.
[23]

2019 To prevent forgery and
tampering of collected
data, used in blockchain
technology to encrypt,
transmit data to cloud

Extracts
technology-
intensive
data
through
edge
computing
and cloud
computing

Measuring air
pollution
levels in real
industrial
sites are not
carried out

√ √
X X X X

(continued)
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Table 21.14 (continued)

Author Year Study objectives Advantages Disadvantages 1 2 3 4 5 6

Nehra et
al. [14]

2020 Outlines the challenges
and research opportunities
in IoT domain

Discussed
advantages
of each
paper
reviewed

Not
comparing
the results
with similar
experiments

√
X

√
X X

√

Mohanta
et al. [66]

2020 A systematic study of ML,
AI and blockchain for
addressing the security
issues in IoT

Critical
analysis
and
research
challenges
are
discussed

Scalability
issue of IoT
needs to be
considered
when
addressing
security
protocols

√ √ √
X

√
X

Khan et
al. [72]

2020 To discuss the
state-of-the-art research
efforts in IIoT

Highlighted
the
enabling
technolo-
gies for
IIoT and
recent
challenges
faced by
IIoT

The main
challenge is
to link and
modify the
security
measures and
apply them to
fog
computing
platform

√
X

√ √
X

√

Qin et al.
[73]

2020 To survey the recent
advances of IIoT including
reference architectures,
key technologies, relative
applications and
challenges

Architecture
and organi-
zation of
the paper is
good

Comparative
analysis of
work with
others is
missing

√ √ √
X X X

Wang et
al. [30]

2018 Propose a novel paradigm,
5G IIoT, to process big
data intelligently and
optimize communication
channels

Architecture
and
discussion
of open
issues is
good

Comparative
analysis of
work with
others is
missing

√ √ √
X X x

Ke Zhang
et al. [75]

2019 To propose a cross-domain
sharing inspired edge
resource scheduling
scheme and design a
CDETA mechanism

Designed a
new
CDEETA
to reduce
the edge
service
costs and
service
capacity

An efficient
AI processing
mechanism to
cope up with
highly
dynamic 5G
beyond
networks
needs to be
investigated

√
X

√
X

√
x

Sreekantha
D.K. et al.
[The
proposed
approach]

2020 To analyse IIoT
applications with a case
study

A compre-
hensive
study of
various
sectors

Quality of
presentation
can be
improved

√ √ √ √ √ √

1. Architecture, 2. Applications, 3. Open Issues and Challenges, 4. Taxonomy, 5. Security, 6. Future
Directions
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Communication and Computing for
• Energy harvesting.
• Low energy computing.
• Near-field communications.
• Ultra-wideband.

3.2 Seven Challenges in Implementing IIoT

1. Security of data and communication is a major concern.
2. Regularly maintaining the visibility of IoT devices.
3. Ensure 100% quality in Internet connectivity at all times and places.
4. Interfacing legacy systems with IIoT infrastructure.
5. Deploying computing resources at the edge of the network.
6. Distributed data storage and management.
7. Selecting the right set of tools for the task in hand [79].

3.3 IIoT Future Trends

Microsoft Corporation has conducted a survey and found that 85% of companies
have at least one IIoT use-case project implemented. This number is likely to
increase, as 94% of respondents would implement IIoT projects by 2021.

1. The implementation of 5G in industries would revolutionize the connectivity
for IoT-enabled devices to enhance productivity.

2. Maryville University estimated that by this year 2025 over 180 trillion giga-
bytes of data will be generated around the world year after year. IIoT-enabled
industries would occupy a major chunk of this data segment.

3. The IIoT data analytics emerges as huge potential applications.
4. Predictive maintenance of machinery.
5. IoT platforms can wirelessly patch up and update machinery on time through

predictive maintenance enabling a considerable reduction in downtime for
machinery.

6. IIoT boosts edge computing applications.
7. IIoT industries transform their computing models to support edge computing.

Edge computing facilitates data to be processed near the IoT devices to reduce
delay and make best use of available bandwidth.

8. Industrial AI.
9. Applications built using AI and deployed at the edge or on VMs enable

predictive analytics.
10. AI-based visual inspection systems.
11. This is an emerging AI technology using deep learning and computer vision for

automated visual inspection and quality control [80].
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4 IIoT: An Industry Case Study – Stanley Black & Decker
Tool Manufacturing Industry

Stanley Black & Decker is a leading global tool manufacturing company. It is
one of the largest tool manufacturing plants in Reynosa, Mexico, to serve the
North American market. This company manufactures mechanical access solu-
tions, electronic security and monitoring systems, hand tools, power tools and
related accessories, products and services for industrial applications. This company
upgraded its operations with IIoT solutions from Cisco and AeroScout for visibility
of operations and to enhance productivity. Stanley Black & Decker has 40 multi-
product manufacturing lines and thousands of employees; this plant produces
millions of power tools each year.

The main challenges faced by the company before implementation of IIoT
Solution are:

1. Lack of transparency in real-time production to schedule.
2. Lack of visibility to real-time overall equipment effectiveness and line produc-

tivity.
3. Reducing the production line changes over time.

The company has implemented AeroScout Real-Time Location System (RTLS)
in collaboration with Cisco company in manufacturing plants in Reynosa, Mexico.
RTLS is powered by Cisco’s robust wireless network and AeroScout industrial
leading enterprise visibility solutions. The RTLS includes small and easily deployed
Wi-Fi and RFID tags that can be attached to virtually any material to provide real-
time location and status to assembly workers, shift supervisors and plant managers
for sending notifications of any issues using Wi-Fi infrastructure and plant-wide
Ethernet.

The benefits of this successful implementation of RTLS are as follows:

1. Provided 24% increase in overall equipment effectiveness (OEE) on the router
production line.

2. Allowed faster decision-making because of immediate increased throughput by
about 10%.

3. Reduced inventory of material holding costs by 10%.
4. Empowered employees in the assembly line to notify supervisors of product

quality problems.
5. Provided visibility to the line managers immediately to react on line issues.

Mr. Mike Amaya, the plant manager, explains the advantages of RTLS as. “We
now have products and machines talking over Internet, and we can monitor and
control production almost automatically”. Mr. Gary Frederick, the chief information
officer, expressed that “With the help of the Cisco and AeroScout Industrial solution,
we are on our way towards realizing our vision of a virtual warehouse and fully
connected factory, with complete visibility and traceability”.
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5 Conclusion

Authors are motivated by the market potential and industry attention to IIoT
technology as a potential game-changer. An extensive study of literature on IIoT
applications deployed in various industries was carried out. The intelligent and
autonomous systems are designed using AI, IIoT, 5G and blockchain technologies.
All the applications are classified industry-wise in 11 sections from finance and
business through research. A summary table highlighting the methodology, results
and applications from each paper is explored industry-wise. A taxonomy of concepts
from IIoT, 5G and blockchain technologies is presented. A comparative analysis
of curated survey papers with this chapter is also presented. A case study of IIoT
implementation in world-class tool manufacturing company is analysed. At the
outset, the authors realized that AI, blockchain and 5G are empowering IIoT systems
by leveraging trust, security, flexibility and efficiency in operations. Authors tried to
provide a holistic view of IIoT applications and presented the insight into systems
design by discussing the algorithms, techniques and methods applied.

Authors conclude that intelligent systems integrated with IIoT, blockchain and
5G are going to play a vital role in every industry and business to enhance the
quality and efficiency of services and products in various industries to reduce the
cost of operations. At the end, the research issues, implementation challenges and
future trends are a discussed.
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Chapter 22
Amalgamation of Blockchain Technology
and Internet of Things for Healthcare
Applications

Dinesh Bhatia, Animesh Mishra, and Moumita Mukherjee

1 Introduction

The integration of blockchain and the Internet of Things (IoT) helps to strengthen
and leverage mutual advantages in a variety of industrial domains including health-
care. The healthcare industry is one of the largest and fastest-growing industries
involving more than 10% of the gross domestic product (GDP) of several countries
globally. The use of blockchain in IoT can help to track multiple devices in the
network, avoid duplication of malicious data entries, disallow data tampering, and
provide enhanced security and privacy. Several devices are connected in an IoT
network for fast-paced 5G-enabled data transfer environment for different industrial
applications for collecting information and processing it, and the chances of failure
of this centralized system are much higher. The time required to retrieve data
from different devices, existing protocols, and access control mechanism employed
presently may not work in the future as they are centralized based mechanisms [1,
2]. The deployment of blockchain in IoT allows distributed, decentralized ledger
records with high security, privacy, improved efficiency, and authenticity of data
[1, 3, 4].

Soon, the blockchain technology would immensely benefit and revolutionize the
healthcare sector by ensuring data transparency, reducing costs of service delivery,
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centralized patient data, and hospital services management. It would allow real-
time monitoring of the patient data and availability to seek second referral for
their medical condition due to the transparency of data and high-speed 5G network
services being provided by the healthcare service provider employing blockchain
and the IoT [2, 4]. This would enable the patients to learn regarding similar cases
being treated or reported in other countries which would help in improving their
present medical condition and nature of services being provided by their clinician.
Overall the practical utilization of integrated blockchain and IoT technology can
benefit patients, clinicians, healthcare service providers, researchers, and biomedical
specialists to improve service efficiency, quality of healthcare services, and accurate
diagnosis and treatment of diseases and share patient data with enhanced security
and privacy. It would prevent loss or modification of patient data being decentralized
and transparent in nature [5, 6].

The major concerns for acceptance of this technology are the misuse of data
by sharing it with third parties for profit or indirect identification of users through
pseudonymous identifiers. With a decentralized database, blockchain can help solve
several underlying problems within the healthcare system giving more autonomy
and control to patients over their data with selected access rights to researchers
relating to the medical records. It is a more patient-centric healthcare model where
trust is paramount, and the records cannot be altered or deleted as per convenience.
The motivation of writing this chapter is to allow readers to understand the present
advancements in the healthcare sector due to integration of the blockchain and IoT
technologies which would provide immense benefits to the patients as well as the
healthcare service providers. Further, the users must also be aware regarding the
technological challenges and limitations of the proposed technology and how it can
be overcome to allow optimized usage and maximum potential of the technology to
be leveraged to solve the existing healthcare problems, thereby improving quality
of life for the patients.

Kumar et al. [1] stated that the industry is under strict regulatory norms, with a
complex system of different interconnected entities leading to fragmented patient
data and enhanced costs due to system inefficiencies leading to lack of complete
transparency in data transactions, data traceability issues, and security concerns
for the patient. Tandon et al. [11] wrote to overcome this problem, blockchain
technology has gained considerable attention in several domains including the
healthcare industry to ensure secure and reliable management of real-time clinical
healthcare patient data [1, 11]. Qamar et al. [2] referred that the technology could be
employed to support patient data management, hospital supply chain management,
pharmaceutical research, online patient monitoring through hospital telemedicine
set-up, and hospital billing system. The blockchain follows peer-to-peer integrated
network where any transaction request made is broadcasted to all nodes and needs
to be approved by all nodes to be added to the blockchain network.

Further, integrated solutions can be built to avoid medical fraud and drug
counterfeiting. Priyadarshan et al. [14] referred that using IoT and machine learning,
the technology can help in overcoming the deletion of clinical trial record or hiding
sources of funding for carrying out medical research. It can also help in saving
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huge costs in the pharmaceutical industry by having a defined network of supply
chains. The contracts incorporated during implementing the blockchain system can
be legally binding and enforceable as per law of the land. Thus, they could help
in automating the healthcare system such as billing, insurance, diet planning, and
pharmacy management, thereby significantly reducing the costs involved. Shakeel
et al. [15] and Padmavathi et al. [19] mentioned that the blockchain technology
research in healthcare is focused on integrity, integration, and access control of
patient-related health records. In the future, work is ongoing on other aspects such as
clinical trials, medical research, supply chain management, and medical insurance.

The chapter is organized with introduction to the blockchain and IoT technolo-
gies and work reported by different researchers with regard to these technologies in
the present industry scenario giving special reference to the healthcare technology.
The subsequent section discusses about the blockchain-based IoT architecture and
how the data is stored, monitored, and retrieved when required from this system.
The remaining sections discuss about the applications of these technologies in the
healthcare sector enumerating their salient features and limitations. The chapter
also discusses regarding decentralizing IoT networks employing blockchain with
the future scope and applications of integrating these technologies for seamless
operations and benefit of mankind through improved healthcare services being
discussed in the “Discussion and Conclusion” section.

2 Paper Preparation

2.1 Background of Blockchain

Blockchain technology comprises a distributed peer-to-peer network where non-
trusting members can interact in a verifiable manner with each other without
a trusted intermediary [5]. The blockchain technology is growing rapidly with
promising applications in several technological fields. It is a decentralized system
where the data entries are immutable and cannot be altered at convenience. The
time-stamped chain of blocks are connected in a blockchain framework using
cryptographic hashes affecting all industrial domains exponentially even influencing
the healthcare sectors through its processes, services, management, education, etc.
The blockchain has largely affected the functioning of electronic and personal health
records (EHR and PHR) in the healthcare set-up. Cocosila et al. [17] and Lafourcade
et al. [44] cited that the blockchain allows better data integrity in all aspects,
access control to medical records, interoperability, and smooth transactions. The
term blockchain originated from “Bitcoin” or cryptocurrency in the year 2008. This
slowly expanded and got acceptance with several million users by 2019, wherein
it was felt that its potential could be employed in different applications including
healthcare.
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Cachin [38]. talked about blockchain, cryptography, and consensus. As per the
IBM report published in 2019, several healthcare leaders predicted that blockchain
technology will play a major role in the healthcare sector due to its decentralized
framework for sharing medical records safely, better management of clinical trials,
and regulatory compliance enforceability. Further, it is expected that the global
market for blockchain technology in the healthcare sector may soon cross $500
million by 2022 [11, 33, 38, 42]. Still, technology has miles to go and adapt to
the existing systems and lend useful value to improve efficiency of the present
healthcare industry.

A blockchain comprises a sequential chain of blocks which contains all transac-
tion records. The first block is the genesis block, with successive blocks connected
through hash values. Das et al. [31] affirmed that the blockchain concept was
first introduced as an integral component of the cryptocurrency Bitcoin. The paper
that led to the creation of Bitcoin was published in 2008, and the first genesis
block of the blockchain was mined on 3 January 2009. The blockchain system
comprises the decentralized database with open access, transparency, and autonomy
to all users who are logged into the network to access information and regularly
update post approval. Once the records are updated in the blockchain network,
it cannot be deleted or removed easily without authentication and approval from
more than half (51%) the number of users on the network. Hasselgren et al. [18]
stated that blockchain would help to overcome several problems associated with
the complex integrated healthcare network including the lack of traceability during
different transactions, non-reporting of clinical trials, and issues related to sub-
standard or fake medicines being regularly supplied to patients. This would avoid
the lack of confidentiality in handling the patient data and non-sharing with for-
profit organizations for commercial benefits or misuse of the information in any
form. It would also remove the presence of middleman in the healthcare system
by cutting down on costs, thereby enhancing trust and transparency in the system.
Drosatos et al. [20] referred that it would reduce dependency on single supplier for
procuring resources for the healthcare systems, thereby allowing them to contact
different vendors as per requirement without incurring substantial costs or legal
constraints. Presently, these blockchain systems are at the proof ofconcept stage;
however, their potential is being acknowledged and realized with several projects
involving blockchain technology increasing rapidly [20, 21].

The blockchain allows decentralization of records with no central authority con-
trolling the addition of blockchain content. The immutable entries are added to the
blockchain network based on consensus through peer-to-peer network. Balandina
et al. [7] stated that the blocks are linked to each other through cryptographic
protocols which are self-executable smart contracts. Persistence is also a key feature
of blockchain as accepted entries cannot be deleted due to a distributed ledger
stored across multiple nodes. It allows anonymity in the blockchain set-up with easy
traceability due to interconnectivity of different blocks with each other through the
hash. The transactions are arranged in the form of a Merkle tree for each block
with each leaf value verified to its established root for traceability. Previously, the
blockchain was used extensively in the finance sector as it allows security and
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privacy of data; however, nowadays, it is being applied in several computational
fields where voluminous transactions take place. Kumar et al. [3] and Liang et al. [5]
mentioned that it is being used in the Internet of Things (IoT) network for recording,
analyzing, and transferring of real-time data from nodes or objects, humans, and
sensors to automate different assignments or tasks.

The blockchain can be categorized into public, consortium, and private. The
public blockchain is referred to as permissionless as anyone can join it to view and
contribute to the blockchain and allow changes to its core software. The two largest
cryptocurrencies that widely employ public blockchain are Bitcoin and Ethereum.
The efficiency is low, but data immutability is high. The consortium of public
permission allows a restricted number of identified group entities to access, view,
and participate in the consensus protocol. In consortium blockchain, the efficiency
is high, but data could be easily tampered with. Priyadarshan et al. [14] and Drostos
et al. [20] stated that in the private blockchain, only selected nodes are allowed to
participate in the distributed network controlled by a single organization having
centralized authority over all transactions in the blockchain. In this blockchain,
although the efficiency is high, the data could be tampered with.

All users connected in the block can view ongoing transactions in the network.
The record of previous block and transactions is available with each block, thereby
making it a secure and immutable ledger record. The chain increases as new blocks
are added and arranged in a peer-to-peer network comprising several nodes with
each node maintaining a copy of the same. The nodes may comprise “users” or
“miners” who check and validate every transaction occurring on the network for
its appropriateness. With the “consensus” of users and miners, the data is added to
each block. Three majorly employed consensus protocols are proof of work (PoW),
proof of stake (PoS), and Practical Byzantine Fault Tolerance (PBFT) protocols. The
PoW is the consensus protocol strongly associated and integrated with Bitcoin. The
miners are involved in solving some complex computational problems by finding
lesser value than the predetermined one in the proposed block. The miner who finds
the solution first is rewarded and validates the transaction. However, Kuo et al. [22]
claimed that it is limited due to its high computational energy requirements when
applied on a large blockchain which may be equivalent to the electricity required for
a small country. The stake of each node in the blockchain determines the approval
node selection process in the PoS. This may give an unfair advantage to richer nodes
and influence the decision-making. Hence, the randomization process is employed
to select the approving node. Tandon [11]. and Padmavathi et al. [19] referred that
Ethereum, the second-largest cryptocurrency, is in the process to shift from PoW to
PoS. The PBFT is based on the Byzantine agreement protocol limiting its usage in
the public domain as all nodes must be known in the network. It comprises three
phases, namely, as pre-prepared, prepared, and commit. Each node requires two-
thirds majority vote approval from all nodes in the network to move to the next
phase. The PBFT is currently employed in the Hyperledger Fabric. Saraf et al. [36]
stated that till the year 2018, the number of frameworks rolled out by Hyperledger
Fabric is equal to five, namely:
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1. Burrow.
2. Fabric.
3. Indy.
4. Iroha.
5. Sawtooth.

The Blockchain 3.0 version is based on directed acyclic graph (ADG) and has
several advantages over previously employed versions 1.0 and 2.0. Blockchain 1.0
also known as Bitcoin came into existence in 2008 that uses proof of work, whereas
Blockchain 2.0 which came into existence in 2014 with Ethereum and smart con-
tracts employs proof of stake concept. Both of these are vertical schemes that have
several limitations such as privacy, self-sustainability, scalability, interoperability,
and governance. Hasselgren et al. [18] stated that Blockchain 3.0 is a horizontal
scheme that addresses several limitations of the previous two versions and hence
preferred nowadays.

Ethereum which is a popular blockchain system since 2013 comprises the block
header and a set of validation rules that needs to be followed. Hasselgren et al.
talked about the Merkle tree root hash comprising the relevant transactions and
corresponding hash values in the block. The timestamp records the actual time of
transactions as universal time during block creation. The nonce, a 4-byte field, has 0
value initially which gets incremented after the calculation of every hash function.
The parent block hash comprises 256-bit values which link to previous blocks in
the blockchain [18]. After each transaction in the block, the transaction counter is
incremented. The size of the block and transactions decides the maximum number
of transactions a block can hold. Asymmetric cryptography techniques are utilized
to authorize and validate the transactions using a digital signature technique. Each
user in the network uses two keys, namely, private and public keys. The private
key is confidential, not shared, and employed for digital signatures. The signed
transactions are then shared over the entire network [11, 19, 69]. Blockchains are
a new technology built on a relatively simple premise being that a continuously
generated stream of information can be commonly shared among all members of a
group.

Hashing is a key cryptographic tool which uses the concepts of mathematics
for code making and code breaking aspect. Using hashing, the message of any
length can be converted to an output of a fixed length of alphanumeric characters.
Therefore, when transactions happen, large pieces of information are converted into
manageable small outputs which represent the original information. When a large
number of transactions happen, then the need for verification and compilation may
arise. It is collectively called “validation” and requires the knowledge of mining
as the validation of a block leads to the creation of new units of cryptos in the
environment. Once the problem is solved by any miner and a new block has been
created, everyone on that network must agree that the problem is solved and accept
it as the next block. The validation of the work is performed by solving the problem
by oneself and matching with the work done by the other successful miner(s). This
is a tedious task where proof of work (PoW) comes into play. The miner(s) who
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solves the problem also broadcasts the PoW to other members, so that they could
accept it and move on to solve the next problem and create the block. Niya et al.
[58] stated that the proof of stake (PoS) concept involves the validation of block
that depends on the number of cryptocurrency tokens that a person already owns. It
is said that the number of cryptos is directly proportional to the mining power by the
miner(s). Instead of utilizing energy to answer PoW puzzles, a PoS miner is limited
to mining a percentage of transactions reflecting the ownership stake.

2.2 Background of Internet of Things

Internet of Things (IoT) was introduced in 1999 and is presently a $50 billion
industry. It is a network of devices that configure themselves automatically in which
the human is not at the center of the system. It allows better understanding of the
environment and response to situations wherein the machines are doing better in
sensing and reporting conditions. Presently, IoT is involved in home automation
devices, road safety and traffic regulation, automatic payments, quality assurance,
and remote condition monitoring. In the future, IoT would be involved in every field
whether driving of vehicles, wearable devices, scannables, and flyables. Although
having good connectivity and sensor technology, it is vulnerable to security threats
due to insecure interfaces and unencrypted communications [33, 45].

Cocosila et al. [17] stated that IoT is being employed in several organizations to
enhance operational efficiency, deliver better services by acknowledging customers’
concerns, and aid in decision-making, thereby enhancing the business outcome. It is
believed that the forecasted global revenue growth of IoT products would be around
$6.2 trillion with major income from the healthcare sector by 2025. Drosatos et al.
[20] showed concern over the potential to transform healthcare and global public
health. The IoT business running on a cloud server model would generate global
revenues of approximately $ 490 billion soon. The major business tycoons such as
Google and Samsung having NetLabs and SmartThings solutions, respectively, are
keen on providing innovative IoT technology to their users [71, 79]. The IoT devices
are having greater penetration in manufacturing, industrial automation, businesses,
wearable devices, and the healthcare sector at large.

The IoT definition states that it is a dynamic global network infrastructure with
self-configuring capabilities based on standard and interoperable communication
protocols where physical and virtual “things” have identities, physical attributes, and
virtual personalities employing intelligent interfaces that are seamlessly integrated
into the information network to communicate data associated with users and their
environments [6, 9, 11, 23, 59, 81, 82]. The major characteristics of an IoT network
are that it is dynamic and self-adapting and self-configuring with interoperable
communication protocols and gives unique identity to objects that are integrated
into information network [10, 12]. An IoT device may consist of several interfaces
such as sensory, actuators, memory, or audio/video for connections to other devices,
both wired and wireless. The focus in an IoT network is on configuration, control,
and networking via the Internet of Devices or Things that are traditionally not
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associated with the Internet. Several devices such as thermostats, utility meter, a
Bluetooth-connected headset, irrigation pumps, sensors, and control circuits for an
electric car’s engine can be connected through it [14, 16]. The IoT technology
is being driven by advancements in sensor networks, mobile devices, wireless
communication, networking, and cloud computing. The scope of IoT is not limited
to just connecting things (devices, appliances, machines) to the Internet. IoT allows
the things to communicate and exchange data. Data itself does not have a meaning
until it is processed into useful information. The information is then organized and
structured into knowledge for future use when required [15, 18, 33, 35, 36, 48, 50].

As mentioned by Catarinucci et al. [6] the Internet of Things (IoT) has tremen-
dously transformed and revolutionized the way present healthcare services are being
provided to patients. Qamar et al. [3] claimed that the healthcare industry is in a
state of great despair with rising healthcare costs, an aging global population, and an
increase in new and chronic diseases. This could lead to a state of healthcare services
being out of reach of the common man making them unproductive and prone to
chronic diseases. The IoT technology allows for remote monitoring in the healthcare
sector, thereby contributing in continuous and safe monitoring of the patient’s health
condition, empowering physicians to deliver quality healthcare at reasonable costs.
Fonseca et al. [13] acknowledged that the level of patient-doctor interaction has
increased tremendously leading to widespread satisfaction with improved healthcare
efficiency among patients due to ease of interaction with the healthcare providers.
This decreased the hospital duration stay for the patients and their families showing
a deep impact on diminishing healthcare costs and improving treatment outcomes
[49]. Several applications in the healthcare sector employing IoT are presently
available to benefit the healthcare providers, hospitals, insurance companies, and
patients at large. Mendes et al. [16] disclosed that IoT has largely benefitted
critically ill patients and the elderly population living alone who require continuous
monitoring due to their diseased condition by tracking their health condition on
a regular basis and allowing any disturbances or change in routine daily living
activities to trigger an alarm to the family member or concerned healthcare providers
for an immediate check on their condition and to provide instant care and treatment
to avoid any fatalities or long-term damage [15, 16]. However, Priyadharsan et
al. [20] projected that several potential challenges exist while designing any IoT-
based healthcare system that needs to be addressed such as security and privacy,
user identification and authentication, and regular communication and exchange of
healthcare data before the adoption of the technology on a mass scale [14, 20, 27].

2.3 Integration of Blockchain and IoT in Healthcare

The wearable or carrying IoT devices employed in the healthcare sector are smart
electronic devices that can be worn as clothing or body implants or accessories.
These devices in the form of the smartwatch, fitness trackers, or Google applications
can collect human physiological data that could be transmitted over the network
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employing Bluetooth or Wi-Fi setups. Fuqaha [29]. referred that these devices
help in reducing costs and improving efficiency as they can monitor remotely vital
patient’s signs and health status. The wearable devices are playing a vital role in the
healthcare industry by monitoring health fitness levels and wellness factor regularly,
motivating users for healthy living, and sharing of medical data with healthcare
providers. Prasad [32]. established “SMART Asthma Alert using IoT.” This device
collects the data from the asthmatic patient’s environment and understands the
pattern of allergen that triggers the attack. Here, the device predicts the threshold
value and alerts the patient. To maintain integrity and security, blockchain-Internet
of Things concept can be added for the smooth functioning of the device and
connectivity with the patient’s family and healthcare providers.

Bhatia et al. [21] considered IoT as a boon in the healthcare industry, several
difficulties exist in their acceptance such as privacy and security, and since data
is being transferred to the cloud server, it may easily fall in the wrong hands and
get misused, thereby compromising safety and privacy of the patient. Kuo et al.
[21] embarked on data authenticity, integrity, security, and confidentiality which are
the major vulnerabilities of an IoT network. Healthcare comprises sensitive patient
data, and with digitization, it is easy to transfer and move manual records in the
digitized form which helps in easy storage and retrieval. Talpur [4]. cited that the
electronic health record (EHR) is digitized that allows easy sharing and analysis of
patient data by healthcare providers. Catarinucci et al. [6] and Tandon et al. [11].
brought into light that the digitized record is always under threat of cybercrime to
manipulate the confidential patient information. The amount of security, privacy,
and confidentiality of the medical data and its interoperability between different
healthcare agencies are crucial, and blockchain technology can help to provide
robust structure against attacks and system failures. The blockchain also prevents the
manipulation and tampering of healthcare data. Besides, it reduces costs, enhances
efficiency, and ensures data safety with regulatory compliance with the creation of
a secure environment and immutable records [68, 78].

The IoT system operational requirements include dynamic but verifiable group
membership with data integrity and authentication, secure transactions again single-
node (or small sub-set of nodes), light weight resource operations, data encryption
with capability to handle sensor power-off time periods [19, 21]. It should be
able to handle diversity of resources comprising data from different sensors and
aggregators. For integration of blockchain in IoT, the desirable properties are
distributed protocol with verifiable transaction history and dynamic multi-party
signature membership [22]. The undesirable properties include requirement of
“proof of work,” PKI requirement, and size of ledger which could be an issue for
miniature devices and anonymous (unverified) join and leave operations. This can
be overcome by allowing proof of earlier participation using transaction history,
employing hash-based signatures or Merkle tree schemes, and maintaining relevant
transaction ledger when device is too resource constrained and group signatures
using pre-shared group key(s) to overcome anonymous or unverifiable join and
leave operations [24, 26, 28]. Further, since the IoT technologies are increasing
exponentially, the IoT devices will always have diverse capabilities and resources.
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The use of cryptography is done without clear understanding of the implications,
and there are no current standards for lightweight cryptography. Hence, blockchain-
inspired protocols combined with new cryptographic primitives might be a way
forward to overcome the above limitations [30, 32, 36].

2.4 Challenges Brought by Blockchain and IoT Integration for
Healthcare

Several researchers and Dorri et al. [76] mentioned in their research works that
they are working on possible solutions to devise blockchain-based IoT (BIoT)
architectures that are lightweight to reduce the communication-induced network
overhead and are concentrated mostly on smart homes. They cited about distributed
time-based consensus (DTC) algorithm which reduces the mining processing over-
head and delay. The BIoT architecture is divided into three layers, namely, home,
network, and cloud. The home layer comprises interconnected sensing devices that
store locally collected data with blockchain features. The network layer connects
the devices with the network or the Internet. The cloud is employed for the storage
of recorded data. Hasselgren et al. [18] cited that blockchain can be employed with
several IoT applications such as healthcare, smart home, smart city, supply chain,
e-governance, etc. This fusion technology finds several applications in industrial
automation. If big data is combined with BIoT, it could be used to effectively control
and monitor the huge amounts of data collected in the IoT ecosystem [18, 20, 26,
28]. Presently, the BIoT consortium is quite less in number, and proper regulations
are required to control different factors that presently affect the implementation
of BIoT. Padmavathi et al. [19] showed that the issues of prime importance are
security, scalability, and cross-platform applications. The commercial products on
BIoT presently available include Walton chain, Ambrosus, Power Ledger, Block
Mesh, etc.

The different challenges in implementing BIoT include technical integration,
interoperability, legal hurdles, and government regulations. Tandon et al. [11] and
Fuqaha et al. [29] paved that the technical integration due to scalability and standard-
ized development of products is an important challenge being faced in its smooth
implementation. Interoperability can be achieved by having mutual agreement
among all stakeholders involved in the implementation of BIoT framework. The
government regulations with legal frameworks require real-time product testing to
avoid system malfunctioning and seamless integration of different aspects of the
combined technology. Drosatos et al. [20] and Bhatia et al. [21] stated that due to
the high demand for real-time data by industry and research organizations, it puts
them at a larger risk of theft, break-ins, and unauthorized sharing. Further, due to
malpractices such as counterfeit drugs, skills of medical staff, etc. in the healthcare
system, it may erode public trust in the system [52, 55, 56]. Hence, it is important
to implement a system that can overcome such disadvantages and improve the
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Table 22.1 Blockchain and IoT characteristics [72, 74]

Characteristics of
blockchain Description of characteristics

Potential of blockchain and IoT in
healthcare

Data integrity Non-repudiation of data; the
transactions cannot be denied

Transactions cannot be deleted or
manipulated once they are approved

Prior approval or
consent

Prior consent or approval Seeking consent of patients and
healthcare service providers

Security and
privacy

Less chances of fraud or
mismanagement of the secure
patient data

Allows privacy and ensures secrecy of
medical data and records with

Continuous
monitoring

Monitoring of patients may be
done in real time with
continuous updates regarding
the health condition to the
patient and the doctors

Continuous and remote patient
monitoring and interaction with the
system

Reduces
paperwork

Reduces storage costs and
improves overall efficiency

Effective management of the
electronic health records (EHR)

Automates
processing

Removal of intermediaries and
middlemen

Remove supply of fake and
sub-standard drugs in the supply chain

overall management of the system. Talpur et al. [4] leads that blockchain technology
leads the way due to its decentralized approach and data integrity provides a
potential solution to the potent problems affecting the present-day healthcare
system. Catarinucci et al. [6] claimed that blockchain allows greater interoperability,
data integrity, sharing of information, and provenance among the stakeholders,
thereby enhancing efficiency, system performance, and most importantly mutual
trust among parties involved. Xia Qi et al. [34] introduced the indicator-centric
schema (ICS), a data model used to simplify the various medical data (like scans,
reports, x-rays, etc.) and store them efficiently. Separation of frequently used data
from the infrequently used data can be done using this blockchain model [34, 36,
45] (Tables 22.1 and 22.2).

3 Applications in Healthcare and Medical Technology

Blockchain technology has several applications in the healthcare field. It can be
employed for patient-based requirements such as seeking consent, allows privacy,
and ensures secrecy with continuous monitoring and interaction with the system.
The issues that may be associated with its implementation include scalability,
interoperability, and patient management. Blockchain technology can be employed
for effective management of the electronic health record (EHR) by employing deep
learning algorithms. Balandina et al. [7] mentioned the advantages of blockchain
technology as it reduces paperwork and storage costs, improves efficiency, auto-
mates processing, and lowers the chances of fraud or mismanagement of the secure
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Table 22.2 Comparison with similar approaches: advantages and disadvantages [78–82]

References Technology Advantage Disadvantage

[78] Wellbeing
monitoring using
wireless sensor
network and cloud
computing using
IoT

This is a cost-efficient technique Not easy to implement
WSN nodes compared
to wired networks

[79] Cipher text policy
attribute-based
encryption
(CP-ABE) for
data security

Access-based policy for the need
of data protection

This is problematic to
implement in
non-interactive group of
networks

[80] Health monitoring
through wireless
body area sensor
network
(WBASN)

As easy addition to the existing
sensors

Sensors should be low
in complexity, small in
size, lightweight, and
easy and configurable

[81] IOT with smart
devices

Real-time data access and
intelligent data integration

Constant updation and
upgradation of
component devices are
required

[82] Technology
acceptance model

Recognized technology to use Adoption of new
technologies is difficult
to equip with for elders

patient data [19, 23, 27, 80, 82]. The blockchain technology allows the removal
of intermediaries giving more control over the information to the patient which is
a huge advantage. The technology could aid in biomedical research with the help
of smart digital contracts to regulate the functioning of the biomedical databases.
It ensures data integrity and non-repudiation. Gong et al. [8] and Amin et al.
[10] unveiled different pathways in the healthcare system for privacy protection as
it allows for remote patient monitoring with the secure management of medical
sensors. The monitoring of patients may be done in real time with continuous
updates regarding the health condition to the patient and the doctors [29, 68, 69, 71,
76]. It provides medical interventions with automated notifications to the concerned
parties. The only disadvantage being data transfer through open channels from smart
devices to blockchain nodes and due to certain delays in block verification, it cannot
be used in emergency response situations as the response time would increase
comprising patient health. The blockchain technology would help in overcoming
fake drug prescription and labelling due to prudent check mechanism. The use of
counterfeit drugs leads to adverse drug reactions with over 10 lakhs deaths annually
as per the World Health Organization (WHO) data. Padmavathi et al. [19] introduced
that to avoid the inclusion of such fake drugs in the supply chain, transparency must
exist to avoid tampering, modifications, or stealing of drugs. The pharmacists need
to ensure that drugs of correct quantity and strength are available. The blockchain
also helps in the medical insurance storage system that allows transactions to be
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Fig. 22.1 Blockchain and healthcare sector [18]

verified before being added to the blockchain network, thereby saving time, costs,
and the transaction verification process for the insurance company [18, 19, 77].

Before blockchain can be employed in the healthcare sector, there is a need
to understand the application areas where it has been employed for present
applications in biomedical domains along with Internet of Things such as clinical
medical records, clinical trials, clinical education, and evidence-based databases
as represented in Fig. 22.1. Further, Alhussein et al. [12] and Cocosila et al.
[17] clarified that the types of data such as personal clinical records, medical
health records, willingness forms, drug supply chain, patient location, and health
insurance transactions have been addressed with blockchain technology that need
to be elaborated with the level of present expertise available such as architectural
design, system component availability of technical tools, etc. [12, 17]. The need
for employing blockchain technology in the biomedical healthcare along with
its pros and cons needs to be understood. It needs to understand the level of
usage of blockchain technology in access control, data integrity, data auditing,
and provenance that needs to be studied. Drosatos [20]. referred to the type of
blockchain framework such as Ethereum, Hyperledger Fabric, Bitcoin, etc. that
would be employed to address the problems encountered in the biomedical domain
that needs to be understood [11, 20].

Gong et al. [8] cited that the healthcare data can be broadly classified into two
main categories, mainly as medical records focused on medical care produced from
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healthcare departments or hospitals and the other being personal health records com-
prising information entered usually by patients willingly. Blockchain technology has
shown immense potential in providing privacy, security, and integrity of healthcare
records. Alhussein et al. [12] referred that it is being nowadays used in creating
patient record ledgers residing at different locations, integrating medical records
with healthcare enterprises, and sharing of these resources across different regions
and users. The technology also allows patients to have control over their information
and can be employed to seek second opinion or referral by sharing if required.
Blockchain can lead to integration and unification of personal health records with
medical records and allows easy management of one unified healthcare record.
The insurance-based health record is encrypted and stored without tampering in
the blockchain network for future use. Another area of blockchain application is
to safeguard the transactions of researchers with reference biomedical databases
such as clinical trials, pharmaceuticals, etc. that are updated regularly. Hasselgren
et al. [18] stated that blockchain can also be employed to track the drug supply
chain from the manufacturer to the consumer to avoid counterfeit drugs entering the
supply chain. Most of the blockchain technologies for medical applications are at
the initial stage of maturity or being tested for implementation shortly. However,
any technology depicting real-time solutions is not presently available, and more
time is required for the blockchain technology to mature in the future [18, 20, 57,
59, 63, 68, 74].

The blockchain technology allows independence to patients to assign rules
permitting specific use of their recorded data for research purposes. It also gives
freedom to patients to connect to hospitals directly and procure their medical data
automatically. Tandon et al. [11] told that with the help of ledger technology in
blockchain, it is possible to securely transfer patient medical records without consid-
eration of any boundaries, supply chain management of medicines administered to
patients, improved coordination among healthcare organizations, fewer transaction
costs and risks involved and help in genetic research or genomics. This can help
in streamlining healthcare processes and prevent costly and fatal medical errors.
Genomics has been considered to improve human health, and several companies
are exploring the possibility of employing this to understand human health for
scientific advancement in inpatient treatment and quality healthcare. Bhatia et al.
[21], Engelhardt et al. [23], and Randall et al. [24] concluded that the blockchain and
IoT technology are found to be perfectly suitable to this area by helping patients to
share their encrypted genetic information which allows for wider database creation,
thereby helping the scientific community in their research endeavors as represented
in Fig. 22.2. The goal of the Internet of Things (IoT) technology is to enable
easy, secure, and efficient use of technology for transmission and sharing of data
globally. It offers several potential benefits in the dynamic digital world leading
to personalized healthcare benefits for patients and care providers which is not a
challenging technological problem anymore. With the help of IoT technology for
healthcare systems, it is possible to track and monitor anything within the system at
any convenient time and place on demand. The present-day advancements in sensor
technology and communication networks and the availability of high-performance
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Fig. 22.2 IoT schematic for the healthcare sector [21]

computing systems and IoT along with blockchain technology have been taking
rapid strides and coming up as a new potential technology that can be explored
to provide numerous healthcare benefits at reduced costs and time. With the help
of these technologies, any device can be used to sense its surroundings and do
computation employing a wireless network and address. This allows developing
real-time mapping of virtual objects to establish communication channels between
them using different communication technologies for information about the status
of the connected entity as and when required [26, 28, 30, 32, 36].

Blockchain can help the telemedicine field to thrive by developing mutual
trust between patients and healthcare professionals. It helps in data integrity,
authentication, and identification of parties which ensures transparency by providing
incentives in the form of crypto tokens for players to act fairly. Shakeel et al. [15]
cited that with the use of regulated artificial intelligence tools, it creates a seamless
platform for global healthcare by the effective use of healthcare resources and needs.
Mendes et al. [16], Bahga et al. [28], and Reyna et al. [30] showed that the major
benefit would be providing remote qualitative diagnostic services especially when a
present situation such as COVID-19 lockdowns is prominent across the globe with
a large number of people deprived of quality healthcare facilities. A large number of
start-ups are coming up in this field, and several are found in the dermatology field
due to its close association with the beauty industry [30, 47, 53, 57, 63, 65, 82].
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4 Decentralizing IoT Networks Employing Blockchain

Engelhardt et al. [23] and Randall et al. [24] mentioned that the smart devices
employed in IoT cannot be directly used in blockchain as they are lightweight
with energy and memory constraints. By using the traditional client-server model
in IoT, problems related to data synchronization, security, and data privacy may
exist. This can be overcome by employing blockchain incorporated within the
IoT systems. Jing et al. [26] powered that a blockchain with hypergraphs used in
smart homes can maintain security and privacy protection by reducing cyber-attack
possibilities. Rothers et al. [25] considered that the system must be robust enough
to allow data privacy and integrity which could be managed with a unique identity
of devices with little scope of tampering. The system should allow scalability and
solve problems of data exchange and trading [40, 41, 46]. With the help of data
fusion techniques, the analysis could be done on the cloud, thereby improving
the healthcare delivery and reducing operational expenditures. Reyna et al. [30]
affirmed that healthcare data privacy is maintained between the cloud nodes and fog
with security through blockchain. The advantages include smooth data aggregation,
accuracy in the management of data, low-cost IoT software, and less consumption
of resources. Sultan et al. [27] cited that for smooth IoT functioning, integration
with 5G network is required and the blockchain transactions may be visible to all if
secure communication protocols on members are not maintained in the blockchain
system [80].

Tandon et al. [11]. stated that employing blockchain in IoT has several distinct
advantages. These are adaptability as blockchain and IoT integration can be easily
done without the requirement of intermediate blocks [13, 37, 39]. Bagha et al.
[28] referred that cross-communication can be implemented easily with middleware
technologies among blockchain devices. The next is scalability, and it is the ability
of the blockchain network to accommodate more IoT devices or sensors on the
network without any problem. Fuqaha et al. [29] added that the third advantage
is security, which is of prime importance between the fusion of both blockchain
and IoT technologies. Shakeel et al. [15] showed that the security issues in IoT
such as denial of services (DoS), authorization, identity management, and data
protection can be overcome by using blockchain. The last one is consistency, which
implies that the data in the system is consistent with the combination of blockchain
and IoT. This ensures data integrity and allows the autonomous administration of
IoT systems or domains. It allows every domain in the blockchain network to act
independently for managing the IoT devices [15, 16]. Hence, with these potential
benefits, if integration of blockchain with IoT is achieved successfully, then it would
allow better healthcare patient monitoring, improve service efficiency and accurate
patient diagnosis, and enhance security with quality services [32, 34, 35, 43]. In
their recent study, Kuo et al. [22] presented an overview of blockchain technology
to meet the need of futuristic biomedical engineering and e-healthcare. The authors
have proposed the pseudonym-based encryption with different authorities (PBEDA)
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concept to empower a patient to verify, modify, as well as access his/her healthcare
data on the IoT-based multi-layered system.

5 Discussion and Conclusion

The blockchain technology allows less dependence on huge servers and reduces
redundant work. By providing high security and data privacy for users, the system
can become cost-effective with fast computing capabilities. Soon, the blockchain
technology would immensely benefit and revolutionize the healthcare sector by
ensuring data transparency, reducing costs of service delivery, central server for
management of all patient data, and hospital services [14, 19]. The clinicians can
monitor their patient’s condition in real time without worrying regarding the level
of honest information being provided by their patients. Similarly, Tandon [11].
emphasized that the patients need not worry to get a second referral for their
medical condition due to the transparency of data and services being provided
by the healthcare service provider. Further, Kuo et al. [22] pressed that they can
willingly share their data to enable them to learn regarding similar cases being
treated or reported in other countries which would help them in improving their
present medical condition and nature of services being provided by their clinician.
Overall the practical utilization of blockchain technology can benefit patients,
clinicians, healthcare service providers, researchers, and biomedical specialists to
improve service efficiency, quality of healthcare services, and accurate diagnosis
and treatment of diseases and share patient data with enhanced security and privacy
[22, 26, 33, 47, 51]. It would prevent loss or modification of patient data being
decentralized and transparent in nature. The major concerns for acceptance of this
technology are the misuse of data by sharing it with third parties for profit or indirect
identification of users through pseudonymous identifiers [67, 70, 73]. Since research
is ongoing in this area and the number of publications is available presently, the
future for the growth and expansion of this technology looks promising. In the
healthcare sector, it is expected that the blockchain technology market may cross
$500 million by 2022. Hasselgren et al. [18] informed that due to its data integrity
and enhancing mutual trust among users, its demand would be ever-increasing and
required by healthcare institutions to perform their tasks with seamless efficiency
and precision [20, 22, 43, 57, 69, 74].

The time required to retrieve data from different devices, existing protocols,
and access control mechanism employed presently may not work in the future as
present IoT-based systems are centralized based mechanisms [54, 60, 61, 62]. The
deployment of blockchain in IoT allows distributed, decentralized ledger records
with high security, privacy, improved efficiency, and authenticity of data. The
healthcare industry is one of the largest and fastest-growing industries globally.
The industry is under strict regulatory norms involving complex interconnected
entities leading to fragmented patient data and enhanced costs due to system
inefficiencies leading to lack of complete transparency in data transactions, data
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traceability issues, and security concerns for the patient. The blockchain technology
has gained wide acceptability in different industrial domains including healthcare
to ensure secure and reliable management of real-time clinical healthcare patient
data, thereby reducing healthcare costs and accurate disclosure of the clinical trials
to overcome supply of duplicate or low-quality medicines to patients and hospitals.
The technology could be employed to support patient data management, hospital
supply chain management, pharmaceutical research, online patient monitoring
through hospital telemedicine set-up, and hospital billing system [75].

This review focuses on a real-time healthcare monitoring system using IoT
and cloud computing services which are in various ways important for elders
and chronic diseases’ patients. Different methods that are available for healthcare
services are thoroughly surveyed, and the challenges in the path of realization are
described. This review proposes intelligent real-time patient monitoring system
to monitor the subject’s vital parameters including temperature, pressure, breath
activity, as well as ECG using specific prototype model and detects any abnormality
with accuracy. In the near future, the research could be carried out on to focus
on improving wearing sensor experience by using softer materials and enabling
controlled sharing of information among the doctors, the patient, and the patients’
family through social networking paradigm. The clinicians can monitor the patient’s
condition in real time, and the patients could avail second referral for their medical
condition due to the transparency of data and services being provided by the
healthcare service provider employing blockchain and the Internet of Things [64,
66]. Further, they can willingly share their data with high-speed 5G networking
to enable them to learn regarding similar cases being treated or reported in other
countries which would help them in improving their present medical condition and
nature of services being provided by their clinician. Overall the practical utilization
of integrated blockchain and IoT technology can benefit patients, clinicians, health-
care service providers, researchers, and biomedical specialists to improve service
efficiency, quality of healthcare services, and accurate diagnosis and treatment of
diseases and share patient data with enhanced security and privacy. It would prevent
loss or modification of patient data being decentralized and transparent in nature.
The major concerns for acceptance of this technology are the misuse of data by
sharing it with third parties for profit or indirect identification of users through
pseudonymous identifiers.
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Chapter 23
Highly Isolated Self-Multiplexing 5G
Antenna for IoT Applications

Sandeep Sharma, Padmini Nigam, Arjuna Muduli, and Amrindra Pal

1 Introduction

The advanced automation in manufacturing is now a reality, so are the advances
in health monitoring, fleet management, system maintenance tracking all this and
many more thanks to Internet of Things (IoT) [1]. The IoT systems play an essential
role in enhancing people’s daily lives and establishing the connection between smart
home equipment and a smart atmosphere. IoT systems build the concept of smart
home, smart cities, smart hospitals and smart building also [2]. The industrial sector
is also facing the challenges in the development of the industrial IoT (IIoT) systems
for their use, also facing difficulty to establish business model. The major industrial
structure, like machines, traffic and components etc., the IIoT is facing many
operational and technical difficulties, like trustworthiness, timeless and security of
the connection [3]. Nowadays, 3GPP and LTE are the most widely used technologies
for communication with IoT systems [4], because these techniques offer wide area
cover, low operation cost, more secure, allocated spectrum, and easiness in the
management. But the recently available cellular infrastructure is not in the position
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to support the machine-type communications (MTC), which is the heart of the IoT
system [5, 6].

The 5G offers the path to the billions of smart devices to automatically interact
and share the data. Nowadays, diversified applications of the various instruments
are found and create trouble for the IoT systems to identify that devices are capable
or not to fulfil the need of the application [7]. Present IoT systems use the Bluetooth
Low Energy (BLE), ZigBee, etc. technologies for specific applications. As well
as some other data transfer or communication medium like Wi-Fi, low-power
wide-area (LP-WA) networks, cellular communications (e.g. MTC using 3GPP, 4G
(LTE)), etc. [3]. The IoT systems are changing continuously at a higher rate with
the new concepts and technologies and expanding in the new application areas also.

The evolving 5G infrastructure are capable enough to resolve the above-
mentioned issues. It offers the high data with low latency and large area of coverage
for MTC communication as compared to 4G. In fact, the machine-to-machine
(M2M) communication can establish the communication between a large number
of smart devices. Figure 23.1 shows the 5G-based IoT application infrastructure [3].

The success of IoT is based not only on wired but equally on wireless commu-
nication capabilities. The wireless communication systems have enabled multifold
faster development and the implementation of IoT systems as the systems are/now
can be mobile. An IoT system essentially requires the data is transmitted in small
packets at low transmission rate(s), reducing the bandwidth requirements. Typically,
the bandwidth requirement for IoT applications is less than 1 MHz. Due to their
reliable propagation characteristics, sub-GHz bands (Europe utilizes 868 MHz
band and the USA uses the 915 MHz band) are often preferred. Although these
frequency bands see less traffic with respect to other bands in the spectrum (like

Fig. 23.1 A typical network infrastructure for 5G IoT applications [8]
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2.4 GHz band), there is always a possibility of interference issues arising from
other standards. The 5G communication networks provide faster, better and reliable
communication networks for communicating systems. 5G network constitutes two
parts, the Long-Term Evolution technology (FR1 – lower-frequency range, up
to 6 GHz) and the millimetre wave (FR2 – higher-frequency range, from 24 to
52 GHz) [9]. The 5G antenna module for the IoT-based system is designed based
on one or more of data rate, frequency of operation, range of communication and
power consumption. The designer has several limitations to work with, namely,
small footprint, minimum fading (interference) or negligible noise, higher gain
and maximum radiation efficiency, and an enhanced version of multiplexing order
is also required. The substrate integrated waveguide (SIW)-based antenna design
provides a viable solution offering advantages like lightweight, high gain, maximum
radiation efficiency, low fabrication and maintenance cost, high quality factor (Q)
as well as improved power handling capacity than its counterparts μ-strip and CPW
technology [10].

There are a large number of applications where we have a multiuser system
environment requiring a reliable communication link (military applications) or a
system having numerous antenna elements connected to a base station (medical or
IoT applications) and the like(s). For a multiuser system environment connected
with the base station consisting of large number of antenna elements, the SIW-
based MIMO (multiple-input multiple-output) antenna for the 5G band application
functional over the frequency range of 3.4–3.6 GHz is used. The MIMO system
offers zero or negligible amount of mutual coupling over a single element. This
is achieved by deploying an additional diplexer and triplexer decoupling network.
A diplexer, triplexer, quadplexer or multiplexer is defined as a device that utilizes
a single antenna for multiple transmitters operating at different frequencies. This
decoupling network will consist of a diplexer, triplexer, quadplexer or multiplexer
element, depending upon the number of input ports (feed points, di for two, tri
for three, quad for four and multi for more than four transmitters), generally
incorporated with antenna modules. These increase not only the antenna space,
size and cost but the complexity of the proposed system as well, thus making these
systems not suitable for portable IoT application or 5G communication systems.

This chapter provides a design to overcome the above problems. The SIW-based
self-multiplexed antenna integrated with decoupling network working over 5G is
proposed. This technique offers small footprint and compact size and is easily
realized with highly demanding IoT systems. The isolation between two antennas
having gain stability as well as unidirectional radiation pattern is more than −20 dB.

2 Evolution of Technology from 1G to 5G

In the era of advancement in the wireless communication system, 5G communi-
cation technology takes the outstanding part because of its prominent features.
Previously, a decade ago from 1980 to 1990, the 1G-based communications was
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used, in which the basic voice service is used by the consumer with analog-based
protocols. At this time only voice service was under consideration with PSTN
(public switched telephone network) and PDMA (packet division multiple access)
techniques. 1G technology is operated over the frequency of 150 MHz/900 MHz
with the narrower bandwidth of 30 KHz and lower speed of 2.4 kbps. It has the
several of disadvantages like bad voice quality, large size and poor battery life of
cell phones. At this time, it is better than nothing; at least it’s wireless and mobile.
After that from 1991 to 2000, 2G communication had discovered using the new
digital technique of GSM and CDMA. It is the first digital standard era of wireless
communication with improved coverage area and capacity of no. of users than 1G
technology. It is operated at the frequency of 1.8 GHz/900 MHz with the moderate
bandwidth of 25 MHz and data rate of 64 kbps. It allows the text messaging service
also, and the signals are also stronger than 1G. In this range, 2.5G comes with the
GPRS cellular technique. It has the additional features of web browsing and e-mail
services. At this time, the cell phones are combined with camera also. After the
evolution takes place from 2.5G to 3G wireless system from 2000 to 2010, it has
the frequency range of 1.6–2.0 GHz with bandwidth of 100 MHz. It is designed
by CDMA, UMTS and EDGE techniques to provide the digital broadband and
increased speed. It is the first mobile with broadband data services [11, 12]. At this
time, the cell phones/mobile become the smart mobile with the extra features of fast
communication, video call and broadcasting, mobile TV, etc. It also has the excellent
value of data rates of 144 kbps to 2 Mbps with increased no. user capacity. These
3G mobiles are rather expensive than 2G. After that a new era has introduced with
4G communication from 2010 to 2020 with advent features of 3G. It is designed
primarily for increased data rate from 100 Mbps to 1 Gbps. It is working at the
frequency range of 2–8 GHz with the bandwidth of 100 MHz. It depends upon Wi-Fi
and LTE technology and has the IP-based protocols and high speed and connectivity.
It is the true mobile broadband service with MAGIC. The MAGIC term is defined as
follows: M stands for mobile multimedia, A stands for anytime anywhere, G stands
for global mobile support, I stands for integrated wireless solution, and C stands for
customized personal service. 4G is a kind of multifunctional and flexible technology
which depends upon OFDM (orthogonal frequency-division multiplexing) and
OFDMA (orthogonal frequency-division multiple access) techniques. Nowadays,
due to the 4G communication technique, we can easily and rapidly upload and
download the high-definition (HD) video, movies, songs and other information. 4G
system produces the high quality of services, super security and bigger battery life
also. Then after 4G, the advanced and versatile features of 5G communication are
presented with extreme high data rate of 1–100 Gbps, which is 100 times higher
than 4G communication. The 5G communication has introduced from 2020 to 2030
with high capacity and speedy data rates. It also supports voice streaming, buckle
up, high Internet, and interactive multimedia applications. It supports WWWW
(World Wide Wireless Web) technology and defines the next version of mobile
communication. After 5G, a novel version of communication technology is also
taking place as 6G and 7G. 6G will integrate 5G with satellite global coverage
with ultra-fast Internet access along with smart home and cities applications, while
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7G relates world completely wireless with space roaming and artificial intelligence
techniques. It’s a fully wireless network which depends over artificial intelligence
methodology [13].

2.1 5G Communication

Wireless networks have made an extraordinary development in the past few years.
The demand of more bandwidth and lower latency has been a motivation to develop
efficient systems. 5G is the fifth-generation mobile network, and this is the wireless
communication technology which enhances user experience with the help of its
features to personalize mobile communication experience. 5G is intended to offer
higher data speeds (multi-Gbps), better reliability, increased availability, enormous
network capacity, ultra-low latency and a better than before uniform user experience.
Improved performance and enhanced efficiency allow new as well as better user
experiences. 5G provides the infrastructure which will increase the performance and
capabilities of the communication network. 5G includes high carrier frequencies,
unprecedented number of antennas, massive bandwidths and device density. 5G
emerged from orthogonal frequency-division multiplexing (OFDM). OFDM is the
method of modulating a digital signal across numerous different channels to reduce
interference. Sub-6 GHz and mm-wave which have wider bandwidth are used in 5G
technology. The same mobile networking principles like 4G LTE are used in 5G
OFDM. In addition to it, 5G air interface further increases OFDM to give a better
scalability and flexibility. As a result, more people can have access to 5G technology
[14].

5G provides a seamless compatibility with dense heterogeneous network. This
satisfies the high demand of traffic and efficient connectivity to the users. 5G works
smoothly even when the number of users connected to the Internet goes over billions
in number. Basically, 5G uses the unused part of 3–300 GHz high-frequency mm-
wave. This sub-spectrum of mm-wave spectrum can support improved data rate over
present wireless system to over hundreds of times to satisfy end user needs. 5G is
designed to efficiently use every bit of spectrum across a wide array of available
bands and spectrum. 5G is invented to emerge into service areas say, for example,
connecting the Internet of Things, artificial intelligence, virtual reality and critical
communication systems. This is achieved by 5G NR air interface design techniques,
like self-contained TDD sub-frame design. 5G is designed to be energy efficient; it
consumes less energy as compared to prior communication devices. This helps in
reduction in environmental issues as well as network maintenance issues. Current
mobile network consumes about 15–20% of total power consumption on actual data
traffic, and the rest of the energy is wasted [15].

5G will have a massive impact on businesses; it will provide high data speeds
with higher network reliability. Businesses could use 5G to connect their devices
to the same network. By doing this, we can make machines work with the help of
mobile device. This can be applied where higher degree of precision is needed.
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This will help in increasing the efficiency of businesses and giving users faster
access to information. 5G technology can also help in intelligent movement and
communication among vehicles. Traffic management can be achieved by designing
a network of interconnected vehicles. Real-time data of traffic can be provided to
the drivers so that vehicles on the road can choose less congested road to arrive at
destination.

2.2 5G-Enabled IoT Applications

The upcoming years of 5G communication will totally improve the insight of
lifestyle on society, industry and business field also. It is a radical technology with
unique and massive research areas like in healthcare, smart city, robotics and virtual
reality-based systems. The IoT technology is incorporated with 5G communication
network to attain the tremendous outcomes in every perception of human life. IoT
defines as the Internet of Things, in which the things are integrated with various new
technologies, software and sensors for the result to obtain the exchange of data and
information over the network. 5G with IoT applications defines as a new opening
generation for integration of intelligence with comfort and security [16–18].

1. Transition from normal to smart communication
2. Excellence of services
3. Internet of Things to everything
4. Artificial intelligence and edge intelligence
5. Vehicular technology in 5G and beyond

(a) Intelligent aerial vehicles
(b) Intelligent car without man
(c) Intelligent transportation
(d) Intelligent robotics system

2.3 Blockchain

A system or policy for recording information in a secure and robust manner that
it is very difficult, if not impossible, to hack, maliciously change, or cheat a
system. Could this be true? Yes, through a system called blockchain. It is a digital
ledger or an indefinitely growing list of cryptographically linked blocks (records)
[19–23]. These blocks individually are constituted by a collection essentially of
a cryptographic hash of the previous block, a timestamp and transaction data
(generally represented as a Merkle tree). These are distributed as well as duplicated
across the entire network of computer systems on the blockchain. It has supported
the transition to a much required cryptographically secured and decentralized
network from the existing centralized client-server systems (Internet). It facilitates
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the users to have a distributed P2P network, where information can be exchanged
without the need of any trusted intermediary [24] among non-trusting members.

2.4 Usage of Blockchain in 5G-Enabled IoT

The fast-paced evolution of smart applications focused at improving the quality of
life for us; Internet of Things is the forerunner in the digitization of services. As IoT
infrastructure grows, there is an increase in the access points that need to access and
share information. Cloud computing has played an important role in aiding these
fast-paced developments related to the IoT domain. However, centralized structure
like these as described in detail in [25] may lead to failure in maintaining data
transparency. Blockchain provides loads of improved features in terms of security,
decentralization and scalability, identity, autonomy, security, reliability [25–27] as
well as privacy [28]; Fig. 23.2 depicts the advantages of blockchain deployment in
industrial automation based on 5G-enabled IoT systems.

Fig. 23.2 Key benefits of using blockchain with 5G-enabled IoT for industrial automation [23]
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2.5 Role of an Antenna Design for 5G-Enabled IoT

Antenna is an interface between the IoT device and the rest of the network or
system. It is apparent that without a reliable antenna, none of the advantages as
have been portrayed above are possible. A good antenna contributes to the success
of the system by:

• Improving gains without increasing the cost of additional battery consumption
• Providing consistent signal propagation to facilitate on-the-go communication

during IoT device movement
• Improving the signal level while simultaneously reducing noise reception (elim-

ination of noise if possible) through optimum isolation (particularly from other
antennas or components in a product having multiple elements, that is, antennas
or components)

In a typical communication system, there is a requirement of two antennas –
one that transmits and the other that receives. Thus, slight improvement in the
antenna involved and the performance receives a twofold improvement in received
signal-to-noise ratio, leading to improvement in the data rates, enhanced range and
increased security. It can be concluded that there is an overall improvement in the
user experience, thus resulting in the improved customer satisfaction.

3 Antenna

The antenna is the interface between the transmission line and space. The IEEE
standard defines an antenna as “the antenna or aerial as a means for radiating
or receiving the radio waves”. Antennas are passive devices; the power radiated
cannot be greater than the power entering from the transmitter side. The antennas
are reciprocal in nature, i.e. one design works as both a receiver and a transmitter
[29].

• Some techniques to implement the antenna:

(a) Microstrip-based antenna
(b) Waveguide-based antenna
(c) Meta-material-based antenna

Figure 23.3 shows the category wise available in different antennas. Some of the
antennas are suitable for IoT system applications.
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1.Printed antennas

Ultra wide band 
antenna

Reconfigurable 
antenna

SIW based antenna

Metamaterials/ 
metasurface 

antenna

Dielectric resonator 
antenna

Space antenna for 
satellite/space 
application

Feed antenna 

Single/ dual/ tri 
feed antenna

Conformal antenna

Millimetre wave & 
Tetrahertz antenna

Microwave circuit 
and systems

THz passive 
components

Energy harvesting 
antenna

Photoconductive 
antenna

Fig. 23.3 Typical available antennas

3.1 Yearly Configuration of Radio Engineering

Radio engineering utilizing the waveguide, transmission line and antenna as a key
element and concept of the electromagnetic field to produce signals within the radio
band (frequency range – 20 kHz up to 300 GHz). Figure 23.4 shows the yearly
evolution of the radio engineering field.

3.2 Applications of Radio Engineering and Antennas

There are a wide range of applications of antennas in radio engineering; some are
listed below for ready reference.

1. The Commercial Application

(a) 802.11x markets: (i). WLAN and (ii). WPAN
(b) Automotive RADAR at 77/79 GHz
(c) Telecommunications backhaul
(d) Wireless last-mile connectivity
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Fig. 23.4 Evolution of the radio engineering field

2. Military Markets (38, 60, 94 GHz)

(a) Future combat systems
(b) Secure communications
(c) Satellite communications
(d) Military phased array
(e) Reconfigurable, software definable systems

To implement any kind of antenna, the transmission line takes the most critical
role in designing it. So, several transmission lines with their properties and
disadvantages are displayed in Table 23.1 [30–36].

4 Substrate Integrated Circuits (SICs)

The basic principle of SICs is to convert non-planar structures into their correspond-
ing planar form and enable the planar fabrication processing of the non-planar and
3D design [37, 38].

• SIC Structures:

1. SIW (SIW)
2. Substrate integrated non-radiated dielectric guide (SINRD)
3. Substrate integrated image guide (SIIG)

In all of the above, SIW is the most popular structure.
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Table 23.1 Planar transmission line properties

Transmission
line

Microstrip
line Strip line Suspended Fin line Slot line

Inverted
microstrip
line

Coplanar
waveguide

Operating
frequency
(GHz)

≤110 ≤60 ≤220 ≤220 ≤110 ≤220 ≤110

Characteristics
impedance
range

10–100 20–150 20–150 20–400 60–200 25–130 40–150

Dimension Small Moderate Moderate Moderate Small Small Small
Loss High Low Low Moderate High Moderate High
Power
handling

Low Low Low Low Low Low Low

Solid-state
device
mounting

Fair Moderate Moderate Easy Easy Moderate Very easy

Low-cost
production

Good Good Fair Fair Good Fair Good

4.1 Substrate Integrated Waveguide (SIW) Technology

Recently, the microwave-based wireless components perform a significant role
in the field of communication modules. It includes the microwave- and RF-
based components for the development of different systems. However, previously,
several techniques are combined with microstrip, metallic and coplanar waveguides
to achieve the high Q-factor for active as well as passive components. As the
microwave system is the emerging topic for the RF researchers to implement
the device with high data rates for 5G/6G application and excellent sensing
and power handling capabilities. These all are the basic requirement of wireless
communication system, so to cover all above advantages, SIW plays the crucial role
in the microwave system with easy fabrication topology. The upcoming wireless
communication module with SIW technology provides the advancement towards
the high reliability, increased performance, good stability and enhanced integration
with systems [39].

SIW is the planar form of the rectangular waveguide. A dielectric is filled
between two parallel metal plates. These two rows of the conducting vias/holes
connect the two parallel plates through the substrate. To implement the millimetre
wave integrate circuit, the SIW technology is mostly used. It offers advantages like
cost-effectiveness and high-density integration and is most suitable for the mass
production of the wireless system. It has widespread solution for millimetre wave
applications. SIW was first proposed by K. Wu and Deslandes.

Definition “The waveguide like structure fabricated by using two periodic rows
of metallic holes or vias or slots connecting the top and bottom ground planes of
dielectric substrate”.
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Fig. 23.5 Substrate
integrated waveguide
structure

It also combines the advantages of microstrip (low cost, easy fabrication,
compact size, low weight) and metallic waveguide (low loss, complete shielding and
high power handling capability) [40]. Figure 23.5 depicts a typical SIW structure.

• The effective width of the SIW is given as:

weff = w − d2

0.95s
or weff = w − 1.08

d2

s
+ 0.1

d2

w
(23.1)

• To maintain loss-free radiation, choose and guided wavelength:

s ≥ 2d (23.2)

d ≤ λg/5 (23.3)

λg = 2π√
εr(2πf )2

c2 − (
π
a

)2
(23.4)

where w is the width of the rectangular waveguide, s is the pitch, d is the diameter
of vias and λg is the guided wavelength of SIW.

4.2 Substrate Dimensions

• Height (h) ≤ Weff/2.
• Thickness of copper (t) = 5* skin depth.
• Skin depth = 1√

π∗f ∗μ∗σ
= 0.0105.

• Substrate height is 0.508 mm and thickness is 0.035 mm.
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Table 23.2 Previous reported work for the SIW-based antenna

Techniques Advantages Disadvantages

Array type Less bandwidth and large gain Complex design and large sizes
SIW feed Less bandwidth and large gain Large size
SIW cavity More bandwidth and size miniaturization Average gain
HMSIW cavity More bandwidth and size miniaturization Average gain
QMSIW cavity More bandwidth and size miniaturization Average gain
Super state More bandwidth and moderate gain Complex design and large size

Table 23.3 Comparative analysis of the SIW technique with other available techniques

Features Loss
Power handling
capability Compactness Cost Self-shielded Self-packaged

Waveguide Less High Low High Yes Yes
Planar
transmis-
sion
line

High Low Good Less No No

SIW Moderate Moderate Good Less Yes Yes

4.3 Advantages of SIW Technology

1. Complete circuit in a planar form (including passive component, active compo-
nent and antennas)

2. Low-cost and well-developed manufacturing process
3. High-density integration of millimetre wave components and systems
4. Complete shielding (no interference)
5. Low losses (energy saving)
6. High Q-factor
7. High power handling
8. High performance

A brief comparison among the different techniques and antenna technology
available in literature is shown in Tables 23.2 and 23.3, respectively [41, 42].

In the last decades, SIW technology has reached incredible popularity

4.4 SIW-Based Components

SIW is fabricated by using planar circuitry as given below, and the comparison
among different types of SIW-based antenna is described in Table 23.4.

1. Active component

(a) Feedback oscillator
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Table 23.4 Comparison of different types of SIW antenna

Features Horn Patch Slot Leaky-wave antenna

Frequency <1 THz <0.1 THz <0.5 THz <0.5 THz
Cost Average+ Low Low High+
Gain Average Low High Moderate
Size Large+ Average Small Large++
Bandwidth Wide Narrow Wide Narrow
Fabrication Difficult Easy Average Difficult

(b) Mixer
(c) Frequency selector
(d) Power amplifier

2. Passive component

(a) Filter
(b) Directional coupler
(c) Magic tee

3. Antennas

(a) SIW horn antenna
(b) SIW slot antenna
(c) SIW leaky-wave antenna

4.5 Future Scope of SIW Technology

1. The SIW array-based slot antenna as the best solution for improving the gain as
well as radiation efficiency

2. The meta-material-based slot loaded antenna also as improvement of gain and
bandwidth

3. Extended to implement some or other unlicensed frequency applications:

(a) 70 GHz band (E-band)
(b) 79 GHz (automotive RADAR systems)
(c) 80 GHz (E-band)
(d) 94 GHz (millimetre wave imaging)

4. Extended to dual- and tri-band unlicensed frequency applications
5. Extended to implement high-frequency applications, i.e. THz applications [38–

41]
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5 Diplexer/Triplexer as Frequency-Selective Element

In the last few years, wireless communication systems have been mostly developed
in diplexing and triplexing, maintaining additional and extraordinary functionality
and compactness. The major part of conventional diplexing- or triplexing-based
communication system is diplexer/triplexer as shown in Fig. 23.6, in which the
uplink and downlink channels of transmitter and receiver signal are in neighbouring
frequency bands. To enhance the isolation between the uplink and downlink bands,
transmission noise rejection and low power transmission for the transceiver, we will
propose planar SIW-based self-diplexed/triplexed antennas.

The function of this device is to combine and/or split RF transmitters to facilitate
the use of single device by multiple transmitters or receivers on different frequencies
reducing cost, space and requirement of addition circuit components. This device
may either facilitate transmission from more than one transmitter over a single
RF antenna, or it may be used to work as a transceiver for transmitting over one
frequency band while receiving is done on another band of frequency [24].

The antenna diplexer has multiple applications. The most common application
is to be used as a transceiver at a cellular base station for simultaneous inflow
and outflow of signals. This device (self-duplexing antenna) provides high isolation
between the used receiving and transmitting feeds, thus allowing the same device to
operate for transmission/reception simultaneously blocking the signal. An alternate
application for the device could be at a broadcast station, where signal is simultane-
ously transmitted with many a different frequencies with one antenna element. The
device’s operation prevents the output of any of the transmitters being fed back into
the other’s input, thus enabling the use of a single antenna.

In domestic environment, these devices may be used to couple the TV feed
coming from terrestrial feeds as well as satellite transmissions into a common feed
multiplexed over frequency passed down through the same lead. Figure 23.7 shows
the mode of operation of the diplexer.

A diplexer/triplexer designer must keep the following in mind while designing
the device and the overall system:

• To function in the adjacent frequency band used for reception and transmission
• To efficiently handle the output power (at the transmitter end)
• To provide adequate rejection of transmitter noise occurring at the reception

frequency

Fig. 23.6 Block diagrams of a traditional diplexer antenna system [27]
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Fig. 23.7 Diplexer working for transmission and receiving antenna [24]

• To operate at, or less than, the frequency separation between the transmitter and
receiver

• Sufficient isolation to be ensured to eliminate receiver desensitization [43]

5.1 Motivation

1. Self-Diplexing Technique
In this technique, the antenna has two ports of different frequencies as

uplink and downlink. With the help of self-diplexed antenna, we can reduce the
complexity of high-order diplexer network, which leads to minimum cost and
small size of overall RF (radio-frequency) front-end system. From the last few
years, the state of the art of SIW technology becomes a very promising candidate
to the implementation and realization of conventional waveguide and other non-
planar circuits into their planar counterparts.

2. Self-Triplexing Technique
In the field of communication, the higher-order diplexer and triplexer come

under the types of frequency-selective elements, which provide ease of con-
nectivity to multi-band antenna from multiple transmitter/receiver with the help
of better isolation between them. Generally this type of circuit increases the
complexity of system and limits its application also.

3. Self-Quadplexing Technique
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In the RF front-end system, quad band antenna is connected to the external
element as quadplexer to provide the isolation or low mutual coupling among
the input ports, but it requires additional circuitry and in turn extra space for this
circuitry in order to keep things compact by eliminating the external quadplexer
from RF system, a new technique is proposed called a self-quadplexing technique
used to implement the four-port single antenna with high isolation values.

5.2 Different Techniques to Achieve the Objectives

1. Defected Ground Structure (DGS)
Recently, DGS plays a significant role in wireless as well as electromagnetic

field. DGS can be found by etching off any shape over the ground plane, as its
name describes itself. DGS depends upon the dimension and shape of the defect.
Due to DGS method, the shielded current distribution is also disturbed, which
results in the propagation of electromagnetic wave through the substrate layer.
For getting the better performance of the system, the shape of defect may be
altered from simple to complex. With the help of DGS, the isolation between the
ports can be increased, and mutual coupling can be reduced also, e.g. dumbbell
and bowtie-shaped, etc. [26, 44, 45].

2. Electromagnetic Band Gap Structure (EBG)
EBG structures are used for improving the performances of many RF and

microwave devices utilizing the surface wave suppression. They are inserted
between the arrays of antenna to reduce the mutual coupling and increase the
isolation between the input ports. It prevents some undesired operating mode
and control harmonics, e.g. 3-D, 2-D and 1-D EBG, mushroom and uni-polar
EBG, etc. [46, 47].

3. Meander Lines
Meander lines are added between two input ports, and this feature supplies

an extra input to the port to cancel the signal due to mutual coupling, by which
mutual coupling can be reduced and isolation increased [48].

4. Grounding Vias
It is the kind of efficient approach for implementing self-diplexing and self-

triplexing antenna system. This approach is recently proposed in microstrip
patch antenna for better polarization and controlling the resonant frequency of
antenna, so this methodology can be proposed for SIW-based antennas also,
where the loaded grounding vias are considered as shunt inductors and produce
the inductive effect. This method can also enhance the isolation between ports
and gives the better tuning of frequency response [37, 38].

5. Shunt Component Between Transmission Lines
It provides the good isolation level between transmitter and receiver antenna

but has the complex structure to fulfil the desire.
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5.3 Flowchart for Simulating the Electromagnetic Structure

To simulate any kind of active or passive electromagnetic components, the proposed
flowchart is used (shown in Fig. 23.8). To analyse the simulation of any microwave
or terahertz components, different electromagnetic software are used based on their
applications as defined in Table 23.5.

Fig. 23.8 Flowchart of
simulating the
electromagnetic structure

Table 23.5 Software for antenna design and simulation

Software Numerical techniques used Applications (microwave structures)

HFSS FEM EM simulation of passive 3-D μwave structures
CST FIT/FEM/TLM EM simulation of passive 3-D μwave structures
MW STUDIO FDTD EM simulation of passive 3-D μwave structures
ENSEMBLE MOM EM simulation of passive 2-D μwave structures
IE3D MOM EM simulation of passive 2-D μwave structures
TICRA GO/GTD/PO/PTD Reflector antenna analysis, shaping, optimization
MW WIZARD MOM Synthesis, analysis of 3-D passive μwave filter
WASPNET MOM/FEM/FDTD EM analysis tool for 3-D passive μwave filter
WIPL-D MOM EM simulation/analysis of EM structures
EMPIRE FDTD EM simulation of passive 3-D μwave structures
ADS Equations Microwave passive circuit simulation (feed networks)
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Fig. 23.9 SIW coupling
analysis flowchart Parameters of the SIW coupler

(er,d,p,fc)

S11 and S21 of the
middle row of cylinders

T-network equivalent
circuit, Z(k) and Z(h)

aw and as of the SIW in
the coupler

a = aw /2+as/2

kxe and kxo

k2e and k2o

Calculated S-parameters of the SIW coupler

Validation using the same dimension in
ANSYS Electromagnetic Suite 17,2

l = np

5.4 SIW Coupling Analysis Method

The SIW coupling is based on the different features of antenna as its relative
permittivity (εr), vias gapping (d), resonating/centre frequency (fc) and pitch (p)
values of SIW design. The row of the cylinder or conducting vias proposed the
electromagnetic boundary conditions, and with the help of ADS software, “T”-
network can be found out. By this even and odd impedance can be retrieved and
at last |S|-parameters are calculated by HFSS software. The overall working is
defined in the flowchart as shown in Fig. 23.9. The coupling analysis is done by
S21 parameter for the two-port device.

6 IoT-Based Antennas

IoT-based communication mostly depends upon the sensors and artificial intelli-
gence techniques. Data Communication Systems use a device called IoT antenna
for data transmission and reception. These antennas are compact and flexible
in nature to operate within 5G bands as in lower and upper both bands. These
bands are defined in Table 23.6. An antenna is a passive electromagnetic device
used to transfer the information from one place to another. For this transmitting
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Table 23.6 5G communication bands for IoT applications

Frequency band Frequency range of operation Objective

Sub-1 GHz band 600 MHz band
700 MHz band

Wide area coverage

Sub-6 GHz 3.3–3.8 GHz (mostly allocated)
3.8–4.2 GHz, 4.5–5 GHz
2.3–2.5 GHz, 5.9–7.1 GHz

Good mixture of coverage
and speed requirements

Millimetre wave band 28 GHz, 38 GHz bands
May be 60 GHz band

Higher speed requirements

Fig. 23.10 The equivalent
circuit model of
self-diplexing antenna

as well as receiving, both antennas are used generally in communication and
RF front-end systems. Previously, the antenna systems were combined with the
diplexer and triplexer elements. These elements are kind of frequency selective or
filter element and used to recognize the particular frequency. The self-diplexing,
self-triplexing and self-quadplexing antenna, are mostly implemented by SIW
technology, these antennas find applications for satellite/RADAR communication,
and can be integrated with IoT applications best use. These are defined in sub-
sections as below [49].

6.1 Equivalent Circuit Model of Self-Diplexing Circuit
Modules

The equivalent circuit model for the self-diplexing antenna is shown in Fig. 23.10.
The proposed equivalent circuit model is realized with the help of ADS (Advanced
Design System) software. Here each parallel combination of RLC components
produces the resonant frequencies. Likewise, parallel combination of R1, L1 and
C1 produces the first resonant frequency, while another parallel combination of R2,
L2 and C2 produces the second resonant frequency. The mutual coupling (M12)
between two frequencies is defined by series combination of LC network. Here
L12 and C12 present the minimum isolation value for the proposed self-diplexing
antenna.
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The resonating frequency can be defined by:

f0 = 1
/

2π
√

LC
(23.5)

6.2 Self-Triplexing Antenna for IoT Applications

The self-triplexing antenna and triplexers are working at three distinct resonant
frequencies. Previously the triplexers are used in RF front-end systems for selecting
and filtering the required three frequencies used for further communication. This
triplexer is used to provide the required isolation value among three ports; however,
this geometry contains more space in overall system. So, the self-triplexing antennas
are introduced in RF field to remove the extra circuitry as triplexer from commu-
nication system [50–56]. These proposed antennas are more in demand, and RF
researchers are mostly working in this field to integrate it with other technology like
artificial intelligence, sensors, etc. The comparison among self-triplexing antennas
and triplexer is displayed in Table 23.7.

6.2.1 Equivalent Circuit Model of Self-Triplexing Circuit Modules

The equivalent circuit model for self-triplexing antenna is shown in Fig. 23.11.
The triplexing antenna works at three resonating frequencies, and each resonating
frequency is defined by the parallel section of RLC network connected with the port

Table 23.7 Comparison among triplexer and self-triplexing circuit modules

Features/ref. [54] [52] [50] [51] [56]

Resonating
frequen-
cies
(GHz)

7.8, 9.4, 9.8 11, 12.2, 13.1 4.14, 6.1, 8.32 8.5, 9.7, 12.0 0.85, 1.65, 2.45

Min.
isolation

22.5 26.45 30.8 23 22.7

Permittivity
(εr)

2.2 2.2 2.2 2.2 NA

Gain (dBi) 7.2, 7.2, 7.0 5.1, 5.54, 6.12 4.26, 4.41, 6.27 3.5, 4.7, 5.2 0.85, 4.0, 4.23
Frequency
tunability

Yes Yes Yes NA Yes

Size
(mm2)

32 × 23 26 × 27.5 22 × 22 20.5 × 20.5 115 × 77

FTBR >17.3 >15 >15 >19.5 NA
Multiplexing
circuit

Not required Not required Not required Not required Required
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Fig. 23.11 The equivalent
circuit model of the
self-triplexing antenna

of 50 ohm line. At that time, only single port is ON and produces the corresponding
resonating frequency. The first RLC network as R1, L1 and C1 produces the first
resonant frequency; likewise, the second and third parallel RLC sections give the
second and third operating frequencies. The isolation is the main parameter of the
proposed antenna, so the mutual coupling is defined by the M12, M23 and M31
components, where M12 shows the mutual coupling between port 1 and port 2.
Similarly, the M23 and M31 define the minimum mutual coupling between port 2
and port 3 and port 3 and port 1. The proposed equivalent model can be easily
realized by ADS software and justified by HFSS also. The value of each resonating
frequency can be obtained by Eq. (23.5).

6.3 Self-Quadplexing Antenna for IoT Applications

The frequency-selective element or filters are used to refine the frequency of interest
and blocked the others, so quadplexer is also the same element used to find out the
four required frequencies with the help of each port. This is mostly used in satellite-,
RADAR- and RF-based systems to eliminate the noise and unwanted frequencies;
only the desired range of frequency can be passed by the four ports of the quadplexer
element. It requires the extra space in any of RF communication systems to provide
the isolation or low coupling among the input ports, so the latest technology named
as self-quadplexing antenna is introduced by RF researches. It is the most prominent
technique used in RF front-end system with light weight, compact space and low
losses [57–60]. Here several features of self-quadplexing antenna are explained in
Table 23.8. Nowadays, this proposed quadplexing technique is implemented with
the help SIW methodology, to get extreme better results than others.
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Table 23.8 Comparison among multiplexer and self-quadplexing circuit modules

Features/ref. [61] [60] [59] [58] [57]

Resonating
frequencies
(GHz)

3.5, 5.2, 5.5,
5.8

8.1, 8.78,
9.7, 11.0

5.14, 5.78,
6.74, 7.74

2.4, 3.5, 5.2,
5.8

1.2, 2.4, 3.5,
5.2

Min.
isolation

23.6 22.6 28 NA NA

Permittivity
(εr)

2.2 2.2 2.33 NA NA
(μr = 1)

Gain (dBi) 5.43, 4.1,
3.56, 3.6

5.5, 6.9,
7.47, 7.45

4.1, 4.96,
6.2, 6.1

2.8, 2.1, 3.5,
3.2

5.47, 5.88,
1.97, 3.56

Frequency
tunability

Yes Yes Yes No No

Size (mm2) 38.8 × 25.6 29 × 29 22 × 22 25 × 20 90 × 60
FTBR NA >17 >17.5 NA NA
Multiplexing
circuit

Not required Not required Not required Required Required

Fig. 23.12 The equivalent
circuit model of the
self-quadplexing antenna

6.3.1 Equivalent Circuit Model of Self-Quadplexing Circuit Modules

The equivalent circuit model for the self-quadplexing antenna is displayed in Fig.
23.12. The quadplexing antenna module contains the four input ports, and the
isolation is defined among all ports in terms of mutual coupling. Here all four
resonating frequencies are determined by the parallel combination of RLC network,
and mutual coupling is attained by series combination of LC networks. One port
is ON simultaneously and produces the particular resonant frequency. The mutual
coupling is known in the form of interference, so the minimum mutual coupling is
reciprocal to high isolation value and it is proportional to low interference among
input ports. The mutual coupling among four ports is defined by M12, M23, M34
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and M41. This model can be implemented by ADS software with the help of no. of
equations, and electromagnetic structure can be executed by HFSS or CST software.

7 Conclusion

With the substantial development of the latest mobile and satellite communication,
the multiple frequency antennas with high isolation and low mutual coupling are
one of the particular interests. The SIW (SIW)-based single-layered self-diplexing,
self-triplexing and self-quadplexing antenna has been proposed for mobile and
satellite communication, the design techniques help to achieve high isolation and
low mutual coupling between transmitting and receiving antenna. Additionally,
low cross-polarization, high gain and maximum front-to-back ratio are obtained.
These proposed antennas are used in RF front-end system without the need of extra
circuitry like diplexer and triplexer. These antennas have low manufacturing cost,
light weight and low losses; by virtue of this, it can be easily incorporated with
5G-enabled applications and IoT-based applications also. As the upcoming era will
become fully 5G and IoT-enabled communication, then proposed antennas as self-
diplexing, self-triplexing and self-quadplexing antennas are of great and fit choice
for RF researchers and engineers.
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