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Abstract. Distributed algorithms are typically parameterized in the
number of participants. While in general, parameterized verification
is undecidable, many distributed algorithms such as mutual exclusion,
cache coherence, and distributed consensus enjoy the cutoff property,
which reduces the parameterized verification problem to verification of a
finite number of instances. Failure detection algorithms do not fall into
one of the known classes. While consensus algorithms, for instance, are
quorum-based, failure detectors typically rely on point-to-point commu-
nication and timeouts. In this paper, we formalize this communication
structure and introduce the class of symmetric point-to-point algorithms.
We show that the symmetric point-to-point algorithms have a cutoff.
As a result, one can verify them by model checking small instances.
We demonstrate the feasibility of our approach by specifying the failure
detector by Chandra and Toueg in TLA™, and by model checking them
with the TLC and the APALACHE model checkers.

Keywords: TLA™ - Parameterized model checking - Failure
detectors + Symmetry - Point-to-point communication

1 Introduction

Nowadays, many high-reliability systems are distributed and parameterized in
some manner, e.g. the number of participants, or the size of message buffers.
Since the number and the cost of failures of these systems increases [2], industry
has applied many automated techniques to reason about their correctness at
the design and implementation levels, such as model checking [6,17,24,28], and
testing [19]. While these methods report positive results in analyzing individual
system configurations with fixed parameter values, the real goal is to verify all
configurations, i.e., with infinitely many vectors of parameter values.
Unfortunately, the parameterized verification problem is typically undecid-
able, even if every participant follows the same code [1,3,27]. This negative result
has led naturally to two approaches of algorithm analyses: (a) semi-automated
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methods based on user-guided invariants and proof assistants, and (b) automatic
techniques for restricted classes of algorithms and properties. A particularly fas-
cinating case is the cutoff property that guarantees that analyzing a few small
instances is sufficient to reason about the correctness of all instances [8,15]. In a
nutshell, given a property £ and a system that has a parameter m, there exists
a number B > 1 such that whenever all instances that assign a value not greater
than B to a parameter m satisfy £, then all instances which assign an arbitrary
number to m satisfy &. Hence, verification of algorithms that enjoy the cutoff
property can be done by model checking of finite instances.

In this paper, we introduce the class of symmetric point-to-point algorithms
that enjoys the cutoff property. Informally, an instance in this class contains N
processes that follow the same algorithm, and communicate with each other by
sending and receiving messages through point-to-point communication channels.
At each process, local memory can be partitioned into regions such that one
region corresponds one-to-one with a remote process, e.g. the array element
timeout [p, q] at a process p stores the maximum waiting time for a process g by
the process p. The failure detector [5] is one example of this class. Let 1..N be
a set of indexes. We show two cutoffs for these algorithms:

1. Let 7 be an index, and wy;; be an LTL\X (the stuttering-insensitive linear
temporal logic) formula in which every predicate takes one of the forms: P; (7)
or Py(i,i). Properties of the form A,.; y wy;y has a cutoff of 1.

2. Let 4 and j be different indexes, and vy; j; be an LTL\X formula in which
every predicate takes one of the (syntactic) forms: Q1 (%), or Q2(5), or Qs(i, j),
or Q4(j,4). Properties of the form /\z?@N ¥y 43 has a cutoff of 2.

For instance, by the second cutoff result, we can verify the following property
called the strong completeness property of the failure detector in [5] by model
checking of an instance of size 2.

FG(Vi,j € 1..N: (Correct(i) A =Correct(j)) = Suspected(i, 7))

This formula means that every crashed process is eventually permanently sus-
pected by every correct process. We are writing F and G to denote “eventually”
and “globally” operators of linear temporal logic (LTL), see [9]. We demonstrate
the feasibility of our approach by specifying Chandra and Toueg’s failure detec-
tors [5] in the language TLA™ [22], and model checking the specification with
two model checkers: TLC [28] and APALACHE [20].

Related work. Our work is inspired by the cutoff results for various mod-
els of computation: ring-based message-passing systems [14,15], purely disjunc-
tive guards and conjunctive guards [12,13], token-based communication [8], and
quorum-based algorithms [23]. Additionally, there are semi-decision procedures
based on invariants, induction, and abstraction that are successful in many inter-
esting cases [4,7,18,21,25]. Interactive verification methods with proof assis-
tants [10,16,26] have produced positive results in proving distributed algorithms.

The paper is organized as follows. Section 2 presents our motivating example -
Chandra and Toueg’s failure detector [5], and challenges in verification of these
algorithms. Section 3 defines the model of computation as a transition system.
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Section 4 shows our main contributions: two cutoff results in the class of symmetric
point-to-point distributed algorithms. Section 5 presents how we encode the model
of computation, and the failure detector of [5] in TLA™, and the model checking
results. Section 6 concludes the paper with a discussion of future extensions.

2 DMotivating Example

This section starts with a description of our motivating example — Chandra and
Toueg’s failure detector [5]. Then, we present challenges in verification of the
failure detector, and state-of-the-art verification techniques.

Algorithm 1 presents the pseudo-code of the failure detector of [5]. A system
instance has N processes that communicate with each other by sending-to-all and
receiving messages through N2 point-to-point communication channels. A process
performs local computation based on these messages (we assume that a process
also receives the messages that it sends to itself). In one system step, all processes
may take up to one step. Some processes may crash, i.e., stop operating. Correct
processes follow Algorithm 1 to detect crashes in the system. Initially, every cor-
rect process sets a default value for a timeout of each other, i.e. how long it should
wait for others and assumes that no processes have crashed (Line 4). Every correct
process p has three tasks: (i) repeatedly sends an “alive” message to all (Line 6),
and (ii) repeatedly produces predictions about crashes of other processes based on
timeouts (Line 8), and (iii) increases a timeout for a process ¢ if p has learned that
its suspicion on ¢ is wrong (Line 12). Notice that a process p raises suspicion on
the operation of a process ¢ (Line 8) by considering only information related to g:
timeout [p, q , suspected [p, q], and messages that p has received from ¢ recently. In
other words, its suspicions about other processes grow independently.

Let Correct(p) be a predicate whether a process p is correct. (However, p can
crash later. A crashed process p; satisfies =Correct(p1).) Let Suspected(p, q) be
a predicate whether a process p suspects a process q. The failure detector should
guarantee the following properties [5]:

— Strong completeness: Every crashed process is eventually permanently sus-
pected by every correct process.

FG(Vp,q € 1.N: (Correct(p) A —~Correct(q)) = Suspected(p,q))

— Eventual strong accuracy: There is a time after which correct processes are
not suspected by any correct processes.

FG(Vp,q € 1..N: (Correct(p) A Correct(q)) = —Suspected(p, q))

In the asynchronous model, Algorithm 1 does not satisfy eventually strong accu-
racy since there exists no bound on message delay, and messages sent by correct
processes might always arrive after the timeout expires. The correctness of failure
detectors is based on two implicit time constraints: (1) the transmission delay
of messages and (2) the relative speeds of different processes [5]. Even if these
upper bounds exist but are unknown, failure detectors can satisfy both strong
completeness and eventually strong accuracy.
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Algorithm 1. The eventually perfect failure detector algorithm in [5]

1: Every process p € II executes the following:
2: for all ¢ € IT do > Initalization step
3: timeout [p, q] = default-value

4 suspected [p,q] = L }

5:

6: Send “alive” to all ¢ € IT > Task 1: repeat periodically
7

8: for all g € II do > Task 2: repeat periodically
9: if suspected [p,q] = L and not hear q during last timeout [p, q] ticks then
10: suspected [p,q] = T

11:

12: if suspected [p, q] then > Task 3: when receive “alive” from gq

13: timeout [p, q] < timeout [p,q] + 1
14: suspected [p,q] = L

Note that the symmetry exists in both the failure detectors of [5] and the
above correctness properties. First, every process is isomorphic under renam-
ing. A correct process p always sends a message to all and raises suspicion on
a process ¢ by considering only information related to q. Second, there are only
point-to-point communication channels. Third, the contents of in-transit mes-
sages is identical. They are merely “keep-alive” messages that may arrive at
different times. Finally, all variables in both properties strong completeness and
eventual strong accuracy are variables over process indices, and they are bound
by universal quantifiers. The symmetry is captured by our model of computation
and is the key point in our proofs of the cutoff results.

As a result, verification of failure detectors faces the following challenges:

1. Algorithms are parameterized by the number of processes. Hence, we need to
verify infinitely many instances of algorithms.

2. Its model of computation lies between synchrony and asynchrony since mul-
tiple processes can take a step in a global transition.

3. The algorithm relies on a global clock and local clocks. A straightforward
encoding of a clock with an integer would produce an infinite state space.

4. The algorithm is parameterized with the upper bounds on transmission time
of messages, and the relative speeds of different processes. These upper bounds
are called A and @, respectively.

In this paper, we focus on Challenges 1-2: Our model of computation in Sect. 3
does not restrict the number of processes that simultaneously take a step, and we
show cutoffs on the number of processes in Sect. 4. Our cutoff results apply for
checking LTL\X formulas of the forms A,.; w1} and /\Z “ie1.n ¥qu,2y- Hence,
we can verify the failure detector of [5] by model checking its few instances. We
demonstrate the feasibility of our approach by specifying and model checking the
failure detector in the synchronous case. Our specification contains optimizations
for Challenge 3, which allows us to efficiently encode global and local clocks. In
the synchronous case, we can skip Challenge 4, which we leave for furture work.
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3 Model of Computation

In this section, we formalize a distributed system as a transition system. This
formalization captures the semantics of the theoretical model of [5,11], but does
not consider the restrictions on the execution space given by A and &. A global
system is a composition of N processes, N? point-to-point outgoing message
buffers, and N control components that capture what processes can take a step.
Every process is identified with a unique index in 1..IN, and follows the same
deterministic algorithm. Moreover, a global system allows: (i) multiple processes
to take (at most) one step in one global transition, and (ii) some processes to
crash. Every process may execute three kinds of transitions: internal, round, and
stuttering. Notice that in one global transition, some processes may send a mes-
sage to all, and some may receive messages and do computation. Hence, we need
to decide which processes move, and what happens to the message buffers. We
introduce four sub-rounds: Schedule, Send, Receive, and Computation. The tran-
sitions for these sub-rounds are called internal ones. A global round transition is
a composition of four internal transitions. We formalize sub-rounds and global
transitions later. As a result of modeling, there exists an arbitrary sequence of
global configurations which is not accepted in [5,11]. We define so-called admissi-
ble sequences of global configurations that are accepted in [5,11]. We did encode
our formalization in TLA™, and our specification is presented in Sect. 5.

Since every process follows the same algorithm, we first define a process tem-
plate that captures the process behavior. This formalization focuses on symmet-
ric point-to-point algorithms parameterized by N. Every process is an instance
of the process template. Then, we present the formalization of a global system.

3.1 The Process Template

We fix a set of process indexes as 1..N. Moreover, we assume that the message
content does not have indexes of its receiver and sender. We let Msg denote a set
of potential messages, and Set(Msg) denote a set of sets of messages.

We model a process template as a transition system Uy =
(Qn, Tri, Rely, ¢%) where Qn = Loc x Set(Msg)" x DY is a set of template
states, Try is a set of template transitions, Rely C Qn X Try X Qn is a tem-
plate transition relation, and ¢% € Qx is an initial state. These components of
Uy are defined as follows.

States. A template state p is a tuple (¢,S51,...,Sn,d1,...,dy) where:

— [ € Loc refers to a location of a program counter, and Loc is a set of locations.
We assume that Loc = Locspg U Locrey, U Loccomp U {€erash }» and three sets
Locspg, Locrey, Loc comyp are disjoint, and £, is a special location of crashes.
To access the program counter, we use a function pc: QQn — Loc that takes a
template state at its input, and produces its program counter as the output.
Let p(k) denote the k" component in a template state p. For every p € Qn,
we have pc(p) = p(1) .

— S; € Set(Msg) refers to a set of messages. It is to store the messages received
from a process p; for every i € 1..N. To access a set of received messages from



334 T.-H. Tran et al.

a particular process whose index in 1..INV, we use a function rcvd: Qn x1..N —
Set(Msg) that takes a template state p and a process index ¢ at its input, and
produces the (i 4+ 1) component of p at the output, i.e. for every p € Qn,
we have rcvd(p, i) = p(1+1) .

— d; € D refers to a local variable related to a process p; for every i € 1..N.
To access a local variable related to a particular process whose index in 1../V,
we use a function lvar: @Qn x 1..N — D that takes a template state p and a
process index i at its input, and produces the (1 4+ N +4)*" component of p
as the output, i.e. lvar(p,i) = p(1+ N +1) for every p € Qn.

Initial State. The initial state ¢Y is a tuple ¢% = (¢o,0,...,0,do, ..., dy) where
£y is a location, every box for received messages is empty, and every local variable
is assigned a constant dy € D.

Transitions. We define Try = CSnd U CRev U {comp, crash, stutter} where

— OSnd is a set of transitions. Every transition in CSnd refers to a task that
does some internal computation, and sends a message to all. For example,
in task 1 in Algorithm 1, a process increases its local clock, and performs an
instruction to send “alive” to all. We let csnd(m) denote a transition referring
to a task with an action to send a message m € Msg to all.

— CRcv is a set of transitions. Every transition in CRcv refers to a task that
receives N sets of messages, and does some internal computation. For exam-
ple, in task 2 in Algorithm 1, a process increases its local clock, receives mes-
sages, and remove false-negative predictions. We let crcv(Sy, ..., Sy) denote
a transition referring to a task with an action to receive sets Si,..., Sy of
messages. These sets S1,..., Sy are delivered by the global system.

— comp is a transition which refers to a task with purely local computation. In
other words, this task has neither send actions nor receive actions.

— crash is a transition for crashes.

— stutter is a transition for stuttering steps.

Transition Relation. For two states p, p’ € Qn and a transition tr € Try, we
write p - p/, instead of (p, o, p'). In the model of [5,11], each process follows
the same deterministic algorithm. Hence, we assume that for every pg Lro, 20
and p; RN P4, if po = p1 and tro = try, then it follows that pj, = p}. Moreover,
we assume that there exist the following functions which are used to define
constraints on the template transition relation:

— A function nextLoc: Loc — Loc takes a location at its input and produces
the next location as the output.

— A function genMsg: Loc — Set(Msg) a location at its input, and produces
a singleton set that contains the message that is sent to all processes in the
current task. The output can be an empty set. For example, if a process is
performing a receive task, the output of genMsg is an empty set.

— A function nextVar: Loc x Set(Msg) x D — D takes a location, a set of
messages, and a local variable’s value, and produces a new value of a local
variable as the output.
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Let us fix functions nextLoc, genMsg and nextVar. We define the template tran-
sitions as follows.

. csnd (m)
1. For every m € Msg, for every pair of states p, p’ € Qn, we have p ——— p/
if and only if
(a) pc(p’) = nextLoc(pc(p)) A{m} = genMsg(pc(p))
(b) Vi € 1..N: revd(p,i) = rcvd(p', i)
(c) Vi € 1.N: war(p',i) = nextVar (pc(p), revd(p', i), war(p, 7))
Constraint (a) implies that the update of a program counter and the con-
struction of a sent message m depend on only the current value of a program
counter, and a process wants to send only m to all in this step. Constraint
(b) is that no message was delivered. Constraint (c) implies that the value of
lvar(p',i) depends on only the current location, a set of messages that have
been delivered and stored in rcvd(p’, ), and the value of lvar(p,i).

2. For every Si,...,Sny C Msg, for every pair of states p,p’ € Qu, we have

crev(S18), p’ if and only if the following constraints hold:

) pe(sf) = nestLoc(pe(p)) A D = genMsg(pe(p))
) Vi € 1..N: revd(p,i) = revd(p,i) U S;

(c) Vi€ 1.N: lvar(p,i) = nestVar (pc(p)), revd(p, i), var(p, i)

Constraint (a) in crcv is similar to constraint (a) in csnd, except that no
message is sent in this sub-round. Constraint (b) refers that messages in a
set S; are from a process indexed ¢, and have been delivered in this step.
Constraint (¢) in crev is similar to constraint (c¢) in csnd.

P
(a
(b

3. For every pair of states p,p’ € Qn, we have p ——=2s o if and only if the
following constraints hold:
(a) pe(p') = neatLoc(pe(p)) A = genMsg(pe(p))
(b) Vi € 1..N: revd(p', ) = revd(p, i)
(c) Vi € 1.N: war(p',i) = nestVar (pc(p), revd(p’, i), war(p, 7))
Hence, this step has only local computation. No message is sent or delivered.
4. For every pair of states p,p’ € Qn, we have p crash, p if and only if the
following constraints hold:
(a) pC(p) 7é Ecra,sh A pc(pl) = Zcrash
(b) Vi € 1..N: revd(p,i) = revd(p', i) A lvar(p, i) = lwar(p’, i)
Only the program counter is updated by switching to £, qsh -

stutter

5. For every pair of states p, p’ € Qn, we have p p if and only if p = p/.

3.2 Modeling the Distributed System

Given N processes which are instantiated from the same process template Uy =
(Qn, Try, Rely, q%), the global system is a composition of (i) these processes,
and (ii) N? point-to-point buffers for in-transit messages, and (iii) N control
components that capture what processes can take a step. We formalize the global
system as a transition system Gy = (CN,TN,RN,gR,) where Cy = (Qn)V x
Set(Msg)V N x Bool? is a set of global configurations, and Ty is a set of global
internal, round, and stuttering transitions, and Ry C Cy X Ty X Cy is a global
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transition relation, and g¢% is an initial configuration. These components are
defined as follows.

Configurations. A global configuration k is defined as a following tuple kK =
(ql7 ey N, ST 82 ST SN acty, . . 7actN) where:

— ¢; € Qn: This component is a state of a process p; for every i € 1..N. To access
a local state of a particular process, we use a function Istate: Cy X 1..N —
QN that takes input as a global configuration x and a process index i, and
produces output as the i*" component of x which is a state of a process p;. Let
k(i) denote the i*" component of a global configuration . For every i € 1..N,
we have [state(k,i) = k(i) = g;.

— ST € Set(Msg): This component is a set of in-transit messages from a process
ps to a process p, for every s, € 1..N. To access a set of in-transit messages
between two processes, we use a function buf: Cy x 1..N x 1..N — Set(Msg)
that takes input as a global configuration k, and two process indexes s,r,
and produces output as the (s- N + ) component of x which is a message
buffer from a process p; (sender) to a process p, (receiver). Formally, we have
buf (k,s,7) = k(s- N +r) = ST for every s,r € 1..N.

— act; € Bool: This component says whether a process p; can take one step in a
global transition for every ¢ € 1..N. To access a control component, we use a
function active: Cy X 1..N — Bool that takes input as a configuration x and
a process index i, and produces output as the (N +1) - N + )" component
of k which refers to whether a process p; can take a step. Formally, we have
active(k,i) = K((N + 1) - N +14) = b; for every ¢ € 1..N. The environment
sets the values of acty,...,acty in the sub-round Schedule defined later.

We will write £ € (Qn)" x Set(Msg)VN x Bool™ or k € Cy.

Initial Configuration. The global system Gy has one initial configuration g%,
and it must satisfy the following constraints:

1. Vi € 1..N: =active(g%,i) A lstate(N, i) = ¢%
2. Vs,r € 1.N: buf (g%, s,7) =0

Global Round Transitions. Intuitively, every round transition is a sequence

Sched . Snd . Rcv . Comp .
of a —— transition, a — transition, a — transition, and a —— transition

defined below. We let ~ denote round transitions. The semantics of round tran-
sitions is defined as follows: for every pair of global configurations kg, k4 € Cy,

we say Ko ~ kg if there exist three global configurations k1, ks, k3 € Cn such

Sched Snd Rcv Comp .
that k9 —— k1 — kg —— K3 — k4. Notice that every correct process

can make at most one global internal transition in every global round transition.
Moreover, round transitions allow some processes to crash only in the sub-round
Schedule. We call these faults clean-crashes.

Global Stuttering Transition. In the proof of Lemma 5 presented in Section 4,
we do projection. Therefore, we extend the relation ~ with stuttering: for every
configuration k, we allow Kk ~ K.



Cutoffs for Symmetric Point-to-Point Distributed Algorithms 337

Admissible Sequences. An infinite sequence ™ = kgky ... of global configura-
tions in Gy is admissible if the following constraints hold:

1. Ko is the initial state, i.e. ko = g%, and
2. 7 is stuttering equivalent with an infinite sequence #" = k(kj ... such that
/ Sched ’ Snd ’ Rev Comp ’

K — Ky — Kipyo — Kipyg — Kypyy for every k > 0.
Notice that it immediately follows by this definition that if 7 = kgk;1 ... is an
admissible sequence of configurations in Gy, then xl; ~ &l for every k& > 0.
From now on, we only consider admissible sequences of global configurations.

Global Internal Transitions. In the model of [5], many processes can take
a step in a global transition. We assume that a computation of the distributed
system is organized in rounds, i.e.global ticks, and every round is organized as
four sub-rounds called Schedule, Send, Receive, and Computation. To model that

as a transition system, for every sub-round we define a corresponding transition:

Scked, for the sub-round Schedule, 529, for the sub-round Send, BV, for the sub-

round Receive, ™. for the sub-round Comp. These transitions are called global
internal transitions. We define the semantics of these sub-rounds as follows.

1. Sub-round Schedule. The environment starts with a global configuration
where every process is inactive, and move to another by non-deterministically
deciding what processes become crashed, and what processes take a step in
the current global transition. Every correct process takes a stuttering step,
and every faulty process is inactive. If a process p is crashed in this sub-

round, every incoming message buffer to p is set to the empty set. Formally,

for k,k’ € Cy, we have k Sched 7 if the following constraints hold:

(a) Vi € 1..N: —active(k, 1)
(b) Vi € 1..N: Istate(r, i) 22 Istate(x', ) V Istate(k, i) crash, Istate (', 1)
(c) Vi€ 1..N: pc(lstate(r', 1)) = Lergsh, = —active(k', 1)
(d) Vs,r € 1.N: pe(lstate(k', 1)) # Lerash = buf (K, s,7) = buf (K, s,7)
(e) Vr € 1.N: pe(lstate(k', 1)) = Leras, = (Vs € 1.N: buf (', s,7) = 0)
2. Sub-round Send. Only processes that perform send actions can take a step in
this sub-round. Such processes become inactive at the end of this sub-round.
Fresh sent messages are added to corresponding message buffers. To define

the semantics of the sub-round Send, we use the following predicates:

Enabled(¢),i, L) £ active(k,i) A pc(lstate(x,i)) € L

stutter

Frozens(y,s,1) & A lstate(k, 1) Istate(k', i)
A active(k, i) = active(r', 1)
AYr € 1.N: buf (k,i,7) = buf (k',i,7)
Sending(11,2,i,m) = AVr € 1.N: m ¢ buf (k,i,r)
AYr € 1.N: buf (x,i,7) = {m} U buf (k,4,7)

d
A lstate(k, 1) Lcond(m), Istate(k', 1)

Formally, for #, k' € Cy, we have r —% & if the following constraints hold:
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(a) Vi € 1..N: = Enabled(k, i, Locsna) < Frozeng(k, k', 1)
(b) Vi € 1..N: Enabled(k,i, Locspg) < Im € Msg: Sending(k, k', i,m)
(¢) Vi € 1..N: Enabled(k,i, Locs,q) = —active(k’, 1)

3. Sub-round Receive. Only processes that perform receive actions can take a
step in this sub-round. Such processes become inactive at the end of this sub-
round. Delivered messages are removed from corresponding message buffers.
To define the semantics of this sub-round, we use the following predicates:

Frozeng(11,v2,1) = A lstate(k, 1) stutter Istate(k', 1)
A active(k, i) = active(k', 1)
AVs € 1.N: buf (k,s,1) = buf (K, s,1)
Receiving(k,K',i,51,...,8v) & AVs € 1.N: Sy C buf (x', s,1)
AVs € 1.N: buf (k',s,4) USs = buf (x,s,1)
) C'r-cv(sl,...,SN) lstate(ﬁ;/,i)
Formally, for &, k' € Cx, we have & — &' if the following constraints hold:
(a) Vi € 1..N: = Enabled(k, i, Loc,e,) < Frozeng(k, k', 1)
(b) Vi€ 1..N: Enabled(k,i, Loc,cy)
< 351,...,Snv C Msg: Receiving(k,r',4,S51,...,5N)
(¢) Vi € 1..N: Enabled(k,i, Loc,e,) = —active(k', )
4. Sub-round Computation. Only processes that perform internal computation
actions can take a step in this sub-round. Such processes become inactive at

the end of this sub-round. Every message buffer is unchanged. Formally, for

c . . .
Kk, K € Cx, we have k —=, & if the following constraints hold:
comp

(a) Vi € 1..N: Enabled(k,i, Loccomp) < Istate(k, i) — Istate(k’, 1)

ST, Istate (k! 4)

A lstate(k, 1

o, v Com
Remark 1. Observe that the definitions of x =25 «/, and k —% «/, and Kk —s &/

allow x = &/, that is stuttering. This captures, e.g. global transitions in [5,11]
where no process sends a message.

4 Cutoff Results

Let A be a symmetric point—to—point algorithm. In this section, we show two
cutoff results for the number of processes in the algorithm A. With these cutoff
results, one can verify the strong completeness and eventually strong accuracy
of the failure detector of [5] by model checking two instances of sizes 1 and 2.

Theorem 1. Let A be a symmetric point—to—point algorithm. Let G1 and Gy
be instances of 2 and N processes respectively for some N > 1. Let Pathy and
Pathy be sets of all admissible sequences of configurations in Gy and in Gy,
respectively. Let wi;y be a LTI\X formula in which every predicate takes one of
the forms: Py(i) or Py(i,i) where i is an index in 1..N. Then,
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(V?TN € Pathy: gN,ﬂ'N ': /\ w{l}) 4 (Vﬂ'l € Pathq : gl,ﬂ'l 'ZW{l})
i€l..N

Theorem 2. Let A be a symmetric point—to—point algorithm. Let Go and Gy
be instances of 2 and N processes respectively for some N > 2. Let Pathy and
Pathy be sets of all admissible sequences of configurations in Go and in Gy,
respectively. Let 1y; jy be an LTI\NX formula in which every predicate takes one
of the forms: Q1(i), or Q2(j), or Qs(i,j), or Q4(j,i) where i and j are different
indexes in 1..N. It follows that:

i#]
(Vﬂ'N € Pathy: Gn, TN ): /\ 1&{1-7]-}) & (V7T2 € Pathsy: Go,mo ): 1/){172}).
ijeL..N

Since the proof of Theorem 1 is similar to the one of Theorem 2, we focus
on Theorem 2 here. Its proof is based on the symmetric characteristics in the
system model and correctness properties, and on the following lemmas.

— Lemma 1 says that every transposition on a set of process indexes 1..N pre-
serves the structure of the process template Uy .

— Lemma 2 says that every transposition on a set of process indexes 1..N pre-
serves the structure of the global transition system Gy for every N > 1.

— Lemma 5 says that G and Gy are trace equivalent under a set APy 5y of
predicates that take one of the forms: Q1(i), or Q2(j), or Q3(%,7), or Q4(J,1).

In the following, we present definitions and constructions to prove these lemmas.
We end this section with the proof sketch of Theorem 2.

4.1 Index Transpositions And symmetric point—to—point systems

We first recall the definition of transposition. Given a set 1..IN of indexes, we
call a bijection a: 1..N — 1..N a transposition between two indexes 7,5 € 1..IN
if the following properties hold: a(i) = j, and «(j) = ¢, and Vk € 1.N: (k #
iNEk #j) = a(k) = k. We let (i « j) denote a transposition between two
indexes i and j.

The application of a transposition to a template state is given in Definition 1.
Informally, applying a transposition a = (i < j) to a template state p gener-
ates a new template state by switching only the evaluation of rcvd and lvar
at indexes ¢ and j. The application of a transposition to a global configuration
is provided in Definition 2. In addition to process configurations, we need to
change message buffers and control components. We override notation by writ-
ing ag(p) and ac(k) to refer the application of a transposition « to a state p
and to a configuration k, respectively. These functions ag and a¢ are named a
local transposition and a global transposition, respectively.
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Definition 1 (Local Transposition). Let Uy be a process template with pro-
cess indexes 1.N, and p = (¢,S1,...,5Nn,d1,...,dN) be a state in Uy. Let
a = (i < j) be a transposition on 1..N. The application of o to p, denoted as
as(p), generates a tuple (¢, S],...,S,d},...,dy) such that

1. L=V, and S; =S}, and S; = S}, and d; = d; and d; = d;, and
2. Vk€L.N: (k#iNk#j) = (Sp =S, Ady =d)

Definition 2 (Global Transposition). Let Gy be a global system with process
indezes 1..N, and k be a configuration in Gn. Let a = (i « j) be a transposition
on 1..N. The application of « to k, denoted as ac(k), generates a configuration
in Gy which satisfies following properties:

1. Vi € 1..N: Istate(ac(k), a(i)) = ag(lstate(k, 1)).
2. ¥s,r € 1.N: buf (ac(k), a(s), a(r)) = buf(k, s, r)
3. Vi € 1..N: active(ac(k), ai)) = active(k, 1)

Since the content of every message in Msg does not have indexes of the receiver
and sender, no transposition affects the messages. We define the application of
a transposition to one of send, compute, crash, and stutter template transitions
return the same transition. We extend the application of a transposition to a
receive template transition as in Definition 3.

Definition 3 (Receive-transition Transposition). Let Uy be a process
template with process indexes 1..N, and o = (i < j) be a transposition on
1..N. Let crcv(Sh,...,SN) be a transition in Uy which refers to a task with
a receive action. We let ag(crcv(St,...,Sn)) denote the application of « to
crev(St, ..., Sn), and this application returns a new transition crev(S, ..., Sy)
m Uy such that:

1. 8; =S}, and S; = S}, and
2.Vkel.N: (k#iNk#j)= (Sp =S, Nd, =d},)

We let ay(Uy) and ag(Gn) denote the application of a transposition «
to a process template Uy and a global transition Gy, respectively. Since these
definitions are straightforward, we skip them in this paper. We prove later that
as(Uyn) =Ux and ac(Gn) = Gy (see Lemmas 1 and 2).

Lemma 1 (Symmetric Process Template). Let Uy = (Qn, Try,
Reln, q%) be a process template with indexes 1..N. Let o = (i <> j) be a trans-
position on 1..N, and ag be a local transposition based on o (from Definition 1).
The following properties hold:

1. ag is a bijection from Qn to itself.
2. The initial state is preserved under ag, i.e. ozs(qR,) = qR,.

$1.....8
3. Let p,p’ € Uy be states such that p crev (81 5n),

S1,..., SN € Set(Msg). It follows ag(p)

p’ for some sets of messages
ar(crev(St,...,SN)) ,
as(p').
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4. Let p,p’ be states in Uy, and tr € Try be one of send, local computation,

crash and stutter transitions such that p I, p'. Then, as(p) I, as(p).

Lemma 2 (Symmetric Global System). LetUx = (Qn, Trn, Reln, q%) be
a process template, and Gy = (CN7TN,RN,g]0V) be a global transition system
such that the process indexes is a set 1..IN, and every process is instantiated with
Un. Let o be a transposition on 1..N, and ac be a global transposition based on
a (from Definition 2). The following properties hold:

1. a¢ is a bijection from Cy to itself.
2. The initial configuration is preserved under ac, i.e. ac(g9%) = g%.
3. Let k and k' be configurations in Gy, and tr € Ty be either a internal tran-

sition such that k -2 k. It follows ac(r) > ac (k).
4. Let & and &' be configurations in Gy . If & ~ K/, then ac(k) ~ ac(k').

4.2 Trace Equivalence of G and Gy Under AP{1,2}

Let G2 and Gy be two global transition systems whose processes follow the
same symmetric point—to—point algorithm. In the following, our goal is to prove
Lemma 5 that says Go and Gy are trace equivalent under a set APy 5, of predi-
cates which take one of the forms: Q1(1), Q2(2), Q3(1,2), or Q4(2,1). To do that,
we first present two construction techniques: Construction 1 to construct a state
in Uy from a state in Uy, and Construction 2 to construct a global configuration
in Gy from a given global configuration in Gy . Then, we present two Lemmas 3
and 4. These lemmas are required in the proof of Lemma 5.

To keep the presentation simple, when the context is clear, we simply write
Uy, instead of fully Uy = (QN, Try, Rely, ql%). We also write Gy, instead of

ﬁﬂly gN = (CNa TN7 RN7 gR/') .

Construction 1 (State Projection). Let A be an arbitrary symmetric
point-to—point algorithm. Let Uy be a process template of A for some N >
2, and p" be a process configuration of Uyx. We construct a tuple p*> =
(pey, revdy, revds, vy, v2) based on pN and a set {1,2} of process indexes in the
following way:

1. pey = pe(p™).
2. For every i € {1,2}, it follows rcvd; = rcvd(p™ ).
3. For every i € {1,2}, it follows v; = lwar(p" ).

Construction 2 (Configuration Projection). Let A be a symmetric point—
to—point algorithm. Let Go and Gn be two global transitions of two instances of
A for some N > 2, and & € Cn be a global configuration in Gn. We construct
a tuple k? = (s1, 82, bufi,buf?, bufs, buf?, acty,acty) based on the configuration
kN and a set {1,2} of indexes in the following way:

1. For every i € {1,2}, a component s; is constructed from Ilstate(k™ i) with
Construction 1 and indexes {1,2}.
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2. For every s,r € {1,2}, it follows buf" = buf (k" ,s,7).
3. For every process i € {1,2}, it follows act; = active(k™ 7).

Note that a tuple p? constructed with Construction 1 is a state in U, and
a tuple k2 constructed with Construction 2 is a configuration in Go. We call p?
(and x?) the index projection of pV (and k%) on indexes {1,2}. The following
Lemma 3 says that Construction 2 allows us to construct an admissible sequence
of global configurations in G, based on a given admissible sequence in Gy .

Lemma 3. Let A be a symmetric point—to—point algorithm. Let Go and Gy be
two transition systems such that all processes in Go and Gy follow A, and N >
2. Let 7V = k)Y kN ... be an admissible sequence of configurations in Gy . Let
7% = K3KT... be a sequence of configurations in Go such that k3 is the index

projection of niv on indezes {1,2} for every k > 0. Then, ©% is admissible in Gs.
The proof of Lemma 3 is based on the following observations:

1. The application of Construction 1 to an initial template state of U constructs
an initial template state of Us.

2. Construction 1 preserves the template transition relation.

3. The application of Construction 2 to an initial global configuration of Gy
constructs an initial global configuration of G,.

4. Construction 2 preserves the global transition relation.

Moreover, Lemma 4 says that given an admissible sequence 72 = x2k? ... in
Go, there exists an admissible sequence N = /@év H{V ... in Gy such that /@? is

the index projection of ¥ on indexes {1,2} for every 0 < i.

Lemma 4. Let A be an arbitrary symmetric point—to—point algorithm. Let Gy
and Gy be global transition systems of A for some N > 2. Let 7% = k3k? ... be an
admissible sequence of configurations in Go. There exists an admissible sequence
o = k) &N ... of configurations in Gn such that k? is index projection of KN

on indezxes {1,2} for everyi > 0.

Lemma 5. Let A be a symmetric point—to—point algorithm. Let Go and Gy be
its instances for some N > 2. Let AP( 2y be a set of predicates that take one
of the forms: Q1(1), Q2(2), Qs(1,2) or Q4(2,1). It follows that G and Gy are
trace equivalent under APy oy.

4.3 Cutoff Results Of symmetric point—to—point algorithms

In the following, we prove the cutoff result in Theorem 2 (see Page 10). A proof
of another cutoff result in Theorem 1 is similar.
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Proof sketch of Theorem 2. We have (VTI‘N € Pathn: Gn, 7N |E 7\J ’(/J{i_’j})
i,jeL..N

& (/\z?;jel..N(VWN € Pathy: Gn,mn E ¥(y)). Let i and j be two pro-
cess indexes in a set 1..N such that i # j. It follows that ol = (i < 1)
and o = (j < 2) are transpositions on 1..N (*). By Lemma 2, we have:
(i) Yiar@)ez(yy = Y12y and (i) a®((e!(9n))) = a®(Gn) = G, and (iii)
o2((ad (98))) = a2(g3) = 43

Since 9y; 43 is an LTL\X formula, Ay, ;3 is a CTL*\X formula where A
is a path operator in CTL*\X (see [9]). By the semantics of the operator A,
it follows Vry € Pathy: Gy, 7N = 1y, 5y if and only if N, 9% E Avyp; iy By
point (*), it follows Gn, g% & Ay 4y if and only if Gy, = Ay ). We have
that Gy, g% = /\ZéjelN A (i, §) if and only if Gy, g% | A9(1,2), because both
1 and j are arbitrary and different. By the semantics of the operator A, we have
Gn, 9% = Aw(1,2) if and only if Vax € Pathy: Gy, 7n | ¥(1,2). It follows
Vrn € Pathy: Gy, 7y | (1,2) if and only if Yy € Pathse: Go, ma = 9(1,2) by
Lemma 5. Then, Theorem 2 holds. a

5 Experiments

To demonstrate the feasibility of our approach, we specified the failure detec-
tor [5] in TLA™T [22] L. Our specification follows the model of computation in
Section 3. It is close to the pseudo-code in 1, except that these tasks are orga-
nized in a loop: task 1, task 2, and task 3. Moreover, our encoding contains the
upper bounds on transmission time of messages and on the relative speeds of
different processes, called A and & respectively. The user can verify our speci-
fication with different values of A and ¢ by running model checkers TLC [28§]
and APALACHE [20]. Our experiments were set up in the synchronous case
where A = 0 and @ = 1. To reduce the state space, we apply abstractions to a
global clock, local clocks, and received messages. Our abstractions are explained
in detail in our TLA™ specification.

We ran the following experiments on a laptop with a core i7-6600U CPU and
16GB DDR4. Table 1 presents the results in model checking the failure detec-
tors [5] in the synchronous model. From the theoretical viewpoint, an instance
with N = 1 is necessary, but we show only interesting cases with N > 2 in
Table 1. (We did check an instance with N = 1, and there are no errors in
this instance.) The strong accuracy property is the following safety property:
G(¥p,q € 1..N: (Correct(p) N Correct(q)) = —Suspected(p,q)). The column
“depth” shows the maximum execution length used by our tool as well as the
maximum depth reached by TLC while running breadth-first search. For the
second and forth benchmarks, we used the diameter bound that was reported
by TLC, which does exhaustive state exploration. Hence, the verification results
with APALACHE are complete. The abbreviation “T'O” means timeout of 10 h.

1 Our specification is available at https://github.com/banhday /netys20.git.
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Table 1. Checking the failure detector [5] in the synchronous case

# Property N Tool Runtime Memory Depth
1 2 TLC 2s 112M 36
2 2 APALACHE 1m 1.12G 37
3 4 TLC 17m 774 M 40
Strong accuracy
4 4 APALACHE 72m 2.27G 41
5 6 TLC TO 943M 2
6 6 APALACHE TO 3M 31
7 2 TLC 2s 140M 36
g | Tvenmelysaons 4 TLC 20m  683M 40
9 6 TLC TO 839M 2
10 2 TLC 2s 134 M 36
11 Strong completeness 4 TLC 23 m 678 M 40
12 6 TLC TO 789M 3
13 2 TLC 20s 192M
14 2 APALACHE 1m 674M
15 Inductive invariant 3 TLC TO 1.1G
16 3 APALACHE 3m 798M
17 4 APALACHE 31m 1.14G

The inductive invariant is on the transition ~», and contains type invariants,
constraints on the age of in-transit messages, and constraints on when a process
executes a task.

6 Conclusion

We have introduced the class of symmetric point-to-point algorithms that cap-
ture some well-known algorithms, e.g. failure detectors. The symmetric point-
to-point algorithms enjoy the cutoff property. We have shown that checking
properties of the form w(i) has a cutoff of 1, and checking properties of the form
(1, 7) has a cutoff of 2 where w(i) is an LTL\X formula whose predicates inspect
only variables with a process index i, and (i, j) is an LTL\X formula whose
predicates inspect only variables with two different process indexes i # j. We
demonstrated the feasibility of our approach by specifying and model checking
the failure detector by Chandra and Toueg under synchrony with two model
checkers TLC and APALACHE.

We see two directions for future work. The first is to find new cutoffs for
checking other properties in symmetry point-to-point algorithms. For example,
given a correctness property with k£ universal quantifiers over process index vari-
ables, we conjecture that checking £ small instances whose size is less than or
equal to k is sufficient to reason about the correctness of all instances. The second
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is to extend our results to the model of computation under partial synchrony.
This model has additional time constraints on message delay A and the relative
process speed @. Algorithms under partial synchrony are parameterized by A
and . We explore techniques to deal with these parameters.
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