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Abstract. The paper determines the general model of an unmanned
flying platforms based network for collecting information from wear-
able wireless body area networks. There are considered several possible
approaches to its implementation. A list of tasks to be solved and their
features in the framework of building a network are given. There are
proposed variants of optimal network radio technologies and topologies,
antenna devices and types of unmanned flying platforms to create the
acquisition network. Variants of implementation of the interaction pro-
tocol and methods of organizing secure data transmission, taking into
account the peculiarities of the problem being solved, are recommended.
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1 Introduction

In the modern world there is a need for prompt receipt of information. An
important part of information collection systems are sensor networks that com-
bine different types of sensors and control units that take readings, process it
and send it to the recipient [13,14].

One of the important types of sensor networks are wearable wireless body
area networks (WBANS), which are formed from small-sized body sensor units
(BSU) located on the human body and taking readings from it, and a central
body control unit (BCU), which collects that readings from BSU and processes
them [16,19]. The BCU is usually a general purpose user device such as a smart-
phone or tablet, or a specialized microcontroller-based device. In the first case,
the WBAN is built on the basis of widely used radio technology supported by
most smartphones, such as Wi-Fi or Bluetooth. In the second case, the most
suitable wireless personal area network (WPAN) radio technology is selected,
for example, ZigBee or another IEEE 802.15 standard [7,9,16].
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The main application of WBAN networks is monitoring of human health
indicators. Therefore, they are widely used in medical institutions, professional
and amateur sports and military sports games. Also, wearable nets are being
actively implemented in the army and rescue services. In all these cases, there
is a situation when a certain number of WBANSs carrying persons are located
in a limited area. Information from WBAN controllers needs to be promptly
transmitted to some data collecting center (DCC). For example, timely data
on the athletes’ health obtained by referees during tournaments can prevent
accidents and allow doctors to react more quickly to possible injuries and pre-
critical conditions [7,12].

2 Approaches to Collecting Data from WBAN

Various approaches are used to transfer data from the WBAN controller to
the data collecting center. If the WBAN is geographically located within the
coverage area of a larger radio access network, be it a wireless local area network
(WLAN), a city-wide network (WMAN), or a global wireless network (WWAN),
it makes sense to use this larger network to transfer operating data. However, if
the location of the WBAN is not covered by the existing radio access network,
or information cannot be transmitted over open networks, it is necessary to
deploy a dedicated wireless network, so called data acquisition network (DAN),
to collect data from the WBAN.

For most radio networks, the best signal reception conditions are obtained
with a clear line of sight between the transmitter and receiver. Therefore, it is
logical to place the data acquisition node high above the ground. The higher the
node is placed, the more coverage it will provide. Naturally, the height of the
acquisition node depends on the maximum operating range of the applied wire-
less technology, which determines the maximum distance from the acquisition
node to the most distant WBAN from which information can be collected.

In order not to depend on the presence of buildings, towers or poles on the
territory of the DAN location, it is convenient to implement the acquisition
node as an unmanned flying platform (UFP). This method allows to place the
acquisition node at the optimal place and height for the provided territory and,
if necessary, change its location during operation [8,11].

We represent the organization of a WBAN data acquisition network based
on UFPs of various types in the form of Fig. 1.

The parameters that must be taken into account when building an acquisition
network based on UFPs, and the issues associated with them, are shown in Fig. 2.
In general, their relationship with each other can be represented by the function

[21,22,.-.y2n]) = F(p1,p2, - -+, Pm)s (1)

z;—issues to solve; p;—mnetwork parameters.
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Fig. 1. WBAN data acquisition network based on UFP.

Network parameters Issues to solve
( Territory ) (Network technology and topology )
( Number of WBANs ) (Type of unmanned flying platform )
( Distribution of WBANSs ) I:> (Antennas for WBAN and UFP )
( Moving of WBANs ) (Interconnecting protocol )
( Acquisition frequency ) (Security of data transmission )

Fig. 2. Network parameters and issues to solve.

3 Issues to Solve

3.1 Network Technology and Topology

The choice of radiotransmitting technology and topology of the deploying DAN
primarily depends on such factors as the size and topography of the area where
the data acquisition network needs to be deployed. In the case of some sporting
events, such as marathon or cycling, or military sports games, the area of the
event can be quite large and the use of distributed acquisition wireless networks
based on the widely used Wi-Fi technology will require additional deployment
costs due to the limited communication range and significant energy consump-
tion of the acquisition nodes. Using cellular technologies based on a single base
station can be convenient, but will require a deployment license. Thus, it is
advisable to use medium and long range technologies that have low power con-
sumption and operate in unlicensed frequency bands, such as LoRa, DECT-ULE
or Bluetooth LE [5,17,26]. Since the very idea of collecting information from
a WBAN does not imply the exchange of a large amount of information, the
requirements for the data transfer rate in such networks are insignificant.

After determining the technology, you need to select the topology of the
data acquisition network. Depending on the network coverage area, either a



The Model of WBAN Data Acquisition Network Based on UFP 223

star-shaped network with one acquisition node or a distributed multinode net-
work should be used (Fig.3). The height of the UFP with the acquisition node
will depend on the maximum working distance of the radio link, which deter-
mines the maximum distance from the acquisition node to the most distant
WBAN from which information is to be read.

UFP

EF4/ERN
3 * . 53
WBANSs -:;:_ '% .3:' WBANS

Fig. 3. Distributed multinode data acquisition network

3.2 Type of UFP

Unmanned flying platforms are classified according to several criteria.

By design, there are UFPs heavier than air, which include aircraft and multi-
rotor platforms, and platforms lighter than air—balloon type [2].

To solve the presented issue, it seems efficient to use multi-rotor or balloon
UFPs, which can hover for a while at a given point. At the same time, aerostatic
platforms will be convenient in situations where a long-term placement of the
acquisition node is required without the need for a quick change of position.
Multi-rotor UFPs are more versatile and allow moving the acquisition node at a
sufficiently high speed, which can be a determining factor in the expected active
movement of the served WBANs along a certain route. Such systems have a
limited run time and place increased demands on the power supply.

According to the height of placement, two types of flying platforms are usu-
ally distinguished: operating at heights of up to a few kilometers, the so-called
LAPs—low-altitude platforms, and HAPs—high-altitude platforms, operating
in the altitude range from 17 to 21 km [2]. To collect information from WBANS,
it is more convenient to use platforms operating at low altitudes up to hundreds
of meters.

According to the method of communication with the ground, the platforms
are divided into tethered, in which communication is provided via the connecting
cable [21,22], and autonomous, using a radio channel.
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The choice of communication method depends on the number, location and
speed of WBAN’s movement. Tethered platforms are useful when there is a lot
of information being transferred. In such cases, the UFP, in addition to the func-
tions of the acquisition node, can perform the functions of a video surveillance
system. Tethered systems traditionally have greater run time, since they can
be powered from a stationary power source located on the ground. However,
tethered platforms are not mobile and have a limited working height. The radio
channel allows the use of highly mobile acquisition nodes, but it is important
to choose the right data transmission technology. In the case of using one radio
technology to connect the acquisition node with the data collection center and
WBAN networks, it is necessary to take measures to minimize the mutual influ-
ence of communication channels. When operating at different frequencies, this
problem goes away, but at the same time it requires the use of several transceiver
devices, which accordingly leads to an increase in the size, weight and energy
consumption of the acquisition node.

3.3 Antennas for WBAN and UFP

Antennas used by WBAN are primarily limited by the linear dimensions of
the wearable controller module. The use of efficient large aperture antennas will
result in inconvenience for the user to wear the WBAN. It should be additionally
taken into account that the location of the antenna relative to the acquisition
node is not known in advance, therefore it is advisable to use omnidirectional
antennas in a compact design, such as linear and helical monopole antennas and
a planar antennas [4,18,25,27,28].

The antennas placed on the UFP have smaller size restrictions, since the lin-
ear dimensions of the UFP, which have sufficient carrying capacity and duration
of operation to perform the functions of a data acquisition node, already exceed
the linear dimensions of the microwave antennas. On UFPs, the best option
would be to use efficient antennas with a large aperture. Considering that the
UFP is always located above the WBAN (Fig. 1), antenna structure should have
a directional pattern towards the ground. Among the effective antennas of this
type are dipoles [3,6] and biquadrats [15]. The advantage of these antennas is
their flat design, which is convenient for placement on the bottom of the UFP.

It is important to note that the directional pattern of the antenna determines
the UFP coverage area. Therefore, when deploying a data acquisition network
and designing UFP, this issue must be paid special attention. In particular, it is
possible to change the directional pattern using reflector.

3.4 Interconnecting Protocol

For interaction between acquisition nodes and WBAN networks, you can use
existing protocols or develop your own exchange protocol. It should be noted
that collecting information from WBAN sensor networks involves the trans-
mission of data in a previously known format. Earlier it was noted that the
acquisition network usually has a simple structure that does not require the use
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of complex routing and addressing protocols. Thus, it seems optimal to use a
specially developed data transfer protocol that works directly on top of the link
layer protocol, which will provide a minimum amount of service information,
in contrast to the case with the deployment of a network based on standard
TCP/IP protocols.

The WBAN readings acquisition network is generally represented as a
dynamic redundant system formed by N WBAN controllers, M mobile UFP
nodes and L stationary nodes that form a network from the WBAN to the data
collection center. Information transfer is carried out along a chain in three stages:
from WBAN to UFP, from UFP to stationary nodes and further from stationary
nodes to DCC. At each of these stages, data can be transmitted using various
technologies. From the point of view of organizing the data collection, the most
interesting is the interaction between WBAN and UFP, which occurs actually
at the data collection stage.

The number of WBANSs served by one UFP at a collection stage can vary,
and the number of UFPs operating simultaneously at a single territory can also
change, as shown in Fig. 3. Accordingly, the network must provide a mechanism
for registering WBAN to UFP. The entire UFP operation time is divided into
cycles, each of which consists of two periods: the W,.., time window (registration
channel), during which WBANSs register with the UFP, and the W4, window
(data channel), during which the UFP polls the registered WBANS. In the W,
window, the predefined transmission parameters are necessarily used, which are
the same for all WBANs and UFPs. Depending on the technology used, it can
be a separate frequency channel, CDMA code or chirp spreading factor. In the
Waate window, work is carried out with parameters that are separate for each
UFP. This allows multiple UFPs to operate simultaneously in the same area
without interfering with each other.

During the W,.., WBANS are registered with the UFP based on channel time
contention, treating the registration channel as a common shared medium. As a
method of accessing the medium, it is optimal to use the traditional CSMA /CA
algorithm based on checking the channel before data transmission. The start
of the registration window is determined by the UFP through a Registration
Request (RReq) packet containing the UFP identifier and data channel settings.
In order to avoid collisions during registration, WBANSs that receive an RReq
and want to transmit information to the UFP, at a random interval, send a Reg-
istration Reply (RRep) packet with the WBAN identifier, the size of the infor-
mation to be transmitted in bytes and the urgency of the data. After receiving
the RRep, the UFP sends the next RReq, which indicates the identifier of the
previously registered WBAN. If the RRep packet was not received by the UFP,
for example, due to a collision, then the next RReq indicates the identifier of the
last registered WBAN. Thus, the WBAN that failed to register is aware of this
and can try to register again. In total, the UFP sends N,., RReqgs during the
registration window. Accordingly, during the time W, ey, Nyeg < Npoy WBAN
can be registered. WBAN, registered to UFP, switch their transceivers to data
channel settings.
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The duration of one stage of registration is estimated by the formula

(LRReq + LRRep)
Treg == 2 B P + tp'rOC) (2)

L rreq—size of Registration Request from UFP in bits; Lrprep,—size of Regis-
tration Reply from WBAN in bits; B—channel data rate in bps; ¢proc—time of
processing RReq by WBAN and RRep by UFP in seconds.
Accordingly, the duration of the W,y window is
Tw,

reg

= Nyeg * Treg- (3)

An example of the acquisition system operation in the registration window is
shown in Fig. 4. The scenario is considered with N,., = 8. Taking into account
three errors of reception and transmission, N,., = 5 WBAN out of £ possible
were registered on the UFP.

Data acquisition in registration window

UFP k WBANSs

WBAN;, registrationf, __ RRepwBANs—™ |

\RReQZAc/q —_—

RRepw BAN,=—

Collision|e=

RReqs popy—ur ||
WBAN;7 registrationf,_ RRepwpAaN:— |

s RRe g g

WBAN; registration| e RREPWBAN T

=BRy ety

\Rkeqﬁ Ack=———p]

RRE‘N,Ac/q\.
W BAN, registration|, .. ——RRepwBAN: — .1,

WBANs registration|,_RRepwpaNs— |

Fig. 4. An example of the registration window W.q4

After receiving requests from all registered WBANSs, the UFP generates a
polling sequence of N,., length, taking into account the urgency indicators
received from the WBAN. Further, during the next data channel Wy, the UFP
polls the selected WBANSs on a priority basis, sending Data Request (DReq)
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packets with the identifier of the polled WBAN, for example, WBAN;. The
WBAN;,, which receives a DReq with its ID, responds with a Data Reply (DRep)
packet. The UFP checks the DRep by comparing the IDs and, if necessary, the
checksum, and then replies with the next DReq packet, in which it acknowledges
data reception and requests readings for the next WBAN in the sequence, for
example, WBAN,. If the DRep packet was transmitted with an error or lost, the
UFP repeat request data by the DReq with ID of WBAN;. If after 2 repeated
requests it was not possible to receive data from WBAN7, it is marked as unavail-
able and is no longer polled until the next registration request is received from
it. The DCC is notified of an unsuccessful attempt to receive data from WBANj.
The polling time of one WBAN node during the Wy,:, window is estimated
by the formula
(LDReq + LDRep)
B

L preq—size of Data Request from UFP in bits; L p grep——size of Data Reply from
WBAN in bits; B—channel data rate in bps; t,,.o.—time of processing DReq by
WBAN and DRep by UFP in seconds.

The duration of the W4, window depends on the number of N, repeated
requests and is equal to

TWBAN = + tpTOC7 (4)

L
TWyara = (N'reg + Nr-pt) -Twpan + (éB}%e(] + O-5tproc) s (5)

where the second summand takes into account the confirmation of the final data
packet.

An example of the acquisition system operation in a data transmission win-
dow is shown in Fig.5. The scenario with N,., = 5 is considered, correspond-
ing to the previously considered registration example in Fig.4. We will assume
that, in accordance with the urgency indicators, the UFP has formed a polling
sequence: WBAN;, WBAN;, WBAN;, WBAN,, WBAN5. Due to two transmis-
sion errors, N,,; = 2 repeated requests were made.

To increase the survivability of the system and prevent the loss of data of
a higher category of urgency or importance in the event of a discharge of the
WBAN; power supply, data transmission is provided to the neighboring WBANs
and further to the WBAN in the UFP visibility zone for organizing urgent trans-
mission. Transit WBANs do not process the data received from WBAN;, but
simply transmit them in the usual order to the UFP, indicating the maximum
urgency.

At the end of the data transmission window, UFP and WBAN switch back
to registration mode and the cycle repeats.

The suggested protocol packet format is shown in Fig. 6.

At the beginning of the packet there is address information containing the
receiver’s identifier and the sender’s identifier. The content of the data block
depends on the direction of transmission. In general, the UFP sends a data
transmission command and a list of requested readings to the WBAN nodes,
and the WBAN responds with sensor readings. If each WBAN in the acquisition
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Data acquisition in transmission window
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Fig.5. An example of the data transmission window Wyata

Receiver Sender Data Checksum
Address/ID | Address/ID (Hash)

Fig. 6. Protocol packet format for data acquisition network

network contains several sensors, then their readings should be separated from
each other. In the case when all WBANSs contain the same set of sensors, the
order of the readings can be foreseen and only the readings themselves can be
transmitted. A more universal option is a separate data block for each readings,
consisting of three fields: the header, the block length in bytes and the readings
themselves. The sizes of the header and length fields are selected based on the
number of possible values. Considering that the number of sensors traditionally
used in WBAN is limited, it seems optimal to use 1 byte for the header and field
length, as shown in Fig. 7.

This method allows to transmit only the necessary readings and optimize the
load on the acquisition network. Also, the specified format of data blocks allows
them to be used for negotiating encryption keys in cases where it is necessary.
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1 byte 1 byte

Data length

(in bytes) Data

Header

Fig. 7. Data block format for data acquisition network

3.5 Security of Data Transmission

To ensure the secure interaction of the acquisition network nodes and WBANS,
it is necessary to solve the problems of mutual identification of the acquisition
nodes and the WBAN, as well as to define methods of encryption and integrity
checking, which together will provide protection against data interception and
substitution by third-party devices.

It is proposed to use various identification methods as device identifiers. The
main criterion for choosing a method is the uniqueness of the identifiers used.
Ideally, identifiers should be globally unique for maximum flexibility and security.
For example, the MAC addresses of the controllers, numeric DOI [1] or the CID
and Ecode identification systems [20]. Also there is a developed technique for
generating unique hardware identifiers based on degraded NAND [10] or NOR
[23,24] flash memory.

For encryption and checking the integrity of the transmitted data, it seems
optimal to use the classic combination of symmetric cipher for data exchange,
asymmetric encryption for exchange of symmetric encryption keys and hash
functions for checking integrity. The choice of specific algorithms depends on the
requirements for the acquisition network and the equipment used. For example,
when using controllers with low computational capabilities, you should use fast
algorithms that do not require productive hardware resources. Also a number
of microcontrollers have built-in hardware mechanisms for quickly calculating
cryptographic functions, which reduces the time spent on encryption.

4 Conclusion

The article proposes a general model of data acquisition network for collecting
information from wireless wearable networks based on unmanned flying plat-
forms. The main conceptual approaches to solving problems of network design
and their features are considered. It is planned to continue work within the
framework of the tasks considered.
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