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Introduction

Over the last decade, applications of distributed ledger technologies (DLT)
and crypto-assets have been increasingly observed in the European Union
(EU).1 However, regulatory fragmentation and legal uncertainty have damp-
ened levels of investment and limited scaling cross-border. This chapter
reflects on the key challenges and goes on to consider initiatives intended
to facilitate the scaling-up of DLT and crypto-asset applications in the EU
while mitigating effectively the risks.

1 For an overview of DLT and crypto-asset developments see, for example, the publications of the
Cambridge Centre for Alternative Finance, including the annual global benchmarking studies on
crypto-assets: https://www.jbs.cam.ac.uk/faculty-research/centres/alternative-finance/publications/.
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Part I: In Search of Clarity and Consistency: One
Application, One Set of Rules?

From a technological perspective, successful experimentation and pilot
projects have demonstrated the reliability and potential utility of DLT in
multiple financial sector use cases, such as the issuance and settlement of
bonds and other securities, the creation and management of crypto-assets,
derivatives transactions, cross-border payments and trade finance.2 However,
technological success is not by itself sufficient to guarantee technological
transformation. Instead, compliance and legal teams must respond satisfac-
torily to questions such as “what are the legal risks?”, “how will this be viewed
by the supervisor? ”, “do we need another licence? ” and “can we do this cross-
border? ” in order to secure a green light for investment. For firms seeking to
roll out DLT and crypto-asset applications in EU Member States these ques-
tions will not have been easy to answer in recent years due to challenges in
reconciling emerging technologies with existing EU and national regulatory
and supervisory approaches. Variations from one jurisdiction to another will
have also posed further complications for those firms seeking to scale up their
applications cross-border.
The reconciliation of emerging technology use cases with existing regula-

tory and supervisory approaches has also posed challenges for EU financial
regulators and supervisors. In general, financial regulation and supervision
should not prefer or prevent the adoption of a specific technology but where
activities present similar risks, regardless of the technology used, they should
be subject to similar regulation and supervision (technological neutrality and
the “same risk, same rule” principle).3 However, increased market experimen-
tation with DLT and crypto-asset applications has exposed inconsistencies

2 The EU Blockchain Observatory & Forum issues regular publications highlighting market devel-
opments, including use cases in the EU financial services sector: https://www.eublockchainforum.eu/.
Industry associations such as the Association for Financial Markets in Europe (AFME) and European
Banking Federation (EBF) also issue regular publications summarising market developments.
3 For an overview of the challenges in achieving technological neutrality in practice, see
the March 2020 speech of José Manuel Campa (the Chairperson of the European Banking
Authority) at the fourth annual conference on ‘FinTech and Digital Innovation: Delivering
for the Future’: https://eba.europa.eu/calendar/jos%C3%A9-manuel-campa-delivers-keynote-speech-
4th-annual-conference-%E2%80%98fintech-and-digital. The principle of technological neutrality is
explored in the December 2019 report of the European Commission’s Expert Group on Regulatory
Obstacles to Financial Innovation: https://ec.europa.eu/info/publications/191113-report-expert-group-
regulatory-obstacles-financial-innovation_en.

https://www.eublockchainforum.eu/
https://eba.europa.eu/calendar/jos%25C3%25A9-manuel-campa-delivers-keynote-speech-4th-annual-conference-%25E2%2580%2598fintech-and-digital
https://eba.europa.eu/calendar/jos%25C3%25A9-manuel-campa-delivers-keynote-speech-4th-annual-conference-%25E2%2580%2598fintech-and-digital
https://ec.europa.eu/info/publications/191113-report-expert-group-regulatory-obstacles-financial-innovation_en
https://ec.europa.eu/info/publications/191113-report-expert-group-regulatory-obstacles-financial-innovation_en
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in the application and interpretation of EU and national law and demon-
strated a need for clarifications of, and in some cases changes to, regulatory
and supervisory approaches.4

In this part we outline five key challenges with which firms, regulators and
supervisors have had to grapple and which have informed initiatives intended
to mitigate risk and facilitate responsible experimentation with, and the cross-
border scaling of, DLT and crypto-asset applications in the EU (see Part 2—a
Digital Finance Strategy for Europe).

Challenge 1: Establishing a Dialogue—Building a Culture
of Openness to Experimentation

Following the emergence of so-called cryptocurrencies in 2008, regulators
and supervisors in the EU initially focussed their efforts on mitigating money
laundering risks and consumer detriment, notably with the European Super-
visory Authorities (ESAs)5 issuing warnings to EU consumers and financial
institutions about the risks posed by virtual currencies and advising on actions
to strengthen the EU framework for anti-money laundering (AML) and
counter-financing of terrorism (CFT).6

Against this background, firms seeking to pilot DLT and crypto-asset
applications within the EU financial sector reported that they initially
encountered varying levels of openness towards experimentation and chal-
lenges in obtaining early steers about possible supervisory acceptance and
compliance expectations.7 As DLT and crypto-asset applications began to

4 For examples, see the January 2019 reports of the European Banking Authority
(EBA) and European Securities and Markets Authority (ESMA) on, respectively, crypto-
assets https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-
4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf?retry=1 and initial coin
offerings and crypto-assets: https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_c
rypto_advice.pdf.
5 The ESAs were established following the (2008) global financial crisis with a view to strengthening
supervision of the EU financial sector. The ESAs comprise the European Banking Authority (EBA),
the European Insurance and Occupational Pensions Authority (EIOPA) and the European Securities
and Markets Authority (ESMA). For further background on the establishment of the ESAs see:
https://www.europarl.europa.eu/factsheets/en/sheet/84/europaisches-system-der-finanzaufsicht-esfs-.
6 For information about the actions taken by the ESAs, see section 1.1 of the European Banking
Authority’s January 2019 report on crypto-assets: https://eba.europa.eu/sites/default/documents/files/
documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20c
rypto%20assets.pdf?retry=1.
7 For an overview of some of the challenges faced by firms in seeking to experiment
with and launch DLT applications see this session summary from the April 2019 EUROFI
in Bucharest: https://www.eurofi.net/wp-content/uploads/2019/11/dlt-and-digital-tokens_opportuni
ties-and-challenges_bucharest_april2019.pdf.

https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf
https://www.europarl.europa.eu/factsheets/en/sheet/84/europaisches-system-der-finanzaufsicht-esfs
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://www.eurofi.net/wp-content/uploads/2019/11/dlt-and-digital-tokens_opportunities-and-challenges_bucharest_april2019.pdf
https://www.eurofi.net/wp-content/uploads/2019/11/dlt-and-digital-tokens_opportunities-and-challenges_bucharest_april2019.pdf
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gain traction in a wider set of use cases and started to demonstrate real poten-
tial for efficiency gains (e.g. in the context of trade finance, cross-border
payments and the trade and post-trade settings), regulators and supervisors
started to augment their approach.

Notably, and against a wider background of accelerating technological
innovation in the EU financial sector, many supervisors established innova-
tion facilitators (typically in the form of regulatory sandboxes8 and innova-
tion hubs9) to provide greater proximity with the industry to enable a more
open and real-time dialogue about the opportunities and risks presented by
novel technological applications in the financial sector.
These opportunities for closer dialogue via innovation facilitators are much

welcomed by industry, but challenges remain. First, when engaging with
supervisors via innovation facilitators communications tend to be bilateral,
reflecting traditional approaches to the design of access points for innovation
facilitators (typically, telephone lines, online portals and application processes
operated by supervisory authorities). Second, of course supervisors express
views as regards the application and interpretation of the regulatory perimeter
and supervisory measures applicable in the Member State concerned. This
means that a firm seeking to roll out a DLT solution cross-border may need
to engage separately with supervisory authorities via their respective inno-
vation facilitators, potentially receiving from each authority rather different
steers as to acceptability of the application and supervisory expectations (see
further Challenge 3).10

To help address these challenges, measures are now in place in the EU
to help facilitate greater cross-border cooperation and coordination between

8 ‘Regulatory sandboxes’ are schemes that enable firms to test, pursuant to a specific testing plan
agreed and monitored by a dedicated function of the competent authority, innovative financial prod-
ucts, financial services or business models. For further information about regulatory sandboxes in the
EU, see the January 2019 joint ESA report: https://eba.europa.eu/esas-publish-joint-report-on-regula
tory-sandboxes-and-innovation-hubs. For a list of regulatory sandboxes currently operational in the
EU, see the webpages of the European Forum for Innovation Facilitators (EFIF): https://esas-joint-
committee.europa.eu/efif/innovation-facilitators-in-the-eu.
9 ‘Innovation hubs’ provide a dedicated point of contact for firms to raise enquiries with competent
authorities on FinTech-related issues and to seek non-binding guidance on regulatory and supervisory
expectations, including licensing requirements. For further information, see the links available in the
previous endnote.
10 For a further discussion of this issue, see section 3 of the January 2019 joint-ESA report:
https://eba.europa.eu/esas-publish-joint-report-on-regulatory-sandboxes-and-innovation-hubs. See too
the Terms of Reference of the European Forum for Innovation Facilitators (EFIF): https://esas-joint-
committee.europa.eu/efif/efif-homepage.

https://eba.europa.eu/esas-publish-joint-report-on-regulatory-sandboxes-and-innovation-hubs
https://eba.europa.eu/esas-publish-joint-report-on-regulatory-sandboxes-and-innovation-hubs
https://esas-joint-committee.europa.eu/efif/innovation-facilitators-in-the-eu
https://esas-joint-committee.europa.eu/efif/innovation-facilitators-in-the-eu
https://eba.europa.eu/esas-publish-joint-report-on-regulatory-sandboxes-and-innovation-hubs
https://esas-joint-committee.europa.eu/efif/efif-homepage
https://esas-joint-committee.europa.eu/efif/efif-homepage
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innovation facilitators via the establishment of the European Forum for Inno-
vation Facilitators (EFIF).11 The EFIF provides a platform for supervisors
to meet regularly to share experiences from engagement with firms through
innovation facilitators, to share technological expertise and to reach common
views on the regulatory treatment of innovative products, services and busi-
ness models, thereby promoting multilateral discussion and consistency in
supervisory approach towards applications of innovative technologies in the
EU financial sector.

However, a common framework for cross-border experimentation moni-
toring is not yet in place and firms continue to have to engage with
supervisors on a largely bilateral basis, potentially slowing down experimenta-
tion and roll-out of applications cross-border. Second, and crucially, although
supervisors can exercise existing levers for proportionality in the context
of the operation of regulatory sandboxes, they cannot use their powers to
disapply regulatory requirements mandated under EU law.12 This may mean
that some potential technological applications cannot be tested, even under
tightly controlled sandbox conditions, because of technical breaches of EU
law; yet without the opportunity to test the case for regulatory change may
not be borne out (a so-called “chicken and egg” situation). Finally, prior to
the coming into force of an EU-wide approach (see further Part 2), chal-
lenges continue to arise from variations in the approach to regulating and
supervising DLT and crypto-asset applications as explored below.

Challenge 2: Squaring the Circle: Traditional
Intermediary and Process Requirements and Potential
New Alternatives

The body of EU financial services law evolves continuously, tracking and
in some cases even facilitating, the disintermediation of financial services
from a relatively limited to a much broader range of market participants,
and new business models and delivery mechanisms for financial services. For
example, changes to the regulatory framework have enabled a disinterme-
diation of some types of financial service, notably payment services,13 and

11 The EFIF was established further to the January 2019 joint ESA report: https://eba.europa.eu/
esas-publish-joint-report-on-regulatory-sandboxes-and-innovation-hubs. The webpage of the EFIF is
accessible here: https://esas-joint-committee.europa.eu/efif/efif-homepage.
12 For further information, see section 2 of the January 2019 joint ESA report: https://eba.europa.
eu/esas-publish-joint-report-on-regulatory-sandboxes-and-innovation-hubs.
13 See Directive 2007/64/EC (the first Payment Services Directive) and Directive (EU) 2015/2366
(PSD2). Other notable measures include the Electronic Money Directive (Directive 2009/110/EC).

https://eba.europa.eu/esas-publish-joint-report-on-regulatory-sandboxes-and-innovation-hubs
https://eba.europa.eu/esas-publish-joint-report-on-regulatory-sandboxes-and-innovation-hubs
https://esas-joint-committee.europa.eu/efif/efif-homepage
https://eba.europa.eu/esas-publish-joint-report-on-regulatory-sandboxes-and-innovation-hubs
https://eba.europa.eu/esas-publish-joint-report-on-regulatory-sandboxes-and-innovation-hubs
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market forces have prompted a rise in activity by “other financial intermedi-
aries”, including those carrying out lending activity pursuant to schemes of
national regulation.14

Taking account of the different consistent parts of the EU financial services
sector, EU financial services law assumes, or in some cases even requires, the
use of specific intermediaries (e.g. a central securities depository) or proce-
dures (e.g. book entry) for risk management. However, applications of DLT
may offer alternative processes for effective risk management. In this context,
firms, regulators and supervisors face the challenge of determining whether
these processes are capable of being reconciled with requirements under
existing EU (and in some cases national) law, or whether clarifications or
legislative changes are needed in order to achieve a fully technological neutral
and harmonized approach in light of these technological advancements.
This challenge can be illustrated by a simple example drawn from the

securities and markets context. Let’s assume a bond (a “transferable secu-
rity” within the meaning of EU securities and markets law15) is to be issued
and traded on a regulated trading venue using DLT. In accordance with
Article 3(2) of the Central Securities Depositories Regulation (Regulation
(EU) 909/2014) (CSDR),16 where a transaction in transferable securities
takes place on a trading venue, the issuer must arrange for the securities
to be represented in book-entry form with an authorized central securities
depository as defined under Article 2(1) CSDR. EU legislation does not
prescribe any particular method for initial book-entry form recording (so,
potentially DLT could be used) but national rules may make specific provi-
sion which have the effect of precluding, for example, DLT-based records.17

In this case, although the EU legislation is “technology neutral” in the sense
of not prescribing a specific mode for record keeping, the absence of specific
provision leaves room for national discretion that may mean, depending on
where a firm is established, DLT may or may not be used for this purpose,

14 For information about non-bank financial intermediation in the EU, see the Euro-
pean Systemic Risk Board’s monitoring work: https://www.esrb.europa.eu/pub/reports/nbfi_moni
tor/html/index.en.html, which complements global monitoring carried out by the Financial
Stability Board: https://www.fsb.org/work-of-the-fsb/policy-development/enhancing-resilience-of-non-
bank-financial-intermediation/.
15 See in particular the Directive on Markets in Financial Instruments (Directive 2014/65/EU)
(MiFID): https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32014L0065.
16 The CSDR is available here: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A3
2014R0909.
17 For a further discussion, see ESMA’s January 2019 report on initial coin offerings and crypto-
assets: https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf and
February 2017 report on distributed ledger technology applied to securities markets: https://www.
esma.europa.eu/sites/default/files/library/dlt_report_-_esma50-1121423017-285.pdf.

https://www.esrb.europa.eu/pub/reports/nbfi_monitor/html/index.en.html
https://www.esrb.europa.eu/pub/reports/nbfi_monitor/html/index.en.html
https://www.fsb.org/work-of-the-fsb/policy-development/enhancing-resilience-of-non-bank-financial-intermediation/
https://www.fsb.org/work-of-the-fsb/policy-development/enhancing-resilience-of-non-bank-financial-intermediation/
https://eur-lex.europa.eu/legal-content/en/TXT/%3furi%3dCELEX:32014L0065
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX%253A32014R0909
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX%253A32014R0909
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf
https://www.esma.europa.eu/sites/default/files/library/dlt_report_-_esma50-1121423017-285.pdf
https://www.esma.europa.eu/sites/default/files/library/dlt_report_-_esma50-1121423017-285.pdf
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highlighting a challenge firms, regulators and supervisors are facing in recon-
ciling DLT with existing regulation and navigating different approaches at
the national level.18

Challenge 3: Identifying the Applicable Regulatory
Requirements Where Activities Involve Crypto-Assets

Continuing the theme of challenge 2 (fragmentation), industry and regu-
latory and supervisory communities have had to grapple increasingly with
the question of whether and how EU financial services regulation applies to
applications of DLT entailing crypto-assets.

In the EU there is not yet an established “taxonomy” of crypto-assets.19

Instead, a case-by-case assessment must be carried out to determine whether:
(a) a crypto-asset falls within the scope of EU financial services law, in which
case specified activities involving such assets must be carried out in accor-
dance with EU regulation, and (b) a crypto-asset falls within the scope of any
Member State bespoke national law.20

In terms of applicable EU financial services law, it is relevant to consider
whether a crypto-asset qualifies as:

– “electronic money” pursuant to the second Electronic Money Directive
(Directive 2009/110/EC), or

– a “financial instrument” under the Markets in Financial Instruments
Directive (Directive 2014/65/EU).21

If a crypto-asset falls within either of these categories then a person carrying
out specified activities involving such assets is required to be authorized or
registered pursuant to EU law and to conform to a wide range of regulatory

18 For further examples, see the ESMA reports cited in the previous endnote and the EBA’s January
2019 report on crypto-assets: https://eba.europa.eu/sites/default/documents/files/documents/10180/
2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf?
retry=1.
19 For further analysis, see the EBA’s January 2019 report on crypto-assets https://eba.europa.eu/sites/
default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%
20Report%20on%20crypto%20assets.pdf?retry=1.
20 Ibid.
21 The Electronic Money Directive is available here: https://eur-lex.europa.eu/legal-content/EN/ALL/?
uri=CELEX%3A32009L0110 and the Markets in Financial Instruments Directive is available here:
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32014L0065.

https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eur-lex.europa.eu/legal-content/EN/ALL/%3furi%3dCELEX%253A32009L0110
https://eur-lex.europa.eu/legal-content/EN/ALL/%3furi%3dCELEX%253A32009L0110
https://eur-lex.europa.eu/legal-content/en/TXT/%3furi%3dCELEX:32014L0065
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requirements.22 Additionally, “passporting” arrangements apply such that
services can be extended across the EU enabling the firm to carry out services
beyond its home Member State without the need for separate authorization
or registration. However, analysis by the European Banking Authority (EBA)
and the European Securities and Markets Authority (ESMA)23 has exposed
that the majority of crypto-asset activities currently in circulation fall outside
the scope of this EU law, resulting in uncovered risks (e.g. to consumers and
investors) and, in the absence of common EU measures, fragmentation as
to the acceptability and regulation of activities within the Member States
noting, in particular, that some Member States, such as France and Malta
have adopted bespoke national regimes24 as interim measures in the absence
of an EU-wide scheme.

Overall, this means that firms face considerable challenges in navigating
regulatory requirements, face considerable uncertainties about supervisory
acceptance and expectations regarding crypto-asset applications, and some-
times incur significant additional compliance costs as firms seek to conform
to different local prudential or conduct of business requirements in the
Member States in which they wish to operate.

For supervisors, this divergent approach poses problems for the cross-
sector monitoring of risks, oversight of crypto-assets ecosystems (for example,
involving issuers, wallets and exchanges) and coordination of supervisory
actions. Different levels of regulation also leave scope for forum shopping,
regulatory arbitrage and vulnerabilities to financial crime across the Single
Market. Finally, consumers face challenges in understanding the regulatory
status of crypto-assets and in navigating differential standards of protec-
tion depending on where they engage crypto-asset services, often being left
confused by a lack of clarity and consistency concerning their rights (e.g., in
the event of a complaint or the need for redress) impeding demand.25

22 For further analysis, see the EBA’s January 2019 report on crypto-assets https://eba.europa.eu/sites/
default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%
20Report%20on%20crypto%20assets.pdf?retry=1.
23 For a further discussion, see the January 2019 reports of EBA and ESMA: https://eba.europa.eu/
sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/
EBA%20Report%20on%20crypto%20assets.pdf?retry=1 and https://www.esma.europa.eu/sites/def
ault/files/library/esma50-157-1391_crypto_advice.pdf.
24 For a comparison of the French and Maltese approaches see Buttigieg C. and Cuyle S. ‘A Compar-
ative Analysis of EU Homegrown Crypto-asset Regulatory Frameworks’, European Law Review, Issue
5 2020.
25 For further discussion see Haben P. and Noble E. ‘Crypto-assets: A Test Case for Technological
Neutrality’, International Banker, September 2020.

https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf
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Challenge 4: Reconciling the Operation of DLT with EU
Data Protection Law

Another of the challenges that has received extensive attention is the recon-
ciliation of DLT use with the EU’s flagship data protection rules established
by the General Data Protection Regulation (Regulation (EU) 2016/679)
(GDPR) and applied since May 2018.26

The GDPR regulates the processing27 (including by automated means)
of personal data28 with the objective of facilitating the free movement of
personal data between Member States29 while protecting the fundamental
rights and freedoms of natural persons, in particular, the right to the protec-
tion of personal data as enshrined in Article 8 of the Charter of Fundamental
Rights.30 This is achieved through the imposition of obligations on data
controllers31 and specific rights for individuals, for instance, to obtain access
to personal data32 and to request that personal data be erased when it is
no longer needed or where processing has been found to have taken place
unlawfully.33

Early DLT experimentation involving the processing of personal data (e.g.
in the context of payment transactions and identity verification) has exposed
challenges in reconciling the operation of DLT with data protection author-
ities’ interpretation of the requirements of the GDPR,34 highlighting the

26 The GDPR is available here: https://eur-lex.europa.eu/eli/reg/2016/679/oj.
27 ‘Processing’ is defined in point (2) of Article 4 GDPR as ‘any operation or set of operations which
is performed on personal data or on sets of personal data, whether or not by automated means,
such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment
or combination, restriction, erasure or destruction’.
28 ‘Personal data’ is defined in point (1) of Article 4 GDPR as ‘any information relating to an
identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that natural person’.
29 For material and territorial scope, see Articles 2 and 3 GDPR.
30 The Charter is available here: https://ec.europa.eu/info/aid-development-cooperation-fundamental-
rights/your-rights-eu/eu-charter-fundamental-rights_en.
31 ‘Controller’ is defined in point (7) of Article 4 GDPR as ‘the natural or legal person, public
authority, agency or other body which, alone or jointly with others, determines the purposes and
means of the processing of personal data; where the purposes and means of such processing are
determined by Union or Member State law, the controller or the specific criteria for its nomination
may be provided for by Union or Member State law’.
32 Article 15 GDPR.
33 Article 17 GDPR.
34 For a detailed discussion see the 2019 report of the European Parliament Research Service
‘Blockchain and the General Data Protection Regulation’ https://www.europarl.europa.eu/RegData/
etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf.

https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://ec.europa.eu/info/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-charter-fundamental-rights_en
https://ec.europa.eu/info/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-charter-fundamental-rights_en
https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf
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need, on the one hand, for developers to have an early cognizance of GDPR
obligations to implement compliance by design35 and, on the other, the need
for public authorities to provide guidance on the acceptability of different
technological solutions for GDPR compliance.

By way of example, the GDPR is based on the assumption that data can be
modified or erased where necessary (e.g. at the request of the data subject or
in accordance with the purpose limitations specified in the GDPR). However,
by its nature, DLT is intended to provide an immutable ledger to ensure data
integrity and to increase trust in the network. Therefore, how can compliance
with the GDPR be secured? For instance, are encryption methods sufficient
if they have the effect of limiting the “public” visibility of the personal data?
As observed by the European Data Protection Supervisor (EDPS), national
data protection authorities have been cautious about expressing opinions,36

leaving firms again exposed to the challenge of grappling with potentially
divergent approaches at national level.

Challenge 5: Determining Governing Law

Finally, one critical legal issue has contributed to the limited cross-border
scaling of DLT to date: the challenge of identifying governing law. Of course
if DLT exists in a vacuum this question is irrelevant—it is just a technology.
But in the financial sector, the creation, transfer and store of information
using DLT has a function, indeed value. Financial counterparts need ex-ante
certainty regarding their position for the scenario where things go wrong,
in particular in cases of default, insolvency, error, or theft, including in the
context of legal opinions for the purposes of establishing accounting and
prudential treatment.37

In this context, the virtue of DLT as a borderless technology enabling
multiple parties in multiple jurisdictions to effect transactions can also be a
vice: in the event of dispute, enforcement or insolvency proceedings coun-
terparts may seek to assert different governing law—the conflict of law

35 In the use cases observed to-date in the EU financial sector, permissioned systems have been
preferred at least enabling the controller(s) and processor(s) to be identified. In permissionless systems
this may not be possible (ibid.).
36 See the EDPS’ Annual Report 2019: https://edps.europa.eu/sites/edp/files/publication/2020-03-17_
annual_report_2020_en_0.pdf. The EDPS is the EU’s independent data protection authority. The
mission, tasks and powers of the EDPS are established in Regulation (EU) 2018/1725: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R1725. For further information, see the
website of the EDPS: https://edps.europa.eu/.
37 For a detailed analysis see Paech P. ‘The Governance of Blockchain Financial Networks’ https://
papers.ssrn.com/sol3/papers.cfm?abstract_id=2875487.

https://edps.europa.eu/sites/edp/files/publication/2020-03-17_annual_report_2020_en_0.pdf
https://edps.europa.eu/sites/edp/files/publication/2020-03-17_annual_report_2020_en_0.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX%253A32018R1725
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX%253A32018R1725
https://edps.europa.eu/
https://papers.ssrn.com/sol3/papers.cfm%3fabstract_id%3d2875487
https://papers.ssrn.com/sol3/papers.cfm%3fabstract_id%3d2875487
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issue—and yet another challenge for firms seeking to roll-out the technology
for use cross-border. This means that a financial institution in a dispute about,
for example, who has rights over a token issued using DLT may first have to
go through expensive and lengthy proceedings in order to establish which
State’s law will be applied, before even getting to the determination of the
dispute in accordance with the identified applicable law.

A full and proper explanation of why the conflict of law issue may arise
justifies a book of its own. But, by way of illustration, let’s use the following
simple example: A DLT system has been created to enable the issuance of
securities-like tokens to investors. An issuer, located in State X, creates 5000
tokens using the DLT. A financial institution in State Y agrees to purchase
4000 tokens from the issuer. Transfer of the private keys for the agreed
4000 tokens to the purchaser’s “wallet” is expected to take place automat-
ically on receipt of funds. However, the private keys for only 3500 tokens
are received. The financial institution intends to take action to enforce its
rights for the remaining 500 tokens. But which governing law applies: X,
Y or another? Albeit impossible to answer in the abstract, the example high-
lights the problem of identifying the “hook” connecting the issue to a specific
State’s legal system. Courts in different jurisdictions will go about the analysis
in different ways but may find it relevant to consider matters such as:

– the white paper or documents (if any) regarding the issuance of the tokens
in case a governing law is indicated;

– the place of incorporation of the issuer (lex societatis) (as, in this example,
there is an identifiable issuer whereas for some “native” tokens there may
be no identifiable issuer, just code (Bitcoin is a good example of such a
token));

– the place of incorporation of the financial institution albeit in this scenario
the private keys for tokens are held on DLT and are not physically in a
vault or in a traditional custody account which would be the “normal”
way of determining the location of securities (lex rei sitae );

– any other potentially relevant documentation such as the DLT Protocol in
case it should indicate a governing law.

In the absence of well-established norms and practices for specifying or
otherwise determining governing law for DLT and crypto-asset applications,
legal outcomes are by no means predictable and stable thereby undermining
confidence in DLT-based financial transactions.

In recognition of the conflict of law issue, some states have started to intro-
duce domestic law to provide greater certainty for counterparts using DLT in
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specified circumstances. For example, under French law, issuers of initial coin
offerings towards French investors are obliged to publish information docu-
ments indicating the law applicable to the tokens and the competent court.38

For comparative purposes, under Liechtenstein law, local laws are applicable if
(a) tokens are issued by an entity based in Lichtenstein (place of issuer) or (b)
the parties agree that Liechtenstein law applies (choice of law).39 However,
these unilateral attempts to clarify the question of the governing law are of
limited effect and firms continue to face challenges in identifying governing
law.

Part II: A Digital Finance Strategy for Europe

Taking account of the stated priorities of the European Commission’s digital
agenda,40 the advice of the ESAs (including reflections on the challenges
outlined above),41 the outcome of various public consultations42 and other
important inputs,43 on 24 September 2020 the European Commission
published its Digital Finance Strategy accompanied by legislative proposals
for a regulation on a pilot regime for market infrastructures based on
distributed ledger technology (the Pilot Regime), a regulation on markets

38 For information about the Loi PACTE (loi no. 2019-486 of 22 May 2019) see the website of the
Autorité des Marchés Financiers (AMF): https://www.amf-france.org/en/node/59937.
39 For information about the Liechtenstein Law on Tokens and Trusted Technology Service Providers
(referred to as the Blockchain Act) see https://digital-assets-custody.com/liechtenstein-blockchain-act-
in-force-since-1-january-2020/.
40 See in particular the September 2019 mission letter of (the then) European Commission President-
elect Von der Leyen to Vice-President Dombrovskis: https://ec.europa.eu/commission/sites/beta-politi
cal/files/mission-letter-valdis-dombrovskis-2019_en.pdf.
41 In particular, the January 2019 reports of EBA and ESMA: https://eba.europa.eu/sites/default/
documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20R
eport%20on%20crypto%20assets.pdf?retry=1 and https://www.esma.europa.eu/sites/default/files/lib
rary/esma50-157-1391_crypto_advice.pdf.
42 In particular, the December 2019 European Commission consultation on an EU framework
for markets in crypto-assets: https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/
12089-Directive-regulation-establishing-a-European-framework-for-markets-in-crypto-assets/public-
consultation.
43 For example, the December 2019 report of the European Commission’s Expert Group on Regu-
latory Obstacles to Financial Innovation https://ec.europa.eu/info/publications/191113-report-expert-
group-regulatory-obstacles-financial-innovation_en and the April 2020 study requested by the ECON
Committee of the European Parliament on crypto-assets, key developments, regulatory concerns
and responses: https://www.europarl.europa.eu/RegData/etudes/STUD/2020/648779/IPOL_STU(202
0)648779_EN.pdf.

https://www.amf-france.org/en/node/59937
https://digital-assets-custody.com/liechtenstein-blockchain-act-in-force-since-1-january-2020/
https://digital-assets-custody.com/liechtenstein-blockchain-act-in-force-since-1-january-2020/
https://ec.europa.eu/commission/sites/beta-political/files/mission-letter-valdis-dombrovskis-2019_en.pdf
https://ec.europa.eu/commission/sites/beta-political/files/mission-letter-valdis-dombrovskis-2019_en.pdf
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12089-Directive-regulation-establishing-a-European-framework-for-markets-in-crypto-assets/public-consultation
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12089-Directive-regulation-establishing-a-European-framework-for-markets-in-crypto-assets/public-consultation
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12089-Directive-regulation-establishing-a-European-framework-for-markets-in-crypto-assets/public-consultation
https://ec.europa.eu/info/publications/191113-report-expert-group-regulatory-obstacles-financial-innovation_en
https://ec.europa.eu/info/publications/191113-report-expert-group-regulatory-obstacles-financial-innovation_en
https://www.europarl.europa.eu/RegData/etudes/STUD/2020/648779/IPOL_STU(2020)648779_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2020/648779/IPOL_STU(2020)648779_EN.pdf
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in crypto-assets (MiCA) and a directive and regulation on digital operational
resilience (DORA).44

The main objectives of the Digital Finance Strategy are to:

• tackle fragmentation in the Digital Single Market for financial services,
thereby enabling European consumers to access cross-border services and
help European financial firms scale up their technology-enabled business;

• ensure that the EU regulatory framework facilitates digital innovation in
the interest of consumers and market efficiency;

• create a European financial data space to promote data-driven innovation,
building on the European data strategy, including enhanced access to data
and data sharing within the financial sector;

• address new challenges and risks associated with the digital transforma-
tion, in particular, to ensure conformity with the “same risk, same rule”
principle.45

The legislative proposals for the Pilot Regime and MiCA represent the first
concrete actions within the Strategy’s identified priority of ensuring that the
EU financial services regulatory framework is (a) innovation-friendly and
does not pose obstacles to the application of innovative technologies that have
the potential to benefit EU consumers, firms and the overall functioning of
the EU financial system and (b) mitigates effectively risks posed by innovative
technologies. In particular, the proposals are intended to secure appropriate
levels of consumer and investor protection, legal certainty and, ultimately,
ensure financial stability.46

At the time of writing, the legislative proposals are subject to the co-
legislative procedure (in the European Parliament and Council)47 and the
content may change as a result of this procedure and therefore the overview
of the proposals that follows should be checked against the final texts when
adopted.

44 The full Digital Finance package, including the legislative proposals, is available on the Euro-
pean Commission’s website here: https://ec.europa.eu/info/publications/200924-digital-finance-propos
als_en.
45 See further the European Commission’s Digital Finance Strategy: https://eur-lex.europa.eu/legal-con
tent/EN/TXT/?uri=CELEX:52020DC0591.
46 See the explanatory memoranda for the legislative proposals on the Pilot Regime and
MiCA: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0594 and https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0593.
47 For information about the procedure see: https://www.europarl.europa.eu/olp/en/ordinary-legisl
ative-procedure/overview.

https://ec.europa.eu/info/publications/200924-digital-finance-proposals_en
https://ec.europa.eu/info/publications/200924-digital-finance-proposals_en
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020DC0591
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020DC0591
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0594
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0593
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0593
https://www.europarl.europa.eu/olp/en/ordinary-legislative-procedure/overview
https://www.europarl.europa.eu/olp/en/ordinary-legislative-procedure/overview
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The Pilot Regime

The legislative proposal for the Pilot Regime48 has four general and related
objectives which reflect four of the five challenges identified in Part 1 of
this chapter. Firstly, the Pilot Regime is intended to facilitate DLT experi-
mentation in the EU securities and markets sector by providing a common
framework that enables, where appropriate and necessary, the disapplication of
EU law that could otherwise impede experimentation. By so-doing this will
facilitate the identification by regulators and supervisors of any areas of EU
securities and markets law that pose potential obstacles to DLT and crypto-
asset application and, as appropriate, determine the steps necessary to address
these issues. In turn this:

• provides confidence and certainty in the capacity to experiment and, in
turn, exposes and presents the evidence base for potential areas of the
EU regulatory framework that may not be fit-for-purpose and warrant
clarification or change;

• promotes the uptake of technology and responsible innovation by
providing a designated and EU-wide regime for experimentation;

• secures consumer and investor protection and market integrity by speci-
fying appropriate parameters to frame experimentation and mitigate risks
(e.g. by limiting the types of financial instruments that can be traded);

• mitigates consistently any risk to consumers, investors and to financial
stability by limiting the requirements under EU law that can be disapplied
under the regime.49

In summary, the Pilot Regime provides a time-limited framework,50 that
enables market participants who wish to operate (on a purely voluntary
basis) a “DLT market infrastructure” (defined as a “DLT multilateral trading
facility”51 or a “DLT securities settlement system”52) for DLT transferable
securities (i.e. crypto-assets that qualify as “transferable securities” within the

48 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0594.
49 See further the explanatory memorandum for the legislative proposal on the Pilot Regime: https://
eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0594.
50 The Pilot Regime has been conceived as a temporary measure, albeit the European Commission
may proposal an extension or permanence of the regime if experience acquired with the operation of
the regime implies such a need (Article 10(2) of the legislative proposal).
51 Article 2(3) of the legislative proposal.
52 Article 2(4) of the legislative proposal.

https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0594
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0594
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0594
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scope of MiFID53) to experiment with the DLT and crypto-assets for these
purposes.

DLT market infrastructures must be operated in accordance with the
conditions specified in the regulation intended to mitigate operational risks
and risks to consumers and investors,54 but benefit from two key privi-
leges. First, operators may seek from their supervisory authorities temporary
and duly limited exemptions from specific requirements under EU financial
services legislation that could otherwise prevent the development of solutions
for the trading and settlement of transactions in crypto-assets that qualify as
financial instruments.55 Second, operators of DLT market infrastructures can
provide their services across the EU without needing to acquire a licence or
registration beyond that required in their home Member State.

As a central element of the Pilot Regime, operators of DLT market infras-
tructures, supervisors and ESMA must cooperate closely in order that all
parties can benefit from experience acquired with the operation of DLT
market infrastructures, exemptions requested, granted or refused.56 In partic-
ular, operators must report every six months to the relevant supervisor and
ESMA on specified matters,57 and ESMA is mandated to fulfil a coordination
role between the supervisors with a view to building a common under-
standing of DLT and DLT market infrastructures as well as to help build
a common supervisory culture and convergent supervisory approaches and
outcomes.58

Within five years following the entry into application of the regulation,
ESMA is required to present a report to the European Commission on a wide
range of matters relating to the application of the Pilot Regime, including the
functioning of DLT market infrastructures, the exemptions requested and
granted, benefits, risks and interoperability issues.59 Based on this report, the
European Commission must present a report to the European Parliament
and Council on whether the regime for DLT market infrastructures should
be extended, amended, made permanent or terminated, and may set out any
proposed modifications to the EU framework on financial services legislation

53 The Markets in Financial Instruments Directive is available here: https://eur-lex.europa.eu/legal-con
tent/en/TXT/?uri=CELEX:32014L0065.
54 See further the explanatory memorandum for the legislative proposal on the Pilot Regime: https://
eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0594 and the recitals of the proposal.
55 Articles 4 and 5 of the legislative proposal.
56 Article 9 of the legislative proposal.
57 Article 9(4) of the legislative proposal.
58 Article 9(5) of the legislative proposal.
59 Article 10(1) of the legislative proposal.

https://eur-lex.europa.eu/legal-content/en/TXT/%3furi%3dCELEX:32014L0065
https://eur-lex.europa.eu/legal-content/en/TXT/%3furi%3dCELEX:32014L0065
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0594
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0594
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or proposed harmonization of national laws to facilitate the use of DLT in
the financial services sector.60

In its presentation of the legislative proposal for the Pilot Regime the Euro-
pean Commission acknowledges plainly that EU financial services legislation
was not designed with DLT and crypto-assets in mind and that there are
provisions of existing EU law that may preclude or limit the use of DLT in the
issuance, trading and settlement of crypto-assets that qualify as MiFID finan-
cial instruments and that regulatory gaps may also exist resulting in uncovered
risks.61 Through the creation of a framework that facilitates responsible
experimentation, firms, regulators and supervisors will have the opportunity
to learn together about the opportunities and risks posed by the application of
the technologies in securities markets contexts thereby accelerating the identi-
fication of potential issues and potential legislative or non-legislative solutions
thereby overcoming many of the challenges identified in Part 1.

Markets in Cryptoassets (MiCA)

The legislative proposal for MiCA62 is intended to bring in the scope of
EU law activities that are not currently within scope and to address gaps
in the framework for the regulation of crypto-assets in the form of “elec-
tronic money”.63 Importantly, it does not extend to crypto-assets that qualify
as “financial instruments” within the scope of MiFID (in view of the Pilot
Regime).64 Some other exclusions and exemptions are also proposed.65

In presenting the legislative proposal, the European Commission empha-
sized the acceleration in crypto-asset experimentation and application in the
EU financial sector and the need both to leverage the opportunities presented
by DLT and crypto-asset technologies and address the risks identified in the

60 Article 10(2) of the legislative proposal.
61 See further the explanatory memorandum for the legislative proposal on the Pilot Regime: https://
eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0594 and the recitals of the proposal.
62 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0593.
63 ‘Electronic money’ is defined in Directive 2009/110/EU (the Electronic Money Directive; https://
eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32009L0110) as ‘electronically, including
magnetically, stored monetary value as represented by a claim on the issuer which is issued on
receipt of funds for the purpose of making payment transactions as defined in point 5 of Article 4 of
Directive 2007/64/EC, and which is accepted by a natural or legal person other than the electronic
money issuer’. The Directive was not conceived with crypto-assets in mind and therefore does not
address all risks in relation to the issuance of electronic money in this form.
64 Article 2(2) of the legislative proposal.
65 Article 2 and Articles 4(2), 15(3) and (4) and 43(2) of the legislative proposal.

https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0594
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0594
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0593
https://eur-lex.europa.eu/legal-content/EN/ALL/%3furi%3dCELEX%253A32009L0110
https://eur-lex.europa.eu/legal-content/EN/ALL/%3furi%3dCELEX%253A32009L0110
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advice the EBA and ESMA.66 In particular, the European Commission high-
lighted that the majority of crypto-assets currently fall outside the scope of
EU financial services law and that even where they do fall in scope effec-
tive application of the law is not always straightforward.67 In light of these
issues, and acknowledging the potential opportunities that some crypto-assets
may offer and recent developments in relation to so-called stablecoins,68 the
European Commission identified the following as objectives for the proposal:

• to provide legal certainty by creating a sound legal framework that clearly
defines the regulatory treatment of crypto-assets that do not currently fall
within the scope of EU financial services law;

• to support innovation by establishing a consistent, safe and proportionate
framework that enables services to be provided cross-border in accordance
with common rules (MiCA will replace any bespoke frameworks under
national law that extend to crypto-assets within the scope of MiCA69);

• to instil appropriate levels of consumer and investor protection and market
integrity, thereby enhancing confidence to engage crypto-asset products
and services where appropriate; and

• to ensure financial stability by addressing risks in a consistent manner
across the EU, including in relation to so-called stablecoins.

MiCA defines a “crypto-asset” as a digital representation of value or rights
which may be transferred and stored electronically using DLT or similar tech-
nologies and establishes regulatory regimes for specified activities involving
different sub-categories of crypto-asset:

– “asset-referenced token”: a type of crypto-asset that purports to maintain
a stable value by referring to the value of several fiat currencies that are

66 In particular, the January 2019 reports of EBA and ESMA: https://eba.europa.eu/sites/default/
documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20R
eport%20on%20crypto%20assets.pdf?retry=1 and https://www.esma.europa.eu/sites/default/files/lib
rary/esma50-157-1391_crypto_advice.pdf.
67 See the explanatory memorandum for the legislative proposal on MiCA: https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=CELEX:52020PC0593.
68 Including political statements regarding proposals for global stablecoins, for example
the December 2019 joint Council and European Commission statement on stable-
coins: https://www.consilium.europa.eu/en/press/press-releases/2019/12/05/joint-statement-by-the-cou
ncil-and-the-commission-on-stablecoins/.
69 See the explanatory memorandum for the legislative proposal on MiCA: https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=CELEX:52020PC0593 and the recitals of the proposal.

https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://eba.europa.eu/sites/default/documents/files/documents/10180/2545547/67493daa-85a8-4429-aa91-e9a5ed880684/EBA%20Report%20on%20crypto%20assets.pdf%3fretry%3d1
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0593
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0593
https://www.consilium.europa.eu/en/press/press-releases/2019/12/05/joint-statement-by-the-council-and-the-commission-on-stablecoins/
https://www.consilium.europa.eu/en/press/press-releases/2019/12/05/joint-statement-by-the-council-and-the-commission-on-stablecoins/
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0593
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020PC0593
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legal tender, one or several commodities or one or several crypto-assets, or
a combination of such assets70;

– “electronic money token” or “e-money token”: a type of crypto-asset the
main purpose of which is to be used as a means of exchange and that
purports to maintain a stable value by referring to the value of a fiat
currency that is legal tender71;

– “utility token” a type of crypto-asset which is intended to provide digital
access to a good or service, available on DLT, and is only accepted by the
issuer of that token72;

– other: crypto-assets which are not asset-referenced, e-money or utility
tokens and not otherwise excluded from the scope of the regulation.73

The term “stablecoin” is not used in the proposal, but depending on the
features of the coin in question, the coin may fall within the definition of
“asset-reference token”, “e-money token” or as other.

MiCA establishes regulatory regimes for:

– the issuance of crypto-assets in the form of asset-referenced tokens and e-
money tokens (respectively, Titles III and IV);

– crypto-asset services,74 including custody and administration of crypto-
assets and the operation of crypto-asset trading platforms and exchanges
(to fiat or to other crypto-assets) (Title V).

Firms will be required to obtain (national) authorization as “crypto-asset
service providers” and to conform with a wide range of regulatory require-
ments (including governance, operational resilience, and consumer protec-
tion requirements) in order to carry out in the EU crypto-asset services such
as exchange or wallet provision.75 Firms will also be required to obtain autho-
rization and conform to a more extensive set of regulatory requirements76 in
order to issue asset-referenced tokens and, in the case of e-money tokens,

70 Point (3), Article 3(1) of the legislative proposal.
71 Point (4), Article 3(1) of the legislative proposal.
72 Point (5), Article 3(1) of the legislative proposal.
73 For example, Title II (crypto-assets, other than asset-referenced tokens or e-money tokens) applies
in relation to such tokens, as do the provisions of Title V in relation to crypto-asset services (defined
in point (9) of Article 3(1) of the legislative proposal)).
74 Point (9), Article 3(1) of the legislative proposal.
75 See further Title V of the legislative proposal.
76 For example, requirements to issue a white paper in conformity with the requirements under MiCA,
governance and operational requirements, requirements regarding communications and marketing,
complaints handling procedures, own funds, and requirements to maintain a reserve of assets (see
further Title III).
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must be authorized either as an electronic money institution or as a credit
institution.77 Authorization is not required to offer other types of crypto-
asset (e.g. utility tokens) to the public or seek to admit them for trading on a
crypto-asset trading platform, however, some limited regulatory requirements
are foreseen, including the requirement to have prepared and published a
white paper in conformity with the regulation (Title II).

Firms benefitting from authorization from their home authority as crypto-
asset service providers and issuers of asset-referenced and e-money tokens will
be able to offer their services across the EU without the need for additional
authorization or a registration in the host states in which they wish to operate.
Typically supervision will be carried out at the national level. However, it

is proposed that supervision will be elevated to the EU level and be carried
out by the EBA for issuers of “significant asset-referenced tokens”78 and issuers
of “significant e-money tokens”79 (but only in relation to compliance with
provisions of MiCA),80 or where the issuer wishes to voluntarily submit to
EU-level supervision,81 with significance determined on the basis of criteria
established in the regulation (supplemented as appropriate by a delegated act
of the European Commission), including:

• the size of the customer base of the promoters and shareholders or other
relevant third parties;

• the value of the tokens or, where applicable, their market capitalization;
• the number and value of transactions;
• the significance of cross-border activities;
• interconnectedness with the financial system.82

In relation to issuers of significant asset-referenced or e-money tokens, the
EBA is required to establish supervisory colleges to facilitate coordinated

77 Article 43(1) of the legislative proposal.
78 Article 39 of the legislative proposal.
79 Article 50 of the legislative proposal.
80 Article 98(4) of the legislative proposal. This reflects the fact that to issue e-money tokens an
entity must be authorised already as a credit institution or as an electronic money institution and
therefore is subject already to an extensive set of regulatory requirements under, respectively the
Capital Requirements Directive and Regulation (amended most recently by Directive (EU) 2019/878
(CRDV) and Regulation (EU) 2019/876 (CRR2)) and the Electronic Money Directive (Directive
2009/110/EU). The additional requirements under Title IV of the legislative proposal are intended
to cover additional and specific risks relating to the issuance of e-money tokens. As such Title IV does
not specify all of the requirements that appear in Title III (for issuers of asset-referenced tokens) as
this would otherwise be duplicative and potentially contradictory with other requirements applicable
to credit institutions and electronic money institutions.
81 Articles 40 and 51 of the legislative proposal.
82 Articles 39 and 50 of the legislative proposal.
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oversight of the wider ecosystem for the issuance, store and exchange of
the crypto-assets, bringing together supervisors of the most relevant crypto-
asset service providers, ESMA, the ECB and relevant third country and other
authorities as appropriate.83 The supervisory colleges are intended to support
the early identification of issues, and coordination of any necessary reme-
dial actions, that could otherwise undermine the operational resilience of the
ecosystem, consumer protection, market integrity and financial stability.

Finally, it is worth highlighting the regulatory requirements applicable to
issuers of asset-referenced tokens which include obligations to prepare and
publish a white paper,84 to provide clear, fair and transparent marketing and
other communications to holders/prospective holders of tokens,85 to have in
place complaints handling procedures, sound governance and organizational
arrangements,86 to hold own funds in accordance with the requirements of
the regulation (higher in the case of issuers of significant asset-referenced
tokens),87 and to maintain a reserve of assets in conformity with the require-
ments of the regulation to which holders of tokens may have rights as
specified in clear and detailed policies and procedures88; additional obliga-
tions apply in the case of issuers of significant asset-referenced tokens.89 In
the case of e-money tokens, as issuers are required to be authorized as credit
institutions or as electronic money institutions, they are subject to already
extensive obligations under existing EU law (e.g. regarding governance, own
funds and conduct of business requirements). Additional requirements are
proposed to apply under MiCA, which are intended to address specific risks
relating to the issuance of crypto-assets, including the obligation to issue a
whitepaper and in relation to marketing and communications. 90

Overall MiCA represents a bold and important step in creating a harmo-
nized, proportionate and robust framework for the regulation of crypto-asset
activities in the EU (thereby addressing the majority of the challenges set out
in Part 1) and is expected to promote confidence on both the supply and
demand side for crypto-asset products and services by instilling high levels
of confidence in the governance, prudential and operational resilience, and
conduct of business of crypto-asset issuers and service providers.

83 Articles 99 and 101 of the legislative proposal.
84 Article 17 of the legislative proposal.
85 For example, Article 24 to 26 of the legislative proposal.
86 Articles 27 and 30 of the legislative proposal.
87 Articles 31 and 41 of the legislative proposal.
88 Articles 32 to 25 of the legislative proposal.
89 Article 41 of the legislative proposal.
90 See endnote lxxx.
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Importantly, the legislative proposals for the Pilot Regime and MiCA
demonstrate that the European Commission will not hesitate to act, on the
one hand, to remove obstacles to financial innovations where they are shown
to have real potential benefits for consumers, businesses or for the functioning
of the EU financial system and, on the other, to address inconsistently covered
or uncovered risks. These initiatives also signal the European Commission’s
priority to make Europe fit for the digital age and ambition to leverage the
full potential of innovative technologies and are part of a long-term strategy
to embrace and lead the digital revolution.91

Other Actions Underway

Pending the outcome of the legislative process, the ESAs are continuing
to monitor DLT and crypto-asset developments in the EU and, in the
context of the EFIF, promote cross-sectoral knowledge-sharing, coordina-
tion and consistency of approaches to the acceptance and supervision of
DLT and crypto-asset applications in the EU.92 The EBA and ESMA are
also continuing to monitor emerging crypto-assets with a view to supporting
the European Commission in the preparation of interpretative guidance on
the application of existing EU rules to crypto-assets.93 The ESAs are also
continuing to contribute to international work underway on DLT, crypto-
assets and so-called stablecoins, including that of the Financial Stability Board
(FSB), the Basel Committee on Banking Supervision (BCBS), the Finan-
cial Action Task Force (FATF) and Committee on Payments and Market
Infrastructures and the International Organisation of Securities Commissions
(CPMI-IOSCO). Additionally, following industry calls for clarity about DLT
and the GDPR, the European Data Protection Board (EDPB)94 indicated in
its 2019/20 work program possible work on blockchain95 which could result

91 See further the political guidelines referred to in endnote xl.
92 For further information on monitoring work of the EFIF see the Terms of Reference and event
minutes available from the EFIF webpage: https://esas-joint-committee.europa.eu/Pages/Activities/
EFIF/European-Forum-for-Innovation-Facilitators.aspx.
93 See further the actions under section 4.2 of the Digital Finance Strategy: https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=CELEX:52020DC0591.
94 The EDPB was established by the GDPR (Article 68) and can, among other tasks (Article 70),
issue guidelines, recommendations, and best practices on procedures for erasing links, copies or
replications of personal data from publicly available communication services as referred to in Article
17(2), and examine, on its own initiative, on request of one of its members or on request of the
European Commission, any question covering the application of the GDPR and issue guidelines,
recommendations and best practices in order to encourage consistent application of the GDPR. For
further information see the website of the EDPB: https://edpb.europa.eu/edpb_en.
95 https://edpb.europa.eu/our-work-tools/our-documents/work-program/edpb-work-program-201920
20_en, building on its 2019 Annual Report in which the EDPB indicated it would intensify its

https://esas-joint-committee.europa.eu/Pages/Activities/EFIF/European-Forum-for-Innovation-Facilitators.aspx
https://esas-joint-committee.europa.eu/Pages/Activities/EFIF/European-Forum-for-Innovation-Facilitators.aspx
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020DC0591
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020DC0591
https://edpb.europa.eu/edpb_en
https://edpb.europa.eu/our-work-tools/our-documents/work-program/edpb-work-program-20192020_en
https://edpb.europa.eu/our-work-tools/our-documents/work-program/edpb-work-program-20192020_en
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in guidelines, best practices or the issuance of recommendations to the Euro-
pean Commission for legislative clarification. The EDPB and EDPS are also
continuing to monitor innovative technologies,96 including the evolution of
blockchain, noting compliance challenges in areas such as storage limitation,
controllership and the rights of individuals. It is also relevant to note that
the European Commission is working with the ESAs to strengthen the EFIF,
in particular, to offer by mid-2021 a procedural framework for launching
cross-border testing and other mechanisms to facilitate firms’ interactions
with supervisors from different Member States.97 The European Commis-
sion and ESAs are also continuing to monitor and support the exploratory
work of central banks, including the European Central Bank (ECB),98 on the
feasibility of retail central bank digital currencies (CBDC).99 Finally, in the
course of 2021, the European Commission is likely to publish its legislative
proposal to strengthen the framework for mitigating money laundering and
terrorist financing risk and, in the context of that proposal, is likely to extend
AML/CFT obligations to the categories of new regulated firm established by
MiCA.

work in the context of advanced technologies, including blockchain: https://edpb.europa.eu/about-
edpb/board/annual-reports_en.
96 For information about the EDPS’ work on innovative technologies, see: https://edps.europa.eu/
data-protection/our-work/technology-monitoring_en.
97 See the actions under section 4.1. of the Digital Finance Strategy: https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52020DC0591&from=EN.
98 See, for example, the ECB’s October 2020 report on a digital euro: https://www.ecb.europa.eu/
pub/pdf/other/Report_on_a_digital_euro~4d7268b458.en.pdf.
99 See further the actions under section 4.2 of the Digital Finance Strategy: https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=CELEX:52020DC0591.

https://edpb.europa.eu/about-edpb/board/annual-reports_en
https://edpb.europa.eu/about-edpb/board/annual-reports_en
https://edps.europa.eu/data-protection/our-work/technology-monitoring_en
https://edps.europa.eu/data-protection/our-work/technology-monitoring_en
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/%3furi%3dCELEX:52020DC0591%26from%3dEN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/%3furi%3dCELEX:52020DC0591%26from%3dEN
https://www.ecb.europa.eu/pub/pdf/other/Report_on_a_digital_euro%7e4d7268b458.en.pdf
https://www.ecb.europa.eu/pub/pdf/other/Report_on_a_digital_euro%7e4d7268b458.en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020DC0591
https://eur-lex.europa.eu/legal-content/EN/TXT/%3furi%3dCELEX:52020DC0591
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