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7.1 Introduction

Counterfeiting pharmaceuticals in the drug supply chain is a critical public health
issue worldwide. Pharmaceutical products are vital elements in healthcare to prevent
and treat diseases, hence saving lives. Lately, counterfeiting pharmaceuticals has
grown evidently leading to poor healthcare delivery and more deaths yearly [2].
The World Health Organization (WHO) describes counterfeit pharmaceuticals as
falsified or substandard drug products. Falsified drug products have illegal or/and
intentionally misrepresented identity, contents, or origin, while substandard drug
products are allowed products, which could not fit the quality specification standards
[23].

The Organization for Economic Cooperation and Development (OECD) con-
siders trading counterfeit pharmaceuticals among the highly profitable markets for
illicitly traded goods, valued yearly by billions of dollars. Professionals forecast
that the rate of trading counterfeit pharmaceuticals and hence its revenues would
double the legal ones. Meanwhile, drug companies are afflicting the results of falling
income worth hundreds of billions of dollars with the added prices of adopting the
costly safeguarding drug supply chain technologies, and hence, lower resources are
there for research and development of novel drugs [1, 3].

Universally, counterfeit pharmaceuticals get in the market via the drug supply
chain, which grows more challenging for the globalization of manufacturing

R. A. Rayan (�)
Department of Epidemiology, High Institute of Public Health, Alexandria University, Alexandria,
Egypt
e-mail: rayanr@alexu.edu.eg

M. A. M. Zubair
Department of Pharmacy, The Islamia University, Bahawalpur, Pakistan

© Springer Nature Switzerland AG 2021
T. Choudhury et al. (eds.), Blockchain Applications in IoT Ecosystem,
EAI/Springer Innovations in Communication and Computing,
https://doi.org/10.1007/978-3-030-65691-1_7

105

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-65691-1_7&domain=pdf
https://orcid.org/0000-0003-3852-5710
mailto:rayanr@alexu.edu.eg
https://doi.org/10.1007/978-3-030-65691-1_7


106 R. A. Rayan and M. A. M. Zubair

processes where the pharmaceutical products are usually distributed in other
countries than those who produce active substituents. Missing transparency in the
drug supply chain cycle lets illicit players interfere with corruption or replace
pharmaceuticals across the drug supply chain, compromising medications prior to
reaching the patients. In the United States, most medications are produced with
active substituents from either China or India. China, followed by India, is the major
country for manufacturing counterfeit pharmaceuticals where millions of counterfeit
antibiotic tablets were confiscated in 2009 [10]. A famous incidence is the made-in-
China impure heparin that was distributed in 11 countries and caused the death of
81 individuals in the United States in 2008 [15].

Securing the drug supply chain should involve monitoring pharmaceuticals from
the laboratory to the patient. The Falsified Medicines Directive (FMD), a track
and trace project adopted by the European Union, encodes all pharmaceuticals
via an automated drug supply chain in the pharmaceutical companies. Internet of
Things (IoT) techniques like the blockchain could trace and remember items in the
drug supply chain minimizing both interruptions like thieving and counterfeiting
pharmaceuticals. Adopting the IoT-integrated blockchain to trace pharmaceuticals
across the drug supply chain from the active constituents’ vendors to the producer
to the patient would enhance managing pharmaceuticals. This chapter examines the
drug supply chain and its limitations. It then explores the IoT-integrated blockchain
framework in the pharmaceutical industry [15].

7.2 The Drug Supply Chain and Counterfeiting
Pharmaceuticals

A drug supply chain is linking between an agency and the different vendors for
properly manufacturing and distributing products to end users. In the pharmaceutical
industry, managing the drug supply chain could enable the agencies to well use
properties and investments for both making profits and meeting the end users’
needs. Smoothly managing the drug supply chain could genuinely affect and
prosper the entire approach for a business involving less complicated processes such
as selecting vendors, storage, and distribution and precise statistics. In the drug
supply chain, counterfeit pharmaceuticals are a significant problem endangering
patients and costing the pharmaceutical industry vast sums of money. Counterfeit
pharmaceuticals are not marketed under the original trade name and violate the
patents of pharmaceutical companies [22, 23].

There are several gates where counterfeit pharmaceuticals can be introduced
into the drug supply chain. Gate-1 is where the vendors might provide impure,
expired, poor-quality, or different raw materials for manufacturing pharmaceuticals,
hence compromising the quality of the manufactured products and the safety
of the consumers. Gate-2 is where most of the counterfeit pharmaceuticals or
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active constituents are introduced into the drug supply chain via the manufacturer.
Counterfeiting a pharmaceutical product could involve using improper constituents,
dose, or labeling and even marketing a placebo rather than the authentic drug. A
counterfeit pharmaceutical products’ manufacturers develop products that resemble
the authentic ones but with poor quality.

Gate-3 is where the manufacturers of the counterfeit pharmaceuticals target
marketing their products, hence selling them directly to the distributor via fake
networks. Usually, this process could range from simply shipping fake pharma-
ceuticals to applying very sophisticated trailing techniques for breaching current
legal networks with poor security [20]. Gate-4 is where the pharmacies are the core
of the whole issue. It might happen to receive a counterfeit pharmaceutical while
buying a certain brand medication from a local or even a big pharmacy. Lately,
more individuals are interested in online purchasing of medications for less money.
Typically, such medications come with diverse labels from various places and a
promise of the exact drug while it might not. In places with poor laws, online
pharmacies could market counterfeit or fake pharmaceuticals to gain more for lower
costs.

7.3 Blockchain Technology

In this digital era, applying technology, such as blockchain, to the drug industry
could enhance all procedures enabling better services. Blockchain technology is
a sort of distributed ledger (DLT), which keeps a changeless record of all data
on transactions and devoid manipulations. Unlike conventional storage techniques,
DLT applies nodes and separate computers to record, share, and synchronize the
data of a transaction. Afterward, blockchain cluster data in blocks linked together
in a chain. This framework could be used in the distributed setting of the drug
supply chain where vendors, healthcare facilities, pharmacies, and patients produce
separate but yet to be coordinated data.

Exposing the data on transactions in the markets might lead to leakage and
manipulations; hence data should be housed securely in repositories. Blockchain
ensures a confidential environment and protects anonymous public data via decen-
tralization applying encoding asymmetrically and algorithms for hashing [18].
The algorithms of hashing map differently lengthened input data into similarly
constant length output hashes uniquely representing their blocks, thus preventing
any backward mapping targeting retrieving the original message’s data and allowing
approvals from all entities.

Modifications in the block’s source data yield an output of diverse hash, hence
interrupting the chain. Following the hashing procedure, every block would have
a unique digital signature, and the chain is established based on the prior block
signature hence an anonymous signature for the upcoming block guaranteeing all
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Fig. 7.1 Asymmetric encryption

transactions executed via the proper entity. Such a hashing algorithm would prevent
manipulating the blockchain, smoothly locating a hashed record, and creating
random threads eliminating housed data redundancy in the database.

Added to the hashing encryption, another secure technique for authentication and
confidentiality is called asymmetric encryption or private key cryptography where
every blockchain party has a public and private key. The transactions’ encoding keys
differ from the decoding ones where the public key is accessed by all parties, while
the private one is only accessed by the party generating it for encoding contents to
be then decoded by the other party through its private key. Figure 7.1 shows that one
entity uses the public key to send a specific content, which gets encrypted and then
decrypted by the other entity’s private key to read it.

In the blockchain, decentralization, a transparent medium, enables exchanging
and recording the data; therefore, entities looking up records in such a credible
distributed system could find solid and transparent data on transactions [11]. Hence,
securing explicitly open and trustworthy repositories that are needed for the drug
supply chain in the pharmaceutical business worldwide where the required data is
smoothly accessed and tracked by all involved entities is shown in Fig. 7.2 [17].

The transparency offers readily available data on the source of elements and
aspects of the procedure, with different levels of accessibility, to all entities [7].
Hence, the social accountability of all entities for their activities affecting the
behavior of consumers and allowing competing parties to keep their credibility.
Yearly, the drug supply chain is challenged progressively by counterfeit pharma-
ceuticals, deficiency, or cancellation of drug products that adversely affect patients
and healthcare systems; therefore regulating entities are moving ahead to protect the
drug supply chain [5]. Adopting blockchain has evidently optimized transparency
for achieving operational objectives regarding the source of raw materials and
reframed end services or products hence, the more supply chain transparency,
producing changeless, persistent, and distributed records to enable monitoring [7].
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Fig. 7.2 Centralized system

7.4 The Applications of Integrating IoT with the Blockchain

The IoT has an influencing role in the logistics department of the pharmaceutical
industry and presented many opportunities. IoT integration in the blockchain has
improved the logistic operations in a big way [12]. The IoT brings ease for supply
chain operations and reduces the risks that can cause a long-lasting disaster. Some
applications of the IoT in the drug supply chain are the following:

7.4.1 Overcoming the Shortage of Medicines

The employment of the IoT from the digital technologies can ensure a synchronized
supply of medicine resulting in patients getting the medicines on time. The IoT can
help manage the best inventory based on company-defined business rules so that
it can make planned decisions about manufacturing and assist in sending related
products to the market [12].
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7.4.2 Information Transmission Network in the Drug Supply
Chain

Due to improper drug handling and counterfeiting issues, manufacturers and
governments are facing the challenge of being consistent with regulations and
ensuring the safety of customers’ lives. IoT devices and solutions can be used to
record drug information throughout the supply chain [12].

7.4.3 Enhance Supply Chain Security

Safety of the supply chain is improved with the help of the IoT in a process
of facilitating two-way communication between information seekers and devices,
tracking inventory about the location and current status of packaging. Supply chain
security can be safeguarded by RFID format labels, two-dimensional barcodes,
and smart labels for packaging. The IoT can easily track the movement of drug
inventory at each checkpoint [25]. It saves stakeholders in the supply chain from
losing millions of dollars and at the same time ensures that while delivering real
products to customers, it can also stop counterfeiters.

7.4.4 Freight Tracking

According to the report of Freight Watch International Supply Chain Intelligence
Center, pharmaceutical companies suffered heavy load losses due to theft of goods.
On the other hand, due to the use of intelligent freight tracking and data collection
methods, the average loss value of the US pharmaceutical industry has dropped by
about 55% from 2010 to 2012. This clearly shows the importance of tracking the
goods just in case [8].

7.4.5 Temperature Control

In addition to managing temperature peaks during transportation, the quality of
medicines should also be ensured. The temperature of the drugs being transported
can be tracked to ensure that they remain within the specified stability range.
If the drug storage conditions deviate from the specified temperature range, an
environmental sensor will be embedded, and a programmed sensor will be used to
sound an alarm. In addition to reducing drug waste and ensuring effectiveness, these
are the key solutions that guarantee acquiescence with international and regional
laws and regulations [19].
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7.5 The Proposed IoT-Integrated Blockchain Framework

Today, the growing counterfeit pharmaceuticals have turned problematic since
black marketplaces are supplying likewise medications with no monitoring for
quality. For monitoring all undesirable acts in the drug supply chain until arriving
the consumer, an IoT-integrated blockchain framework should be adopted for
tracking purity, delivery, fraud, and making data about contaminated and counterfeit
pharmaceuticals available for verifying the source and originality of the provided
medications [5].

Following exporting a medication, all the chemical and technical data are
warehoused on the producer system; meanwhile, the IoT links between the received
medications all along until reaching the consumer. Yet, the unavoidable and
undesirable acts of fraud happen but also detectable. Figure 7.3 shows a radio-
frequency identification (RFID)-based drug supply chain that monitors the system
for securing the chain and ensuring the delivery of quality healthcare services. The
blockchain-based IoT framework would secure the drug supply chain against the
yearly ever encountered network breaches worldwide that threaten data about both
companies and patients [14] where it benefits from the vital blockchain feature in
securing transactions that, upon verification, are not liable for falsification.

Figure 7.4 shows connected parties via a decentralized network where all are
contacting the verified and approved medications’ transactions. When a party
executes an activity, all the other parties get alerted and could assess verification
via an authorized algorithm. Once a new block is verified, it would be added to the
chain, hence minimizing sharing files where all transactions and verifications are
substitute evidence of conventional paperwork.

Counterfeit pharmaceuticals could imply wasting money on products that might
contain allergenic impurities, hence threatening health and causing an economic
load. Discovering counterfeit products depends on validating data by all bodies

Fig. 7.3 Blockchain-based IoT drug supply chain
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Fig. 7.4 Decentralized blockchain framework

at the drug supply chain. Adopting blockchain coupled with integration with
IoT devices would facilitate management via tracking, reporting ownership, and
intelligent contract rewarding, which are promising outputs eliminating fake data
and counterfeit products.

7.6 The Case of Modum.io

The IoT technology is being used in many sectors including the transmission of
real-time information and the monitoring of assets throughout the chain [24]. Also,
other technologies integrated with the IoT (such as blockchain) can advance the
security and reliability of these resources. There are many start-ups in which the IoT
is integrated into blockchain technology for supply chain networks. Among several
start-ups, Modum.io is a start-up that uses IoT sensor device blockchain technology
to accentuate data invariability and make “temperature records” accessible for the
public. Modum results in a decrease in operational costs in the pharmaceutical
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industry. This section attempts to explain how these technology combinations work
better. We will also discuss the case of Modum, which mainly works in this field.

Modum is a use case that illustrates the blockchain and the IoT in the same
application, which was established in cooperation with the University of Zurich
(UZH). These companies seek to establish a drug sharing network integrated with
blockchain technology. The company’s goal is to integrate the concept of the IoT
to monitor changes in the status of drugs [9]. The technology checks whether
certain transport standards are met to ensure that the quality is maintained until
the goods reach their destination. Modum.io AG works closely with the UZH to
jointly develop sensor equipment and its related software program. The planning
of this project began in 2015, leading to the development phase in 2016, and was
established in July 2016.

Modum.io monitors transportation of medicinal products and gathers all the
necessary data by integrating IoT sensors with blockchain technology [13]. The
integrity of data is thus guaranteed by the use of this technology, thus making it
impossible to change the records. After delivery of the supply, a smart contract is
initiated that guarantees compliance with the temperature. The data can be verified
by any party once it enters the blockchain system and thus remains unchanged.
The data/results are reported to the recipient and distributor and can be accessed
publicly. It is foreseeable that customers can also check the temperature in the future.
However, the serial number of each pharmaceutical package must be executed first.

The architecture of Modum.io AG is designed as front-end, back-end, and IoT-
integrated sensor devices. The temperature records that are registered/stored in the
front-end are verified by the Ethereum network of blockchain. Smart contracts
are regulated by the use of Ethereum Virtual Machine, and data can be verified
through smart contracts [16]. To meet the compliance with temperature data, for
every new shipment, a smart contract is issued that maintains this responsibility. To
store the raw temperature data and credentials of the user, an interactive database
is used. Linkage of blockchain networks and the front-end users is established
via a server. This linkage can modify or create a smart contract and the database
stores the data. The new shipments can be registered through mobile devices, and
the temperature data is sent to the server in a trackable manner. A thermal device
(sensor), compatible with Bluetooth technology, is configured to send data to the
mobile device at a fixed polling interval. A Bluetooth-integrated thermal device
(sensor) sends the data at defined intervals to the mobile device.

SensorTag4’s IoT sensor provides the temperature data and can be placed at
a critical location for consignment. The sensor has the functions of identification
and can communicate a particular temperature at specific points. In addition, it
requires a low energy Bluetooth connection, which is nowadays available in most
of the mobile devices. Modum.io AG has established a prototype, and the first pilot
project is accomplished with a pharmaceutical distributor. From July to August,
they conducted a pilot project to deliver medical products from a trader to a medical
retailer every week. 55 batches in total were sent. 29 batches were selected by the
retailer to 1 site, 21 batches to another setting, and 05 batches of goods were sent
within [4].
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7.7 Discussions

The presence of counterfeit drugs in the global supply chain is causing a public
health crisis. Pharmaceutical drugs are important components of the healthcare
setup, bear crucial importance in diagnosing and curing diseases, and are a valuable
asset in saving lives. However, counterfeit drugs are increasing over the years,
resulting in deaths. According to estimates, there are millions of deaths because of
counterfeit drugs ending the efficacy of healthcare. Complex and insufficient drug
supply chain leads to the worst scenario of counterfeit drugs According to experts,
it is estimated that the counterfeit pharmaceutical drug trade is growing double as
compared to legitimate pharmaceuticals. However, it is still difficult to estimate the
economic loss due to counterfeit drugs around the world.

Many traditional technologies have been suggested for the tracking and tracing
of medicines, such as the barcode scanning system, RFID, mobile technology, and
others. Still, counterfeit drug debacles happen on a global scale. The best way of
preventing counterfeit drugs in the supply chain is the use of blockchain technology.
It safeguards an absolute chain of transaction ledger, tracking each step of the drug
supply chain.

Many serious issues are encountered by the pharmaceutical supply chain because
of drug shortage and counterfeit drugs. Law enforcement and related agencies are
concerned with the increased number of cases every year resulting in a burden
on the public health system. To cover all the issues in the drug supply chain, an
IoT-integrated blockchain system should be implemented to trace and keep track
of transportation, contamination, and theft. Besides, the IoT-integrated system will
provide information regarding falsified and contaminated drugs to authenticate the
source and validity of the supplied medicines.

Nowadays, there are high regulations in the distribution of medicinal products
for human use. The transfer of these products from the manufacturer to those who
will use requires the utmost importance and involves various mediators. Now the
supply chains are responsible to report any deviations such as temperature to the
distributor and also to the recipient of the medicinal product, and the temperature of
every parcel should also be monitored at all times. Thus, pharmaceutical companies
are enforced to order special services from the logistics department. Blockchain
technology provides a solution to the decentralized process in which data of the
medicinal products can be stored and accessed during the logistic process by both
parties ensured through a smart contract.

7.8 Insights for the Future

With the blockchain traceability and transparency features, the hash of the trans-
ferred pharmaceutical product, the physical asset, could validate the drug supply
chain at all phases [21]. In the temperature-monitored drug supply chain, the so-
called cold chain, several pharmaceuticals are highly affected by temperature and
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need extreme care during transport. The IoT-integrated blockchain could be applied
in managing the cold chain where a sensor for heat could be included in each
pharmaceutical batch for ongoing monitoring of the temperature. If the temperature
highly differs from the limit, the pharmaceutical batch should be terminated in the
blockchain, where it could no longer be marketed to anybody in the drug supply
chain and should be wasted [6].

7.9 Conclusions

This chapter explored the IoT-integrated blockchain technique for managing the
drug supply chain where it emphasized implementing the blockchain to minimize
counterfeit pharmaceuticals in the drug supply chain. First, it described key entities
in the drug supply chain, then highlighted the issues in the pharmaceutical industry,
and identified the likely breaches in the drug supply chain facilitating leakage of
counterfeit pharmaceuticals. However, regarding the richness in research covering
the problem of the counterfeit pharmaceuticals in the drug supply chain, the
technological aspects were yet inadequately covered. Next, it proposed the technical
solution involving blockchain, RFID, and the IoT to enhance monitoring the
pharmaceutical products traveling across the drug supply chain. Consequently,
there are several advantages of adopting the IoT-integrated blockchain, which could
address the issue of counterfeit pharmaceuticals in the drug supply chain along with
other domains in the pharmaceutical industry including integrity and controlling
misusing and fraud.
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