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Abstract. We investigate fairness in secure multiparty computation
when the number of parties n = poly()) grows polynomially in the secu-
rity parameter, A. Prior to this work, efficient protocols achieving fairness
with no honest majority and polynomial number of parties were known
only for the AND and OR functionalities (Gordon and Katz, TCC’09).
We show the following:

— We first consider symmetric Boolean functions F : {0,1}" —
{0,1}, where the underlying function fy/2n./2 : {0,...,n/2} X
{0,...,n/2} — {0,1} can be computed fairly and efficiently in the
2-party setting. We present an efficient protocol for any such F' tol-
erating n/2 or fewer corruptions, for n = poly(\) number of parties.

— We present an efficient protocol for n-party majority tolerating
n/2 + 1 or fewer corruptions, for n = poly(A) number of parties.
The construction extends to n/2 + ¢ or fewer corruptions, for con-
stant c.

— We extend both of the above results to more general types of adver-
sarial structures and present instantiations of non-threshold adver-
sarial structures of these types. These instantiations are obtained via
constructions of projective planes and combinatorial designs.

1 Introduction

In secure multiparty computation (MPC), parties compute the joint function
of their inputs in a distributed fashion, while keeping their inputs private. For-
mally defining the security model for MPC is quite complex and there are vari-
ous different flavors of security such as computational vs. information-theoretic,
security-with-abort vs. fairness vs. guaranteed output delivery, broadcast-channel
vs. no broadcast channel, rushing vs. non-rushing.

In this work, we focus on the setting of computationally-secure, n-party MPC
in the presence of a broadcast channel with a rushing adversary. Further, we
will require the fairness guarantee, which, informally, states that if one party
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obtains the output of the function being computed, then all parties must obtain
the output.

It is known how to securely compute every functionality in the above setting,
assuming honest majority (i.e. more than half the parties are uncorrupted) [10,
12,17,18,37]. On the other hand, impossibility results, showing that there are n-
party functionalities that cannot be computed fairly (even computationally and
even with a broadcast channel), are known in the case of no honest majority.
Negative results on fairness include the early work of Cleve [13], who showed that
fair coin-tossing is impossible when n/2 out of n parties are fail-stop (i.e. behave
in an honest-but-curious manner with the exception that they may abort early).
In the 2-party case, non-trivial functions that can be computed fairly without
honest majority, were first discovered in the seminal work of Gordon et al. [19].
By now, the 2-party setting is well-understood, with a full characterization of
the necessary and sufficient conditions for fair computation of large classes of
functionalities [2,3].

In this paper we focus on the n-party case, where n = poly(}) is any poly-
nomial in A, the security parameter. We will begin by considering threshold
adversaries, these are adversaries who may corrupt up to some threshold th
number of parties. In this case, Cleve’s result [13] tells us that it is impossible
to achieve fairness for all functionalities when th > n/2.

Threshold Adversaries. The relevant prior works that we are aware of are those
of Gordon and Katz [21] and Asharov et al. [3]. Gordon and Katz [21] present
fair protocols for 3-party majority and for the OR function (and by symmetry
for the AND function) for any polynomial n number of parties and n — 1 or
fewer corruptions. Asharov et al. [3] present n-party protocols with up to n/2
corruptions for functions F' for which every n/2-size partition can be computed
fairly in the 2-party setting. We emphasize, however, that the protocol of Asharov
et al. [3] only scales to O(log A) number of parties, regardless of the efficiency of
the underlying fair 2-party protocol employed. Moreover, extending their results
to more than n/2 out of n corruptions was considered an open problem in their
work. Thus, prior to our work, AND and OR were the only functionalities for
which efficient protocols achieving fairness with no honest majority for any n =
poly(\) parties were known.

We also consider non-threshold adversaries. Specifically, we consider adver-
sarial structures A,q, for which it is known to be impossible to achieve fairness
for all functionalities. We ask whether for such adversarial structures there exist
non-trivial functions that can be computed fairly.

Background on MPC with General Adversarial Structures. An adversarial struc-
ture A4y on a set [n]—corresponding to n parties Pi,..., P,—is a monotone
collection of non-empty sets S. We say that an MPC protocol is secure with
fairness for adversarial structure A,q, if it is secure with fairness under any
set of corruptions S € A,qgy. In the seminal works of Hirt and Maurer [26,27],
they defined a set of adversarial structures Q®, which consists of adversarial
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structures A,qgy for which no two sets in A,q4y cover [n]. They presented an (inef-
ficient) information-theoretic secure protocol for fail-stop adversaries for adver-
sarial structures Q. They also gave a simple argument that it is impossible
to achieve (even computational) fairness for adversarial structures not in Q)
using the classical result of Cleve [13].

Fairness for (Aady, F)-pairs. In this work, we initiate the research direction
of achieving MPC protocols with fairness against—possibly non-threshold—
adversarial structures A,q, that are not in Q(Q). While for any adversarial struc-
ture Aagy ¢ Q@ it is impossible (even computationally) to achieve MPC with
fairness for all functionalities F'; there can be some functionalities F' for which
it is possible to achieve MPC with fairness. We will investigate pairs of func-
tionalities and adversarial structures (Aaqgy, F') for which is it possible to achieve
fairness in the multiparty setting. To the best of our knowledge, prior work on
complete fairness in multiparty computation for adversarial structures outside
Q® has considered only threshold adversarial structures.

1.1 Owur Results

Consider a symmetric Boolean function! F(w) = F(z,y), where w = z||y and
x,y € {0,1}*/2. We consider n-party MPC protocols for computing the func-
tion F. Note that since F' is symmetric, there exists a two-input function f such
that F(x,y) = fn/Qﬁn/Q(Z?:/? Z;, ZZ? ;). In our first result, we present a fair
MPC protocol for functionalities F' that are symmetric and for which the cor-
responding f, /2 /2 can be computed fairly in the 2-party setting. Importantly,
our protocol handles any polynomial n = poly(A) number of parties (polynomial
in security parameter A) and is secure against n/2 or fewer corruptions. Recall
that Asharov et al. [3] gave a transformation from fair 2-party protocols to fair
n-party protocols, secure against n/2 or fewer corruptions. Their transforma-
tion, however, requires running the underlying protocol with all possible subsets
S C [n] of size |S| = n/2 playing the part of the two parties in the underlying
2-party protocol. This means that their protocol can only handle a number of
parties n that is at most logarithmic in the security parameter n = O(log(\)).
In this work, we show how to extend their construction to any number of par-
ties n that is polynomial in the security parameter n = poly(\). However, the
extension applies only to symmetric Boolean functions.

Theorem 1 (Informal). Let F : {0,1}" — {0,1} be a symmetric function,
such that there is an efficient protocol for computing fp 2,2 fairly in the two-
party setting. Then for any n = poly(\), there is an efficient protocol for com-
puting F fairly in the n-party setting with up to n/2 corruptions.

We extend the above result to more general, non-threshold, adversarial
structures outside of Q(), which may include corrupted sets of parties of

! In this context, we mean a Boolean function whose output depends only on the
number of ones in the input. See [36], Def. 2.8.
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size greater than n/2. For symmetric F and any n’ € [n — 1], we consider
F(z,y) = fn/yn,n/(zzlél $i7z?;ln’ y;), and require that for all n’ € [n — 1]
there is an efficient protocol computing f,,/ ,—n- fairly in the two-party setting.
For any such F, we define a corresponding set of adversarial structures Q).
Informally, Q) contains adversarial structures A,q, such that A,q, can be par-
titioned into Augv,1 € Q@ and Aadv,2 ¢ Q® such that for any pair of distinct
sets (T,T') € Aaave, T' € T. Additionally, we require certain efficient secret
sharing schemes corresponding to Aagy,1 and Asqgy,2. See the full version for a
formal definition of Q).

Theorem 2 (Informal). Let F : {0,1}" — {0,1} be a symmetric function,
such that there is an efficient protocol for computing fn/ n—ns fairly in the two-
party setting for all ' € [n —1]. Let QF) be defined as above. Then for any
n = poly(\), there is an efficient protocol for computing F fairly in the n-party
setting under any adversarial structure Asqy € QF).

As an additional result of interest, we show that (ignoring efficiency require-
ments for the underlying secret-sharing schemes) any projective plane can be
used to construct a non-threshold adversarial structure in Q). See the full
version for additional details.

In our second main result, we present a fair MPC protocol for the majority
function, for any polynomial n = poly(A) number of parties, and n/241 or fewer
corruptions.

Theorem 3 (Informal). There is an efficient protocol for computing n-party
Majority fairly for any n = poly(\) (s.t. n > 8) withn/2+1 or fewer corruptions.

The construction can be straightforwardly extended to work for n/2 + ¢ or
fewer corruptions, where c is a constant.

As before, we extend the result to more general, non-threshold, adversarial
structures outside of Q®, by defining a set of adversarial structures QM)
Informally, Q™3 contains adversarial structures A.g, such that A.q, can be
partitioned into Augy1 € Q® and A,gv.2 ¢ QP such that for any pair of distinct
sets (T, T") € Aagv,2 such that T C T, it is the case that |T\T"| < c¢. Additionally,
we require certain efficient secret sharing schemes corresponding to A,qy,1 € Q®
and A,dy,2 ¢ Q®. See the full version for a formal definition of QM)

Theorem 4 (Informal). There is an efficient protocol for computing n-party
Magjority fairly for any n = poly(\) under every adversarial structure Au,qy €

QMBJ'

As an additional result of interest, we show that (ignoring efficiency require-
ments for the underlying secret-sharing schemes) starting from an appropriate
type of combinatorial design and adding certain sets to it, we obtain a non-
threshold adversarial structure in Q™). See the full version for additional
details.
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1.2 Technical Overview

Half ( n/2 ) or Fewer Corruptions. Recall that [3] showed that, for n = O(log(X))
number of parties, a function F(x1,...,x,) is computable with fairness under
n/2 corruptions if and only if for every partition (Sp,Sg) of [n] of size n/2,
F([x:)ies,, [®i)iesy) is computable with complete fairness in the two party set-
ting, where one party holds input [2;];cs, and the other holds input [2;]icsy.
We begin by re-casting the protocol of [3] in a player-simulation model (sim-
ilar to Hirt and Maurer [26,27]). The protocol of [3] considers all possible 2-
partition (Sg,Sgr) of [n] of size n/2 (where Si always contains 1) and for each
partition, parties P;,i € Sy simulate virtual party Py and parties P;,i € Sg
simulate virtual party Pg in the fair two party protocol ITp for functionality
F([zi]ies, , [xi)icsy) that exists by assumption. WLOG, we can take the states
of P;, and Pg in round r of ITp to simply consist of “backup values” a”,b",
respectively. For simplicity, we first construct an n-party protocol in a “trusted
dealer” model (later we will show how to get rid of the assumption). In each
round 7, the dealer secret shares the backup values of each virtual party Py,
(resp. Pg) across the corresponding parties in Sy, (resp. Sg). This is referred
to as the inner secret sharing scheme in [3]. If at any time, all the real parties
simulating a certain virtual party (say Pr) abort, the dealer stops handing out
shares and the remaining real parties reconstruct virtual Pg’s state to obtain
the corresponding backup value. The above description relies on the fact that
there are at most n/2 corruptions, since if exactly n/2 parties corresponding to
some virtual party Pr, abort there is a uniquely identifiable corresponding virtual
party Pg, simulated by exactly the remaining set of n/2 parties (all of whom
are honest). The remaining parties can therefore identify Pr and compute the
correct backup value. On the other hand, if the protocol completes, any set of
parties of size n/2 or more can reconstruct the correct value, since all subsets of
size n/2 receive the output of the functionality in the final round. To implement
the dealer and ensure that the protocol continues if less than n/2 parties abort,
[3] additionally perform an (n/2+ 1)-out-of-n secret sharing of each real party’s
state during the preprocessing, called the outer secret sharing. In each round,
the parties send their share of the outer-secret sharing to each party. In case
at most n/2 — 1 parties abort, the remaining parties can continue the protocol
by simulating the aborting parties using the (n/2 + 1)-out-of-n secret sharing.
The number of simulated sub-protocols is essentially (n’/‘g) ~ 2"/\/n. Thus, they
can only handle at most n = O(log()\)) number of parties, where X is security
parameter.

In our first result we show that the above paradigm can be modified to
work for symmetric functions F : {0,1}" — {0, 1} without requiring the blowup
of running the protocol across each possible subset. Since F' is symmetric, its
value at all inputs is equivalent to the output of some f;, /3,2 : {0,...,n/2} x
{0,...,n/2} — {0,1}. Let us assume that there is a fair protocol IIy, , .,
for computing f,,/2,,/2. We describe the constructed fair protocol for n-party
functionality F'in the “trusted dealer” setting: The dealer receives all the parties’
inputs @ = z1,...,z, and computes N = >_"" | z;. For every z € {0,...,n/2},
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the dealer runs protocol 11y, ,, (2, N—z)and Ily ,, ,(N—z,z) “in the head”
to obtain backup values for each party and each round.? Specifically, for virtual
party P, (resp. Pg), its share when running with input z (resp. N — z) in the
r-th round is denoted a™*~ =% (resp. b"*N~%). We now use an appropriate type
of secret sharing scheme to share ™% =% (resp. b™*~ %), which ensures that a
set of corrupted parties can open only the backup values corresponding to one of
the virtual parties’ views in a single execution of the (at most) n/2+1 executions
of the underlying 2PC protocol (i.e. corresponding to the view of P, or Pg in a
single (z, N — z) pair). This is done by defining an augmented set [n] x {0, 1} and
defining access structures over this set. Specifically, a party P; holding input bit
b, will correspond to the element (¢,b) € [n] x {0,1}. Thus, parties along with
their inputs correspond to subsets ST of [n] x {0,1}, and a share that a party
receives from the dealer depends both on its index ¢ as well as its input b. Let
SY = {(i,0) : i € [n]} and St := {(i,1) : i € [n]}. We will use a secret sharing
scheme to share a™*" =% (resp. b™*N~%) so that its value can be reconstructed
by any set ST that consists of party P; holding either input 0 or 1 (resp. does
not include party P), z (resp. N — z) parties holding input 1 (i.e. |[STNSY| > 2,
resp. |STNSY > N—2z) and n/2— 2z (resp. n/2— (N —z)) parties holding input 0
(i.e. |[STNS >n/2—z resp. |[STNSY| >n/2— (N —=z)). If exactly n/2 parties
abort, the remaining honest parties output the “backup” value corresponding to
the remaining party in the same underlying protocol execution. E.g., if a set of
n/2 parties, including P;, holding z number of 1’s, abort, the remaining parties
can open b"*N =% since if the corrupt parties hold z number of 1’s, the honest
parties must hold N — z number of 1’s and n/2 — (N — z) number of 0’s. On
the other hand, if less than n/2 parties abort, the outer secret sharing scheme
is used to ensure that all the honest parties continue to receive their shares in
each round.

Difficulty of a Generic Transformation for more than n/2 Corruptions. In the
following, we provide some intuition on the difficulty of extending the above
protocol to more than n/2 corruptions. We do not make any formal claims here.
For concreteness, let us assume we want to handle n/2 + 1 corruptions. First,
we must ensure that if n/2 4+ 1 parties abort, the remaining parties can output
some backup value from the underlying protocol, as otherwise there is no hope
of obtaining a fair protocol. But this means that any set of n/2 — 1 parties must
be able to reconstruct a view from the underlying execution, which means that
the set of n/2 + 1 corrupted parties will be able to reconstruct multiple views
(since there are multiple subsets of size n/2 — 1—with distinct values of z—
among the set of n/2 + 1 corrupted parties, and each must be able to open an
underlying view). When using a generic protocol, it is not clear how to argue
that if the underlying protocol is fair when a party sees a single view, it is still
fair when a party sees multiple views of the protocol running in parallel with
correlated inputs. Another difficulty is that if less than n/2+1 parties abort—say

2If N — z is an invalid input (i.e. N — z ¢ {0,...,n/2}), then the dealer simply uses
dummy values.
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n/2—1 parties abort—then the remaining parties do not necessarily know which
backup value to output. As before, there are multiple subsets of size n/2 — 1—
with distinct values of z—among the set of n/2 4 1 remaining parties, and each
may correspond to a different backup value. Further, note that the outer secret
sharing can no longer be used when n/2 — 1 (or more) parties abort, since if the
outer secret sharing scheme can be reconstructed by n/241 or fewer parties, then
the set of corrupt parties can recover backup values for round r before round r is
executed, thus negating the fairness guarantees of the underlying protocol. Our
solution for n/2 + 1 or fewer corruptions will resolve each of these problems, but
will use special properties of a specific protocol, and will not work generically
for any underlying fair-2-PC protocol.

Direct Construction for Majority with n/2 + 1 or Fewer Corruptions. We next
present our protocol for n-party computation of Maj assuming at most n/2 + 1
corruptions. As discussed above, the generic transformation techniques no longer
work. Therefore, we extend the two-party protocol of Gordon et al. [19] and the
analysis of Asharov et al. [2] to our setting. Specifically, recall that in the 2-party
protocol of Gordon et al. [19], the dealer chooses a designated round r*, drawn
from a geometric distribution with parameter « (and with all but negligible
probability is assured that r* < rounds, where rounds = w(log(\)) - 1/« is the
number of rounds in the protocol) in which to begin releasing the correct output
of the functionality. In the rounds previous to this, each party receives the output
of the functionality evaluated with its own input and a randomly chosen input
for the other party. Now, in the n party case, we set R := {1,2,3}. In each
round 7, the dealer computes backup values a~®'m'7 for each R’ C R, n €
{n/2—1,n/2,n/2+1} and each z € {0,...,n'}. For r < r*, each value o™ "'
is chosen as fy/ n—n/(2, ), where & is chosen uniformly from {0,...,n—n'}, and
fnr n—ns outputs 1 when the sum of its inputs is at least n/241. For r > r*, each
value a™f"""% is set to fnr m—n'(x,y), where z, y are the inputs of the corrupted
and uncorrupted parties, respectively. Each a™R' "% ig shared so that it can be
opened by any set S that has a subset W of size n’ such that W N R = R’ and
has a subset W’ of size n’ consisting of z parties holding a 1 input and n’ — 2
parties holding a 0 input. We observe than any set of corrupt parties of size
at most n/2 + 1 can open at most a constant number, deg, of backup values.
Furthermore, if n/2 — 1 or more parties abort in round r, the remaining set of
parties, S’, which has size n’ € {n/2—1,n/2,n/241} and for which S'"NR = R/,
run a secure computation protocol (with fairness and guaranteed output delivery,
since when n > 8 we have an honest majority among the remaining parties) to
recover a” LR 's% for the appropriate values of R’, n/, and z. The set R’ is
needed since in the security proof, we will argue that the backup value opened
by the remaining parties cannot be opened by the set of corrupt parties before
aborting. If less than n/2 — 1 parties abort, then each remaining party can still
recover its share in each round using the outer secret sharing scheme and so the
protocol continues. By setting « correctly, the ideal adversary is able to skew the
output appropriately (as in [19]), even though the corrupt parties see multiple
random values in rounds r < r*. Intuitively, this comes from the fact that the
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real adversary will with some 1/ poly(n) probability obtain the same view in
round r when r = 7* or when r < r*. In the case r = r*, the honest parties
output their backup value (which is distributed as described above) in the real
world, but always output the correct output value in the ideal world. In the
case that r < r*, the honest parties still output their backup value in the real
world. However, the simulator in the ideal world can lie about the corrupted
parties’ inputs and submit values from a carefully constructed distribution to
the ideal functionality, since the ideal functionality has not yet been called in
the simulation (it is only called in round r*). Thus, it is possible that for a fixed
adversarial view, the distribution of outputs of the honest parties is the same in
the real and ideal worlds. To analyze the resulting distributions in the real and
ideal world, we follow the techniques of Asharov [2], who explicitly computes the
required probabilities as a vector and finds the sufficient conditions so that this
vector falls within the convex hull of a set of vectors corresponding to the rows of
the truthtable. Unfortunately, the proof of Asharov [2] works only for constant-
size domain. Since we want to extend our case to any polynomial number of
parties n, we necessarily require a polynomial domain (since the domain will be
exactly {0, ...,n}). Specifically, Asharov’s technique [2] fixed the domain size to
be constant and used existence theorems to prove that o can be set sufficiently
small so that the vector is contained in the convex hull. Instead, we consider the
spectral norm of the matrix corresponding to the inverse of M ];r , where M 7 is

the truthtable corresponding to a function fthat is closely related to fp/ p—n,
and MY is equal to M 7 concatenated with a column of 1’s, and show that it is

upper bounded by a constant. This allows us to achieve the desired result. We
note that the techniques outlined above can be straightforwardly extended to
the case of n/2 + ¢ corruptions, where c is a fixed constant.

Extending to more General Adversarial Structures. Secret sharing schemes are
used in two ways in the results for threshold adversarial structures described
above: (1) The outer secret sharing scheme, which ensures that when certain
sets of parties abort, the protocol can continue. We require that no set from the
adversarial structure is an authorized set for the access structure corresponding
to this scheme. (2) The inner secret sharing scheme, which ensures that if the
surviving parties cannot continue the protocol using the outer secret sharing
scheme, they can reconstruct a backup value using this scheme. We can no
longer require that no set from the adversarial structure is an authorized set for
the access structure corresponding to this scheme. Instead, we merely limit the
number of instances of the inner secret sharing scheme that can be opened by
the corrupt parties.

To achieve this, we view an arbitrary adversarial structure as the union of a
Q® adversarial structure, Asdv,1 and a non-Q® adversarial structure, Aadv,2-
The outer secret sharing scheme will correspond to access structure, Anon 1, which
is equal to the complement of A,qgy 1. For the inner secret sharing scheme, we
consider Anon 2 = Aadv,2 and we partition Apon 2 according to the size n’ of the
authorized sets, yielding sets Aﬁ;n,r We then obtain monotone access structures
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pot for all n € [n], consisting of A7, and all supersets of sets in A
We then construct a secret sharing scheme for each n’ and each z € {0,...,n'},

which allows a set of parties to reconstruct the secret if the set of parties is
contained in .A:;;]JFQ and the set of parties includes z number of parties holding a
1 and n/ — z number of parties holding a 0. For the first result (corresponding to
fair computation of symmetric functions) we require that A,q, 2 does not contain
any two sets T,T" such that 7" C T. For the second result (corresponding to
fair computation of Maj) we require that for any two sets T, T € Aagv 2 if T is a
superset of T”, it can only contain ¢ additional elements, where c is a constant.

1.3 Related Work

The 2-party Setting. Subsequent to the seminal paper of Gordon et al. [19], a
large body of work has been dedicated to understanding which functionalities
can be computed fairly in the two-party setting. Various works, culminating
in a full characterization for symmetric, constant-size-domain functionalities,

include [2,3].

The n-party Setting. Hirt and Maurer [26,27] characterized the set of access
structures that are necessary and sufficient for fair n-party computation of all
functionalities, and dubbed this set Q®). The question remained of whether
there are non-trivial functionalities that can be computed fairly for adversarial
structures outside of Q). In particular, the works of [21] and [3], which have
already been discussed above, considered threshold access structures outside of

QY.

Partial Fairness and Other Notions. Another line of works has considered achiev-
ing partial fairness (also called 1/p-fairness) guarantees for large classes of func-
tionalities, even when there is no honest majority. Specifically, the goal is to
obtain protocols for which the real and ideal world are distinguishable by at
most 1/p, for some polynomial p = p(\). Partial fairness has been studied in
both the 2-party and multiparty setting [7,9,22]. Note that our focus in the
current work is to achieve “complete” fairness, where the real and ideal world
are computationally indistinguishable. “Best of both worlds” security has also
been studied—where protocols are required to achieve fairness in the case of hon-
est majority and security-with-abort in the case of honest minority [7,28,29].
We also mention other desirable security properties related to fairness that have
been considered in the literature such as guaranteed output delivery [14,23] and
security with identifiable abort [30,31].

Partial Fairness for Coin-Tossing. For the special case of coin-tossing, it is known
by the classical result of Cleve [13] that complete fairness is impossible. However,
there are several results in the two-party and multi-party settings that deal with
achieving partial fairness—i.e. bias of 1/p—for the best possible p [1,6,8, 11,34, 35].

Lower Bounds. Lower bounds on number of rounds or computational assump-
tions necessary to achieve (partially) fair protocols have also been stud-
ied [15,16,24,25]. Complete primitives for fairness and primitives that imply
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secure coin-tossing were studied in [4,20]. Further works have elucidated prop-
erties of protocols necessary to achieve fairness [33].

2 Notation, Definitions and Preliminaries

Definitions of MPC with full security (i.e. fairness) and security-with-abort are
deferred to the full version. We follow [5] for the definitions of access structures
and secret sharing schemes. Given a set S C [n], denote by S := [n] \ S and by
P(S) the power set of S.

Useful Access Structures. We consider access structures over the set [n], as
well as the set [n]x {0, 1}. Let SO := [n]x{0} and S! := [n]x{1}. Access structure
A 2=z 2n, for n’ € [n] and z € {0,...,n'}, consists of sets ST C [n] x {0,1}
with corresponding S := {i : (i,0) or (i,1) € ST} that satisfy all of the following:
(1) 1€8;(2)|StTNSY >z (3)1StNS >n — 2.

Access structure Ay , /-5 2n, for n’ € [n] and z € {0,...,n'}, consists of sets
St C [n] x {0,1} with corresponding S := {i : (i,0) or (i,1) € ST} that satisfy
all of the following: (1) 1 ¢ S; (2) [ST NS > 2; (3) [ST NS >n' — 2.

More generally, let R be a set of distinguished elements of [n]. Let R C R
and let R” = R\ R'. Access structure Ag r  n/ 2n, for R C R, n’ € [n] and
z € {0,...,n}, consists of sets ST C [n] x {0,1} with corresponding S := {i :
(i,0) or (i,1) € ST} that satisfy all of the following: (1) R' C S; (2) R" NS = 0;
(3) ST NS > 2 (4) STNS >n -z

See full version for constructions.

3 Symmetric Functions and n/2 Corruptions

Let F : {0,1}™2? x {0,1}*/2 — {0,1} be a symmetric Boolean func-
tion. Then we have that for all € {0,1}*/2 and y € {0,1}"/2
F(Zl?,y) = fﬂ/Z,Tl/Q(Z?:/? xuzzl:/f yz)? for some fn/2,n/2~ Assume that fn/2,n/2 :
{0,...,n/2} x{0,...,n/2} can be fairly computed in the two-party setting and
let IIy, , ., denote the two-party protocol (with parties Pr, Pr) that fairly
computes fy,/2n/2(7,y). For z,y € {0,...,n/2}, let Iy ., ., (z,y) denote an
execution of ITy, , ., where Pp, has input # and Pg has input y. Let a?’y/’; 12
denote the backup value of Py, in the r-th round of an execution of Iy, , ., (z,y)
and let b?ﬂ’:n/z denote the backup value of Pg in the r-th round of the same

execution of I1y . . (z,y). In the following, p is set to p =2 (n/2 + 1).

Theorem 5. Let F, fy,/2.,/2 be as above. Assume there is an efficient protocol
for computing fy, /2 n/2 fairly in the two-party setting. Then for any n = poly()),
the protocol presented in Fig. 1 (and Fig. 2) is an efficient protocol for computing
F fairly in the n-party setting with n/2 or fewer corruptions.

The protocol in Fig. 1 uses a secret sharing scheme for access structure
Aaznj2—z2n and Ay . oo 9y, defined in Sect. 2.
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1. The parties Pi,...,P, hand their inputs, denoted ® =i,...,, € {0,1}",
respectively, to the dealer. If a party P; does not send an input, then the
dealer selects ; € {0, 1} uniformly at random. If half of the parties do not send
an input, then the dealer sends fn/g,n/g(zyi?i, i=n/2411) to the honest
parties and halts. Let N :=>"" | ;.

2. The dealer computes for z € {max{0,N — n/2},...,min{N,n/2}}, r €

[rounds], the backup outputs a®" := a> " ||0", BN ~*7 := b2V =" ||0* for
Frnj2,my/2 Fnj2.my2

an execution of Iy, ,, ., (2, N — z). The dealer also sends back to each P; an
authentication of its input ;.

3. If N > n/2, then for z € {0,...,N —n/2 — 1}, r € [rounds] set a*" := 0,
b>" = 0.

4. If N <n/2,then for z € {N+1,...,n/2}, r € [rounds], set a®" := 0, b™* := 0.

5. For r € [rounds],

(a) For z € {0,...,n/2}, the dealer secret shares a*" using access structure
Aa 2 n/2—2,2n, producing (authenticated) shares [éf’z’r}be{o,l},ie[n]. Each
party P; holding input b receives shares [éﬁ’z’r]ze{ov__,n/z}. If n/2 parties
abort, including Pp, then the remaining parties (corresponding to set

S) submit their (authenticated) inputs and shares from round r — 1 to

;2‘;‘/’25’?, output whatever it outputs and halt. Note that all parties in S
are honest.
(b) For z € {0,...,n/2} the dealer secret shares b™* using access structure

Ap, 2 nj2—=, producing (authenticated) shares [Ef’z’r]be{g,l},ie[n]. Each
party P; holding input b receives shares [E?’Z’T]ZG{OT___,,L/2}. If n/2 parties
abort, not including Pp, then the remaining parties (corresponding to set
S) submit their (authenticated) inputs and shares from round r to ideal
functionality Fim"/ .

parties in S are honest.

output whatever it outputs and halt. Note that all

6. Otherwise, the remaining parties (set S) submit their (authenticated) inputs
Fth,n/Q

Recon.6,p0 OUtPUt whatever it outputs and

and shares to ideal functionality

halt. If some set S of parties abort, preventing the remaining parties from
receiving output, the remaining parties: S := S\ S go back to the beginning of
Step 6 and resubmit their shares to F,;z;:n/?s,p.

parties receive the output from the ideal functionality.

This continues until the honest

Fig. 1. Fair, efficient, multiparty computation of F' with n parties and n/2 or fewer
corruptions.
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Fth«,n/Z

Functionality Fg,. g p

— Input: Set S C [n] of size n'. For i € S, the i-th party’s input is
(authenticated) bit ; and p shares [8}],c(,). Let S” be the set of parties who
submit input shares that are properly authenticated. We have that |S’| > n/2.
We also assume WLOG that |S’| = n/2. If it is greater, then we just compute
with some subset of the input shares. Let z := ZiES' i

— Function Computation: If 1 € S’ (resp. 1 ¢ S’), then for k € [p],
run reconstruction algorithm Recon for secret-sharing scheme Ag . /.25
(resp. Ap,; n/—z,2,) With input shares [6F];csr. to obtain candidates [secret® =
secret}||secret5] e y)-

— Output: secret? corresponding to the first k € [p] such that secrets = 0.

Fig. 2. Reconstruction functionality with respect to p sets of secret shares.

Proof. Let T C [n],|T| = n/2 denote the set of corrupt parties. Assume WLOG
that 1 € T. Sim applies the simulator Simy, ., . of the two-party protocol

an/2,'n./2'

— Sim constructs the following adversary Ay, , ., for Iy , ., playing the
same role as A.
o Ay, ., invokes A expecting its inputs @.
Fuj2mye SENAs inputs x = 3, x; to the dealer of I7;.
e For r = 1,...,rounds, upon receiving backup value a", set a™" =
a’||0* and a*" = 0 for z € {0,...,n/2} \ {z}. For z € {0,...,n/2},
secret share a®" using access structure A, . ,/2— 2,25, producing shares

[5?’Z’T]be{o,1},ie[n]- Each party P, holding input b receives shares

~b,z,r
[Si ]ZE{O,...7n/2}'

o If all the parties in 1" abort, then Ay, J2.ny2 abOrts, otherwise it continues.

e If the final round rounds completes, Ay, , . submits shares for all
remaining parties in 7" to the ideal functionality and simulates an output
of out in return.

— Let Simy, , ., be the simulator for Ay, . in the hybrid model.

— The simulator Sim interacts with the two-party protocol simulator Simy, , =,
by invoking it on adversary Ay with input x. It then receives a simulated
view for Ay, ., containing its random coins and backup outputs. Having
received this view of Ay, . the simulator Sy can extract from it the view
of A in this execution, as it is implied by the view of Ay , .. Specifically,
the randomness Ay, /2.my2 UsSES to share different secrets determines the shares
that the corrupted parties see. If Ay , . does not abort before the final
reconstruction, Simy ., . obtains from Ay ., .’s view any inputs to the

functionality F;:gr/fs,p- It uses the output out contained in the view (since

the last round was reached) to simulate the output of the ideal functionality

Fth,n/Q

Recon S.,p° If some parties abort and the remaining parties re-submit their
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inputs to the ideal functionality, Simg¢, , ., can still use out to simulate the
output each time.

Fth,n/Z

3.1 Implementing the Dealer and Fp. on's

This is done similarly to Asharov et al. [3] and our exposition follows theirs. Fol-
lowing [3,7,8], we eliminate the trusted on-line dealer of our multiparty protocols
in a few steps using a few layers of secret-sharing schemes. In the first step, we
convert the on-line dealer to an off-line dealer. That is, we construct a proto-
col in which the dealer sends only one message to each party in an initialization
stage; the parties then interact in rounds using a broadcast channel (without the
dealer) and in each sub-round of round ¢ each party learns its shares of the r-th
round. Specifically, in round r, party P; learns a share in a secret sharing scheme
for access structure A, . n/2—z2n, Abznj2—22n, for every z € {0,...,n/2} (we
call these shares P;’s shares of the inner secret-sharing scheme).

For this purpose, the dealer computes, in a preprocessing phase, the appro-
priate shares for the inner secret-sharing scheme. For each round, the shares of
each party P; are shared in a special 2-out-of-2 secret-sharing scheme, where P;
gets one of the two shares (called the mask). In addition, all parties (including
P;) receive shares in a n/2 4 1-out-of-n secret-sharing scheme of the other share
of the 2-out-of-2 secret sharing. We call the resulting secret-sharing scheme the
outer (n/2 + 1)-out-of-n scheme (n/2 parties and the holder of the mask are
needed to reconstruct the secret).

The use of the outer secret-sharing scheme with threshold n/2 4+ 1 plays a
crucial role in eliminating the on-line dealer. On one hand, it guarantees that
an adversary, corrupting at most n/2 parties cannot reconstruct the shares of
round r before round 7. On the other hand, at least n/2 parties must abort to
prevent the reconstruction of the outer secret-sharing scheme. Note that n/2
aborting parties can prevent the remaining parties from receiving their shares
and, indeed, in the description of the protocol, if n/2 parties abort, the remaining
parties no longer receive shares from the dealer. Finally, we replace the off-line
dealer by using a secure-with-abort and cheat-detection protocol computing the
functionality computed by the dealer.

To prevent corrupted parties from cheating, by e.g., sending false shares
and causing reconstruction of wrong secrets, every message that a party should
send during (any possible flow of) the execution of the protocol is signed in
the preprocessing phase (together with the appropriate round number and the
party’s index). In addition, the dealer sends a verification key to each of the
parties. To conclude, the off-line dealer gives each party the signed shares for
the outer secret-sharing scheme together with the verification key.

Fth,n/2

Whenever is run in Steps 5a and 5b, all parties are honest, so it

Recon,S,p
can be trivially implemented. When F; ,;2;%23 p s TUN in Step 6, there may not be

an honest majority. In this case, however, it is the final round so the reconstruc-
tion protocol will output the same value, regardless of which subset of parties
participate (as long as the subset includes all the n/2 honest parties). Thus,
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the adversary may get its output early and abort to prevent the honest parties
to obtain output. The view of the adversary can be simulated since the ideal
functionality has already been called at this time. Moreover, the protocol simply
gets restarted until either no party aborts during the protocol (which happens
in the worst case when only honest parties are remaining).? Therefore, the hon-
est parties are guaranteed to obtain their output. We emphasize that the ideal
functionality checks that the shares inputted by the parties are correctly authen-
ticated (and are those same shares that were distributed by the “dealer”). Note
also that corrupt parties may input an incorrect verification key for verifying
the authenticated inputs and shares. In this case, the MPC functionality will
partition the inputs according to the submitted verification key. Each party will
receive as output the evaluation of the functionality with respect to the inputs
of the set of parties who inputted the same verification key as it did.

4 Majority and n/2 + 1 Corruptions

We begin by presenting the protocol for computing n-party majority (Maj) in
Figs. 3 and 4. The protocol in Fig. 3 uses a secret sharing scheme for access
structure Ag r/ ».n/—= 2n, defined in Sect. 2. In the following, p is set top = 8-
(3n/2 + 3).

Notation. Let T be the set of corrupted parties with corresponding input x,
where x is indexed by the elements of T'. Let T' = [n]\T be the set of uncorrupted
parties with corresponding input gy, where ¥ is indexed by the elements of T.
Let v := ) ,cpx;and y := ), 7y Let T" C T, |T'| > n/2 — 1 be the subset

ieT

of parties who do not submit valid inputs in Step 4. Let 27 = Dier Ti, T =
ZiGT\T’ Ly

Define f¥2', (x,y) where ny +ny =n, x € {0,...,n1},y € {0,...,n2} and

val € {0,...,2} to be the function that outputs 1 if x + y +val > n/2 +1
and outputs 0 otherwise. If val = 0, we sometimes abbreviate by fi, n,(z,y) =
val (x,%). Let M fat ., be the truth table corresponding to fva . Define the

niy,m2 ni,n2

distribution X geqi,m to be the uniform distribution over {0,...,m}.
Let a be a vector of length 4n + 12, indexed by tuples (R',n’,z), where
R CR={1,23},n € {n/2—-1,n/2,n/2+1},z € {0,...,n'}. On input =z,
We define a function ¢(x) that outputs a set of triples (R',n/,2), such that
(R',n',z) € ¢(x) if there exists a subset W C T of size |W| = n’ such that
WNR =R and a subset W' C T of size |[W'| = n’ such that z = >, _,,, 7.
For any set T of size |T| < n/2 + 1 and input € {0,1}/7!, |¢(z)| is at most

3 We require an identifiable abort property to allow elimination of abort-
ing/misbehaving parties and restarting of the protocol. Similar properties were
needed in the work of [21]. They required secure computation with designated abort:
If the output of the protocol is L, the parties restart without the lowest indexed
party. Also, if the protocol outputs a set S (indicating those parties whose inputs
were inconsistent), the set S is eliminated.
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1. The parties Pi,..., P, hand their inputs, denoted & = z1,...,z, € {0,1}",
respectively, to the dealer. If a party P; does not send an input, then the
dealer selects z; € {0,1} uniformly at random. If n/2 4 1 of the parties do
not send an input, then the dealer sends fn/Q,Ln/QH(Z?:/f_l Tiy D Ti)
to the honest parties and halts.

2. The dealer chooses a r* from a geometric distribution with parameter «. For
r € [rounds], » < r*, n’ € {n/2 —1,n/2,n/2 +1}, 2 € {0,...,n'} and for
each subset R' C R = {1,2,3}, sample & ~ X ,ca1,n—n’ and set am B’z =
fntm-nt(2,2). For v € [rounds], » > r*, n’ € {n/2 —1,n/2,n/2+ 1}, z €
{0,...,n'}, set amRmhE out, where out denotes the output of the Majority
function.

3. For r € [rounds], r < r*, forn’ € {n/2 —1,n/2,n/2+ 1}, z € {0,...,n'}, and
for each subset R’ C R = {1,2,3}, the dealer secret shares a”% ™ %||0" using

: ~b,R,R',n’
access structure ./413’1—{/,21"/_2’2"17 producmg shares [si’ R n' 2z

Each party P; holding input b receives shares [éf’R’Rl’"/’z].

4. If n/2 —1 or more parties abort, then the remaining parties (corresponding to
set S) submit their shares from round r — 1 to ideal functionality Fét;zn/éfpl,
output whatever it outputs and halt. Let S’ denote the set of parties who
submit properly authenticated shares to F; ézczn/ 257;1 . Note that S and S’ contain
an honest majority.

5. Otherwise, the remaining parties (set S) submit their final shares to ideal

functionality Fé:;f;; , output whatever it outputs and halt. If some set T

of parties abort, preventing _the remaining parties from receiving output, the

remaining parties: S := S\ T go back to the beginning of Step 5 and resubmit
their final shares to Ftmm/2!

Recon,S,p *
the output.

Joef0,1},ieln)-

This continues until the honest parties receive

Fig. 3. Fair, efficient, multiparty computation of Maj with n parties and n/2 + 1 or
fewer corruptions.

Fth,n/QJrl

Functionality Fr..,n's',

— Input Stage: Set S C [n] of size n'. For i € S, the i-th party’s input is
(authenticated) bit z; and p shares [8F]c(,). Let S” be the set of parties who
submit input shares that are properly authenticated. Let R’ = S’NR. We have
that |S’| > n/2—1. We also assume WLOG that |S’| < n/2+ 1. If it is greater,
then compute with some subset of the input shares. Let z:= 3, o 2.

— Function Computation: For k& € [p], run reconstruction algorithm Recon
for secret-sharing scheme Ag g/ . n’—; 2n With input shares [éf}ies/. to obtain
candidates [secret” = secret}||secret5],c(,)-

— Output: secret’ corresponding to the first k € [p] such that secrets = 0.

Fig. 4. Reconstruction functionality with respect to p sets of secret shares.
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a constant, deg, where deg < 383 = 48. Define ag (resp. a;) such that all
indeces in ¢(x) are set to 0 (resp. 1) and all other indeces are set to L.

For (R',n',2) € ¢(), define p&'""*(x) 1= Pryo,.n—wy [fr.n—m(2,9) = 1]
and pf" % (z) = 1 — pf'n'#(2). pR' " #(z) denotes the probability that the
corrupt parties, using sets W, W/ C T, where W N R = R/, |W’'| = n/, and
2 =) .cw Ti, reconstruct a 1. For (R',n’, z) ¢ ¢(x), define pEn%(z) :=1 and

P (z) =1

Definition 1. We say that a setting of parameters (T,t,,T' t',x% 27, a) is
valid if:

TCn,n/2-1<|T|=t<n/2+1.

T'CT, |T'| =t >n/2—1.

x € {0, 1}/

= T BT = Y\ T

Indeces of a in ¢(x) are set to O0\1 and all other indeces are set to L.

GURs fo o =

We say that a setting of parameters (T, t,x, T’ ' 2, x7) is valid if all the
above except (5) hold.

For every valid (T,t,,T",t',x",27), for k € {0,...,n —t}, define the prob-
abilities px bt PriNXReal,t’}[fﬁjn*t(a/}’y = k) = 1]. pz }:t corresponds to
the probablhty the honest parties output a 1 in the Real execution in rounds
prior to the designated round r*, when the combined input of the honest parties
is y = k, the input of the ¢’ aborting parties is chosen from X pgeqi ¢, and the
input of the (¢t —¢') corrupt but non-aborting parties is z~

For every valid (T,t,z,T',t',x",x7), define the row vectors Q‘fr”f’a‘J =

+ - +

( Z @ ’ao, .. .,qZ gc %) and Q'%Jr’lc a1 (qff o t’al,...,qg 1) indexed by
ke {O ,n—t} as follows:

i [ Ty=k)=1

Qy=k B P apy i g + oy =k) =
Pyt T Ty Tl e G o) 1 int (@759 = 1) =0

Pyi" A [ ety = k) =0

Qy=k = 7t + a'(ng;l;t’t,—l) ) if f:f (x+ =k =1
Py—k (1=a) TL(Rs nr 2y P () t' n—t Y = =

For every valid (T,t,z,T',t',a,z%,27), such that a ¢ {ag, a1}, define the
row vectors Q% % @ = (qj+;f7t’a, cee, qi"zi’a), indexed by k € {0,...,n —t}

y=0
+ = bt x 7t
y - T,z ,a 5Ly
as follows: Q (py notr- s Py= )-

Intuition. q;i}fi’“ corresponds to the probability that the Ideal honest par-

ties receive an output of 1, when the simulator chooses its input to the Ideal
z7,a

functionality from distribution deeal o s

in the case that the adversary aborts
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in a round prior to the designated round r*, the honest parties collectively hold
input y = k, the aborting parties hold input =™, the corrupted but non-aborting
parties hold input 27—, and the view of the adversary consists of a. Our goal
is to set the values of qi;f @0 50 that the distributions in the Ideal and Real
world are identical. Note, however, that the simulator does not know the value
of y. Therefore, the simulator can only sample from a single probability distri-

e
bution for all possible values of y, denoted X, 77 ;. and we must ensure that

.o
g N . 3 3 . zT,x” ,a
the resulting distribution over outputs, corresponding to X, /" - M o

+

3 +oa~ T, +7 -,

produces the desired values of Q%% * = (qy_;" /..., qy—5 %) L

In the upcoming theorem, we show that setting Q= @ @ = (Gt s

R
¢y—p ) as described above, yields identical distributions in the Ideal/Real
.
worlds. Then, we must show that there exists a probability vector X7, 5 /*
- -

such that Xj,. 7 /* - M, =Q" " .

t/ n—t
. . + - . .
We observe that in some cases finding X, 77 /* as above is easy. Specifi-

.
cally, for every valid (T,t,2,T",t',a,2*,27), and for a ¢ {ag, a1}, X;y0 /* =

. + o L
X’r‘eal’t/ satisfies XI [ M o — Q:v T ha

ideal,t’ A
t'\n—t

Theorem 6. Assume that for every wvalid setting of parameters (T,t,x,T’,

LY
t',xt, 27, a), there exists a probability vector X3, 77 /* such that

+ o R
Kideart)* My =Q" ",
Then the protocol in Fig. 3 securely computes Maj for anyn = poly(A) (s.t.n > 8)
and |T| < n/2+ 1 corruptions.

Proof. We begin with a description of the simulator Sim:

— Sim invokes A expecting its inputs «, as sent to the dealer.
— Sim samples 7* from a geometric distribution with parameter o.
— Foreveryr=1tor*—1
e For n' € {n/2 —1,n/2,n/2 4+ 1}, z € {0,...,n'}, and R' C R, sam-
ple & ~ X,ealn—n and set anfinE = fnr m—n/(2,2). Secret share
each ar’R/>”/’Z||O” using access structure Agr g’z n/—z,2n, producing shares
[§i’R,’"/’Z’zn]b€{071}7ie[n]. Each party P; € T holding input b receives shares
[512'77R/,n',z,2n}.
e Fix the resulting view a, consisting of the am®'n'% values that can be
reconstructed by the adversary holding input «.

e If n/2 — 1 parties abort, Sim simulates the ideal functionality F;:C%Z; ;.
Recall that S’ C S submit valid inputs for Fézczr/f;; to Sim. Let 77 =
[n]\ S, where |T'| =t Let 2™ = 37, @; and 27 = 37, v ;. Sim

:E+,:v’ a

chooses £ ~ X3, and submits £ + = to the ideal functionality,
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receiving out in return. Note that the set S enjoys an honest majority,

F,;ZC%? ; with fairness and guaranteed output
th,n/2+1

FRecon,S,p'

and so we can compute

delivery. Sim returns out as the output of
— For r =r*
e Sim sends input « to the ideal functionality computing f; ,—; and receives
out = fy n—i(z,y). For n’ € {n/2 —1,n/2,n/2+ 1}, z € {0,...,n}, and
R’ C R, set a"%" " .= out. Secret share each a™% " #||0" using access

. bR ' 2,2
structure AR, s 2.0z 2n, producing shares 8" "™ %] crg 13 ;e [n]- Each

~b,R',n',z,2n]
3] .

corrupt party P; € T holding input b receives shares |
— For r > r*
o For n/ € {n/2 = 1,n/2,n/2 + 1}, z € {0,...,n'} and R" C R, set

ror ’ .
a™f'm% = out. Secret share each a™-"?||0" using access structure
. ~b,R',n',z,2n
AR R’ 2n/— 2 2n, Producing shares [§; lbe{0,1},ve[n)- Each party P;
. . bR/ 02,2
holding input b receives shares [§;"" " "],

— Final share reconstruction. At this point, Sim holds the output out from the
ideal functionality. Furthermore, the same out will be reconstructed by any

set of parties of size n/2 —1 or more that remain. Sim also obtains from A any
Fth,n/2+1

Recon S.p 11 the last stage. It uses out to simulate

the output of the ideal functionality F;Z’Czr/f; ; . If some parties abort and the

remaining parties re-submit their inputs to the ideal functionality, Sim; can
still use out to simulate the output each time.

inputs to the functionality

In case the adversary aborts exactly at r*, the simulator Sim sends the input
x to the trusted party, and so both parties receive f,,—¢(x,y), unlike the real
execution. Moreover, in case the adversary has aborted at round r < r*, upon
viewing a at round 4, the simulator Sim chooses input & according to distribution

Xi”f;;ﬁ »% and submits & 4+ 2~ to the ideal functionality.

We show that the joint distribution of the view of the adversary and the
output of the honest party is distributed identically in the hybrid and the
ideal executions. This is done easily in the case where n/2 — 1 or more par-
ties abort at some round r > r* (and thus, both parties receive the correct
output f;n—+(x,y)). Now, we consider the case where r < r*. The view of the
adversary holding input x in the r-th round consists of: amB'n"7 for all (R',n/,2)
such that a(p /) # L.

The view of the adversary until round ¢ is distributed identically in both
executions. Thus, all that is left to show is that the view of the adversary in the
last round and the output of the honest party are distributed identically in both
executions. That is, we show that for every (a,b), where b € {0,1} and a is such
that all indeces in ¢(x) are set to 0/1 and all other indeces are set to L, it is
the case that:

Pr[(VieW,’;yb, Outhyp) = (@, b) | 7 < r*] = Pr[(Viewijye,), Outigear) = (@, b) | r < r*].
(4.1)

Formally, (Viewy,,,, Outhy,) and (View[ye,, Outigea) denote the entire view and
output in the hybrid and ideal execution. Note that Viewy,, Viewj, actually
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consist of secret shares, whereas a denotes the reconstructed values for the
instances that can be opened by the adversary. We simplify our computations by
assuming that the views Viewy,,, Viewj ., consist only of the values the adver-
sary can reconstruct given its set of shares, and not the shares themselves. Given
the “perfect privacy” property of sharing schemes (see [5]), if the probabilities
are the same with respect to the reconstructed values, then they will also be the
same with respect to the original view.

Implicit in our argument, is that—in the hybrid execution—the output b
of the honest parties in round r < rounds is independent of the view of the
adversary, represented by a. While this is trivially true in the two-party case, It
is not as obvious in our protocol, since when n/2 or n/2+1 parties are corrupted,
the adversary can open many instances of the secret sharing scheme. Specifically,
we must show that for the instance used in Step 4 to reconstruct—identified by

(R/, n —t',%)—it is always the case that UR ptr ) = 1.

This will follow from the following property that is straightforward to check:

Property 1. Let t be the number of corruptions. If for some
(R17n17 Zl)a (R27n27 22)7 a(Rl,nl,zl) 7& 1 and a(RQ,ng,zg) 7é L then

|R1 UR2| —|—max(n1 — |R1‘,’I’L2 — |R2D <t.

Recall that the set of corrupted parties is denoted by T, and the set of
parties who abort and/or do not submit valid input in Step 4 is denoted T”. Let
R'=T'NR. Let |T'| = . Then parties reconstruct with &' :=T', n' = n — ',
and B =T NR. Note that {R/, R/} form a partition of R. Note that corrupted
parties can open (R’ ', *), while the parties in S’ can open (El, n—t', x). Assume
towards contradiction that the adversary can also open (El, n —t', *). Note that
(t’—|R’|)+(n—t'—|§l|) = n—|R| = n—3. Therefore, max(t’—|R’|,n—t’—\§/\) >
n/2 — 1. Thus,

IR UR | +max(t — |R|,n—t' —|R|)>3+n/2—1>n/2+1>t,

which contradicts Property 1.
We now show that Eq. (4.1) holds by considering all possible values for (a, b).
First, observe that

Prlr=r"|r<r*]=aand Prr<i*|r<i’]=1-a.

In the following we will consider only valid parameter settings
(T, t,z, T, ', 27,27, a).

In case ffi, (zt,y) = 0. Let a’ ¢ {ao,a1}. Let Sur be the set of positions in
a’ that are set to 0 and S!, be the set of positions in a’ that are set to 1. ag, a;
are defined as before. For condensed notation, we let ag,a;,a’ be indexed by

t=(R',n,2).
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View |Real Ideal

@, 0)a-(1—p% P )+ A—[[E) - 1—p% P a+@-a) @)1 —g% o °0)

(ao, 1) a-p% ¥ 41— a)lt[(5;>tAp;"t~f' a- a>1:[@§:> (g o)

@.,0 - [I @) [1 6h-a-pi "+ -o) [I @ T1 & -a—-q =)
t€S, tes’, t€S, tes’,

@, - [ @ I1 6h-ed - [T @ I1 6@ =)
teS, tES/ teS, tes’

(@1,0 (=) [J6%) - (1~ v} Tty N (O 1—qq,+*f’“1)

(a1, 1) (1—a>1‘[<p, AR (1—a>1:[pm> @

In the table, we compute the probabilities of representative choices of (a,b)
in the Real and Ideal worlds:

It can be seen that for @’ ¢ {ag,a;} we get the following constraint:
q” el px “obt' Thus, all constraints for a’ ¢ {ag,a1} can be satisfied
by setting deeal v = Xrealt-

Additionally, we obtain the constraints:

Lt
— it a-py "

R'n' z
(1= a) Tl gy )

zT,27 a0 _

dy

)

and

q;vﬂw*,al _ pgi’t’tl

)

which are satisfied according to our assumptions in the theorem.

In case ff;, (x%,y) = 1. Let a’ ¢ {ao,a1}. Let Su be the set of positions in
a’ that are set to 0 and SJ,, be the set of positions in @’ that are set to 1. ag, a4
are defined as before. For condensed notation, we let ag,a;,a’ be indexed by
t=(R,n,2).

In the table, we compute the probabilities of representative choices of (a,b)
in the Real and Ideal worlds:

View Real Ideal

(a0,0) (1—a>1‘[<ﬁ;>~(1—p§_*“") (1—a>1‘[(ﬁ;>-(1—q;+*”‘*“0>

(ap,1) (1—a>1‘[<p1 ! (1—a>1‘[(pz><qy Toe0)y

@,0) | (1-a H @) H L) - (@ —pf ) (1-a) H @) T G- a—gi e’y
teS, teS’ t€S, s teS’

@. 1) - [ & I1 6h-ed - [T @ 1 6@ =)
t€S, 1 tES/ teS, 1 tGS/

(a1,0) a-<1—p§’*”'>+(1—a>1‘[<p;>4(1—p:’”'> (1—a)1‘[(p;>‘<1—q:+*f’“l)

(@, 1) a-pt 0 41— a>1:[<p;>t- R a+ (1 —ta>1:[<p;) O
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It can be seen that for @’ ¢ {ag,a1} we get the following constraint:
+
Qy
. + -
by setting X0 7% = Xreat,t-
Additionally, we obtain the constraints:

ema’ = pzit’t/. Thus, all constraints for a’ ¢ {ag,a;1} can be satisfied

o (g M 1)

T, ,a x~ ,t,t
qy py 1 (R’,n’,z))
( - Oé) ’ H(R’,n’,z) Dz

and .

vz a0 _ a7 bt

Iy =Py :

: z+,z_,a zt,z7a : :
Since X, 0 " - M, .- = Q% * ¢, the above constraints are satisfied.

t/ n—t

This concludes the proof of Theorem 6.
The following lemma concludes the analysis of the protocol in Fig. 3:

Lemma 1. There exists « = 1/poly(n) such that for every valid setting of
4o
parameters (T, t,x,T', ', 27,27, a), there exists a probability vector X, % )*

such that Xf(;;ﬁ;;a M, = Qz*,zia.

’ t'm—t
Proof. We begin by proving the lemma for the special case where t = n/2 + 1,
t'=n/2—1and 2~ = 1.

1,n/24+1,n/2—1 _ , 1,n/24+1,n/2—1 1,n/2+1,n/2-1
Define Py - ( y=n/2—1 a-"apy:O )

Note that the output of the function fTIL/Q_1 n/2—1 is 1 in position [x,y] if the
sum of x +y > n/2. In the following example we set n/2 —1 = 3. The truthtable
of frll/%1 n/2-1 is as follows:

y=3y=2y=1y=0
x=0/ 0 0 0 0
x=1| 1 0 0 0
xr=2| 1 1 0 0
x=3] 1 1 1 0
And becomes the following in matrix form:
0000
1000
Mf;/271,n/271 “]1100
1110
Since the final column of the matrix is all 0, we can simply remove it, since
1,n/24+1,n/2—-1 zt 1,0 zT,1,a
py:({ Fin/ =0, qy:ol =0, and qy:01 ' = 0. Thus, anl,/2_1,n,/2_1 denotes

the above matrix with the final column deleted.
For every valid (T,t = n/2 + 1,2, T',t' = n/2 — 1,27, 2~ = 1,a) we need
to find a vector s € R™/2-1 guch that sMp = Q”ﬁvlva and the vector

n/2—1,n/2—1
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8 = 80,--.,8,/2—1 further needs to correspond to a probability distribution—
i.e. we require that ZZZ;l sy = 1. In addition, we require that each s is
non-negative.
Let M1 denote the matrix obtained when a column vector of 1’s is
n/2—1,n/2—1

concatenated with the matrix Mf’1/271 . For the case n/2—1 = 3, we obtain

the following:

1000
1100
+ —
vall/271,n/271 {1110
1111
We need to find a setting of a, such that & = 1/ poly(n) and such that the
unique solution for s, where sM;’1 = (1/|Q*1%2) is non-negative. In

n/2—1,n/2—1
the following, we argue that by setting « sufficiently small, but still 1/ poly(n)
(vielding a protocol with 1/« - w(log(A)) = poly(n, A) rounds), we can find such
a solution.

We know there is a non-negative solution s to sM}, =
n/2—1,n/2—1

. In fact, the solution is simply s = (%/2,...,%/2), as this

is the distribution X,.cq; 4/—n/2—1 over inputs & € {0,...,n/2—1} that produces
Pl,n/2+1,n/2—1
Y

1,n/241n/2—-1
(1|22

the real output distribution . Note that s has distance at least
2/n from any vector with negative entries (since each coordinate of s has magni-
tude 2/n). If (1||Q*~112) = (1|\13y1’n/2+1’"/271) + w, where w is a vector with
magnitude at most d, we have that

(S+SI)M+1 = SMJj—l +SIM+1 — (1||1_-;yl,n/2+1,n/2—1)_‘_u)7
n/2—1,n/2—1 n/2—1,n/2—1 n/2—1,n/2—1
where
s = w(M;r1 )L
n/2—1,n/2—1
Now, the matrix (M}, )~! has the following form:
Jnj2—1,n/2-1
1 0 00
-1 1 00
M+ -1 _
( frrlb/271,n/271) 0 -110
0 0 —-11

In other words, the diagonal entries are set to 1, the second diagonal entries
are set to —1 and all other entries are set to 0. We upper bound the spectral
norm of (Mfﬁ/ ) )~! by /5 (see full version). Bounding the spectral norm

n/2—1,n/2—1
of (M}, )~! by v/5 guarantees that since w has magnitude d, s’ has
n/2—1,n/2-1

magnitude at most d’ = /5 - d. By choosing d = ﬁ, we have that (s + s')

has all non-negative entries. To ensure that w has magnitude at most d, it is
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sufficient to ensure that each coordinate of w = (1[|Q*~"*) — (1||P;) has
magnitude at most d/+/n. This can be achieved by setting o < 1/2 such that
2 2
a e - <d/vn and S <d/va. (42
n’,z) —(R',n,z)
H(R’ n’,z) H(R’,n’,z) (pz )

(R',n/,2) 7(R n’,z)

Now, both py and p must be at least 1/(n/2 + 2), since if they
are not identically 0 (resp. identically 1), then there is at least one value of
g €{0,...,n —n'} for which fu/ n_n/(2,9) =1 (vesp. fr n—n/(2z,9) = 0) and
since n’ > n/2 — 1, Pryqo,....n—n[frorm—n(2,89) = 1] > 1/(n/2 +2) > 1/n
(resp. Pryqo,...n—n'}[fr/n—n(2,9) = 0] > 1/(n/2 4 2) > 1/n). Since, further-

R' 2 R' ',z
more, |¢(z)| < deg, [[pr ., Z)p& ) > 1/nde and g, (p& )) >
1/ndee, Thus, (4.2) is achieved by setting o < 5. Fmally, plugging in

d = —, we have that o < This results in a number of rounds

V5o m
w(log(N)) - 1/a, which is polynomial in the security parameter A and in the
number of parties n.

We now formalize the argument for any setting of t =n/2+1,¢ =n/2 -1
and x~ = 1. In fact, we see that the only thing that changes in the argument is

M, . We must prove that M t, is invertible and that the spectral

n/2—1,n/2—1 ton—t

norm of (M;r )~! is bounded by /5.

In fact, Wé Wlil show something slightly more general For any m,n and any
threshold th, consider the function fi : {0,...,m} x {0,...,n} defined as:
th (x,y) = 1iff  +y > th. For non-triviality, we assume that th > 0 and that
m —|— n > th. Consider the matrix Mfth .
We begin by removing from My columns that are all 0. Le. columns
y = k such that m + k < th. The number of columns removed is ¢y := th — m,
if th —m > 1 and 0 otherwise.
We next remove from M any columns (y = k) that are all 1 (this is ok

xt ,x ,ao xt ,z ,aq

since in this case p‘f =1, q,_ =1, and qy— = 1, and since the
column will be added back at the end) Column Yy = k will be all 1 if k& > th.
The number of columns removed is ¢ :=n —th+1,if n—th+1>1and 0
otherwise.

Now, we will show that the number of columns remaining ((n+1) — £1 — £g)
is at least one fewer than the number of rows (m + 1). The number of columns
remaining is

n+1)—l1—l<(n+1)—(th—m)—(n—th+1)
=n+1l1—th+m-n+th—1=m

Furthermore, if m+1 > (n+ 1) — ¢; — ¢y + 1, then there must be two identical
rows, one of which can be removed. Therefore, after removing the columns,
removing duplicate rows and adding a column of 1’s, M;Zh has the form of a
(non-singular) lower triangular matrix with 1’s in each lower triangular entry
and dimension (n 42 —¥¢; — {y) x (n+2 — €1 — £p).
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4.1 Implementing the Dealer and F;Z;Z.{;j;l

Implementing the Dealer proceeds almost the same as the case of n/2 or fewer
corruptions described in Sect. 3.1. The only differences are that we use a differ-
ent access structure for the inner/outer secret-sharing schemes. Specifically, in
round r, party P; learns a share in a secret sharing scheme for access structure
AR R/ n/—z2n, for every R' C R, n’ € [n],z € {0,...,n'} (we call these P;’s
shares of the inner secret-sharing scheme).

For each round, the shares of each party P; are then shared in a special
2-out-of-2 secret-sharing scheme, where P; gets one of the two shares (called the
mask). In addition, all parties (including P;) receive shares in a n/2+ 2-out-of-n
Shamir secret-sharing scheme of the other share of the 2-out-of-2 secret sharing.
We call the resulting secret-sharing scheme the outer (n/2 + 2)-out-of-n scheme
(since n/2 + 1 parties and the holder of the mask are needed to reconstruct the
secret).

To implement ideal functionality F, FEZ&%,Q;, ;, when Fé:’g;f; ; is run in Step 4,
not all parties remaining in the sets S and S’ are necessarily honest. However,
our restriction on n > 8 ensures that S and S’ contains an honest majority.

Therefore, F,;Z;Z{F; ; can be implemented with a fully secure protocol (with fair-
ness and guaranteed output delivery). When FthZch; ; is run in Step 5, there

may not be an honest majority, and the same approach from the previous section
(Sect. 3.1) works.
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