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Abstract The concept of regional competitiveness is investigated taking into
account the trends in the transition to Industry 4.0. The risk indicators analysis
for the competitiveness increase of Russian regions was carried out. A systemati-
zation of indicators based on a cause-effect graph was proposed. The developed
system of indicators allows us to identify competitive risks at the regional level. A
simplified digital model of the cause-effect graph structure for competitiveness risks
was presented. It is suggested to find a solution to the problem of high dimension by
revealing the structures of minimal cut set in a causal graph. In this case, it is assumed
that the reasons that trigger the chain of event-consequences realization which leads
to the risk of a root event of the cause-effect graph should be identified. The minimal
cut sets for the obtained graph of competitiveness factors that correspond to crit-
ical combinations of events and lead to a decrease in the region’s competitiveness
were determined. The digital model was validated using the indicators values for the
regions of the Volga Federal District as an example.
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1 Introduction

In the context of the transition to Industry 4.0, the competitiveness of regions or
other territorial items is an urgent issue concerning creating and studying the risks
of adverse events, and their consequences. The concept of regional competitiveness
has different ambiguous definitions. In many cases, the proposed interpretations
correspond to the requirements of the specific research. The competitiveness of the
region is a reflectionof the complex interaction of various factors (economic relations,
productive forces, institutional environment), and from such interaction, a synergistic
effect appears.

Traditionally, for quantitative evaluation of competitiveness at the country level
is applied to the gross domestic product (GDP). For a comprehensive assessment of
regional development, Russian statistical sources use an indicator such as the gross
regional product. Competitiveness can be interpreted in terms of efficiency, which is
expressed through GDP, and industrial indicators of the region. However, the GDP
as an indicator of wealth and economic development has been criticized [1].

A large number of competitiveness assessments apply a rating approach. One of
the main theories, which is devoted to the study of regional competitiveness and
its relationship with the characteristics of global competitiveness, was proposed by
M. Porter. His concept is based on the method of determining the so-called global
competitiveness indicator. It can be used to control the competitiveness of a particular
region [2].

Application of the principles of cyber-physical systems creating is essential for
obtaining modern models for assessing socio-economic objects. The estimations
obtained using the Global Competitiveness Index (GCI) 4.0 reflect the ability of
countries to compete in the era of the Fourth Industrial Revolution [3]. Indicators
considered as prerequisites for long-term growth are united in a hierarchical struc-
ture containing four categories: the creation of favorable institutional, infrastruc-
tural conditions; human capital; innovation ecosystem; development of commodity
markets, financial system.

The European Regional Competitiveness Index (RCI) provides a generalized
submission of competitiveness for each of the territorial nomenclature units.
Although RCI includes a wide set of indicators, it has some limitations, for example,
it does not take into account any of the environmental aspects [4].

The Global Sustainable Competitiveness Index (GSCI) involves an extensive
range of indicators, taking into account factors of sustainable development and future
potential (environment, society, economy) for integrated competitiveness assessing
[5].

Other proposed approach includes a large number of factors which affect regional
system performance. These indicators are divided into three groups: social infras-
tructure and political institutions, monetary and fiscal policies, microeconomic
competitiveness. This structure covers more than 120 indicators [6, 7].

A modern approach to competitiveness estimation is associated with innovations
and new production technologies, including cyber-physical systems. They lead to the
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growth of industrial production without increasing damage to the environment. In the
framework of the World Economic Forummethodology, competitiveness estimation
is formulated in terms of environmental sustainability. The efficient use of natural
resources; health improvement; biodiversity for innovation are taken into account.
As a rule, Green economies work better in terms of the labor force health (reduction
of environmental pollution), innovation, and restoration of natural capital [8].

Significant attention is devoted to studies of the economy cluster composition. It
is concluded that increasing competitiveness should have a cluster character. This
point of view differs from the previous provisions on the targeted nature of industrial
production. It means the economy gradually moves to related activities that rely on
the corresponding fundamental comparative advantages [9, 10].

An essential aspect of the conceptual approach to regional competitiveness is the
increase in labor productivity and innovative activity [11]. A distinctive feature of
regional competitiveness models should ensure the inclusion of endogenous growth
patterns. Key factors requiring targeted investments are human capital and knowl-
edge. They will determine the differences in growth rates according to researchers
[12].

It is especially important to give due consideration to the effectiveness of using
the principles of cyber-physical systems constructing for managing socio-economic
processes. To analyze the scientific, technical and innovative potential of the region
in the process of assessing competitiveness, especially the interaction of innovations
and socio-economic development of territories, it is necessary to take into account the
specifics of assessing competitiveness in various conditions, especially the interaction
of innovation and socio-economic development of territories [13].

The debatability of the methodology for assessing regional competitiveness has
led to the emergence of a variety of ratings comparing the Russian regions by
different sets of indicators. However, competitiveness is not a characteristic that can
be measured directly; assessments are based on an indirect set of indicators. Econo-
metric models have significant limitations in the process of application (formulation
of a hypothesis about the nature of data distribution, sampling of the required volume,
quantitative indicators, unstructured time series). Attempts to use artificial intelli-
gence methods and models to expand the possibilities of numerical assessment of
complex socio-economic systems in the face of uncertainty, and inaccuracy of infor-
mation are limited to simpler objects of study than the competitiveness of regions.
The proposed approach will allow the development of constructive digital mathemat-
ical models and methods for the dynamic assessment of the risks of competitiveness
of the Russian regions on the principles of building cyber-physical systems.
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2 Formation of a Risk Factors Hierarchical Structure
for Regional Competitiveness Assessment

Digital modeling of regional competitiveness involves specifying the concept under
consideration. In the context of the regional economy, there are different approaches
to competitiveness. As an important criterion for this category, the ability of
regional authorities to create conditions for achieving and maintaining a competitive
advantage in certain areas is highlighted [14].

The experience of foreign studies cannot be fully applied to the Russian regions
due to the specifics of the Russian economy. The development of the domestic
regional economy is largely determined by differences in the conditions of repro-
duction: the regions are provided with natural resources to varying degrees; differ in
climatic, social, economic, investment, and innovative conditions [15]. For a system-
atic assessment concerning identifying the risks of regional development, competi-
tiveness is determined by the ability to use regional potential (resource, rawmaterials,
labor, innovation, production) to achieve high living standards.

Risk is an integral part of the functioning of socio-economic systems at any level.
Therefore, the risks have a significant impact on the governance of competitiveness,
require consideration in the formation of managerial decisions. Existing approaches
to the definition of risk concerning socio-economic systems focus on the uncertainty
and probabilistic nature of the assessment. In particular, this refers to the probability
of obtaining an unpredictable result as a consequence of a management impact.
It should be noted that the risk is a real or perceived event or activity that could
potentially cause uncertainty, harm, or destruction of the economic, natural, or social
system [16].

The risks of regional competitiveness are understood as the risk of negative trends
that arise in the process of socio-economic development as a result of an unsatisfac-
tory degree of taking into account various types of dangers. These dangers threaten
regional socio-economic development if the corresponding managerial influences
were not appropriated during creating the concept of perspective directions for
regional development and strategic management.

An important research stage is the formation of an indicator set to assess the
regional competitiveness risks. The methods used for the quantitative estimation
of regional competitiveness are diverse in the indicator set. They generally contain
such categories as macroeconomic, infrastructural, demographic, technological, and
innovative indicators. For a systematic assessment of competitiveness risks, it is
necessary to include in the model a sufficiently large number of external (economic,
political, organizational) and internal (financial and non-financial) factors that create
threats at the regional level. Studies that do not take into account various aspects of
competitiveness and their interaction do not provide the necessary tools to support
decision-making at the territorial level [17]. Therefore, the application of ideas and
methods for constructing cyber-physical systems for a given subject area is relevant.

To understand the phenomenon of competitiveness, various factors of competi-
tiveness risks are highlighted by the proposed classification. They are presented as
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a hierarchical structure. The root level of the tree corresponds to the integral assess-
ment of regional competitiveness. At the next level of the hierarchy, two categories of
indicators are distinguished: transactional and transformational factors. The applied
method of event tree formation allows distinguishing semantically connected groups
of indicators [18].

Technical, social, and natural resource risk indicators are denoted as transfor-
mational indicators at the next level of the event tree. The category of transac-
tional indicators includes institutional, informational, and innovative indicators of
competitiveness risks. An expanded set of indicators is presented for a comprehen-
sive description of the regional competitiveness risk system at the next level of the
hierarchical structure. As the leaves in the tree-like structure, it is proposed to use an
extended set of characteristics: the value of all fixed assets; the value of fixed assets
depreciation; the density of railway tracks; density of paved roads; the percentage
of the population with money income below the subsistence minimum; average per
capita money income of population; life expectancy at birth; migration growth coef-
ficient; dilapidated housing stock; the number of medical personnel (doctors) per
10,000 population; the number of unemployed registered at the bodies of employ-
ment services; the number of recorded crimes; the volume of shipped own-produced
goods, works performed and services (mining and quarrying); sowing areas of main
crops; emission of pollutants into atmosphere; discharge of polluted sewage; use
of the Internet electronic documentary exchange in organizations; R&D personnel;
sales of innovative goods and services. This set of indicators sufficiently describes the
level of regional development and allows assess the competitiveness risks. Besides,
statistical data is available, and corresponding data has been collected for a fairly
long time.

3 Building an Event Tree to Prevent Competitiveness Risks
at the Regional Level

Theproposedmethod to the analysis of risks associatedwith a decrease in the compet-
itiveness of regions is to study the factors of competitiveness risks basedon the formed
causal graph. A special feature of themethod is the development of a cross-functional
tree graph to describe a complex multi-factor object, which is the competitiveness
of the region. The use of cause-effect graphs has been well tested in the analysis of
technical systems. The extension of these methods has been demonstrated for the
analysis of socio-economic systems and cyber-physical systems. It can be argued
that the systematization of competitiveness indicators for Russian regions based on
the structures of cause-effect graphs is promising.

Tomodeling the structure of the cause-effect graph for systematization of compet-
itiveness risk indicators, the following hierarchical risk indicators system of for
assessment is proposed: regional competitiveness (E0); transformational (E1); trans-
actional (E2); technical (E3); social (E4); natural resource (E5); institutional (E6);
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Fig. 1 The hierarchical structure of the region competitiveness risk indicators

information (E7); innovative (E8); using of fixed assets (E9); transport infrastructure
(E10); population income (E11); demographic (E12); quality of life (E13); mineral
extraction (E14); sowing areas of main crops (E15); environmental (E16); number of
unemployed (E17); number of crimes (E18); using of the Internet (E19); using the
Internet electronic documentary exchange in organizations (E20); R & D personnel
(E21); sales of innovative goods and services (E22); all fixed assets (E23); fixed assets
depreciation (E24); density of railway tracks (E25); density of paved roads (E26);
average per capita money income of population (E27); the percentage of the popu-
lation with money income below the subsistence minimum (E28); life expectancy
at birth (E29); migration growth coefficient (E30); dilapidated housing stock (E31);
medical personnel (doctors) per 10,000 population (E32); emission of pollutants into
atmosphere (E33); discharge of polluted sewage (E34). Figure 1 shows a causal graph
for assessing regional competitiveness risks.

Digitalmodeling based on the obtained structure allows identifying a key direction
for management decision making that impact on the socio-economic system of the
region to increase its competitiveness.

4 Kolmogorov-Chapman Model for Assessing
Competitiveness Risks

The following algorithm, taking into account the values of the vector of managerial
influences on the set of adverse events u(t) ∈ U is used to assess the competitiveness
of a particular region. For permissible values of the vector of estimation of the states
of the system x(t) ∈ X the criterion is minimized at a given time interval [ts, tf ]:
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KA =
t f∫

ts

Pr(t, x, u)dt, (1)

gde KA is the criterion which characterizes the risks of reducing the region’s compet-
itiveness in the time interval [ts, tf ]; Pr is the probability of the corresponding risk
being realized and the occurrence of a certain process stopping due to a critical
combination of events under consideration, while they do not separately cause the
specified risk; X, U are a set of values for system state vectors x(t) and management
impacts on the combination of adverse events u(t); the variable t indicates time.

The solution to this task poses certain difficulties because the construction of a
sufficiently complex digital mathematical model for the active system under research
is required for a full procedure for determining the values of the criterion KA(t, x, u)
as well as the integrand Pr(t, x, u). In the process of minimization, it is necessary to
solve a complex system of differential equations of relatively high dimension. Thus,
when solving the formulated problem, it is required to determine the control action
u(t) ∈ U which transfers the criterion value KA into the area of the minimum risk
probability for the vertices of the constructed cause-effect graph. In this regard, the
basis of the algorithm contains a statement repeatedly confirmed by practice that to
reduce the risks of the root event at the top of the graph, it is enough to develop
and implement a detailed comprehensive plan of action for minimizing the selected
combinations of risks.

As a result, task (1) is reduced to the search for such actions to achieve effective
functioning of the region’s competitiveness management system, in which the proba-
bility of occurrence and development of risks to reduce the region’s competitiveness
is minimized.

To assess the probability of the occurrence of a possible set of events that are
atomic in the proposed representation, it is necessary to single out a finite number of
states. The state graph for the complete cause-effect tree of events (Fig. 1) has 235

= 34 359 738 368 vertices corresponding to the combinations of events. Solving a
system of more than 34 million equations is not feasible. It is possible to consider
mathematical models of separated fragments of the tree structure. These parts are
formed by the minimal cut sets structure for the cause-effect graph.

To assess the probability of reducing competitiveness, the minimal cut sets [19]
of the graph of the main factors affecting competitiveness are determined. Elements
of these minimal cut sets correspond to groups of processes, the implementation of
risks of non-fulfillment of which leads to the loss of competitiveness by the region.
Classification is performed by the number of elements of minimal cut sets. There
are two-, three-element, etc. minimal cut sets. They correspond to combinations of
events that are critical and lead to a decrease in the competitiveness of the Russian
region.

A state graph is formed for each such section, which is used to construct a system
of differential equations. Such a system is called Kolmogorov-Chapman [20, 21].
As a result of solving the system of differential equations the probability of reducing
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the region’s competitiveness due to critical combinations of events associated with
individual risk factors is determined.

Let us consider one variant of the minimal cut sets E17—E19—E20—E21—E22.
This minimal cut set is 5-element; it includes innovative, institutional, and informa-
tional risk factors for regional competitiveness. Possible causes of adverse events or
the implementation of risks are presented in Fig. 2. The implementation of each risk
combination is characterized by the probability Pri. Analysis of the state graph of the
type shown in Fig. 2 can be performed by digital mathematical modeling methods.

For each of the states, it is necessary to compose a differential equation:

dPri (t)

dt
=

31∑
j=0

li Pr j (t) −
31∑
k=0

dk Prk(t) (2)

The constraints are formed based on the Kolmogorov-Chapman differential
equations system and in matrix form have the following form:

dPr(t)

dt
= A ·

⎛
⎜⎜⎝

Pr0(t)
Pr1(t)
. . .

Pr32(t)

⎞
⎟⎟⎠ (3)

where Pri (t) is the probabilities of the transition of the managed object into certain
state i, A is the transition matrix containing parameters of the intensity of actions to
restore di and actions to implement the risk of the corresponding vertex li in the state
graph. Matrix A is constructed based on the adjacency matrix of the states graph
(Fig. 2).

Thus, it is possible to compose the differential equations system describing the
effect on the root vertex for the cause-effect graph. The system of differential
equations in the case of the 5-element minimal cut sets takes the form.

dPr0(t)

dt
= (−l1 − l2 − l3 − l4 − l5)Pr0(t) + d1Pr1(t) + d2Pr2(t)

+ d3Pr3(t) + d4Pr4(t) + d5Pr5(t) (4)

dPr1(t)

dt
= l1Pr0(t) + (−d1 − d2 − d3 − d4 − d5)Pr1(t) + d2Pr6(t)

+ d3Pr7(t) + d4Pr8(t) + d5Pr9(t) (5)

dPr2(t)

dt
= l2Pr0(t) + d3Pr10(t) + d4Pr11(t) + d5Pr12(t)

+ (−d2 − l1 − l3 − l4 − l5)Pr2(t) + d1Pr6(t) (6)
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Fig. 2 State graph for a 5-element minimal cut set E17—E19—E20—E21—E22
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. . .

dPr31(t)

dt
= l5Pr26(t) + l4Pr27(t) + l3Pr28(t) + l2Pr29(t) + l1Pr30(t)

+ (−d1 − d2 − d3 − d4 − d5)Pr31(t) (35)

A solution of system (4)–(35) is carried out by the Runge-Kutta methods.

5 Conducting a Computational Experiment for Specific
Regions Based on a Digital Model for Assessing Regional
Competitiveness

The proposed approach was being tested on the example of several regions of the
Volga Federal district. The research information and analytical database were devel-
oped. It used data from open sources [22, 23]. The values of leaf vertices of the cause-
effect graph are determined for 2018. The analysis of competitiveness is carried out
for the following regions of theVolga Federal district: Saratov region, Samara region,
Ulyanovsk region, Republic of Tatarstan. These regions represent objects that differ
significantly in terms of socio-economic development. They are indicative of the
fact that, given the relative similarity of natural resource conditions, they belong
to different categories in the ratings of the socio-economic status of the Russian
Federation’s subjects [24, 25].

A computational experiment was carried out for the same probabilities of risk
development and managerial impact l1 = 0.04; l2 = 0.4; l3 = 0.3; l4 = 0.4; l5 =
0.5; d1 = 0.3; d2 = 0.4; d3 = 0.5; d4 = 0.5; d5 = 0.5. Preliminary calculations
were performed to visualize the possible dynamic modes of the model (4)–(35). The
obtained calculation results are presented in Figs. 3 and 4.

Initially, the low risk of losing the region’s competitiveness at given parameter
increases, passes the peak of the maximum value, decreases, and begins to grow
again.

The results of a computational experiment (Fig. 3) with fixed values of the model
parameters corresponding to the situation with a high level of crisis impacts and an
intensive control action response to prevent crisis phenomena at the regional level,
allows us to draw the following conclusions. The considered critical combinations
of events in the case of deterioration in indicators of innovative and informational
risk factors of development and increasing unemployment lead to the fact that the
probability of a region’s competitiveness decrease does not exceed 0.3 for all these
regions. It should be noted that the risk for the leading region, to which the Republic
of Tatarstan can be attributed based on existing ratings, is significantly lower and
does not exceed 0.15. This is consistent with the widespread opinion of the expert
community that leading regions retain their positions in the medium term.
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a) b)

c) d)

Fig. 3 The modeling results of analyzing the region’s competitiveness for Volga Federal district:
a Saratov region; b Samara region; c Ulyanovsk region; e The Republic of Tatarstan

a)
b) 

d) 
c) 

Fig. 4 The probabilities of joint critical realization of events: E17—the number of unemployed,
E19—digitalization and using of the Internet, E20—using the Internet electronic documentary
exchange in organizations, E21—R & D personnel, E22—sales of innovative goods and services
for the regions a Saratov region, bUlyanovsk region, c Samara region, d the Republic of Tatarstan.
The model uses the same values of the implementation of the risks and the control actions in the
selected minimal cut set
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In fig. Figure 4 shows the probabilities of a critical combination of events E17—
E19—E20—E21—E22 for four different regions: Saratov Region, Ulyanovsk Region,
Samara Region, Republic of Tatarstan. The probability values of the risk realization
and the occurrence of process stopping due to a critical combination of the events
in question, while they do not individually cause a certain risk to be initialized. In
general, the simulation results correspond to the expected values, which confirms the
adequacy of the model used.

The disadvantages of this approach include the need to neglect a large number of
potentially significant indicators of vertices to reduce the size of the model. In the
proposed scheme for constructing state graphs for minimal cut sets, this problem is
insurmountable. However, due to the significant complexity of the structure of the
considering indicators, digital modeling of the region’s competitiveness based on the
Kolmogorov-Chapman equations is an acceptable way for analyzing a multi-factor
socio-economic system.

6 Conclusions

The competitiveness of the region has a dynamic nature and is formed in an evolu-
tionary way depending on the influence of various direct and indirect factors. The
dynamics of technical and technological changes, the development of management
methods and systems, the change in the needs structure lead to a continuous increase
in the number of factors that should be taken into account in the analysis of regional
competitiveness. The competitiveness of the region is associated with the multifacto-
rial concept of competitive potential,which characterized the possibility of successful
participation in inter-regional and interethnic competitive relations. It assumes the
presence and realization of the competitive potential of the regional system. In turn,
the assessment of potential in the framework of competitive analysis involves the
assessment of risks inherent in a given region. The formation of a hierarchical struc-
ture of indicators for risk assessment, as the initial stage of the study, allows the use
ofmathematical models based on the Kolmogorov-Chapman equations for analyzing
the dynamics of the risks of regional competitiveness.

An important aspect of regional competitiveness researching is the analysis and
forecasting of potential losses, the assessment of various risk types, and the identifica-
tion of priority regional policy directions. The applicability of the methods based on
the principles of building cyber-physical systems, using the Kolmogorov-Chapman
equations to analyze the dynamics of regional development for assessing competi-
tiveness risks is shown. For many strategies developed at the national level, the goal
of competitiveness is to develop and maintain measures that encourage wealth (for
example, low inflation, an effective institutional environment, open markets, etc.).
At the level of subnational territories, the task is to determine priorities within the
framework of the strategic plan in conditions of limited resources that have the most
significant positive effect taking into account regional conditions.
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Using modern digital mathematical models to assess such complex socio-
economic objects as the regions by competitiveness analysis will allow us to obtain
a more objective characterization. A feature of this study, in contrast to tradi-
tional approaches, is the study of digital models that provide assessing regional
competitiveness in dynamics when implemented as a cyber-physical system.
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