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Chapter 4
Whole-Genome Sequencing for Bacterial 
Virulence Assessment

Florian Tagini, Trestan Pillonel, and Gilbert Greub

4.1  �Introduction

In recent years, whole-genome sequencing (WGS) is increasingly being considered 
a technique that could change clinical microbiology [1, 2]. In addition to microbial 
typing and prediction of antibiotic susceptibility, one of the major clinical applica-
tion of bacterial genomics is the detection of clinically relevant virulence factors 
and virulence prediction. In this chapter, we will thus explore what this technique 
really implies [3]. Before discussing virulence factors, the terms “virulence” and 
“pathogenicity” need to be defined.

For virulence, the definition used in this chapter is “the relative capacity of a 
micro-organism to cause damage to a host” as proposed by Casadevall & Pirofski 
[4]. Conversely, the pathogenicity is the general capacity of a microorganism to 
cause damage to a host, and depends on both the pathogen and the host-response 
[4]. Pathogenicity is to be opposed to commensalism, where the interaction results 
in no clear benefits or damages for any of the involved organism. Of notes, the 
damage-response framework of pathogens is not restricted to the direct effects of a 
micro-organism on a host [4]. For instance, immunological molecular mimicry or 
oncogenesis can cause damage to a host and are not directly related to the entry of 
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a given bacterial isolate [4]. Thus, bacterial proteins implicated in such pathogene-
sis represent virulence factors. In this chapter, we will mainly focus on the direct 
damages that can be caused by a pathogen to a host and we will use a simplified 
model to define pathogenicity and virulence (Fig. 4.1), where a given bacteria, upon 
the presence and expression of virulence factors and according to host’s susceptibil-
ity (e.g. immune status, epithelial breach, genetic predisposition), can be patho-
genic, i.e. causing tissue lesions or organ damage.

The virulence of a bacterial strain depends on the presence and expression of 
virulence factors and is solely dependent on the strain characteristics. A virulence 
factor can be defined as a determining factor (i.e. gene product) that would help 
improve the survival of a bacterium within the host or by causing more cellular and 
tissue damage. Several classes of virulence factors should be recognised, including 
(1) toxins, (2) effectors of secretion systems, (3) adhesive factors, (4) invasive fac-
tors, (5) resistance to reactive oxygen and nitrogen species, (6) immune system 
escape, and (7) nutrient uptake. Antibiotic resistance determinants, although they 
may contribute to the pathogenesis (e.g. in a patient treated with antibiotics), form 
a special class of genes and are not discussed in this chapter.

4.1.1  �Toxins

Bacterial toxin is a general term to describe a diverse set of virulence factors that are 
generally secreted by the bacterium and cause damage to host cells. It consists of 
several subcategories with different modes of actions: (i) pore-forming toxins, (ii) 
adenylate or guanylate cyclase-affecting toxins, (iii) protein synthesis-inhibiting 
toxins, (iv) surfactant-like toxins, (v) superantigens, and (vi) neurotoxins [5].

Fig. 4.1  Pathogenicity as the result of the host-pathogen interaction. In this model, highly virulent 
bacteria can be pathogenic regardless of the host status (e.g. Mycobacterium tuberculosis), while 
other bacteria are generally considered as less virulent than most pathogen and would be patho-
genic only in specific situations (e.g. Staphylococcus epidermidis is pathogenic only when an 
intravenous catheter is in place or when patients are immunosuppressed)
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	 (i)	 Pore-forming toxins have one of the most straightforward mechanisms. Indeed, 
these molecules are able to form pores in host cells, which causes influx and 
efflux of ions, small molecules and proteins and eventually leading to cell 
death [6]. For instance, bacterial-mediated haemolysis, unraveled early on in 
the history of microbiology (19th and 20th centuries), was shown to be due to 
pore-forming toxins, such as the listeriolysin O of Listeria monocytogenes, 
streptolysins O and S of Streptococcus pyogenes, or the staphylococcal alpha- 
and gamma-toxin  [7–12]. Another example of pore-forming toxins is the 
Staphylococcus aureus Panton-Valentine Leucocidin (PVL, LukSF) (or other 
leucocidins such as LukGH or LukDE), which can directly lyse human leuko-
cytes [10].

	(ii)	 Adenylate and guanylate cyclase–affecting toxins are a particular class of tox-
ins, found for instance in enteropathogens such as Escherichia coli and Vibrio 
cholerae, or in respiratory pathogens such as Bordetella pertussis, the caus-
ative agent of pertussis [5]. These toxins penetrate the host cell and lead to an 
increased production of cyclic AMP or cyclic GMP, and eventually to the up-
regulation of ion channels and to an increased volume of mucosal secretion 
(water follows the osmolality and is attracted into the lumen)  [13–20]. 
Diarrhoea, emesis and cough are, respectively, the resulting symptoms, which 
are thought to favor the bacterial spread to other hosts. Interestingly, these 
toxins may have a broader spectrum of action. For instance, B. pertussis toxins 
could also inhibit phagocytosis, cytokine production and oxidative burst [5].

	(iii)	 Protein synthesis–inhibiting toxins dramatically contribute to the pathogenic-
ity of several bacteria, eventually leading to host cell death. For instance, the 
diphtheria toxin, encoded by a lysogenic bacteriophage of Corynebacterium 
diphtheriae, ADP-ribosylates the elongation factor 2 of the host cell and thus 
prevents protein synthesis [21]. This toxin causes local damages at the site of 
infection, the respiratory tract, with the formation of characteristic pseudo-
membranes and also systemic damages, such as heart and other end-organ 
injuries [22, 23]. Another classical example is the Shiga toxin producing 
Escherichia coli (STEC) and the role of Shiga toxins in the pathogenesis of 
haemolytic and uremic syndromes [24].

	(iv)	 Surfactant-like toxins constitute a particular class of toxins with amphipathic 
properties capable to disrupt lipid bilayers of the host membrane. Best exem-
plified by phenol-soluble modulins of staphylococci, they have a broad spec-
trum of actions, such as host cell lysis, pro-inflammatory stimulation, and 
contribution to biofilm formation [25, 26]

	(v)	 Superantigens, produced mainly by S. aureus or Streptococcus pyogenes, are a 
specific class of toxins that can bind both the lymphocytic T-cell receptors and 
the Major Histocompatibility Complex (MHC). Thus, it activates up to 20% of 
lymphocytes in a non-specific manner, ultimately leading to an inflammatory 
cytokine storm in the host and potentially to cardiovascular collapse due to an 
increased vascular permeability and death due to shock and multi-organ fail-
ure [27].
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	(vi)	 Neurotoxins, such as the botulinum or tetanus toxins produced by Clostridium 
botulinum and Clostridium tetani, respectively, are a separate category of 
toxin, able to modulate the transmissions of nerves impulses [28, 29].

4.1.2  �Secretion Systems and Their Effectors

Although most toxins are secreted by various bacterial secretion systems, some spe-
cific secretion systems have an important role in secreting the so called “effectors” 
that are able to induce damage in the target cell, and could be considered a distinct 
class of virulence factors. First, the type III secretion system (T3SS) is found in 
several Gram-negative pathogens, such as Salmonella spp., Shigella, Pseudomonas 
spp. and Yersinia spp. [30]. In addition, it is also encoded by intracellular pathogens, 
such as Chlamydia trachomatis, Waddlia chondrophila and plays a central role in 
their pathogenesis [31]. T3SS assemble into a needle-like apparatus conserved 
across distant bacterial species. It is able to secrete its effectors into the target cell, 
which may affect a broad range of cellular functions, such actin cytoskeletal dynam-
ics, gene expression and post-translational modifications, signal transduction path-
ways, and vesicle transport and endocytic trafficking [32]. Second, the type-four 
secretion system is an important virulence factor of Gram negative and Gram posi-
tive bacteria involved in various cellular processes including conjugative horizontal 
gene transfers and contact-independent DNA uptake, as well as secretion of toxins 
or effector proteins in the target cell [33]. Third, the type VI secretion system is also 
particularly interesting for bacterial virulence: in the context of polymicrobial infec-
tion, it helps pathogens to compete with other bacteria and to colonize a niche; for 
intracellular bacteria such as Burkholderia spp. and Francisella tularensis, it can 
also specifically mediate virulence (e.g. phagosomal escape for F. tularensis) [34, 
35]. Finally, the type VII secretion systems (T7SS) is a key virulence factor of 
M. tuberculosis and other mycobacteria [36]. It can also be found in many 
Actinobacteria and in Firmicutes (with a type-VII-like secretion system) [37]. The 
most famous M. tuberculosis effectors are Esx-A (ESAT-6) and Esx-B (CFP-10). 
They are involved in modulation of the T-cell response, phagosomal escape and 
exhibit some direct effect on the membrane of host cells [38].

4.1.3  �Adhesive Factors

Adherence to various surfaces (e.g. the endothelium or any prosthetic device), can 
be an important determinant of bacterial pathogenesis [39, 40]. A broad range of 
proteins or protein assemblies can promote bacterial attachment and are classically 
called adhesins (one protein) or pili (large protein assemblies). For instance, several 
pathogens associated with endocarditis, such as Bartonella henselae, Eikenella cor-
rodens and Cardiobacterium hominis have been shown to encode adhesins [41–43]. 
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Regarding pili, an example is the type IV pili of Neisseria meningitidis that allows 
attachment to the epithelium, invasion into the bloodstream, attachment to the brain 
microvascular endothelium and crossing of the blood-brain barrier to cause menin-
gitis [44, 45]. Furthermore many pathogens are able to produce biofilms, which are 
matrices of hydrated extracellular polymeric substances, composed mainly of poly-
saccharides, proteins, nucleic acids and lipids formation [46]. It promotes the 
mechanical attachment of the micro-organisms and the large three-dimensional 
structure of some adhesins, reduces the susceptibility of bacteria to various stresses 
and to antibiotic therapies [47] as well as their engulfment by phagocytic cells.

4.1.4  �Invasive Factors

Some virulence factors can help the bacteria invade tissues and promote their sys-
temic dissemination. For instance, streptokinase and staphylokinase activate plas-
minogen into plasmin, which can then break down fibrin clots. These proteases are 
involved in tissue spreading by destroying the extracellular matrix and fibrin fibers 
that holds cells together [48, 49]. Many other bacterial proteases can degrade the 
extracellular matrix or even surprisingly the DNA nets of neutrophils and partici-
pate in bacterial invasion [50–53].

4.1.5  �Resistance to Reactive Oxygen and Nitrogen Species

Many genes are involved in the resistance to stresses that bacteria encounter within 
the host [54]. For instance, genes involved in resistance to reactive oxygen or nitro-
gen species can affect bacterial survival. The S. aureus catalase enables the break-
down of hydrogen peroxide and thus was thought to improve the survival of bacteria 
to the killing by neutrophils [55]. However, it was later shown that catalase-negative 
S. aureus infection can retain virulence, highlighting the plethora of bacterial com-
pensatory “virulence” mechanisms [56, 57].

4.1.6  �Immune System Escape

To increase their survival, bacteria have developed a broad range of molecular 
means to subvert both the innate and adaptive immune systems of the host. First, 
many bacteria are able to prevent phagocytosis, the most straightforward way to 
clear bacteria. For instance, the production of a polysaccharide capsule (e.g. for 
Streptococcus pneumoniae) can prevent bacterial opsonisation by the complement 
system or by immunoglobulins [58]. Furthermore, bacteria, and particularly intra-
cellular bacteria, have developed many different ways to escape the endosome−/
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phagosome- lysosome pathway, by manipulating the host cellular pathways [59–
61]. Some pathogen strategies aim at degrading host chemokines involved in the 
inflammatory response to attract neutrophiles, like interleukin-8, with specific pro-
teases (e.g. SpyCEP of S. pyogenes) [62]. Bacterial proteases can also cleave immu-
noglobulins, such as IgA1 or IgG, which promote bacterial attachment to mucosal 
surfaces and survival, respectively [63, 64]. Conversely, bacteria can also recruit 
regulatory molecules. Neisseria meningitidis recruits factor H, which prevents the 
activation of the complement [65]. Lipopolysaccharide, besides being an important 
immune system stimulating factor (that can eventually lead to septic shock), is also 
known to contribute to the resistance to complement of K. pneumoniae [66].

4.1.7  �Nutrient Uptake

The fight for nutrients is a complex interplay between the host and the pathogen. 
Iron, an inorganic ion, is required for many eukaryotic and bacterial processes and 
is involved in virulence and pathogenicity [67]. Bacteria have developed many ways 
to circumvent every iron-sequestration strategies of the host. For instance, bacteria 
can acquire iron, which is bound to transferrin, lactoferrin or hemoglobin. 
Furthermore, iron tightly regulates many virulence factors (e.g. the diphtheria toxin) 
[68]. For intracellular bacteria, the acquisition of nutrients is also critical for their 
survival [61, 69]. In addition to iron and other nutrients, the acquisition of choles-
terol, for instance, is made after manipulation of the host cell machinery [70].

From a genomic perspective, bacteria – including pathogenic ones – generally 
present highly plastic genomes. We should differentiate the core-genome, consist-
ing of conserved genes between all bacteria of a species or any other clade (core 
genes), from the accessory genome, which includes all the variable genetic ele-
ments of a given species or clade. Horizontal gene transfers, mediated by bacterio-
phages, plasmids or recombination, are important drivers of bacterial evolution and 
pathogen adaptation [71]. Virulence determinants can thus be either encoded in all 
bacterial strains of a given species or sporadically occur in some virulent strains. 
For instance, several S. aureus toxins, such as the alpha-toxin and some phenol-
soluble proteins [10], are present in every S. aureus isolates whereas the PVL toxin 
is only encoded by the genome of some more virulent S. aureus strains. Core-
genome sizes vary a lot across different bacterial species [72–74]. Good knowledge 
of the genomics of the pathogen is thus required for a successful identification and 
interpretation of virulence markers [3]. If a virulence factor is encoded by a core-
gene, it generally means that the species identification itself implies the presence of 
that trait (if strictly present in the core-genome). However, when assessing virulence 
factors we should not focus only on the accessory genes since variants (such as 
single-nucleotide polymorphisms (SNPs), deletion or insertion events) may occur 
in core genes, leading potentially to loss or gain of function that may increase or 
decrease the virulence of a given strain.
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Most of the knowledge on virulence factors has been gathered thanks to in vitro 
experiments or animal models of infection. However, the overall contribution to 
pathogenicity of virulence factors is often less clear in humans. Indeed, significant 
differences between humans and mice may impact the interpretations of animal 
experiments and extrapolation of obtained results to humans. Furthermore, the pres-
ence of genes encoding virulence factors is usually not sufficient by itself to increase 
the virulence of a bacteria. Indeed, transcriptional modulation and expression of the 
protein, which depend on complex regulatory networks, are truly determining the 
virulence end-phenotype. These regulators depend on various mechanisms, such as 
the activity of two-component systems [75], expression of regulatory non-coding 
RNAs [76] or sigma factors [77].

By providing a detailed map of the virulence factors encoded in a bacterial strain, 
WGS could bring new useful predicting tools for clinical microbiologists. In this 
chapter, we will review the main current and foreseen clinical applications where 
WGS has or could have an added value. In addition, we will discuss the main techni-
cal approaches and limitations of WGS as well as the validation and interpretation 
of the results.

4.2  �Clinical Applications

For WGS analyses, requests to identify known virulence factors may be driven by 
various reasons. A critical assessment of the benefits for the patient or public health 
is thus important. Therefore, one should always wonder: will  the analysis have 
any impact on patient’s treatment or on any other management aspects (for instance, 
by undertaking specific infection control measures)? If the answer is negative, then 
the utility of the analysis is probably limited to the research field. Thus, there are 
two main motives for virulence determinants detection: (a) VFs detection for per-
sonalised treatment and/or clinical management, and (b) epidemiological surveil-
lance of virulent clones.

In conventional clinical microbiology workflows, the virulence properties of 
bacterial isolates are rarely characterised [1]. Indeed, the identification of the spe-
cies brings up usually the possibility to infer the general pathogenic potential of an 
isolate. For instance, the identification of Listeria monocytogenes in the cerebrospi-
nal fluid of a patient proves meningitis. Based soley on the identification of the 
bacterium, we assume that the strain is pathogenic in that situation, and that a set of 
genes involved in virulence and pathogenesis is present. Knowing whether the strain 
encodes some accessory virulence genes is unlikely to change patient management. 
However, in this particular example, WGS could still be useful for typing and public 
health surveillance. Furthermore, as the ultimate typing method, WGS can also pro-
vide a rapid taxonomic assignment of an isolate by classifying it to a particularly 
virulent clade (e.g. species, subspecies or serovar). Indeed, for many pathogens, 
several clonal complexes have been associated to increased virulence or poorer 
prognosis (e.g. for S. aureus, E. coli, and many more) [78, 79]. As many virulence 
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genes are acquired through horizontal gene transfer, typing analyses based on whole 
genomes data can add additional assessment of virulence factor content, allowing to 
monitor the spread of established virulence factors.

E. coli, is another well-illustrating example. Due to its highly plastic genome and 
in the context of the host-pathogen interaction, Escherichia coli presents variable 
phenotypes ranging from commensal interactions to very invasive diseases. For 
instance, upon the acquisition of specific virulence genes (Table 4.1), E. coli can 
present very specific pathogenic features, classified into pathotypes [80]. However, 
the pathotype definition seems to lose relevance with the rising number of virulence 
factor combinations and virulence phenotypes [80]. For instance, the recently 
described Shiga-toxin producing enteroaggregative E.coli (STEAEC) is a hybrid 
between STEC and EAEC [81]. In addition, the Shigella B13 carrying the locus 
enterocyte effacement (LEE) pathogenicity island is more closely related to E. alberti 
than to E. coli [82]. Therefore, there is a clear added value to detect virulence factors 
in order (a) to monitor and predict the emergence of new pathotype combinations, 
and (b) to identify horizontal transfers events of known virulence factors.

In addition to E. coli and S. aureus, the detection of virulence factors can also be 
recommended in some other specific cases. This concerns mostly bacterial species 
that are known to exhibit a high virulence variability. For instance, C. diphtheriae 
can cause the clinical disease diphtheria when encoding tox gene and expressing the 
diphtheria toxin (cf. section 1). Specific PCRs are available to detect the tox gene 
but are usually only available at national reference centers (together with toxin pro-
duction assays). Toxigenic C. diphtheriae infections require specific isolation strat-
egies and specific patient’s follow-up to monitor potential cardiac toxicity. Ruling 
out the presence of the toxin may take time because of referral to a reference center 
for testing [83]. Local WGS analysis in this context can be more time- and cost-
effective than the standard procedures [83].

Another example of extensively studied toxin is the Panton-Valentin leucocidin 
(PVL) of S. aureus. For recurrent skin and soft tissue infections, the detection of the 
toxin was shown to be useful. Indeed, specific decolonisation strategies may be 
introduced [84]. Although considered to be a marker of invasiveness, its association 
with pneumonia, bacteraemia and musculoskeletal infections was shown to be ques-
tionable [85]. Conversely, PVL-positive strains are associated with skin and soft 
tissue infections and are more likely to be treated surgically. A large set of virulence 
factors is encoded in S. aureus genomes but their identification is currently unlikely 
to lead to the modification of the antibiotic therapy (Table 4.1) [86]. Indeed, the 
choice of therapy is currently driven mainly by the antibiotic susceptibility of the 
strain and by clinical presentation rather than by the presence of the PVL or other 
virulence factors [85]. For instance, in the presence of severe necrotising pneumo-
nia, clindamycin or linezolid, both inhibitors of the ribosomes and protein synthe-
sis, can be introduced [87]. Interestingly, a genome-wide association study of 
methicillin-resistant S. aureus could predict isolates toxicity from their genomic 
sequences, looking at SNPs, insertion and deletions events [88]. However, there is a 
need for more genotype-outcome associations, before virulence determinants can 
be integrated into the clinical management of S. aureus infections [89].
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The characterisation of a strain in the presence of a severe clinical presentation 
could be beneficial for the patient or for the public health measures to prevent trans-
mission that may occur. In the context of toxic shock syndrome, sequencing of the 
S. aureus or S. pyogenes strain can potentially bring useful information. For instance, 
when dealing with clustered cases of severe infection, WGS may be not only useful 
to investigate the genetic distance between organisms but also to characterise the 
hypervirulent emerging clone [72]. However, the management of toxic shock syn-
drome should be independent of WGS results. Indeed, clinical recognition of the 
syndrome, cardiovascular resuscitation, removal of the source (foreign body 
removal or surgery), antibiotic treatment and adjunctive therapies, such as clindamy-
cin or intravenous immunoglobulins, should be introduced in every patient present-
ing these syndromes without delay [90].

Overall, when facing an outbreak or for epidemiological surveillance, WGS can 
be used to quickly characterise VFs encoded in the genome of epidemic clones or 
the emergence of a new virulent strain, which is particularly relevant from a public 
health or hospital hygiene perspectives. Furthermore, the characterisation of puta-
tive bioterrorist agents can be relevant for reference centers [91]. WGS-based clini-
cal management will probably rise in the coming years.

4.3  �Methods and Procedures

To implement WGS in clinical microbiology or public health laboratories, the 
genomic platform needs to fulfill national and international standards in laboratory 
medicine (for instance, the ISO 15189:2012 certification) [92]. Therefore, each part 
of the workflow should benefit from standard operating procedures (SOPs), each lab 
member from competency assessments and a strict monitoring of laboratory sup-
plies should be done [93]. To ensure good quality results, several specific quality 
control checkpoints as well as the use of internal and external quality controls are 
required [94] (Table 4.2). External quality control programmes (proficiency testing) 
are currently developed for WGS in microbiology, but most of them have initially 
been aimed at assessing the performance of WGS in outbreak investigation, SNP 
calling and antibiotic resistance gene detection [95]. Furthermore, each proposed 
analysis should undergo validation studies, through research and development proj-
ects, to assess how the technique performs in the laboratory setting. Such accredita-
tion has been completed by our bacterial genomics diagnostic laboratory in 2018 for 
typing and resistance genes prediction of any bacterial strain as well as for a few 
virulence factors of S. aureus, since analysis of “virulome” information is still in the 
process of routine implementation.
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As for all WGS analysis, it is also recommended to use one control strain (e.g. for 
each run) that should pass each of the QC checkpoints and would be a positive control 
for the complete workflow [94]. In addition, external quality controls should also be 
performed on a regular basis. The use of a no-template control can also be added to 
control for de-multiplexing errors of Illumina. Hard criteria mean that if these steps do 
not pass the cutoff, the analysis should be repeated. When a value does not reach a soft 
criterion, this needs to be highlighted and should be critically interpreted. N50, size of 
the contig lying at the 50% of the total assembly length when contigs are ordered by 
sizes; L50, the smallest number of contigs to reach the N50

4.3.1  �Sequencing

Whole-genome sequencing is usually performed from pure bacterial culture. 
Standard procedures are increasingly available for this technique [96]. The choice 
of sequencer should be done to match the laboratory settings, budget and desired 

Table 4.2  General quality metrics and controls for an Illumina-based workflow

Category Metrics Comments

DNA 
extraction

DNA concentration Hard criteria (e.g. >1 ng/ μl).
DNA purity Hard criteria (e.g. A260/280 ratio ≥ 0.7).

Library 
preparation

Library size concentration Hard criteria (e.g. ≥1 nM).
Library size distribution Hard criteria (e.g. fragments sizes should be 

comprised between <0.3 kb and > 3 kb).
Sequencing PhiX control Hard criteria; assessment of error rates (e.g. <4.9%).

Per cent of bases with quality 
score > Q30 for the run (%Q30)

Hard criteria; it should be defined according to 
the platform characteristics.

Reads QC Number of reads passing the 
QC

This metric should provide sufficient theoretical 
coverage (number of reads * mean read length / 
expected size of the genome).

Assemblies Assembly length Soft criteria; should correspond to the expected 
genome size.

Number of contigs Soft criteria; it should correspond to expected 
fragmentation level.

GC content Soft criteria; it should correspond to the 
expected GC content.

N50 Soft criteria; it is a metric of the assembly 
fragmentation and should be a warning sign 
when lower than an expected cutoff.

L50 Soft criteria; number of contigs larger or equal 
than N50. It should be a warning when higher 
than an expected cutoff.

Sequencing depth Mean sequencing depth should be above a cutoff 
(e.g. hard cutoff of 60x; soft cutoff of 100x).

Detection of 
the VFs

Percentage of detected VF in a 
control strain

Hard criteria; the reason for the false negative should 
be determined before any interpretation of the run.

Detection of 
the variants

Number of called mutations of 
variant in a control strain

Hard criteria; if above a defined cutoff, the 
reason should be determined.
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output [92, 97]. The main technical features of available sequencers was already 
discussed elsewhere [98]. In recent years, the Illumina company (San Diego, USA) 
took a large proportion of the sequencing market share [99]. Short read technologies 
can answer many clinical questions, including in terms of virulence assessment. 
Long read technologies, such as Nanopore Sequencing (Oxford Nanopore, GB) or 
Pacific Biosciences (Menlo Park, USA), have the advantage of improving the 
genome assembly by facilitating the resolution of repeats. Solving the genome 
structure provides additional useful information, such as the genomic localisation of 
virulence factors (ex: on a plasmid or a chromosomal location), which could indi-
cate the potential for transmissibility of virulence factors between strains. 
Furthermore, the Nanopore sequencing technology can acquire data in real-time, 
which can speed up the time-to-diagnosis; as soon as a defined number of reads has 
been acquired, a preliminary interpretation could be theoretically done, potentially 
reducing the turnaround time.

4.3.2  �Software and Pipelines

Raw sequencing reads should first be quality controlled and trimmed for remaining 
adapters (when using an Illumina sequencer) or low-quality nucleotides (for 
instance, using Trimmomatic [100]). Then, three main approaches can be used 
(Fig. 4.2):

	 (i)	 Virulence factors can be searched in the assembled genome (e.g. assembled 
using SPAdes [101]). A reference database of known virulence factors is used 
to identify homologs in the newly sequenced genome. The detection of viru-
lence factors can be made with any sequence similarity search tool such as 
BLAST (NCBI). Searches can be performed using nucleotide or amino acid 
sequences. The use of amino acid sequences is less stringent than nucleotide 
sequences and allows the detection of more distantly related homologs. The 
presence of repeats in bacterial genomes impairs the assembly of the complete 
genome from short reads. Most assemblies are split in multiple fragments 
(what is commonly referred as “contigs”) If a gene is split over two different 
contigs, it might be missed by homology search tools; particularly if results are 
filtered based on query coverage, which is actually recommended to avoid 
detecting only fragments sharing high sequence identity. An example of a spe-
cific tool is Kleborate, which is dedicated to the assessment of Klebsiella spp. 
virulence factors directly from genome assemblies [102].

	(ii)	 The second approach bypass the assembly step and search for known virulence 
factors in reads, reducing the probability of false negative results associated 
with gapped assemblies. Various tools can be used to map reads (e.g BWA, 
Samtools, Diamond) on a chosen reference genome or a set of virulence fac-
tors [103–105]. This allows the detection of specific genetic variants of viru-
lence genes. Alternatively, specialised homology search tools for big datasets 
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(e.g Diamond) can be used to perform direct searches of virulence factors 
in reads.

	(iii)	 Methods based on the detection of k-mer associated with virulence, combine 
both the advantage of detecting variants and genes [106]. As a reminder, k-mers 
are in silico fragments of k size of a DNA sequence (i.e. reads). The general 
principle of this technique is to look for exact matches, allowing to check for 
the presence of specific genetic variants and of any sequence of interest. 
Nevertheless, this approach will fail to identify virulence factor genes that 
diverge too much from the reference sequence. When dealing with poorly 
characterised pathogens, Hidden Markov Models (HMM) can be used to detect 
amino acid sequences sharing low sequence identity but sharing likely a simi-
lar functional domain and by extension, functions. For instance, a curated data-
base of protein domains associated to antibiotic resistance, called ResFAM, 
was recently developed [107]. Similarly, dedicated curated databases for viru-
lence domain, when created, would be useful in the same manner. For secre-
tion systems, a tool using HMM called Macsyfinder was developed [108]. 
However, the use of HMM may be limited to the research field, since its prin-
cipal advantage is to identify domains encoded in distant bacterial genomes.

To ensure reproducibility and to fulfill laboratory medicine standards, the use of 
robust and versioned bioinformatics pipeline is required. Depending on the bioin-
formatics workforce available at a given setting, clinical microbiologists may prefer 

Fig. 4.2  General overview of the possible bioinformatic alternatives to detect virulence factors 
(VFs). Several analyses are proposed by online pipelines. This is a simplified view; approaches can 
be combined. BLAST analyses can also be performed after gene annotation (for instance, pipelines 
can BLAST predicted amino acid sequences on the reference database of virulence factors). 
HMM, hidden Markov model

F. Tagini et al.
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commercial, in-house software or web-based pipelines. Commercial software has 
the advantage of being developed and validated by the company. For instance, the 
Ridom SeqSphere and software, which can perform a broad range of WGS analy-
ses, can also detect a set of virulence genes and variants developed for a DNA-
microarray detecting Staphylococcus aureus virulence and resistance genes [109]. 
However, commercial software tools are usually black boxes, which prevent the 
understanding and correct interpretation of inherent technical limits. Conversely, 
in-house software or open-source software allow continuous developments and pro-
vide a larger flexibility when the analysis needs to be adapted to a certain case, to 
specific set of virulence factors. As many software tools have dependencies, dedi-
cated tools allow the creation of stable informatic environments. Furthermore, the 
whole pipeline can be contained in virtual machines. One example of developed 
pipeline is MetaGenLab pipeline (docker container available https://hub.docker.
com/r/metagenlab/diag_pipelines), which is a versioned snakemake pipeline, call-
ing software using a conda environment to perform typing, antibiotic resistance and 
virulence analyses (development open source version available on GitHub (https://
github.com/metagenlab). Finally, online resources such as VFanalyzer and PATRIC 
are briefly discussed below. Concerns about online platforms include data protec-
tion of the patients and, traceability, versioning, and reproducibility of the results.

4.3.3  �Databases

A good reference is necessary to make reliable identifications of virulence factors. 
Several databases have been designed specifically for virulence factors or contain 
specific sections associated to virulence. The most widely used database of viru-
lence factors for human pathogens is the curated Virulence Factor Database (VFDB) 
[110, 111]. VFDB is associated with a web-resource (named VFanalyzer) to submit 
assembled sequences for online analysis [112]. Victor is another manually curated 
database of virulence factors integrating data from bacterial, viral and eukaryotic 
pathogens [113]. The Pathosystems Resource Integration Center (PATRIC) is a 
large database integrating various data, including genomics, transcriptomics, pro-
tein–protein interactions, three-dimensional protein structures and sequence typing 
data as well as associated metadata [114]. PATRIC integrates data from both VFDB 
and Victors databases as well as additional manually curated virulence factors [115]. 
Sequencing reads can be submitted to the PATRIC platform for analysis [116]. 
Finally, PHI-base is a database containing curated genes involved in host-pathogen 
interactions [117]. Initially focusing on plant pathogens, it also contains approxi-
mately 30% of data on bacteria of medical and environmental importance [117].

Surprisingly, there is very little overlap between the VFs indexed in those four 
databases (Fig. 4.3). It means that each dataset presents very specific VFs. Focusing 
on S. aureus VFs, we observed that only VFDB (as well as PATRIC since it inte-
grates VFDB data) presented the classical and main VFs that could be expected for 
this pathogen (Table  4.1). For Victors and PHI-base, many of listed VFs were 
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identified from large screens for mutants presenting attenuated in virulence as com-
pared to wild-type strains (as reported for instance by Mei et al. [118]). As of 2019, 
VFDB or PATRIC seem to be the most suited database to investigate the virulence 
of human pathogens.

4.3.4  �Ontologies

There is a need for standardised vocabularies (or ontologies) to properly describe 
virulence factors and their interactions with their host. Ontologies provide a denom-
ination reference and should be resistant to homonymy. VFDB uses a standardised 
classification system and PHI-base uses standardised terms to annotate VFs, but 
there are currently no standards that are used by those web resources. A lot of work 
is still needed to setup an ontology for pathogen-host interactions and virulence fac-
tors that could be used to harmonise the information stored in curated VF data-
bases [119].

Fig. 4.3  Comparison of the content of VFDB, VICTORS, PHI-Base and PATRIC_VF (February 
2019). Protein sequences were clustered at 90% of amino acid sequence identity with silix (https://
bmcbioinformatics.biomedcentral.com/articles/10.1186/1471-2105-12-116). PATRIC also inte-
grate VFDB and VICTORS VFs and those were discarded from the analysis

F. Tagini et al.
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4.3.5  �Further Developments

In the previous section, we discussed methods focusing on WGS from pure bacterial 
cultures. However, the development of culture-independent approaches, such as 
shotgun metagenomics, is very promising. Indeed, the detection of specific reads 
associated with virulence factors in various specimen types, could be sufficient in 
order to take measures to improve patient management. This approach has already 
provided promising results for pathogen detection in the context of antibiotic treat-
ments or for the diagnosis of fastidious bacteria [120, 121]. Going further than 
assessing the presence and absence of genes associated to virulence, the develop-
ment of dedicated diagnostic tools and databases allowing to effectively character-
ise SNPs (in coding and non-coding sequences) as well as insertion / deletions 
events, would be a major advance in the understanding of virulence. In addition, 
conditional gene annotation, taking into account the presence of other genetic fea-
tures (mutations or other genes), could help determine the virulence of a gene. 
Combination with other omics technologies, such as transcriptomics and proteomics 
could be the next revolution in clinical microbiology. For instance, the development 
of SWATH-MS for proteomics analyses showed promising results for M. tuberculo-
sis infection [122]. It is also likely that particular VF could also be detected and 
integrated in the clinical interpretation.

WGS opens up the possibility to perform large-scale studies (correlation studies) 
in order to identify putative variant or genes with prognosis value [106]. Furthermore, 
a progressive integration of WGS data in clinical score or even genomic status of the 
host could be the next step needed to reach a good predictive score, always aiming 
for more personalised medicine. Predictive data could set for instance the indication 
for a dedicated treatment, follow-up or management.

4.4  �Interpretation, Validation and Impact

As for any microbiological analysis, the interpretation of the results should take into 
account pre-analytical and analytical variables. Several quality scores should be 
assessed in order to validate the analysis (Table 4.2). Hard criteria (e.g. if below, the 
analysis should be repeated) and soft criteria may be used (e.g. if borderline with a 
quality metrics, results can still be interpreted depending on the rest of the metrics 
and on the performed analysis). Once the analysis has been validated technically, a 
critical interpretation must be done by the clinical microbiologist, who should be 
able to integrate (i) technical aspects and understand the limits of the test, and (ii) 
the clinical and microbiological aspects, such as the isolation site, the suspected 
disease, the biology of the bacterial species, etc. All these data should finally be 
transmitted to the clinician requesting the analysis using a standardised report. The 
format of these reports can be complex to design, as it is required to present in a 
highly summarised way the main patient’s data, the main genomic findings and the 
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interpretation. To help design such a report, back-and-forth discussions between the 
technical team, the clinical microbiologists and the physicians should be done 
[123]. As WGS data also includes typing analysis and the identification of antibiotic 
resistant determinant, generic reports must have the possibility to integrate all these 
data in a comprehensive manner.

The training in the interpretation of WGS analyses will be a challenge in the 
coming years for clinical microbiologists, particularly in the context of a rapidly 
evolving technology. Clinical microbiologists will also have to teach this to a vari-
ety of medical personal  such as medical students, infectious diseases specialists, 
epidemiologists and any person involved in the management of patients with severe 
infectious disease (e.g. intensive-care specialists, …).

4.5  �Future Perspectives

As of 2019, WGS appears to be a game-changing technology for clinical microbiol-
ogy because it allows the broad detection of any DNA sequence, regardless of the 
availability of a specific diagnostic test (e.g. PCRs). As such, sequencing platforms 
definitely open up the possibility to detect specific virulence factors in a competitive 
turnaround time if the strain needs to be sent to a national reference center. 
Furthermore, WGS allows the epidemiological surveillance of the emergence of 
virulent clones, therefore possibly preventing the spread of these at early stages.

However, virulence assessment using WGS has not yet revealed its full potential. 
Indeed, for many situations, the technique is limited by its poor predictive value in 
terms of patient outcome, which depends on the expression level of virulence fac-
tors as well as on the host’s susceptibility. Many developments are foreseen thanks 
to various methods, including the identification of new targets, their implication in 
clinical scores, and the combinations with other omics techniques, such as tran-
scriptomics and proteomics, which could be the next developmental steps. On the 
genomic side, not only the detection and characterisation of virulence factors will 
be further developed, but also the detection of specific variants in regulatory mecha-
nisms associated to increased virulence.
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