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Abstract The pursuit of cybercrime in an IoT environment often requires complex
investigations where the traditional digital forensics methodology may struggle to
support the forensics investigators. This is due to the nature of the technologies such as
RFID, sensors and cloud computing, used in IoT environments togetherwith the huge
volume and heterogeneous information and borderless cyber infrastructure, rising
new challenges in modern digital forensics. In the last few years, many researches
have been conducted discussing the challenges facing digital forensic investigators
and the impact of these challenges bring upon the field. Some of these challenges
include the ambiguity of data location, data acquisition, diversity of devices, various
data types, volatility of data and the lack of adequate forensics tools.Moreover, while
there are many technical challenges in IoT forensics, there are also non-technical
challenges such as determiningwhat are IoT devices, how to forensically acquire data
and secure the chain of custody among other unexplored areas, including resources
required for training or the type of applied forensics tools. A profound understanding
of the challenges found in the literature will help the researchers in identifying future
research directions and provide some guidelines to support forensics investigators.
This study presents a succinct overview of IoT forensics challenges focusing on a
typical smart home investigation and a comparison of the existing frameworks to
conduct forensics investigations in the IoT environment.
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1 Introduction

The Internet of Things (IoT) refers to connecting any device to the internet and it is
one of the most explored topics by researchers at present. This is due to the incredible
capabilities this technology has provided. The Internet of Things (IoT) is defined as
the interconnection of uniquely identifiable embedded computing devices within the
existing Internet infrastructure [1]. In simple, it involves things or objects such as
sensors, actuators, RFID tags and readers to interact and coordinate with each other
thereby reducing human intervention in basic everyday tasks [2]. Conversely, the
number of human interactions with these IoT systems creates a new paradigm for
evidence-based data. With the current advancement in networks and communication
systems, IoT enables billions of growth and connectivity. Tech analyst company IDC
predicts that in total there will be 41.6 billion connected IoT devices or “things” by
2025. In addition, Gartner predicts that the enterprise and automotive sectors will
account for 5.8 billion devices this year, up almost a quarter in 2019 [3].

While IoT has increased productivity for businesses, it has also introduced new
risks and threats such as security and privacy issues. IoT devices contain sensitive and
valuable data and it has become one of the main sources of attacks and cybercrimes.
The complexity of IoT in terms of the integration of different communication tech-
nologies, devices, protocols and standardsmakes it difficult to ensure public or private
security. Moreover, protecting data of IoT devices has been challenging because of
the heterogeneous and dynamic features of the IoT. Even if precautions are carefully
taken to secure data, the level intelligence exhibited by cyber-attackers is undoubt-
edly great. Attacks can be crafted not just from public networks but from private
sources, such as cars, smartphones, and even smart homes [4]. As a result, cyber-
attacks can have a significant socio-economic impact on both global businesses and
individuals.

Besides that, digital forensics investigation is one of the important areas that
require additional work. Despite the numerous benefits provided by IoT in various
applications, the modern infrastructures are becoming complex and virtualized
whereby digital forensics investigators are required to acquire and analyse evidence
coming in many forms and different scenarios. Unlike computer-based investigation
where there exists the ACPO (Association of Chief Police Officers) [5] guidelines
in order to make sure the correct procedure has been employed, for the IoT environ-
ment such as smart homes there is not a formal integrated guide to obtain legally and
analyse the evidence.

Recently, there has been research conducted discussing the challenges facing
digital forensics investigators and the impact of these challenges bring upon the field.
Some of these challenges include the ambiguity of data location, data acquisition,
diversity of devices, various data types, volatility of data and the lack of adequate
forensics tools [6–8]. In the IoT environment, data is mostly stored and processed on
the cloud environment. The acquisition of access to data for investigation purposes
becomes difficult for IoT forensic investigators due to the constraints of service level
agreements and volatility of this data. While there are many technical challenges
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in IoT forensics, there are also non-technical challenges such as determining what
are IoT devices, how to forensically acquire data and secure the chain of custody
among other unexplored areas, including resources required for training or the type
of applied forensics tools [9].

1.1 Aims and Objectives

This research aims to overview the current IoT forensic issues from the literature. It
also discusses and compares the existing developed frameworks to conduct foren-
sics investigations in the IoT environment. It will help the researchers in identifying
future research directions and provide some guidelines to support forensics inves-
tigators. The rest of this chapter is organised as follows: Sect. 2 provides a back-
ground to Internet of Things and the challenges that brings to forensics investigators.
It also reviews the current research and studies on the traditional and IoT foren-
sics investigation, current forensic tools and legal considerations carried out by the
other researchers. Section 3 describes the current proposed forensics investigation
frameworks and identifies the research gaps. In order to explore a feasible solution
for conducting forensics investigations in the IoT environment complying with the
legal requirements, the proposed frameworks will be compared and analysed criti-
cally. Finally, this study draws some conclusions and recommendations for future
research.

2 Literature Review

2.1 Internet of Things

The Internet of Things (IoT) has been leveraged in many industries. For instance,
“A smart city uses digital technology to connect, protect, and enhance the lives of
citizens. IoT sensors, video cameras, social media, and other inputs act as a nervous
system, providing the city operator and citizens with constant feedback so they can
make informed decisions” [10]. Cities use sensors to control many of their infrastruc-
ture systems such as water distributions, traffic management, energy management,
parking and street Lighting [11].

According to the report carried out by Philips Lighting and Smart Cites World
[12], Barcelona, Singapore and London are three remarkable examples of the smart
cities which use sensors to control many of their infrastructure systems such as water
distributions, traffic management, energy management, parking and street Lighting
[13]. It also shows how IoT has brought a variety of benefits to the cities. For example,
Barcelona’s smart city project has created 47,000 jobs, saves $58 m on water, and
generates an extra $50 m a year through smart parking.
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Leveraging IoT into the cities has a huge impact on the economy. For example,
finding a parking space is a critical issue for some major cities. Smart parking
generates $41 billion revenue and provides drivers with real-time information on
the availability of the parking space across the city [14]. Smart building reduces
the energy consumption by automating and controlling lighting, heating, ventilation,
conditioning and security in the buildings and generates $100 billion revenue.

The Internet of Things has also redefined the health care systems and had a
profound impact on the patient experience and treatment. It has reduced in-person
visits and allowed patients tomanage their care fromhome. For instance, IoT-enabled
devices such aswearables can collect and analyse critical data from patients and diag-
nose various health issues such as blood pressure, heart rate, brain waves, temper-
ature, physical condition, number of steps and breathing pattern. Specialists can
remotely monitor the patient’s data and provide the possible treatments.

Since the number of objects equipped with network connectivity and intelligence,
are growing fast and it has been predicted that, this number will be 50 billion by the
end of 2020 which will result in $19 trillion in profits and cost savings [14], more
and more industries such as Transport, smart home, automotive, manufactures are
deploying IoT to redefine their operations (Fig. 1).

Tech company IDC suggests industrial and automotive equipment represent the
largest opportunity of connected “things,”, but it also sees strong adoption of smart
home and wearable devices in the near term. In contrast, Garner suggests utilities
will be the highest user of IoT due to continuing rollout of smart meters. Security
devices, in the form of intruder detection and web cameras will be the second biggest
use of IoT devices. Building automation such as connected lighting will be the fastest
growing sector, followed by automotive (connected cars) and healthcare (monitoring
of chronic conditions) [3].

Over the years IoT has changed the way businesses interact with people and
brought a variety of benefits to both people and industries. It allows industries to

Fig. 1 IoT application in Industries
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understand consumer needs in real time, to become more responsive, to improve
machine and system quality, to streamline operations and to discover innovative
ways to operate as part of the digital transformation efforts [11].

Fortune Business Insights report says the global $ 190 billion IoT market is
expected to reach $ 1.11 trillion ($ 1111.3 billion) in annual growth in 2018 by 2026
of 24.7%. The banking and financial services sector is expected to be the largest
market share segment [15].

2.2 Smart Home

One of the most widely used applications of IoT is smart homes. In a smart home,
all devices—lights, locks, refrigerators, coffee makers, heating/cooling systems and
cameras are connected and controlled by a central device through Wi-Fi, Bluetooth,
X10, UPB, INSTEON, Z-Wave and Zigbee [16]. It enables people to control and
monitor objects remotely from their smartphone and to accomplish personal tasks
more easily and faster. It also offersmany benefits to the homeowner including energy
saving, money saving and increasing security.

For example, Smart lighting system is an integral part of a smart home and is a
great way of controlling the ambiance of the home. They can be easily controlled
through simple voice command or mobile apps. They can be programmed to turn on
and off when users enter or leave the room so users do not need to be worried about
wasting energy.

Nest thermostat is aWi-Fi-based thermostat that allows users to control the heating
and air conditioning system with an app or voice command. It learns automatically
from the user’s behaviour and adjusts itself accordingly.Nest Thermostat saves home-
owners about 10–12% on heating and 15% on cooling. This translates to a savings
of about $140 per year [17].

Maximizing home security is another amazing benefit of smart home device. By
installing smart cameras, users canmonitor their home anywhere anytime and receive
security alerts on their mobile phone. Smart door locks also reduce the risk of being
locked out from home. The users can secure and lock the door from anywhere with
the internet access.

Smart Home devices are divided into the smart appliances, security, control and
connectivity, home entertainment, energy management, and comfort and lighting
[18]. Many companies and vendors are invested in smart home devices and the smart
home market is expected to reach $ 141 billion by 2023 [19].

Smart devices usually connect to either each other or a central control hub via
home’s Wi-Fi network (Fig. 2). Many companies develop smart hubs and smart-
phone apps to control their own devices. Different hubs support different connectivity
protocols such as Wi-Fi, Bluetooth, X10, UPB, INSTEON, Z-Wave and Zigbee.

X10 is an automation protocolwhichwas developed in 1975 for home automation.
It uses home’s existing electrical wiring to send the signals. Although X10 devices
are outdated but X10 protocol provided the foundation for wired technology such
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Fig. 2 A typical Smart Home layout

as Universal Powerline Bus (UPB). INSTEON uses both wired power lines and
wireless technologies to communicate with other devices. When a problem occurs,
it switches from one communication channel to another one thus enhancing both
speed and reliability over older technology. INSTEON devices wirelessly connect
to every other device, creating a mesh network. In a mesh network, each device
communicates with other devices directly without using a central hub so the device
can independently transmit the data.

Z-Wave and Zigbee are newer wireless technologies that create a mesh network
between each connected device. Zigbee can be built in smart devices such as door
locks, lights, thermostats, and more.

After connecting smart devices to the network, a controller can be used to control
the devices. The simplest type of controller is a smartphone app such as Apple’s
Home app. Apple Home Kit lets control smart home devices all in one place. It
allows people to adjust smart thermostat, turn lights on and off, control locks and
more in multiple rooms. Devices can also be controlled remotely through this app.

Although smart home has brought many benefits to people’s lives, they lack tech-
nical standards and heterogeneous platforms. A few companies accepted industry
standards which lead to having multiple incompatible platforms and technologies.
Most smart home devices by the manufacturers and vendors are generally not built
with strong security controls in mind. Smart devices and sensors collect a lot of
information about people to learn and predict their behaviour. To automate a task,
they need to know what, where and when people do a task. Smart devices know
in which room and when to turn the lights on or off. Therefore, connecting these
devices to wireless networks and to the Internet makes users vulnerable to malicious



IoT Forensics: An Overview of the Current Issues and Challenges 229

attacks further resulting in security and privacy threats such as identity theft and data
leakage [20].

2.3 IoT Security Challenges

The evaluation of IoT from limited access networks to a distributed public network
increased the needs for security alarms to protect interconnected IoT devices from
intrusions such as data modifications, malicious code injection, sniffing, and Denial
of Service (DoS) and many other threats [21]. SonicWall reported that IoT malware
attacks increased 215.7% to 32.7 million in 2018 compared to 10.3 million in 2017.
The first two quarters of 2019 exceeded 55% in the first two quarters of 2018. If this
rate continues, it will be another record year for IoT malware attacks [15]. Tabane E.
et al. highlighted that though there are existing technologies and protocols dealing
with issues of threats to security, the limitations on the IoT devices and network
prevents a straightforward adaptation and implementation of IoT solutions in the
new arising sets of security scenarios [22].

At present, the adopted security protocol and cryptographic setting requires a lot of
resources and IoT devices such as smartphones, tablets, PCs, routers, active sensors
or passive RFID tags, have very limited resources and capabilities to support the
implementation and adaptation of traditional security protocols solutions. Hence, the
implementation and adaptation of traditional security protocols solutions still remain
as a challengemaking it difficult to provide confidentiality of data transmission. Since
unattended IoT devices are not supervised because they operate in a self-support
manner with limited maintenance (e.g. monitoring) this further leads to concern in
terms of data integrity (trust). As a result, the data obtained from IoT devices is likely
to be of low quality or corrupted (e.g. data tempering) [23, 24].

There are various security challenges and limitations related to IoT, which are
affecting large scale adoption. In this section, these challenges and limitations have
been discussed in detail:

A. Privacy
User privacy and data protection is an important issue in IoT security taking
into consideration the ubiquitous characteristics of the IoT environment. The
ability of the IoT sensors and devices to sense, collect and transmit data over
the internet pose a threat to individuals’ privacy. IoT nodes are known to collect
people’s private datawithout themevennoticing [25].Koien et al. [26]mentioned
although an abundance of research has already been proposed with respect to
privacy, many topics still need further investigation.
According to a report by Aaron in 2015, Nest thermostat which is one of the
most secure IoT devices, can be hacked and controlled while the device boots up.
Hackers can load their custom software onto it which would stop thermostat data
from being sent back to Nest’s servers [27]. The compromised Nest Thermostat
will then act as a jumping off point to take control of other devices in a home
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which allows hackers to access sensitive information about people such as their
presence in the house or their sleeping schedule.
Smart device apps can also be as vulnerable as the device itself. A study by
the security research team at Checkmarx showed how attackers bypass user
permissions and take control of Google and Samsung camera apps. Attackers
are able to remotely take photos, record video, spy on conversations, identify
people’s location, and more [28].

B. Authentication
The identification and authentication of objects could be challenging because of
the nature of the IoT environment. It is essential to consider managing identity
authentication in the IoT, as multiple users and devices need to authenticate each
other through trustable services [26]. In addition, efficient key deployment and
key management is a challenge in IoT devices as it could cause overhead on IoT
nodes [29].Moreover, in the absence of a guaranteed Certificate Authority (CA),
other mechanisms are required for validating cryptographic keys and ensuring
integrity of key transfer [4].

C. Heterogeneity
IoT devices connected to different types of entities with varying capabilities
complexity and vendors. These devices come with different configurations,
dates, release versions and the use of technical interfaces which are designed
for altogether different functions. Thus, the requirement to develop protocol
to work with all the different devices is required [30–32]. Mahmoud et al. [33]
mentioned that onemore challenge thatmust be considered in IoT is the dynamic
environment, at one time a device might be connected to a completely different
set of devices than in another time; thus to ensure security optimal cryptography
system is needed with adequate key management and protocols.

D. Policies
Current policies that are implemented in computer and network security may
not be applicable for IoT due to its heterogeneous and dynamic nature. Hence,
there must be policies and standards developed to ensure that the data will be
managed, protected and transmitted in an efficient way. This includes a mecha-
nism to enforce such policies is needed to ensure that every entity is applying the
standards. Similarly, for every IoT service involved a Service Level Agreement
(SLAs) must be clearly identified to introduce trust by human users in the IoT
environment which will further results in its growth and scalability [33].

Most of the technical security concerns are related to manufacturing standards,
updatemanagement, physical hardening, user’s knowledge and awareness [34].Weak
and guessable default passwords, hardware issues, unpatched embedded operating
systems and software, insecure data transfer and storage and Lack of encrypted
firmware updates by companies could allow the device to be compromised. Many
IoT devices have operational limitations such as low processing power and small
memory which is just enough to perform the allocated tasks and they can’t handle
proper software updates.
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Due to lack of awareness and user’s ignorance, factory default passwords are
usually forgotten to be changed. Some devices are set with a poor password which is
easy to be breached for malicious purposes. Many well-known companies recently
provide two-factor authentication (2FA) to eliminate the risk of security challenges
but still millions of IoT devices do not support this feature.

Changing factory default passwords, installing necessary updates, disable remote
access to IoT devices when not needed, disable features that are not being used
can also reduce the risk of being compromised. Wi-Fi networks are also one of the
first points of security attacks which make the entire network vulnerable. Setting
strong passwords and encryption methods for Wi-Fi networks, can mitigate the risk
of security attacks.

2.4 Digital Forensics Investigation

Digital forensics is the process of identifying digital evidence in its most original
form, collecting, examining, analysing and presenting the evidence to a court of law.
In recent yearswith the rapid increase in the use of IoT technology, the forensics inves-
tigators are facing new challenges where the traditional digital forensics is inappli-
cable for conducting forensics investigations and more research has to be carried out
in order to develop frameworks and guidelines for practitioners in such a volatile envi-
ronment. The traditional digital forensics mainly deals with evidence sources such
as computers, mobile devices, servers and gateways whereas the evidence sources
for IoT forensics include home appliances, actuators, sensor nodes, medical devices
and a multitude of other smart devices. From a legal perspective, jurisdictional and
ownership issues are essentially similar but then from a technical perspective, there
are many areas that require further research and development. The obvious example
is the lack of forensics tools capable of supporting various IoT devices in the market
due to a wide range of proprietary designs, unclarity of the network boundaries or
uncertainty of the location of stored data [35].

2.4.1 Traditional Forensics Investigation

Traditional forensics investigation is a relativelymature field having formal standard-
isation of key processes to carry out investigation. The data acquisition in traditional
forensics deals with sources such as hard drives, RAM, system logs or any peripheral
storage [36] and for deeper investigation, the examiner can use techniques such as
file carving in unallocated space. The traditional forensics also includes the detection
of malicious network activities where the network traffics are collected and exam-
ined. In addition, currently, most crimes include mobile phone investigation which
has its own challenges such as preserving the evidence in a volatile environment or
bypassing the passcode and encryption. After the data acquisition, the collected arte-
facts are analysed from a technical and legal perspective, and presented as evidence
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supporting a crime during the court proceedings [36]. In simple words, it can be said
that the traditional forensics is a subarea of forensics investigation in IoT because the
latter consists of examining more variety of digital devices which are intercommu-
nicating and data syncing among each other as well as the cloud servers. One of the
major complexities in this situation is maintaining the chain and custody and legal
requirements.

2.4.2 Forensics Investigation in IOT/Smart Home

The proliferation of IoT devices and the increase in the number of cybersecurity
crimes have given rise to enhance forensics investigation techniques in IoT. Smart
homes can be counted as a simple form of IoT environment which can be a good
research starting point to explore the challenges of conducting forensics investiga-
tions in an IoT environment. Someof themain challenges that the forensics examiners
have to overcome in any forensics investigation exist in the data acquisition stage
and the data analysis stage where the proper and suitable forensics tools play an
important role in supporting the forensics examiners in the investigations. In terms
of identifying the sources of evidence in smart homes, the IoT devices, the home
and hub gateways, the mobile devices on which the IoT applications are installed
and the cloud servers are to be the main sources of evidence in any typical smart
home investigations. However, it is important to consider situations where some
of these IoT devices may not be present in the crime scene at the time of seizure,
such as wearables or mobile phones. The data from these sources can be extracted
from the local storage of IoT device(s), the user applications’ data stored on the
mobile device(s), the incoming and outgoing network traffic via the home and hub
gateways, and the cloud servers that are holding the users’ data on their personal
accounts. This might look an easy task but actually one of the main challenges in
conducting such investigations is maintaining the chain of custody because at the
time of seizure, these devices are actively intercommunicating among themselves
including the cloud servers.

In the acquisition phase, the data extraction of IoT devices depends on a few
factors such as the manufacturers’ hardware design of IoT devices, the capabilities
of the forensics tools and the familiarity and expertise of the forensics investigator
with such devices.

The acquisition of network traffic in smart homes canbe donevia the homeandhub
gateways. In general, the IoT devices in a smart home are often connected to a smart
hub gateway whose sole purpose is to act as a base station for their particular radio
standard and then, the hub gateway is to be connected directly to the home router.
However, more advanced home routers are now integrating these radio standards
to be more appropriate with standards such as ZigBee, Thread or Bluetooth which
is an easy solution to reduce the use of smart hubs. This will be more environment
friendly and less confusing for the customers because the current smart hub gateways
are proprietary vendor designed. This integration also could reduce the possibility of
different IoT hubs using the same radio frequencies and networking protocol, which
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would create the potential for unreliable connectivity due to overlapping networks
[37].

Therefore, the acquisition of network traffic would be less complicated if these
advanced home routers are used in smart homes which shows that the level of
complexity of the forensics investigation process depends heavily on the design
of the IoT devices and architecture. This demonstrates that a collaboration among
government, academia and industry is vital in order to regulate and standardise the
IoT industry from a security perspective (i.e. secure by design) bywhich the forensics
investigations would subsequently be leveraged (i.e. forensics readiness) [38].

The forensics investigation in the IoT environment can be divided into three
forensics zones; traditional forensics, network forensics and cloud forensics. The
traditional forensics investigation zone includes the forensics analysis of the local
storage of the IoT devices and any other digital devices connected to the smart
home network such as computers and mobile phones whereas the network forensics
investigation zone covers the forensics analysis of the network traffic of the IoT
devices, the smart hub gateway and the home router. These first two zones may not
require much cooperation from any third parties such as the Cloud Service Providers
but the forensics investigation of the cloud servers will definitely necessitate the
collaboration with the Cloud Service Providers while overcoming the jurisdiction
challenges from legal perspective [35].

Some of the challenges in the acquisition stage are related to the fact that there
are many types of IoT devices in the market, using specific vendor designs and
proprietary interfaces which might lead to difficulty accessing stored values, causing
the investigator to perform a non-negligible reverse-engineering attempt [39]. In
addition, there is no forensics readiness when it comes to monitoring the network
traffic in a smart home which can be developed and integrated in the home routers.
This preparation would assist the forensics investigator in preserving and collecting
data for further examination in the event of an incident as a part of forensics readiness
[40].

On the other hand, the installed applications on the user’s mobile phone/computer
that are used to operate the IoT devices in a smart home generate user-specific data
where some of the data are stored on the local storage of the mobile phone device
(assuming the suspect mobile phone device was present at the crime scene to be
seized) and the rest of the data could be stored on the cloud servers. The data stored
on the cloud will not be accessible to law enforcement agencies unless the Cloud
Service Providers would be under some legal obligations to do so, such as issued
court warrants for specific users account holders which can be a lengthy process,
presuming bypassing the encryption challenge [21]. It is understandable that the
Cloud Service Providerswould be reluctant to dedicate their resources for conducting
forensics investigations unless some incentives are provided. Therefore, this study
proposes IoT Forensics as a service to be offered by the Cloud Service Providers
in order to support law enforcement agencies in their forensics investigations when
needed. However, there are some technical and legal challenges for offering such
services which require more research and investment. For example, some of the legal
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challenges related to privacy and data protection might be resolved by exploring the
options and updating the customers’ service legal agreements (SLA).

(a) Current Digital Forensics Tools

Digital Forensics relies on scientifically derived and proven digital evidence collec-
tion methods and validated tools used by professional forensic experts [41]. Digital
forensics tools are used to identify, preserve, examine and present the digital evidence
in investigations.

One of the problems facing IoT forensics is the shortage of digital forensics tools
available to perform investigations due to its limitations and inability to cope with
the current development in the IoT environment [35]. When compared to traditional
digital forensics techniques, IoT forensics faces several challenges due to the versa-
tility and complexity of the IoT devices. The following are some of the challenges
that may be faced in an investigation [42]:

• Variance of the IoT devices
• Proprietary Hardware and Software
• Data present across multiple devices and platforms
• Data can be updated, modified, or lost
• Proprietary jurisdictions for data are stored on the cloud.

Therefore, IoT forensics is multidisciplinary in approach and often a combination
of tools is required to collect and analyse data from various sources such as the smart
IoT devices, network traffic and the cloud servers.

The sensors and actuators in smart devices tend to generate data autonomously
and in response to human behaviour such as motion detection. This makes them
an excellent source of digital evidence. Although some commercial tools such as
Encase and FTK may be used to collect evidence effectively, it is evident that there
is no one tool capable of doing everything or is capable of doing it very well [43,
44]. In addition, customised or specialised tools are required to acquire data from
the proprietary hardware or software applications of the smart IoT devices [42].

For example [45], developed a plugin in two parts for Autopsy as well as stan-
dalone python script to parse information related to the iSmartAlarm device [46]. In
their research used an open source tool, Nmap to discover ports that were open on
the Amazon Echo device. Putty was used as a serial terminal to read the boot logs of
the Echo. The authors had proposed the use of reverse engineering techniques such
as eMMC Root, JTAG and debug ports to gain access to the filesystem of the Echo.
Further, it is important to note that with every new generation of devices, the structure
and hardware design are changed as well [44]. Therefore, new tools and techniques
are required to be developed to facilitate investigation within these devices.

In the IoT network layer, network forensics tools and methods can be applied to
analyse traffics between the IoT devices and the servers. For instance, [46] usedWire-
shark to analyse traffic between the Echo device and the Amazon server. Conversely,
[47] proposed an automated forensic management system (FEMS) that was devel-
oped to collect data from perception, network, and application architecture layers of
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IoT. Nonetheless, in dynamic IoT networks, it is difficult for FEMS to examine all
IoT devices.

In addition, most of the data on IoT devices is stored in the cloud, forensic inves-
tigators face challenges in physically accessing sources of evidence [35]. A survey
conducted by Wu et al. [9] determined research should specifically focus on devel-
oping tools in IoT forensics to identify and acquire data from the cloud. At present,
the developed forensics tools include cloud data collection forensic tools that are
able to extract some of the data requiring the user’s login details. However, these
tools and techniques have only been developed and tested on specific IoT devices
such as the Amazon Alexa and Google OnHub. Chung et al. [48] proposed using
unofficial APIs technique to acquire cloud artefacts from the server. However, a chal-
lenge experienced by the authors within the past is that unofficial APIs are subject to
change without warning which could require revising of code if the functionality is
still available. This makes the extraction methods unlikely to be forensically sound.

Based on previous literature and current challenges faced by digital forensic inves-
tigators, it is crucial that future research needs to concentrate on the development
of IoT forensic tools that would work effectively across a wide range of devices
[49]. Many businesses in industry that rely on sensitive data for real-time decision
making are prone to cyber-attacks therefore in the next few years, the demand for
IoT security and forensics experts and resources will rise sharply [50].

Further the development of the anti-forensic techniques such as encryption and
activities to overwrite data andmetadata or hiding information as defensivemeasures
are increasingly successful. These include encryption, obfuscation, and camouflage
techniques, and hiding information [39]. Yildirim et al. [51], had conducted an anal-
ysis on Amazon Alexa Echo and Google Home Mini by creating anti-forensics fake
activities (e.g.modifying device name, creating routine and developing custom skills)
to deceive the forensic investigators. The authors determined that illogical requests
with custom skills or acts allow users to perform various operations and generate
fake activity history records. Other techniques include using the “TimeStomp” tool
to overwrite the timestamps in NTFS system [52].

(b) Legal Considerations/Jurisdiction

The use of IoT devices poses a wide range of issues and concerns from a regulatory
and legal point of view. The rise in IoT devices brings about new legal and regulatory
issues and privacy concerns in addition to the existing issues that are already present
in the traditional devices. As it is known, the use of IoT devices has potential benefits
to law enforcement and the data produced by these devices can be used as evidence
to investigate crimes. However, the digital forensic investigator will have to take
into consideration the legal and privacy implications when conducting IoT forensics
investigation.

The digital forensics methodology provides a framework consisting of procedures
and processes that should be in line with standards and guidelines such as ACPO
guidelines [5] to ensure maintaining the chain of custody. The forensic investigator
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guarantees that the legal requirements have been met at every stage of the investi-
gation including identification, seizure, data collection, analysis, interpretation and
presentation of the evidence. However, in IoT forensics the complexity involved
and lack of unified standards hinder the digital investigation process and the law
enforcement from acquiring evidence in a forensic manner [21]. Besides that, the
issues pertaining to cross border data flows prove to be a challenge when acquiring
data which is an existing issue in cloud forensics. When IoT devices gather data of
individuals within one jurisdiction and then the data are stored in another jurisdic-
tion (by the cloud storage service providers) with different data protection laws for
processing, it will be a challenge for digital forensic investigators to get access to
such data (chain of custody).

Even access to such data is obtained, the capability of IoT devices to autonomously
make decisions makes it a challenge to determine accountability, responsibility and
liability for actions taken. As the devices exchange data between themselves and
storing data could be in multiple locations, there are many stakeholders and partners
involved whereby several data processors may have access to the data. Basically,
the service provider being the data controller would essentially determine the scope,
extent, manner and purpose of the use of personal data. The service provider may
also have different third-party data processors processing the data on behalf of the
control of the data controller. Therefore, clarity in the ownership of data needs to be
established and looked at very carefully. Legal frameworksmust be updated alongside
the development of digital forensics techniques to ensure that the data gathered by
the IoT is not misused [53, 54].

Another major challenge from a legal perspective is developing and enforcing a
privacy standard that relates to the current laws as it is different in each country.More-
over, in some circumstances the lawmay differ in various states and provinces within
those countries. There is currently no universal privacy standard model, although
many attempts have been made [55].

On a security perspective, there are proven incidents whereby the IoT devices
developed have security flaws. A follow-up research on the security of IoT devices
revealed that vulnerabilities in IoT devices have doubled since 2013 [56]. In 2018,
hackers had abused Alexa and Google Home smart assistance to eavesdrop on users
without their knowledge. This includes tricking users into revealing personal infor-
mation [57]. Though bothmanufactures respectively havemade great effort to deploy
updates every time, it seems that newer ways to hack apps have started to emerge
[58]. Nevertheless, attempts are being made to introduce legislation to combat weak
security on IoT devices. For example, the state of California has passed a law (Senate
Bill 327 [SB-327]) that came into effect on 1st January 2020 to ban pre-installed and
hard-coded default passwords such as “admin” and “passwords” [59]. However, the
law drew criticism from the security community which appreciated the first move
but said that the law did not go far enough to control IoT security.

Similarly, the UK Government introduced “Secure by Design Code of Practice”
for consumer IoT Security for manufacturers in 2018 which provides guidance for
consumers on smart devices at home. A document entitled “Code of Practice for
Consumer IoT Protection” was published by the Department of Digital, Culture,
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Media and Sport (DCMS) in collaboration with the National Cyber Security Center
(NCSC). The Code was first released as part of the Safe by Design study in the
draft in March 2018 [60, 61]. However, this guidance does not include penalties for
those manufacturers who do not comply as the UK government prefers to take the
approach of collaborating with industry on a voluntary basis. The UK government
aims to enforce “IoT Security -by-Design” law and is holding ongoing discussions
with all parties involved to continue improving the legislation, no deadline has been
set [62].

Overall, it is evident that efforts have been made to develop and improvise legisla-
tions on IoT Security. However, there is no effort to update cyber security legislations
directly related to IoT forensics. In a survey conducted by Wu T. et al. [9], majority
of the cyber forensics’ respondents believe strongly that the current cyber security
legislations regarding IoT forensics are not up to date which is one the significant
challenges in digital forensics.

3 Digital Forensics Frameworks

In the last decade, researchers have developed new process models and solutions to
improve digital forensics investigation. This has helped significantly progress not
only in the field of technology but also in methodology improvement. Digital foren-
sics has become prevalent as the modern infrastructures are becoming complex and
virtualisedwhereby digital forensics investigators are required to acquire and analyse
evidence coming in many formats on various platforms not just computer systems.
While computer forensics is defined to focus on specific methods of extracting
evidence from a particular platform, digital forensics must be designed in a manner
such that it can encompass all types of digital devices as well as future technology.
Different investigators use different methods of conducting investigation depending
on the area of investigation and type of cases, thus there is no standard framework
for an investigation process. This is said to be problematic because evidence must
be obtained using methods that are proven to reliably extract and analyse evidence
without bias or modification [63].

Recently, there have been various frameworks proposed in the field of digital
forensics which attempt to refine a particular methodology for a specific case (see
Table 1). Some of the digital forensics’ methodologies only focus on specific stages
of the digital forensics’ framework such as identification, collection, preservation and
examination stages [64–66] and the triage framework [67, 68] that attempts to address
time sensitive applications, accelerating digital forensics investigation process.

According to Alkhanafseh et al. [69], if the employed framework contains a few
stages, then this framework will not provide much guidance for the investigation
process. A framework that contains many stages in which each stage has substages,
with its usage scenario being more limited, may prove more useful. Therefore, it is
essential to analyse various known forensics frameworks and compare their advances
properly. Various frameworks have been proposed for each forensics area such as
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computer forensics, mobile forensics, network forensics, cloud forensics and IoT
forensics. These frameworks can be distinguished from one another in terms of
number of stages, methods used to collect evidence and digital forensics approach
such as being active or passive.

Palmer [66], defined Digital Forensics Framework as a structure to support a
successful forensics investigation. This implies that the conclusion reached by one
digital forensics expert should be the same as that of any other person who conducted
the same investigation.

A standardised digital forensics framework consists of 9 stages which are outline
as below [70]:

1. Identification: This stage includes recognising an incident from indicators and
determining its type.

2. Preparation: This stage includes preparing tools, techniques, search warrants
and monitoring authorisation and management support.

3. Approach strategy: This stage includes dynamically formulating an approach
based on potential impact on bystanders and the specific technology in question.

4. Preservation: This stage includes isolating, securing and preserving the state of
physical and digital evidence.

5. Collection: This stage includes recording the physical scene and duplicate digital
evidence using standardise and accepted procedure.

6. Examination: This stage includes in-depth systematic search of evidence relating
to the suspected crime.

7. Analysis: This stage includes determining significance, reconstructing fragments
of data and drawing conclusions based on evidence found.

8. Presentation: This stage includes summarising and providing explanations of
conclusions.

9. Returning evidence: This stage includes ensuring physical and digital property
is returned to the proper owner as well as determining how and what criminal
evidence must be removed.

The section below provides an overview of IoT Forensics Framework and outlines
the limitation of some of these frameworks to identify the research gap.

3.1 Overview of IoT Forensics Framework

Advances in the digital system, together with the rapid growth in the IoT era, have
caused a crucial period in digital forensics. Mauro al. [4] identified that there is
no documented method or reliable forensic tool to collect forensics sound artefacts
from a device. The diversity of the IoT environment has made it difficult for forensics
investigators to acquire and analyse data using traditional methods. The IoT devices
are known to have customised operating systems or file structures and number of
wireless protocols. The lack of appropriate tools and methods makes it difficult to
identify and acquire data from the IoT devices.
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In the recent years, there have been attempts by various researchers to develop IoT
frameworks to facilitate digital forensics investigation in the IoT environment as well
as ensure that the evidence is acquired in a forensic manner. An overview of some of
the known IoT frameworks that were proposed in the last few years are demonstrated
in Table 1. This table outlines themain stages of each of these frameworks, the names
of the original frameworks on which the proposed frameworks are based.

A new integration between digital forensics and new technology such asmining of
algorithms, security algorithms and data integrity that have been used by researchers
to propose new frameworks to address some of the challenges in IoT forensics. This
includes integration of fog computing proposed in [71] and blockchain technology
proposed in [72–75 to preserve privacy, authenticity and collection of evidence.
Oriwoh et al. [76] proposed a systematic approach to identify sources of evidence
within the IoT environment using three zones. Zone 1 emphasises on the internal
network such as hardware, software and network connections. Zone 2 focuses on the
peripheral devices such as IDS/IPS, Firewalls orGateway.Zone 3 focuses on the hard-
ware and software outside the network such as cloud and internet service providers.
Further, they also presented aForensicsEdgeManagement system (FEMS) to provide
an autonomous forensics service within a smart home. A layering approach has been
proposed to collect data from the sensor via a network layer, which is then managed
by the perception layer, and the application used to interface with the end users [47].
However, this proposed process coverage within the framework is limited to partial
artefacts identification.

In 2015, Perumal et al. [1], proposed an integrated model, designed based on the
triage model and 1-2-3 zone model for volatile based data preservation [76]. The
proposed IoT digital forensic model includes the following processes authorization,
planning, chain of custody, analysis and storage. However, it did not address the
digital forensic readiness process and the research work was presented in a shallow
manner. Conversely, Zawoad et al. [6] proposed a centralized trusted evidence repos-
itory in the Forensics Aware IoT (FAIoT) conceptual model which is aimed at
giving support in executing digital forensics investigation in the IoT environment
by providing an analysis of the existing challenges. Their proposed approach is to
constantly monitor registered IoT devices and provide access to evidence through the
use of API services to law enforcement authorities. This paper served as an introduc-
tion to the IoT forensic domain and a high-level investigation model was presented
with partial artefacts acquisition.

Kebande and Ray [21] proposed a framework that complies with the ISO/IEC
27043: 2015 which is an international standard for information technology, security
techniques, incident investigation principles, and processes. However, the proposed
framework is generic and the effectiveness of the framework was not tested. In 2018,
the authors proposed an IDFIF-IoT Framework [77]. This framework was an exten-
sion of an initially proposed generic Digital Forensic Investigation Framework for
the IoT environment which was to address the lack of IoT digital forensics investiga-
tion standardisation. This enables the analysis of Potential Digital Evidence (PDE)
generated by the IoT ecosystem. However, the framework lacks ground details that
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would facilitate similar adaptation to different scenarios without changing any main
components or processes [78].

Conversely, Meffert et al. [79] proposed the FSAIoT framework which comprises
a centralised Forensics State Acquisition Controller (FSAC) employed in three
collection modes known as IoT device controller, cloud controller and controller
to controller. Nevertheless, the authors did not explore the forensics soundness of
the implemented IoT acquisition controller and did not take into consideration the
accessing of historical data and deleted data when developing the framework. Nieto
et al. [8] proposed a privacy-based model called PRoFIT to address issues related
to extracting evidence data without violating users’ right of privacy. This frame-
work was based on the international standard ISO/IEC 29100:2011 requirement. It
is important to mention that this model limits cases with the information voluntarily
provided by the users.

In Table 2 the contribution and limitation of the above proposed frameworks
are outlined. As it can be seen in this table, these proposed frameworks are only
focusing on one or more stages of a digital forensics investigation not addressing the
process challenges as a whole. For example, Oriwoh et al. in his work is considering
only the artefact identification whereas Zawoad et al. is only considering the artefact
acquisition. Some of these proposed frameworks are based on theories and they were
not tested in the real environment so the effectiveness of these proposed frameworks
is in question. One of the proposed frameworks requires users to give explicit consent
to the collection and processing of their data in order to prevent the privacy issue of
the participants. It might not be practical in a real digital forensics’ investigation [8].

In summary, most of the current proposed IoT forensics frameworks implemented
in pilot IoT environments have both strengths and limitations. Although these frame-
worksmay be viable theoretically but theymay not be practical solutions in a realistic
IoT environment where an industrial collaboration is required to overcome the poten-
tial challenges. In addition, the focus in developing the IoT forensics frameworks
should be on the entire forensics’ stages rather than a part of the digital forensics’
investigation.

4 Conclusion and Recommendation

The variance of IoT devices, proprietary hardware and software along with different
storage devices and platforms alongside intercommunication among IoT devices
have presented new challenges in the IoT forensics investigation. Some of these
challenges are exacerbated by the lack of appropriate frameworks and IoT forensics
tools as well as the legal and privacy issues.

In this research, the current IoT forensic solutions and frameworks proposed in
the previous studies were reviewed. The strengths and limitations related to these
frameworks were critically analysed in order to provide a clear direction for future
studies.
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Table 2 The contribution of each framework and their limitations

Authors Framework/Model
names

Contribution and
comments

Limitations

Oriwoh et al.
(2013) [76]

1-2-3 Zones of
Digital Forensics

Provides a structured
approach to
systematically reduce
complexity of
investigations in IoT
environments

The proposed process
coverage is limited to
partial artefact
identification

Oriwoh et al.
(2013) [76]

Next Best Thing
(NBT) Triage

Assists with the
identification of
additional potential
evidence sources when
primary source is
unavailable

The proposed process
coverage is limited to
partial artefact
identification

Perumal et al.
(2015) [1]

Top-down approach
methodology

Provides guidance in
investigation of IoT
devices and addresses
issues relating to
volatile data
preservation

The process did not
address the digital
forensic readiness
process and the research
work was presented in a
shallow manner

Zawoad et al.
(2015) [6]

FAIoT Addresses lack of
standardization in the
IoT ecosystem using a
centralized and secure
evidence logging
preservation and
provenance service

The proposed process
coverages are limited to
partial (artefacts
acquisition)

Kebande and Ray
(2016) [21]

DFIF-IoT Proposed a generic and
holistic framework for a
specific domain: Digital
Forensics Investigation
in IoT settings

The proposed
framework lacks ground
details that would
facilitate similar
adaptation to different
scenarios without
changing any main
components or
processes

Meffert et al.
(2017) [79]

Forensic State
Acquisition from
Internet of Things
(FSAIoT)

Proposed a general
framework that focuses
on IoT devices
acquisition

The proposed model did
not consider accessing
historical data and
deleted data and
did not explore the
forensic soundness of
the implemented IoT
acquisition controller

(continued)
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Table 2 (continued)

Authors Framework/Model
names

Contribution and
comments

Limitations

Nieto et al. (2018)
[8]

PRoFiT Proposed privacy-based
model to address issues
related to extracting
evidence data without
violating users´ right of
privacy

This model limits the
case with the
information voluntarily
provided by the users

Kebande et al.
(2018) [77]

IDFIF-IoT The IDFIF-IoT
framework is an
extension of an initially
proposed generic Digital
Forensic Investigation
Framework for IoT
environment
(DFIF-IoT) and as
proposed to address the
shortcomings of lack of
IoT digital forensics
investigation
standardisation

The proposed
framework lacks ground
details that would
facilitate similar
adaptation to different
scenarios without
changing any main
components or
processes

Al-Masr t al.
(2018) [71]

FoBI Proposed a Fog based
IoT framework that is
suitable for IoT systems
that are data intensive
and have a large number
of deployed IoT devices

Requires further
research

Hossain et al.
(2018) [74]

FIF-IoT Proposed a public
digital ledger
(block-chain) based
framework that
addresses issues on
collecting evidence and
a tamper-evident
scheme to store
evidence in a
trustworthy manner

Requires further
research

Goudbeek et al.
(2018) [80]

Home Automated
System (HAS)
Framework

Proposed a seven phase
forensics investigation
framework to guide
investigation of Home
Automated System
(HAS)

Requires further
research

(continued)
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Table 2 (continued)

Authors Framework/Model
names

Contribution and
comments

Limitations

Sathwara et al.
(2018) [81]

Digital investigation
framework for IoT
systems

Proposed an IoT
Framework that focuses
on helping investigators
on information
gathering

The proposed
framework lacked
ground details that
would facilitate similar
adaptation to different
scenarios without
changing any main
components or
processes and the
research work was
presented in a shallow
manner

Hossain et al.
(2018) [82]

Probe-IoT Proposed Probe-IoT to
addresses faced in
evidence acquisition and
integrity of the evidence
during investigation

Requires further
research

Cebe et al. (2018)
[73]

BlockForensic: An
Integrated
Lightweight
Blockchain
Framework for
Forensics
Applications of
Connected Vehicles

Proposed a framework
to facilitate accident
investigations and
preserve the privacy of
users

Requires further
research

Le et al. (2018) [72] BIFF: A
Blockchain-based
IoT Forensics
Framework with
Identity Privacy

Proposed a framework
to enhance the integrity,
authenticity and
non-repudiation
properties for the
collected evidence

Requires further
research

Ryu et al. (2019)
[75]

Blockchain based
framework

Proposed a blockchain
based investigation
framework focusing on
data integrity
preservation method

Requires further
research

Some of these frameworks concentrated on time sensitive applications and accel-
erating digital forensics investigation processes whereas the others only focused
on specific stages of digital forensics frameworks such as identification, collection,
preservation and examination stages. The presence of limitations in some of these
frameworks makes it unsuitable to be implemented in a real IoT environment.

A comparison among the proposed frameworks revealed that the 1-2-3 Zones
of Digital Forensics [76], the Next Best Thing (NBT) Triage [76], the DFIF-IoT
[21] and the IDFIF-IoT [77] frameworks are considered to be the most completed
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frameworks as they cover most of the stages of a digital forensics investigation. The
1-2-3 Zones of DF and the NBT Triage frameworks are limited to partial artefacts
identification whereas the DIFI-IoT and the IDFIF-IoT frameworks lack ground
details that would facilitate similar adaptation to different scenarioswithout changing
any main components or processes. Most of these frameworks are based on theories
so it is not certain they can be implemented in a real IoT environment. Therefore, this
study focused on the simplest form of the IoT environment, smart home, to create
a better picture of the challenges in IoT forensics. The challenges were discussed
in Sect. 2.4 and it was recommended that there is a need for a collaboration among
the government, industry and academia in order to develop a robust IoT forensics
framework.

Moreover, it was discussed that the Cloud Service Providers can play an important
role in assisting the forensics practitioners in IoT investigations however, due to the
limitation of resources, the Cloud Service Providers might be reluctant to cooperate
fully in the investigations. Therefore, in order to provide some incentives, this study
suggests the IoT Forensics as a service to be offered by the Cloud Service Providers,
empowering the ability for forensics readiness.
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