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Preface

Over the last two decades, various functions of a vehicle are performed by using 
electrical and electromechanical systems, which were performed by mechanical 
linkages in conventional automotive systems. The concept of using electronic con-
trol systems as replacement for mechanical control systems in automobiles is called 
as drive-by-wire or x-by-wire. The main functions such as acceleration, braking, 
and steering are controlled by the use of mechanical, pneumatic, and hydraulic com-
ponents in conventional vehicles where are more prone to wear and tear. Thus, the 
efficiency and performance of such vehicles deteriorates over a period of time. In 
contrast, the drive-by-wire technology uses sensors, electrical motors, and electro-
mechanical actuators to perform vehicular functions. Moreover, the subsystems in 
the drive-by-wire technology have a dedicated Electronic Control Unit (ECU) to 
monitor and control vehicle parameters with the help of appropriate sensors and 
actuators. These subsystems are called as Automotive Embedded Systems. 
Embedded systems in automobiles are basically classified into five domains such as 
Power Train, Body Electronics, Chassis, Human–Machine Interface, and Telematics.

The main objective of Industry 4.0, the Fourth Industrial Revolution is to make 
everything smart and connected with each other. The tremendous growth in automo-
tive electronics and wireless communication technology has paved a way for new 
technology called Connected Cars through which many innovative features have 
been added in a typical car to enhance the comfort of the stake holders.

This book starts with automotive safety systems which is one of the major func-
tional domains. The book discusses the importance of software in automotive sys-
tems followed by an insight into Automotive Software Standards, MISRA Coding 
Standards, and Model-based Software Development Approach. The book further 
discusses vehicle diagnostics and over-the-air software update processes. The book 
also illustrates the role of sensors and artificial intelligence in automotive systems. 
Various innovative applications involving the concept of Internet of Things are also 
presented in this book. This book is intended for academicians, researchers, and 
industrialists.

Coimbatore, Tamil Nadu, India�   M. Kathiresh 
Coimbatore, Tamil Nadu, India �   R. Neelaveni 
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Automotive Safety Systems

S. Hamsini and M. Kathiresh

�Introduction

Road traffic crashes lead to an estimated death of nearly 1.25 million people in a 
year and millions more succumb to injuries [1]. In order to reduce such gruesome 
road traffic fatalities and injuries, various measures grounded on evidence have 
been formulated by the World Health Organization. A critical role is played by safe 
vehicles to avert crashes and minimize the probability of serious injury. Safety stan-
dards for automobiles are set by the United Nations World Forum for Harmonization 
of Vehicle Regulations along with the legal framework for which voluntary applica-
tion by member states is possible. Vehicles that abide to these safety standards are 
less prone to accidents, and on the occurrence of road traffic crashes, the injuries are 
far from life-threatening [2].

Though there are various contributing factors to accidents, the major single rea-
son points towards the driver as human errors contribute to a major percentile of 
accidents. Modern vehicles include various safety features that assist the driver in 
various possible ways. The modern vehicle design is focused on better safety fea-
tures for the driver and the passengers.

The systems that get activated in retribution to an abnormal event such as a safety 
problem are termed as active safety systems. These systems are triggered in anoma-
lous circumstances by human operators or spontaneously by an intelligent computer 
system. The systems that act in a favorable manner in response to dangerous events 
by relying on the laws of nature are named as passive safety systems. This safety 
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system may be a physical feature or an added internal system or design modifica-
tions that enhance the driving of the vehicle.

�Vehicle Safety Systems

When the design of a vehicle is considered, one amongst the various important 
aspects is its safety both in the vehicle as well as in its features. Automobile safety 
is the scientific domain related to the study, design, construction, and regulation of 
technology mainly focused on minimizing the occurrence and consequences of road 
traffic accidents. Vehicle occupant safety can be generally categorized into two 
areas: firstly, active safety, which is basically designed for crash avoidance, and 
secondly, passive safety also known as crash worthiness where in the worst case that 
a crash happens, protection of occupant is ensured [3]. The various active safety and 
passive safety features are depicted in Fig. 1.

The assistance provided by technology for the prevention of a crash is termed as 
active safety, whereas the various physical components of an automobile that col-
lectively help to protect the inhabitants when a crash occurs are referred as passive 
safety. Figure  2 illustrates the timeline pertaining to the active safety and pas-
sive safety.

Active Safety

Braking System

Visibility

Minor Design Aspects

Cruise Control

Electronic Stability

Lane Departure Warnings

Park Assist and Reverse Assist

Door Open Warning

Dash Board Warning Signs

Passive Safety

Airbags

Seat belts

Sturdy Front Design

Non-Shattering Windshields

Pedestrian Protective Soft Bumpers

Collapsible Steering Column

Cargo Protection

Fig. 1  Active and passive safety features
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�Active Safety Systems

The features of a vehicle that help to mitigate or prevent road crashes are basically 
active safety features. These features mainly focus on prevention of the crash or 
reduction of severity of a crash that is unavoidable in nature. One or more aspects of 
an automobile are monitored constantly by the active safety features for potential 
hazards. In the instance where a problem occurs, the situation is rectified autono-
mously by active safety features. Protection that is offered is increased by active 
safety features. The devices and systems used for active safety are generally auto-
mated. Few basic active safety features are discussed below.

�Braking System

A brake is basically a mechanical device that operates by inhibiting motion by 
means of absorbing energy from a moving object. It is generally intended for decel-
erating or altogether stopping an automobile in motion, its wheels and axle, and this 
is frequently accomplished through friction. The rapid advancements in vehicles 
and modern road infrastructure facilitate faster driving habits. In this scenario, when 
hard brake is applied to a moving vehicle, the wheels may get locked up and end up 
sending the vehicle to spin out of control. In order to avoid those mishaps, an anti-
skid system involving the brake was developed which is now improved as Anti-
Lock Braking System (ABS).

Movement of vehicle is the result of friction between the vehicle’s tyres and the 
road. A torque is applied in the opposite direction to that of the friction, thus ulti-
mately leading to the wheel halting the rotations. While braking, ABS allows the 
vehicle’s wheels to maintain tractive contact based on driver inputs with the road 
surface. Avoidance of uncontrolled skidding and prevention of locking up of wheels 
are attained.

The principles of threshold braking and cadence braking that were in practice by 
experienced drivers formerly are employed in the ABS as an automated system. Due 

Active Safety Passive Safety

Damage ReductionHazard
Detection

Hazard
Avoidance

Hazard Mitigation 

Time

Crash
Inevitable Crash

Fig. 2  Vehicle crash timeline of safety
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to the automation, ABS acts in a considerably faster rate and in a very effective man-
ner than manual operation. Enhanced vehicle control and reduced stopping dis-
tances is provided by the ABS on dry and certain slippery surfaces, but the 
performance is comparatively diminished, and the braking distance may increase on 
loose gravel roads or surfaces concealed with snow. Initially ABS was introduced 
for production vehicles; hence the sophistication and effectiveness of these systems 
have increased. Not only the prevention of wheel lock under braking is attained but 
also alteration of the front-to-rear brake bias is accomplished. Illumination of a 
warning light located on the vehicle instrument panel indicates a fault within the 
ABS. Until the fault is resolved, the ABS will be incapacitated. The modern ABS 
involves a dedicated microcontroller controlling all the four wheels by means of a 
control system consisting of hub-mounted sensors to apply individual brake pres-
sure. Due to rapid escalation of popularity of the electronic stability systems due to 
the massive reduction in cost of vehicular electronics in the recent years, the ABS is 
present as a standard entity in most of the vehicles nowadays. A study has proved 
that automobiles with ABS are less likely to go through fatal accidents by a percent-
age of 37%.

Brake lights are another feature of braking that is relatively less technical and 
more of a handy feature while driving. Brake lights are simple indicating lights usu-
ally red to enhance visibility even in daytime. These lights glow brighter, indicating 
the vehicle following that the brakes are applied and the vehicle is going to deceler-
ate or stop. It is more of a traffic feature that facilitates fellow drivers to adjust to the 
traffic when someone applies brakes.

Parking brakes also known as hand brakes are another feature that is used to 
secure the vehicle motionless when parked. The general idea is to restrict the uncon-
trolled movement of the vehicle due to slope or external impacts when parked, but 
historically it also acted as a secondary emergency brake in situations where the 
main brake fails. But with improved braking systems like ABS, the parking brakes 
are needed only when the vehicle is parked.

As seen with the ABS and cruise control, the brake assist system helps a driver 
in many ways from applying emergency brake pressure to preventing collision and 
skidding. The modern brake assist is integrated with an anti-collision system where 
brakes will apply automatically on detecting a possibility of collision. It also gives 
warnings about the health of brake system.

�Visibility

Visibility to the driver is a major factor while plying on roads. Features including 
rearview mirrors, wipers, and clear windshields enhance the visibility for the 
driver to see.

Seating position of the driver is a key parameter as it decides the visibility of the 
road and surroundings to the driver. One should choose minimum or no blind spot 
position to sit while driving. Many features like adjustable seat position, height, and 

S. Hamsini and M. Kathiresh
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adjustable steering columns help in achieving a comfortable seating position for 
driving.

Though the feature of automatic climate control is more of a comfort feature to 
control temperature and humidity inside the vehicle, it also plays an important role 
in preventing formation of fog in windows and windshields. Thus, it improves vis-
ibility during winters and rainy season.

Rearview mirrors give access for the driver to see the sides and rear side of the 
vehicle. It helps the driver to decide before changing lanes or attempting a turn and 
helps to monitor the entire vehicle. Advanced rearview mirrors also have features 
like electronic adjustments to counter parallax errors and some vehicles have cam-
era sensors that capture the video and display it in the screen inside the vehicle.

Headlamps facilitate the drivers to drive the vehicle during nights. However, 
advanced features in headlamps such as adaptive focus and brightness facilitate the 
driver with a better and comfortable visibility [4].

Wipers are a simple link mechanism that helps in wiping the water in the wind-
shield while raining. During rains, it is difficult for the driver to get proper visibility 
due to water creating refraction with the windshield glass. Advanced features in 
wipers include automatic rain sensing where the wiper gets activated on sensing 
raindrops on the windshield.

There is another aspect of visibility where the vehicle needs to have some added 
features to have better visibility to be seen by others.

Recent standards for vehicles after BS IV and Euro IV made it mandatory for the 
vehicles to have running headlamps even during the day. The idea is mainly to make 
the vehicle more visible even from a distance. With advancements in headlamps 
after the introduction of LEDs and their minimal cost for installation and mainte-
nance, it is quite a handy feature of the vehicle.

Parking lights are used when the vehicle is pulled over in highways or some work 
is happening around the vehicle that is parked. It should not be used when the vehi-
cle is moving.

The color of a car has been a debatable study for the past decades as to how it 
plays a role in road accidents. Some of the latest studies essentially suggest that cars 
with brighter colors such as white are relatively less prone to accidents than the ones 
with black or gray. Apart from the study being under scrutiny to be proven factual, 
it is a general idea that a better visible color enhances the visibility of the vehicle.

Another significant instance when it necessitates to get the attention of fellow 
drivers on the road is especially when taking turns or going reverse, and the acces-
sories that aid for this are turning indicators and reverse signal indicators. These 
indicators give the signals by glowing intermittently, sometimes combined with a 
buzzer or tune to alert the presence to fellow drivers.

Horns and tunes are used to grab the attention of fellow drivers to indicate the 
action to be performed by the vehicle.

Automotive Safety Systems
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�Minor Design Aspects

Bumpers fitted in front and the rear of the vehicle absorbs impacts during minor 
collisions, preserving internal major components and thereby reducing repair cost. 
However modern safety standards suggest using soft bumpers to enhance pedes-
trian safety.

The intended design function of a spoiler which is an aerodynamic device is to 
“spoil” hostile air movement across a moving vehicle, generally termed as drag or 
turbulence. Spoilers employed in the front of an automobile are termed as air dams. 
Spoilers are frequently attached to sports cars of high performance and to vehicles 
intended for racing, though nowadays it is a common accessory in passenger cars 
too. Few spoilers that are employed in the cars are predominantly for styling pur-
poses and aid very less towards aerodynamics. The wing in a vehicle refers to a 
device intended to generate downforce when air passage occurs around it and to not 
disrupt the existing patterns of air flow. Thus, instead of decreasing the drag, auto-
motive wings in reality increase drag.

�Cruise Control

Cruise control also known as speed control automatically maintains the speed of the 
vehicle by taking over the throttle of the vehicle and maintains steady speed. This 
feature is especially helpful on highways and expressways where a steady speed 
needs to be maintained over a long period. Figure  3 illustrates the operation of 
cruise control system present in vehicles.

More advanced adaptive cruise control mechanisms integrate features like radar-
based dynamic cruise control and automatic braking system on detecting potential 
forward collision, and this is essentially a principal step towards autonomous vehi-
cles where a vehicle varies its speed through intelligent radar-based sensor system 

Fig. 3  Cruise control
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and also stops on detecting collision probability with near-zero human interven-
tions [5].

Speed governors are actually an optional feature which restricts the vehicle from 
going beyond certain prescribed speed limits.

Autopilot is an advanced active safety feature envisioned for advanced driver 
assistance to enhance the safety and convenience of the driver behind the wheel. A 
few autopilot systems include a suite of driver assistance features like traffic aware 
cruise control, auto lane change, summoning where the car navigates in a parking 
lot to an intended location while maneuvering around objects that hinder its naviga-
tion otherwise and full self-driving capability among various other features.

�Stability

Physical stability of the vehicle is more of a design aspect of the vehicle that pro-
vides mechanical stability to the vehicle while driving. Proper wheel balancing, 
sturdy and rigid chassis, optimum tire pressure, distribution of body weight, steer-
ing system, and suspensions majorly contribute to the physical stability of the vehi-
cle. Stringent standards and guidelines are provided for the manufacturers to ensure 
these design aspects [6].

Electronic stability control (ESC) is a computerized technology which is intended 
to detect and reduce loss of traction that results in skidding and thus overall improves 
the stability of a vehicle, and it is also known as dynamic stability control (DSC) or 
electronic stability program (ESP). Brakes are applied automatically when loss of 
steering control is detected by ESC, and it steers the vehicle where it is supposed to 
go according to the driver’s intention. Braking is applied automatically to the wheels 
separately, namely, the outer wheel in the front as a counter for steer and the inner 
wheel in the rear to handle understeer. Engine power is also reduced by a few ESC 
systems till control is attained. The cornering performance of the vehicle is not 
improved by ESC, but the loss of control is minimized with its help. ESC is a com-
puterized system that involves various sensors such as wheel speed sensors, steering 
angle sensor, accelerometer, etc.

A vehicle can be steered when it veers or slides out of the intended path due to 
natural hindrances such as rain or snow. The path of a vehicle in both the instances 
where ESC is present and not when loss of traction occurs is depicted in the Fig. 4.

Traction control system is an active vehicle safety feature which is actually a 
secondary feature of electronic stability control and kicks in when the vehicle’s 
speed increases and prevents loss of traction of the wheels driven on roads. This 
active safety feature is activated while driving when the throttle input and the engine 
torque do not match.

Other key stability warnings are tyre deflation warnings which prompts the driver 
that the tyres are either deflated or not in the optimum pressure for the drive and air 
suspension warning system which essentially warns about faulty functioning of sus-
pension due to various reasons.

Automotive Safety Systems
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�Lane Departure Warnings

A lane departure warning system has the intended purpose of monitoring the lane 
markings and detecting the drifting or veering of vehicles out of its own lane. These 
systems then warn the drivers through an audio alert or a visual illustration regard-
ing the unintentional lane shifts and to navigate the automobile back into its intended 
lane. Figure  5 represents the lane departure warnings that arise when the driver 
changes lanes along with the outline of the current lane where the vehicle is 
navigating.

Fig. 4  Electronic stability control

Fig. 5  Lane departure warnings
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�Park Assist and Reverse Assist

The most complicated aspect of driving involves parking of the vehicle properly in 
a narrow space. Only skillful drivers can perform this parking without much diffi-
culty. Therefore, an assist to facilitate all the drivers to park the vehicle is introduced 
in modern cars. The intelligent park assist can steer itself into a parking space with 
no or minimum input from the driver eliminating minor accidents. Another notable 
feature is where the reverse assist essentially helps the driver to park when the 
vehicle is put on reverse. It is integrated with a reverse camera and sensors, and the 
view is displayed to the driver through a screen that enables him to perform complex 
reverse maneuvers easily. There are various sensors such as ultrasonic sensors to 
detect the proximity of various objects within the vicinity of the vehicle in the rear 
and warn about it.

�Door Open Warning

Door open warning systems encompass a sensor that detects any approaching vehi-
cles in the rear when an individual is opening the car door and prevents the opening 
of the car door when vehicles are detected within the vicinity and also warns the 
approaching vehicle by means of cautioning lights and buzzers. The door open 
warning system is depicted in Fig. 6

Fig. 6  Door open warning

Automotive Safety Systems
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�Dashboard Warning Signs for Various Aspects of ECU 
and Component Failure

There are a lot of other warning signs in the dashboard that facilitate the driver to 
have a tab over various aspects of the vehicle. Key features include door not closed 
warning sign, low fuel indicators, seat belt warnings, overheating of component or 
engine warnings, headlamp status, indicator, and much more. Some the warning 
features in the dashboard in a modern vehicle are illustrated as in Fig. 7

�Passive Safety Systems

Apart from various active safety features, there are many passive safety features of 
the car which is also known as crashworthiness of the car. These features are actual 
lifesavers when in unfortunate circumstances the vehicle is subjected to a crash. 
Many crash tests are carried out on a regular basis to improve the passive safety 
system that will reduce the fatality rates even after the crash.

When a crash has occurred, then in that instance protection is provided to the 
occupants from further injury through various features, and these features are called 
as passive safety features. The protection of the driver and passengers from several 
crash forces is ensured by the passive safety features. Life space is the protected 
area surrounding the occupants of the vehicle in which likelihoods of dodging with 
negligible injuries are possible. Passive safety features help to ensure that the life 
space exists safe and secure along with the occupants and they remain in this space 
during the crash.

Fig. 7  Dashboard warning signs
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�Airbags

Airbags are considered one of the most important and key safety features nowadays. 
These airbags inflate into cushioning bags essentially saving the driver and the pas-
sengers from the crash and from sustaining fatal injuries. Advanced vehicles come 
with multiple airbags to prevent injuries and to provide maximum protection. Even 
though airbags do not offer complete protection, it reduces the impact in such a way 
that the person has a better surviving chance.

�Seat Belts

Seat belts along with the pretensioners prevent the person from moving forward 
suddenly due to inertia when met with a forward collision. This not only prevents 
the person from being ejected forward but also holds them in a position for the air-
bags to operate effectively for the safety. Wearing seat belts is mandatory for driving 
in almost every country, and there are warning lights to indicate if the driver or the 
driver side passenger doesn’t wear it. Modern vehicles include seat belts for the pas-
sengers in the rear seats too.

�Sturdy Front Design

Another important design feature is a sturdy and rigid front design which will 
absorb most of the impact on the collision, so that the person inside the vehicle can 
have better chance of surviving. Careful placing of mounting brackets and other 
metal or sharp construction away from the areas that are potential to hit the passen-
gers is preferred that in the off chance when a crash is inevitable. Preference is given 
to leather or soft material usage in areas like dashboard, instrument panel, and other 
areas of contact.

�Non-shattering Windshields

The usage of laminated windshields enhances the visibility, but also the glass comes 
with a non-shattering feature which breaks into minute particles on crash, thereby 
avoid breaking into sharp pieces. This in turn reduces the fatal injuries incurred dur-
ing the crash.

Automotive Safety Systems
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�Pedestrian Protective Soft Bumpers

This feature is to prevent sustaining injuries to the pedestrians who may acciden-
tally get hit by the vehicle. Hard front bumpers can inflict severe injuries to the 
person who gets accidentally hit by the cars. Therefore, relatively softer bumpers 
are preferred. Redesigning of bumpers, hoods, and windshield to be energy absorb-
ing will actually reduce the impact on pedestrians during pedestrian-car crashes.

�Collapsible Steering Column

Steering columns are found to be fatal in sustaining injuries to the driver as it is rigid 
and immediately contacts the driver when in crash. Therefore, a modification in the 
design has been brought in where the columns automatically collapse down on high 
impact, thereby preventing the driver from engaging with a rigid column on crashing.

�Cargo Protection

Many SUVs, AUVs, and other utility vehicles have the feature to securely fit the 
cargo, avoiding it from throwing off or moving while on crash. This also helps from 
people suffering any injuries from heavy cargo or luggage on the road.

�Security

Automotive industry is inching towards superior integration and virtualization by 
escalating the number of functions and complexity in terms of the software. The 
reason for this inclination is that the wiring harness has reached its upper boundaries 
to accommodate ECUs as cars incorporate nearly 100 ECUs nowadays. This results 
in a broad spectrum of digital and electronic attack surface available where contact 
is present with various built-in systems along with numerous widely ranging exter-
nal networks such as Wi-Fi and cellular networks.

A collaborative effort between the supply chain and the comprehensive ecosys-
tem along with a holistic approach is required where their involvement and contri-
bution matters highly to attain security in the complex systems specified above. To 
attain effective security, it is very important to deal with the components and threats 
along with the attack points as a whole entity instead of considering them individu-
ally. In the context of security, both physical and the cyber worlds should be consid-
ered to be compromising as any one of them may lead to devastating results 
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collectively to a vehicle’s systems. The surfaces prone to attack due to exposure and 
hacking on a next-generation car are illustrated in Fig. 8.

�Layers of Security

The three layers that constitute the security in an automobile are, namely, hardware 
security, network security, and software security.

�Hardware Security

The hardware security systems offer physical protection in a car such as the firewall 
to the engine, seat belts, and airbags. They offer protection to the operating compo-
nents in case of accidental or intentional damage. Various building blocks of hard-
ware security are used in wide ranges to secure the ECUs and the buses. A few of 
these hardware security features are described here.

Secure Boot Along with Software Attestation  Product keys and digital signatures 
are checked, thereby detecting tampering if any in the boot loaders as well as critical 
operating system files. The invalid or tampered files are blocked from execution, 
providing a trusted foundation on operating ECU, much before it gets infected from 
tampered files.

Fig. 8  Surfaces prone to attack due to exposure and hacking on a next-generation car
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Trusted Execution Module  A unique identifier is created for each approved com-
ponent by using cryptographic techniques. This enables an accurate comparison 
between the known authorized source and a new startup environment. Any attempt 
made by unknown or unauthorized component or source is prevented as the launch 
of code is arrested when the match is not found.

Protection from Tampering  The user data such as account credentials and intel-
lectual property along with encryption keys are encrypted at compile time. 
Decryption is performed during a small execution window; thus protection of infor-
mation is ensured from attempts of tampering and reverse engineering.

Cryptographic Performance Acceleration  Cryptographic performance is 
improved by utilization of optimized hardware for encryption workloads. This 
ensures easier incorporation of public key or symmetric encryption into various 
applications and processes. The hardware is designed specifically to enhance and 
improve the computationally intensive operations involved in encryption.

Protection of Active Memory  Instances of buffer overflow need to be prevented 
as malicious code may exploit them. This is accomplished by embedding the func-
tionality of pointer checking in the hardware; thus vulnerabilities in the code are 
reduced.

Unique Device Identity  Unique identity of each and every device is known to the 
manufacturers, and it enables secure identification. It prevents unapproved devices 
from accessing the network and systems intended for a particular manufacturer.

The following sections describe the instances where the hardware security is 
realized real-time in an automobile.

�Smart Keys

Smart keys are electronic entities intended to provide access and authorization to 
automobiles. Vehicles provided with smart keys can be started without insertion of 
the key in the ignition as long as the presence of the smart key is ensured within the 
car. Settings can be adjusted as per the requirements of the users on locking methods 
such as the press of a button on the door handle or the smart key or the touch on a 
capacitive area on the door handle. Trunk release is also automated by smart keys 
electronically along with buttons inside the car which can be used to release the 
trunk mechanically.
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�Anti-Theft Alarms

Anti-theft alarms are systems that are installed by manufacturers to prevent unau-
thorized access of the vehicle. Various systems coupled with GSM and GPS are 
available where the users are intimated through a message regarding the unauthor-
ized access if done, and based on the cost of the system, the complexity of the sys-
tem varies. A low-end system sends a message to the user when an unauthorized 
attempt to steal a car is made, whereas a high-end system files a complaint to the 
police along with deactivating the fuel injector, thus making the attempt futile.

�Software Security

Only direct physical contact of the hackers with the car made the automotive net-
works vulnerable previously. But nowadays time and money along with unwavering 
effort from an attacker can yield access to these systems easily without any physical 
presence too. Common protocols are used to link a huge number of ECUs, and this 
has potentially amplified the attack surface, and accessibility to vehicles has also 
increased. ECUs with diverse competencies are present in a vehicle [7]. This 
increases the difficulty to add hardware security capabilities to some of these ECUs; 
hence software-based security along with cooperating processors are required. 
Some of these features that defend the vehicle are described below.

Secure Booting  Secure booting cooperates with the hardware and makes sure that 
the software components that are loaded are valid. This validity ensures for the rest 
of the system that there exists a root of trust.

Partitioned Operating Systems  This involves a general combination of hardware 
and software intended for isolation of various processes or functions, such as those 
on the extreme background rather than those that are vital for the vehicle to run in 
that instant. Hence, the complexity involved in associating multiple systems onto a 
single ECU is thus decreased. Various techniques such as containers and virtualiza-
tion aid in assistance for update or replacement of individual functions, preventing 
any impact on the overall operation [8].

Authentication  Authentication provided by just a smart key is no longer enough in 
this era where never ending advancements in technology are present. Authorization 
of electronic keys, passwords, and biometrics should be mandatory to access per-
sonal information stored in the software of a vehicle as a profile. In the same fash-
ion, authentication by several ECUs is required in order to prevent an attacker 
gaining control of the system by sending messages or faulty commands.

Imposition of Appropriate Behavior  Cyberattacks usually involve compromising 
one component in a system and using it as a leverage to compromise the rest of the 
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system. Prevention of such an activity in a network is vital for detection and correc-
tion of various threats of malicious nature. These are enormously useful and can be 
utilized in a connected car environment with a collection of cars in the vicinity. 
Tampering or hacking into one of the cars in the vicinity may pave a way for a 
cumulative attack by using the affected car as a trusted source for other cars, and 
this is efficiently evaded.

�Advanced Keyless Entry

Advanced keyless entry means that the key or the smart key need not be pressed to 
unlock or start the car. Just the presence of the key within the required vicinity of the 
car is enough to unlock the car. The locking and unlocking methods may differ for 
different vehicles [9].

�Network Security

In-vehicle networks contain a combination of operational and personally recogniz-
able information. This may involve navigation routes, current location, call history, 
etc. It is vital to establish operational security, privacy, and consumer trust, and this 
is attained by protection of data and messages over the communication bus. Various 
common protocols such as controller area network (CAN), media-oriented systems 
transport (MOST), local interconnect network (LIN), automotive Ethernet, FlexRay, 
Bluetooth, Wi-Fi, and mobile 5G make it possible to protect and safeguard the net-
work since good security techniques that are well tested over the time exist in them. 
But when new protocols are considered such as dedicated short-range communica-
tions (DSRC), they generally magnify the threats, thus intensifying the attack vec-
tors. Security-enhanced ECUs may be coupled with security-enhanced networking 
protocols, thus ensuring enhanced authenticity, reliability, and integrity of the trans-
mitted data. Without significant hindrance in performance, latency, or real-time 
response, the following features ensure secure networks [10].

Authentication of the Device and Messages  Communications are verified such 
that they arrive from an approved source. Protection of the authentications is attained 
so that it is not spoofed or recorded or replayed.

Access Controls  Pre-approval of systems and sensors is done, and communica-
tions between only the above two are allowed, and the rest of the unapproved mes-
sages are blocked along with the alerting regarding any invalid attempts to the 
security systems. Different access rights are provided to various parties such as 
manufacturers, end users, drivers, and law enforcement officials to the information 
systems of the car that have to be authorized and accordingly controlled.
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�Vehicle Tracking Systems

Vehicle tracking systems are intended to collect the automatic vehicle location of 
various vehicles and project this massive data into a comprehensive visual represen-
tation. This information is used by manufacturers where in case of an accident assis-
tance is provided in some instances. Various popular uses of vehicle tracking 
systems are theft prevention, stolen vehicle recovery, tracking assets during trans-
portation, fuel monitoring, etc.

�Remote Control and Access

In the era of connected vehicles, remote control and access plays a significant role 
for various tasks like service through remote access, driverless cars controlled from 
remote operation centers, etc. Latency and system outages are a few hindrances that 
prevent the remote control and access to be utilized to their full potential in automo-
tive systems. With the advancement of technology with each passing day, these 
bottlenecks are miniscule. Thus the remote control has various energy and environ-
mental impacts where drive cycle is optimized which in turn improves the fuel 
economy.

�Summary

The various vehicular safety features prevalent in the automobiles to enhance the 
safety as well as security are explained here. The escalating growth in the field of 
vehicular safety is motivated by a combination of dynamic entities. In the era of 
connected vehicles, connectivity of the vehicles with the external world is essential. 
Due to this the attack surface is extremely widened leading to vulnerabilities. 
Compromising connectivity to address the vulnerabilities is not a solution; thus, 
advanced safety and security measures should be embedded in the vehicles. The 
vehicles should be well equipped to handle such attacks once in a while, and such 
sophisticated safety and security maneuvers are considered mandatory by the auto-
makers nowadays.
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Virtualizing an Automotive State-of-the-
Art Microcontroller: Techniques and Its 
Evaluation

Arun Kumar Sundar Rajan and M. Nirmala Devi

�Introduction

Cars are no longer just vehicles of transportation but a complex and innovative elec-
tronic entity which ensures our safety and has become an integral part of our day to 
day life. Over the last two decades, technological innovations in the automotive 
domain started replacing the traditional mechanical components with more and 
more electrical and electronic devices. Luxury cars like BMW 7 series have more 
than 150 electronic control units (ECUs) [1]. Though these devices facilitate modu-
larity in operation, it increases the cost of deployment and maintenance. Original 
equipment manufacturers (OEMs) have taken an approach of restructuring the E/E 
architectural components into specific domains or zones [2], with a future focus of 
achieving a centralized computing platform (CCP) [3]. Consolidation of small 
applications like acoustic vehicle alerting system (AVAS), ventilation system 
(HVAC), and charge control unit (CCU) into the zone of vehicle control unit (VCU) 
is an example of such restructuring process.

For quite some years, hypervisor (HV) had been a known solution for consolidat-
ing real-time heterogeneous applications onto the same hardware and at the same 
time ensuring isolation of temporal, spatial, and faults among the applications. 
When a system is virtualized, it is possible to plug and play an application without 
interfering other existing applications [4]. Efficiency and performance of the hyper-
visor primarily depends on how the underlying hardware can support for 
virtualization.

Advanced processors with built-in virtualization features are used in automotive 
domain for zones like infotainment, but not yet deployed in safety critical zones like 

A. K. Sundar Rajan (*) · M. Nirmala Devi 
Department of Electronics and Communication Engineering, Amrita School of Engineering, 
Amrita Vishwa Vidyapeetham, Coimbatore, India
e-mail: s_arunkumar@cb.amrita.edu; m_nirmala@cb.amrita.edu

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-59897-6_2&domain=pdf
https://doi.org/10.1007/978-3-030-59897-6_2#DOI
mailto:s_arunkumar@cb.amrita.edu
mailto:m_nirmala@cb.amrita.edu


20

powertrain and vehicle control functions. Compared to controller chips [5], proces-
sors generally do not own the data they process nor control, and they depend on the 
reliability of external memory and its data transfer. This brings an uncertainty on the 
safety and security aspect! Additionally, execution of ASIL-D [6] powertrain func-
tions must be monitored and verified by the hardware—where MCUs with lockstep 
core functionality suffice this requirement.

In view of safety and security standards, automotive original equipment manu-
facturers (OEMs) still insist on pursuing the powertrain functionality development 
on multicore controller platform (MCU) instead of advanced many-core proces-
sors. Although automotive MCUs have many cores and execute at higher clock 
speeds, the common problem is that these MCUs do not facilitate hardware-assisted 
extensions for virtualization. Furthermore, hardware resources and response time of 
MCUs are still a bottleneck compared to that of a personal computer (PC). It is also 
critical in a virtualized system to share the MCU’s hardware resources like memory, 
peripherals, and system clock among the applications or virtual machines (VMs).

In this chapter, the following techniques for virtualizing a legacy system are 
discussed:

•	 Securing a virtual machine
•	 Synchronizing the start-up of a virtualized system
•	 Handling of hardware interrupts and traps
•	 Facilitating peripheral access (input/output access) to the applications

A demonstrator with two heterogeneous virtual machines, namely, application 
for governing the engine control unit (E-ECU) and vehicle control unit (VCU), was 
used. These applications were ported to a real-time automotive powertrain control-
ler (TC29x-AURIX) [7], and a prototype version of the hypervisor from ETAS 
GmbH [8] was used. Detailed findings from our demonstrator are presented in the 
reference [9]. Experimental observations from the demonstrator are put forth, fol-
lowed by recommendations and limitations of the virtualized system.

�Hypervisor Classification

Hypervisor, also termed as virtual machine monitor (VMM), is a software technique 
to consolidate multiple virtual machines (VM) or applications on the same hard-
ware. A common example, most of the users would have Windows OS installed on 
their laptop. Now, if the user wanted to use the same laptop to work with LINUX 
OS—there are two options:

•	 To uninstall windows and install LINUX
•	 Inside the Windows environment, the user shall install an application called 

“VMware,” and install LINUX inside the VMware

The former option restricts the user from accessing applications in Windows. 
However, the latter supports the user to access applications of windows and LINUX 
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simultaneously on the same laptop. Here, VMware plays the role of hypervisor/VMM, 
enabling applications running on Windows and Linux to use the same, underlying 
the laptop’s memory, peripheral devices, etc.

Having the context of hypervisor set, the next step is to classify based on the 
deployment [10, 11] of hypervisor.

�Type 1 or Baremetal Hypervisor

Hypervisor is a software layer that executes directly on the hardware, encapsulating 
all the access towards the hardware. The operating system (OS) is part of the appli-
cation, referred as guest OS. Applications along with their OS work like a plug-and-
play components, as shown in Fig. 1a. The hypervisor layer forwards the hardware 
interrupts to the application and also serves the request for hardware access.

�Type 2 or Hosted Hypervisor

In contrast to the type 1 hypervisor, the hardware comes with an OS (host OS), and 
the hypervisor is implemented on top of the host OS. In this type, the hypervisor 
cannot directly access the hardware and instead use the services provided by the 
host OS, as shown in Fig. 1b. The applications can also have their own OS (guest 
OS). Compatibility between host OS and hypervisor is a decisive point for the design.

It has been over several decades since the hypervisor has found its use in servers 
deployed at data centers. A brief history on the journey of virtualization is presented 
in works of Strobl et al. [12]. An embedded environment is a miniature of PC envi-
ronment, designed for a specific purpose with limited hardware resources but robust. 

Fig. 1  Overview of type 1 and type 2 hypervisor
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Real-time embedded systems have always been hindered from virtualization, 
because of hard real-time deadlines and limited resources to share [13, 14]. With 
introduction of fast multicore embedded chips [15], virtualization seems to be a 
possible attempt [12]. There are different types of embedded hypervisors, commer-
cial as well as open source. A detailed comparison of four known embedded hyper-
visors is presented in our previous work [9].

�Implementation

In the automotive domain, the target is not just to execute an application but to 
ensure they are executed in hard real-time and fail-safe. Considering the safety and 
security standards that are to be fulfilled, automotive original equipment manufac-
turers (OEMs) pursue the powertrain functional development on multicore control-
ler platform (MCU) instead of advanced many-core processors. Compared to 
controller chips, processors generally do not own the data they process, and they 
depend on the reliability of external memory and its data transfer.

�Step 1. Know About Your Hardware

Some of the known automotive state-of-the-art MCUs are as follows:

•	 Hercules TMS570—ARM Cortex-R4 architecture [16]
•	 Infineon’s AURIX—TriCore architecture [17]
•	 Freescale’s MPC5643L MCU—Power architecture [18]
•	 Renesas’ H50/P1x MCU [19]
•	 STMicroelectronics’ SPC5 MCU—Power architecture [20]

The level of safety and security aspects is one step ahead in these devices, as they 
ensure at the hardware level if the executed instruction is correctly handled or not 
(lockstep cores). A common downside is that these MCUs do not possess the instruc-
tion set architecture (ISA) [21] to support virtualization. For controllers lacking 
hypervisor mode, a different strategy is required to implement virtualization. In this 
section, details about virtualizing such a MCU (AURIX TC29x) are elaborated.

Infineon’s AURIX family TC29x microcontroller is an automotive state-of-the-
art multicore controller, with three independent 32-bit TriCore™ CPUs (also termed 
as core). A block diagram of the AURIX TC29x controller is shown in Fig. 2 [9]. A 
user guide and details of microcontroller are available in the reference webpage [22].

An important strategy for virtualizing a hardware is to know about the modes of 
access control over its memory and peripheral regions. MCUs with hypervisor-
assisted extensions possess a separate operating mode with limited access to the 
hardware. In the case of AURIX TC29x controller, there is no hypervisor mode. It 
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has a memory protection unit (MPU) and three standard operating modes, namely, 
user-0, user-1, and supervisor mode [22]:

User-0 Mode: This mode does not allow access to any peripheral devices. 
Enabling or disabling of interrupts is also not permitted.

User-1 Mode: This mode allows access to unprotected peripherals like read/
write access to serial port, read access to timer, and I/O status registers. It also 
allows disabling interrupts for a shorter period, which can be overridden by system 
control register.

Supervisor Mode: This mode permits read/write access to system registers and 
all peripheral devices. It also allows enabling and disabling of interrupts.

From the hypervisor perspective, applications run independently. These applica-
tions will approach hypervisor for hardware accesses and to communicate with 
other applications. The strategy for MCUs without hypervisor extension is to exploit 
a combination of MPU and existing standard operating modes. Based on privileges 
of the operating modes, applications are made to execute in a lesser privileged 
user-1 mode, and only hypervisor executes in supervisor mode.

�Step 2. Securing the Partitioned Memory Region

The next step is to distribute the heterogeneous applications onto the hardware. 
Consider a scenario of three heterogeneous applications, with each application dis-
tributed to a core of TC29x controller. The same is depicted in Fig. 3. Thus, the 
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Fig. 2  Block diagram of AURIX TC29x controller [9]
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entire device is divided into three virtual partitions. Note: There are some commer-
cial hypervisors which are capable of handling multiple VMs on the same core.

The memory and peripheral address region for each partition is governed using 
MPU. MPU also monitors the access of an application (read, write, and execute). 
MPU understands the regions to be protected by using its base/limit register pairs, 
which hold the access type and memory address range details. Each MPU base/limit 
register pair has to be configured statically. Violation of access to the protected 
memory region will end up in a trap. For a nonintrusive implementation of a virtual-
ized system, the entire address range in terms of flash, RAM, and peripheral address 
space is recommended to be protected using MPU.

In additional to MPU configuration, there are few basic configurations needed 
for each partition. These configurations are done based on the application, and this 
information is needed for the hypervisor.

	(a)	 Configuration of interrupt handlers and their priority
	(b)	 Configuration of exception/trap handlers

�Step 3. Setting Up of the Start-Up Sequence

In a multicore controller, during power-on (or reset), only one core will begin its 
execution. This core performs boot-up sequence of the controller. A simple explana-
tion of the boot-up sequence can be seen in Jacob’s blog [23]. Once the checks are 
complete, the control is handed over to the entry point (_main) of the application. 
This entry point will commence the start-up sequence of other cores, as depicted in 

Fig. 3  Distribution of applications in a multicore device
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Fig. 4. The start-up sequence will perform initialization and then transfer the control 
to the operating system of the corresponding application.

The hypervisor should know the number of cores that it will handle, and the 
hypervisor plays the role of starting other cores. Figure  5 depicts the start-up 
sequence in a virtualized environment. Hypervisor starts the cores at supervisor 
mode, and after the initialization, the hypervisor switches the execution to user-1 
mode before handling over the control to OS.

�Step 4. Handling of Traps and Interrupts

Traps and interrupts are the basic tools of a hardware to inform the executing appli-
cation about an event occurrence. In turn, the application responds to the interrupt 
via its ISRs. In the virtualized system, interrupt and/or trap is first handled at the 
hypervisor layer and not by the applications. The challenge is to invoke the right 
application’s handler on event occurrence.

As described in step 2, each partition or VM will hold a configuration of trap and 
interrupt handlers. This is a static configuration, done based on the nature of the 
application and its required peripherals.

A partition’s configuration of interrupt/trap would consist of the following 
information:
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Fig. 4  Start-up sequence of a conventional multicore system
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•	 Exception vector ID
•	 Exception table number
•	 Exception priority (needed only for interrupts)
•	 Exception action

When a core is divided into multiple partitions or VMs, then for each partition of 
the core, an exception table will be needed. When there is only one partition per 
core, as described in this chapter, only one exception table per core will be present.

When an event occurs, there are two possible exception actions at the hypervi-
sor layer:

	(a)	 To handle the event at the hypervisor layer itself
	(b)	 To forward it for handling at the corresponding partition

A summary of the possible event handlers at hypervisor layer is presented in 
Fig.  6. It is possible to emulate the event handlers and perform input–output 
operation.

If an application executes a load or store instruction, then the hardware triggers 
a corresponding trap for read/write violation. In the hypervisor layer, a trap handler 
emulates the read/write instruction and returns the result of the emulated 

Core 0 Core 1

Bootup
sequence

Start Os

On Start or Reset

Start
Hypervisor

Core 2

Core0_main

Initialization

Start of 
other
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Start Os

Start
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Initialization
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Core2_main
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Fig. 5  Start-up sequence of a virtualized system
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instruction. Emulation of the event handlers can also be extended to handle privi-
leged instructions. Default action is to reset the execution and begin from the start.

�Step 5. Input/Output (I/O) Peripheral Access

Embedded MCUs have limited resources in terms of memory and peripherals com-
pared to that of a personal computer (PC). Some of the commonly seen peripherals 
in automotive MCUs are ADC, DAC, timers, and communication peripherals for 
CAN, Ethernet, FlexRay, etc. which are broadly grouped as input–output (IO) 
peripherals. A summary of various approaches in virtualizing the IO peripheral in 
order to share between VMs is illustrated in Fig. 7.

�Direct Device Assignment

Memory protection unit (MPU) [7] of the hardware is utilized for dedicated assign-
ment of a peripheral to a particular VM. The required peripheral’s address range is 
configured in the MPU register set, and the VM corresponding to that register set 
will get direct access to the peripheral. Another advantage is that VM can now 
access the peripheral directly in user mode itself. If any another VM tries to access 

PRIVILEGED
Instruction Emulation

LOAD/STORE 
Instruction Emulation

Restart

SYSCALL : Hypervisor 
call

FORWARD

Partition 1

Request handlers
• ISR
• Exceptions

Hypervisor layer

Event 1

Event n

Hypervisor handlers

Partition X

Request handlers
• ISR
• Exceptions

Fig. 6  Event handlers in a virtualized environment
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this peripheral, a trap will be triggered by the hardware. It is a nonintrusive mecha-
nism. A drawback is the limitation in the number of MPU register sets provided by 
the hardware which may not be sufficient to govern the complete peripheral address 
range, as illustrated in the reference [9].

�Trap and Emulate

It is a nonintrusive mechanism. When a VM executes a privileged instruction or 
tries to access the peripheral address range in user mode, a trap is triggered, and the 
control enters a trap handler. As discussed in step 4, the trap handler is emulated 
inside HV. The trap handler validates the request triggered by VM and emulates the 
functional behavior of the requested instruction.

Sugerman et al. [24] handled privileged instructions using a trap and emulate 
mechanism, where a significant overhead in terms of execution time is presented. In 
our previous work [9], we have utilized this mechanism for emulating IO access and 
for privileged instruction handling. To summarize, drawbacks of this method are the 
need for exhaustive instruction set emulation and the timing overhead caused by 
trap and its handler emulation.

Fig. 7  Various methods of IO Virtualization
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�Self-Virtualized Device

This technique is also called as hardware-assisted virtualization [25], where the 
peripheral handling is taken care of by a dedicated peripheral hardware. Herber 
et al. [26] used HW-assisted virtualization with direct device access on Intel Core 
i7-3770T.  Their results show hardware-assisted virtualization can offer lower 
latency and better predictability compared to paravirtualization. However, their 
implementation [27] concludes with the limitation of incorporating hardware virtu-
alization in automotive multicore controllers (based on AURIX controller TC27x). 
This technique also requires interfacing to external ASICs, where the data reliability 
for ASIL-D has to be ensured again. Another aspect that limits this technique is the 
availability of virtualized hardware for all the required peripherals.

�Paravirtualization

Paravirtualization is an intrusive mechanism which requires modification in the 
application’s software in order to integrate it into a virtualized environment. As 
depicted in Fig.  7, there are four possible ways to classify IO paravirtualization 
depending on dedicated or shared peripheral usage. In dedicated peripheral usage, a 
VM can own its peripheral address region and access it via wrapper or API 
techniques.

•	 HV wrapper: A replace function is invoked automatically when VM executes an 
instruction to accesses its peripheral. Replace function executes from HV space 
in supervisor mode [9]. Switching from user mode to supervisor mode is handled 
implicitly; this replace function accesses the peripheral and returns the 
required result.

•	 HV API: VM has to use the library APIs provided by HV vendor in order to 
access the peripheral. Here, VMs have to be adapted to integrate HV API calls 
[9]. The type of access depends on the library provided by HV vendor.

Shared paravirtualization is complex compared to the above approach. It requires 
additional control of routing between appropriate VM and hardware, arbitration 
among VMs, and data consistency check during concurrent access. A virtual device 
emulator (VDE) is a functional block which emulates the peripheral’s device driver 
functions with supervisor access rights. Arbitration and synchronizing algorithms 
[28] to handle concurrent access from multiple VMs are implemented inside 
VDE. Based on how the VDE is interfaced with VMs, shared paravirtualization is 
further classified as follows:

•	 VM + VDE: Device emulator is placed within a dedicated master VM. Other 
slave VMs that need access to the peripheral communicates via this master 
VM. Herber et al. [29] and Reinhardt et al. [30] prototyped paravirtualization 
using an Infineon AURIX TriCore TC27x. They have integrated all drivers in an 
independent virtual machine and routed all hardware access over that central 
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virtual instance. Frontend and backend communication model was used. Gabriela 
et al. [31] have also attempted a similar approach on Multi-Processor System-on-
Chip (MPSoC), where the master VM has access to the hardware, while other 
VMs have to communicate to the hardware via this master VM. Menon et al. [32] 
profiled XEN hypervisor, which showed a throughput degradation of 20%, when 
the driver domain and VM are executed on the different cores, and up to 66% 
degradation if they share the same core. The overhead is mainly constituted by 
data copy operations and context switches between guest and host mode. To 
summarize, disadvantages of this technique are the timely availability of the 
master VM to respond on slave VM’s request, overhead, and reliability of inter-
VM communication model.

•	 HV + VDE: Device emulator for the peripheral is deployed inside the hypervisor 
layer. VMs access the peripheral by calling VDE API, and VDE communicates 
back to the corresponding VM using either interrupts or shared memory. 
Advantage of this approach is each VM can directly communicate with the 
peripheral independent of other VMs.

�Experimental Observations

A demonstrator with two heterogeneous virtual machines, namely, application for 
governing the engine control unit (E-ECU) and vehicle control unit (VCU), was 
used. These applications were ported to a real-time automotive powertrain control-
ler (TC29x-AURIX) [7], and a prototype version of the hypervisor from ETAS 
GmbH [8] was used. Detailed findings from our demonstrator are presented in the 
reference [9].

�Memory Allocation Plan

Flash and RAM regions have to be evaluated based on code and data consumption. 
This evaluation helps in partitioning the memory regions and securing them using 
MPU. (Refer to step 2 of implementation.)

	(a)	 Evaluate the amount of memory needed for application.
	(b)	 Evaluate the amount of memory needed for hypervisor module.
	(c)	 Plan additional buffer space to accommodate changes based on hypervisor 

configuration.
	(d)	 Identify dedicated peripherals and configure their address range under MPU.
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�Execution Time

�Overhead from Hypervisor Function

In the section of implementation, various functions of hypervisor are discussed. 
Execution of the hypervisor functions is considered as overhead, because these 
functions are not part of the required application. Table 1 is an extract from our 
detailed work presented in reference [9]. Execution time [33] varies depending on 
the type of emulated instruction. For example, an absolute addressing consumes 
less instructions than offset addressing.

�Core Load

The amount of computational work handled by a core in a given cycle is an impor-
tant measure for evaluating the load balancing algorithm and performance of the 
overall virtualized system.

Key points from our experiment [9] are as follows:

	(a)	 Application’s direct access to MPU configured address ranges will not increase 
the CPU load.

	(b)	 Emulation of privileged instructions will account for 8–10% increase in 
CPU load.

	(c)	 The entire peripheral sharing via IO emulation technique can stall the execution 
of a core. This high load situation can occur when there are simultaneous 
requests for emulation of load/store instructions and trigger of frequent hard-
ware interrupts.

Table 1  Overhead with 
hypervisor codes [9]

Functions Execution time (μs)

Function that checks for 
memory range

3.1–3.3

Emulation function for 
input–output access

2.09–2.93

Emulation function for 
privilege instruction: MTCR

2.33

Emulation function for 
privilege instruction: BISR

1.36

Hypervisor main function 8.15
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�Influence on Interrupt Timing

ADC and CAN interrupts are evaluated with the demonstrator [9]. An interrupt 
reaches an application after going through the hypervisor layer. The major contribu-
tors for the increased latency in interrupt handling are as follows:

	(a)	 Decision-making at the hypervisor layer, instead of direct forward of interrupt 
request to the application

	(b)	 Switching time between user-1 mode and supervisor mode
	(c)	 Partition’s interrupt service routine (ISR) executing in user-1 mode, when any 

privileged instruction will go through an additional emulation

�Behavior of Input–Output Access

In order to evaluate the real-time behavior of peripheral access, a CAN node is vir-
tually shared between the applications (E-ECU and VCU) of the demonstrator. 
Technique of HV + VDE is exploited. Periodic CAN frames are transmitted at spec-
ified time intervals, whose periodicity depends on the criticality and rate of change 
of information carried by the frame. The quickest periodic request that can be made 
from the demonstrator has an interval of 10 ms. The evaluation of the response time 
under simultaneous requests to the same CAN node at various combinations of 
periodicity is presented in Table 2.

From Table 2, a deviation of 1–3 ms is seen when both VMs try to access the 
same CAN node with the same CAN message ID. In an automotive CAN network 
design, a particular CAN message ID will have a unique sender and multiple 

Table 2  Response time of periodic CAN communication

Scenario

Periodic transmission 
frame request from 
E-ECU (ms)

Periodic 
transmission frame 
request from VCU 
(ms) Response time (range of values)

1 50 50 E-ECU: 49.879–52.078 ms
VCU: 49.964–51.049 ms

2 50 10 E-ECU: 49.782–52.158 ms
VCU: 9.998–12.008 ms

3 20 10 E-ECU: 19.995–21.004 ms
VCU: 9.997–12.610 ms

4 10 50 E-ECU: 9.857–11.165 ms
VCU: 49.967–51.031 ms

5 10 10 E-ECU: 9.977–13.021 ms
VCU: 9.999–13.009 ms
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receivers. However, we simulated a rare scenario to have two senders for the same 
CAN message ID in order to see the delay. With usage of the same CAN message 
ID, prioritization during HV arbitration is avoided.

Also this time deviation happens only when both VMs place the request simulta-
neously. For example: in the fastest scenario of 10 ms, one of the VMs have to face 
a delay of 3 ms. In most of the automotive use cases, a deviation of up to ±1 ms is 
acceptable.

�Shortcomings and Recommendations

During the evaluation of the demonstrator [9], some of the critical observation 
points are summarized in this subsection.

�Cost of Virtualization

To realize a virtualized environment, many existing legacy applications will be 
squeezed onto a single multicore hardware. In such an attempt, the following cost 
factors must be accounted:

	1.	 Adaptations performed on a legacy application to port onto the desired hardware
	2.	 Modifying the application’s hardware access via a hypervisor API call
	3.	 Configuration effort of each partition under hypervisor
	4.	 Additional performance and runtime delay from the hypervisor overheads

�Boundary Constraints

When virtualizing an embedded real-time system, there are certain boundar-
ies, namely:

	1.	 For data protection and freedom from interference, applications have to execute 
in lesser privileged mode, without any direct access to hardware.

	2.	 Only the hypervisor functions execute with higher privileges, with complete 
access to hardware. Hence, applications have to rely on the hypervisor for per-
forming many basic functions.

	3.	 As stated in step 4, an interrupt to an application will first go to the vector table 
of the hypervisor and then be forwarded, which obviously increases the inter-
rupt’s response time.

	4.	 Access to shared resources has to go through a hypervisor’s arbitration protocol, 
and this will slow down the access.
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	5.	 Memory management is solely responsible to ensure spatial protection. Micro 
assignment of hardware peripherals is bounded by the extensiveness of memory 
management.

�Recommendations

Recommendations for setting up a virtualized system are as follows:

	1.	 Interrupt service routine for each application should be handled locally in their 
corresponding core. Centralized interrupt handlers will only bring in additional 
delay and overload to that centralized CPU.

	2.	 In order to reduce interrupt response time, a centralized interrupt vector table 
pointing to interrupt handlers of corresponding application should be consid-
ered. However, this technique will not be applicable to shared peripheral and its 
interrupt.

	3.	 Microcontroller abstraction layer (MCAL), which is specific to hardware, should 
be integrated into the hypervisor layer.

	4.	 Applications should be independent of hardware, which eases portability and 
interfacing with the hypervisor.

	5.	 Hardware with virtualization extensions like hypervisor mode and with advanced 
memory management unit (MMU) [34] will reduce the overall delays and 
overhead.

�Conclusion

Our work is a demonstration of the feasibility to virtualize an automotive state-of-
the art microcontroller, which does not possess any ISA for virtualization. From our 
demonstrator [9], we were able to convey the techniques and downside of the virtu-
alization. There are many parts inside this implementation that can be optimized to 
earn better response timing such as arbitration handling algorithm and periodicity at 
which the software is executed; usage of hardware with virtualization features and 
multiple vector table support can help to directly forward the requests to a corre-
sponding application.

Virtualization is a prospective for consolidating heterogeneous application onto 
a single efficient hardware, at the same time ensuring isolation from interference. 
Additional overheads like timing delays introduced with hypervisor and its algo-
rithm have to be accounted during the system design.
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AUTOSAR and MISRA Coding Standards

Y. Catherine  Yamili and M. Kathiresh

�Introduction: AUTOSAR

AUTomotive Open System ARchitecture (AUTOSAR) is a consortium of automo-
tive companies founded in the year 2003 with an objective to standardize similar 
functionalities under an open, standardized software architecture for the automotive 
Electronic Control Units (ECUs). This consortium was founded by automotive part-
ners like Bavarian Motor Works (BMW), Continental AG, Robert Bosch GmbH, 
Siemens VDO, Daimler AG (formerly Daimler-Benz, then DaimlerChrysler), and 
Volkswagen.

A modern-day automotive vehicle contains numerous ECUs, and the task of 
writing the software components for every single ECU of them right from the 
scratch is a tedious and time-consuming process [1]. This could be resolved by 
developing a standard that comprises the similar functionalities under one roof, so 
that they can be reused wherever and whenever necessary.

The motto behind AUTOSAR is to provide a set of specifications of the basic 
software modules [2] and application interfaces and to build a common infrastruc-
ture for the automotive manufacturers to comply with.

By this, the basic software modules [2] developed based on AUTOSAR standard 
can be implemented in vehicles and electronic components of different manufactur-
ers resulting in the reduction of research and development expenditures, conserva-
tion of resources, mastering of the ever-evolving complexity of automotive software 
architecture, and promotion of reusability [3] of the software, thus saving time, 
effort, and resources. The AUTOSAR-compliant software architecture developed is 
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independent of the hardware used and can be adapted to different vehicles, plat-
forms, and other hardware [4].

Though the software modules are standardized, AUTOSAR supports extensibil-
ity. The AUTOSAR-compliant software modules can be extended in their function-
alities yet with a consideration of their configuration in the automatic basic SW 
configuration process. The nonstandard modules can be included as the Complex 
Drivers. The layered architecture of AUTOSAR is discussed as follows.

�Architecture

AUTOSAR follows a layered software architecture [5] where the hierarchical struc-
ture is travelled in a top-down approach. The broadest abstracted levels that the 
AUTOSAR architecture divides the embedded software into are three: the 
Application Layer, the Runtime Environment (RTE), and Basic Software (BSW).

�The Application Layer

The Application Layer is the topmost layer in this three-layered AUTOSAR archi-
tecture and plays the important role in the vehicle applications. The AUTOSAR 
Application Layer comprises a number of application-specific software components 
that are used to execute tasks specified by the user. The Application Layer imple-
mentation is done using a “component” concept, and three important components to 
be considered in this implementation are as follows:

•	 The AUTOSAR application software components
•	 The AUTOSAR ports
•	 The AUTOSAR port interfaces

�AUTOSAR Application Software Components

The AUTOSAR application software components are the simplest form of an appli-
cation, and the end-to-end functionality comprises many such interconnected soft-
ware components (SW-C). There are entities called the Runnables which are the 
atomic particles of these SW-Cs, given by the component. The Runnables are the 
procedures that hold the actual implementation of these SW-Cs and are triggered 
either cyclically or due to the occurrence of an event. There are various numbers of 
SW-Cs available within the Application Layer. One such is the Sensor/Actuator 
Software Component which is depicted as shown in Fig. 1.

The Sensor or the Actuator AUTOSAR SW-C is a software component that per-
forms sensor evaluation and actuator control. As the sensors and the actuators are 
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associated with the local signals, they are included in the Application Layer soft-
ware components rather than being included in the Basic Software. The Sensor/
Actuator AUTOSAR Software Component is placed above the RTE for integration 
reasons, as the SW-C can strongly interact with the raw local signals and provide an 
abstraction from the physical properties of the external peripherals, hardware sen-
sors, and actuators, which are connected to the ECU hardware layout.

�The AUTOSAR Ports

A port represents a communication point between the components and is mapped to 
a single component. The AUTOSAR SW-Cs use well-defined ports. The Virtual 
Function Bus (VFB) manages the inter-component communication.

�The AUTOSAR Interfaces

There are standardized interfaces for the application software components. The con-
cept of interfaces was introduced so that the communication of the data or the 
required services through a port of a component can be made better. The interface 
serves as the input to the RTE port creation. The interface is divided as follows.

•	 Client-Server Interface

The client usually initiates the communication by requesting the server of a ser-
vice. The server responds with a response message after performing the service. The 
AUTOSAR SW-C can either be a client or a server and is identified by the direction 
of the message.

Fig. 1  Application layer SW-C
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•	 Sender-Receiver Interface

This interface is used where a more data-oriented informational exchange has to 
take place. This interface defines an asynchronous distribution of information. Here, 
the interface decides on what information has to be exchanged and the type of the 
services to be called by the client-server communication.

�Real-Time Environment (RTE)

The RTE is the layer below the Application Layer and is responsible for the provi-
sion of communication services to the AUTOSAR SW-Cs and/or AUTOSAR Sensor 
components and the Actuator components. On providing these communication ser-
vices, this layer enables the AUTOSAR Software Components to become indepen-
dent of the mapping process to a particular ECU.

�Basic Software (BSW) Layer

The fundamental objective of the BSW layer is that it holds the responsibility for the 
management of the hardware resources and the provision of common sources for 
the application software. It can be entitled as a standardized software module, which 
comprises modules that are specific to ECU and the generic AUTOSAR modules, 
which are all put together to aid in the functioning of the upper layer. The BSW 
layer is again subdivided into four layers which is shown in Fig. 2. The layers of the 
BSW layer are as follows:

•	 The Services layer
•	 The ECU (Electronic Control Unit) abstraction layer
•	 The Microcontroller Abstraction Layer (MCAL)
•	 The Complex Drivers

�Basic Software Module Types

�Driver

A driver is a software program that operates or controls the device that is being 
attached to the controller. The purpose of the driver is to provide a software inter-
face to the hardware devices enabling them to gain access to the operating system 
and other computer programs though not being aware of the details on the hardware 
being used. This hardware device maybe either internal or external to the controller 
depending on which the drivers are classified as the internal or the external drivers.
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Internal devices are devices that are present within the microcontroller. A few 
examples for internal devices are internal electrically erasable programmable read-
only memory (EEPROM) and internal analog-to-digital converter (ADC). Internal 
drivers are drivers for these internal devices and are located within the Microcontroller 
Abstraction Layer. Similarly, there are external devices found outside the microcon-
troller, located on the ECU hardware. A few examples for these external devices are 
external erasable programmable read-only memory (EEPROM) and external watch-
dog. A driver for an external device is called the external driver. The external drivers 
are located in the ECU Abstraction Layer, and they use the drivers present in the 
Microcontroller Abstraction Layer to gain access to the external devices. The com-
ponents like the transceivers and watchdogs that are integrated into the System 
Basis Chips (SBCs) are indeed supported by AUTOSAR.

�Interface

An interface acts like a boundary that is being shared by two or more components 
of the computing system to exchange information. The interface is used to achieve 
abstraction. The interface modules are designed to abstract from the modules that 
are placed them in the architecture. They provide a generic API, with which the 
access to a particular type of device can be gained. The interface modules do not 
tamper the data and are located in the ECU Abstraction Layer.

Fig. 2  Basic software layers
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�Handler

The functionality of a handler is incorporated in the interface or the driver modules. 
The handler is a specific interface module that is designed to control various types 
of accesses, namely, concurrent access or multiple access or even asynchronous 
access of a single or multiple clients to one or many drivers. In order to provide 
these types of access, the handler is capable of performing operations like queuing, 
arbitration, multiplexing, and buffering. The handler does not modify the contents 
of the data.

�Manager

When multiple clients need specific services, the manager comes into play. The 
manager is used in cases where the functionality of a pure handler is not sufficient 
enough to abstract from multiple clients. The content of the data can be evaluated 
and changed or adapted accordingly by the manager. The managers are all located 
in the Services Layer. One among them is the Non-Volatile Random Access Memory 
(NVRAM) manager. The NVRAM Manager provides concurrent access to both the 
internal and external devices. Besides that, it also manages data checking, reliable 
and distributed data storage, provision of default values, and various other operations.

�Libraries

Libraries comprise a set of functions for specific purposes. The AUTOSAR libraries 
provide other BSW modules and application software components with mathemati-
cal services. The libraries offer C functions that can be called from a source code, 
i.e., from BSW modules, from SW-C, from RTE, or from Complex Drivers.

Libraries:

•	 can be called by BSW modules (that including the RTE), SW-Cs, libraries, or 
integration code

•	 run in the context of the caller in the same protection environment
•	 can only call libraries
•	 are re-entrant
•	 do not have internal states
•	 do not require any initialization
•	 are synchronous

Some of the libraries which are specified within AUTOSAR are as follows:

•	 Fixed-point mathematical
•	 Floating-point mathematical
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•	 Interpolation for fixed-point data
•	 Interpolation for floating-point data
•	 Bit handling
•	 E2E communication
•	 CRC calculation
•	 Extended functions

�Software Layers: Overview

�The Services Layer

The Services Layer is the topmost layer of the BSW layer of the AUTOSAR archi-
tecture. This is in accordance with the ease of provision of the basic software mod-
ules from the BSW layer to the Application Layer. The implementation of this layer 
is done in such a way that it mostly remains independent of the microcontroller and 
the ECU hardware. Its prime task is to provide basic services for the RTE, the layer 
above the BSW layer, applications, and for basic software modules. The functions 
of this layer are listed:

•	 Operating system functionality
•	 Vehicle network communication and management services
•	 Memory services (NVRAM management)
•	 Diagnostic services (including UDS communication, error memory, and fault 

treatment)
•	 ECU state management, mode management
•	 Logical and temporal program flow monitoring

�The ECU Abstraction Layer

The main task of this ECU Abstraction Layer is to make the higher software layers 
independent of the ECU hardware. As a result, this layer acts as an interface to the 
drivers of the Microcontroller Abstraction Layer. Besides acting as an interface, it 
also contains drivers for the external devices. The peripherals and the devices irre-
spective of their location, i.e., within the microcontroller or external to it, and their 
connection to the microcontroller, i.e., whether the devices are connected to the port 
pins of the microcontroller or via any interface, can be accessed through an API 
provided by this layer.
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�The Microcontroller Abstraction Layer (MCAL)

The lowest layer of the BSW layer is the Microcontroller Abstraction Layer. The 
MCAL, just like its above layers, makes the higher layers of the BSW layer inde-
pendent of the microcontroller. The MCAL comprises the internal drivers that are 
the software modules which enable direct access to the internal peripherals and the 
microcontroller. The internal structure of the MCAL is shown in Fig. 3. The drivers 
present in the MCAL are as follows:

•	 Microcontroller Drivers which are the drivers for the internal peripherals like 
watchdog timer and general purpose timers

•	 Communication Drivers, the drivers for the ECU on-board and Vehicle 
Communication

•	 Memory Drivers for On-Chip Memory devices like the internal EEPROM and 
external memory devices like the external flash

•	 Input/Output Drivers for the Analog and Digital I/O applications like 
ADC and PWM

•	 Crypto Drivers for crypto devices
•	 Wireless Communication Drivers for the wireless network systems in case of 

off-board communication

�Complex Drivers

The Complex Driver is the module that stretches right from the RTE to the micro-
controller with the purpose of exhibiting a nonstandardized, i.e., the functionalities 
that are not AUTOSAR-specific, and special-purpose functionality within the basic 
software stack. These come up with high timing constraints. The AUTOSAR-
layered architecture works in a way that the access to the hardware devices from the 
upper layers is abstracted. This rendered restriction to access the critical resources 
or the non-AUTOSAR-compliant SW-Cs. Hence to overcome this, the Complex 
Drivers were designed. External devices like complex sensors could be integrated 
and evaluated with direct access to the microcontroller by making use of these 
Complex Drivers.

Fig. 3  Internal structure of MCAL
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�Software Layers: Functional Groups

The Basic Software provides a number of various services. Hence every layer of the 
BSW layer is again divided into further functional subgroups, each group account-
ing for services like Input/Output (I/O), Memory, Crypto, Communication, Off-
Board Communication, and System Services which are dealt with in detail.

�I/O Hardware Abstraction and Services

The inputs and the outputs that are directly connected to the ECU and that which do 
not have exclusive drivers dedicated to them are all handled by the I/O Hardware 
Abstraction [6], which is a group of modules designed for this purpose shown in 
Fig. 4. These inputs and outputs are either directly mapped to the ports of the micro-
controller or to an on-board peripheral. The communication between the peripherals 
and the microcontroller except those external devices that are being handled by the 
Complex Drivers is abstracted by the I/O Hardware Abstraction. All these Input and 
Output devices can be accessed through the I/O signal interface; hence the inputs 
and the outputs are observed as the electrical signals. It performs static abstraction 
and inversion of values according to their physical representation at the inputs/out-
puts of the ECU hardware [7]. The ECU hardware and its properties are being 
abstracted such that they remain hidden to the upper software layers so that the 
burden of the dependency on these layers is lifted off from the higher layers.

Fig. 4   I/O hardware abstraction 

th
is

 fi
gu

re
 w

ill
 b

e 
pr

in
te

d 
in

 b
/w

AUTOSAR and MISRA Coding Standards



46

�Memory Hardware Abstraction and Services

The Memory Hardware Abstraction module, shown in Fig. 5, abstracts from the 
addressing scheme of the underlying memory hardware drivers and provides a uni-
form addressing scheme. It thus supports a virtually unlimited number of read and 
write cycles since it supports schemes like reconfiguration of memory. By doing 
this, the upper layer can remain unchanged even if the layers lying are changed. The 
dependency on the lower layers is lifted off from the above layers. By this way, 
equal mechanisms are being employed to access both the internal and the external 
memory devices and any other type of memory hardware.

The Memory Services comprise one module known as the NVRAM (Non-
Volatile Random Access Memory) Manager which is shown in Fig. 6. As the name 
goes by, the prime task of the memory services is that it takes up the responsibility 
of managing the non-volatile data. The application is provided with the non-volatile 
data in the uniform way by this manager. The non-volatile data and the mechanisms 
acted upon it like saving, loading, checksum protection and verification, and reli-
able storage are being taken care of by this NVRAM Manager

�Crypto Hardware Abstraction and Services

The Crypto Driver is responsible for the cryptographic implementations. It also sup-
ports the key storage, configuration, and management for the cryptographic services 
[8]. The Crypto services comprise one module known as the Crypto Service 
Manager (CSM) [8]. It controls the access of single or multiple clients to one or 
more cryptographic services, be it synchronous or asynchronous services. The CSM 
uses prioritized queues to store the tasks to which the dedicated Crypto Driver could 
pay attention. Figure 7a, b shows the Crypto Hardware Abstraction and Services, 

Fig. 5  Memory Hardware Abstraction
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and Fig. 8 shows the Crypto Services and the Crypto Service Manager. The func-
tionality of the CSM are listed as follows:

•	 Hash calculation
•	 Generation and verification of message authentication codes
•	 Generation and verification of digital signature
•	 Encryption and decryption using symmetrical or asymmetrical algorithms
•	 Random number generation
•	 Secure counter
•	 Key management operations, e.g., key setting and generation

The services of the CSM are quite generic, and besides that CSM also allows 
different applications to use the same service with different cryptographic algo-
rithms. The service client need not worry over the cryptographic routines, if they are 
implemented in the software or the hardware or which Crypto Driver is being 
requested to take care of, because all of these are encapsulated by the CSM as it 
provides an abstraction layer [9] to all of these features.

Fig. 6  NVRAM Manager

Fig. 7  (a) Crypto Hardware Abstraction and Crypto Services. (b) Crypto Hardware Abstraction
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�Communication Services

The Communication Hardware Abstraction is a collection of modules that performs 
abstraction from the location of communication controllers and the ECU hardware. 
Communication systems like CAN, LIN, and FlexRay require a specific 
Communication Hardware Abstraction. The Communication Drivers are accessed 
through bus-specific interfaces. A bus channel can be accessed via equal mecha-
nisms irrespective of its location, i.e., if it is present on-chip/on-board.

The Communication Services, a group of modules, are designed to support the 
vehicle network communication [10]. The Communication Hardware Abstraction is 
through which these Communication Services gain access to the Communication 
Drivers. These Communication Services provide the Vehicle network with a uni-
form interface for communication, for diagnostic communication. They also pro-
vide uniform services for the network management. Communication Services 
supporting CAN, LIN, and FlexRay are discussed as follows.

�Communication Stack: CAN (Controller Area Network)

The CAN Communication Services, a group of modules, are designed to take care 
of the vehicle network communication which uses CAN as the communication sys-
tem. The prime task of the CAN Communication Services is to provide a uniform 
interface to the CAN network. In addition to this, the CAN Communication Stack 
also supports Classic CAN communication (CAN 2.0) and CAN FD 
communication.

There is an optional extension of the plain CAN interface and the CAN Driver 
module for the vehicle network communication known as the TTCAN (Time-
Triggered Controller Area Network) Communication Services with the communi-
cation system TTCAN.  This, alike the CAN communication services, provide a 
uniform interface to the TTCAN network. The TTCAN network acts like a superset 
to CAN, which means that a CAN stack that supports TTCAN can serve both the 
CAN and the TTCAN bus. Hence the CAN interface along with TTCAN can serve 
both the CAN Driver and CAN Driver TTCAN. This also makes the properties of 
the CAN stack true for CAN with TTCAN functionality as well. The CAN 
Communication Stack is microcontroller and ECU hardware independent but partly 

Fig. 8  Crypto 
Service Manager
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dependent on CAN. The Generic Network Management (NM), AUTOSAR COM, 
and Diagnostic Communication Manager remain the same for all the communica-
tion systems of the vehicle network systems. The Generic NM contains a dispatcher 
and sometimes may also include NM coordinator to synchronize multiple networks. 
The CAN NM remains exclusive to the CAN networks, and the CAN State Manager 
takes care of the start-up and shutdown features which are dependent on the com-
munication system. The CAN Communication Stack is shown in Fig. 9.

�Communication Stack: LIN (Local Interconnect Network)

•	 LIN Master

The LIN Communication Services, a group of modules, are designed to take care 
of the vehicle network communication which uses LIN as the communication sys-
tem. The prime task of the LIN Communication Services is to provide a uniform 
interface to the LIN network. The following are the properties of the LIN 
Communication Services:

A LIN 2.1-compliant communication stack with

•	 Schedule table manager which takes care of transmitting LIN frames and han-
dling requests to switch to the other schedule tables

•	 Transport Protocol that is used for the diagnostic purpose
•	 A Sleep-Wake Up Interface

A LIN Driver that is used for

•	 Implementing the LIN protocol
•	 Supporting both the simple UART and the complex frame-based LIN hardware
•	 LIN Slave

The LIN slaves are the intelligent actuators that are used for any kind of control 
mechanisms and slaves that are perceived as black boxes. In certain scenarios LIN 
slaves are also used as ECUs. But due to the limited hardware capabilities, they are 
not forced to comply to the AUTOSAR SW architecture.

They usually have limited memory resources. All of the abovementioned reasons 
are sufficient enough to tell that it is not advisable to shift AUTOSAR SW-C into 
them. The LIN interface holds control over the Sleep/WakeUp API and provides 
privileges to the slaves to keep the bus awake in a decentralized approach. The LIN 
NM remains exclusive to the LIN networks.

The LIN State Manager besides handling the start-up and shutdown features 
which are dependent on the communication system also holds control over the com-
munication mode requests from the Communication Manager. Figure 10 shows the 
Communication Stack of LIN.
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�Communication Stack: FlexRay

The Communication Services of the FlexRay component are a group of modules 
that are designed to take care of the vehicle network communication which uses 
FlexRay as the communication system. The prime task of the FlexRay 
Communication Services is to provide a uniform interface to the FlexRay network. 

Fig. 9  Communication Stack: CAN
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The FlexRay Communication Stack is microcontroller and ECU hardware indepen-
dent but partly dependent on FlexRay.

The FlexRay NM remains exclusive to the FlexRay networks. The FlexRay State 
Manager controls the different options of COM to send the Protocol Data Units 
(PDUs) and monitor signal timeouts. Figure 11 shows the Communication Stack of 
FlexRay.

Fig. 10  Communication Stack: LIN
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�Communication Stack: TCP/IP

The Communication Services of TCP/IP are a collection of modules that are 
designed to take care of the vehicle network communication which uses TCP/IP as 
the communication system. The TCP/IP Communication Services provide a uni-
form interface to the TCP/IP network. The protocols that the TCP/P module imple-
ment are TCP, UDP, IPv4, IPv6, CMP, ARP, and DHCP. Besides this, it also supports 
a dynamic, socket-based communication via Ethernet. The Socket Adapter (SoAd) 
module serves as the upper layer module of the TCP/IP module.

Fig. 11  Communication Stack: FlexRay
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�Off-Board Communication Services

A provision for the Vehicle-to-X Communication, where the X can be replaced with 
another vehicle or grid, etc. through an ad hoc wireless network, is being achieved 
by this Off-Board Communication Services.

These are a group of modules designed for the above purpose. The Off-Board 
Communication Services offer certain facilities like the functionality which receives 
and transmits the standardized V2X messages and builds the vehicle-specific soft-
ware components’ interface. It implements the Basic Transport Protocol in Layer 4 
of the OSI model, i.e., the Transport Layer, and stations the Geo-Networking in 
Layer 3, the Network layer, where the addressing is based on the geographic areas 
and the respective Ethernet frames have their own EtherType. The V2X Management 
manages the cross-layer functionality which includes the dynamic congestion con-
trol, security, position, and time. The Off-Board Communication Services hide the 
properties of the messages and the protocol and its related information from the 
application, besides providing a uniform interface to the wireless Ethernet network. 
Figure 12 shows the Off-Board Communication Services.

�On-Board Device Abstraction

This On-Board Device Abstraction comprises the drivers for the ECU on-board 
devices apart from the sensors and the actuators like the internal or the external 
watchdogs. Those drivers access the ECU on-board devices through the microcon-
troller abstraction layer. Figure 13 shows the On-Board Device Abstraction.

Fig. 12   Off-Board Communication Services
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�System Services

There are a set of modules and functions that are designed in such a way that they 
can be used by the modules of all the layers. This group of modules is called as the 
System Services. Some of these services are microcontroller dependent, like OS 
services and support special microcontroller capabilities like Time Service, whereas 
some of them are  partly ECU hardware and application dependent services  like 
ECU State Manager and some of them are hardware and μC independent services. 
Figure 14 shows the System Services.

�Error Handling, Reporting, and Diagnostics

Every aspect of error handling in AUTOSAR has a dedicated module associated to 
it. Consider the case of the Diagnostic Event Manager. It processes and stores the 
diagnostic events and the associated Freeze Frame data. The Diagnostic Log and 
Trace module takes care of the logging and tracing of the applications. The user-
defined log messages are collected and converted into a standardized format by this 
Diagnostic Log and Trace module. The Default Error Tracer is being reported with 
the detected development errors in the Basic Software. A common API for diagnos-
tic services is provided by the Diagnostic Communication Manager. The error han-
dling modules are seen in Fig. 15.

Fig. 13  On-Board Device Abstraction
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�Communication Between the Software Components

The Virtual Function Bus (VFB) is an abstract component that abstracts the applica-
tion from the architecture and manages the communication between the AUTOSAR 
Software Components. It is represented by the RTE. For every ECU present in the 
AUTOSAR system, the VFB is generated exclusively. The VFB gets to choose the 
ports for communication, and the communication interfaces of the SW-Cs should be 
mapped to the ports for the communication to take place. Besides that, the VFB also 
handles communication between and within the ECUs, and Fig.  16 shows both 
Inter- and Intra-ECU Communication.

Fig. 14  System Services
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�Inter-ECU Communication

Inter-ECU Communication takes place through the Real-Time Environment and 
proceeds further into the Basic Software module where the BSW manages the func-
tions, namely, the diagnostics, and takes care of the memory services, communica-
tion services, etc. In Fig. 16, the communication between the ECU I and the ECU II 
stands as an example of Inter-ECU Communication.

�Intra-ECU Communication

The communication between the software components is termed as Intra-ECU 
Communication, and all these components are mapped to the same ECU. This takes 
place entirely through the RTE. The SW-C B and C in Fig. 16 communicate using 
the Intra-ECU method through the RTE.

Fig. 15  Error handling modules
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�Overview of MISRA

On the onset of the 1990s, the field of electronics started its extension to a greater 
percentage into the field of the automobiles, and with this, the software used gained 
importance in the progressive states. As and when the software used evolved, the 
software reliability posed higher impacts to the automobiles’ performance. As a 
result, the way of software coding is taken into consideration to minimize the reli-
ability issues as they are a big deal when it comes to handling critical resources. 
MISRA, the Motor Industry Software Reliability Association, is a consortium 
formed from the representatives of the companies of the automotive industry [11]. 
It was set up in the year 1998 initially by the UK Government to set up guidelines 
on the development of embedded software.

The most widely used programming languages in the development of the embed-
ded software are C and C++, as C besides providing a diverse range of libraries and 
resources also is supported by a wide range of tools. Though a C program conforms 
and compiles to the ISO language standard, the code may still exhibit unpredictable 
behavior, which certainly cannot be tolerated in safety-critical systems. But with the 
help of MISRA coding guidelines, the code when made to conform to it may sub-
stantially reduce uncertain behavior, so that the dangerous aftereffects posed by the 
same can be contained.

Fig. 16  Intra- and inter-ECU communication
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The coding standards define a set of consistent coding practices, a safer subset of 
the actual programming language, eliminating the practice of using coding con-
structs that might result in hazardous situations or in undefined behavior. One such 
instance is an arithmetic operation that causes an integer overflow while computing 
the result. The motto of the coding rules prescribed by these standards does not stop 
with just identification but prevention as well. The coding rules prevent the devel-
oper from developing code which might produce unpredictable results by restricting 
the use of the language. The MISRA coding rules are widely accepted as the bench-
marks used in the development of the software deployed in the safety-critical sys-
tems [11]. Besides being concise and readable, they also focus on the essential 
issues making them ubiquitous.

�MISRA C: 1998

The first edition of the MISRA coding guidelines “Guidelines for the Use of the C 
language in Vehicle Based Software,” was published by MISRA in the year 1998. 
This edition consisted of 127 coding rules [12]. The foundation was laid by two 
MISRA members Ford and Rover.

�MISRA C: 2008

The wide acceptance and adoption of MISRA C: 1998 motivated the founders to 
improvise the coding standard; as a result of which, the areas that needed further 
improvisation and clarification were identified and worked upon. The revised ver-
sion of the same was published in the year 2004. Though the structure was modified 
and additional rules were added, the flavor of the original version was preserved. 
The title was modified to “critical systems” from just “vehicle based software.”

�MISRA C++: 2008

Though the programming language C was used predominantly in the safety-critical 
systems, there arose an increase in the usage of C++ language. Hence a new com-
mittee was established and MISRA C++ was formed in the year 2008.
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�MISRA C: 2012

MISRA C: 2012, with further improvisation that has been garnered from 14 years 
of experience drawn from organizations across the world, in the guidelines, was 
published in the April 2013 [13]. It also extends its support to the C99 version of the 
C language besides the addition of improvements that would result in the reduction 
of cost and complexity of compliance while still adhering to the concept of consis-
tency and reliability of C in the safety-critical systems.

�MISRA: Safe and Secure

Perceptions prevail stating that MISRA C is related only as an aid of safety mea-
sures and not of security measures as a MSIRA C defines a language subset. Safety-
related standards need the deployment of a language subset, and as MISRA C 
defines a safer subset of the actual programming language, thus being highly associ-
ated with integrity and reliability requirements. But, to prove that MISRA is also 
equally associated with security-related applications, MISRA C carried out a com-
parison in response to the publication of ISO/IEC 179161:2013, the C language 
security guidelines which was published by the C standard committee. The com-
parison result was published as Addendum 2 to MISRA C: 2012, and this compari-
son threw light on the areas where MISRA C could be enhanced, resulting in 
MISRA C: 2012 Amendment 1. This amendment extends MISRA C: 2012 with the 
addition of new guidelines aimed at the improvement of the security concerns that 
were inferred from the comparison with the ISO C Security Guidelines which 
addressed the security vulnerabilities.

�MISRA Compliance and Deviation Permits

MISRA C published MISRA Compliance: 2016 in April 2016. This document was 
designed on the basis that circumstances may arise where adhering to these guide-
lines become quite impracticable. In cases like these, the compliance document 
comes to aid. This document defines a framework for not only achieving compli-
ance with the MISRA C guidelines but also has a set of guidelines on a structured 
and robust process for the use of deviations. It provides clear guidelines on the use 
of the deviations. This document permits approved violations to match the need of 
the project.
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�Rules

The rules in the MISRA document [11, 14] are categorized under different topics 
which are explained. Sometimes an overlap may arise while categorizing, where the 
rule is often found to come under more than one topic. In these circumstances, the 
rule is placed under the most relevant topic. The classification of these rules is that 
they either come under “required” or “advisory.”

�Required Rules

The rules that are classified under this division are mandatory rules that have to be 
followed by the programmer. The code that is said to be developed by the program-
mer has to conform to every rule classified under this division.

�Advisory Rules

These rules are to be followed by the programmer normally. But they are not posed 
with the mandatory status as that of the required rules. Though they do not have the 
mandatory status marked on them, it does not mean that they can be ignored. It 
simply means that they can be followed till they become impractical or unreason-
able and deviations can be raised if considered appropriate.

�Presentation of Rules

The rules in the MISRA C document are presented in the following format.

 Rule <number> (<category>): <requirement text>

The fields in the rule format are described as follows:

<number>
Every rule is associated with a unique number that is followed sequentially 
throughout the document irrespective of the section they come under

<category> This field depicts if the respective rule comes under the classification of either 
“advisory” or “required.”

<requirement 
text>

The rule statement
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The rules are accompanied with supportive statements, which talk about the 
application of the rules and the underlying issues associated with the rules. There 
are about 143 rules, inclusive of both the required and advisory categories, and few 
of these rules under different categories [15] are explained with suitable examples 
in the forthcoming sections.

�Rules

�Environment

Provisions should be provided to look out for the occurrence of run-time errors. A 
special attention is required, because C by itself is not equipped with this handling 
of dynamic errors, which is a very important aspect in the safety-critical systems.

 Rule D.4.1 (required): Run-time failures shall be minimized

Hence, there arises a need for cautious monitoring of the occurrence of the run-
time errors by the developer, by introducing checks to the code, wherever the devel-
oper finds the possibility of the occurrence of run-time errors, keeping in mind the 
performance and the code-size constraints. The following are some areas which can 
be taken into considerations where the run-time errors might occur.

•	 Arithmetic Errors

These occur as the resultant of the evaluation of expressions giving rise to divide 
by zero error, overflow, or underflow scenarios. A supporting example 10.1 showing 
a divide by zero condition is shown.

Noncompliant Code Example 10.1

 {
 num1 = 10;
 for(i=0;i<10;i++)
 {
 result = num1/i; // Noncompliant
 }

In the example, the literal i is initially initialized to zero; hence on dividing num1 
by i, the zero division error is encountered with.

•	 Pointer Arithmetic

This deals with the calculation of addresses where care must be taken to ensure 
that the addresses computed should be reasonable and point to places meaningful.

•	 Left Shifts

AUTOSAR and MISRA Coding Standards



62

Care must be taken while performing left shifts, as the Most Significant Bit is 
lost resulting in the overflow.

•	 Array Bound Errors

The array indices while being used for indexing the array should be ensured that 
they are within the bounds specified.

�Character Sets

 Rule R.1.3 (required): There shall be no occurrence of undefined 
or critical unspecified behavior

The ISO Standard defines about 91 characters as a minimum source character set 
that is being supported by all the compilers. The rule says that only these characters 
are to be used even if the compiler in use supports an even larger set. The defined 
escape sequences are \n, \t, \v, \b, \r, \f, \a, \\, ?, \', \", \<Octal Number>, and \
x<Hexadecimal Number>. The usage of escape sequences other than these would 
result in unpredictable behavior. A noncompliant code example 10.2 is shown as 
follows.

Noncompliant Code Example 10.2

 const char_t a[ 2 ] = "\k"; // Noncompliant
 const char_t b[ 2 ] = "\b"; // Compliant

�Comments

Rule D.4.1 (required):	 The character sequences /* and // shall not be used 
within a comment

The nesting of comments is not something that is supported in C. The comment 
starts on detecting /* and ends on the first occurrence of */ irrespective of any nest-
ing of comments being attempted. A noncompliant code example supporting the 
rule statement is shown as follows.

Noncompliant Code Example 10.3

 /* This is a multi-line comment statement.
 /* Nesting of comments leads to unexpected behavior*/
 The actual comment ends here */

The example shows a multi-statement comment section which is begun with /*, 
but in the very next line, there is a comment line ending with */, whereas the actual 
comment ends in the next line. Now this might confuse the developer as which the 
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actual ending of the comment might be, as the final line gets uncommented, due to 
the early detection of the */. Hence nesting of the comments is not used.

�Constants

 Rule R.7.1 (required): Octal constants should not be used

Any integer constant that begins with “0” (zero) is termed as an octal constant. 
The usage of the octal constants is denied, because this may cause ambiguous sce-
narios. Example 10.4 illustrates this rule. Consider a user who wants to assign fixed 
length integer constants to variables. The array initialization is done as follows.

Compliant Code Example 10.4

 data [0] = 500; /* set to decimal 500*/
 data [1] = 071; /* set to decimal 57*/
 data [2] = 520; /* set to decimal 520*/

In the code snippet, the user assigns the decimal value “071” to data [1], thinking 
that it would be taken in as an integer constant, but the compiler recognizes it as an 
octal value as it has begun with a “0” and hence assigns the decimal value of the 
octal constant “071” which is “57” to data [1]. Therefore it is better not to use octal 
constants, yet zero is an exception as it holds the same value even in the octal 
representation.

�Declarations and Definitions

 Rule R.8.1 (required): Types shall be explicitly specified

Implicit typing of variables and functions though supported by some C compilers 
shall not be used according to the rule, as it might lead to confusions. A supporting 
example 10.5 which shows a noncompliant form of the rule along with its compliant 
solution in the comments is shown as follows.
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Noncompliant Code Example 10.5

 extern x; // Compliant solution - extern int16_t x;
 const x; // Compliant solution - const int16_t x;
 static fun(void); // Compliant solution - static int16_t fun(void);

�Initialization

 Rule R.9.1 (required): The value of an object with automatic stor-
age duration shall not be read before it has been set

Normally when the integer variable is declared without any storage specifier, the 
default specifier it takes is, the auto class. These integer variables shall not be used 
before getting initialized, to avoid any unexpected behavior due to garbage values. 
In example 10.6 the variable data returned by the function would hold garbage 
value, due to the conditional construct, as it is not initialized before being used.

Noncompliant Code Example 10.6

 {
 int data, value;
 value=0;
 if (value==1)
 {
 data = 45;
 }
 return data;
 }

The intention of this rule is that all the variables have to be initialized before 
being used. The initialization need not necessarily be done at the time of the decla-
ration but at some other part of the code but before the variable is put into use.

�Operators

 Rule R.10.1 (required): Operands shall not be of an inappropriate 
essential type

There are rules that are to be followed on using the operators over the operands. 
One such is the rule that talks about the usage of the Bitwise operator over its oper-
ands. The built-in Bitwise operators (~, >>, >>=, &, &=, ^, ^=, |, and |=), if used on 
the signed integer constants, yield implementation-dependent results. The most sig-
nificant of them is the left shift which, if performed on the signed integers, may 
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cause the signed bit, which is the Most Significant Bit, to be lost in the process, 
which leads to erroneous results. Hence, the bitwise operators are not used against 
the signed integers. A supporting illustration 10.7 is shown as follows.

Noncompliant Code Example 10.7

 if ((uint16_value & int16_data) == 0x246U)
 if (~int16_data == 0x246U)

The example 10.7 shows a bitwise operation being performed between an 
unsigned and a signed integer and another bitwise operation being performed on a 
signed integer. Both of these operations might yield results far from the unex-
pected one.

�Conversions and Pointers

 Rule R.11.3 (required): A cast shall not be performed between a 
pointer to object type and a pointer to a different object type
 Rule R.11.3 (required): A conversion should not be performed 
between a pointer to object and an integer type

These rules are extracted from a set of rules that talk about conversions from one 
type to another. These rules in particular talk about things that have to be kept in 
mind while dealing with pointers and conversions. Pointer types shall neither be 
made to cast into other types nor other types be cast into pointers. It is because if an 
address value being held by a pointer variable is assigned to an integer variable, it 
not be able to hold the complete value of the address due to its size. In this case, 
there occurs data loss, and further computations involving these variables will not 
yield the expected results. An example 10.8 supporting this rule is shown.

Noncompliant Code Example 10.8

 int* data;
 int addr_value = (int) &data;

Example 10.8 shows a pointer data variable being type cast into an integer and 
its value being assigned to an integer value. Data loss may occur if the addr_value 
is not large enough to accommodate the address value being assigned to it.
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�Expressions

 Rule R.12.1 (advisory): The precedence of operators within expres-
sions should be made explicit

This rule is from the set of rules that are designed to be followed for evaluating 
or forming an expression for evaluation. Precedence is normally followed for the 
evaluation of an expression to arrive at the intended result. But the rules of prece-
dence can be confusing at times. Hence in order to avoid this confusion which may 
cause unpredictable results later, it is advisable to have a limited dependency on the 
rules of precedence. The expression can be evaluated according to the precedence 
by making use of parentheses, in case of complex statements. However, there should 
not be overusing of the parentheses. A noncompliant code example 10.9 is shown.

Noncompliant Code Example 10.9

x = a == b ? a : a - b; // Noncompliant; Compliant Usage -> x = ( 
a == b ) ? a : ( a - b );
x = a + b - c + d; // Noncompliant; Compliant Usage -> x = ( a + b 
) - ( c + d );
x = a * 3 + c + d; // Noncompliant; Compliant Usage -> x = ( a * 3 
) + c + d;

�Control Flow

 Rule R.16.3 (required): An unconditional break statement shall 
terminate every switch clause
 Rule R.16.4 (required): Every switch statement shall have a 
default label
 Rule R.16.5 (required): A default label shall appear as either the 
first or the last switch label of a switch statement
 Rule R.16.6 (required): Every switch statement shall have at least 
two switch clauses
 Rule R.16.7 (required): A switch expression shall not have essen-
tially Boolean type

These are few rules to be followed while writing a switch statement. The switch 
cases inclusive of the default case mark their end when an unconditional break 
statement is introduced. The usage of the break statement is permitted only in the 
case of a switch statement, and an exception exists in case of an empty case clause. 
The switch statement should have a default label which can be present either at the 
end or at the top under a switch statement. The switch expression is prohibited in 
using a Boolean type, as the result of a Boolean computation is either true (1) or 
false (0), in which case a simple if…else construct would suffice as there would be 
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only two choices to decide upon. Hence switch statements are expected to have at 
least two cases to prove their usage. These are illustrated in example 10.10.

Compliant Code Example 10.10

 switch (value) /* value is not of type Boolean*/
 {
 case 0:
 statement 1;
 break; /* break statement is required after the case statements*/
 case 1: /* empty case clause, no break is required*/
 case 2;
 statement 1;
 break;
 default:
 err_flag_count = 1;
 break;
 }

�Functions

 Rule R.17.2 (required): Functions shall not call themselves, 
either directly or indirectly.

Recursive functions are not considered to be used in case of safety-critical sys-
tems. This is because the usage of the recursive functions consumes the stack space 
and causes the danger of depleting the same. The recursive function requires high 
control, else it would not be possible to determine the worst-case stack usage. A 
supporting noncompliant code example 10.11 is shown.

Noncompliant Code Example 10.11

 void func()
 {
 printf("This is a recursive function");
 func(); //Noncompliant

}
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�Arrays

 Rule R.9.5 (required): Where designated initializers are used to 
initialize an array object, the size of the array shall be specified 
explicitly

The declaration of an array without specifying the size of the array is possible. 
But it is not allowed according to the rules, as that might be unclear. An illustration 
on this is shown.

Noncompliant Code Example 10.12

 int arr1 [ ];
 int arr2 [ ] = { [0] = 1, [12] = 36, [4] = 93 };
 int pirate [ ] = { 2, 4, 8, 42, 501, 90210, 7, 1776 }

In example 10.12, all the lines of array declaration are noncompliant as the size 
of the array is not specified explicitly. In the second line of declaration, the highest 
size defines the size implicitly, and in the third line, the total number of items defines 
the size, but these implicit declarations of size might be unclear, hence not used 
according to the rule.

�Structures and Unions

 Rule R.19.2 (advisory): The union keyword should not be used.

The usage of union in order to access an object in different ways may cause mis-
interpretation of the data. Hence this rule was designed to prevent the usage of 
unions in any circumstances. An example 10.13 of a noncompliant code is shown.
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Noncompliant Code Example 10.13

 union U1 // Noncompliant
 { float j;
 int i;
 }

�Pre-processing Directives, Standard Libraries, and Identifiers

 Rule R.20.4 (required): A macro shall not be defined with the same 
name as a keyword

The reserved identifiers, function, and macros that come under the standard 
library should not be defined or undefined or redefined. The names of the standard 
library macros, functions, and objects are prohibited to be reused. An example 10.14 
illustration is discussed.

Noncompliant Code Example 10.14

 # define sqrt cathy

In example 10.14, the library function sqrt is being redefined, such that wherever 
the keyword sqrt occurs in the code, the pre-processor is instructed to just replace 
the same with the value “cathy,” where in a real case, the library function sqrt comes 
under the “math library” and is used to compute the square root of a given number.

�Summary

The chapter dealt with the layered architecture of AUTOSAR which is agreed upon 
by the automotive companies. It dealt with a brief explanation on the software com-
ponents in the architecture and the services provided. This chapter besides discuss-
ing AUTOSAR also discussed MISRA coding standards, the versions of MISRA, 
and the characteristics of MISRA. It also comprises a series of supporting examples 
for rules that are taken from various categories.
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Model-Based Automotive Software 
Development

K. Vinoth Kannan

�Introduction

In the world of automobiles, the development of highly efficient and error-free soft-
ware poses a great challenge. These challenges grow with the need of complex 
software algorithms and maintaining safety standards. To overcome these chal-
lenges, automobile software development companies are migrating from the con-
ventional way of software development to Model-Based Software Development 
(MBSD). Software development model evolves based on process frameworks such 
as International Organization for Standardization/International Electrotechnical 
Commission (ISO/IEC). The need to analyze system behavior during integration led 
to MBSD [1]. MBSD is a visual method of solving complex embedded control 
systems.

Initially models are maintained as a high-level design diagrams, to discuss the 
functionality within different stakeholders like Software developers, Software 
architects, Domain and safety experts and, also to the customers. It is maintained as 
a skeleton for functions under development. When there is a request from OEM 
about comfort functions like Lane Keep Assist and Traffic Jam Assist, development 
activities are divided into different phases. In the initial phase of discussion, only 
the customer requirements are available to get a better overview and easy commu-
nication across different stakeholders like software architects who create high-level 
models. In late 2000, the Object Management Group (OMG) launched a model-
driven architecture (MDA) that created a new paradigm in MBSD. The quality of 
the product enhanced by finding defects in earlier phase of development leads to a 
cost-effective approach with reduced cost in maintenance [2].

In general, models are a representation of vehicle function in abstract view. 
The importance of embedded software development increased in the last four 
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decades. Critical products like TV, washing machine, and home automation are 
making human lives easier, but the primary goal for these kinds of product devel-
opment is not safety. However, there are products which demand safety and 
robustness of the system, where human lives is the primary goal like aircrafts and 
cars [3].

Modern cars with comfort functions increase complexity of the system. Figure 1 
visualizes various ECUs in a typical automobile (dcvizcayno.wordpress.com).

Software engineering is a systematic approach with different phases of develop-
ment activities like requirement elucidation, architectural design, development, and 
testing. According to ISO/IEC/IEEE Standard 24765, software engineering is 
defined as “The application of a systematic, disciplined, quantifiable approach to 
the development, operation, and maintenance of software, that is, the application of 
engineering to software.” In the modern software development, it is necessary to 
simulate the changes and verify the functionality of the system in the design phase 
itself to avoid software bugs in the production phase which has a huge impact on 
revenue of the Tier 1 supplier and OEM [4, 5].

In general, software is also one of the major reasons for accidents and product 
failure. A small change in ECU software of vehicle sold to customer leads to catas-
trophes. However, it is necessary to recall such safety critical products because it 
can be life-threating for humans as well as for the environment. Therefore, MBSD 
created a huge impact on automotive software development [4].

MBSD has become the most promising and widely accepted approach due to its 
features like auto code generation, verification and validation in the design phase, 
and less effort for domain experts to create a quick prototype of vehicle functions, 
allowing them to generate a code and verify it in the car to study the behavior. In the 

Fig. 1  Automotive electronic control units
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conventional software development process, the design information is documented 
in text-based formats. The automotive market always demands the product to be 
customizable and recyclable and to provide lifelong maintenance. In the conven-
tional software design process, it is very difficult to understand and modify the 
manually written code. The difference between conventional and model-based 
approach is depicted in Fig. 2.

The key benefits of Model-Based Software Development include reducing the 
risk and cost by analyzing the model in the early phase of software development life 
cycle. Table 1 shows the achievement of leading OEM and Tier 1 suppliers [1]. As 
discussed earlier, MBSD improves the product quality and reduces the development 
time. The OEM demands the product to launch quickly into the market. So, MBSD 
is used for quick development and higher quality of the product. Maintenance of 
models developed using model-based development is highly cost-effective. It is also 
easily understandable across the project members. A graphical way of representa-
tion allows any developer to modify the implementation, thereby reducing the 
expert’s dependency. It reduces the documentation costs [6].

The models are easily reusable by creating libraries without any extra effort. The 
library blocks used across the shared development environment will reduce the time 
and redundancy of the frequently used functions. Models are prepared as sub-
blocks, hence easily replicable at the later stage of project. It is easy to analyze the 
error early and throughout the life cycle. In addition, assumptions are validated by 
using simulation blocks to match the system requirements. Auto code generation 
eliminates the coding errors, and the implementation is consistent to the given spec-
ifications. Extensive simulation reduces the debugging effort.

Fig. 2  Conventional software development vs MBSD approach
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�Automotive Model-Based Software Development

In MBSD, software development life cycle (SDLC) is a process to produce high-
quality and low-cost software with a short production time. It contains several 
phases like planning, design, implementation, testing, and deployment. Automotive 
software algorithms are more complex and supplied by different Tier 1 suppliers. To 
manage the complexity within the life cycle, there are many SDLC models created 
such as waterfall, agile software development, rapid prototyping, spiral, incremen-
tal, and synchronize and stabilize. The most commonly used software development 
life cycle in MBSD is V model which is shown in Fig. 3 [5].

In automotive industry, V model is the widely accepted one and also by the auto-
motive safety standards like ISO 26262. Review checklist and quality documents 
are created for each phase. Entry/exit criteria are clearly defined for each phase.

 • Requirement 
phase

Customer requirement gathered and system requirement derived in this phase

 • Model-based 
design

Vehicle control algorithm designed by using MBSD tools like MATLAB/
Simulink

 • AutoCode 
generation

Once the model is validated against requirement, the code is generated out of 
model by using code generator such as RTW Embedded coder and Targetlink

 • Integration Once unit testing is performed, new feature is integrated into the software 
and once again is verified with other functions

V model is the extension of waterfall model also known as verification and vali-
dation model. In general, the left side of V model describes the development activi-
ties, and the right side is all about testing. It is important to finish one phase to move 

Table 1  Benefits of model-based software development

Company name Tool used Advantages

Airbus SCADE and code 
generator

Reduction in errors by 20% and decrease in 
time to market

Eurocopter SCADE and code 
generator

Cycle time reduction by 50%

GE and Lockheed Martin ADI Beacon Reduction in errors, cycle time, and cost
Schneider Electric SCADE and code 

generator
8 times reduction of errors even when 
complexity increased 4 times

US Spaceware MATRIXx Decrease in cost and timeline for completion 
while subsequently reducing risks

PSA SCADE and code 
generator

Cycle time reduction by 60% and 5 times 
error reduction

CSEE Transport SCADE and code 
generator

Productivity increases from 20 to 300 SLOC 
per day

Honeywell Commercial 
Aviation Systems

MATLAB and 
Simulink

Increase in productivity. No errors in coding. 
Acquired FAA certification
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to another phase. Development and testing activities should happen in parallel to 
reduce the product development time. Some key benefits of V model are listed below:

•	 Testing starts in the early stage of software development, which avoids down-
ward flow of error and makes it possible to find errors in an early stage

•	 Test specification prepared at the same time when the developer is creating the 
software

•	 Cost-effective as it avoids rework
•	 Testing happen in all stages of software development

�Requirement Elicitation

Requirement elicitation or requirement gathering is a practice of discovering system 
requirements from different stakeholders. There are two types of most commonly 
accepted tools, namely, DOORS and Word for requirement elicitation and manage-
ment. The DOORS tool provides a lot of options to link multiple requirements and 
provides traceability between customer requirements, unit level requirements and 
can also be linked with unit testing tools.

In automotive software development, requirements are classified as follows:

•	 Safety related
•	 Non-safety related

Fig. 3  V Model for MBSD
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Safety-related requirements are treated with zero tolerance level in software 
development and testing activates. All safety-related test cases must be evaluated by 
system-level testing such as Hardware-in-Loop (HIL) and vehicle testing.

The process of requirement analysis using DOORS is depicted in Fig 4. Each 
requirement is filled with different attributes like object type, requirement ID, 
Automotive Safety Integrity Level (ASIL), and edit state. Object types are about the 
current state of requirement. Requirement ID usually starting with the function 
name is for traceability from software requirements specification (SRS) to design 
requirement, customer specification, and test specification. The requirement engi-
neer generally writes SRS, and the software architect reviews it. ASIL is the impor-
tant attribute for each requirement in automotive software development.

ASIL-related requirements are identified by applying simple filter options pro-
vided in DOORS. Safety tests and safety coverage are automated by creating simple 
scripts in DOORS.

�Software Architectural Design

Software architecture (SA) is the basic blueprint creation for the entire system. In 
many OEM and Tire 1 suppliers, SA artifacts are created based on process standards 
ISO 26262 and ASPICE. Responsible software architects will create software archi-
tectural design documents and diagrams for the entire project, which are reviewed 
by another software architect. Software architectural design documents contain a 
black box diagram, a skeleton for vehicle function under development. Interaction 
between components of an ECU is shown in Fig. 5. Interaction between inter ECU 
and other ECUs is illustrated in a graphical way using tools like Enterprise Architect. 
Interaction is generally helpful for stakeholder discussion and issue analysis.

Design requirements are detailed design requirements created based on system 
requirement. Safety Artifacts like safety analysis is done for ASIL-related compo-
nents. The software architect is responsible to ensure the functionality developed 
with necessary safety implementation recommended by ISO 26262. Safety engi-
neers review the safety-related documents.

Fig. 4  Requirement analysis in DOORS
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In the recent trends, automotive vehicle systems are moving from mechanical to 
assisted electronic control units. In particular, a variety of highly automated driver 
assistance (HAD) or fully automated driver assistance (FAD) systems are being 
used. These systems influence the vehicle dynamics with high-risk factors [3], and 
the safety concerns are addressed by normative guidelines. The ISO 26262 standard 
addresses the international safety standards for automotive product development. 
Modern vehicle development should be in line with ASIL. ASIL is the risk classifi-
cation of ISO 26262 compliance. Vehicle system protection in automotive software 
development also handles fail-safe conditions like hardware failure, environmental 
stress and software bugs which are analyzed with the help of ISO 26262.

�Software Model-Based Software Development: MATLAB/
Simulink

There are multiple MBSD tools and techniques available for automotive and aero-
space software development [7]. MBSD is supported by modeling languages such 
as Systems Modeling Language (SysML) and Unified Modeling Language (UML) 
for efficient software development. The readily available tools for MBSD are 
MATLAB/Simulink, LabVIEW, ASCET, and Scade. Among these tools, MATLAB/
Simulink is the most commonly used in vehicle function development and plant 
model development. MathWorks provides complete MBSD tool chain for model-
ing, code generation, and verification. Vehicle functions are modeled in a simulation 
environment and validated against plant model. MATLAB/Simulink offers the fol-
lowing benefits:

Fig. 5  Component interaction created using EA
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•	 Easy-to-build large model with modularity concept, like creating own reusable 
libraries

•	 Fixed-point model for timing-related real-time requirements
•	 Floating-point model for real vehicle system [plant model]
•	 Early validation of functionality and error detection
•	 Auto code generation
•	 Ensuring MISRA compliance by tools like Model Examiner (MXAM)
•	 Functionality testing by supporting tools like Time Partition Testing (TPT) and 

BTC Embedded Tester

Figure 6 shows the process of block creation using MATLAB/Simulink [8]. It is 
always time-saving, and users can create a reusable library which can be shared 
across the project member. Model referencing is a technique used to integrate a 
model from different developers as shown in Fig. 7 [8].

Sequential decision logics are designed in Stateflow environment. Time-triggered 
and event-triggered logics are modeled in Stateflow with the help of state transition 
charts and flow graphs. A simple “if else” Stateflow graphical pattern is shown in 
Fig. 8. The statements inside the square brackets are conditional statements, and the 
statements inside the curly brackets are action statements. The execution of this 
function starts from the default transition arrow. Upon reaching the junction, the 
arrow towards number “1” is checked or executed first.

Auto code generation is the main advantage of MBSD. It eliminates the manual 
coding effort and decreases the chance of error [9]. Real-time workshop, embedded 
coder, and dSPACE TargetLink are widely used to generate a code for the functions 
created by Simulink blocks. MATLAB provides various code generation options in 
different languages like C, C++, and hardware description language. It also 

Fig. 6  Basic block creation using MATLAB/Simulink
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complies with standards such as AUTOSAR, ISO 26262, DO-178, MISRA C, and 
CERT C. Since it is autogenerated, traceability between the requirements to code is 
also generated. Manual modification on the generated code is not recommended.

In MBSD, the algorithms are developed in a graphical way using modeling tools 
like Simulink/Stateflow as shown in Fig. 9 [10]. These models provide a simulation 
environment in all stages of software development from design to testing. In the 
design phase, physical models are derived based on customer requirement. In gen-
eral, physical models are created in floating point.

In a digital hardware (microcontrollers), numbers are stored in binary words. In 
general, a binary word is a fixed-length sequence of bits (1s and 0s). Data types are 
defined by a sequence of 1s and 0s in order to interpret the software functions. 
Binary numbers are represented as either floating-point or fixed-point data types. 
Vehicle functions are converted to the fixed-point domain, and then it is described 
with Hardware Description Language (HDL). In HDL development process, it is 
necessary to provide the size of the variables and registers. The registers must be 
large enough to represent the value of parameters with the desired precision.

In floating-point algorithms, the operations are performed in large numbers (64 
bits). It consumes more power and it requires more space. In order to avoid such 
problems, automotive algorithms are converted into fixed points.

Embedded coder is a code generator tool. As shown in Fig. 10, a code generated 
with embedded coder tool is compact readable C and C++ for mass production. It 
provides optimization options to improve code efficiency and allows integrating 
legacy code, tunable parameters, and data types. Embedded coder has built-in sup-
port to get compliance of MISRA C and AUTOSAR and provides code documenta-
tion and automated code verification to support standards like IEC 61508, ISO 

Fig. 7  Multiple components integrated based on model referencing

Fig. 8  Basic Stateflow 
illustration
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26262, and DO-178. To generate a fixed-point code, a fixed-point toolbox must be 
installed. This toolbox allows the user to change the properties of signals/parameter 
scaling, type, and offset.

Table 2 shows the different output file formats in MATLAB/Simulink. In addi-
tion to that, with the help of third-party tools, it is possible to generate a code spe-
cific to hardware including Intel, ARM, NXP, Texas Instruments, and 
STMicroelectronics. In general, it is easy to edit the properties of all Simulink 
blocks and libraries created out of Simulink/Stateflow. Figure 11 shows the Simulink 
Inport property window.

The model shown in Fig. 12 is a simple adder which takes two inputs, computes 
sum, and gives the sum as output. The code is generated from this model by setting 
the model configuration parameters to the required values. These parameters deter-
mine the target file (embedded real time or generic real time) and provides various 
options for customizing the code and the generated report. These options can also 
be left in its default state. After setting the model configuration parameters, the code 
is generated from the model by clicking the build icon.

The generated code is simulated with the help of Simulink block named S func-
tion. Once the code is generated, back-to-back testing is performed in the design 
phase itself. Vehicle function logics are verified in Model in Loop (MIL) mode by 

Fig. 9  Code generation using MBSD approach

Fig. 10  Embedded coder options for output files
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creating test cases using the Signal builder. The generated code is verified with the 
same test case in Software in Loop (SIL) mode.

S functions are compiled as a MEX (MATLAB executable) files. Legacy code 
integration is also possible with the help of S functions. Simulink Coder is used to 
generate a code out of S functions in a model. It is also possible to customize the 
generated code for S functions by writing a Target Language Compiler (TLC) file

TargetLink is a product from dSAPCE; it is very easy to generate code using 
TargetLink as options related to code generation are gathered in one place. The 
process of code generation in TargetLink is shown in Fig.  13 [11]. TargetLink’s 
main dialog is responsible for code generation configuration. TargetLink is certified 
by TÜV SÜD (German certification authority) for safety-related software develop-
ment according to ISO 26262 and IEC 61508. The Data Dictionary allows the user 
to modify elements such as scaling, data type, and variables.

In general, vehicle functions are modeled by Simulink blocks (or) blocks avail-
able in TL library as illustrated in Fig. 14. It is possible convert a Simulink model to 
TargetLink by a single push button named “Prepare system.” In addition to that, it is 
possible to convert/generate a code out of a single subsystem provided each subsys-
tem must have one function block.

Table 2  MATLAB/Simulink output targets

Software tools Output targets

MATLAB C/C++ executable
MEX file
C/C++ Static library

Simulink Shared library (.dll)
AUTOSAR interface
Embedded real-time targets – ANSI/ISO C, C++

Fig. 11  Simulink Inport and Subsystem parameters
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Fig. 12  Simple Simulink adder block and the corresponding generated code

Fig. 13  TargetLink overview
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A TargetLink-generated code is easily readable and provides traceability to 
requirement by providing comments in each subsystem. Figure  15 shows the 
TargetLink model and its corresponding generated code.

Simulation is a process of validating model and comparing results in various 
modes. TargetLink offers three kinds of simulation methods as illustrated in Fig. 16. 
By a single click, it is easy to change mode between MIL/SIL/PIL. New features or 
logics are validated against the real-time data collected from filed issues. It is very 
easy to introduce the real-time data into the simulation environment.

�Unified Modelling Language in MBSD

Object-oriented design (OOD) is another approach widely used in automotive soft-
ware development. UML uses the notations to describe OOD in MBSD. The UML 
diagram is the basis for software architectural design in most of the automotive 
industry. In general, programming languages are not in the level of abstraction to 
discuss about the design in the starting phase of product or software development. 

Fig. 14  TargetLink library blocks
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UML is an open standard to provide higher-level abstraction and also facilitate the 
design discussion in the earlier stage of the project with different stakeholders and 
customer groups. UML is the basic blueprint where the designer provides detailed 
design to the programmer for implementation. In general, UML is a notation sys-
tem, which helps to realize complex vehicle function algorithms in a graphical way.

UML diagrams can be broadly classified as structural diagrams and behavioral 
diagrams as the former one illustrates the structural aspects of a system and the lat-
ter one depicts the behavioral aspects of the systems with the actors and other sys-
tems. Figure 17 shows the different types of UML diagrams.

The following are the UML diagrams that capture and illustrate the static aspects 
of the systems:

Fig. 16  TargetLink different simulation methods

Fig. 15  Process of code generation
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•	 A class diagram is the mostly widely used UML diagram that represents a sys-
tem in an object-oriented manner.

•	 A object diagram is also used to represent the structural view of the system. 
Object diagrams are also similar to class diagrams in terms of usage. They are 
used to develop a prototype of the systems.

•	 A component diagram elucidates various components of a system and the inter-
action among them irrespective of time. Component diagrams provide an imple-
mentation view to the systems.

•	 A deployment diagram is one of the UML diagrams, which is used to model the 
physical entities of a system in the deployment view.

The dynamic aspects of a system are captured by behavioral diagrams. The fol-
lowing are the different types of UML diagrams that depict the behavioral aspects 
of the systems:

•	 A use case diagram represents various tasks that can be performed with the sys-
tem. This also depicts the role of each actor in performing every use case of 
the system.

•	 An activity diagram depicts the flow of control in a framework. It comprises vari-
ous activities and connections. The flow of activities can be consecutive, simul-
taneous, or even branched.

•	 A state chart diagram is used to convey the behavior of the systems when it is 
triggered by various events that happen within the system or outside the system. 
This is useful as most of the automotive systems are reactive to various external/
internal stimuli.

•	 An interaction diagram is used to describe the flow of control and data. A 
sequence diagram is used to represent the sequence of activities/message opera-

Fig. 17  Classification of UML diagrams
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tions that happen between various objects of a system with respect to time. A 
collaboration or communication diagram is used to visualize the structure of 
various objects involved in executing an activity of the system.

Vehicle function requirements are captured and then modeled at the system level. 
Modeling techniques involve two phases, namely, design phase and analysis phase. 
In the analysis phase, use case diagrams are used. A use case diagram is a user inter-
action diagram at the system level, where vehicle systems are described based on 
requirements. For each vehicle function, one or multiple use cases are identified, 
and clear tractability is established between the use cases and implementation 
(design requirements). In the design phase, UML diagrams like class diagrams, 
sequence diagrams, state diagrams, and deployment diagrams are used to visualize 
the core of system functionalities in a detailed way [12].

�Summary

This chapter elucidates the Model-Based Software Development approach used 
particularly in automotive applications. As a vehicle’s functional safety is consid-
ered to be one of the most important aspects of a car, a brief overview about that is 
given. Moreover, the chapter also discusses the various commonly used tools and 
techniques in MBSD approach. In particular, MATLAB/Simulink-based develop-
ment and auto code generation techniques are explained in detail along with a brief 
introduction to Unified Modeling Language.
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�Connected Cars

In the last two decades, the revolutionary progress in the field of automotive electronics 
and wireless technology and the ever-augmenting demands of the customers result in 
the automotive industry coming up with vehicles designed to sketch an incomparable 
driving experience from the traditional vehicles. By assisting this progress of meeting 
the demands of the clients like ensuring comfort, entertainment, connectivity, and other 
parameters during travel better than that of the pre-existing versions, cars of the recent 
times have truly taken the act of representing one’s own individualism. Technologies 
like vehicle-to-vehicle communication (V2V) and vehicle-to-infrastructrue (V2I) com-
munication, which enable communication between the automobiles and the environ-
ment through information exchange, not only come to aid in meeting the above said 
requirements but also enhance the user experience. This concept of vehicle interaction 
with the user and the surrounding environment is known as connected vehicles.

As shown in Fig. 1, the connected cars are automobiles that deploy several com-
munication technologies to interact with the driver of the vehicle or with the other 
vehicles on the road or with the outside infrastructure. This vehicle interaction with 
the external world, resulting in the benefits of comfort, safety, connectivity, and 
entertainment, can be achieved using techniques like telematics, mechatronics, and 
artificial intelligence.
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A typical connected car is built with intelligent features like muting the music on 
sensing the arrival of phone calls, so that the driver could indulge in without any 
disturbance; generating a signal of caution on the blockades or barricades or any 
obstructions that come in the way of the vehicle; stipulating information on an acci-
dent; providing the location of a nearby hospital or an emergency unit; transferring 
the vehicle status to the service providers enabling their access to remote monitor-
ing; and many more additional features. Thus, cars of the recent times embedded 
with intelligence, enhanced versions of themselves with the aid of numerous sen-
sors and actuators, have gained the ability to adapt themselves according to the 
current demands.

�On-Board Diagnostics

From the earliest days of the commercial sale of the car, it has been obvious that 
maintenance and diagnosis are required to the proper working of the automobile. 
Until the primary 1970s, an honest deal of the routine maintenance and repair was 
done by car owners themselves, using inexpensive tools and equipment. Car owners 
cannot, as a matter in any case, do their own maintenance and repairs on certain 
automotive subsystems (particularly the engine). In fact, the quality shop manual 
used for years by technicians for repairing cars is rapidly becoming obsolete and is 

Fig. 1  Use cases of connected car technology
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being replaced by electronic technician aids. In the past two decades, the concept of 
on-board diagnostics (OBD) is used in vehicles. The OBD system has a malfunction 
indicator light present in the dashboard of the car to indicate any failure in vehicle 
parameters. The status of the vehicle is determined through various sensors, and in 
case of any issues, a unique code called Diagnostic Trouble Codes (DTC) is stored 
in the memory and later recovered by the technician using the scan tool to identify 
the cause of failure. Each of the DTCs has a letter and three numbers associated 
with it. The first letter is used to indicate the system related to the error, for example, 
“P” stands for powertrain which covers functions that include engine, transmission, 
and associated drivetrain accessories. “U” codes for network and vehicle integration 
which covers functions that are shared among computers and systems on the vehi-
cle, etc. The numbers are manufacturer specific. The process of conventional vehi-
cle diagnostics is shown in Fig. 2.

�Diagnostics Over Internet Protocol (DoIP)

Even though the on-board diagnostics are useful to detect the errors, it requires the 
physical presence of the vehicle at the service center. The repair technicians can 
start the diagnostic analysis, only if the vehicle arrives at the workshop. The process 

Fig. 2  Conventional vehicle diagnostics

Vehicle Diagnostics Over Internet Protocol and Over-the-Air Updates



92

performed by the repair technician to carry out analysis of the state of vehicle and 
fix the issues is very time-consuming. This in turn makes the vehicle owner incon-
venienced. The remedy to these problems is to perform vehicle diagnostics remotely 
using the Internet. This reduces the overall downtime of the vehicle owner to fix the 
issues in the vehicle.

DoIP facilitates obtaining the data trouble codes and other status parameters 
from a vehicle remotely with the gateway module present inside automobiles [1, 2]. 
Using the gathered diagnostic information, the service person can do the major part 
of the repair work well in advance before bringing the vehicle to the service center. 
This helps the process of fixing the problems very quickly as the service technician 
can start the work immediately on getting the vehicle to the service center. DoIP can 
be used to continuously monitor the status of a vehicle to detect the faults present in 
it. This reduces the time for the detection of issues as well as the cost for the OEMs 
and also reduces the need to visit the service center. The process of conventional 
vehicle diagnostics is shown in Fig. 3.

Fig. 3  Vehicle diagnostics over Internet protocol
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�Software Architecture in Automotive Electronic Control Units

The aspects of safety and comfort of the drivers are the important parameters under 
consideration. In order to ensure the appropriate levels of these parameters, numer-
ous dedicated ECUs for anti-lock braking and engine management are deployed in 
today’s cars. Sophisticated software application determines the overall functions 
that a typical ECU handles in a vehicle. Thus, the software of an ECU plays a vital 
role in determining the function of the system and facilitating installation of the 
software with the help of Gateway ECU present in vehicles. As shown in Fig. 4, the 
program memory for every ECU has two sections, namely, Bootloader and 
Application Area. The application section contains the programs which determine 
the tasks that the ECU needs to perform. On reset of ECU, the bootloader module 
executes, and the processor starts executing the application program. A bootloader 
module has got the following software components:

•	 Initialization module for hardware after power-ON and reset of the ECU
•	 Data download manager that facilitates programming flash memory blocks
•	 Unified Diagnostic Services (UDS) protocol stack for communication between 

the Target ECU and Gateway ECU
•	 Data Decryption Module based on a cryptography algorithm as an optional 

feature
•	 Data Decompression Module
•	 Application Layer

Functional domains in automobiles like powertrain, vehicle safety, infotainment, 
and chassis have many Electronic Control Units. Depending on the speed of data 
transfer required, different networking protocols like FlexRay, Media Oriented 
Systems Transport (MOST), Fast Controller Area Network (CAN), Local 
Interconnect Network (LIN), etc. are used to interconnect various ECUs. The 
Telematics Control Unit of a vehicle usually acts as a Gateway that facilitates inter-
action with external infrastructure and interactions among other ECUs.

�Over-the-Air Updates

As there is a large number of Electronic Control Units present in a vehicle, the size 
of software application in a modern luxury vehicle can go beyond 100 million lines 
of program. It is quite obvious that the process of maintaining and updating such a 
complex software application for several thousand vehicles which are in production 
and millions which are in use is a tedious task. As shown in Fig. 5, in the conven-
tional way of software update, the improvisations to the vehicles with the current 
software are provided by recalling them to the dealership either for the rectification 
of any problems in the software or in the circumstances of the addition of new fea-
tures to the software, in order to enhance the performance of the vehicles. This 
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process which demands the time and energy of the user may incur losses to the 
OEM gradually resulting in their downfall. So to prevent this, over-the-air update 
which enables the automatic update of the firmware of the ECUs emerges as a solu-
tion. Besides that, it also is an error-free and a faster mechanism that aids both 
programming and updating a car’s firmware within its life cycle.

Over-the-air software updates refer to the practice of remotely updating the code 
on an embedded device [3]. The embedded hardware must be built with OTA func-

Fig. 4  Software architecture of an electronic control unit in vehicles

Fig. 5  Conventional Software Update Process for Automotive ECUs
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tionality for this mechanism to work. As of now, OTA is a well-established concept 
for cellular phones, and its application to the automotive domain helps to handle 
sophisticated automotive systems. OTA uses a wireless medium to establish com-
munication between OTA software server situated in the cloud and the telematics 
unit of a vehicle which acts a client. With the help of OTA process, it is possible to 
update software of vehicle ECUs at any location whether it is an assembly shop, 
location of a dealer, a service station, or the owner’s parking area. It also does this 
software download as a background activity even when the vehicle is running, and 
once the download is done, it tells the service person or the user that it is ready for 
the installation of the updated software.

Figure 6 illustrates the process of updating the software in a typical vehicle 
ECU. OTA implementation is a three-step process as follows:

•	 Development of software updates to enhance the features of the automobile and 
storage of the newly developed software update files in the cloud database serv-
ers which is accessible to all the stakeholders

•	 Downloading of the newly received software update file into the memory module 
present in the Telematics Control Unit through the Internet

•	 Installation of the software update in vehicle ECUs

OTA is a collaborative process which requires participation from various stake-
holders to give lifetime support to automobiles. The major stakeholders in the pro-
cess of OTA are as follows:

•	 Tier 1 and Tier 2 suppliers who are responsible for development and supply of 
various automotive components

•	 The dealers who are responsible for the sales of vehicles
•	 Service stations for fixing faults and doing maintenance of vehicles

Fig. 6  Over-the-air software update process in automotive ECUs
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•	 Owners of vehicles

�Is the Process of DoIP and OTA Safe?

Anyone with a wireless communication interface can intercept critical data, which 
is a threat resulting due to the addition of these new features in the name of provid-
ing comfort to the users. This critical data when fallen into the wrong hands can be 
misused, thereby posing a potential threat. The resulting possibilities are that one 
can get hold of the code flashed into the ECU; tap into the vehicle’s OBD interface; 
and potentially alter the transmitted code illicitly. By doing so, they can gain control 
over the car and cause catastrophes harming lives and the environment [4]. Therefore, 
it is significantly important enough to ensure the confidentiality, integrity, and 
authenticity of the data during the process of sharing over DoIP and OTA.

AUTomotive Open System Architecture (AUTOSAR) is an open community that 
provides software standards for automotive applications. For securing over-the-air 
updates, AUTOSAR suggests cryptographic algorithms [5]. Any cryptographic 
standard is considered vulnerable to brute force attacks. Cryptography alone will 
not be able to provide data security at the highest level; therefore an improved data 
security method which involves a combination of both cryptography and steganog-
raphy is preferred to provide maximum security for over-the-air updates in automo-
biles [6].

The following are the preferred data security mechanisms that can be used to 
have reliable and safe vehicle diagnostics and software update through the Internet.

�Cryptography

Cryptography is the art of encrypting sensitive information. Cryptography is based 
on mathematical theory and computer science practice. Cryptographic algorithms 
are designed with computational hardness assumptions, making such algorithms 
hard to break. Cryptography basically requires two steps: encryption and decryp-
tion. The encryption process uses a cipher in order to encrypt plaintext and turn it 
into cipher text. Decryption applies that same cipher to turn the cipher text back into 
plaintext. Cryptography is the development and creation of the mathematical 
algorithms used to encrypt and decrypt messages, and cryptanalysis is the science 
of analyzing and breaking encryption schemes. Cryptology is the term referring to 
the broad study of secret writing and bounds both cryptography and cryptanalysis.

There are five primary functions of cryptography:

•	 Privacy/confidentiality: Ensuring that no one can read the message except the 
intended receiver

•	 Authentication: The process of proving one’s identity
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•	 Integrity: Assuring the receiver that the received message has not been altered in 
any way from the original

•	 Non-repudiation: A mechanism to prove that the sender really sent this message
•	 Key exchange: The method by which crypto keys are shared between the sender 

and receiver

There are several ways of classifying cryptographic algorithms. They are catego-
rized based on the number of keys that are employed for encryption and decryption 
and further defined by their application [7]:

•	 Private key cryptography: Private key cryptography or symmetric cryptography 
is the form of cryptography where only a single private key is used to encrypt and 
decrypt information as shown in Fig. 7. Using one common key creates a key 
management issue. It is possible that the private key may be stolen or leaked. Key 
management involves prevention of these risks by changing the encryption key 
often and appropriately distributing the key. Private key cryptography schemes 
are generally categorized as either stream ciphers or block ciphers. The most 
widely used private key cryptographic algorithms are Advanced Encryption 
Standard, Rivest Ciphers (RC1, RC2, RC3, RC4, RC5, and RC6), Data 
Encryption Standard, Twofish, Blowfish, and ChaCha.

•	 Public key cryptography: Public key cryptography or asymmetric cryptography 
is an encryption scheme that uses two mathematically related, but not identical 
keys—a public key and private key for encryption and decryption process. As 
shown in Fig. 8, the public key is used to encrypt, and the private key is used to 
decrypt. It is computationally infeasible to compute the private key based on the 
public key because of the one-way functions. Using this property the public key 
is shared freely, thereby facilitating the users to have easy and convenient encryp-
tion methods. Private keys have to be kept secret to ensure that only the owners 
of the private keys can decrypt the cipher text.

Public key cryptography ensures both confidentiality and integration of the origi-
nal message. The one-way function can be realized using multiplication and factor-
ization or by using exponentiation and logarithms. The ease of multiplication and 
exponentiation versus the relative difficulty of factoring and calculating logarithms, 

Fig. 7  Private key cryptography
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respectively, create the one-way functions. The mathematical infeasibility in public 
key cryptography is brought by using a trapdoor in the one-way function so that the 
inverse calculation becomes easy with some prior information. Since public key 
cryptography is mathematically linked, the key generation process can be done 
locally at the receiver end. The most widely used public key cryptographic algo-
rithms are Ronald Rivest, Adi Shamir, and Leonard Adleman (RSA) algorithm, 
Digital Signature Algorithm (DSA), Diffie-Hellman key exchange, ElGamal 
encryption, and Elliptic Curve Cryptography (ECC). Each of these algorithms has 
their own pros and cons; based on the application, a suitable algorithm is imple-
mented for the cryptosystem.

�Digital Signatures

A digital signature is the public key message authentication within the physical 
world. It is common to use handwritten signatures on handwritten or typed mes-
sages. They are wont to bind signatory to the message. Similarly, a digital signature 
could be a technique that binds an entity to the digital data. This binding will be 
independently verified by the receiver additionally as any third party. Digital signa-
tures could be a cryptographic value that is calculated from the information and a 
secret key known only by the signer. The receiver of the messages needs assurance 
that the message received is the original message sent by the sender. This require-
ment is extremely crucial in business applications, since the likelihood of a dispute 
over exchanged data is extremely high. The most commonly used digital signature 
algorithms are RSA, EIGamal, DSA, ECDSA, EdDSA, Schnorr signature algo-
rithm, and rapid digital signature. Each of these algorithms has their own pros and 
cons, based on the application.

Fig. 8  Public key cryptography

M. Kathiresh et al.



99

�Hash Functions

Hash functions use no key for encryption. Instead, a fixed-length hash value is com-
puted based upon the plaintext that makes it impossible to retrieve the contents or 
length of the plaintext from the message digest. Hash algorithms are typically used 
to provide a digital fingerprint of a file’s contents. Hash algorithms ensure integrity 
of the encrypted file. Hash functions are also commonly employed by many operat-
ing systems to encrypt passwords. Since hash functions produce a fixed-length 
value, there are a finite number of hashes for each type of algorithm. This makes 
collisions possible. A collision occurs when two different data (plaintext) produce 
the exact same hash. It’s extremely rare for this to happen, but older hashing algo-
rithms have encountered this problem. To overcome this problem, the hash value 
size has been increased for the same hashing algorithms. Some of the widely used 
hash algorithms are Message Digest (MD) algorithm which has different version 
like MD4 and MD5 with variable hash length, Secure Hash Algorithm (SHA), 
RACE Integrity Primitives Evaluation (RIPEMD), and Whirlpool.

�Steganography

Steganography is the process of hiding secret data inside an ordinary, non-secret file 
or message to avoid detection [8]. Steganography can be used to conceal almost any 
type of digital content, including text, image, video, or audio content. The content 
to be concealed through steganography is often encrypted before being incorporated 
into the cover file. The use of steganography can be combined with encryption as an 
extra step for hiding or protecting data. Steganography is generally used to convey 
a secret message or code. There are many legitimate uses for steganography, but 
malware developers have also been using steganography to obscure the transmis-
sion of malicious code. Image steganography is the most commonly used steganog-
raphy method to embed the secret data. In image steganography, the input message 
is inserted into the cover medium using special algorithms. Based upon the domain 
type, image steganography techniques are classified as spatial domain and trans-
form domain techniques.

�Summary

Tremendous growth in the field of automotive electronics, wireless communication, 
and information technology has made the processes of diagnostics over Internet 
protocol and software update over the Internet possible. As these processes use the 
Internet, an unreliable channel for information exchange, this involves lots of risks 
in terms of security of the data. AUTOSAR specifies cryptographic algorithms to 
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have secured data transmission in automotive applications. It is also true that the 
cryptographic algorithms when combined with the art of steganography provide an 
additional security for the data being over the Internet during the process of DoIP 
and OTA.
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Automotive Cybersecurity

Ashish Jadhav

�Introduction

Automobiles of today and of the future are a part of a well-connected network of 
vehicles which access multiple communication and informational services over 
cloud and across peers. The electrical infrastructure of a vehicle is made up of a 
large number of ECUs [electronic control units] communicating over multiple intra-
vehicular networks. These are also connected through the in-vehicle infotainment 
[IVI] and telematics sub-systems to the external world over Internet-based proto-
cols. As such the automotive world is exposed to security and privacy exploits prev-
alent over the cyberspace.

Automotive cybersecurity is a study of the issues of security of the automobile 
system and the privacy of the automobile user information in this well-connected 
vehicular scenario. Compared to any other consumer electronic systems like PCs, 
mobiles, and IoT devices, a vehicle has its own characteristics in terms of its archi-
tecture, usage, and upgrade constraints. In fact Internet of Automotive Things 
[IoAT] is the term that is used in the vehicular domain of things. As such classical 
security and privacy techniques like vulnerability and threat analysis, cryptographic 
security, privacy lists, Public Key Infrastructure [PKI], digital certificates, security 
updates, etc. need to be relooked and redesigned for the automotive systems.

In recent times various automotive vulnerabilities have been utilized, and secu-
rity hacks of vehicles have been reported. An additional dimension is that an auto-
mobile is a safety critical system and the implication of such hacks in addition to the 
financial or time loss could also be on the life of the automobile users in the vicinity 
of a compromised vehicle or the pedestrians nearby. Hence providing security to an 
automobile user is a very important and challenging area. Automobile OEMs 
[Original Equipment Manufacturer]  are already announcing plans for driverless 
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cars and ADAS [Advanced Driver Assistance System]. Such systems also would 
need innovative approaches for their security.

In this chapter, we begin with a description of the general principles of cyberse-
curity. Then we see some aspects of how automotive systems have evolved which 
helps us in understanding how there are differences between traditional cybersecu-
rity and automotive cybersecurity. Next we look at the automotive cybersecurity 
threats and the in-vehicle infotainment system that is a crucial component from an 
automotive cybersecurity perspective. Next we look at the three very important 
standards in the automotive world from a cybersecurity view. These are AUTOSAR, 
ISO 26262, and ISO/SAE 21434. Finally we conclude this chapter with some very 
upcoming initiatives on the use of blockchains in the automotive industry and a 
brief about the MOBI standard.

�Cybersecurity

With the evolution of computer systems, computer networks, computer programs 
and data, the field of computer security, network security, software security, and 
data security have undergone a revolution in the past few years. Today, we have 
computing devices which are ubiquitous, always on and always connected to the 
Internet. Computing systems today are in the form of mobile phones, tablets, and 
embedded systems in various things – Internet of Things (IoT). Their typical char-
acteristics are huge volumes, low power consumption, and low hardware capabili-
ties compared to a dedicated computing system like a personal computer or a server. 
Due to the proliferation of cheap mobile communication, the mobile computer net-
work has innumerable devices used for various applications. Software is truly dis-
tributed across multiple devices and is also available as a service through the cloud. 
This is the world of information and data explosion. There are countless intelligent 
applications deployed which are processing information across multiple domains.

Cybersecurity deals with security of today’s countless devices connected over 
the Internet executing distributed information processing applications to provide 
services to today’s mobile users and things. It deals with security of the information 
on the computing devices with end user, cloud and embedded in things. It also deals 
with security of information in transit and in storage through the network. It deals 
with the security of flow of information from the end user to the application service 
provider through various intermediate service providers like hosting services, stor-
age services, network services, etc. Cybersecurity is concerned with the procedures, 
processes, tools, techniques, and infrastructure required to enable security and pri-
vacy in today’s world.

Cybersecurity can be further sub-divided into the following security domains 
from a decomposition perspective:

	1.	 Application security: Dealing with the security of various applications providing 
services, user interfaces, and application interfaces which can be compromised
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	2.	 Information security: Dealing with the security of information and data that is 
entered, generated, measured, stored, transferred, and displayed by the 
application

	3.	 Network security: Is the security of the network consisting of hardware and soft-
ware components that are utilized by the distributed application for the transfer 
of information and data across geographically distributed application components

	4.	 Computing system security: Is the security of the computing systems that could 
be personal computers, laptops, mobile phones, tablets, devices, things, etc. 
which are responsible for execution of the distributed application

Though we can view an application providing some service to a user, decomposi-
tion into the abovementioned security entities is important from a perspective of 
study, design, implementation, testing, maintaining, and upgrading a system with 
the objective of fulfilling security-related requirements and goals.

Threats to cybersecurity are caused when security aspects like confidentiality, 
integrity, and availability of system or data are compromised by a malicious user. 
Confidentiality of data implies that only the intended user can access the data. 
Integrity deals with the property that the data has not been tampered or changed by 
an adversary. Availability of the system and data deals with providing the legitimate 
users access to the system and data.

The objectives of cybersecurity are to ensure confidentiality, integrity, and avail-
ability to the users of the application or system. Attacks and hacks are carried out by 
adversaries to compromise the confidentiality, integrity, or availability of a system 
or application by exploiting various vulnerabilities present in the system or the 
application. These could be either in the system/application or in the information 
database or the network or the systems hosting the application.

This could lead to cybercrimes committed to genuine system users, to cyberat-
tacks which are planned operations with a motive to compromise the system or data 
for some intention, or to more serious cyberterrorism which is used to cause unrest 
and panic by compromising security of the applications and data.

Cybercriminals use malicious code (malware) to exploit vulnerabilities and com-
promise systems and steal data. Some common types of malware include virus, 
Trojan, ransomware, adware, and botnets. Some cyberattack techniques include 
SQL injection, phishing, man-in-the middle attack, denial-of-service attack, etc.

Some cybersecurity techniques to protect systems from cyberattacks are as 
follows:

	1.	 Employing cryptographic techniques for system and application security. 
Recently quantum computing has been demonstrated, and quantum cryptogra-
phy is also an upcoming technology that could have a major impact on the imple-
mentation of cybersecurity in future systems.

	2.	 Using secure protocols for communication and storage of data.
	3.	 Regularly updating operating systems and application software with the secu-

rity fixes.
	4.	 Having a strong antivirus software and keeping it up-to-date.
	5.	 Having strong passwords and regularly changing them.
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	6.	 Avoid opening emails and clicking on links and executables from unknown 
sources.

	7.	 Avoid connecting computing systems to public insecure Internet connections.

To ensure that the goals of cybersecurity are satisfied in a system or application, 
cybersecurity has to be included as an integral part of the software development and 
deployment process for the application:

	1.	 Cybersecurity requirements are to be included in addition to the functional 
requirements of the system/application.

	2.	 Cybersecurity considerations to be considered in the system architecture design.
	3.	 Cybersecurity considerations to be included in the coding of the software and the 

design of the data bases.
	4.	 Cybersecurity testing, verification, and validation activities to be carried out. At 

times penetration testing and ethical hacking too needs to be performed to ascer-
tain the security of the developed system or the application.

�Automotive System Evolution

Automobiles have gone through a major transformation from mechanical machines 
to electronics vehicles. Olden vehicles had very few electrical parts for starting, 
ignition, headlights, and blinkers. The earlier vehicles had a very simple electrical 
battery-driven supplementary system to support the internal combustion engine as 
the primary locomotive power in the vehicle. Later some sensors and cluster meters 
used electronics followed by the tuner/radio and audio systems. From those elemen-
tary electronics systems in olden day cars, today’s vehicles have hundreds of ECUs 
interconnected with multiple communication networks. Due to the complexity of 
the implementation today, it is popular to use multicore ECUs [1]. The tuner has 
been transformed into a complex in-vehicle infotainment system which has diverse 
communication capabilities and interconnectivity.

Today, cars run multiple applications which enable the vehicle to be networked 
to other cars or with the infrastructure. As part of these information processing 
applications, it is necessary for the vehicle to communicate over the Internet. The 
automotive system can be further sub-divided into the following sub-systems:

	1.	 Body and chassis
	2.	 Powertrain
	3.	 Engine
	4.	 Climate control
	5.	 Braking
	6.	 Steering
	7.	 Exhaust
	8.	 Infotainment and cluster
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All the sub-systems have ECUs, software components, and communication abil-
ities to interact with other vehicular sub-systems.

The amount of electronics and software in cars having advanced safety features 
and autonomous driving capabilities is high to enable drive-by-wire capabilities. In 
fact modern cars are very complex real-time embedded software-controlled and 
information-driven mechanical systems. More than 50% of the cost of today’s cars 
is of electronics and the software that goes in it. Across the multiple ECUs, there 
could be more than 100 million lines of code. Today’s cars are truly software driven.

A car is a safety-critical system, and the mechanical, electronics, and software 
components together have to satisfy the safety goals required for the vehicle. The 
electronics equipment and all the systems in the car are designed to operate under 
severe environmental conditions like cold, hot, and dusty situations.

Typically the sub-systems of an automotive system are designed to have a work-
ing life-span of greater than 10 years. The infotainment system is typically built to 
interface with mobile devices and external interfaces. These typically evolve at a 
faster rate. These are consumer electronic devices and are typically replaced in 2–5 
years. Integrating such diverse systems and providing applications in a vehicle 
which are safety-critical is one of the biggest challenges of automotive sys-
tem design.

�Automotive Cybersecurity

Consider the diagram given in Fig. 1, which shows the block diagram of a con-
nected vehicular network.

Compared to a computer network or a mobile ad hoc network, there is a major 
difference when we consider the vehicular networks. Whereas the node in a com-
puter or mobile network is typically a computing device which is connected, it is 
much more complex in the case of vehicles. The vehicle which is connected to the 

Vehicle
Vehicle

Vehicle

Cloud
Services

Infrastructure

Fig. 1  Connected vehicular network
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network is in turn consisting of hundreds of ECUs interconnected by diverse net-
works like the following:

	1.	 Control Area Network [CAN] typically used for powertrain, engine control, etc.
	2.	 Local Interconnect Network [LIN] typically used for powered windows, seat 

belts, climate control, door locks, etc.
	3.	 Media Oriented Systems Transport [MOST] typically used for multimedia com-

munication and infotainment systems
	4.	 FlexRay typically used for steer-by-wire, brake-by-wire, etc.
	5.	 Ethernet typically used for telematics applications
	6.	 Dedicated Short-Range Communication [DSRC] for vehicle-to-vehicle and 

vehicle-to-infrastructure communication, etc.

Most of the ECUs are running real-time critical applications, and a failure or 
malfunction can be fatal in this safety-critical system. Typically, a secure gateway 
device is used for interconnecting these diverse networks, and a firewall is used for 
the Ethernet connection to the external world. Automotive systems can also have 
intrusion detection systems [IDS] to detect anomalous activity in the network. A 
diagram of these systems is shown in Fig. 2.

One more challenge from a cybersecurity perspective in an automotive system is 
that of software updates. While we are used to have automated updates and planned 
updates in computing systems and mobile systems for fixing security loopholes, 
updating software in a vehicle is a challenge [2] due to the time-critical nature of the 
systems and the safety and availability requirements.

Another consideration which cannot be taken lightly in terms of an automotive 
system is that we cannot say that a system is 100% secure. The same is true about 
safety, we cannot say that a system is 100% safe. There have been reported cases in 
the past of accidents that have been caused due to safety failures. Safety processes 
have matured over the years, and by using techniques like redundancy in the system, 
the chances of failures can be reduced to satisfy the practical purpose of system 
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Fig. 2  Automotive cybersecurity system organization
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usage. Also, a safety failure is due to some component failure, misbehavior, or envi-
ronmental factors that can be either predicted or analyzed. The difference in security 
is that the accidents caused by security breaches are intentional and are cybercrimes. 
They are caused by an intelligent adversary who hacks into the system and is 
responsible for the failure caused to the system which could in turn lead even to a 
safety failure. So indirectly the safety of the system has been manipulated by an 
intelligent adversary.

There is one more important difference in an automotive system from the point 
of view of implementation of cryptography to provide cybersecurity. Security heav-
ily relies on cryptographic algorithms. The cryptographic algorithms that imple-
ment cybersecurity are basically open algorithms in the sense that the algorithm is 
publicly known to everyone. The strength of the algorithm primarily depends on the 
cryptographic key that is used by the algorithm. The symmetric key has to be kept 
secret in case of a symmetric key-based cryptography between the two parties 
exchanging secure information. The private key has to be kept secret in case of 
asymmetric key-based cryptography. Usually the secret key is associated with a user 
in case of a computational system like PC or mobile and is protected by the pass-
word or passphrase which is known and entered by the user for cryptographic oper-
ations. In an automotive scenario, this is difficult. As an automotive system is in turn 
a distributed network of ECUs, the sub-systems would have to communicate 
securely without human intervention. It is also not possible for the user to enter the 
password while simultaneously driving the vehicle. The vehicle has to have built-in 
mechanism to store the secret key and use it without human intervention. So to 
ensure this secrecy in automobiles, hardware-based mechanisms like a Hardware 
Security Module [HSM] or on-chip security implementation are used. If a hacker 
tries to hack the secret key from the hardware module or the on-chip store, the hard-
ware is destructed and fails and has to usually be replaced.

Ethical hackers have taken full control of vehicles in the past and have demon-
strated the importance of automotive cybersecurity.

There are a plethora of SAE, ISO, AUTOSAR, and IEEE standards which deal 
with security of various aspects and components of an automotive system right from 
ECUs, vehicular networks, to communication protocols. Of special interest is the 
ISO/SAE 21434 joint standard for cybersecurity of automotive systems, and we will 
consider this in details in a later section.

�Automotive Cybersecurity Threats

The three major threats that exist in any connected vehicle system are threats deal-
ing with the following:

	1.	 Confidentiality—An attacker can gain access to the confidential vehicular data. 
Data could be belonging to the vehicular driver, connected phone, vehicular data, 
or OEM-related data.

Automotive Cybersecurity



108

	2.	 Integrity—An attacker can modify the data in the vehicle. This could be pro-
grams in the ECUs. Malicious code can be introduced.

	3.	 Availability—An attacker can prevent the data from the vehicle to be accessed 
by a legitimate connected external vehicle or a user.

The threat of hacking a car could lead to the following scenarios:

	1.	 Injecting malicious code in the vehicle
	2.	 Getting remote access and taking over the controls of a vehicle, i.e., the driver or 

the controller of the vehicle is unable to control the vehicle
	3.	 Theft of information flowing from the vehicle to another vehicle, to the infra-

structural computer, or to the cloud
	4.	 Getting access to the back-end systems of the OEM or service providers of 

the vehicle

Traditional security uses a connected system to frequently update security 
patches. Automotive systems unlike consumer electronics systems have certain 
challenges and complications in the application of software updates:

	1.	 Automotive system might not be always connected. There could be regions and 
durations where connectivity does not exist.

	2.	 Difficulty of updating software in automotive systems. The system cannot take 
time to update, and it needs to start immediately. It cannot start an update when 
it is being driven as it is a real-time safety-critical system.

	3.	 Unlike a PC or a mobile phone, an automotive system could have software scat-
tered into multiple ECUs and processors connected over diverse networks. 
Handling distributed updates across the system is complex.

The major threats to a vehicle from a cybersecurity perspective are the following:

	1.	 Brought-in devices. Mobile phones, tablets, and computers which have their own 
connectivity and which are in turn connected to any of the vehicular system.

	2.	 Vehicular wireless connections like Bluetooth and Wi-Fi, required for infotain-
ment and telematics applications. These could include vehicle-to-vehicle, 
vehicle-to-infrastructure, or vehicle-to-cloud connectivity.

	3.	 Physical thefts of a chip or module from the vehicle.

A popular threat model in use is briefly described here. The Microsoft STRIDE 
model [3] classifies potential threats according to the types of exploits that are used:

	1.	 Spoofing—is a threat on the authentication and involves impersonating a legiti-
mate user

	2.	 Tampering—is a threat on the integrity of data and involves modification of data 
or code by an unauthorized entity

	3.	 Repudiation—is an threat to non-repudiation and involves improper claim on 
performing some actions

	4.	 Information disclosure—is a threat on the confidentiality of information and 
involves unauthorized access to information
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	5.	 Denial of service—is a threat to the availability of the services to the legiti-
mate users

	6.	 Elevation of privilege—is a threat to authorization and involves illegitimate 
ways to get authority

For an automotive system threat modeling, the STRIDE threats are considered 
against each component of the system that is exposed as a threat surface, as well as 
from the interest of an attacker in exploiting the threat. There are variants of the 
STRIDE model which are also popularly used by OEMs and suppliers.

�In-Vehicle Infotainment Systems [IVI] and Cybersecurity

With the growing demand for touch-based smart entertainment systems in vehicles, 
the infotainment system is a very important component which has now become a 
major differentiator in vehicles. In many countries people spend a major amount of 
time travelling in vehicles, and an IVI system is popular in reducing the boredom of 
the journey and providing the driver with an easy interface to access vehicular con-
trols and information with minimal distraction from driving. As the system provides 
a user-friendly HMI which is also driver-friendly, it is rich in features and a complex 
system having hardware and software components. It usually provides personaliza-
tion and customizations to the vehicle user.

The infotainment system hosts the telematics interface of the vehicle and is con-
nected to various other sub-systems of the vehicle. It is a very critical component 
from the cybersecurity perspective of an automobile. Usually a gateway is used to 
isolate this system having critical cybersecurity threats from the safety-critical 
ECUs of the vehicle which could be interconnected over diverse intra-vehicular 
networks as shown in Fig. 2. Usually all connections to the outside world are chan-
neled through the IVI system. At times firewalls and IDS systems are also used as 
cybersecurity mechanisms to take care of the threats which are exposed by the 
IVI system.

Usually the IVI system is feature-rich and rich in the sense that it provides a lot 
of attack surfaces in a vehicle. Some of the attack surfaces are as follows:

	1.	 USB ports—Usually a mobile device or external pen drives are connected and 
can easily compromise the security of the system or introduce malware. There 
have been cases where the USB has been used to attack the IVI system by updat-
ing the firmware of the system with a malicious code.

	2.	 Diagnostic port—Allows access to outsiders during maintenance and servicing 
of the vehicle. An attacker can use this port to carry out an attack on integrity and 
confidentiality.

	3.	 Multimedia playback systems like software radio and audio players can be used 
to carry out certain types of attacks.

	4.	 Short-range communication—like Bluetooth or Wi-Fi can be used to carry out 
attacks related with confidential system information or malware injection.
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	5.	 Long-range communication—for data connectivity through a mobile communi-
cation channel; usually connects to the Internet, from which remote hackers can 
carry out various types of attacks. GPS connectivity can also be used to hack into 
an IVI system.

Fortunately techniques used for securing the IVI system in a vehicle are similar 
to cybersecurity of computing systems and mobile devices, and lots of best prac-
tices, tools, and products are available. And intrusion detection systems, firewalls, 
gateways and other cryptographic tools, and secure protocols are used to take care 
of the cybersecurity threats posed by the IVI.

�AUTOSAR and Automotive Cybersecurity

Automotive Open Software Architecture [AUTOSAR] is an international standard 
for development of the software stack for an automotive ECU. The objective of this 
standard is to ensure interoperability among different ECU suppliers supplying the 
ECU hardware which has tied up basic software stacks and other system and appli-
cation software components to OEMs. One more major objective of this standard is 
to reduce the complexity by standardization so that the suppliers can focus on build-
ing more complex application over the standardized stack.

Throughout the development of the AUTOSAR standard, the focus has been on 
defining the interfaces and verification of the conformance of a developed system, 
with respect to the standard, by performing conformance testing. As this standard 
development began almost two decades back, there have been various instances 
where security considerations have been discussed and have been incorporated into 
the standard in its various releases. The security focus of AUTOSAR has been to 
define procedures and interfaces for secure onboard communication. The security-
related AUTOSAR [4] components of the basic software stack are distributed as 
follows:

	1.	 Cryptographic Service Manager [CSM] which is a component of the system 
services layer

	2.	 Cryptographic Abstraction Library [CAL] which is also a component of the sys-
tem service layer

	3.	 Secure On-board Communication [Sec-Oc] module which is part of the com-
munication services

These modules are responsible to implement secure communication services by 
providing the following functionalities:

	1.	 Standard interfaces for providing cryptographic services
	2.	 Cryptographic functionality for which support is provided for Hardware Security 

Module [HSM] or Software Library
	3.	 APIs for carrying out secure on-board communication through the multiple 

buses supported by the ECU
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�ISO 26262 and Automotive Cybersecurity

The ISO 26262 standard [5] deals with the functional safety of automotive systems. 
A vehicle, overall, is a safety-critical system as a malfunction can lead to losses of 
lives. All the safety-critical sub-systems in an automobile inherently need to be 
secure. A compromise on the security of the sub-system can easily compromise the 
safety of the operation of the system. Functional safety and reliability for an auto-
mobile system are well-understood domains having standards, tools and techniques. 
The overlap between cybersecurity and functional safety is an area that is of interest 
and further research.

Are security countermeasures sufficient to ensure the safety of an automotive 
system? To answer such questions; people, tools and techniques from different 
domains need to come together. Some questions that are relevant in this regard are 
as follows:

	1.	 Is it necessary to design the system having distinct safety and security goals and 
approaches?

	2.	 Should safety + security be considered together in the design of the system?
	3.	 At a component level, can a component which is not having critical safety level 

be compromised by security and can be used to compromise the safety of the 
system as a via media?

	4.	 Can a security attack lead to a safety hazard?

As illustrated in Fig. 3 all safety-critical systems need to be secure. In case of a 
cyberattack, the hacker can intentionally cause the failure of the safety-critical com-
ponent. There could be systems which need to be secure and which are not safety-
critical. We could also have systems that are non-safety-critical and not secure in an 
automotive system.

ISO 26262 [5] defines the safety levels for vehicular components and provides 
practices to design a safety-critical system in the presence of hazards, whereas ISO/
SAE 21434 [7] defines the risk associated with security threats to the system. Is 
there a need to combine these parameters and together come up with a safety + 
security number? Ahmad [6] has given a detailed analysis of how security and safety 
are dealt with in standards like the AUTOSAR. The challenge of managing security 
is the unpredictable nature of cyberattacks. Whereas in safety we deal with hazards, 
the cybersecurity attack is active and adaptive as we are dealing with an intelligent 
adversary.

Security Safety

Fig. 3  Safety and security
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�ISO/SAE 21434 Automotive Cybersecurity Standard

The need to have an automotive standard for cybersecurity stems from the fact that 
multiple parties are involved in the manufacture of a vehicle. The OEM has numer-
ous tier 1 and in turn tier 2 suppliers who supply parts including mechanical, hard-
ware, and software parts that go in a particular vehicle make. As automotive 
cybersecurity involves security across these components assembled and working 
together as a system, it is necessary to have seamless implementation of security 
across these sub-systems. This calls for a standardized approach to cybersecurity.

The standards are usually enforced by the OEMs on their suppliers and ensure 
that the final integrated vehicular system satisfies commonly defined goals on 
cybersecurity. Standards like the joint ISO/SAE 21434 [7] play a very important 
goal in fulfilling the following cybersecurity requirements:

	1.	 Clear understanding of automotive cybersecurity terminology across all parties 
involved in the system development

	2.	 Defining common cybersecurity goals that the system should meet which in turn 
leads to security goals for the sub-systems designed, implemented, and inte-
grated by diverse parties

	3.	 Creating cybersecurity requirements from the goals for the specific parts of the 
system made by a supplier

	4.	 Having a trail of documentation related to design, implementation, and testing 
that can be traced for specific security goals and requirements

	5.	 Satisfying security requirements across sub-system boundaries and software 
interfaces

	6.	 Verification and validation of cybersecurity at the sub-system and at the sys-
tem levels

	7.	 Ensuring conformance and auditing that the delivered part satisfies the required 
level of cybersecurity

Initially SAE came up with J3061 [8] guidelines for cybersecurity. Then later 
ISO and SAE started work on jointly developing the standard ISO/SAE 21434. 
Various automotive OEMs, ECU suppliers, chip designers, and cybersecurity com-
panies have come together for the development of this standard which is about to be 
released. This standard will be applicable for cybersecurity for all road vehicles. 
The standard defines the activities to be performed and processes to be followed for 
all the phases of the vehicular lifecycle. Typical vehicular lifecycle stages and the 
impact of security in these phases are as follows:

	1.	 Research and development—It is good to identify the security threats and their 
implications to the proposed application.

	2.	 Design and engineering— Security requirements influence the design and imple-
mentation of the hardware and the software components of the system. Security 
requirements, design principles, and test cases are to be used in this phase.

	3.	 Production—The engineered security components are preserved and replicated 
without compromise of the security.
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	4.	 Operation by customer—At this phase the system is open for different threats 
and attacks. The security provided is able to successfully combat the attacks.

	5.	 Maintenance and service—is when the security-related updates and fixes can be 
applied to ensure continued security of the system.

	6.	 Decommissioning—is when privacy-related threats are high and security cre-
dentials can be misused or stolen for attacks on other systems.

The ISO/SAE 21434 standard does not get into the following requirements:

	1.	 Trying to enforce or recommend any specific security solution, technology, 
or product

	2.	 Remedial solutions and techniques
	3.	 Telecommunication services, systems, or products
	4.	 Servers, back-office techniques, and their connections
	5.	 Electric vehicle charging technologies and services
	6.	 Requirements that are specific to autonomous and driverless vehicles

The standard deals with three different structured layers. The top layer consists 
of cybersecurity management across various phases. Next is the risk management 
across the different phases, and finally there are supporting cybersecurity processes. 
The approach taken is a security risk-based methodology and risk assessment and 
prioritization approach.

The concept phase for J3061 begins with “Threat Assessment and Risk Analysis” 
[TARA] [9]. TARA is crucial for recognition of risks early in the development phase 
and prioritizing the risk levels. The three fundamental security parameters of confi-
dentiality, integrity, and availability are used for assessing the threats and analyzing 
those. E-Safety Vehicle Intrusion Protected Applications [EVITA] [10] provide the 
mechanism for risk assessment at the system level. Threat and operational analysis 
[THROP] uses a threat- and hazard-based analysis approach for risk assessment. 
Threat Vulnerability and Risk Analysis [TVRA] and Operational Critical Threat, 
Asset, and Vulnerability Evaluation [OCTAVE] are some other risk assessment 
techniques that can be used for security assessment.

�Blockchain Technologies for Automotive Cybersecurity

Blockchain technologies for automotive [11] domain are one of the most recent 
trends getting popular. Blockchain offers a secure distributed ledger and is suitable 
for taking care of secure storage and integrity of information in the automotive 
domain. Right from OEM and supplier-specific information to information related 
to spare parts, insurance, vehicle history, ownership, maintenance repair, etc., block-
chains can play a major role in securing applications, since they are dealing with 
distributed information. It is anticipated that in the coming days the usage of block-
chains in the auto industry is going to increase many folds.

Some of the benefits of using blockchain in the auto industry [11] are as follows:
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	1.	 Tamper-proof data—Which is reliable.
	2.	 No single point of failure in the system—As shared by multiple parties.
	3.	 Transparency of the data—Everyone can see the entity and the changes made.
	4.	 Identity management—Transactions made by an entity are tied to the identity.
	5.	 Irreversible—Changes made cannot be reversed surreptitiously.
	6.	 Information security—Confidentiality, integrity, and availability.

Automotive blockchain consortium Mobility Open Blockchain Initiative [MOBI] 
[12] is working on an initiative to standardize the automotive blockchain for vehicu-
lar identification [VID]. The objective of VID is to be able to identify a vehicle 
uniquely across OEMs and make and use the unique ID for other applications for 
tracking the vehicle like ownership changes, repairs, warranty, etc. The standardiza-
tion effort also aims to improve vehicular on-road safety and emission norms and 
looks at techniques for reducing on-road congestions.
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�Introduction

There are many major milestones in the rapidly evolving story of self-driving cars. 
A driverless future seems just around the corner, but it is been a long arduous jour-
ney to arrive at this point. Ever since the automobile industry has been in existence, 
self-driving cars have been a dream. Francis Udina demonstrated a remote control 
car in 1925 that drove through the streets of Manhattan frightening passersby with 
an empty driver’s seat; it was called the American wonder.

The self-driving car dream was alive and well in 1956, as GM or at least a pro-
motional video leaning self-driving cars would arrive by 1976. In fact, more than 
94% of all driving accidents today are caused by some kind of human error. What if 
automation could help us minimize or completely eliminate driving deaths by tak-
ing human error out of the picture? There are also many other profound benefits that 
could arise from a driverless future. There are also many other profound benefits 
that could arise from a driverless car in future, such as rather than just focusing on 
lanes, turns, and traffic while seated in a driverless car, you can even reply to work 
emails, eat, or relax and make the morning so much more productive. A robotic van 
that could drive fully autonomously without traffic was developed by Ernst Dickens 
and his team from the University of Munich in 1986, and by 1987, it drove at speeds 
up to 60 km/h. His team developed an autonomous Daimler Benz using psychotic 
computer vision that is focusing on points of interest in the environment and con-
tributed significantly to the Eureka Prometheus project, in the early 1990s. At the 
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same time, Carnegie Mellon University’s Navlab in the USA was busy building a 
steady series of prototypes with ever-improving capabilities. 

Their first autonomous vehicle, Navlab1, developed in 1986, managed 30 km/h 
on the road using multiple sun workstations.

Autonomous vehicles (AVs) are going to influence the near future, yet deploy-
ment of this technology continues to be delayed because of the current challenges. 
There are six separate levels of automation as prescribed by SAE International 
(2016). These levels range from zero (complete human interaction) to five (fully 
autonomous) [1].

Independent vehicles can possibly present new and genuine accident dangers, for 
example, crashes coming about because of digital assaults. There stand a few diffi-
culties in the method for dealing with these dangers and amplifying the advantages 
of AVs [2].

The advancement in technology is accelerating the growth of autonomous driv-
ing. Autonomous vehicles (AVs) are the latest trend that the car industry is moving 
toward, as AVs will help in replacing humans as drivers who are prone to making 
mistakes and errors while driving the vehicle. Thus, having AVs on roads will reduce 
the number of accidents caused due to the human error and hence serve as a means 
to improve the road traffic safety. However, AVs face innate safety and security 
challenges that must be addressed before they are deployed for use.

The complex hardware design required to accommodate autonomous systems is 
shrinking, whereas we can see a sudden increase in the processing speeds. Advanced 
driver assistance systems (ADAS) are readily used in buses that have amazing fea-
tures such as pedestrian detection system, adaptive cruise control, collision avoid-
ance, correction of lane, and automated parking facility that can be used in the 
design of AVs as well [4]. Every novel feature that you want to integrate into AVs 
such as smartphone integration, entry without keys, and detection of blind spots in 
the next-generation vehicles brings new vulnerabilities and challenges to the elec-
tronic control unit (ECU) [10].

Even with all the research going on, to make the driverless cars a success, the 
autonomous industry is facing its own set of challenges with respect to the technical 
implementation of driverless cars such as decision-making, actuation, sensor man-
agement, object detection efficiency, safety and reliability, quality of software, com-
putational resources, security and hacking, and privacy, being the essential ones. 
There is still a long way to go for the industry till it actually reaches its ultimate 
destination. So this chapter dives into the current state of autonomous driving, the 
various stages, and the key technological challenges that the vehicle manufacturers 
must address to get in the game.
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�Research Motivation and Purpose

Autonomous intelligent vehicles are conventional innovation sets to strengthen 
vehicle self-sufficient driving totally or incompletely for self-sufficient and security 
purposes. Generally, self-ruling clever vehicles plunk down with numerous versatile 
robot advances. In principle, we consider self-ruling astute vehicles as versatile 
robot stages in this book. Subsequently, condition recognition and displaying, limi-
tation and guide building, way arranging and dynamic, and movement control are 
the four key innovations present in a smart vehicle, shown below (Fig. 1).

Increasing traffic congestion and accidents has been a major concern associated 
with the rapid growth in automotive production. Governments across the globe have 
been improving traffic infrastructure, imposing traffic regulations, and educating 
people about the same to solve these problems by increasing funds. Furthermore, 
various research and development projects related to driver assistance and safety 
warning systems have been launched by research institutes. Therefore, various 
research works in the domain of intelligent vehicles all over the world have led to 
intelligent transportation systems (ITS) in improving road safety and reducing traf-
fic accidents since the last decade [3].

Autonomous intelligent vehicles are now widely applied to driver assistance and 
safety warning systems (DASWS), such as forward collision warning, adaptive 
cruise control, and lane departure warning. With the development and advancement 
of the economy and society, the issues regarding traffic safety, energy deficit, and 
environmental pollution have become grave problems in recent years. Hence, higher 
volumes of research and applications are inspired due to these problems. In the end, 
improved traffic capacity and traffic safety can be implemented using computer 
control, A.I., and communication technologies [4].

Fig. 1  Vehicle to infrastructure connectivity
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�Levels of Automation

For the purpose of our classification, we will use the decomposition suggested by 
the Society of Automotive Engineers in 2014, but the standards are still continu-
ously evolving. The whole autonomy of driving is classified into different levels 
from level 0 to level 5.

Let us start with full human perception, planning, and control, calling this as 
level 0. If an autonomous system assists the driver by performing either lateral or 
longitudinal control tasks, we are in level 1 autonomy. Both the control tasks and the 
lateral and longitudinal control are performed in level 2 automation, but only in 
specific driving scenarios. In addition to the control tasks, the system can perform 
object and event detection in response to a certain degree, in level 3 automation. In 
the next level, we arrive at highly automated vehicles, where the system is capable 
of reaching a minimum risk condition, in case the driver does not intervene in time 
for an emergency. However, level 4 still permits self-driving systems with a limited 
(operational design domain) ODD. Finally, in level 5 the system is fully autono-
mous, and its ODD is unlimited, i.e., it can operate under any necessary conditions. 
If level 0 is the car you drive, then level 5 is the car that drives you as shown 
in Fig. 2.

Fig. 2  Levels of autonomy in vehicles
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�Key Technologies Employed for the Driverless Cars

The design and functioning of passenger vehicles have remained superficially static 
ever since they have been in mass production, i.e., almost 80 years. They consist of 
one petrol or diesel engine, four wheels, and the familiar user interface of the steer-
ing wheel, throttle, gearshift, and brake. However, the underlying control systems 
have changed dramatically, in the past two decades. Today’s automobile contains a 
myriad of computers and is no more a merely mechanical device [4].

AVs are foreseen to be driverless. To achieve the perfect driving results, auto-
makers around the world have begun to work to understand the potential and fathom 
the difficulties that are faced at present. To modify and guzzle existing innovation in 
traditional vehicles and make an interpretation of them to a close to expected self-
governing vehicle would be the main test [3]. Figure 3 depicts probable types of 
sensors present inside a AV.

The most advanced or best of these cars incorporate some or all of the features 
listed below (https://www.tempoautomation.com/blog/features-of-todays-best- 
autonomous-cars/)

•	 Lane control: The capacity to remain securely inside the path is called lane con-
trol. It is accomplished by observing separations to path markers, street edges, 
and adjoining vehicles. A few frameworks utilize the GPS to pinpoint the area of 
the vehicle.

•	 Adaptive cruise control (ACC): The already existing cruise control can maintain 
the constant speed, whereas in ACC it automatically maintains both speed and 
safe distance from the other vehicles.

Fig. 3  Different sensors present and the approximate range as different colors
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•	 Automatic emergency braking system (AEBS): It automatically applies braking 
systems to avoid a collision and therefore is an essential safety feature for com-
pletely autonomous vehicles.

•	 Light detection and ranging (LIDAR): Distance determination and object identi-
fication is achieved using this technology. Drones, as well as road vehicles, use 
standalone mountable units of these.

•	 Street sign recognition: It is a feature that identifies road signs by processing sen-
sor data using a complex software program. Even though workable technology 
already exists, it cannot be relied upon, and hence this technology will be the 
subject of research and development for some time to come.

•	 Vehicle-to-vehicle (V2V) communication: Here the multiple vehicles work 
together and talk with each other to improve the safety of the whole self-driving 
ecosystem, and this is considered as the heart of a connected vehicle 
technology.

•	 Object or collision avoidance system (CAS): This system integrates multiple fea-
tures, like object detection or identification and advanced emergency braking 
system (AEBS), to avoid a collision.

�Various Technical Challenges in an Autonomous Vehicle

�Decision-Making

Recognition is the initial phase in playing out a driving undertaking. The first step 
towards driving any vehicle is the basic understanding of driving and getting a 
judgement of the obstacles present on the road. So its basically the observations 
obtained from the surrounding environment of the vehicle (i.e. road and obstacles...) 
and making a judgement to drive. This in technical terms is known as decision mak-
ing and then implementing those decisions into action. To make these decisions, the 
AV’s are programmed with certain plans categorized based on the timeslots that 
discussed along with some examples below.

In decision-making there are three kinds. They are as follows:

•	 The first one is long-term decision: how to navigate from Belagavi to Bengaluru 
or from my home to the workplace, etc. By responding to this inquiry, we have 
an elevated-level arrangement for the whole driving undertaking.

•	 The second one is short-term driving: making decisions of changing in lanes or 
taking a left or right turn at the intersection.

•	 The third one is immediate decision: making decisions which include control 
and path planning such as following a lane on a curved road, steering control, 
acceleration or brake control, etc.

Let us consider an example of proceeding toward an intersection as shown in 
Fig. 4, including all decisions that are involved in it.
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The drawn-out arranging stage tells you to turn left at this crossing point. 
Presently, we should investigate the middle of the road and transient choices that 
should be made. To begin with, let us accept that the crossing point is controlled. 
That is, there is a traffic light. Since you are turning left, you have to see whether 
you have to make a path change into a left turning path. At that point, as you are 
continuing this crossing point, you decide to back off, and it must be done easily 
with the goal that the travelers do not encounter uneasiness. You have to grind to a 
halt not long before the stop line, i.e., before a person on foot crossing. These 
choices made on path changing and halting areas are on the whole transient arrang-
ing choices. You additionally need to think and react to conditions that emerge 
en route.

Despite everything there is still need object and event-detection and accurate 
response. Imagine a scenario that a vehicle comes all of a sudden infront of you near 
the turning . So now, now you must decide whether the car has to stop before it can 
make way for the other vehicle and let it pass or not. Imagine the scenario that a 
vehicle maneuvers into the turn path right infront of you all of a sudden, out of 
nowhere. In view of the quantity of potential situations that happen, how does the 
choice to execute a left turn change if there should arise an occurrence of ordinary 
driving? These choices fall into the prompt choice class, and they require safe 
responses from the arranging framework.

 Thus, it results in an infinite number of possible decisions that have to be evalu-
ated on different time scales, even if it is a simple scenarios of left turn. This brings 
up multiple cases that are different for the same intersection crossing scenarios.
Every scenario needs a set of choices that are to be evaluated in real-time and update 
them when new information about the scene is made available. Changing a lane 

Planning at the intersection

Fig. 4  At an intersection situation for an autonomous vehicle
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affects various scenarios like where to drive, which cars to pass by and so on. This 
simple lane change involves atleast three to four decisions to be executed so that the 
vehicle can be controlled safely. Examples in predictive planning can be as follows: 
Say a car has not moved for the last 10 seconds and wont be moving for the next few 
seconds. So is there a way that I can move by it safely, or let me slow down so that 
the pedestrian can pass-by safely and cross the road infornt of me. So this is the way 
humans think naturally while driving using their intelligence. Humans make predic-
tions on the next move of the objects and obstacles present on the road before arriv-
ing to a decision. This kind of planning relies on preidictions of the actions that 
other objects in the environment may perform. This increases the complexity in the 
vehicles when it comes to the tasks that need understanding the environment care-
fully. But then predictive planning is an important method for AV’s because it gives 
a deep insight into the various scenarios that a vehicle should handle safely without 
causing aby troubles.

Decision-Making Hierarchy
In this segment we depict the dynamic engineering of a standard self-driving vehi-
cle and remark on the duties of every segment (https://studylib.net/doc/18292501/a--
survey-of-motion-planning-and-control-techniques-for-self-driving-urban-
vehicles). Driverless vehicles are basically self-sufficient dynamic frameworks that 
procedure a flood of perceptions from onboard sensors, for example, radars, 
LIDARs, cameras, GPS/INS units, and odometer. The whole decision-making sys-
tem scenario of a typical self-driving car is hierarchically decomposed into four 
important components as shown in Fig. 5.

At the most elevated level, a way is arranged through the road network data. This 
is trailed by a behavior layer, which settles on a nearby driving assignment that 
heads the vehicle toward the goal and keeps the standards of the street. This is 
trailed by motion planning module which chooses a persistent way through nature 
to accomplish a nearby navigational undertaking. A control framework at that point 
responsively remedies blames in the execution of the arranged movement.

•	 Route Planning: When driving on a street/road which is slant in nature, the self 
driving cars’ decision making unit should quickly decide the trajectory that it has 
to use to move through a street from the point where it is currently positioned to 
its destination and also decide on whether to increase or decrease the speed or 
apply the brakes (depending on whether the car is moving in the upward or 
downward direction on the slant street). Next, represent the road network in the 
form of a directed graph. In this graph the weights represent the cost of passing 
over a segment of a road and can be used to find a route with a minimum-cost 
path on a directed graph obtained from the road network [5].

•	 Behavioral Decision-Making:  Once the routes for travelling are found, the 
AVshould select the proper path and follow the selected route for the journey. It 
should communicate accordingly with other users on the road (other car drivers 
etc...) for smooth manuever, following all the rules of road safety. It is the respon-
sibility of the behavioral layer for selecting the appropriate driving behavior at 
any given instance of time in synch with the newly learned behavior of the other 
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Fig. 5  Illustration of the hierarchy of decision-making process

participants (car, obstacles, humans etc...) on the road, the condition of the roads 
and also take into account the signals sent by various traffic signals encountered 
on the selected path [5]. 

•	 Motion Planning: Once the driving behavior is decided (e.g. taking a U-turn, 
lane changing or taking a left turn etc) by the behavioral layer, it sends this 
behavior for conversion in to a path or trajectory that can be stored and used by 
the low level feedback controller. This path should be practically feasible such 
that it is convenient for the on-board passengers, avoid any form of wreckage or 
accidents as the obstacles (detected by on-board sensors) are encountered on the 
travelling path/road.

•	 Vehicle Control:  In the next step, the feedback controller sends the accurate 
inputs to the actuator to proceed forward with the planned motion and correct the 
tracking errors in case any encountered. All the tracking errors that occur when 
the planned motion is in progress are due to the imprecise vehicle model. Hence 
the closed loop system should be have high durability and stability.

As we know the self driving vehicles are complex systems that are split in to a 
group of complicated decision making problems, where the the result of the previ-
ous stage acts as the input to the next stage and keeps evolving. This capability of 
decision making has allowed the adoption of well-developed techniques for finding 
unique solutions from various research areas.
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�Actuators

Over the years vehicles have evolved from simple electromechanical systems to 
complex computer-controlled networked electromechanical systems. Apart from 
solving one of our problems, these changes have led to new problems like accidents 
leading to death or injury, pollution, traffic issues, fierce competition in terms of 
cost, and the depletion of fuel reserves.

•	 Drive by Wire
Traditionally vehicle functions were achieved by mechanical linkages, but today 

electrical or electro-mechanical systems are used for performing the same func-
tions. This technology is known as drive-by-wire technology in the automotive 
industry. This technology uses electromechanical actuators and human–machine 
interfaces such as pedal and steering feel emulators. Various mechanical compo-
nents are eliminated from the vehicle.

Brake-by-wire is a technology within which almost all the mechanical and 
hydraulic components of traditional braking systems are replaced by electronic sen-
sors and actuators to apply brakes in a moving vehicle. It is a meld of ECS along 
with a group of electromechanical actuators and a brake pedal. The use of brake-by-
wire systems has many benefits like reduction in weight and space, low operating 
noises and vibrations, and quicker response time because of the absence of mechan-
ical linkages, which might lead to shorter stopping distances.

Due to the security-critical nature of brake-by-wire systems, incorporating a 
degree of fault tolerance is important. The foremost commonly suggested solution 
is a redundant or back-up brake, like a traditional mechanism, which might be 
brought into activation in the event that the first system suffers a failure (Fig. 6).

Electronic throttle control (ETC) is an electronic part of the vehicle which helps 
in interfacing the pedal to the throttle, to form a mechanical linkage. The three parts 
of any common ETC system are (1) pedal module, (2) throttle valve (controlled by 
Electronic Throttle body-ETB), and (3) power train. The ECM is a sort of electronic 
control unit (ECU), which is an embedded structure that uses programming to work 
out the perfect throttle position by estimations from data evaluated by various sen-
sors, including the pedal position sensors, engine speed sensor, vehicle speed sen-
sor, and journey control switches. The electric motor is then used to open the throttle 
valve to the vital point.

Most of the faults that occur in Throttle-by-Wire systems occur due to pedal or 
throttle position sensors because of wearing out, skipping or emitting erratic sig-
nals, throttle body motor failures, and numerous electrical problems, like loose or 
corroded, wiring connectors are also common (Fig. 7).

•	 Steer-by-Wire (SbW) frameworks are an extra advancement of the present electri-
cal force controlling frameworks. There is no constant mechanical connection 
between the hand wheel and the street wheels. The guiding order is transmitted 
absolutely electrically. An actuator on the hand wheel delivers the necessary 
directing torque (input actuator) to cause a credible guiding to feel for the driver. 
Another actuator on the controlling apparatus guides the street wheels (directing 
actuator) (Fig. 8).
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Fig. 7  General Structure of a throttle-by-wire system
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Because of the nonattendance of a human driver, supervision, and disappoint-
ment, revision must be actualized in electronic frameworks. For this, angles, for 
example, actuator topology, important level of excess, suspension kinematics, just 
as structures of controllers must be thought of.

As actuators are totally constrained by electronic frameworks, incitation with 
regard to mechanized driving is emphatically connected to car by-wire frameworks, 
for example, steer-by-wire or brake-by-wire. Berg miller broadens these contempla-
tions toward a well-being idea for the trial vehicle MOBILE of TU Braunschweig. 
The vehicle highlights brake-by-wire, steer-by-wire, and throttle-by-wire at each 
wheel independently. All things considered, the vehicle is constrained by a 
human driver.

Horwick records security prerequisites for vehicle activation frameworks. He 
requests needlessly controllable brakes and repetitive guiding actuators. These are 
upheld by producing yaw second by differential slowing down if there should be an 
occurrence of directing misfortune. Moreover, inertial sensors and associated move-
ment estimation should be planned needlessly.

Raste has thought about security objectives and well-being prerequisites for a 
SAE level 3 framework, too. As one can understand, Raste perceives trajectories as 
inputs to the actuation systems in the vehicle. For the actuation systems in vehicles, 
he introduces redundancy structures that have two parallel paths. The normal opera-

Vehicle
speed sensor

Steering
angle sensor

Torque
Sensor

Reduction Sensor Motor ECU

Fig. 8  General structure of steer-by-wire system
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tion is impelmented by the first path, whereas the second path is a hot standby. 
Incase a malfunction occurs in the first path, the second path takes over the control. 
So the elements such as actuators, sensors, reduandant design of controllers and 
power supply are satisfied. Raste lists out additional safety goals with respect to 
steering. To sum it up he says unintended steering should be avoided and intended 
steering should be ensured.

Reschka presents general consultations with respect to useful well-being of 
mechanized vehicles [6]. Reschka additionally for the most part requires excess 
plan of sensors, actuators, and force supply for guaranteeing useful security of 
mechanized vehicles which likewise applies to incitation frameworks.

�Sensor Management

There are many shortcomings when it comes about the sensors used. 
Shortcomings like:

–– Sensors are very expensive
–– Risks in perception error
–– Machine learning becomes unstable under changing conditions
–– Vulnerability to attacks.
–– Detection range is too short and uncertain.
–– High processing power demand

•	 Sensors are very expensive
In present days, sensors are very expensive, and autonomous cars are occupied 

with many sensors. The total cost of sensors lies between $100k and $200k for a 
single vehicle. This amount is not affordable by every common person. Very few 
people can afford up to $100k for autonomous driving. This price needs to be afford-
able so that everyone can afford an autonomous driving.

•	 Risks in perception error
Due to increasing prices of sensors, we use camera-based sensors which are rela-

tively low cost when compared to LiDAR and RADAR systems. But these camera-
based sensors have fatal perception error.

By using camera-based sensors, we try to reconstruct a 3D image in terms of 
2D. But the reconstruction is not efficient. There are many advances in these area 
like FPGA-based stereo algorithms, GPU-based parallelized implementation, algo-
rithms such as Semi-Global matching and Structure from motion and its variant, but 
it is not suitable all the time.

Considering if it is night and there is a person standing, we just can make out a 
shadow in the camera. So, the camera does not understand if there is a person or just 
a shadow of a tree or street lamp. This leads to risking of life. A normal camera does 
not provide sufficient information to make a decision. The information received is 
not enough for detecting, extracting, and classifying objects.
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•	 Machine learning becomes unstable under changing conditions
Machine learning is a tool that is used to translate the sensor data into perception, 

prediction, and decision of the trajectory of the car. In self-driving models, there are 
tens of thousands of neurons and tens of millions of connections. This is a very large 
model. The complexity of perception is higher than the complexity of prediction, 
which is higher than the complexity of planning. Normalization adds up to the com-
plexity as it eliminates the variance in sensor data because of different conditions of 
the environment.

We can assume the total complexity of driving as

	

Complexity driving = Complexity normalization *Complexity pe( ) ( ) rrception

*Complexity prediction *Complexity planning

( )
( ) ( ) 	

If we had to do this improvement without the better sensor data, we need to put ten 
computers in a car instead of one computer, and this is practically not possible.

•	 Vulnerability to attacks
Self-driving cars need to cope up not only with just the situations of real traffic 

but also of the sudden attacks by criminals, terrorists, and other adversaries. We 
obviously cannot accept our car to freeze when under attack. A problem with cam-
eras is that they can be easily spoofed. Suppose the pranksters draw the realistic 
image of a tunnel on the house wall, and it may be misunderstood by the controller 
and the vehicle may run into the wall. But this might happen. LiDAR can also be 
spoofed, by making the car to see objects while do not exist.

There is no way to provide 100% safety, but we can try to make the work of these 
culprits exponentially more difficult.

•	 Detection range is too short and uncertain
Good cameras with large sensors and good optics can resolve to long distance. 

The problem is that the further away the sensor needs to see, the more pixels it 
requires. More pixels equal to more computing which further equals to more cost to 
more hardware. Cameras can be effective only for the use of 3D type of analysis in 
short distances. LiDAR range is limited by eye safety. The amount of light emitted 
that can enter an eye is limited by the laser light’s average and momentary power 
depending on the wavelength. Change in weather, such as fog, reduces the range of 
cameras and LiDAR.

•	 High processing power demand
The process of data fusion is very hectic for the computer resources as it collects 

all the sensor data. Even to get the data into a same coordinate system takes a lot of 
computing power. Data correlation between camera images and LiDAR data can 
also fail due to various reasons (Fig. 9).

Sensors that are utilized in AVs are camera, RADAR, sonar, LiDAR, a GPS, an 
inertial measurement unit (IMU), and wheel odometry. Sensors are utilized to gather 
information that is dissected by the PC in self-governing vehicles. It controls the 
brake, steer and speed of the vehicle.
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•	 Camera: Cameras were the principal sort of sensors to be utilized in the AVs and 
are currently the primary decision for most controllers used. Camera empowers 
the vehicle to truly envision its environment. Cameras are profitable at the gath-
ering of surface comprehension; they are extensively open, and more moderate 
than RADAR or LiDAR. The latest HD cameras can make a large number of 
pixels for each packaging, with 30–60 edges for each second, to develop continu-
ously incredible imaging. Since the camera is a key sensor in independent driv-
ing, the usages of camera in self-driving vehicles are endless. Cameras can be 
part of human–machine association.

•	 RADAR: RADAR means Radio Detection and Ranging. RADARs are fixed into 
a vehicle for different purposes such as adaptable journey control and powerless 
side exhortation crash alert. Relatively few sensors measure speed by calculating 
the complexity between the two readings; RADAR uses the Doppler Effect for 
direct measurement of speed. Microwave RADAR works at 77  GHz and can 
gage vehicles moving around 200 m away. RADAR is more capable than cam-
eras and LiDAR in picked conditions like bad weather conditions.

•	 LiDAR: LiDAR represents Light Detection and Ranging. LiDAR utilizes an 
infrared laser shaft to appraise the separation between the sensor and a close by 
object. The current LiDAR’s utilization light of frequency is around 900 nm. 
LiDAR has higher spatial objectives than RADAR, as it has progressively 
focused laser beam with greater number of clear layers in vertical direction, and 
the high thickness of LiDAR center per layer. 
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Fig. 9  Block diagram of autonomous vehicle system
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•	 Sensor Fusion: Sensor blend is the system for the blend data passed on from 
unique sources with the ultimate objective that the insightful information is 
made. On the independent vehicle, we have a camera in order to clone a human 
vision, yet the information of the hindrance partition will be the best expanded 
through the LiDAR or RADAR.  Accordingly, sensor blend of camera with 
LiDAR or RADAR data is noteworthy, and joining information from LiDAR and 
RADAR will give dynamically certain information about the division of the 
deterrent enveloping the vehicle.

•	 Sensor Fusion for 3D object detection: Sensor combination from camera and 
LiDAR information gives an answer regarding equipment intricacy of the frame-
work; just two sorts of sensors are incorporated, i.e., camera for vision and 
LiDAR for snag discovery. They supplement one another (Fig. 10).

The advantage for this is having a reasonably straightforward arrangement, 
which is the present and future pattern in neural system advancement with the motto 
“little neural nets are wonderful.”

Sensor Fusion Object Detection and Tracking
Moving item identification and moving article following is one of the most testing 
parts of AVs space. Prior methodologies in moving object recognition and following 
were centered on melding sensor information, which follows following alongside 
extra data from a simultaneous localization and mapping (SLAM) module. In sen-
sor combination, the information from camera, LiDAR, and RADAR, we have to 
apply the low-level combination on RADAR and LiDAR information that has been 
pre-prepared. At that point the cameras are considered as contribution to this melded 
data which is a piece of a significant-level combination. Restriction and mapping is 
comprehended to be low-level combination, while the aftereffects of elevated-level 
combination are recognition and characterization (Fig. 11).

The following framework can be exchanged between a point and a 3D box mod-
els [5] dependent on the separation of the article from the vehicle. The future pat-
terns in the data about the urban traffic are being investigated to improve the 
following framework ability.
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Fig. 10  Block diagram of 3D object detection form image and 3D point cloud data
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�Object Detection

Object detection is a computerized technique that locates instances of objects in 
images or videos. Object detection algorithms basically include machine learning or 
deep learning to produce meaningful results. In autonomous driving systems, the 
object detection is one of the most essential factors in autonomous navigation, as 
this allows the car controller to account for obstacles when considering possible 
future trajectories. It follows that we desire object detection algorithms that approx-
imately accurate. Many high-quality object detectors have seen shocking improve-
ments in recent years [7]. However, in many leading techniques the problem of 
object detection is not mentioned. These problems in autonomous vehicles contain 
unique challenges. These challenges include the following:

•	 Car controllers must often solve optimization problems at least once to achieve 
feasible control; this means that the car controller must receive detection results 
in a similar time span.

•	 The entire detection pipeline prevents the use of image preprocessing which 
often boosts the detection performance, such as extracting SIFT descriptors, 
region proposals, or sliding windows. Therefore, a detector for an autonomous 
car must be approximate while operating on strictly the input image.

•	 Car computing systems are frequently heavily memory constrained, so it is often 
absurd to store and run detectors with large number of parameters, especially 
with large input image volumes. In particular, this constrains the depth of neural 
network approaches.
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Different Models Used for Object Detection

•	 Over-Feat: It is a convolution neural network model that was released in 2013 
which jointly performs object recognition, detection, and localization. Over-Feat 
is one of the most successful detection models till date, winning the localization 
task in the imagenet large scale visual recognition challenge 2013. Over-Feat has 
eight layers which depend on an overlapping scheme that produces detection 
boxes at multiple scales and iteratively assembles them together into high-
confidence predictions.

•	 VGG16: VGG16 was an attempt to usurp Over-Feat’s dominance in object clas-
sification and detection by exploring the effects of extreme layer depth. A 
16-layer and 19-layer model was produced, setting new benchmarks on localiza-
tion and classification in the Image Net ILSVRC 2014 Challenge (Fig. 12).

•	 Fast R-CNN: Fast R-CNN [8] is a model which by improving the speed it tries 
to capture the accuracy of deeper models. Fast R-CNN predicts on region pro-
posals, and to speed up the training and prediction time of the model it utilizes 
the shared computation per region proposal and truncated SVD factorizations 
(Fig. 13).

•	 YOLO: YOLO is a model that operates on images directly while treating object 
detection as regression instead of classification. Thus this model has the lowest 
performance when compared to others, but it is mainly known for its high speed. 
As shown in Fig. 14, it predicts astonishingly up to 45 frames/s. YOLO is quite 
large at 12 layers.
Simple Net—In this work, we investigate the possibility of using simple tech-

niques to construct an object detector that excels in the metrics provided by our 
autonomous driving environment; that is, we train a detector in such a way that it fits 
in a confined memory, it anticipates in real-time, and has acceptable precision to be 
used in an autonomous driving platform.

�Safety and Reliability

Aligning safety and security is crucial for autonomous vehicles, since any of fail-
ures or attacks may lead to safety losses as seen in Fig. 15.

 AV’s can have new features added to them regulary, that makes the self driving 
cars more comfortable, but with every new feature that is introduced there also 
comes an attached technical challenge, that has to be fixed for smooth function-
ing. Guidelines in United States are voluntary at federal level, but across the state 
the laws vary. And there are no specific standard for finding out whether they are 
properly implemented or not. Human-controlled driving these days is already a 
remarkably safe hobby—in the USA, for every one hundred million miles drive 
there is atleast one death. So basically what the car industry is saying is that with 
self driving cars on roads will help avoid/ prevent the road accidents and deaths due 
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to reckless human driving. Does it have to be only 10% safe or only 100% safe? It 
does not matter or there is no need to exactly define what percent is actually safe for 
self driving cars. The thing that has to be focussed right now is that the AV’s should 
make driving an all together a safe, secure and happy experience for its customers 
and in the mean time try to avoid the accidents.The next big thing that has caught 
the world’s attention is security in automotive computing. It has become a predomi-
nat challenge that needs to be addressed quickly. Security has become an important 
feautre that the self driving cars have to get through. Apart from securing individual 
cars from attacks the makers should also concentrate on safeguarding the attacks on 
system level.

Threats Involved with AVs
Threat #1: An Unregulated Industry

Although more than 200 car businesses are jumping into the independent vehi-
cles area, there is not sufficient stable information to make a baseline for protection 
standards as information approximately the era is confined. As the industry is unreg-
ulated, it is brilliant for manufacturers, but terrible for clients.

Prior to buying an AV, the buyer should look up for its VIN number and then find 
out about it as much as they can before the actual purchase of the self driving car.

Threat #2: More Accidents Blending Self-Driving and Manual Cars
Highways and facet roads around the entire world have not yet been optimized 

for autonomous cars. Driving is unpredictable, and on account that each possibility 
needs to be programmed into the automobile, injuries and unexpected effects will 

Fig. 15  Safety and security issues in autonomous vehicles
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appear. The car may not have the proper software program to recognize a way to 
navigate extreme climatic situations or intricate congestion patterns.

If a challenging situation emerges then the passengers of self driving vehicles 
should be mentally prepared and ready to drive the car, even though at times self 
driving cars tend to give the passengers an impression of false sense of security 
and safety.

Threat #3: Vulnerability to Hacking & distant control
Any laptop tool related to the net is at risk of hacking. These automobiles addi-

tionally rely closely on the software that runs their additives, and if a hacker gets 
into the system, they will manipulate each issue of the automobile.

As we know, softwares are susceptible to hacking, so we should note the other 
dangers that the AV’s software may encounter such as personal data of the people 
on board being stolen and illegal remote access through the cellphone connected to 
the car through Bluetooth network. Self-driving automobiles may also be more sus-
ceptible to computer viruses.

Threat #4: Computer Malfunctions
 AV’s are mainly made up of 100’s of computers, that means a lot of technology, 

so anything can go wrong and lead to failure. The software program that runs self-
sufficient motors is legitimately sophisticated. Correctly controlling sensors at the 
rear digicam is moreover a problem. A completely risky glitch is the manner to 
recognize when to execute an instantaneous forestall while someone is inside the 
crosswalk ahead of the auto.

The human issue also confounds developers of self-using automobiles, and that 
they have yet to work out a way to make an automobile decide between two bad 
options: hitting a pedestrian or another car. Self-using motors are imagined to per-
form better than humans, but in these styles of conditions, “better” may also be 
subjective because self-riding cars can also be more risky.

Threat #5: Exposure to Radiation
The regular cars mainly consist of the complex hardware components such as 

GPS, Wi-Fi, Bluetooth etc. that need the use of electromagnetic (EM) radiation for 
in-car communication aswell as for out of the car communication. Due to which the 
drivers are exposed to long term EM radiation. This increase in exposure to EM 
radiation can cause a lot of serious health concerns such as respiratory problems, 
headaches due to migraine, vision impairment and eye problems, exhaustion, and 
lack of proper sleep.

As experts predict, autonomous cars will save lives and will be safer than the cars 
that have human drivers. The benefits of having self-driving cars is that the acci-
dents will be prevented. But this will take some time. Before that becomes a reality, 
the car industry should try to resolve the existing concerns and issues by developing 
appropriate guidelines for safety first.

Typically, in a car accident case, a driver is found guilty if he breaks the road 
safety rules or has been driving in a negligent manner like drunk driving or texting 
while driving. But when it comes to AV’s which is a computer program, wont be 
making such errors (like drunk driving etc), This makes it difficult to find out if the 
program or the driver of the AV was guilty for the accident. For example, the com-
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pany that manufactured a driverless car X causes an accident, then in this situation 
the company can be held responsible and the same company’s insurance policy can 
cover the damages caused by the accident. But, the challenge here is about holding 
the driverless car responsible for such accidents, because it involves paying out the 
insurance and since there are no proper guidelines about how to handle this situa-
tion, hence the law makers have to come up with new policies that can cover these 
issues over time.

When accidents are caused by AV’s, it becomes exceptionally difficult to estab-
lish the liability that will involve finding out where and how exactly the error 
occured. So a software error can hold the AV developer as guilty for the accident. 
This leads to the next issue i.e; whether the developer’s fault is independent from 
that of the manufacturer’s fault. As experts predict, autonomous cars will save lives 
and will be safer than the cars that have human drivers. This also parades the query 
of whether an automobile’s software program developer’s fault is independent from 
its producer’s fault. For example, if Volkswagen outsourced the tech of its self-rid-
ing vehicle software, then one among its cars precipitated a coincidence because of 
a glitch in its programming, it may not be at once apparent whether or not Volkswagen 
or the company which evolved the program is responsible. This will make the issue 
of product liability a manner more difficulty inside the realm of vehicle coincidence 
(Table 1).

Table 1  Various eras of safety in automobile industry

From 1950 to 2000, the features of safety and 
convenience was developed. This included the cruise 
control, seat belts, and ant lock brakes

From 2000 to 2010, the features of 
advanced safety were developed. This 
includes electronic stability control, 
blind spot detection, forward collision 
warning, lane departure warning

From 2010 to 2016, the features of advanced driver 
assistance were developed. This included the rear-view 
video systems, automatic emergency braking, 
pedestrian automatic emergency braking, rear 
automatic emergency braking, rear cross traffic alert, 
and lane centering assist

From 2016 to 2025, the features of 
partially automated safety are 
developing. This consists of lane 
keeping assist, adaptive cruise control, 
traffic jam assist, self-perk

Beyond 2025, the fully automated safety features will 
be developed. These might also include the highway 
autopilot
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�Security and Hacking

The potential outcomes of independent vehicles gracing our streets are drawing 
nearer to reality continuously. Uber and Tesla the famous transport companies are 
experimenting on cars that make use of computer OS’s to give commands to the 
human drivers. On the other hand Google’s driverless car has already ventured on 
roads few years ago.

Be that as it may, how sheltered and solid are driverless vehicles? Being tech-
worked and with both digital and physical segments, any conversation on their secu-
rity must include both cyber security and furthermore physical street well-being.

Security Threats
How safe and reliable are driverless vehicles is the biggest question. If we are dis-
cussing about the security issues and solutions for AV cars, then that discussion 
should consider both cybersecurity and physical road safety, as these cars are oper-
ated by technology that have both the cyber and other physical components. The 
following are the security threats which we have identified and have a higher degree 
of influence on autonomous vehicles.

•	 In future the criminals will hack cars for ransom, and after paying the money, 
they will allow you to either come out or go inside the car.

•	 Terrorists may hijack the network and take control over a transport system. 
Hacking a network of an AV can cause major crashes by disabling many of the 
important sensors leading to huge confusion.

•	 Hacking the car’s OS and destroy its contents could harm the user both finan-
cially and physically.

•	 Hacking into an autonomous car could lead to some more serious issues such as 
expose of your personal data including your travel plans to an unknown person. 
With this information, anyone could potentially track the user with an intention 
to rob or assault or even can keep him/her as hostage. The hacker may also redi-
rect the passenger to an unknown and isolated location.

As the technology evolves, AVs will be able to control any of the smart devices 
such as the TV, heater, door, or gate. Hackers could use these features for their 
access to the house of the vehicle owner (Fig. 16).

Hackers and Types
There are generally six types of Hackers:

•	 White Hat Hackers: Approved or the guaranteed programmers who work for the 
administration and associations by performing infiltration testing and recogniz-
ing escape clauses in their cyber security. They likewise guarantee the insurance 
from the pernicious digital dangers. They work under the standards and guide-
lines gave by the administration and express, that is the reason they are called 
Ethical programmers.
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•	 Black Hat Hackers: They can pick up the unapproved access of your framework 
and crush your fundamental data. They are viewed as hoodlums and can be 
effortlessly distinguished on account of their vindictive exercises.

•	 Gray Hat Hackers: They fall some place in the classification between white hat 
and black hat programmers. They are not legitimately approved sort of program-
mers as they work with both great and awful goals.

•	 Script Kiddies: They are the most riskiest individuals as far as programmer’s 
network. A Script kiddie is a person who doesn't possess the high level skills of 
a hacker, but uses tools and scripts by downloading them internet. These are 
normally provided by other hackers for hacking online. Script kiddie uses these 
for personal gains and his hidden agenda.

•	 Red Hat Hackers: They are additionally called as the hawk looked at program-
mers. Like white hat programmers, red hat programmers likewise plan to end the 
dark hat programmers and forestall any conceivable risk.

V2X and Security Challenges
As we edge nearer to the wide execution of wise transportation frameworks, the 
need to expand the limits of sensor-prepared vehicles past the individual vehicle has 
gotten more articulated than any other time in recent memory. Research and nor-
malization endeavor toward vehicle-to-everything (V2X); innovation are expected 
to empower the correspondence of individual vehicles with each other and support-
ing street foundation all the while. The subject has drawn enthusiasm from count-
less partners, extending from legislative specialists to car makers and different 
portable system administrators. With intrigue sourced from numerous unique gath-
erings and an abundance of research on an enormous number of points that are 
being done in this field, attempting to get a handle on the master plan of V2X 
advancement is an overwhelming assignment.

Attack Vectors

Rogue Update

P/K Attack

NP Attack

DoS Attack

Phishing Attack

Fig. 16  Cyber Vulnerabilities in an AV

Autonomous Vehicles: Present Technological Traits and Scope for Future Innovation



140

The main intent of V2X is to increase the safety of the road and to improve traffic 
management. V2X correspondences allude to data trade between a vehicle and dif-
ferent components of the ITS, including different vehicles, pedestrians, and trans-
port framework (for example, traffic lights and signs). The recent years saw quick 
development of extension in the metropolitan regions alongside increment in the 
vehicular traffic to and from huge urban areas. Along these lines, traffic blockages 
and street mishaps are on the ascent as of late (Fig. 17).

Shrewd transportation framework applies ideas of information handling, corre-
spondence, and different sensor advances to vehicles, foundation units, and side of 
the road clients to build security and efficiency of the general transportation frame-
work. The heterogeneous network comprises of two main sub-networks as shown in 
Fig. 18.

Vulnerabilities within vehicular communications lead to four vehicular cyber 
security challenges described as follows:

•	 Limited connectivity: In spite of the fact that the outside network of vehicles is 
expanding, most vehicles do not be able to refresh their product through Over-
the-Air (OTA) refreshes, which would push vehicles to empower different vehi-
cles to consistently be secured against the most recent digital assaults [9].

•	 Computational performance: Vehicular computational execution is commonly 
constrained, when contrasted with the computational presentation of a gadget, 
for example, a PC.  It is constrained because vehicles have to withstand high 
temperatures and vibrations as compared to an average laptop or a table top PC, 
as vehicles lifetime is longer when compared to a table top PC or a laptop. 
Because of their computational weakness, vehicles are more inclined to be 
hacked than PCs. The restricted computational presentation of vehicles will like-
wise imply that some vehicular cyber security arrangements will have too high 
an overhead to be actualized to forestall such assaults.

•	 Unpredictable attack scenarios: A vehicular engineering can be penetrated 
through an enormous number of various section focuses, for example, vehicular 
databases, remote correspondence advances. New assaults are consistently being 
created, which implies that automakers will think that it is hard to foresee where 
programmers will strike. An unbound item made by one of the Original 
Equipment Manufacturers (OEMs) can furnish programmers with extra passage 
focuses into a vehicle.

•	 Critical risk for drivers and passengers lives: Regardless of whether only a cou-
ple of sensors are misguided or just few ill-conceived messages are sent, a vehi-
cle could encounter glitches that place the lives of drivers, travelers, and people 
on foot in danger.

•	 Improving the security: When route planning and safety of passengers is consid-
ered, information like visibility of road and its conditions, safety index of the 
road, driving safety status etc... are essential. There needs to be deeper research 
into the analysis of driving safety with better accuracy. The computing technol-
ogy these days has made it easy for real time safety analysis. Deep learning 
technology can be used to predict realtime road safety. These predictions are 
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based on the data that is obtained from the vehicles trajectories from GPS mod-
ule and data collected from VANET’s through mobile sensing. Deep learning can 
help equip the driver with the drivers with information regarding the surround-
ings to prevent road accidents. Another work applied profound figuring out how 
to improve vehicle security and solace by performing human elements evaluation 
and showing the encompassing data to the drivers. Giving the encompassing data 
to the drivers is among one of the different answers for forestall street side mis-
haps. An ongoing DL-based arrangement is proposed in this work for object 
location, recognizable proof and acknowledgment of street deterrents in complex 
rush hour gridlock circumstances. This data handled by one vehicle can be 
passed to the vehicle behind through V2X to improve the general security factor. 
Several individuals kicked the bucket in the chain of mishaps brought about by 
poor perceivability e.g., because of mist, or awful climate. The V2X worldview 
can assume a vital job in moderating such mishaps also.

�Conclusion

This chapter discusses various technical obstacles encountered in the development 
of autonomous vehicles. The design of the autonomous vehicles has developed to a 
great extent, from being basic robotic cars to much more efficient and sophisticated/
vision guided vehicles. There are still gaps in the research like, there is still lack of 
accuracy and efficiency in the algorithms, road conditions are still not ideal, dealing 
with the unpredictable weather is still not possible. Vehicle-to-vehicle communica-
tion has been introduced recently and is still in its infancy. Apart from these there 
are ethical issues, reliability issues, laws, and user acceptance of technology that 
need to be addressed in the future. At present cars with semi and fully autonomous 
features have already been launched by majority automobile companies, also almost 
all cars are expected to be fully autonomous in the near future. In this chapter we 
outlined some of the key innovations as well as existing systems being employed in 
the autonomous vehicles, and various technical hurdles in implementing these hard-
ware or software features. Hence, we would like to put these issues forward to 
discussion.
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�Introduction

AI is an intelligent tool that is used to simulate human intelligence in machines and 
mimics their activities like humans in reasoning, learning, perception and problem-
solving. In AI, learning is achieved by trial and error, and reasoning is performed by 
derived inferences which are appropriate to the situation. Problem-solving is a sys-
tematic search to reach a predefined goal through some actions. In perception, AI 
interprets the sensory information which is captured from the real world and extracts 
the relevant knowledge. For any problem, AI performs many tasks such as aggregat-
ing the relevant information, identifying the possible solutions from the informa-
tion, selecting appropriate solution and creating and reviewing the decision. The 
specific characteristic of AI is, for any problem, which takes most appropriate action 
to achieve a solution or a target. AI-based systems use a huge amount of data and 
intelligent algorithms to mimic the cognitive skills of the human. Machine learning 
is the subfield of artificial intelligence which builds an analytical model through 
experience for prediction and decision-making problems. Deep learning is the sub-
field of machine learning which is built with a multilayer neural network to extract 
higher-level features from raw data [1]. Figure 1 illustrates the relationship among 
artificial intelligence, machine learning and deep learning.

Though the AI is being applied across several sectors and industries because of 
its reasoning ability to learn and solve problems rapidly and independently, the 
automotive industry is at the forefront of using AI. Recently, manufacturing of self-
driving cars which is the most prominent technology in the automotive industry 
requires advanced software, hardware, communication tools, a high computing and 
central processor and memory. In AV, the application run in the processor is used to 
analyse and implement the data received from the sensors and directs the actuators 
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to perform specific actions such as applying brakes, changing gears, etc. The sensor 
components built in the AV have the ability to identify the nearby objects such as 
road obstacles, pedestrians and cars and help to avoid collisions on the road. Beyond 
automated features, AI also ensures convenience and safety. Moreover, AV reduces 
fuel consumption and emission of dust particles and increases new business and 
market opportunities.

As per the report of the World Health Organization (WHO), each year approxi-
mately 1.35 million people die because of road traffic crashes [2]. Most of the road 
traffic deaths occur because of the vulnerable road users. The report says that road 
traffic injuries cause the death of people aged 5–29 years and 20–50 million people 
to suffer from nonfatal injuries and disability. The road traffic injuries also cause 
economic losses to individuals and their families and consume 3% of gross domes-
tic product of most countries. Low- and middle-income countries encounter 90% of 
road traffic deaths which is highest in the African region. The US National Highway 
Traffic Authority [3] has evaluated that the deployment of self-driving vehicles 
could save USD 300 billion by 2025 because of lessening accidents and safer driv-
ing. Manufacturing of AI-based automotive vehicles will cost around USD 10,573.3 
million by 2025 [4]. In the automation industry, six levels of vehicle automation [5] 
are released by the Society of Automotive Engineers (SAE) and the National 
Highway Traffic Safety Administration (NHTSA) and are often used as a reference 
point for vehicle automation. Each level is ranked by its advanced automation capa-
bility and intelligence as shown in Table 1.

�AI-Based Applications in the Automotive Industry

AI has a huge potential to enable various industrial and manufacturing sectors with 
the latest technologies. In the automotive industry, AI has provided efficient, inno-
vative and safe vehicles to the market. Automobile manufactures have used AI to 
improve the entire driving experience in diverse ways. AI also has the predictive 
capabilities which is used for proactive maintenance of the vehicle. This technique 

Fig. 1  Artificial intelligence and its subset
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uses cloud services to send the sensor data to the manufacturers, insurance compa-
nies and advertisers. In the same way, here some of the AI-based applications [6] 
are given.

�AI-Based Driving

Driving assistant: AV built with hundreds of sensors helps to identify the dangerous 
situations and hazardous conditions on the road. AI helps to enable automated func-
tions like emergency braking, collision avoidance, pedestrian and cyclist detectors, 
smart cruise directions, blind spot monitoring and cross traffic alerts. Driver-assisted 
steering helps to take automated actions to avoid accidents.

Self-Driving/Driverless Automobiles  Self-driving cars are incorporated with a 
wide range of technologies such as machine learning, deep learning, gesture control 
features, computer vision and natural language processing which provide cognitive 
skills to the vehicles to react according to the situation and to drive safely without a 
human driver. AV driven by natural language processing responds to voice com-
mands without human involvement and takes required actions to provide safe and 
convenient driving.

Table 1  Levels of vehicle automation

Levels Features Examples

Level: 0 No 
automation

The vehicles have no autonomous features. The 
driver performs all actions such as accelerating, 
steering, etc.

2018 Honda Jazz

Level: 1 Driver 
assistance

The vehicles have very little autonomous feature. 
Hence, the driver performs most of the core 
function

2018 Nissan 
Sentra

Level: 2 Partial 
automation

The actions like steering, acceleration, braking 
and speed maintaining have been automated. The 
driver performs the activities like driving and 
environment monitoring

2019 Volvo S60

Level: 3 Conditional 
automation

The vehicles have most of the automated features 
except driving. Environment monitoring is also 
automated and not required by the driver

Honda (under 
construction)

Level: 4 High 
automation

The vehicles have all the automated features 
including driving under some constraints. The 
driver is the option to control the vehicle

Google’s Waymo 
(under 
construction)

 
Level: 5

Full 
automation

The vehicles have all the automated features with 
driving functions under all conditions. The driver 
is the option to control the vehicle

Future project

Source: SAE, NHTSA 2014
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�Cloud Services

AI-based vehicles built with sensors generate a huge amount of data. To perform 
intelligent actions during driving, the connected vehicles (CV) need to send and 
receive gobs of data via cloud services. AI-based cloud platforms assist to enable 
the communication in the AV whenever it is needed. In this way, the CV will gener-
ate around 4000 GB/day.

Predictive Maintenance  The AI-based vehicles have hundreds of sensors which 
monitor the vehicle’s operation continuously and have the ability to predict the fail-
ures and disaster before they occur. Hence, the vehicle’s owner and the manufac-
turer can work proactively to prevent component failure.

Individualized Marketing  The AI-based cloud platform can also provide location-
based information. As AV has the ability to recognize the driver’s requirements, it 
could make suggestions such as the nearest hotels or the nearest gas station.

�Automotive Insurance

The insurance companies have collaborated with AI and created a new scheme 
called Insurtech. This scheme uses the driver’s risk factors and make the driver’s 
risk profiles.

AI-Powered Driver Risk Assessment  It analyses the drivers’ behaviour using their 
past information and risk profiles and hence could identify the changes in behaviour 
and activities during driving and could predict the personal issues which causes 
unsafe driving.

�Car Manufacturing

Manufacturing process could also be automated by using AI, and hence it could 
improve the lifetime of the machinery by 20%. By using AI in the manufacturing 
process, the machinery inspection cost and the maintenance cost will be reduced, 
and the quality control will be increased. In automotive plants, AI-enabled auto-
mated guided vehicles (AVGs) are used to deliver materials without human inter-
vention. The AVGs have the ability to find out the obstacles in their ongoing paths 
and help to change the direction accordingly. The AI assists to detect irregularities 
and defects in materials and to adjust accordingly. The AI-enabled manufacturing 
process helps to deliver better finished products in a short duration.
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�Driver Monitoring

AI-enabled cars could help to analyse the driver’s behaviour using advanced cam-
eras and IR sensors. Vital signs such as body temperature and blood pressure can 
also be monitored to track the health condition of the driver. By analysing head 
position, eye gaze and eye openness of the driver, AI software detects drowsiness of 
the driver and wakes up the driver without human intervention. During an accident, 
AI could quickly analyse the driver’s posture and upper body position and then 
deploy the airbags accordingly.

Driver Identification  The AI-enabled cars could detect whether the driver is in the 
proper seating position or not. The AV automatically adjusts the seats and mirrors 
when the driver gets into the vehicle.

Driver Recognition  AV uses facial recognition algorithms to recognize each fam-
ily member and the driver. Using the facial recognition technique, as the individual 
family members have their own behaviour and preferences, AI helps to adjust the 
seat, mirror and the temperature accordingly.

�Supply Chain Automation

In recent days, automotive manufacturers have their supply chain throughout the 
world. They have high impact on the global economy. Even small glitches or break-
downs found in the supply chain will extremely affect the entire process. The 
AI-enabled supply chain enables to get the entire control over all process which 
includes planning, manufacturing, inventory tracking, delivery, logistics and man-
agement. The AI-driven system could automatically calculate the requests for tools, 
labour and repairs.

�Learning Algorithms in the Automotive Industry

In the autonomous industry, various technologies such as machine learning, deep 
learning and cognitive computing are integrated with Internet of Things (IoT) to 
provide innovative and essential features. An electronic control unit (ECU) is a cen-
tral part which executes various function-specific software to perform the autono-
mous car’s task. Machine learning is the core algorithm running in the ECU. In the 
AV, the primary function of machine learning algorithms is to monitor and analyse 
continuously the environment data and to predict even the small changes in the 
environment. Machine learning algorithms have the ability of self-learning. It needs 
a huge amount of data to learn and also improve the accuracy from the past experi-
ence. Learning includes various methods such as instance-based learning, mapping 
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the input to the output or understanding the data patterns. Different types of machine 
learning algorithms are applied in the automotive industry based on the requirement 
of the application [7].

�Supervised Learning

The primary goal of supervised learning is to make predictions about future out-
comes by analysing the data. Under direct human supervision, the supervised learn-
ing algorithms receive data for both input and output and are trained explicitly. The 
algorithms start its execution to find out the rules for mapping the input to the out-
put. Until reaching the desired level of accuracy, the training process will be contin-
ued. The final trained model will predict the desired output. The input data are 
called training data which always have a known label. Some of the supervised learn-
ing algorithms include decision trees, logistic regression, linear regression, random 
forest, Naive Bayes, support vector machines (SVM) and neural networks. The two 
types of supervised learning algorithms are classification and regression.

Regression  This technique identifies the correlation among the sample data and 
then makes the prediction of outcomes based on the correlation. It attempts to iden-
tify the mapping function from the input variables to continuous output variables.

Classification  This technique uses labelled historical data as input and establishes 
a model using labelled data through the training process. The trained model has the 
ability to learn the type of object it receives and properly categorize them. It attempts 
to build the mapping function from the input variables to discrete output variables.

In the self-driving car, the main application of machine learning algorithms is to 
continuously monitor the surrounding environment and to identify the changes in 
the surroundings. The regression algorithm is mainly used for predicting the events. 
In the algorithm, the relationship among the variables is estimated by three metrics 
such as the type of dependent variables, the number of independent variables and 
the shape of the regression line. In advanced driver assistance systems (ADAS), the 
images obtained from the cameras and the RAdio Detection And Ranging (RADAR) 
are the key inputs for object localization and movement prediction. For example, in 
the ADAS systems, regression algorithms are used to develop a statistical model 
which provides the correlation between an image and the location of an object in 
that image and returns the object location as the output. Some of the regression 
algorithms used in AV are neural network, Bayesian regression and decision forest. 
Pattern recognition algorithms are applied to detect the relevant object from the 
images. SVM and KNN are the most used algorithms for pattern recognition used 
in self-driving vehicles. Decision matrix algorithms like gradient boosting (GDM) 
and AdaBoosting are the mainly used algorithms in the automotive industry. These 
techniques are mostly applied in AV for taking decisions while driving such as tak-
ing a left turn or right turn or applying the brake which depends on the situation. 
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Moreover, they are used in prediction of the next movement of the objects or 
vehicles.

�Unsupervised Learning

Unsupervised learning uses unlabelled data as input to train algorithms and then 
make predictions. This technique is used to extract the internal structure present in 
the unlabelled data. It identifies the similarity and hidden patterns in the input data. 
Mostly, it is used to remove the redundant data or to organize data by its similarity. 
Examples of unsupervised learning algorithms include k-means clustering, associa-
tion rule and PCA (principal component analysis). The two types of unsupervised 
learning algorithms are clustering and dimensionality reduction:

Clustering  Clustering is a technique which categorizes the input data based on 
their internal patterns without any prior information. The clusters are formed based 
on the similarities of the input data.

Dimensionality Reduction  This technique is applied to remove the redundant 
information and also to retain essential data.

In ADAS, the images from the cameras contain unnecessary environmental data 
which need to be filtered for recognizing relevant objects. Pattern recognition is an 
essential part before classifying an object. This technique removes the noise and 
unwanted data by retaining circular arcs, object edges and line segments of the 
object. It combines the various features of an object such as the circular arcs and the 
line segments in various ways to recognize the relevant object. PCA is the most 
common type of pattern recognition technique.

Usually the images obtained from the sensors are not clear, and so it is difficult 
to locate and recognize the objects. Hence, the algorithm is not able to classify the 
low-resolution images properly. The clustering algorithm enables to extract the 
structure of the data points in low-resolution images. The commonly used clustering 
algorithms in AV are k-means and multi-class neural network.

�Reinforcement Learning

Reinforcement learning (RL) is a self-learning algorithm which employs a continu-
ous cycle of trails and errors in the interactive environment using an agent and 
learns from its own experiences and its feedback. For solving any problem, the RL 
takes actions as in a game-like situation. Based on the actions performed, RL gener-
ates either rewards or penalties, and the best performance of the RL is achieved by 
finding a suitable action which should maximize the total reward. The trained model 
of RL is built with the policies, and the maximum reward is achieved when properly 
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following the policies. Based on the consequence of a current action, the next action 
will be taken to achieve better outcome. The basic building blocks of RL are envi-
ronment, state, reward, policy and value. The environment denotes the real world 
and the state denotes the current situation of the agent. Reward represents the feed-
back from the environment, and policy is the rule to map the agent’s state to actions. 
Value is the future reward which will be received by taking an action. RL is used in 
the automotive industry in decision control, braking systems, etc. The workflow of 
the RL is illustrated in Fig. 2.

�Deep Learning

In conventional machine learning methods, the features are extracted from the raw 
data using feature extraction and feature engineering techniques. Then these fea-
tures are used by the machine learning techniques to classify the patterns in the 
input. Feature extraction plays a key role in the conventional methods to extract 
suitable features. This method is not scalable and also time-consuming for unstruc-
tured data. Deep learning (DL) is a subdomain of machine learning algorithm. One 
of the key properties of DL algorithm is that the model directly extracts the features 
from the raw input automatically without any feature engineering techniques. Some 
of the libraries used for training DL model include Keras, TensorFlow, Caffe, 
Microsoft Cognitive Toolkit, Theano and PyTorch. DL algorithm requires an inten-
sive computation to train a model. DL needs repetitive arithmetic operations, and so 
it requires multi-core computing techniques. As the normal CPUs have a limited 
number of arithmetic logic units (ALUs), DL applications use graphical processing 

Fig. 2  Workflow of the reinforcement learning
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units (GPUs). The GPUs are designed with thousands of ALUs and have multiple 
processors which are connected parallelly. The power of 16 CPUs is equal to the 
power of 1 GPU. Recently, the DL models are designed with hundreds of millions 
of weights, multiple hidden layers and billions of connections among units. Some 
of the companies such as Intel, Mobileye, NVIDIA, Qualcomm, Samsung and 
Apple have designed and developed specialized chips for real-time deep learning 
applications. These chips are mostly used in cameras, robots, smartphones and 
autonomous cars. The most common models of DL are the recurrent neural net-
works (RNNs) and convolutional neural networks (CNNs). CNNs have the ability 
to process images, speech, video and audio. RNNs enable to process sequential data 
such as speech and text [8].

�Convolutional Neural Network (CNN)

CNN-based DL models are mostly used to classify and to analyse visual imagery. A 
typical CNN is built with multiple layers such as an input layer, an output layer and 
multiple hidden layers. CNN executes a specialized kind of linear operation called 
convolution for node operations. In case of conventional artificial neural networks 
(ANNs), a vanilla matrix multiplication is applied as the node operation. The hidden 
layers of a CNN are built with a series of convolutional layers with filters that con-
volve with a cross-correlation or other dot product. The CNN architecture is built 
with three types of layers which are convolutional layer, pooling layer and fully 
connected layer and they are colloquially called as convolutions. First the convolu-
tion layers extract various features of the input image for analysis, and then the fully 
connected layer uses the output of the convolution layer to predict the image type. 
The pooling layer is used to retain essential information and bypass the unwanted 
information generated for each feature. High accuracy is achieved by repeating the 
process of convolutional and pooling layer.

�Recurrent Neural Networks (RNN)

RNN is a type of neural network which is designed to recognize patterns in tempo-
ral or time series of data such as handwriting, sensors’ data, the spoken word, etc. 
In traditional neural networks, all the inputs and outputs are independent to each 
other. As most of the real-time applications have temporal data, RNN is well suited 
for processing sequence or time series data. In RNN, the output from the previous 
process is given as the input to the current process. The most important feature of 
RNN is its capability of hidden layer which is made of memory cells to remember 
all the processed information of sequence data. Some of the examples of RNN 
architectures are long short-term memory (LSTM) and gated recurrent units (GRU). 
LSTM and GRU are built with gates which are used to control the flow of informa-
tion. These gates have the ability to learn whether the data in the sequence is impor-
tant or not.
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�Vehicle Dynamics Virtual Sensing

Automotive stability control systems are implemented based on accurate vehicle 
dynamic state information. In vehicle motion and vehicle control, the knowledge 
about certain tire-vehicle dynamic state is considered as a very important input. 
Vehicle states are estimated by using two factors such as vehicle sideslip angle (β) 
and the tire-road friction coefficient (μ). Vehicle’s stability is estimated using side-
slip angle. In the automotive industry, vehicle sideslip angle is estimated using DL 
techniques. The RNN with a LSTM cell [9] is built to find out vehicle sideslip angle, 
and the key parameters used for processing are the wheel speeds of the four wheels, 
the lateral and longitudinal acceleration, the vehicle speed, the front and rear steer-
ing angle and the yaw rate. This method has used eight layers of LSTM network and 
a number of neurons which range from 40 to 100. On the other hand, this method 
does not include any environmental conditions such as tire-road surface conditions 
to prove the robustness of this method.

The vehicle sideslip angle is estimated using RNN with the GRU cell [10]. In this 
method, the outputs of a kinematic model are combined with the inputs of the net-
work. This method calculates the rate of change of vehicle sideslip angle in time. 
This process has been used 6 million data points which are taken in different road 
surface conditions such as dry, wet and snowy. The data points are sampled at 
100 Hz. The DL methods for estimating vehicle sideslip angle have given better 
results than the model-based and kinematic-based methods. Still the network is to 
be optimized for obtaining high accuracy. The other key parameter in the automo-
tive industry is road friction estimation. The LSTM-RNN [11] is designed for mea-
suring dry wetness of the road surface which is estimated from tire-surface 
interaction. Further, this technique is used to classify tire interaction on wet and dry 
surface. Moreover, this method hasn’t included the tire-road noise and tire wear 
condition to prove the robustness of the method.

�Vehicle Health Monitoring

DL methods are also applied to investigate the working condition of the vehicle 
parts. DL methods enable to detect the damage of a vehicle automatically. DL 
methods provide enormous opportunities for the vehicle repair workshops, insur-
ance companies and drivers, and it reduces the cost because of manual labour. A 
system [12] is designed to detect damages in the outer frame of a vehicle. The 
OEMs (original equipment manufacturers) facilitate many commercial offerings 
which integrate vehicle sensors and advanced algorithms to continuously moni-
tor the vehicle battery, fuel pump and starter. The DL methods provide many 
advanced predictive maintenances techniques to the Fourth Industrial Revolution. 
The various sensors built inside the AV help to predict the component faults in 
advance. An algorithm based on CNN [13] is developed to detect defects in the 
vehicle tires.
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�Autonomous Driving

Most of the automobile service providers such as Bosch, Toyota, Volvo etc. are 
working in the construction of AV. The various sensors like RADAR, light detection 
and ranging (LIDAR), camera, etc. built in AV generate an enormous amount of 
data for every second. In traditional vehicles, the vehicle control is done using hand-
coded decision logic which is a model-based approach. Recently, most of the AVs 
are designed using end-to-end DL framework which enables to make all vehicle 
controls based on the situations. In end-to-end DL framework, the neural network 
space is coded with entire decision-making logic which provides the required driv-
ing decisions based on the surrounding environment. NVIDIA corporation provides 
various applications using CNNs which include path planning, lane making detec-
tion and semantic abstraction without any manual decomposition. Apart from vehi-
cle control, end-to-end DL model enables driver monitoring and driver assisting tasks.

�Functional Architecture of an Autonomous Vehicle

The functional architecture of an AV represents various software and hardware 
components and its interaction to each other for executing the task [14]. In AV, the 
hardware part includes sensors, actuators and connected vehicles. The software part 
includes perception, planning and controlling. Figures 3 illustrates the functional 
architecture of an AV. Figure 4 shows the sensors in the autonomous vehicle.

Sensors  The sensors obtain the input from the environment as a raw data. The most 
commonly used sensors in the AV are LIDAR, camera, GPS and RADAR. The data 
from various sensors are combined using a technique called sensor fusion.

Fig. 3  The functional architecture of an AV
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Connected Cars  This represents the communication between a vehicle and an 
object. The object may be a car, a component or an environment. The two types of 
connection in AV is vehicle to vehicle and vehicle to infrastructure.

Actuators  Actuators are the mechanical components present in the AV. They are 
responsible for the physical operation of the AV.

Perception  The perception represents the ability of the AV to extract the useful 
knowledge from the raw data of sensors and from the connected vehicles. It inter-
prets the information obtained from the environment and generates useful data such 
as obstacle and lane marking detection, etc. Localization indicates the position of an 
object in the environment.

Planning  The planning represents the actions that are to be taken for accomplish-
ing some tasks based on the information obtained from the perception. It takes cer-
tain decisions such as how to navigate in the environment.

Controlling  The controlling refers to the mechanical operation performed based 
on the input from the planning system. It represents the operation of vehicle such as 
moving, applying brakes, etc.

�Role of Sensors and Actuators in Autonomous Vehicles

AV is constructed by a combination of various technologies such as sophisticated 
algorithms, communication tools, sensors, actuators and high computing proces-
sors. In the automotive industry, sensor technology enables to develop a wide 

Fig. 4  Sensors in the autonomous vehicle
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range of applications in safety, entertainment, traffic control, navigation and 
guidance. Hundreds of sensors are fixed inside the vehicle to capture information 
about the environment surroundings. Recently, tire pressure sensor and rear-view 
visibility systems are the mandatory components in the vehicles. The sensors are 
used to reduce traffic congestion and to provide road safety. Most of the sensors 
installed in the vehicle are used to provide assistance, convenience, passenger’s 
satisfaction, etc. The average number of sensors in the AV is around 60–100. 
When adding new features and applications in the AV, the number of sensors 
installed in the vehicle will also increase, and it will be around 200 sensors inside 
a vehicle. Based on the applications, the sensors fixed in the vehicle are catego-
rized into five as follows: sensors for diagnostics, sensors for safety, sensors for 
environment monitoring, sensors for convenience, sensors for driver monitoring 
and sensors for traffic monitoring [15]. Table 2 illustrates the various types of 
in-vehicle sensors and its applications. Figure  3 depicts the mostly used sen-
sors in AV.

The sensors and actuators used in the AV are broadly classified into three catego-
ries such as

	1.	 navigation and guidance,
	2.	 safety and driving and
	3.	 performance.

�Navigation and Guidance

Navigation and guidance systems are constructed with inertial measurement unit 
(IMU) which contains sensors such as accelerometer, gyroscope and magnetom-
eter. The IMU estimates the vehicle velocity and orientation. The system is com-
bined with global positioning systems (GPS) to obtain current position of the 
vehicle. Though GPS is very essential for AV, the signals from the GPS may get 
disturbed by tunnels, tall buildings, etc. Hence the inertial sensors provide rota-
tional and linear motion of the vehicle. Microelectromechanical system (MEMS)-
based IMU is used in the AV.  The system enables various services such as to 
detect the users’ location, to find the optimum route to the destination and to 
avoid unwanted delays while driving. GPS also uses cameras, RADARs and 
lasers to estimate the environment conditions. The RADARs are used to detect 
the road conditions such as snowfall, heavy rains, etc. The lasers fixed in the roof 
of the vehicle provide three-dimensional view of the surroundings. The applica-
tion provides various information such as road conditions, driving routes and 
traffic conditions which could assist the drivers to take fast decision while driv-
ing. GPS, RFID and magnetometers could help to collect information about 
parking places. The applications which are developed to help drivers in unknown 
and tourist places use the sensors such as RADAR sensors, inductive loops, 
weather sensors and cameras which are used to find out the important places in a 
city and the route to reach destination. Moreover, the applications help to know 
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Table 2  Sensors in the autonomous vehicle

Type of 
application Sensors Description

Diagnostic • Air bag sensors
• Gas composition sensors
• Pressure sensors
• Position sensors
• Temperature sensors
• Chemical sensors
• Inertial sensors

Estimate the performance of the vehicle while 
driving and detect the vehicle failures

Environment • Cameras
• Pressure sensors
• Ultrasonic sensors
• Humidity sensors
• Temperature sensors
• Rain sensors

Give alerts based on environmental conditions 
and automatically adjust the temperature

Traffic • Proximity
• Ultrasonic
• RADARs
• Cameras

Detect the traffic condition using spatial and 
temporal information

Safety • Proximity sensors
• Cameras
• RADARs and laser beams
• Micromechanical 
oscillators
• Wheel speed sensors
• Haptic sensors
• Night vision sensors
• Ultrasonic sensors
• Inertial sensors

Monitor surrounding environments and prevent 
disaster and accidents in advance

Assistance • Humidity sensors
• Temperature sensors
• Gas composition sensors
• Torque sensors
• Fogging prevention sensors
• Ultrasonic sensors
• Position sensor
• Rain sensors
• Image sensors

Provide comfortable, secure and convenient 
driving

Driver/user • Thermistors
• Cameras
• Heart rate sensors
• Electrocardiogram (ECG) 
sensors
• Electroencephalogram 
(EEG) sensors

Monitor the health condition and behaviour of 
the driver and measure the performance of the 
driving
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the real-time traffic conditions and weather conditions and suggest alternate 
routes and give the travel time to reach the destination.

�Safety and Driving

Safety applications focus on reducing the number of accidents, fatalities and inju-
ries. The lane management application uses cameras which are mounted behind the 
rear-view mirror and monitors the road lane markings and finds out any drifts out-
side the lane. RADAR and speed and distance sensors are being used in adaptive 
cruise control applications to control the vehicle speed and to maintain a constant 
distance from the object in front. AV has a 360° view of the surrounding environ-
ments to monitor the obstacles and other vehicles on the road. The safety applica-
tion is provided through various assistive functions such as adaptive cruise control, 
lane assistance, emergency assistance and light assistance. Though an array of cam-
eras helps to capture images in real time, it requires heavy graphic processing and 
high-resolution pictures. To overcome the problem, LIDAR is fixed in the roof of 
the vehicle which provides 3D graphics of the surrounding environment. It helps in 
various ways such as to reduce vehicle collision and to detect obstacles and other 
objects. The RADARs fixed in the front and rear bumpers of the AV are very useful 
in many applications such as parking control, lane changing and bumper-to-bumper 
traffic. The IMU is also used to predict the risk factors which cause vehicle disas-
ters. RADAR and laser sensors are used to monitor the road and to prevent colli-
sions. If something is found nearest to the vehicle, the sensors used in the vehicle 
direct the control to apply brakes and to adjust throttle automatically. The applica-
tion of blind spot detection uses RADAR to detect blind spot zone and gives alerts 
to the driver accordingly. The collision warning system uses position and speed 
sensors to predict the vehicle collision and sends a warning signal in advance. Data 
fusion techniques and intelligent algorithms are also being applied to further 
improve the applications to obtain fast response and to make fast decisions during 
disaster time. The sensors used in AV monitor the driver’s performance and behav-
iour such as alcohol consumption, fatigue and emotional state. The warning systems 
monitor the eyes and head motion of the drivers using cameras and detects drowsi-
ness. Steering angle sensors are used to detect anomaly conditions during driving 
and give alerts as audio or vibration signals. Front-facing video cameras are used to 
monitor the left and right lanes and give an alert to the drivers if the vehicle drifts 
from the lanes, thus reducing the chance of an accident. The cameras are also used 
to identify the fatigue of drivers, and alerts are given as a sound signal and a flashing 
message using control panel of the AV. Driver’s health condition and vital signs such 
as body temperature, respiration rate, breathing rate and blood pressure could be 
measured using sensors such as silicon photodiode, thermopile and optical and 
infrared sensors. These sensors deployed on seats and steering wheel help to detect 
the driver’s health and activate the associated process automatically. The driver’s 
depression, stress and emotions could be detected using sensors such as 
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electromyogram (EMG), respiration sensors and electrodermal activity (EDA), and 
the data obtained from these sensors could be analysed using machine learning 
algorithms, neural networks and cloud computing.

�Performance Management

Designing an AV with hundreds of sensors, actuators and dozens of circuit boards 
has created issues in power and fuel management. Hence a number of subsystems, 
unique circuit boards, are fixed inside the AV to utilize power and fuel consumption 
efficiently and to control thermal dissipation. Voltage consumption of a battery is to 
be measured to maintain proper vehicle functions. Voltage drop in the batteries is 
effectively measured using milliohm meters along with differential amplifiers. The 
components of an electronic fuel injection system such as actuators, step motors and 
solenoid valves enable to utilize the fuel efficiently [16]. Using different types of 
sensors, the failures found in the mechanical components could be detected auto-
matically. The functionality of an engine and different parts of the vehicle could be 
checked using powertrain sensors. Chemical sensors are used to check the quality 
of the fluid. Temperature sensors are used to check the temperature of fluids and gas. 
The defects found in the chassis systems are detected using chassis sensors. The 
engine combustion is found out using composition sensors. In the AV, each vehicle 
part could be monitored continuously, and the breakdowns could be prevented in 
advance.

�Actuators in AV

The actuators are broadly classified into three based on the operations such as throt-
tle actuation, brake actuation and steering actuation. Recently, most of the AV have 
been designed with all the actuators which help to control the vehicle in any situa-
tion. Electronic control is used to achieve throttle actuation. Electronic stability 
control is used to obtain brake actuation. The NHTSA has recommended to design 
vehicles with brake actuation which is given as a mandatory requirement to the 
automotive industry. Steering actuation is achieved using electric-assisted power 
steering which removes the use of hydraulically driven power steering system. All 
the revolutionary changes in the automotive industry have been achieved by the sen-
sors, actuators, algorithms and processors that provide the ability to the AV to 
understand the surrounding environment and to take decisions automatically with-
out human intervention.
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�Limitation of In-Vehicle Sensors

Sensors, actuators, processors and control unit are equipped inside the self-driving 
cars to support many applications and features. Still, there are many challenges in 
designing an AV. Currently, ADAS and partial autonomous vehicles use camera sys-
tems which are based on CMOS image sensors and RADAR. However, the environ-
mental conditions and various lighting conditions make difficulties in detecting 
objects and capturing images. Hence, low-resolution images reduce the perfor-
mance of the image processing and acquisition approaches in real time. In LIDAR-
based applications, designing a high-resolution LIDAR system in affordable cost is 
still at the pre-development stage. The LIDAR system uses light spectrum waves to 
detect objects in the lane and provides three-dimensional images. Still bad weather 
conditions affect the clarity of the images. The size of the sensors and its integration 
inside the AV has become a great challenge in the manufacturing process. The 
RADAR is used to measure the distance between a vehicle and an object and also 
used to maintain a constant distance from the objects. However, the RADAR could 
only detect the object in the centre of the road because of its limited ability of 
vision. As there is no unique assistance system in designing an AV, multi-sensors are 
integrated to provide various features of the vehicle. For example, camera systems 
are combined with RADAR systems to detect the obstacles and moving objects in 
the road.

�Connected Vehicle

A connected vehicle (CV) represents the communication of vehicles with each other 
and with the environment surroundings using specific applications, technologies 
and services. A navigation guidance system is designed with CV features to enable 
dynamic route guidance. The AV integrated with the GPS obtains the real-time traf-
fic congestion through cellular signals. A CV embedded with many in-vehicle com-
munications tools and networks enables connection with internal devices, external 
devices, applications, services and networks [17, 18]. A CV facilitates many appli-
cations such as parking assistance, infotainment, safety, telematics and remote diag-
nostics. Interaction with other vehicles is enabled using advanced driver assistance 
systems (ADASs) and cooperative intelligent transport systems (C-ITS). Vehicle-
to-vehicle (V2V) and vehicle-to-infrastructure (V2I) communication has the ability 
to obtain situation awareness and is hence used to reduce traffic accidents. The V2V 
and V2I technology allows transportation agencies to access vehicle information 
without compromising privacy data. This enables transportation agencies to manage 
the traffic flow and to assist in vehicle disaster on the road [19].

The communication technology used for V2V and V2I is based on IEEE wireless 
access in vehicular environment (WAVE) standard. This includes dedicated short-
range communications (DSRC), the IEEE 1609 family for upper layers and the 
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IEEE 802.11p for PHY and MAC layers. By using DSRC, the components in the 
AV could exchange the information within the range of 300 m. Dynamic Spectrum 
Access (DSA) is another technology provided by DSRC to exchange information in 
a CV. The Society of Automotive Engineers (SAE) has created a communication 
standard called J2735 for AV.

Mostly, V2I and V2V communication are performed by 4G/LTE technology 
which enables communication among passive magnetic sensors, inductive loops 
and pneumatic tube sensors. The 4G/LTE technology have many features such as 
high data rate, large coverage and low latency. The applications such as road safety 
and traffic analysis utilize WiMAX technology to provide coverage up to 50 km in 
the data rate of 70 Mbps. A global low-power wide-area (LPWA) network is used 
for transmitting data from different sensors to various components inside a vehicle. 
Advanced wireless technology which has latency time less than 5 ms is mostly 
applied in safety applications. High infrastructure and service cost are the main 
disadvantages of using wireless network technology in the automotive industry. 
Table 3 shows the various communication protocols and networks used in V2V and 
V2I applications.

�Challenges in AV

The main challenges of sensing systems are blurry transit lines, fast-moving object 
detection, risky road conditions such as holes in the road and environment condi-
tions such as road flood. The different type of data from independent data sources 
should be integrated to produce appropriate response in real time. The sensor fusion 
techniques are required to aggregate a variety of sensor data. Hence, they will help 
to obtain fast response time and to avoid potential collision situations. In AV, the 
intelligent algorithms should be designed and developed to process data from vari-
ous sources through different communication media such as wired/wireless links. 
The algorithm should have the ability to remove abnormal data and redundant 
features.

Theft of Data  As the CV generates a huge amount of data from in-vehicle sensors, 
there are more chances for data hackers to steal personal information, financial 
information, location data and entertainment preferences.

Table 3  Applications and its related communication protocols and networks

Applications Communication protocols and networks

Driver monitoring Local Interconnect Network (LIN)
Time-triggered lightweight protocol (TTP/A)

Environment monitoring Controller area network bus (CAN-B), J1850
Performance monitoring Controller area network bus (CAN-B)
Multimedia and infotainment 
applications

Media oriented system transport (MOST)
Bluetooth, FlexRay, Zigbee, Wi-Fi, Ultra-wideband 
(UWB)
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Theft of Vehicle  Recently the digital keys, mobile applications and wireless key 
fobs are used to lock and unlock the vehicles. These virtual keys could be accessed 
by unauthorized person through intercepting the communication between a wireless 
key fob or a vehicle.

Network Risks  In V2V and V2I, the communications through Wi-Fi, cellular net-
works, Bluetooth, etc. have created an easy target for hackers and have more chances 
of getting corruption in service and network access.

High Cost  In object detection method, 360° vision is achieved by integrating vari-
ous devices. However, it generates a large amount of data and also requires high-
power processors to analyse the images. These overall requirements have increased 
the system cost. Low-cost hardware and communication techniques are the major 
requirements for the commercialization of AV.

Object Detection  The main challenge of AV is to detect fast-moving objects on 
the lane.

DL Architecture  Designing a specialized computing DL architecture for AV is a 
crucial task in the automotive industry.

Threats  There is more chance for data manipulation by unauthorized people, data 
corruption, device hacking and counterfeiting.

�Conclusion

Machine learning and deep learning algorithms play a key role in the functionality 
of an AV. However, DL models for AV require a huge amount of data and need new 
infrastructures and tools for computation. Mostly, computer vision problems and 
vehicle motion control have been solved using existing DL model. In the future, 
specific computational architecture, unique sensor components and communication 
technology will be able to design the highest level of semi-automatic and fully auto-
matic vehicles. The usage of sensors in AV enables to create various applications 
such as driver monitoring, traffic control, environment monitoring, vehicle mainte-
nance, etc. However, the sensors used in AV have its own limitations which should 
be resolved in the future. Further, AV should find solutions to the problems such as 
high fuel prices, high emissions of CO2, traffic congestions and low-quality roads. 
In the future, AV will arise many ethical issues such as unemployment of drivers. It 
replaces the manual repairing and so reduces the source of earnings. Modern AV 
should ensure to guarantee data confidentiality and integrity. It should facilitate to 
protect data transport and storage and ensure platform integrity. Hence the integra-
tion of various technologies will broaden the research area in the automotive 
industry.
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Advanced Driver Assistance Systems 
(ADAS)

Maria Merin Antony and Ruban Whenish

�Introduction

A driver is one of the “best sensors in the vehicle” and is the main responsible for 
avoiding crashes. But still, a large proportion of crashes are attributed to the driver 
errors. A survey was conducted to identify the critical reason for each crash, and the 
national sample of US crashes from 2005 to 2007 was examined [1]. It was noted 
that the driver error was the critical reason contributing to 94 percentage of crashes 
as shown in Fig. 1. These errors included recognition errors, decision errors, perfor-
mance errors, and nonperformance errors. Recognition errors are the result of inat-
tention and inadequate surveillance of the driver; decision errors arise due to the 
misjudgments of the driver; performance errors arise due to overcompensation, 
poor directional control, etc.; and nonperformance errors arise due to sleeping and 
fatigue [2].

The development and deployment of the new in-vehicle technologies to counter-
act these driver errors and hence to support the driver to prevent crashes is ongoing. 
Advanced driver assistance systems (ADAS) are a group of vehicle technologies 
that warn the drivers timely regarding the risky or hazardous situations to avoid 
crashes. Some ADAS technologies actively and automatically intervene to avoid 
hazardous situations or when the system detects that a crash is imminent.

ADAS technologies are the precursor to autonomous vehicles and, depending on 
the combination of ADAS equipment installed in a vehicle, can allow level 1 to level 
2 autonomous driving at the present time as represented in Fig.  2 (SAE 
International 2014).
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�ADAS Technologies

Driver assistance systems (DAS) were developed aiming at the development of sys-
tems that are designed to assist and improve the comfort level of the driver while 
driving. Initial systems developed as driver assistance systems include parking 
assistance system (PAS) and cruise control (CC). With the advancements in DAS 
technologies, the focus got shifted on to the increased level of safety of both the 
driver and pedestrians. Such advanced driver assistance systems (ADAS) refer to 
electronics, light-based, or sound-based systems that are integrated together to the 
development of technologies that automate, facilitate, and improve systems in the 
vehicles in order to assist drivers for better and safer driving. There are numerous 
components now developed to be known as ADAS technologies. A complete over-
view of the features of ADAS technology is shown in Fig. 3.

Various ADAS technologies in a vehicle are realized with the help of many types 
of environment sensors such as radars, lasers, ultrasonic sensors, and cameras. 
These systems are equipped with control algorithms that signal the drivers or 
directly control the brakes or throttles. The control systems of the vehicle with 
ADAS will behave based on the signals from the environment and according to the 
state of the vehicle such as steering angle, GPS data, etc. or state of the driver. The 
ADAS technologies used in modern cars are described in short as below:

Estimation of critical reasons for pre-crash event

Driver Vehicles Environment Unknown Cri�cal Reasons

Fig. 1  Estimation of the critical reasons for pre-crash event. Data source: NMVCCS 2005–2007

Fig. 2  Levels of autonomous driving as per the SAE classifications and ADAS role in the 
automation
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Adaptive cruise control (ACC) also known as radar cruise control is a system 
developed to control or adjust the speed of vehicle to maintain an optimum distance 
between the vehicles with the help of a radar or a laser system. In ACC, three radar 
sensors are needed, two short-range radars used to detect objects in the adjacent lane 
and one with a long range used to detect objects in-path.

Forward collision control with autonomous emergency braking alerts the driver 
when the speed of the vehicle can result in a collision with a vehicle or an object in 
front. Autonomous braking (AEB) will prevent collision by applying brakes when 
there is a high risk of collision and the response of the driver is inadequate to avoid 
the collision.

Lane departure warning systems give warnings to the driver while there is a risk 
or straying across the lane markings. The feature uses the long-range radar sensors 
for the sensing purpose. A Lane estimation algorithm is used to gather the informa-
tion for lane departure warning (LDW) and lane keeping rely features for ADAS 
technologies.

Side- and rear-view assistant systems monitor surrounding areas to warn the 
driver for the blind zones with the help of cameras or radar sensors.

Traffic sign recognition displays are seen on the instrument panel reminding 
drivers of the current speed limit. The traffic signals are recognized with the help of 
the same camera which recognize the speed limits. Even the navigation system of 
the vehicle can be supported by storing the information regarding the speed limits 
in unsigned roads.

Blind spot detection (BSD) helps the driver to view the blind spots while overtak-
ing. A short-range radar is used for monitoring the road area behind and warning the 
driver while overtaking the vehicles.

Rear cross traffic alert (RCTA) uses two radars that can monitor at 120 degrees 
and help in detecting accidents while reversing out in the parking space.

Pedestrian detection technology monitors and detects the pedestrians in the road 
and provides the driver the necessary safety guidelines with the help of normal and 
IR cameras.

Fig. 3  Overview of ADAS technologies used in a vehicle
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In each ADAS technology, there are three steps taken as shown in Fig. 4.

	1.	 Recognition
	2.	 Judgment
	3.	 Operation

The first step in the ADAS technologies is recognition with the help of sensors 
such as radar, LiDAR, cameras, and ultrasonic sensors. Based on the signals from 
the sensors, the control action is decided with the help of advanced imaging pro-
cessing or machine learning algorithm.

Fig. 4  Steps taken in the 
ADAS technology

Fig. 5  Classification of ADAS technologies
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ADAS systems are basically classified into information-based assistance sys-
tems and manipulation-based assistance systems [3]. The detailed classification is 
shown in Fig. 5.

Information-based assistance systems provide only necessary information and 
warnings to the human driver. They don’t implement any driving decisions and 
physically operate the vehicles by small amount.

Manipulation-based assistance systems only operate on the vehicle in case of 
emergency or when asked by the driver.

�Information-Based Assistance Systems

During driving, a lot of concerns are present in the mind of a driver regarding the 
correct route to be taken, the level of traffic congestion, and time delay in reaching 
the destination on the right time. The information-based assistance systems address 
all these questions, and such a system do not control the vehicle by itself. The 
information-based assistance systems are further classified as Advanced Traveller 
Information Systems (ATIS) as shown in Fig. 5.

The ATIS system performs main functions such as dynamic rerouting and antici-
pation of traffic congestion and provides information about the surroundings. These 
information helps the driver to take key decisions regarding the route to be taken. 
The data for dynamic and historic information about the traffic is made available 
with the help of the cameras at different locations at various roads. Such informa-
tion is used to anticipate the congestion and reroute the traffic.

Drivers are distracted by many expected and unexpected reasons such as sleep, 
tiredness, fatigue, etc. These reasons can be identified by various indicators such as 
eye movements (blinking frequency of the eyes), head movements (yawning), bio-
logical and neurological signals (such as EEG and ECG), and facial expressions 
(movement of the eyes, lips, etc.)

The indicators of inattention such as distraction are measurable. The effects of 
distraction can be measured based on movements of the eye, head, and face and 
signals obtained from the driver’s body such as electroencephalography (EEG) and 
electrocardiogram (ECG). EEG signals carry information about the brain waves and 
brain activities. In contrast, the ECG signals gives information on heart changes 
which can be used to interpret and measure the change in the thought process of the 
human driver.

The general procedure for detecting inattention uses the machine learning tech-
niques. A procedure which is typically followed for the pattern recognition system 
is shown in Fig. 6.

As the initial step, the noise is removed from the data collected. Data is then 
segmented, and the feature is extracted for training and to create the machine learn-
ing model. The real-world data is then segmented, and the feature is extracted and 
classified based on the training data and model for the driver to take decision.

Advanced Driver Assistance Systems (ADAS)
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While detecting the images, the images are reduced in dimensionality using fea-
tures like scale invariant feature transform (SIFT) and speeded up robust transform 
(SURF). Another possible approach is to use color filters for the detection of the 
face. There are numerous techniques that are used for face detection and recogni-
tion. Modelling of blinking of the eyes, gaze, and head pose was recognized in order 
to identify the inattention and fatigue in the drivers during driving.

The next task is to extract the features from the complete image, or signal is 
broken down using dimensionality reduction techniques and then can be used for 
classification. The techniques such as principal component analysis (PCA), inde-
pendent component analysis (ICA), and linear discriminant analysis (LDA) are used 
for dimension reduction and extraction. Later, the classification is done with the 
help of popular classifiers such as neural networks, support vector machines, fuzzy 
inference systems, adaptive boosting algorithms, and decision trees.

Hybrid techniques are also used which include the combination of any of the 
above discussed techniques (Figs. 7, 8, and 9). The commonly used multiple modal-
ities are discussed as follows:

	(a)	 Data level fusion: Here the fusion is performed on the raw data of the different 
modalities. The fused data is then passed through feature extraction and classi-
fication in order to help the driver make an appropriate decision.

	(b)	 Feature level fusion: It is fused at the feature level, and then classification 
is done.

Fig. 6  Procedure used for pattern recognition problem
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	(c)	 Score and decision level fusion: A score function is generated after classifica-
tion from each data source by an integrator based on which decision is made. 
Here, the generated score function is fused to form the final decision.

Measurement of the driver performance is important for transportation authority 
to access the driver performance to extend or cancel license to drive. The systems 
for measuring driver performance are built inside the vehicle to continuously rate 
the driver’s performance. The best way to indicate the driver’s performance is by 
assessing the distances of the vehicle in front, fluctuations in speed, and the ability 
to make smooth lane changes and to maintain the lanes. Other parameters that can 
be used to measure the condition of driver are the way of handling the steering 
wheel, reversal speeds of steering, and pressure distribution on the seat of the driver. 
All these parameters are helpful in detecting fatigue and drowsiness of the driver 
which are continuously monitored by the ADAS technologies in the car.

Fig. 7  Data level fusion

Fig. 8  Feature level fusion

Fig. 9  Score and decision level fusion
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172

�Manipulation-Based Assistance Systems

Manipulation-based assistance systems not only detect the state or risk involved in 
driving but also manipulate the vehicle on behalf of the driver. These systems come 
into action in three situations as follows:

•	 When emergency actions are needed and there is no time to warn the driver
•	 To perform certain regular and simple tasks which do not require human wisdom
•	 To perform certain precise and specialized tasks that are hard for humans to per-

form such as overtaking and parking

There are situations where the alerting or warning of the driver is ineffective due 
to time constraints and there is a need of quick response in some situations to take 
safe action. Such situation needs to be addressed by emergency braking systems. In 
contrast, safety alert systems predict the risky situations and provide warnings to 
take necessary action. The collision avoidance system is one of the common exam-
ples to explain these systems.

Another similar problem is the collision with pedestrians, especially the old-age 
people and children who do not take much care while crossing the roads. There are 
pedestrian detection systems which detect and alert the driver to avoid collision 
and risks.

The adaptive cruise control (ACC) maintains the speed of the vehicle constantly 
by the use of brake and throttle. The driver is relieved/freed from continuously mon-
itoring the speed by the use of ACC, and he just needs to control the steering. The 
sensors such as radar, LiDAR, or ultrasonic sensors will continuously monitor the 
distance from the vehicle and environment. While vehicle following is successful 
with no risk and accidents, the ACC follows an elastic band. This band is always 
maintained to be smooth and collision-free and tends to be the path for trajectory for 
the vehicle to be followed as shown in Fig. 10.

Overtaking is desirable and helps the fast-moving traffic not to be penalized by 
the slow-moving vehicles in the front. Overtaking assessment and assist helps in the 
overtaking task. It has two important tasks as follows:

Fig. 10  Vehicle following
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•	 Deciding the feasibility of the overtake attempt: The feasibility of the overtaking 
is based on the distance between the overtaking vehicles and the one being over-
taken and the space in the overtaking lane

•	 Actual overtaking: This task requires moving the vehicle overtaking from the 
overtaking lane to the normal lane after overtaking as shown in Fig. 11.

One of the common problems faced by all drivers is to park the vehicle in an empty 
slot correctly. This problem can be solved by an automated parking system. The prob-
lem of parking resembles close to that of a robot motion planning. Some number of 
times, the vehicles goes back and forth before placing the vehicle perfectly in the 
empty slot of the parking area as shown in Fig. 12. The commonly used motion algo-
rithms include rapidly exploring random trees, graph search, and many more [4].

�Sensors Used in ADAS Technology

Various sensors are used in implementing the ADAS technology. Some of the main 
sensors are described in detail below:

Fig. 11  Overtaking

Fig. 12  Parking assistance with ADAS-based cars
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Camera vision: It acts as the eyes of the ADAS technology. This vision is affected 
severely by weather conditions, low light, and glare. The image acquired is pre-
processed using digital signal processors (DSPs). The camera sensors are typical 
used for applications such as traffic sign recognition, parking assistance, and lane 
departure warnings. Infrared cameras are used during nights which act as best night 
vision cameras.

Radio detection and ranging (RADAR): Compared to cameras, radars are robust 
in any weather and light conditions with good range. There are specific radars for 
long-range and short-range applications.

Light detection and ranging (LiDAR): The LiDAR measures the distances based 
on the light scattered w.r.t the laser irradiation that emits pulsed light. The main 
advantage of the LiDAR technology is that the light scattered from the object gives 
information distance as well as the nature of the object.

Ultrasound: These sensors work based on the principle of sound in determining 
the distance of the nearby objects and to warn the driver regarding the obstacles. 
Usually, a single car will be equipped with 12 ultrasonic sensors to completely 
cover the surrounding environment. The range of ultrasonic sensors are very less 
and is about 3 m.

The range and typical application of the sensors in the ADAS technology is tabu-
lated in the Table 1.

�Reliability Modelling

A vehicle consists of active and passive safety systems and ADAS features. The 
most important concept in ADAS is to maintain the safety by saving the lives. A 
model is demonstrated here to represent various ways on how the safety of the 

Table 1  Various sensors used with typical applications

Sensors
Maximum range 
(m) Typical applications

Short-range 
radar

20 Blind spot detection

Long-range 
radar

150 ACC (adaptive cruise control)

Camera vision 80 Pedestrian detection, sign recognition, parking assistance, 
lane departure warning

Infrared 120 Night vision
Ultrasound 3 Park assist
LiDAR 
(scanning)

120 Emergency braking, collision avoidance systems
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vehicle is maintained. The model represented is termed as reliability block diagram 
(RBD) and is shown in Fig. 13. There are four different pathways to maintain the 
reliability of the safety of the vehicle.

When the driver fails to operate the vehicle safely, the control systems alerts the 
ADAS warning system to provide the necessary warning signals. When the failure 
in ADAS warning systems result, it leads to the activation of ADAS crash avoidance 
systems. Lastly, the failure of ADAS crash avoidance systems switches on the pas-
sive safety systems in the vehicles such as airbags to active state.

�Vehicular Communication in ADAS

Vehicular communication system plays a vital role in ADAS by notifying useful 
information through various channels like wireless communications and to imple-
ment the necessary actions especially regarding safe driving alerts. Safety is a key 
factor of an automotive. Every year, the increase in number of road accidents can be 
directly linked with increasing number of vehicles on the road. According to the 
WHO, globally at least 1.2 million deaths are happening every year due to road 
accidents. Traffic management is necessary to avoid possible accidents, to minimize 
carbon emissions, to improve fuel efficiency, for navigating the fastest route, to 
improve driver safety and comfort and to save resources. Several automobile manu-
facturers are doing research into the same to provide better future prospects for 
automobile industry. Vehicles could communicate with vehicles and other elements 
which substantially improvise the driving systems and safety prospects. Vehicle-2-
vehicle (V2V), vehicle-2-infrastructure (V2I), vehicle-2-pedestrian (V2P), 
vehicle-2-cloud networks (V2N), and vehicle-2-everything (V2X) communication 
systems allow the vehicle to communicate to its surroundings with short-range 
wireless signals which is as depicted in Fig. 14.

Vehicular communication conveys to the driver about weather information, traf-
fic and signals, road conditions, accidents, and any harmful activities around 

Fig. 13  RBD block diagram for a simple model
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vehicle. In autonomous vehicles, having the navigation system adds extra features 
when compared with traditional vehicles. One of the vehicular communication sys-
tems, V2X, has a smart working system which reports automatic payment for toll, 
parking slot identification, weather forecast, shortening the distance towards the 
destination, fuel station/restaurant notifications, etc. V2X communication has sev-
eral components which integrate information that connect vehicles to everything 
(pedestrians, vehicles, roads, and cloud environments) aiming to reduce the number 
of road accidents and building an intelligent transport system (ITS) [5].

Certain features are added with ADAS by considering safety concerns like 
Emergency Electronic Brake Lights, Forward Collision Warning, Intersection 
Movement Assist, Left/ Right Turn Assist, Blind Spot/Lane Change Warning, Curve 
Speed Warning; by considering environment concerns like vehicle classification, 
traffic management, intersection analysis, destination studies, emission control, 
smart parking and by considering roadside mobility concerns like emergency com-
munications and evacuation, cooperative adaptive cruise control, wireless inspec-
tion, connection protection, etc. Adding all these features with ADAS, vehicular 
communication will be a major advancement in the field of automotive by adopting 
technologies like Internet of Things (IoT), information and communication tech-
nologies (ICT), and artificial intelligence (AI), leading to safe driving environ-
ment [6].

Fig. 14  Vehicular communication system in ADAS
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�Vehicular Communication Technologies Used in ADAS

Cellular systems, Bluetooth, microwave communication, millimeter wave commu-
nication, DSRC (dedicated short-range communications), ZigBee, WiMAX, and 
long-term evolution (LTE) are key wireless communication technologies used in 
vehicular ad hoc networks (VANETs) for effective vehicular communication. 
Various vehicular communication technologies used in ADAS are listed in Table 2, 
which could be used as wireless communication channels to connect the vehicle 
with everything around it depending on the applications.

�Pathway Towards Nextgen: ADAS in Global Automotive OEMs

The advancements in terms of safe driving and automation carried in the form of 
ADAS had already arrived in OEMs globally. A leading Japanese car manufacturer 
introduced driving safety support system (DSSS) to its products Prius, Crown 
Majesta, Crown Royal, and Crown Athlete. DSSS have sensors and send messages 
to the driver about detected pedestrians and vehicles that were not visible to the 
driver’s sight and alert the driver. The main benefits of DSSS are reducing the traffic 
accidents at intersections, increasing awareness, and reducing the driver’s burden. 
DSSS features include pre-collision warning and braking, enhancing the road safety 
during night drives. DSSS uses V2V, V2I, and V2X communication systems. DSSS 
comes under the awareness driving phase which is the present trend in automotive 
sectors. Another car manufacturer hailing from Japan, Honda, thrives to demon-
strate advanced V2P and V2V through DSRC communication technology. The ulti-
mate aim of this R&D work ensures the reduction in collisions between vehicles 
and pedestrians. Next phase sensing and driving also make impact in the automotive 
sector about hazardous things on the road. In 2017 Daimler introduced autonomous 
driving with Mercedes E-class car using V2X communication. The sensing and 
driving principles had been applied to identify weather conditions and road acci-
dents, intended to increase safety and reduce the stresses associated with driving. 
Few other automotive OEMs are involved in R&D of self driving cars. The third 
phase of advancement in ADAS comprises cooperative driving which enables V2V 
communications effectively. This phase operates multiple driver functions simulta-
neously. The German-based automotive, Volkswagen, adopted V2V communica-
tions for its vehicles from 2019, using public wireless LAN (pWLAN) with IEEE 
802.11p standards. This communication enables to connect with vehicles and infra-
structure which added some features like lane merger assistance, platooning, pedes-
trian safety, and parking reservation.

Further into the advancements in ADAS for next generation, the synchronized 
cooperative driving provides the features like overtaking assistance and intersection 
assistance. Most of the decisions would be made by the vehicle, but it requires the 
driver to supervise the actions. The automation is limited in this phase in terms of 
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proper environmental conditions and complex situations which arise from the road-
side. A French automotive OEM, Renault, developed communications between 
vehicles and roadside infrastructure such as toll booth, intersection area, school/
college zones, and others. Sanef, a French motorway infrastructure, collaborated 
with Renault to develop features. Another example was set by the US-based General 
Motors division Cadillac – CTS Sedan was offered with V2V communication in 
2017. They tie up with the Australian company Cohda Wireless for communication 
assistance and the Israeli firm, NXP Semiconductors, for developing road links for 
connecting with vehicles. Delphi automotive supplied antenna modules and pro-
vided data security. 

The autonomous driving phase is envisioned with a fully autonomous vehicle. 
An autonomous vehicle would be able to make complex decisions on its own with 
all kinds of situations like environmental, infrastructure, and intersection condi-
tions. The appropriate decisions are taken by the vehicle with no human interven-
tion. The capability of reaching the destination can be fully controlled by vehicle 
without any concerns. One of the automotive OEMs, Land Rover, is currently work-
ing with an autonomous urban drive system under SAE level 4 standards of high 
automation. An autonomous car would be capable of communicating with cars and 
infrastructure around it (similar to V2X communication) which leads to the devel-
opment of highly automated vehicles (HAVs) for long-term purpose.

�Summary

This chapter discusses the ADAS technologies and its various aspects in improving 
the vehicle and community safety on roads. The main points discussed in this chap-
ter on various ADAS features and the communication technologies are summarized 
in the following points:

•	 Detailed descriptions of various information-based and manipulation-based 
ADAS systems

•	 Various vehicular communication technologies used in ADAS
•	 Various sensors and their usage in ADAS-based systems
•	 Case studies and current trends in the implementation of ADAS

ADAS system have many positive impacts such as mitigation of exposure to 
risky conditions and improvement of driver behavior (e.g., reduced driving speed 
and speed variability, smaller lane deviations, faster reaction times, less harsh brak-
ing, and enhanced alertness) and eradication of driver errors. However, there are 
negative impacts also that are associated with the ADAS technology that include the 
following:

•	 Shifting of the driver’s attention to road environment information that results in 
insufficient attention to the important driving tasks
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•	 Frustration of the driver with the warning systems due to unnecessary frequent 
system warnings

•	 Frustration of the driver when certain elements of the driving tasks are taken over 
by the system in contrast to the driver’s desire
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�Introduction

A proper connection of the Internet through wireless technologies and an embedded 
sensor is all that is needed to make an object “smart” in today’s world. The term 
“smart” was associated with phone since 1992 and was eventually introduced in the 
market as “smartphone” in 1995. In 1999, smart watches began making their way 
into the market, but it was only in 2012 were they recognized for the immense 
potential that they presented with their technological advancement in using multiple 
applications from the Android phones. Other wearable devices have also been intro-
duced in the past decade, offering unprecedented opportunities for personalized ser-
vices, real-time health monitoring, and human behavior modeling.

When one says “IoT,” it brings to mind watches, phones, and other similar 
devices. But, the scenario has changed now, and the automobile industry has pro-
gressed greatly, through experimentation with IoT and how it can be linked with 
automobiles [1], making it more efficient. The advancement of technology which 
started with embedding GPS (global positioning system) for navigation has now led 
to analyzing and gathering data about the vehicle with the help of sensors. It is pre-
dicted that by 2030 every car will be automatically connected to the insurance 
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carriers, service companies, manufacturers, and even the drivers, across the globe. 
In fact, almost all the cars that are built today have over 400 sensors on them to 
gather data regarding car wear and tear, GPS positioning, speed, driver actions, tire 
pressure, steering wheel movement, and much more. Despite the advancement in 
technology, there is still human error in driving the car, leading to fatal accidents.

A survey by the World Health Organization reports that road traffic injuries hold 
the eighth place in causing death, accounting for 2.5% globally. It has been observed 
that road traffic injuries are also the leading cause of death in people aging between 
5 and 29. Due to progress in medicine, infectious diseases are now in check with 
control and preventive measures. This has pushed road traffic injuries to reach the 
eighth place in causing deaths compared to the ninth position it was previously 
holding, as shown in Fig. 1. It has been recorded in the WHO report [2] that there is 
a direct relation between the income of a country and the risks of road accidents 
leading to death. In fact low-income countries like India and China face more deaths 
(about 13%) than high-income countries like Switzerland and Greenland which 
account for about 1% death.

Smart vehicles running on smart brains through embedded sensors, wireless 
communication, and IoT promise to enhance security, safety, and comfort of the 
driver, the occupants, as well as the pedestrians. Accidents/collision avoidance, 
obstacle detection, lane departure, automatic brake control, air bags, theft notifica-
tion, and automobile tracking are some of the innovations in technology that have 
been implemented or are in the phase of development to ensure safety of the travel 

Fig. 1  Percentage of death recorded by the WHO during the year 2016
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in automobiles. This has paved way to the beginning of the era of intelligent vehi-
cles. At the same time, drivers have become irresponsible, ignorant, and careless in 
driving. There is continuous report of reckless or rash driving and driving under 
intoxicated state/drunken driving which have led to accidents, injuries, and even life 
loss of drivers and innocent pedestrians.

Based on the survey by the National Crime Records Bureau, it has been identi-
fied that India is one of the top 10 countries in the world with high road accidents 
occurring every minute. The initiative by India to curb liquor shops in some cities 
and near highways has proven to be fruitful in bringing the number of accidents 
down by 36.5%. However, the resultant figure is still quite high at 12,018 road acci-
dents in which 4188 persons have died during the year 2018 alone, as shown 
in Fig. 2.

Survey reports that over 70% of the pedestrians are affected by rash driving of 
drunken drivers. To put an end to this case of drunken driving, a graphene sensor 
will be fitted on the steering wheel to control the start of the car engine. In 2019, 
researchers from Uttarakhand Residential University and RI Instruments and 
Innovations had experimented and designed a graphene sensor which is said to raise 

Fig. 2  Deaths due to drunken driving against DUI accidents caused during the years 2014, 2015, 
2016, 2017, and 2018
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an alarm when a drunk driver blows on it. The ethanol level is diagnosed by the sen-
sor, and if the threshold has been crossed, the sensor will stop the driver from oper-
ating the car.

With an alarming increase in the rate of juvenile driving accidents, we have also 
proposed a technology to scan the fingerprint of the driver in order to start the 
engine. The database of the drivers can be saved in the cloud and checked at a regu-
lar interval. When the conditions of the graphene sensor and the fingerprint scanner 
are satisfied, the engine can be started by the driver.

Road safety through smart automation has received increased interest recently, 
and a number of innovative ideas and solutions have been implemented over the 
past decade. This work aims to curb the usage of automobiles by drunken drivers 
and juvenile drivers, thereby reducing the number of accidents on the road and 
ensuring the safety of pedestrians and other drivers.

In this work, the existing methods for drunken driving prevention are analyzed 
along with a record of juvenile driving accidents that have occurred in the 
recent years.

The book chapter proposed is organized as follows:

•	 Background and Pertinent Work: in this section the existing literature on driver 
identification and alcohol observation using biometric scanning technologies are 
summarized.

•	 Methodology proposed: the proposed methodology and the working of the meth-
odology are outlined in this section.

•	 Results and discussion: the results of the proposed work are recorded on obser-
vation, and the engine is allowed to start based on the analysis of the result.

•	 Conclusion and future scope and discussion: concluding remarks and possible 
future enhancement of the proposed work are mentioned at the end.

�Background and Pertinent Work

Between 2006 and 2016, the number of accidents involving intoxication and drunk 
driving was very high, with an average of 10,000 deaths caused by such accidents 
[3]. Survey indicates that 1.3% of car accidents are caused due to medical emergen-
cies like diabetic reactions, blackouts, and seizures [4]. Rathore and Gau [5] 
designed a wearable biometric sensor named as the Automotive Healthcare and 
Safety System which was used to keep track of the user’s body temperature and 
heart rate. It also incorporated a breath analyzer device which could determine if the 
driver was drunk or intoxicated. To check if the driver has any medical emergency, 
infrared cameras were placed on the dashboard to perceive facial symptoms and 
pupil dilation. An ECG monitor was also placed on the seat belt to detect weight and 
movement. Based on the analysis of these biometric sensors, emergency responders 
were notified, when any discrepancy was identified apart from the normal level of 
detection.

D. R. A. Shirley et al.
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Over the years, a number of techniques and technologies have come into the 
market to prevent or reduce the number of drunken driving accidents by automo-
biles. In the paper by Lee et al. [6], an alcohol detector comprising of liquid crystal 
display (LCD) circuitry, LM358 operational amplifier (Op-Amp), and alternating 
current (AC) power supply is built. This alcohol detector will sense the alcohol 
content present in the surrounding air, and when the alcohol content in the air 
crosses a predefined threshold value, it will display a warning message.

However, since the device operated on AC power, the person to be tested for 
drunken driver had to sit close to the AC power outlet. Another drawback was that 
the Op-Amp (LM358) which was used as a comparator had “5” as the preset thresh-
old value and did not raise any alarm of warning when the alcohol level crossed the 
threshold. Hence, this constrain required two participants to test and note the alco-
hol level when using the alcohol detector, preventing it from being positively used 
to test real-time drunken drivers.

Another alcohol detection system which used a cell phone to alert the driver was 
proposed by James and John [7]. This system comprised of a LM358 module and a 
GSM technology as the major components. Since it was dependent on the GSM 
technology unit, it was a huge step forward from the breath analysis used till then. 
The GSM technology made use of a GSM module that replaced the traditional 
alarm system while making use of LM358 Op-Amp.

To distinguish the text message from this GSM module, a unique ringtone was 
also defined for the alerts on the cellular phone. The drawback of this system is that 
when the driver is not able to access his phone or when the phone is out of network 
coverage, this system proves to be inefficient and insufficient. To give flexibility in 
changing the concentration of blood alcohol, LM358 Op-Amp cannot be used.

Based on this observation, a PIC16F877A microcontroller alcohol detection sys-
tem was built by Phani et al. [8]. The PIC16F877A microcontroller gave the users 
the flexibility of changing the threshold of alcohol to be detected based on body 
chemistry. Moreover, the use of a microcontroller also opened up opportunities for 
adding more features to the alcohol detection system. The drawback of this pro-
posed system [8] is the inability to implement it in real time as it requires AC power 
supply instead of a DC power supply to operate to its optimum degree of accuracy.

Gestion [9] also proposed a similar system to monitor the health of the driver 
through machine learning algorithm, skeleton tracking with gesture recognition, 
and synthetic depth data. The proposed system could monitor the health conditions 
of the driver and detect health problems. A breath analyzer was embedded in the 
steering wheel of the automobile to keep track of the alcohol level of the driver by 
sober steering [10]. The proposed system will raise an alarm when the predefined 
threshold value of alcohol was surpassed by the driver. Taking this proposal one step 
forward, Chen and She [11] proposed a device that was created to prove sobriety of 
the driver to start the car.

According to the report by the World Health Organization (WHO) on road acci-
dents in India (2018) [12], 32,438 accidents have occurred due to drunken driving, 
in the observed 16 states in India, of which 11,660 deaths have been incurred. The 
resulting death rate due to DUI is almost one-third of the accident rate. A survey of 

Analysis of IoT-Enabled Intelligent Detection and Prevention System for Drunken…



188

the accidents and deaths in individual states indicates that Uttar Pradesh is the state 
with the highest number of accidents due to DUI and subsequently a high number 
of deaths at 6227 during the years 2016–2018, as shown in Table 1.

On analyzing the driver’s biometrics, one can detect the identity of the driver. 
Furthermore, this can be enhanced to detect if the driver is under alcoholic influ-
ence and action can be taken accordingly. Gutmann et al. [12] have proposed a 
method to determine the stress level of the driver using neural networks by means 
of taking the hip and wrist movements, blood oxygen level, electrodermal activity, 
body temperature, inter-heartbeat interval, heart rate interval, breathing pattern, 
heart rhythm, and brain waves. Based on the results, the driver’s psychological 
fitness was determined to grant him access to the automobile. Though it is easy to 
determine the psychological state of the driver with the help of biometrics, it will 
be a hindrance to the driver who has to attach multiple sensors on his body to 
check the ECG signal.

To overcome this drawback, Lee et al. [13] proposed a method to observe the 
ECG signal of the driver by placing the electrodes on the steering wheel to measure 
RR interval, heart rate variability, QT interval, ST segment, waveform, and heart 
rate when the driver places his hands on the wheel. In fact, it was found that this 
method of monitoring ECG had better clarity in results when compared with the 
traditional method of taking ECG used by Gutmann et al. [12].

Distractions inside the vehicle due to talking, mobile phones, smoking, eating 
and route guidance systems were studied by Young and Regan [14]. He proposed a 
system which could measure the distractions caused by monitoring the eye move-
ment and glance action of the eye. Dehzangi et al. [15] have proposed a system that 

Table 1  Chart of persons killed in individual states from road accidents during the years 2016, 
2017, and 2018

State
No. of persons killed No. of accidents
2016 2017 2018 2016 2017 2018

Jammu and Kashmir 21 0 5 47 1 20
Himachal Pradesh 17 89 70 72 214 322
Punjab 197 95 85 317 129 112
Uttarakhand 36 30 16 40 56 20
Haryana 165 86 251 529 180 474
Rajasthan 372 142 52 673 421 146
Uttar Pradesh 2716 1687 1824 4633 3336 3595
Gujarat 23 18 15 64 65 106
Madhya Pradesh 457 217 145 3083 1049 893
Jharkhand 408 430 328 543 801 517
Maharashtra 58 293 42 226 863 188
Karnataka 94 23 22 396 169 139
Telangana 55 34 24 202 163 182
Andhra Pradesh 45 156 85 128 2064 1345
Tamil Nadu 65 403 225 531 1833 1128
Kerala 7 7 25 133 133 157
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uses body sensor network [16] to collect biometric data and correlate with road 
conditions to monitor driver distractions. At the same time, automotive sensors are 
fit to monitor driver behavior like speed control and aggressiveness while driving. 
This information is collected from four drivers driving during different traffic condi-
tions and is correlated with the road conditions. The drawback with this mechanism 
is that it will be restricting and invasive to the driver who might get distracted with 
the sensors and BSN [17].

Hence a less invasive device was built by Harman International Industries to 
monitor the pupil dilation of the driver with the help of a camera [18]. When the 
device detects a rise in cognitive load, it will alert the driver about the distraction 
and further enable the “silent” mode of the driver’s phone.

Another common cause of accidents is drowsiness of the drivers due to sleep 
deprivation or sleeping disorder. To spot signs of drowsiness, Panasonic Corporation 
made use of artificial intelligence algorithms [19] and ensured that the driver was 
well awake during his time driving. Facial expression, body heat loss, and eye blink-
ing rate were observed with sensors and camera. The data gathered during this pro-
cess is further analyzed, and when signs of drowsiness are observed, the system will 
automatically adjust the AC settings and the volume of stereo to keep the 
driver awake.

A similar method was devised by Omron [20], in which an infrared camera was 
placed on the dashboard of the automobile. This infrared camera will monitor the 
head movements, blinking rate, gestures, and eye movement. If there is any indica-
tion of drowsiness, the car will automatically come to a halt. The use of infrared 
cameras was found to be inefficient and space-consuming. This led to the develop-
ment of smart glasses [21] that could capture data directly from the eye. In line with 
this, Vigo manufacturers developed a headset that was capable of detecting if the 
driver was drowsy [22].

To ensure that the vehicle is safe and secure, biometrics-based authentication 
goes a long way in fighting theft. It also replaces the traditional aspect of carrying a 
key to unlock the automobile, which is also prone to be lost or stolen. Biometrics on 
the other hand cannot be stolen or replicated. Fingerprint, voice, and face are three 
common ways of biometric recognition techniques [23].

Mercedes, BMW, and Lexus [24] have already implemented keyless access for 
facial recognition, and other similar companies have similar progress. Ishak et al. 
[25] developed a system which uses face recognition to identify the driver and 
allows him to start the car, if his face features match a predefined database. During 
the night, it will be difficult to identify the face of the user, and so illumination con-
ditions were implemented to make it work efficiently. A 480 × 640 pixel camera was 
used to capture the face of the driver. Classical neural network and fast neural net-
work [26] have been used to detect the face of the driver which is further analyzed 
using linear discriminant analysis and principal component analysis [27].

Fingerprint technology has had wide success in mobile phones as a part of high-
security applications. Incorporating this technology in automobiles will also be use-
ful when using keyless access option. Zhu and Chen [28] in 2011 had come up with 
an idea to check the fingerprint of the driver before starting the vehicle. This has 
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been the base for fingerprint usage in automobile, and many advanced technologies 
have been developed for recognizing fingerprints.

Sushmitha et al. [28] used a libfprint open source fingerprint processing library 
to verify the fingerprint of the driver. On verification, the device will give the driver 
access to open and start the automobile. A FPM20A fingerprint module was used by 
Folorunso et al. [29] to identify the fingerprint and allow/deny access to the driver.

�Methodology Proposed

�Capacitive Scanners

There are many fingerprint scanners available in the market, and the capacitive 
scanner is one of the most commonly used scanner because of its security and thin 
plate structure. The core component of the capacitive scanner is the capacitor. The 
capacitor circuits collect information about the fingerprint that is placed on the 
scanner instead of creating an image of the fingerprint. This feature helps detect the 
fingerprint easily and without any delay when compared with the conventional way 
of optical fingerprint sensor.

�How Does the Capacitive Scanner Work?

The capacitive scanner is built with the basic component as capacitors. Capacitors 
are charge-storing and by connecting them to conductive plates, the scanner will 
enable us to keep track of the fingerprint details. An array of capacitors will be 
placed underneath the scanner to gather details of the fingerprint, as shown in Fig. 3. 
When the ridge of the finger is placed on the conductive plates of the capacitor, the 
charge stored by the capacitor will vary. On the other hand, the charge will remain 
unchanged where there is an air gap. The changes observed in the capacitors are 
tracked with the help of an Op-Amp integrated circuit, and this data is saved by an 
A-D converter.

The data captured through the capacitive scanner are segregated for unique fin-
gerprint characteristics. Fingerprints of the users are saved in this manner to com-
pare against the driver prints before starting the engine. Depending on the count of 
capacitors placed in a pixel array, the resolution capacity of the capacitive sensors is 
determined. To enhance the performance of the recognition system, a large number 
of capacitors are used.
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�Analyzing the Captured Data

The digital data that is captured is further analyzed to match its unique and distinc-
tive attributes with that of the database. The capacitive scanners are more robust 
than the optical sensor, and its sleek design will give the builders the choice of 
installing it anywhere with comfort. The proposed design is focused on placing the 
capacitive scanner along the rims of the wheel for extracting the attributes on a regu-
lar interval, ensuring that the driver on the wheels is not replaced by anyone. 
Moreover, the best aspect of using this scanner is that it cannot be fooled with pros-
thetics as it will reflect in the charge stored by the capacitor.

When a large number of such capacitors are placed in a single scanner, it will 
ensure a solid database of valleys and ridges of a fingerprint. When the number of 
capacitors used increases, the quality of resolution will also increase, enhancing the 
level of security.

�ARM Cortex-M Processors

There has been phenomenal progress in the development of the Cortex-M Processor 
family in the last 2 years. ARM Cortex-M processors provides a suitable platform 
for many applications including IoT. Security, memory space and addressing modes, 
high performance, high code density, and low power are some of the requirement 
for IoT applications, and the ARM Cortex-M series matches the needs of our design.

Fig. 3  Working of the capacitive scanner
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The capacitive sensor is placed along the rims of the steering wheel or the han-
dlebar of the two-wheeler, as shown in Fig. 4.

�Fingerprint Database

A predefined database of authorized users is stored into the database of the micro-
controller to compare and allow the driver to start the automobile. However, the 
amount of information that can be stored within the microcontroller is limited. To 
overcome this limitation, the automobile is linked to the cloud storage through IoT, 
and the fingerprint scanned is sent to cloud for verification.

The proposed system is designed such that the cloud storage has a complete 
database of all the UIDAI users in India. Accordingly, the database will consist of 
fingerprint details of all users against which the detected fingerprint is matched. If 
the fingerprint belongs to that of a juvenile driver, an instant message will be sent, 
notifying the parent of the juvenile driver about the incident along with a message 
to the police station at the locality of the residence of the juvenile driver (obtained 
through the UIDAI database). However, since we do not have access to the UIDAI 
database, the system is tested for predefined users. In the future, this could be 
brought to the notice of UIDAI authorities to further implement the linking of 
UIDAI number to the automobile field.

In the past 3 years, a total of 30,007 accidents have occurred due to the juvenile 
drivers, of which 23,607 drivers were male and 6400 drivers were female (Fig. 5).

Considering this drastic accidents count, it is essential that a system is devised to 
curb such accidents at the root, and the proposed methodology is an efficient way of 
doing that.

Fig. 4  Fingerprint module to capture the fingerprint from the driver and verify it against a pre-
defined database
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�Drunken Drive Sensing

Driving under the influence (DUI) or drunk and driving is a serious offence and is 
punishable by law. In India, drunk and driving is one of the major reasons behind 
accidents on the road. According to the World Health Organization report, about 
54.1% of people who drove under the influence of alcohol perished, while about 
70% of the pedestrians were affected by the same. There are many mechanisms to 
detect the alcohol level in the person which mostly requires a blood test of the driver 
in question. To overcome this constraint, we propose the usage of a graphene sensor 
placed at the center of the wheel/below the calibrator of the handlebar to detect the 
alcohol level in the breath of the person driving the automobile (Fig. 6).

�Alcohol Analysis

When a person consumes alcohol, it can be detected in his breath. Alcohol which 
enters the person is absorbed from the mouth and reaches the bloodstream. The 
alcohol content in the body will not be altered by any chemical reaction within the 
body, nor will it be digested. However, as the blood circulates through the lungs, 
some amount of alcohol will get evaporated through the alveoli and exhaled from 
the person. Hence a test of the breath of the driver, using a breath analyzer, can help 
detect the presence of alcohol.

Fig. 5  Accidents due to juvenile drivers during 2016, 2017, and 2018
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When a drunken driver is halted to be checked, it is easier to test the breath of the 
driver for alcohol content than draw blood from him to spot for alcohol. This not 
only saves time but also helps quicken the process. The blood alcohol content (BAC) 
measured by the breath analyzer will indicate if the person can or cannot ride the 
automobile. 2100:1 is the ratio of breath alcohol to blood alcohol. This indicates 
that the measure of alcohol in 2100 ml of breath is equivalent to alcohol present in 
1 ml of blood. In India, a person who has more than 30 mg of alcohol in 100 ml of 
blood (i.e., 0.03%) is considered unfit to drive an automobile.

�Graphene Sensor

When a person is in under the influence of alcohol, there is an increase in the alcohol 
level in every breath he exhales. This increase in alcohol level is identified by the 
graphene sensor. Graphene is used in sensing applications for its advantageous 
properties like optical transmittance, charge carrier property, high flexibility, high 
thermal conductivity, high electrical conductivity, large surface area, and composi-
tion ease. Graphene has high adsorption capacity due to its ability to adhere to 
sheets with ease, which is also the reason why it is used as a common sensing device.

Carboxylated graphene (CG) and alcohol oxidase (AOX) ultrathin films which 
are used to detect alcohol content in the air can be easily fabricated and are 

Fig. 6  Accidents caused due to drunken driving against DUI accidents caused during the years 
2014, 2015, 2016, 2017, and 2018
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economical and eco-friendly. When exposed to ethanol, they show highly sensitive 
amperometric response and are also designed with the ability to respond to ethanol 
in alcoholic beverages.

Tests on the graphene sensor show excellent sensitivity to alcohol level, enabling 
it to be an excellent detector of high sensitivity ranging from 920% in water medium. 
Unlike other composites, conductive filler material is not required for graphene 
because of its good conductive property. Along with the bacterial cellulose nanofi-
bers, it serves as an excellent sensor to detect alcohol level in the breath of the 
driver. Graphene has the ability to catalyze the formation of acetic acid when etha-
nol comes in contact with air (oxygen). If a driver is drunk, the alcohol (ethanol) 
present in his breath will turn into acetic acid when it comes in contact with oxygen 
in the air. In turn, the acetic acid will be immediately identified by the sensor, signal-
ing that the driver is intoxicated or drunk. The sensor will further analyze the amount 
of alcohol present in driver and will send the “Not Permitted” signal to the ARM 
controller, which in turn will disable the automobile from starting.

Figure 7 shows the graphene sensor placed along the rims of the four-wheeler 
and on the handlebar of the two-wheeler. In order to start the engine, the driver has 
to blow on the graphene sensor, and only if no alcohol trace is present in the breath 
of the driver will the system give access to starting the automobile.

Fig. 7  Graphene sensor module to detect alcohol in the breath of the driver
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�Results and Discussion

Implementing the drunken driver and juvenile driver detection system requires five 
major components, namely, the fingerprint module capacitive fingerprint sensor, the 
arm microcontroller, the graphene sensor module, the LCD display, and a 
120 rpm motor.

The proposed system was implemented in a two-wheeler to check if the system 
responded to the driver fingerprint and breathe analysis. Initially the fingerprints are 
loaded into the system before checking for its operation so that when the driver 
places his fingerprint on the capacitive scanner, the scanner will indicate if the driver 
is permitted to drive the vehicle. It will check the driver’s fingerprint against the 
pre-collected and saved database On checking, if it is identified that the person 
accessing the vehicle is a juvenile, then the parent of the person is immediately 
alerted through SMS.

The driver who wishes to start the engine should first scan his fingerprint in the 
capacitive fingerprint sensor. When the driver is approved, he will be indicated to 
blow on the graphene sensor. If the alcohol content is within the predefined thresh-
old range, the engine of the vehicle will start. When the finger is placed on the fin-
gerprint sensor, the capacitive scanner (Fig. 8) will read the fingerprint and perform 
one of the following cases:

GRAPHENE SENSOR
TO DETECT ALCOHOL

STEERING WHEEL OF A CARTWO-WHEELER HANDLEBAR

MOBILE APPLICATION

FINGERPRINT MODULE-
CAPCITIVE FINGERPRINT

SENSOR
UART

COMMUNICATION

LCD DISPLAY SCREEN
ARM CORTEX M4

MICROCONTROLLERBLUETOOTH

Checking of license-
details via

MOTOR DRIVER

MOTOR
Fingerprint not

authorized/License
expired

Fingerprint

authorized/License
valid

MOTOR DOES
NOT STARTMOTOR STARTS

Fig. 8  Proposed block diagram to verify fingerprint and test for alcohol in the driver’s breath

D. R. A. Shirley et al.



197

Case 3
If a new fingerprint which is not present in the database is detected, the motor does 
not run.

Figure 9 shows the LCD display indicating “Fingerprint Approved” to start the 
motor. Similarly, the four-wheelers can also incorporate this technology along the 
rims of the steering wheel (Fig. 10).

�Conclusion

The proposed research work was successfully implemented in a two-wheeler auto-
mobile. The fingerprint of a predefined database was initially fed into the microcon-
troller. The driver who is to start the automobile was asked to verify his fingerprint. 
On verification, the driver was further requested to blow on the graphene sensor 
placed on the handlebar casing. Only if the alcohol level of the driver is below the 
predefined threshold value of 0.03%, the driver will be allowed to start the ignition 
of the automobile. This same methodology can be further incorporated in 
four-wheelers to prevent drunk drive accidents on the road. The proposed system 
has the following advantages:

•	 Prevents juvenile drivers from starting the automobile
•	 Prevents unknown users from using the automobile
•	 Prevents drunken drivers from driving the automobile

�Future Scope

The proposed system has been implemented by feeding a predefined set of data for 
a group of drivers. However, if the same system could be synced with the UIDAI 
website, it can trace any driver using the vehicle from any corner of the country. The 
UIDAI is the government agency in India which provides a unique identity in the 
name of AADHAAR to the residents of India. A typical AADHAAR card will hold 
details which include name, date of birth, and address of an individual.

Further, the iris and fingerprints of the individual are recorded during the time of 
registration for the UIDAI. Hence, when the proposed system is interfaced with the 
UIDAI numbers, it will give the device access to find the age of the driver. If the 
driver is juvenile, he/she will be prevented from starting the automobile. Similarly 
when an accident is incurred, the police can trace the user who drives the automo-
bile preventing hit-and-run cases from occurring.
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Case 1
If the detected fingerprint is a match with the database stored, the LCD displays 
“Fingerprint approved,” and the motor operates.

Case 2
If the detected fingerprint is a match but is matched with a juvenile driver, the LCD 
displays “Parent Alerted,” and the motor does not run.

Fig. 9  Prototype model of the proposed system for fingerprint scanning and display of result

Fig. 10  Prototype model of the proposed system for fingerprint scanning and display of result
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�Introduction

With the advent of several promising technologies such as Internet of Things (IoT) 
and artificial intelligence (AI), we have stepped into a new epoch of computing. 
There is a rapid growth in technology since the past few decades in both software 
and hardware paradigms [1]. With this technological progression, the hardware 
capacities are expanding continuously to meet the growing multidimensional 
requirements, while the device size is becoming consistently smaller every day.

IoT uses Internet- and sensor-enabled communication to bring together small 
objects commonly referred to as things. This facilitates wider and cheaper commu-
nication channels that can perform numerous tasks in any industry or smart city 
environment [2]. It enables collection and processing of information from sensors, 
actuators, storage devices, communication technologies, and other innovative ser-
vices [3].

AI is a smart machine tool that offers huge prospects in the smart revolution. It 
enables collection of information, identification of suitable alternatives, selecting 
the best alternative, making smart choices, taking necessary actions, reviewing the 
choices, and smart prediction. The combination of IoT and AI brings together low-
latency, resilient, and high-speed connectivity enabling completely smart autono-
mous automobiles in a smart city environment.
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This chapter focuses on examining IoT and AI and their latest contributions in 
the field of autonomous vehicles while not compromising the security of data in 
smart city environment. Research shows that over 90% of accidents are caused due 
to human errors [4, 5]. The use of autonomous vehicles offers a significant improve-
ment in safety and reduces the rate of risk by 1000 times.

The key benefits of autonomous vehicles include low emission of dust, new mar-
ket prospects, business opportunities and driver time release, reduced consumption 
of fuel, accident reduction, and increased safety of vehicles. Nevertheless, autono-
mous vehicles must use large amount of data retrieved from the devices and sensors. 
For applications related to entertainment and advanced driver assistance systems 
(ADAS), the complexity and rate of processing information is increasing (up to 1 
gbps). Autonomous vehicles also reduce road accidents and death caused by acci-
dents which sums up to over 3000 deaths per day.

To meet the growing software as well as hardware requirements, we use AI along 
with software, devices, actuators, and sensors to perform functions like a superhu-
man brain. The devices and sensors provide information such as virtual assistance, 
gesture and speech recognition, sentiment analysis, image recognition, driver moni-
toring, eye tracking, recommendation engines, voice search, cumulative mileage, 
deceleration, acceleration and vehicle speed, voice recognition, fuel consumption, 
navigation, motion detection, time, and date [6]. Annually, for every 1 lakh vehicles, 
around 100 TB of data is generated. Control, path planning, localization, sensor 
fusion, and computer vision are used in self-driving cars.

�Artificial Intelligence

It is essential to distinguish between the concept of strong and weak artificial intel-
ligence to understand the concept of artificial intelligence. The superhuman or 
human intelligence of a strong AI in all aspects remains a pure fiction till date. The 
most recent commercial applications use only the weak perception of AI.  In this 
perception, AI can perform certain tasks such as dealing with complexity, probabi-
listic reasoning, understanding context, visual perception, and so on that require 
human capabilities in general [7].

The next generation will be greatly impacted by the application of AI technology 
in autonomous vehicles. With the diversified and ubiquitous implementations of AI, 
it is essential to comprehend the decision-based applications and their varied con-
texts. In order to make accurate decisions based on the context, it is essential to 
decode the concepts at a nonlinear relational level and face value [8]. Hence it is 
almost impossible to perceive a single model of AI as a solution for all applications. 
Since there are several probabilities for the decisions that can be taken by the 
machine based on the applications, it is difficult to fit it in a single framework.

Figure 1 provides the timeline of evolution of AI from the conceptual level to 
reality. Based on the applications, AI can be divided into machine learning, statistical 
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learning, and symbolic learning [natural language processing]. Figure 2 represents 
the various approaches of AI.

The mathematical analysis of data pertaining to problems and providing predic-
tive functions is the key role of statistical learning. In order to build a model, a 
hypothesis is formed initially. The variables and their relationships are considered 
to create a rule-based programming [9]. Homoscedasticity, lack of multi-collinearity, 
normality, and such assumptions form the basis of statistical learning when small 
datasets with limited attributes are considered.

Numerical and analytical models can be created and automated by machine 
learning (ML) algorithms [10, 11]. In any specific task, these algorithms can 
improve the performance of the system. Without explicit planning of the search 
location or task to be accomplished, the data’s hidden insights can be found by 
means of statistics, operations research, and heuristic methods. Machine learning is 
further categorized into reinforcement learning, supervised learning, and unsuper-
vised learning.

Fig. 1  Evolution of artificial intelligence (AI)

Fig. 2  Approaches of artificial intelligence
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Reinforcement learning helps in the advancement of AI in real-world machine 
learning with its efficient decision-making technique. Supervised learning uses the 
input and output information to create a model for prediction. The variables and the 
relationship between them are found by regression technique in order to predict the 
outcomes. Prediction of target classes for every data category is done by classifica-
tion. Unsupervised learning uses only the input data to make assumptions. Cluster 
groups are created by classifying the data points using clustering algorithm [12].

Deep learning [13] is a flexible and powerful ML approach that uses the implica-
tion hierarchy for any representation. DL algorithms use an incremental approach 
for learning sophisticated features from specific information [14]. A domain expert 
is essential in several ML algorithms to identify the features applied, thereby reduc-
ing the data complexity and improving the visibility of patterns to learning algorithm.

Decision-making, perception, and conception form the base of deep learning. 
Numerous processing units and layers of neural networks are used to advance the 
training methodologies to assist in easy learning of complex patterns that contain 
enormous amount of data [15]. Object recognition, speech recognition, image, 
video labeling, and activity recognition are some of the complex applications that 
use DL. It is also used in transmission of inputs for NLP, perception of speech, and 
audio [16].

�Internet of Things (IoT)

Initially, IoT and its applications were remarkable in the fields of manufacturing and 
business where applications were mostly dependent on machine-to-machine (M2M) 
communication. With the advancements in technology, IoT is finding its way into 
smart homes, offices, and smart cities, by transforming and connecting various tech-
nologies. Before the introduction of IoT, the early devices connected via the Internet 
include blogjets, pervasive computing, invisible computing, and ubiquitous com-
puting [17].

Kevin Ashton in the year 1999 suggested the term Internet of Things (IoT). Over 
the last decade, the notion of the word “Things” has evolved. The concept of devices 
that can decode data without the intervention of humans remain constant. The inter-
connection of humans is made possible by means of the Internet at an exceptional 
pace and scale [18]. Creation of smart environments by means of interconnection of 
objects is the next wave of technology which has already started impacting the 
global population (Fig. 3).

The International Data Corporation (IDC), a technology analyst company, has 
predicted that by 2025, at least 41.6 billion devices will be connected through 
IoT. Currently, over 9 billion devices are connected, and the number exceeds the 
total world population count. For smart applications, it is possible to access huge 
datasets when large numbers of devices are connected [19]. In order to improve the 
control and efficiency, several industries such as automotive, manufacturing, min-
ing, and agriculture have already incorporated IoT.
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IoT has huge opportunities in the field of automotive and industrial equipment 
along with wearable and smart home devices. While using IoT for real-time applica-
tions such as smart traffic control, there will be strict requirements of delay when 
applied over communication networks with distributed sensing. These applications 
allow a tolerable delay for the system while providing an optimal solution in a per-
missive neighborhood [20]. In these applications, the performance is dependent on 
the delay of the optimization algorithm which has a built-in computational profi-
ciency. The information sharing from the various sensors and uploading of informa-
tion to the cloud is done over the IoT platform [21].

Vehicles, homes, and office environments are made more measurable and smarter 
with IoT. Getting information, playing music, setting time, and such operations are 
easier with smart devices like Google Home and Amazon’s Echo [22]. Talking to 
visitors, seeing the visitors, and monitoring what is happening outside and inside 
the house even from a remote environment is made possible with home security 
systems. Smart light bulbs can change intensity based on the brightness of the sur-
roundings, and smart thermostats can warm the house before you arrive home.

One of the major drawbacks of IoT is security. The sensors connected with IoT 
collects several data that are exceptionally sensitive. It is essential to ensure safety 
of this data in order to earn the trust of the consumer [23]. The security record of IoT 
is very poor. Data encryption and transmission is not given much importance in 
many devices. In the current scenario, ensuring the safety of this enormous amount 
of data is mandatory.

Fig. 3  Technology roadmap of Internet of Things
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�Autonomous Vehicles

In the 1930s, the concept of autonomous vehicles (AV) was introduced by writers of 
science fiction who visualized a new idea of the automotive industries—the self-
driving cars. A vehicle that can operate on its own in a guided manner without 
human interaction is termed as an autonomous vehicle (AV). This mechanism uses 
computers for driving.

AV is besieged due to its various advantages when compared to conventional 
manual automobiles [24]. AVs expect an annual profit of around 7 trillion dollars by 
2050. AV and autonomous driving are the most publicly followed and rigorously 
explored technology in the automotive domain. Due to the various complexities 
involved in the development stage, the complete adoption of AVs would take time 
and will be visible when we near the completion of development and overcome the 
existing drawbacks. This may take several simulations and iterations.

�History of Autonomous Vehicles

Autonomous cars have swiftly turned from fantasy and science fiction to an on-road 
reality. Even though it seems like the technology evolved overnight, autonomous 
vehicles have emerged through a long path. This section consolidates the major 
milestones in the evolution of autonomous vehicles. Figure 4 represents the road-
map of a century of driverless cars from the 1920s to the 2020s.

Fig. 4  Roadmap of autonomous vehicles
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Francis Houndina, an inventor, demonstrated a driverless car which used radio 
control in the year 1925. John McCarthy in 1969 described AV as computer-
controlled cars. Self-driving cars that used neural networks and real-time image 
processing technology were introduced during early 1990s by a researcher Dean 
Pomerleau from Carnegie Mellon [25]. A Grand Challenge was announced by 
DARPA in the year 2002 for building autonomous cars to travel through the Mojave 
Desert for a grand prize of 1 million dollars.

With several researchers working in the field of autonomous vehicles, self-
parking systems using autonomous road technologies and other sensors were begin-
ning to materialize. Several car manufacturers such as Toyota, Lexus, and BMW 
stated commercializing the self-parking feature. Waymo, a secret project for driver-
less cars, was started by Google in the year 2009. Google’s autonomous cars have 
been tested for 300 thousand miles of accident-free driving in a short span. The 
prototype of this project was revealed by Google in the year 2014. Key automobile 
companies like BMW, Mercedes-Benz, Ford, General Motors, and so on started 
their own autonomous car projects by the year 2013. Nissan has planned on launch-
ing several autonomous automobiles in 2020. Other technology giants such as Uber, 
Tesla, and Apple are also exploring this technology.

An accident occurred when Tesla’s autonomous car was driving in autopilot 
mode through Florida. The car hit a tractor trailer with 18 wheels and caused the 
death of the occupant. The car failed to apply the brakes on time when the trailer 
before it took a turn in front of it [26]. This created several debates about autono-
mous cars, the ethical and technical challenges.

�Levels of Autonomous Vehicles

Driving automation is divided into six levels ranging from no automation to com-
pletely automated driverless vehicle. Figure 5 represents the various levels of auton-
omous vehicles and its range of automation.

Fig. 5  Levels of autonomous vehicles
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Level 0 automobiles are the present-day on-road vehicles which are completely 
manually controlled. Level 1 introduces the least automation level through the intro-
duction of adaptive cruise control technology. Level 2 presents the advanced driver 
assistance systems or ADAS. Level 3 automobiles have a certain extent of decision-
making capabilities based on sensing the surrounding environment. Level 4 vehicles 
can make interventions when it senses a human error or a system failure. Level 5 
vehicles are completely independent and do not need any human attention [18].

Autonomous vehicles use machine learning, complex algorithms, actuators, sen-
sors, and powerful processing units for software execution. A map of the surround-
ing environment is created and maintained by means of various sensors located in 
the vehicle.

�Benefits and Challenges of Self-Driving Automobiles

In order to access path tracking, path planning, map building, and localization fea-
tures, autonomous mobile navigation is required in autonomous vehicles. Detection 
of obstacles, classification, and avoidance is also to be enabled for safe transporta-
tion. The major issues of AVs include the following:

	1.	 Lack of accuracy at the software level
	2.	 Lack of precise and complete maps with innovative features and details
	3.	 Unavailability of sensor-based prediction to identify the level of complexity of 

on-road situations

Due to the complexity of the performed tasks, the software, architecture, area of 
awareness, and sensors of AV have become complex. It is difficult for the sensors to 
perform quick processing of information and to discriminate between dangerous 
scenarios. In order to dodge obstacles and keep the vehicle on track, numerous 
devices and sensors are essential [25]. While driving, a large amount of data is gen-
erated by means of the sensors in order to create awareness of the vehicle and the 
situation of the surroundings in order to make suitable decisions.

It is necessary to have comprehensive software for an AV so as to combine the 
information of real-time response, failures, and situational awareness. The actions 
can be developed based on logic so as to ease the AV complexity. In addition to this, 
the volume of information at every state and the information retaining period can be 
minimized for further simplicity [23]. The performance of the AV is more determin-
istic when limited inputs are involved.

Automobiles have restricted maneuver and navigation capability. Hence reduc-
ing the amount of data is a challenging task. Due to this, several challenges are 
imposed to improve the efficiency of the AV system design by means of software 
and hardware architecture [27]. Information gathered from the various sensors are 
of different formats and have to be converted to a homogenous digital form to enable 
processing of data over a single platform.
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Numerous challenges include acceptance and trust of consumers, lack of techno-
logical tools and industrial standards, regulatory factors, and so on. AVs have gone 
through several levels of refinement over the decades, and yet, at every level of 
progression towards autonomy, there are more complex challenges [15]. The tech-
nologies in prediction, control, planning, localization, and perception are to be 
improved. Some of the major factors that affect the operation of AVs are as follows: 
road, weather and traffic conditions, accident liability, radar interface, and big data 
analytics.

Roads can vary uncertainly from time to time. Tunnels with unclear signals, 
mountainous roads, potholes, undefined lanes, and so on affect the performance of 
AVs. Despite dreadful weather conditions, AVs are expected to operate without 
downtime or failure. AVs should also perform with the same efficiency even in 
unpredictable traffic conditions. In circumstances where AV causes accidents, it is 
not possible to hold anyone liable for the situation. The frequency range for com-
munication between AVs will be limited even with the use of radar and lasers for 
navigation as it has to cater to the needs of several hundreds of on-road automobiles.

AVs should be capable of decision-making in real-time scenarios as well as mak-
ing use of the training data and system [19]. With voluminous data used for this 
purpose, it has to be ensured that there is no compromise made on the speed of the 
system. Information procurement, storage, organization, and classification are the 
major considerations of big data in AV. Other smart approaches like Kernel-based 
learning, active learning, transfer learning, parallel and distributed learning, deep 
learning, and representation learning can be applied to improve the speed of pro-
cessing the big data and to enhance the efficiency of the decision-making process.

Further, the AV can be enhanced by building an energy-efficient machine with 
alternative power sources, electric vehicles, and hybrids. The fuel rate of fuel con-
sumption, emission of gasses, speed, acceleration, real-time location of the vehicle, 
and diagnostics of vehicular information should be uploaded in the network, 
enabling vehicular communication [27]. Environmental information such as park-
ing information, eco-speed limits, eco-routes, safety messages, traffic signal mes-
sages, and real time traffic congestion are also to be communicated to the vehicle 
through proper means to ensure smooth operation of the AV [21].

�Smart City

An urban area using various IoT sensors for data collection and efficient manage-
ment of services, resources, and assets by means of the collected data is termed as a 
smart city. The information gathered from the assets, devices, and citizens are col-
lected, processed, and examined to observe and manage community services, hos-
pitals, libraries, schools, information systems, and crime detection.

In every area of working space and other environments, the use of information 
and communications technologies (ICTs) are transforming lives. There is a huge 
demand for digital and electronic communication technologies in cities and 
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communities. Government systems are using embedded ICTs. The localization of 
ICTs and its relevant practices brings people and communities together and enhances 
the knowledge and innovation they provide [23].

A few prominent changes that have to be done to enable the use of autonomous 
vehicles in smart city infrastructure include lane marking, roadside sensors, and 
smart signage. Machine-readable markings on the road, sensors in lanes, curbs and 
sidewalks, signboards with transmittable embedded codes, and so on help in improv-
ing the infrastructure of the smart city.

Improvising the smart cities helps in developing future cities that may even use 
air taxis by means of autonomous drones that can carry a single passenger from one 
location to another [14]. A wide array of technologies, services, and applications 
can connect automobiles to its surroundings, infrastructure, other vehicles, services, 
applications, networks, and external devices. Applications assisting in global posi-
tioning system (GPS), telematics, remote diagnostics, roadside assistance, parking 
assistance, efficiency, and traffic safety are also included [28].

�Data Security in Smart Environment

Exposure to the risks of cybersecurity and privacy of data are a major concern in 
autonomous automobiles. Key features such as information gathering, use of data, 
and decision-making are to be made secure in self-driving vehicles so as to achieve 
data privacy. Governments are enforcing several laws to overcome the issues of data 
theft in smart environment and automobiles. Table 1 represents the major security 
challenges in smart environment and their causes. By understanding the causes, it 
will be easy to overcome several of these issues.

The computerization of automobiles and generation of massive information is 
creating possibilities for unnecessary and unauthorized access to the information 
increasing the risks of cybercrimes [9]. The location of the vehicle, the commuters 
and their identities, time of travel, and other critical personal information can be 
hacked. Such cyberattacks can lead to disastrous situations and put the lives of the 
commuters of the car and its surrounding vehicles at risk.

Table 1  Major security challenges and causes

Sl. 
No. Security challenge Cause

1 Data loss Unencrypted data
2 Eavesdropping Insecure communication channel between the sender 

and receiver
3 Compromise on confidentiality 

and integrity
User ID, password, and such data authentication 
credentials are missing

4 Compromise on availability Hardware and sensor issues
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�IoT- and AI-Enabled Autonomous Vehicles

This system uses several AV objective sensors like ultrasonic sensor, cameras, radar, 
light detection and ranging [LiDAR] sensor, and dedicated short-range communica-
tions (DSRC) sensor. Other sensors include AV pose sensors, GPS, wheel odometry, 
accelerometers, and gyroscopes. Fusing the information that is sensed locally in 
such a way that it supports the decision-making of the vehicle is a major challenge 
in understanding and reconstruction of the AV environment [29].

Several software like sensor fusion are developed for the purpose of combining 
the information from numerous sensors for decoding and enhancing the perfor-
mance of the system. The data from the independent sensors can be combined, and 
the orientation and position of the vehicle can be calculated by proper data fusion. 
The techniques commonly used for the fusion of data are estimation using Kalman 
filter or weighted average; classification using decision tree, support vector 
machines, discriminant analysis, k-nearest neighbor, and density estimation; infer-
ence using Dempster-Shafer evidential reasoning and naive Bayesian inference; and 
artificial intelligence by means of artificial neural networks and fuzzy logic [5].

Figure 6 represents a typical secure smart car integrated with an array of sensors, 
AI, and IoT platforms that can simultaneously support millions of devices and gen-
erate voluminous data that can be encrypted, transmitted, and processed in a cloud 
computing environment. A typical AI-IoT-AV consists of four main components. 
The primary and fundamental component is the hardware and sensor devices that 
collect information from the surroundings in different formats. Cellular technology, 

Fig. 6  Secure smart car
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wireless technology, or Wi-Fi based communication networks form the secondary 
component of the system that helps in the transfer of data from the sensors. The 
large volume of data generated is to be transmitted and stored in an environment that 
can keep up with the velocity and volume. For this purpose, big data serves as the 
tertiary component. The fourth and foremost component where the data processing 
is done makes use of cloud computing platforms for storage, analysis, and process-
ing of the data. The digital surround view camera offers a 360° view of the AV that 
leaves no blind spots.

Conventionally, the cloud environment hosts the IoT applications and delivers 
the decisions and feedbacks to the physical systems. The monitoring tools as well as 
the software components will be hosted in the cloud in a typical autonomous vehicle 
providing a central management system [24]. The AV interacts with the roadside 
device, sensing device, network infrastructure, personal device, commuter, and the 
vehicle. Exchange of information such as alerts, road conditions, and other param-
eters of the physical system can be done between the nearby vehicles as well. 
Commuters inclusive of drivers, passengers, and their personal devices can be con-
nected to the AV system for data transfer. The entire communication depends on the 
optimal communication network that allows secure and fast transfer and exchange 
of data in the smart environment.

Information regarding the environmental variables, health levels of the commut-
ers, parameters of the vehicles, and so on is collected from the actuators and sen-
sors. The weather condition, noise level, pollution, heart rate of the commuters, 
blood pressure, vehicle temperature, fuel consumption, tire pressure, and several 
other important data can be sensed by the sensing devices. The radars, information 
screens, and traffic lights can disseminate road- and traffic-related information and 
intimate about possible detours and accident occurrences.

�RSA Encryption Algorithm

In order to ensure the safety of information, several algorithms were developed 
enabling data encryption. The Elliptical Curve Cryptography (ECC) algorithm, 
Advanced Encryption Standard (AES) algorithm, Data Encryption Standard (DES) 
algorithm, and Ron Rivest, Adi Shamir and Leonard Adleman (RSA) algorithm are 
compared. The RSA algorithm is found to be ideal among the compared algorithms. 
It is further enhanced for applications the require encryption of the information 
transferred by Artificial Vehicles [30] (Table 2).

The Big O notation has been used for expressing the complexity of the algorithm 
for analysis purpose. The algorithm runtime is classified into its principal parts, and 
lower-degree polynomials and coefficients are dropped while using this notation. 
An algorithm executing a loop which has the length n-3 times is described by O (n) 
rather than 3n. For every couple of years, the key lengths of RSA are increased to 
ensure that there is no compromise on the improved factoring algorithms. For gen-
erating key pairs greater than the length of 1024 bits, the performance of the RSA 
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algorithm is to be investigated. The overall implementation efficiency of the system 
can be improved with certain special features of the crypto coprocessors.

Key creation, dissemination, encryption, and decryption are the four steps 
involved in RSA algorithm. It comprises a public and a private key. Encryption of 
messages is done by means of the public key and is recognized by everybody. 
Decoding the message encrypted by the public key is done with the use of the pri-
vate key for a limited time duration. Figure 7 represents the key generation using 
RSA algorithm. p and q are nonidentical prime numbers that are kept secret. Key 
length is given by n which is the product of p and q [10].

�Edge Computing Model

It is necessary to use offloading data processing in the present-day IoT platforms for 
autonomous vehicles for real-time processing of data with low latency. The cloud 
facilitates the development and perpetuation of applications and its relevant infor-
mation while providing access to storage and computational assets. Edge computing 

Table 2  Comparative chart of encryption algorithms

Algorithm ECC AES DES RSA

Developer Neal Koblitz
Victor S. Miller

Rijman, Joan IBM-75 Amazon

Execution time Fast Faster Slow Fastest
Security rate Good Good Insufficient Excellent
Block size Variant 128 bits 64 bits Variant
Key length 135 bits 256, 192, and 128 56 bits N = p × q

Fig. 7  Generation of RSA key
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allows the computation of information in a close setting which may be prefabri-
cated, minor data centers. This helps in making quick decisions and offering quick 
responses to the AV system.

The utilization of resources is optimized by cloud computing environment; there 
are several challenges in accommodating applications for autonomous vehicles. The 
major challenges include difficulty in integration of data along with the software 
and hardware components, increased workload due to the voluminous data, physi-
cal location of the cloud, reduced throughput and latency, and increased cost and 
energy consumption [24].

Figure 8 represents an IoT-based AV ecosystem with edge computing technology 
that has a centralized cloud computing environment and distributed edge computing 
networks that access information from smart homes, smart cities, and autonomous 
vehicles. Various hardware such as GPU, FPGA, multicore processors, computing 
boards like ARM, Raspberry Pi, BeagleBoard, and so on can be used as edge com-
puting devices.

For applications that require fixed and configurable hardware resources, edge 
computing devices are used. Here, the resources allocated are vague and cannot be 
controlled by the user. It is possible to integrate the mobile IoT nodes for AVs using 
edge computing. In close proximity, multiple edge devices can build subsystems for 
exchange of information. The pay-as-you-go model is facilitated by cloud for the 
edge users. Energy efficiency of edge devices are critical as they can be powered by 
a battery, while the cloud is provided with a constant power source [26].

Fig. 8  IoT-based AV ecosystem with edge computing technology
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�Results and Discussion

The system’s privacy architecture decides the successful outcomes of the operation 
of the autonomous vehicles. In AVs, the success of the system improves with reduc-
tion in the risk factor that leads to more frequent and confident usage of the system. 
There will be an increase in the privacy and security of information. This increases 
the system performance proportionally and reduces the possibilities of accident 
occurrences.

Cybersecurity is given a high priority in this system, and hence the system is 
secure from cyberattacks. The manufacturers and commuters of such AVs will not 
be affected by the data security and privacy issues. Furthermore, safety is improved 
by using location tracking feature, and the gathered information can prove benefi-
cial in critical circumstances.

The major acceptance postulate provides over 90% success against cyberattacks. 
Tests have been conducted to find the accuracy of the postulate to produce four 
types of use case scenarios, namely, true positive, false positive, true negative, and 
false negative. The accuracy rate is dependent on appropriate encryption, data stor-
age, and level of data security from cyber attacks.

When considering a genuine esteem, the maximum closeness of the measured 
actual estimation depicts the accuracy of the system according to ISO 5725-1. A 
precise error segment and an irregular blunder part are included at a point where the 
term is linked to similar estimation measure sets. In the arrangement of results, the 
closeness of agreement is represented by accuracy, and in the estimation of results, 
the closeness of the mean is termed as genuineness (Fig. 9).

A test capability to distinguish between the encrypted and stored information 
correctly is termed as the accuracy of the test. The true positive, true negative, and 
proportion of the cases are evaluated to estimate the accuracy of the test. The for-
mula for accuracy can be represented as

Fig. 9  Accuracy factors
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The conventional model of cloud used for data analytics and storage is modified 
to accommodate edge computing to improvise the AI model of autonomous vehi-
cles. The database system and the control mechanisms are implemented in the cloud 
in traditional models. This model is improved by dividing the planning and process 
sections into independent modules that can be handled collaboratively by the cloud 
and the edge.

Decision-making and pre-processing are done in the edge node to which data is 
provided by edge computing system of the artificial intelligence-based autonomous 
vehicles. The decision-making process that are less time-sensitive are sent for offline 
processing to the cloud as IoT sensor data using the edge nodes, while the rest of the 
information are analyzed using the edge locally. Crash avoidance, detection of 
obstacles, and such decisions that are time-sensitive are performed within a short 
span by the edge node.

In order to provide a better driving experience and improved road safety mea-
sures, the information regarding the diving pattern, traffic, and road are analyzed by 
the cloud. Based on the requirements of the customers, regulations, rules, and poli-
cies, updating the edge node can be done for implementation of the AI models. The 
voluminous data acquired from AV IoT sensors undergo pre-processing, filtering, 
and noise removal processes at the edge node before being offloaded into the cloud 
environment. These processes reduce the data size to a certain extent, thereby sav-
ing considerable amount of cost and bandwidth.

�Conclusion and Future Scope

With the advancements in autonomous vehicles, adoption of smart technologies and 
techniques for improving the quality and performance of decision-making is made 
possible. Creation of robust and dynamic control systems is made possible in AVs 
with embedded systems that offer high performance through the integration of IoT 
and AI. Security, bandwidth, and latency issues of the existing smart vehicles can be 
overcome using the proposed RSA encryption algorithm and edge computing model 
at the software level.

Autonomous vehicles can reduce global emission of carbon dioxide by 80%. It 
can help in easy identification and allocation of parking spaces, improve living stan-
dards, reduce the cost of transportation by 40%, and decrease congestion due to 
traffic to a great extent. AVs should be agile and transformative to probable changes. 
Modularity, digital traces, smart systems, reprogrammable capacity, connectivity, 
decoupling, and homogenization factors are to be equipped.

RSA algorithm offers excellent data encryption and decryption features enhanc-
ing the privacy and safety of the data. This technique is also most suitable for cloud 
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computing systems with multiple cloud networks and has proved to be efficient in 
banking and online shopping applications. This framework also prevents digital 
assaults as the protection and information security levels are greater. Future work 
can be performed towards enhancing the smart vehicles with these security models 
as the core system. Under chaotic situations and environment, the functions of AI 
can be further refined.
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