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Abstract. In this paper we point out an overlooked subtlety in pro-
viding proper security definitions of anonymous identity-based encryp-
tion (anonymous IBE) and its applications such as searchable encryp-
tion. Namely, we find that until now there is no discussion whether
the widely used indistinguishability-based notion of anonymity for IBE
implies simulation-based definition of anonymity, which directly captures
the intuition that recipients’ IDs are not leaked from ciphertexts. We
compensate this undesirable situation by providing a simulation-based
notion, which requires that a ciphertext can be simulated without know-
ing the associated ID, by specializing the anonymity notion defined for
more generalized notion of attribute-based encryption in previous work
to the setting of IBE and then proving that this definition is equivalent
to the conventional indistinguishability-based definition. We note that
while the final result is something one would expect, our proof is not
completely trivial. In particular, previous proofs that show the equiva-
lence between semantic security and indistinguishability-based one in the
setting where the security of payload is the main concern do not work
immediately in our setting due to the difference between the semantics of
identities and messages and the existence of the key extraction oracles.

Keywords: Identity-based encryption - Anonymity + Semantic
security

1 Introduction

We identify an overlooked issue in the security definitions of the anonymous
identity-based encryption (anonymous IBE) and application thereof such as
searchable encryption. In particular, we point out that there are no arguments
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on the relation between commonly accepted indistinguishability definition for
anonymity and simulation-based one, where the latter directly captures the
intuition that recipients’ IDs are not leaked from ciphertexts. In this paper,
we fill this gap and for the first time demonstrate that the widely accepted
indistinguishability-based definition implies a simulation-based definition.

1.1 Background

Searchable Encryption. Searchable encryption is today one of the active research
trends in cryptography. Searchable encryption allows to search a piece of infor-
mation over an encrypted data, while keeping the data content and the query
secret even from the server holding the encrypted data.

With the rapid development of information technology, such as cloud comput-
ing, the guarantee of user privacy (without compromising usability as much as
possible) has become an important issue for service providers. Therefore, search-
able encryption has attracted a lot of attention as a method to realize encrypted
databases (EDB). Since CryptDB [37] demonstrated the practicality of its app-
roach, a number of EDBs have been proposed [2,42]. The fact that there are
many commercial EDB among them (such as Microsoft SQL Server [34], Google
Encrypted Big Query [25], SAP SEEED [26]) shows the demand for EDBs. In
recent days, startups [3,18,41] also developed products and services based on
searchable encryption.

In academia, searchable encryption is still actively being studied from func-
tional aspects such as range queries [29] and conjunctive queries [23,35], efficiency
aspects such as trade-off between storage size and search efficiency [4,5,15,19,20],
and security aspects such as verifiability [32,44].

Relation to Anonymous IBE. It is widely believed that these searchable encryp-
tion schemes are proven secure under some appropriate security definitions. In
particular, (public-key) searchable encryption can be constructed from anony-
mous identity-based encryption (anonymous IBE), and thus such searchable
encryption schemes is believed to be secure if the underlying anonymous IBE
is secure. Furthermore, it is worth noting that an anonymous IBE scheme can
be constructed from a public-key searchable encryption scheme [9], these two
cryptographic primitives are in fact equivalent.

Owverlooked Issue in the Security Definitions. However, there seems to be an over-
looked subtlety in the theoretical efforts to construct secure searchable encryp-
tion schemes. Concretely, a number of public key encryption with key word
search (PEKS) schemes are mostly based on indistinguishability (IND)-based
security [1,9,12] and there has been no discussion on the notion for semantic
security (SS), whereas the security for symmetric searchable encryption (SSE),
which is a symmetric-key variant of PEKS, are proven SS-based definition. In
many cases, SS-based and IND-based definitions achieve same level of security,
however, it is also known that IND and SS are not equivalent in some cases [11].
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Therefore, there is a room for consideration on the difference between the secu-
rity on PEKS and SSE, and discussion for the SS-based security on PEKS would
help to properly understand the security of these schemes. As mentioned above,
one of the most basic construction of PEKS is based on anonymous IBE, and
the confidentiality of keywords in PEKS corresponds to the anonymity of the
identity in the IBE. The anonymity of IBE has also been proposed so far with
only the IND-based definition, and the SS-based is not known. That is, it would
be worth considering about SS-based definition for anonymity in IBE, as a first
step for considering SS-based security in PEKS.

Remind that Goldwasser and Micali introduced the IND-CPA definition
(indistinguishability against chosen-plaintext attacks) [24] as an easy-to-deal-
with alternative of semantic security [24]. Semantic security is meant to directly
capture our intuition that the adversary learns nothing on the plaintext from a
ciphertext, which is expressed in terms of a simulation-based definition. How-
ever, this definition is complex and not easy to deal with. Contrary to this,
IND-CPA is less intuitive and does not directly capture the idea of not leak-
ing any partial information of the encrypted message, but is simple and easy
to deal with. Goldwasser and Micali proved that these definitions are equiva-
lent. Therefore, by only proving a public-key encryption scheme is secure under
the IND-CPA definition we can confirm that the scheme satisfies more intuitive
notion of semantic security.

Their approach is generalized to formalize the security of various crypto-
graphic primitives. In general, we consider that the simulation-based security
notion as a preferable goal for cryptographic primitives to achieve compared
to IND-based notion. This is because the former seems to be more intuitive
and is usually at least as strong as the latter. If we can prove that both secu-
rity notions are in fact equivalent, we can use IND-based definition as a handy
alternative for the simulation-based security. However, it is possible for (appro-
priately defined) IND-based and simulation-based definitions not to be equiv-
alent, which is evidenced by some separation results between IND-based and
simulation-based definitions in various cryptographic primitives and notions,
such as functional encryption [11], security against selective-opening attacks [8],
and non-malleability [36].

1.2 Owur Contribution

In this paper, we provide a simulation-based definition of anonymity for IBE
and study the relationship between this simulation-based definition and the
conventional IND-based definition of anonymity. In more details, we define the
simulation-based definition of anonymity of IBE by specializing Wee’s definition
of anonymity for attribute-based encryption [28] to the setting of IBE. Then, we
investigate the two directions of implications, namely, (i) whether the simulation-
based definition implies the IND-based definition, and (i) whether the IND-based
definition implies the simulation-based definition. These establish the equivalence
between the two notions.
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While the result is something one would expect, we emphasize that our proof
for the latter direction (ii) is not straightforward. In particular, previous proofs
[6,24] that show the equivalence between semantic security and IND-based one
in the setting where the security of payload is the main concern do not work
immediately in our setting due to the difference between the semantics of identi-
ties and messages and the existence of the key extraction oracles. In more details,
in our setting, we have to come up with a reduction that abides by the restriction
on key extraction queries, which is not present in the payload hiding settings.
The crux of the proof boils down to showing that the adversary is unable to make
a key query for certain identity with more than negligible probability. In order
to prove this, we introduce several game hops and crucially use the IND-based
security of the IBE. We refer to Sect. 4 for details.

This result for the first time shows that the IND-based anonymity definition
implies the simulation-based anonymity definition. This implies that the existing
IBE schemes secure under the IND-based anonymity definition indeed do not
leak recipients’ IDs. In addition, this fact not only guarantees the security of the
IBE schemes proven secure under the IND-based definition, does it allow us to
keep using the easy-to-use IND-based definition as we did.

However, the fact that our proof is not trivial suggests that the equivalence
between indistinguishability-based definition and simulation-based one is not
necessarily always true. Indeed, the difference between the two security notions
has been identified for the case of functional encryption and selective opening
security (Please refer to the next subsection for more discussion). Our conclusion
is that it would be risky to prove the secrecy of information in an IND-based
style for some primitive and use it as if it also satisfied simulation-based security
without a careful consideration.

1.3 Related Work

The idea of IBE is due to Shamir [39], and first practical solutions were pro-
posed by Sakai et al. [38], Boneh et al. [10], Cocks [17] independently. In par-
ticular, Boneh et al. have provided a definition of plaintext secrecy in the IBE,
which has been standardly used until today. The definition by Boneh et al.
was based on IND, and thus SS-based security was not strictly discussed at
first, but Attrapadung et al. [6] later showed the equivalence of both definitions.
Later, Izabachene et al. [30] discussed various definitions of plaintext secrecy and
their relations. Abdalla et al. [1] defined the anonymity of IBE based on IND
(namely, Ano-LOR), and many follow-up works adopted the IND-based defini-
tion of anonymity or variants thereof [7,13,14,22,27,31,33,43]. However, since
the introduction of the IND-based definition of anonymity, there has been little
in-depth study on the definition on anonymity, and in particular, the concrete
formulation of the definition based on SS and its relation to the IND-based defi-
nition were not well understood. Notably Boneh et al. [11] indicates that security
definitions based on IND and SS may not be equivalent in functional encryption,
which is a superordinate concept of IBE.
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2 Preliminaries

In this section, we first denote notations used in this work. Then we give syntax
and correctness of Identity-Based Key Encapsulation Mechanism (IB-KEM).
After that, we present two security notions for IB-KEM, namely, IND-ID-CPA
and Ano-LOR.

Notations. For set Y, y « Y denotes that y is uniformly chosen from Y. If Y
is a function or algorithm, it denotes that Y outputs y. By PPT, we denote a
probabilistic polynomial-time algorithm. For PPT algorithm A, A® denotes that
A has access to the oracle O. L is a symbol that means failure of decryption.
Throughout, we use 1* as the security parameter. A function (k) is negligible if
for any ¢ > 0 there exists an k. > 0 such that, for all k > k., we have: e(k) < k~¢.

2.1 Identity-Based Key Encapsulation Mechanism

Here, we define Identity-Based Key Encapsulation Mechanism (IB-KEM). While
the main focus of this paper is on the security definition of anonymous IBE, using
IB-KEM instead will simplify the discussion. We can convert IB-KEM to IBE
by using appropriate secret key encryption.

Syntaz. An IB-KEM scheme X is a tuple (S, K, E, D) of PPT algorithms, where
ID is a identity space and K is a symmetric-key space.

S(1%): The setup algorithm gets as input the security parameter 1*. It outputs
the public parameter prm, and the master secret key msk. We assume prm
is implicitly provided as input to all algorithms.

K (msk,id): The key generation algorithm gets as input the msk, and id € ID.
It outputs a user secret key usk;q.

E(prm,id): The encryption algorithm gets as input prm, and id € ZD. It outputs
a ciphertext ¢t and a symmetric-key kem € K.

D(ct, usk;q): The decryption algorithm gets as input ct, and usk;q. It outputs
kem or L.

Correctness. IB-KEM is said to have correctness if we consider probabilities for
(prm, msk) < S(1¥), usk;q «— K(msk,id) and (ct,kem) < E(prm,id), then
Pr[kem = D(ct, usk;q)] = 1 holds.

2.2 Security Definitions for IB-KEM

We denote two security definitions for IB-KEM, namely, IND-ID-CPA and Ano-
LOR.

Here, we define IND-ID-CPA security and Ano-LOR, for IB-KEM. IND-ID-
CPA security is an indistinguishability based security notion that stipulates that
an encrypted message is hidden. On the other hand, SS-ID-CPA is more natural
security notion that captures the intuition that any information of the message
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is not leaked to the adversary. It is known that these two notions are equivalent
[6]. The definition of IND-ID-CPA security in this paper is based on [6], where
we adapted their definition to the IB-KEM setting. The definition of Ano-LOR
is indistinguishability-based definition that is widely used in the literature.

IND-ID-CPA. Let ¥ = (S,K, E,D) be an IB-KEM scheme and A = (A;, 43)
be a PPT adversary. We consider the following experiments IND-ID-CPA-b for
be{0,1}.

EXPEB_ID_CPAJ) (k)

(prm, msk) — S(1%);
(id*,s) — A{((mSk’ ) (prm);
(ct,kem) — E(id*,prm);
kemg = kem; kemy «— K;

(1%} .
b — Aé( (msk, )(ct7 kemy, s);

In the above, key generation oracle K(msk, ) gets as input the msk and
arbitrary id € ID, and outputs a user secret key usk;q associated with id.
A; cannot use the i¢d* that is queried to K(msk, -) as the target ID. If A,
queries id* to K11} (msk,-), K1 }(msk,-) outputs L. We define the advan-
tage Advgg'ID'CPA(k) as follows;

Advg\{g—ID—CPA (k)

= |Pr| ExpEB'ID'CPA'O(k) —1]—"Pr] Expgg'ID'CPA'I(k) — 1]

Definition 1 (IND-ID-CPA). We say that IB-KEM scheme X = (S, K, E, D)
is IND-ID-CPA secure if Advga'ID'CPA(/ﬂ) is negligible for any PPT adversary
A= (41, A,).

Ano-LOR. Let ¥ = (S, K, E, D) be an IB-KEM scheme and B = (By, Bz) be a
PPT adversary. We consider the following experiments Ano-LOR-b for b € {0, 1}

Exp3 5" (k)

(prm, msk) «— S(1%);
(idg,idy, 8) — BlK(mSk")(prm);
(ct,kem) «— E(idy, prm);
{idg,idy} .
b — BQK O (msk, )(ct,kem,s);
In the above, key generation oracle K (msk, -) gets as input the msk, and arbi-
trary id € ID. It outputs a user secret key usk;q associated with id. By can-
not use the already queried ID to K(msk, -) as the target ID (idy,id;). If B
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queries idy or id; to K tidoidi} (k) K {idoidi} (g ) outputs L. We define

the advantage Advli‘?g (k) as follows;

AV (k) = [Pr{Expy 5" (k) — 1] — PrExpis ™ (k) — 1))

Definition 2 (Ano-LOR). We say that IBE scheme X = (S, K, E, D) is Ano-
LOR secure if Advg?g(k) is negligible for any PPT adversary B = (B, Ba).

Discussion of Ano-LOR. Ano-LOR already captures certain kind of secu-
rity, but we do not know whether it captures more natural semantic secu-
rity notion of anonymity because Ano-LOR is defined based on the notion of
indistinguishability.

To make the point clearer, let us recall the relationship between the security
notion of public key encryption (PKE), which is simpler than IBE. To capture
the intuition that the adversary cannot learn any information about encrypted
message, Goldwasser and Micali [24] introduced the notion of semantic security
(SS). In addition, they also defined simpler, but less intuitive notion of indistin-
guishability (IND). As shown by them, these definitions are in fact equivalent.
Thanks to their result, we can use the simpler IND security notion when we give
a security proof for a PKE scheme.

3 Simulation-Based Definition of Anonymity

In this section, we provide our definition of anonymity for IB-KEM named Ano-
SS. Our definition captures a natural notion of security that the adversary cannot
get any information on ID associated with a ciphertext. To validate our defini-
tion, we prove that our security notion implies Ano-LOR.

3.1 Defining Ano-SS for IB-KEM

Here, we address semantic security style definition of the anonymity for IB-KEM
that we call Ano-SS in the following. A natural starting point for doing so would
be adapt the definition of semantic security by Goldwasser and Micali [24] to our
setting. Since their security notion has been successfully extended to other prim-
itives including IBE and the equivalence to indistinguishability security notions
have been shown [6], this seems to be a promising approach. However, as we
explain in Appendix A, it turned out that it is not straightforward to define the
notion based on their approach. The difficulty stems from the fact that while
most of the previous work defining semantic security including [6] focuses on
the data privacy of IBE, we focus on the anonymity and asymmetry between
message and identity prohibits us from naturally extending the security notion
to our setting. We refer to Appendix A for more details. Alternatively, we pro-
vide our semantic security notion of anonymity for IB-KEM by specializing the
definition by Wee [28] that is defined for more general notion of attribute-based
encryption to the setting of IB-KEM.
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Definition. In the following, we provide the special case of Wee’s definition for
anonymity [28] where we only consider IB-KEM instead of ABE. We call our def-
inition Ano-SS. Let X' = (S, K, E, D) be an IB-KEM scheme and C' = (Cy,C»)
be a PPT adversary. We also let X* = (S*, K*, E*) be a simulator, which
possibly depends on the adversary. We consider the following two experiments
Exp%s’g{EAL (k) and ExpSES:'EIP%AL (k).

BxpR P 1 ExplF IR 1
(prm, msk) < S(1%); (prm,msk) «— S*(1%);
(id*,s) - ClK(mSk’.)(prm); (id*,s) - ClK (msk,')(me);
(ct, kem) «— E(prm,id*); ct «— E*(msk); kem' — K;
id* *(msk. -
v — CQK{ }(mSk")(ct,kem, 8); vV — CQK (msk, )(ct, kem’, s);

In the above, K is a symmetric-key space. Key generation oracle K (msk, -)
and simulator K*(msk, -) get as input the msk and arbitrary id € ID, and
output user secret key wusk;q associated with id. C; cannot use id* that is
queried to KeyGen oracle as the target ID. If Cy queries id* to K14} (msk, ),
K17} (msk,-) outputs L. At the end of the game, Cy outputs a bit v = {0,1}.
We define the advantage Advg?gs 5 (k) as follows

Adv%%z*,c(k) = |Pr [ Expi'ﬂs’g”EAL(k) —1 ] —Pr [ Expi\%%'zlg%AL(k) — 1]

Definition 3 (Ano-SS). We say that IB-KEM scheme ¥ = (S,K,E,D) is
Ano-SS secure if for any PPT adversary C = (C1,C3) there exists a PPT sim-
ulator $* = (S*, K*, E*) such that Adva"s>% (k) is negligible.

In the above, C' tries to guess whether it is in SS-REAL or SS-IDEAL from the
information it obtains during the game. In SS-REAL, C gets (ct, kem) that is
generated with respect to the challenge identity id* chosen by C. In SS-IDEAL,
C gets (ct, kem'), which is generated by the simulator E* that does not see id*
at all. If C' cannot distinguish SS-REAL from SS-IDEAL, it indicates that the
information of ¢d* is not leaked to C'.

3.2 Proof that Ano-SS Implies Ano-LOR

In this section we show that any Ano-SS secure IB-KEM is also Ano-LOR secure.
The theorem and the proof is as follows.

Theorem 1. If an IB-KEM scheme X = (S, K, E, D) is Ano-SS secure, X is
Ano-LOR secure.

Proof. We will prove that if X' is not Ano-LOR secure, then X is not Ano-SS
secure. That is, we construct PPT adversary against Ano-SS security using PPT
adversary against Ano-LOR security.
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B{D(prm):
(ido,id1,s) «— A{((mSk’ ’ >(prm)
b—{0,1}
output (idp, s)
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Bg{idb} (ct, kem, s):

Tidovid1} fryah.
Vo— ATV (o ke, )
If

vi=10b

output v

Fig. 1. The construction of Ano-SS adversary B = (B1, B2) using Ano-LOR adversary

A = (A1, A2).
ExpSSREAL
(msk, prm) «— S(1¥)
(idy, 5) — By* " (prm)
(ct,kem) <« E(idy, prm)

SS-IDEAL
Exp Tv B

(msk, prm) — S*(1%)

(idy, 5) — By ") (prm)
(ct, kem) «— E*(msk)

kem' «— K
{idy} . w{ady } -
V — Bf b2 (msk, )(ct7 kem, s) U — Bé( b7 (msk, )(ct, kem/, s)

Fig. 2. Adversary B = (B, B2) in the Ano-SS game.

Let A = (A41,A2) be an arbitrary PPT adversary against the Ano-LOR
security of X'. The construction of PPT adversary B = (B1, Bs) against Ano-SS
security using A is shown in Fig. 1.

In Fig. 1, O is key generation oracle, that takes msk and arbitrary id’ € D
as input and outputs usk;q associated with id’. When A queries id’, B queries
id’ to O and return usk;y to A. In Fig.2, we provide the description of the
Ano-SS game with B.

Here, we discuss that if B is in the real game, B perfectly simulates the
Ano-LOR game for A. First, we observe that any key query made by A is
answered by B, who queries the same identity to K (msk, -) to obtain the secret
key and passes it to A. Furthermore, B can answer any secret key query made by
A because A is prohibited from making secret key query for idy or id; whereas
B is prohibited the query only for id,. Thus we have

Pr[Exp3 5 A (k) — 1] = Pr[b = V' |[Exp5 5" (k) — b'].

Next, we will discuss the view of A in case B is in the ideal game. In this
case, b is information theoretically hidden from A because (ct, kem) is generated
by E* that does not take id* as input. Since b’ is independent from b, we have

1
Pr[ExpSS'IDEAL(k) —1] = >

X,5*.B
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Finally, we have that

AdvSSy. (k) = [Pr{ExpSSEPAL (k) — 1) — PriExpSREAL (k) — 1
1
= [Prlo = VExpEOR (k) - ¥] - 5|

= Advi (k).

Since A is the Ano-LOR adversary, Adv%?};“(k:) is a non-negligible. Hence,
AdeES7 5= (k) is also a non-negligible function.

From the above, it is true that if there is an Ano-LOR adversary A, then
there is also an Ano-SS adversary B. Accordingly, if X' is Ano-SS secure, then
27 is Ano-LOR secure. O

S*(1%): E*(msk):

(prm, msk) «— S(1%)| idy < ID

output (prm, msk) (ct, kem) «— E(id1,prm)
output ct

K*(msk,id):
usk — K(msk,id)
output usk

Fig. 3. The construction of X™.

4 Equivalence Between Ano-LOR and Ano-SS

In this section, we show that any Ano-LOR secure IB-KEM is also Ano-SS
secure. Since we proved the other direction of the implication in Theorem 1, this
implies that these two security notions are in fact equivalent.

As mentioned in the introduction, the security proof will be done by standard
techniques with one exception. We elaborate on this in the following. In the
security proof, we let the simulator generate a ciphertext for random identity.
We then gradually change the game from the real game where the adversary
is given a ciphertext corresponding to the identity chosen by itself to the ideal
game where the ciphertext is chosen by the simulator. If our focus was on payload
hiding, this change would be straightforward. However, our focus is on anonymity
and this means that we have to come up with a reduction that abides by the
restriction on key extraction queries, which is a challenge that is not present in
the payload hiding settings. In particular, in order to invoke Ano-LOR security
to prove indistinguishability between the real and ideal games, we have to make
sure that the underlying Ano-SS adversary does not make a key extraction query
for the random identity chosen by the simulator more than negligible probability,
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even if it is given the ciphertext corresponding to that identity. This step cannot
be done without computational assumption since the challenge ciphertext carries
the information of the associated identity in information theoretic sense. Instead
of information theoretic argument, we prove this by the additional invocation of
Ano-LOR security.

The theorem and the proof is as follows. The proof will be done by considering
sequence of games. While the changes from Game 0 to Game 3 are standard, the
change from Game 3 to Game 4 requires more complicated argument reflecting
the difficulty we outlined above.

Theorem 2. If an IB-KEM scheme X = (S, K, E, D) is Ano-LOR secure and
IND-ID-CPA secure, then X is Ano-SS secure.

Proof. Let A = (Ay, A3) be an arbitrary probabilistic polynomial-time adversary
against the Ano-SS security of Y. We construct a simulator X* = (S*, E*, K*)
satisfying Adv%%z*,A(k) < (k). The construction of X* is shown in Fig.3. The
proof proceeds with a sequence of games. The description of the games is shown

Game 0: Game 3:
(prm, msk) «— S(1%) (prm, msk) — S(1%)
(ido, 8) Af{(m‘gk")(prm) (ido, 8) — A{((mSk")(prm)
id1 «—1ID
(ct, kem) «— E(prm,ido) (ct, kem) «— E(prm,id1)
kem' — K
v 145({”0}(7nsk,<)(ct7 kem, 5) v — 145({“101"41}(7nsk',~)(ct7 k:em/, S)
Game 1: Game 4:
(prm, msk) — S(1%) (prm, msk) — S*(1%)
(ido, 5) — A{"™ (prm) (ido, 5) — A{"™ (prm)
idy «—ID
(ct, kem) «— E(prm, ido) ct — E*(msk)
kem' — K
v ARt (ct, kem, s) v — A§{7d0}<ms}€")(0t, kem/, s)
Game 2:
(prm, msk) — S(1%)
(ido, 5) — Ay ™" (prm)
id1 «— ID
(ct, kem) «— E(prm,idi)
tido i1} (k.
ve— AF 0t (msk, )(ct, kem, s)

Fig. 4. The sequence of games for the proof of the Ano-SS security.
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in Fig.4. In the description of the games, by K*(msk,-) we denote the oracle
that returns K (msk, id) to the query id if id ¢ S and returns L if id € S.

In the following, let G; be the event that the output v of the adver-
sary A is equal to 1. Since Game 0 is identical to the SS-REAL game, it
holds that Pr[Go] = Pr[ExpSS WEAL (LY — 1], Similarly, Game 4 is identical

to the SS-IDEAL game, it also holds that Pr[G4] = Pr[ExpSESEHBEAL(k) —

1]. Due to the triangle inequality, it holds that |P1"[ExpSS REAL(k) — 1] =

Pr{ExpSI (k) — 1]] < Y0, [Pr{G] — Pr{Ginll
We bound these terms by proving the following propositions. Let ¢ be an
upper bound on the number of the queries that A; and A, issue in total.

Proposition 1. It holds that |Pr[Go] — Pr[G1]| < ¢/|ID].

Proof (of Proposition 1). The games differ only when A, issues id; as a query
to the oracle. Since the choice of id; is completely hidden from A, and is chosen
uniformly random over ZD, the probability that A, issues id; as an oracle query
is at most that ¢/|ZD|. Hence due to the difference lemma [40], the proposition
follows.

Bi(prm): By (ct, kem, s):
(Z.d07 S) - A{((msk,»)(prm) v — CK{MO.'MI}(MS}C")(CL kem, S)
idy «— ID output b’ «— v

output (ido, id1,s)

Fig. 5. The adversary B = (B, B2) for proving Proposition 2.

Bi(prm): Bj(ct, kem, s):
. msk, - idg,id
(ido, s) — A{q sk, >(p1“m) v — oK 1}<’"5"k")(ct7 kem, s)
idy «— ID output b’ «— v

output (id1,s)

Fig. 6. The adversary B’ = (B, Bj) for proving Proposition 3.

Proposition 2. There exists an adversary B = (By,Bs) attacking the
Ano-LOR security of X whose advantage satisfies |Pr[Gi] — Pr[Gs]] =
Adv Ano LOR(k).

Proof (of Proposition 2). We construct an adversary B = (Bj, B2) as in Fig. 5.
The adversary B is prohibited from obtaining a user secret key for idg and
id1, however, it is able to simulate the oracle for A, since for the oracle queries
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idg or idy form As, it is sufficient to return L to properly simulate the oracle
K{#doidi} (imsk, ). For the other oracle queries from Aj, it is sufficient to for-
ward the queries to By’s own oracle. Furthermore, if ct is an encapsulation with
identity idg, B perfectly simulates Game 1. Similarly, if ¢t is an encapsulation
with identify id;, B perfectly simulates Game 2. Therefore, it holds that

|Pr[G;] — Pr[G2]|
= [Pr[Expys (k) — 1] — Pr[Expyog " (k) — 1]]
= AdviT5 (k)
which proves the proposition.
Proposition 3. There exists an adversary B’ = (B}, B)) attacking the

IND-ID-CPA security of X whose advantage satisfies |Pr[Ga] — Pr[Gs]| =
AdyND-ID-CPA (1
Vx B (k).

Proof (of Proposition 3). We construct an adversary B’ = (B, BS) as in Fig. 6.
Similarly to the proof of Proposition 2, the adversary B} is not allowed to obtain
a user secret key for id;. This does not cause Bj’s failure in simulating the oracle
for As, because for As’ query id; it is sufficient to responds with L. In addition,
if kem is the real session key encapsulated in ct, B’ perfectly simulates Game
2. Similarly, if kem is the random session key, B’ perfectly simulates Game 3.
Thus we have that

[Pr[Ga] — Pr{Gs]]
= [Pr[Expy 3> P40 (k) — 1] - Pr[Exps 5™ P4 (k) — 1]]

= AdviN B PA k),

which proves the proposition.

Game 3-1: Game 3-2:
(prm, msk) — S(1%) (prm, msk) — S(1%)
(ido, ) — A{{("wk")(prm) (ido, s) «— A{“"wk")(prm)
idy «— ID id1 — ID
ido <+ ID idy <+ ID
(ct, kem) «— E(prm,id1) (ct, kem) «— E(prm,id2)
kem' — K kem' — K
v — Aé{(idowdlwzdz}(prf,n".)(ct7 kem', ,S) v ;({idowuh.uiz}(prf,m.)(ct7 kem/, S)

Fig. 7. The subsidiary games for proving Proposition 4.
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By (prm): B3 (ct, kem, s):

(ido, s) — AK) (prm) | kem' — K
. idg,idy ,id .
idy — ID v AR sk (4 e )
ide «— ID if id; is queried by A, then
output (id1,id2, s) b o—1

else

b «—0
output b’

Fig. 8. The adversary B” = (B, BY) for proving Lemma 2.

Proposition 4. There exists adversary B = (BY,BY) attacking the Ano-
LOR security of X whose advantage satisfies |Pr[Gs] — Pr[G4]| < 2¢/|ID| +
AdviOE, (k).

Proof (of Proposition 4). Game 3 and 4 differ only when As issues the oracle
query idj. Let us denote by F this event. Due to the difference lemma [40],
we have that |Pr[G3] — Pr[Gy4]| < Pr[F]. To bound the probability Pr[F], we
introduce the following subsidiary sequence of games (Fig.7). Let F3; be the
event that A, queries id; in Game 3-i. From the triangle inequality, we have
that PI‘[F] < |PI‘[F3] - Pr[Fg_l] ‘ + ‘PI‘[Fg_l] - PI‘[Fg_Q] | +PI‘[F3_2]. We bound these
three terms in the following lemmas.

Lemma 1. It holds that |Pr[F3] — Pr[F3.1]| < q/|ZD].

Proof (of Lemma 1). The games differ only when Ajs issues the oracle query ids.
Since ids is completely hidden from As and is chosen uniformly random over
ID, the probability that As issues ids as an oracle query is at most ¢/|ZD].
Then, from the difference lemma [40], the lemma holds.

Lemma 2. There exists an adversary B" = (BY,BY) attacking the IND-
ID-CPA security of X whose advantage satisfies |Pr[Fsq] — Pr[Fsz]| =
AdvEZIP A (k).

Proof (of Lemma 2). We construct an adversary B” = (B, BY) as in Fig.8.
The adversary BY is not allowed to obtain a user secret key for id; and

ido. However, this does not cause BY’s failure of the simulation of the oracle

K{ido’idl’mﬁ(msk, -), because for the oracle query id; and ids it is sufficient to
respond with L. Moreover, if ct is an encapsulation with identity id;, B” per-
fectly simulates Game 3-1, and if ct is an encapsulation with identity ids, B”
perfectly simulates Game 3-2. Furthermore, both in Game 3-1 and 3-2, if and
only if Ay queries idy, namely, if and only if the event F3; or Fjo occur, BY
outputs 1. Therefore, it holds that

‘PI‘[Fg_l] — PI‘[F3_1”
= [Pr{Expi5 (k) — 1] - PrBxpiOf! (k) — 1]
= AdvyOR (),



Semantic Definition of Anonymity in Identity-Based Encryption 79

which proves the lemma.
Lemma 3. It holds that Pr[F3.2] < q/|ZD].

Proof (of Lemma 3). In Game 3-2, id; is completely hidden from As and is
chosen uniformly random over ZD. Thus the probability that A, issues the oracle
query id; is at most ¢/|ZD].

Lemmas1, 2, and 3 show that Pr[F] < |Pr[Fs] — Pr[F5.1]| + |Pr[F5.1] —
Pr[Fs.]| + Pr[Fs.2] < q/|ZD| —i—AdvIgc’)g,,(k) +¢/|ZD|, which concludes the proof
of the proposition.

Finally, combining all the propositions, we have that

AV 4(k) = [Pr{ExpSSTPAL (k) — 1] — Pr{Exp®SPPAL (k) — 1]

q 0 ID-CPA 2q 0
< D] + AdvyOE (k) + AdvE BT (k) + D] + Advyg (k).
Since ¢ is a polynomial of the security parameter k, and |ZD| is exponential
in k, then ¢/|ZD| is negligible in k. Therefore, if X is Ano-LOR secure and
IND-ID-CPA secure, then X' is Ano-SS secure.

5 Discussion

In this section we discuss some theoretical and practical implications drawn from
our results.

Equivalence of Simulation-Based and IND-Based Definitions. Firstly and obvi-
ously, our results claim that the IND-based definition is equivalent to the
simulation-based definition for anonymity of IBE. This equivalence brings the
following two desirable effects to the community. The first is that all the existing
Ano-LOR secure IBE schemes are now automatically Ano-SS secure. Therefore,
their anonymity becomes more reliable and theoretically well-founded all at once.
The second is that if we want to design a new Ano-SS secure IBE scheme, it
is sufficient to prove that a scheme is Ano-LOR secure. We notice that it eases
the cost of providing a security proof, since the IND-based notion of Ano-LOR
is easier to deal with than the simulation-based notion of Ano-SS. Nevertheless,
our results ensure that a scheme which is proven Ano-LOR secure is also Ano-SS
secure without any additional proofs.

Clarification of the Relation Between the Intuition and the Definition. Secondly,
our results clarify the relationship between our intuition of anonymity and the
security that is captured by Ano-LOR. As mentioned in the introduction, our
Ano-SS notion captures the intuition that the recipient’s ID is not leaked from
a ciphertext more directly. In contrast to this, the Ano-LOR notion is designed
analogously to the IND-CPA notion, which in turn results in an easier-to-deal-
with but less intuitive notion. Filling this subtle gap between the two security
notions, which has not been investigated more than 15 years, would improve our
understanding on the security notions of IBE.
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Potential Nontriviality in Proving Fquivalence. Finally, our security proof sug-
gests that we may encounter a situation where the IND-based notion is not
equivalent to simulation-based notion depending on a cryptographic primitive
in question. This is because in our security proof that Ano-LOR implies Ano-SS,
there are several non-trivialities. For this nontriviality, we could not straightfor-
wardly apply Goldwasser-Micali’s technique [24] of proving the equivalence of
an IND-based notion and a simulation-based notion.

This suggests that for more sophisticated primitives, there is possibility of not
holding the equivalence between an IND-based secrecy notion and an simulation
based one. Such a situation has already occurred in the context of functional
encryption, where their IND-based and simulation-based notions are in fact not
equivalent [11]. In addition, for selective-opening security of public-key encryp-
tion, the simulation-based security and the IND-based security do not imply each
other [8]. For non-malleability of public-key encryption, there are variations of
simulation-based definitions and IND-based definitions, and the relationships
between them are quite complicated depending on whether the adversary has
access to decryption oracle [36].

We conjecture that if the behavior of oracles and restriction on the adver-
sary’s queries become more and more complicated, it becomes more and more
plausible to be unable to apply classical techniques to prove the equivalence
between a simulation-based definition and an IND-based definition. We remark
that the root of the non-triviality of our proof was the existence of the key
generation oracle, which can be seen as an oracle with very basic type of func-
tionality and it still brought an involved situation to the security game. Thus, it
is important to study the equivalence between IND-based and simulation-based
security notions for various cryptographic primitives, otherwise we may over-
look a subtlety in the (in)equivalence between security notions of the different
natures.

Other Studies that Rely on a Variant of Anonymity. As one possible application
of our research, we mention that there are other studies on the security against
key generation center (KGC) in IBE [16,21], which is a variant of the work on
anonymity in IBE.

Chow [16] and Emura et al. [21] discuss the ciphertext anonymity against
KGC to tackle the problem on the key escrow problem in IBE. If we try to
discuss this idea formally, we need a security definition in which the ciphertext
is anonymous, even if the master key is given to the malicious adversary. They
discussed this problem based on IND-based ciphertext anonymity introduced by
Chow [16].

As we have discussed in this paper, it would be desirable here as well if the
relationship between IND-based security and SIM-based security are clarified so
that we can better understand what the definition actually means.

Although our definition does not provide a definition capturing the situation
that master key is given to adversary, we believe that our results are useful as
first step in providing such a definition.
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A Attempt to Define Anonymity Based on Goldwasser
and Micali’s Approach

Definition Based on Goldwasser-Micali [24]. Here, we briefly recall the notion
of semantic security (SS) defined by Goldwasser and Micali [24]. We say that
a PKE scheme satisfies SS if there exists a simulator that can simulate view
for an adversary that is indistinguishable from that of the real world where the
adversary chooses a message and is given a ciphertext that encrypts it and the
simulator is not provided any information of the message. In this section, we
attempt to define SS for anonymity of IB-KEM following their approach [24]
and observe that there seems no straightforward way to do so.

Let ¥ = (S, K, E, D) be an IB-KEM scheme, and C' = (Cy,C5) be a PPT
adversary. We also let S = (81, S2) be a simulator. We formulate Ano-SS as fol-
lows: if the game SS-REAL (ExpSS SBAL (L)) where the adversary receives the
ciphertext and guesses the information of the identity and the game SS-IDEAL
(ExpSE%:SIDEAL(k)) where the simulator S generates a simulated ciphertext with-
out receiving the identity, is indistinguishable, then the IB-KEM scheme is said
to satisfy Ano-SS.

EX SS- REAL(k) EXpSZ‘S’gDEAL(k)
(prm,msk‘) — S(1%); (prm, msk) «— S(1%);
((PF),s) = OF " prm); - (P F), s) — Si(prm):;
id* «— P(ID) id* — P(ID)

(ct, kem) «— E(prm,id*);
v CEmE) (et kem, 5); v — Sa(s);
B:=1<v=F(id") B:=1<v="F(id")

In the above, P and F are PPT algorithms. P samples id* from the ID
space ZD, and F outputs partial information of the input. Key generation ora-
cle K(msk, -) in ExpSS REAL(k) gets as input msk and arbitrary id € ID,
and outputs a user secret key usk;q associated with id. C; cannot use the chal-
lenge 1dentity id* that is queried to K‘{id*}(nwk7 -) as the target ID. We define
Adv? 5 0,5(k), the advantage of the Ano-SS adversary as follows

AV 5(k) = [PrExpS A (k) — 1] — PrExpSs™4 (k) — 1)),

Definition 4. We say that IB-KEM scheme X = (S, K, E, D) is Ano-SS secure
if for any PPT adversary C = (C1,Cs) there exists PPT simulator S such that
Advg?gjgs(k) is negligible.
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Discussion on Definition 4. As we discuss here, Definition4 is an incomplete
security definition since there is an adversary that trivially breaks the security.
For example, let us assume that K(msk, -) returns the user secret key usk;q-
associated with id* when id* is queried to the key generation oracle. In this
case, the adversary can decrypt (ct, kem) encrypted with respect to the target
ID id* using usk;q~ and the adversary can identify the target ID by seeing if the
decryption result matches with kem. We then discuss whether the adversary can
indeed get a secret key for ¢d* from the oracle, since this is a sufficient condition
for the above attack to succeed. Recall that id* is sampled from the ID space
ID by the polynomial time algorithm P. If the total number of IDs that P
can output is at most a polynomial size, C' is in fact able to find id* by brute
force attack in polynomial time. For this reason, in order to make Definition 4
an achievable security definition, it is necessary to add some constraint on the
adversary’s behavior. However, with such a constraint, we do not know whether
the security notion is still meaningful. For example, we can consider following
constraints. However, all of them have problems as we explain below.

Prohibit queries on key generation oracle
As mentioned above, one of the trivial attacks is to query id* on key gen-
eration oracle. If the user secret key usk;q« is given to the adversary, it can
learn the information of the target identity from it. To prevent this kind of
attack, let us restrict the adversary so that it cannot make a key query for
id*. More concretely, let us consider an alternative security definition where
key generation oracle K(msk, -) sends L back to the adversary Cy when it
queries id* to key generation oracle K (msk, - ) in the SS-REAL environment.
However, the adversary can learn the information of id* from the fact that
the user secret key query is prohibited for this particular identity.
Changing the sampling P settings

In the above discussion, it was assumed that the total number of ID that
P will output is of polynomial size, and thus the above attack was possible.
A natural approach to prevent the attack is to restrict the adversary C to
output P such that the number of I D that P can output is exponential. In
this case, it seems that there is no trivial attack on the security. However, this
restriction is less general because we pose a strict restriction on the sampler
chosen by the adversary and thus significantly narrow the class of adversaries
we capture. Since the meaning of the definition is unclear, we do not take this
approach either.

As we discussed above, we do not know of any natural restrictions on the adver-
sary that makes the security notion natural and meaningful. Therefore, we do
not adopt the approach by [24] for defining semantic security style notion of
anonymity.
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