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Abstract

Nanoneedles, defined as high aspect ratio structures with 
tip diameters of 5 to approximately 500 nm, are uniquely 
able to interface with the interior of living cells. Their 
nanoscale dimensions mean that they are able to penetrate 
the plasma membrane with minimal disruption of normal 
cellular functions, allowing researchers to probe the intra-
cellular space and deliver or extract material from indi-
vidual cells. In the last decade, a variety of strategies have 
been developed using nanoneedles, either singly or as 
arrays, to investigate the biology of cancer cells in vitro 
and in vivo. These include hollow nanoneedles for soluble 
probe delivery, nanocapillaries for single-cell biopsy, 
nano-AFM for direct physical measurements of cytosolic 
proteins, and a wide range of fluorescent and electrochem-
ical nanosensors for analyte detection. Nanofabrication 
has improved to the point that nanobiosensors can detect 
individual vesicles inside the cytoplasm, delineate tumor 
margins based on intracellular enzyme activity, and mea-
sure changes in cell metabolism almost in real time. While 
most of these applications are currently in the proof-of-
concept stage, nanoneedle technology is poised to offer 
cancer biologists a powerful new set of tools for probing 
cells with unprecedented spatial and temporal resolution.
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RFP Red fluorescent protein
RNS Reactive nitrogen species
ROS Reactive oxygen species
SCIM Scanning ion conductance microscopy
SECM Scanning electrochemical microscopy
SEM Scanning electron microscope
SERS Surface-enhanced Raman scattering
SOD Superoxide dismutase
SWCNT Single-walled carbon nanotube

The 2010s witnessed a “Cambrian explosion” in the fabrica-
tion of nanoscale materials. Nanoneedles have emerged as a 
core technology for probing living cells due to their ability to 
interface directly with the cytoplasm and cause minimal dis-
ruption to normal cellular functions. Here we use the term 
“nanoneedles” as a catch-all term for high aspect ratio nano-
structures, meaning materials with tip diameters of less than 
~500 nm and 1–10 microns in length (Fig. 1a). High aspect 
ratio nanostructures have been fabricated from a variety of 
materials, from inorganic semiconductors to metals to car-
bon (Fig. 1b–f). The nanoneedle literature has a varied and 
often inconsistent nomenclature, including nanowires, nano-
spears, nanocapillaries, nanostraws, nanopipettes, nano-
tubes, nanopillars, nanoelectrodes, and more. Nanoneedles 
can be solid structures, such as porous Si pillars [1] and filled 
nanoelectrodes [2], or hollow tubes, such as alumina 
nanostraws [3], quartz nanopipettes [4], and double- barreled 
nanopipettes. They may be used as single probes for indi-
vidual cells or as arrays that can interact with cellular popu-
lations. Nanoneedles can be used to deliver cargos, remove 
cellular contents, or measure electrochemical signals  – or 
even all of these at once. Many excellent recent reviews have 
explored the larger theme of nanoneedles and nanoscale sen-
sors in cell biology [5–9]. In this chapter, we will focus on 
advances in the use of nanoneedles for intracellular biosens-
ing over the last decade and on how these technologies have 
been, or could be, applied to cancer research.

1  Types of Nanoneedles Used 
for Intracellular Sensing

Nanoneedles that directly access the intracellular space can 
be classified as solid or hollow structures and as single-cell 
probes or multicell arrays. Solid nanoneedles have been fab-
ricated by a combination of microfabrication techniques, 
such as wet and dry etching of silicon wafers. These 
approaches can be tailored to produce nanopillars with well- 
defined geometries which can be sharpened into conical tips. 
The processing used to shape nanoneedles can also be used 
to alter their material properties. For example, wet etching 
can be used to form solid nanoneedles of mesoporous  silicon. 

Such nanoneedle arrays have been used to deliver cargos, 
such as nucleic acids, and as carriers of biological probes 
[10, 11]. Alternatively, nanowires composed of silicon and 
other inorganic semiconductor materials can be grown on 
substrates by the vapor-liquid-solid mechanism to produce 
vertical arrays [12]. Atomic force microscopy (AFM) tips 
may be sharpened to nanoscale points that can penetrate cell 
membranes [13]. Hollow nanoneedles include nanostraw 
arrays, nanopipettes or nanocapillaries, carbon nanotubes, 
and AFM tips with micro- or nanochannels. Nanostraw 
arrays are fabricated by coating porous polycarbonate mem-
branes with metals and then etching the support to reveal 
nanometer-diameter tubes [14]. Fluid force microscopy 
combines sharpened AFM tips with micro- or even nano-
fluidic channels [15–17]. Probes such as nanoendoscopes 
made from carbon nanotubes benefit from being cylindrical, 
rather than conical or pyramidal, with well-defined radii of 
50–200 nm that have less potential to damage cells [18]. 
Nanoelectrodes can be fabricated in many ways to form 
either solid or hollow probes. For example, filled nanoelec-
trodes may be pulled around a conductive material such as Pt 
wire, filled with Pt black, or flame-etched to expose a 
nanoscale carbon fiber tip [19, 20]. Hollow nanocapillary 
electrodes provide multifunctionality, as they can deliver or 
extract material as well as measure electrochemical signals 
[21]. Moreover, electrochemical signals can be used to guide 
probes into position as well as detect analytes [22–24].

Methods for intracellular sensing can be broadly subdi-
vided into direct in situ interfacing with the cytosol, delivery 
of bioprobes, and extraction of cellular contents. Direct 
interfacing strategies include insertion of nanoelectrodes, 
nanoneedle-bound optical or electrochemical sensors, and 
antibody-functionalized nanoneedles that bind to cytoplas-
mic proteins. Nanoneedle-mediated delivery can be used to 
load cells with membrane impermeant chemicals or materi-
als. Cellular contents can be extracted with single nanocapil-
laries or by using arrays of nanostraws or nanoneedles. Many 
of these strategies overlap and most can be multiplexed. 
Readouts for intracellular sensing can be optical (generally 
fluorescent), mechanical, and/or electrical. Electrical sensors 
are multifunctional, as they can measure changes in conduc-
tance that denote cell penetration, the presence of cell-gener-
ated reactive oxygen species (ROS) that are involved in cell 
metabolism, and the production of ROS such as hydrogen 
peroxide from enzymatic reactions.

2  The Cell-Nanoneedle Interface

The size of nanoneedles means that they are uniquely able to 
interact with biological structures on the cellular scale. For 
example, caveolae are membrane invaginations involved in 
endocytosis that are similar in size to the smaller end of 
nanoneedle tips in use today, typically 60–80 nm in diameter 
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[25, 26]. Caveolae and clathrin pits are clearly visible around 
mesoporous Si nanoneedles by focused ion beam-scanning 
electron microscopy (FIB-SEM), in which thin sections of 
cellular material are milled away and consecutive SEM 

images are acquired (Fig. 1g) [27, 28]. Furthermore, extra-
cellular matrix components such as collagen fibrils in tissues 
are on the order of 10–300 nm [29, 30], which is in the mid-
range of nanoneedle tips used for intracellular studies. Thus, 

Fig. 1 (a) Nanoneedle scales relative to one another and the cellular 
scale. Scale bar in inset = 2 μm. Nanostructures depicted: (A) Si pillar, 
(B) diamond nanoneedle, (C) Si nanowire, (D) Plasmonic micropillar, 
(E) Porous Si nanoneedle, (F) hollow Si nanowire, (G) nanoelectrode, 
(H) diamond nanoneedle, (I) Si micropillar, (J) quartz nanopillar, (K) 
hollow nanostraw, (L) carbon fiber nanoelectrode tip. (Reproduced 
with permission from [9]. Copyright 2020, Wiley). (b) SEM of cell 
adhering to silicon nanowires. (Adapted with permission from [179]. 
Copyright 2007, American Chemical Society). (c) Carbon nanopi-
pettes. (I) Schematic of nanopipette cross section. (II) Photograph of 
a carbon nanopipette fabricated from a pulled capillary. (III) SEM 
side view of carbon nanopipette tip. (IV) SEM axial view of a 200 nm 
carbon nanopipette tip. Dotted lines indicate the quartz-carbon inter-
face. (Reproduced with permission from [2]. Copyright 2014, IOP 
Publishing). (d) SEM images of microchanneled cantilevers for flu-
idic force microscopy (FluidFM). (I) Perspective view of cantilever 

with pyramidal tip. (II) Zoomed-in image of the aperture of a tipless 
probe. (III–IV) Zoomed-in images of the microchannel and hollow 
pyramid after FIB sectioning. (V) Zoomed-in image of lithographi-
cally obtained 300  nm aperture in correspondence with pyramidal 
apex. (VI) Zoomed-in image of FIB-drilled triangular 300 nm aper-
ture. (Reproduced with permission from [16]. Copyright 2014, 
Elsevier). (e) SEM image of spearhead field-effect transistor dual car-
bon electrode. Inset: cross section of tip after FIB milling. (Adapted 
with permission from [109]. Copyright 2016, American Chemical 
Society). (f) SEM of the tip of a conical carbon fiber nanoelectrode 
used for intracellular vesicle electrochemical cytometry. (Adapted 
with permission from [125]. Copyright 2015, Wiley). (g) FIB-SEM 
image of engulfed nanoneedle showing two classes of endocytic ves-
icles, clathrin-coated pits (orange arrows) and caveolae (green 
arrows). Scale bars = 100 nm. (Adapted with permission from [28]. 
Copyright 2019, The Authors)
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distortions of the plasma membrane and underlying cyto-
skeleton induced by nanoneedles are in the realm of sizes 
that cells have evolved to experience. However, the extent of 
cytosolic interaction with different kinds of nanostructures 
and the circumstances under which membrane penetration 
occurs are contingent upon a number of factors. The inter-
face between cells and nanoneedles remains an open area of 
investigation, and many questions remain to be answered 
about how or when membrane penetration occurs.

In order for nanoneedles to access the cytoplasm, they 
must breach the plasma membrane and underlying cortical 
cytoskeleton as well as any extracellular barriers, such as the 
glycocalyx. When cells settle on nanoneedles by gravity, the 
plasma membrane has time to adapt to the nanotopography 
and deform around the nanostructures [31, 32]. Nanoneedles 
may be thus be engulfed, their cargo may be endocytosed, 
and/or the cell membrane may be ruptured and resealed 
around the obstruction (Fig. 2a). Spontaneous penetration is 
rare in the absence of membrane disruption by applied forces 
(micromanipulation or hypergravity) or electroporation [33–
39]. Chemical modifications such as phospholipids [40] or 
hydrophobic molecules [41, 42] can also enhance membrane 
penetration. Current evidence suggests that in addition to the 
interfacing force between nanoneedle and cell membrane, 
the key factors for penetration are membrane fluidity, speed 

of insertion, and tip sharpness [43, 44] (Fig. 2b). The sharp-
ness of the nanoneedle tip is also critical for cell viability, as 
under some circumstances, tips greater than 400 nm in diam-
eter begin to compromise cellular function [45]. Current 
in silico models of the cell membrane-nanoneedle interface 
indicate that these effects are also highly dependent on other 
geometric parameters, such as the relative spacing between 
nanoneedles [31, 46]. The architecture of the cortical cyto-
skeleton and the composition of the plasma membrane play 
important roles in determining whether nanoneedles can 
access the cytoplasm [34, 36, 37]. Cancer cells show charac-
teristic changes in stiffness and membrane fluidity [47–49] 
that may complicate nanoneedle-based experiments but 
could also be useful as diagnostic metrics [27]. For in-depth 
discussions of the mechanics of membrane penetration by 
nanoneedles, see [5, 9].

Electrical conductance is a well-established tool for 
detecting cellular contact and cell penetration. Changes in 
ionic current at the probe tip indicate when cell penetration 
has occurred [2, 50] (Fig. 3a, c, d). Nanoneedle probes are 
often integrated with scanning ion conductance microscopy 
(SICM) to precisely control their position and detect cell 
membrane penetration. SICM works by measuring the 
increase in resistance in a micro- or nanopipette probe as it 
approaches a nonconductive or poorly conductive surface. 

Fig. 2 Nanoneedle-cell interactions. (a) Cell membrane interactions on 
nanoneedle arrays. Cells can engulf nanostructures and spontaneous pen-
etration is rare unless additional membrane rupture is induced, e.g., by 
electroporation. Endocytosis is enhanced around nanoneedles. 
(Reproduced with permission from [9]. Copyright 2020, Wiley). (b–d) 
Cell penetration by AFM-operated nanoneedles depends on membrane 

fluidity, insertion speed, temperature, surface chemistry, and cell stiff-
ness. (b) Scanning ion microscopy image of AFM cantilever nanoneedle. 
(c) Side view confocal microscopy images and schematics of nanoneedle 
(green) insertion through the plasma membrane (red). (d) Unsuccessful 
insertion shown by red signal from the membrane surrounding the nanon-
eedle. (Reproduced under Creative Commons license from [44])
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This method is commonly used as a noncontact method for 
mapping cell surface topography [22, 23, 51]. For example, 
Gopal et al. used SICM to show that seeding human mesen-
chymal stem cells on nanoneedle arrays led to increased for-
mation of membrane ruffles on the apical surface [28] 
(Fig. 3b). Electrical conductance measurement can thus be 
combined with intracellular cargo delivery or sampling using 
hollow nanocapillaries.

3  Delivery of Molecular Probes 
to Monitor Cellular Processes

Nanoneedle-based strategies can efficiently introduce a 
wide range of unbound probes directly into the cytosol, 
including cell-impermeant molecules, and can even deliver 
cocktails of cargos for multistep reactions and multiplexed 
sensing. Intracellular probes label cellular components and 

Fig. 3 Hollow nanoelectrodes used for cell surface mapping, detection of 
membrane penetration, and delivery of biomolecular probes. (a) 
Penetration and microinjection using carbon nanopipettes. Top: micro-
graphs of carbon nanocapillary interfaced with a cell (dotted line) over 
time. Bottom: changes in capacitance (red) and resistance (blue) over 
time during cell penetration, injection, and probe removal. (Adapted with 
permission from [2]. Copyright 2014, IOP Publishing). (b) Topographical 
mapping of the cell surface by scanning ion conductance microscopy 
(SICM). Increased membrane ruffling was observed on the apical surface 
of cells seeded on arrays of mesoporous silicon nanoneedles (nN) com-
pared to cells seeded on flat Si wafer (FSW). Left: 3D topographical 
SICM maps. Middle: 2D SICM scan (10 μm × 10 μm). Right: SEM 
images of apical membranes. Scale bars = 5 μm. (Adapted with permis-
sion from [28]. Copyright 2019, The Authors). (c) Single- barreled nano-

pipette and approach curve. The nanopipette is initially positioned 
~20 μm above the cell. The counter electrode is placed in the culture 
medium and the initial voltage is set to ±60 mV, leading to an ionic cur-
rent of 70–100 pA. As the tip approaches the cell (green bar) and pene-
trates the plasma membrane (yellow line), the ionic current decreases 
sharply (yellow bar). (d) Double-barreled nanopipette and approach 
curve. During the approach, applying positive voltage between electrodes 
leads to a weak ionic current (green bar). Upon penetrating the cell (yel-
low line), the ionic current increases (yellow bar). (e) Schematic of 
nanoinjection. Single living cells can be specifically labeled by injecting 
probes using a nanopipette with tip diameter ~100 nm. Once inside the 
cell, increasing or reversing the voltage leads to diffusion of the mole-
cules out of the cell by electrophoresis. (Reproduced with permission 
from [59]. Copyright 2015, American Chemical Society)

Nanoneedle-Based Materials for Intracellular Studies



196

are used to monitor biological processes based on electro-
chemical or fluorescent readouts. Over the last decade, 
many methods to deliver molecular and nanoparticle 
probes directly into cells have been developed using 
nanoneedles [52], nanowires [53], carbon nanotubes [54], 
nanopipettes [55, 56], nanofluidic devices [15, 57], and 
nanoelectrodes [58]. Hennig et  al. used electrophoretic 
nanoinjection of fluorescent probes to label DNA, actin, 
microtubules, and organelles in living cells with signal-to-
noise ratios that enabled rapid super- resolution imaging 
(dSTORM) [59] (Fig.  3e). They showed that  nanoneedle 
tip diameter was an important factor in determining cell 
viability following electrophoresis, and best results were 
obtained using nanopipettes with tip diameters of 100 nm 
or less [45]. Espinosa and colleagues developed “nano-
fountain probes” (NFP), nanocapillaries fabricated from 
etched AFM tips with sub-100 nm resolution that act like 
fountain pens delivering ink through capillary action, to 
inject cells with fluorescent- labeled nanodiamonds [57] 
and nucleic acids [60] (Fig. 4a). They found that applying 
an electrical pulse enhanced NFP cargo delivery without 

compromising cell viability [61]. They used this localized 
electroporation system to deliver DNA- and RNA-based 
molecular beacons that detect specific mRNAs (GAPDH) 
in live HeLa cells [62]. Molecular beacons are nucleotide 
hairpins that contain a fluorophore at one end and a 
quencher at the other; when hybridized to the target, the 
resulting spatial separation of the 5′ and 3′ ends produces 
a change in the fluorescent signal [63] (Fig. 4b).

Abnormal protein glycosylation drives cancer cell sig-
naling, adhesion, migration, and stem cell maintenance, 
and many cell surface tumor markers are glycoproteins 
[64]. Hollow nanocapillaries called nanostraws are an 
effective way to deliver cell-impermeable probes [3, 65, 
66] (Fig.  5a–d). To fabricate these arrays, nanoporous 
track-etched polycarbonate membranes are coated with 
metal (Al, Au, or Pt) by a conformal technique such as 
atomic-layer deposition, and then the membrane is etched 
on one side to expose protruding nanostraws. Nanostraws 
used for cell interfacing experiments are on the order of 
100 nm in diameter and 1 μm in height depending on the 
etch time. The spacing of the nanostraws depends on the 

Fig. 4 Nanofountain probe-mediated delivery of fluorescent molecular 
beacons. (a) Schematic of nanofountain probe AFM tip for cell injec-
tion. (Copyright (2015) Wiley. Used with permission from [57]). (b) 

Schematic of DNA- and RNA-based molecular beacons (MB) used to 
detect GAPDH mRNA in live cells. (Copyright (2009) Wiley. Adapted 
with permission from [62])
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Fig. 5 Nanostraw arrays for cargo delivery and extraction. (a) 
Schematic of nanostraw microfluidic system, cross section (not to 
scale). (b, c) SEM images of cells (green) cultured on 100-nm-diameter 
nanostraws at a density of 108 nanostraws/cm2. (d) Top: cross-sectional 
SEM image of a cell cultured on nanostraw electrodes. Bottom: magni-
fied image of inset showing cell membrane wrapped around the hollow 
nanostraw and impingement of the nuclear envelope (dashed line). (e) 
Schematic of nanostraw-mediated delivery of azido sugars, which are 
converted into sialic acid groups and incorporated into cell surface gly-
coproteins. The azide moiety is then labeled with a fluorophore-conju-

gated probe (DBCO). (f) Schematic of 3D hollow nanoelectrode device 
for gold nanorod delivery. Electroporation is induced by pulsed voltage. 
Nanorods are delivered from the lower to the upper chamber through 
nanostraws due to a direct current potential between two Pt wire elec-
trodes. A laser beam excites the Raman signals of the gold nanorods 
inside the cell. (a–c reproduced with permission from [3]. Copyright 
2011, American Chemical Society. d and f adapted with permission 
from [83], https://pubs.acs.org/doi/10.1021/acs.nanolett.8b03764. 
Copyright 2019, American Chemical Society. e adapted with permis-
sion from [67]. Copyright 2017, Wiley)

https://pubs.acs.org/doi/10.1021/acs.nanolett.8b03764
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porosity of the polycarbonate membrane or ion beam 
 milling parameters. Nanostraw-bearing membranes are 
overlaid onto microfluidic channels, and cells are seeded 
in the upper chamber. Agent delivery, or cellular contents 
extraction, is controlled from the lower channel. 
Spontaneous contact between the nanostraw interior and 
cytosol is rare when cells adhere to nanostraw arrays 
because the plasma membrane has time to engulf the nano-
structures while remaining intact [35]. Electroporation of 
cells on nanostraws increases cargo delivery, for example, 
improving plasmid transfection efficiency from 5–10% to 
60–70% [3, 65]. The electroporation step briefly disrupts 
the membrane, which can then reseal around nanostraws 
that have penetrated the cell. Melosh and colleagues used 
nanostraws to deliver cell-impermeant molecules called 
azido sugars into cells in order to map protein glycosyl-
ation [67]. Loading cells with azido sugars allowed modi-
fied glycoproteins to be detected by fluorescent probes 
conjugated with click chemistry. Other cell-impermeable 
metabolite or analogue probes, such as modified ATP or 
synthetic cross-linkers, could be delivered to the cytosol 
this way [64] (Fig. 5e).

4  Delivery of Probes for Multiplexed 
Biosensing

In addition to combining cargo delivery and sensing, nanon-
eedles are now being used for multiplexed cancer marker 
detection. Biodegradable Si nanoneedles were recently used 
to deliver multicomponent, enzymatically active probes to 
detect both miRNA and protein cancer biomarkers using 
rolling circle amplification and fluorophore-coupled nucleo-
tide probes [68] (Fig. 6). Rolling circle amplification (RCA) 
is a process in which a short nucleotide primer is amplified to 
form long single-stranded DNA or RNA molecules through 
the action of unique polymerases. The whole RCA process 
can take place at 37°C in a complex biological environment, 
such as a cell. Mesoporous Si nanoneedles, about 1 μm long 
and 100 nm in diameter, were fabricated using metal-assisted 
chemical etching and functionalized with (3-Aminopropyl)
triethoxysilane (APTES), a silicon-binding surface chemis-
try that is frequently used to promote the attachment of 
probes and biocargos. The nanoneedles were then detached 
from the substrate and loaded with nucleotide “padlock” 
probes, FAM- and Cy5-conjugated oligonucleotide probes, 

Fig. 6 Porous biodegradable nanosyringes for multiplexed biosensing. 
(a) One-step intracellular rolling circle amplification (RCA). Upon 
delivery of the “padlock probe,” binding of Let-7a miRNA leads to ring 
formation catalyzed by splintR ligase, followed by amplification cata-
lyzed by phi29 polymerase. An aptamer structure that binds VEGF was 
designed in the middle of the padlock probe to form a quadruplex in the 
presence of the protein. In leukemia cells with both Let-7a and VEGF, 
the RCA products hybridize with the FAM probe, resulting in a green 

fluorescence (I). In the absence of VEGF, both the Cy5 probe and the 
FAM probe hybridize to the amplification products, leading to orange 
fluorescence (II). Cells loaded with siRNA against VEGF therefore 
showed orange emission due to downregulation of the protein (III). (b) 
SEM top-sectional view of nanoneedles before detachment. (c) SEM 
cross-sectional view of nanoneedles before and after detachment 
(inset). (Adapted with permission from [68]. Copyright 2019, The 
Royal Society of Chemistry)
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and polymerase and ligase to amplify the padlock probe in 
the presence of Let-7a miRNA. The padlock probe also con-
tained an VEGF-binding aptamer sequence. The resulting 
“nanosyringes” were taken up by endocytosis and dissolved 
within 16  h, similar to porous nanoneedles fabricated by 
Stevens and colleagues [1, 11, 28, 69]. In the presence of 
Let-7a transcript and VEGF protein, amplification of the 
padlock probe and binding to targets produced a green fluo-
rescent signal, whereas in the absence of VEGF, the interac-
tion of FAM and Cy5 produced an orange fluorescent signal. 
The nanosyringes were also loaded with siRNA targeting 
VEGF, which resulted in decreased VEGF protein signal due 
to transcript depletion. Let-7a and VEGF were detected 
in  vitro in cell uptake experiments and in  vivo following 
injection into mouse xenograft tumors. These studies dem-
onstrate the efficacy of using nanoneedles to detect nucleo-
tides and proteins inside cells as part of a multiplexed 
strategy for tumor detection and gene therapy.

5  Delivery of Nanoparticles as Probes

Nanoneedles have been demonstrated to deliver nanoparti-
cles, such as quantum dots and gold nanoparticles, to the 
cytosol [1, 70]. Nanoparticles have high surface area-to- 
volume ratios and the capacity for binding multiple probes. 
Tang and colleagues showed that Au nanoparticles function-
alized with multiple molecular beacons could identify four 
different intracellular mRNA transcripts [71]. They also 
developed fluorescent nanoprobes that could distinguish nor-
mal and cancer cells based on tumor marker mRNA tran-
scripts (TK1 and GalNAc) and matrix metalloproteinases 
(MMP-2 and MMP-7) [72]. A number of examples of nano-
probes that target specific MMPs and detect their activity in 
tumors have been reported [73–75], including one that 
detects both MMP-2 and urokinase-type plasminogen activa-
tor, which is upregulated in many cancers [76]. Gold-coated 
magnetic nanoparticles modified with redox-labeled DNA 
probes have also been reported as an ultrasensitive detection 
method for circulating tumor miRNA in blood [77]. These 
types of metallic particles could be adapted for intracellular 
electrochemical sensing by nanoinjection or coupling to 
nanoneedle probes. Additionally, carbon-based nanomateri-
als can be utilized to sense a variety of analytes, pH, and 
even temperature [78].

Biocompatible Au or Au-coated nanoparticles are 
becoming increasingly popular for label-free sensing using 
 surface- enhanced Raman scattering (SERS). SERS pro-
vides highly sensitive and rapid detection of molecules and 
nanoparticles without the necessity of a fluorescent or reac-
tive probe [79–81]. In 2018, Hanif et al. reported the use of 
gold-coated nanopipettes (~100  nm tips) functionalized 
with organic nitrile cyanide to measure Fe3+ in live cells 

[82]. In 2019, De Angelis and colleagues used hollow 
nanoelectrodes to deliver gold nanorods into cells. 
Biomolecules colocalized with the gold nanorods could 
then be detected by the enhanced localized Raman scatter-
ing [83] (Fig.  5f). Another novel combination of nanopi-
pettes, nanoparticles, and Raman spectroscopy was reported 
the same year as a way to measure hypoxia in cells and 
tumors [84] (Fig.  7). In this study, sharp-edged gold 
nanostars were coupled to nanopipettes, and SERS was 
used to measure intracellular redox potential. Clear differ-
ences in Raman spectra were observed between triple-neg-
ative breast cancer cells and non-tumor MCF10A or 
nonmetastatic cancer cells in response to hypoxia [84]. The 
gold nanostar-loaded nanopipettes were then demonstrated 
to be able to detect hypoxic regions in 3D cell culture and, 
importantly, in subcutaneous tumors in mice [84]. 
Nanoneedle-mediated nanoparticle delivery combined with 
SERS offers a powerful set of tools for cancer research 
in vitro and tumor detection in vivo.

6  Nanoneedle-Bound Optical Probes

Optical probes can be chemically conjugated to nanonee-
dles to act as biosensors [85]. An early example of this 
strategy used a cleavable FRET probe conjugated to an 
AFM nanoneedle (400 nm tip) to detect caspase-3 activa-
tion in live cells [86]. Here, a change in the FRET signal 
was observed when the Alexa546 fluorophore was cleaved 
from the GFP portion of the probe by active caspases in 
apoptotic HeLa cells. Caspase-cleavable fluorescent probes 
were also used in a nanoneedle “sandwich assay,” in which 
cells held in place on an adherent nanoneedle array were 
interfaced with Si nanoneedle arrays decorated with cova-
lently linked TAMRA- labelled peptides [87] (Fig. 8a). In 
the presence of active caspase in the cytosol, the TAMRA 
tag was cleaved, resulting in red fluorescence in the cells 
after removal of the probes (Fig. 8b). In the same study, the 
sandwich assay was used to monitor protein tyrosine phos-
phatase (PTP) and protein kinase A (PKA) activity in cells 
by inserting nanoneedles conjugated with peptide kinase/
phosphatase substrates. In the latter cases, however, peptide 
phosphorylation was determined by MALDI-TOF mass 
spectroscopy rather than fluorescence [87]. Nakamura and 
colleagues used fluorescent molecular beacons coupled to 
arrays of Si nanoneedles by biotinylation to detect GAPDH 
mRNA [88, 89]. Similar to the sandwich assay [87], nanon-
eedles were inserted into the apical side of adherent cells. 
However, in the latter study, penetration was controlled by 
piezoelectric-driven oscillating mechanism so that force 
and depth could be precisely controlled, and interfacing 
times with cells were much shorter (10–30 minutes com-
pared with 24 h) [89].

Nanoneedle-Based Materials for Intracellular Studies



Fig. 7 Raman-based hypoxia detection using a nanopipette and gold 
nanostars. (a) Schematic of the working principle. Gold nanostars 
were assembled on nanopipette tips and functionalized with 4-nitro-
thiophenol (4NTP). Spectral changes for the 4NTP redox group 
(nitro-NO2) resulting from intracellular oxygen were quantified. (b) 
In vivo detection of hypoxia in different regions of subcutaneous 
mouse tumors using the gold nanostar probe. (c) 2D TEM and 3D 
tomography images of Au nanostars showing spikes at tilt angles 

−60° and 60°. (d) Raman probes were used to measure spectra in 
normal breast myoepithelial cells (MCF10A), nonmetastatic breast 
cancer cells (MCF7), and metastatic breast cancer cells 
(MDA-MB-231) under normoxia and hypoxia. (a) Raman probe inter-
acting with cells. (b) Surface-enhanced Raman spectra for cells in 
each condition. (c) Quantification of peak ratios that are indicative of 
changes in redox state inside cells (***p < 0.001). (Adapted with per-
mission from [84]. Copyright 2019, Wiley)
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7  Nanoneedle-Bound Probes for Cancer 
Biomarkers

Nanoneedles with covalently bound molecular probes have 
been reported for measuring intracellular pH and enzymatic 
activities in cancer cells. Dysregulation of pH homeostasis 
is a common characteristic of tumor cells, which often have 
higher intracellular pH and lower extracellular pH than 
healthy cells [90]. Intracellular pH has been measured using 
nanoneedles with optical and electrochemical functionaliza-
tion. Chiappini and Stevens used porous Si nanoneedles 
(tips <100 nm) conjugated with a pH-sensitive fluorophore 
and a reference fluorophore to measure the pH of interfaced 
cells by ratiometric imaging. Cells can be injected either 
from the bottom- up by seeding directly on top of the nanon-
eedles, or from the top- down by pressing the nanoneedle 

array against the apical surface [1], which was previously 
shown not to impair cell viability [11]. Chiappini et al. also 
used a cleavable TAMRA- peptide probe to sense cytosolic 
cathepsin B (CTSB) in order to detect cancer cells seeded 
on Si nanoneedle arrays [10] (Fig. 8d–e). CTSB is a cyste-
ine protease that is a cancer biomarker associated with poor 
prognosis in many solid tumors [91]. Transformed cells 
could be distinguished from normal cells in a mixed popula-
tion based on cleavage of TAMRA by fluorescence micros-
copy. Furthermore, when nanoneedle sensors were applied 
to human tissue samples, high CTSB activity was revealed 
by fluorescence in esophageal tumors and in regions diag-
nosed by histopathology as having premalignant Barrett’s 
dysplasia (Fig. 8f). Application of the nanosensor array to a 
tumor margin also showed clear demarcation between dis-
eased and healthy tissue [10]. Proteolytic CTSB activity has 

Fig. 8 Nanoneedle-bound optical probes. (a) Nanoneedle “sandwich 
assay.” Cells are immobilized on the one nanoneedle array. Then 
another array, functionalized with a bound caspase-3 probe (b), is inter-
faced with the cells. When the fluorescent-labeled peptide that immobi-
lizes on the nanoneedles is in contact with active caspase-3 in cells, the 
red probe is released into the cytoplasm. (c) Cells are labeled in green 
(top). Caspase-3 activity is indicated by red fluorescence in cells treated 
with staurosporine, which induces apoptosis (bottom). (Adapted with 
permission from [87]. Copyright 2013, American Chemical Society). 

(d) Porous Si nanoneedle (green) arrays functionalized with the cathep-
sin B (CTSB) probe (yellow) interface with cells, either by seeding 
directly on top of the nanoneedle arrays or by pressing against tissue 
samples. When CTSB (red) is active, the fluorescent probe is cleaved 
from the peptide substrate. (e) A cell growing on a nanoneedle array 
(SEM). (f) Esophageal tissue stamped with nanoneedle biosensor on 
the tumor margin. Yellow fluorescence indicates CTSB activity in the 
tumor region. (Adapted under the terms of CC BY license from [10]. 
Copyright 2015, The Authors)

Nanoneedle-Based Materials for Intracellular Studies



202

also been measured using peptide- coupled nanoelectrode 
arrays in breast cancer cell lysates [92].

8  Nanopipette Electrodes to Monitor 
Cell Metabolism

Nanocapillary electrodes have been used to monitor changes 
in cell metabolism, which are hallmarks of cancer biology 
[93]. The range of nanoelectrode varieties used to measure 
analytes via redox chemistry is summarized in Fig.  9 and 
reviewed in depth by Lin et al. [94]. For recent reviews of 
nanoelectrode fabrication, see [58, 95].

Nanocapillaries can be used to deliver unbound probes 
that produce electrochemically active analytes, such as 
hydrogen peroxide. Chen and colleagues report delivery of 
“nanokits” comprised of commercial enzymatic assay com-
ponents into cells, where metabolites are detected via H2O2 
generation [96, 97]. They used glass nanocapillaries fabri-

cated with Pt ring electrodes with tips ~200–300 nm in diam-
eter and tip openings of ~130 nm [96]. These nanocapillaries 
were used to deliver femtoliter quantities of 1) glucose oxi-
dase to detect glucose in HeLa cells and 2) a cocktail of 
sphingomyelin, alkaline phosphatase, and choline oxidase to 
measure sphingomyelinase activity in J774 macrophage-like 
mouse reticulum sarcoma cells [96, 97]. After nanocapillary 
insertion, voltage was applied to induce electroosmotic flow, 
resulting in the capillary contents being pumped into the 
cytosol. Enzymatic reactions that occurred in the vicinity of 
the electrode were limited by diffusion, so analyte detection 
was spatially localized [97]. At the same time, intracellular 
calcium concentrations were measured fluorometrically 
using Fluo-3. Ca2+ did not change significantly during nano-
capillary insertion or voltage application, indicating that 
cells were functioning normally. In another study, Pan et al. 
used nanocapillary ring electrodes to deliver the contents of 
an ion assay kit comprised of maltose phosphorylase, malt-
ose, mutarotase, and glucose oxidase into HeLa cells to mea-

Fig. 9 Schematics of the operating principles of typical electrochemi-
cal scanning probe microscopy electrodes. (a) SECM feedback (FB) 
mode. (b) SECM substrate generation/tip collection (SG/TC) mode. (c) 
SECM redox (RC) competition mode. (d) Pt-based nanoelectrode for 
noninvasive intracellular recordings. (e) Microbiosensor for specific 

metabolite detection. (f) Dual electrode SECM tip. (g) SICM for topo-
graphic mapping. (h) Nano-FET for specific metabolite detection. (i) 
SECM-SICM for constant distance mode electrochemical imaging. 
(Reproduced under the terms of CC BY license from [94]. Copyright 
2018, The Royal Society of Chemistry)
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sure intracellular phosphate ion concentrations [98]. 
Electroosmotic flow through quartz nanocapillaries with 
~100 nm tips has also been employed for ultrafast monitor-
ing of mitochondrial membrane potential in MCF7 breast 
cancer cells [99]. In this study, Qian and colleagues applied 
a voltage to inject cells with inactive fluorescent dyes or 
JC-10, which selectively accumulates in mitochondria and 
reversibly changes from green to red as membrane potential 
increases. Red fluorescence, indicating mitochondrial activ-
ity, was observed within 20 s after nanoinjection, compared 
with 20–30  minutes for passive loading by incubation in 
aqueous JC-10 solution. This method detected rapid changes 
in mitochondrial metabolism in single cells in response to 
metformin, a drug used in diabetes and cancer treatment that 
inhibits mitochondrial electron transport complex I [100].

Over the past 10  years, Pourmand and colleagues have 
developed a variety of nanopipette electrode probes func-
tionalized with biomolecular sensors to measure a number of 
metabolic processes implicated in cancer in single cells [6]. 
In 2015, they reported a method for monitoring intracellular 
pH using single-cell nanoprobes (tips <100 nm) [101]. These 
nanoprobes were comprised of quartz nanopipettes coated 
with chitosan, a polysaccharide biopolymer that undergoes 
reversible structural changes depending on pH [102], and 
coupled to a potentiostat with Pt wire. Changes in the ionic 
current at the nanopipette tip are detected by the electrode as 
rectification of the output current measured by the system, 
when stimulated by an oscillating input voltage signal [103, 
104]. Nanoprobes were inserted into cells using a custom- 
built scanning ion conductance microscope. Changes in pH 
could be monitored in real time as cells were treated with a 
Cl− channel blocker, and cytosolic pH measurements were 
found to be lower in cancer cells than in healthy fibroblasts. 
The Pourmand group also developed nanopipettes modified 
with glucose oxidase (GOx) as single-cell, real-time glucose 
sensors [105] (Fig. 10a–e). In the presence of glucose, GOx 
activity leads to the production of hydrogen peroxide and 
current rectification is detected by the nanoelectrode. These 
studies revealed cell-to-cell variations as well as differences 
between cell lines, with cancer cells having higher levels of 
intracellular glucose and increased rates of glucose uptake 
than normal fibroblasts.

A common feature of cancer cells is switching from oxi-
dative phosphorylation to anaerobic respiration as their main 
means of ATP generation, which is called the Warburg effect 
[106]. The final step of glycolysis is the conversion of pyru-
vate to lactate. A carbon fiber microelectrode coated with 
lactose oxidase mixed with chitosan, deposited by electrode-
position, was reported to detect lactate fluctuations in brain 
tissues via H2O2 production [107]. This type of probe could 
also be adapted for intracellular glycolysis measurements. 
Korchev and colleagues have developed nanometer-scale 
dual carbon electrodes (DCE) for high-resolution sensing 
and topological mapping [108]. The addition of polypyrrole 
(Ppy) to the DCE nanopipette tip enhanced pH sensing and 

temporal resolution, and the spear shape enhanced spatial 
resolution. This group also reported a similar spearhead 
probe consisting of hexokinase immobilized on a pH-sensi-
tive Ppy nano field-effect transistor (FET) as selective ATP 
biosensor [109] (Fig.  10f). Hexokinase cleavage of ATP 
leads to a stoichiometric generation of protons, which is 
detected as a localized change in pH. Thus, carbon nanoelec-
trodes have many potential applications for investigating 
oxidative metabolism of living cells.

A new class of nanocapillary probes termed asymmetric 
nanopore electrodes (ANE) were reported to enable real- 
time sensing of cellular respiration in breast cancer cells and 
were used to monitor the effects of anticancer drugs on cell 
metabolism [110] (Fig. 11). Instead of a wire sealed in the 
electrode, the ANE’s interior is coated with Au and acts as 
the redox sensing interface which has high temporal and spa-
tial resolution. The tip (~90 nm) of the gold interior of the 
nanocapillary is polarized as the cathode, and the opposite 
terminal acts as the anode; an ionic current is generated when 
the reducing agent NADH diffuses into the tip. Importantly, 
the ANE was modified with electrochemically reactive 
4-thio-catechol (4TC). Reduction of 4TC at the tip led to the 
generation of H2 nanobubbles and thus amplified the signal 
severalfold. Intracellular NADH was measured inside live 
MCF7 breast cancer cells, and decreases in NADH induced 
by taxol treatment were reliably detected. This method could 
be extended to other redox sensors using either reduction- 
induced H2 or oxidation-induced O2 nanobubbles.

9  Multimodal Fluorescent 
and Electrochemical Detection 
of mRNA

A multimodal strategy for mRNA detection was reported by 
Huang et  al., who developed “signal-on” or “signal-off” 
assays based on photocleavable molecular beacons to detect 
manganese superoxide dismutase (MnSOD) transcripts in 
MCF7 breast cancer cells in [111] (Fig.  12). MnSOD, or 
SOD2, is a mitochondrial enzyme that regulates the metabo-
lism of reactive oxygen species (ROS), converting superox-
ide into hydrogen peroxide. High MnSOD expression is a 
common feature of tumor cells and is associated with the 
switch to glycolysis [112]. These experiments used nano 
fiber-optics to selectively irradiate cells and nanopipettes to 
record electrochemical signals. In the “signal-on” experi-
ments, single cells were irradiated with UV light, which led 
to spatially localized activation of DNA probes. The probes 
consisted of two oligonucleotides, one with a green fluoro-
phore and the other with a red fluorescent quencher. The 
quencher also contained a photocleavable hairpin. Upon irra-
diation, the quencher could be displaced from the signal 
probe, leading to an increase in green fluorescent signal 
(Fig. 12a, b). In the “signal-off” assays, a nanoelectrode was 
conjugated to a thiol-modified oligonucleotide and comple-
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Fig. 10 Single-cell metabolic nanosensors. (a) Schematic of surface mod-
ifications for the immobilization of glucose oxidase in the nanopipette tip. 
The inner surface is coated with poly-L-lysine (PLL) and then treated with 
glutaraldehyde to cross-link the amino group of PLL to glucose oxidase 
(GOx). (b) Electrochemical characterization of the nanopipette after each 
step in the fabrication process. (c) SEM image of the nanopipette tip. Inset: 
side view of the nanopipette. (d) The chemistry of enzymatic conversion 
of glucose to gluconic acid. (e) Single-cell readings using the glucose 
nanosensor. As the sensor tip approaches the cell membrane, the potential 
increases sharply. Once the tip has penetrated the cytoplasm, the potential 

drops to a steady state of fluctuations caused by localized peroxide genera-
tion. After the nanopipette is withdrawn, the potential drops back to base-
line. (Adapted with permission from [105]. Copyright 2016, American 
Chemical Society). (f) Spearhead nano-FET.  A nanometer-scale field-
effect transistor was fabricated by deposition of a thin layer of semicon-
ductor material (polypyrrole) on the tip of dual carbon electrodes, made by 
pyrolytic decomposition of butane, that serve as drain and source. Redox- 
generating molecules (e.g., hexokinase) immobilized on the transistor pro-
vide selective FET sensing. (Reproduced with permission from [109]. 
Copyright 2016, American Chemical Society)
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mentary methylene blue (MB)-modified hairpin probe. In the 
absence of irradiation and target mRNA, the nanoelectrode 
signal was high due to MB redox. When the hairpin was 
cleaved and MnSOD mRNA was present, displacement of 
the MB led to depletion of the electrical signal (Fig. 12c, d) 
[111].

10  Nanopipette Electrodes to Monitor 
Reactive Oxygen Species Generation

Metabolic reprogramming in cancer leads to changes in the 
production of ROS and oxidative stress [113, 114]. Platinized 
carbon nanoelectrodes have long been used to investigate cel-
lular redox chemistry and ROS generation. Pt black is a fine 
powdered form of Pt that is widely used for improving elec-
trode efficiency by greatly increasing the reactive surface area. 
Early studies of single-cell ROS detection were performed by 

Amatore and colleagues in the 1990s using platinized carbon 
fiber microelectrodes, but cells had to be punctured to release 
their contents [115]. In 2008, Mirkin and colleagues reported 
the use of platinized glass nanoelectrodes with ~40 nm tips in 
diameter to perform intracellular voltammetry in living 
MCF10A non-tumor breast epithelial cells [116]. Scanning 
electrochemical microscopy (SECM) [24] was used to posi-
tion the tip of the electrode, map cell topography, measure 
membrane potential, and detect redox reactivity inside cells. A 
current was observed when the probe was in the hydrophilic 
redox buffer outside the cell and disappeared when the tip pen-
etrated the plasma membrane, indicating that the membrane 
had resealed around the probe and was not leaky. A redox buf-
fer containing Ru(NH3)6

3+, which cannot cross the plasma 
membrane, is commonly used to confirm cell penetration and 
membrane resealing in nanoelectrode studies. SICM-coupled 
carbon nanoelectrodes functionalized with Pt were reported in 
2014 by Korchev and colleagues, who fabricated disk-shaped 

Fig. 11 Wireless asymmetric nanopore electrode (ANE) for real-time 
sensing of cellular respiration. (a) Schematic of the ANE. The applied 
bias potential drives the potential difference between the two terminals 
of the Au- and 4-thiol-catechol (4TN)-coated nanopores. The tip open-
ing (cis) is polarized as the cathode and the opposite terminal (trans) 
acts as the anode. Reduction occurs at the cathode and oxidation occurs 
at the anode. (b) Intracellular redox species (e.g., NADH) diffuse into 
the cis tip of the ANE, and a pair of redox reactions takes place at the 
cathode and anode. A transient ionic current response is generated 
(inset) which allows a high degree of temporal resolution. (c) Traditional 
carbon nanoelectrode schematic with a solid tip that generates a cyclic 

voltammogram (inset) with poor temporal resolution. (d) The bare 
nanopore does not produce any current in response to NADH. (e) The 
unmodified ANE generates a stable baseline signal. (f) The 4TN-coated 
ANE generates an enhanced current signal due to the generation of H2 
bubbles at the cathode. Left: 4TN is oxidized electrochemically at the 
anodic pole while a small amount of H2 is produced at the cathodic 
pole, generating a weak signal. Right: in the presence of NADH, the 
catechol conversion is mediated by the redox pair NADH/NAD+, lead-
ing to the production of H2 bubbles and an amplified current response. 
(Reproduced with permission from [110]. Copyright 2018, American 
Chemical Society)
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Fig. 12 Multimodal mRNA detection of MnSOD mRNA in MCF-7 
breast cancer cells. Top box: the “signal-on” strategy. (a) Principle of 
the photoactivated toehold-mediated displacement reaction for the opti-
cal mRNA sensing probe. The probe consists of an oligonucleotide with 
a green fluorophore (FAM), conjugated to a cell surface receptor- 
binding aptamer, and a hairpin oligonucleotide carrying a quencher red 
fluorophore (Dabcyl-TAMRA). The hairpin is photocleavable due to 
the inclusion of an o-nitrobenzylphosphate linker. Binding of the probe 
aptamer to nucleolin facilitates uptake by cancer cells. A single cell is 
irradiated with UV light using a micro or nano optical fiber to cleave the 
probe hairpin, allowing the FAM probe to bind to complementary 
mRNA.  This association displaces the quencher, resulting in green 
emission from the fluorophore. (b) Red TAMRA fluorescence shows 

uptake of the probe in all cells. (c) Green fluorescence is observed only 
in the photoactivated cell (red line). Bottom box: the “signal-off” strat-
egy. (d) Schematic of the electrochemical mRNA sensing probe. The 
nanoelectrode is functionalized with a thiol-modified capture probe 
(CPE) which is bound to a complementary methylene blue (MB)-
modified photocleavable hairpin signal probe (SPE-MB). When the 
hairpin is cleaved upon UV irradiation in the presence of target mRNA, 
the electrochemical signal at the nanopipette decreases. (e) Micrograph 
of cells under illumination with intracellular nanoelectrode probe. (f) 
Voltammetric response of a single cell before (I) and after (II) 30 min of 
UV irradiation. (g) Voltammetric recordings of a single cell at 30-min 
intervals without irradiation. (Adapted with permission from [111]. 
Copyright 2018, American Chemical Society)
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carbon electrodes with radii as small as 5  nm [108]. These 
nanoelectrodes were used to measure O2 consumption in brain 
tissue explants and inside single melanoma cells. In 2018, 
Pourmand and colleagues used SICM- coupled nanopipettes 
(~40 nm pore) to specifically detect superoxide (O2

*−) in living 
cells [117]. These nanoprobes were covalently modified with 
cytochrome-c, an electron acceptor that converts O2

*− to O2. 
Current rectification was sensed by the coupled electrode in 
the presence of O2

*−. Superoxide levels increased as expected 
in MCF10A breast myoepithelial cells exposed to carbonyl 
cyanide 3- chlorophenylhydrazone, a protonophore that 
induces the generation of ROS in mitochondria, and adding 
superoxide dismutase (SOD), a ROS scavenging enzyme, had 
the opposite effect.

Much of the recent work on detecting ROS in live cells 
has been performed using macrophages, which produce 
superoxide both to combat pathogens and as part of the 
monocyte differentiation process [118]. In the former sce-
nario, a macrophage subjects an engulfed pathogen to an 
intense burst of ROS and reactive nitrogen species (RNS) 
contained in vacuoles called phagolysosomes, and the debris 
and leftover ROS/RNS are then ejected from the cell. In the 
latter, tumor-associated macrophages take on a chronic 
inflammatory phenotype due in part to the superoxide- 
mediated signaling. Amatore and colleagues used Pt black- 
coated nanoelectrodes (>100  nm tips), fabricated using a 
novel AFM-controlled method, to detect ROS/RNS in live 
macrophages [119]. However, these probes lacked specific-
ity as the applied potential could oxidize other compounds, 
such as uric acid. Carbon electrodes coated with the electro-
catalyst Prussian Blue were reported to more selectively 
detect hydrogen peroxide in mouse macrophages [120]. 
Rawson et  al. used single-walled carbon nanotubes 
(SWCNTs) functionalized with an osmium catalyst, osmium 
bipyridine (Osbpy), to specifically detect H2O2 production in 
RAW 264.7 cells stimulated with lysophosphatidic acid 
(LPS) [121] (Fig.  13). Here, the SWCNT electrodes were 
interfaced with cells by centrifugation. LPS stimulation led 
to generation of intracellular ROS, and electron transfer from 
Osbpy to ROS resulted in a drop in current at the nanoelec-
trode (Fig. 13a). This process could be blocked by the addi-
tion of ROS inhibitors (Fig. 13b, c). In 2020, a novel tungsten 
nanoelectrode was used to selectively measure hydroxyl 
radicals (*OH) in RAW 264.7 macrophages [122]. Tungsten 
wires were etched to conical nanoneedles and sheathed with 
Au nanoparticles and then coated with a self-assembled 
monolayer of 1-hexanethiol, which blocked the electrochem-
ical signal until attacked by *OH.  Hoechst 33258 and 
MitoTracker were used to label cellular organelles and estab-
lish the subcellular positioning of nanoelectrodes. Hydroxyl 
bursts were observed following stimulation with 
LPS.  Interestingly, the *OH bursts were many times lower 
inside cell nuclei than in the cytosol and twofold higher in 

close proximity to mitochondria, which suggests that these 
ROS were by-products of mitochondrial respiration.

Two recent studies used nanoelectrodes to measure ROS/
RNS specifically inside phagolysosomes of living macro-
phages [123, 124]. Zhang et al. used cylindrical silicon car-
bide nanowire electrodes (300–500  nm diameter) inserted 
into RAW 264.7 macrophages to detect intracellular ROS/
RNS. They recorded transient spikes in current, which were 
determined to be phagolysosomes colliding with the nanow-
ire. A similar study was performed using carbon fiber nano-
electrodes to measure neurotransmitter contents in PC12 
cells [125]. Hu et al. also probed RAW 264.7 macrophages 
but used smaller platinized carbon nanopipettes (tip 
<100 nm) and distinguished four species of analytes (H2O2, 
ONOO−, NO*, and NO2

−). This was accomplished by record-
ing currents over a periodic sequence of potentials, because 
each ROS/RNS is oxidized at a different potential. Besides 
investigating macrophages, Mirkin and colleagues previ-
ously used similar platinized carbon nanoelectrodes to mea-
sure the contributions of four ROS/RNS in non-tumour 
(MCF10A) and triple-negative breast cancer cell lines 
(MDA-MB-231 and MDA-MB-468) [126]. They found that 
ROS/RNS levels were lowest in the non-tumor and highest in 
the MDA-MB-231 cells. They then measured ROS genera-
tion in MCF10A cells treated with diacylglycerol (DAG)-
lactone, which induces the activation of protein kinase C 
(PKC), which is overexpressed in many human breast 
tumors. A series of oxidative bursts were recorded from 
about 25  minutes after DAG-lactone addition, suggesting 
that PKC activity induces oxidative stress which in turn 
drives cancer malignancy.

11  Nanoelectrodes for Metal Ion 
Detection

Metal-sensing-functionalized nanoelectrodes show promise 
as intracellular probes for cancer research. For example, 
many important signaling pathways that are involved in 
tumor growth and metastasis rely on calcium ions, such as 
cell adhesion and actomyosin dynamics [127]. The Pourmand 
group used nanoprobes conjugated with immobilized 
calmodulin, a Ca2+-binding protein, to measure extracellular 
calcium ions [4]. Intracellular calcium ion detection was also 
achieved by Son et al. using SWCNT FETs in nanocapillar-
ies [128]. The SWCNTs were functionalized with Fluo- 
4- AM dye, which acted as both an electrochemical sensor 
for Ca2+ binding and as a fluorescent probe.

Although they have not yet been used in living cells, 
biomolecule- coated quartz nanocapillary electrodes have 
been developed to measure the levels of various other metal 
ions in solution. Iron plays a key role in aerobic respiration 
and ROS generation, and dysfunctional iron metabolism has 
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been implicated in cancer [129]. An iron-binding protein 
from H. influenzae was used to detect ferrous ions in solution 
[130]. Other heavy metals also play roles in normal cellular 
processes and contribute to the production of ROS, DNA 
damage, inflammation, and tumorigenesis in high concentra-
tions [131, 132]. Divalent copper ion nanopipette sensors 
have been fabricated from a combination of chitosan and 
polyacrylic acid [133] and from the copper-binding domain 
of prion protein [134]. Baker and colleagues used imidazole- 
modified nanopipettes to measure cobalt ions in solution 
[135]. An intracellular optical probe could be also adapted 
from fluorophore-conjugated Si nanowires, which were used 

to measure free copper ions in liver and HeLa cell lysates by 
fluorescence quenching [136].

12  Nanoelectrode Arrays for Cell Sensing 
on the Population Scale

To scale up from the single-cell level, nanoelectrodes can be 
fabricated as multielectrode arrays (MEA). The majority of 
these studies have been performed on neuronal cells [137–
140] or cardiomyocytes [141], which are the most obvious 
cell types for electrical assays. It should be noted that the 

Fig. 13 Reactive oxygen species measurements in live macrophages 
using single-walled carbon nanotube (SWCNT) probes. Typical cur-
rent amperograms over time measured in RAW 264.7 macrophages 
interfaced with SWCNT functionalized with osmium bipyridine 
(Osbpy) (a–c) or without functionalization (d). (a) Addition of LPS 
induces the generation of ROS. Electron transfer from Osbpy to ROS 
results in a rapid decrease in current. (b, c) ROS generation and cur-

rent decrease is blocked in the presence of ROS inhibitors, N-acetyl 
cysteine (NAC), and diphenyleneiodonium (DPI). (d) No current is 
observed in the absence of Osbpy. (Reproduced with permission from 
[121], https://pubs.acs.org/doi/10.1021/acsami.5b06493. Copyright 
2015, American Chemical Society. Further permissions related to the 
material excerpted should be directed to the ACS)
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majority of systems require cells to be electroporated in situ 
in order to facilitate intracellular access and sensing of intra-
cellular (rather than extracellular) voltages, which may 
impart unknown changes on cell electrophysiology. However 
more recently, en masse electrical activity in electrically 
coupled cell populations was observed, without the need for 
electroporation, using Au nanowire arrays in fibroblasts as 
well as myotubes and neuronal networks [142] (Fig. 14a–d). 
Cells were found to adhere to the nanowires and remained 
viable for many days in culture. Paxillin-containing focal 
adhesions formed around the base or along the side of the 
nanowires (Fig. 14e, f). The majority of nanowire interfaces 
had paxillin complexes only at the base, suggesting cytosolic 
penetration (Fig.  14e). Electrical oscillations recorded by 
these MEAs were attributed to cellular contractility events 
involving localized Ca2+ waves.

Metal nanoelectrodes can also be combined with SERS to 
allow both electrical and chemical properties to be sensed 
from the same cell populations. SERS offers a powerful tool 
for studying cells interfaced with nanoelectrodes, because 
Raman spectroscopy provides information about lipids, pro-
teins, and nucleotides. Caprettini et al. plated U2OS osteo-
sarcoma cells on gold MEAs and monitored Raman spectra 
after electroporation [143]. They detected changes in lipid 
and amino acid peaks consistent with membrane rupture and 
resealing and also observed DNA peaks which suggested 
nuclear penetration or at least nuclear envelope disruption. 
Mapping physiological and molecular probe-induced elec-

trochemical readouts and Raman spectra from cultured can-
cer cells or living tissues using MEAs could provide valuable 
information about cellular activities in wider population 
contexts.

13  Probing Cytoskeletal Mechanics 
with Antibody-Conjugated AFM Tips

Cancer cells undergo significant changes in cytoskeletal orga-
nization and mechanics. Changes in actomyosin contractility, 
the formation of actin-based protrusions, and remodeling of 
cell-cell and cell-matrix adhesions are hallmarks of tumori-
genesis and epithelial-to-mesenchymal transition (EMT) [48, 
144]. Another cytoskeletal marker of EMT in cancer is the 
intermediate filament vimentin, which promotes cell stiffen-
ing, migration, and loss of E-cadherin at cell-cell junctions 
[145]. Nakamura and colleagues have used various antibody-
conjugated Si nanoneedles operated by AFM to probe the ten-
sile strength of cytoskeletal elements in living cells. High 
aspect ratio nanoneedles were fabricated by etching AFM tips 
into 12 μm-long cylinders with diameters of 200 nm and then 
functionalized with antibodies against the cytoskeletal pro-
teins actin [13] (Fig. 15), tubulin [146], vimentin [44, 147], 
and nestin [147, 148]. Nanoneedle probes were inserted into 
cells, allowed to bind targets, and retracted slowly (e.g., 
10 μm/s for actin), while the force was measured by AFM 
cantilever deflection [13]. The pulling forces on the probe 

Fig. 14 Gold multielectrode arrays (MEA) used for measuring electri-
cal activity in adherent cells. (a) Schematic of the MEA system. (b) 
Fibroblasts seeded on gold nanowire arrays stained to label the plasma 
membrane (wheat germ agglutinin, red), cytosol (CellTracker, green), 
and DNA (DAPI, blue). Scale bar = 20 μm. (c) SEM images of a fibro-
blast growing on gold nanowires. White arrow = interfacing electrode. 
Scale bars = 5 μm and 1 μm (inset). (d) SEM images of fracture cross 
sections of cell-electrode interface. Scale bars  =  5  μm and 200  nm 

(inset). (e, f) Schematic illustrations (top) and z-projections (bottom) of 
paxillin staining around nanoelectrodes. In 87% of cases, focal adhe-
sions were only observed around the base of electrodes, and in 7% of 
cases paxillin was observed along the length of the electrodes. Scale 
bars = 2 μm. (Adapted with permission from [142], https://pubs.acs.
org/doi/10.1021/acs.nanolett.9b00784. Copyright 2019, American 
Chemical Society. Further permissions related to the material excerpted 
should be directed to the ACS)
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during the retraction stage, termed “fishing forces,” corre-
spond to antibody-target unbinding events (Fig. 15e). Cells 
could be repeatedly probed (10–20 times) without affecting 
viability [13, 148]. For anti-actin antibody-conjugated nanon-
eedles, fishing forces in the 1–2.5 nN range were detected 
during the retraction stage (twofold higher than observed 
with nonfunctionalized probes) [13]. Decreased fishing 
forces, indicative of changes in actin mechanics, induced by 
treating cells with low doses of cytochalasin D, which depo-
lymerizes F-actin, or Y-27632, which inhibits ROCK-
mediated myosin-II activity leading to stress fiber disassembly, 
were detected by AFM within 5 minutes, before any decrease 

in actin polymerization could be seen by staining with fluo-
rescent phalloidin. The Nakamura group has also investigated 
the mechanics of the intermediate filament protein nestin in 
breast cancer cells. Mouse breast cancer 4T1E cells selected 
for high metastatic potential had higher fishing forces using 
anti-nestin conjugated nanoneedles than parental cells, cor-
responding to higher expression of nestin [148]. Nestin deple-
tion reduced these cells’ capacity for directional migration 
and metastasis [147]. Yamagishi et al. also showed that nestin 
depletion affected the tensile strength of vimentin, likely via 
its association with cortical actin, using anti-vimentin func-
tionalized nanoneedles [147].

Fig. 15 Antibody-conjugated AFM tips for probing cytoskeletal 
mechanics. (a) Focused ion beam image of nanoneedle etched from an 
AFM tip. Scale bar = 4 μm. (b, c) Schematics of antibody-conjugated 
nanoneedle insertion and binding to actin fibrils. (d, e) Typical force-
distance curves recorded by AFM during approach and retraction of the 
nanoneedle. The force drop occurs when the nanoneedle initially pene-

trates the cell membrane. (d) Retraction of a nanoneedle with no func-
tionalization results in a smooth force curve. (e) Retraction of an 
anti-actin antibody- conjugated nanoneedle results in a jagged curve and 
significant “fishing force” peak resulting from antibody-actin unbinding 
events. (Reproduced with permission from [13]. Copyright 2012, 
Elsevier)
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14  Extraction of Cellular Contents 
with Nanoneedle Arrays

Antibody-functionalized nanoneedles can also be used to 
extract proteins from cells. This strategy may be used to per-
form a spatial biopsy or for immunoprecipitation (IP) or 
ELISA type assays. Wang et  al. used diamond nanoneedle 
arrays functionalized with protein-binding aptamers to cap-
ture and extract cytosolic NF-κB in order to study inflamma-
tory signaling dynamics in cancer cells and neurons [149]. 
Exposure to double-stranded DNA triggers the degradation of 
IκB proteins that sequester NF-κB in the cytosol, leading to 
NF-κB nuclear translocation. The aptamer-conjugated 
“molecular fishing rods” were interfaced with cells by super-
gravity, i.e., centrifugation, for 90 seconds and then removed. 
Temporary disruption of the plasma membrane during this 
step also allowed for the concurrent delivery of dsDNA into 
cells. Cells were probed repeatedly following dsDNA expo-
sure for 40 minutes, and captured NF-κB was detected on the 
nanoneedles by immunofluorescence staining. Fluorescence 
intensity on the nanoneedles decreased significantly over 
time in the dsDNA-treated samples but not in controls, indi-
cating (1) that the protein had translocated to the nucleus in 
response to foreign DNA and (2) that the nanoneedles had 
penetrated the plasma membrane but not the nucleus. 

Antibody-functionalized Si nanowire arrays have also been 
used to capture proteins from living cells [150] (Fig. 16). A 
human chronic myelogenous leukemia (CML) cell line that 
grows in suspension and only weakly interacts with Si nanow-
ires was chosen in order to minimize adhesion to the arrays, 
which were also blocked with polyethylene glycol (PEG) 
after functionalization. Nanowires functionalized with anti-
RFP antibodies were able to pull out the fluorescent protein 
from transiently transfected cells. Nanowires bearing anti-c-
Abl antibodies pulled out endogenous Bcr- Abl fusion pro-
teins, as shown by immunofluorescence staining. Furthermore, 
anti-Abl conjugated nanowires were positive for Grb-2, 
which binds to phosphorylated Brc-Abl, indicating that these 
arrays could be used to co-IP proteins [150] (Fig. 16d).

15  Extraction of Cellular Contents: 
Hollow Nanostraw Arrays

Arrays of hollow nanoneedles, or nanostraws, were devel-
oped by Melosh and colleagues to allow direct fluid access to 
cell interiors in order to deliver cargos or sample cellular con-
tents [3] (Fig. 5). The Melosh group has reported using alumi-
num oxide nanostraws to sample intracellular proteins and 
mRNA from the same cells repeatedly over many hours and 

Fig. 16 Silicon nanowire pull-down assay for intracellular sam-
pling. (a, b) Schematic of the assay. Cells interface transiently with 
nanowires that are conjugated with biotinylated antibodies for target 
protein capture. (c) SEM images of K562 cells on top of Si nanow-
ires 24 h after plating. Scale bars = 50 μm (left) and 4 μm (right). 
Inset shows a cross- sectional view of a nanowire at the same scale. 

(d) Co-immunoprecipitation on Si nanowires. Left: schematic of pull-
down strategy. Right: intensity of fluorescently labeled secondary anti-
body relative to negative control (no cell) substrates showing co-IP of 
Grb2 using anti c-Abl-conjugated nanowires. Data represent mean ± 
SD (n = 5). **p < 0.01. (Adapted with permission from [150]. Copyright 
2016, Royal Society of Chemistry)
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even days in culture with minimal (<5%) cell death [21]. 
Sampling efficiency was confirmed by measuring fluorescent 
proteins extracted from GFP-expressing CHO cells. The cells 
were also transfected with RFP prior to sampling, and extracts 
showed a gradual increase in red fluorescence over the course 
of 16 hours. Heat shock protein 27 (HSP27) was also extracted 
from human iPSC-derived cardiomyocytes over a time course 
following heat shock. Protein levels were quantified by 
ELISA and mRNA was measured using qRT- PCR. The levels 
of protein and mRNA from nanostraw extractions were in 
good agreement with those from cell lysates and were not 
present in the absence of electroporation. More recently, Cao 
et al. reported further optimization of this system for RNA, 
DNA, and protein delivery [151]. Stamping cells from above 
with gold nanostraw arrays was also shown to be an efficient 
means of delivering cargo to adherent cells [152]. This is 
likely due to the relative speed of insertion compared to cell 
settling [33, 34, 36]. Magnetic nanoparticles, such as carbon 

nanotubes, that bind to cytosolic proteins or other molecules 
can also be loaded into cells and extracted using nanostraws 
in a magnetic field [153]. Xie and colleagues have also 
employed hollow nanoneedles with electroporation to repeat-
edly sample intracellular proteins and deliver cargos [38, 154, 
155]. He et al. found that larger alumina nanostraws (450 nm 
diameter) were able to extract greater quantities of lactate 
dehydrogenase B (LHDB) from adherent cells, as measured 
by ELISA [38]. Subsequently, they used a branched nanostraw 
(BNS) electroporation platform to capture circulating tumor 
cells (CTC) from a mixed cell suspension, deliver cargos, and 
extract cytosolic proteins [154] (Fig. 17). MCF7 breast can-
cer cells were specifically captured by coating nanostraws 
with antibodies against EpCAM, a CTC marker [156]. The 
400-nm-diameter BNS had highly branched surfaces, which 
facilitated cell capture by greatly increasing surface area 
(Fig. 17b, c). GFP- encoding plasmid vectors and propidium 
iodide (which cannot penetrate the intact membrane of living 

Fig. 17 Multifunctional branched nanostraw-electroporation platform 
for tumor capture and sampling. (a) Schematic of the multifunctional 
branched nanostraw (BNS) platform. Circulating tumor cells (CTCs) 
are captured on BNS coated with anti-EpCAM antibody. Captured cells 
are electroporated to introduce cargo and/or sample cellular contents 

from the underlying microfluidic channel. (b, c) SEM images of the 
branched nanostraw array. (d, e) Captured MCF7 cells on unbranched 
(d) and branched (e) nanostraws. (Adapted with Permission from [154]. 
Copyright 2019, American Chemical Society)
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cells) were delivered to cells following electroporation, and 
cellular proteins were extracted. Intracellular protein sam-
pling was verified by measuring caspase-3 over time after 
cells were treated with staurosporine to induce apoptosis. 
Wen et al. also reported fabrication of nanostraw arrays from 
Au, Pt, and the conductive polymer poly(3,4)ethylenedioxy-
thiophene (PEDOT) and showed that these could be used for 
both cargo delivery and protein extraction [155].

16  Extraction of Cellular Contents: 
Single-Cell Nanobiopsy

Measuring proteins, mRNA, and metabolites in single cells 
is essential for understanding the heterogeneity of cancer 
cells. Nanoneedles and nanocapillaries have been used to 
remove genetic material from individual cells with high spa-
tial precision. In 2007, Uehara et  al. used a conventional 
AFM tip to extract mRNA from different points within rat 
fibroblasts and confirmed the spatial location of ACTB 
mRNA by fluorescence in situ hybridization (FISH) [104]. 
Nawarathna and Wickramasinghe also used AFM probes 
coated with Pt to create a dielectrophoretic force that 
improved nucleotide capture to profile mRNA extracted 
from living cells, including breast cancer cells [157, 158]. In 
both cases, the extracted mRNA was analyzed by 
qPCR.  Pourmand and colleagues used SICM to carefully 
control nanopipette penetration and extracted the contents of 
single cells using electrowetting [159] (Fig.  18a–d). The 
nanocapillary was filled with a hydrophobic liquid whose 
surface tension changes when a voltage is applied. This 
change causes the aqueous solution to be drawn into the 
nanopipette under negative voltage and flow out when the 
bias is reversed. Extracted mRNA transcripts were analyzed 
by qRT- PCR. In addition, they extracted individual mito-
chondria labeled with the vital dye MitoTracker and used 
next- generation sequencing to sequence the mitochondrial 
DNA. This method was later used to sample mRNA from 
cell bodies and neurites of individual neurons to measure the 
spatial localization of transcripts [160]. Nashimoto et  al. 
used double-barreled nanopipettes guided by SICM to sam-
ple mRNA from the nucleus or peripheral cytoplasm of 
MCF7 cells and quantified the abundance of GAPDH and 
ACTB transcripts [161]. Another sampling strategy employed 
a microfluidic probe (MFP) that can simultaneously inject 
and aspirate liquid using the principle of hydrodynamic flow 
confinement [162]. Kashyap et  al. used vertically oriented 
MFPs to locally lyse cancer cell cocultured monolayers and 
collect DNA/RNA from specific subpopulations, though not 
from individual cells [162].

Fluidic force microscopy (FluidFM) also uses hollow can-
tilever AFM tips to dispense or collect picoliter or sub- picoliter 
volumes of liquid [15] (Fig. 1d). FluidFM nanofluidics in the 

cantilevers act as pressure-controlled nanopipettes. Guillaume-
Gentil et al. found that large proportions of the cytoplasm, up 
to 4 pl, could be extracted from HeLa cells without causing 
immediate cell death [163]. This method has been employed 
by sample intracellular protein from cell nuclei and cytoplasm, 
and extracted contents have been examined by electron 
microscopy, enzymatic assays, and qPCR [163].

A variety of nanobiopsy methods have been used to per-
form metabolomic profiling of single cells. (For a review of 
single-cell metabolomics, see [164].) Much of the work on 
single-cell sampling for mass spectroscopy (MS) has been 
done in plants [165–167], but a number have been performed 
on mammalian cells. For example, Guillaume-Gentil et  al. 
used FluidFM to sample live cells for MALDI mass spec-
trometry analysis of metabolites in HeLa cells [168]. 
Previously, Masujima extracted cellular contents for single- 
cell MALDI-TOF/MS using nano-electrospray (NES) tips 
[169]. Aerts et al. used patch clamp pipettes to withdraw up 
to 2 pl of cytoplasm from rat neurons and observed signifi-
cant cell-to-cell heterogeneity across 60 analyzed metabo-
lites [170] (Fig. 18e, f). Zhang and Vertes sampled human 
hepatocarcinoma (HepG2) cells and quantified over 60 
metabolites [171]. Mitochondria were also captured from 
live HepG2 cells using a nano-electrospray tip, and MS anal-
ysis revealed unique steroids specific to these organelles 
[172]. Given the extent of metabolic changes that occur in 
tumors and tumor stroma, analyzing metabolites on the sin-
gle cell and population scales will provide valuable informa-
tion for cancer detection and therapeutics.

17  Future Directions

Nanoneedle probes for intracellular sensing have a great 
potential to provide insight into cancer dynamics and to 
expand our ability to detect tumor cells in vivo. Single-cell 
sampling offers an unprecedented level of spatial resolution 
and characterization of cell-to-cell heterogeneity. 
Multiplexed fluorescent and electrochemical reporters mean 
that dynamic processes can be monitored in real time. As 
probes grow ever smaller, we are more able to interface with 
living tissues without cellular destruction. Rapid advances 
are being made in the use of nanowires and nanoelectrode 
arrays to probe brains and neuronal cells [173, 174], and 
these technologies may be adapted for tumor diagnostics or 
super localized therapeutics. Nano fiber-optics are being 
developed that can illuminate, irradiate, and manipulate cells 
with ever-finer spatial resolution [175]. Recently, an ultra-
sensitive nanomechanical AFM detector comprised of a thin 
tin dioxide wire coated with PEG and studded with gold 
nanoparticles was shown to be able to sense forces as low as 
160 femtonewtons and acoustic signals down to −30 deci-
bels [176]. In 2019, Jayant et al. reported the use of flexible 
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Fig. 18 Extraction of cellular contents for biochemical analysis. (a–d) 
Nanobiopsy for mRNA analysis. (a) Schematic of nanocapillary needle 
controlled by SICM to withdraw a small volume of cellular contents. (b) 
SEM of nanocapillary tip (100  nm diameter, inset). (c) Post-biopsy 
qPCR analysis of GFP mRNA from HeLa cells, showing positive con-
trol from total cell lysate (~100 cells) in red, negative control (no input) 
in black, and single-cell nanobiopsy in blue. (d) qPCR analysis of four 
nanobiopsies of the same cell lysate using four different nanoneedles  
showing good reproducibility. (Adapted with permission from [108]. 
Copyright 2014, American Chemical Society. e–f) Patch clamp pipet tip 

collection of cellular contents for mass spectroscopy. (e) Schematic of 
sample collection. Electrophysiology experiments are conducted on an 
upright microscope under video observation. Intracellular contents are 
removed by applying negative pressure. Only cells whose membranes did 
not rupture during extraction were collected for analysis. Once the patch 
pipette is removed, the tip is broken off (~1 mm) into a collection tube for 
MS analysis. (f) Photomicrograph of patch tip. (Adapted with permission 
from [170], https://pubs.acs.org/doi/10.1021/ac500168d. Copyright 2014, 
American Chemical Society. Further permissions related to the material 
excerpted should be directed to the ACS)
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quartz nanopipettes with diameter of 10–25 nm for intracel-
lular electrophysiological recording in the brains of live mice 
[177]. Another recent innovation was the fabrication of verti-
cal Si nanoneedle arrays on a flexible, transparent elastomer 
patch which enables direct interfacing with various cell and 
tissue types as well as real-time imaging [178].

The challenge in the next decade is to bring together this 
diverse mixture of chemistry, physics, materials science, 
engineering, and biology to develop platforms that can be 
readily applied by cancer researchers with clear and targeted 
readouts. Engineers and cancer researchers will benefit from 
working together to select from the wide range of nanonee-
dle innovations those which will provide the most valuable 
insights into cancer physiology. This can be achieved by 
clear definitions of biomedical goals (e.g., to build a diagnos-
tic platform that can readily distinguish cancer cells subtypes 
in vivo or to probe tumor cells to fine-tune personalized med-
icine) and will be aided by the increasing accessibility of 
off-the-shelf nanoscale probes for cell biologists and cancer 
researchers. Most excitingly, there is now substantial evi-
dence that nanoneedle-based approaches can be upscaled 
using established microfabrication technologies, moving 
away from the limits of single-cell studies into a regime of 
network- based analytics and ensemble measurements that 
can capture the complexity of cancer heterogeneity.
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