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Preface

The global concerns over the inappropriate utilization of abundant renewable energy 
sources, damages due to the instability of prices of fuel, and fossil fuels' effect on 
the environment have led to an increased interest in green energy. The generation of 
green energy has opened doors for wireless sensor networks that can sustain them-
selves through energy harvesting techniques. The topics discussed in this book are 
selected in such a way as to help undergraduates and researchers with interest in 
wireless sensor networks. A distinguishing feature of the book is that it highlights 
the need for a robust wireless sensor network that can self-harvest energy to sustain 
its nodes. The strategies of energy harvesting to support the networks’ nodes and 
communication protocols to be able to reduce the amount of power consumed in the 
transmission of data in the Internet of Things sensor networks are discussed in detail 
throughout the book.

The book is divided into seven chapters: Chapter 1 gives an overview of the 
Green Internet of Things sensor networks. Chapter 2 presents and discusses applica-
tions of wireless sensor networks by characterizing wireless sensor networks into 
three application domains: consumer, commercial, and Industrial Internet of Things 
(IIoT). Chapter 3 shows and describes the design and implementation of smart IoT 
devices through a specific example. Chapter 4 describes the design and simulation 
of a standalone photovoltaic system to support the Internet of Things sensor devices 
following modeling and sizing procedures. Chapter 5 gives an overview of research 
issues and challenges in IoT sensor networks through the 4 tier IoT architecture. In 
Chap. 6, methods, mechanisms, and techniques for securing devices and communi-
cation of sensor data are presented and analyzed. Finally, Chap. 7 highlights some 
areas where further research is needed to come up with robust and lightweight secu-
rity mechanisms for future IoT networks.
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Introduction

The global concerns over the inappropriate utilization of abundant renewable energy 
sources, damages due to the instability of prices of fuel, and fossil fuels’ effect on 
the environment have led to an increased interest in green energy. Besides, conven-
tional/traditional building switching systems (TBSS) used in buildings face many 
problems such as rising electricity prices and insecure wall sockets and switches 
that are vulnerable to misuse. These problems pose inconveniences for the residents 
of such buildings. As a result, in both private and public buildings, there is a desire 
to reduce electric usage, automate appliances, and move towards optimizing the 
electricity usage of buildings. This book presents methods for advancing green IoT 
sensor networks and IoT devices. Three main methods are presented: a standalone 
system to support IoT devices that is informed by the amount of energy the solar 
array system can produce; a model of securing a building’s main power supply 
against unauthorized use; and security of the IoT devices and their networks. For 
each, the book outlines the methods, presents security and privacy issues and their 
solutions. The work suggests a layered approach to expose security issues and chal-
lenges at each layer of the IoT architecture and proposes techniques used to mitigate 
these challenges. Finally, directions and perspectives are drawn and discussed for 
future directions in securing IoT sensor networks, which involves artificial intelli-
gence, blockchain technology, sensor Internet of People, context-aware sensing, 
cloud infrastructure, security and privacy, and the Internet of Everything.
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Chapter 1
Introduction to Green Internet of Things 
Sensor Networks

Adamu Murtala Zungeru, Lucia K. Ketshabetswe, Bokani Mtengi, 
Caspar K. Lebekwe, and Joseph M. Chuma

1.1  Background

It has been observed over the years that an escalating rate of deployments of real- life 
applications of wireless sensor networks (WSNs) is realized. The various applications 
include environmental monitoring, medicine, health care, surveillance, power moni-
toring, structural monitoring, disaster detection, home automation, smart building, 
rescue, smart agriculture, traffic control, and object tracking [1]. Research has identi-
fied WSNs as networks with more limited energy than other wireless networks. Power 
consumption has risen as a major setback that limits network lifetime in these net-
works [1, 2]. This is usually the power lost during transmission of information from 
a source to its destination. This loss is greatly experienced during the transmission of 
this information than during processing [2, 3]. Other limitations of the conventional 
sensor networks include restricted radio bandwidth, memory, processing capability, 
packet size, and high rates of packet loss. Various approaches that aim to reduce this 
loss of power as an effort to extend the network lifetime have been proposed. 
Communication between sensor networks cannot be achieved physically through 
sensor nodes. There is a need for an Internet-based network (Network to Networks 
communications).

Since wireless sensor networks are deployed in larger volumes through several 
tiny elements called sensor nodes that are powered by small rechargeable batteries, 
the networks are faced with a number of limitations that pose a threat to the network 
lifetime. The advancement of the traditional WSNs gave birth to the Internet of Things 
sensor networks. In general, the Green Internet of Things Sensor Networks (GIoTSNs) 

A. M. Zungeru (*) · L. K. Ketshabetswe · B. Mtengi · C. K. Lebekwe · J. M. Chuma 
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2

combined four critical components: “Energy Harvesting,” “Internet,” “Things,” and 
“Sensor Networks.” The simple explanation to this is, “Any device having the capa-
bility and is compatible to connect to the Internet will come under Things.” The term 
refers to a network that connects anything with the Internet, according to established 
protocols. The connection can be through equipment designed for information sens-
ing that conducts an exchange of information for communication purposes. Besides 
communication devices, “Things” include physical objects such as computers, per-
sonal devices including cars, home appliances, or smart devices, medical instruments, 
and industrial systems that are controlled through wireless communication, sensors, 
and “Miscellaneous Objects.” The nodes in the network interact with one another and 
are able to access anything anytime and from anywhere in the system (Network) [4]. 
IoT involves collecting, processing, and use of data for communication. Processing 
big data requires a large capacity for storage and high power consumption. Internet of 
Things is an Internet of three things: (1) people-to-people, (2) People to machine/
things, and (3) Machine/things to machine/things [5]. The increased energy demands 
across the globe already have adverse environmental effects on society. The develop-
ment of technologies to meet the needs of the smart world and sustainability by 
implementing green IoT aims to reduce carbon emission and power consumption. In 
this, it makes it possible for a network to survive for a longer time as it is “Green,” 
meaning that it can self-harvest energy to sustain the nodes in the network. The 
“Green” IoT technologies make it environmentally friendly by focusing on optimiza-
tion of data centers through techniques of sharing infrastructure, which leads to 
increased energy efficiency and lower cost of operation. The inexpensive, low pow-
ered sensors will expand the application of IoT to even smaller objects in any kind of 
environment at affordable prices.

1.2  Internet of Things Sensor Networks

Wireless sensor networks are recognized as vital enablers for the Internet of Things 
[6]. They form a network that senses and control an environment while enabling 
interaction between computers, persons, and the environment. The Internet of 
Things sensor network is a network of networks that can overcome most of the sen-
sor networks’ limitations. This network is made up of smart devices that can be 
identified in the networks. They should also be able to collect and share data over 
the Internet as well as process it. For real-time applications to be realized, storage 
services are made available to cloud platforms where other services can be per-
formed on the data for end-users. End usage of data includes modeling and data 
analysis of the data gathered from the different IoT elements for informed decision 
making [4]. Figure 1.1 illustrates an IoT sensor network, with numerous small-size 
sensor nodes spatially distributed over chosen fields of networks. This makes the 
networks suitable for large-scale deployments. The hardware of a sensor includes 
four parts: the power module (battery), sensing unit, processing unit (usually a 
microcontroller for analog to digital conversion), and the transceiver unit [7, 8]. 
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They work collectively to monitor the sensor field and gather information about the 
environment. They are independent in their organization and communicate with 
each other wirelessly to achieve desired goals. The information that is gathered is 
propagated wirelessly from the source nodes to the sink node by multi-hop or sin-
gle-hop communication [7].

The WSNs connect to the Internet through gateways and base stations. Wireless 
devices like smart phones, servers, and others can connect to the Internet to exchange 
information. Wireless sensor network technologies are advancing, making the cost 
of equipment affordable, thus expanding the market size of applications. The low- 
cost and low-power transceivers make it possible for WSN use in home automation 
and industrial monitoring applications. The goal for researchers and developers is to 
collect and analyze every piece of information around us to improve production 
efficiency and ensure optimal resource consumption.

1.2.1  Green Internet of Things Sensor Networks (GIoTSNs)

Due to the growing awareness of environmental issues around the world, green IoT 
technology initiatives should be taken into consideration. Environmental hazards 
like chemical emissions and energy dissipation normally accompany new inven-
tions and innovations that are brought by new technologies that are needed by the 
world today. Sensors consume lots of power while performing tasks. In networking, 
green IoT aims to identify the location of the relay and the number of nodes that 
satisfy energy-saving and budget constraints [9]. There are three green IoT con-

Fig. 1.1 An Internet of Things sensor network
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cepts, namely design, leverage, and enabling technologies. Design technologies are 
concerned with the energy efficiency of devices, communications protocols, net-
work architectures, and interconnections, while leverage technologies deal with cut-
ting carbon emissions and enhancing energy efficiency. The reduction of negative 
consequences that come with these technologies to save the environment is crucial 
and inevitable. This can be achieved by considering implementing green IoT tech-
nologies to achieve the development of energy-efficient products and services asso-
ciated with IoT Sensor Networks. This action will result in preserving natural 
resources, minimizing the technology impact on the environment and human health, 
waste reduction, efficient utilization of energy, and lower cost of operation. 
Principles of GIoTSNs highlight conservation of energy, that is, switching on only 
facilities that are required while those that are not needed are switched off. Using 
natural energy supply sources like wind, solar, and many others that are freely avail-
able is another way of generating clean energy. Communication technologies that 
improvise on the overall spectral efficiency, modulation techniques, usage of power, 
and frequency operation can be implemented to save energy. Improving IoT sensor 
networks lifetime through the deployment of energy-efficient communication proto-
cols is another option of saving energy as well as migrating to cloud-based process-
ing and storage to reduce operation costs and overcome security, bandwidth, and 
latency problems. Technologies that are associated with GIoTSNs are Smart Home, 
Smart Cities, Smart Grid, and many other Smart technologies [4]. The green Internet 
of Things is expected to bring significant technological developments in the wire-
less sensor network and its applications. The technology will make it possible to 
have a massive amount of sensors, devices, and “things,” which will enable the new 
smart objects to perform certain functions autonomously. In this, communication 
between people and things, and between things themselves enable lower power con-
sumption, and bandwidth utilization is maximized [10].

This book intends to combine the strategies of Energy Harvesting, Communication 
Protocols, and Data Compression to improve the lifetime of the Internet of Things 
sensor networks. Energy Harvesting will help to support the networks’ sensor 
nodes’ energy. At the same time, Communication Protocols will allow the reduction 
of the amount of power consumed in the transmission of data in the networks. The 
reduction of this power consumption can also be achieved through the application 
of Data Compression.

1.3  Energy Harvesting

Sensor nodes have limited energy in their power storage unit, making it challeng-
ing for a sensor node to remain operational for long periods. The solution is for the 
sensor nodes to be able to harvest ambient energy from the surroundings to 
recharge the batteries, which can then directly power the sensor nodes. Energy 
Harvesting is a process whereby energy is extracted from the surroundings and 
stored to supply low-power wireless devices. This is a natural energy that is freely 
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available in the environment. Sources of harvested energy can be radiation, e.g., 
solar, radio frequency (RF), thermal, e.g., heat, mechanical energy sources like 
blood or water flow, vibrations, wind, and many others [11]. Since this energy can-
not directly power small devices like sensor nodes or batteries, they go through a 
process of signal conditioning, rectification, and power conversion. Figure  1.2 
below illustrates a solar energy harvesting process. Optical energy from the sun is 
converted to direct current (dc) energy by the solar panel, and it is further con-
verted by a dc to dc converter to a suitable dc power source, which is sufficient to 
power a sensor node. An energy harvesting system is, therefore, made up of an 
energy harvester, which collects energy from surrounding sources and transforms 
it into electric energy that can power the components of the sensor node like sensor 
unit, processor unit, and communications unit.

The energy management unit then receives the electric energy and processes it 
further. An energy storage unit also forms part of the harvesting system to store 
energy that can be used at a later stage, eliminating the dependency of sensor nodes 
battery power, thereby reducing costs. The reliance on batteries puts limitations on 
implementing WSNs for environmental monitoring applications. Due to the chal-
lenges with changing batteries of nodes regularly, nodes that have depleted their 
batteries are considered dead and cannot participate in the network operation. This 
challenge makes it even more critical to explore energy harvesting aware protocols 
[12]. The choice of a suitable energy harvesting system for a WSN should consider 
its application and area of deployment, where the energy source is abundant [13]. 
Over the past years, there has been a significant improvement in energy harvesting 
technologies, especially in their efficiencies. Energy harvesting devices that are 

Fig. 1.2 Solar energy 
harvesting process
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capable of providing continuous power output from various energy sources such as 
light and temperature based energy for smart building lighting and air monitoring 
applications have entered the market. Other products, such as those capable of con-
verting mechanical vibration into electrical energy use by wireless sensor nodes, are 
also available. The energy made by fingers knocking the desk can support the sensor 
node sending 2 kb data to 100 m away every 60 s [14].

1.4  Communication Protocols

Communication protocols are another effective technique that is used to save power 
in an Internet of Things sensor network. They assist in discovering optimal paths for 
information sharing under existing sets of constraints in the network [7]. Their key 
role is to provide an efficient exchange of information between sensor nodes with 
less or no interruption. A good communication protocol determines better perfor-
mance, reliability, and service of a sensor network [15]. They should be energy 
efficient and adopt optimization methods to enhance sensor nodes’ efficiency in 
routing [4]. Different classes of communication protocols exist depending on the 
various ways in which the data is sent from the source point to the destination and 
also on the sensor network application. Traditionally information can be sent from 
a source node directly to the destination node, a communication process known as 
a single hop, which usually requires high transmission power. Alternatively infor-
mation can be routed through intermediate nodes, which further passes the informa-
tion to the destination node. This is called multi-hop communication and requires 
less transmission power. The whole process of gathering, processing, and forward-
ing information is termed routing and is handled by communication protocols.

1.5  Data Compression

Data Compression reduces the amount of data to be transmitted in the network and 
consequently saves a significant amount of power used for transmission. It is a simple 
and effective power-saving technique that is also robust and without loss. This power 
saving is achieved by eliminating redundant data and, to some extent, at the expense 
of the quality of data [3]. A lossless Data Compression technique is generally used in 
order to prevent loss of data. With lossless Data Compression, the original data and 
reconstructed data after compression (decompressed data) are the same. A block dia-
gram that illustrates a simple Data Compression model is shown in Fig. 1.3.

Considering a stream of data “ABABCCC” in Fig. 1.3, redundant data is removed 
during compression, so fewer bits of data, “2AB3C,” are transmitted along the com-
munications line. During decompression, redundant data is added to reconstruct the 
original symbols. Different Data Compression techniques exist for different appli-
cations. The choice of a Data Compression technique depends on the type of data to 
be transmitted and its application. An energy-efficient Data Compression scheme 
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provides a desirable trade-off between energy used for transmission and energy 
used for processing information [2]. The technique must not be complicated and 
should require fewer resources for compression of data.

1.6  Summary

It is anticipated that combining Energy Harvesting, Communications Techniques, 
and Data Compression will yield high results that will help to improve the network 
lifetime of Internet of Things sensor networks. Since these networks are suitable for 
large-scale deployments, large quantities of data are handled during transmission 
from source to sink. This also includes data that is irrelevant and may add to the 
energy that is wasted during the transmission of data that eventually results in reduc-
ing the network lifetime. The need for a robust and energy-efficient technique to 
minimize data before transmission and transmit the reduced data along optimal 
transmission paths motivated this book. Since wireless sensor networks are deployed 
in larger volumes through several tiny elements called sensor nodes that are pow-
ered by small non-rechargeable batteries, the networks are faced with a number of 
limitations that pose a threat to the network lifetime. The advancement of the tradi-
tional WSNs gave birth to the Internet of Things sensor networks. In general, the 
Green Internet of Things Sensor Networks (GIoTSNs) combine four critical 
 components: “Energy Harvesting,” “Internet,” “Things,” and “Sensor Networks.” 
The simple explanation to this is, “Any device having the capability and is compat-
ible to connect to the Internet will come under Things.” Things can be referred to as 
“Smart Devices,” “Sensors,” and “Miscellaneous Objects.” The nodes in the net-
work interact with one another and can access anything, anytime, and from any-
where in the system (Network) [4]. The network will survive for a longer time as it 

Fig. 1.3 A simple Data Compression model [16]
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is “Green,” meaning that it can self-harvest energy to sustain the nodes in the net-
work. Hence, the batteries carried by the nodes in the network will not deplete as 
they usually do.
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Chapter 2
Applications and Communication 
Technologies in IoT Sensor Networks

Pendukeni Phalaagae, Adamu Murtala Zungeru, Boyce Sigweni, 
Joseph M. Chuma, and Thabo Semong

2.1  Introduction

The application of IoT sensor networks in everyday settings greatly influences the 
quality of people’s lifestyle and transforms conventional products and services into 
innovative solutions. IoT sensor networks enable physical objects to collect infor-
mation from their environment, to share information, and to make intelligent deci-
sions on the information where human decision making may be difficult. IoT sensor 
networks have gained popularity in recent years in real-time applications such as 
smart health, agriculture, Finance, industries, cities, and homes. IoT sensor net-
works involve heterogeneous objects communicating with each other locally or over 
the Internet globally. IoT sensor nodes communicate through wireless technologies 
to transform the traditional operation of objects to smart operation of those objects. 
The devices in the Internet of Things Sensor Networks are wireless and mobile with 
the ability to connect to the Internet through various wireless Internet technologies 
such as RFID, Zig-Bee, Bluetooth, Wi-Fi, and 6LowPAN. Communication tech-
nologies in IoT sensor networks are characterized by low-power consumption, low 
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bandwidth usage, low computation power, and seamless communication of con-
nected devices. IoT sensor networks applications and communication technologies 
are further explained in the next sections.

Fig 2.1 IoT sensor networks application domains
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2.2  IoT Sensor Networks Applications

This chapter presents and discusses applications of wireless sensor networks. In this 
chapter, we characterize wireless sensor networks into three application domains: 
consumer, commercial, and Industrial IoT (IIoT). Figure 2.1 provides a summary of 
domains and their applications [20–22].

2.2.1  Consumer IoT

An example of a consumer IoT application is a smart home. Smart homes, popularly 
known as home automation, are residential areas using Internet-connected devices to 
enable remote monitoring and management of home appliances. The goal of smart 
homes is to provide security, comfort, and convenience to homeowners at the same 
time giving them control over their home appliances often through a smart home 
mobile application on their smart devices [23–25]. A smart home control appliances 
such as lighting, climate, appliances, entertainment, and security systems such as 
access controls and alarm in a home. The functional diagram of a smart home is 
shown in Fig. 2.2. Protocols such as Z-Wave and Zig-Bee enable communication 

Fig. 2.2 Smart home

2 Applications and Communication Technologies in IoT Sensor Networks



12

between smart home systems through mesh network technologies over short-range, 
low-power radio signals. A centralized master home automation controller (smart 
home hub) controls devices in a smart home. The smart home hub is a hardware 
device that interfaces other smart home devices with the ability to sense, process, and 
communicate data wirelessly. The smart hub integrates several  applications into a 
single smart home application for purposes of remote control and management by 
homeowners. Smart home hubs include Google Home, Samsung Smart Things, 
Amazon Echo, and many others. Other smart home systems can be developed from 
scratch using prototyping boards such as Raspberry Pi or even purchased as bundled 
smart home kits. Artificial intelligence and machine learning are increasingly applied 
in smart homes to allow home automation applications to learn about their environ-
ment. This also offers personalized services to homeowners according to their prefer-
ences and patterns using applications that use virtual assistants such as voice-activated 
systems, e.g., Google Chrome. An example of a smart home scenario is a time-trig-
gered event, for example, lowering blinds at a time every single day, or when the 
user’s smartphone approaches the door, the smart lock will unlock or lock the house.

2.2.2  Commercial IoT

Smart cities are more than a trend, but the wave of the future as the world becomes 
more urban by combining smart technology initiatives across the cities. Smart cities 
are urban areas that revolutionize IoT by using sensors to collect data and use the 
data to manage assets and resources efficiently to achieve sustainable urbanization 
[26–28]. With the advent of Internet technologies, cities are digitally transformed to 
improve urban, environmental, financial, and social aspects of urban life. Recently, 
countries such as China, Singapore, the USA, India, and Australia have developed a 
growing interest in building smart cities to improve the quality of life for its citizens. 
In New York, surveillance cameras coupled with AI were installed after the tragic 
9/11 attacks to protect public spaces through public–private partnerships (PPP) 
driven by cities and corporations without public review. In China, social profiling is 
used to monitor political and social behavior and to control access to services such 
as education, housing, and travel. Emerging technologies such as IoT automation 
and machine learning are critical drivers for smart city adoption. Smart city compo-
nents include but not limited to smart manufacturing, smart governance [29], smart 
grids (energy/utilities) [30], smart transportation, smart farming, smart health, smart 
buildings, and smart citizens. Applications of these components include Waste 
Management, Traffic Management, Parking Management, Emergency Services,  
Smart vehicles (Infotainment, Diagnostics), Remote Management [31]. Smart city 
technologies are used to improve public safety with applications ranging from crime 
monitoring to warning systems using sensors for extreme events such as droughts, 
hurricanes, and floods. Intelligent motion sensors are used to conserve energy by 
dimming streetlights when there are no pedestrians or cars on the roadway. Smart 
grids are used to manage power outages and supply power on demand in cities. 
Despite the several advantages of smart cities, challenges such as integrating and 
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processing the big data resulting from a wide variety of data sources remains a chal-
lenge. Other challenges, as outlined in [32] that affect the design of smart city appli-
cations, include cost, smart network infrastructure, data privacy and security, 
population, advanced algorithms, and big data management [33, 34]. The urbaniza-
tion of cities can be achieved through the exponential integration of technologies 
such as IoT, AI, blockchain, and virtual reality for sustainable smart cities.

2.2.3  Industrial IoT

Industrial IoT, also known as Industry 4.0, is a crucial element for factory automa-
tion integrating modern cloud computing, AI, and industries to create intelligent, 
self-optimizing industrial machinery and facilities [29, 35]. Industrial IoT (IIoT) 
uses modern sensor technology to optimize the operational efficiency of different 
types of equipment through remote monitoring and maintenance capabilities in the 
industrial sector of the economy [36]. IIoT takes advantage of data using smart 
machines to capture and perform real-time data analytics for better communication 
and faster and more accurate decisions to drive businesses. IIoT is applied in manu-
facturing specifically for quality control, predictive maintenance, supply chain 
traceability (asset management), and overall efficiency as well as sustainable energy 
management practices. Industrial IoT applications include factories, industries 
(logistics, oil and gas, mining, aviation), smart grids, smart communications, smart 
utilities, smart cities, smart cars, and robotics [37–40]. IIoT technologies such as 
predictive maintenance are used to identify potential issues in equipment before 
they wear and tear and enabling technicians to track and check the status of assets 
within the supply chain and perform preventative measures on the assets. IIoT 
evolved from the distributed control system (DCS) to cloud computing to refine and 
optimize process controls [41].

2.3  IoT Sensor Networks Communication Technologies

The adoption of IoT has birthed the convergence of communication technologies 
and standards to govern how devices connect and share information in the network 
[1–3]. Devices in the wireless IoT network are connected through various forms of 
Internet technologies to enable communication between connected nodes in a net-
work. The IoT devices have different built-in sensors and communication interfaces 
for specific environments. Wireless technologies that support communication at dif-
ferent levels of the IoT architecture to support various modern applications in the 
IoT network are summarized in Table 2.1 [4–7]. Wireless IoT communication tech-
nologies have been classified in terms of transmission range or communication cov-
erage, namely Wireless Body Area Networks (WBANs), Wireless Personal Area 
Networks (WPANs), Wireless Local Area Network (WLAN), and Wireless Wide 
Area Network (WWAN). This section will provide an overview of these state-of- 
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the-art communication technologies in IoT sensor networks. A comparison of these 
communication technologies is presented in Table 2.1.

2.3.1  Wireless Body Area Networks (WBAN)

Wireless Body Area Networks (WBANs) involve technologies with the proximity 
of bodies of individuals. WBAN offers reliable wireless communication within the 
surround of the human body. The proximity technologies involve applications such 
as smart wearables employed in Near Field Communication (NFC) and Radio 
Frequency Identification (RFID). These technologies can interact with various tech-
nologies such as Bluetooth, Zig-Bee, and not limited to wireless sensor networks. 
WBAN is commonly used in health applications as smart wearables, implants, and 
remote patient monitoring also for entertainment applications, emergency services, 
and applications supporting real-time streaming such as voice, data, and video.

 A. NFC
Near Field Communication is a technology that enables data transmission 
between objects within a short-range. NFC is like RFID; devices in this technol-
ogy are assigned a tag for identification purposes. The tag can be read-only or 
rewritable and could later be altered by a device. NFC technology supports the 
connection, commission, and control of IoT devices in different environments 
and is widely adopted in mobile phones, payment systems, and industrial appli-
cations. Authors of [8] proposed an NFC m-ticketing prototype for urban trans-
port systems intending to provide valuable real-time transportation information 
such as ticket and seat availability through mobile phones and smart cards to 
clients. Other services for m-ticketing include self-check-in and out of self- 
ticketing. Mobile ticketing in public transport has been widely adopted in public 
transport in the Netherlands, Japan, Korea using NFC technology, and the 
results have been confirmed by [7, 9, 10].

 B. RFID
Radio-frequency identification (RFID) wirelessly uses electromagnetic fields to 
identify objects, collect data about them, and enter the data into the computer 
with little human interaction [11–13]. The transmission range for RFID is 
between 10 cm up to 200 m for long-range communication. The RFID system is 
composed of a tag which composes of an integrated circuit and an antenna that 
is responsible for relaying information to the RFID reader [14, 15]. The RFID 
reader then translates information collected from the reader in the form of radio 
waves into a meaningful form. The information collected is then sent to the 
computer through a communication interface. The RFID technology is less 
secure, consuming less power and does not need to be position precisely relative 
to the scanner, like in the case of barcodes. RFID is used in various applications 
such as inventory management, asset tracking, ID badging, and access control. 
RFID has, however, raised security issues due to its nature of reading personally 
linked information without any concerns. Several methods have been proposed 
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to address security and privacy issues by securing communication through tag/
reader authentication or digital signatures. Other challenges include easy wear 
of the battery for RFID tags, RFID reader or tag collision, and lack of global 
standards for governing communication among IoT devices.

2.3.2  Wireless Personal Area Networks (WPANs)

Wireless Personal Area Networks (WPANs) define personal networks interconnect-
ing devices centered on an individual’s workspace. WPAN is also known as a short 
wireless distance network for its short distance coverage. A commonly used tech-
nology in WPAN includes Bluetooth, Z-Wave, Zig-Bee, and 6LowPAN for connect-
ing personal user devices such as laptops, PDA, mobile phones, and peripherals [15].

 A. Bluetooth
Bluetooth is a wireless technology based on the IEEE 802.15.1 standard for short-
range communication. This technology covers a transmission range of about 10 m 
using a short wavelength of 5.5 GHz. Bluetooth is characterized by high energy 
consumption and less secure. Bluetooth 4.0, known as Bluetooth Low Energy, 
was introduced by Nokia using fast and low energy consumption. The technology 
applies to various operating systems such as Android, Windows phone, Linux, 
iOS. Today Bluetooth technology has evolved to the latest Bluetooth 5, which has 
four times the transmission of the latter 4.0 technology. Bluetooth supports the 
discovery and setup of services between devices such as mobile phones, tablets, 
and media players.

 B. Z-Wave
Z-Wave is a low-power wireless IoT communication technology used for smart 
homes and small commercial firms. This technology transmits low data rate 
packets for data rate up to 30 kb/s, covering a transmission range of about 30 m 
Z-Wave. It follows a Mesh topology where there are a master device and slave 
nodes, which are low-cost devices-Wave apply to small messages IoT applica-
tions such as lighting and energy control [16]. Z-Wave architecture is presented 
in Fig. 2.3.

 C. Zig-Bee
Zig-Bee is a low-power wireless network technology designed for low-power 
communication that can transmit data over long distances. This technology is 
used in an application that requires a low data rate, long battery life, and security 
features on the networked devices. Zig-Bee is widely used in smart homes and 
industrial control and monitoring applications [17, 18].

 D. 6LowPAN
6LowPAN is a communication technology confirmed by the IETF working 
group that combines the latest version of Internet Protocol (IPV6) and Low- 
Power Wireless Personal Area Networks (Low PANs). This technology allows 
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IoT low-power smart devices with limited processing capabilities to transmit 
information wirelessly using the Internet Protocol. This is a network layer 
encapsulation protocol designed for small networks that allow low power, low 
data rate, lossy networks to build routes and connect to the network and share 
routing information to resource-constrained nodes. The protocol supports cru-
cial pairwise encryption, which is not very effective in protecting nodes from 
attacks. Application areas for 6LoWPAN include automation and entertainment 
applications at home. Thread is an advancement of 6LowPAN technology to 
enable home automation [14, 19].

2.3.3  Wireless Local Area Network (WLAN)

Wireless Local Area Network (WLAN), commonly known as Wireless LAN, is a 
short distance network connection allowing a user to connect to a local area network 
through a wireless radio connection or Bluetooth technology instead of using physi-
cal cables. The Wireless LAN is limited to a small geographical area such as a home 
or office building. WLAN consists of Access points that serve the purpose of trans-
mitting and receiving signals and clients, which include end devices such as IP 
phones, workstations, and personal computers.

 A. Wi-Fi
Wireless Fidelity (Wi-Fi) is a wireless network technology using radio waves 
based on IEEE 802.11 standard to provide wireless high-speed Internet and net-
work connections. This technology uses a non-wired technology using radio 

Fig. 2.3 The Z-Wave 
architecture
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frequency within an electromagnetic spectrum associated with a radio wave. 
Wi-Fi supports various applications and devices such as home networks, mobile 
phones, and remote connections [20, 21].

2.3.4  Wireless Wide Area Network (WWAN)

Wireless Wide Area Network (WWAN) is a wireless network technology that sends 
wireless signals beyond a single building. WWAN spans over a large geographical 
area through mobile and public networks. WWAN may be low power, and a low 
bit-rate wireless network commonly referred to as Low-Power Wide Area Network 
(LPWAN) to carry small packets of information between battery-operated sensors 
[22]. WWAN technologies include cellular, Sigfox, LoRa, and WiMAX.

 A. Cellular Technologies
Technologies behind smartphones enable or empower IoT innovation by con-
necting physical things to the Internet through mobile networks. Cellular net-
works can connect a smartphone to various applications such as Google Maps, 
Facebook, Email, home appliances, and connection to the Internet using tech-
nologies such as GSM, LTE, 3/4/5G [2]. Cellular technologies have a high 
throughput making them an excellent fit for long-distance communication.

 B. Sigfox
Sigfox is a low-power technology for IoT sensor networks, transferring small 
amounts of data over energy-constrained smart objects. Sigfox uses Ultra 
Narrow Band technology, which is designed to handle low data transfer rates of 

Fig. 2.4 The Sigfox architecture
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10–1000 bits per second. The application of Sigfox is in smart meters, street 
lighting, and environment sensors [23–25]. Sigfox architecture is presented in 
Fig. 2.4.

 C. LoRa
LoRa (which stands for long-range) is a de facto technology for wireless IoT 
communication using wireless radio frequency over a long-range, low-power 
wireless technology. LoRa technology easily plugs into existing infrastructure 
enabling secure, low-cost applications through private, public, or hybrid net-
works. This technology spans over a transmission range of about 30 km at a 
transmission rate of 0.3–50 kbps. The interface for LoRa has been designed to 
allow shallow signals to be received at low-power significant transmission 
ranges. LoRa is used across IoT applications ranging from smart homes, 
buildings, agriculture, industries, and cities. LoRa is not suitable for real-time 
applications and only favorable to applications that can tolerate delays due to 
its nature of being limited to the duty cycle. Applications of LoRa technology 
include smart metering, inventory tracking, monitoring, utility applications, 
and automotive industry [26, 27]. The architecture for LoRa technology is 
presented in Fig. 2.5.

 D. WiMAX
Worldwide Interoperability for Microwave Access (WiMAX) is a long-range 
wireless networking technology designed for mobile and fixed connections 
based on the IEEE 802.16 standard. WiMAX was proposed as an alternative to 

Fig. 2.5 LoRa technology architecture
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cable or DSL Internet communication, which is expensive to implement. This 
technology is flexible, offering high-speed broadband service, and easy to 
implement at a low cost compared to a standard DSL connection [1]. WiMAX 
supports voice and video transmissions at transmission rates ranging from 
1 Mbps to 1 Gbps for fixed stations. WiMAX supports several network models, 
such as transferring data over an Internet Service Provider network, fixed wire-
less broadband Internet access, mobile Internet access, and cable Internet access 
for remote users [28, 29]. A WiMAX System consists of two components; A 
WiMAX tower that connects directly to the Internet using high bandwidth and a 
WiMAX receiver in the form of a small box or card or could be built into a lap-
top. This technology uses two forms of wireless connections; the non-line-of- 
sight link where an antenna that sits on a computer connects to a tower 
transferring data at low frequencies ranging from 2 to 11 GHz and the line-of- 
sight connection where the fixed dish antenna points straight at the WiMAX 
tower reaching high data transfer frequencies of 66 Ghz. WiMAX application 
includes Internet access to individuals and cities through a wide range of devices.

 E. EnOcean
The EnOcean wireless standard (ISO/IEC 14543-3-1X) is an emerging technol-
ogy for wireless sensor networks with ultra-low power consumption [2, 27]. The 
wireless sensor network uses energy harvesting technology to draw energy from 
their surroundings. The wireless technology is optimized for use in buildings 
with a radio range of 30 m indoors. The architecture for the EnOcean technol-
ogy is presented in the figure below, as specified by ISO & IEC. Self-powered 
wireless switches and sensors for building automation play a key role in digiti-
zation and enabling innovative services by providing reliable sensor data. 
Wireless sensors collect data without the need of a battery using the energy 
harvesting principle. The architecture of EnOcean technology is presented in 
Fig. 2.6.

Fig. 2.6 The architecture 
for EnOcean technology
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2.4  Summary

In conclusion, IoT sensor networks in the last few years have evolved from just 
interconnected computers or nodes to linking vast areas of the economy ranging 
from personal use to healthcare, supply chain, logistics, transport, infrastructure, 
enterprises, communities, and cities. IoT has not only transformed lives but has also 
affected everyday settings by transforming conventional products and services into 
innovative solutions such as smart cities, smart vehicles, smart industries, fleet 
tracking, and air pollution monitoring, to mention a few. It has been forecasted that 
by the year 2020, 20.4 billion IoT devices will be deployed across the world. As the 
IoT adoption grows rapidly, there is an increasing demand for heterogeneous 
devices to connect to the Internet through low-power communication technologies 
such as Low-Power Wide Area Networks (LPWANs) through various mediums 
such as LoRa, Sigfox, WiMAX, and EnOcean, etc. Other types of communication 
technologies are Wireless Body Area Networks, which are within proximity of a 
person or object such as NFC and RFID; WPAN including Bluetooth, Z-Wave, Zig- 
Bee, and 6LowPAN for connecting personal user devices. However, the selection of 
an appropriate communication protocol depends on the characteristics and require-
ments of the network, such as communication range, data rate requirement, energy 
consumption, frequency band cost, and the nature of the application. With an 
increase in the use of IoT devices, several IoT vulnerabilities are increased. The next 
chapter provides insight into IoT wireless sensor networks security issues and 
challenges.
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Chapter 3
Smart Internet of Things Devices 
and Applications Specific

Jwaone Gaboitaolelwe, Adamu Murtala Zungeru, Joseph M. Chuma, 
Nonofo Ditshego, and Caspar K. Lebekwe

3.1  Introduction

In Chap. 2, we discussed applications and communication technologies in IoT sen-
sor networks. By combining the technologies discussed in Chap. 2 with data gather-
ing, data processing, and decision making, a form of useful intelligence or smartness 
can be added to devices and systems and hence, in turn, make them into smart IoT 
devices and systems. Smart IoT devices can be simply described as devices with 
hardware and software that allow them to exhibit a form of intelligence through data 
gathering, data processing, and decision making with little to no human being 
involvement that is useful to an end-user. Almost any device can be made into a 
smart IoT device, even a simple day-to-day home appliances. Limitations of what 
can be made into a smart IoT device are based on the cost and practicality of the 
device. Examples of smart IoT devices that can be found in a building include smart 
light bulbs, smart kettles, smart switches, smart refrigerators, and many more.

This chapter explores and shows the design and implementation of smart IoT 
devices through an example problem. This is carried out through the solving of a 
specific application example concerning the problem of securing a building's main 
power supply against unauthorized use. Preliminary results and discussions of the 
work reported in this chapter are published in [1]. In this chapter, a description of 
the said problem is made. Following that, the solution and the steps taken to reach 
it are shown. Each section in this chapter shows the methods and procedures under-
taken to design the smart IoT devices used to solve the given example problem. 
Section 3.2 covers the description of the example problem. This includes the prob-
lem definition, aim, and objectives. In Sect. 3.3, the solution design process and 
procedures are covered. This includes system structure, hardware design, and soft-
ware design. Section 3.4 shows the results of the system implementation, and last is 
Sect. 3.5 of which is a summary of this chapter.

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-54983-1_3&domain=pdf
https://doi.org/10.1007/978-3-030-54983-1_3#DOI
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3.2  Description of the Example Problem

This section describes the example problem being considered.

3.2.1  Problem Definition

Electricity is an essential resource with growing demand and increasing cost, hence 
in both the private and public sectors, there is a desire to proactively save and use it 
wisely to save money. However, existing smart home/building systems do not have 
any security and access control measures to control the accessing and use of elec-
tricity from the sockets and switches in the buildings. The absence of security and 
access control for sockets and switches in a building leaves them vulnerable to 
misuse by unauthorized users, which can lead to electricity wastage or damage to 
electrical appliances and property. This is especially problematic for large buildings 
or buildings with shared spaces such as schools, hotels, and flats.

3.2.2  Aim

The aim is to design, implement, and test a wireless sensor network-based smart 
home switching system with two main functions. First, a secured switching system 
to introduce security and access control to a building’s electricity supply and sec-
ond, a model of energy harvesting and storage system to remove the operational 
costs of the smart sockets and switches from a home user electricity bill.

3.2.3  Objectives

The objectives of the work are as follows:

 1. To design security (access control system) for a building's power supply, which 
adds a locking feature such that only authorized personnel can alter the power 
state of the smart sockets and switches in a building.

 2. To design a model of an energy harvesting and storage system for the active 
electronic components, the circuitries and wireless communication for smart 
switches and sockets.

 3. To implement and test the performance of the designed smart home/building 
system and energy harvesting system.

J. Gaboitaolelwe et al.
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3.3  Description of the Example Solution

Based on the aim and objectives that have been stated, the design of the system can 
be broken down into two sections. These being secured smart home switching sys-
tem and an energy harvesting system. This is shown in Fig 3.1. The secured smart 
home switching system has two main functions. Firstly, to provide basic smart 
home functionalities such as centralized local control and remote control. Secondly, 
it adds access control security to a building power supply, starting from the switch 
box up to the sockets and switches.

The energy harvesting system converts solar energy to electrical energy to power 
the electronics components and circuits of the secured smart home switching. In this 
chapter, we shall limit ourselves to the design of the secured smart home switching 
system and its sub-system. Energy harvesting aspects and considerations for a sys-
tem will be discussed in Chap. 4 of the book.

3.3.1  Secured Smart Home Switching System

This section describes the design of the secured smart home switching system. The 
design of the system is divided into four components. Each component is consid-
ered a sub-system of the secured smart home switching system. As shown in 
Fig. 3.1, the secured switching system is divided into four sub-systems: (1) Smart 
hub; (2) Smart socket; (3) Smart switch; and (4) Smart switchboard.

The smart hub is the center of the secured smart home switching system. It pro-
vides centralized control and monitoring of a building's electricity by creating the 
system’s network and acting as a gateway to bridge the internal wireless sensor 
network based on Wi-Fi wireless network technology to an external cellular net-
work using a Global System for Mobile (GSM) capable Universal Serial Bus (USB) 
modem. Through interaction with the smart hub, an authorized user can remotely as 
well as local monitor, control, and lock the power states of smart switches, smart 

Fig. 3.1 Structure of secured smart home switching system based on smart IoT devices and 
applications

3 Smart Internet of Things Devices and Applications Specific
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sockets, and smart switchboard in a building and hence monitor and control the state 
of appliances connected to a buildings power supply.

The smart switches, smart sockets, and smart switchboards are both sensors and 
actuators of the system. They are used to control the flow of AC electricity to appli-
ances in a building based on the commands wirelessly communicated from the 
smart hub or based on sensed input from a user’s physical interaction with the 
switches present on them.

Figure 3.2 shows an overview of the entire system. The system has two power 
sources; one is the energy harvesting system, and the other is the main powerline 
from a power grid into a building. The solid black lines represent Alternating cur-
rent (AC) electricity from the power grid, and the thick dashed lines depict the 
Direct current (DC) electricity from the energy harvesting system. By implementing 
this system in homes and buildings, it can be used to monitor, control, and secure 
the electricity supply of a building.

3.3.2  Smart Hub Design

3.3.2.1  Smart Hub Functions

The role of the smart hub is to act as an interface between the user, smart switch-
board, smart switches, and the smart socket. It is responsible for processing the data 
it receives and transmitting responses to the end nodes or displaying the relevant 
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information based on user requests. The requirements of the smart home hub are as 
follows:

 1. Have two methods of user input. That is via internal keypad or wirelessly through 
Short Message Service (SMS).

 2. Have two methods of relaying information to a user. That is via the internal dis-
play monitor or wirelessly through SMS service.

 3. Wirelessly turn on and off the power state of the smart switches, smart sockets, 
and smart switchboard.

 4. Wirelessly lock and unlock the ability to change the power state of the smart 
switches and smart sockets.

3.3.2.2  Smart Hub Hardware Selection

Processing Unit
In selecting the processing unit for the smart hub, a series of considerations are 
made. Since the smart hub acts as the core of the smart house system, it performs 
most of the duties that require processing, storing, and transmitting data from the 
smart sockets, switches, and switchboard devices. Based on the anticipated work-
load and leaving room for flexibility in terms of hardware interfaces and program-
ming language options, a single-board (SBC) computer is a better suit as compared 
to microcontrollers. Out of the available SBC's, the selection is narrowed down to 
products form the Raspberry Pi foundation due to their large support community, 
easily accessible documentation, and good technical support. From the available 
SBC's the Raspberry Pi 3 Model B+ board computer [2] is selected.

Display Unit
One of the very important features of a display is to provide users with a good visual 
interface that is readable and understandable. The bigger the display, the easier it is 
to interact with a system, and the smaller the display is, the harder and longer it is 
to retrieve visual information. The price of displays is influenced by the technology 
used in its design and also the size. Hence bigger displays cost more. Touch screen 
displays act as both input and output devices. Their main disadvantage is their high 
cost compared to regular displays. The monochrome 20 × 4 LCD is selected to be 
the balance between screen size and readability. It is big enough to not strain the 
user’s eyes when reading but also not too costly as compared to touch screens.

Input Method
A 4 × 4 matrix membrane is chosen as the input device for the smart hub. The key-
pad has both numerical and alphabetic characters, and hence through a thoughtful 
user interface design, a membrane keypad can be used to navigate through the dif-
ferent options and features provided by the smart hub. These options include actions 
such as entering pin codes for access control or interacting with the alphabet keys to 
perform some special tasks such as selecting options and navigating through menus 
in the smart hub.

3 Smart Internet of Things Devices and Applications Specific
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GSM Module
To add SMS functionality to the smart hub, the Huawei E 303 USB modem capable 
of GSM/GPRS communication is used to create a link between a user's GSM/GPRS 
enabled phone and the smart hub processing unit. GSM is an architecture used for 
mobile communication in most countries. GPRS is a packet-oriented mobile data 
service that is an enhancement of GSM systems that enables a higher data transmis-
sion rate and connection to the Internet. A GSM/GPRS module is a chip or circuit 
that is used to establish communication between devices and a GSM or GPRS sys-
tem. GSM/GPRS modems consist of GSM/GPRS modules assembled with a power 
supply circuit and communication interfaces (UART, RS 232, USB, and others).

3.3.2.3  Smart Hub Block Diagram

Figure 3.3 shows the block diagram of the smart hub. The smart hub blocks com-
prise of a Raspberry Pi single-board computer, a USB dongle GSM modem, a 4 × 4 
membrane keypad, and a 20 × 4 monochrome LCD screen. The GSM modem cre-
ates a link between the smart hub and a user’s cell phone. The LCD screen provides 
visual data for the user interface. The keypad is an input device for the system’s user 

Fig. 3.3 Data flow between smart hub components
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interface. The Raspberry Pi acts as both the smart home system control and network 
access point for the smart switchboard, smart sockets, and smart switches.

3.3.2.4  Smart Hub Circuit Schematic Design

Figure 3.4 shows the schematic diagram of the smart hub device made using circuit 
design and simulation software Proteus. In designing the smart hub circuit, all the 
pins of the keypad and signal pins of the LCD screen are connected to the Raspberry 
Pi GPIO pins. The GSM module is connected to the Raspberry Pi through the inbuilt 
USB port. Through software, instructions will be sent to write on the LCD screen 
and to read the state of the keypad buttons. The LCD screen contrast is controlled 
by the use of a potentiometer.

3.3.2.5  Smart Hub PCB Designs

Figure 3.5 shows the PCB design of the smart hub designed using PCB design soft-
ware KiCAD. The PCB design of the smart hub is based on the use of 2.54 mm male 
pin headers and a female to female pin header cables to connect the Raspberry Pi to 
the PCB board. To connect the LCD screen and the keypad, 2.54 mm Female pin 
header is used.

Fig. 3.4 Smart hub circuit diagram
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3.3.2.6  Smart Hub Software Design

Procedures and flowcharts 1–5 show the operation of the smart hub and are used in 
system software design. The procedures are used to aid in the software implementa-
tion of the smart home hub of which is written in a python script language.

Procedure 1: System-Locked Description: When the system is locked, a pin code 
request is displayed on the smart hub LCD screens. A user must enter the correct pin 
code using the inbuilt keypad to be granted access to the system. Entering a wrong 
pin code by a user leads to an error message to be displayed on the smart hub LCD 
screen. The smart hub LCD screen then displays a new pin code request for a user 
to retry. A correctly entered pin code leads to the display of access granted message 
to indicate successful unlocking of the smart hub. After the display of a successful 
unlock message, the smart hub proceeds to the system-unlocked procedure. The 
flowchart in Fig. 3.6 shows the performed actions.

Procedure 2: System-Unlocked Description: When the system is unlocked, a user 
is granted permission to look at the status of the available smart sockets and smart 
switches. Whenever there is any change caused by the manual switching off/on of 
an unlocked smart socket/switch in the network, the system refreshes the LCD 
screen and reflects the real-life state of the smart sockets and smart switches. If there 
is an SMS sent by a user to the smart hub, the system processes the message and 
sends commands to the affected smart sockets/switches and then updates the LCD 
only if the SMS command is valid. Apart from looking at the states of the smart 

Fig. 3.5 Smart hub PCB designs
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Fig. 3.6 (a, b) System locked flowchart
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home switches/sockets, a user can also modify their states. This is accomplished by 
selecting an available smart switch or smart socket by entering the number associ-
ated with the device. Having selected the device, the Target-Device-Edit procedure 
is called, and the user can then modify the power state or lock state of the selected 
device. If the user is satisfied with the changes made and does not desire to make 
further changes, they can press on the keypad and go back to the system locked 
state. The flowchart in Fig. 3.7 shows the action.

Procedure 3: Target-Device-Edit Description: This is the procedure called upon 
by the system-unlocked procedure when a user wants to change the power state or 
lock state of smart home socket or smart home switch device (Smart Devices) power 
state or lock state. The procedure performs this by displaying a blinking cursor over 
the state (power state or lock state) that is being modified. Interacting with the key-
pad, it allows a user to toggle a blinking cursor between the two states (power state 
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Fig. 3.7 (a, b) System unlocked flowchart
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or lock state), toggle the value of the states (on/off or unlocked/locked) and return 
to the system-unlocked procedure. The flowchart in Fig. 3.8 shows the procedures.

Procedure 4: MQTT-Call Description: The MQTT-Call is a procedure that is 
needed whenever the smart hub receives an MQTT data packet. The procedure 
extracts information from the data packet and executes the instructions contained in 
the packet before returning to the function that called it. The flowchart in Fig. 3.9 
shows the procedures.

Procedure 5: GSM-Call Description: The GSM-Call is a procedure that is called 
whenever the GSM module receives an SMS data packet. The procedure extracts 
information from the SMS and executes the instructions contained in the packet 
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Fig. 3.8 (a, b) Target-device-edit flowchart
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before returning to the function that called it. The flowchart in Fig. 3.10 shows the 
procedures.

3.3.2.7  Smart Hub Test

The smart hub is connected to a 5V lab power supply through the USB power port 
located on the Raspberry Pi. The smart switch, smart socket, and smart switchboard 
are connected, as explained in their tests. Once the smart hub is powered on, it 
establishes a Wi-Fi access point that the smart devices connect to. Table 3.1 shows 
the results of the smart hub tests.
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3.3.3  Smart Switch And Smart Socket Design

3.3.3.1  Smart Switch Functions

The role of the smart switch is to act as a remote switch that can be turned on or off 
either by commands wirelessly sent from the smart hub or physically by a user. It 
has two modes of security; these are unlocked and locked.

The requirements of the smart switch are as follows:

 1. To switch an appliance on or off based on commands from the smart hub

Start

Data a 
command ?

Process Received MQTT data
packet

Yes

Send MQTT data packet to Target-
Devices

Update Device-Database

Return

No

Fig. 3.9 MQTT call 
flowchart

3 Smart Internet of Things Devices and Applications Specific



40

 2. or the action of a user manually pressing on the inbuilt switch to change between 
the two power states (ON/OFF);

 3. Send the state of the switch (ON/OFF) to the smart home hub;
 4. Lock the state of the switch (on/off) so that it cannot be manually turned ON/

OFF when commanded by the smart hub.

3.3.3.2  Smart Socket Functions

The role of the smart socket is to act as a remote socket that can be turned on or off 
either by commands wirelessly sent from the smart hub or physically by a user. It 
has two modes of security; these are unlocked and locked.

Start

Information 
Requested ?Extract information from Device-Database

Send GSM SMS response 

Process Received SMS

No

Action 
Requested ?

Yes

Send Target-Devices MQTT 
command data packet 

Update Device-Database

Send GSM SMS success response 
to Cellphone

Return

Yes

No Send GSM SMS error response to 
Cellphone

Fig. 3.10 GSM call flowchart
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The requirements of the smart socket are as follows:

 1. To switch the circuit, it controls on or off based on commands from the smart 
hub or the action of a user manually pressing on the inbuilt switch to change 
between the two power states (On/Off);

 2. Send the state of its switch (on/off) to the smart hub;
 3. Lock the state of its switch (on/off) so that it cannot be manually turned on/off if 

commanded by the smart hub.

3.3.3.3  Smart Switch/Socket Hardware Selection

Processing Unit
Based on the requirements of the smart socket and smart switch, the Adafruit 
Huzzah32 breakout board based on the Espressif Systems ESP WROOM32 micro-
controller [3] is selected as a suitable processing unit for the smart devices. The 

Table 3.1 Smart hub test results

Test Current load state Expected load state Test results

Turn ON
smart socket

OFF ON Positive

Turn OFF
smart socket

ON OFF Positive

Turn ON
smart switch

OFF ON Positive

Turn OFF
smart switch

ON OFF Positive

Turn ON
smart switchboard
Relay 1-4

OFF ON Positive

Turn OFF
smart switchboard
Relay 1-4

ON OFF Positive

Lock
smart socket

Unlocked Locked Positive

Unlock
smart socket

Locked Unlocked Positive

Lock
smart switch

Unlocked Locked Positive

Unlock
smart switch

Locked Unlocked Positive

Receive SMS
Command

N/A N/A Positive

Execute SMS
command

N/A N/A Positive

Send SMS
reply

N/A N/A Positive
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advantages of an ESP32 based microcontroller over existing microcontroller tech-
nologies include its built-in wireless communication module capable of both Wi-Fi 
and Bluetooth standards of communication, a wide range of peripheral interfaces, 
and relatively fast CPU core that is useful for tasks such as data encryption.

Switching Unit
An electromagnetic relay is used to control the on or off status of electrical appli-
ances. The dc coil is rated 5V and contacts rated for 230V at 15A, since the coil 
voltage rating is greater than the selected microcontroller’s output voltage. The 
relay is paired with a switching transistor circuit for controlling its state.

3.3.3.4  Smart Switch/Socket Block Diagram

Figure 3.11 shows the block diagram of the smart socket and smart switch. The 
smart switch and smart socket both have a wireless point to point connection with 
the smart hub through the selected microcontroller’s built-in Wi-Fi module. The 
smart socket and smart switch connect to an external switch through which a user 
can use to turn the smart socket or smart switch on/off. A relay module enables the 
control of ac mains electricity based on signals from the microcontroller.

3.3.3.5  Smart Switch/Socket Circuit Schematic Design

Figure 3.12 shows the schematic diagram of the smart switch and smart socket made 
using circuit design and simulation software Proteus. The main part of the circuit is 
the relay and transistor combination that is used to control the high voltage AC (230V) 
used by appliances in a building through a digital signal from the ESP32 microcon-
troller’s general-purpose pin. When turning on an appliance, the ESP32 breakout 
board will output 3.3V of which will bias the base of the NPN transistor. When acti-
vated, the transistor will allow current to flow from the collector to the emitter and 
hence turn on the relay which will in turn switch on the AC load. To detect the press 
of the switch present on the smart socket and switch, the switch is connected to the 

PUSH BUTTON
SWITCH

SMART SWITCH
OR

SMART SOCKET
ESP32 WIFI MODULE

SMART HUB
RASPBERRY PI

RELAY MODULE

WIRED
DATA FLOW

IN

WIRELESS
DATA FLOW

IN/OUT

WIRED
DATA FLOW

IN

Fig. 3.11 Data flow between the smart switch and smart socket components
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microcontroller general-purpose pin and ground. The powering of the switch is car-
ried out through the microcontroller's internal pull-up resistor. The switch debounc-
ing is carried out in software.

3.3.3.6  Smart Switch/Socket PCB Designs

Figure 3.13 shows the PCB board designs of the smart switch and smart socket 
designed using PCB design software KiCAD. When designing the PCB board, wide 
PCB tracks are used for the tracks between the relay module, AC live wire terminal, 
and appliance line terminal. To improve safety, enough spacing/clearance above 
2 mm is left between the AC copper tracks and the microcontroller signal tracks. To 
connect the microcontroller board, 2.54 mm Female pin headers are used.

3.3.3.7  Smart Socket And Smart Switch Software Design

Procedure, pseudocode, and flowchart 6 describe the operation of the smart switches 
and smart sockets. It is used in system software design. The procedure is used to aid 
in the software implementation of the smart switch/socket of which is written in 
C++ script language.

Fig. 3.12 Smart switch and socket circuit diagram

Fig. 3.13 Smart socket/switch PCB design
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Procedure 6: Smart Socket/Switch-Main-Loop Description: This is a procedure 
that is used by the smart sockets and smart switches when they receive an MQTT 
data packet command from the smart hub or when a user has pressed the local 
switch on the socket or switch. When a command is received, it is processed to 
check whether it affects its power state or the lock state of the device. If the com-
mand is to change the lock state, it then deactivates any commands from the local 
switch until the switch is unlocked. If the command is to change the power state, it 
toggles the current power state of the switch or socket. Apart from a command from 
the smart hub, if it receives a command from the local switch, it is first checked 
whether the switch is locked or not. If the switch is locked, the pulses from the 
switch are ignored, but if it is not locked, it toggles the power state of the smart 
switch or socket and then updates the smart hub of the change in the state by send-
ing an MQTT message. The flowchart in Fig. 3.14 shows the procedures.

Pseudo Code 6:
1.    START
2.    Connect to Smart-Hub Wi-Fi network
3.    Establish MQTT connection with Smart-Hub
4.    WHILE forever
5.        Scan for MQTT commands
6.        IF MQTT-Data available
7.            THEN
8.            Power-State = MQTT-Data * B(01)
9.            Lock-State = MQTT-Data * B(10)
10.      ENDIF
11.      Scan Push-Button
12.      IF Push-Button pressed
13.          THEN
14.          IF Lock-State = 0
15.              THEN
16.              Toggle power state
17.              Send MQTT data packet to Update Smart-Hub
18.          ENDIF
19.      ENDIF
20.  ENDWHILE

3.3.3.8  Smart Switch and Smart Socket Test

The smart switch is connected to a 5V lab power supply through the DC input 
power terminal block. A 230V 50 Hz live wire from an AC power source is con-
nected to the smart switch through the AC input power terminal, and an AC bulb is 
connected as a load on the AC output terminal end. A push-button switch is con-
nected to the switch input terminal block. Since both the smart switch and smart 
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Start

MQTT-DATA
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Power-State = MQTT-Data * B(01)
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Fig. 3.14 Smart socket 
and smart switch flowchart
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socket are of the same design, the tests and connections made on the smart switch 
are the same as those of the smart socket. Table 3.2 shows the results.

3.3.4  Smart Switchboard Design

3.3.4.1  Smart Switchboard Functions

The role of the smart switchboard is to act as a remote switchboard capable of turn-
ing on or off the distribution lines in a building after the electrical panels, circuit 
breakers, and safety switches installed in the building's main switchboard. By doing 
so, users have control over buildings mains lines such as the lights mains and power 
sockets mains can be turned on and off.

The requirement of the smart switchboard is as follows:

 (a) To switch the main distribution lines of a building on or off based on commands 
from the smart hub.

3.3.4.2  Smart Switchboard Hardware Selection

Apart from the absence of an input switch, the hardware selection for the smart 
switchboard is the same as that of the smart socket and the smart switch. It uses the 
same main components, such as the microcontroller and relay modules.

3.3.4.3  Smart Switchboard Block Diagram

Figure 3.15 shows the block diagram of the smart switchboard. Comparable to the 
smart switch and smart socket, the smart switchboard has a wireless point to point 
connection with the smart hub through the built-in Wi-Fi module. The relay mod-
ules enable the smart switchboard to control the state of the distribution lines from 
a building’s switchboard.

Table 3.2 Smart socket and smart switch test results

Lock state Test Current load state Expected load state Test results

Unlocked Turn ON
Load

OFF ON Positive

Turn OFF
Load

ON OFF Positive

Locked Turn ON
Load

OFF OFF Positive

Turn OFF
Load

ON ON Positive
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3.3.4.4  Smart Switchboard Circuit Schematic Design

Figure 3.16 shows the schematic diagram of the smart switchboard made using 
circuit design and simulation software Proteus. Alike the smart socket and smart 
switch circuit, the main part of the smart switchboard circuit is the relay and transis-
tor combination that is used to control the high voltage AC (230V) through a digital 
signal from the ESP32 microcontroller’s GPIO pin. The design is repeated four 
times, therefore giving the smart switchboard capability of controlling up to four 
AC lines.

SMART SWITCH BOARD
ESP32 WIFI MODULE

RELAY MODULES

WIRED
DATA FLOW

IN

WIRELESS
DATA FLOW

IN/OUT
SMART HUB

RASPBERRY PI

Fig. 3.15 Data flow between smart switchboard components

Fig. 3.16 Smart switchboard circuit diagram
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3.3.4.5  Smart Switchboard PCB Design

Figure 3.17 shows the PCB board design of the smart switchboard designed using 
PCB design software KiCAD. Comparable to the smart socket and smart switch 
PCB design, wide PCB tracks are used for the tracks between the relay modules, AC 
live wire terminals, and appliance line terminals. Safety is also observed by ensur-
ing enough spacing/clearance above 2 mm between the AC copper tracks and the 
microcontroller signal tracks. To connect the microcontroller board, 2.54  mm 
Female pin headers are used.

3.3.4.6  Smart Switchboard Software Design

Procedure, pseudocode, and flowchart 7 describe the operation of the smart switch-
board. It is used in system software design. The procedure is used to aid in the software 
implementation of the smart switchboard of which is written in C++ script language.

Procedure 7: Smart switchboard Description: This is a procedure that is used by 
the smart switchboard when it receives an MQTT data packet command from the 
smart hub. When a command is received, it is processed to extract the main appli-
ance line that is to be turned off or on. Having obtained the appliance line, the power 
state of the line is set according to the command from the smart hub. The flowchart 
in Fig. 3.18 shows the procedures.

3.3.4.7  Smart Switchboard Test

The smart switchboard is connected to a 5V lab power supply through the DC input 
power terminal block. Live wires from 230V 50 Hz AC power source are connected 
to the smart switchboard at AC input power terminals, and AC bulbs are connected 

Fig. 3.17 Smart Switchboard PCB design
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as loads on the AC output terminals end. The smart switchboard has no input switches 
and is controlled by commands from the smart hub. However, temporary switches 
were used in the testing of the smart switchboard. Table 3.3 shows the results.

Pseudo Code 7:
1.    START
2.    Connect to Smart-Hub Wi-fi network
3.    Establish MQTT connection with Smart-Hub
4.    WHILE forever
5.        Scan for MQTT commands
6.        IF MQTT-Data available
7.            THEN
8.            IF MQTT-Data = 1
9.                Toggle relay 1 power state
10.       ELSE IF MQTT-Data = 2
11.                Toggle relay 2 power state
12.       ELSE IF MQTT-Data = 3
13.               Toggle relay 3 power state
14.       ELSE IF MQTT-Data = 4
15              Toggle relay 4 power state
16.      ENDIF
17.  ENDWHILE

3.4  Implementation of the Designed Solution

This section presents the results of the system implementation. Once having 
designed and tested the individual sub-systems of the secured smart home switching 
system, the sub-systems are integrated to create a complete Smart IoT system 
implementation. The implementation is carried out in two parts. First, it is imple-
mented in a scaled-down version of a house, shown in Fig. 3.19 and then imple-
mented in an actual sized room, shown in Figs. 3.20, 3.21, 3.22, and 3.23.

Figure 3.19 is a picture of the implementation of the designed Smart IoT system 
as a scaled-down version of a house.

Figures 3.20, 3.21, 3.22, and 3.23 are pictures of the implementation of the 
designed smart IoT system implemented in an actual sized room.

Table 3.3 Smart switchboard test results

Test Current load state Expected load state Test results

Turn ON Relay 1–4 OFF ON Positive
Turn OFF Relay 1–4 ON OFF Positive
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3.5  Summary

In this chapter, we report on the design and implementation of smart IoT devices 
and applications through the solving of an example problem of adding security and 
access control to a building's mains electricity. Through this chapter, one should 
now be familiar with the design process of making smart IoT devices. We first 

Fig. 3.19 Picture of Prototype 1 smart switch and smart sockets

Fig. 3.20 BIUST Off-Grid secured smart house front side picture
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described the said problem through problem definition, aim, and objectives. We 
then covered the methods and procedures undertaken to design the smart IoT 
devices used to solve the given example problem through the system structure, hard-
ware design, and software design. Finally ended with showing the results of the 
system implementations.

Fig. 3.21 BIUST Off-Grid secured smart house inside-picture

Fig. 3.22 Secured smart home switching system smart switch implementation

J. Gaboitaolelwe et al.
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Chapter 4
Design of Photovoltaic System for IoT 
Devices

Adamu Murtala Zungeru, Joseph M. Chuma, Dauda Duncan, Bakary Diarra, 
Modisa Mosalaosi, Bokani Mtengi, and Jwaone Gaboitaolelwe

4.1  Introduction

In Chap. 3, we discussed the design and implementation of smart IoT devices through 
an example problem. This was carried out through the solving of a specific applica-
tion example concerning the problem of securing a building's main power supply 
against unauthorized use. However, the smart IoT devices use most of the supply 
energy; hence, the need to self-power smart homes. In this chapter, we report on the 
design procedure and implementation of a photovoltaic system for the IoT devices.

The increasing world population growth and improving standards of living in 
developing nations add to the escalated energy demands. Technological advance-
ments have resulted in increased use of products that require energy, leading to 
significant efforts made by countries to meet the demand by burning more fossils 
for energy production. However, fossils are finite and cause more harm to the 
environment than renewable energy sources. Even with environmental concerns 
and unreliable fossil costs, industries around the world are still dependent on fos-
sils for better power quality and efficiency. For developing countries, the chal-
lenge remains the ability to supply quality power to remote and off-grid areas. 
Renewable energy sources, especially solar, become a solution of choice. 
Technological advancements offer capabilities for the generation of renewable 
energy, storage, and off-grid design for localized usage. Off-grid photovoltaic sys-
tem is a standalone source and alternative to conventional sources of power sup-
ply. Recent surveys show that the off-grid photovoltaic system delivers reduced 
routine cost options compared to the usual conventional power generator [1–5]. 
An extension of the work presented in this chapter is published in [10]. However, 
the photovoltaic system has an initial higher cost of installation, while the conven-
tional power generator has a higher running cost [6–9]. Even with the initial high 
costs of installation, off-grid systems offer long term economic benefits and 
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energy access to regions where renewable energy sources are abundant. Off-grid 
photovoltaic system is a scheme that processes ambient solar irradiance and con-
verts it into functional electrical energy for electrical loads. In designing an energy 
harvesting system for a load of 2000 W, sequentially technical specifications of 
the energy transducer, the power conditioner, and energy bank are determined. 
The photovoltaic transducer is one of the most common energy transducers which 
harvests its energy from abundant solar irradiance in the ambient. The efficiency 
of the transducer depends mainly on ambient irradiance and temperature, relying 
on the time of the day and season of the year as well as its characteristics. The goal 
of the power conditioner is to maximize the output of the energy transducer by 
optimally matching the impedances of the transducer and the load. Also, it has the 
capability to adapt to varying inputs and consequentially variations of current and 
voltage levels at the load. In order to improve the power conditioning efficiency, 
Maximum Power Point Tracking (MPPT) is incorporated to achieve maximum 
power transfer [10–12]. The MPPT keeps on adjusting the duty cycle of a power 
switch of the DC–DC converter, accordingly, as the ambient temperature and solar 
irradiance fluctuates. Although, in Africa context, particularly in Botswana, it 
receives more than 2000 KW/m2 of irradiance in an hour [13], which is enough to 
exploit.

This chapter intends to report on the design of a solar array system to be used as 
a sole energy driver for a standalone photovoltaic system used in powering smart 
devices in the smart homes. The design is preceded by determining the number of 
solar panels required to optimize the available space on the rooftop of a portacabin 
to be used as a self-sufficient energy house. In general, the design of a solar system 
is informed by the load intended to be driven. The load (usage) is determined either 
by performing calculations of the amount of energy required by the local appliances 
using nameplate specifications provided by the manufacturer, or by consulting the 
utility energy usage report. In this case, however, a different design process was fol-
lowed due to certain constraints. Specifically, the load that the system can support is 
sized, which is the opposite of the traditional approach. This is particularly relevant 
to consumers with limited/fixed spaces. Therefore, this is a bottom-up strategy (siz-
ing the load as opposed to sizing the solar array system). The significance of this 
approach is that, generally, the space is readily available in the form of home, fac-
tory, or office roofing. The traditional approach (top-down strategy where the solar 
system is sized based on the target load), however, requires flexibility in space avail-
able to meet the target load, a luxury that may not always be afforded to consumers 
especially in congested cities. As such, the design process proposed herein allows 
the consumer to make an informed and realistic decision on which loads may be 
shed off the grid. The design process presented here is inherently scalable depen-
dent on the available roof area, solar panel output, and footprint; therefore, it is 
suitable for homes, factories, and office spaces.
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4.2  Technical Specifications of the Design

The chapter reports on the design of a solar array system to be used as a sole energy 
driver for the departmental green Internet of Things office devices. The design is 
preceded by determining the number of solar panels required to optimize the avail-
able space on the rooftop of a portacabin to be used as a self-sufficient energy house. 
Details of the design reports and results are presented in [10]. The load (usage) is 
determined either by performing calculations of the amount of energy required by 
the local appliances using nameplate specifications provided by the manufacturer or 
by consulting the utility energy usage report. In this case, however, a different 
design process will be followed due to certain constraints. Specifically, the load that 
the system can support will be sized, which is the opposite of the traditional 
approach. The limitations of this system design, as mentioned earlier, are as follows:

• Spatial constraints: the spatial limitation due to the fixed size of the target roof.
• Solar panel size: the number of panels in an array is determined by the size of 

individual panels. The choice will be limited by the available panels.
• Single panel output: different solar panels have different power outputs. The 

more is the power, the better it will be over a given area of space. In this design, 
there will be a choice between 150 W (at 12 V), 100 W (at 18 V), and 80 W 
output panels. Space manipulation will play a role since, in general, the more 
power, the bigger the size of the panel (for a specific manufacturer design).

• Array output: it is determined by the size of the array, which is determined by the 
output of individual units as well as the array configuration.

The rest of the design in terms of battery size, charge controllers, and inverters 
will depend on the size of the array (output power). The charge controllers at our 
disposal may not be sufficiently specified for the array application since they are 
specified for individual solar panels (input voltage 14–30 V at open circuit (12 V 
nominal voltage) and 6 A/10 A current output). The physical layout of the solar 
system array atop the house is shown in Fig. 4.1. There is a choice of using the 
150 W or 100 W rated solar panels. Moreover, the actual layout may be in a land-
scape or portrait manner. The 150  W rated solar panels have dimensions 
124 × 1.4 × 84 cm, while the 100 W panels are 120 × 3 × 54 cm in dimensions. 
These physical dimensions are used to determine the possible grid layout scenarios 
shown in Fig. 4.1. The output characteristics of each grid layout will be assessed in 
terms of output power, voltage, and current ratings. The ratings will not be deter-
mined until the wiring configuration (series, parallel, or hybrid connection) is taken 
into consideration. Figures 4.2 and 4.3 show the series and parallel configurations 
for the grid assembly, and a hybrid may also be considered.
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Fig. 4.1 Solar panel array layout (a) using 150 W panel units in a (4 × 3) grid (b) using 150 W 
panel units in a (7 × 2) grid (c) using 100 W panel units in a (5 × 4) grid, and (d) using 100 W panel 
units in a (10 × 2) grid

Fig. 4.2 Series array configuration using four (4) solar panels

Fig. 4.3 Parallel array configuration using four (4) solar panels

The configuration chosen for the grid layout determines the charge controller, 
battery bank, and the inverter size. The behavior of the final grid configuration is 
governed by basic Kirchhoff’s laws. The capacity of the solar system is determined 
by the number and rating of individual solar panels. The grid layout of Fig. 4.1c will 
have a capacity of (100 × (5 × 4)) W = 2000 W, while that of Fig. 4.1b has a capacity 

A. M. Zungeru et al.



59

of (150 × (7 × 2)) W = 2100 W. Based on the available space and size of a single 
100 W panel unit, both the portrait and landscape array layouts (Fig. 4.1c, d) yield 
the same capacity of 2000 W. Once the configuration is chosen, the voltage and cur-
rent rating of the solar array will be determined. The system size must match up 
with the inverter size, which generally comes in numerous sizes.

In the series configuration of Fig. 4.2, we apply Kirchhoff’s voltage law (KVL) 
in the loop. In such a circuit, the voltage of all the components combines in a sum-
mative manner, while the current remains the same. That is, the output current rating 
of the array will be the same as that rate of a single unit. However, the voltage rating 
of the array will be the sum of all the voltages rated across each solar panel. 
Alternatively, the voltage rating of the array is n (the number of solar panels in the 
array) times the voltage rating of a single solar panel since all the panels are identi-
cal. The advantage of this configuration is that the output current of the array is 
minimized, which enables the design to employ smaller sized wires. In terms of 
wire sizing, it is common knowledge that the wire size is proportional to the amount 
of current flowing through the wire. Therefore, each wire is rated for a specific 
amount of current flowing through it. The smaller is current, and the smaller is the 
size of the wire.

The alternative solar array configuration is the parallel type, which is shown in 
Fig. 4.3. In this configuration, Kirchhoff’s current law (KCL) is applied at any of the 
two nodes. The current output of the solar array is equal to the sum of an individual 
rated output current of the panels, which is equivalent to n (the number of solar 
panels in the array) times the current rating of a single solar panel. Since the panels 
are in parallel, the same voltage that appears across each individual solar panel will 
similarly appear across the output of the array. That is, the solar array system will 
have the same voltage rating as the individual panels that constitute it. In compari-
son with the series configuration, one quickly notices the stark difference in the 
output current of the respective arrays. The parallel configuration will need much 
thicker wires out of the panels in order to withstand the output current as compared 
to the series configuration. Moreover, the requirements of the charge controller will 
be higher (usually translates into hefty prices) than that of the series configuration. 
However, the series configuration is prone to the effects of shading. When one of the 
panels is shaded, the entire array system is driven off. This is typical of series cir-
cuits when the loop is opened at any part of the circuit, and the current ceases to flow 
to the output.

On the contrary, in the parallel configuration, if one of the panels is shaded, only 
its contribution will be missed. The issues narrated above are not just peculiar to 
shading; the same will apply if a panel malfunctions or ceases to operate for what-
ever reason. Using Fig. 4.3 as an example, if one-panel malfunctions, the system 
will operate at 75% capacity as opposed to not be available. The technical specifica-
tions of the design considerations are quantified in Table 4.1. As can be observed 
from Table 4.1, the amount of amperage that is produced by the parallel configura-
tions is much higher than that of the series configurations. In translation, the charge 
controller requirements will be more costly for the parallel configuration. The series 
configuration, however, has a very high voltage rating while producing very little 
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current. It might not be feasible to realize such a high voltage system that is capable 
of driving light/few loads due to the current limitation. This, therefore, requires that 
other alternatives be explored in order to obtain a realistic and cost-effective system. 
A hybrid configuration is proposed as a solution.

The proposed system is equally subjected to the same spatial constraints, avail-
able solar panels, and individual solar panel output. The expectation is that the final 
system will benefit from the properties of both the series and parallel configurations, 
albeit in moderation. The wiring configuration of such a design is shown in Fig. 4.4, 
which is a hybrid implementation of Fig. 4.1a. The same approach is adopted to 
implement the designs of Fig. 4.1b–d. The numerical results of these four hybrids 
wiring configurations are depicted in Table 4.2.

It can be clearly seen from Table 4.2 that the hybrid wiring configuration moder-
ates both the current and voltage specifications across all design configurations. 
While this optimization is achieved, the power rating of the system remains 

Table 4.1 Technical specifications for four (4) possible design configurations

Array layout Configuration Power rating (W) Voltage rating (V) Current rating (A)

Design 1 Series
Parallel

1800
1800

144
12

12.5
150

Design 2 Series
Parallel

2100
2100

168
12

12.5
175

Design 3 Series
Parallel

2000
2000

360
18

5.6
111

Design 4 Series
Parallel

2000
2000

360
18

5.6
111

Fig. 4.4 Hybrid wiring configuration of Fig. 4.1a
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unchanged as before, as it can be observed in the third column of Table  4.2. 
Generally, as it can also be observed from Table 4.2, arranging more solar panels in 
series than in parallel will bias the system towards a higher voltage and lower cur-
rent and vice versa. This is only true, provided the solar panels are rated the same 
(assuming they also have equal spatial footprint). In Table 4.2, Hybrid 3 and Hybrid 
4 wiring configurations are derived from solar panels of the same specifications 
(including size), the same is true for Hybrid 1 and Hybrid 2.

Since the objective of this project is to accommodate energy storage to be used 
during times when there is no sunshine, the next logical step is to consider a storage 
system. Batteries are usually used for this purpose. Based on the specifications of 
this solar system (approx. 2000 W), matching battery size is required. However, the 
sizing of the battery depends on the operating hours. We will assume an average 
daily solar reception of 4 h (typical). Therefore, the energy produced by the system 
will be calculated as 2000 × 4 = 8000 Wh. The battery bank size may now be deter-
mined. The most popular batteries used for this purpose currently comes with 12 V, 
100/120 Ah capacity with a maximum depth of discharge (DOD) of 70%. This is 
the maximum capacity of the battery, which could be used before recharging.

When it comes to system voltage capacity, there is generally a rule of thumb [14] 
that makes recommendations by providing operating ranges, depending on the solar 
system power (this need not be rigid). Such guidelines are presented in Table 4.3.

Based on Tables 4.1, and our solar panel system has a capacity of 2000 W; there-
fore, the battery bank system voltage should be rated at 24 V. We will also consider 
a 12  V, 120  Ah battery for the battery bank. The charge capacity of the battery 
bank = Energy required/System voltage = 8000/24 = 1000/3 Ah. With the charge 
capacity of the battery bank, we are now able to determine the required number of 
batteries to generate such charge.

 
Number of batteries required in parallel � � � � ��1000 3 120 0 7/ . �� � 3 97.

 

Table 4.2 Technical specifications for four (4) possible hybrid wiring configurations

Array layout Configuration Power rating (W) Voltage rating (V) Current rating (A)

Design 1 Hybrid 1 1800 48 37.5
Design 2 Hybrid 2 2100 84 25
Design 3 Hybrid 3 2000 90 22.2
Design 4 Hybrid 4 2000 180 11.1

Table 4.3 Battery bank system 
voltage recommendations

System power rating (W) Battery bank voltage rating (V)

Up to 500 12
500–2000 24
2000–10,000 48
Above 10,000 96
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Number of batteries required in series system voltage cons� iidered voltage of battery/
� � �24 12 2  

Thus, the battery bank should consist of two batteries in series and four batteries 
in parallel.

Fig. 4.5 Schematic diagram of the off-grid PV system

A. M. Zungeru et al.



63

Furthermore, we verified the specifications following the method adopted in 
[14]. We started by looking at the general layout of our design as well as the circuit 
representation of the system.

The designed off-grid connected photovoltaic system consists of 20 solar panels 
in a hybrid wiring configuration, eight lead-acid batteries, charge controller, inverter, 
and the portacabin building. Figure 4.5 shows the schematic diagram of the off-grid 
PV system, while Fig. 4.6 is the circuit representation of the schematic diagram.

In this work, the off-grid system provides enough energy to the secured smart 
system and the entire building (portacabin). The configuration of our design is as 
shown in Fig. 4.6, where the PV modules, also termed as generators [14], are con-
nected to the batteries via the charge controller. The batteries then power the entire 
system via the inverter circuitry.

4.2.1  Equivalent Peak Solar Radiation Hours and Photovoltaic 
Array Sizing

In our analysis, we introduce the concept of peak solar hours, similar to [14], for the 
cell temperature of 25 °C, equivalent to the average temperature of the Palapye- 
Botswana region. If we consider the actual irradiance profile for a particular day as 
D(t) for which the irradiance of the equivalent day is 1 kW/m2 during a time of peak 

Fig. 4.6 Circuit representation of the off-grid PV system
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solar radiation hours (PSRH), we can then write the relationship of the total daily 
radiation in the actual day, similar to its equivalent day as:

 day

PSRH� � � �D t dt 1.

 

(4.1)

With the solar cell used in the design with electrical ratings of maximum points 
of current and voltage of 5.56 A and 18 V, respectively, for which the sun peak hours 
was found to be 3.25 h, the energy generated per day as simulated using PSIM [15] 
is given by:

 day day

Wh day� �� � � � � � � �P t dt I t V t dtmM mMmax . /344 2

 

(4.2)

 150 100 3 25 325W PSRH W h Wh day� � � �. _  (4.3)

However, it was noted that when using the peak solar radiation hours to size and 
estimate the energy generated per day, one will underestimate the energy delivered 
by the photovoltaic modules at the days to be estimated, whereas the use of Eq. (4.2) 
will give better results in terms of energy delivered by the same PV modules for the 
days been estimated. It is worth to note that we consider the worst-case scenario, 
whereby the temperature is low to about 15 °C with low irradiance values too. In 
order to balance the energy generated by the off-grid system, it is necessary to size 
the PV array system. The energy balancing technique utilized the PSRH concept in 
writing the energy balance relationship as:

 P EG-NomPSRH L=  (4.4)

where PG ‐ Nom is the nominal output power of the photovoltaic system for a standard 
condition [14], LE the consumed energy over the average day by the load in the 
worst case. We can re-write Eq. (4.4) for two cases (worst-case design and average 
design) as:

 1. Worst-case design of the system:

 
P EG-Norm PSRH L� � �

min  
(4.5)

where (PSRH)min represents the value of PSRH in the worst month of solar radiation.

 2. Average-case design of the system:

 
P EG-Norm PSRH L� � �

 
(4.6)

where PSRH  represents the average value of the 12 monthly PSRH values. 
However, throughout our design, the average design was utilized. Substituting for 
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current and voltage in the nominal maximum power of the photovoltaic system, Eq. 
(4.6) becomes

 
V I EGN GN PSRH L� � �

 
(4.7)

However, in most applications of a photovoltaic system, a series of parallel con-
nections of PV modules are most common. In this, the photovoltaic system is com-
posed of NS-PV series string of NP-PV identical (parallel) modules and Eq. (4.7) becomes

 
N V N I ES-PV GM P-PV GM PSRH L� � �

 
(4.8)

where VGM and IGM represents the voltage and current, respectively, of the maximum 
power point of the photovoltaic system for the 1Sun AM1.5 standard [14]. This then 
means that the hybrid connections of the system are determined by the NS ‐ PVNP ‐ PV as:

 

N N
V I

E
S-PV P-PV

GM GM

L

PSRH� �
 

(4.9)

However, for an off-grid photovoltaic system, the loads are connected to either a 
battery or supercapacitor in the form of VCC (DC Voltage). The energy consumed by 
the loads in the building over a day can now be represented as:

 
L VCC DC-eqE I= 24

 
(4.10)

where IDC-eq represents the equivalent DC current drawn by the loads over the 24 h 
of the day. Considering Eqs. (4.8) and (4.10), we have

 
N V N I IS-PV GM P-PV GM cc DC-eqPSRH V� � � 24

 
(4.11)

However, Eqs. (4.8) and (4.10) as equated might not be exactly equal due to the 
underestimates of peak solar hour concept or overestimates of the photovoltaic 
energy generation system. Also, other factors might be due to the efficiency of the 
panels, the charge controller, the MPPT, and the inverting system (DC/AC con-
verter). Hence, it is expected that a factor (safety factor) to augment inequality is 
added to the system so that Eq. (4.11) becomes

 
N V N I C IS-PV GM P-PV GM SF cc DC-eqPSRH V� � � � �24

 
(4.12)

Therefore, to size the PV modules in parallel or series, we can arrive at Eqs. 
(4.13) and (4.14), respectively, as:
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N

V

VS-PV SF
cc

GM

VC� � �
 

(4.13)

 

N
I

I
P-PV SF

DC-eq

GM

IC
PSRH

� � � � �
24

 

(4.14)

where VCSF and ICSF are voltage and current safety factors, respectively.
In our design, we consider the whole building of load consumption of 12,500 Wh 

per day at 24 V. Each of the solar panels has the following ratings:

 P V I I I V VSP OC SC MP GM MP GMW V A A V= = = = = = =100 22 10 6 1 5 56 18; . , . , . ,  

We then compute the required current drawn by the load over the entire day as:

 
I E
eq

cc

L

V
A� �

�
�

24

12 500

24 24
21 7

,
.

 
(4.15)

where L
Wh

dayE =
12 500,

4.2.2  Equivalent Battery Sizing in the Photovoltaic Systems

In [14], a simplified equation governing the sizing of batteries in a standalone sys-
tem is given by:

 

E MAX E E E
x yb bal backup cycle

c

,� � � � �
�
�

�
�
�

�

�
�

�

�
�

�
�


�

�




	
max

1 1

� dd  

(4.16)

and

 
E E E N N Pbal ph month cons month S-PV P-PV maxGr mont

PSRH� � � � � � � � � �� �
hh cons day
� � �n Ei  

(4.17)

where Ebackup represents the amount of energy stored to guaranty system operation 
for a certain number of days, (Ebal)max stands for the maximum seasonal deficit 
accounting for the operation of a full year, Ecycle the energy deficit due to power 
mismatch, x the battery daily cycle factor, y the discharge factor maximum depth, 
and ηcd represents the efficiency of the battery charge and discharge. Also, Eph 
represents the energy generated by the photovoltaic system, Econs the energy con-
sumed by the load for some time, and nithe number of days in a particular month. 
Equation (4.16) is measured in Watt-hour (Wh), but it is advisable to measure bat-
teries in Ampere-hour (Ah) as the standard units for batteries, such that Eq. 
(4.16) becomes
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E

E

Vb standard
b

cc
_ =

 
(4.18)

For our design, we consider a total load of 2000 W, for which we have arrived at 
5 × 4 solar panels arrays. We assumed batteries’ daily cycling of less than 15% of 
maximum discharge depth at 75% with charge-discharge efficiency of 90%. Hence,

 Ebal Wh= 39 004,  (4.19)

With backup storage for 7 days,
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(4.20)

and

 

E

C
E

L

b _

,

,

standard

standard
battery

E

Ah= =

= =

78 519

24
3272

78 519

2000
== 39 3. days

 

From our battery sizing, it is possible to store our harvested energy for use up to 
40 days.

Final Component Specification

 1. Solar inverter: rated at 2000 W
 2. Charge controller (MPPT): 24 V delivering 30–40 A
 3. Batteries for battery bank: 8 × 120 Ah rated batteries
 4. Solar panels: 20

4.3  Design of Photovoltaic System and MPPTs

A solar panel is a transducer that houses several photovoltaic (PV) cells connected 
in parallel or series depending on the application intended. To design and simulate 
the PV system, it is necessary to model the PV cell and study the characteristics of 
I–V and P–V plots because they define the PV behaviors. Figure 4.7 illustrates an 
equivalent circuit of a PV cell consisting of a current source connected in parallel 
with a forward-biased PN junction diode and a shunt resistance RSH all in series with 
resistance RS. While the current and voltage relationship is expressed in Eq. (4.22). 
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Figures 4.8 and 4.9 illustrate a PV cell showing current and voltage relationships 
under the irradiance variations at 25 °C provided by a model at Eq. (4.22). The fixed 
temperature and varying irradiance influence the performance of a PV cell [16], as 
illustrated in Figs. 4.8 and 4.9.

Concerning the current source IPV feeding the diode and a voltage across the 
resistances in Fig. 4.7, the Kirchoff’s Current Law expresses the current, IL as [17]:

 
I I I IL PV D SH� � �

 
(4.21)

The current and voltage relationship in the PV cell is expressed as [17]:

 

I I I
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(4.22)

Fig. 4.7 Equivalent photovoltaic cell circuit, where IPV = Current generated from irradiance inci-
dent on the solar cell, ID = Diode Current, RS = Parasitic Series Resistance, RSH = Parallel Shunt 
Resistance, VOC = Open-Circuit Voltage

Fig. 4.8 An I–V plot of irradiance variations at 25 °C for solar panel
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The current flowing through the diode is defined as

 

I I
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��
exp 1

 

(4.23)

The shunt current is defined as

 
I

V

RP �
� IRS

SH  
(4.24)

The power generated, P = IV, where I = IL,  V = VOC,
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(4.25)

where IPV = Generated Current, IL = Load Current, IS = Reserved saturated Current 
of the Diode Parallel resistance, IP = Current flowing through, V = Voltage across the 
PV Cell, TC = Operating Temperature, q = Charge of an electron (1.6 × 10−19C), 
K = Boltzmann’s constant (1.38 × 10−23J/K).

A typical voltage across PV cell terminals is between 0.4 V and 0.5 V dependent 
on the operating ambient solar irradiance and temperature [18]. In an optimal 
design, when a load is connected to the cell, the voltage could be 0.25 V or 0.35 V 
[18]. The influence of ambient irradiance variations on the relationships among 
voltage, current, and power is demonstrated in Figs. 4.8 and 4.9.

Fig. 4.9 A P–V plot of irradiance variations at 25 °C for solar panel

4 Design of Photovoltaic System for IoT Devices



70

4.3.1  Influence of Ambient Solar Irradiance on PV Cell

The simulated plots in Figs. 4.8 and 4.9 demonstrated that the performance of the 
solar panel strongly depended on ambient solar irradiance. The plots showed that the 
maximum power varies to change in ambient solar irradiance. In the simulated 100 W, 
8.95(ISC) and 22.8(VOC) solar panel, the highest power and current generated were 
109.552 W and 8.8539 A, respectively, from 1000 Wm−2 irradiance, while the lowest 
power and current were 17.0082 W and 1.7708 A, respectively. The output voltage of 
a PV depends on the ambient irradiance slightly and in a logarithmic trend [19–21].

4.3.2  Influence of Ambient Temperature on PV Cell

Solar panel changes with variations of ambient temperature based on Figs. 4.10 and 
4.11. The variations of a temperature inversely affect the voltage, while the current 
increases slightly with an increase in temperature [22, 23]. Figure  4.11 demon-
strates that the PV output power increased with decreased ambient temperature.

4.3.3  Maximum Power Point Tracking

The installation of a solar panel is costly compared to conventional utilities on an 
interim basis, but in the long term, it is cheap and eco-friendly if the constraints of 
PV cells are optimized. Thus optimization will reduce the output cost and optimize 
the inputs to maximize power output despite irregular ambient irradiance and tem-
perature levels. However, the relationship between current, voltage, and power 
 plotted in Figs. 4.12 and 4.13 demonstrated that they have non-linear behaviors, and 
the tracking of the maximum power will be tricky.

Fig. 4.10 I–V plot of temperature variations at fixed irradiance for 150 W solar panel
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The curves illustrating PV generated current running from 0  A to the short- 
circuit current, ISC varying in respect to PV terminal voltages running from 0 V to 
open-circuit voltage, VOC. Also, the curves revealed the tracking point of generated 
current IMPP and voltage VMPP, which matches the maximum power PMPP. Optimized 
operations of PV cells need to be performed to achieve maximum power transfer. 
However, to maintain maximum power transfer, an MPPT consisting of an elec-
tronic circuit and algorithm is integrated, as shown in Fig. 4.14. It is an intelligent 
sub-system of the photovoltaic system which controls the non-linear behavior of the 
solar panel under irregular ambient irradiance and temperature levels.

Several MPPT algorithms exist in literature such as perturb and observe (P&O), 
incremental conductance, fuzzy logic, neural network, which aimed at differentiat-
ing results depending on sensed quantities and experimental conditions [24]. In this 

Fig. 4.11 A P–V plot of temperature variations at fixed irradiance for 150 W solar panel
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work, we chose the P&O method as it is accepted to be the most efficient technique 
in most cases. A simplified flowchart of the algorithm is given in Fig. 4.15.

The algorithm is implemented in PSIM when the solar panel follows the average 
irradiance measured in the location of the project. The MPPT uses a buck converter 
designed to fulfill the relationships between the input and output quantities, as 
shown in Fig. 4.16. In this case, the solar arrays have an output voltage of 90 V, and 
the output battery needs 24V. A smoothing inductor is connected to the battery to 
limit its current ripple to 0.2 A. The 24 V battery bank should supply both DC and 
AC loads in the house, and for this purpose, a single-phase inverter combined to a 
24 V–230 V transformer is used to provide AC loads. The complete system given in 
Fig. 4.17 is terminated by a fourth-order Chebyshev low pass filter, which cancels 
the high-frequency harmonics from the square signal given by the inverter. The 
ideal transformer has a transformation ratio of 325/24 to guarantee suitable voltage 
for most AC appliances in the house.

Fig. 4.13 P–V relationship of PV cell
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Fig. 4.15 Basic Perturb and Observe algorithm
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Fig. 4.16 Implementation of Perturb and Observe algorithm by simulation
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4.4  Photovoltaic Modules Connected to a Load via Battery

4.4.1  Lead Acid Battery

Currently, charging and discharging of electrical energy in energy bank are the 
straight forward achievement with batteries and lead-acid battery dominates among 
its kind [25]. For a standalone PV system, the battery is commonly used as an 
energy bank and typically has a lifecycle of 2–3 years. Conventionally, the off-grid 
system powered by solar panels lead-acid battery is the main energy bank to regu-
late, store the excess electrical energy from the panel, and deliver when needed. The 
lead-acid battery consists of about six cells of about 2 VDC, each connected in 
series to make about 12 VDC. The batteries encounter numerous operational con-
straints such as self-discharge, variation in ambient temperature levels, lifecycles, 
the mode of regulations of a DC–DC converter. Optimizing these constraints deter-
mine the performance of the battery and its lifespan. Therefore, it is important to 
note that energy bank in PV system requires to be well designed to avoid shorter 
lifecycles and frequent failures. It uses voltage based processes for charging, and it 
takes 12–16 h to charge fully, and higher charge currents reduce the charging time 
[26]. Additionally, the open-circuit voltage VOC of the battery is directly  proportional 

Fig. 4.17 24 VDC and 230 VAC outputs from the solar system
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to the electric charge Q stored in a period t. The fully charged battery with its high-
est aggregate of charges QH, and state of charge (SoC) at time t is expressed as [27]:

 

SoC
H

t
Q t

Q t
� � � � �

� �  

(4.26)

4.4.2  Battery Charge and Discharge System

Currently, the essence of the battery charge and discharge in the off-grid system is 
to replenish the depleted electrical energy and regulate the supply. Its optimal target 
is to reduce the electrical energy drawn from the battery to extend the lifetime of the 
energy bank.

From Fig. 4.18, the generated current can be expressed in Eq. (4.27). The figure 
has three main units: the energy harvesting source, battery, and the load. An exam-
ple of battery is the lead-acid battery, and a 12 VDC lead-acid battery of 2.45 V per 
cell contains six cells, which produces 14.7 V across its terminal. At full charge, the 
battery voltage will get to 14.7 V, as shown in the charging curve of Fig. 4.19. At an 
initial voltage of 12.96 V, the battery gradually increased to the highest value of 
14.7 V and remains nearly constant, depending on the age or self-discharging nature 
of the battery. In the discharging curve in Fig. 4.20, from the 14.7 V, it reduced 
gently equally depending on the age, self-discharge, and operating temperature of 
the battery.
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(4.27)
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Fig. 4.18 A diagram of the off-grid system powered by solar panel
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The lead-acid battery in operation is made up of positive electrode, lead dioxide 
(PbO2), and the negative electrode, lead (Pb) in an electrolyte (H2SO4) [28]. The 
forward direction in Eq. (4.28) represents chemical reactions that occur during dis-
charge, where electrical energy is delivered to the load. Charging occurs in the back-
ward direction in Eq. (4.28), where electrical energy is taken from the energy source.
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Fig. 4.19 Charging behavior of 200 Ah–12 V Lead-Acid Battery

Fig. 4.20 Discharging behavior of 200 Ah–12 V Lead-Acid Battery
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4.5  Simulation Results

From a typical daily solar irradiance in Botswana, the system is simulated with only 
the battery to see if the MPPT algorithm stuck well to the theoretical maximum 
power. The solar panel and the battery voltages and currents are shown in addition 
to the power to see the overall performances. The switches are all supposed ideal to 
make the study easy and to focus on the main components of the circuit. Simulation 
in Fig. 4.21a showed that the MPPT performs well as its output power is in the same 
range of the theoretical output power with a maximum deviation of 60 W at midday. 
The battery voltage always remains at equal value during the day.

The general performance of the MPPT algorithm is also tested in Fig. 4.21b on a 
random irradiance to confirm its efficiency in terms of detecting the maximum 
power in any situation. The PV curve showed that the maximum power point is 

Fig. 4.21 MPPT performance on (a) a typical day of 24  h in Botswana and (b) a random 
irradiance
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reached at Vsp = 85.19V in Fig. 4.22 with a power of 1933.17W corresponding to a 
current of 22.69 A.

The outputs of the system from simulation, for both DC and AC loads, led to 
satisfactory results with a constant 24 VDC and 230 VAC outputs without distortion 
in Fig. 4.23. The panel average output voltage is about 90 V. These results obtained 
from simplified models showed the feasibility of the green-house based on the same 
specifications as in the simulation. The losses caused by components will need to be 
included for the practical model, but the whole concept will be the same as in the 
simulations.

4.6  Summary

In this chapter, we report on the design and simulation of a standalone photovoltaic 
system to support the Internet of Things Sensor Devices, following modeling and 
sizing procedures. In most cases, the lack of or little knowledge of the sizing of the 
system's parameter causes a hazard to most of the houses that utilize renewable 
energy sources. Also, the efficiency of these panels that are used for the energy 
harvesting purpose depends on the sunlight, for which the amount of harvested 
energy is also influenced by ambient temperature and solar irradiation, and the 
entire system depends solely on Maximum Power Point Tracker (MPPT) system. 

Fig. 4.22 The PV curve of the solar arrays showing the maximum power point
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Changes in solar irradiance and temperature conditions, in addition to variations in 
load demands, cause power imbalances. The design and consideration of MPPT 
help in compensation for the changes. This paper further reports on the procedures 
for determining the number of solar panels required to optimize the available space 
on the rooftop. This is generally a feasible and practical way of erecting solar sys-
tems as opposed to seeking alternative spaces to assemble the solar arrays. In gen-
eral, the design of our standalone system was informed by the amount of energy the 
solar array system can produce under spatial constraints (available roof area), solar 
panel output, and footprint. As such, a PV standalone system with battery storage is 
designed and simulated, and the mathematical calculation for the intended 2000 W 
energy source is done, along with a proper layout of the design configurations. The 
simulation results also confirmed the mathematical models of the design.
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5.1  Introduction

Chapter 4 discussed the disadvantages of conventional sources of power supply and 
highlighted the need for an alternative photovoltaic system together with its advan-
tages. A photovoltaic system was proposed, simulated, and designed as an off-grid 
and standalone 2000 W solar energy harvesting system that can be used to power 
the IoT devices. The powered IoT devices can be connected to sensor networks 
whose security can be compromised. Therefore, the goal of this chapter is to 
describe the security challenges at various layers (perception, network, cloud, and 
user interface) of a wireless IoT sensor network.

5.2  Background

IoT has promising areas of application in large sectors of the economy ranging from 
homes to retails and cities. IoT sensor nodes exist and operate in open and unat-
tended environments and communicate through wireless communication mediums. 
IoT devices gather much sensitive information such as bank card details, names, 
health information, and so forth. The information is then relayed among sensor 
nodes and sent to the cloud where all the processing takes place. The transmission 
of information over IoT network without adequate security measures poses a chal-
lenge for possible unauthorized access to information. IoT devices gather much 
sensitive information such as personal, health, and bank card details; then, the infor-
mation is transferred to the cloud where it is processed and stored. Therefore, it is 
essential to protect sensed information and secure transmission of the sensed data to 
the gateway nodes for further processing and to protect sensor data stored in the 
cloud. IoT sensor networks experience security and privacy issues in devices, dur-
ing communication, during the processing of data and in the storage. Therefore, the 
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security and privacy of IoT sensor networks remain a significant challenge that 
needs to be addressed [3–5]. The number of threats and vulnerabilities equally vary 
depending on the nature of the application domain. This section presents an over-
view of research issues and challenges in IoT sensor networks through the 4 tier IoT 
architecture. Figure 5.1 shows the threat landscape and layout of the work in this 
chapter.

5.3  Perception Layer

The perception layer consists of resources-constrained IoT devices such as sensors, 
RFID tags, Bluetooth, and Zig-Bee devices which are placed outdoors and exist in 
environments that expose them to natural accidents and physical attacks [6]. The 
nodes or devices are distributed, and attackers can physically gain access to the 
devices and compromise the nodes. The results of the HP survey reflected that more 
than 60% of the IoT devices had vulnerabilities while upgrading their software and 
hardware resulting from inadequate and inefficient encryption standards. The results 
prove that IoT devices remain vulnerable to malicious software attacks during soft-
ware updates or hardware upgrades.

Fig. 5.1 IoT sensor networks security threats and attacks
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5.3.1  Node Capture/Tempering

The attacker gains physical access to sensor nodes, then manipulates the node by 
replacing it or altering a piece of hardware or extracting sensitive information. 
Sensitive information in a sensor node that may be compromised may be information 
on cryptographic keys or routing table information, hence endangering the security 
of the entire network [7]. Securing IoT based wireless sensor networks is more chal-
lenging for mobile sensor nodes in the network; therefore, mobility-based detection 
is an emerging area that can be considered for IoT wireless sensor networks.

5.3.2  Fake Node and Malicious Data

An attacker may launch malicious data through a fake node into the existing IoT 
sensor networks through which they can circulate malicious codes and information 
throughout the network [7]. A malicious node is physically injected between two or 
more nodes in the network. The malicious node then modifies data and passes 
wrong or compromised information to other nodes. The adversary launches a man- 
in- the-middle attack. As a result, constraining and consuming energy of low-power 
devices and compromise the security of the whole system. For example, the attacker 
inserts a replica of Node A and another malicious node (Node A1), which works 
together to execute the attack causing a collision at the victim node [8].

5.3.3  Replay Attack

A replay attack, sometimes called a playback attack, occurs when an attacker detects 
and intercepts secure network communication or data transmission and fraudulently 
gets it delayed or retransmitted to access data, systems, or transactions. An attacker 
may not acquire the data information but can replay earlier packets received from 
other nodes [9]. A replay attack, also known as “man in the middle attack,” is a 
security breach whereby information is stored without authorization and may be 
retransmitted back to the receiver to mislead them for unauthorized operations such 
as false identification or authentication or duplicate transactions. They can be used 
to fool financial institutions into duplicating transactions allowing attackers or 
hackers to draw money directly from their clients’ accounts.

5.3.4  Side-Channel Attack

A side-channel attack aims at extracting secrets from a chip or system through mea-
surement and analysis of physical parameters such as timing information, power 
consumption, electromagnetic leaks, or even sounds. This attack is the most difficult 
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to handle, as it is difficult to detect. A side-channel attack is implemented based on 
information gained from a computer system rather than the weakness of an imple-
mented algorithm itself. Henceforth, side-channel attacks require technical knowl-
edge of the internal operating system, and the most powerful side-channel attacks 
are based on statistical methods. In practice, cryptosystems are implemented on 
physical devices, and during cryptographic computations, physical devices reveal 
some information in terms of energy dissipation and time computation (side- channel 
information). The attacker uses this information to determine secret keys and to 
break the cryptosystem. Figure 5.2 presents the side-channel attack.

5.3.5  DDoS/DoS

Denial of Service (DoS) attack is a common attack in IoT that shuts down the entire 
system or network by preventing authorized users from accessing it. This attack is 
achieved by overwhelming the system or network by causing traffic with large 
amounts of spam requests, hence overloading the system and hindering it from per-
forming at its optimum best. The services provided by the system or network become 
unavailable to the intended users temporarily or indefinitely disrupting services of a 
host connected to the Internet. In a distributed denial of service (DDoS), multiple 
sources are directing a lot of traffic to flood a target system or service, making it 
difficult to counterfeit the cyber-attack [9]. For example, in IoT sensor networks 
with online consumer devices such as IP cameras and home routers, remotely con-
trolled bots can be launched into the network and used as part of a botnet in large-
scale network attacks

Fig. 5.2 Side-channel attack
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5.3.6  Sleep Deprivation

Sensor nodes in an IoT sensor network are battery powered and attempt to remain 
in low-power sleep mode without adversely affecting the performance and applica-
tions of the node. Sensors have a limited battery life and follow a sleep pattern to 
maximize battery life. An attacker interacts with a victim node in a manner that 
makes it seem like a legitimate node with the aim to interact with it, consequently 
keeping the victim node out of its power conversation sleep mode [10]. The intruder 
node cases the victim node to stay woke, resulting in the depletion of the battery life 
of the victim node. Consequently, the intruder dramatically maximizes the power 
consumption of the victim node while minimizing its lifespan and makes it very 
difficult to detect and immensely cause drainage of energy on legitimate nodes, 
ultimately leading to the death of these nodes.

5.3.7  Booting Attack

Edge devices are typically low powered and often go through the sleep–wake cycles, 
making them vulnerable to booting attacks during the booting process. Security 
processes of these edge devices are not usually enabled during the booting process, 
and attackers usually take advantage of this vulnerability and try to attack these 
nodes when they are restarted [11].

5.3.8  False Data Injection

False Data Injection Attacks (FDIA) are major cyber threats in power systems. 
FDIA’s compromise meter measurements by matching alterations in the results of 
state estimation without being detected by traditional bad data detector. The attack 
severely threatens the security of the smart grid. The intruder aims to destroy the 
stability of power grids and gain illegal profit by tampering with data of power 
equipment [12]. The intruder falsifies the network topology, which misleads the 
control center and ultimately disrupts state estimation.

5.3.9  Malicious Code Injection

An intruder introduces malicious code into a vulnerable computer program and 
modifies the mode of execution. This attack is achieved by an attacker launching an 
executable input to a program and trick the software into running that input. Code 
injection can be used for a variety of purposes, such as stealing data, taking full 
control of the system, and propagate worms. The common types of attacks include 
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shell injection and HTML script, which can both control and compromise the pri-
vacy of the user and completely shut the system down [13].

5.4  Network Layer

The IoT hardware or sensors that collect data using built-in sensors communicate 
via machine-to-machine communication to transmit data using device modules 
through network services. Attacks on the network layer affect the coordination of 
work and information sharing among devices in an IoT sensor network. The net-
work layer is vulnerable to information privacy and denial of service attacks.

5.4.1  Eavesdropping

Attacks in eavesdropping involve a weakened connection between a client and a 
server that allows an intruder to redirect traffic to itself. An eavesdropping attack is 
performed by an attacker installing a network monitoring software (sniffer) on a 
computer and intercepting data during transmission. A typical example of an eaves-
dropping attack is a product attached with an RFID tag that passively communicates 
with RFID readers. In this scenario, confidential communication between an RFID 
reader and the RFID tag can be easily wiretapped since it is difficult to apply encryp-
tion mechanisms to the RFID reader and tag due to their limited computational 
capability and energy constraint [14]. Henceforth, lightweight security mechanisms 
need to be implemented for similar IoT devices.

5.4.2  Phishing Site

This is a cyber phishing attack whereby an attacker masquerades as a trusted or 
reputable entity. The attacker uses phishing emails and websites to distribute mali-
cious links or attachments to perform a variety of actions such as extraction of login 
credentials or account information from victims. Phishers use social engineering ad 
public sources of information such as social networks like Facebook, Twitter, or 
LinkedIn to gather background information on the victim’s data such as work his-
tory, interests, and activities. The attackers then use this information to craft a 
deceptive email containing malicious links or attachments to gain access to confi-
dential data by spoofing the authentication credentials of users [15].
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5.4.3  Access Attack

An access attack defines an attempt to access a network device or user account 
through improper means. If proper security measures are not in place, the network 
may be left vulnerable to a variety of intrusions. In an access attack, the attacker 
bypasses some authentication process through password attack, trust exploitation, 
and man-in-the-middle attack. The intruder gains access to a system or network and 
explores vulnerabilities in network authentication, FTP, and web services to gain 
access to web accounts and confidential information.

5.4.4  DoS/DDoS

The network layer is susceptible to the denial of service (DoS) attack, which makes 
the device, resource, or network unavailable to authorized users by temporarily or 
indefinitely disrupting services of a host connected to the Internet. DoS typically uses 
one computer and one Internet connection to flood a target system, whereas DDoS 
uses multiple computer and Internet connections to flood the target node or source [1]. 
In 2016 a distributed denial of service attack was launched targeted at Dyn Company’s 
Domain Name System (DNS) provider through a botnet that contained vulnerable 
IoT devices such as IP cameras and printers that were infected with Mirai malware.

5.4.5  Data Transit

IoT applications have a high rate of data movement through sensors, actuators, and 
different IoT applications. Data disseminated by IoT devices and applications is 
valuable, moves from one area to another, and is always targeted by hackers and 
adversaries. Data stored in the cloud poses security risks, and data in transit is equally 
vulnerable to cyber-attacks [11]. Eavesdropping is an example of an attack of attack 
whereby an attacker uses a program device or sniffer to capture data on transit.

5.4.6  Routing Attack

Routing is a crucial process in any type of network responsible for transporting a 
data packet from source to destination through an optimal path. Routing attacks have 
been viewed from the perspective of an attack on the availability of Internet applica-
tions. The attackers may capture the node to extract all the cryptographic informa-
tion and utilize it to perform illegal work in the network. Attackers may implement 
illegal, malicious code to break some routing rules and modify the routing table [2]. 
An intruder may also hijack Internet traffic towards a victim application server and 
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cause the unavailability of the services rendered by the application [3]. Several rout-
ing protocols have been proposed to govern communication in a network; unfortu-
nately, most of the routing protocols were not designed with security in mind.

5.4.7  Man-in-the-Middle Attack

An intruder injects themselves into a conversation between two entities and secretly 
relays and alters the communication between two parties who believe they are 
directly communicating with each other. For example, an attacker may place him-
self between two interconnected devices. Therefore, network traffic flowing between 
the devices will flow through the attacker’s machine, allowing him to intercept, 
read, and modify contents. An example of man-in-the-middle (MITM) attack is 
eavesdropping, which occurs when a malicious node injects itself in a communica-
tion session between two devices in a network exploiting the data transmission pro-
cess and processing of real-time transactions [4]. For example, devices equipped 
with wireless cards may try to connect to an access point with the strongest signal. 
Hence, intruders may set up a wireless access point and deceive devices to join their 
network and gain access to a victim’s network traffic. Figure 5.3 presents a man-in- 
the-middle attack.

5.5  Cloud Layer

The cloud layer is responsible for resources, applications, and service manage-
ment. The cloud layer makes use of technologies such as multi-tenancy and virtu-
alization to make efficient use and management of resources and applications. One 

Fig. 5.3 Man-in-the-middle attack
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server, data center, or operating system may be used to host several users on the 
cloud through virtualization. Despite the several advantages brought about by 
cloud computing, several practical problems need to be addressed mainly related 
to service- level agreements (SLA’s), security privacy, and energy efficiency [5]. 
However, data in the cloud is susceptible to security threats and vulnerabilities 
such as man-in-the- middle attack, SQL injection, malware injection, and flood-
ing attack.

5.5.1  Man-in-the-Cloud Attack

Cloud storage has over the years become the best method for sharing, backing up, 
and remotely access data from anywhere and anytime. However, cloud security is a 
prevalent issue that has called for attention in the area of IoT Security. Man-in-the- 
cloud (MITC) attacks rely on file synchronization processes of file-sharing tools 
such as Dropbox, Google Drive, and OneDrive as their infrastructure for command 
and control (C&C) and remote access [6]. These cloud-based tools use OAuth 
tokens to validate users. However, intruders may phish users and take OAuth tokens 
from users’ machines. The intruder may place the token on their devices, and the 
file-sharing tool will synchronize shared data to their device as well, making it pos-
sible for the intruder to synchronize and maintain victims’ accounts from anywhere. 
It is difficult to detect this threat as no malicious code can be detected or abnormal 
outbound traffic. Therefore, enough measures for detecting or militating against this 
type of attack need further investigation. Figure  5.4 presents a man-in-the- 
cloud attack.

Fig. 5.4 Man-in-the-cloud attack
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5.5.2  SQL Injection

SQL injection (SQLi) is a type of an injection attack that makes it possible to exe-
cute malicious SQL statements to control a database server running behind a web 
application. Attackers bypass application security measures using SQL injection 
vulnerabilities. Attackers manipulate authorization and authentication scripts for a 
web page or application, impersonate authorized users to a specific database, and 
retrieve the content of the entire SQL database. SQL injection allows unauthorized 
access by the intruder to personal data and to add, modify, or delete records in a 
database server or the internal network through an operating system hosted on the 
database server. SQL inject is one of the oldest, prevalent, and most dangerous web 
application vulnerabilities.

5.5.3  Malware Injection

Malware, commonly known as malicious software attacks are a common man-in- 
the-middle attack that allows cybercriminals to create malicious software and install 
it on user computers without their knowledge in an attempt to gain access to per-
sonal data or to damage the computer system [7]. The malware is injected into the 
computer system, and it installs itself into the browser, then records data that is sent 
between the victim and targeted websites, and transmits it back to the attacker. 
Malvertising and social engineering are conventional methods used by cybercrimi-
nals to inject malware into a victim’s computer systems. In Malvertising, the attacker 
purchases legitimate advertising space on legitimate websites and embeds mali-
cious code within the advertisements. Social engineering is a popular malware 
injection method that involves the manipulation of human emotions using social 
media, email instant messaging, etc., to manipulate the user into downloading mal-
ware or clicking a link to a compromised website that hosts malware. Malware 
encompasses various forms of attack such as ransomware, spyware, command and 
control, and more.

5.5.4  Flooding Attack

Flooding attack is a type of denial of service (DoS) attack whereby the intruder aims 
to bring the network service down by flooding it with spurious messages to cause 
massive amounts of traffic. The intruder floods the network by initiating continuous 
incomplete connection requests by flooding a server or host with connections that 
cannot be completed [1]. The host’s memory buffer is eventually filled and can no 
longer accept further genuine connection requests resulting in a denial of service 
(DoS). Figure 5.5 presents the HTTP flood attack.
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5.6  User Interface/Application Layer

This section presents attacks in the application layer.

5.6.1  Access Control Attacks

The access control process includes identification, authentication, and authorization 
processes. However, broken access control is a common web application vulnerabil-
ity. An access control attack is a type of spoofing attack whereby an attacker imper-
sonates a user to gain access to restricted resources in an attempt to steal information 
and perform malicious activities [6]. An attacker may impersonate the Internet 
Protocol (IP) address of a legitimate user to gain access to their accounts. A brute 
force or dictionary attack is an example of an access control attack where an attacker 
attacks every possible combination of numbers, letters, and characters to crack a 
password or PIN. Another example of an access control attack is a logic bomb that 
is installed by a privileged user who knows what security controls need to be cir-
cumvented to go undetected until they explode.

5.6.2  Malicious Code Injection

Malicious code injection, also known as “Remote Code Execution (RCE) attack,” 
enables an attacker to execute malicious code through code or command injection. 
Code injection occurs when an application processes a code without validating its 
data. The code is injected into a vulnerable computer program and modifies the way 

Fig. 5.5 HTTP flood attack
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the program executes [13, 15]. The attacker capabilities depend on the server vul-
nerabilities, for example, PHP, Python, etc. Once the attacker can inject malicious 
code or commands, they may attempt to use a web shell or install malware to com-
promise other internal systems. Mirai malware is an example of a code injection 
attack that uses unsafe accessing credentials in the form of cookies, forms, HTTP 
protocol to enter and manipulate an operating systems shell file. The entire operat-
ing system’s central command directive is manipulated and executes attacker- 
supplied commands in the system. The intruder may access sensitive information 
from a network, including email traffic (SMTP, POP, IMAP), web traffic (HTTP), 
FTP traffic (Telnet, FTP passwords, NFS), and many more.

5.6.3  Sniffing Attacks

Sniffing attack corresponds to theft or interception of data by capturing network 
traffic using sniffer [15]. A sniffer is an application aimed at monitoring, analyzing, 
and capturing network packets. Data packets that flow through a computer network, 
if the packets transmitted across a network are not encrypted; they get captured by 
a packet sniffer to launch the sniffing attack. Packets with weak encryption mecha-
nisms are vulnerable to this type of attack. Various packet sniffers exist such as 
Wireshark, Dsniff, Etherpeek, kismet, etc., are responsible for stealing data, analyze 
it, or cause network crash or corrupt the data. Sniffing can also be performed using 
applications, hardware devices at both the host and network levels.

5.6.4  Application-Specific Vulnerabilities

Application-specific vulnerabilities are flaws in applications that could be exploited 
by intruders to compromise the security of an application and facilitate cybercrime 
activities. The cybercrime activities usually target confidentiality, integrity, or avail-
ability “CIA triad” of resources possessed by a specific application. According to 
Gartner security, the application layer currently contains 90% of vulnerabilities 
such as SQL injection, cross-site scripting, LDAP injection, etc.

5.7  Summary

In this chapter, we unveil security issues and challenges at various layers (percep-
tion, network, cloud, and the user interface) of IoT sensor networks. IoT has promis-
ing areas of application in vast sectors of the economy, including health, agriculture, 
oil and gas, logistics, retail, smart cities, and smart homes. Despite the tremendous 
benefits of IoT sensor networks, security remains a challenge in IoT. This makes 
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communication vulnerable to attacks and threats. Security in the Internet of Things 
is a fundamental issue. However, achieving the goal of a secure IoT sensor network 
remains a significant challenge because of the open and wireless nature of the sensor 
network. Also, IoT devices are resource-constrained in nature in terms of memory 
capacity and energy efficiency, making the goal of security challenging to achieve. 
The IoT sensor network security can be compromised through the devices, during 
communication, data processing, and storage commonly on cloud services. From 
the survey, the perception layer security challenges include fake node, node temper-
ing, replay, side channel, false data, and code injection attacks. Common attacks in 
the network layer include eavesdropping, phishing site, access, denial of service, 
and distributed denial of service attack. Cloud layer attacks include a man-in-the-
middle, SQL and malware injection, and lastly the user interface layer is susceptible 
to access control, malicious code injection, sniffing attacks and applications-specific 
vulnerabilities such as SQL injection and cross- site scripting which exploit the 
nature of the application in an IoT sensor network.
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6.1  Introduction

Chapter 5 suggested a layered approach to unveil security issues and challenges at 
each layer of the IoT architecture. Overall in all IoT layers, vulnerabilities and secu-
rity challenges are found in the perception, network, cloud, and finally, user inter-
face layer. As suggested by authors [1–7], security must be implemented at each 
layer of the IoT architecture. Similarly, authors in [8–19] described and surveyed 
security issues in wireless systems. This section proposes security techniques and 
mechanisms to mitigate security issues and challenges through the layered approach. 
A layered approach makes fair use of intra-layer information, services, interfaces, 
and protocols with the aim to expose layer-specific challenges that need to be 
addressed for secure communication while reducing cost, energy consumption and 
optimize the entire network performance for robust and scalable wireless IoT sensor 
network applications. Each layer performs dedicated functionalities providing mod-
ularity and security for various interfaces. Experts forecast a total number of 20 
billion connected things, people, processes, and data by the year 2020. This increase 
will pose a lot of vulnerabilities and security threats, calling for attention to various 
techniques for managing and protecting sensor data. In this chapter, various meth-
ods, mechanisms, and techniques for securing devices and communication of sensor 
data are discussed.

6.2  Perception Layer

This section presents security mechanisms for the perception layer.

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-54983-1_6&domain=pdf
https://doi.org/10.1007/978-3-030-54983-1_6#DOI
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6.2.1  Authentication

An increase in the number of IoT devices has led to a rise in IoT sensor networks 
security challenges and privacy concerns. Among these, IoT devices are prone to 
data breaches and attacks such as man-in-the-middle attack. Authentication of dif-
ferent connected devices in the network is essential to assure privacy and data con-
fidentiality [11, 20–26]. The authentication process is vital as it helps protect the 
IoT sensor networks from malicious nodes that impersonate themselves to alter 
information and halt the entire network. Authors in [27] proposed an IoT device 
authentication scheme using a multifactor authentication scheme through device 
capability and digital signatures. The scheme has little overhead costs and success-
fully authenticates devices and mitigates against replay and man-in-the-middle 
attacks. The setback with the proposed scheme is that authentication keys are stored 
in  local storage, making them vulnerable to attacks. Authors in [28] proposed a 
lightweight mutual authentication mechanism for IoT devices and dynamic session 
key scheme using a block cipher algorithm. The mechanism has a little overhead 
cost and has less risk of security attacks. Authors in [29] proposed a lightweight 
gait-based authentication scheme for IoT devices using a machine learning classi-
fier. The advantage of this mechanism is that it successfully authenticates devices. 
The author in [30] proposed a mechanism that provides end-to-end IoT device 
authentication. The mechanisms integrate physical security into traditional asym-
metric cryptography-based authentication schemes. The advantage of this method is 
that it does not impose hardware overheads. Authors in [31] proposed a multi key- 
based mutual authentication mechanism using secure vaults between IoT devices 
and the server. A summary of works on the authorization of IoT devices is presented 
in Table 6.1.

6.2.2  Hardware Security

IoT relies on the perception layer, which carries all the hardware devices that initiate 
communication and form part of the communication infrastructure. However, more 
work still needs to be surveyed to and implement measures to mitigate hardware 
vulnerabilities for IoT devices. It is, therefore, critical to ensure the security of hard-
ware devices in IoT systems [32]. Authors have proposed several works to mitigate 
hardware vulnerabilities to IoT hardware [33–37]. Authors in [33] proposed a hard-
ware device model for IoT endpoint security by detecting DoS attack through 
 observation of electrical signals in the circuit. The solution was introduced as a 
resolution to difficulty in adding new software to resource-constrained IoT devices. 
The proposed security method detects abnormal behavior or attacks in the network 
by observing the physical characteristics of bus communication between the device 
and the controller. The method is simple with low computational complexity; how-
ever, it does not take into consideration the security of contents of data shared by 
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IoT devices in the network. Therefore, other attack detection methods based on 
physical characteristics should be considered. Authors in [34] proposed a low-cost 
mechanism for detecting the DoS attack by observing electrical signals in the cir-
cuit. Though the mechanism detects DoS attacks, other physical characteristics 
need to be considered other than voltage and factor into account the issue of cost 
when implemented in real life. Authors in [35, 36] surveyed hardware-assisted tech-
niques for assuring device security in IoT.  The techniques highlighted include 
machine learning, which requires a large data set for training with high overhead 
costs. Authors in [37] suggest the use of future generation microcontrollers or 
System on Chip (SoC), a component of the IoT edge node to solve hardware intrin-
sic security issues at the IoT perception layer.

6.2.3  Lightweight Encryption

Assuring end-to-end secure communication among devices is a major challenge in 
IoT sensor networks. Data encryption has been proven to be the most effective 
method for secure communication across wireless sensor network communication 
where communication channels are more prone to attacks and data breaches. 
According to research, using efficient encryption methods with low computational 
costs can play an essential role in reducing security risks and attacks in wireless IoT 
sensor communication [38, 39]. However, an encryption algorithm must be appro-
priately chosen to cater for the resource-constrained nature of IoT nodes. The criti-
cal issues in designing secure mechanisms or algorithms are to deal with the 

Table 6.1 Works on addressing mechanism for perception layer IoT devices

Proposed Scheme Methodology Comments Reference

Improved IoT device 
authentication scheme 
using device capability and 
digital signatures

The scheme uses multifactor 
device authentication using 
digital signatures and device 
capability

Keys are stored in local 
storage making them 
vulnerable to attacks

[27]

A lightweight mutual 
authentication and dynamic 
session key scheme

Mutual authentication and 
dynamic session key using a 
block cipher algorithm

Significantly reduces 
computational costs and 
less risk of security 
attacks

[28]

Lightweight gait-based 
authentication technique for 
IoT using subconscious 
level activities

User authentication is 
achieved using machine 
learning classifiers

Successfully 
authenticates users 
using machine learning 
classifiers

[29]

A collaborative PHY-aided 
technique for end-to-end 
IoT device authentication

Integrate physical security 
into traditional asymmetric 
cryptography-based 
authentication schemes

The method does not 
impose hardware 
overheads

[30]

Authentication for IoT 
devices and server using 
secure vaults

A multi-key based mutual 
authentication mechanism

[30]
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trade-off between security, performance, and cost. Several cryptographic methods 
have been proposed for providing lightweight encryption to resource-constrained 
IoT communication devices. Encryption techniques are applied to different layers 
of the IoT architecture and protocols, and every complete system has several levels 
of encrypt, decrypt, and re-encrypt cycle. These cycles make the system vulnerable 
to a variety of attacks; therefore, end-to-end security is essential to prevent these 
attacks. Public key encryption is largely used for authentication, non-repudiation, 
and key exchange. The mostly used public-key encryption is Rivest, Shamir, and 
Adleman (RSA) algorithm is considered superlative as compared to symmetric key 
Advanced Encryption Standard (AES). Applications requiring data authenticity and 
integrity may be employed AES security mechanism through cipher block chaining 
(CBC) mode, which produces Message Integrity Code (MIC) or Message 
Authentication Code (MAC) appended to the transmitted data [2]. RC5 is a light-
weight security mechanism for hardware and software implementation promoted by 
many researchers for protecting user’s data. RC5 has been proven to be the right 
choice for devices with limited memory and power consumption, e.g., Vehicular ad 
hoc Networks (VANETs) [40]. Researchers have recommended cryptographic 
primitives such as ECC for IoT authentication. Although ECC requires less memory 
and computational power, it consumes more power and memory as compared to 
shared key encryption and is prone to side-channel attacks. ECC is more suitable for 
mobile Apps over RSA because of its ability to generate faster and smaller keys 
with less processing power [3]. Diffie–Hellman (DH) algorithm exchanges keys to 
allow the construction of a common secret key over an unreliable communication 
channel using discrete logarithmic problems [39]. The advantage with DH key 
agreement is that logarithmic operations are difficult to crack providing strong 
authentication to IoT end devices. Table 6.2 presents IoT cryptographic algorithms, 
their strengths and weaknesses and application areas.

6.2.4  Protecting Sensor Data

Experts forecast a total number of 20 billion connected things, people, processes, 
and data by the year 2020. This increase will pose a lot of vulnerabilities and secu-
rity threats, calling for attention to various techniques for managing and protecting 
sensor data. Watermarking is one of the proposed lightweight security mechanisms 
with less computational complexity in terms of power consumption, unlike tradi-
tional security techniques for wireless sensor networks. The watermarking tech-
nique separates data elements into variable sizes in groups, and a secret watermark 
is generated from consecutive groups. Authors in [43] proposed a verification 
scheme for protecting data items based on watermarks. From the survey, conclu-
sions were drawn that watermarking helps verify the individual data items accu-
rately hence improving on data integrity, and attackers could not easily detect the 
watermark. Other methods for protecting sensor data include device fingerprinting 
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and behavioral profiling to recognize and track individuals through sensor data even 
without names attached to the sensor data being transmitted [11, 44].

6.3  Network layer

This section presents security mechanisms in the network layer.

6.3.1  Encryption Mechanism

The process of encrypting communication in an IoT sensor network is computation-
ally complex regarding cost, energy, and memory for small-sized and resource- 
constrained IoT devices. Complex security algorithms affect the performance of 
devices; therefore, algorithms targeted at security and optimized resource utiliza-
tion at low computation cost [38, 39]. The findings from the HP survey revealed that 
no encryption standard governs the transmission of data among IoT devices in the 
local network and the Internet. HP added that despite the existence of transport 
encryption systems such as SSL and TLS, cloud connections where data is stored 
and manipulated remain vulnerable to attacks. It is, therefore, imperative to put in 
place adequately configured transmission encryption standards for IoT sensor net-
works communication.

6.3.2  Secure Communication

Security in the Internet of Things is a fundamental issue; however, achieving the 
goal of a secure IoT remains a significant challenge. Internet-based applications and 
services are susceptible to malicious attacks. Therefore, there is a need to ensure 
that the security of the network is un-compromised for effective communication 
[45]. Nonetheless, certain conditions or requirements must be met to protect the 
network from attacks. Availability, confidentiality, integrity, and authentication are 
security requirements that protect against threats during communication in an IoT 
sensor network. Achieving the goal of secure routing in IoT communication pres-
ents a significant challenge owing to the requirement of maintaining the uniformity 
of packets routed from the source to the destination. There is a need to assure a 
secure end-to-end communication during routing to meet IoT secure communica-
tion needs and make significant research contributions [17, 46–48]. This involves 
protecting the network against threats and attacks during communication. Several 
security conditions must be met, such as availability, confidentiality, integrity, 
authenticity, and non-repudiation [49, 50]. The secure routing mechanisms can 
defend against various security attacks such as sinkhole, Hello flooding, wormhole, 
selective forwarding, and Sybil (clone ID) attacks [51–53]. Authors [50, 54–56] 
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proposed secure routing mechanisms for IoT to address these security threats. A 
summary of routing attacks, their impacts on the network, and proposed solutions 
are presented in Table 6.3. Nonetheless, developing a secure routing protocol is a 
challenge that needs attention for implementation in IoT secure communication.

6.3.3  Trust Recommendation

Trust needs to be established between neighboring nodes in the network. However, 
an attacker can join the network, masquerade, and recommend itself to other nodes 
in the network and attract traffic, which then makes it easy for them to forward 
attacks in the network. Therefore, a secure trust management system needs to be 
deployed to maintain a high level of trust between nodes in the network. The accu-
racy of trust between nodes in a network is, therefore, dependent on the number of 
received recommendations from nodes with a high trust value. There are different 
methods to ascertain trust between nodes through various recommender systems 
such as user-based collaborative method, content-based, and location-based filtering 
approach. The user-based approach refers to the people-to-people relationship where 
recommendations are made based on feedback ratings from users with the same 
preference taste with the target user. Content-based users perform matching and find 
perfectly matching users based on comparisons with previously rated items. Finally, 
the location-based filtering uses the geographic location of the users to recommend 
target users within their proximity [47, 57]. Authors in [54] proposed a trust-based 
routing protocol that utilizes seeming’s theory to accomplish a lightweight, QoS, 

Table 6.3 Routing attacks in IoT

Attack Attack area Impact on the network Solutions

Sinkhole Confidentiality 
and Integrity

A compromised node gets the attention of the 
traffic passing through the network then launches 
an attack which prevents the sink node from 
receiving the sensed information

SRPL [17]

Hello 
Flooding

Availability Broadcast messages into the network and nodes 
believe that they are neighboring routes then 
update their routing tables and then the attacker 
gains access to the network. Puts network in a 
state of confusion and may permanently cause 
the network to be dysfunctional

RPL [56]

Wormhole Confidentiality 
and Integrity

Route discovery is made difficult for nodes, and 
routing information cannot be distributed among 
nodes; therefore, hindering communication 
between nodes

TARF [50]
MRPL [55]

Selective 
Forwarding

Confidentiality 
and Integrity

Disruption of route path and the network 
performance goes down

RPL [56]

Sybil and 
Clone ID

Confidentiality 
and Integrity

Compromise route path and the network 
performance goes down

TRSF [54]
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and optimized routing framework to prevent attacks. The trust schemes are proposed 
based on the results of the analysis. TRSF may increase network performance if 
there is an assurance of security in large networks. However, the scheme is not 
energy efficient and does not support fault tolerance. Authors in [50] proposed a 
trust-aware routing framework (TARF) that implements secure multi-hop routing by 
misdirecting traffic routed to identify the trustworthiness of neighboring nodes. 
From the results of the survey, the framework was found to be effective in defending 
against sinkhole and wormhole attacks.

6.4  Cloud Layer

6.4.1  Secure cloud computing

Cloud computing has recently become an area of interest in recent years due to 
infinite and dynamic resources hosted on cloud services, e.g., Dropbox, iCloud, etc. 
However, security remains a prevalent issue for devices connected to the cloud and 
data hosted in the cloud. HP surveyed several wireless IoT devices, and the findings 
revealed that their cloud-based web interfaces and mobile interfaces were not secure 
enough as they portrayed weak passwords be guessed or cracked easily. The inter-
faces never required passwords of enough length and strength to log on to their 
applications. From the survey, it was discovered that some devices used the same 
passwords, which raised security questions as this made the systems vulnerable to 
remote access by attackers guessing the repetitive passwords used across. These 
systems were prone to attacks because they did no’t have a limit for failed attempts 
of trying to log on to the system after several attempts of access. Several attempts 
have been made by authors to authenticate devices and servers connecting to the 
cloud through mechanisms such as elliptic curve cryptography [58], use of virtual 
based passwords using linear functions [11], and cookie-based password manage-
ment systems [59]. Elliptic curve cryptographic scheme has been proven to be the 
best in the systematic review of literature by [59] as it requires small key sizes. 
Elliptic curve cryptographic scheme can be embedded in any device that is HTTP 
enabled and performs efficient computations in defending against threats and attacks 
in the IoT cloud.

6.4.2  Secure Multi-Party Computation

Secure Multi-Party Computation (SMPC) is a cryptographic primitive that allows 
different parties to perform a joint function or computation without disclosing their 
private inputs and outputs to each other. MPC uses the concept of Threshold cryp-
tography whereby private keys are shared among parties, and the cryptographic 
operation of those parties can only be carried out when an authorized quorum of 
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those parties agrees to carry it out. SMPC addresses the problem of cooperative 
computation performed on a private data set by several participants in a secure man-
ner through a distributed computing method [60]. MPC protocols exist which assure 
mathematical proof of security guaranteeing that despite security preaches, a mali-
cious code will not be able to manipulate, carry out unauthorized operations, or 
learn anything about the secret key. This method has been proven to be efficient in 
encrypting data and assuring data privacy [60]. However, this method is computa-
tionally complex and may slow down the runtime of a system. Figure 6.1 shows 
how secure multi-party computation works.

6.5  User Interface Layer

6.5.1  Information Privacy

The user interface layer comprises of everything a user may interact with when 
navigating an application or a website through various controls. Failure to protect a 
user interface leads to multiple cybercrime activities such as eavesdropping and 
man-in-the-middle attack. Therefore, it is essential to invest in security solutions 
that include user interface protection such as API security. Web API security is con-
cerned with protecting data that is sent over the Internet. However, several protocols 
exist, such as Representational State Transfer (REST), which uses HTTP or 
Transport layer security (TLS) to keep Internet connectivity private. REST is used 
within social network applications, and its responsibility is to remove ambiguity in 
a network by using HTTP to get, post, put, and delete methods [61]. Simple object 
access protocol (SOAP) uses built-in protocols known as web service security to 
assure confidentiality and authentication during Internet connectivity. It uses vari-
ous forms of security such as XML encryption, XML signatures, and tokens to 
authenticate and validate communicating entities. Other forms of strengthening API 
security involve using an API gateway, the use of sniffers to identify vulnerabilities, 

Fig. 6.1 Secure multi-party computation
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and the use of Quotas to protect against denial of service attacks and privacy 
assurance.

6.5.2  Key Agreement

Application layer security supports symmetric, asymmetric, and hashing algo-
rithms. Symmetric algorithms such as DES have high cryptographic strength and 
high computational power and can assure confidentiality in the user interface layer. 
The most popular asymmetric algorithm in the user interface or application layer is 
the RSA, which uses digital certificates to authenticate participating parties. 
Cryptographic hashing, on the other hand, ensures integrity and authentication 
using common hash algorithms such as MD5 and SHA. Authors [62] proposed a 
lightweight key agreement protocol that robustly achieves mutual authentication 
without exposing the real identity of users in vehicle-to-grid (V2G) networks for 
smart grids. The key agreement mechanisms perform mutual authentication through 
hash functions and bitwise exclusive-OR (XOR) operations. The evaluation from 
the research proves that the proposed protocol can withstand different kinds of 
attacks in IoT. Authors in [42] performed a comparative survey to analyze the per-
formance of Diffie–Hellman, Elliptic Curve Diffie–Hellman (ECDH), and RSA 
algorithm. The analysis of algorithms assessed power consumption, performance, 
and area. The results of the survey proved that the ECDH algorithm performed bet-
ter than others in terms of power and area. However, lightweight key management 
mechanisms need to be further investigated to ensure the confidentiality of data to 
enable trust between connected things in a sensor network.

6.5.3  Data Management

Effective data management in IoT every entity applies policies and standards to 
manage, protect, and ensure that data is transmitted efficiently. Service-level 
Agreements (SLA’s) require to be identified in every service provided by an IoT 
system. The enforcement of these policies will enable trust in a sensor network 
among human users in the IoT sensor networks. Policies mainly involve access to 
resources in a network. However, there are no universal policies and standards to 
govern and control the design and implementation of algorithms, making it difficult 
to control the security of IoT [22]. Standards and policies for securing IoT are not 
enough, and there is a need for mechanisms to enforce the policies. Authors in [63] 
proposed an automated mechanism to derive network security policies for devices 
without requiring vendor cooperation or modifications to devices or their cloud 
infrastructure. The method is scalable and presents an effective multilayered archi-
tecture that minimizes the impact of IoT attacks.
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6.6  Future Works

Although the application of IoT has been widely adopted, an extensive research 
effort still needs to be done in this direction. Open research challenges have been 
identified, such as limited computational power for resource-constrained IoT 
devices, hardware vulnerability, un-secure routing, ineffective addressing mecha-
nisms, ineffective sensing, and un-secure routing between IoT devices [64–67]. 
This section broadens the open research areas that need to be further investigated to 
address the challenges in IoT sensor networks. We highlight potential future direc-
tions and futuristic applications that can help alleviate these challenges.

6.6.1  Artificial Intelligence

By the year 2025, 30 billion things will be connected, meaning that big data will 
only get bigger hence the need to make sense of the high-velocity data streamed 
from the IoT devices. Artificial intelligence (AI) provides a framework and tools for 
radically shaping the technological landscape and analyzing diverse IoT data that is 
physically impossible with man. AI powers IoT with machines with decision mak-
ing and the use of algorithms. The combination of A1 with IoT helps turn data into 
new revenue streams and the seamless integration of intelligent systems with IoT 
applications for the creation of an optimized application-specific solution [68–72]. 
Machine learning and Robotics complement IoT in designing and developing 
autonomous programmable systems. Machine learning is an advancement of AI 
using pattern recognition, neural networks, and swarm intelligence technologies to 
perform independent tasks. The advantages of the fusion between the two technolo-
gies lead to increased efficiency, new business opportunities, and predictive and 
preventative measures against anticipated risks.

6.6.2  Blockchain for IoT Security

Blockchain technology is a solution for IoT connecting billions of connected 
devices and applications, which involves transactions and interactions. This tech-
nology is widely adopted in the Finance sector. Blockchain is the underlying tech-
nology behind Bitcoin to manage, control, and secure IoT devices. Blockchain 
allows for autonomous transactions of data or money between two devices without 
the third party to certify the transaction. This technology provides a secure, reliable, 
time-stamped contractual handshake between autonomous devices. Smart contracts 
can be issued among devices to establish secure message exchange by creating 
agreements that are only executed upon meeting specific requirements. Smart con-
tracts allow for greater automation, scalability, low costs, and security [7, 73]. 
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Blockchain technology can further be used for analyzing big data produced from 
the interconnection of IoT devices and increasing the security of the infrastructure 
within organizations [37, 74–77]. Blockchain platforms: IOTA was explicitly 
designed for IoT transaction settlement at the data transfer layer and Tangle plat-
form which is a blockless, secure, peer-to-peer network where users verify transac-
tions of other users. Volkswagen uses IOTA for reporting critical factors such as 
mileage in their report cards stored in a distributed ledger. VeChain is another block-
chain platform used in medical and healthcare applications for tracking production 
processes for medical devices, also allowing sharing of real-time biometric infor-
mation between patients and doctors for real-time monitoring.

6.6.3  Machine Learning for Data Security

Machine learning algorithms and techniques have gained popularity in recent 
research in the field of artificial intelligence to enhance IoT security. Machine learn-
ing involves the use of algorithms within a program to learn from collected data. 
Machine learning provides methods for implementing necessary security measures 
such as authentication, intrusion detection, and offloading and access control [71, 
76, 78, 79]. Authentication techniques include comparing radio channel character-
istics against characteristics identified by the transmitters at the devices’ physical 
layer [80]. Machine learning mechanisms used for authentication include Q-learning 
and artificial neural networks [81].

6.6.4  Context-Aware Sensing

The second crucial future direction for the IoT would be enhancing context-aware 
sensing for IoT, IoP, and IoE. Context awareness defines the ability to detect and 
respond to situations and environments in which a computational artifact is embed-
ded to gather and utilize information to positively affect services relevant to a person 
or device [82]. The need to optimize the network lifetime and energy-efficient sens-
ing for resource-constrained devices and sensors remains a challenge in IoT com-
munication. Authors in [78, 83] strongly recommended for the development of 
intelligent sensing applications that can adapt to changing environments and use 
context information to increase the energy efficiency of the sensor node processing 
and communication [84]. The author in [85] recommended opportunistic and 
context- aware affect sensing using facial expressions and voice to make mood infer-
ences on the smartphone to provide information to various applications such as men-
tal health management. Audio and video sensing for resource-constrained 
smartphone sensors are made feasible by the advent of low-power digital signal 
processing co-processor (DSP) and graphics processing unit (GPU). The RFID tech-
nology is an emerging technology for embedding sensing capabilities to everyday 
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objects for identification and tracking in supply chain management using RFID tags. 
Although context awareness is the key ingredient to create smart applications that 
support the users’ day-to-day activities, the ability to achieve non-intrusive commu-
nication in IoT remains a challenge in mobile converged platforms and heteroge-
neous environments. While it is crucial to reduce interactions between people and 
devices, it is of utmost importance to provide users with control over the things they 
interact to assure privacy, security, and personalization [67, 83, 85]. In the future, 
more context-aware applications will be targeted towards humans (IoP) as users of 
the services.

6.6.5  Cloud Infrastructure

The third crucial future direction for the IoT would be to enhance storage, process-
ing, and retrieval of information challenges in IoT. A potential solution to these 
problems is the IoT cloud infrastructure, which encompasses hardware and soft-
ware components that support computing requirements for cloud computing. The 
cloud infrastructure hardware includes servers, storage, and network and virtualiza-
tion software such as VMware. IoT produces large amounts of data by different 
devices; as a result, harvesting of sensor data in an efficient manner, and the pro-
cessing of that information remains a challenge. To address these challenges, the 
use of intelligent information retrieval methods and machine learning techniques 
would serve as useful tools for data processing and analytics [33, 78, 86]. A critical 
challenge for IoT is the implementation of artificial intelligence, which has high 
computation complexity on the resource-constrained devices. Authors revealed that 
the implementation of machine learning algorithms on IoT devices is feasible and 
practical to profile performance in terms of speed, accuracy, and power consump-
tion [38, 82, 87]. Another future work direction on enhancing the cloud involves the 
exploration of new machine learning methods such as deep learning and neural 
networks [88]. Security and privacy of data stored on the cloud is another critical 
concern that needs to be addressed [89].

6.6.6  Sensor Internet of People

Experts forecast a total number of 20 billion connected things, people, processes, 
and data by the year 2020. The goal of IoT is to develop applications that can be 
integrated into everyday lives. Smartphones are small yet powerful devices with the 
capability to support IoT evolution towards the Internet of People (IoP) [78, 90]. 
The smartphone must have capabilities to improve the connection between people 
and the Internet by supporting context-aware sensing. Context sensing means giv-
ing the smartphone the ability to learn about its owner by constructing a digital 
profile. The smartphone needs to transparently negotiate and propose interactions 
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with other devices on the Internet. The smartphone must be able to manage and 
update digital profiles and provide its owner’s context as a service to other people 
and scan for services that might be of interest to its owner. In the IoP, people can be 
used for data collection or sensing and contributes towards collaborative and intel-
ligent information processing [91]. Mobile-centric models such as the People as a 
Service allows smartphones to securely infer and share users’ social profiles as a 
third party directly from a user’s smartphone. Other applications supported by this 
framework are GPS, social status, health habits. However, users must be empow-
ered to personalize their preferences and have the liberty to choose whom to interact 
with and whom to share information with for purposes of privacy and security. 
People participating in IoT must be empowered to identify, verify tag, and report 
unexpected behavior during communication in IoT [92–95]. An example of an IoP 
scenario has a smartphone that learns about one’s surrounding environment, which 
learns where one lives, works, and the route which one takes to work and at what 
time. A smartphone can provide routine reports on the transport control system by 
giving alerts on the shortest paths, where traffic jams are possible incidents to pro-
mote smart transportation. Another application of IoP includes using a smartphone 
to manage applications for smart homes, for example, controlling the electric heater, 
air conditioning, or lights remotely. Also, IoP could be used in financial institutions 
to support mobile banking services for transacting and managing accounts at one’s 
comfort and convenience. IoP eliminates the middleman during transactions giving 
users complete control over their data and information and enables the device to 
devise connection without the need of a central server. IoP uses a hash algorithm- 
SHA256, the same underlying security technology applied to Bitcoin [65, 76, 96, 
97]. Devices with low computational power such as personal computers, Raspberry 
Pi, or smartphones can deploy IoP.

6.6.7  Internet of Everything

The Internet of Everything (IoE) is a network of networks with over a billion con-
nections of things, people, processes, and data, which turns information into excep-
tional economic opportunities, richer experiences as well as risks for individuals, 
businesses, and countries [98, 99]. IoE is driven by advances in technology which 
connect IoT and IoP orchestrated by an increase in IP-enabled devices and global 
Internet availability. IoE results in the increased number of connected things that 
will intelligently and autonomously combine data into more useful high-level infor-
mation for further evaluation, intelligent decision making, and effective control over 
the environment. Big data analytics will enable predictive modeling, supporting the 
availability of near-real-time data [84, 98]. Today, people connect to the Internet 
through several devices ranging from smartphones to tablets and personal comput-
ers. The government and citizens of Finland are already enjoying the benefits of IoE 
through the local waste management company, which added sensors to garbage 
cans that signal when they are full prompting for a pickup. Another IoE application 
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is a central building management network in South Korea that monitors and opti-
mizes energy use reducing energy consumption by 30%. In the future people will 
become nodes on the Internet [100]. For example, people will be able to swallow 
medication that will sense and give a comprehensive report of the patient’s health to 
a doctor over a secure network. Another example involves placing a sensor on a 
person’s skin to gather information about personal medical history. Cities experi-
encing budget constraints could use IoE for generating revenues through applica-
tions such as smart parking, gas monitoring as well as smart meters for water and 
electricity management. IoE will assist in improving public infrastructure by pro-
viding data on citizen behaviors, transport, and logistics, in addition to also provid-
ing real-time data on weather conditions, events, and emergency responses as 
presented in [101–105]. Social security departments use the application of predic-
tive modeling for fighting crime, early warning systems, smart grids, and infrastruc-
ture protection. Therefore, it is vital to investigate methods that can leverage 
crowdsourcing and big data in IoE to improve communication between machine-to- 
machine (M2M), people-to-people (P2P), and machine-to-people (M2P) while 
reducing costs and producing a positive environmental impact.

6.7  Summary

In this chapter, we discussed various security mechanisms for addressing security 
challenges in the perception, network, cloud, and user interface layer of the IoT sen-
sor network. Security must be implemented at each layer of the IoT architecture for 
safe, effective, and un-compromised communication. IoT devices are resource- 
constrained with limited memory and energy efficiency; subsequently, there is a 
need to assure that the security mechanism deployed is lightweight, and resource 
utilization is optimized at low computation cost. These involve the optimal use of 
memory-constrained IoT devices and energy as they directly affect the performance 
of the IoT devices or the sensor network. However, the security mechanism must be 
appropriately chosen to cater to the resource-constrained nature of IoT nodes and 
the nature of the application. Security is implemented in the perception layer pro-
tecting hardware or physical devices and sensor data through mechanisms such as 
lightweight cryptographic algorithms such as AES, DES, ECC. Security in the net-
work layer is implemented through identity authentication, secure communication, 
and trust recommendation between communicating entities. In the cloud layer, we 
discussed secure cloud computing and secure multi-party computation as security 
mechanisms for addressing cloud layer security challenges. Lastly, we discuss 
information privacy, key agreement, data management, and security management as 
mechanisms to address user interface layer security challenges. Finally, future work 
directions and perspectives are drawn and discussed, highlighting some futuristic 
applications that can help alleviate security challenges in wireless IoT sensor net-
works. These applications include the use of artificial intelligence, blockchain, 
machine-learning, context-aware sensing, cloud infrastructure, sensor Internet of 
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People and Internet of Everything. According to research, using efficient encryption 
methods or security mechanisms with low computational costs can play an essential 
role in reducing security risks and attacks in IoT sensor network communication. 
Therefore, careful consideration of energy efficiency and memory management has 
to be made when designing a security mechanism for IoT sensor networks.
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Chapter 7
Future Challenges of IoT Sensor Networks

Pendukeni Phalaagae, Adamu Murtala Zungeru, Boyce Sigweni, 
Joseph M. Chuma, and Thabo Semong

7.1  Introduction

Chapter 6 describes the security challenges at various layers (perception, network, 
cloud, and the user interface) of a wireless IoT sensor network and reviews the pro-
posed mitigation procedures for the security threats at those layers. Chapter 6 also 
gave a brief overview of the future wireless sensor technologies such as IoE and IoP 
driven by advances in technology connecting IoT. An increase in IP-enabled devices 
and the global availability of the Internet is a major driving factor of The IoE and 
IoP technology. As devices increase in number, threats become prevalent, and hence 
there is a need for further research to mitigate the challenges that will come with the 
advance in the IoT technology. This chapter aims to shed some light on the areas 
that need further research to come up with robust and lightweight security mecha-
nisms for future IoT Networks. Some of these areas that need further research are 
highlighted in the subsequent sub-chapters.

7.2  Hardware Security

An increase in the number of IoT devices has led to an increase in the in-network 
security challenges and privacy concerns. However, recent research work has put 
emphasis on software-based security schemes leaving IoT hardware vulnerable to 
attacks. Security is IoT devices that are often neglected or treated as an afterthought 
by IoT device manufacturers. Research has proven that a non-secure hardware plat-
form inevitably leads to a non-secure software stack. Existing security solutions are 
inadequate since the techniques do not offer strong security and protection against 
threats. Henceforth future work should work towards the design of security tech-
niques for resource-constrained IoT hardware by considering both hardware security 
implementations such as cryptographic coprocessor or anti-tampering technologies 
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(e.g., chip or memory protection, self-destruction, etc.) and software solutions in a 
hybrid manner [1, 2]. However, further research is required to design and develop 
security mechanisms with low overhead costs for lightweight IoT hardware.

7.3  Lack of Lightweight Cryptographic Algorithms

Lightweight security will always be one of the key future research areas in IoT 
because of the resource-constrained nature of IoT sensor networks. The process of 
encrypting communication in the IoT sensor networks is computationally complex 
regarding cost, energy, and memory for small-sized and resource-constrained IoT 
devices. Complex security algorithms affect the performance of devices. Therefore, 
algorithms targeted at security and optimized resource utilization at low computa-
tion cost for IoT devices should be further investigated for lightweight IoT solutions 
such as key management, access authentication, access control for specific require-
ments for specific IoT sensor networks [3].

7.4  Lack of Lightweight Trust Management Systems

Trust needs to be established between neighboring nodes in the network. However, 
an attacker can join the network, masquerade, and recommend itself to other nodes 
in the network and attract traffic, which then makes it easy for them to forward 
attacks in the network. Therefore, a secure trust management system needs to be 
deployed to maintain a high level of trust between resources-constrained nodes in 
the network. Similarly, future research work should look at the assessment of cor-
relation agreement among IoT nodes and its role of autonomous and intelligent trust 
management among nodes at all layers of the IoT sensor networks. Precision knowl-
edge apprehension is another security goal to be considered in future works to 
increase the high level of trust among nodes in a network include owing to the 
requirement of maintaining confidentiality, quality of service, and reliable commu-
nication. For these reasons, it is essential to appropriately enforce trust management 
starting from the characterization of different threats and attacks at each specific 
level of the IoT architecture [2].

7.5  Lack of Lightweight Secure Routing Protocols

Assuring end-to-end secure communication among devices is a major challenge in 
IoT sensor networks. Data encryption has been proven to be the most effective 
method for secure communication across wireless sensor network communication 
where communication channels are more prone to attacks and data breaches. 
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According to research, using efficient encryption methods with low computational 
costs can play an important role in reducing security risks and attacks in wireless 
IoT communication. However, an encryption algorithm must be chosen properly to 
cater for the resource-constrained nature of IoT nodes. The key issues in designing 
secure mechanisms or algorithms are to deal with the trade-off between security, 
performance, and cost. Therefore, a secure routing algorithm proposed should have 
the capacity to secure the network with optimal use of memory-constrained IoT 
devices to make IoT deployment sustainable.

7.6  Lack of Lightweight Anti-Malware Solutions

The widespread adoption of IoT devices has attracted attackers to abuse them by 
causing an increase in malicious software (malware). Several types of malware can 
affect IoT software applications and IoT sensor networks hardware devices. 
Research has demonstrated that malware is a serious threat that can destroy an IoT 
device or have the attacker get authority and control over the IoT system. The most 
common adverse malware include rootkits, ransomware, bots, logic bombs, virus, 
worms, and Trojans. In order to keep pace with the increased adoption of IoT 
devices and an increased number of malware attacks, researches need to design 
lightweight malware detection solutions for IoT resource-constrained environ-
ments. This opens up new research challenges that need to be addressed by imple-
menting a physical level cryptosystem with emphasis on low-power and low-cost 
security mechanisms against malware [4]. For future work malware, obfuscation 
may be considered to increase the malware detection rate, and the efficiency of the 
mechanisms may be assessed for their implementation in resource-constrained IoT 
devices [5].

7.7  Summary

The rapid evolution of IoT sensor networks has brought along many benefits. 
However, IoT has also brought about ambiguity and several security concerns to IoT 
adopters. Security issues are the most critical challenges that need to be addressed 
in promoting the adoption and development of IoT systems. This work presents 
security and privacy issues and their solutions. The work suggests a layered approach 
to expose security issues and challenges at each layer of the IoT architecture and 
proposes techniques used to mitigate these challenges. IoT sensor networks undergo 
security and privacy issues such as hardware vulnerabilities, secure routing issues, 
and a lack of interoperable standards for heterogeneous networks. Finally, direc-
tions and perspectives are drawn and discussed for future directions in securing IoT 
sensor networks IoT covering evolving areas such as artificial intelligence, 
Blockchain technology, sensor Internet of People, context-aware sensing, cloud 
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infrastructure, security and privacy, and the Internet of Everything. IoT has endless 
opportunities and application domains. However, there are shortcomings that arise 
with the adoption of IoT such systems’ security for resource-constrained IoT 
devices. In conclusion, this work aims to highlight IoT sensor networks’ security 
challenges and to unearth research opportunities to address these challenges. 
Therefore, from the survey, opportunities such as Blockchain, machine learning, 
and the development of context-aware applications, IoP and IoE, should be further 
investigated to review real-life examples and analysis of their effectiveness towards 
enhancing privacy and security in IoT sensor networks. The convergence of IoT 
sensor networks with neural networks, deep learning, predictive modeling, and low- 
power protocols and algorithms can be investigated for enhancing security in IoT 
sensor networks.
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