®

Check for
updates

Increasing Engagement in a Cyber-Awareness
Training Game

Robert Wray1 &) Lauren Massey1 , Jose Medina!, and Amy Bolton?

I Soar Technology, Inc., Ann Arbor, MI 32817, USA
wray@soartech.com
2 Office of Naval Research, Arlington, VA 33303, USA

Abstract. Today’s workforce is generally uneducated in cybersecurity, largely
complacent, and fails to embrace the reality that ‘a risk to one is a risk to all’. A
cyber-aware mindset must be instilled in improved training across the workforce.
We are developing a training game designed to improve cyber awareness with
the goal of inculcating “cyber mindset” to reduce vulnerabilities to and increase
vigilance toward cyber threats. The game stresses critical thinking, intellectual
engagement, and countering cognitive biases. We introduce the design and imple-
mentation of the training game. Creating effective cyber awareness training is
often challenging due to resistance and disinterest from target populations. We
outline the current implementation of the training game and introduce additional
features or “mechanics” we have developed and also continue to investigate to
attempt to improve the game’s effectiveness in developing a cyber mindset.
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1 Introduction

In today’s workforce, most employees operate in the cyber domain, with all systems
and all stored data connected to networks at risk. While networked work has contributed
to large increases in individual and aggregate productivity [1], networks introduce new
risks to individuals and organizations. Every individual now represents a potential attack
vector for nefarious actors. A drumbeat of recurring accounts of successful attacks
against individuals, companies and organizations, and governments redounds in the
media each week [2-12].

While the conduct of cyber warfare increases in scope and sophistication, training for
this new reality of risk exposure and vulnerabilities is not keeping pace. The workforce
is generally uneducated in cybersecurity, largely complacent, and fails to embrace the
reality that ‘a risk to one is a risk to all’. To remain vigilant in the face of these threats,
a cyber-aware mindset must be instilled in improved training across the workforce [13].

The general workforce typically views cybersecurity as a nuisance that unnecessarily
complicates their mission and for which they have little to no direct responsibility.
Cybersecurity is “someone else’s problem.” National and industrial security requires a
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more cyber-savvy workforce, where each individual is attuned to the threat, embraces
their role in defense, and is able to respond quickly and effectively.

We are researching and developing a training-game prototype designed to improve
cyber awareness. We hypothesize that inculcating “cyber mindset” will reduce vulnera-
bilities to and increase vigilance toward cyber threats without necessitating the develop-
ment of sophisticated cyber knowledge and expertise. The current training game stresses
critical thinking, intellectual engagement, and countering cognitive biases.

This paper introduces the design and implementation of the training game. As we
discuss further below, the game allows the player to participate in the game as an attacker,
which we hypothesize has a number of benefits for learning. More generally, however,
creating effective cyber awareness training is often challenging, for some of the reasons
outlined above. Thus, we are investigating design options for subsequent versions of
the game that could support greater learner engagement and potential carryover to the
everyday activities of learners. Below, we describe the current implementation of the
game and then introduce some of the additional features or “mechanics” we are inves-
tigating to attempt to improve the game’s effectiveness in developing a cyber mindset.
We review three types of design options: specialization for player type, customization
based on player demography, and active monitoring of engagement.

2 Training for Cyber Mindset

In previous work, we outlined the theoretical and empirical foundations for the design of
the cyber mindset game, focusing on general review of the literature and identification
of specific training objectives from that review [13]. In this section, we briefly review
other attempts to train cyber awareness and how those attempts inform our approach.
We summarize some design elements that we have already included in the game to
support engagement and effective learning. The following section then describes the
implementation of the game itself.

2.1 Creating Effective Cyber-Awareness Training Is Difficult

Organizations have employed various training methods to raise awareness to employees
about the dangers of the internet, network intrusions, and social engineering, typically
promoting the notion that staff are the first line of defense against such attacks. Com-
monly, the training that is employed focuses on cyber awareness training that promotes
that staff know their roles and responsibilities to protect the organization’s information.
Most existing training does not ensure that the employees are competent in that role of
protection or even than they undertake hands-on training [14].

There are various types of cyber training tools that are currently used for general
population consumption, including multimedia static content, on-site presentations, and
passive computer-based training (CBT). A company may utilize one or several of these
tools in their security training program depending on budget and the amount time allotted
to training [15]. Static content and instructor led courses tend to have limited individu-
alized effect and any effect may be highly dependent on the content and delivery [16].
Computer-based training allows for some customization to individual learners, but can
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typically be completed without significant engagement. These methods typically fail
to motivate and engage [15], may not connect learning goals to individual and corpo-
rate responsibilities [17], and have been demonstrated to commonly fail to change staff
behavior even after “successful” completion of the training [18].

The potential use of games for cyber training is not novel. Multiple games have
been developed in research labs, although few commercial serious games have made
the transition from research labs [19]. The potential advantage of games to introduce
basic cyber principles is that they address the challenges of traditional training methods.
Games provide an environment in which trainees can actively participant in the learning
process, which may motivate and engage them to pay attention and learn [19, 20]. This
motivation and hands-on learning setting could then aid transfer [21] of knowledge to
daily adherence without the use of “fear as motivation” that is used in many traditional
staff-level cyber training programs.

2.2 Design Elements in Support of Engagement and Learning

The design of our cyber awareness training game draws on two primary training-design
elements. First, the game introduces conceptual knowledge about cyber threats, seeking
to create and and/or extend learner knowledge structures, which, in turn, modulate atten-
tion and metacognition to increase vigilance and awareness of potential of cyber attacks.
The primary goal of the game is to facilitate development and transfer (to everyday life)
of this new awareness or cyber-aware mindset. Examples introduced in the game include
the cyber-attack concepts such an attack vector and social engineering [17, 22] and spe-
cific examples of higher-level concepts, such as phishing and open-source intelligence
gathering (a preliminary activity in social engineering).

A second design element focuses emphasizes the need for attention and practice
to support the development of these new knowledge structures and the skill to retrieve
and apply them in appropriate context. Most existing cyber awareness tools fail to help
users make the leap from awareness to changing behavior, limiting their effectiveness
[23]. In contrast, our game adopts turn-based but realistic and familiar depictions of
household and office environments, rendered in three-dimensions. A game environment
generally supports engagement and immersion; such depictions have been shown to
offer increases in attention and retention in comparison to non-immersive environments
presenting comparable learning content [24, 25]. Further, one of the advantages of the
narrative-based game environment is that it encourages replay and additional exploration,
increasing exposure to the core concepts and time on task, both of which are correlated
with improved learning outcomes [26].

The use of a simulation game itself, rather than more traditional media, has also
been observed to have a marked increase on learner self-efficacy (confidence) [27].
This confidence may help learners transfer knowledge gained in the game to greater
cyber awareness in everyday life. Similarly, the game employs tiered badges, to provide
explicit performance goals within the game. Performance goals are a self-regulatory
strategy known to exert a comparatively large learning impact.
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2.3 An Active, Adversarial Role for Learners

In the initial scenario we developed, we employed these practices but noted in piloting
that participants’ interest quickly flagged. The game allowed users to experience various
kinds of cyber intrusions, both directly and indirectly, but the participants role was overly
passive; they were “waiting for the attack” and had little agency, even though the game
was rendered in an interactive, immersive environment.

To attempt to increase engagement and impact, the latest scenario places the trainee
in an adversarial role assigned to attack or compromise various systems (within the game
environment). As an aggressor, players view potential cyber events from a vantage point
less subject to biases; we hypothesize this vantage will result in greater awareness of
system vulnerabilities. This change in perspective supports three distinct goals that are
directly (and indirectly) designed to promote engagement:

o Engagement: Many players are likely to be curious about the possibility of being
a cyber attacker and will be surprised by the opportunity to play this role. These
elements help engage the player in a subject that is often viewed as boring.

e Disposition toward action: A cyber-aware mindset requires pro-active decision and
action. Because the player’s role is to undertake many actions, this design approach
helps associate a propensity for action with a cyber-aware mindset. In the game, the
actions are to attack. However, the player is exposed to the ways in which they may
be vulnerable in the real-world. Further, they observe differences in the ways various
characters they encounter in the game have and have not limited their exposure to
potential cyber attacks.

e Relatability: The tools and applications introduced in the game are analogs to applica-
tions that are likely to be familiar to many players (e.g., online social media platforms).
Having players imagine how to exploit applications without introducing specific vec-
tors or vulnerabilities makes the experience relatable to players’ everyday activities
without being tied to specific tools and vulnerabilities. The intent behind the relata-
bility of the experience is to amplify the cyber-aware mindset around the players’ use
of such tools outside of the game.

3 The Cyber-RAMPART Training Game

This section overviews the current implementation of the adversary attack scenario. In
this scenario, the user engages within a chat application with “Hacker Mo,” a virtual
character that cajoles the user into executing an attack and then explains, in a guided
dialogue, the various options that can be used for an attack.

Figure 1 shows a screenshot from an early part of the dialogue with Hacker Mo. As
outlined above, the game is set in a three-dimensional environment. In addition to the
monitor, which is where most of the game takes place, there are also some objects in the
environment, such as tablet, USB key, and phone. These become relevant in later stages
of the scenario.

The orange, arrowed sidebar on the right side of the screen is used to convey detailed
information about the concepts Hacker Mo introduces, as well as historical examples.
Information in this sidebar “pops out” when Hacker Mo mentions it in the game and the
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Stealthy wall climbing is not a current skill of mine. |

Fig. 1. Hacker Mo describes the attacker mindset.

user can review it at any time as well. This mechanic attempts to balance providing a
lot of detailed information about cyber attacks to the player, while also minimizing the
dynamic, immersive experience of roleplaying as an attacker.

As the scenario progresses, Hacker Mo describes various kinds of ways attacks can
be conducted, what kinds of organizations and people might be more or less vulnerable,
etc. The second phase of the game involves the player identifying a specific target
to attack (an organization) and a particular person associated with that organization.
The player makes these choices by conducting a simulation of open-source intelligence
gathering, looking at simulated websites, social media sites, and even a phone book to
find information.

Figure 2 illustrates an example from the scenario. The top image shows the “quikpix”
social media page of a university student. The user can scroll thru the individual posts
and glean information about the character. In this case, this person is a student at a local
university, likes classic cars, and recently won an award at the university. The user has
also determined her cell phone number.

In order to make the game less memory intense and also not require recording
information manually, we added a “tablet” that allows the user to readily capture “notes”
from the open-source intelligence gathering. In the game, the user clicks on the content
of social media and website information and these are automatically added to the correct
entries in the notebook. This approach reduces overall learner cognitive load and is
designed to help the learner focus on the concepts of cyber attacks rather than the
specific information found for each character.

The third and final phase of the scenario involves actually executing an attack. The
scenario supports attacks via a phishing email, a text-based attack (vishing), and malware
on a USB (sent by mail). When an attack is successful, Hacker Mo turns on a web camera,
allowing the user to visualize the impact of the attack on the target (Fig. 3). The success
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Fig. 2. Gathering open-source intelligence in preparation of an “attack.”

of the attack depends on whether the player follows Hacker’s Mo guidance in choosing
more vulnerable targets as well correctly gathering and using open-source intelligence.
For example, for the target illustrated in Fig. 2, a phishing email that focused on “classic
cars” or “Congratulations on your recent Mechanical Engineering award” are likely to
result in success, while a phishing email about “soccer” (a hobby of another potential
target at the university) would fail when sent to this subject.

Two scenarios have been developed for this game to-date and a preliminary evaluation
is being undertaken to begin to assess its impact on cyber awareness.

4 Design Alternatives for Increased Engagement

Although initial piloting suggests that the adversarial vantage is helpful and engaging,
the training may be perceived as “yet another cyber training exercise,” which limits user
engagement and thus dampens the potential long-lasting effect on the learner’s cyber
mindset. In this section, we outline various game-design and adaptation strategies we
are currently investigating with goal of enabling still greater engagement and resultant
impact. An underlying design philosophy is to align design principles with learner self-
regulation functions, so that the game better harnesses the native abilities of players to
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Fig. 3. A successful attack turns on a webcam.

engage “organically,” rather than using artificial or coercive methods common in many
computer-based training systems. We focus primarily on intrinsic adaptation (adaptation
of content within the game itself). However, intrinsic adaptation introduces the need
for additional content authoring, which is expensive and can thus inhibit the use of
tailored content. We consider three design alternatives: specialization for player type,
demographic personalization, and engagement tailoring.

4.1 Specializing for Player Type

Players like to interact with games in different ways, depending on a variety of factors
[28]. Some players may want to explore how a game works; others are motivated by
earning badges and maximizing their score, etc. Games that can adapt the way they work
to a player’s preferred playing style may increase engagement and time spent playing
the game [29].

There are a number of frameworks that attempt to categorize and rationalize playing
styles for video games. The combination of adapting to both playing style and learning
style is still relatively novel, but the ADOPTA framework [30] offers one example.
ADOPTA (ADaptive technOlogy-enhanced Platform for eduTAinment) introduces four
categories of playing style (Competitor, Dreamer, Logician, and Strategist), which are
defined in such a way to be correlated with established learning styles. The developers
of ADOTA showed that they could learn to recognize certain features of gameplay
according to these learning styles and then adapt gameplay according to the observed
playing style, improving engagement for that player. For example, for a “Competitor”
in a “gold capture” game they developed, the game increases the speed of movement
of various gold pieces (and reward when captured). In contrast, for a “Logician,” the
adjustment of the degree of difficulty results in more hidden gold pieces and more
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“puzzles” that must be solved to find the gold. Their results show that adjusting difficulty
based on player type improves the subjective experience of gameplay.

One of the advantages of the ADOPTA method is that it can be used to determine
player style without the use of questionnaires or other explicit methods which makes
the player aware of being “categorized.” We envision several ways we could use covert
observation of player styles in Cyber-RAMPART. For example, we have observed in
piloting that some players enjoy exploring the social media sites somewhat exhaustively,
while others, seeking to get to the attack, capture the minimum amount of information.
We could adjust the narrative to account for these different styles by encouraging different
approaches to open-source intelligence gathering, perhaps using a score and badges for
the “Competitor” player to encourage that player type to explore more potential attacks
and targets before making a commitment.

4.2 Adaptation Based on Demographic Characteristics

As suggested above, a common complaint of cyber awareness training is that it is some-
what generic and not specific to the organization or individual [15]. We envision the use
of player demography to allow the game to customize player experience to contexts and
domains relevant to the player.

Potential demographic elements that could be used for customization include the
player’s age, their position/rank within their organization, and details about their job
roles. For example, Hacker Mo could use several different “dialects, somewhat corre-
sponding to age and position. This might result in Mo using text messaging acronyms in
conversation much more frequently with younger players than older ones and choosing
specific descriptions and word usage mapped to jargon and slang associated with vari-
ous generational cohorts. Similarly, the social media content and presentation could be
adapted to roughly match the age, positions, and job roles of the player. This matching
could increase the identification of the player with the potential targets being researched
during the open-source intelligence gathering phase. Familiar contexts are likely to both
improve learner confidence and attention.

Adapting the scenario based on demographic information is not technically chal-
lenging if there is content available to support personalization. However, the content
requirements for adaptive learning has proven to be a significant barrier to widespread
use in open-ended domains. Rather than hand-create additional content, as we did for
the Hacker Mo scenario, we would instead recommend the use of various automated
content generation [31] and content repurposing methods to support demographic-based
adaptation.

4.3 Engagement Tailoring

Learner engagement has direct corollaries with self-regulatory mechanisms such as
attention and persistence [27]. In past work, we have explored how various kinds of
passive observation of learner activity can be used as proxies or “markers” to estimate
on-going engagement as an experience unfolds [32-34]. Examples of passive observa-
tion include assessing the learner’s responsiveness to prompts, eye tracking via webcam,
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and observations of the patterns of mouse movements and hand gestures. Passive obser-
vation is less intrusive (and evident) to learners and generally requires little/no additional
hardware, making it reasonably inexpensive and easy to deploy.

Via combination of such instrumentation and dynamic content selection, we envi-
sion a system capable of producing prompts within the game itself that will encourage
sustained engagement and intervene when engagement begins to flag. Consider the con-
ceptual illustration in Fig. 4. As the player participates in the game, the system tracks
the estimated level of engagement. When engagement begins to trend toward some min-
imum arousal threshold, the system introduces an in-game or intrinsic prompt such as
an unusual comment or unexpected question from Hacker Mo via chat message. For
example, Hacker Mo might interrupt a player response by saying, “Hey, you are taking
a while here... can we move on?” Intrinsic tailoring (also known as pedagogical experi-
ence manipulation) offers the benefit of providing scaffolding and support for the learner
without interrupting the immersive experience [35].

intrinsic/in-game prompts

minimum arousal threshold

arousal/engagement

extrinsic prompt

Fig. 4. Tailoring via prompts to sustain engagement.

The intent of these intrinsic prompts is to arrest the falling engagement level, which,
in the figure is successful following the initial prompt. As the game progresses, these
in-game prompts may lose some power (e.g., the first time Mo surprises a player with
a question, it will be a surprise, but less so on the third or fourth use of the same
technique). When the intrinsic prompts fail, the game can switch to an extrinsic prompt,
such as interrupting the dialogue with Mo to ask the player if they want to continue or
take a break.

There are two technical challenges that would need to be addressed to realize this
capability in Cyber-RAMPART. First, the level of engagement would need to be esti-
mated, which requires not only the choice of some sensor(s), but also mechanisms for
calibrating thresholds for individual players, which may differ substantial from person
to person. Second, similar to the previous technique, engagement tailoring also requires
additional content authoring. In this case, however, it may be possible to generate prompts
and questions somewhat independent of the context at the moment in which they are
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introduced. This approach would make the authoring requirements straightforward but
may be difficult to achieve truly intrinsic prompting with more generic prompting.

5 Conclusions

Effective cyber awareness training is an acute need for today’s workforce. Cyber threats
are increasing and increasingly calamitous but existing training options commonly are
ineffective. In this paper, we introduced an innovative training game that focuses on the
development of a cyber mindset by allowing a player to plan and to execute notional
examples of various cyber attacks. The attacker perspective offers several advantages
that encourage attention and engagement essential for learning, including an engaging
and relatable narrative that encourages player action. We also described a number of
potential elaborations of the game mechanics to further encourage player engagement
and learning.
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