Flexible Access Control over ®)
Privacy-Preserving Cloud Data Qs
Processing

Wenxiu Ding, Xinren Qian, Rui Hu, Zheng Yan, and Robert H. Deng

1 Introduction

Cloud computing has been widely adopted in various application domains owing to
its specific advantages, which enables cloud users to store their data and perform
various computations on the data without incurring a high cost. It even becomes the
“lifeline” of many institutes or organizations. With the advent of Internet of Things,
enormous amounts of data are produced and outsourced to the cloud for storage
and analysis. Data analysis helps to gain insights on related entities in a physical
world, which can provide tremendous value for various applications in multifarious
domains, e.g., medical [1], cybersecurity education [2], and business [3]. However,
the cloud may not be fully trusted by cloud users since it may reveal or disclose
the data outsourced by the cloud users or the processed results of these data, which
may seriously undermine user privacy. For example, to train the future generation
or employees with cybersecurity skills, the customized cybersecurity exercises will
be more suitable if more related information are collected and analyzed. But they
may be reluctant to offer too much data (such as work culture, associated threats)
due to privacy concern. Therefore, it has great significance to protect sensitive
data and data processing results from being leaked to any unauthorized parties. A
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standard solution is to encrypt the data before uploading. However, data encryption
introduces several challenges as described below.

First, encryption seriously restricts the computations/analysis over the out-
sourced data in the cloud. With traditional encryption algorithms (such as AES),
it is impossible for the cloud to process the encrypted data directly. Some existing
efforts adopted partially homomorphic encryption (PHE) to solve the problem,
but they are limited only to multiplication and addition operations on encrypted
data [4, 5], which are not sufficient to satisfy user demands in many applica-
tions. More operations, such as comparison and equality test, are required in
practical applications [6, 7]. This requests further study on privacy-preserving
computations. The basic operations can be widely applied to realize complex and
useful applications, e.g., privacy-preserving classifications in machine learning [8],
trust evaluation in Internet of Things [9], and medical analysis in e-health [10].
Obviously, the more basic computations available over encrypted data, the more
support on complete and complex functions and algorithms. To realize arbitrary
computations over ciphertext, schemes based on fully homomorphic encryption
(FHE) were designed [11-13]; however, most FHE-based schemes suffer from huge
computation overhead and high storage cost, which make them impractical for real-
world deployment and wide usage.

Second, secure multi-user access control over processed results also needs to
be supported [14]. Both existing PHE and FHE are single-user systems, which
inherently lack support for multi-user access to the processing results of encrypted
data. The scheme based on PHE in [15] supports distribution of addition operation
results through an interactive protocol between two servers, but the protocol must
be executed for each data request, thus is inefficient. Attribute-based encryption
(ABE) is an effective tool to support fine-grained access control and multi-user
access and has been applied in many application scenarios [16—18]. However, to
our knowledge, there is no effort in the literature on fine-grained access control
over the results of encrypted data computation. Previous work [19] aims to solve
this problem by combining homomorphic encryption and proxy re-encryption, but
it only supports one requester access at one time. In case multiple users want to
access the same result, it needs to execute the designed scheme for each requester,
which obviously incurs high communication and computation costs.

In this chapter, we propose a novel system in order to overcome the challenges
as described above. It supports multiple basic computations over encrypted data and
realizes flexible access control over the processing results by employing PHE and
ABE, which can be easily extended and implemented to cybersecurity education.
We present a family of protocols to efficiently realize several basic computations
over encrypted data. Then, we extend the system with maximum, minimum, and
division computations over integers. We propose to combine the ciphertext of ABE
with homomorphism to realize a fine-grained access control of the processing
results.
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2 Related Work

With the development of cloud computing, cybersecurity education becomes critical
because the traditional cybersecurity cannot guarantee the security of organizations
due to the sophisticated networks, while it also becomes flexible by taking advantage
of educational testbeds and framework. The cloud users (such as students and
engineers) can be greatly benefited through cybersecurity education and get trained
with enough technical skills. However, the risk of revealing personal data makes it
urgent to enhance data security and user privacy.

Secure Data Processing Based on SMC

Secure multi-party computation (SMC) enables computations over multi-user out-
sourced data without revealing each input. It lays a technical foundation for many
problems, such as database query, intrusion detection, and data mining with privacy
preservation [9]. Several Schemes [20, 21] based on the popular SMC construction
Sharemind [22] were proposed to achieve various secure computations. But the
product of N pieces of data needs about 3" multiplications of 32-bit numbers under
the cooperation of three involved servers in Sharemind, which obviously cannot
adapt to big data processing.

Secure Data Processing Based on Homomorphic Encryption

FHE Schemes [11-13] are designed to realize arbitrary computations over encrypted
data. Due to their high computation overhead, some extended Schemes [23, 24]
are proposed to improve efficiency. However, their computation and storage costs
are still not satisfactory for practical applications [25, 26]. PHE can only support
limited computations, but it is more efficient and practical than FHE and has been
widely used in various applications. Some Schemes [4, 5] can only support addition
and multiplication over a limited number of data inputs. In [4], decryption requires
solving the problem of discrete logarithm, which seriously restricts the length and
the number of data inputs. The multi-party computation framework proposed in [5]
achieves addition and multiplication by following the idea of secret sharing. Similar
to the SMC-based scheme in [21], it is unable to support the multiplication of a large
number of data inputs. Liu et al. [6] proposed a framework for efficient outsourced
data calculations with privacy preservation.
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Secure Data Access Control

Cloud storage enables cloud users to upload their data to the cloud for storage
and further sharing. However, it leads to a new problem that the cloud users lose
full control over their data. Proxy re-encryption can also be adopted to manage
data sharing in cloud [27, 28]. But it cannot support fine-grained access control on
homomorphic computation result. Role-based access control (RBAC) can provide
partial flexibility based on one level policy, which ensures that only the user with
specified role can access the data. But, these constructions [29, 30] based on RBAC
cannot support flexible access policies with various attribute structures.

ABE [31, 32] has been widely applied in cloud storage management for
achieving fine-grained access control [33-35]. Furthermore, trust-based Schemes
[16-18] simplify the attributes involved in ABE and take into consideration only
trust levels. These schemes highly reduce the computation cost. But, only one entity
is in charge of the access control, which makes this entity obviously knows the
results.

Secure Division Based on Arithmetic Transformations

Katzenbeisser et al. [36] chose a tuple (o, 0, T,) to represent a value x € D;, which
belongs to a certain interval D; = [—[; +[] with [ > 0, where p, = 1, o, encodes
the sign of the value x and 7, indicates the absolute of the value. The division result
can be computed by basic operations on corresponding element through function

LDIV ([x], [y]) = ([,ox] Lol [ox], [T] [l'y]71 [rcz]). Though the representation
of numbers can support secure computations on non-integers, its division result is
an approximation with bounded relative error, and encoding increases the overhead
of data preprocessing.

To overcome this issue and get an accurate result, Dahl et al. [37] performed
a Taylor expansion on the reciprocal of a denominator to transform the division
computation over encrypted data into multiplication and addition over encrypted
data. The implementation of several sub-protocols brings high computational
overhead. Also, the frequent interactions bring high communication overhead.

Veugen [38] presented three protocols based on a client-server model where the
client has encrypted data [x] and the server has the corresponding decryption key
K. In order to improve the precision of data analysis, Catrina and Saxena [39]
attempted to approximately get a division result over two floating point numbers
by applying the Goldschmidt method [40]. But this scheme cannot support division
computations over encrypted input data. To overcome this issue, Ugwuoke et al.
[41] proposed a division protocol to support encrypted floating point numbers based
on homomorphic encryption. However, both of the above schemes use fixed rounds
of iterative computations to guarantee fixed precise of results, which results in high
computational overhead.
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Secure Division Based on Secure Bit Decomposition Protocol
(SBD)

The modulo value operation limits the length of the data in division computation.
In order to protect the confidentiality of both the divisor and the dividend, some
studies use the secure bit decomposition protocol [42] to realize secure division [6,
20]. After data providers upload their encrypted data, the cloud first decomposes
encrypted data as binary string and then executes division to get a quotient and
a remainder by operating secure bit shift. But the bit decomposition protocol is
generally very complicated, thus hard to be deployed.

Cybersecurity Education

With the development of cloud computing, the information system of organizations
or schools becomes large-scale and complicated, which makes it difficult to deploy
defensive mechanisms and suffers from undetected cyber-attacks [43]. Cyberse-
curity education aims to train IT-related employee or the future generation with
technical skills. To customize specified cybersecurity exercises and enhance entities’
security knowledge [44], a lot of data (such as work environment and threats) should
be provided, which may breach privacy.

However, currently most researches [45—47] focus on the design and imple-
mentation of frameworks for cybersecurity exercises and testbeds. The STEAM
framework [46] inserts the Arts into cybersecurity education, while the EDU Range
framework [45] eliminates the dependence on virtual machine or private cloud
replaced by public cloud-based framework. Frank et al. [47] introduced life cycle
into testbed design. Abir et al. [48] pointed out that universities and industries lack
communications about training courses and curriculum, which leads to that students
do not gain adequate knowledges required by the specific workplace. To solve
this issue, the cooperative education was designed to enhance the involvement of
students and industry and enrich their work skills [49]. Rakesh et al. [50] discussed
about the significance of security analytics and shared their educational experiences.
But all work above ignored the privacy issues and do not provide a secure and
privacy-preserving way to share data and customize courses.

3 System Model

Our proposed system mainly comprises five types of entities as shown in Fig. 1:
Data service provider (DSP) is served by the cloud, which stores user data,
provides some computation service, and controls user access.
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Fig. 1 A system model

Computation party (CP) fulfills partial computations and control access. It can
be any party (a company or a university) who wants to train its employee or students
with cybersecurity skills. There may exist multiple CPs for different applications.
Herein, we simplify our design by considering only one CP in this chapter.

Data providers (DPs) are the data collectors or producers that encrypt data and
store them in the DSP.

Data requesters (DRs) are the data consumers that acquire the result of data
processing in a specific context.

Authority is fully trusted, which is responsible for system parameter generation
and ABE key issue.

4 Preliminaries

For a better understanding of the scheme designs, please refer to previous work
[51-53] for the detailed notation tables.

Additive Homomorphic Encryption

Paillier’s cryptosystem [54] is one of the most important additive homomorphic
encryption. Suppose we have N pieces of encrypted data under same key pk, which
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can be presented as [m;]px (i = 1,2, ...,N). Additive homomorphic encryption
satisfies this equation, Dy (]_[fvzl[mi]pk) = ZlN:lm,-, where Dy () is the homo-
morphic decryption algorithm with secret key sk.

Key-Policy Attribute-Based Encryption (KP-ABE)

In KP-ABE, ciphertexts are generated based on some descriptive attributes, while
decryption keys are associated with policies. For more details about KP-ABE, refer
to [32]. Notably, ciphertext-policy attribute-based encryption (CP-ABE) [31] can
also be applied to implement our scheme.

Homomorphic Re-Encryption Scheme (HRES)

We revise the Scheme [55] (named as EDD) and design the HRES to provide two-
level decryption and achieve secure data processing. The complete version of HRES
is introduced in work [19].

Data Processing Procedure

Step 1 (System Setup @ All Entities): Authority calls the algorithm KeyGen
and SetupBE (A, U) to complete the setup of HRES and ABE.

Step 2 (Data Upload @ DPs): DPs encrypt their personal data before uploading
it to the DSP. It directly recalls EncTK to encrypt data m; (unless otherwise
specified, |m;| < L(n)/4):

[mil = (T;, T/) = {(1 + m; %n) * PK"", ¢''} mod n*
Step 3 (Data Preparation @ DSP): Upon receiving the data from DPs, the DSP
needs to do some analyses over the encrypted data. It provides a data packet and
ABE ciphertext for access control to the CP. In addition, CP chooses a random
partial key ck; for access control, which will be used in Step 5.
Step 4 (Data Process @ CP): Upon receiving the preprocessing results from
DSP, CP chooses another random partial key ck; to obtain the preprocessing result

[’ﬁ]pk(-kz or [ f ] phty” Regarding access control, CP encrypts ck; using ABE to get

CK) = EncABE (ckz, Y, PK’) and forwards it to DSP.
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Step 5 (Additional Process @ DSP): The DSP needs to remove the mask from

ciphertext [m]pkck2 or [ f ]ckz to obtain processed ciphertext [m] i, or [f]y,

where pkq = g"k and ck = cky* ckp.

Regarding access control, the DSP encrypts ckjusing ABE under the same policy
to get C K| and further gets CK through the homomorphism of ABE:CK’ = CK 1%
CK) = Enc*BE (cky x cky, y, PK'). Finally, the DSP keeps [m],,, or [f1,,
and CK for user access.

Step 6 (Data Access @ DR): If the DR satisfies the access policy, Authority
issues a secret key SK to the DR. Hence, the DR can decrypt CK to get ck and
further obtain m or f.

5 Detailed Data Processing

System setup and data collection are the same as those in part 4. Thus, we do not
introduce the details in this part; we mainly focus on the steps from 3 to 6 in each
basic operation.

Addition

This function aims to obtain the sum of all raw data, m = ZlNz (m;, which can be
accomplished by multiplying all ciphertexts. Note that the number of the data in
Addition affects the length of the provided data. If we want to get the sum result of
N pieces of data, it should guarantee that m; < n/N.

Step 3 (Data Preparation @ DSP): Due to additive homomorphism, the DSP
can directly multiply encrypted data one by one as follows:[m] = (T, T’ ) =

]_[fvzl [m;] = (]_LN:ITl ]_[lN:lT/). To realize group access control, it chooses a
random number r| and the first partial key ck; and then computes as follows:

1. Compute ¢ = cky =1 mod n?.

2. Mask ciphertext: [c] (m +r1)] = (%, TN’> ={(T A +r xn), ()"}

~ ~ a
3. Call PDec1 to partially decryptit:[c1 (m + r1)] pkep = (f f“’) = {T, <T/) }

Then DSP sends [c1 (m + r1)] pk., to the CP.

Step 4 (Data Process @ CP): The CP calls the algorithm PDec2 with skcp
to decrypt the encrypted data and obtain cj(m + r1). Then the CP chooses
the second partial key ckp and a random number r to encrypt data as follows,
[c1 (m + rl)]Pkckz = {(1 +c1 (m + 1) n) gk, g’},where Pker, = g*2. The CP

encrypts cky to obtain C K and then forwards [m] and C K/, back to the DSP.
pkck 2
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Step 5 (Additional Process @ DSP): The DSP computes to obtain the
final processed data with ck; and ri, [ml,, = (TCkl (1 —rm),T’) =

{(1 + m % n) gekeckasr g’}, where pk,, = g**2 and ck = cky* cko. It encrypts
cki using ABE and gets CK’ = CK'| * CKy = Enc*BE (cky * cka, v, PK').

Subtraction

This function aims to obtain the subtraction of some data (mzzivil m; —Zf\lzwmi>

with encrypted data [m;] (i = 1, ...,N). It can be accomplished by negating the
subtracted terms (by raising to the power of (n — 1)) and then following the
procedure of Addition.

Step 3 (Data Preparation @ DSP): The DSP first computes [lem,] =

I—[ivi1 [m;] and [Z?’zwﬂmi] =HiN=W+1 [m;]. It further calculates [_Zil\/:mei]
n—1
= ([ZlNz WM and multiplies them to obtain: [m]=

[(Zivilmi—zl{vzwﬂmi)] = [Zl‘ilml] * [—Zf\':wﬂm,-]. Then the subsequent
process is the same to that in Addition. Due to length and simplicity reasons, we
skip its details.

Multiplication

This function aims to obtain the product of all raw data (m = ]_[lNzlm ,-). For ease

of presentation, we describe the details with two pieces of data ([m], [m2]). Note
that if we need to get the product of N pieces of data, it must be guaranteed that
L(m) < L)/ CN).

Step 3 (Data Preparation @ DSP): First, the DSP chooses a random partial key
ck1 and a random number ¢ and sets another one as ¢y = (cky* cl)_1 mod n.

To conceal each raw data from the CP, the DSP does one exponentiation and one
decryption with its own secret key by calling PDec1:

1. [c] xmy] = {Tlcl, (Tl/)Cl }; [c] * ml]pkcp — (Tl(l)» Tl/(l)) — {T1C17 (Tl/)cl*a}
2. [ea xma] = {12, (1o} [e2 # mal i, = (T, To/V) = {Th2, (Tyr)2*}.

The data packet sent to the CP is {[c] * M1 pkeps [€2 * M2l ppcp-

Step 4 (Data Process @ CP): Upon receiving the data packet from the DSP,
the CP uses the algorithm PDec2 to decrypt the data:c; 4« m; = Ty DT Dy,
2« my = DT D).

It then chooses ck> and a random number r and encrypts ¢ « m1 & ¢2 &« mo and
cky as follows:



240 W. Ding et al.

[’;l]Pk(-kz = [CICZm]pk(@ = {(l + cymicomy % n) gk gr}; CK, =
EncABE (ckz, Vv, PK/).

Finally, the CP forwards [i] ky, @4 CK to the DSP.

Step 5 (Additional Process @ DSP): The DSP further processes the data packet
with ck; and gets ciphertext as follows:[m] = HTCkl , T/};C K' = CK) %

EncABE (ckl, y, PK’).

Pkek

Sign Acquisition

We assume that £(m) < L(n)/4 and BIG is the largest raw data of m. Then the raw
data is in the scope [—BIG, BIG]. Sign Acquisition can be achieved by masking the
original ciphertext with random numbers of limited length and then checking the
length of the masked data to further determine the real length of original data. Here,
the DR targets to obtain the final sign indicator f from [m;].

Step 3 (Data Preparation @ DSP): The DSP chooses three random numbers R

(L(R) < L(n) /4), c1, and ckp. It first encrypts “1” and then computes as follows:

L [={0+n«PK" g h2 m + 1= (TT)=[m]*,[1].
2. Then it flips a coin s. If s = — 1, it computes:

(0. 1) = {178, (7)) Z R ¢ @y + 1)
Otherwise, if (s = 1), it calls PDec1 and computes:

(T1<‘>, Tl/(l)) - {TR, T/“*R} —[Rx*Q2%m +1)]

3. The DSP Computes ¢, = (ck)~! mod n and s = Cl % €2 « s mod n.

The data packet sent to the CP is {(T7(D, Tlr(l)), s,}.

Step 4 (Data Process @ CP): Upon receiving the data packet from
the DSP, the CP decrypts (Tl(l), T (1)) with PDec2 to obtain raw data
m =R, 2,m +1)modnifs=1orm =R, 2, m + 1) mod n if
s = — 1. The CP compares L (m/) with £L(n)/2.If L (m/) < L(n)/2,itsetsu = 1;
otherwise, u = — 1.

The CP chooses a random number » and a second partial key ck, and further
computes as follows:[f] L= (T, T’) = {(1+ s'u xn) g*2*", g"}. Encrypt

p cky
cky using ABE: CK/, = EncABE (Ckz, Y, PK’).
Finally, the CP forwards [ f] to DSP.

P kekz
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Step 5 (Additional Process @ DSP): The DSP further processes the data packet
as follows: i} o

Compute ¢3 = c¢;~! mod Lk, = {Tc e (7) ) };CK/ = EncABE (ck,
y. PK') x CK),

Step 6 (Data Access @ DR): The DR satisfying the access policy in ABE can
decrypt CK to obtain ck and further decrypts [ f1],,, to obtain f. Note: if f = 1,
myp > 0; otherwise, m; < 0.

Absolute

We assume that £(m) < L£(n)/4 and that BIG is the largest raw data of m. Then the
raw data is in the scope [—BIG, BIG]. Here, given ciphertext [m;], DR wants to get
the absolute value 1m1.

Step 3 (Data Preparation @ DSP): The DSP chooses three random numbers
R where L(R) < L(n)/4, c1, and ¢y and chooses the first partial key ck;. It first
encrypts “1” and computes as follows:

L[ ={(1+n«PK" g K2 m + 11 =(T,T) = [m1* , [11.

2. Thenitflipsacoins. If s = — 1, (T1D, Ty = [—R 4 (2 » m1 + D).
Otherwise, it calls PDec1 and computes (711, 7)M) = [R 4 (2 4 m1 + D)].

3. Compute [cym ] = [m ]!, and call PDec1 to obtain [c1m1] pk.p-

4. The DSP sets c3 = (ck;)~! modnand s = ¢; 4 ¢3 » s mod n.

The data packet sent to the CP is {(Tl(l), T ’(])) .8, lcimi] picp 1.

Step 4 (Data Process @ CP): Upon receiving the data packet from DSP,
the CP decrypts (Tl(l),Tl/(l)) and [c1m1]pkcpwith PDec2 to obtain raw data:

m = (1)t L R, 2« m + 1) mod n and cymy, respectively. CP com-

pares £ (m') with L(n)/2. If L(m') < L(n)/2, it sets u = 1; otherwise,

u = — 1. Then CP chooses r and the second partial key ck, and further

computes as follows.:[clmls’u]pkck2 = (T, T’). Encrypt ckowith ABE: CK), =

EncAPF (cka, y, PK'). Finally, the CP forwards [cims'u] , ~and CK to DSP.
€KY

Step 5 (Additional Process @ DSP): The DSP further processes the data packet
as follows:

1. Setcqa = (1)~ mod n and ¢s = (cz)’l mod 7.

—ckkcqxcs F/C4%C5

s 1L, = {T TN CK = EnchPE (ck, v, PK') + CK

Step 6 (Data Access @ DR): The DR that satisfies the access policy in ABE can
decrypt CK ' to obtain ck. The DSP sends the data packet [su * mi],,, to the DR in
a secure way. Then the DR can decrypt it to obtain su , mj. Note: if m; > 0, su = 1;
otherwise, su = — 1. Hence, su . m is the absolute of data m.
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Comparison

Comparison can be simply accomplished by checking the sign of the difference
value of two data by calling Sign Acquisition. For ease of presentation, m; — my is
denoted as mj _ 5.

) = (T.70) = (+miemsPK g)iim) = (7)) =
{A+my*n)x PK", g}

Step 3 (Data Preparation @ DSP): DSP first computes to get the subtraction of
encrypted data:

(1. 7') = {10 (2"~ 1V 5 (D"~ = [omy = )]

The following steps are the same as those in Sign Acquisition, which are skipped
for the reason of chapter length limitation. Through the cooperation of the DSP
and the CP, the DR finally gets the sign of m| _ o = m; — mj. DR can obtain the
comparison result. If m; _» > 0, m; > my; otherwise, m| < my.

Equality Test

Equality test needs to check the signs of both difference value and negative
difference value of original two data by calling Comparison twice. DR wants to
know whether m; is equal to my or not from encrypted data ([m], [m2]). The
DSP and CP directly interact with each other in two parallel computations of
Comparison.

They compare m; and my in two forms: 1) my_, = m; — my and 2)
my _1 = mp — myp. Through the operations in Comparison, DSP can get two
results [ fi] Pkt and [ f>] ki respectively. Then the DSP can obtain [ f] Pk =
[f1 + f2)pky = [filpiy * [f2] k- Finally, DR that satisfies the access policy in
ABE can decrypt CK ' to obtain ck. DSP sends the data packet [ f1],, to the DR in
a secure way. Then the DR can further decrypt [ f] to obtain f. Note: if f = 2,
my = my; otherwise, m; # my.

pkek

Maximum and Minimum
Two-to-One (T20)

This scheme aims to obtain the max and min values from two encrypted data for a
data requester.
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Step 3 (@ DSP): First, the DSP randomly selects some numbers Rj, R»,
and R3where L (R;) < L(n)/4 and then executes the following operations:
here, m _ = my — mp and my = m| + mo.

L [1={(+n).PK",g" \Im_1=[m —my]=[m] [mp]"
2. [Ry#my + R3] = (Imy +ma))®® % [R3}i[Rom -] = (T—, T) = [m) — m2]®

2am_+1]=(T.T') = {(1 FQkm_ 4 1) sn) s PK7H2 gr'+2em }

Then it flips a coin s. If s = — 1, then compute(Tl(l),T1/(1)) =

{T"—Rl, (T’)“*<”‘R”} =[—Ry % Q@xm_+ D], and(Ts, T}) = [~ Ram _]

pkcp pkcp

T_"—Ri (Ti)a*("_R')]. Otherwise, if (s = 1), it calls PDecl and computes
(Tl(l)’ Tl/(”) — {TR17 T/a*Rl} = [Ri*Q2xm_+1)],., and (Tz, Tz/) =
[Rom_],p.p = {T,, (Tl)a}. It further calls PDecl on [Ry . m4 + R3] to get
[Ry *my + R3], Finally, it forwards CP the data packet {(71", ;") ,
[Ry*my + Ral iy (T2, T3))-

Step 4 (@ CP): CP further processes the data packet from the DSP.
It first decrypts (73D, 7'D) and (T, T;)with PDec2 to obtain raw data
m = Ry * 2Qxm_+1) mod njwir = (Rym_) mod n if s =1 or m =
—Ri*Q2xm_+1)mod nmi— = (—Rym_)mod nifs= — 1.

Then CP needs to compare £ (i) with £(n)/2.If L (i) < L(n)/2, it sets u = 1;
otherwise, u = — 1. The CP further encrypts the raw data u *ni_ with the public key
of the targeted DR as [u * mA_]kaR = (T, 7/) = {(1 +umi_ xn) pkpg", g"}.

Decrypt [R> * m4++R3] pkep and then encrypt it with pkpr to get
[Ry *x m4++ R3] PkpR* Finally, the CP forwards the data packet to DSP:
{[uxniz] (R my + R3lpe,,)-

Step 5 (@ DSP): The DSP first removes the mask R3 by computing
[R2m+]kaR = [Ryxmy + R3]kaR * [—R3]pkpp- Then it can get the max and
min with = (2R2) ™! mod n:

,

[max],ppe = ([u *m_]kaR * [R2m+]kaR> ;

n—1 r
PkpR pkpr * [R2m+]kaR> .

Step 6 (@ DR): The DR with the corresponding secret key can decrypt the

ciphertext ([max] PkpR and [min] ) to obtain the maximum and minimum values.

[min] = ([u ni_|

Pkpr

Multiple-to-One (M20)

Given an example of n pieces of ciphertexts ([mi],[m2],- - - [m;],- - - [m,]), this
scheme can get the maximum and minimum results [max],,, and [min],g,.
for the targeted data requester DR. Note that the T20 can provide the maximum
and minimum values from ciphertext [m;] and [m] for DR. If we use the PK to
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replace the public key of DR (pkpg) in T20, we can get the ciphertext [max] and
[min] through parallel processing. Herein, we take maximum computation as an
example, which has the same procedure as minimum computation.

In order to get the final maximum from more than two ciphertext, we need to
execute several rounds of the T20 scheme. The computation follows a tree structure.
It divides the data into many groups and each group has two pieces of data. Then
T20 is executed over every group with PK to get the ciphertext [max]. Until the last
two pieces of data in the last layer, DSP and CP execute T20 with pkpr to get the
final ciphertext [max] PkpR-

Two-to-Multiple (T2M)

Given two ciphertext [m] and [m>], this scheme can provide the sorting results
[max] ., and [min],  , which indicates the ciphertext of max and the min results
under the public key pkck.

Step 3 (@ DSP): DSP randomly selects four numbers, Ry, Ry, R3, cki, which
satisfies R; = Ry « ck; mod n? and £ (R1) < L(n)/4 and then preprocesses the data
from DPs as follows:

L (1= {1 +n) .« PK",g" }ilm_] = [my —ma] = [m1] x [mp]" ~
2. [Romy + R3] = [m1 4+ ma]® % [R3li[Rom_] = (T_. T') = [m — ma]™

[2sm_+1]=(T,T') = {(1 + Q2xm_+1)%n)x PK 21, gr’+2*r1}

The DSP calls PDec1 to decrypt [Ry « m4+ + R3] to get [Ry x m4 + R3]kaP.
Then, it further flips a coin 5. If s = — 1, it computes (7D, 7y/V) =
{Tn—RI’ (T/)a*<"—R1>} =[-Ri*Qxm_+1)] Ty, Tj) = [-Ram_]

pkcp> ( pkcp

[ror=rr, ()@= Otherwise if (s = 1), it directly calls PDecl to
compute (71, Ty/V) = (TR, T/*R} = [Ry % Qsm_ 4+ D] e, (T2 Ty) =
[Ram i = {T-, (Tl)a}. Then it sends CP the data packet {(Tl(l), Tl’(l)) ,
(T27 Tzl) ) [R2 *m4 + R3]kaP}'

Step 4 (@ CP): The CP calls PDec2 to decrypt (71D, T'D) and (75, T;)from
DSP to obtain raw data m = Ry 4 (2 « m— + 1) mod nyni— = (Rym_) mod n if
s=lorm = —Ri + 2 m_ + 1)modnni_ = (—Rym_) modnifs= — 1.

The CP checks the sign of m by comparing £ (m’) with £(n)/2. If £ (m) <
L(n)/2, it sets u = 1; otherwise, ¥ = — 1. And it further encrypts the raw data

u * ni_ with a randomly chosen key pair (cka, pkyy, = g“k2>: E mA_]pk L=
k2
(T, T’) = {(1 + uni_ xn) g g},
Decrypt [Ry*my + R3], to get Ry « my + Rz and re-encrypt it as
[Ry x my + R3] Phety” Moreover, it needs to encrypt ck; with ABE to get
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CK' = Enc*8E (cky, y, PK’). Finally, the CP forwards the data packet to DSP:
{[u * ni_ ]Pkckz’ [Ry % my + R3ly, . CKY).

Step 5 (@ DSP): First, the DSP sets {7, T}:[R2 * M4 + R3][7kck2 and
o, = {T*(—Rsxn),T'}. The DSP com-
putes ¥ = (2R))"! mod n and finally obtains the encrypted max and

Lcki\" .
min: [max],e, = (([u * m,]pkck2 * [Ro % m+]l7kck2) ) ; [min]

n—1l Lk \ "
((([u * mA_]pkckz) % [Ry * m+]pk£k2> ) .

The DSP calls HE*BE to obtain CK = CK) % Enc*BE (cka, y, PK')
EncABE (ck1 xcky, v, PK’).

Step 6 (@ DR): The DR can access the computation results if it satisfies the
access policy.

then computes [R; * m]

Multiple-to-Multiple (M2M)

DSP and CP invoke the T2M rather than the T20 to obtain the final result
[max ;p(m)),1],, .- Owing to chapter length limitation, we skip the details of above
process.

Pkek

Division

Scheme 1

Scheme 1 can provide the ciphertext of division result [|m1/m3]] as shown in

Fig. 2.

Step 3 (Data Preparation @ DSP): DSP first chooses two random numbers 7y,
ry, where L(r;) < L(n)/4. Then, it processes data to conceal each raw data from CP,
as described below:

L [mir1 = {1, (1))} = [m1 1, Imar] = {127, (1)} = [ma]™.
2. [marira] = [mor11? = [my]"172 = {112, (T5)""}
s [myry + moryr2] = [myr] & [marir].
3 [mzrl]kaPZ[T2rl, (Tz,)rl*skz)sl)] — {(1 4+ kmy xn) PKTF, gr*a*n }

PkpR

[I’HII’] + m2r1r2]kaP = {Tlrl T2r1r2’ (T2/)r1 (Tz/)rlrz}a.

Next, DSP sends the data packet ([mari] i, [mir1 + marira] pi., ) to CP.
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-

'. DPs L] osp =3 cr AA or

Key Generation Key Generation Key Generation

(skpsp, Pkpse) (skep, Pkep) (skpg. Pkpg)
Data Upload
i Calls Enc algorithm
¢ to encrypt numerator v.(._.____._.__lm ). Imz..!e.

! m, and denominator Data Preparation
m, with PK to obtain Chooses 1y 1, to preprocess
([my], [mz]) the encrypted data and calls

PDecl to decrypt partially

( [marslpice. ) Data Process

[mars + maritaloke, ) Calls PDec2 to decrypt
T the encrypted data and
performs computations to
o get middle result

[ =iy rzl

pkpr
Additional Process
Removes the mask from I [

= L Data Access
the ciphertext _1”

mallpkpr  Decrypt encrypted |
result with own
secret key

Fig. 2 The procedure of division computation for a targeted data requester

Step 4 (Data Process @ CP): Upon receiving the data packet from DSP, CP calls
PDec2 to decrypt the packet. Then, CP performs division operations on plaintexts
and encrypts the computational result with pkpg.

1. mor; = Tz”/((Tz/)rl*a)bmod n; myry + morir
= 1y "2/ (1) (1)) mod n.
2. (myry +moriry) /mary = MT;J +r2; H:,%J +r2]

{1+ (2] ) o) ]

The data sent to DSP is the ciphertext H;%J + rg]

represent the quotient.
Step 5 (Additional Process @ DSP): DSP encrypts the random number r,

as [r2]pkpx and computes ([rz] Pkp R)nfl. Then, DSP removes the mask from the
ciphertext as below.

mi n—1 mi
— | +r * ([r2)pkpr =|1—J+r] * ([=72] pkpr
HJ"ZJ 2j|PkDR ( ok ) m2 ? PkDR ( ok )

-],

Step 6 (Data Access @ DR): Upon receiving the final ciphertext from DSP,
the targeted DR can call Dec ([L%J] o skp R) to get the final quotient of the
PKDR

division.

PkDR

. We use LmJ to
PkpR ma
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@
2 o

@Data Upload
i Calls Enc to encrypt
: with PK to obtain

;({“"1]»[7"2]} ([m,], [m,]

.................................................................................................. :i
L1 ose === CP & DRs
(OKey Generation (DKey Generation
(skpse, Pkpse) (skcp, pkcp)
@Data Preparation
Chooses 1y 15 to preprocess
the encrypted data an
) th d data and
calling PDec1 to decrypt (4_)1)‘““ Process
partially First calls PDec2 to
([PEPY M decrypt, then operates
[myry + maryrs]peg, /) division and encrypts
-

computational result.
&) Data Reprocess | | s I

"y,
Removes the mask auq'ipkcp

generates a key pair
(cky, pkex, ), and sets ’ |m1“

¢, = cky ‘mod n
[+
(DAdditional Process
Lcky
o Lt m (@Data Access
ma|| L ) oy CK Decryt CK
Pkeksy my ki ecryt to get

ck for decryption

@Data Reprocess
Decrypts and
generates a key pair
ﬁ” (cka ke, = g*2)

m

m;
S pheks

Fig. 3 The procedure of

Scheme 2

division computation with flexible access control

We design Scheme 2 to enable flexible access control over computational results as

shown in Fig. 3.

Step 3 (Data Preparation @ DSP): DSP chooses two random numbers | and
ro» where L(r;) < L(n)/4 and preprocesses data to mask raw data as follows, which is
the same as Scheme 1.

L [mir] = {117, (1))} = im0, a1 = {7 (1)} = [ma]™.

2. [marira] = [ma]'72 = {1172, (T5)" " Yilmiry + marira] = [myr1] « [marira).

3. Imarilpee, ={ 72",

(T )rl*skusp} — {(1 + 7y % myxn) PK™1, g a1 }

[miry +marirlpke, = {T1 T2, (T3) " (13)" ).

Similarly, DSP sends the data packet ([mar1],x., . [m1r1 + marira] ., ) to CP.
Step 4 (Data Process @ CP): CP calls PDec2(,, skcp) to decrypt received data
from DSP to get mory and myry + marirp, and then performs division operations on
plaintexts with perturbations, as well as encrypts the computational result by calling

Enc(«, pkcp).
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1. {%J + ry = (mry + moriry) /mory, where L%J is quotient and remainder is

ignored.

m — mp
2. CP sends the data HJ”_;J +r2]pkcp = {(1 + (Lm;J +r2) * n) prkeps gr} to
DSP.

Step 5 (Data Reprocess @ DSP): DSP chooses a partial key ck; and sets a
random number as ¢; = (ck;)~! mod n. DSP removes the mask from the ciphertext

and performs the fOllOWiIlg computations:
c1
] pk : [Cl :I P ([ ] P>
CcP ka ka

mj

m2

mip
ma

-1
(] +r2] (il )" =[ |22
)
The data sent to CP is [cl {mﬂ )
"2 1 pkep

Step 6 (Data Reprocess @ CP): CP first calls PDec2(,, skcp) to decrypt
the received data. Then, it chooses a partial key cky to generate a key pair

mj
m
2 pkcp

(CkZ»Pkckz :gckz) and calls Enc (*,pkakz) to encrypt the data:cy LZ—;J =

~ /~N\b
— =
T/<T> mod n;[c1 L%J]Pkrkz = {(1 + <c1 L%J) *n) pkzkz’ gr} = {T, T }
In addition, CP calls EncABE to encrypt ckp:CKo = EncABE (Ckz, T, PK’).
Furthermore, the ABE key CK; is sent to DSP along with the ciphertext

o [ 32 ]
! Lm Pkeky .

Step 7 (Additional Process @ DSP): DSP operates partial modular computation
on received ciphertext with its partial key ck; and performs ABE algorithms to
obtain encrypted access keys.

1,Ck|
0, - (b2, ) -
m2 Pkek m2 pkzrkz
— {(l +Ck] *Cp o* LnﬂJ *n> gckl*ckz*r’gr}
my

where pk ; = (pkckz)d(1 = (Pkckl)Ckz~

I
e e,
/N

—

+
—
E|S
o | =
|

*

S
N————"

oo

o

=

*

m\

o

L
[S—

1. Calling Enc*BE to encrypt cki: CK| = EncABE (ckz, T, PK/).
2. ABE homomorphic computation: CK = CK1*CK, = EncABE (cky xcko, T,
PK').

Finally, DSP keeps H%ﬂ . and CK for user access.
PKck
Step 8 (Data Access @ DRs): Upon receiving the computational results and CK

from DSP, the DRs who satisfy the access policy can obtain a secret key SK from
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the authority. Thus, the DRs can decrypt CK to get ck by calling Dec*BE and get the
final quotient by calling Dec ([ L%J] , ck).
2 Pkek

Division and Rest
Scheme 3

To support accurate division computation, we design Scheme 3 to further calculate
remainder based on Scheme 1. We omit the same first three steps as in Scheme 1
and introduce the additional part as below.

Step 4 (Data Process @ CP): Upon receiving the data packet from DSP, CP
first calls PDec2(,skcp) to obtain masked plaintext and performs the following
computations:

LZ—;J + rp = (miry +morirp) /mori;Rry = (myry +mariry) — mory *

(ES)
my
Then, CP calls Enc(y,pkpr) to encrypt the above computational result as

H’"_IJ + rz]pk , [er]kaR} and sends the data packet to DSP.
DR

my
Step 5 (Data Additional Process @ DSP): DSP removes the mask from received
ciphertext to get encrypted quotient and remainder as follows:

—1 -1
I:U”ﬂj] - [L%J + rz] * ([r2]PkDR)n s [Rlpkpr = ([er]PkDR)rl
21 pkpr 2 Pkpr
Step 6 (Data Access @ DR): Upon receiving the computational results from
DSP, the targeted DR can decrypt two ciphertext H%H and [R],, to get

Pkpr
the final quotient and remainder by calling Dec(y, skpg)-

Scheme 4

Similarly, Scheme 4 is proposed by adding the computations of remainder based on
Scheme 2. We introduce its details below by omitting the same first three steps as in
Scheme 2.

Step 4 (Data Process @ CP): Upon receiving data packet from DSP, CP first

calls PDec2(,, skcp) to obtain two messages mpr; and (mir; + mprir2). Then, it
performs basic computations to get U’%J + rp and Rry. Furthermore, CP calls
Enc(, pkcp) to encrypt the computational result and sends the encrypted data packet

{H%J + rZ]kaP’ [er]pkcp} to DSP.

Step 5 (Data Reprocess @ DSP): DSP first chooses a partial key ck; and sets
a random number as ¢; = (ck;)~! mod n. Then, it removes the mask from received
ciphertext and conceals the data by performing the following computations:
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L [L%J +r2:|kaCPl ’ ([rZ]kaP)n_l |:\‘::%J]PkCP;I:C1 {%J]pkw' -
(2 ],e.)

2. ([er]PkCP)rlil = [Rlpkepsle1 R pkep = ([R]PkCP)Cl = {f’ f/}

Next, the data packet {[cl Lm‘ J] o [c1R] pkcp} 18 sent to CP.
pkcp

mo
Step 6 (Data Reprocess @ CP): With received data packet, CP first performs
PDec2(,, skcp) on encrypted data. Then, it chooses a partial key ck; to generate a
key pair (Ckz, Pk, = ngz) and calls Enc (*, pkckz) to encrypt the masked data.
Detailed processes are described below:

mj PDec2(x,skcp) ni Enc(*’pkvk2> mi
cl| — — cl1| — — Cl| — .
M2 11 pkep m3 m2 |1 pky,

PDec2(+, skcp) E“(**""ckz)
%

[c1R] pkcp c1R - [e1R] pky, -

In addition, CP calls ABE encryption algorithm to encrypt cky:CK, =
EncABE (ckz, T, PK’).

The data packet {[cl L%J] o [CIR]Pkrkz’ CK3} is sent to DSP.
Pkek )
Step 7 (Additional Process @ DSP): Upon receiving the data packet, DSP
performs the following operations:

L [L%J]pk(:k - <|:C1 L%J]pkukz)l’Ckl;[R]Pkc»k = ([ClR]pkckz)l’Ckl.

2. Using Enc*E to encrypt cki: CK | = Enc*BE (cka, T, PK').
3. Homomorphism of ABE: CK = CK| *xCK7 = EncABE (ck1 *cky, T, PK’).

DSP keeps the encrypted data packet {H’;—;J] . [R] pk } and ABE key CK

PKck
for user access.

Step 8 (Data Access @ DR): The DRs that satisfy the access policy can
obtain a secret key SK from the authority, which can be used to get ck by calling
Dec*BE(PK’, SK', CK). Then DRs decrypt the received ciphertext H%J] . and

PKck

2
[R]pk,, obtained from DSP to get the quotient and remainder.
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6 Applications in Cybersecurity Education

Privacy-preserving data processing with ABE guarantees data security and user
privacy. In the field of cybersecurity education, privacy-sensitive data are generated
and issued, e.g., course feedback, survey inputs, security-related data for intru-
sion/malware detection provided by different parties for course exercises, multi-
party sensitive data processing, etc. By analyzing these data in a privacy-preserving
way, we can judge teaching performance, support further course improvement,
offer essential course practice to allow students to deeply understand cybersecurity
theories and technologies, etc. Herein, our schemes offer an efficient and privacy-
preserving measure to conduct data analysis, which provides a good practice
for students to understand homophonic encryption and its usage. Some concrete
examples are listed below:

Privacy-Preserving Data Analysis

The feedbacks and opinions of all students and faculties are essential to improve
course quality. Our schemes can be adopted for data collection and dispel privacy
concerns. It can be used in the following two scenarios:

Teaching Performance Evaluation: Our schemes can collect, process, and
analyze the student ratings in a privacy-preserving way, especially in online courses.
With our schemes, students are encouraged to provide their feedback or survey
inputs honestly. Furthermore, the students can select preferred courses by comparing
different course evaluation results and personal study expectation.

Preparing and Rating Examination Questions: The design goal of flexible
data sharing and access control in our schemes would be a key point for remote
cooperation among experts or teachers.

Teachers can prepare examination questions cooperatively in a privacy-
preserving and flexible way. Our schemes can protect the content of examination
papers and enable the teachers to get the feedback of other teachers to assess the
rationality of papers. Moreover, they can also be applied to exchange the statistics of
examination results from students and complete remote rating through cooperation.
This kind of online cooperation can greatly improve education efficiency.

Cybersecurity Experimental Platform

Apart from the above, our schemes can be integrated to build up an experimental
platform for cybersecurity education. It will help students gain a deep insight into
privacy and security of outsourced data processing.
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Cybersecurity Course Exercises: Our schemes offer a good experimental
platform to conduct cybersecurity experiments with regard to secure data analytics
for flexible and fine-grained access control over the processing results. For example,
a number of students can collect sensitive security-related data from different
sources and perform secure processing on those data at an untrusted party, and
then different students get the processing results without knowing other inputs. For
another example, students can provide their own mobile phone apps’ usage data to
process in a secure way with our schemes in order to know the trust and popularity
of the apps without disclosing their personal app usage information. Through
these experimental exercises, the students can get deep insight on encrypted data
processing and flexible access control over processing results.

7 Conclusion

With the development and widely deployment of information systems, cybersecurity
education becomes popular and significant. In order to gain customized courses,
some private information are offered but may erode their privacy. In this chapter,
we proposed an efficient and secure system to achieve privacy-preserving data
processing with ABE-based flexible access control. It can support several operations
and achieve fine-grained access control without the need of fully trusted cloud
servers, which can be deployed in cybersecurity education framework. We also
illustrate a number of applications of our system for the purpose of cybersecurity
education.
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