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Abstract

While there have been worldwide improvements in public health over the past
few decades, new viruses and other pandemics are expected to increase as we
move towards high-density, urban living. But with only 49 countries reporting
high-quality cause of death data to the WHO, the exact burden of infectious
diseases is impossible to know. As made clear by the COVID-19 pandemic, there
is a vital need for identifying and monitoring the spread of new infectious
diseases. Novel sources of data offer the opportunity to expand the geographic
scope and timeliness of surveillance activities. This chapter reviews six new
health surveillance approaches, such as syndromic data collection, as well as
three other novel data collection methods, such as movement tracking using
telecommunications data, that have the potential to offer useful health insights.
However, most of these methods are in their comparative infancy and need
rigorous testing and investment before a pandemic strikes so that countries are
not left scrambling to innovate during a crisis period. Particularly important is that
countries aim to establish an inclusive national data infrastructure, which fosters
third party partnerships and innovation, with epidemic intelligence as core objec-
tive of that system. The focus should be data-driven and evidence-based decision-
making during crisis periods as well as day-to-day policy-making.

Keywords

Infectious diseases · Monitoring · Surveillance · Big data · Evidence-based public
health

Introduction

There have been substantial declines in the death rates for a number of infectious
diseases over the past decade. In 2017, 15% of deaths were attributed to communi-
cable diseases compared with 25% in 1990 (IHME 2020a). Yet with the growing
threat of antibiotic resistance, there has been a marked increase in the number of
emerging diseases (WHO 2020). Furthermore, new viruses and other pandemics are
expected as we move towards high-density, urban living (UNEP 2020). But with
only 49 countries reporting high-quality cause of death data to the WHO, the true
burden of infectious diseases is impossible to know exactly (IHME 2017). As made
clear by the COVID-19 pandemic, there is a vital need for identifying and monitor-
ing the spread of new infectious diseases. Novel sources of data offer the opportunity
to expand the geographic scope and timeliness of surveillance activities.

Our knowledge about the global distribution of diseases is still limited (Hay et al.
2013). As of 2013, only 7 of 355 significant infectious diseases had been compre-
hensively mapped, and not knowing the geographic distribution of disease has real
public health implications (Ibid.). Moreover, the Ebola outbreak, which killed over
11,300 in West Africa (Bell et al. 2016), underscored the fundamental weaknesses in
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national and international systems for disease detection, monitoring and response
(Woolhouse et al. 2015), made all the more apparent by the present coronavirus
epidemic.

New data collection methods and data sources can improve the quality and
quantity of information available for disease surveillance systems, if carefully
managed, by providing:

• more timely data to inform policy and decision-making;
• more accurate spatial maps to support preparedness and planning;
• and more data with which to derive insights on disease spread patterns and extent

(Hay et al. 2013).

Traditional Disease Surveillance Practices

International Health Regulations, established in 2005, define public health surveil-
lance as “the systematic, ongoing collection, collation and analysis of data for public
health purposes and the timely dissemination of public health information for
assessment and public health response as necessary” (CDC 2006a). But the data
collected by such systems is not exclusively health related, it may include other
demographic, socioeconomic and clinical characteristics of the population under
surveillance, data on key outcomes such as disease complications and mortality, and
data on potentially mitigating or aggravating behaviors or co-morbid conditions
referred to as risk factors (Soucie 2012).

National communicable disease surveillance systems around the world provide
the majority of this critical data, although these systems have sometimes been
developed unevenly, with surveillance conducted by a variety of agencies, or far
from the point of action, or by academic institutions rather than by government
(WHO 1999). The WHO has defined a set of core functions provided by a surveil-
lance system: case detection; reporting; investigation and confirmation; analysis and
interpretation; action; control and response; policy; and feedback (WHO 1999).
Although the system as a whole covers a wide range of functions, data and infor-
mation are fundamental to case identification, monitoring and evaluation.

To date, health information systems continue to rely on a range of manually
collected datasets at both national and regional levels (Bansal et al. 2016). The three
most common sources are clinical data, civil registration and vital statistics data, and
administrative data from health facilities, discussed below. The collection of data
from these sources is broadly guided by the following principles, which borrow from
the Principles of Official Statistics (Soucie 2012):

• Surveillance must have a clearly defined objective, which will dictate what data is
most relevant.

• Measurement standards are critical and definitions must be clear from the start.
• Standardization of the data collection is essential for comparing population

groups, geographic areas, or trends over long periods of time.
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• All data elements should be clearly defined so enumerators or clinicians are all
collecting comparable information.

• The minimum amount of data should be collected to meet the stated surveillance
objective.

• Large and complex data collection tools should be limited where possible, as they
can substantially increase the burden of data collection which may adversely
affect both the amount and quality of the data collected.

• Careful targeting of the population is essential, including a strong sampling
strategy if the data are to be representative.

• Data should be gathered using an appropriate information gathering style (e.g.,
patient interview, clinical record review) such that the responses will most
likely be valid and the data reliably reflect the true status of the condition
under study.

• In all cases it is extremely important to apply ethical principles during the
collection of data and to respect the privacy of the individuals under surveillance.

• Laws and regulations concerning the confidentiality of data collected are univer-
sally available and should be adhered to as a matter of standard practice.

Clinical Data

Disease outbreaks are normally detected by clinical investigations by healthcare
workers (Woolhouse et al. 2015). For example, in a number of countries, “sentinel
surveillance systems” have been established in health care sites such as hospitals,
clinics, or care providers’ offices to monitor key disease trends such as influenza or
cancer. The main purpose these provider-based surveillance systems are “to obtain
timely information on changes in the occurrence of a disease or condition that can
inform preventive public health activities” (Soucie 2012). Clinical surveillance data
was crucial to the identification of the West African Ebola epidemic from 2013 to
2016 (WHO Ebola Response Team et al. 2014).

Yet there are severe limitations to surveillance purely through clinical investiga-
tions; first it needs very strong government and institutional support, with standard-
ized data collection techniques used by all clinicians (Soucie 2012). Second, there
are medical practice challenges, such as mild symptoms not being detected in clinics
or being misdiagnosed (Campos-Outcalt et al. 1991). Alternatively, clinics may be
underutilized, as sick people choose not to visit a clinic because of cost or distance.
For example, in parts of sub-Saharan Africa, such as Ethiopia, upwards of 18% of
women do not have access to essential health services as they are more than 2 h away
(as of July 2020) (World Pop 2020).

Furthermore, traditionally monitoring of disease outbreaks using clinical data
would involve health officials taking reports of known disease occurrence, drawing
on the literature. This information would be combined with expert knowledge about
environmental factors, such as temperature and rain fall, to map and predict disease
risk. This process can be highly labor intensive and has often been done manually
(Hay et al. 2013).
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CRVS Data

Civil registration and vital statistics data (CRVS) can be a useful source of public
health data. Awell-functioning system records all births and deaths, including cause
of death, as well as other vital events such as marriages and divorces. It is defined by
the UN as the “universal, continuous, permanent and compulsory recording of vital
events provided through decree or regulation in accordance with the legal require-
ments of each country” (UNSD in WB &WHO 2014). Unlike other sources of vital
statistics, such as censuses and household surveys, the data from CRVS systems
enables “the production of statistics on population dynamics, health, and inequities
in service delivery on a continuous basis, for the country as a whole and for local
administrative subdivisions” (WB & WHO 2014) (Fig. 1).

In spite of its obvious benefits, many countries do not have comprehensive CRVS
systems (more than 100 worldwide) which means that an estimated two-thirds of
deaths are never recorded (WB & WHO 2014). As a result, their deaths are not
included in vital statistics systems, inhibiting accurate information about the spread
of diseases. Likewise, it is estimated that approximate 230 million children under
five have not had their birth registered either, which means that even if their deaths
are reported, there will be no record of their lives beforehand, including where they
lived, what services they’ve accessed and their movements, which all have implica-
tions for monitoring disease spread (WB & WHO 2014).

Administrative Data

Finally, administrative data can also be a source of disease surveillance data.
Encompassing a range of data collected by the government for non-statistical
purposes, administrative data often includes healthcare, insurance, and education
data. Administrative data, especially related to health care, has been used to track the
prevalence and outcomes of diseases. Health administrative data usually entails
hospital billing records, primary and secondary diagnoses, procedure codes, pro-
vider names, admission and discharge dates, and demographic information on the
individual.

One example of a type of administrative data is a registry. In health these can be
patient registries, medical or health ministry registries. While these tend not to
include detailed clinical data, they can be a useful source of information for
population wide, representative data on common diseases and conditions. Where
registries and other administrative data are recorded electronically, are interoperable,
and shared across government departments, they can be a particularly useful
resource for monitoring national health and wellbeing.

Existing Limitations

As intimated above, these traditional approaches help us paint a broad picture of
disease behavior but are subject to a number of limitations.
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The first is underfunding; existing systems are not funded sufficiently to fulfil
their missions (Espey 2015). CRVS and administrative data sets are often incom-
plete, in part due to a lack of funding that inhibits the complete collection of this data
and the maintenance of systems for accessing the data. According to the last
recorded estimate, produced in 2014, the cost of scaling up CRVS systems to 73
priority countries was estimated to be US$3.82 billion over a 10-year period (2015–
2024) and at the time of writing the financing gap was 52%, an estimated $1.98
billion (World Bank & WHO 2014). Recent estimates of the cost of monitoring
COVID-19 in the USA suggest that surveilling that one disease across the U.S could
cost as much as $3.6 billion in additional emergency funding to state and territorial
health departments, suggesting huge additional shortfalls in most other countries
worldwide (Watson et al. 2020).

A related issue is timeliness; many traditional health data systems are not
updated with enough frequency to help with disease surveillance. In order for
clinical, CRVS, and administrative data to be useful in disease surveillance, they
must be able to provide data as close to real-time as possible. The time lag
inherent in these traditional approaches also limits their utility in helping to
rapidly identify and respond to disease outbreaks. Many of these methods,
especially clinical data, are collected and coded manually, leading to a delay in
their availability for analysis. In terms of disease mapping, this traditional
approach produces maps that are spatially continuous but only represent one
point in time (Hay et al. 2013).

Underreporting also presents limitations to traditional disease surveillance.
Because much of the data for surveillance is based on passive reporting by healthcare
providers, only a fraction of cases is ever reported. The Centers for Disease Control
outlines two main reasons for underreporting – lack of knowledge about reporting
requirements and negative attitudes towards reporting. If individuals are unaware of
processes, if the reporting system is too burdensome or if there is distrust of the
public health system, cases are less likely to be reported. Underreporting can delay
treatment and lead to the spread of a disease (CDC 2012).

New Sources of Health Surveillance Data

The ongoing data revolution has the potential to strengthen surveillance systems by
improving the timeliness of data and bringing new sources of information to bare.
This ranges from data about patient symptoms to digital data from web searches and
social media, as well as telecommunications data about population movement and
satellite data that can describe relevant environmental changes. Aside from new
technologies, building capacity and simply changing the procedures for data collec-
tion is just as important, as with efforts by the UN to improve autopsy reporting.
New data sources, including big data, have the potential to greatly improve the
timeliness and availability of epidemiological data, but these new sources are
intended to strengthen and supplement traditional systems, not replace them (Bansal
et al. 2016).
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Strengthening Traditional Data with New Methods

The most urgent demand on CRVS data in the health sector is to provide reliable,
standard data on cause of death (Ye et al. 2012). Even though mortality data is
essential to documenting diseases, overworked health systems can struggle to deliver
this data systematically, and many deaths happen outside of the hospital setting. The
WHO has established methods for conducting verbal autopsies, which are 15-minute
interviews with witnesses of deaths. This data can then make needed contributions to
CRVS (WHO 2017). In particular, verbal autopsies can provide information about
disease incidents like malaria. The INDEPTH project (International Network for the
Demographic Evaluation of Populations and their Health) has demonstrated the
benefits of this verbal autopsy method in Asia and Africa. In a study of 22 INDEPTH
sites classifying nearly 100,000 deaths, researchers were able to track mortality rates
and causes of depth and found the results to be comparable to other sources of
mortality data. Although verbal autopsies are generally not as conclusive as clinical
data, in the aggregate, they provide a useful and low-cost way of identifying trends in
mortality in the absence of CVRS data (Streatfield et al. 2014). This shows that we
don’t necessarily need new technologies or new types of data. Alternative methods
for collecting recognized data can be of great benefit.

Box 1: Verbal Autopsy Methods
Verbal autopsies are a method of determining causes of death and associated
health concerns in deceased individuals where there is an incomplete vital
registration system. Usually a trained interviewer will undertake a question-
naire with an individual familiar to the deceased, asking about signs, symp-
toms, possible risk factors (like smoking), and demographic characteristics.
Once collected the questionnaire responses are customarily reviewed by a
physician but this can be costly and time-consuming, as such groups like
IHME and Johns Hopkins have been trialing alternative review processes such
as “InterVA” (a program that incorporates commonly applied physician deci-
sion points by coding them into algorithms).

IHME concludes that “a great deal of research has been conducted in the
past several decades about VA, but some traditional methods of implementa-
tion and analysis can be costly, time-consuming, and potentially of varying
quality. Verbal autopsies are now analyzed using a much wider array of
cutting-edge techniques, some of which could be less expensive or yield
higher quality results than those used traditionally,” but these developments
are a work in progress (IHME 2020b).

Point of Care Data

Point of care (POC) data are produced by rapid diagnostic tests linked to IT systems.
Results are inputted electronically by providers while care is being administered to
patients. It allows for quick and low-cost diagnosis while requiring limited
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infrastructure (Kozel and Burnham-Marusich 2017). Improving detection times can
be vital to disease control (Woolhouse et al. 2015) and POC data has the potential to
do so in both high- and low-resource settings.

Because there was no vaccine available, the main way to control the 2014 Ebola
outbreak in West Africa was through containment, which required rapid diagnosis in
order to isolate patients. Real time testing for the Ebola virus was developed in the
early 2000s and compared with traditional methods; it took hours rather than days to
obtain results. However, at the start of the outbreak, these tests had not been
approved for clinical settings. New tests had to be developed for use in decentralized
health care facilities with minimal laboratory infrastructure, use of minimally inva-
sive diagnostic samples, and simple procedures. When they were made available,
these new tests were able to provide more rapid results than traditional testing,
leading to faster isolation of patients (Broadhurst et al. 2016).

The shortage of POC tests for COVID-19 in the United States compared with
countries like South Korea has shown the importance of being able to rapidly test
and isolate patients. Early on in the outbreak in the United States, testing shortages
meant that most of the people who were able to get tested were already very ill and
that asymptomatic or mild cases were not being identified and isolated. Meanwhile,
South Korea was testing tens of thousands of people per day with rapid results and
the cases in South Korea have stayed low relative to the United States. These two
countries’ experiences with point of care testing demonstrate its effectiveness at
rapidly responding to outbreaks (Kost 2020).

Sero-Surveillance

Sero-surveillance is a technique that is used to measure population level exposure
(Woolhouse et al. 2015). Immunity and past exposure to diseases can be determined
by testing for antibodies to a disease. Serological surveillance can detect antibodies
even without symptoms or an active virus. It can provide a broad picture of
population immunity and how a disease is spreading, as well as identifying immu-
nization coverage gaps and predict outbreaks (Arnold et al. 2018). For existing
epidemics, serological data shows which populations have been affected and
which may still be susceptible while also providing inputs for models that can
determine transmissibility and severity.

Box 2: Serological Studies on H1N1
During the H1N1 epidemic in 2009, a large number of serological studies were
used to provide a picture of how the virus had spread throughout the world and
determine infection rates. These studies were valuable for understanding the
virus but the majority were not published until the virus was widespread. As a
result, information about the disease’s transmissibility and severity were not
available early on when it could have been useful in preventing the spread of

(continued)
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Box 2: (continued)
the disease. Challenges involved in scaling up serological studies early on
included the development of new procedures, procurement of funding, rapid
deployment of training, and laboratory capacity. However, in the case of H1NH,
once the serological studies ramped up, researchers were provided with infor-
mation that allowed them to learn more about the virus and its spread. Lessons
from serological testing during the H1N1 epidemic include adopting a common
framework, methodology, and reporting system, standardizing laboratory sero-
logical procedures and planning for outbreak studies (Laurie et al. 2013).

Sero-surveillance has also been used during the COVID-19 epidemic to understand
the spread of the disease and the infection rate within the population. The Centers for
Disease Control plans to use this data to see how many infections have occurred at
different points in time, at different locations, and among different populations. The
results of this testing will help guide future control measures and healthcare needs by
understanding the incidence of infection, how it spreads, and what populations are
most vulnerable. It can also help identify risk factors for the disease such as age,
location, and underlying health conditions. Given the shortage of testing in the United
States early on in the pandemic, serology testing may also help to identify asymptom-
atic and mild cases that were not tested while they had the virus (CDC 2020).

Symptomatic Data

Symptomatic data is data about the health symptoms reported by patients, rather than
formal diagnoses. Participants are asked on a weekly basis to report on their
symptoms such as fevers, cough, body aches, diarrhea or vomiting. Often, this
informal data is collected electronically and can be used to detect spikes in certain
symptoms among a broader population. This preliminary information can help in
tracking outbreaks (Pilot et al. 2011). This type of surveillance is most often used to
detect influenza via online apps and websites and are based on volunteer partici-
pants. Flu Near You uses volunteers in the USA to monitor for influenza-like-illness
in which the volunteers report on the prevalence of 10 symptoms every week. A
website shows the distribution of symptoms throughout the country, allowing for
early detection. However, in order to be most effective, systems like Flu For Now
need a large and diverse sample size (Chunara et al. 2013).

Box 3: The Indian Integrated Disease Surveillance Project
In India, responsibility for disease surveillance is shared by central and local
government authorities (Pilot et al. 2011). Responding to issues with

(continued)

326 J. Espey and H. Dahmm



Box 3: (continued)
variability in consistency, the Indian Integrated Disease Surveillance Project
was set up, with WHO support, in 2004 to collect village level data on a
weekly basis about symptomatic reports. In the city of Pune, a symptomatic
screening process was set up in response to H1N1, mapping the location of
patients, and identifying patterns in where patients originated (Pilot et al.
2011).

Real Time Sequence Data

Real time sequence data is pathogen genome data that is time-resolved and geo-
located. This technique helps us to understand and respond to the evolutionary
development of pathogens. Sequence data can help track the emergence of drug
resistance, and it can be combined with other sources of data to perform transmission
network analysis. Moreover, sequencing can provide insights about transmission
across species, as well as the spread across space and time. An effective analysis
requires a large sample size on the order of hundreds or thousands. The technique
has been used to assess HIVand influenza (Woolhouse et al. 2015). The 2009 H1N1
flu pandemic was the first major outbreak to be tracked in real time with virus genetic
data. Since then, it has been used to track the 2014 Ebola outbreak in West Africa
(Stadler et al. 2014) and COVID-19 (CDC 2020).

During the 2019 H1N1 pandemic, researchers relied on data from GISAID’s
EpiFlu database for real time sequence data. Launched in 2008, the EpiFlu database
allowed countries to publicly share genetic data and track the evolution of the virus
as it spread (Shu and McCauley 2017). Within 2 months of the first cases,
researchers were able to provide accurate estimates of the evolutionary rate, date
of emergence, and transmission rate using real time genetic sequencing, allowing for
early characterization of the epidemic (Hedge et al. 2013).

Box 4: Using Real Time Genome Data to Counter Popular Misconceptions During
COVID-19
In studying the genome data of COVID-19 patients in New York City,
researchers found that most of the cases were introduced from Europe and
also found evidence for community spread. This countered the common belief
that the virus came to the United States from China; a misconception that had
informed the policy decision to shut down the border with China much earlier
than that of Europe. If sequence data had been used in more real time during
the early days of COVID-19 in the United States, it could have informed these
border policies and may have prevented further introduction of the disease by
travelers coming from Europe (Gonzalez-Reiche et al. 2020).
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Syndromic Data

Syndromic data is a type of early warning system for disease outbreaks. While the
type of data used by syndromic surveillance systems can vary, it centers around a
systematic approach in which health departments use automated data acquisitions
and alerts to monitor disease indicators as close to real time as possible (Henning
2004). These indicators can include everything from school absenteeism and
increased over-the-counter medication sales to veterinary data that reveals an unex-
pected increase in animal deaths (Abat et al. 2016). Syndromic surveillance focuses
on the early symptom periods of a disease, before clinical or lab tests can tradition-
ally provide a diagnosis, allowing for earlier detection of outbreaks. Negatively,
these alternative, non-clinical, data sources can have confounding factors that show
spikes unrelated to disease outbreaks, but when combined with multiple sources,
they can provide a more reliable picture (Henning 2004).

A study in Madhya Pradesh, India stationed data collectors in clinics using
specially designed mobile apps to collect demographic information and symptomatic
data. The data was then submitted to a central server for analysis. By using cell
phones, the data collectors were able to obtain syndromic data about rural India that
hadn’t been previously accessible. The cell phone collection gave researchers access
to data in electronic form in order to improve syndromic surveillance compared with
manually entered data (Diwan et al. 2015).

Non-Health Data Relevant for Disease Monitoring

While disease surveillance historically relies on health data collected through the
formal health system, there are other sources of related data that offer insights.
Digital big data, satellite data and telecommunications data in particular, are becom-
ing more and more accessible for public health reporting, catalyzed by the data
revolution for sustainable development (IEAG 2016).

Non-Health Digital Data

The growing volumes of digital data now available are a resource for real time
insights about a range of social conditions, including the spread of disease. The
earliest applications of digital data for disease surveillance drew on web search data
to estimate the prevalence of influenza within certain communities. This method was
made famous by Google Flu Trends. However, Google Flu Trends failed to detect
2009 flu outbreak (Woolhouse et al. 2015) and the tool was ended in 2015.

There is now more interest in using social media data rather than search data,
but flu is still the most commonly monitored disease (Paul et al. 2016). With
unprecedented numbers of users on social media (as of January 2020, Twitter had
330 million active monthly users, most outside of the USA), there are opportuni-
ties to combine this information with machine learning and natural language
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processing to monitor public health (Paul et al. 2016). Search and Twitter data
have been used to track dengue fever (Paul et al. 2016). Twitter has been used to
track cholera, Ebola, and e. coli and has also been considered for monitoring HIV
(Stoové and Pedrana 2014).

There are some difficulties when using social media data. Short text, such as
Tweets, does not lend itself to natural language processing, and the colloquial
language used in social media makes it challenging to search for and classify posts
(Paul et al. 2016). There also needs to be a more extended consideration of the ethics
involved. Although social media data may technically be public, analyzing posts can
reveal private information.

Telecommunications Data

Predicting and containing the spread of a disease requires an understanding of
population movement. Telecommunications data provides an innovative way for
estimating such population movement, and it has been used to help address disaster
scenarios, disease outbreaks, and service planning. By looking at changes in where
calls were received, messages sent, and other mobile network activity, it is possible
to document how groups of people may have relocated over time.

Location data from call data records were used as part of malaria prevention
strategies (Wesolowski et al. 2012). Building on initial work, it was then pro-
posed the approach be used for responding to the West Africa Ebola outbreak of
2014–2016 (Wesolowski et al. 2014). The rapid spread of Ebola was thought to
be driven by local and regional travel, and mobility data could inform epidemi-
ological models. During the Ebola outbreak, Sierra Leone created a containment
strategy that was highly controversial, with many dismissing it as counterpro-
ductive. Traditional methods, such as self-reporting surveys, are not well suited
for measuring the effectiveness of containment, though. Researchers accessed
call data records following a lockdown event, and they found a 31% reduction in
mobility for distances under 15 km and a 76% reduction for distances beyond
30 km, with original travel patterns returning after the lockdown was lifted.
Furthermore, the impact was up to twice as great in areas with a higher disease
burden, suggesting that less affected areas might not have been as
inconvenienced. This experience shows the potential of anonymized, mobile
data to capture complex population dynamics and movement, and inform future
disease responses (Peak et al. 2018).

Modeling and Satellite Estimates

Mathematical models can provide real time projections of disease spread
(Woolhouse et al. 2015). There are many different approaches, but disease spread
is basically modeled as an exponential process, defined by the parameters of the
number of secondary people a first person will infect and the generation time.
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Risk mapping looks at various predictors of disease outbreak and spread,
including elevation, vegetation, animal species present, other environmental fac-
tors, and so on (Woolhouse et al. 2015). Especially in remote areas, mapping
requires satellite imagery and other supplemental data. Identifying areas of acute
risk through mapping can help direct surveillance efforts and resources between
outbreaks.

GIS and satellite images can help monitor variables like temperature, precipita-
tion, humidity, wind, and other variables that affect the spread of diseases. As such
satellite imagery has been used in studies and forecasts of diseases such as Hanta-
virus pulmonary syndrome (HPS), malaria, dengue, Lyme, and Rift Valley fever
(Nsoesie et al. 2015). During an outbreak, analysis of spatial data can identify the
spread of the disease, show what population groups are at risk, evaluate how many
facilities are available to provide healthcare within a certain distance, and assess the
effectiveness of control measures (Singh and Ranjan 2015).

Box 5: Using Satellite Data to Estimate Hospital Attendance
Researchers in Argentina, Chile, and Mexico used satellite imagery to monitor
hospital parking lot traffic data to augment public health disease surveillance.
They hypothesized that increases in hospital traffic could serve as an early
indicator of social disruption resulting from disease. They used high-resolution
satellite imagery collected from January 2010 to May 2013 and overlaid it with
data on the incidence of respiratory virus illnesses, collected by the Pan Amer-
ican Health Organization (PAHO). They then developed dynamical Elastic Net
multivariable linear regression models to estimate the incidence of respiratory
virus illnesses using hospital traffic. The models for influenza and other respi-
ratory viruses using hospital traffic data for select hospitals in Chile, Argentina
and Mexico, performed well ‘in capturing the trends present in the data within a
reasonable range of error.’ The errors were partly explained by lags in data
releases from Ministries of Health, as well as PAHO. The researchers also
concluded the model could not properly account for high-density parking (i.e.,
multistory car parks) or for socialeconomic dynamics relating to car ownership,
shared usage, and so on. Nonetheless, the project demonstrated that, when
combined with other information, this type of satellite data could be useful in
monitoring disease trends (Nsoesie et al. 2015).

New Data Limitations

New data sources provide huge possibility for monitoring health conditions and
disease transmission, not least of all satellite and telecommunications data which can
help us to map population movement and disease spread in real time. However, as
alluded to above, each approach has its own pitfalls and is best utilized in combina-
tion with other traditional, and potentially more representative, methods. Common
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limitations affecting all of these methodologies are insufficient capacity, representa-
tive bias, ethnical concerns and the complexity of data-sharing partnerships.

Insufficient Diagnostic Testing and Long-Term Capacity
Development

As discussed above (2.2) diagnostics are a fundamental component of successful
outbreak containment or control strategies. And we’ve seen huge advances in rapid
diagnostic approaches and techniques. However, as demonstrated by COVID-19,
but also recent Ebola, Zika, and yellow fever outbreaks, there are common barriers to
diagnostic preparedness that occur across all epidemic situations.

In the case of the 2013–2016 Ebola epidemic in West Africa, there was a 3-month delay
between the index case and the identification of the causative agent; post-outbreak analyses
suggest that diagnosing 60% of patients within 1 day instead of 5 days could have reduced
the attack rate from 80% to nearly 0% (Haug et al. 2016 in Kelly-Cirino et al. 2019)

The primary limitation is inadequate diagnostic testing capacity at both national
and community levels of healthcare, with governments loathe to invest in pandemic
preparedness outside of crisis periods. Furthermore, the companies producing the
diagnostic testing for pathogens need incentives to work on these outside of outbreak
periods (Kelly-Cirino et al. 2019). The problem with this is that test development and
validation, through field tests, only commence when the pathogen has substantively
taken hold, slowing down the whole diagnostic process.

These challenges are not unique to diagnostics. Few governments are investing
substantially in broad national or subnational data and monitoring capacities, par-
ticularly using new or alternative techniques such as GIS, telecommunications
analytics and so on, meaning national and subnational health actors, and statisticians,
are ill-equipped to use these approaches during the crisis. However, with the
frequency of pandemics increasing this kind of testing and capacity development
is essential to ensure the ongoing health of the population.

For diagnostics, other long-term investments should focus on identifying over-
laps in diagnostic development needs across different priority pathogens, which
would prove timelier and more cost-effective than a pathogen by pathogen-based
approach (Kelly-Cirino et al. 2019).

Representativeness

Another issue affecting many of the new data approaches is representativeness.
Telecommunications data only provides demographic data on mobile phone users
and does not differentiate between shared mobile phone usage. Digital data, such as
twitter analysis, only captures the digitally connected and those actively engaged in
social media (Bansal et al. 2016). And GIS data infers population characteristics
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based on other proxies such as infrastructure and roofing. It is not a representative,
house to house count. As such all of these methods require triangulation with
censuses, household surveys and other representative data collection sources to
ensure demographic accuracy.

For example, researchers have raised questions about the representativeness of
mobile data used as part of the Ebola response. Anthropological studies have shown
that cell phones are not used strictly as individual property in West Africa, meaning
that they are not reliable beacons of individual behavior (Erikson 2018). Instead,
ownership is much more fluid, with one phone possibly being shared by multiple
family members, and with one individual potentially owning multiple phones.
Furthermore, with patchy phone service in less urban areas and many phones not
having GPS capabilities, it can be challenging to accurately locate a call. On top of
these technical limitations, Ebola is spread by person to person contact, so the
existing modeling assumptions for malaria that underpinned the analysis of mobile
data might not translate well to Ebola. Critics also point out that there has not yet
been much in the way of peer reviews of the positive claims about telecommunica-
tions data for surveillance (Maxmen 2019). And indeed, to prevent Ebola transmis-
sion, restricting overall movement is less important than isolating patients to prevent
direct contact with infected fluids (Maxmen 2019). These concerns emphasize the
need to fully consider the local and social context as well as the specifics of a disease
before deploying novel data solutions.

Ethical Concerns

The use of new data sources has raised a variety of ethical considerations that must
be balanced with the benefits to public health, for example, the concern that much
public health information is becoming concentrated with select, powerful companies
(Kostkova 2018). As such, there is an urgent need for guidelines around the
acceptable use of personal data (by both the public and the private sector) while
also providing sufficient flexibility to accommodate different emerging data sources
and respecting issues of global justice (Vayena et al. 2015). Already, there are
growing concerns about the lack of consent involved with the sharing of data for
public health applications, as well as about the fairness of algorithms built off of
these data (McDonald 2016). Because of the high-resolution of spatial data used for
disease surveillance, privacy is another important concern. Current safeguards focus
on anonymizing individually identifiable data and the aggregation of shared data to
protect privacy. However, even when data is anonymized, researchers have shown
that it can be de-anonymized with very little information, enabling them to uniquely
identify individuals represented in the dataset (Kondor et al. 2018).

Ensuring the methodological robustness of new techniques can also be viewed as
an ethical issue, not just a scientific one (Vayena et al. 2015). Epidemiological
studies are prone to a wide range of methodological challenges (CDC 2006b),
which may incorrectly estimate the spread of a disease leaving certain individuals
and communities vulnerable to health risks, while at the same time economically
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harming, stigmatizing, or curtailing the freedoms of others without necessarily
creating public health benefits.

This set of ethical concerns will need to be addressed with concerted action.
Privacy issues could be mitigated in part with higher levels of aggregation, lower
spatial resolution, and the use of synthetic data sets (Kondor et al. 2018). Although
this creates a potential tradeoff between the granularity of data and privacy protec-
tion, public health experts should consider the minimum level of granularity needed
to conduct epidemiological analysis (as noted by Public Health England 2012).
Regarding the wider set of concerns, it has been suggested that the epidemiological
community develop best-practice standards, such as review boards to assess the
potential risks and benefits for communities and to negotiate compensation in the
event of accidental harm (Vayena et al. 2015).

Negotiating Partnerships

Much of the innovations discussed above require collaboration between the public
sector and private or third-party actors, and as such require a formal partnership or
data sharing agreement. These agreements are important so that new sources of
data can be validated and then integrated into traditional statistical and monitoring
systems (Bansal et al. 2016). They are also important to ensure private data is
maintained and can be relied upon over the medium to long term for national
reporting. As mentioned above, Google Flu received widespread attention for its
apparent ability to track the spread of the flu in real time through web search
queries, but the tool eventually lost its efficacy and was discontinued. This
example underscores the issue of volatility when data is not created for the direct
purpose of public disease surveillance and there is less incentive to maintain it
(Bansal et al. 2016).

However, negotiating partnership agreements can be difficult and time consum-
ing. A consortium of actors including SDSN TReNDS, NYUGov Lab, University of
Washington, and The World Economic Forum, analyzed a host of data sharing
agreements and found serious inequalities in the partnership terms, very unequal
capacities to negotiate the partnerships, challenges relating to citizen’s privacy and
so on (Dahmm 2020). In summary, they highlight six important issues that need to be
considered when embarking on data sharing partnerships; (1) Why the data is bring
shared? (2) What kinds of data are being shared? (3)When the data should be shared?
(4) Who is involved in the data sharing, (5) How the data is being shared, and (6)
Where the data is being shared from and to?

As we enter an era of more complex and multi-party data production, ownership
and sharing, formalized data partnerships will be crucial but will require institutional
innovations. Governments will need to designate partnership brokers, ensure ade-
quate legal capacity, and familiarity with partnership terms. Likewise, private data
actors will need to ensure their practices comply with national standards for data
ownership, control and use, if they are to maintain a long-term partnership with any
public authority.
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National Systems Innovation

Disease surveillance data, whether traditional or new, needs to be incorporated into a
system that is able to appropriately assess and respond to risk.

In the early 2000s, Europe advanced the notion of Epidemic Intelligence (EI),
which covers all activities for identifying new health risks (Paquet et al. 2006). This
includes both structured data from routine surveillance (or “indicator surveillance”)
and unstructured data from any source of intelligence more generally (or “event
surveillance”). The importance of EI is now recognized globally within International
Health Regulations (2005) (IHR), specifically the guidance on surveillance which
aims to protect the global community from transboundary public health risks and
emergencies (WHO 2005). Today a number of countries and regions around the
world have advanced epidemic intelligence facilities, training, and centers (such as
the UK, USA, and the European Union), but sadly this is still not the norm, with
limited progress having been made in the vast majority of countries (Woolhouse
et al. 2015).

There is a need for investment and capacity building, and increased connections
between the different components of national surveillance systems. Data sharing can
bring a proliferation of data, but it can then lead to uncertainty about the quality of
methods and loss of control on the part of the National Statistics Office or Ministry of
Health. In 2015, SDSN TReNDS recommended the creation of Chief Data Officers;
officials responsible for coordinating new data partnerships and sources, working
closely with the National Statistical Office to validate the data and integrate it into a
national system (Espey et al. 2017). Such capable systems are essential to managing
the variety of data tools and partners now available.

Conclusion

To fully utilize new data tools for disease surveillance and monitoring, there needs to
be investment and strengthening of digital capacity. Tools should not be learned and
deployed during a disaster, but should be made available and integrated in anticipa-
tion of such (Woolhouse et al. 2015), thereby also providing time for the tools to be
assessed vis-a-vis local social context and vetted alongside alternative methods. Also
important is to provide sufficient time to negotiate partnership agreements between
national governments and third-party actors to ensure fair data sharing practices and
sustainable arrangements. Above all, health indicators should be scientifically rig-
orous, and we should not forget the fundamental importance of traditional, bottom-
up data, even amid the hype of remote sensing and digital data tools. But used
together within an improved surveillance system, the discussed data innovations can
help to improve the equity of public health responses and help to ensure that no one
is left behind.
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