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Foreword

The Electrical Power Industry, although seen as a conservative segment of the
economy, in fact has been incorporating many innovative solutions at a regular pace
into the market.

This CIGRE Green Book is written when we are facing the so-called 4.0
Industry Revolution, which by one possible definition comprises the system to
systems approach embracing the integration of physical and digital systems with the
addition of main aspects of cyber-physical systems (CPS), the Internet of Things
(IoT), Industrial Internet of Things (IIOT), cognitive computing and artificial
intelligence. Also, at this time, we seem to be at the edge of a completely new era
which will result in a large-scale commercial feasibility use of hydrogen—the
Power to Gas (P2G) era.

How the network of the future will be reshaped, what will be partially or dra-
matically changed, this is the main goal of this set of chapters produced by most
talented professionals working in CIGRE.

It is not an easy task to perfectly predict the real trajectories the power industry
will follow in 20 or 30 years from now. This is not the aim of this publication.

The 16 chapters elaborated and consolidated here aim at providing possible
scenarios and sound elements for the technological, economic, regulatory and
market progress of the power industry, under the concept adopted by CIGRE to be a
end-to-end (E2E) organization dealing with the entire chain of the power system
business.

In terms of range of options in front of us, regarding business arrangements, we
might navigate in an energy system that will comprise a combination of a highly
connected grid with globalized provision of electricity, as we see in the Internet
systems, to a system dominated by loosely connected microgrids, which might be
largely self-contained.

This last option, as an extreme is a radical change from the current market
structures and risk management and requires the development of completely new
settlement at the local grid level with net trading between the local grids. Power
backup is a key aspect to be considered which may not turn this a practical
approach.
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Under all these uncertainties, how can we predict the future role of system
planners, design and operators, as well as the incorporation of new materials and
devices, testing techniques, computer tools and full digitalization, among others?

On the other hand, the dependence of the societies upon electricity has a uni-
directional path, toward having the world fully electrified in the coming years.

This means that the electricity supply and permanent availability will play a
fundamental role in the societies, with the same level of importance as drinking
water and food.

In that direction, the electric power companies will be more and more demanded
for good quality services, as it will be less tolerable staying a lapse of time without
electricity service.

The Green Book on the network of the future represents, therefore, a real con-
tribution from CIGRE to the entire community toward predicting possible key
aspects of the end-to-end (E2E) electricity chain, in order to prepare ourselves for
the challenging scenario the power industry has to deal with.

At the time we complete this version of the Green Book, we acknowledge the
relevant contributions from the 16 Study Committee Chairs, as well as our two
main Editors Nikos Hatzargyriou and Iony Patriota de Siqueira.

Hope you will enjoy the content of the Book!

Paris, France Marcio Szechtman
CIGRE Technical Council Chairman

vi Foreword



Presentation

As CIGRE enters its second century, the electricity energy market is undergoing
changes never before experienced. The trends in technology, markets and devices
using electrical energy as the primary source are changing in type and pace. It is
often very difficult to make sense of these trends and how they affect your business
or environment. CIGRE experts from each of the 16 technical domains have pro-
vided the best possible solutions to enable stakeholders to fully understand these
trends and developments. The 16 domains include all the components and systems
including markets and regulations that comprise the future grid. The reader of this
Green Book will obtain a full understanding of the technology drivers as well as the
technology trends, thereby having an overall view of the most likely future affecting
their environment.

R. Stephen
CIGRE President
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Introduction and Overview

Iony Patriota de Siqueira and Nikos Hatziargyriou

Abstract This chapter summarizes the main developments that are taking place in
power systems, as a background to the main chapters of this book. After a brief
review of recent developments in smart things and smart homes, as examples of
technological changes with social impacts, the chapter presents an overview of the
major convergence aspects of the main technologies that contribute to modern power
systems. Themajor sections are dedicated to reviewing the current trends in electrical
power systems, telecommunication, information and automation systems, as themain
pillars that support the future of electricity supply systems.

Keywords Future electricity systems · Convergent technologies · Power system ·
Telecommunication · Information system · Automation system

1 Introduction

Electricity supply systems play a key role among all critical infrastructures in contem-
porary societies. From the supply of water, goods, gas, oil, medical services, home
automation, telecommunication, security, and many other infrastructure sectors, all
depend on the reliable and economic supply of electricity.

Following the current revolution brought by smart things, and the explosive growth
of the Internet, electricity supply systems must keep pace with all these changes,
in order to continue to provide the quality of service that has always been its main
feature.Most of the changes and innovations in power systemcomponents and overall
power system planning and operation methods are paralleled with developments
in other industries, which have been adopted slowly from their relevant sectors,
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2 I. P. de Siqueira and N. Hatziargyriou

e.g., power electronics, robotics, digitalization, etc. Therefore, power systems will
gradually becomemore transactional, based around the concept of service provision,
and this will require reliable and robust data to support the economic cost recovery
mechanisms. A long-term vision of the future network is essential to this end, being
the central motivation for this book.

1.1 Smart Things

Smart places are terms commonly used to refer to physical or cyberspaces that present
behavior that could be seen as intelligent. This includes for instance the concept
of a smart home, where energy optimization, hotspot reporting, home surveillance,
smart lighting, perimeter checks, kids monitoring, etc. are performed by automatic or
semiautomaticmeans. Other examples are smart health that includes personal tracker
and in-home care; smart agriculture that includes water based on moisture level, pest
control, and livestock management; smart city that provides waste management,
parking, traffic control, pollution monitoring, smart bridges, and constructions with
sensors; smart ports, smart buildings, for managing energy, surveillance, elevators,
etc.; smart retail, including smart logistics, smart manufacturing, etc.

These places are possible due to the development of the concept of smart things, as
devices with the capacity to take decisions and perform automatic tasks, but mainly,
to communicate with other devices in a smart place. These concepts are currently
referred as the Internet of Things (IoT), mimicking the previous concept of Internet
(Fig. 1).

Fig. 1 Smart things. Source
The Authors
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1.2 Players in Smart Grids

Paralleling these concepts, the term Smart Grid has been used to refer to the concept
of an electrical grid that is able to performmany automatic and intelligent operations.
Nowadays, it refers also to the integrated operation of many players or stakeholders
that need to interact in an intelligent way (Fig. 2), including:

• Generators—Bulk and distributed energy and ancillary providers
• Transmitters—Owners and possibly operators of electricity transmission assets
• Distributors—Owners and possibly operators of electricity distribution assets
• Consumers—Industrial, commercial, residential, and transportation users and

users of electricity storage
• Operators—Independent system operators (ISO), regional (RSO), transmission

(TSO), and distribution (DSO) operators
• Markets—Energy brokers, wholesale and retail energy sellers, buyers, chambers

and balance responsible parties
• Service Providers—Third part suppliers of services required by other players.

1.3 Technological Convergence

To allow the development of all these functionalities, a set of technologies has evolved
whose integration is granting the production of intelligent devices. This is particularly
important for electrical power systems,whose evolution depends on the technological
convergence of four major areas (Fig. 3):

• Energy technology
• Telecommunication technology
• Information technology
• Automation technology.

Fig. 2 Players in smart
grids. Source The Authors
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Fig. 3 Technological
convergence. Source The
Authors

1.4 Chapter Outline

The remaining paragraphs of this chapter are organized in the following subtitles:

• Trends in Electrical Power Systems—introduces the evolution, main techno-
logical and market tendencies of electrical power systems, and their requirements
for automation and telecommunication

• Trends in Telecommunication Systems—presents the main technical solutions
and tendencies in telecommunication systems applied to electrical power systems

• Trends in Information Systems—introduces the main tendencies in cyberin-
formation and informatics for automation systems applied to electrical power
systems

• Trends in Automation Systems—presents the main technical solutions and
tendencies in automation systems applied to electrical power systems

• The Network of the Future—introduces the joint result of merging the trends in
electrical power grids to those in automation and telecommunications, in shaping
the electrical networks of the future.

2 Trends in Electrical Power Systems

Traditionally, electrical power systems have been conceptualized as the joint
operation of four different areas:

• Generation systems
• Transmission systems
• Distribution systems
• Electricity consumers.
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where the term consumers comprise also the storage and local production of energy,
sometimes referred as prosumers.

This paragraph intends to present the main trends related to generation, transmis-
sion, distribution, storage, and consumption of electrical energy and their require-
ments on automation and telecommunication systems, starting from a historical
perspective.

The historical evolution of the electrical grid is usually described as the tempo-
ral sequence of five different generations, corresponding to the main technological
change introduced in each generation:

• First generation—Direct current
• Second generation—Alternate current
• Third generation—Distributed generation
• Fourth generation—Flexible systems
• Fifth generation—Intelligent grid.

Additionally, the current structure of electrical grids is usually represented as a
linear connection among the generation, transmission, distribution, and consumer,
where the transfer of power occurs in a one-way direction (Fig. 4).

With the evolution of distributed generation and storage, the future electrical net-
work is seen as a complicated smart grid, capable of interconnecting and transferring
power between many different sources, in a two-way direction. The endpoints can
vary from any kind of power plant like photovoltaic, small hydro, Stirling machines,
nuclear, battery storage, geothermal, wind, fuel cell, combined cycle, combustion
turbines, reciprocating engines, tidal power, etc. These distributed sources and des-
tinies can also be combined as virtual power plants, and managed as a unique source,
and also operated interconnected or isolated from the rest of the grid in case of
emergencies, as a microgrid (Fig. 5).

Fig. 4 Current structure of electrical grids. Source The Authors
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Fig. 5 Future network. Source The Authors

A segregated view of the network of the future can be seen as an integration of the
traditional areas of generation, transmission, distribution, and consumer, with two
additional domains of markets, operation, and service providers, as shown in Fig. 6.

Fig. 6 Domains of smart grids. Source The Authors, Adapted from NIST Roadmap
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2.1 Generation Systems

Perhaps the most prevalent characteristic of the evolution of the electric power grid
is the increase in renewable generation in all systems mainly driven by policies
to combat climate change [1]. This range includes small hydro-generation, using
double-fed asynchronous generators, with induction generator with variable rotor
frequency and the stator directly connected to the grid. Figure 7 shows a typical
connection of this type of power plant; there the maximum efficiency of the turbine
is achieved for different speed and water flow in the water stream.

The last decade has witnessed the widespread penetration of on-shore and off-
shore wind power as an economical and ecologically oriented source of electricity.
A typical configuration of these sources features an asynchronous generator (usually
a variable speed double-fed induction generator), where variations in rotor current
control real and reactive power, producing power at rotor speeds less than and greater
than stator field. Figure 8 shows the typical assembly of the nacelle of a wind power
turbine, with the common controls of nacelle direction and blade pitch. This also
allows the full exploitation of the maximum wind power available, at variable speed
of the turbine. Variable speed synchronous generators (ENERCON type)with similar
properties are also very common.

Following the same impetus of wind power, solar power is growing as an alterna-
tive power source around theworld.Modern solar power plants allow the full tracking
of the most efficient direction of the cell panel, using altitude and azimuth control,
for two-dimensional sun tracking even on regions far from the equator (Fig. 9).

Intake

Turbine

AC
DC

DC
AC

Fig. 7 Double-fed asynchronous hydro-power. Source The Authors
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M

Gear Box

Yawn
Control

Capacitor
FIlter

AC
DC

DC
AC

Fig. 8 Double-fed asynchronous wind power. Source The Authors

Fig. 9 Solar with dual axis
tracker. Source The Authors

A promising technology is the generation of electricity using fuel cells, using
a conversion device like a battery, but designed for continuous replenishment of
the reactants. It produces electricity from an external supply of fuel and oxygen
as opposed to the limited internal energy storage capacity of a battery. Figure 10
shows the typical assembly of a fuel cell, with an electrolyte as a catalyzer between
the anode and cathode forming an electrocatalyzer capable of generating electrical
current from a combustible reagent.
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Fig. 10 Combustible cell principle. Source The Authors

In addition to these sources, many different generation types are being used to
connect to the grid, including:

• Combustion turbines—Fueled by natural gas, oil, or combination of fuels
• Internal combustion engine—Also known as reciprocating engines
• Stirling engines—Classed as external combustion engines, sealed systems with

inert working fluid, helium or hydrogen
• Energy storage/UPS with dynamic or static inverters—Stacks of storage contain-

ers: batteries, flywheels, superconductors, supercapacitors, compressed air, that
powers a dynamic DC/AC energy converter.

These sources can also be combined in different cycles that recovers heat from the
process of generating electricity. The following combined heat and power (CHP) are
usually being employed to generate power, to improve performance and efficiency:

• CHP based on reciprocating machine—Combined Internal Combustion Engine
(ICE) with heat recovery cycles

• CHP based on fuel cell—Combined fuel cell with heat recovery from water
• CHP based on gas turbine—Combined gas turbine with heat recovery and steam

turbine
• CHP based on recuperated microturbine—Combined microturbine with heat

recover
• Geothermal power—Uses natural heat from volcanos, etc. Cold water is pumped

into the ground, while hot water returns from the ground. Mostly experimental in
small scale.

Some new sources of power are also being developed based on the ocean waves
and currents, like:
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• Tidal power (TP)—Uses energy from sea tidal, that is more predictable than wind
and solar power, but currently mostly experimental.

• Wave power (WP)—Uses energy from sea waves; more predictable than wind
and solar power; it is currently mostly experimental; using several methods of
mechanical motion.

• Ocean current power (OCP)—Uses energy from submarine currents that is more
predictable than wind and solar power, being mostly experimental.

As an example, Fig. 11 shows the assembly of a CHP based on reciprocating
machine, a combined ICE with heat recovery cycles using a boiler and cooling
towers.

Besides these new technologies, the generation systems are experimenting inten-
sive use of digital tools for the design of new machines, like finite element modeling
(FEM), computational fluid dynamics (CFD), long-term reliability analysis, big data,
artificial intelligence (AI), self-learning algorithms, equivalent digital twin circuits,
design of experiments (DOE) and response surface method (RSM). A more detailed
review of the current and future status of the design and research in this area can be
found in the chapter “rotating electrical machines” of this book.

Generator

Diesel Engine

Fuel

Pump

Oil Water

Hot
Water

Intercooler

Cooling Tower
Cold

Water

Cooling Tower

Boiler

Steam

Silencer

Gas

Turbocompressor

Fig. 11 CHP based on reciprocating machine. Source The Authors
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2.2 Transmission Systems

A distinctive characteristic of the evolution of transmission system is the growing
application of Flexible AC Transmission Systems (FACTS). Figure 12 shows the
impressive range of possible applications for FACTS, mapped to amatrix relating the
four standard domains of power systems to the hierarchical interoperability proposed
by the Smart Grid Architecture Reference (SGAM) [2] of the European Union. The
increasing application of FACTS reflects also the general trend in the application of
power electronics for the control of the electrical grid.

Four generations of FACTS have evolved with the introduction of new technolo-
gies, mainly related to the control of the conversion process, and the type of static
device used:

• First Generation

– TCR—Thyristor Controlled Reactor
– TSC—Thyristor Switched Capacitor

• Second Generation

– SCV—Static Var Compensator
– TCSC—Thyristor Controlled Series Capacitor
– SCCL—Short-Circuit Current Limiter
– TCPAR—Thyristor Controlled Phase Angle Regulator

• Third Generation

– STATCOM—Static Compensator
– SSSC—Static Synchronous Series Compensator

• Fourth Generation

– UPFC—Unified Power Flow Controller
– IPFC—Interline Power Flow Controller
– GIPFC—Generalized Interline Power Flow Controller
– CSC—Convertible Static Compensator.

In the first generation of FACTS, a TCR switches a shunt reactor by a thyristor
column, and a step-up transformer connects the FACTS to the grid. Similarly, in a
TSC, a shunt capacitor is switched by a thyristor column, and a step-up transformer
connects it to the grid.

The second generation of FACTS introduced the SVC that switches both a shunt
reactor and capacitor by thyristor columns, connected to the grid by a step-up trans-
former. In a TCSC, a series reactor is switched by a thyristor column, in parallel with
a series capacitor, and in series with a transmission line. In a SCCL, a series capacitor
is short-circuited by a thyristor, in series with a reactor in a transmission line, to con-
trol power and short-circuit current. In a TCPAR, a transformer with phase-shifting
windings is switched by internal or external thyristors, in series with a transmission
line, to dynamically control the power flow.
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Fig. 12 FACTS applications. Source The Authors

The third generation of FACTS introduced the concept of a STATCOM, with a
shunt capacitor controlled by thyristors, to fine control the injected reactive power,
for control of power flow, voltage, power factor, flickers, and unbalanced loads. In a
different way, a SSSC uses a series capacitor controlled by thyristors, connected by
a series transformer to the transmission line, to control the active and reactive power
flow.

The fourth and more recent generation of FACTS, still under development, intro-
duces the UPFC, merging the architecture of a STATCOM with a SSSC, with a
capacitor controlled by thyristors, connected by a series transformer to a transmis-
sion line or parallel transformer to a bus bar, to control voltage, active and reactive
flow. Another possibility under development is to use an IPFC, where two SSSC in
distinct lines use a common capacitor bank, to control power flow in the lines. An
alternative to this assembly is the GIPFC, where two SSSC are in distinct lines, and
one STATCOM on the common bus, sharing a common capacitor bank, to control
voltage andpowerflow.One additional development is theCSC,with a capacitor bank
multiplexed by circuit breakers into multiple static compensators. This configuration
is illustrated on Fig. 13.

In addition to FACTS, there is a clear trend to employ long-distance high-voltage
DC transmission systems (HVDC),mainly frompower sources far from the consumer
centers, and to connect networks with different frequencies. Figure 14 shows some
possible application of HVDC in the SGAM reference framework.
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Capacitor

DC

AC

DC

AC

Series
Transformer

Series
Transformer

Parallel
Transformer

Fig. 13 CSC—Convertible static compensator. Source The Authors

Fig. 14 HVDC applications. Source The authors
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HVDC technologies are mainly composed of three different types:

• Current Source Converter (CSC)
• Voltage Source Converter (VSC)
• Capacitive Commutated Converters (CCC).

Current source converter (CSC), also known as line-commutated converter (LCC),
is the technology used inmost of HVDC systems in operation today. It uses thyristors
which can withstand voltage in either polarity, and the output voltage can be either
polarity to change power direction, while current direction does not change. CSC
does not allow independent control of active and reactive power. Figure 15 shows
the typical assembly of a CSC station.

Voltage source converter (VSC) use reactors inserted between the converter trans-
former and the converter valves. Transistors control the current in either direction,
but the output DC voltage polarity does not change. Current direction changes to
revert the power direction, allowing the independent control of active and reactive
power. Figure 16 shows the typical assembly of a VSC station.

Capacitive commutated converters (CCC) employ capacitors inserted between the
converter transformer and the converter valves, for generating some of the voltage
required for thyristor valve commutation. The converter can only draw an inductive
current from the AC network. The valve cannot be turned off actively, and the current
through one valve must be brought to zero to turn it off. Figure 17 shows the typical
assembly of a CCC station.

Capacitor

Transformer

DC

AC

Converter

Reactor

DC

Fig. 15 Current source converter (CSC). Source The Authors

Capacitor
DC

AC

Converter

ReactorTransformer

Fig. 16 Voltage source converter (VSC). Source The Authors
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Capacitor
DC

AC

Converter

Transformer

Capacitor

Fig. 17 Capacitive commutated converters (CCC). Source The Authors

In addition to the use of power electronics in HVDC and FACTS technolo-
gies, research is underway for increasing the transmission capacity of AC lines for
the same right-of-way, by using multiphase systems. This technology needs more
transpositions than three-phase lines, special transformers, and towers.

Another research area is the use of superconductors for power transmission. The
main challenge is the cost for the conditioning of the conductor. Figure 18 shows the
typical assembly of a superconductor cable, showing the stacked layers of shielding,
isolation, and temperature control.

A similar development is underway for gas-insulated lines (GIL), mostly for short
distances and urban areas. Figure 19 shows the typical assembly of a gas-insulated
cable, showing the metal housing for the gas.

Besides these new technologies, the transmission systems are rapidly absorbing
most of the new design methods offered by standards like building information
modeling (BIM) [3] and geographical information systems (GIS) [4].

Fig. 18 Superconductor
line. Source The Authors
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Fig. 19 Gas-insulated line
(GIL). Source The Authors

Housing

Gas

Conductor

Support

2.3 Energy Storage

With the environmental restriction for building large power plants, even those based
on renewable hydro-power, and the rapid penetration of non-dispatchable and inter-
mittent green power, research on alternative ways of storing energy has become a
priority. Many applications are possible for distributed and centralized storage of
energy. Figure 20 shows the main applications, mapped to the SGAM framework.

Among many possibilities of energy storage, the following are the main
technologies, some with proven applications, others still under research:

• Pumped hydro-energy storage (PHES)
• Flywheel energy storage (FES)
• Battery electric storage system (BESS)
• Hybrid flow battery (HFB) power plant
• Ultra-capacitor storage system (UCSS)
• Compressed air energy storage (CAES)
• Compressed gas energy storage (CGES)
• Superconducting magnetic energy storage (SMES)
• Gravity energy storage (GES)
• Thermal energy storage (GES).
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Fig. 20 Energy storage applications. Source The Authors

Pumped hydro-energy storage (PHES) is a standard way of energy storage that
depends on the availability of a specific location for upper and lower dams; it is
practically the only technology capable of storing large quantity of energy, in a single
place. Compressed air energy storage (CAES) and compressed gas energy storage
(CGES) are also large storage possibilities that depend on an adequate location; they
can be used to smooth daily load variability.

The other methods can store a reduced amount of energy, mainly for distributed
locations. Flywheel energy storage (FES) has a high specific power with reduced
response time, being ideal for angular and voltage stability control. Battery electric
storage system (BESS) is expensive, but stores and releases power across a broad
range of time scale, being suitable for a wide spectrum of applications, from provid-
ing primary frequency reserves and smoothing rapid voltage fluctuations to storing
excess renewable power and mitigating daily load variability. Hybrid flow battery
(HFB) employs rechargeable batteries provided by two chemical components dis-
solved in liquids contained within the system and separated by a membrane. Ultra-
capacitor storage system (UCSS) has a high specific power but reduced response
time; it is ideal for angular and voltage stability, requiring series capacitors for volt-
age equalization. Superconducting magnetic energy storage (SMES) is based on
low resistance of superconductors, still under development. Gravity energy storage
(GES) is a possibility of using a very large piston suspended in a deep, water-filled
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shaft, with sliding seals to prevent leakage around the piston, and a return pipe con-
necting to a pump-turbine at ground level. Thermal energy storage (GES) collects
and focuses sunlight onto a receiver by an array of mirrors, converting solar energy
into heat. A heat transfer material, usually a fluid, is used as a heat storage media
that may or may not be the same as the heat transfer material.

2.4 Distribution Systems

Distribution networks cover electricity infrastructure for delivering energy from the
transmission system to end-users (customers) at medium voltage (MV) and low
voltage (LV). Worldwide, there are different voltage levels that are considered as
low voltage (LV), medium voltage (LV) or high voltage (HV). Active distribution
systems are distribution networks in which distribution system operators (DSO) can
actively control andmanage distributed energy resources (DER). These include small
generators connected directly to their networks—from domestic solar panels and
wind farms to batteries and electric vehicles, while enabling customers to play a
more active and participatory role.

Traditionally, distribution networks were designed to transport electricity in one
direction: from the generation connected to the transmission system to customers at
the endpoint of the network. This type of system did not require extensive manage-
ment and monitoring tools. But with solar panels on residential rooftops and wind
turbines integrated into industrial sites, customers are increasingly generating elec-
tricity themselves. By becoming “prosumers,” they are moving from the endpoint to
the center of the new value chain. This new operating environment imposes to DSOs
active management and operation of a smarter grid, rather than just “burying copper
in the ground.” This also requires making use of the grid’s and consumers’ flexibility
potential to solve grid constraints, optimize network performance and investments,
and make the most of existing network assets. Active distribution networks also
benefit from the implementation of ICT innovations to enable fast identification,
isolation and sometimes remote tackling of network problems. Figure 21 depicts the
transformation of passive to active distribution systems.

Among the trends in distribution system operation and control, the following are
mentioned as characteristic of the future evolution of this energy domain:

• More and more similar to transmission automation
• Increased use of monitoring and automatic reclosing
• Constant movement to underground substations
• Increased use of wireless telecommunication
• Adoption of IEC 61850 [5] in substations and CIM [6, 7] for DMS.
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Fig. 21 The transformation of the passive distribution network to the active distribution system.
Source “European Distribution System Operators for Smart Grids, Future-ready, smarter electricity
grids. Driving the energy transition. Powering customers”, brochure 2016

Figure 22 shows a pictorial view of a typical compact underground urban
substation for a distribution system, with the typical devices for control and
automation.

Microgrids are novel distribution network paradigms that is expected to affect
drastically the building and operation of distribution systems. Technically, micro-
grids comprise parts of distribution systems with distributed energy sources, such
as microturbines, fuel cells, PVs, etc., together with storage devices, i.e., flywheels,
energy capacitors and batteries, and controllable loads, offering considerable control
capabilities over the network operation. They operate mostly interconnected to the
upstream system in a single connection point, but they can be also operated isolated
from the main grid, in case of faults or major disturbances enhancing the reliability
and resilience of power supply to critical loads. From the customer point of view,
microgrids can provide both thermal and electricity needs, and in addition enhance
local reliability, reduce emissions, improve power quality by supporting voltage and
reducing voltage dips, and potentially lower costs of energy supply. From the utility
point of view, application of distributed energy sources can potentially defer invest-
ments for distribution and transmission assets and provide network support in times
of stress by relieving congestions and aiding restoration after faults. The main appli-
cations found today are in remote and isolated areas, non-interconnected islands,
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campuses, military facilities using distributed generation (renewable and conven-
tional), distributed storage and controllable loads. They also form the technical basis
for the operation of local energy communities. Figure 23 shows a pictorial view of a
typical microgrid, with several local and complementary sources of generation, feed-
ing a local load, with possible connection to the bulk power grid, being controlled
as a virtual power plant.

2.5 Electricity Consumers

With the automation and connectivity of all kind of home appliances, it is in the
consumer side of electricity supply that most impacts are expected in the future.
Among these changes, the rapid dissemination of electric vehicles (EV) deserves a
special place in the future of electrical power systems. Besides the intended reduction
of emission of CO2 coupled to cleaner energy production, EV can store energy and
serve as an ancillary source of power from the vehicle to the grid (V2G). Figure 24
shows the possible applications of EV and V2G in power grids, using the SGAM
framework.

Fig. 22 Underground substations. Source The Authors
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Fig. 24 Electrical vehicle applications. Source The Authors
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Many concurrent technologies are competing for the EV market, such as:

• EV with rechargeable battery
• Hybrid EV with parallel power flow
• Hybrid EV with series power flow
• Hybrid EV with double traction
• EV with battery and flywheel
• EV with battery and supercapacitor
• Hybrid EV with battery and fuel cell.

All of them use part of the internal combustion engine (ICE) structure as a proved
technology with advanced control, but high emission of CO2, as a base for the struc-
ture of electrical vehicles. Pure EV with rechargeable battery use rechargeable bat-
teries to power DC electrical drives, where the motor can also operate as a generator
for recovering power during the vehicle braking.

Hybrid EV with parallel or series power flow uses an internal combustion engine
and rechargeable batteries with electric drives, where the motor can operate as gen-
erator to recharge the batteries from the ICE. An alternative is the hybrid EV with
double traction where the motor and ICE drive different traction axis on the vehicle
structure.

In substitution to the ICE, hybrids EVcan use supercapacitors or flywheels to store
fast response energy; the motor can operate as generator to recharge the batteries,
capacitor and flywheel, during vehicle braking.

Finally, a hybrid EV with battery and fuel cell can use hydrogen to power an
internal combustion engine and fuel cells; the motor can operate as generator to
recharge the batteries in parallel with the fuel cells.

Figure 25 shows the typical assembly of a hybrid electric vehiclewith series power
flow.
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Electric
Motor

Fuel
Tank Controller

Fig. 25 Hybrid electric vehicle with series power flow. Source The Authors
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3 Trends in Telecommunication Systems

The full exploitation of all new technologies available in the generation, transmis-
sion, distribution, and consumer domains of power systems is only possible with
the availability of modern resources for communication among devices, systems and
players, as one of the pillars of a smart grid. The following paragraphs present the
main trends in telecommunication for power systems, the automation requirements
for communication, the needs for advanced metering infrastructure (AMI) and inter-
substation communication, and the network convergence of telecommunication as
a common tendency. As a frame of reference, Fig. 26 shows the main communica-
tion networks necessary for the future of the electricity grid, mapped to the SGAM
framework.

These networks are currently designed to supply the needs of automation, AMI
and inter-substation communication, described in the following paragraphs.

Fig. 26 Smart Grid telecommunication networks. Source The Authors
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3.1 Automation Requirements

Themost demanding requirements for telecommunication in the future of power grids
come from the automation field. These demands can be classified in the following
features:

• Interoperability

The ability of devices, computer systems or software to exchange and make use of
common information.

• Quality of Service

The description or measurement of the overall performance of a service as seen by
the users of the network.

• Timing Accuracy

Maximum allowed error (jitter) in transmission time.

• Bandwidth

Bit transfer rate, or number of bits that can be carried from one point to another in
each time period (usually a second).

• Latency

Time it takes for a data packet to cross a network connection, from sender to receiver.
Figure 27 shows the typical latency requirements for major applications of

automation in electrical power grids, mapped to the SGAM framework.

3.2 Inter Substation Communication

In addition to the communication with the consumers, transmission and distribution
automation requires advancedmeans for exchanging information among substations,
mainly for protection and automation. Traditionally, this has been achieved by the
following physical media:

• Pilot wires/copper wires
• Power line carrier (PLC) links
• Microwave radio links
• Optical fiber links
• Satellite links.

Figure 28 shows the typical hierarchy of application of these media by electric
utilities, mapped to the SGAM framework.
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Fig. 27 Hierarchical requirements for latency. Source The Authors

Fig. 28 Traditional utility telecommunications. Source The Authors
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Independent of the physical media used for communication, current and future
automation applications have strict demand mainly for latency. Figure 29 shows the
typical latency requirements for typical teleprotection between two substations, from
the message source of intelligent electronic devices (IED) to the remote breaker in a
remote substation.

To attain these requirements, future networks are expected to make extensive use
of the convergence of all available telecommunication media.

3.3 Network Convergence

To provide standardized services for all envisaged applications in a smart grid, the
telecommunication sector is adopting steadily the concept of the next-generation
network (NGN). It is generically defined by the International Telecommunication
Union (ITU) as a packet-based network able to provide telecommunication services
and able to make use of multiple broadband QoS-enabled transport technologies
and in which service-related functions are independent from underlying transport-
related technologies. Figure 30 illustrates the concept of telecommunication conver-
gence as a packet switching network capable of transmitting data, voice, and video
simultaneously.
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Fig. 29 Teleprotection speed requirements. Source The Authors
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Fig. 30 Telecommunication
convergence. Source The
Authors

4 Trends in Information Systems

Paralleling the trends in telecommunication convergence, the information processing
in the power sector is steadily adopting themain developments from informatics. The
following paragraphs summarize the main aspects of this evolution:

• Informatics evolution
• Distributed systems
• Service-oriented architecture
• Cloud computing
• Cybersecurity.

4.1 Informatics Evolution

The evolution of information processing can be seen as amovement through five gen-
erations of hardware and software innovations. Table 1 shows the main technologies
introduced in each generation.

The fifth generation, featuring distributed hardware and software, is the current
technology being deployed in digital substation, and seen as the main paradigm for
the development of future applications.
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Table 1 Informatics
evolution

Generation Hardware Software

First Vacuum tubes Bits and bytes

Second Transistors Assembler languages

Third Integrated circuits High-level languages

Fourth Microprocessors Object-oriented
languages

Fifth Distributed systems Distributed software

Source The Authors

4.2 Distributed Systems

Several architectures of substation and power plant automation are possible, using
the technology of distributed systems (DS):

• Remote access systems (RAS)
• Client–server systems (C/SS)
• Remote procedure calls (RPC)
• Distributed object systems (DOS)
• Peer-to-peer systems (P2P)
• Publish-subscribe systems (PSS)
• Service-oriented systems (SOS)
• Distributed real-time systems (DRTS).

Remote access systems (RAS) provide distributed access to central facilities, or
servers acting as a mainframe with processor, memory, files, and applications shared
by users connected to remote terminals or dumb monitors and keyboard connected
to the central facility by communication lines.

Client–server systems (C/SS) use applications modeled as a set of services pro-
vided by servers and a set of clients that use these services. Clients know about
servers, but servers do not need to be aware of clients they serve. Clients and servers
are logical processes that need not map to specific processors.

Remote procedure calls (RPC)mask distributed computing system using a “trans-
parent” abstraction that looks like a normal local procedure call but hides all aspects
of distributed interaction, supporting an easy programming model, being the main
technology behind many client/server systems in operation.

Distributed object systems (DOS)make no distinction between clients and servers.
Any object on the system may provide and use services from other objects, using a
middleware system called an object request broker to exchange messages.

Peer-to-peer systems (P2P) use decentralized systems where computations may
be carried out by any node in the network. It takes advantage of the computational
power and storage of many current networked computers.
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Distributed real-time systems (DRTS) are a distributed system, located on com-
puters in different places, with well-defined requirements regarding response time
for some real-world events.

Publish-subscribe systems (PSS) are decentralized systems where some servers
(publishers) broadcast information to be acquired only by those registered recipients
(subscribers), to make available information required in real time by subscribers of
a given publisher without request. It makes use of an architecture similar to service-
oriented systems (SOS), described in the following paragraph.

4.3 Service-Oriented Architecture

The development in information system that most impact the future applications in
power systems is the concept of a service-oriented architecture (SOA). It consists of
a distributed system based around the notion of externally provided services (web
services). A web service is a standard approach to making a reusable component
available and accessible across theweb.Among themain SOA features, the following
are of special interest for power system applications:

• Provider independence
• Public advertising of service availability
• Run-time service binding
• Opportunistic construction of new services through composition
• Pay for use of services
• Smaller, more compact applications
• Reactive and adaptive applications.

Figure 31 shows the main agents involved in a SOA system, with their interaction.
SOA is closed related to the concept of cloud computing, described in the sequel.

4.4 Cloud Computing

“Cloud” is the common name given to the aggregation of servers and storage hosting
programs and data provided “as a service” over the Internet. As such it is both user
centric, making easier for group members to collaborate, and task centric, where the
user’s need is more important than the features of an application. In a cloud solution,
all resources together create a wealth of computing power offering a programmable
automated distribution of computing power and data across the cloud. Typically, the
following actors are involved in a cloud solution:
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Fig. 31 Service-oriented architecture. Source The Authors

• Cloud Consumer

– A person or organization that maintains a business relationship with and uses
service from cloud providers.

• Cloud Provider

– A person, organization, or entity responsible for making a service available to
interested parties

• Cloud Auditor

– Aparty that can conduct independent assessment of cloud services, information
system operations, performance and security of the cloud implementation.

• Cloud Broker

– An entity that manages the use, performance and delivery of cloud services,
and negotiates relationships between cloud providers and cloud consumers.

• Cloud Carrier

– An intermediary that provides connectivity and transport of cloud services
from cloud providers to cloud consumers.

Currently, three types of cloud models are offered:

• SaaS—Software as a Service

– Applications, typically available via the browser.

• PaaS—Platform as a Service

– Hosted application environment for building and deploying cloud applications.
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• IaaS—Infrastructure as a Service

– Utility computing data center providing on-demand server resources.

4.5 Cybersecurity

The availability of all these facilities may expose vulnerabilities of the network
to cyberattacks, common to all distributed networks, but especially dangerous to
electric power grids due to the criticality of their operation. Figure 32 shows the
major strengths (in yellow color) and weakness (in green color) of power grids to
cybersecurity, mapped to the SGAM framework.

A similar mapping is shown in Fig. 33 for the opportunities (in yellow color) to
protect the grid, and the threats (in green color) of cybersecurity attacks to power
grids, mapped to the SGAM framework.

Fig. 32 Automation security strengths and weaknesses. Source The Authors
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Fig. 33 Automation security opportunities and threats. Source The Authors

5 Trends in Automation Systems

To review the future of power system automation, with the trends in sensor and
advanced metering, and their impact on home, substation and control centers, the
next paragraphs present the following trends:

• Trends of automation systems
• Trends in sensor systems
• Trends in metering systems
• Trends in home automation
• Trends in substation automation
• Trends in control center automation.

5.1 Generations of Automation Systems

Mirroring the evolution of informatics, the evolution of power system automation
can be mapped to five generations related to specific technologies used for imple-
mentation. Table 2 correlates these generations to the hardware and automation main
characteristic.
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Table 2 Automation
evolution

Generation Hardware Automation

First Vacuum tubes Electromechanical

Second Transistors Static

Third Integrated circuits Digital

Fourth Microprocessors Virtual

Fifth Distributed systems Distributed software

Source The Authors

5.2 Trends in High-Voltage Sensor Systems

In parallel with the developments in automation, new types of high-voltage sensor
systems are being employed, such as:

• Rogowski coils
• Gas voltage sensors, and
• Optical sensors.

A Rogowski coil is typically a winding on a closed toroidal epoxy core where
an induced voltage is generated proportional to variation in the current. Its main
advantages are the absence of saturation, losses and hysteresis, offering excellent
linearity due to the absence of iron in the core.

A gas voltage sensor is a cylindrical metal electrode molded into the sensor where
an induced voltage is generated proportional to the primary voltage. Its main advan-
tages are the absence of ferro-resonance andDC components, with excellent linearity
due to absence of iron in the core.

Perhaps the most promising measuring high-voltage device is the optical sensor.
It is formed by a free or magnetic shaping field gap where an optical signal flows
in a fiber, where the wave phase is shifted proportional to the current in the primary
circuit. Its main advantages are the absence of saturation, oil, explosions, losses,
and hysteresis, common to the conventional instrument transformers. In addition,
they offer excellent linearity due to the air gap, high accuracy and dynamic range,
bandwidth and isolation, with low cost, low size and reducedweight. Figure 34 shows
the typical assembly of an optical sensor.

Fig. 34 Optical current
sensors. Source The Authors
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5.3 Advanced Metering Infrastructure

Advanced metering infrastructure (AMI) is the much-needed development to bring
to the consumer most of the benefits offered by an intelligent or smart grid. An AMI
is a system that measures, collects, and analyzes energy usage, and communicate
with metering devices such as electricity meters, gas meters, heat meters, and water
meters, either on request or on a schedule in order to manage, account and control
the consumption of electricity. It is mainly composed of advanced meters, a two-way
communication network to transfer the data to/from the advanced meters to/from the
utility, and ameter data management (MDM) application to handle the large volumes
of interval data provided by the system.

Figure 35 shows the typical hierarchy of resources used by AMI, mapped to the
SGAM framework.

Fig. 35 Advanced metering infrastructure (AMI). Source The Authors
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In an AMI, the meter data management (MDM) System is the central processing
facility that provides several services for the utility and consumers:

• Multi-channel support (kWh, kW, kVAR, …)
• Meter asset, event, and data management capabilities
• Support for demand response and management programs
• Data aggregation, validation, editing, and estimation (AVEE)
• Multi-utility support (gas, electric) for different interval lengths
• Ability to maintain meter reading schedules
• Support for regulated and de-regulated markets
• Outage management and restoration support
• Complex billing capability and real-time pricing
• Web-based customer portal support
• Distribution asset optimization.

Figure 36 shows the major possibilities offered by modern metering systems,
mapped to the SGAM framework.

At the consumer side of AMI, complementing the traditional meters used for
consumptiongauging, are the energygateways, devices acting as an interface between
the utility and the home area network formanaging the power consumption. Figure 37
shows the typical architecture of a modern energy gateway, with multiple ports for
communication with different home appliances.

Fig. 36 Trends in metering systems. Source The Authors
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Fig. 37 Energy gateway. Source The Authors

Current and future capabilities of these intelligent (smart) meters include:

• Multi-tariff
• Adaptable viewer
• Energetic balancing
• Energy and demand limits
• Debit management
• Active and reactive meter
• Demand and power factor
• Supplier selection
• Consumption estimation
• Demand and fault alerts
• Pre-paid and control plans
• Energy, demand and credit time profiles
• Bidirectional metering
• Power quality
• Remote access and update
• Bidirectional communication
• Demand response
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• Consumption analysis
• Home automation gateway.

Besides being a gateway to the utility MDM, the smart meter can also act as a
home automation server.

5.4 Trends in Home Automation

Home automation is the next frontier for the full integration of the power grid,
as it offers the possibility of bidirectional actions and benefits for the utility and
consumers. Figure 38 shows a typical assembly of a home automation, where all
home appliances are connected to the residential gateway using a home area network
(HAN) and from there to the utility control center, offering also the possibility of
connecting to the Internet, allowing home access to external services.

Figure 39 shows some of the major applications possible with the integration of
home and utility automation, mapped to the SGAM framework.
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Fig. 38 Typical home automation. Source The Authors
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Fig. 39 Objectives of home and building automation. Source The Authors

5.5 Trends in Substation Automation

Besides employing all new developments in informatics and telecommunication,
mainly guided by the standard IEC 61850, substation and inter substation automation
are being planned with new applications based on the concept of synchrophasors.

Basically, a phasor is a vector consisting of magnitude and angle that corresponds
to a sinusoidalwaveform at a given frequency.A synchrophasor is a phasor calculated
from data samples from an analogical sinusoidal source using a standard time signal
as the reference for the measurement. Synchronized phasors from remote sites have
a defined common phase relationship, guaranteed by a common time reference like
the GPS signal. Figure 40 shows the basic principles of a phasor measuring system.

The phasor data concentrator, usually located in the same substation of the phasor
measuring unit (PMU), collects synchrophasors locally and distributes to remote
super phasor data concentrators, for use by wide-area monitoring and automation
systems, usually at control centers. This provides also the root source of data for
many new applications being developed for control center automation and many
other power system applications, like state estimation.
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Fig. 40 Phasor measurement system. Source The Authors

5.6 Trends in Control Center Automation

Control center automation is the central focus of current development aiming to
provide intelligence to the grid operation.Modern control centers are being deployed
with many new characteristics such as:

• Clear separation of SCADA, EMS, and BMS
• IP-based distributed SCADA
• Middleware-based distributed EMS and BMS applications
• Ultrafast data acquisition system
• Hierarchical layers of services
• SOA adoption
• Access to cloud grid computing
• CIM compatibility
• Built-in security
• Platform independence
• Wide-area expanded applications
• Dynamic sharing of computational resources
• Distributed data acquisition, storage, and processing services.

In addition tomanaging the network, control centers are also the central repository
of all grid-related data using the common information model (CIM) standard, to
support other utility applications, like SCADA, EMS, operation, planning, asset
management, maintenance, as shown pictorially in Fig. 41.
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Fig. 41 Control center CIM model. Source Revista EletroEvolução, December, 2019

6 The Network of the Future

The success of the network of the future is dependent on the joint development
and integration of all the previously described trends. Achieving these objectives
represents a huge challenge for the entire power sector, and for each utility and agent
of the energy sector, including consumers, producers, transmission, and distribution
agents and regulators. This paragraph summarizes the main technical issues related
to the network of the future, the need for standardization and interoperability, and
the essential place of strategic planning to attain this future.

6.1 Technical Issues and Challenges

To address these challenges, CIGRE Technical Council has compiled the following
list of ten issues that must be addressed in order to guarantee the full development
of the network supply system of the future:

Issue 1—Active Distribution Networks

• Bidirectional power and data flows in distribution level
• Control and coordination of many small units
• Need for decentralized, intelligent control
• Massive implementation of smart metering and demand-side response
• Market and regulatory changes to manage efficiency, equity and cost recovery
• Distribution network architectures that include microgrids and virtual power

plants.
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Issue 2—Massive Exchange of Information

• Advanced metering with massive need for exchange of information
• New measured parameters, architectures of information, communication

technologies, and algorithms
• Identification, requirements, and standardization of the data to be exchanged
• Disaster recovery and restoration plans
• Cybersecurity and access control.

Issue 3—Integration of HVDC/Power Electronics

• Impact on power quality, system control, security, and standardization
• Appropriate models for network performance analysis
• Harmonic distortion and filtering
• Designs and controls to provide benefits and performance enhancements to

reliability
• Need new standards and grid codes
• Increased use of DC at end-use premises.

Issue 4—Massive Installation of Storage

• Need and impact on power system development and operation
• Construction: materials, installation and costs, environmental impact, effi-

ciency of charge/discharge cycles, weight and size density, life-time estimation
models

• Operation: modeling, management, sizing, co-operation with RES and DSM,
islanding, peak reduction.

Issue 5—New Systems Operations/Controls

• New concepts for system operation, control and market/regulatory design
• Stochastic generation and modified loads due to DSM/storage
• Evolution of power system control at continental, country, regional, and local

level
• Increased level of automation
• New competencies for system operators.

Issue 6—New Concepts for Protection

• To respond to the developing grid and different generation characteristics
• Wide-area protection systems (WAPS)
• Decreasing short circuit and flow reversal
• Coordination with fault ride through (FRT)
• Inadvertent and intentional islanding detection.
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Issue 7—New Concepts in Planning

• New environmental constraints and solutions for active and reactive power
flow control

• Risk-based planning with many uncertainties, addressing the interaction of
transmission and distribution

• Comparison between new technological options
• Changing economic, market, and regulatory drivers.

Issue 8—New Tools for Technical Performance

• New customer, generator, and network characteristics
• Advanced tools, methods, and multi-agent techniques for the solution of

dynamic problems, power balancing, harmonic performance, probabilistic, and
risk-based planning

• Advanced modeling for loads, active and adaptive control strategies, and
bridging the gap between three-phase and positive sequence modeling.

Issue 9—Increase of Underground Infrastructure

• Consequence on the technical performance and reliability of the network
• Technologies for uprating existing lines
• New submarine and underground cables
• Impact on stability, transients, overvoltages, and network management.

Issue 10—Need for Stakeholder Awareness

• Technical and commercial consequences, and engagement in the network of
the future

• In the planning phase: demonstrate benefits, account for public views
• In the construction and operation phases: demonstrate compliance with

environmental standards, and obtain support for the necessary actions.

These issues suggest that two models for network development in the future years
are possible, and not necessarily exclusive:

• An increasing importance of large networks for bulk transmission capable of
interconnecting load regions and large centralized including off-shore, as well
as to provide more interconnections between the various countries and energy
markets;

• The emergence of clusters of small, largely self-contained distribution networks,
which include decentralized local generation, energy storage and active customer
participation intelligently managed so that they are operated as active networks
providing local active and reactive support.

The most likely shape of the energy supply systems of the future will include a
mixture of the above two models, since additional bulk interconnections and active
distribution networks are needed in order to reach the ambitious environmental,
economic and security–reliability targets sought for.
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6.2 Standardization and Interoperability

From the automation point of view, the greatest challenge in solving these issues will
be how to guarantee the full interoperability of all these developments in a uniform
and secure way. Interoperability is the ability of two or more devices or systems from
the same vendor, or different vendors, to exchange information and use that infor-
mation for correct co-operation. Figure 42 shows the concept that interoperability
must be guaranteed not only at the physical component level, but also at the higher
layers of the grid operation, mapped to the SGAM framework.

Standardization is the key requirement for any new technology to get full world-
wide acceptance, considering the wide-area range of current solutions. Figure 43
shows an example of the automation architecture for a wholesale energy market,
picturing the required interconnections from the physical meters up to the market
agents, mapped to the SGAM framework.

Fig. 42 Utility interoperability layers. Source The Authors
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Fig. 43 Wholesale energy market. Source The Authors

6.3 Planning for the Network of the Future

As closing remarks for this chapter, the authors believe that a long-range strategic
plan is an essential requisite for the survival and success of any utility or organization
acting in the future energy sector. This plan should produce a consistent technological
roadmap that:

• Defines the future state for all technological areas and markets
• Identifies the gaps in reaching the future state in each area
• Identifies other organizations working in each area and market
• Defines company’s role and strategy in working in each area and market
• Identifies the company projects in each area and market.

The remaining chapters of this book are a good source of information about the
specific and detailed technological changes expected to occur in the 16 subject areas
covered by all 16 Study Committees of CIGRE. We hope you enjoy reading them as
much as we!
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Rotating Electrical Machines

Nico Smit, Kay Chen, Ana Joswig, Alejandro Cannatella,
Eduardo José Guerra, Byeong hui Kang, and Traian Tunescu

1 Introduction

Knowledge required to generate electricity is in existence since 1831. Nikola Tesla
developed the AC generator into an industrial success during the nineteenth century.
Basic generator design concepts have changed little since the nineteenth century,
in contrast with significant technological advances taking place in material aspects,
allowing generators and motors to handle higher voltage, more mechanical stress,
higher current densities, higher temperatures and achieving better efficiencies.

As material technologies progressed, the size of generators increased, directly
driven by the industrial revolution, requiring more electrical power to support and
advance the exponential growth of global economies, which was successfully met by
large robust and reliable turbo-generators and hydro-generators which in turn stim-
ulated the development of advanced insulation systems, improved cooling methods
and higher strength materials.

As industrial processes advanced and developed, higher mechanical motor torque
was required to drive large mechanical industrial processes. This elevated the
mechanical power requirements of electrical motors to higher levels, resulting in
technological advances of both motors and generators to develop simultaneously.

The historic developments of motors focussed on achieving higher voltages and
currents, various starting cage topologies to cater for higher starting torque and
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stronger materials required for high torque industrial loads, advanced cooling meth-
ods such as water cooling and forced air cooling. Another significant advance-
ment in motors was achieved through the international standardisation of motor
frame sizes and ratings which significantly contributed to the globalisation of motor
manufacturing.

Historic developments of generators focused mainly on available fuel aspects:

• Air-cooled machines for gas turbine generator and hydro-generator applications;
• Hydrogen gas-cooled machines for coal-fuelled turbo-generator applications;
• Hydrogen gas cooling combined with water-cooling machines for turbo-

generators in coal- and nuclear-fuelled applications.

The introduction of directly water-cooled as well as directly gas-cooled generator
stator bars was a significant advancement in the design of large turbo-generators,
allowing current densities to be increased from approximately 5 A/mm2 for con-
ventional air-cooled machines to up to 10 A/mm2 for directly water-cooled stator
windings. The direct cooling of stator winding copper conductors in combination
with the use of hydrogen gas cooling to directly cool rotor windings resulted in
revolutionary changes to the size, efficiency and capability of generator electrical
output.

Significant achievements in the thermal conductivity of generator stator bar insu-
lation material allowed the development of improved indirect hydrogen gas cooling
of generator stator windings, resulting in less complex auxiliary systems for the
removal of heat from high current density stator bars as the need for direct water
cooling, with its associated adverse effects on copper conductors, is eliminated.

Advances in insulation material voltage withstand capability and improvements
in manufacturing processes supported advances in capacity and also ensured more
reliable and very high efficient generators and motors.

More recent developments are focused on the large-scale development and opti-
misation of generator and motor technologies for the support of renewable energy
as well as to support changing grid requirements as a result of the introduction of
larger-scale renewable energy. These developments are focusing on the following
technologies:

• Small air-cooled wind turbine generators with developments mainly in:

– Doubly-fed induction generators;
– Permanent magnet generators.

• Air-cooled bulb turbine generators for run-of-river applications and tidal wave
applications.

• Newer generation turbo-generators with the focus on being capable of withstand-
ing harsh operating conditions such as severe load cycling and two-shifting. Two
major developments in this field are:

– Improvements in rotor copper coil extrusion techniques allowing legacy half-
turn windings to be consolidated into a single turn winding or by consolidating
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the complete historically loose turn copper coil stack into a solid insulated coil.
This eliminates copper dusting and slot liner wear which was a major concern
for two-shifting units.

– Development of air-cooled generators using demineralised water for the direct
cooling of stator windings and air for the direct cooling of rotor windings.
Water-cooled stator windings are commonly associated with very large gen-
erators requiring hydrogen gas for the cooling of rotor windings but with an
ever-changing grid,water-cooled statorwinding technology is nowalso applied
to smaller air-cooled generators. This is done to ensure less strain on generator
stator windings during severe load cycling conditions as water cooling main-
tain stator bars at a more constant temperature as opposed to indirect air or gas
cooling.

• High efficiency motors support the drive towards more cost-effective energy utili-
sation which directly results in significant savings in future generation expansion
which has a direct and significant reduction in greenhouse gasses.

Continued developments in electromechanical generator and motor technologies
are essential to sustaining the energy generation and energy conversion process.
Without the past technological advances in these magnificent machines, industrial
developments would not have been possible, and today these magnificent machines
are still the backbone of all economies. Thesemachines will continue to play a signif-
icant role in all forms of renewable generation schemes due to its reliable, predictable
and controllable nature, its high inertia support to grids, effective fast-acting volt-
age support when needed and its robust reactive power support capabilities. These
machines continue to form the heart of the present electricity network and will con-
tinue to do so in future network topologies to reliably support renewable generation
in the form of wind turbine generators, hydro-generators, concentrated solar power
plant generators and bulb turbine generators. Electrical motors are presently the only
effective means to convert electrical power into mechanical power, which is required
in virtually every industrial process aswell as in amagnitude of household appliances
and will therefore continue to do so for generations to come.

It is therefore important to further develop and refine these crucial components in
the electricity generation and consumption process to ensure it remains relevant by
adapting to the evolving energy infrastructure.

2 State-of-the-Art Technologies

2.1 Technology

Present-day turbo- and hydro-generators have undergone significant developments
since the inception of electrical machines. Although the basic principles have
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remained unchanged, significant advances were made in insulation material char-
acteristics, cooling methods and material properties to allow the optimisation of
designs which resulted in mega-sized machines with large power output, very high
reliability and efficiency.

Some of the developments that contributed to the success of large motors and
generators can be attributed to:

• Radial cooled thermal pumping gas-cooled rotors.
• Robust and optimised hybrid stator core end zone designs.
• Robust stator end-winding design for low vibrations and maximum reliability.
• Global Vacuum Pressure Impregnated Stator (GVPI).
• Insulation with enhanced thermal conductivity and electrical properties resulting

in the possible elimination of water cooling in very large generator designs.
• Highly reliable water-cooling technology utilising hollow stainless-steel tubes

embedded into copper conductor bundles which provides robustness to deal with
fast ramping, transient over load and heavier duty cycles which will be required
by future grids. The use of stainless-steel tubes also relaxes complex chemistry
control issues.

Some of the more recent developments to further improve the ability of these
magnificent machines to cope better with modern-day grid demands are as follows:

• High power density air-cooled generator technologywith actively controlled pres-
surised air cooling as options for flexible operation in a wider power range, which
also offers the elimination of H2 gas for cooling which brings about safer and less
complex operating and maintenance.

• Fast response brushless excitation systems eliminating the unreliability and high
maintenance associated with static excitation systems requiring problematic
carbon brushes to supply excitation current to generator rotors.

• Improvements in robotic inspection technologies which can result in less invasive
maintenance inspections and potentially shorter shutdowns [1].

• Low maintenance permanent magnet synchronous generators (PMSG) for wind
power generation.

• Doubly-fed induction machines applied to wind power generation and pumping
storage systems.

• Maintenance and equipment health optimisation bymeans of artificial intelligence
(AI).

• Reliability-oriented design.
• Onlinemonitoringwith real-time health assessment of generating andmotor units.
• Optimised computerised maintenance management.

The following state-of-the-art technologies are presently in development:

• Preventive diagnostic systems for rotating machines using smart sensor and big
data.
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• Advanced calculation programs for optimisation of designs for rotating machines
using artificial intelligence (AI) with the aid of advanced software embedded
algorithms.

• The use of industrial diamond dust as a cost-effective replacement for mica flakes
in the manufacturing of stator bar insulation and core lamination varnish.

• Use of water-cooling stator windings in large capacity permanent magnet
generators.

• Use of superconductor materials in motors and wind turbine generators.

The long-term vision for rotating electrical machines such as synchronous gen-
erators, induction motors and DC motors is to remain relevant in the energy gener-
ation and consumption process but completely integrated into future technological
advances associated with Fourth Industrial Revolution computer-based solutions.
Closed-loop control systems as we presently know will not exist in a modern power
generation process, being replaced with a highly intelligent self-learning monitoring
and control process. This can significantly improve the life expectancy of rotating
electrical machines as it can eliminate human error incidents. It will also act imme-
diately to abnormal operating conditions, rectifying operating conditions faster than
any human intervention can allow.

2.2 Methodology

Generator and motor design methods have evolved significantly from past elabo-
rated hand calculations and iterations to current computer-based design models. The
advances to computer-based calculations and modelling have significantly improved
design and manufacturing repeatability as well as optimised designs with associated
reduced manufacturing costs. Advanced modelling techniques are used to eliminate
highly stressed areas in affected components, therefore significantly improving reli-
ability and increasing life expectancy. The use of large capacity computing power
has made these optimised designs possible. The use of new design and manufactur-
ing methodology has unfortunately resulted in a lack of in-depth understanding of
complex design principles.

Some of the modern systems and techniques used to assist design engineers with
design optimisation and modelling are:

• The use of finite element modelling (FEM) applied to structural and electromag-
netic analysis.

• Use of computational fluid dynamics (CFD) applied to thermal and ventilation
phenomena.

• Long-term reliability analysis of thermal, hydro andwind power’s electromechan-
ical equipment.

• PROACT decision-making models for problem analysis and complex decision-
making. The decision-making model ‘PrOACT’ is a mnemonic that stands for
five key elements in the model:
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– Problem statement
– Objectives
– Alternatives
– Consequences
– Trade-offs.

• Optimisation of productivity inmanufacturing processes using analytical software
systems.

• Development of new materials which allow alternative design and manufacturing
processes to be used.

• Big data, artificial intelligence (AI), self-learning algorithms, equivalent digital
twin circuits, design of experiments (DOE) and response surface method (RSM)
which can enhance the present computer-based modelling techniques to deliver
an even more optimised perfectly repeatable design.

• Coordination of rated values between power export equipment in power stations.
• Clear understanding of power system needs using advanced power system

modelling.

All above-listed techniques and systems can be used in multi-physics modelling
with integrated finite element analysis (FEA) models linking mechanical structural
integrity calculation, life cycle calculations, electrical loss and thermal calculation
with computational fluid dynamics (CFD), all combined to perform optimisation
for enhancing maximum power output and achieving optimum mechanical perfor-
mance. The development of digital twin capability from these combined processes
also allows the monitoring of machine operation post-design and manufacturing to
further improve life cycle management.

2.3 Standardisation

Standardisation in industry has several benefits, both to manufacturers and for users
of electrical equipment. Benefits tomanufacturers include standardised designs, stan-
dardised manufacturing processes and standardised common materials supplied by
sub-manufacturers. Skills can also be optimised as a larger pool of skills can be
available between manufacturing industries with similar knowledge and experience.
Standardisation can play a very important role in reducing costs and improving
quality of designs as a larger pool of knowledge and experience can be used for
optimising designs. Benefits from utilising economies of scale can also be realised,
to both manufacturers and users of equipment.

Users of rotating electrical equipment benefits from large-scale standardisation
as it eases interfacing new equipment with old equipment during refurbishment
and replacement projects, which will have significant cost-saving opportunities as
interfaced equipment can remain unmodified.
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In the field of rotating electrical machines, significant achievements have been
made to ensure standardised systems in the specification, manufacturing and testing
of low voltage and medium voltage motors. One exception where standardisation
is not possible is special application motors which might deviate from international
standard designs. Standardisation of motors has already contributed significantly to
costs savings to both manufacturers and users.

Within generator technologies, standardisation between manufacturers is rare, if
existent at all. Each manufacturer optimises its design to achieve maximum perfor-
mance versus cost for the specific technologies used in their designs. Due to the
merger of various manufactures through time, designs have also merged between
technologies, which eventually become incompatible with previous designs. This is
bringing about significant project complications for users when midlife refurbish-
ment and end of life replacements are required. Modifying existing plant to accom-
modate new design frame layouts, sizes and weight can add significant cost and time
to a project.

Standardisation of electricalmotors using IEC and IEEE standards has contributed
significantly to achieving standard sized motors globally. The absence of frame size
standards for generator technology has resulted in non-standard equipment globally.
Although it might not be perfectly feasible to enforce standardisation of all aspects
of generator designs, certain guidelines or standards can assist in achieving the same
benefits that presently exist with electrical motor standardisation.

Some generators where frame size standardisation is already applied can be found
in the field of wind turbine generators, small hydro-generators and small diesel gen-
erators, although different technologies can still have significant differences for the
same rated power output, for instance, the differences between doubly-fed induction
generators vs permanent magnet generators, or differences between brushed and
brushless excitation systems. Significant differences also exist in the field of bulb
turbine generators as the generator design depends heavily on the design of the total
bulb construction in cases where the generator forms an integral part of the bulb.

In cases where it is not possible to standardise on aspects such as the generator
frame, layout and weight, perhaps the standardisation between manufacturers on
replacement spare components is possible, such as stator bar designs and its support
components, seals, gaskets, bearings, hoses and consumables.

One complicationwith the process of standardisation is that standards guiding and
enforcing standardisation are not always freely available to smaller manufacturers
and users as these standards require some form of membership attached to annual
fees, or once of purchase fees at a significant cost. It is understandable that costs are
involved with updating standards and to keep it up to date, but the fact that costs
are involved with the purchase of new standards results in the use of old standards
during the specification process as not all users and manufacturers have access to the
latest up-to-date standards.

A very important aspect to take cognisance of is the fact that the improvement
of machine standards should be aligned with present and future market and grid
developments. Presently, specific regional requirements from new grid codes are
working against the benefits of standardisation as equipment purchased for different
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regions will be different with regard to reactive power capability, voltage envelope,
etc. [2, 3], as required by these regional grid codes. Economic aspects are a very
important factor to consider when purchasing non-standard equipment to comply
with specific grid code requirements.

2.4 Education and Skills

The large-scale utilisation of technology to assist with modelling, design, optimi-
sation, monitoring and predictions requires advanced skills. These skills are very
different from past analytical skills and now require highly skilled personnel capable
of developing new advanced modelling, design, manufacturing, condition monitor-
ing and condition analysis tools. Skills of the future are required for improved team
work, innovation, marketing, sustainability, econometrics, reliability engineering,
finite element modelling, artificial intelligence systems requiring advanced program-
ming, analysing and interpreting big data. Knowledge and intimate understanding
of advanced sensors and monitoring systems within its applications are also a very
important requirement.

To effectively implement advanced analytics, artificial intelligence and digital
twin concepts for motors and generators, engineers require a clear and in-depth
understanding of electrical machine equivalent circuits, thermal images and calcula-
tion of modification factors. These skills are quickly depleting but the effective use
of present available expert engineering skills collaborating with modern software
engineers can ensure that the present design capability remain embedded in present
and future intelligent systems.

Although there will be a significant focus on upskilling engineers to be ready
for the fourth industrial revolution, one aspect of rotating electrical machines will
never change, which is the physical electromechanical nature of machines in which
electrical technology will coexist with mechanical technology for the foreseeable
future.

The present lack of interest in the state of the art of artisanship and mechanical
specialisation is already affecting the health and reliability of large rotatingmachines.
The Fourth Industrial Revolution has created various expectations in the younger
generation, which is mainly focussed on acquiring soft skills, with a significant
lack of focus on the interfacing architecture required between artificial systems and
real-life applications.

Balance between hardware and software–electrical and mechanical must always
exist to ensure a balanced approach to the Fourth Industrial Revolution; it cannot
survive without proper coexistence of all arts of engineering. Skills in FME mod-
elling as well as real-world hands-on experience in power plant operation or power
equipment manufacturing/maintenance will remain very important. Therefore, good
and solid theoretical education together with gaining strong practical experience in
electric machines, power systems, mechanical structural integrity and heat transfers
is fundamental and essential for engineers working in the power engineering sector.
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A present phenomenon that greatly affects the future of rotating electrical
machines is the migration of scarce skills from developing countries to developed
countries, being offered better salaries, safer living conditions and a better future for
their offspring. As a direct consequence, it leaves complex state-of-the-art equip-
ment possibly poorly maintained. Although this phenomenon is presently affecting
developing nations to a great extent, it is also an indication of what to expect in future
for developed countries as there is a clear global deterioration in specialist skills as
the interest to remain in a single career for life is diminishing. The present lack of
experienced skills is already a major problem globally.

3 New Societal Requirements

Our modern world comes with modern expectations. These expectations need to be
considered if the power electrical sector wants to fulfil the needs and expectations of
modern society. Various aspects of these expectations are considered in this chapter.

3.1 Stakeholders

Society is directly affected by technologies used for power generation, be it due to the
contribution of technologies to air pollution, noise pollution, visible pollution as well
as the perception of pollution. It is important to identify relevant stakeholders when
technologies and advances in technologies are considered. Various stakeholders play
a significant role in power generation. Different cultures have different needs and
expectations, and need fulfilment in different ways, which in turn need consideration
in these new developments. The following stakeholders need consideration in the
development of future technologies:

Country Needs from society in a developing country can be different from the needs
of a society in a developed country. Focus on environment, health and preserving
resources might have different meanings in the context of developing vs developed,
and this must be considered when future power generation systems are planned and
developed.

Government Voter base expectations and tax base expectations might influence
the decisions governments make towards the development of new power generation
projects. The choice of power generation technology directly influences the selection
of generator technology, which again affects the need of specific skills. Very large
complex water and hydrogen gas-cooled turbo-generators require adequate skills to
maintain, manage and operate and require a completely different skills set than a
photovoltaic plant or a wind farm. Skill and equipment availability for maintenance
and repair purposes should play a significant role in the planning of new generator
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technologies. These decisions need to be considered when future generation tech-
nologies are planned and motivated for future governmental support and investment,
together with solutions to fulfil the requirements of taxpayers.

People The end-users are always people, either in a family environment or in a
corporate or industrial environment. People are directly affected by poor decisions.
People have needs as well as rights and people expect these needs and rights to be ful-
filled in amodern society, although not always possiblewith all existing technologies.
Needs are also extremely diverse among people. Future technologies should attempt
to fulfil a broad spectrum of needs as the voice of people becomes more powerful.
Environmental rights are becoming a key influencer of future technologies as can be
seen in the renewable energy drive. A large focus exists on compliance with legisla-
tion which places significant pressure on companies to comply and to also fulfil their
corporate social responsibility towards society. Poor decision-making can adversely
affect people if not considered carefully. Power plants are generally perceived as
dirty and unhealthy. Both the fuel used in the process of generating electricity and
the by-products from this conversion process is dirty. Coal transportation either by
road, ship or rail always leaves a trail of black dust, contaminating the environ-
ment. Visible smoke from chimneys directly affects the health of people. Ash as
well as the water used for conveying ash can have several health and environmental
consequences, directly affecting the well-being of people.

R&D Research and development institutions have pressure on them to fulfil the
needs of a modern connected society, and future developments must take these needs
into consideration. R&Dcentres cannot consist solely of engineers anymore, but need
to have a balance between engineers, psychologists, environmental experts, human
behaviour experts, visionaries, health experts and need a close collaboration with
key members from society.

Equipment Manufacturers With significant focus on health and environment,
manufacturers of industrial equipment, which includes modern electromechanical
equipment in the energy conversion process, need to be focussed on changing the
perception that exists among the general population. This can be done by being com-
pletely transparent in their design and manufacturing process, allowing the general
public access to their modern factories implemented with modern-day clean tech-
nologies. Where public cannot be allowed to enter factories due to dangers and the
effect on production pressures, virtual tours in real time using 3D technology can
be used or interesting short videos on social media. Up until now, factories were
completely closed to the public due to safety reasons as well as internal intellectual
property rules. This creates the impression that factories still operate with out-of-
date polluting systems, whereas modern-day factories are operated environmentally
friendly. By promoting a transparent manufacturing process, the perceptions of other
stakeholders might change, and using modern social mediums can achieve this.

Energy Policy-Makers are the architects of the future power generation mix. If
they have the correct mind-set as well as knowledge and are forward-thinking, they
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can establish an ultimate energy mix for the future. Unfortunately, too much political
influence is affecting the work of these crucial stakeholders. By allowing the freedom
to develop the perfect energy mix, a near-perfect balance between network stability,
environmental affairs and state-of-the-art technology can be achieved.

3.2 Economy

The construction of new generating plant is a major capital expenditure. The signif-
icant costs involved with these projects can adversely affect the financial health of
governments or private power generation entities if poor decisions are made. Profit
margin in power generation is small, and any miss-interpretation of future business
models can directly lead to the financial failure of a company or even a country.
A deeper understanding of the desired value is therefore required in order to cre-
ate value for customers, corporate clients, human talent, and suppliers and requires
an in-depth study of social and environmental perspectives. The dependency on
conventional project financial benefit calculations is no longer enough to direct the
financial resources of organisations as renewable off-grid power generation solutions
are becoming more financially viable for general consumers, making present grid
consumption figures irrelevant for use in any business model for expanding grid fed
electricity.

As fuel cost, labour cost and equipment cost keep on increasing, inmany countries
at a rate higher than inflation, the cost of electricity keeps on rising exponentially,
getting to a point where general public cannot afford the cost of electricity anymore.
This directly affects society. Society expects their basic needs to be met, with the
expectation of reliable electricity at an affordable price.

3.3 Ecology/Environmental

As power generation projects have a direct influence on the environment, it is essen-
tial for practical tools to be developed and made available to society for evaluating
the impact of projects on the environment and to quantify and compare different
alternatives. The commitment of industry in its entirety is necessary to avoid the
development of environmental damaging projects that can lead to serious environ-
mental and social health problems. Decisions on power generation technologies can
be very complex as its total life cycle impact need to be considered. A project might
be environmentally friendly throughout its useful life but can have a devastating
environmental impact when discarded.

There is presently a lack of available legislation to control and evaluate and guide
the implementation of new generation technologies, considering the full life cycle
impact of all available technologies. Legislation should in general promote electricity
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to be generated in a reliable and sustainable way with zero dangerous chemical
waste and with optimised available land utilisation and minimised additional land
acquisition.

3.4 Education, Skills and Work Culture

The introduction of new generation skills into the workforce of an industry char-
acterised by high specialisation and mature technologies sets a new challenge to
organisations. The main challenge being the time required to acquire the level of
know-how and maturation to make decisions assertively. Industry should therefore
think profoundly in how to change the work environment to attract and retain young
talented people.

One initiative that can improve retention as well as speed up the built of skills
is to promote educational mobility. Boosting global mobility of learners between
institutions can help students to acquire new skills which can strengthen future
employability and at the same time remain motivated in their role.

Multi-skilling will be an essential requirement in future. By encouraging modern
engineers to bemulti-skilled in different systems andby supporting their development
in multi-skilled environments can keep modern engineers interested in their careers.
Combined knowledge in electrical machines and power system dynamics is very
important. Another facet is the use of artificial intelligence combined with existing
knowledge of machines to create a self-learning machine model for machine design,
condition monitoring, fault diagnostics, maintenance planning, etc.

3.5 Other

Rotating machines should and will play a new role to interconnect renewable gen-
eration into the electrical grid, providing to the grid not only electricity but also
stability and other types of ancillary services. The unique capabilities of rotating
machines (such as in synchronous compensator applications and other applications)
will enable better utilisation of inverter interfaced renewables and therefore help to
improve economics for future electricity generation scenarios. The grid is changing
at a very fast pace and a balanced approach to phasing in renewable energy sources is
essential. This is becoming more and more pressing and will require faster and more
advanced engineering research. The impact of not delivering a well-balanced grid in
time must also be made clear to society as failure to plan and improve the stability
of the future grid, with the fast introduction of renewable energy sources, can have
devastating consequences on society as it will result in frequent and extended power
outages.
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4 New Grid Requirements

4.1 Evolving Grid

The introduction of renewable energy into transmission grids has brought about sig-
nificant changes to the whole transmission system, affecting all interconnected com-
ponents. From a very stable controllable grid, mostly requiring fast interaction only
during peak hours and unit trips, it has quickly evolved into a continuous fast response
system. With various renewable energy sources feeding into the grid from different
environmental regions, load demand must be constantly balanced with generation
from all energy sources available at that point in time. The depletion of traditional
synchronous machine inertia is also having a major effect on grid management as it
is making grids very sensitive for fault conditions.

As more renewable energy sources are introduced into the grid, increased load,
frequency and voltage variances can be expected throughout the day. During times
of high feed-in of renewable power, base load units will have to operate at minimum
load or even as spinning reserve, to enable fast ramp-up during sudden low feed-in
of renewable power. This places extreme demands on conventional power plants,
introducing mechanical and electrical stresses for which they were not designed for.
Sudden frequency changes also have significant torque variations on motors, which
could introduce failure mechanisms beyond their design capability. It is foreseen that
the network of the future to be consisting of vastly more renewable energy sources.
For countries with a large penetration of hydroelectricity, this will be of no concern;
but countries relying heavily on conventional fuel for the generation of electricity,
this can have a devastating impact on conventional equipment.

Various factors will have to be considered for this very fast-evolving grid, tak-
ing into consideration new stronger materials to withstand the mechanical effects
on rotor shafts, copper conductors and stator winding insulation material. New con-
cepts will have to be introduced to maintain winding temperatures constant during
load cycled operation to reduce copper fatigue and insulation wear. The effects of
new grid requirements will severely affect the reliability of generating equipment
and directly affect its reliability. Modern operational requirements seem to be requir-
ing availability targets as high as 95% with forced unavailability of 1%. Generators
and motors are also required to have less frequent maintenance and maintenance to
be easier to perform, also to be equipped with the capability of auto-diagnosis and
predictive maintenance techniques from comprehensive monitoring systems.

Base load generators are in general not designed to operate in a continuous load
cycling environment and can therefore have a detrimental impact on their reliability
and life expectancy. New grid codes are also requiring generators to be able to
operate for long durations at speeds below rated speed, while rated voltage should be
maintained, resulting in possible over fluxing conditions. These new requirements
must be consideredwhen newmachines are specified as thesemachinesmight still be
in service 30 years into the future. Network conditions will have to be anticipated and
already now included in specifications for new plant to allow successful operation
throughout its design life.
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4.2 Future Network

The future network will have definite and vast differences from the present network
control philosophies and due to the complexity of instantaneously balancing future
generation with future strict load stability requirements, a fully automated power
delivery network will be required which monitors and control every consumer and
node, ensuring an instantaneous two-way balance of electricity and information.
This will require intelligent automated real-time interaction between centralised
generators, distributed generators, consumers, prosumers as well as transmission
and distribution control centres.

Modern grid codes will have to be developed considering this future network,
requiring all connected systems to comply not only with electrical network require-
ments but alsowith advanced communication and control protocols. For the complete
system to operate optimally, all systems will have to be perfectly harmonised using a
common communication protocol. Presently, the transition from fossil-fuelled gen-
eration to renewable energy is taking place with very low focus on ensuring a sustain-
able power transmission system as real inertia is replaced with virtual inertia without
fully understanding and appreciating the impact of it. Grid codes will have to play a
significant role in managing this transition. From a grid stability point of view, taking
into consideration the need for real inertia, an optimal balance is necessary between
inverter fed generation and conventional generation. It is essential that this optimal
balance is determined and guided through grid codes. Even with the most modern
communication and control practices, grid stability cannot be ensured without the
contribution of vast amounts of stored energy in the form of real inertia.

Present grid codes unfortunately have a very one-sided approach [2, 3], mostly
focussing on the requirements for connected machine characteristics from a grid sta-
bility point of view, at a significant cost to generator manufacturers and users. Future
grid codes need to approach grid stability with a much more analytical approach,
taking into consideration the technical limitations of rotating machines, the effect
of inverter fed generation on the stability of the system, the introduction of syn-
chronous compensators in the future energy mix and real-time communication and
control between all network interconnected systems. If grid codes are not completely
harmonised between regions and between all network equipment from manufactur-
ers to users, a significant risk of network failure will result. Presently, grid codes
place wider operational requirements to generators which wish to connect to grids.
This is done to strengthen networks in the absence of strong inertia-based generation.
This trend is placing significant strain on conventional generation to comply with
grid codes and requires additional development, design and manufacturing costs. As
inverter fed energy is added to networks, requirements for conventional generators
might become even more strict to utilise conventional generation to maintain grid
stability. Grid codes will introduce, rather thanmitigate, reliability concerns by intro-
ducing risky/harmful fault ride through capability requirement to turbo-generators.
By specifying requirements either not clearly or too specifically strict, grid codes
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introduce the risk of significantly elevating the cost of generation capital expenditure
projects.

4.3 A New Approach

A new way of thinking in managing a future modern grid will be required and
might require limiting inverter fed generation to a predetermined level until new
technology and/or vast battery storage is implemented to completely support inverter
fed generation during fault transients. Grid codes play an important role in defining
energy policy and payment mechanisms. Therefore, grid code developers should
have it in mind to support R&D for the development of technologies useful and
supportive of the future grid.

Study Committee A1 developed Technical Brochure 743, ‘Guide on New Gen-
erator Grid Interaction Requirements’ [3] to identify present shortcomings in
international grid codes with reference to rotating electrical machine specifications.

5 New Technologies

5.1 Hardware and Materials

From a rotating electrical machine point of view, power electronics is associated
with higher order destructive harmonics which most generator and motor insulation
systems are not specifically designed to withstand. Higher order harmonics also
introduce circulating surface currents on generator and motor rotors which lead to
surface heating if damper circuits are not part of the original rotor design. With the
increase in inverter fed renewable energy sources, conventional design generators
and motors are at high risk of premature failure, if exposed to severe continuous
harmonics. As inverters are a reality in modern power systems, all future power
system connected devices must be designed to withstand the adverse effects of giga-
scale power electronics. This needs to be taken into consideration in the designs of
all generators and motors and will require international standards as well as grid
codes to be updated to reflect this requirement. Presently, significant conflict exists
between what grid codes require from electrical machines and what international
standards dictate to manufacturers [2, 3]. This misalignment needs to be corrected
to ensure a reliable future network.

As networks are becoming more erratic in their energy profile, all connected gen-
erating equipment needs to be able to withstand frequent and sudden load variations.
These load variations result in significant thermo-mechanical stresses on long stator
and rotor copper conductors and their insulating components. Conventional gen-
erators were mostly designed as base load units and cannot necessarily withstand
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frequent and extreme load variations. Most of these machines were built with state-
of-the-art technology existing 30 years ago but do not necessarily have the ability
to withstand the extreme anticipated requirements of a future network. This is a
significant risk to the viability of a future network if not dealt with immediately in
a practical manner, as extreme network variable energy profiles significantly affect
the available life from these already over-stressed and mostly aged electrical com-
ponents. One solution to relieve the impact on highly stressed electrical components
is to introduce enhanced load-dependent cooling technologies. This can reduce the
thermal–mechanical stresses during severe load swing requirements. Special gen-
erator design features such as water-cooled stator windings, variable hydrogen gas
pressure or air cooling pressure control or modified stator core end regions can be
significant contributors to adapt to flexible operating regimes. Some of these features
can be introduced to many existing legacy fleet generators, but a large number of
plants will require a systematic but urgent refurbishment and replacement strategy
to reduce a growing forced outage risk.

Presently, legacy generating plant is subsidising wind and PV energy sources,
to the detriment of these legacy machines. The introduction of large-scale PV and
wind generation requires an equal investment in storage capacity as these sources of
energy are rarely available during peak demand periods. Presently, legacy base load
generating units are utilised in a load-following capacity to fill up the generation
gaps left by PV and wind generation. These legacy machines are losing significant
operational life as a result of the increased thermo-mechanical stresses on stator and
rotor copper conductors and its insulation systems. If maintenance plans [4] are not
changed to adapt to the much higher duty cycles on these machines, machines will
fail prematurely with a significant and devastating impact on grid reliability. The
cost of lost production as well as the cost of repairs or replacements of these failed
machines will also significantly impact on the total cost of renewable generation as
it is presently not accounted for in any price modelling.

During the process of plant refurbishment or replacements, attention should be
paid to the introduction of additional capability of the renewed plant, such as the
ability to operate in synchronous condenser mode and the ability to introduce some
form of energy storage capability. This can significantly assist with future grid sta-
bility during highly variable PV and wind generation feed-in. It will be of utmost
importance to develop new generating equipment which is not specifically focusing
on supplying active power but also capable of supplying reactive power, frequency
support, inertia, etc.

In general, over 45% of the global generated electric energy is consumed by
electric motor systems. Energy-efficient electric motors present one of the largest
opportunities for cost-effective electric savings and the action plans for the reduction
of greenhouse gas emissions. In order to gain fast and efficient access to energy
efficiency improvements of electricmotor systems, regulationsmandating the energy
labelling of products for minimum energy performance standards (MEPS) have been
widely applied to three-phase electric motors and the MEPS efficiency has resulted
in higher efficiency levels such as IE3 premium efficiency motors with reference to
the following efficiency classes as per IEC 60034-30:
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Code IEC 60034-30 Efficiency class

IE1 Standard efficiency

IE2 High efficiency

IE3 Premium efficiency

IE4 Super premium efficiency

IE5 Ultra-premium efficiency

The world would save on the construction of approximately 108 nuclear reactors
(108 GW) and about 378 TWh per year on electric energy consumption by a 3%
improvement ofmotor efficiency by converting fromefficiency class IE3 to efficiency
class IE5 by 2030 [5, 6]. The present electric energy price for 378 TWh is about
30.2 billion US$ (at 8 US cents/kWh). Total worldwide installed power generation
capacity and power generation would be approximately over 8000 GW and 28,000
TWh in 2030 [5, 7].

Significant efficiency gains are possible with improvements in materials, manu-
facturing processes and innovativemotor designs. The following improvements were
already accomplished with a continuous focus on improved efficiency gains in new
designs:

Cage Induction Motors For small-, medium- and large-sized motors, the standard
of IE4 is reachable and several innovative manufacturers already have prototypes
or commercially available small-sized motors. There are also agreements among
experts that the standard is feasible for all sizes if these motors are equipped with
better core materials and an improved copper cage, hybrid (copper and aluminium)
cage or with special slot designs. Experts have differing opinions on the feasibility of
the ultra-premium efficiency class IE5 motor type with an overwhelming view that
IE5 motors are not feasible as cage induction motors. There might be a possibility to
reach the IE5 standard for large rating motors when equipped with more advanced
core materials, copper cages, improvement of the stator winding filling factor and if
nano-materials are considered for the reduction of winding losses. Nano-crystalline
core materials and windings by carbon nano-tubes with higher conductivity show
a possibility to significantly reduce iron and winding losses in the near future. For
small and medium rating motors, it may not be possible without increasing the
frame size of the motor, which will carry a significant modification cost impact for
non-standardised motor replacement in future.

Synchronous Reluctance Motors with a Starting Cage For this motor type, the
standard is feasible for small and medium sizes. There are already some existing
prototypes, and some manufacturers already offer commercially available small size
motors, which show the feasibility of the standard IE4. Unfortunately, power factors
for these type motors are lower than for induction motors. Numerous technical issues
such as reducing starting currents,mechanical noise and vibrations remain significant
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issues to overcome formedium- and large-sizedmotors. For small- andmedium-rated
motors, the standard IE5 is seen to be feasible by applying present technologies,
for example, significantly thinner high-grade Si-steel, increased winding fill factor,
better cooling by encapsulating the end-winding with a material of good thermal
conductivity, etc. For large motors, it may not be possible to reach the standard
without increasing the frame size of the motor.

Permanent Magnet Motors with a Starting Cage The consensus is that the stan-
dard of IE4 is achievable, and this is supported by a variety of manufacturers, whom
also already have prototypes and even commercially available motors for the small
andmedium sizes up to 7.5 kW. For large ratingmotors, the standard is reachable, but
there are some issues concerning the cost of permanent magnets as well as the fea-
sibility of reducing starting currents, mechanical noise and vibrations. IE5 is clearly
feasible for small- and medium-sized motors when equipped with improved core
materials, multiple air gaps and increased quantities of permanent magnets as well
as increasing the stator winding filling factor. Unfortunately for large motors, there
are several issues concerning the cost of permanent magnets and reducing starting
currents as well as mechanical noise and vibrations.

5.2 Software and New Tools

Rotating electrical machines in the form of motors and generators will still form part
of global energy generation and consumption for the foreseeable future. It is therefore
imperative that the latest technologies be used to improve its design, manufacturing,
condition monitoring and maintenance practices to ensure that these components
deliver the required reliability, efficiency and life expectancy demanded by future
network conditions.Variousmodern design and plantmanagement tools are presently
available in the market and more are continuously being developed as computing
power becomes faster and less expensive. The future of machine design, machine
efficiency, and effective condition monitoring and maintenance practices lies in the
effective utilisation of modern tools.

With the improvement in specialised online monitoring systems and field equip-
ment in combination with advanced trending and condition assessment and analysis
tools, a more complete health assessment of a generator and motor can be com-
piled. This information can be used to optimise planning for offline maintenance
and inspection testing of generator and motor components. These modern condition
assessment systems can also supply real-time operational analysis of components
in service which can act as real time early warning should component condition
deteriorate.

Self-learning systems can compare all monitored parameters in real time with
learned historic data for each specific operating point and display any deviations in
real time to the plant operator and maintenance personnel. As complex large rotating
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machines can have several hundreds of measured field data and accumulate data
on several millions of different load points, fast and accurate real-time analysis is
essential for effective real-time early warning systems.

Utilising artificial intelligence to predict plant behaviour from measured data
at specific load points, in combination with external real-time historic input from
machines operating internationally, machine behaviour can be analysed on a much
larger scale with the aid of global operational experience to predict each machine’s
behaviour. For this to be achievable, a very large network of interconnected plant
is required, each with a reliable condition monitoring system. Making use of
this data in alarming and trip systems can significantly reduce the failure rate of
machines. Analysed data can also be fed into maintenance management software
which can be utilised to predict component deterioration for optimised maintenance
and replacement strategies.

Digital twins can be developed from all learned real-time data, which can be
used for real-time simulation of machine behaviour and the response thereof used to
improve life cyclemanagement, investigate the impact of grid dynamics onmachines,
design improvements and several other purposes.

Using operational data, field service data, equipment failure data and past design
review information, processed and optimised with artificial intelligence and machine
learning capabilities in the development of digital twins, practical improvements in
new designs will be possible, e.g. improving the slot and tooth geometry for higher
filling factors, less stray in the core, improved insulation life, etc.

5.3 Techniques, Methods and Tools

To improve condition monitoring capabilities on rotating equipment, new techniques
and tools will have to be developed, or existing techniques improved to be effectively
utilised on rotating electrical components. Presently, the rotors of motors and gen-
erators are mostly regarded as a black box with very little operational information
available from the rotating parts, with shaft and frame vibrations in most cases the
only information available. Utilising wireless technologies that have the capability
to function in a strong magnetic field, high temperature and high vibration environ-
ment can in future be utilised to obtain field current and field voltage data, winding
and rotor forging temperature and mechanical strain data. Advances in nano-sized
surface mount self-energised non-intrusive sensor technologies can open a whole
new world to operational and design engineers to learn the exact behaviour of cer-
tain components in certain operational extremities, which can further be used for
optimisation of such designs.

Besides new technologies, newmethodologies should also bedeveloped to achieve
optimised designs. It is of the utmost importance that a design process is started
with human interaction from all relevant stakeholders, and it is essential that each
stakeholder is accounted for during such a design initiation and review process. It is
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crucial that the requirements of the customer, power system specialists and equipment
suppliers be considered when a design is carried out for new equipment.

By utilising new tools, methods and techniques, the following can possibly be
achieved for motors:

• Higher filling factor for motor stator windings: Through the design of improved
slot geometry combined with developing new production methods or by improv-
ing the production process, a higher filling factor can be reached. From a present
filling factor of between 0.55 and 0.6, filling factors of up to 0.7 can be achieved.
This would lead to a reduction of winding resistive losses from 100% to 79–86%.

• Maintaining magnetic core sheet quality through production processes: By
improving the production techniques for core sheets through heat treatment and
producing emboss-free and burr-free sheets, the quality in terms of magnetic flux
density can be increased. Core sheets should be prefabricated to their desired
geometry, annealed and thereafter insulated. This would guarantee the lowest
losses and full utilisation of the cross-sectional surface. By reaching high-quality
electrical steel throughout the production process with these mentioned methods,
core losses can be reduced from Bs= 1.9 T and W17/50 = 2.3 W/kg to Bs= 1.84
T and W17/50 = 2.0 W/kg (100–87%).

• Eliminating circulating currents in the parallel strands of stator windings: Elimi-
nating circulating currentswould lead to loss reductions in the statorwinding,with
reductions possible from 100% down to 94–98% for a 60 Hz supply. However,
for motors which are driven by inverters the loss reduction can be significantly
higher due to the high switching frequencies in inverters.

• Casted copper cage: Using casted copper cages, resistivity can be reduced from
2.75 µ� cm for aluminium to 1.73 µ� cm for copper. This will improve the
efficiency and reduce the rotor resistive losses by 37%.

• Potting, e.g. encapsulating the end-winding with a material of good thermal con-
ductivity: This method will improve the heat transfer at the end-winding and
reduce temperatures, which will lead to lower resistive losses in the end-winding
and stator winding by 5%.

• Better fan efficiency: Improving the cooling fan aerodynamics by using bidirec-
tional special aerodynamic fans, friction losses can be reduced up to 20%.

• Heat treatment of the stator and rotor pack: By heat treatment of the stator and
rotor pack, losses could be reduced by 15%. The special heat treatment, i.e. using
heat cycling to realign the stator and rotor pack magnetic field orientation, which
got misaligned due to various manufacturing processes such as high temperature
die-casting reduces losses by 5%. Further workmight reduce stator and rotor pack
losses by up to 15%.
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5.4 Standardisation

IEC 60034-30-1, published in March 2014, significantly widens the product range
for motors which was previously covered in the first edition of IEC 60034-30. The
power range has been expanded (starting at 0.12 kW and ending at 1 MW). The
super premium efficiency class motors (defined as IE4 in IEC 60034-30-1) are newly
included, and ultra-premium efficiency class motors (defined as IE5 in IEC 60034-
30-1) are envisaged to reduce the losses of IE4 motors further by up to 20%.

5.5 Other New Developments

Legacy base load units presently fulfil peak time demand and sustain grid stability
during periods of high demand and during periods of low PV and wind generation
feed-in, and this will also be the case for the foreseeable future. This should change
as the energy landscapematures with the introduction of large-scale storage capacity.
Although storage systems are presently very expensive and not always cost-effective
due to high capital cost aswell as high life cycle costs, further developments in storage
capability can significantly reduce this cost. This is essential for the establishment of a
clean future grid. Legacy rotatingmachines cannot subsidise PV andwind generation
for much longer as the health of these plants deteriorates rapidly due to the negative
impact of frequent intense load cycling and two shifting. A more environmentally
friendly storage technology is essential for the sustainability of renewable energy.
Batteries are presently the best solution although they are costly and do not have a
clean environmental footprint throughout their life cycle.

Storage technologies such as storing energy in the form of hydrogen gas or molten
salt, with the required corresponding energy reversal technologies, can be cleaner
and much more effective than present-day battery storage. Storage technologies
are also still evolving, and new developments might improve life cycle costs and
environmental footprint, such as present developments in green hydrogen solutions.

Energy storage capabilities need to remain a significant focus point for the future.
As energy storage becomes more cost-effective and environmentally friendly, the
introduction of PV and wind generation can further increase without reliance on
gas- and coal-fired generation. Legacy generating equipment will play a role as
minimum base load generation and for grid support as synchronous compensators.
All newgenerating equipment designs should consider a formof hybrid design,where
generating equipment can be utilised in more than one mode or system. It should be
capable of generating power as well as acting as synchronous compensators when
not required for generation, a power plant should also have the functionality to store
electrical, chemical or mechanical energy during high in-feed of renewable power,
to be later converted again to electrical energy when renewable in-feed is low.

As motors are consuming approximately two-thirds of all generated electricity,
it is essential to focus on the energy efficiency of these energy converters. Small
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improvements in their efficiency can have a magnificent impact on the future energy
landscape. The timing for use of IE4 and IE5 efficiency class motors is highly influ-
enced by the action ofmotormanufacturers, governments and by international actions
against climate change.

There is a great possibility that IE4 and IE5 efficiency classes will be reached
sooner than originally anticipated. Therefore, an international collaboration with
motor manufacturers, material producers, production equipment providers, institutes
and universities should be targeted to verify the technological feasibility of these effi-
ciency classes. This will also save R&D costs and shorten the time table for mass
production and setting the requirements asmandatory. A schedule should be commu-
nicated within governments globally to unify the time table for setting the require-
ments as mandatory. This motivates the manufacturers and researchers to prepare for
the new standards and accelerate the process of developing new technologies.

Very soon, recyclable electricmotorswill play an important role.An idealmachine
for recycling is a permanentmagnetmachinewith a synthetic powdermagnetic circuit
and slot-lesswinding. After crushing powdermaterials, both powders and conductors
can be separated and reused. The design and manufacture of recyclable electric
machines are economically justified if costs of the final product do not significantly
exceed the costs of a similar non-recyclable machine.

6 Future/Research Needs

6.1 Practical and Economic Aspects

Due to a strong present-day focus on global warming, sustainability of the ecosystem
is a major driver in modern-day technological developments. Therefore, future needs
are nowmore oriented to a sustainable energy balance; but at the same time, we need
universal access to electricity to alleviate poverty globally. This can only be achieved
by having cost-effective and sustainable energy for all. This task demands the capa-
bility to increase electricity production without increasing present greenhouse gas
emissions. Present grid-tied energy sources are most probably not the ideal solution
to achieve clean and affordable power. Hybrid systems which combine clean power,
batteries and even diesel generation might become more feasible in meeting envi-
ronmental targets. In order to increase the share of clean and renewable energy in
the power system, batteries, gas turbines, smart solutions, distributed generation, and
smart metering will be required. The gradual closing of coal power plants and reduc-
ing the use of liquid fuels to a minimum will be required to achieve the goals set out
from an environmental point of view. To transform the present industrial focussed
outlook into an eco-friendlier outlook will require centralised enforcement of new
policies with accompanying strategic and careful planning and strong collaboration
with public and private partnerships, including active participation of consumers.
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To support an eco-friendly approach for electrical machines of the future, devel-
opments of equipment must have a very strong focus on efficiency and reliability.
This will be required to harness as much energy as possible from available resources.
These machines will also have to be smart, maintenance friendly and have the capa-
bility of auto diagnosis. It will have to be designed and manufactured for flexi-
ble operation as load following will be required due to the intermittence of natural
resources such as wind, sun and water. To ensure a harmonious harnessing of avail-
able energy and effective conversion to useful electrical energy by making optimum
use of machine capability and life expectancy, our comprehension of climate and
short- and medium-term accuracy forecast will have to be improved significantly.

The role and subsequently the requirements for conventional generators and tur-
bines are changing from historic base load electricity generation towards backup
fast response power supply, contributing to stable grid frequency when and where
required and grid support during grid faults. Depending on the requirements of
specific grid configurations and generation mix topologies (including the require-
ments from future development plans), the most economical solution will most likely
involve a combination of several technologies. Even with the growing renewables
shareworldwide, it can be stated that synchronous rotating equipmentwill remain the
backbone of our energy systems, enabling the integration of large-scale renewable,
frequency converter connected energy sources into the grid of the future.

6.2 Research and Developments

Investments in research and development must be focused on technologies that
enhance the ecological friendly nature of energy conversion, breaking the strong
reliance on fossil fuels. Climate change has proved not to be an apocalyptical fan-
tasy but is part of our reality and demands prompt actions that must be reflected in
innovation budgets. Research and development should also not only be focussed on
equipment aspects but also human aspects, especially on programs that are specifi-
cally developed towards building the necessary skills of future generations of design
and manufacturing engineers. These engineers will require specific skills and knowl-
edge which standard universities do not always offer. Companies will have to invest
in researching human behaviour in the work place to enhance and optimise skills
and knowledge of modern engineers and engineering managers to become modern
innovators.

As part of the technological evolution into utilising artificial intelligence to accom-
plish machine learning and self-diagnostics, research and development of reliable
and effective online monitoring systems for rotating machines is necessary. These
systems must still have the industrial robust aspects of past and present industrial
revolutions but also have the sensitivity, accuracy and repeatability to measure data
effectively for automated analysis and prognosis.
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6.3 Education and Existing Knowledge

Millennials have different ideas of what good education is compared to traditional
education. Their demands range from the use of multimedia education to shortening
the time to acquire specialist knowledge. They have the need for quick high impact
tutorials instead of long courses to gain the necessary knowledge for deployment in
industry. Catering for these needs will revolutionise the education system but need to
be done systematic and careful as a fast-uncontrolled transition of the total education
system can have dire consequences to the future skills base. Conventional education
systems have produced excellent engineers in all fields of engineering and therefore
have a proven track record; any new education system will be a prototype as it will
deviate from the known proven educational system, yet changes are necessary to
fulfil the future skills need as well as to comply with the needs of future generations.

The present shortage of skilled and experienced design engineers poses a sig-
nificant threat to future eco-friendly developments of rotating electrical machines
as it requires a new way of thinking combined with established design principles
of complex rotating electrical machines. To overcome this obstacle, generator and
motor manufacturers could sponsor and guide engineering students through their
studies and to employ them on successful completion of their studies. Companies
should develop these young dynamic modern design engineers in the field of exper-
tise required for the new direction in which rotating machines should be developed
in. This will require a focussed development program during which they will be
prepared and skilled with the necessary knowledge and tools. Such a focussed devel-
opment program will have to expose these young engineers to various skills required
for the successful transition from the historic industrial focussed design principles
to the future ecological friendly and sustainable design principles and techniques.

Analysis of a variety of technologies used for electricity generation and grid
ancillary services, which are available today, shows that each of these technologies
has strong advantages in the specific field it is designed for, but no technology can
provide all required services. Future systems will require effective integration of
various technologies into specific energy conversion systems. One such an example
is the requirement of fast and effective controllability of the energy conversion pro-
cess, requiring future motors and generators to form an inherent unity with power
electronics. This can contribute to achieving sufficient reliable and affordable energy.

Future engineering courses should develop competencies in the tools used at
that point in time, and students must also gain exposure to tools being developed
for future use. These students should be adequately trained to use all applicable
design tools which they might encounter in their future line of work. Employees
of design and manufacturing companies must take part in continuous development
courses to ensure they stay competent in the use of the latest design and modelling
tools. Possibilities also exist for engineers to collaborate interactively during the
development of new products and the improvement of existing products. With the
development of high-speed networks, design engineers from across the world can
seamlessly engage in virtual interactive design and development rooms.
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Due to the technological advances accompanying new developments, the users
and maintainers of new equipment will also require new skills. This can already start
in the design phase where users and maintainers can take part in the design of their
purchased equipment in a virtual design office. The user can also make use of virtual
interaction to perform quality control functions during the manufacturing and testing
phase.

6.4 Other Future Needs

In future, energy generation systems might do away with electromechanical equip-
ment for the energy conversion process andonlymakeuse of static systems to produce
electricity. Presently, this is only employed in photovoltaic systems. Systems such
as wind turbine generation, hydrogeneration and gas generation require large rotat-
ing equipment for the energy conversion process. As for the conversion of electrical
energy into mechanical energy, this will remain an electromechanical function for
the foreseeable future.

Very limited tools presently exist to perform effective condition monitoring of
electrical machines, with many of these tools focussing on the mechanical aspects
of rotating electrical machines. Further, the developments to accurately assess the
online electrical health of generators and motors are essential to ensure reliable and
accurate diagnosis of eminent failures.

Various systems are used to monitor and protect rotating equipment, with these
systemsmostly situated in different plant locations. The completemonitoringof rotat-
ingmachines will require effective real-time interaction of these systems.Motors and
generators are protected with various protection systems but monitor and operate in
complete isolation from each other as rotor shaft vibration monitoring equipment,
operational temperatures, shaft voltages and currents, winding vibrations, etc., are all
mostly island systems. If all data measured and monitored from all these standalone
systems are incorporated in a common data analysis system having machine learning
characteristics, a complete present health condition model could be created. Any fur-
ther operation resulting in deviations from the initial model will be alerted and further
analysed, in real time compared with global machine data, historic and present oper-
ational data, in search for similar operational experiences, which can instantaneously
inform the plant operator of developing faults and failure consequences as well as
proposed corrective actions.
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7 Future Issues

7.1 Desirable Futures

The early and accurate identification of developing faults will be a very desirable sta-
tus to achieve. This information can be accurately fed into repair planning processes,
with accurate and on-time management of unit shutdowns as all required spares can
be purchased on time, with a very accurate bill of material as there will be a very
low probability of scope creep.

Non-invasive generatormaintenance and inspections can significantly save on out-
age duration, manpower requirements and human error incidents. For robotic inspec-
tions to achieve this state, additional development will be required to the inspection
equipment itself aswell as the design and construction of rotatingmachines to accom-
modate non-invasive inspections and repairs. A possibility in the distant future is to
equip each large and critical machine with a permanent robotic inspection system
with basic inspection and testing capabilities. This will allow quick verification of
the internal machine condition without mechanical dismantling. The robot can be
controlled remotely, and once the inspection is completely, be safely and securely
parked in a docking station internal to the machine, ready for the next inspection.
This state is presently not possible as generators and motors are designed for opti-
mal cost and efficiency and not for robotic inspection and testing as a major design
concern.

7.2 Potential Impacts

The significant and uncontrolled drive towards clean energy systems will result in
a power system with clean energy dominance. Although this is desirable from an
environmental perspective, it is not desirable from a grid stability perspective as it
lacks the ability to sustain grid stability during faults and transients. Clean energy
generation and storage are becoming cheaper and more economical and will soon
surpass the cost-effectiveness of fossil- and nuclear-fuelled generation. This is a state
that theworldwants to achieve as soon as possible to save theworld from the negative
effects from global warming. As clean energy without storage is introduced into the
network, the ability to keep a grid stable during fault events is negatively affected
as it requires the backing of strong real inertia, which would not exist in a complete
inverter connected renewable energy system. This can result in severe voltage and
frequency fluctuations and subsequent blackouts.

Presently, the cost of energy storage is significant, which is resulting in the present
inverter fed grid being built on unpredictable and uncontrollable sun andwind energy.
The absence of storage in the present inverter fed renewable grid results in the
absence of energy supply during high demand evening and morning peaks as well as
from sunset to sunrise. These valleys of renewable inverter-fed supply are presently
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compensated for by fast ramping of conventional base load fossil-fuelled, gas-fuelled
and, in some cases, even nuclear-fuelled generation.

Distributed generation technologies may bring multiple challenges to the genera-
tion business and poorly coordinated scattered construction sites could lead to poorly
coordinated transmission system planning. It is therefore necessary to be proactive in
anticipating the future effects of continuing the present trajectory and anticipate the
effects of it. This is necessary to properly control and plan the network of the future,
to have a proper mix of various energy sources to sustain demand 24/7 through all
seasons with the necessary inertia and energy support to sustain a reliable network.

7.3 Risks and Consequences

In a scenario where clean energy is dominating the total energy mix, electromechan-
ical conversion of energy will play a smaller role in the energy generation process.
With the absence of any mechanical parts, maintenance is much easier to perform.
Outdoor installation reduces civil works, making the initial investment cost signifi-
cantly less than for conventional power plant construction. The energy price of solar
power is presently similar to the price of wind power. Only large run-of-river hydro-
projects can competewithwind and solar generation. The number of rivers capable of
economically supporting future generation projects is limited and is not even feasible
for most countries. The only feasible cost-effective expansion in power generation
will be wind and solar, which will attract most of the investment. Presently, financial
institutions are already not willing to finance any non-clean energy projects. As the
network is supported by less conventional high inertia generation, the grid will be
more susceptible to instability due to the impact of grid disturbances.

7.4 Educational Changes

To ensure adequate skills to face challenges of future electricity generation, a new
thinking will be required to address these challenges. To address present and future
skills and expertise shortages, the educational process will have to become more
efficient and shorter. Young engineers will need to get in touch with new rotating
machine technologies earlier and throughout their studies and be prepared to actively
exchange experiences in this field. All specialists in this field should have easy and
direct access to newdevelopments regarding rotating electricalmachines (specialised
documentation, design data, simulated models, etc.).

Due to changes in the energy market, the educational interest in large rotating
electrical machines (especially large synchronous generators) is rapidly decreasing.
Universities and research institutes shift their focus to other technologies, and this
will have a detrimental impact on the future network as a network of the future cannot
exist without synchronous generators.
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The interest from young electrical engineers is guided more towards power elec-
tronics systems due to the exciting developments in this field. This will result in a
lack of new scholars specialising in rotating electrical machines. Schools, colleges
and universities must be strongly reminded that even in a 100% renewable dominated
energy sector, synchronous generator support is still needed.

7.5 Innovation

Innovation is strongly related to value. The comprehension of value from the cus-
tomer’s perspective is a way to lead change to amore prosperous industry. Innovation
is likely to happen in automotivated and multidisciplinary teams. A different way to
combine existing elements could result in a new product, or a new technique, method
or process.

Specific focus on innovations in rotating electricalmachine-related technologies is
required to ensure a stable and reliable future network. This requires a very advanced
innovative platform to achieve the following:

• Innovative fast response backup power plants compensating for fluctuating
renewable generation.

• Contribution to grid frequency stabilisation bykeepingminimumrequired rotating
inertia on grids.

• Synchronous generators as short-circuit power sources if protection concepts are
based on (short) circuit current detection.

• With new network requirements leaning towards flexible plant configurations for
power production and/or grid stabilisation, it will also be necessary to develop
new targets and priorities for synchronous generator designs as the present design
and operating criteria are no longer applicable.

• Unstaffed remote-control operation of future power generation equipment must
be reflected in more robust and reliable designs.

8 Conclusions

8.1 Directions

Rotating electrical machines will for the foreseeable future remain an important and
essential member of the future energy network, both in the form of electrical energy
generation and electrical energy conversion to mechanical energy. Advances in tech-
nologies used in rotating electrical machines will be required to support high load
factors on these machines as they are the start and the end of every industrial pro-
cess globally. To ensure the reliability and efficiency of these magnificent machines
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are further improved, further innovative developments are required, with specific
focus on maintainability and reliability, keeping in mind the skills and technological
interest of future designers, manufacturers and operational workforce.

The network of the future will require very robust electrical equipment which
can handle any form of operation required. The network of the future will contain
significant higher order harmonics, will require very fast response voltage and fre-
quency support, will require instantaneous active power support and should still be
able to achieve its design life reliably regardless of all these external challenges it is
facing. The grid of the past was reliable and predictable due to the controllability of
legacy generating technologies. A large base load network supportedwith pump stor-
age and gas turbines was relatively easy to manage and control, as the unreliability
was mainly influenced by poor maintenance and poor capital expenditure planning.
The evolving network we are facing now has less controllable generation as it is now
relying on environmental factors to supply energy, with conventional generation only
being relied on for support. This is not sustainable as there is very little investment in
conventional base load generation, and the plants presently utilised for this support
are fast ageing as they were not designed with the intend to deliver fast action active
power response.

To ensure that rotating electrical machines remain reliable and cost-efficient in
the future network, certain innovations and developments are required:

• Design of smart machines with an auto-diagnostic capability will greatly enhance
maintenance and repair planning. This will ensure that higher availability can be
achieved, even in a harsh operational environment.

• The design of newmachines needs to bemore customer-centric, with active partic-
ipation of plant operators, grid owners, design engineers, maintainers and inno-
vation centres. Future machines will deviate from the present standard design
methods as it will have to be tailored to every specific application and network
configuration.

• Electrical machines will have a very close relationship with power electronic
equipment. Presently, these two technologies have adverse effects on each other as
power electronics do not like machine vibrations and rotating electrical machines
cannot handle higher order switching harmonics well. Significant innovation is
required in both rotating machines and power electronic equipment, harmonised
with smart control systems to marry these two technologies to harsh operational
requirements of the future network. The future applications of rotating electrical
machines should be more than just active power generation.

• To improve life cycle cost of rotating electrical machines, newmaterials will have
to be developed. Higher torsional forces on rotating shafts and couplings will
require stronger steels. To reduce manufacturing costs will require optimisation
ofmachine sizes,whichwill require bettermethods to dissipate heat losses.Higher
thermo-mechanical stresses on copper and insulation material due to load cycling
and two shifting will require more flexible yet stronger materials.

• As the future network, driven by numerous unharmonised grid codes, will require
us to move away from standard design generators, manufacturers will have to be
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geared towards flexible and fast manufacturing processes, with increased focus
on reliability-oriented designs.

• Machine learning will need to play a significant role in gearing future designs
towards new network requirements. Machines are presently designed taking his-
toric information into account, such as past failures related to design defects, poor
workmanship and repair complexities. Future designs will require a completely
different approach as the network is fast changing and the impact of it unknown.
Quick learning from present operational machines equipped with advanced moni-
toring systems is necessary to directly feed data into new design processes, imme-
diately modelling the present operational stresses into a digital twin to evaluate
the impact of new network topologies on designs, to effectively improve designs
which will be fed through to the manufacturing process.

• The starting point of machine learning used for machine diagnostics or for design
improvements starts with effective and reliable online monitoring. Sensor tech-
nologies require extreme robustness to operate in harsh environments found inside
rotating electrical machines where sensors are exposed to oil, vibrations, temper-
ature, high voltage, EMI, mechanical impact during maintenance work, etc. The
reliability of any monitoring system relies on the continuous availability of field
instruments. The value of monitoring is derived from the number of data points
being monitored. In most motors and generators, only specific parameters such as
temperatures and vibrations are monitored. This can still be greatly expanded to
include a complete range of mechanical and electrical data, combined with oper-
ational data to develop an accurate image of the present health of a monitored
machine.

• High-performing innovative employees are the foundation of a dynamic, produc-
tive and innovative industry. Technology managers in close collaboration with
human resources personnel must attract, hire, develop and retain individuals who
are high-performing continuous learners and innovators. This is a critical aspect
required to face the challenges of the future. A great manager/leader is required
to support this.

8.2 Priorities

• Industrymust commit to projects which are socially and environmentally friendly.
• Compliance with standards and network requirements is essential, with an urgent

need to harmonise grid codes and component standards.
• Corporate social responsibility.
• Develop the industry of rotating electrical machines into a highly innovative and

technologically advanced arena attractive to young people.
• Value innovation.
• Commitment to continued and improved R&D.
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• Develop sustainable production processes, product design and maintenance
services which are beneficial for the environment, people and business.

Industry should stay open-minded and technology agnostic and enable product
innovation. It is particularly important for institutions such as IEEE/CIGRE/EPRI
to assist rotating electrical machines to transition into its new role. This requires
the industry to have the right understanding of the technical challenges at hand and
promote adequate attention and investment in the rotating electrical machines area.

8.3 Other Aspects

The bottom-line logic is to create value to customers, companies, human talent,
suppliers, as well as to add to social value by the development of environmentally
friendly rotating electrical machines.

The rotating electrical machine industry is facing a tremendous opportunity to be
part of transforming the present situation into a better world for the next generation.
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Power Transformers and Reactors

Simon Ryder

Abstract This chapter focuses on how changes in the electricity supply system will
affect the life cycle of power transformers and reactors. This chapter gives a brief
overview of the role of transformers in the development of the power system and on
some of the developments in design, manufacturing and test. This chapter outlines
some of the challenges facing power transformers and reactors and gives detailed
consideration to each of the more important challenges. This chapter concludes with
a summary of the work done by CIGRE and others to meet these challenges.

Keywords Distribution transformer · HVDC transformer · Phase-Shifting
transformer · Power transformer · Shunt reactor · Voltage regulating distribution
transformer ·Wind-Turbine transformer

1 Introduction

This chapter will focus on how changes in the electricity supply system will affect
the life cycle of power transformers and reactors. The CIGRE reference paper on
the electricity supply system of the future provides some background information
on these changes and the challenges they represent for the electricity supply system
as a whole [1]. Challenges of special relevance for power transformers and reactors
include the following:

• Bidirectional power and data flows at the distribution level
• Increased use of DC and power electronics at all voltage levels
• New and more advanced tools for modelling
• Increased environmental constraints
• Increased use of right-of-way capacity
• Offshore and subsea infrastructure
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• A need for increase stakeholder engagement.

Underlying many of these challenges is the so-called energy transition, from a
system based on conventional generation to one based on renewable energy resources
and/or distributed generation [2].

This chapter will give a brief overview of the role of transformers in the develop-
ment of the electricity supply system; itwill then outline someof the challenges facing
power transformers and reactors; and will then give more detailed consideration to
each of these challenges.

2 Transformers and the Electricity Supply System

The electricity supply system has its origins in technological developments in the
1880s, especially the incandescent light bulb. Consumer demand for lightning using
the new technology led to the development of small-scale power stations supplying
local consumers. As consumer demand increased further, divisions emerged within
the nascent electricity supply industry about how to meet increased demand. Some
favoured continuing with small-scale power stations to supply local demand through
DC distribution. Others favoured the development of larger-scale power stations to
supply–demand over wide areas through AC distribution.

The first successful power transformer was developed in 1885 by engineers at the
Ganz iron foundry in Hungary. The technology was rapidly adopted to allow the use
of progressively larger-scale power stations supplying demand over progressively
larger areas through AC transmission and distribution.

The so-called war of the currents was largely resolved in favour of AC by the time
of the Chicago World Fair of 1893, which was powered by AC and also included an
influential exhibit demonstrating the advantages of AC generation and distribution.
Nevertheless, some large cities in the USA continued to have a public DC supply
into the twenty-first century—New York until 2007 and San Francisco until 2012
[3].

The further possibilities of the AC model found a new outlet in the newly created
Soviet Union after the Great War and the Revolution. According to Vladimir Lenin:

Communism is Soviet power plus electrification of the whole country, since industry cannot
be developed without electrification.

This summarised the so-calledGOELROplan for the reconstruction and economic
development of the Soviet Union adopted in 1921. It involved the construction of
30 new power stations and an increase in the national electricity supply from 1.9
to 8.8 TWh [4]. The plan was essentially fulfilled by 1931, somewhat in advance
of expectations. Its success provided the inspiration for subsequent five-year plans
adopted by the Soviet Union and many other countries.

This model proved influential outside the Soviet Union, with a number of other
countries adopting similar plans for economic development through the development
of the electricity supply. Notable examples include:
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• The Shannon hydroelectric scheme in Ireland (1929–34) [5]
• The creation of the Tennessee Valley Authority (1933) and the Bonneville Power

Authority (1937) in the USA
• The Nationalisation of the electricity supply industry in France (1946), Great

Britain (1948) [6] and Italy (1962) amongst others
• The Three Gorges hydroelectric scheme in China (2012) [7].

During this time, there was a large increase in both rated power and especially
rated voltage of transformers. In particular, the highest-rated voltage of transformers
increased from 10 kV when AC distribution was first introduced, to 110 kV by
the time of the Great War, to 220 kV in its aftermath, to 400 kV in the 1950s, to
735 kV in the 1960s, and has now reached 1000 kV. The limit for the largest three-
phase separate-winding transformer which it is normally considered to be technically
feasible to construct is approximately 800 MVA (for a rated frequency of 50 Hz),
and this was reached at the end of the 1960s.

During this time, there was a need to develop the improved design and calculation
methods; improved manufacturing facilities and techniques; and improved test facil-
ities and techniques. During this time, there was also a need to develop improved
standards for transformers. The first IEC standard for transformers was published
in 1955 [8] and has been continuously improved since. It has been widely adopted,
although many national and regional standards also remain in use.

The first recorded use of computers in transformer design was in the mid-1950s,
when computer calculations were applied to the calculation of short-circuit forces
in power transformers. Early software adapted existing analytical methods, but with
improvements in computers it has been possible to use numerical techniques and
especially the finite element method. CIGRE working groups 12.04 and 12.19 have
examined the subject of short-circuit withstand in transformers subject [9, 10], the
latter informing the latest revision of the IEC standard for transformer short-circuit
withstand capability [11].

Some typical magnetic field plots for transformers with different designs are
shown in Fig. 1 (after [10]).

Other major application for computer software in transformer design includes
electric field calculations, thermalmodelling and transient voltagewithstand capabil-
ity. Electric field calculations are now largely made using the finite element method,
in essentially the same way as magnetic field calculations. Application of the finite
element has contributed greatly to the design of transformers for higher AC and DC
voltages. Thermal modelling, and in particular the calculation of coolant flows and
temperature distribution in windings, has become increasingly important in better
optimising transformer designs. It was recently the subject of CIGREworking group
A2.38 [12]. Calculation of transient voltage distribution was another important early
application for computers in transformer design. As with short-circuit withstand
capability, early software was essentially based on existing analytical methods. The
need to improve modelling techniques led to the creation of CIGRE working groups
A2/C4.39 [13, 14] and A2/C4.52, which is ongoing.
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Fig. 1 Typicalmagnetic field plots for transformerswith different designs.aHVinoriginal position,
maximum tap. b HV shifted 20 mm, maximum tap. c HV in original position, minimum tap. d HV
in original position, maximum tap, split LV with only top half in operation

The results of a detailed calculation of coolant flows and temperature distribution
in a transformer winding are shown in Fig. 2 (after [12]). The results of a detailed
calculation of the voltages in a transformer winding during the lightning impulse test
are shown in Fig. 3 (after [13]).

Emerging areas for the application of advanced computer software include tank
design, and in particular the calculation of rupture strength [15], and calculation of
sound levels, especially for shunt reactors [16].

As in many other industries, manufacturing facilities and techniques have been
gradually improved. Consolidation of the manufacturing base has played a major
role in this process, as production has been concentrated at fewer manufacturing
plants eachwith better equipment.Major improvements in recent years have included
the automation of core cutting, and more recently core stacking; the automation of
winding, mainly for smaller transformers; use of hovercraft to move transformers
during assembly; and the introduction of the vapour phase method for final dry out.
Some information about manufacturing methods can be found in [17].

Test facilities techniques have also been greatly improved, especially for dielectric
tests. For example, early versions of IEC standard 60076 focus largely on AC voltage
withstand with lightning impulse as a type test only. Switching impulse testing and
partial discharge measurements during AC withstand testing were first introduced
in 1980 [18], initially as alternatives to AC withstand testing for transformers of
300 kV class and higher. Lightning impulse and partial discharge measurements are
now routine for all transformers of 123 kV class and higher, and switching impulse
tests for all transformers of 170 kVclass and higher [19]. TwoCIGREworking groups
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Fig. 2 Coolant flows and temperature distribution in a transformer winding

Fig. 3 Voltage distribution in transformer winding during lightning impulse test. a Maximum tap.
bMinimum tap
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are currently underway to improve dielectric test techniques further—A2/D1.51 on
partial discharge testing and A2.64 on lightning impulse testing.

3 New Challenges—Power Transformers and the Energy
Transition

As was mentioned above, underlying many of the new challenges is the so-called
energy transition, from a system based on conventional generation to one based on
renewable energy resources and/or distributed generation [2]. Note that whilst this
would seem to imply a reduced role for long-distance transmission, this is not nec-
essarily the case. In particular, there will likely be a need to integrate new renewable
energy sources including geothermal; large-scale solar, especially in remote areas;
large-scale wind, especially offshore and also onshore in remote locations; and per-
haps also tidal. There may also be a continuing role for thermal large-scale power
plants, including nuclear and also conversion of combustion plants to biomass.

The remoteness of many of the energy sources will likely mean an expansion of
the transmission network, with power being transmitted over longer distances. Man-
agement of network losses will likely require the use of higher transmission voltages
and also increased use of HVDC.Where these are overlaid onto existing transmission
networks, there may also be a need for more phase-shifting transformers.

Integration of new renewable energy sources in remote and environmentally sen-
sitive areas has increasingly involved installing new power transformers and reactors
in environmentally sensitive areas, where the possible uncontrolled loss of oil, fire
or explosion in the event of failure cannot be tolerated. New technologies have been
developed and are now being implemented to reduce environmental risk, especially
uncontrolled loss of oil and fire. Public concern over the potential risk of conven-
tional oil-immersed transformers installed in dense urban areas and industrial centres
is also increasing, and similar technologies are being applied [15].

Another major environmental impact of power transformer and especially reac-
tors is audible sound. There is a need to minimise the impact of audible sound in
environmentally sensitive areas and especially in dense urban areas. Transformer
manufacturers, and their suppliers, have made great improvements in transformer
audible sound levels in recent years [20, 21]. There is now a clear opportunity to
consolidate these gains through improved specification and standardisation of new
transformers. Further work may be needed to improve mitigation methods where
lower sound levels than can reasonably be achieved by improvements in design
and construction are required, or for existing transformers which no longer meet
contemporary requirements.

A furthermajor impact of power transformers and also reactors is losses. Formany
years, there has been pressure on users to reduce losses and on manufacturers to pro-
duce designs with lower losses in response. Many countries have now adopted statu-
tory regulation of losses, now extending through the size range to include medium
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and large power transformers [e.g. 22]. There is now a need to balance requirements
for low losses against other requirements which may conflict, e.g. low audible sound
levels, low transport dimensions and mass, low installed mass [23].

Where the model of centralised generation from renewable sources applies, the
economic and social importance of the power transformers and reactors in the trans-
mission network will increase. Operators will need to improve their management
of transformer through their lives, which will likely involve the application of new
monitoring technology and also new analytical techniques [24–26].

In addition to integration of centralised renewable resources will likely also
involve the integration of distributed renewable generation on a large scale via the
distribution network. Small-scale solar and small-scale wind have the most obvious
potential. There may be a role for other primary energy sources, depending on local
conditions. As both solar generation and wind generation are inherently intermittent,
there will be a need either to develop small-scale storage or else to rely on the distri-
bution network for backup. The technology for small-scale storage is currently in its
infancy, and so there will likely be a need for backup from the distribution network
for the foreseeable future.

The need for backup via the distribution network is likely to be one of the main
challenges in the integration of distributed generation on a large scale. In particular,
there may be a need for backup generation, with some centralised generation and
associated transmission capacity. This may require the adaptation of existing power
plants and transmission networks. However, in some cases new transmission capac-
ity may be required to connect areas with abundant distributed renewable energy
resources and dense urban areas or industrial centres. This may include both use of
HVDC and increased use of phase-shifting transformers.

Another challenge for the power system as a whole is loss in inertia, resulting in
more frequency and voltage variation. Thismay have serious consequences for power
transformers, as they generally have less margin on overexcitation and especially on
over-voltage than other substation equipment. In some cases, new technologies may
be required to increase inertia [27].

It can be seen that the new challenges identified above largely correspond to the
new challenges from the CIGRE reference paper on the electricity supply system
of the future [1] identified in the introduction as having special relevance for power
transformers and reactors.

4 Responses to New Challenges

• Transformers for Solar Integration

Widespread integration of solar generation is quite a new challenge, and technologies
for doing so are not especially mature. As most solar generation is in the form of
photo-voltaic cells, which produce DC, these are integrated using inverters. Modern
designs of inverter generate harmonics, including so-called supraharmonics in the
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Fig. 4 Container substation, including transformer, for solar integration

kHz range [28]. There have been numerous reports of adverse effects of so-called
supraharmonics on transformers [e.g. 29, 30], and there is now an urgent need to
develop new transformer and perhaps inverter technologies to improve reliability.

A container substation including a standard dry-type transformer is shown in
Fig. 4. These are widely used for the integration of smaller solar farms into the
distribution network.

• Transformers for Wind Integration

Wind generation is a more mature technology than solar generation, and transform-
ers for wind turbine applications are now the subject of an IEC standard [31]. This
standard was partly aimed at improving the reliability of wind turbine transformers,
which was initially rather disappointing. Some continuing challenges with reliabil-
ity remain, especially with transient over-voltages, and were discussed during the
CIGRE Paris session in 2018 [32].

In Europe, it has been found that the wind blows more reliably over coastal waters
than over the land, and a large number of wind turbines have been installed in the
Irish Sea, North Sea and Baltic Sea. In recent years, the size of the turbines and
also the distance from shore have increased. It has been necessary to install large
power transformers (>100 MVA) on offshore platforms to allow integration of wind
generation at sea. The increasing length of the cable connections has led to increased
demand for shunt reactors and the development of new shunt reactor technologies.
Design of AC offshore platforms was considered in detail by CIGRE working group
B3.26 [33], and specific aspects related to shunt reactors in more detail by CIGRE
working group A2.48 [34].



Power Transformers and Reactors 89

Fig. 5 Walney 1 Offshore substation

A typical offshore platform used for integration of an offshore wind farm is shown
in Fig. 5 (after [33]).

• Higher AC and DC Transmission Voltages

As was mentioned above, there will likely be a continuing need for a transmission
network. In case of the centralised model, this will likely involve the expansion of
the transmission network and use of higher voltages (AC and DC). In case of the
decentralised model, the transmission network will be important as backup and also
for supply of dense urban areas and industrial centres.

There will be a need to develop transmission transformer technologies to meet
new requirements.

At the time ofwriting, the highest voltageACnetworks in operation are at 1000 kV
in China. There have also been networks operating at between 735 and 765 kV in a
large number of countries since the 1960s. Such transmission voltages, and possibly
slightly higher voltages in future, are likely to continue to be required to allow
integration of renewable energy resources in remote areas.

A typical 1000 kV AC transformer is shown during works test in Fig. 6 (after
[45]).

IEC formed a new technical committee (TC 122) to lead standardisation of EHV
and UHV networks and substations. Transformers for EHV and UHV were a pref-
erential subject at the CIGRE Paris session in 2016 [35]. IEC and CIGRE organise
a regular colloquium on this subject, most recently at Hakodate (Japan) in March
2019 [36].

Use of DC for long-distance transmission is now a mature technology, with the
firstDC transmission lines (or cables) having entered service as long ago as the 1950s.
The line voltages, and hence both the amount of power and the distance over which
it can be transmitted, have steadily increased. At the time of writing, an 1100 kV
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Fig. 6 Typical 1000 kV AC transformer on test

DC line is under construction in China. There also 800 kV DC lines in operation in
China and in India.

Two recent developments have extended the possible use of DC transmission—
VSC converters have reduced the technical challenges in constructing DC converter
stations and the development of DC circuit breakers has allowed the possibility of
multi-terminal DC networks [37]. Other recent developments include the use of DC
transmission for connection of offshore wind generation and also the development of
smaller-scale DC transmission to increase the capability of the distribution network
to absorb distributed renewable generation. This was a preferential subject at the
2018 Paris session [38].

IEC have recently published an improved standard for HVDC transformers [39].
This was based in part on previous work by CIGRE Study Committees A2 and B4
[40–42].

• Increased use of phase-shifting transformers

Phase-shifting transformers are used to counteract loop flows in transmission net-
works and to enable better use of the network capacity. Even in case of centrally
planned networks loop flows can arise, but integration of distributed renewable
resources has made the problem worse in many areas. In some cases, it is preventing
further integration of distributed renewable energy resources.

IEC have recently published an improved standard for phase-shifting transformers
[43].
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• Site Assembly

As was mentioned above, many renewable energy sources are in remote areas and
transporting large power transformers and reactors to such areas may be very chal-
lenging owing to lack of suitable infrastructure. Similar challenges may exist in
dense urban areas, where the local infrastructure is inadequate for heavy transport.
Increased pressure to reduce losses is resulting in transformer designs with larger
transport dimensions and mass and is increasing these challenges.

One possible method of meeting the challenges is the use of parallel transformers
or the use of single-phase instead of three-phase transformers. These solutions are not
easy to apply in all cases and can have undesirable consequences [23]. An emerging
technology which has been developed to meet these challenges is site assembly. This
has been widely applied in Japan since the 1980s and is now being widely used in
other countries especially in China [44–46]. It is likely to be an important enabling
technology for use of higher AC and DC voltages.

Site assembly of power transformers was a preferential subject at the 2018 Paris
session [38]. A particular good summary of the state-of-the-art was given in [36].
Site assembly of power transformers is also the subject of ongoing working group
A2.59.

A method for site assembly described in [46] is shown in Fig. 7.

• Reduced Environmental Impact—Oil

As was mentioned above, possible environmental impacts of uncontrolled loss of
oil, fire or explosion in the event of a power transformer or reactor failure cannot
be tolerated in environmentally sensitive areas or indeed in dense urban areas and

Fig. 7 Method for site assembly of large power transformer
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industrial centres. The subject of power transformer fire safety was studied in detail
by working group A2.33, which made a number of important recommendations [15].
Amongst the recommendations was that due consideration should be given to the
use of alternative insulating media.

A large number of alternatives to conventional oil-immersed transformers have
been developed. Dry-type transformers (usually with resin-encapsulated windings)
are widely used in small sizes and have important advantages compared with con-
ventional designs with regard to fire and explosion safety. However, they also have
important disadvantages comparedwith conventional designswith regard to installed
mass and dimensions; losses; and audible sound. There also seems to be a limit of
approximately 30 MVA to the largest three-phase separate-winding transformer; it
is normally technically feasible to use this technology. Another alternative is a gas-
filled transformer. SF6 filled transformers have been used at transmission voltage in
Japan since the 1970s and are also used in a number of other countries in the Asia-
Pacific region. This technology has not yet found widespread acceptance outside the
region and now faces an uncertain fortune given pressure to reduce SF6 use.

Anumber of alternative liquids have also beendeveloped andwere studied in detail
by working group A2.35 [47]. Polychlorinated biphenyls at one time seemed to be a
promising alternative but have now beenwithdrawn fromuse owing to environmental
concerns. Silicone was widely used for some applications, but good fire performance
was offset against poor biodegradability, poor dielectric properties, and poor heat
transfer characteristics. The two most promising alternative liquids are now natural
and synthetic esters. Both have now successfully been applied to transformers up to
420 kV class [48].

Further work is clearly needed in this area, and Study Committee D1 have
established working group D1.70 to examine the functional properties of insulating
liquids.

An early synthetic ester immersed 420 kV class transformer is shown in Fig. 8
(after [49]).

• Reduced Environmental Impact—Audible Sound

As was mentioned above, another major environmental impact of power transformer
and especially reactors is audible sound. There is a need to minimise the impact of
audible sound in environmentally sensitive areas and especially in dense urban areas.
Transformer manufacturers, and their suppliers, have made great improvements in
transformer audible sound levels in recent years. There is now a clear opportunity to
consolidate these gains through improved specification and standardisation of new
transformers. Audible sound levels for shunt reactors were studied by CIGRE work-
ing groupA2.48 [34], whomade recommendations concerning typical andminimum
levels for specification purposes. CIGRE working group A2.54 was established to
continue this work for power transformers. They published an interim report con-
cerning typical and minimum no-load sound levels in 2019 [21]. They are currently
working on typical and minimum load sound levels.
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Fig. 8 Synthetic ester immersed transformer for 420 kV class

Where audible sound levels are required lower than can reasonably by improve-
ments in design and construction, some form of external mitigation may be required.
Similar considerations also apply to existing transformers which no longer meet con-
temporary requirements. Specific aspects related to shunt reactors were studied by
CIGRE working group A2.48 [34]. It has been suggested that CIGRE Study Com-
mittee A2 should form a working group to examine audible sound level mitigation.
It was decided in 2018 that such a working group would be formed once existing
working group A2.54 was complete.

• Reduced Environmental Impact—Losses

As was mentioned above, a further major impact of power transformers and also
reactors is losses. For many years, there has been pressure on users to reduce losses
and on manufacturers to produce designs with lower losses in response. As was
also mentioned above, there is a need to balance requirements for low losses against
other requirements which may conflict, e.g. low audible sound levels, low transport
dimension and mass, low installed mass [23].

In some cases, it may be possible to reduce losses without changing transport
dimensions or mass. For example, no-load losses can be reduced by the selection
of core laminations having lower specific losses [50, 51] and load losses can be
reduced by the use of continuously transposed conductors [50, 51]. Improved design
of insulation may allow reduced internal clearances and reduce both losses and
transport dimensions and mass [52]. Once these improvements have been made;
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further, reductions in losses can usually only be achieved by reducing flux and current
densities, which will increase transport dimensions andmass and also installed mass.

Many countries have adopted statutory regulation of power transformer losses,
now extending full the through size range to include medium and large power trans-
formers [e.g. 22]. CIGREworking groupA2.56was established to provide users with
some guidance on how best to specify and transformer losses. It is also expected that
the working group will provide some useful guidance to countries planning to adopt
new statutory regulations on different methods of doing so.

• Better Life Management

Where the model of centralised generation from renewable sources applies, the eco-
nomic and social importance of the power transformers and reactors in the trans-
mission network will increase. Where the model of decentralised generation applies,
the economic and social importance of smaller power transformers in the distribu-
tion network will increase. Operators will need to improve their management of
transformer through their lives, which will likely involve the application of new
monitoring technology and also new analytical techniques.

Advances in transformer life management, especially in diagnostics, have been a
frequent preferential subject at the CIGRE Paris session, most recently in 2018 [38].
They have also been the subject of a number of recent working groups [e.g. 53–55],
culminating in working group A2.55 on transformer life extension.

The most important tool in transformer diagnostic testing has, for many years,
been analysis of oil samples. It has the advantages of being non-invasive and having
lower costs than most other available techniques. CIGRE working group A2.34
recommended making dissolved gas analysis at regular intervals and other oil tests,
generally understood to include furan analysis and oil quality tests, at longer intervals
[55]. Dissolved gas analysis has been in widespread use since the 1970s and is well-
known for its ability to detect a wide range of different transformer faults. It has been
extensively studied, most recently by CIGRE working group D1/A2.47, who have
provided updated guidance on fault diagnosis [56]. Furan analysis is a slightly more
recent development and is able to detect solid insulation ageing. It has also been
extensively studied, most recently by CIGRE working group D1.01 (TF13) [57].
They provided some guidelines on its application, but noted that this was complex.
The need to develop better techniques for detecting solid insulation ageing led to an
interest in the possibility of using methanol and ethanol. This was recently studied
by CIGRE working group A2/D1.46 [58].

In recent years, there has been rapid progress in transformer monitoring systems,
both in the number of parameters which can be monitored and also in the accuracy
and resolution of the results [24, 25]. This progress is likely to continue in the coming
years. Transformer users need to be aware that the life of any modern transformer
monitoring system is unlikely to be the same as that of the transformer being mon-
itored. There will therefore be a need to renew and upgrade monitoring systems
through the life of the transformer.
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Possibly the biggest challenge to the successful application of transformer moni-
toring systems is the aggregation of results between different sensors and, at a sub-
station or network level, different monitoring systems. Improvements in analytical
techniques are clearly required. The application of modern analytical techniques to
transformer data is in its infancy, and there is potential for rapid improvement [15].

• Variations in Distribution Voltage

Increased integration of distributed renewable energy resources, combined with the
inherently intermittent nature, of the two main sources has led to bidirectional power
flows on distribution networks in many areas. These have resulted in large variations
in the distribution voltage in some areas with abundant resources. These variations
in voltage have, in some cases, exceeded consumer and operator expectations, and
even limits imposed by regulators or legislation.

In response, so-called voltage regulating distribution transformers have been
developed. These are effectively distribution transformerswith on-load tap-changers,
although actual technologies used may be somewhat different from those used on
medium and large power transformers. They allow better control of the distribution
network voltage.

Until recently, this subject had been largely overlooked byCIGRE.Anewworking
group under the leadership of Study Committee A3 is shortly to be established
to study this area in more detail and provide recommendations concerning further
action.

Meanwhile, voltage regulating distribution transformers have been the subject of
intense study especially in Germany where the challenges of variable distribution
voltages have been especially strong [59, 60]. There are now plans to develop an IEC
standard for voltage regulating distribution transformers.

• Variations in System Frequency

A consequence of the loss of inertia owing to increased use of distributed energy
sources, especially solar, is an increase in frequency variation. Transformers in accor-
dance with IEC standards have only a limited capability for operation below-rated
frequency [61], and standards or specificationsmay need to be revised if this is shown
to be inadequate.

This issue will be partly addressed by the new working group under the leader-
ship of Study Committee A3. Note that the problem of DC magnetisation of power
transformers, which can give rise to similar phenomena, is already being studied by
working group A2.57.

5 Conclusions

This chapter focused on how changes in the electricity supply system will affect the
life cycle of power transformers and reactors. The CIGRE reference paper on the
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electricity supply system of the future provides some background information on
these changes, and the challenges they represent for the electricity supply system
as a whole [1]. Challenges of special relevance for power transformers and reactors
include the following:

• Bidirectional power and data flows at the distribution level
• Increased use of DC and power electronics at all voltage levels
• New and more advanced tools for modelling
• Increased environmental constraints
• Increased use of right-of-way capacity
• Offshore and subsea infrastructure
• A need for increase stakeholder engagement.

Bidirectional power flows from increased integration of distributed renewable
energy resources have led to large variations in distribution voltage in some areas
with abundant resources. These variations in voltage have in some cases exceeded
consumer and operator expectations, and even limits imposed by regulators or legis-
lation. In response, so-called voltage regulating distribution transformers have been
developed. These are effectively distribution transformerswith on-load tap-changers,
allowing better control of the distribution network voltage [59, 60].

In recent years, there has been rapid progress in transformer monitoring systems,
both in the number of parameters which can be monitored and also in the accu-
racy and resolution of the results [24, 25]. This progress is likely to continue in the
coming years. Possibly the biggest challenge to the successful application of trans-
former monitoring systems is the aggregation of results. Improvements in analytical
techniques are clearly required. The application of modern analytical techniques to
transformer data is in its infancy, and there is potential for rapid improvement [26].

Use of DC for long-distance transmission is now a mature technology, with the
firstDC transmission lines (or cables) having entered service as long ago as the 1950s.
The line voltages, and hence both the amount of power and the distance over which it
can be transmitted, have steadily increased reaching 1100 kV at the time of writing.
Two recent developments have extended the possible use of DC transmission—
VSC converters have reduced the technical challenges in constructing DC converter
stations and the development of DC circuit breakers has allowed the possibility of
multi-terminal DC networks [37]. Other recent developments include the use of DC
transmission for connection of offshore wind generation and also the development of
smaller-scale DC transmission to increase the capability of the distribution network
to absorb distributed renewable generation. IEC have recently published an improved
standard for HVDC transformers [39].

The large size ofmanymodernHVDCtransformers combinedwith the remoteness
of many installation sites may make transport to site very challenging. An emerging
technology which has been developed to meet these challenges is site assembly [44–
46]. It is likely to be an important enabling technology for use of higher AC and DC
voltages.
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Phase-shifting transformers are used to counteract loop flows in transmission
networks and to enable better use of the network capacity. Even in case of cen-
trally planned networks loop flows can arise, but integration of distributed renewable
resources has made the problem worse in many areas. IEC have recently published
an improved standard for phase-shifting transformers [43].

Possible environmental impacts of uncontrolled loss of oil, fire or explosion in the
event of a power transformer or reactor failure cannot be tolerated in environmentally
sensitive areas and sometimes also elsewhere. A large number of alternatives to
conventional oil-immersed transformers have been developed, of which the most
promising seems to be transformers immersed in natural and synthetic esters [47].
Both have now successfully been applied to transformers up to 420 kV class [48].
Further work is clearly needed in this area, and StudyCommitteeD1 have established
working group D1.70 to examine the functional properties of insulating liquids.

Another major environmental impact of power transformer and especially reac-
tors is audible sound. There is a need to minimise the impact of audible sound in
environmentally sensitive areas and especially in dense urban areas. Transformer
manufacturers, and their suppliers, have made great improvements in transformer
audible sound levels in recent years. CIGRE working group A2.54 was established
to consolidate this work, and in 2019 published an interim report concerning typical
and minimum no-load sound levels in 2019 [21]. They are currently working on
typical and minimum load sound levels. When this is complete, further work may be
needed to improve mitigation methods where lower sound levels than can reasonably
be achieved by improvements in design and construction are required, or for existing
transformers which no longer meet contemporary requirements.

A further major impact of power transformers and also reactors is losses. For
many years, there has been pressure on users to reduce losses and on manufacturers
to produce designs with lower losses in response. Many countries have adopted
statutory regulation of power transformer losses, now extending full the through size
range to include medium and large power transformers [e.g. 22]. CIGRE working
group A2.56 was established to provide users with some guidance on how best to
specify and transformer losses. It is also expected that the working groupwill provide
some useful guidance to countries planning to adopt new statutory regulations on
different methods of doing so.

The conclusions of this chapter are further summarised in Table 1.
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Table 1 Challenges for transformers and reactors in the power system of the future

System challenge Transformer challenge Responses

Bidirectional power flows Variable distribution voltage VRDT [59, 60]
New JWG led by A3

Variable system frequency Better specifications
WG A2.57
New JWG led by A3

Bidirectional data flows Better monitoring systems WG A2.27 [24]
WG A2.44 [25]

Better analytical techniques [26]

Modelling tools

Environmental constraints Oil Ester liquids
WG A2.33 [15]
WG A2.35 [47]
WG D1.70

Audible sound Better specifications
Better design and construction
WG A2.54 [21]

Losses Better specifications
Better design and construction
WG A2.56

Increased use of right-of-way
capacity

Higher DC voltages Latest IEC standard [39]
Site assembly
WG A2.59
New JWG led by A2

Higher AC voltages Site assembly
WG A2.59

Phase-shifting transformers Latest IEC standard [43]

Offshore infrastructure Offshore transformers WG B3.26 [33]

Subsea transformers

Stakeholder engagement New Green Book(s)
Support for Africa initiative
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1 Introduction

Over the last 100 years, electricity has become the world’s most flexible and reliable
power system. Global demand continues to increase and, in many countries, the
supply of electricity is strongly linked to gross domestic product (GDP) in the country.
The infrastructure that enables the secure distribution of electrical power is based
upon one specific device which must be extremely reliable: the circuit breaker (CB).
The CB plays what is considered the most important role in the networks which is
switching the power system current during both normal and abnormal conditions of
the power systems.

The development of CBs has been closely linked with a remarkable growth of
demand for higher voltage and larger short-circuit capacity of transmission systems.
Since the late 1800 s, a diversity of interrupting technologies using oil, air, vacuum
and SF6 gas as interrupting media had been realized and contributed to large capacity
power transmission constructions.

The oil CBs were first deployed in the power grid at the beginning of twentieth
century and the oil was used due to its good interrupting performance [1]. In 1907,
the first oil circuit breaker was patented by J. N. Kelman in the USA. The equipment
was hardly more than a pair of contacts submersed in a tank filled with mineral oil.
It was a time of discovery by experiments and most of the breaker design was done
by trial and error in the power system itself.

On behalf of CIGRE Study Committee A3.

N. Uzelac (B) · H. Ito · R. P. P. Smeets · V. Ferraro · L. Peretto
CIGRE, Paris, France
e-mail: nenad.uzelac@cigre.org

© Springer Nature Switzerland AG 2020
N. Hatziargyriou and I. P. de Siqueira (eds.), Electricity Supply Systems
of the Future, CIGRE Green Books, https://doi.org/10.1007/978-3-030-44484-6_4

103

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-44484-6_4&domain=pdf
mailto:nenad.uzelac@cigre.org
https://doi.org/10.1007/978-3-030-44484-6_4


104 N. Uzelac et al.

Half century later, in 1956, the basic patent on circuit breakers using SF6 was
issued to Lingal et al. [2]. This was a major shift in the breaker design—up to date,
most high voltage circuit breakers use SF6 as the interrupting and insulatingmedium.

Since then, the design, manufacturing, testing and field application of CBs con-
tinued to evolve following the requirements of the power industry. The air blast CBs
with multi-break designs realized 765 kV transmission networks in 1965. Then SF6
gas circuit breakers facilitated large capacity transmission and eventually realized
UHV transmission in 2009. Simultaneously, vacuum CBs have been widely applied
in medium voltage distribution networks, which are now available up to 145 kV
ratings and with all indications that even higher voltage vacuum breakers will be
coming to the market the coming years.

As a general trend, up to now, the interrupting capacity (efficiency) of the CBs
has been increasing, resulting in the significant size reduction. This is illustrated in
Fig. 1 that shows the technical evolution of unit interrupting capability of CBs with
different technologies.
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Fig. 1 Unit interrupting capability of CB with different technologies

Fig. 2 Evolution of the CB designs: Kelman’s oil CB built in 1901 (left), 168 kV bulk-oil, dead-
tank oil CB, developed in 1959 (middle), 145 kV live tank Vacuum interrupter CB with Sf6, from
2010 (right)
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Fig. 3 Manufacturing period of circuit breakers with different technologies

Figure 2 illustrates the evolution of the CBs technology over the course of the last
century, from using barrels filled with oil to utilization of the vacuum interrupters in
the live tank design.

The general timeline of commercial production and use of these various types of
circuit breakers is shown in Fig. 3.

One can see that some of the technologies like oil breakers are not being manu-
factured anymore, while others, like vacuum breakers and single pressure SF6 CBs,
are still being produced and developed.

Moving forward, circuit breakerswill continue to evolve in order to be able tomeet
the future requirements of the power grid that will be shaped by decarbonization,
decentralization and digitalization drivers [3].

• Decarbonization is encouraged through international and national policies that
promote reduction of carbon emissions and meet targets set out in the Paris
Agreement.

• At the same time, several (supra)national, regional initiatives are launched to
reduce the use and the emission of SF6 gas, an extremely potent greenhouse, in
favor of alternatives with low or nil GWP. A key role is for electricity: forecasts
are that by 2050, 45% of the world energy demand of will be electricity (at 200
EJ/yr), whereas this is 19% (75 EJ/yr) in 2016 [4]. Electricity displaces both coal
and oil in the final energy demand mix.

• Decentralization of energy supply is required due to increased customer partic-
ipation and increased demand. And as the energy industry pushes for renewable
alternatives (wind, PV), the power grid is becoming more and more decentral-
ized. This will lead to a more “chaotic” power flow with higher requirements on
switchgear for protection and power system (re-)configuration.

• Digitalization as the grid becomes more decentralized, switching technology
will be needed to ensure a consistent and reliable supply of electricity with a high
degree of automation.
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Taking these drivers into account, it is expected that two main power systems models
will appear between 2020 and 2040, since they will be needed to reach ambitious
decarbonization targets [3].

• Bulk Model it represents large transmission networks for interconnecting load
regions with power generation regions like with offshore wind and for intercon-
necting different countries and energy markets. World power line capacity will
increase from 2.5 PW-km in 2019 to over 7 PW-km by 2050. Forecasts are that by
2050 roughly 50% of these lines will be in the EHV (350–800 kV) class. Around
15% of bulk transport will be across HVDC connections, 85% is expected to be
still HVAC [4].

• Micro Model it represents clusters of small distribution networks that are self-
contained, consisting of distributed energy sources, storage and active customer
participation.

In this chapter, we will look in how these trends influence the developments in HV
switchgear, MV switchgear and instrument transformers.

2 Developments in HV Switchgear

System and component development is a matter of evolution. A revolution, however,
has been caused by the maturation of power electronics. When Thyristors, IGBT’s
and GTO’s became available at affordable prices, we can speak of a game changer in
the previously steadily and quietly evolving power grid, when it comes to control. A
major hurdle, however, are the losses of the semi-conduction junction in power elec-
tronics during normal current conduction. Therefore, hybrid solutions of switchgear
having a galvanic, mechanical path for normal conduction and a power electronic
switch for fault current interruption may emerge. In the foreseeable future, high-
voltage switchgear is not going to replace arc-based mechanical switchgear, except
for load switching [5].

Vacuum breakers will dominate the distribution systems and in the coming years
will be more compact and may have a separate electromagnetic drive for each phase.
A promising development is the self-actuating vacuum interrupter: no bellows, no
moving external parts and no external operating mechanism. A 145 kV vacuum
breaker is already available and the next steps will be a 245 kV double break and a
550 kV with 4 vacuum interrupters immersed in oil.

Short-circuit currents will increase and a substation equipped with fault current
limiters (FCL) would be a widely appreciated development. A pilot with a 110 kV
resistive FCL, however, has been stopped. A spin-off of ultra-fast drives for DC
circuit breaker might be very fast AC switchgear that could be fault current limiting
before the asymmetrical peak of fault current is reached.
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As the application of high-temperature superconductivity in the power system
comes within reach, various projects have been started worldwide. But will super-
conductivity be a game changer or will it only play a role in specific cases where the
old and proven technology cannot be applied?

For long-distance transmission of bulk power, the choice will be made either for
AC or for DC, and of course, the decision has to be made whether it will be done
with overhead lines, underground cables or gas-insulated transmission lines. Over-
head lines are the solutions with lowest investments, but with highest environmental
impact. High voltage cables, under development up to 800 kV but common up to
600 kV, traditionally only in submarine applications, now become more and more
prominent in onshore application, often as part of a line dominated grid. In that
case, switchgear needs special attention. Gas-insulated lines are now applied up to
1100 kV. For meshed DC transmission grids, a DC breaker is in development and
AC grids are in preparation for 1100 kV (commercial, China) and 1200 kV (pilot,
India).

While the short-circuit power of the grids is gradually increasing, the interrupting
capacity per break is now 550 kV voltage rating with 63 kA breaking capability,
which enables to the design and construction of an 1100 kV double break circuit
breaker. On the other hand, the general trend is to reduce the size and complexity of
the interrupting devices. In several locations in HV systems, short-circuit levels up
to 80 kA has been reached. SF6 circuit breakers are under development to cope with
this requirement.

SF6 has excellent dielectric properties and is a great extinguishing medium. But
outside the power engineering society, it is not appreciated because of its negative
influence on the environment. This will be an ongoing discussion, so the only path
to follow is to search for alternatives. The alternative gasses are already applied
in several GIS pilot projects up to 170/245 kV, in GIL (420 kV) and in current
transformers.

Figure 4 summarizes the manufacturing period of circuit breakers with dif-
ferent technologies along with technical subjects to be solved for wider applica-
tions. The subjects include the development of compact EHV vacuum interrupters,
long-term reliability of circuit breakers with SF6 alternatives and cost reduction of
semiconductor circuit breakers.

2.1 HVDC Breaker

The interruption process for DC breakers is much more challenging that for AC
breakers. AC breakers are interrupting the fault at a current zero, typically 2–3 cycles
after the fault initiation.

In DC systems, there is no natural current zeros so the breaker must be able to
create the artificial current zero, and with that needs to prevent the arc restrikes and
also to dissipate the stored energy. In addition, DC breakers must be able to interrupt



108 N. Uzelac et al.

Fig. 4 Manufacturing period of circuit breakers with different technologies along with technical
subjects to be solved for wider applications

the fault within a few milliseconds because of the fault current in DC system has
much faster rate of rise because of the relatively low impedance in HVDC.

Figure 5 shows a photo of a prototype 500 kV, 25 kA hybrid mechanical and
power electronic DC circuit breaker and its configurations. The hybrid HVDC circuit
breaker consists of a main load branch and a main breaker branch. The main load

Fig. 5 500 kV DC circuit breaker (Hybrid mechanical and power electronic switch)—Courtesy of
NR Electric, State Grid Corporation of China
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Le�: Nominal current carrying (load) condi�on Right : Current commuta�on from the load 
branch to the breaker branch

Le�: Current commuta�on comple�on to the breaker branch    Right: Current blocking by IGBT modules 
and energy dissipa�on by MOSA

Fig. 6 DC current interruption process of the 500 kV DC circuit breaker [6] (Courtesy of NR
Electric, States Grid Corporation of China)

branch includes the fast mechanical switch (vacuum disconnector) and the IGBT
commutation module. The main breaker branch is composed of the series-connected
IGBT modules with several diodes and the energy dissipating MOSA connected in
parallel. Figure 6 shows the DC current interruption process of the 500 kVDC circuit
breaker.

Some of the applications and the new developments regarding HVDC breakers
are discussed below.

2.1.1 HVDC Switchgear

Interruption of DC current is basically impossible because of the absence of a natural
current zero crossing. Nevertheless, since the advent of HVDC systems over 60 years
ago, the need arose of switching DC current, for commutation of current into a



110 N. Uzelac et al.

different path (transfer of current) either in a station busbar, line or neutral conductor
or to bypass certain station equipment, e.g., a converter or part of a converter that is
out of order. These switching functions are carried out by HVDC transfer switches.

Earthing operations, for safety or operational reasons, need to be carried by
earthing switches and high-speed earthing switches.

When switching is performed under no-load (no current) conditions, disconnector
switches are in common use. Though their function is to isolate, under energized (no
load) conditions, small resistive leakage current needs to be interrupted.

Transfer, earthing and disconnector switches are very common in DC side switch-
yards in HVDC stations. HVDC switches can be either air insulated (most common)
or gas insulated. Development is toward HVDC switches to be accommodated in
systems up to ±1100 kV.

2.1.2 HVDC Circuit Breakers for Multi-terminal HVDC Grids

Almost all of the HVDC systems in use in the world are point-to-point systems,
a single HVDC link connecting two HVDC stations nearby large-scale generation,
e.g., a large hydropower plant or a large load center. In case of a fault, the total
link needs to be de-energized, either by AC circuit breakers or by converter control
(in LCC systems). During system restauration, there is no or limited energy flow.
Especially in systems having submarine connections, repair times can be very long; a
survey amongEuropeanTSO reports an average repair time of 60 days [7]. Therefore,
dedicated DC circuit breakers for DC fault current interruption at DC side are not
necessary for point-to-point links.

With the need of connecting huge amounts of medium sized generators (com-
monly offshore windfarms) spread across a large surface, meshed HVDC grids or
multi-terminal HVDC systems are being realized in small scale and conceived in a
large scale, aimed to harvest hundreds of gigawatts in a few decades from now. The
meshed or multi-terminal topology greatly enhances reliability, system stability and
electricity trade across national boundaries.

A key requirement of such meshed HVDC grids is the possibility to de-energize
faulted branches of the grid, without endangering the integrity of the system as
a whole. The best candidate so far, apart from dedicated “full bridge” converter
topologies, is the HVDC circuit breaker. This device needs to interrupt every possible
DC fault current and to isolate the faulted section from the grid in a very short time.

Whereas HVDC switches are from technology point of view based on AC switch-
ing devices, having only slight modifications for typical HVDC arcing and insulation
requirements, HVDC circuit breakers are totally different from AC breakers. HVDC
circuit breakers consist of various components and are very complicated, large and
expensive devices.

DC breakers at all voltage levels (LV—EHV) are based on the principle that
generation of a counter voltage, exceeding the system voltage, suppresses the DC
fault current to zero. During the fault current suppression process, the breaker needs
to absorb the energy stored in the faulted DC grids, usually with a sizeable amount
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of MOSA. In HVDC applications, counter voltage generation is achieved though
active interruption of the fault current in the main path of the breaker, after which
the current is forced to commutate in a parallel path of high impedance, usually
a capacitor bank. There, voltage is rapidly built up until it is limited by a MOSA
bank that further conducts the fault current while system energy is absorbed. Several
different technologies are in development, all using a combination of mechanical
interrupters (vacuum, SF6) and an auxiliary circuit for current zero creation, either
based on active current injection [8], power electronics [9], or HF oscillation excited
by power electronics [10].

In 2017, CIGRE Technical Brochure 683 “Technical requirements and specifi-
cations of state-of-the-art HVDC Switching Equipment” was issued [11]. In this
document, a large number of HVDC switchgear are summarized, explained and
analyzed.

2.1.3 HVDC Multi-terminal Grids in China (±160, ±200 KV
in Operation, ±500 KV to Come), ±525 North Sea HVDC Grid
Under Study

HVDC circuit breakers are in service at the time of writing in two projects, one is
the ±160 kV four terminal Nan’ao project (2013) [12] operated by China Southern
Power Grid the other is the ±200 kV Zhoushan five terminal island link (2014) [13],
from State Grid Company of China. Recently, HVDC circuit breakers were installed
in both projects. In addition, the realization of the±500 kVZhangbei meshedHVDC
grid [14], also a project in China, will initially include 16 HVDC breakers of five
different designs. Several types of HVDC circuit breakers are under development,
all for application in future meshed grids.

2.2 Vacuum Interrupter at Transmission Level

Excellent service experience of vacuum circuit breakers in MV power systems obvi-
ously resulted in exploration of possibilities to develop vacuum switchgears for
transmission voltage levels. CIGRE investigated the service experience of HV vac-
uum circuit breakers and summarized the state-of-the art regarding the impact of the
application of vacuum switchgear at voltages above 52 kV.

There are basically two ways to increase the dielectric strength of the vacuum
gap to the value needed for insulation at transmission levels. One is to increase the
contact distance in a two-contact configuration. However, the breakdown voltageUb

of vacuum gaps is not proportional to the gap length d (as it is in gases), but typically
follows the relation:

Ub = A · dα
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Fig. 7 Dielectric
performance in Vacuum

where α is a parameter smaller than one and A is a constant. The explanation is that
breakdown in vacuum is a surface effect, completely governed by the contact surface
condition. In SF6, breakdown is merely a volume effect that scales linearly with
the gap length. The breakdown process is then mainly determined by the insulating
medium and its pressure rather than by the contact configuration and condition.

Figure 7 shows an example of static breakdown voltage for different interrupting
media under no load condition. The dielectric strength linearly increases with the
contact gap in case of gas, however, that in a vacuum shows good dielectric strength
with small gap (even 2–4 mm gap) but gradually saturates for a longer gap length.

The other way is to place two or more gaps in series (multi-break circuit breakers
that typically ensure the uniform voltage distribution across all breaks during normal
and switching system operation with grading capacitor), and in case of ideal voltage
sharing between the gaps, the necessary withstand voltage level can be achieved with
a total contact distance smaller than it would be with a single gap.

These two solutions co-exist in the market at voltages above 72.5 kV.
The first reported commercial development of transmission vacuum circuit break-

ers was in the UK in 1968 where eight vacuum interrupters were connected in series
in a circuit breaker for 132 kV. The breaker has been in service formore than 40 years.

In the mid-1970 s, in the USA, a series arrangement of four vacuum interrupters
per pole was used as retrofit kit for bulk oil circuit breakers up to a system voltage
of 145 kV, and further plans were made for up to 14 break interrupters for 800 kV
[15].

Simultaneously with this multi-gap/multi-break approach, Japanese researchers
developed and commercialized single-break vacuum interrupter units up to
145/168 kV.

In 1986, two types of vacuum circuit breakers were published: a single-break
84 kV vacuum circuit breaker with a rated breaking current of 25 kA and a proto-
type vacuum circuit breaker for the 145 kV voltage level. Commercial single-break
vacuum circuit breakers are available up to 145 kV and commercial double-break
dead-tank-type vacuum circuit breakers are developed up to 168 kV (see Fig. 8) and
204 kV.
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Fig. 8 168 kV, 40 kA
Vacuum circuit breakers in
1972 (Courtesy of
Meidensha)

In total, approximately, 8300 units of vacuum circuit breakers with rated voltages
of 52 kV and above were delivered to the market by five manufacturers in Japan from
the late 1970 s to 2010. Roughly, 50% were delivered to power utilities and 50% to
industrial users. Cubicle-type GIS (C-GIS) represents 50% of the HV vacuum circuit
breakers application, mainly by industrial users.

One of the reasons of the rather frequent use of HV vacuum circuit breakers
in Japan is that utilities acknowledge the advantages of less maintenance (com-
pared with SF6 circuit breakers), the excellent frequent-switching performance, and
suitability for rural distribution systems.

The reliability of HV vacuum circuit breakers appears to be comparable to SF6
circuit breakers. A Japanese survey on the failure rate of HV vacuum and SF6 circuit
breakers installed in 72.5 kV transmission networks was conducted in cooperation
with a Japanese utility. Mechanical failure of the operating mechanism was the main
cause of major failures. There were no troubles caused by over voltages arising from
HV vacuum circuit breakers. The quantity of failures, however, is too low to identify
a trend regarding service years.

Most research and development efforts devoted to HV vacuum circuit breakers
are concentrated in East Asia. Japanese companies showed the feasibility of mature
products already twenty years ago, however, predominantly applied on their internal
market whereHVvacuum circuit breakers take a certain share in special applications.

Research and developmentwork in Europe has been reported since themid-1990s.
Companies inEurope are nowbringingHVvacuumcircuit breakers on themarket and
have started pilot projects to gain experience in the field. In the modern generation
of HV vacuum circuit breakers, SF6 is tended to be avoided as outside insulation
media of the vacuum interrupter, and instead, nitrogen or dry air is preferred. The
most recent development was 145/170 kV vacuum interrupter that has been fully
tested inside the air-insulated circuit breaker [16], including a dead-tank solution.
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Fig. 9 Installation of Vacuum circuit breaker in 110 kV substation (courtesy of siemens)

When developing VIs for higher voltages, one must pay a closer look to its X-ray
emissions [17]. Figure 9 shows the installation of the 110 kV breaker equipped with
145 kV VI in one substation.

Some manufacturers in the USA although having an early track record of HV
vacuum circuit breaker development did not commercialize the HV vacuum circuit
breaker technology. However, products for load switching, notably capacitor banks,
with multi-break vacuum interrupters in series (up to 9 interrupter units per phase)
emerged already long ago as HV switches up to rated voltages of 242 kV. Vacuum
switchgear is occasionally seen as an option in HV disconnectors for increasing their
switching capability.

Experimental (‘hybrid’) designs with SF6 and vacuum interrupters in series have
been reported as well. The idea is to use the very fast recovery of a vacuum interrupter
to withstand the initial TRV (such as appears in short-line fault interruption), whereas
an SF6 interrupter with a reduced amount of SF6 should withstand the peak value of
the transient recovery voltage.

Moving forward, it is expected to develop single VIs for even higher voltage level
classes. A mock-up of a 245 kV/63 kA VI has been already shown at CIGRE 2018
exhibition.

2.3 Circuit Breaker with SF6 Alternative Gases

SF6 has been an essential part of transmission and distribution equipment, included
switchgear rated up to over 1000 kV. It has a proven track record and its technical
advantages are well understood and documented both in industry and academia.
Despite all the advantages, SF6 has one major shortcoming—its environmental
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impact. Since Kyoto protocol in 1997, SF6 has been on the watch list, but recently,
there are number of regulatory activities that may result in banning the SF6 for use
in T&D products, including switchgear.

For example in USA, California Air Resource Board (CARB) is working on the
SF6 phase out plan that will likely start in 2025 [18]. Meanwhile, Europe has the
goal to cut the F-gas emissions by two thirds by 2030 compared to 2014. In 2020, a
new and tighter regulation is expected and SF6 phase out plan might be part of it.

In addition to the regulative changes, both IEEE and IEC are investigating the
impact of replacing SF6 gas with alternatives on the switchgear standards [19].

At the same time, the technical community is in the process of evaluating the
performance of alternative gases. On the following pages, some of the latest research
is presented.

CIGRE SC A3 published a reference paper [20] on interrupting performance
with SF6 alternative gases including C5 Perfluoroketone (C5-PFK, F-Ketone,
CF3C(O)CF(CF3)2) [21] and Iso-C4 Perfluoronitrile, (C4-PFN, F-Nitriles, (CF3)2-
CF-CN) [22]. The reference paper claims that there are no alternative interrupting
media comparable to SF6 covering the complete high voltage and breaking current
ranges as needed by today’s power systemswith the same reliability and compactness
as modern SF6 circuit breakers.

SF6 alternatives often lead to larger interrupters (often multi-breaks) with a higher
gas pressure that requires the use of a larger driving energy of the operating mecha-
nism. Therefore, the high GWP value 23,500 of SF6 alone is not adequate to measure
the environmental impact of electric power equipment based on SF6 technology. The
environmental impact of any specific application should be evaluated and compared
using the life cycle assessment approach from its production to disposal as regulated
by ISO 14,040.

There are still missing scientific data showing why a small amount of F-Ketone
or F-Nitriles in CO2 can significantly improve the interrupting capability. However,
short-line fault (SLF) interruption performance (thermal interruption performance)
with a mixture of F-Ketones with CO2/O2 (7-8 bar) is 80% compared to SF6, which
causes a 245 kV GIS to be de-rated to 170 kV. Interrupting performance with a
mixture of F-Nitriles with CO2 (7 bar) was cleared for 145 kV, which is unknown
compared with SF6.

In conclusion, the use of a 245 kV (50 kA for SF6) GIS design using an operating
mechanism with larger mechanical energy under higher gas pressures (7–10 bar for
non-SF6) can provide a 170 kV GIS (31.5–40 kA for non-SF6).

2.3.1 Properties of SF6 Alternative Gases and Mixtures

The properties of the selected alternative gases with reference to SF6 are shown in
Table 1. The GWP for the various gases is different: the C4-PFN has a much higher
GWP than CO2 or C5-PFK that are both around 1. All the gases of interest are not
flammable, have no ozone depletion potential (ODP) and are non-toxic according to
safety data sheets available from the chemical manufacturer [21, 22]. The dielectric



116 N. Uzelac et al.

Table 1 Properties of pure gases compared to SF6
CAS
numberc

Boiling
point/°C

GWP ODP Flammability Toxicity
LC50
(4h)
ppmv

Toxicity
TWAa

ppmv

Dielectric
strength/pu
at 0.1 MPa

SFs 2551-62-4 −64b 23,500 0 No 1000 1

CO2 124-38-9 −78.5b 1 0 No >300,000 5000 ≈0.3

C5-PFK 756-12-7 26.5 <1 0 No >20,000 225 ≈2

C4-PFN 42532-60-5 −4.7 2100 0 No 12,000 65 ≈2

aThe occupational exposure limit is given by a time-weighted average (TWA), 8-hr
bSublimation point
cA unique numerical identifier assigned to every chemical substance described in the open scientific literature

strength of pure C4-PFN and C5-PFK is nearly twice that of SF6. CO2 has a dielectric
withstand comparable to air [23–24], significantly below that of SF6.

The properties of gases and mixtures when used in switchgear are shown in
Table 2. The concentration of admixtures of C4-PFN and C5-PFK with the buffer
gas is given in the second column and is typically below 13% (mole). Note that
for the use of C5-PFK in CO2, additionally an oxygen admixture is used. Due to a
reduced dielectricwithstand of themixtures compared toSF6 at the samepressure, the
minimum operating pressure needs to be slightly increased to about 0.7 … 0.8 MPa
for C5-PFK and C4-PFN when using CO2 as the buffer gas for HV application. For

Table 2 Properties/performances of gases and mixtures in MV and HV switchgear applications

Cad
a Pmin/MPab Tmin/°Cc GWP Dielectric

strengthd
Toxicity
LC50
ppmv

SF6 – 0.43 … 0.6 −41 … −
31

23,500 0.86 … 1

CO2 – 0.6 … 1 ≤−48f 1 0.4 … 0.7 >3e5

CO2/C5-PFK/O2
(HV)

≈6/12 0.7 −5 … +5 1 ≈0.86 >2e5

CO2/C4-PFN
(HV)

≈4… 6 0.67…0.82 −25 … −
10

327 …
690

0.87 …
0.96

>1e5

Air/C5-PFK
(MV)

≈7 …
13

0.13 −25 … −
15

0.6 ≈0.85e 1e5

N2/C4-PFN
(MV)

≈20 …
40

0.13 −25 … −
20

1300 …
1800

0.9 … 1.2 >2.5e4

aConcentration of admixture is in mole % referred to the gas mixture
bTypical lock-out pressure range
cMinimum operating temperature for Pmin
dDielectric strength compared to SF6 at 0.55 MPa. For the scaling of SF6 breakdown field, Ed with
pressure correction in the form of Ed = 84·p0.71 was used
eCompared to SF6 at 0.13 MPa, measurements were for a mixture at −15 °C
fCalculations with Ref: https://www.nist.gov/srd/refprop

https://www.nist.gov/srd/refprop
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Air/C5-PFK mixtures in MV applications, 0.13 MPa can be kept and the dielectric
withstand of SF6 is approached. The high dielectric withstand of mixtures with
relatively low admixture ratios of C4-PFN or C5-PFK can be explained by a synergy
effect [25], i.e., a nonlinear increase of the dielectric strengthwith the admixture ratio,
as is known in SF6/N2 mixtures. The GWP of mixtures with C5-PFK is negligible, at
the cost of a higher minimum operating temperature. Low-temperature applications
of e.g. −25 °C for HV can be covered by pure CO2 or CO2 + C4-PFN mixtures.

2.3.2 Interrupting Performance of SF6 Alternative Gases and Gas
Mixtures

The switching performance mainly focuses on thermal interrupting capability, cor-
responding to the short-line fault (SLF) testing duty and the capacitive switching
capability. Preliminary information on the switching performance of pure CO2 and
CO2 mixtures is collected in Table 3. The performance of SF6 is given for com-
parison. With an enhanced operating pressure compared to SF6, the cold dielectric
strength, which is ameasure of the performance in capacitive switching, can reach the
same level as that of SF6. In the scanned literature, only qualitative statements on the
switching performance of C4-PFN and C5-PFK mixtures could be found. For CO2,
a few quantitative comparisons exist. Very roughly, for pure CO2 at an increased fill
pressure of about 1 MPa, about 2/3 of both the dielectric and thermal interruption
performance of SF6 might be expected. With the admixture of C4-PFN and C5-PFK
into CO2, the dielectric performance can be close to SF6. The SLF switching perfor-
mance for the mixtures of CO2/O2/C5-PFK is reported to be 20% below that of SF6
[25]. For an adapted circuit breaker (CB) with CO2/C4-PFN, a SLF performance
similar to that of SF6 is stated [26]. There are, however, also direct comparisons of
pure CO2 with CO2/C4-PFN and CO2/C5-PFK mixtures using identical geometry
and pressure, which show similar thermal interruption performance of CO2 with and
without mixtures. IEC test duties L90 (SLF) and T100 (100% terminal fault) with
the new mixtures have been passed with some design modifications [27] or certain

Table 3 Switching performance of gases and mixtures compared to SF6 at increased operating
pressures in HV applications

Operating
pressure (MPa)

Dielectric
strength/pu

SLF performance
compared to
SF6/pua

Dielectric
recovery
speed/pu

SFs 0.6 1 1 1

CO2 0.8 … 1 0.5 … 0.7 0.5 … 0.83 >0.5

CO2+C5-PFK/O2 0.7 … 0.8 Close to SF6 0.8 … 0.87 Close to SF6

CO2/C4-PFN 0.67 … 0.82 Close to SF6 0.83…(1)b Close to SF6
aAt same pressure build up
bSame performance as SF6 is stated but it is not clear if this was under same conditions
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de-rating [25], suggesting that the switching performance of the new mixtures is not
significantly lower than that of SF6. This has also been shown to be valid for the bus
transfer switching duty of disconnector switches, e.g., [28, 29].

Formation of critical by-products under repetitive switching in a small volume
is discussed in [24]. Considerably more experience seems to be needed on the post
arcing toxicity of the potential SF6 substitute gases. Additional reported issues are:
material compatibility [16] (e.g., effects on sealing and grease), gas tightness and
gas handling procedures. Therefore, existing HV equipment cannot be filled with the
new gases without design or material changes. Internal arc tests were done with all
mixtures and no critical issues are reported, [26, 30, 31].

With the C5-PFK mixtures for HV (GIS with 8 bays for 170 kV, 31.5 kA, based
on a 245 kV, 50 kA design) and MV (primary switchgear, 50 panels, 22 kV, nomi-
nal current: 1600 A for feeder, 2000 A for busbars), pilot installations have been in
operation successfully since 2015 in Switzerland [30, 32] and Germany. Pilot instal-
lations with the CO2/C4-PFN mixture are planned in several European countries 0,
such as a 145 kV indoor GIS in Switzerland, 245 kV outdoor current transformers
in Germany and outdoor 420 GIL in the UK [26, 28].

As the latest SF6 alternative, research and test results were published on a breaker
filled with a CO2/O2 mixture [33]. The concept of a variable pressure scheme is
introduced in terms of insulation coordination across multiple ratings with the low-
end pressure scheme bounded by switching and interrupting performance and the
high-end pressure scheme bounded by saturation temperature limits which were not
practical even with SF6.

2.4 Offshore Switchgear Applications

As offshore wind turbines continue to grow in size and power output, wind farm
developers and operators are preparing to switch over to 66 kilovolt (kV) technology
rather than the current 33 kV technology. The wind turbines being developed will be
12 MW reaching heights of 250 m. The higher operating voltage offers benefits like
reducing the number of required substations as well as reducing the length of cables
that need to be installed.

HV switchgear installed in these turbines will need to be compact and to have
minimizedmaintenance costs (Fig. 10). Circuit breakerswill have to be able to switch
higher capacitive currents in a very long AC cables. Also, it is possible that current
zero will be missing due to large reactive compensation onshore.
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Fig. 10 Compact 66 kV
switchgear for offshore
applications. Courtasy of GE

3 Developments in MV Switchgear

Distribution grids are going through a radical step change, driven by various trends.
One is that power flows are changing from rather stable, predictable and unidi-
rectional toward variable, volatile and bidirectional. Another trend is the increased
pressure by stakeholders to achieve a higher availability of electric power, i.e., a
reduction of power interruptions. Additionally, load currents, short-circuit currents
and system voltages are on the rise due to developments both at load side and gener-
ation side of the power systems, as well as by increasing demands on power quality
[34].

To satisfy those requirements, advanced switching equipment (circuit breakers,
reclosers, fault interrupters) that work withmore complex protection and tele-control
systems are used instead of fuses and switches.

In addition, switching generators on and off and clearing faults nearby power
plants require functionalities that are outside general-purpose circuit breaker spec-
ifications. Users should be aware of the special requirements to be put forward for
generator circuit breakers. One of the aspects to be considered is the dielectric with-
stand strength across open contacts to facilitate the separation of two parts of the
power system (or a generator) running non-synchronously.

Furthermore, a larger societal pressure to limit spatial, visual and environmental
impact of distribution switchgear forces the power industry to look for compact
and/or underground equipment independent of the ambient (e.g., submersible). Small
spaces lead to potential safety and health issues that need to be solved in an adequate
and transparent way. Internal arc withstands capability is a growing concern where
equipment getsmore compact.Also, because of bidirectional powerflows, distributed



120 N. Uzelac et al.

generation introduces newandmore complicated safety issues, duringnetwork repair,
restoration and modification.

Last but not least, utilities are facing a significant resource challenge. From a
human perspective, there are a disproportionate number of utility experts leaving
the workforce comparing to those who are ready to enter. This results in having less
qualified labor which needs the power system to operate simpler and safe. Utilities
will depend more on “plug and play,” “fool-proof,” “maintenance-free” and “longer
life” switchgear, equipment with advanced sensors and tele-controlled intelligence.
From a financial perspective, utilities are faced with the pressures to reduce opera-
tional and maintenance costs. To illustrate the trends in the MV grid, consider the
following examples.

3.1 Distribution Switchgear

There is a clear trend moving from fuses and switches toward circuit breakers and
reclosers with protection relays. The main reasons are:

• better coordination between protection relays, resulting in shorter fault clearing
times

• better selectivity, the ability to perform auto-reclosing with short interruption
times

• the possibility to faster or even automatic restorationwhen tele-control is available.

Additionally, dispersed generation will influence load flow/fault current directions
and patterns in such a way that at many nodes, fuses with switches may no longer be
applied. Another argument for circuit breakers instead of fuses is to avoid touching
high voltage parts like fuses when removing them to isolate parts of the system.

In Fig. 10, the relationship is illustrated between certain developments in the
distribution grids, their consequences, necessary countermeasures and the impact of
the measures on switchgear assemblies. When the facilities mentioned in the last
paragraph are available, the functionality of the switchgear can be augmented. By
telecommunication, it could be possible to collect system analogue inputs to improve
operational efficiency (e.g., volt/var optimization), load flow calculations and theft
detection support. But it is also possible to provide engineering access for remote
device management, including firmware and setting management, as well as remote
protection profile changes for work on the power system and for temporary system
conditions such as adverse weather. Functions as controlled switching, islanding
(system separation), synchro-check and synchronization can be implemented.
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3.2 Remotely Controlled Switchgear

When the power supply can be controlled and restored by control center operators or
by the atomized systems, the gain in a reduction of system average interruption dura-
tion index (SAIDI) will be enormous. The following conditions must be considered
for the control center:

• Information about the fault location should be available (from indicators,
protection relays)

• The status of all involved switchgear should be available (including alarms)
• Information about maintenance and other activities, including information about

earthed parts of the network should be accurate
• Operational information about dispersed generation should be timely and accurate
• The relevant switchgear should be controllable
• Power flow should be visible.

When applied in a smart way, tele-control by SCADA is very beneficial. For instance,
the increase in costs to add SCADA to every recloser may well be below the benefits
received, which depend upon the utility geography, predominantly lines or cables,
field resources (technician manhours) and the expected benefits, such as improved
reliability, customer inclusion, safety, efficiency, security and environmental impact.
Figure 11 shows the customer interruption benefits (for one utility) as function of
the number of SCADA connected reclosers. Clearly diminishing returns in terms
of customer interruptions is visible by a further increase of the number of SCADA
connected reclosers, levelling out around 1500 with 900,000 customer interruptions
saved, i.e., average 600 customer interruptions saved per recloser.

Another example is on the benefits of remote switching and taking safety
measures, such as non-reclosing settings. The benefits are improved partial cir-
cuit restoration times, reduced field coordination (phone calls) and increased crew
utilization.

As the electronic equipment for telecommunication, monitoring, protection and
control (IED) is installed near primary equipment, it should be designed and tested for
working in the harsh electromagnetic environment.One example is showed inFig. 12.
The circuit breaker and switches in the ring main unit (RMU) were controlled by a
dedicated remote-communication system (installed on the left-hand side). Auxiliary
supply was derived from the low voltage side of theMV/LV-transformer in the RMU.

3.3 Automatic Restauration

A next development will be automatic system restoration, where local and essential
information is collected, and decisions are made to autonomously operate within
seconds or tenths of seconds. Thewell-known auto-reclosing functionality is a simple
predecessor of such developments. As switching will be performed rather fast, the
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Fig. 11 Distribution system relationship diagram

risk of reconnection of still running generators and motors must be considered.
Possibly, synchro-check apparatus will have to be applied to prevent large damage
to running plants. Note that breaking out-of-phase currents is not a specified test
duty for reclosers or fault interrupters machines connected through power electronic
converters show different behavior and may be switched off and on automatically,
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Fig. 12 Customer Interruptions saved as function of number of SCADA-connected reclosers

but this must be verified carefully. Figure 13 shows an example of an Inteligent
electronic device (IED) used for protection and restoration (Fig. 14).

Fig. 13 Tested tele-controlled 12 kV RMU with telecommunication and control box (courtesy of
Eaton)
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Fig. 14 Protection and
restoration IED

3.4 Islanding

Islanding is a condition in which a distributed generator like solar panel or wind
turbine continues to generate power and feed the grid, even though the electricity
power from the electrical utility is no longer present. Each part of the grid is running
at its own frequency, which has its own challenges both for protection and switching
equipment. New products and new standards will be needed to fully satisfy the
requirements of the emerging “two-way power flow” grid. To name some of the
issues that will need to be considered.

It is expected that in the near future, the power plants connected to a distribu-
tion grid will have to stay connected and consequently may keep the electric island
energized. Fault-ride-through requirements, microgrids, no-break installations and
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industrial grids result in an increased possibility of system separation in distribution
grids. Regardless, facilities should be installed to accommodate the synchronization
of the island before coupling it back to the main grid. False synchronization causes
large stresses for the rotating equipment and potentially failing current zeroes at
breaking the out-of-phase current1 [35–36]. In [36], apart from the conditions for
generator circuit breakers, information about out-of-phase conditions in transmis-
sion networks has been given, but for general-purpose distribution circuit breakers
no information is available (about out-of-phase angles, depressed voltages, protec-
tion and control interactions, etc.). An example of a simulated out-of-phase current
at false synchronization is presented in Fig. 8 [35].

Another peculiarity to be mentioned is the dielectric strength across open contacts
when a medium voltage circuit breaker has to split a distribution grid or to separate
a generator from the grid. The voltage stress across the open contacts is larger than
the voltage specified for general-purpose breakers and users are assumed to apply a
disconnector to withstand the continuous operating voltage difference between the
two parts of the network. It is expected that, at the distribution level, the application
of disconnectors for this purpose will not become common practice. The IEEE series
1547 [37] has put forward dielectric requirements for the interconnecting (parallel-
ing) switch. For instance, such a switch has to withstand continuously 220% of the
rated voltage across open contacts.

3.5 Fault Currents

The fault currents are both increasing and decreasing due to the new grid develop-
ments. Both cases are explained below.

First, the network developments (larger loads, more dispersed generation, power
quality issues) result in higher short-circuit powers and the need for higher rated
voltage levels. This in turn prompts the need for system voltage conversion (e.g.,
24 kV instead of 12 kV), a larger current carrying capacity and more redundancy
together with intelligent circuit breakers.

Thus, short-circuit current levels are increasing. This is not so much caused by
distributed generation, but by the enforced network structure (parallel circuits, lower
impedances). At the same time, network losses are reduced, leading to a higher X/R
ratio and thus larger DC-time constants in the short-circuit currents, especially close
to transformers (see Fig. 15). Consequently, a larger peak value of the fault current
can be expected as well as a more severe major loop switching.

Second, the contribution of non-synchronous generators to fault currents is com-
pletely different, as the short-circuit current will be limited by the capability of the

1Note that these stresses occur with synchronously connectedmachines, but not with rotating equip-
ment connected by power electronic converters. Islanding with only non-synchronous generators
cannot be expected to occur without special facilities which are able to force an AC-voltage into
the isolated part of the network.
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Fig. 15 Prospective fault current considering the moment of inertia of the synchronous machine
and resulting from synchronizing under out-of-phase conditions (out-of-phase angle ϕ0 = 90°)

power electronic converter and its controller. In Fig. 16, examples are given of the
waveforms of short-circuit currents supplied by a windmill and a windmill farm.
The peak values of the currents are small compared to those of synchronous and
asynchronous generators and their duration limited. Non-synchronous generators
behave like current sources, and therefore, the contribution is independent from the
distance to the fault. In addition, to supply a comparable amount of energy as conven-
tional power plants, the installed capacity must be an order of magnitude larger. Such
effects compensate to a certain degree the reduced contribution per non-synchronous
generator.

Connecting new distributed generation to the network increases the local fault cur-
rent level. Thus, the network’s fault rating limits the amount of distributed generation

Fig. 16 DC-offset of a 50 Hz short-circuit current, large τ typically for transformer fed faults [14]
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that can be connected. This is largely because most distributed generating capacity
connecting in dense urban areas uses rotating machinery, e.g., piston engine-based
combined heat and power installations and diesel standby generators, which have
the highest impact on fault current levels. Novel ultra-fast current limiting circuit
breakers are under development, capable to limit and interrupt fault current in a time
below 1 ms. This is achieved by applying a parallel combination of an extremely
fast mechanical switch in the main path, power electronics to interrupt and MOSA
to absorb the energy [38].

3.6 Environment, Resilience and Safety

In urban environments, it is often difficult to find space for new switchgear locations
or extend existing facilities. The difficulty comes both from a shortage of space and
fromsocietal resistance against this kind of installations. Toovercome such problems,
solutions have been found in pole-mounted switchgear, compact RMU’s, special
housings, integration in other infrastructure and even in underground switchgear.
Examples are given in Fig. 17.

There is a trend to a further reduction of the visual and spatial impact, resulting
in higher costs and a push to find more intelligent solutions. This trend reflects the
inherent value of the permits to occupy certain routes (right of way) and certain loca-
tions which form essentially utilities’ “raison d’être.” There is also a pressure to look
for less obvious solutions, like underground RMUs, in cellars, inside bridgeheads, on
higher floors (for instance above shops), in parking spaces of multi-store buildings or
in poles. One of the problems faced is to get access to the equipment, especially with
unplanned switching actions. While manually operated switchgear may be placed
below grade, the hazards associated with operating in confined spaces become prob-
lematic. Remotely controlled (SCADA), automatic andmaintenance-free switchgear
may help to solve the direct access problems to a large extent.

Fig. 17 Fault current measurement at MV-side, 100% voltage dip: (left) a 2 MW full converter DG
at 30% load, peak 3.16 pu, (right) a 3 MW DFIG at 100% load, peak 4.7 pu
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Fig. 18 12 kV RMUs adapted to their environment and automated underground 25 kV switchgear

Fig. 19 38 kV, Smart, submersible Vacuum fault interrupter with reclosing capability

Some of the spatial solutions conflict with another societal pressure: resilience.
That is the preparedness for catastrophic events like cyberattacks, floods, fires and
explosions. Floods may arise from sea (tsunami, broken sea-defense), rising rivers
or heavy rainfall. Submersible equipment is deemed to be required for underground
solutions, where flood is a risk to be mitigated. In general, there is a trend to request
equipment insensitive to ambient conditions like humidity and pollution (Figs. 18
and 19).

3.7 Compact, Multifunctional Switchgear

Whendesigningmore compact switchgear (smaller dimensions, combined functions,
three-position switch, three-function circuit breaker, and embedded sensors), safety
aspects need special attention., e.g., under normal operational conditions are the
dielectric distances large enough? And how will this be under abnormal conditions,
for instance when the mechanical integrity is at stake? Can the enclosure be touched
safely? Evenwhen flooded by dirty or salty water? (An example is showed in Fig. 20)
[39, 40].
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Fig. 20 27 kV, smart submersible SF6 switch (courtasy of G&W electric co) [39]

As trouble continues to happen in the system, utilities need fast and efficientmeans
of isolating the circuit to conduct their repairs. While IEDs can contribute to better
system performance, the practical aspects of restoring faulted sections still require
the creation of safe working zones.

Leakage of SF6-gas or an alternative such as CO2 takes away oxygen, how haz-
ardous are its decomposition products in practice? Is the safety guaranteed? SF6-gas
has a very high global warming potential compared to CO2: what is the leakage rate?
Can the equipment burn and what toxic gases may be expected at a fire? Is the long-
term aging and material compatibility properly understood when using alternative
gases?

Is the switchgear assembly arc resistant and are internal arc tests performed?What
are the consequences of an internal arc for the substation itself and for the people
regarding health and safety when repairing the switchgear to be put in service again?

The answers of such and other questions are becoming more and more important
to stakeholders, rightfully so considering the pace of changing power grid. In the
future, we can expect further development of standards and products to address
those emerging requirements, like the submersibility and visibility of the disconnect
switch contacts (Fig. 21).

4 Developments in Instrument Transformers

An instrument transformer (IT) is defined, according to IEC 61869 Standard Series
[1], as “a transformer intended to transmit an information signal to measuring instru-
ments, meters and protective or control devices.” A transformer is “an electric energy
converter without moving parts that change voltages and currents associated with
electric energy without change of frequency” [1]. This chapter intends to provide
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Fig. 21 Submersible vacuum interrupter solid dielectric switch with built in disconnect providing
visible gap, courtasy of G&W electric [40]

an overview of the new technologies which are nowadays used for facing new mea-
surement challenges, in particular due to the deep penetration of renewable energy
sources (RES).

4.1 Inductive Instrument Transformers

4.1.1 Basic Principles

The transformer is a static electric machine and can be represented as in Fig. 22. It
consists of a magnetic core, typically obtained by joining several thin metallic layers,
and of two copper windings: the primary and the secondary. Its working principle is
based on Faraday’s’ law, Lenz’s law and conservation of energy law.

4.1.2 Current Transformers

A current transformer (CT) is used in series to the main circuit. The primary current
IP is proportionally scaled to the secondary one IS , which is typically closed on
a resistive burden B. The CT burden is almost a short-circuit and in most of the
applications it has one point connected to ground. The quantities of interest from
a metrology standpoint are the ratio between the primary and secondary terminal
voltages N and the phase angle between them γ .
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Fig. 22 Main components of a generic Inductive Instrument transformer

Fig. 23 From left to right: wound-type, bar-type, ring-type CT

Current Transformers Types

There are different types of CTs. According to their applications: wound-type, bar-
type, and toroidal-type as shown in Fig. 23.

The bar-type differs from the wound-type by the fact that the primary “bar,” which
is integral part of the CT, is the only primary winding available, hence constitutes
a single turn configuration. As for the ring-type, it differs from the others in the
primary stage; the primary conductor, representing then the primary winding, has
to be inserted into the hole of the CT. In terms of rated currents, the bar-type and
ring-type are used to carry high currents, whereas the wound-type is the mostly used
for low ratios and lower-rated current values.
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Fig. 24 From left to right:
wound-type and
capacitive-voltage-type VT

4.1.3 Voltage Transformers

Avoltage transformers (VT) is much similar to a power transformer. The VT primary
voltage varies in a very limited range compared to the CTs, which can experience a
variety of different currents depending on the load demand of a particular time-slot.
Hence, the flux inside the core of a VT can be considered as almost constant, whereas
the one of the CTs cannot. Moreover, a VTworks under near open-circuit conditions,
with relatively high burdens (instrumentation) connected to the secondary terminals.
The quantities of interest in a VT are the ratio between the primary and secondary
terminal voltages N and the phase angle between them γ .

Voltage Transformers Types

According to the working principle of the transformer, there are mainly two different
typologies of VTs: wound-type (on the left) and capacity voltage- type (on the right)
transformers (collected in Fig. 24).

In case of wound-type voltage transformer, two sets of windings are used to scale
the voltage to match with the measuring/protective instruments inputs.

The capacitive-voltage transformer (CVT) is basically a VT connected to the
power line through a series of two capacitors (C1 and C2 in Fig. 25); the VT is
connected to the C2 terminals, whereas the power line voltage is applied to the series
of the two capacitors. This way it is possible to both reduce extra-high voltages by
guaranteeing the safety properties of a standard VT and to guarantee the amount of
apparent power (burden) requested to the CVT (even some tens of VA).
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Fig. 25 Schematic of a
capacitive-voltage
transformer

Fig. 26 Picture (left) and
simple schematic (right) of a
combined transformer

Combined Transformers

An instrument that includes the features of VTs andCTs is the combined transformer.
By definition, it is an “instrument transformer consisting of a current and a voltage
transformer in the same enclosure”; hence, it does not introduce novelties from a
technological point of view but only in the application of different technologies. It
is largely adopted in high voltage (HV) primary stations, but it can be found even in
mediumvoltage (MV) applications. They are typically installed in placeswith limited
free space. In addition, the cost of combined transformers is lower than for single
transformers. Figure 26 includes a picture (left) and a simple schematic diagram
(right) of the combined transformer.

The upper part of the transformer is dedicated to the primary terminals. The main
central part of the instrument provides the main connections for the two measured
quantities: there is proper physical separation between the voltage and the current.
This is also the main drawback of the combined solution: the two parts are sep-
arately insulated and contained inside the external insulation. Therefore, parasitic
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capacitances arise and are subjected to an electric field distributed in the height of
the combined transformer. Finally, the lower part of the transformer contains the
secondary voltage and current terminals, including the ground connection.

4.2 Low-Power Instrument Transformers

4.2.1 Introduction

A new generation of ITs has been developed and spread in the last few decades.
Initially, they have been referred to as non-conventional ITs; while after their stan-
dardization [2], they are referred to as low-power instrument transformers (LPITs).
The general aspects of LPITs are regulated by Standard IEC 61869-6, defining
these devices as: “arrangement, consisting of one or more current or voltage trans-
former(s) whichmay be connected to transmitting systems and secondary converters,
all intended to transmit a low-power analogue or digital output signal to measuring
instruments, meters and protective or control devices or similar apparatus.” In addi-
tion to this definition, it is essential to clarify the meaning of “low-power.” The
Standard states that an IT can be considered low-power if its output is typically
lower than 1 VA. So, it is clear that the Standard has not been strict in defining the
LPITs; therefore, the classification of ITs is not as straightforward as it seems, there
is some degree of freedom to the manufacturer and user of such devices.

The LPITs structure is shown in Fig. 27 in the block diagram, where the upper
block-chain describes the general components of a passive LPIT, while the bottom
blocks only apply to active LPITs. However, the block diagram, defined in, does
not constitute a fixed schematic to build a LPIT but a general one which could vary
depending on the considered device.

Figure 27 highlights that the basic principle of the LPITs is not common to all
of them, but it varies depending on each technology for manufacturing them. The
following section discusses two kinds of LPITs in detail; the typical technologies

Fig. 27 General block diagram of a single-phase LPIT
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adopted for LPITs are: resistive, capacitive and resistive/capacitive dividers for low-
power voltage transformers (LPVTs), andRogowski coils and inductive transformers
with shunts, for the low-power current transformers (LPCTs).

4.2.2 LPCT Proportional: Iron Core

Basic Principles

The iron-core-coil-based low-power current transformer represents a development
of the classical current transformer.

The LPCT consists of an inductive current transformer with primary winding,
small core and a secondary winding with minimized losses which is connected to a
shunt resistor Rsh.

This resistor is an integral component of the LPCT and of great importance for the
operation and stability of the transformer. Therefore, the LPCT in principle provides
an output voltage.

The shunt resistor Rsh is designed in a way that the power consumption for the
transformer is nearly zero. The secondary current Is causes a voltage dropUs across
the shunt resistor which is proportional to the primary current in amplitude and phase.
Figure 28 shows the schematic diagram of an LPCT with iron core [3].

Advantages and Disadvantages

Because of the low input power requirement of modern intelligent electronic devices
(IED), the LPCT can be dimensioned for high impedances Rb. Therefore, its satu-
ration is improved in case of very high primary currents enlarging in this way the
measuring range.

Due to the large measuring range and its linearity, the same LPCT is normally
used for metering and protective purposes. Moreover, an LPCT results far smaller
and more compact than a CT.

On the contrary, an LPCT with iron core suffers of nonlinearity close to the
saturation region.

4.2.3 LPCT Derivative: Rogowski-Based CT

Basic Principles

The Rogowski coil is a measurement device used to measure alternating currents.
It consists of an iron-free toroidal core, typically made of air or other insulating
materials, on which a solenoid is wound. Then, the conductor carrying the current
to be measured is inserted in the Rogowski coil as shown in Fig. 29; where S and R
are cross-section and radius, respectively.
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Key

IP primary current

RFe equivalent iron loss resistor

Lm equivalent magne zing inductance

Rt  total resistance of secondary winding and wiring

Rsh shunt resistor (converter from current to voltage)

CC  equivalent capacitance of the cable

US(t) secondary voltage

Rb burden in ohms

P1, P2 primary terminals

S1, S2 secondary terminals

Fig. 28 Schematic diagram of an LPCT with Iron core

Fig. 29 Basic structure of a
Rogowski-based coil

The working principle of a Rogowski coil is based on Ampere’s law: the current
iP(t) flowing through the primary conductor generates a varying magnetic field with
induction B, which induces a voltage us(t) at the solenoidal terminals, proportional
to the mutual inductance M between the primary and secondary conductors. Such
phenomenon can be expressed as:
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Fig. 30 a Rogowski coil equivalent single-phase circuit b Geometrical parameters clarification
picture

us(t) = −M
diP(t)

dt
. (1)

Equation (1) shows that the Rogowski coil output is not a current proportional
to the primary one, but a voltage proportional to the derivative of iP(t). Therefore,
in its basic configuration, the device does not feature a current-to-current relation.
To obtain such a relation, an integrating block is required; however, for the sake
of simplicity and to avoid any external components, typical off-the-shelf Rogowski
coils do not include any integrator.

Based on these principles, it is possible to obtain an equivalent circuit of the
Rogowski coil, valid for low frequencies (including the power frequencies, 50 and
60 Hz). According to Fig. 30a, the main components of a Rogowski coil are:

• An ideal transformer, which provides the nominal ratio of the device;
• an inductor LS:

LS = μ0N 2dc
2π

log
b

a
,

• a resistor RS:

RS = ρ
lw

πr2
,

• a coupling capacitor CS

CS = 4π2ε0(b + a)

log b+a
a−a

,
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Fig. 31 Picture of a medium voltage (left) and a ring-type (right) LPCT

where ρ, ε0 and μ0 are the wire electrical resistivity, vacuum permittivity and per-
meability, respectively. As for the geometrical parameters, N is the number of turns,
b and a are the outer and inner diameters of the toroid, r is the wire radius, dc is
the single loop diameter and lw is the length of the coil. For the sake of clarity, the
meaning of the geometrical parameters is clarified in Fig. 30b.

It must be noted from the above equations that precise manufacturing information
is required to obtain the Rogowski parameters; hence, obtaining such parameters is
not straightforward for off-the-shelf devices.

Advantages and Disadvantages

TheRogowski coil, being iron-free, does not suffer from the nonlinearities of a typical
CT; therefore, the Rogowski coil can be considered linear in its entire working range.
Such a range is theoretically infinite, and significantly higher than the one of an CT.

Continuing with the geometrical features, a Rogowski coil is far smaller and more
compact than a classical CT.

These coils also offer advantages regarding the measurements provided: they
operate in a wide range of frequencies (from fractions of Hz to almost GHz) and they
provide accurate answers to short transient input signals.

However, Rogowski coils also have some drawbacks whichmake them unsuitable
for certain applications. For example, the need of an integrating circuit in addition to
the Rogowski coil makes it necessary to have power supply close to the Rogowski
application, and that is not always possible for physical or safety reasons. Further-
more, Rogowski coils are very sensitive to the physical and electrical environment
(i.e., primary conductor position, electric fields, temperature, etc.); hence, a prelim-
inary study on the location of the Rogowski coil is necessary to avoid collecting
invalid measurements.

Figure 31 shows two LPCTs, one for medium voltage (left), and one for cable
applications (right).
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Fig. 32 Voltage divider
schematic

4.2.4 Low-Power Voltage Transformers: Resistive or Capacitive
Dividers

Basic Principles

It is a passive LPVT and does not require any external power supply, which results in
huge flexibility for in-field installation. As voltage divider, it consists of a series of
two impedance Z1 and Z2 as in Fig. 32; VP and VS are the input and output voltages
of the voltage divider. In addition, the picture shows the terminal markings as A, a,

and n for the high-voltage primary terminal, high-voltage secondary terminal and
reference terminal, respectively.

When the voltage VP is applied, the two impedances are subjected to the same
charge Q but not to the same voltage. The relationship between the charge and the
capacitor value C is described by the relation V = Q/C . Hence, the higher the
value Z is the lower the voltage at its terminals will be. Therefore, the input/output
expression of the voltage divider is summarized by:

VS = VP
Z1

Z1 + Z2

In other words, in order to reduce the input voltage, it is just necessary to have
two impedances with Z1 < Z2.

Such a simple technology is spread and standardized [4], in alternating current
applications, along all voltage levels, from the low to the extra-high voltage. Figure 33
shows two voltage dividers, one for medium voltage (left), and one for high voltage
(right).
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Fig. 33 Picture of a medium
voltage (left) and a high
voltage (right) LPVT

Resistive Divider (RDs)

The two impedances Z1 and Z2 are resistors.
The impedance Z1 connected to the network can be constituted by one single

resistor or more connected in series.

Capacitive Divider (CDs)

The two impedances Z1 and Z2 are capacitors.
In some CDs, one of the capacitors is obtained directly using the insulating

material which establishes the cage of the overall CD.

Advantages and Disadvantages

The voltage dividers are not affected by ferroresonance and problems to LV wiring,
i.e. short circuit, that can cause the failure of an inductive voltage transformer.

The RD can ensure a high level of accuracy and stability in the range of
temperature.

Compared to a RD, a CD does not suffer from the heat dissipation due to the
resistors. Hence, the voltage applied (e.g., power frequency tests, cable tests…) is
not a limiting parameter of a CD.

In terms of frequency, the CD is not subjected to any variation in its behavior. CD
has a behavior considered linear in a wide range of frequencies.

There are two relevant disadvantages:
First, CDs cannot be used in direct current application, due to the nature of their

capacitors.
Second, it is complicated to obtain a CD with reduced ratio error but thanks to its

linearity it is possible to achieve very accurate classes (e.g., 0.2 or 0.5) with the use
of the correction factor.
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Fig. 34 Optical voltage
transformer

4.2.5 Optical Voltage Transformer

Basic Principles

The optical-type voltage transformer (OVT) is based on the well-known Pockels’
effect. Figure 34 shows a picture of a commercial OVT. OVTs are mainly composed
by the Pockels’ cells manufactured with electro-optic materials to sense the electric
field, a shielding layer to prevent perturbation or disturbances, and the fiber-optic
secondary circuit to send the information gathered by the cells. With such a config-
uration, the varying electric field of the primary source induces a modulating index
in the electro-optic material, which in turn will send a “light” information.

Advantages and Disadvantages

The advantage of theOVT is represented by its high immunity versus external electric
and magnetic fields at rated frequency as well as vs. electromagnetic interferences
(EMC). The OVT also is very light in weight and compact in size. Moreover, if well
calibrated and compensated, it can feature high accuracy (down to far less than 1%)
and linearity over a wide temperature as well as frequency ranges, starting from DC
up to evenMHz. Furthermore, the OVT features intrinsic safety properties due to the
use of fiber optics or similar optical elements which guarantees insulation between
primary and secondary circuits.

The disadvantage is its cost and complexity of the circuit for conditioning the
electric signals inside the sensor and for making proportional the output signal with
respect to the primary voltage.



142 N. Uzelac et al.

4.3 Electronic IT (EIT)

There is a growing usage of IT with active components inside. It means that in order
to provide an output signal, they must take power from outside the sensor or from
inside (from the primary side). In the latter case, they are referred to as self-powered.

Typically, EIT is LPIT with active components, which provide the output signals.
Inductive-type ITs with active components inside are less common. The electronic
circuitry in an EIT can be located both inside the housing of the IT or outside. The
reference Standards for EIT are the IEC 60044-7 for electronic voltage transformers
and IEC 60044-8 for electronic current transformers [41, 42]. Very soon, they will be
replaced by the new Standards IEC 61869-7 and IEC 61869-8 for electronic voltage
and current transformers, respectively. In case of external location of the active part,
normally, it is designed to collect analog signals coming from the passive LPIT of
the three phases and converts tall of hem into analog or digital output signals. In this
case, the electronic unit is referred to as Merging Unit. Figure 35 shows the block
diagram of a Merging Unit with digital output [43].

There are some advantages associated to an EIT: it can have a high fan-out; hence,
the output cable can be of large lengths (even hundreds of meters) and be applied to
many IEDs on the same time. Moreover, it can be adjusted in transformation ratio. It
means that a custom or specific ratio can be set in factory. Also, as seen, the output
can be either analog or digital. IEC 61869-9 IEC Standard specifies the 61850-9-2
protocol requirements for EIT with digital output (Fig. 35).

Optical IT (mainly used in for HV networks) normally have an electronic unit for
signals conditioning and conversion with analog/digital output. Another important
advantage is given by the very large bandwidth that can be obtained with EIT (even
tens of MHz).

There are some disadvantages: the reliability is expected to be lower than “pas-
sive” IT due to the presence of active components; an auxiliary power supply must

Fig. 35 Schematic block diagram of a Merging Unit with digital output
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Fig. 36 Optical voltage
transformer

be provided for the operation of the internal circuitry; they can lack of robustness
versus voltage/current transients, burst, swings, EMC, etc. In case of outdoor appli-
cations, the electronic circuit must be designed in order to take into account possi-
ble ground loops, atmospheric events (lightning, overvoltages) and harsh operating
temperatures.

4.3.1 Optical Voltage Transformer

Basic Principles

The optical-type voltage transformer (OVT) is based on the well-known Pockels’
effect. Figure 36 shows a picture of a commercial OVT. OVTs are mainly composed
by the Pockels’ cells manufactured with electro-optic materials to sense the electric
field, a shielding layer to prevent perturbation or disturbances, and the fiber-optic
secondary circuit to send the information gathered by the cells. With such a config-
uration, the varying electric field of the primary source induces a modulating index
in the electro-optic material, which in turn will send a “light” information.

Advantages and Disadvantages

The advantage of the OVT is represented by its high immunity vs. external electric
andmagnetic fields at rated frequency aswell as versus electromagnetic interferences
(EMC). The OVT also is very light in weight and compact in size. Moreover, if well
calibrated and compensated, it can feature high accuracy (down to far less than 1%)



144 N. Uzelac et al.

and linearity over a wide temperature as well as frequency ranges, starting from DC
up to evenMHz. Furthermore, the OVT features intrinsic safety properties due to the
use of fiber optics or similar optical elements which guarantees insulation between
primary and secondary circuits.

The disadvantage is its cost and complexity of the circuit for conditioning the
electric signals inside the sensor and for making proportional the output signal with
respect to the primary voltage.

4.4 IT for HVDC

The reference IEC Standards for DC-IT are the IEC 61869-14 [44, 45]. In Fig. 37,
the generic block diagram of a DC-IT is shown.

Configuration 1: the primary converter is supplied by the manufacturer and located in the 
current transformer vicinity 

Configuration 2: the secondary converter is supplied by the manufacturer and located in the 
control room. The primary converter may not exist, depending on the technology. 

Configuration 3: the secondary converter is supplied by the system integrator and located in 
the control room 

Configuration 4: current transformer with digital output 

Primary 
sensor

Primary 
converter

Control 
system

Primary
current

Secondary 
terminals

Primary 
sensor

Secondary
converter

Control 
system

Primary 
signal

Secondary 
terminals

Primary 
converter

Primary 
sensor

Secondary 
converter

Control 
system

Primary 
current

Secondary
terminals

Primary 
sensor

Primary 
converter

Control 
system

Primary 
signal

Secondary 
terminals

A
D

Fig. 37 Generic block diagram of a DC-IT
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DC Voltage-Current measurements accuracy is directly related to the safety, sta-
bility and economic operation of DC transmission system. With the increase of the
load capacity of DC networks accuracy and response time characteristics of DC-IT
have become a challenging key-element.

The main DC Voltage sensor technologies relate the (i) DC voltage conversion
into DC current, and then the DC current is measured by using inductive CT; (ii)
the high voltage is converted into low voltage by resistance/resistance-capacitance
dividers; (iii) the optical technology (Pockels effect).

As for the DC Current sensor technologies, they are mainly based on inductive
DC current technologies or optical technologies (Faraday effect).

Issues and disadvantages can be listed for all existing technologies.
For inductive technologies: inner Losses, heavy in weight, limited bandwidth

(few kHz), accuracy temperature-dependent (mainly for CT); slow response time;
immunity.

For resistive technology: accuracy temperature-dependent; insulation issues
(impulse voltages, etc.); complex architecture for insulation requirements; accuracy
change in time due to material instability; immunity.

For optical technology: free-charges presence; accuracy dependent on boundaries
charges; complexity increases for solving free-charges issue (conversion into AC
signal, etc.); immunity.

In Fig. 38, a picture of a DC Current IT for 362 kV rated voltage is shown.
Also, the difference of operating and ambient temperatures between the top and

the bottom of the sensors affects the accuracy (particularly for HV IT).
There are some very important type of tests to be performed for DC-IT. In partic-

ular the polarity reversal test profile (90 min at negative polarity; 90 min at positive
polarity; 45 min at negative polarity; reduce the voltage to zero), and the response
time (25, 50, 100, 250, 500 μs according to the Standard IEC 61869-14 to be tested
according to Fig. 39).

4.5 New Applications of IT

Nowadays, instrument transformers are even more used for different applications
than traditional protection and measurement (tariff) ones. The main constrain is that
one single IT shall perform correctly for all applications required. For instance, they
are widely used for power quality evaluation, for diagnostic of electric assets, for
power network state estimation, etc. All such applications require that ITs feature
more enhanced characteristics than inductive ones, like larger bandwidth (up to tens
of MHz), very large dynamics in amplitude (from few volts or amps up to kV and
kA), very high accuracy (in the order of 0.1% for PMU applications).

The use of non-conventional physical principles, as seen above, has led to intro-
duce new requirements and procedures for connecting IT to IED (protection relays,
energymeters, etc.). In particular, the use ofLPVTbased on correction factor required
to be entered it into the IED, allowing then it to operate with the actual transformation
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Fig. 38 DC Current IT for 362 kV rated voltage

Fig. 39 Pattern of the response time according to the Standard IEC 61869-14
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ratio of the LPIT; in case of use of Rogowski coil, a 90° shift of the phase of the
output voltage must be considered by the IED in case an integrator is not used. All
such changes and news have been promptly taken into consideration by IEC TC38
and addressed in the new Standard Series IEC 61869. In the following, some of the
most important changes and applications associated to IT.

4.5.1 Designation of Accuracy Class When Using the Corrected
Transformation Ratio and Ratio Correction Factor

The advantage of defining accuracy class using the individual ratio correction factor
instead of the traditional rated transformation ratio (Kr) is that a higher accuracy
class can be designated for a passive LPIT.

Designation of the accuracy class in IEC 61869-6 is based on rated transformation
ratio. To clarify this, a ratio error was defined, which is an error that an instrument
transformer introduces into the measurement of a current and voltage and which
arises from the fact that the transformation ratio of individual instrument transform-
ers is not equal to the rated transformation ratio. Traditional metering and protection
devices were not designed flexibly enough to accept the transformation ratio of indi-
vidual instrument transformers. Therefore, a rated transformation ratio was used that
represented a whole group of instrument transformers classified with the same accu-
racy class. Because the transformation ratio was slightly different for each instrument
transformer, the accuracy class had to be designated so to cover all instrument trans-
formers of the same class, resulting in reduced accuracy class designation. Today’s
technology makes it possible to effectively use the individual transformation ratio of
passive LPIT in protection, metering and control devices. This is possible by using
the ratio correction factor CFI combined with the rated transformation ratio or by
using the corrected transformation ratio Kcor I.

Designation of accuracy class based on the ratio correction factor and corrected
transformation ratio is next explained based on actual accuracy tests performed on
passive LPCT of the same design. However, this method can be applied to any type
of instrument transformers.

The ratio correction factor CFI is defined by the formula:

CF1 = 1

1 − x
100

where x is error in per unit between the rated transformation ratio and actual trans-
formation ratio at rated current. The corrected transformation ratio is defined by the
formula:

Kcor = CFI · Kr
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Fig. 40 Accuracy class designation improved based on individual ratio correction factor CFI

In actual applications, protective relays can be designed to separately accept the
rated transformation ratio (Kr) and the ratio correction factor CFI or the corrected
transformation ratio Kcor as one number that combines both Kr and CFI.

Figure 40 illustrates the accuracy class designation improvement for three passive
LPCT using the ratio correction factor CFI.

4.5.2 Frequency Response Specifications

There is a need of measuring frequency components of voltage and current in a
wider frequency range with respect to the past. This is mainly due to the presence
of distributed generation and with the deep penetration of Inverters connected to the
feeders, whose switching frequency and its relevant harmonics can range from few
kHz up to hundreds of kHz.

4.5.3 Power Quality Measurement

The need of monitoring such high-frequency components for their mitigation is
crucial for assuring service continuity and network reliability as also specified in
reference Standards [46–48]. The detrimental effects of high-frequency pollution are
well known like resonances in sections of the networks, aging of assets, tripping of
Relays, instability of rated frequency, etc. Only LPITs can assure the reading of such
high-frequency components with a proper accuracy. Typical frequency bandwidths
requested for LPVT and LPCT for power quality evaluation and monitoring are from
DC of few tens of Hz (for railway applications) up to 150 kHz.
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Partial Discharge Measurements

As well-known partial discharges (PD) measurements are today one of the most
famous and used methods for monitoring the health of electrical assets and for
predictive maintenance.

Such phenomena can be sensed by both voltage and current sensors which shall
feature a frequency range of tens of MHz. Normally capacitive LPVT and high-
frequency windows-type inductive current transformers (HFCT) are used for such
an application. The future the challenge (requested by DSO and TSOs) is to use, the
same LPVT and LPCT used for protection and energy/power measurements also for
PD measurements.

4.5.4 Sensors for Phasor Measurement Units (PMU)

Power network state estimation is recognized to bring many important advantages,
like an optimum control of the power flow in the network, fault location, techni-
cal and non-technical losses monitoring, etc. The total vector error (TVE) is often
considered as the main index to evaluate the performance of the synchrophasor mea-
surements [48]. It is easy to see that the amplitude errors can originate both from
sensor and from the PMU device itself. Phase angle errors are due to sensors phase
error, to synchronization errors and to other errors coming from the PMU circuits
and algorithms.

As an example, it can be shown that in case a 0.5 accuracy class voltage sensor is
assumed to represent the only source of uncertainty in the measurement chain, the
TVE would be equal to 1.03% which falls outside the limit specified by the relevant
Standard onPMU(1%)measurements characteristics. It arises that the contributionof
the IT to the overall uncertainty in PMUmeasurements is dominant with respect to all
other uncertainty contributions. For performing correct synchrophasormeasurements
an accuracy class of 0.1–0.2 is required to the IT.

4.5.5 Sensors Embedded into Existing Components

One of the main advantages of LPIT is represented by the capability to be embedded
into existing components. For instance, an LPCT can be housed around the output
bushing in a GIS; a resistive or capacitive-voltage dividers can be embedded into
post-insulators in air-insulated switchgear or inside the bushing or on the backside
of a plug-in connector in GIS systems; combined voltage and current LPITs can
be embedded into MV cable terminations. Figure 41 shows an example of cable
termination with embedded an LPVT and an LPIT. Embedding LPIT into existing
components allows to save space, to make easily retrofitting in all substations with no
IT and to increase the safety inside the substation. On the contrary, the certification
and testing procedure of LPIT embedded into equipment requires that the whole
equipment is tested. It can happen that Standards for the equipment require different
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Fig. 41 Cable terminationwith combined LPIT embedded—on the left for air-insulated substation;
on the right for gas-insulated substation

test level of requirements than those of IT. This matter is still under discussion among
standardization bodies (IEEE and IEC).

5 Summary

The power grid is changing at the accelerated pace due to disruptive drivers distri-
bution, decarbonization and digitalization. The massive installation of intermittent
distributed renewable sources as well as energy storage will continue at acceler-
ated pace, including the exponential increase of the offshore wind generation that is
forecasted to reach 100 s of gigawatts of power by 2040. Moving forward, the next
generation of digitization in energy will be crucial for enabling growth in renewable
energy and driving more efficiency across the energy value chain from generation
to consumption. This will result in less clear boundaries between transmission and
distribution and further advancements of T&D equipment including switchgear and
instrument transformers.
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Abstract The history of cables started in the nineteenth century with telecommu-
nication and low power cables, first insulated with natural rubbers and later with
oil–paper insulation. Since then, the cable systems have been further developed
and evolved as a reaction to societal, grid and environmental needs. The techni-
cal responses have driven the cable industry to a vivid playground for advanced
technologies. Paper–oil insulated cables are now accompanied by different types
of polymeric insulation. Metal–water barriers have been introduced when learning
about some detrimental effects of water. These same barriers are now being chal-
lenged by environmental requirements. Putting new requirements on cable systems
does not suffocate the cable industry. Rather on the contrary, the R&D community
responds with inventive solutions that bring the products and solutions to a level
needed to operate the grid in a safe, reliable and environmentally responsible man-
ner. The futurewill force the cable industry to speed up in production capacity, power,
voltage, depth and inventiveness in a pace that has not been observed in the twentieth
century. No showstoppers have been identified, and therefore, we can look forward
with trust and confidence that cables from LV to EHV, AC to DC will play a pivotal
role in the future grid.

1 Introduction

The entire industry of insulated cables including manufacturers, academy, and users
moved in large steps in the recent years in the direction of introducing new technical
solutions and to identify new applications.

This evolution shows signs not just of continuation, but acceleration. The way
insulated cables will play a role in the future electricity supply systems will be
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largely influenced by how the power network will develop. It is generally agreed that
two models are possible:

• An increasing importance of large networks for bulk transmission capable of
interconnecting load regions, large centralized renewable generation resources
including offshore facilities, and to provide more interconnections between the
various countries and energy markets

• The emergence of clusters of small largely self-contained distribution networks,
which will include distributed energy resources (DER), energy storage and
demand side management (DSM) intelligently managed so that they are operated
as active networks providing local active and reactive support.

These two models are not exclusive but rather they are both needed in order to
reach the ambitious environmental, economic and security targets sought for.

Similarly, insulated cables would not benefit from one or the other model but
rather will be triggering the possibility of their fast and effective developments.

1.1 The Role of CIGRE

To get ready for this, Study Committee B1 “Insulated Cables” is focused on high-
voltage (HV) and extra high-voltage (EHV) transmission applications, but with a
renewed interest in distribution, embedded generation and smart grids medium volt-
age (MV) cable system applications. The broad approach is also valid when consid-
ering the life cycle of cable systems, as SC B1 is engaged to cover theory, design,
applications, manufacture, installation, testing, operation, maintenance, end of life
and diagnostic techniques of insulated cable systems (Fig. 1).

Fig. 1 Life cycle of insulated cables
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Among all factors that are being considered, there are some that have a growing
interest and are a clear sign of the trends that will be seen also in the near future.

The importance of public acceptance for large infrastructures, the time needed
from concept developments to final execution of transmission lines, and their overall
cost of investment and of operation are all connected and should be regarded as of
primary importance.

Also, the attention about the environmental impact of cable lines (and more in
general, of power transmission lines) and the cable life cycle (including carbon foot-
print for production and operation, as well as material recyclability) are constantly
increasing and will be key factors for the next generations.

Growing importance is being given—and will be given—to the education of these
new generations and to the increasing number of stakeholders of insulated cables and
their applications.

There are other factors that are emerging in the recent years and that will certainly
impact on the future developments. In particular, therewill be a larger effect of digital-
ization across all industry fields: This will surely bring benefits in the manufacturing
processes but also will create new opportunities in transmission applications and in
particular in the active management of local energy communities. The digitalization
and the globalization have effect also on the speed of the evolution, accelerating the
learning curves about materials, processes and applications.

Other keywords for the evolution of the electricity supply systems will include
resilience, sustainability and security. The solid roots of Study Committee B1, guid-
ing the progress of Insulated Cables since more than 90 years, will help to focus on
those aspects that will be of essence for the future.

2 Historical Perspective

Insulated electric cables trace their origins to the 1800s when conductors insulated
with glass tubes, rubber and gutta-percha (tree sap-derived latex) were used for
mining and telegraph service. A submarine telegraph cable consisting of rubber,
hemp, tar and pitch was first used as a telegraph cable in 1841. In Europe, paper
insulation was first used in 1890 using a paraffin wax soaking the paper insulation
for a 10-kV 50-km circuit in what was called a Ferranti cable. A similar circuit was
commissioned in 1891 and remained in service for 42 years, eventually leading to the
construction of impregnated paper-insulated cables with a lead sheath. In the 1920s,
oil-impregnated paper insulation developed by Emanueli was pivotal in suppressing
insulation ionization and permitted the development of higher-voltage self-contained
fluid-filled cables up to 138-kV cable. Self-contained cables were generally designed
to operate at a slight overpressure. In North America, paper insulationwas used in the
1880s with the development of vacuum drying and oil impregnating technologies.
A 290-km DC system operating at ±120 V was used for underground circuits. AC
cable systems then started to displace the DC network. Pipe-type cables became
the dominant high-voltage cable system in North America in the second half of the



160 R. Bascom et al.

twentieth century after some utilities compared the characteristics of pipe-type and
self-contained cable types.

Evolutionary developments in paper insulation technology occurred through the
twentieth century.During this time, extruded insulation technologieswere developed.
In the 1930s, polyethylene was developed in England, and cross-linked polyethylene
extrusion technology was developed in the 1950s. The impact of moisture (water
treeing) on the polymer insulation materials was becoming apparent in the 1960s
and led to the introduction of metallic moisture barriers (primarily extruded lead
at that time). The 1960s also showed the technological development of ethylene-
propylene-rubber (EPR) insulation for commercial cable insulation applications.

As the technology for extruding high-quality cross-linked polyethylene became
commercially viable for cable production in the 1970s, the use of linear low-density
polyethylene insulation diminished due to the much lower maximum operating tem-
peratures, and this use was completely displaced for new cables by the end of the
twentieth century.

In the 1970s, laminated paper–polypropylene insulating tapes were commercially
produced and applied to paper-insulated cables, both for self-contained fluid-filled
cable systems and pipe-type cables. Pipe-type cable usewas prevalent inNorthAmer-
ica with limited applications in other parts of the world through most of the twentieth
century, but concerns about the volume of dielectric insulating liquids in these sys-
tems, higher maintenance requirements and limitations on current-carry capacity
resulted in the reduction in utility-driven applications for new pipe-type systems
and, as a result, the need for manufacturing worldwide. However, the extensive use
of pipe-type cables by some utilities established this cable type with the expectation
of continued use as “legacy” systems in the USA for years to come. Some pipe-type
cable circuits are being evaluated to retrofit with some type of extruded cable tech-
nology to eliminate the dielectric liquids in these systems. Self-contained fluid-filled
cables remain widely used throughout the world, but extruded cables are displacing
these systems as well.

When some of the earliest paper-insulated transmission cables were approaching
the age associated with their design life (~40 years such as the first Ferranti cables),
efforts were put forth to study the ageing characteristics of these cables. The accu-
mulated loss of life was evaluated based on historic operating temperatures. It was
determined that the remaining life of the cable system due to typical insulation ageing
was longer than the expected design life, thus allowing in many cases the extension
of the cable’s operating life beyond 40 years.

In addition to the cable itself, the cable industry transitioned from the use of field-
moulded extruded cable splices to pre-moulded designs that were less sensitive to
workmanship issues and could be assembled in less time. Termination design tech-
nologies evolved from the exclusive use of ceramic bushings to polymeric bushings
that were both lighter and less sensitive to mechanical damage. An additional benefit
was eliminating the possibility of distributing shattered porcelain bushings during
violent failures.

Low-temperature (4 K) superconducting cables were developed and proven in
laboratory settings, but were only used on a limited basis in controlled commercial
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applications. High-temperature (70 K) superconducting cables were developed late
in the twentieth century and used in limited applications for commercial projects,
often with government subsidies. These systems were sometimes considered where
the benefits of high current density at lower voltage was needed for short distances,
such as generating stations to avoid the cost of step-up transformers. Liquid nitrogen
cooling stations are required every 5–10 km for AC applications and every 20 km for
DC applications. The necessary cooling technology is commercially available, and
redundant systems allow maintenance to be performed without interrupting opera-
tion. However, the cryogenic cooling plants continue to be a technological challenge
for longer applications.

In the late twentieth century,monitoring and diagnostic technologies for cable sys-
tems improved for cable systems. Fibre-optic-based distributed temperature sensing
wasfirst applied to power cables in the 1990swhich facilitated identifying locations of
high operating temperature and optimizing cable system power transfer capabilities.
Other monitoring technologies permitted detection of insulation partial discharge in
cable and accessories in field settings, and dissolved gas-in-oil analysis techniques
were refined to assess the condition of paper-insulated power cables.

3 Power Cable State of the Art

Cable system technology has mostly evolved during the early part of the twenty-
first century with manufacturers developing, qualifying and producing extruded AC
cables up to 500 kV for commercial applications, with higher-voltage cables being
tested. The number of extra high-voltage cable systems is increasing worldwide.
As insulation quality has improved, manufacturers have produced higher electrical
stress cables and accessories that provide greater opportunities to retrofit formerly
paper-insulated civil infrastructure that may have previously been constrained by
smaller conduits.

Conductormaterials are copper or aluminium.The choice can be done on technical
bases or in functionof themetal price.Copper has seenwider useparticularly for high-
capacity transmission voltage cables. AC cables can now utilize copper conductor
strands coated with oxide or enamel to reduce AC losses and make larger conductor
sizes viable for high-current capacity cables. These larger conductor sizes havemeant
that manufacturers and installers are more closely considering the impacts of large
diameter cables installed within conduits and managing the movement of the cables
to avoid mechanically impacting the connected accessories (splices, terminations).

HVDC cables insulated with polymeric insulation were also developed and com-
mercially proven in the early part of the twenty-first century, eliminating some of
the components associated with paper-insulated HVDC cables (oil–paper insulation
and lead radial moisture barrier). The cost of converter stations has also dropped in
recent years allowing the viable application of shorter-length HVDC transmission
for both land and underwater applications.
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Fig. 2 A typical horizontal directional drilling rig

Installation methods for underground cables remain focused on open-cut trench-
ing technology. Trenchless methods including pipe-jacking, micro-tunnelling and,
especially, horizontal directional drilling (HDD), a technology borrowed from the
petrochemical industry, have allowed cable system installations in areas that pro-
hibit other methods. Horizontal directional drilling for transmission cables has been
applied to installation lengths of up to 2.2 km (Fig. 2).

Some of the early transmission voltage extruded cable systems have already
reached or are approaching an installed age of 40 years, so utilities are seeking
to evaluate the remaining life of these cable systems.

The cable industry continues to evolve to improve reliability, increase manu-
facturing capacity, reduce the overall life cycle costs and enhance power transfer
capacity.

4 New Societal Requirements

If the transmission capacity is not enhanced in an efficient way through investing into
new lines, or the reinforcement of available lines, especially through cable systems,
the electricity price could increase in one single country, especially considering the
integration target of renewable energy, e.g. in 2040 to 75% in Europe.
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According to the ENTSO-e’s TYNDP 2018 (ten years network development plan)
“A lack of new investments by 2040 would hinder the development of the integrated
energy market and would lead to a lack of competitiveness. In turn, this would
increase prices on electricity markets leading to higher bills for consumers. By
2040, the “No Grid” extra bill (e43 billion a year in the average case) would be
largely above the expected cost of the new grid (150blne in total in the TYNDP 2016
plus internal reinforcements, 25% discount rate). A lack of investments will affect
the stability of the European grid and could, in some regions, threaten the continued
access to electricity which also has a cost for society”.

Energymust be affordable. Underground cable systems are generallymore expen-
sive than the application of overhead lines. But considering the total cost of own-
ership (TCO), especially the permission, losses, environmental impact during the
operation, etc., the decision for the application of one of the transmission methods
could be different.

Due to the non-controllable and decentralized renewable energy, system opera-
tors have to ensure the frequency and voltage stability by using the new technolo-
gies/solutions, e.g. application of MVDC/LVDC cables, and need regulatory and
policy coordination in a higher level as well as innovative market design to ensure
the flexibility in the transmission systems. In order to ensure and enhance the security
of power supply, flexibility and resilience of the transmission lines, an improved use
of data analytics shall be applied, e.g. through the integrated FO elements in cable
systems.

The responsibility of system operators shall be to safeguard the legal and envi-
ronmental compliance and control the performance by setting the higher standards
and raising the priority of environmental protection during installation and further
operation/maintenance of cable systems.

Moreover, the attitudes to corporate social responsibility (CSR) and health safety
environment (HSE) are the central task to obtain the rules and requirements. The
learning and training in those fields are the precondition of establishing, improving
and compliance with performance requirements.

5 New Grid Requirements

Grid expansion and reinforcement will be treated as crucial issues for the further
grid.

In the network with a high proportion of cabling, the availability of the grid shall
be newly calculated. The new maintenance strategy shall be developed in order to
fulfil the requirement of the high quality of grid performance, e.g. by the application
of monitoring systems such as real-time thermal rating (RTTR)/distributed tempera-
ture sensing (DTS), distributed acoustic sensing (DAS)/distributed vibration sensing
(DVS), online failure monitoring, etc. One central question needs to be answered:
How to repair a cable system in the shortest time, especially considering offshore
networks and interconnectors?
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Some issues are in further development, e.g. the (emergency) repair preparedness
plan including all steps for a cable repair, contracting the service level agreement for
the cable repairs, sourcing of bottleneck materials, etc.

By application of cables, especially long AC cables, the network impedance
and/or network resonance frequency could be changed. This could lead to overvolt-
age unless adequate compensation is available through shunt reactors. Therefore,
project-specific studies shall be conducted to check the feasibility and operability.

Due to the public acceptance of underground cables, more partial undergrounding
projects are now in the planning and the execution phase. Some aspects shall be
considered beside the technical requirements: cost, obstacles in cable routes and
environmental impacts during the construction, etc.

E-Highway will be built in the year 2050 in Europe with a mixture of AC/DC
overhead lines, cables (insulated with a range of different insulation materials),
hybrid lines, eventually also with gas insulated lines (GIL) and superconducting
cable systems, etc. The new aspects to be considered are:

• frequency
• possible displacement of the controllable generation
• impact of RES integration on the transient and voltage stability.

The system design needs to be adapted according to the new grid codes. Research
and investigation will be essential to meet the challenges of TSO, manufacturer and
stakeholders combined. Further operability challenges are growing.

Also, evolution of technologies and their readiness shall be constantly monitored
(Fig. 3).

Fig. 3 Technology readiness level for cable technologies from ENTSO-e (Source ENTSO-e
TYNDP 2018, Technologies for transmission system)
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6 Market Trends

New technologies can emerge as a reaction on slowly appearingmarket trends aswell
as more swiftly born requirements. On the other hand, new technologies sometimes
are born out of the womb of a bright scientific mind. But even in the latter case such
a new idea will often have the biggest chance of survival if there is a connection to
trends and expectations.

The cable industry is part of a market in which trends are more forceful than
previously and the trends in the market are answered by new technologies at a higher
pace than ever. Looking into the crystal ball of the future, we might expect this
process to keep the same level of intensity or even increase. Industry is already rising
to the challenges presented by introducing new technologies and will most probably
do so even in the near and medium and far future. So, let us have a look upon the
current trends in the cable industry from a technology perspective.

6.1 Remote Generation

Electricity is increasingly generated at locations more remote to the closest con-
nection points of the electricity networks, meaning that the distance to the centre
of gravity of consumption also has increased. In order to keep the, mostly ohmic,
losses to an acceptable level, high-voltage engineering has taught us for more than
a century ago that one then should increase the voltage and thereby decrease the
current necessary for transmitting a certain amount of power.

Another reason for the higher voltage is the fact that the assets that are being built
far away from the locations of consumptions can be expensive. Upscaling the remote
generation, simply more power, then results in an advantage through economies of
scale. That is, it is better to invest in a huge remote generation than a small one to
reduce the cost per unit of power. So, in the end we expect to transmit huge amounts
of remote power rather than small amounts.

More remote locations might be accompanied with harsh environmental condi-
tions such as large water depths, strong winds, waves and sea currents and more
extreme temperatures, both high and low. One well-known example is the offshore
wind parks, with locations becoming further away from the coast line to take advan-
tage of the stronger winds and therefore larger energy density. Water depths are
increasing such that the platforms and pylons must be floating. The pylons and
cables are subject to recurrent movements from the wind and the waves. Yet another
example is the interconnection of electricity networks that are far located from each
other. In certain cases, waters with extreme depths must be crossed.

Also, environmental effects can put catastrophic stresses on the assets, like those
induced by earthquakes, extreme storms, flooding and fires.
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6.2 Local Generation

The transformation of the global electricity networks due to the impact of the climate
changes has two distinctly different strategies: one that is characterized by centralized
and large generation and another one that is characterized by local and small gener-
ation. Whereas the earlier described trend of generation becoming more remote and
therefore often, but with exceptions, large, the local generation is best described by
smaller powers, lower voltages and smaller distances. Individuals investing in solar
panels on the roof of houses, a smaller group investing in one or very few on-land
wind mills are examples of local generations that require new ways of integration,
regulation and operation. Cost efficiency is a leading word in such applications. The
old question whether such local micro- and mini-grids should be built with alternat-
ing current or direct current systems is now becoming a very important issue. This is
because the electronics required for conversion are becoming lower in cost and there
are now some very significant operational and safety advantages in the use of DC.
Already there are medium voltage DC solutions, and this may extend to low-voltage
DC systems.

6.3 More Interconnectivity

Integrating networks, both on a local and a more global scale, results in increased
complexity. We must also realize that equipment connected to cable systems, such
as converter systems, overvoltage protections, flexible AC transmission systems and
the like, are also evolving. All these changes might result in dielectric stresses in
terms of overvoltage, harmonics both in current and voltage that must be dealt with
by the cable systems.

The grids of the future will probably have more layers than we have today. The
highest level nowadays called the overlay grid that might be operated at ultra-high
DC voltages, eventually going all the way down to the just mentioned MV and LV
grids. We must learn more about the interactions of these systems and the possible
impact on cable system designs.

Especially in densely populated areas, all these different grids and voltages levels
come close together. Sometimes a huge amount of power must be fed into the centre
of such densely populated areas. Technological solutions must be developed to offer
a solution while respecting space constraints and environmental and safety aspects.

6.4 New Generation Types

Thermal, hydro and nuclear power generation have dominated the types of generation
formanydecades.Thepercentageof renewable energygeneration types has increased
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the last two decades and will continue to increase in the future. Types of generation
that the grid will consist of, besides the ones mentioned, are onshore and offshore
wind, local small and global and large solar generation, wave power and sea current
power. The traditional thermal, hydro and nuclear power generation tend to have a
quite predictable and constantly high output of power. The new renewable types of
power generation are characterized by much more unpredictability and fluctuations
that will have impact on for instance the thermal designs of the cable systems.

6.5 Fast Introduction of New Technologies

New cable system technologies are introduced to the market and implemented in the
grid in a faster pace than ever. This will have an impact on the level of acceptance of
the market for these new technologies. Often these new technologies are responsible
for the transmission of huge amounts of power. An outage of such a system has huge
consequences. As a response, the cable industry will probably see an enhanced level
and amount of testing regimes and an increased level of required quality control.

New technologies will be monitored to guard the predicted but yet unknown
operational performance.

6.6 Longer Use of Existing Assets

In the last few decades, the industry has invested a lot in the grids as we know
them today. The pace of investment has not decreased, but on the contrary increased
significantly. From a financial point of view, it will be a challenge to replace the
existing cable assets that will reach their end of life all at once. One way to deal with
this fact is to measure off-line or on-line parameters that can reveal something about
the status and healthiness of the cable system. The idea is that with such knowledge
it then will be possible to judge whether a particular asset is still able to fulfil its
function or that one possibly has to decide to de-rate or replace the asset.

6.7 Increased Environmental Awareness

Our planet is pushed hard by the activity of all humans and their industry. More and
more people in poor regions deserve a better and sustainable life style. This quite
oftenmeans an increased availability and consumption of electricity, at least for those
that have no or little access to electricity at all. All in all, it means that our cable
industry has a significant responsibility to develop,manufacture and implement cable
system solutions in a sustainable manner. Raw materials, transport, manufacturing,
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installation, in-service utilization and recycling shall be done in a responsible and
environmentally optimal manner.

These seven global trends are connected to new technologies that have lately been
introduced that are being introduced and that will or might be introduced in the near
or further future. We will have a closer look at some of these.

7 New Technologies Answering on Trends

7.1 Higher Voltages HVAC Submarine

Four and five hundred kV underground cable systems have been available for a long
time. Due to higher financial and technical risks and challenges involved the use of
these highest voltages has not gone as fast in the case of submarine solutions. HVAC
submarine cable projects become in general more cost-effective when the three cores
are assembled in one armouring package (Fig. 4). Such 3-core cables can then be
installed in a single campaign instead of three in the case of three single-core cables.
As installing submarine cables is expensive, projects based on 3-core cable in general

Fig. 4 Example of 3-core
submarine cable (from TB
610)
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are more cost-effective. The challenge of such 3-core cable of highest voltage and
power is the sheer size that surpasses 100 kg/m and comes into the diameter range
of 200–300 mm. Handling such cable systems must be engineered carefully. The
circumference of such cables is covered by at least one layer of armouring. In case
such cables are laid at moderate depths, there is no need for so much structural
strength in the armour. New solutions with a mixture of polymeric wires and metal
armour can be used to arrive at a more cost-effective solution.

In certain cases, the solution with three single-core submarine cables is still the
better option. To decrease the armour loss, one can use armour made of stainless
steel, copper or other materials resulting in reduced losses.

SCFF (self-contained fluid-filled) submarine cables have been used for the highest
voltages already for some considerable time, whereas XLPE submarine cables for
the highest voltages like 400 kV have been used only lately. In some parts of the
world, the voltage level of 220 kVnowbecomes amore common solution for offshore
solutions, whereas 275, 300 kV or higher still are the exception to the rule. These
new technologies will probably be used more in the foreseeable future.

7.2 Ultra-High AC Voltages for Land Sections

In certain parts of the world like Canada, India and China, power is sometimes
transmitted by ultra-high voltages like 745, 1000 and even 1200 kV AC. Overhead
lines are being used as the only means of transmission, because no cable technology
exists capable of withstanding such voltages. It might be necessary in future to
transmit small distances by cable-like solutions as part of these very long and ultra-
high-voltage transmission lines. Whereas traditional cable technologies may not be
the first thought-of-solution, superconducting cables and gas insulated lines (GIL)
might be a possible technical solution for such applications.

7.3 High-Voltage Direct Current

Starting in 1954, with the first large-scale commercial HVDC cable link, the mass
impregnated cable technology was introduced for DC applications (Fig. 5). For sev-
eral decades, this MI technology was alone and was not challenged by the polymer
cousin as it existed in AC applications. But since the 1990s, extruded DC cable
systems became available, firstly at moderate voltage and powers. Both voltage
and power levels have increased since then, and certainly since the first decade of
the twenty-first century, the number of projects, the voltage and power levels have
increased in a significant and fast manner. Voltages in the range of 500 and 600 kV
are projected, and in the laboratory even higher voltages have been reached. Also
operating temperatures that were traditionally maximized to 50–55 °C for MI cable
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Fig. 5 Examples of HVDC cables with different insulation technologies (courtesy of NKT)

systems and 70 °C for extruded cable system are gradually increasing towards 80–
85 °C and 90 °C, respectively. This has been possible by optimizing the systems
and opening for new technologies. MI cables, being a family member of lapped
cable systems, were enriched with a cousin already known from SCFF-AC cable
systems, now known as the polypropylene lapped paper tape (PPLP) cable. The
extruded DC family which is still dominated by the DC cross-linked polyethylene is
now accompanied by nano-filled XLPE solutions as well as cable systems based on
thermoplastic insulation systems. All these technologies are characterized by having
announced a higher operating temperature. As in certain parts of the world extremely
huge amounts of power are transmitted by ultra-high voltages along long distances,
it is not impossible to expect that some parts of these lines in future will be realized
by cables at voltages higher than 500–600 kV.

Crucial to the development of these technologies is a deep understanding of the
physical phenomena that take place inside the dielectric. The different disciplines
like chemistry, knowledge of dielectrics, thermodynamics, mechanics, manufactur-
ing and measurement technology all come together along the long road starting with
an idea, via development to commercialization. Non-destructive measurement tech-
nologies such as the pulsed electro-acoustic (PEA) method or thermal step method
(TSM) to measure space charges and advanced leakage current cells are means of
taking the technologies to the next level. In general, advanced measurement and
analysis methods are instrumental for the development of future cable systems.
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7.4 Larger Conductor Area

Although higher voltages are the classical means of increasing transmission power
with reduced losses, also higher current capabilities are still needed. Such capability
can be useful in meeting fault conditions of neighbouring systems, overload capa-
bilities for other reasons as well as changing environmental thermal conditions. The
other means to meet such challenges is to be able to withstand higher temperatures.
But larger currents can thus mean larger conductor areas that surpass the 2500–
3000 mm2 limit. Cables of course become heavier and larger, and the transport over
land of such cables becomes more challenging. Very large aluminium cross sections
reducing cable weight will certainly be seen in future cable systems.

7.5 GIL

Gas insulated lines as an extension to the well-known gas insulated systems (GIS)
exist for AC and are being discussed for DC applications (Fig. 6). The advantage of
such systems is that there is no practical upper limit to the size of the cross section of
the current-carrying component in the middle of such tubes, at least not in the sizes
of interest. Such AC and DC GIL systems could carry several (3–8) GW of power
in one system. It will probably be in this region where GIL’s will have an advantage
over traditional cable constructions, because one GIL can meet a double- or triple-
cable system. For lower powers, cables probably will remain the better solution for
reasons of cost and installation swiftness. Among the disadvantages of GIL systems
are currently mentioned the lack of experience with long lengths, the large size of
the component and the slow installation speed. GIL as per today are only operated
in a few systems at AC voltage and DC GIL is under development and will probably
first meet a piloting phase before it may become more widely available.

Fig. 6 Explicative
construction of GIL
(courtesy of Siemens)
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As GIL is a very compact solution for huge powers, it can be a candidate for
congested areas and city infeed. Especially with alternative insulating gas systems
avoiding the use of SF6, the GIL can be of new interest for certain applications.

7.6 HTS

High-temperature superconducting (HTS) cables (Fig. 7) have been around for some
time for AC voltages at the MV level. No DC solutions are in operation yet, although
such full-scale systems have seen the light of day in the laboratory. The principle of
HTS cable systems is that of cooling the special conductor to a very low temperature
of liquid nitrogen of about −196 °C. The conductor is made of special ceramic
taped materials like YBCO or BSCCO that loses their ohmic resistance at and below
such temperature. HVAC HTS cables use HTS conductor tape to build a stranded
conductor aswell as in the screen. The opposingmagnetic fields cancel totally.MVAC
HTS cables often have all three phases on top of each other all inside the cryostat
and thus cancel their magnetic fields too. The HVDC design is very similar to the
HVAC HTS design; however, no superconducting screen is used. In cold designs,
the dielectric is operated at cryogenic temperatures and is cooled down to that of the
coolant. Other designs place the dielectric outside the cryostat, thus operating the
dielectric at ambient temperatures. These systems are not maintenance-free.

The power that can be transmitted with HTS solutions is a multiple of the one
of conventional cable systems. Current up to 5 or 6 kA in AC mode and exceeding
10 kA in DCmode can be achieved. 574MVA at 138 kV AC has been demonstrated,
but higher voltages up to 300 or 400 kV AC are anticipated. The feasibility of a
320-kV DC system has also been demonstrated.

Fig. 7 Example of
high-temperature
superconducting cable
(courtesy of Nexans)
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7.7 Deep-Water Cables

Fibre-optic cables have been laid in extremely deep waters for many decades. The
most well-known is probably the transatlantic telegraph cable installed in the nine-
teenth century. The reason that power cables have not been laid in larger depths than
a few tens of metres until only lately is the weight of power cables is a factor 100 or
so larger than the lightweight telegraphic cables. Tensile forces during the laying of
cables from an installation vessel are directly proportional to laying depth and cables
weight in water and will become for that reason quite large in the case of power
cables. The deepest power cable ever laid up to today is the SAPEI cable with a max-
imum depth of more than 1600 m. Laying cables at such or larger depths is possible
by following two principle roads. One way is that of lowering the specific weight of
the cable, and the other way is of increasing its structural strength. The latter means
also balancing the cable such that axial tension will not result in excessive torsional
bending stresses. Repair at such depths is challenging and joints must be designed
for such depths. That is, if one does not want to avoid repairing a longer section by
starting and ending the repair at more moderate depths alongside the deepest section.
Future cable technologies will be developed to cross larger depths.

It is essential to understand that realizing cable connections through deep waters
is not only about cable design. It is just as much about the installation technology
where expensive assets like installation vessels are key. Before one starts laying the
cable, a thorough installation analysis for the particular cable, route and vessel must
be performed.

7.8 Dynamic Cable System

When cables are connected to floating structures, such as offshore wind parks or
oil and gas floating assets, the cable will be hanging in the water and experience
movements induced by vessel motions and currents (Fig. 8). High-voltage cables
with a metal–water barrier must be able to withstand such movements. The classical
means of sealing a cable is by using a lead sheath. Lead is a very poor choice in
terms of withstanding recurrent mechanical strains. Solutions that have been used
so far are corrugated welded copper sheaths in oil and gas applications. Small- and
full-scale laboratory tests have proven that solution to be a functional one. Designs of
dynamic cables shall also consider eigen-frequencies of movement that shall match
neighbouring risers and cables to avoid clashing. The horizontal movement of the
floating asset shall be taken into account by designing extra length of cable that floats
free in the water close to the floater. This is often accomplished by using weight,
anchors and buoyancy units mounted to the cable. The connection point of the cable
to the platform shall be mechanically stiffened by stiffeners or restrictors to avoid
excessive bending and fatigue.
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Fig. 8 Typical array cable (courtesy of Prysmian), oil platform (courtesy of NKT) and examples
of dynamic cable applications when connecting to floating platforms or windmills (from TB 610)

Lower-voltage AC cables lack a metal sheath; only a metal screen is used. The
screen—often of the wire type—shall be designed to withstand the mechanical
stresses induced by the recurring movements. Inter-array cables are examples of
such cables. The voltage above which metal sheaths are being used is becoming
higher. Nowadays, 66-kV wet designs are being used. Future AC voltage using wet
design cables might increase.

For all solutions, the armour shall be designed such that it keeps its functionality
even when experiencing the long-term, static and dynamic stresses.
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7.9 MVDC and LVDC

Focus tends to be on the high end of the technology, meaning, higher voltages,
powers and currents. As a reaction to power generation becoming more local, lower
voltage and lower power solutions operating at DC with either, constant DC voltage
and variable current or with constant current and variable voltage may be a viable
solution. Technological solutions already exist for far-higher stressed higher-voltage
systems.MVDCandLVDCcable systems, however,will be characterized by cleverly
developed, low-cost solutions. The harmonics and overvoltage of micro- and mini-
grids might be relatively more severe than in EHV systems. From a manufacturing
point of view, it might be not reasonable anymore to further optimize the insulation
system and the DC operating stress will probably be low again as compared to the
EHVsolutions. For that reason,MVDCandLVDCsystemsmight be developed based
on the aspects of over voltages, harmonics and cost-effectivemanufacturability rather
than on the aspects of high stress as in the EHV systems.

7.10 Multifunctional Cables

Complex 3-core submarine cables have increased power and size. With such knowl-
edge, it should become possible to combine different cable cores into one 3-core or
multi-core construction. Combining a plus and minus DC core with an AC auxiliary
or control core is such a possibility.

7.11 Subsea Solutions

Cable systems are sometimes laid earlier than other components in larger projects;
a platform might arrive many months or a year later than the cable. In such cases,
cables must be wet stored. This means that the cable end is hermetically sealed and
mechanically stiffened such that it can be lowered onto the seabed and pulled up
later as well as pulled in or pulled up to the structure it shall be connected to.

As installation and vessel time is expensive, solutions that require a minimum
of time to connect cables into for instance wind mills are cost advantageous. Such
plug-and-play termination and joints will become available and required by projects.

Oil and Gas industry has a long-term strategy where more and more assets are
placed onto the seabed and not anymore on a supporting floating structure. The
advantage for that industry is reduced cost, because the, often, manned platform is
expensive. A totally maintenance-free and remotely controlled template structure on
the sea bed will be less costly from an operational expenditure point of view. If such
a template is placed onto the sea bed first and the cable is to be connected after, then
the connecting operation shall be performed in a wet environment. Such terminations
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are called wet-mateable connectors. They are available in the medium voltage AC
range. Future technology might push that limit to higher voltages and also of the DC
type.

7.12 Monitoring Cable Systems

Cable systems become more heavily monitored for reasons explained in the section
“Market Trends”. Fibres integrated in cables can monitor, continuously in time and
space, temperature and strain in the fibre (Fig. 9). When cleverly located in the cable
system the fibre canmonitor the temperature and strain in the cable during installation
and operation. Today’s distributed sensing technologies are based on different optical
scattering principles: Rayleigh scattering, Brillouin and Raman scattering. All have
different pro’s and con’s. The main development needed for the future is the increase
in length of cable systems than can be monitored. Today’s maximum lengths that are
reasonably possible to monitor are within the 50–100 km range.

Temperature measurements will give the possibility to monitor overloading and
hot spots due to possible changes in thermal environment during the life time of the
cable system.Whereas strainmeasurements give the possibility tomonitor the strains
during more complex installations, during the life time of a dynamic application and
even to monitor vibrations. The latter can be an option to have an early warning of
3rd party damages.

PD measurements, off-line or on-line, are a technology that give the possibility
for warning of early degradation. In on-line systems, these signals can be gathered
locally and send wireless to a data-gathering unit and made available to the system
operator who can take appropriate actions. The current challenge is the electrically

Fig. 9 Thermal monitoring system and power cable with embedded fibres (from TB 247)
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noisy environment that potentially results in a low signal-to-noise ratio. Especially
for higher voltages this can pose a limitation.

7.13 Fault Localization

Cable systems increase in length. Projects with several 100’s of km’s of route length
are today not an exception. In case of a cable fault due to an external or internal dam-
age, the asset owner wants to repair the fault as quickly as possible to keep down his
loss of income and possible related liquidated damages. One of the early steps in the
process of repair is that of fault location. Future fault pre-location technologies that
have an accuracy of at least 1% or better will be needed. This can be accomplished
in different ways. On-line fibre solutions that constantly monitor cables, are one.
Another one is time-of-flight measurements at both ends of the cable. Mathematical
methods can be used to increase the accuracy if one has a more detailed knowledge
of the cables system response to pulses. Underground cable systems can be section-
alized, and on-line or off-line fault location techniques can be used in parallel thus
increasing the total accuracy of the fault location and reducing the time to locate the
fault.

7.14 Solutions Specific for Life Cycle Management

Cable systems and especially the usage thereof have a footprint on the earth. It is
in all of our interest to keep that footprint to a minimum. While operating current
and future technologies we must be aware of all steps in a cable systems life with
respect to the effect on the environment. Ingoing materials like metals and polymers
shall be chosen such that the total life cycle is optimized in terms of environmental
footprint. This means that an analysis must be made from the cradle to the grave.
Frommining, sub-processing, via transport to manufacturing all the way down to the
judgement of necessity and possibility of recyclability. Studies have shown that the
largest negative impact of cable systems is due to its ohmic metal (mostly conductor)
losses during the life time. The losses are generated by the current flowing from the
generator to the user. In case the current and power originates from for instance coal
powered plants the impact is far larger than if it was generated by renewable energy
sources. At the end of the life time of a cable system it should be judged whether
removing the system, separating and recycling all materials has a net positive impact
or not. If so, this shall be done. Metals, thermoplastic and cross-linked polymers
can be preferably recycled to the original application or if (not yet) possible: can be
recycled to different degrees.
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7.15 Testing Regimes and QC Strategies

New technologies must be thoroughly tested and qualified in the laboratory and
proven to be capable of performing the function it was designed for on an industrial
scale. Material tests, measurements for understanding, type tests and long-term test
are known tools for developing and qualifying technological and technical solutions.
Different routine tests and factory acceptance tests are required or recommended
for existing technologies. It is important that new technologies are accompanied, if
necessary, by additional measurements or tests that check the functionality of the
design and the product to be supplied. Considering the increase in power and voltage
and the harsher environment a future cable systems will experience, proper quality
assurance shall be developed together with these new technologies. Testing regimes
and quality control strategies are intimately connected to new technologies.

8 Research Needs

As identified earlier in this Chapter, insulated cables will make a significant con-
tribution to the performance of large networks for bulk power transmission, and in
connected new sources of decentralized generation to our power networks. However,
sustaining the highest possible levels of reliability will require research in a number
of fundamental areas. This section reviews those areas, and highlights some strategic
research themes that will need to be addressed by the entire industry.

8.1 Accurate Estimation of Life Expectancy

The new requirements placed on insulated cable systems include their ability to
withstand a range of new stresses. This is particularly true for cables in transmission
networks, which historically have operated under small loads for the majority of
the time. Grid operators continually strive to achieve the best whole life economic
performance from their assets. This requires fundamental research on the following
topics:

Service Ageing of AC XLPE: some of the earlier XLPE cable installations are
now approaching the end of their conventional design life. In the past, it was shown
through service experience that paper-insulated cables could frequently operate
beyond their conventional design life. Although service experience with transmis-
sion class (>220 kV) XLPE cables has typically been very good to date, there is a
very limited population of cables which are sufficiently old to have reached end of
life. The asset management techniques used to prioritize cable circuit replacement
projects are driven by the results of asset health studies. Given the lack of service
experience with genuinely aged XLPE cables, it is of paramount importance to
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develop techniques which can reliably predict the end of life of such cables. This
will require a holistic approach, taking account of all system components. Along-
side improving our understanding of the degradation of XLPE under in-service
stresses, it will also be necessary to develop models which account for the contri-
bution of the cable sheath and jacket to the overall remaining life. This will allow
the development of prognostic, rather than diagnostic, conditionmonitoring tools.
HVDC Systems: considerable effort has been invested in improving our under-
standing of the effects of space charge on the long-term ageing of XLPE HVDC
cables, both paper and polymeric insulated. As our grids become more depen-
dent on HVDC interconnections, some of which will be approaching mid-life, it
will be imperative to translate laboratory scale understanding of these issues into
practical assessments which can be performed on assets in service.
Wet Insulation Systems: many cable systems connecting offshore renewables
to the grid comprise sections which are either a semi-wet, or fully wet design.
Although accelerated testing has been conducted as part of type approval, the
stresses imposed by short term tests may be very different to those seen in long-
term operation.
Multifactor Fatigue in Offshore Cables: systems installed offshore are subject
to different electrical, thermal and mechanical stresses to those on land. This class
of cable is relatively new, particularly in industries such as offshore wind. Further
research will be required to determine how these systems respond to such stresses
over the course of decades, and also to determine appropriate life expectancies.
This may become of great importance if wind farms are re-powered, or turbine
life proves to be longer than expected.

All of these factors lead us towards the need to improve the way in which we
capture in service knowledge about cable behaviour.

8.2 The Grid as a Source of Ageing Data

Testing conducted at laboratory scale has evolved to be as representative as is econom-
ically practical, however testing for periods longer than one year is rarely feasible.
Developments in sensing and communications hardware mean that it is now possible
to obtain a wealth of information from in-service assets. The challenge is to make
use of the volume of data that could be generated at grid scale. Traditional analysis
methods, as are used for laboratory scale tests, will not be appropriate in dealing
with such huge data sets. Great opportunities exist through engaging with Artificial
Intelligence and Data Science communities on topics such as:
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• Derivingmeaning from sparse data sets acrossmultiple, geographically dispersed,
assets.

• Automated analysis of high volumes of large data sets
• Identifying linkages between multiple different measurement streams which

correlate to, or give warning of, potential failure scenarios.

The tools, knowledge and experience gained can in turn be used to enhance Asset
Management decisions, and further develop remaining life models.

Alongside this, information can also be fed back to the design process. This will
allow safety margins to be reviewed as the conditions on the network evolve.

8.3 Improved System Design

Embracing the learning available from the grid operational parameters has the poten-
tial to improve system design, but research will be required to extract the information
held within it. Potential areas of work include:

Thermal Design: through monitoring the actual thermal performance of cable
systems in operation, it will be possible to validate thermal design assumptions,
potentially delivering cost savings. This is particularly important for cables in
harsh thermal environments, for example those that are deeply buried, crossing
other cables, or near to other heat sources. Changes to local climates may also
lead to “extreme” events occurring more frequently, and it will be necessary to
consider carefully at the design stage what conditions could be expected for the
life of newly installed cables.
High-Temperature Performance Insulation: recent innovations in insulating
materials technology have sought to deliver new dielectrics capable of short term
operation at higher temperatures, or which can conduct heat more readily; as
circuit loadings become harder to predict, and the impact of a failure more severe,
this capability will prove valuable to grid operators. Further research is needed
to bring these solutions to market, and to verify that their long-term performance
will be sufficient.

9 Improved System Operation

A key research question for system operation is: “how can we decrease outage
times in a more stressed grid?” Achieving this will require a number of fundamental
innovations:

Fault Localization: the wide spread use of extra long (>100 km) cable circuits
is increasing the urgency of finding new mechanisms for fault localization. The
most pressing challenges to be addressed are the reduction of uncertainty in initial
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localization (locating a fault to within 1% of 700 km, for example, adds to the
time taken to pin point the fault site and commence repair). A second objective
will be to increase localization capability for high impedance faults, reducing the
need to resort to “burning” down the fault, potentially removing evidence of the
original cause.
Cable as a Smart Component: historically the cable system was designed such
that it could not overheat under expected operational conditions. The drive to
reduce costs in the offshore renewables sector means that systems must be devel-
oped which actively curtail the load on the cable in the rare occasions when
extreme generation conditions occur. Achieving this through distributed temper-
ature sensing will require new systems capable of high accuracy measurement
over longer distances.
Realizing Value from Surveys: it is necessary to routinely survey subsea cable
systems, for example to demonstrate an appropriate depth of burial. Enhanced
monitoring using fibre-optic systems could defer more expensive marine surveys,
while new techniques could be developed to deliver more information from sur-
veys which are undertaken. For example, pre-installation survey data may contain
information about the thermal environment.
Pre-emptive Defect Detection: at the present time techniques such as partial
discharge measurement are not capable of locating discharge signatures of remote
defects early enough to allowaplanned, pre-emptive repair.Research is required to
determinewhethermethods such as acoustic fibre sensingwill have the possibility
to detect this or not.

10 Conclusions

Insulated power cables play an integral part of modern electric power systems at all
voltage levels. Cables are used for a variety of applications including in-station bus
ties, underground connections fromoverhead lines entering substations and complete
underground transmission and distribution cable circuits. Underwater cables also
play critical connections for amultitude of applications including offshore renewable
projects as well as major AC and HVDC interconnection projects.

The Electric Power Industry is continuously evolving. There are new enabling
technologies to explore (Fig. 10), new needs for standardization to follow, new strate-
gic orientations to steer, and all these will have consequences in the domain of Power
Cables.

CIGRE Study Committee B1 is cooperating with many associations, institutions,
interest groups and standardization bodies that have stakes in the field of Insulated
Cables, with the aim to pave the way for modern power systems, capable to sup-
ply electric energy with high reliability, through economic solution, with the best
environmental protection.
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Fig. 10 Use of newer technologies for educational purpose (Courtesy of TenneT)

Acknowledgements Authors thank colleagues from Strategic Advisory Group SAG B1 for their
contribution in the review of the Chapter: Pierre Argaut, Ken Barber, Wim Boone, Geir Clasen,
Christian Jensen, Pierre Mirabeau, Jon Vail.

Literature
The following documents, reported in chronological order, are widely used in the preparation of
the Chapter and include elements to better understand the state-of-art of Insulated Cables and to
see the seeds for future developments.

• CIGRE 21.17, TB 194—Construction, laying and installation techniques, October 2001
• CIGRE D1.11, TB228, Service aged insulation—guidelines on managing the ageing process,

June 2003
• CIGRE D1.11, TB292, Data Mining techniques and applications the power transmission field,

April 2006
• CIGRE B1.10, TB379, Update of service experience of HV underground and submarine cables,

April 2009
• CIGRE B1.27, TB 490, Recommendations for Testing of Long AC Submarine Cables with

Extruded Insulation for System Voltage above 30 (36)–500 (550) kV, February 2012
• CIGRE B1.32, TB 496 Recommendations for Testing DC Extruded Cable Systems for Power

Transmission at a Rated Voltage up to 500 kV, April 2012
• CIGRE B1.11, TB 606—Upgrading and Uprating of existing cable systems, January 2015
• CIGRE B1.40, TB 610—Offshore Generation Cable Connectors, February 2015
• CIGRE B1.43, TB623, Recommendations for Mechanical Testing of Submarine Cables, June

2015
• CIGRED1.23, TB636,Diagnostics and accelerated life endurance testing of polymericmaterials

for HVDC application, November 2015



Insulated Cables 183

• CIGRE B1.34, TB 669—Mechanical forces in large cross section cables systems, December
2016

• TYNDP 2018 Scenario Report, 2018, ENTSO-E
• TYNDP 2018, Technologies for transmission system, EN TSO-e
• CIGRE B1.55, TB722 Recommendations for Additional Testing for Submarine Cables from

6kV up to 60kV, April 2018
• CIGRE B1.45, TB756 Thermal Monitoring of cable circuits and grid operators use of dynamic

rating systems, February 2019.

Earle C. (Rusty) Bascom, III holds B.S. and M.E. degrees in
electric power engineering from Rensselaer Polytechnic Insti-
tute and an M.B.A. from the University of New York at Albany.
He began his career in 1990 working with underground cable
systems at Power Technologies, Inc. and, later, Power Delivery
Consultants, Inc. before founding Electrical Consulting Engi-
neers, P.C. in 2010 where as President and Principal Engineer he
continues to provide engineering services in the analysis, design,
specification, installation oversight and operational characteris-
tics of underground and submarine transmission and distribu-
tion cable systems. He is a Senior Member of the IEEE, Power
& Energy Society, Chair of the Insulated Conductors Commit-
tee (2018–2019), member of the Standards Association, a mem-
ber of CIGRÉ, the US alternate representative to CIGRE B1,
TAG and Working Groups B1.35, B1.50, B1.56 and B1.72, and
a registered professional engineer in the USA in New York,
Florida, Texas, Arizona, Maryland, Delaware, and the District
of Columbia. He has authored 60 technical papers and publi-
cations and is the holder of one patent. He can be contacted at
r.bascom@ec-engineers.com.

Marc Jeroense was born in Middelburg, The Netherlands, on 27
August 1966. He graduated frsom the Hogere Technische School
in Vlissingen and studied at Delft University of Technology, fac-
ulty of Electrotechnology. He started working for the former
NKF (Nederlandse Kabel Fabriek) where he in parallel worked
on his Ph.D. on the subject of HVDC cables. He moved to Swe-
den in 1997 and started working for ABB Corporate Research
in Västerås and continued working on cable development, both
AC and DC. In 2001, he moved to ABB’s cable factory in Karl-
skrona, Sweden, and had different positions as Product Man-
ager, HV Laboratory manager and Global Head R&D. In 2017,
he started working for NKT through the acquisition of ABB’s
cables business by that company. In 2018, he founded the con-
sultancy company MJ MarCable Consulting AB of which he is
CEO and expert. He has been member of CIGRE since 1993 and
has taken part in several working groups as specialist and con-
vener under the umbrella of Study Committee B1. In 2018, he
received the CIGRE Technical Council Award for his work in
that committee and he is a Senior Member of IEEE.



184 R. Bascom et al.

Marco Marelli has a master’s degree in electrical engineering.
He developed his career in Prysmian where he is currently Head
of System Engineering in the Projects BU, with responsibilities
on power and telecommunication cable systems. His expertise
covers in particular HV/EHV and submarine cable systems, both
AC and DC. He spent indeed more than 20 years doing design
and engineering works for large projects worldwide including
some of those recognized as milestones in the cable industry. His
work within CIGRE as SC B1 Member, Convener of Working
Groups and Special Reporter at the General Session has been
recognized with the “TC Award” in 2010 and the “Distinguished
Member Award” in 2012. He is the author of several papers
and he has been part of several technical and scientific commit-
tees. Since August 2016, he is the Chairperson of CIGRE Study
Committee B1 “Insulated Cables”.

James Pilgrim holds a B.E. in electrical engineering and a
Ph.D. in electrical engineering, both awarded from the Univer-
sity of Southampton in the UK. Until 2019 he was an Asso-
ciate Professor, based within the Tony Davies High Voltage
Laboratory at the University of Southampton, leading a range
of research projects concerning high-voltage assets. In January
2020 he joined Ørsted as Lead Cable Specialist. He has 12 years’
experience in the field of high-voltage cable systems, special-
izing in the assessment of current ratings and laboratory test-
ing of cable systems. Within Cigré, he has served as UK mem-
ber of working groups B1.35, B1.50, B1.56 and B1.64. He has
authored in excess of 50 technical papers, is a Senior Member of
the IEEE and is involved in standards development through IEC
TC20 WG 19.

Roland Dongping Zhang was born in 1974 in China. He
received his BA for German Philology in 1997 and the Ph.D. for
cable engineering at University Duisburg-Essen in 2009. After-
wards he joined the E.ON Offshore GmbH (former company
of TenneT Offshore GmbH) and was responsible for the cable
connections of offshore wind farms in the German North Sea.
Currently, he works for the Asset Management Germany/System
Technology of TenneT TSO GmbH and leads the team that is
responsible for engineering, quality assurance, testing, etc., of
underground, submarine, DC and AC cables at the TenneT Ger-
many. Since 2016, he has the chair of German National Panel of
CIGRE B1 and the membership of Study Committee of CIGRE
B1 insulation cables.



Overhead Lines
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Abstract Existing overhead lines of the transmission grid have been designed to
build up a network or to strengthen it—as it was seen at the time of their erection. Due
to the liberalization of the electricity market in the last years, the demand for pro-
duction and consumption of electricity has changed. Also, more and more renewable
energy sources (wind, solar, water) need to be integrated into the exiting transmis-
sion grid. Overloads of the lines must be prevented. Several ways to overcome these
problems exist. Among them are:

• build new lines
• change of components on existing lines (e.g. other conductors with higher current

capacity)
• increase the line voltage on existing lines (e.g. from 220 to 380 kV) or change

from AC to DC
• application of thermal rating and dynamic line rating on existing lines.

The chapter gives an overview which possibilities to strengthen the OHL grid exist
and which approaches can be seen for the future. Other possibilities than OHL exist
of course, but this is not the scope of Study Committee B2 “Overhead Lines” andwill
be covered by other StudyCommittees. For high voltage, extra high voltage and ultra-
high voltage, the bigmajority of new lineswill be overhead andwill especially remain
the most used technique to transport electric energy over long distances with high
capacity. Long-term reliability, long service life, cost efficiency and consideration
of environmental aspects are required. Modern approaches, materials, methods and
design help to fulfil these requirements.
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1 Introduction

Overhead lines (OHL) play an important role for the power system of the future
and its challenges. They are the oldest and—till today—the most commonly used
transmissionmethod worldwide to transport bulk electrical energy over big distances
on land. Extra high-voltage lines may exceed a route length of 1000 km for the
transport of several 1000 MW per electric circuit in AC or DC, up to voltages of
1.150 kV. The development of OHL voltages over the years is presented in Picture 1.

Study Committee B2 deals with overhead lines. The field of activities covers
design, construction and operation of, including the mechanical and electrical design
of line components (conductors, ground wires, insulators, accessories, supports and
their foundations), validation tests, the study of in-service performance, the assess-
ment of the state of line components and elements, maintenance, refurbishment and
life extension as well as upgrading and uprating of overhead lines.

The basic methodology to design and build OHL has been established since
decades and is improving continuously. Electrical conductors must be insulated from
the earth potential and against themselves. OHL use air for insulation. The conduc-
tors are fixed by clamps and are mounted on insulators made of porcelain, glass or
composite materials. Picture 2 shows a typical transmission tower with two electrical
systems (three phases each) and its components.

ExistingOHLof the transmission grid have been designed to build up a network or
to strengthen it—as it was seen at that time. Due to the liberalization of the electricity
market in the last years, the demand for production and consumption of electricity
has changed. Also, more and more renewable energy sources need to be integrated
into the exiting transmission grid. Overloads of the lines must be prevented. Several
ways to overcome these problems exist. Among them are:

Picture 1 Development of OHL voltages, from 1891 to 1990 [1]
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Picture 2 Lattice steel tower with two 400 kV electrical circuits (5), Fig. 3.1 from CIGRE pub-
lication 338 “Statistics of AC underground cables in power networks”. Remark: typical thermal
capacity with two subconductors aluminium 800 mm2 app. 2 × 1500 MVA, with 3 subconductors
app 2 × 2250 MVA

• build new lines
• change of components on existing lines (e.g. other conductors with higher current

capacity)
• increase the line voltage on existing lines (e.g. from 220 to 380 kV)
• application of thermal rating and dynamic line rating on existing lines

The present chapter gives an overview about achieved methods and approaches
for the solutions mentioned above. It strongly refers to publications of CIGRE.

2 State of the Art

The configuration of an OHL follows several preconditions. The principle design
parameters are:

• destination of the line: (city) feeder, transmission grid, distribution grid, feeder
from a power plant, merchant line

• environment, topography: urban, rural, flat/hilly/alpine, climate, wind and ice,
soil conditions, possibilities for access

• reliability, lifetime
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• technical requirements: ampacity, lifetime, voltage, AC/DC, number of electric
circuits, route length

• standards: design standards, material standards, limits for EMF, radio interfer-
ence and audible noise

• structures, supports: tower configuration, number of circuits per tower, opti-
mized average span

• tower material: lattice steel, tubular steel, concrete, wood, compound
• conductors: cross section, number of subconductors per phase, material
• corrosion protection: galvanized, coating, wood protection
• maintenance, repair: live-line work or not, access to the line, fault finding and

repair

2.1 Standardization

International and national standards for the design and operation of OHL are helping
with achieving a high degree of design and quality of materials [4].

Regulations and standards prescribe minimum values, e.g. for levels of reliabil-
ity. Higher levels can become necessary depending on the desired function of the
line or on the environment along the route. The decision must be taken for each
project separately on a case-by-case basis. Keeping in mind that OHL can live 80 to
120 years—if designed for this period—an estimation of the environmental condi-
tions for this period shall be considered (e.g. for wind, rain, ice). Especially natural
disasters in the past may give reasons for reliable line design. It is of course not
easy to look into the future. Responsible design should provide margins for these
uncertainties, even though cost may increase.

2.2 Environmental Changes

The environment is changing in many countries or regions. Tremendous efforts are
beingmade to estimate the environmental conditions and tominimize negative effects
from and on overhead lines. The emphasis put on use of land, visual impact of
lines, pollution, energy efficiency, global warming aspects and various hazards (like
noise, electromagnetic fields) is continuously increasing. Requirements onminimum
environmental impact during the life of the equipment will necessitate life cycle
assessment, including recycling of older equipment. Assessment of the impact on
the environment has become a necessary part of the investigation done prior to
obtaining permissions for new lines, which is for many projects carried out in an
environmental impact assessment procedure.

In industrialized countries and in metropolitan areas of developing and developed
countries, it is increasingly difficult to get new right-of-way for overhead lines. Asset
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owners and operators are therefore often tied to existing line routes with increasing
need to operate existing facilities closer to the limits, implying use of more sophis-
ticated control, monitoring, and data processing equipment. The pressure for going
underground has increased and must be expected to increase more. Underground
cables and overhead lines should be seen as complementary rather than alternative
solutions to build new links. Both are technical solutions and have their advantages
and disadvantages. Each project must be considered on a case-to-case basis.

Other environmental trends of importance are increased emphasis on energy effi-
ciency and use of renewable energy sources, and an increasing intolerance in the
society necessitating the use of measures to ensure adequate security of supply.

In many countries exists an increasing demand for strict rules on preserving
environment and reducing negative impacts from overhead lines.

OHL can be camouflaged by appropriate coating of towers and even conductors or
can be “hidden” if the landscape allows this. Picture 3 shows a “camouflage line” in
the Austrian Alps with dark green coated towers and dark green coated conductors.

Picture 3 Two OHL towers with two systems 400 kV each can be seen. Left: galvanized steel
tower, clearly visible: right “camouflage line” with dark green coated tower and conductors, nearly
invisible [1]
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2.3 Changing Social Requirements

Consumers andmanufacturers are relying on guaranteed electricity supply. It is more
andmore difficult to de-energize OHL formaintenance, and the resilience of the elec-
tric system needs to be higher and higher. The local communities are claiming for
more authority in decision-making related to energy management including devel-
opment of renewable energy systems, generation–consumption balance, energy mix,
considering it may be an attractive strength of their territory. All these reasons lead
to asset owners and operators having to get more out of existing lines in terms of life
expectancy as well as power transfer.

Many stakeholders will be expecting maximizing utilization of the existing assets
to maintain electricity rates at reasonable level. Also, various requirements from not
only conventional stakeholders such as inhabitants, but other parties such as system
users, are increasing.

Public authorities, regulators, consumers, all these target groups ask the designers
of OHL and of electric power systems

• to build OHL which design principles are focused on a very low probability of
failures, damages, human accidents and economic disadvantages

• to develop an electric power system which guarantees a high level of continuity
of service.

2.4 Audible Noise, Electric and Magnetic Fields, Impact
on Other Services

OHLmayproduce audible noise under unfavourableweather conditions.Methods are
available to reduce this (e.g. multiple subconductors, phase arrangement, conductor
arrangement and surface treatment) [1].

OHL produce electric and magnetic fields (EMF). Their permissible values are
defined in international and national regulations. Impacts on sensitive facilities may
come from OHL, from EMF. This can lead to shielding measures or to greater
clearances to objects.

3 New Grid Requirements

The changes in the power sector include the unbundling of the generation, transmis-
sion and distribution activities, the abolishment of institutional barriers for indepen-
dent power producers, changes in the financial structure of asset owners and operators
and an increased emphasis on competition. Third-party access to the transmission
system and the fast installation ofwind and solar power plants lead to amore intensive
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and unplanned use of the system and will enforce an improved power flow control
increasing the demand for power transfer of the electric grid. This is happening at
the European scale changing flows on EHV grid and at the regional scale changing
the flows on the HV grid.

The increasing competition in the energy market is changing the traditional roles
in the power industry. The access to grid gives rise to short time horizons for planners
as well as situations whereby lines will be operated at the maximum thermal load.

The consequences of environmental events such aswind, floods, fire and ice storms
can be more severe than ever before due to the reduced network redundancy. New
technologies can help to overcome bottlenecks for a certain period of time. Due to
increased opposition against new line projects in many countries, the design process
and the authorization phase need more time than before. The shutdown of an OHL
for maintenance is harder to achieve than before.

To summarize, the transmission line business has becomemore challenging; how-
ever, new techniques allow for new solutions and approaches to overcome obstacles
and objections.

3.1 New Needs of Public, Authorities, Regulators, Consumers

The demands and needs lead to cost-efficient designs involving new design tools
and new materials. The design of towers can help to achieve public acceptance (i.e.
aesthetically pleasing). Another aspect is the effective management of the existing
assets.

The following aspects are often raised from these target groups:

• Are the standards adequate as far as public safety and continuity of service are
concerned?

• Are representative climatic data available and are the weather assumptions valid,
how can climate change be considered?

• Assessment of the reliability of existing overhead lines. Effect of aged components
on the OHL reliability.

• Develop emergency response plans with appropriate manpower, material and
equipment resources to address (identified) OHL emergency situations. Improve
preparedness.

• Find the optimum balance between the costs of reinforcing (upgrading) OHL to a
higher reliability level and the costs of preparedness including restoration actions
and revenue lost after possible OHL failure events.
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3.2 New Needs of Technical and Asset

From these target groups, the main aspects raised concern maintenance, vegetation
management, power transfer capability and other uses of supports

• Diagnosis methods to know precisely the reliability of the line (failure mode and
probability)

• Estimation of the remaining life of insulators, supports, foundations, conductors
and accessories and how to manage all technical data

• Management of line-related data in information systems (condition of compo-
nents, maintenance plans, corridor management, etc.)

• Use of geographic information systems (GIS) to integrate environmental, climatic
and other data related to the line situation.

• Increase the power transfer capability of existing OHL (e.g. change AC to DC,
new conductor materials, high temperature conductors, thermal rating, increase
voltage)

• How to manage the risks due to load flow capacity increases in existing overhead
lines

• Use of OHL lines for other functions (e.g. for communication data with optical
fibres in the ground wire, antennas for mobile data technologies)

• OHL with high transfer capability over very long distances (DC, extra high
voltage)

• Reduced life cycle cost.

3.3 New Needs of Operators

The major concern of this target group is the technical performance of OHL in all
conditions

• New methods for maintenance (robots, drones, live-line maintenance)
• Right ofwaymanagement (ecologic right ofwaymanagement, vegetation, access)
• Line performance under dynamic mechanical loading
• Line reliability under normal and specific climatic conditions.
• In time tracking methods (vegetation control, fire tracking, clearances).

3.4 Future Needs of Science, Education and International
Organizations

SCB2 defined themain subjects of concern and research that science and universities
can work on. They are:
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• information for the update of standards (IEC, CENELEC, national standards, etc.)
• Support the involvement of students and young engineers in work of CIGRE

Working Groups
• Get information about new developments in the field of materials and equipment
• Basic research to better understand mechanical and electrical phenomenon

affecting OHL.

3.5 Lifetime, Life Cycle

OHL have a lifetime of 80–120 years, if designed for this and if well maintained,
though some components may need to be replaced (e.g. conductors and fittings after
40–60 years, corrosion protection 25–45 years).Withmodernmethods, the condition
of components and the remaining lifetime can be estimated.

• Lattice steel structures: Maintenance coatings for corrosion protection can be
extended if e.g. the “In factory Duplex-system” is applied during the production
of the tower. It has been experienced inmany countries in theworld, that the quality
of air has improved (less pollution), which can lead to intervals for maintenance
coatings of up to 45 years.

• Transmission tubular metallic poles: Thick layers of coating material can prevent
maintenance coatings during the lifetime of the structure. Recently, a promising
newmethod has been presented in Japan for protecting tubular bracings of towers
[3].

• Small-size metallic poles can be galvanized and coated which allows in general
a lifetime without additional coatings

• Concrete tubular poles live for decades without greater maintenance efforts.
• Composite towers are a new development for transmission lines. Experiences

from lower voltage lines lead to expect long-lasting structures
• Wooden poles are used for voltages up to 110 kV. The protection of the wood

material is a remarkable effort for maintenance.

Various survey techniques and sensors helpwith improving life cyclemanagement
of assets. A need for better, more accurate methods for managing life cycle of the
existing assets is seen. A better knowledge of the condition of existing assets helps
to assess their end of life.

4 New Technologies and Materials

System expansion planners and OHL planners are confronted with uncertainties in
modern power systems, coming from changed power production, renewable genera-
tion, energy storage, shifting political goals, and the continuing difficulty in building
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new overhead lines, demand, economic preconditions and in addition with uncer-
tainties from future climatic conditions. This unpredictability of power flow and
environment means that predictions of normal load and losses over the life of a new
line (up to 80 or 120 years if designed, built and maintained for such a lifetime) need
to be taken seriously when choosing the main design parameters, e.g. conductor size
and number and many others.

Recent advances in new materials and technologies have provided transmis-
sion utilities and operators with multiple options for better designs, more efficient
operation and maintenance of assets.

Overhead lines offer the possibility of flexible design in a certain range. The
motivation for flexible design is that, due to such unpredictable shifts, overhead lines
can be adapted to the new situation to gain maximum opportunities. The simplest
examples for such flexibility involve, e.g. the use of high temperature conductors,
which give the possibility to increase the power flow of existing lines with no or
small changes on towers. Conductor phase spacing and bundle designs that allow
future increases inAC current. The flexible design of OHL is an important advantage,
e.g. to support renewables.

Further improvements of the line utilization may also result from real-time mon-
itoring of the conductor temperature considering the weather conditions prevailing
at the time (thermal rating). Another way is to change AC circuits to DC circuits on
existing lines, with no or minor changes on the towers. Lines can also be uprated by
increasing the voltage.

All such considerations must bemade case by case, as not each line can be uprated
and measures to increase the ampacity may need no, little, much efforts, or can even
be impossible

A large number of topics of concern and/or interest for the future grid can be
grouped as follows:

Operation and Maintenance

• Condition assessment and estimating remaining asset life
• Online monitoring
• Maximizing use of existing ROWs while minimizing outages of existing lines
• Methods and tools for diagnostic and maintenance
• Extending transmission line life
• Risk management of OHLs

Design

• Increase capacity and reliability of existing lines
• New materials for use with OHL
• DC line design
• Capacity increase and reduction of active and reactive losses
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• Risk assessment of structures and foundations
• Design criteria for ice conditions
• Finding qualified and experienced design staff.

Construction

• Improved assembly and erection of structures
• Work safety, linesmen training
• Live work
• New construction techniques

Weather and Environment

• Weather impacts
• Climate change and atmospheric hazards
• Public acceptance
• Access and environmental constraints
• Environmental impacts
• Overhead lines and underground cables.

OHL can be uprated, uprated and refurbished and their asset can be extended.
These expressions are often misunderstood or unclear. CIGRE publication 353
“Guidelines for increasedUtilization of existingOverheadTransmissionLines” gives
clear definitions [11]:

• Uprating is defined as increasing the electrical characteristics of a line due to,
for example, a requirement for: higher electrical capacity or larger electrical
clearances.

• Upgrading is defined as increasing the original mechanical strength and or elec-
trical for increased applied loads such as wind, ice and any load case combination
or increasing electrical performance such as pollution or lightning performance.

• Refurbishment is defined as being the extensive renovation or repair of an item
to restore the intended design working life. Life extension is an option of refur-
bishment which does not result in the complete restoration of the original design
working life.

• Asset Expansion is defined as increasing the functionality of transmission lines.

In the following, examples for new materials and new methods are given. The
above-mentioned aspects are covered.
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4.1 Uprating of Existing Overhead Lines

4.1.1 High Temperature Low-Sag Conductors

CIGRE Technical Brochure TB 763 “Conductors for the Uprating of Existing Over-
head Lines” [10] explains the main methods for OHL uprating, among them for:
Reconductoring with High-Temperature, Low-Sag (HTLS) conductors—Replace-
ment of the original line conductor with an HTLS conductor, allows a substantial
increase in the line rating by going to a higher maximum thermal capacity without
changing the structure loads or requiring physical structuremodifications to increase
clearances.

High temperature low-sag conductors (HTLS) are made of special alloys and can
be used at temperatures of up to 210 °C. Such conductors can carry more electric
current than standard conductorswith an allowable temperature of 80–90 °C.The new
materials limit the sag and conductor pull to prevent respective minimize adaptions
of towers including preventing replacements by higher towers. HTLS conductors are
used for reconductoring for the uprating of existing lines as well as for new lines.
Different conductor designs are shown in Picture 4.

The new conductors brought a wide range of new types and abbreviations. A not
complete overview on conductor types is:

• AAAC All aluminium alloy conductor
• ACSR Aluminium conductor steel reinforced
• TACSR Thermal-resistant aluminium conductor steel reinforced
• G(Z)TACSRGap-type (Super) thermal-resistant aluminium alloy conductor steel

reinforced
• (Z)TACIR (Super) Thermal-resistant aluminium alloy conductor invar reinforced
• ACAR Aluminium conductor alloy reinforced
• ACSS Aluminium conductor steel supported
• ACCC Aluminium conductor composite core
• ACCR Aluminium conductor composite reinforced.

Such conductors can increase the thermal capacity of an OHL remarkably.
Depending on the permissible conductor temperature, the increase can be up to

Picture 4 Different types of high temperature low-sag conductors (from left: 3 M, CTC, Lumpi-
Berndorf) [1]
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Picture 5 Increase of capacity (amperes) depending on the conductor temperature for a certain
project [10]

200%. This needs of course the investigation of clearances to ground and obstacles
prior to the installation of such conductors. Also, the mechanical loads from the new
conductors on the existing towers need to be evaluated. Picture 5 shows an example
of the increase of capacity depending on the conductor temperature for a certain
project.

Each project must be investigated on a case-to-case basis. HTS are often “tailor
made” for a project. The higher the load, the higher the current, the higher the losses.
This must also be considered.

4.1.2 Thermal Rating and Dynamic Line Rating

CIGRE Technical Brochure TB 763 “Conductors for the Uprating of Existing Over-
head Lines” [10] explains the main methods for OHL uprating, among them for:
Dynamic Line Rating—Line monitors and weather measurement devices can be
used to determine the rating of the line in real-time. Such ratings are typically higher
than static line ratings but are more complex to implement in system operations.

Dynamic line rating uses the actual temperature of the conductor and the actual
environmental parameters to determine the permissible electric load in order not to
violate clearances or other restrictions. The ampacity of an overhead line depends
on several factors which need to be considered:

• clearances to ground, buildings, obstacles
• maximum allowable conductor temperature (mechanical aspect)
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windspeed (m/sec) 
versus current (%) 

ambient temperature (°C)  
versus current (%) 

Influences on conductor 
temperature

Picture 6 Principles of thermal rating, high wind and low temperature allow higher permissible
current in the conductors

Table 1 Correlation between
ambient temperature, wind
speed and current capacity

Ambient
temperature (°C)

Wind speed
(rectangular) (m/s)

Current capacity
(%)

30 0.6 100

20 0.6 115

20 2 150

• substations must be prepared for higher current
• load flow considerations of the grid
• legal situation (permission) to run the line with the desired current.

Picture 6 shows the principle: the higher the ambient temperature—the lower
the permissible electric load; the higher the windspeed—the higher the permissible
electric load. The optimum for a high current capacity of an OHL are cold winter
nights (no solar radiation) and wind at high speed perpendicular to the line direction.

Wind blowing on the conductors has a very high influence on the current capacity.
Table 1 shows the correlation. The values are examples under optimized conditions,
not a general statement.

Several systems for DLR exist, using thermal sensors directly on the conductor,
sensors for the conductor pull, or calculating methods from the environmental data
and many others.

A recent comparison shows that methods using sensors on the conductors and
methods using weather data and historical data correspond very well. One method
can confirm the other and eases the decision for the most appropriate approach for a
certain application. Paper [2] explains the deviation is approximately 1% only when
comparing the two ways of DLR.

Thermal rating and dynamic line rating have become common practice for many
TSOs worldwide. The gained additional capacity depends on the actual climatic
conditions and cannot be seen as a general approach. Each projectmust be considered
on a case-by-case basis.
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4.1.3 Voltage Uprating

Voltage uprating means to increase the operating voltage of an existing OHL to
increase its capacity. Necessary measures on structures, insulators and conductors
must all be checked for the envisaged purpose and mostly need to be modified more
extensively than would be required for thermal uprating. This must be counterbal-
anced with the costs and the gained additional capacity. The increase of capacity for
voltage uprating with unchanged conductors is in the range of 70% when changing
from 220 to 380 kV.

The basic voltage design technical considerations are [11]:

• Clearances to ground, to support structures, to over crossings of other power lines,
roads and railway lines and clearances to adjacent structures and vegetation;

• Conductor motion and electrical phase-to-phase clearance between conductors
• Clearance between earth wires and conductors
• Insulation requirements for power frequency, switching and lightning surges;
• Clearance for live-line maintenance
• Conductor surface voltage gradient, corona onset voltage and radio interfer-

ence voltages which are influenced by conductor diameter and conductor bundle
diameter

• Audible noise.

With higher voltages, the electric field increases and probability of audible noise
will increase, if a certain limit is exceeded. This may lead to the increase of internal
phase-to-phase clearances and the installation of additional subconductors or con-
ductors with larger diameters. Additional mechanical loads form wind and ice due
to bigger or more conductors must be considered. This all needs to be investigated;
see Table 2. In addition, the legal possibilities shall be checked.

4.1.4 Conversion AC to DC

The conversion of an existing AC overhead line to DC can increase its ampacity. The
big advantage in general is the better control of the grid with a DC line. The efforts
for adaptions on the line, the new built AC/DC- and DC/AC-converter stations at the
ends of the line must be counterbalanced with the gained advantages. In general, DC
lines are used to transport large quantities of energy over long distances (typically
exceeding 600 km) as point-to-point connections. For shorter lengths AC lines are
usually more economic.

A pilot project with the so-called hybrid line (one circuit at an existing OHL shall
be changed to DC, the other one remains AC) is being constructed in Germany to
check technical possibilities and electrical influences. Picture 7 shows the principles
of such a line.
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Table 2 Influence of parameters for voltage uprating [11]

Parameter Electric fields Magnetic fields Radio
interference

Audible noise

Phase to phase
distance

↑ ↑ ↑ ↘ ↓

Conductor
height above
ground

↑ ↓ ↓ ↘ ↘

Number of
sub-conductors
(for a given total
cross-section)

↑ ↑ = ↓ ↓

Sub-conductor
spacing

↑ ↗ = ↗ ↗

Total conductor
cross-section

↑ ↗ = ↘ ↘

↑ Strong increase
↗ Slight increase
↓ Strong decrease
↘ Slight decrease
= No significant effect

Picture 7 Line configuration for AC–DC conversion, one system AC, the other one DC (Source
B2 Session 2013 Auckland, Symposium papers 141, 142) [1]

4.2 New Tower Design

Over the decades of OHL business typical standard tower configurations have been
developed and are in use, which are optimized in terms of material, transportation,
erection, maintenance, costs and lifetime. Many utilities started considerations for
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a new tower design to get—or to increase—the acceptance for new OHL. Several
towers in alternative design are known from countries all over the world. Most of
them are single solutions; some even have the function as eye-catchers. CIGRE
publication 416 shows examples. Five of them are in Picture 8 [5].

Only few new designs are suitable as new standard configurations. One of them
is being built in The Netherlands where this “wintrack tower” will be erected in
hundreds in future. These towers are built as steel poles; two poles are one tower.
Other materials, as concrete, were under consideration. Apart from the different
visual appearance, the right of way is smaller thanwith standard towers.Maintenance
work needs special tools and facilities. Picture 9 shows a suspension and a tension
tower. In the right picture, the transition from a standard lattice steel tension tower
to a wintrack tension tower can be seen.

Other examples for new tower design have been installed in Denmark and the
UK. Picture 10 presents examples for such double-circuit 400 kV OHL.

The left design “eagle” has been built over many kilometres with more than 500
pieces. They consist of tubular steel poles and two crossarms, building the form of

Picture 8 New tower design; from left: Finland, France, USA, Finland, Spain (Source CIGRE
publication 416)

Picture 9 Wintrack towers in the Netherlands, here as a double-circuit 400 kV line with one system
on each pole; left: suspension tower, right: tension tower (Source Austrian Power Grid)
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Picture 10 New 400kV tower design in Denmark (left) and in UK (right) (Source Bystrup
architects)

an eagle. An adapted design has lattice steel tower bodies and crossarms, but uses
tubes for the bracings.

The right design “T-pylon” is based on tubular steel poles and tubular crossarms.
The conductors are mounted in the form of a diamond. The towers’ height is 35 m
above normal ground; this is smaller than standard lattice structures with two or
three crossarms. If maintenance work is necessary, it can be done using cranes. The
structures are galvanized and coated; it is expected that maintenance coating will
become necessary not before 80 years.

It shall be mentioned that the compaction of OHL is a good way to reduce the
visibility of the line in the environment. But it is not the solution for every project.
Compactionmust be considered carefully, as the gained visual advantagesmay create
disadvantages for other aspects. Especially audible noise, electric andmagnetic fields
must be calculated and calibrated when thinking about compaction.

4.3 New Materials for Structures

New fibre reinforced polymer (FRP) materials show benefits for the electrical util-
ity industry in terms of durability, lightweight, high strength-to-weight ratio, envi-
ronmentally inert nature, and their electrical non-conductive properties. In the last
years, FRP has become more and more common in various industrial applications in
aerospace, military, shipping, car, civil engineering and sports gear industries. Such
composites can also be used as construction material for OHL structures. First lines
in the lower HV range have already been built with such materials [7, 8]. Picture 11
shows examples for such towers.

One of the advantages of FRP is that unlike steel, FRP does not rust or corrode
which would be especially beneficial in coastal or industrial areas. There are various
resin systems available to the fabricator, which provide long-term resistance to almost
every chemical and temperature environment. Properly designed FRP composites
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Picture 11 110 kV towers made of composite material. Left: tower in lattice design, right: tower
made of tubular poles (Source Cigre Working Group B2.61 “Transmission Line Structures with
Fibre Reinforced Polymer (FRP) Composites”

parts have long service life and minimum maintenance as compared to most typical
materials used for utility structures.

For LV and MV lines, it is of interest that in comparison with wood poles which
can absorb considerable amounts of moisture which affect its electrical conductivity;
FRP absorbs less than 1%, so its electrical properties stay relatively consistent. FRP
products are resistant to boring by insects and/or woodpeckers. Compared wood
treated with preservatives, which cannot be recycled and introduced toxins into the
soil, FRPmaterials exhibit no leaching of chemicals into the environment. Theweight
of an FRP composite pole is typically 50–70% lesser compared to a wood pole. The
low weight reduces transportation costs and enables the use of smaller and lighter
vehicles for transportation and installation. At the end of their usable service life,
FRP poles can be recycled and used in applications where the initial shape can be
used, like fence posts and culverts.

The use of FRP as a material for the manufacture of utility structures is relatively
recent.While thoroughly tested, the lack of a long-term use historymay be of concern
to some prospective users.

4.4 Maintenance with Robots

Robotic in assessment and maintenance of OHL are becoming more and more com-
mon at many utilities. Such machines can check conductors and insulators and can
climb walls and structures. They assist asset managers in evaluating damages and
end of life and are a valuable tool to evaluate damages [6].
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Picture 12 LineScout Robot from Hydro-Québec; the robot is designed for live-line work up to
765 kV and can manage obstacles as suspension clamps (left: picture courtesy of Hydro-Québec;
right: Pouliot et al. (2009), © 2009 IEEE) [6]

Four robot classifications can principally be identified:

4.4.1 Line-Suspended Robots

They are designed to serve as the extended eyes and arms of the transmission lineman.
Their basic design function is to perform visual inspection of transmission lines
that cross difficult areas, such as large rivers or mountainous areas. Also, they may
detect and locate corrosion pits and locate broken steel core wires of conductors,
measure the remaining cross section of such steel wires as well as temporary repair
of components.

Such robots are able to travel over the live or ground conductor of OHL, and
many of them are able to pass through or cross over different obstacles (clamps,
spacers, etc.); see Picture 12. Line-suspended robots are also used to remove ice
from conductors in order to release mechanical stress from OHL under severe winter
conditions.

4.4.2 Unmanned Aerial Vehicles (UAV)

These are helicopters with trained personnel to capture information for an intended
purpose. They give clear images and unique inspection view when they fly close to
the transmission lines. In addition to normal images, pictures in the infrared (IR)
and ultraviolet (UV) spectrum can be taken. IR images are taken from insulators and
conductors. Hot spots due to pollution on the insulator surface or weak connectors
on the conductors can be detected (see Picture 13). UV images will reveal corona
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Picture 13 Left: corona discharges due to heavy pollution on insulators, detected from an UAV
(overlaid UV and visible recording) [6], right: check of earth wire connections

discharges which can originate from damaged conductor strands or frommechanical
damage to the insulators.

The technical development for this application is fast and very promising for the
future. Such robots have achieved autonomous operation and can wirelessly transmit
images and other information to ground. In some countries, before using a UAV, a
flight plan approval is required by the authorities. Unmanned aerial vehicles (UAV,
multicopter, drones) assist with inspections of OHL also with emergency inspection.
Battery life and how to translate images into useful reports need special attention.
UAVcan be classified as fixed-wing aircraft, helicopter, multicopter (Picture 14). The
operating range of these systems varies much in the range of some hundred meters
(multicopter) up to autonomous operating time between 1 and 2 h (helicopters). The
load they can carry is between some kilos for multicopters and fixed wing aircrafts,
and up to 100 kg for helicopters.

Laser scanning of overhead lines is another typical field of application for UAVs.
Mostly LIDAR technology is used, for the actualization of existing line documenta-
tion, vegetation control in the right-of-way, line routing for new OHL projects, and
many others.

Picture 14 Unmanned aerial vehicles for inspection of OHL. Left: Fixed-wing aircraft, middle:
multicopter, right: ground system vehicle for helicopter [6]
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Picture 15 138 kV double
dead-end structure
replacement utilizing the
LineMaster™—Chicago, IL.
© Quanta Services [6]

4.4.3 Ground-Based Robots

Such robots are designed to remotely capture and control energized conductors and
execute tasks that are far beyond human capability from a mechanical and electrical
stress perspective. This technology has been used for more than 15 years and can
be used for line structure repair and replacement, insulator replacement, etc. A big
advantage is the reduction of time needed and live-line work; see Picture 15.

4.4.4 Other Types of Robots

For inspection and maintenance of OHLs, there are still some components that
remain mostly off-limits to robots. Towers, insulators, and jumpers may require the
use of specialized robots for inspection and maintenance. Therefore, other types of
robots have beendeveloped for less-conventionalworks, such as tower/pole climbing,
insulator inspection, and insulator cleaning (Picture 16).

Robots can install and remove aircraft warning spheres mounted on ground wires,
provided they are designed for being mounted respective being replaced by robots.
The presence of aircraft warning devices is also a problem when conductors or earth
wires shall be replaced, as the conductors cannot be pulled out due to the spheres.

4.4.5 Future Vision for the Use of Robots

It is expected that the use of robots will increase. From today’s point of view, the
following drivers provide the motivation to meet this future vision:

• Safety of both workers and the public
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Picture 16 Left: Metallic surface climbing robot from helical robotics; right: live-line insulator
cleaning robot (Korea Electric Power Research Institute) [6]

• Effective use of capital and maintenance budgets
• High level of reliability for the transmission system
• Environmental and societal responsibility
• Resilience.

4.5 Asset Expansion of OHL

A typical asset expansion is the use OHLs for telecommunication purposes. Many
OHL carry earth wires with integrated optical fibres “Optical Ground Wires—
OPGW”, and even conductors with fibres have been installed (Picture 17). Such
lines can take hundreds of fibres and help to strengthen public and private informa-
tion grids, together with land cables and radio links. For the same purposes, many
OHL towers are equipped with antennas, receivers and amplifiers for telecommuni-
cation (Picture 17).With new Internet systems, e.g. 5G, the number of installations of

Picture 17 Left: ground wires of different types with integrated optical fibres (source Lumpi-
Berndorf), right: telecommunication antennas mounted on an OHL tower (Austrian Power Grid)
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such facilities will increase. Telecom providers in general appreciate the possibilities
to use OHL towers for their antennas, and in many countries regulations exist that
grid owners have to allow such installations on their structures.

4.6 New Overhead Lines

To build new lines is one of the possibilities to overcome the needs to strengthen the
grid. For high voltage, extra-high voltage and ultra-high voltage, the big majority of
new lines will be overhead and will especially remain the most used technique to
transport electric energy over long distances with high capacity.

The design of new OHL considers all of the relevant aspects which have been
explained in the chapters above and combinations of these if appropriate. Good
experience exists with this approach. Which method or decision is the optimum for
a project must be investigated on a case-by-case basis. General statements cannot be
given and make no sense.

5 Conclusions

There is an increasing demand of new lines in many countries. This concerns the
replacement of existing lines, the erection of new lines and the increase of the capacity
of existing lines. The big majority of those lines will be overhead lines (HV, EHV
and UHV).

It is increasing difficult to build and maintain highly reliable overhead lines while
keeping cost for the lines low. It is also difficult to provide highly reliable supply of
power while optimizing available resources (financial and manpower).

The development of new, advanced technologies and materials in designing and
maintaining overhead lines can help to keep the chosen risk level in design and
maintenance while keeping reliability level high.

Long-term reliability, long service life, cost efficiency and consideration of envi-
ronmental aspects are required. Modern approaches, materials, methods and design
help to fulfil these requirements.
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Substations and Electrical Installations

Mark Osborne and Koji Kawakita

1 Introduction

1.1 Objectives

This chapter will focus on how changes in the energy landscape will challenge the
design and asset management strategy of future substations and electrical installa-
tions. Whilst there seems to be a strong future role for electricity, it is important to
understand the effect that some of these issues will have now, since substations are
enduring facilities that must be resilient to the interim changes from political and
economic short-term decisions.

The scope of the chapter includes the substation, collective infrastructure and
auxiliary systemswhich serve to provide a resilient electricity network and themeans
to safely and securely access a sustainable power system.

The active technology employed within the substation boundary (e.g. transmis-
sion and distribution equipment (SCA3), power transformers and reactors (SCA2),
DC systems and power electronics (SCB4), protection and automation (SCB5) and
information systems and telecommunication (SC D2) will be covered in the relevant
Study Committee chapters.

The text will focus on how the following external drivers and the development of
the network of the future will impact substations:

• Societal interactions and expectations.
• Environmental and sustainability pressures.
• External technical challenges from the technology connecting to the grid.
• Emerging technologies and applications.
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• Asset and risk Management.

The substation can be defined as critical infrastructure, central to delivering secure
essential energy services to the nation. This chapter will consider some of the new
functions the substation may need to accommodate in its role as a hub for energy e.g.
distributed SmartGrid services, such as control functions, secure communication,
data coordination and synchronised timing.

1.2 Background

Substations and similar electrical installations are essentially a portal to the electricity
network. This access point enables both generation and demand to connect and utilise
the benefits of being connected to a wider more resilient network. This is also the
point where the system operator can observe and control the system, whilst the utility
can intervene with assets to maintain reliability and availability of the network.

During the 1960s and 1970s the electricity transmission grids rapidly expanded,
based on a clear design intent. They were conceived for bulk power transmission,
which took power from a relatively few large generating sites and delivered it through
decreasing transmission and distribution voltages to distant load centres. Prior to this,
power systems were local to thier need, typically with local generation to meet this
demand as it grew.

Most countries had state-owned companies with responsibility for the overall
architecture of the design, operation and management of the whole power system.
Over the subsequent decades, very significant changes have occurred which have
altered the structure of utilities, but also affected the regulatory regimes and operating
conditions, which can impose differing stresses upon the increasingly ageing assets.

The first major change to occur involved separating generation and transmission
components, and then (in some countries) converting the companies to privatised
and regulated entities. Changes such as these were intended to produce open gener-
ation markets with international power grids facilitating cross-border competition.
The intention was to yield cost efficiencies. It involved converting some utilities
from service providers into businesses focused on yielding stakeholder value. These
moves led to major changes in substation management practice and have provided
the framework for dealing with the more recent change.

The second and much more radical change followed a greater political focus on
reducing environmental impacts and their consequences. Just like the climate, sub-
stations will experience more volatility as the networks become less predictable and
will need to becomemore responsive to change.As a consequence of these upheavals,
those original assets now have to operate in changed and evolving networks. This
clearly has an impact on the management of lifetime care given to these assets. Opti-
mal performance will continue to be wanted from the delivery of electrical power. It
will require the correct and adequate infrastructure in place to deliver these changes.
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Fig. 1 View of the electricity grid and substations as used today and in the future

A major risk will be the disruption to society caused by loss of load events following
an in-service failure of major assets.

This is covered much more extensively in Technical brochure 764 [1] ‘The
expected impact on substationmanagement fromFutureGrids’ produced byWorking
Group B3.34which reviews the impact, particularly on existing substations with age-
ing assets and their traditional ways of working. The Technical Brochure describes
how these changes may impact upon the management of assets, intervention strate-
gies and resource challenges. An important facilitator has been the growth of data
collection, transmittal and use in the last decades (Fig. 1).

The changing needs of society have been one of the key factors in determining
the ongoing need for substations; however, it is not the only driver and some of the
relevant issues will be discussed here. Most of the change and innovation in substa-
tions is a consequence of developments in other industries, which have been adopted
slowly from their relevant sectors, e.g. power inverters, robotics, digitalisation, etc.

There will always be a mix of old and new technologies at any one time in a
network [2]. It is not unreasonable to expect existing infrastructure to be utilised and
operated well beyond its original design life if no major problems or risk present
themselves.

Whilst it is difficult to see a futurewhere the substation is not central to the delivery
of power;

• At the primary equipment level, the changes will be slower, plant will always
need to be either installed or replaced. It will need to be monitored and if neces-
sary maintained and then subsequently recommissioned back into service. This
is difficult without a substation or similar electrical installation of some sort to
safely deliver this function, without having to switch out major parts of the power
system.

• On the secondary system level, data and change management is going to be an
increasing factor in the control of network security, especially from the cyber
perspective. Invariably where software and firmware are installed on devices, a
secure and robust process is necessary for version control and any legitimate
updates or patches, where controls are needed to ensure both external and internal
threats such as malware are repelled.
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New technology is normally held back by the need to ‘interface or integrate’ it
into the legacy systems. This requires significant engineering resource and usually
limits the capability of both the old and new technologies. One option, may be to
work out how to ‘overlay’ different vintage technologies, and this would also help
to reduce the introduction of single-mode failure risks.

The role of the substation is likely to expand in the coming decades to adapt to
more sustainable and renewable energy sources in addition to the growing move
towards electrification of heat and transportation. The substation sits at the heart of
the sustainability agenda, enabling electrification for all, in particular developing
regions of the world, currently with limited access to reliable energy supplies. It will
also be central to the successful delivery of concepts like electric vehicles and energy
storage which will change the way we think about and use power systems.

1.3 Evolution of Substations to Date

In the 1996 CIGRE Paris session, a paper was published [3] entitled ‘The Future
Substation: A Reflective Approach’ (23–207) on behalf of the Substation Study
Committee. The position paper provided an assessment of the substation commu-
nity’s thinking at the time on issues which would challenge substation design and
operation in the future. It refined the decision-making criteria down to four elements;

• Functionality—what is necessary?
• Technology—what is feasible?
• Economics—what is affordable?
• Environment—what is acceptable?

The role of the substation is an enduring one, but it will need to adapt in response
to many changes. These include the external impact of new generation patterns com-
ing about from renewables and demand-side management making the network more
complex, this subject was tackled in [4] the Technical Brochure 380 ‘Impact of new
functionalities on Substation design’. Changing aspects of society and stakeholder
expectations will also be influential in the need case for new substations. The eco-
nomics associated with new build especially where space is limited will influence the
choice of technology. The uptake of optimised configurations is anticipated based
on improved availability and faster replacement rather than duplication.

The capability and performance of modern equipment will influence the config-
uration and operational philosophy employed in new substations. Better reliability
and increasing automation along with newmethods of monitoring and asset manage-
ment may prioritise design away from routine maintainability to risk and reliability
focused intervention.
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1.4 Looking Ahead

The issues back in 1996 are still very relevant, however, there have been some
additional changes since thenwhichmay reprioritise the thinking.Aswe look towards
2050 from a substation design and operation perspective, utilities need to adopt
philosophies which consider the following scenarios:

• Climate change—rising temperatures, rising sea level and increasing occurrence
of extreme weather conditions will affect the substation physical environment.

• The impact of substation and energy infrastructure on the environment—the road
to Net Zero by 2050.

• Increasing role of external ‘stakeholders’ in decision-making that will affect the
substation lifetime.

• Existing substation assets will be driven harder and under different network con-
ditions from those perceived decades agowhen theywere specified, manufactured
and tested.

• Accommodating the role of energy storage in the balancing of society’s energy
needs.

• Extreme operating environments offshore, possibly submarine and in time outer
space.

2 Changing Societal Requirements

The substation is the key interface between the power system, customers and con-
sumers. There is a growing community of stakeholders who have some element of
interest with the substation, whether as a user of the service it provides, or a provider
of a service to the substation, the system operator, local communities adjacent to the
facility or the manufacturers who supply equipment.

The United Nations proclaimed in 2012 the ‘International Year of Sustainable
Energy for All’ and set 2030 as the target for universal access to modern energy
services [5]. In addition, electrification has been voted by the US National Academy
of Engineering survey as one of the’ Greatest Engineering Achievements of the
twentieth Century’ [5] There are several obstacles to electrification including low
demand, low load density, unaffordability by customers, poor infrastructure, high
cost to develop infrastructure, political instability and economic risks such as assuring
an adequate rate of return.

There are several likely solutions to the obstacles which include the design of
low-cost substations as well as making the processes for the supply and installation
of these adaptable to specific local circumstances. Furthermore, infrastructure devel-
opment through private investment participation, technical support by professional
organisations and delivery of scalable national development initiatives are required
to meet ambitious targets to electrify all people by 2030. In response to this, CIGRE
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Fig. 2 Population without access to electricity, 2016 (millions)

Study Committee B3 published a [5] Technical Brochure 740 ‘Contemporary solu-
tions for low-cost substations’ to document guidance for the design of cost-effective
and fit-for-purpose substations to provide electricity to those needing that basic ser-
vice in developing countries, as well as remote locations in these countries. Specific
focus upon sub-Saharan Africa was identified due to the significantly higher gap in
electrification in this community (Fig. 2).

Addressing world energy poverty in coordination with the shift towards more
renewable sources of generation such as hydro, solar and wind may coincide with
common substation infrastructure development, and reducing energy poverty in
Africa would be a good example.

The following list highlights some of the key issues which affect the longer-term
stakeholder relationship with substations:

• Globalisation—the sourcing of plant, equipment and services.
• Increasing reliance on electricity—this indicates a growing demand on existing

substations and need formanymore facilities to support themyriad of new services
and customers needing to connect to the grid.

• Distributed services—the decentralisation of services, this will apply to control
and network access, but fundamentally will necessitate that the substation in some
guise will be central to achieving a safe and secure system

• Digitalisation—themove away from human intervention and the ability to be plug
and play such that devices are self-configuring.

• Autonomy—the increasing role for self-supervisory systems and self-configuring
networks, this will necessitate secure links to the control functions.

Globalisation across the manufacturing sector; these bodies develop the technol-
ogy and determine the direction of new ideas, especially where new networks are
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evolving. The development of standard or modular solutions will make the ability to
roll out a cost effective project more feasible, however the following issues need to
be considered. These suppliers are also developing a ‘service provider’ function to
provide end-to-end solution management. Communication and coordination skills
between the different projects are vital to the successful delivery of a substation and
the adjacent infrastructure. Fundamentally, highquality engineering skills are becom-
ing a relatively rare commodity, so the development of robust flexible solutions is
necessary. Another key area to consider and get right is the procurement strategy
which delivers a fit-for-purpose solution and contracts and warranty to support the
substation both during construction and during servicewith regard to product support
for issues like cyber resilience, equipment interfacing and compatibility, particularly
for substation extensions.

The design and operation of the substation will increasingly need to cater for
the change in the expectations of new engineers and dedicated expertise and career
lifetimes. The challengewill be to balance between commercial and technical skills—
the quality and detail in a specification will help to make this more achievable.

Provision of a service—other sectors, such as telecoms, have separated the link
between assets and the output. The challenge for substations is the capital cost
required to construct/replace when the income is based on capacity and security
of a large entity such as a network, rather than return-on-equity for the asset capital
value.

Understanding the total cost of ownership and timing of new concepts in a heavily
regulated market. Security—Managing cybersecurity across the power grid. The
substation is the key access point, so much effort and investment required to secure
these sites from external as well as internal threats.

There is a question around, whether the energy industry is no longer the trusted
development partner but is often seen by society as resistant to change and holding
back on development.

2.1 Regulation

Regulation and Competitive Markets will require utilities to optimise their delivery
costs to provide reliable infrastructure and the ongoing support services to maintain
and operate the assets. This may work for a predictable environment, where many
of the decisions are based on long financial lives rather than the useful asset life.
It will be necessary to consider how existing assets feature in delivering the future
requirements and how this can be incentivised through regulation.

The traditional concept of utility regulation is very likely to change in the coming
decades. There is a move from the concept of regulating the assets based on their
worth to one of identifying what services the customer and consumer want from the
energy system.

This will require utilities to review how they run their business and be able to
demonstrate they are meeting their customers’ needs, as well as ensuring assets
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are safe and reliable and that either shareholders or governments can justify their
investments.

3 Sustainability Challenges

There are twoaspects to consider, firstly the impact of external environmental changes
on the substation and secondly what does the decarbonisation agenda mean for the
substation technology, infrastructure and operation.

Ultimately, these changes will need to consider the resultant impact on personnel
health and safety whilst operating in or near an HV facility.

3.1 Environmental

As the role and location of substation and electrical facilities grow at an unprece-
dented scale, the impact of the climate is likely to experience more extremes more
frequently. This will become evenmore of an issue as new territories are explored and
facilities developed in deserts, offshore, underwater and ultimately outer space. The
challenge with offshore substation is addressed in [6] technical Brochure 483 ‘Guid-
lines for the Design & Construction of AC Offshore Substations for wind power
plants’. In many respects, this is likely to drive the development of smaller, more
compact and robust modular substations, which can be quickly installed, remotely
monitored, self-supervising and essentially replace on fail. A dilemma that will
increasingly face utilities, will be how to justify the additional costs and resources
necessary to ensure their facilities can withstand these increasingly more frequent
extreme events.Adopting quick response approaches usingmoremobile andmodular
deployment capabilities may help to address these challenges.

3.2 F-Gas Regulations

The matter of substation insulation selection is a key factor in determining the type
of technology employed. The possible evolution paths for gas-insulated switchgear
(GIS) substation technology will be addressed.

Driven by environmental targets to reduce carbon footprint related with SF6 gas
emissions, the industry is developing new SF6-free equipment. In the EU, the evalua-
tion of the availability of SF6 alternatives by 2020 according to Art. 23 of Regulation
(EU) No. 517/2014 is an important driver behind recent developments. There are
two issues to address, one is the use of SF6 for arc quenching purposes in switching
devices and the second is the more passive application as an insulator to achieve
much smaller electrical clearances typical of gas insulated switchgear (GIS).
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With regard to the first challenge, some manufacturers are focusing on replacing
SF6 with new gases. Others are focusing their research on expanding the well-proven
vacuum technologywhich has been already in use for several decades in applications.

The retrofitting of existing equipment with alternative or new gases appears very
challenging due to different aspects betweenmanufacturers design. Alternative gases
have a lower arc quenching and cooling capability, and interaction with other mate-
rials (grease, gaskets…) and cold climate operation is not always guaranteed. The
proprietary nature of alternatives is also a limiting factor along with costs and other
potential future ‘unknowns’.

In the meantime, there is focus around applications where SF6 is used as an
insulation gas (not an interrupting medium), e.g. back parts, measuring transformers,
GIB. Further work is required around the health and safety aspects for the new gasses
during gas handling for maintenance and after incident.

Irrespective of whether SF6 is banned or not, it will need to be efficientlymanaged
in electricity substations for a long time. Consider how PCBs in oil are still safely
managed in small populations of oil insulated equipment over the past few decades,
following the ban on use many years ago.

3.3 Environmental Management

Sustainability is key stand asset management, in particular whole life consideration
around the design and equipment used to construct and operate a substation. Sub-
stations have been in service for many decades, ever since electricity was generated
and required distributing. Over time, issues are discovered with materials and the
operating environment which is not safely managed can present a risk to the utility
and the public. Firstly, electricity fundamentally requires electromagnetic fields to
propagate and at all time it is important to consider the impact of these both in terms
of exposure levels to personnel and the public, but also their impact on the equip-
ment installed and operated within the substation facility. As more cyber-related
applications appear within the substation, its electromagnetic compatibility (EMC)
and sensitivity to adjacent equipment and external generated impulses such as light-
ning and solar flares should be understood. The hardening of the ‘smartgrid’ requires
some consideration especially the aspects around communication systems which are
now intrinsic to the success of these systems. The Earth’s resources are a limited
commodity and just like every other industry, ours need to be considerate and effec-
tively recycled where possible. This can range from recovering metals, repurposing
ceramics or recovering obsolete but still working protection relays to help replenish
spares and keep older systems working where possible. There are a few materials
still in substations which must be carefully managed, especially if there is a fault and
the risk of uncontrolled dispersion occurs. Prime examples are building materials
like asbestos in older facilities, PCB oil in older switchgear.

The other factor to consider is social amenity management. Two of the key osten-
sible risks are substation fires and acoustic noise which can have a significant impact
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Fig. 3 Ordinary outdoor versus modern indoor substation

on third-party properties and the public. These can be managed via fundamental
choices at the design and specification stage, such as the selection of technology,
insulation fluid, civil design or the use of active suppression systems. These factors
must be understood at the planning stage where they can be effectively managed, not
an afterthought once many of the cost-effective options are no longer available.

Furthermore, as the role for the electricity substation expands, there is a need to
make substation infrastructure more acceptable from a visual and social perspective
is a driver for future development. We can no longer expect to build the cheap and
easy options of AIS in large fields as we once did, albeit this was the state-of-
the-art technology at the time. The need to consider the integration of substations
into the community and suburbs leads to smaller sizes and architectural additions
(Fig. 3). Time is an increasingly scarce and expensive commodity. A proportion
of utility cost and risk is due to network constraints in particular securing outages.
Therefore, technology, solutions and practices that can reduce the time to complete
an activity offer a number of benefits. From the environmental perspective, this
manifests itself as quickly deployable solutions or modular designs, which maximise
off-site assembly minimising the disruption to the public during construction or
network interventions.

3.4 Safety

Incidents and faults will happen, no matter how much care and attention is paid to
the design and testing of equipment. The art is to minimise any impact on personnel
and the grid overall. Traditionally, resilience has been achieved through equipment
redundancy and protection systems to cater for these faults and the associated outages
necessary to repair the equipment and return it to service. Better observability and
diagnosis, plus the prediction of equipment ‘end of life’ can assist a move towards
grids that can sense and heal where it is less resilient or constrained and contingencies
can be supplied. The substation will be at the heart of healing the grid, hosting the
sensors, switching and intelligence to provide adequate autonomy to operate reliably
during adverse weather or force majeure.
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It is important to remember that at any one time, a utility will have a broad range
of different technologies, so one strategy cannot be applied to everything. A tailored
approach to asset intervention will be required.

New substations are generally going to be smaller, more compact and less obtru-
sive. The concept of ‘fit and forget’ is not unrealistic as the primary and secondary sys-
tems are being developed with more self-supervision, remote inspection and auton-
omy requiring less need for human intervention. This, in turn, reduces the need for
staff to be present and therefore the risk of injury to personnel. A key consideration
which is not always evident when building a new facility or replacing an old one is
the possible need to change or extend the substation in the future. More often than
not, financial and regulatory limitations will restrict the ability to build this in where
the need is not certain at the time of investment. Furthermore, the configuration, tech-
nology choice and operating practices can profoundly affect the ability to achieve
this in the future if required. This is important to consider from a safety perspective,
in particular considering what basic facilities would be required if the need came
about and it needed to be constructed and operated?

Legacy and existing substations will always need to have relevant intervention
policies for different genres of technology. However, the use of non-intrusive inspec-
tions and monitoring will help to reduce the need for permanent staffing. This is
particularly relevant where there is risk from stressed or ageing assets which could
be prone to destructive failure and cannot be replaced immediately.

It is always important to consider the application and operating environment any
equipment is going to be expected to serve;

• How can this be assembled, installed and commissioned?
• How will ongoing monitoring and maintenance be addressed over the asset

lifetime?
• What interventions will be necessary and how can this be achieved?

It is increasingly likely that applications like remote monitoring and robotics will
be used to replace the routine inspection activities. These provide a more consistent
measure, but will only do what they are programmed to do. (they also need main-
taining themselves!). It may be possible to consider safety clearances differently if
humans are never going to be expected to enter these spaces.

The Technical Brochure [7] TB 734Management of Risk in Substations provides
more detailed explanations behind many more issues highlighted here.

4 New Grid Requirements Impacting on Substations

This section considers the influence that the change in technologies connecting
to the grid and evolving changes system operation behaviour will impose on the
functionality of the substation and the equipment there-in.
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Fig. 4 Evolving challenges in the distribution network

• Expect lots of new smaller Distributed Energy Resources (DER) requiring access
to substation facilities.

• Mature grids will need to tend to repurpose and upgrade existing facilities. Lots
of new inverter-based technology will be connecting in and near substations.

• Outage management will need to be more flexible as more parties connect to the
grid.

A great opportunity for the substation community, as a whole, is the changing
role of the distribution sector from a passive demand-based network controlled by
the interface to the transmission network. As more dispersed and renewable gen-
eration connects into the distribution network, the broader the role becomes for
the substation whether Transmission or Distribution, to actively control power flow,
regulate voltage and connect new customers like that of the transmission network.
Essentially, distribution needs to increasingly adopt transmission philosophies, but
on a smaller scale and this begins in the substation (Fig. 4).

4.1 New Functionality

The substation is a concentration of network functionality, and as the power system
becomesmore complex and integrated, the need for substations grows as they become
more important than ever before.

Historically, the role of the substation varies significantly depending on where it
is located in the network, however with the changing nature of the grid and more
dispersed generation resources, active control will be required at all voltage levels
through the network not just at transmission. It is unlikely that only one voltage level
will ever become prevalent; therefore, a network hub or substation will continue to
be required to;

• Transform from one voltage level to another to minimise energy losses.
• Access the network—for new customers and asset interventions.
• Manage network resilience—provision of redundancy and enhance capacity.
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• Manage safety—intelligent reconfiguration to locate and to isolate faults.
• Communication hub for network asset control and monitoring.

The substation will need to adapt to different types of technology, functionality
or new services such as;

• Low short-circuit level operation, possibly requiring new type of protection.
• Need for more ancillary network services such as Synchronous compensators

(provision of inertia).
• More DC (MV or HV) in the longer term.
• Bi-directional power flows due to Energy storage.

These may have a few small configuration issues for the substation, but these will
not significantly affect the substation operation and management, other than that
specifically for the new technology. [2] TB 380 ‘The impact of new functionality on
substation design’ expands on some of these issues [2].

The key point to address herewill be how the change in network parameters affects
the response of existing assets, specifically the protection and its sensitivity to lower
fault currents and low system inertia contribution. As the electrical characteristics of
the network change, short circuit level (SCL), inertia and power quality, the substation
will become more instrumental in understanding and reacting to what is happening
in the network rather than relying on modelling and predetermined actions. This
should also consider how the testing and performance of protection and control can
be automated to cope with adapting to large changes in SCL and inertia.

The evolution of the SmartgGid, in particular, the greater utilisation of power elec-
tronics is bringing the primary and secondary sectors closer together, fundamentally
creating an integrated substation, possibly even the solid-state substation.

Improving system awareness, this will be necessary to make the substation adapt-
able to changes and utilise the substation as a centre for autonomy. Installation of
network balancing solutions energy storage, synchronous compensation. The substa-
tions can be used to improve the local observability of local DER. Furthermore, there
is a role for the substation as a virtual machine coordinating the response of active
controllers in the vicinity. Finally, it will still be the key interface between remote
generation via the transmission system and the increasingly more active distribution
system.

4.2 SmartGrid Support

Concepts like dynamic ratings, regional autonomy and risk-based asset manage-
ment will require a better understanding of the substation performance and reliance
on information systems to provide real-time network status in order to provide
theenhanced services described above and other sections of this chapter.

The system operators will increasingly be facing a more volatile future grid,
experiencing extreme conditions more frequently. The asset managers will need to
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provide more information about the loading and overload capability from busbar to
busbar of the circuits.

The substation has a key role in gathering the data necessary to understand what
impact increasing loadings and nature of these changes have on the reliability and
the asset life. Secure data collection and online monitoring augmented with weather
forecasts and load prediction will help to support this transition from deterministic
to adaptive or dynamic ratings-based network conditions.

This is a role for expert systems and artificial intelligence (AI) to establish overload
capability of all the assets in a circuit, and provide network operators more flexibility
to respond to abnormal network congestions. The applications must consider the
capability of all assets (including protection, connectors, bus runs and cables) in the
circuit and not just the largest element, such as line or transformer. Depending on the
stability, resilience or data security factors the applications to calculate these ratings
may need to be calculated at the substation and not always centrally. In the longer
term, it is also likely that substations will need to communicate with each other for
not only asset data, but also for control commands as part of the regional or network
resilience schemes should communication with the control centre be lost. This would
see substations central to the self-healing grid concept.

4.3 Network Resilience

The network will be exposed to a variety of disturbances whether natural (hurricanes,
flooding, etc.) or man-made (terrorism, malicious damage, cyber threats, etc.), the
scale and coordination of which may result in major network blackouts or disruption
to power supplies. The design and integrity of the substation and particularly its
ability to recover or endure these disturbances will have a significant impact on
the ability to ride through and support restoration of the surrounding networks and
eventually the power system.

The big economic question that resilience raises is justification of the capital
and operating costs required to provide the level of service reliability necessary to
support the recovery. These events are low frequency but high impact and potentially
a national emergency. Whilst the substation is not alone in restoring power, it will be
central to any network restoration scheme. As the networks becomemore distributed,
utilities and the systemoperatorwill need to understand the role each of its substations
play in these schemes and what is necessary to support the restoration process.
This will typically focus around the dilemma of redundancy versus duplication and
prioritisation for substation intervention.

It will be increasingly important for utilities to understand which elements of
the substation are most susceptible and key to providing a resilience network,
specifically;

• Auxiliary supply provision—providing diversity and secure supplies. Backup
generation reliability, testing and fuel stocks.
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• Intrusion detection both physical and cyber. How to ensure the integrity of the
substations light current systems—limit vulnerability to latent risks embedded in
the myriad of firmware and software systems to be found in the substation.

• Communication services to support any of the modern IED technology used for
protection and control.

• Resilience of critical systems, in particular, electronics to the effects of electro-
magnetic pulses (EMP).

One further issue that needs to be considered in this respect is the testing and
ability to demonstrate that these enhanced services will work when required and are
being suitably serviced and maintained to ensure this capability is required when
everything else is on its knees. Quite often these functions can be cut back during
economic efficiency drives and cost reviews. It is important to ensure critical sites
such as blackstart or control hubs are prioritised during such activities.

4.4 Substation Security

This is addressed at a number of levels, physical, ancillary and cyber. Whilst the
substation is at the heart of the network resilience, this can only be maintained
through ensuring the auxiliary supplies necessary to support the primary and sec-
ondary systems are robust to faults and external impacts. Often an afterthought, these
include site supplies to transformer and power electronic cooling, fire management,
the DC battery supply and chargers to all the protection, control, automation and
communication systems.

Substations are the means by which networks manage security of supply, through
large bussing complexes with highly resilient infrastructure. This is likely to orient
towards larger volumes of smaller dispersed sites coordinated by wide-area control
to provide self-healing networks. This will be a slow evolution, driven by the nature
and location of generation and load demands. This widening of the meshed grid may
improve overall network resilience whilst the large magnitude of substations means
the loss of a facility is less significant than the current view in transmission. Does
this mean we move from N-2 towards N, as the number of substations increases? In
turn, the lower voltage sites may be more concerned with local control issues like
voltage regulation or power quality.

Change management and role-based access control strategies become critical as
digital substations become commonplace. Utilities need to facilitate the opportunity
for auditability where we combine physical and cybersecurity functionality. e.g.
Bluetooth locking to know who is going into the site or cubicle.
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5 New Technologies and Genres

The technology employed in substations is extensive, ranging from theprimary equip-
ment which has changed little over the last five decades to substation automation and
intelligence which employs the latest microprocessor and cloud-based technology.

Asset Life—there is a view that most primary assets have a 40–50 year lifetime
and decisions are made on this concept. The changing nature of the networks will
need this to be reconsidered, possibly in respect of capacity or the service provided.

There are a number of likely trends, however, the cross-cutting influence is that
functionality is generally becomingmore concentrated and adaptability is increasing.

New technologies, such as transducers, robotics, drones, superconductors and
new materials may solve some of the current challenges in the substation and grid
performance but, on the other hand, will require a new set of skills and management
approaches to handle them.

New types of substation assets and systems are emerging, such as offshore instal-
lations, the wider use of power electronics (particularly voltage source converters)
and energy storage. These must be managed as complex systems often exceeding the
substation fence and forming bigger and more intelligent systems to control network
flow boundaries.

Use of robotics, automation and AI for inspection and surveillance purposes,
making condition assessmentmore systematic and consistent. The trick is to automate
the data collection and processing to quickly input into the asset management system
so decisions can be quickly flagged, outages reviewed, risk assessments carried out
with resource planned and allocated to determine the best intervention for the asset
and utility alike.

Existing HV component technical specifications may need to be reviewed for
suitability to be future grid compliant. The equipment for the future is beingpurchased
today. If not managed properly and in time, there is a risk that these assets will not
be able to perform in the future grid leading to stranded assets and costs.

The asset manager must intensify the use of dynamic and overload rating man-
agement in order to maximise the inherent loading capability at the circuit level. Fur-
thermore, the impact on the longer term asset performance needs to be understood
and managed.

The differentiation between control and protection is changing or at least blurring,
making it more difficult to exclusively separate the two. New devices and protocols
are being introduced at the substation level. The existing boundaries between primary
and secondary systems aswell as between secondary and telecommunication systems
will continue to disappear (Fig. 5). A final point tomake here is that utilities will need
to manage the interfacing between the legacy equipment already in service and these
new concepts, and this will require the development and sharing of good engineering
practice and collaboration between the manufacturers and utilities. This is exactly
what CIGRE aims to promote.
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Fig. 5 Emerging technologies in substations

5.1 Digitalisation

The role of the Internet of things (IoT) and SmartGrids will be a big factor in how
the substation and networks will have to evolve, much as the IT industry has adapted
to wireless communications and Ethernet cloud hosting.

The substation is becoming the hub of asset data gathering. Historically, the secure
nature of substation communications has established a robust communication net-
work between sites. This can be further utilised and augmented to transport more
network and asset data, facilitating asset condition, system monitoring and physical
surveillance.

These functions will require substations to be much more remotely operable and
configurable. This has a major cybersecurity impact, which is already a hot topic
for transmission, where strict access rules are implemented significantly restricting
the roll-out of cloud and SmartGrid solutions. To fully enable the distribution grid,
these issues need to be addressed without introducing draconian processes which
will stifle the evolution required in the industry.

A potential future role for substations is a viable alternative to GPS as a source
of time synchronisation, e.g. the wide area provision of a secure network timing
protocol (NTP).
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The Substation digital twin is a concept which can include not only the Building
Information Management (BIM) aspects in regard to design construction and then
the subsequent asset management and operation, but also evolve the data-driven
environment for asset knowledge and operation.

This evolving concept is essentially about having a soft model of the physical
functions and will feature significantly in substation management. Initially, amongst
the suite of design tools being developed is the visualisation of the substationwhether
adapted from laser surveys (LIDAR) or translated from 3D CAD packages, enabling
the utility and designers to walk-through. This way, the engineers can fly through or
look below the ground level for risk and optimised accessibility. This can help the
operations personnel to assess access and safety when working near assets.

The role for Global Information systems (GIS) is rapidly growing in the visualisa-
tion and asset management world to develop macrodata attribution for the purposes
of asset health and intervention purposes accessing maintenance history and other
data sources to provide a more holistic picure of the substation.

These tools can be further evolved with asset data and condition information to
establish the digital twin for any plant item and the substation itself, allowing the
asset manager to fully run through scenarios prior to setting a foot on site.

Possibly one of the best developments will be how this can then be further inter-
faced with the substation control and automation systems to establish functions like
software interlocking and risk managed hazard zones (RMHZ) around plant with the
potential to fail in a destructive state.

Enhanced safety features can be developed, by augmenting personnel protective
equipment with features such as head up displays, smart glasses and sensors to
inform staff of the asset condition in their immediate vicinity. This can also be used
to establish the location and exposure of personnel in the substation at any time.

5.2 Power Electronics

Power electronic applications, in particular inverters, are entering or connecting to
substations, especially at lower voltages on a large scale. Most new generation sits
behind a converter of some design (solar, battery storage and wind, plus HVDC).

It is reasonable to expect that in the future, substations around 30 kV could
become entirely solid state and digital. This also introduces the potential for the next
stage in power system development ‘plug and play’ with self-configuring and self-
supervising substations. This will gradually migrate up to higher voltages, but more
slowly depending on the volume and technical innovation in the coming decades.

Another case in point is the possibility of direct current (DC) networks. These are
starting to emerge in the MV domain. There is definitely a the role for the substation
as a facility that will accommodate the equipment and secondly the auxiliary infras-
tructure (cooling and valve hall HVAC) to support the inverters and protection and
control systems necessary to support these networks.
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5.3 Autonomy

The role of substation autonomy is a key point to consider. Substation automation
is on the increase, particularly as the complexity and number of variables that can
influence any one event grow.Whilst this has been extensively employed in transmis-
sion, it is typically only at the substation level and based on deterministic states. It is
not common across substations at a regional level, although there are examples of
operational tripping schemes and system integrity protection schemes (SIPS) around
the world. The ability to operate autonomously based on local system conditions is
a realistic possibility and likely to proliferate both in transmission and distribution.
This is particularly pertinent as more decision-making is based on prediction or arti-
ficial intelligence becomes viable and more commonplace on both the home and
transport. The key will be how these coordinating functions currently located in the
control centres will migrate into the substation control systems. The big challenge
at the substation level is how to install, commission and more importantly upgrade
or extend, these as more connections are made. The need for ‘plug and play’ archi-
tecture which can automatically configure itself and be aware of the environment it
is connecting into becomes ever-more important.

The gradual migration from hybrid IEC 61850 application to the full implementa-
tion of IEC61850 Ed2, is ongoing, built on lessons learned around testing and com-
missioning. The nature of the solutions enable the testing elements of protection and
control functionality without necessarily physically isolating the equipment from the
system. This flexibility, however, runs a higher risk if not properly implemented and
needs to carefully consider cyber resilience.

The availability of remote testing and validation tools for protection and control
functions, can significantly the need for circuit outages. However, Utilities need to
take more of a lead in the development of their processes around the implementation
of these new standards so everyone moves in the same direction rather than being
tied into a proprietary solution.

5.4 Materials and Technologies

The use of new and alternative technologies is mentioned in numerous parts of
this chapter, and however, there tends to be a common thread that runs through their
successful introduction into the substation environment. The following points outline
these key factors to consider;

• Alternative insulating materials, particularly to SF6 and derivatives need to be
established and demonstrated to be economically viable. In the short-term better
ways to reduce SF6 emissions on ageing equipment need to be evaluated. It is
important to considerwhatwill be the longer-termassetmanagement issues. Is one
problem being exchanged for another? What is the compatibility factor between
the new and legacy materials.
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• Non-intrusive techniques to identify equipment condition and in particular predict
end of life and intervention timescales.

• Communication media, secure wireless control and automation—how to make
‘plug and play’ more achievable, without putting the security of the substation at
risk.

• Energy harvesting particularly for sensors and automation, these need to be
suitable and de-sensitised to the harsh EMC environment of the substations.

6 Asset Management and Regulation

Substation asset management seeks to find the balance and rigour in the trilemma
between customers who value reliability and lower costs, stakeholder expectations,
and the shareholders and suppliers who seek a reasonable return-on-investment. It is
imperative that the utilities consider the total cost of ownership or whole-life value.
One key point to review is the significance of the lifetime of a substation.

The changes occurring over the last 30 or so years have encouraged many utilities
to shift their focus towards ‘performance driven decision making’. Society is now
less tolerant of loss of service outages and regulators monitor such events as well
as ensuring costs and prices are controlled. Where they are privately owned, utility
shareholders want an acceptable ‘Return-On-Investment’ in recompense for funding
the building of new and renewal of infrastructure assets. The utility directors need to
manage these expectations. This means achieving the required performance whilst
reducing costs to achieve this goal. The regulators also value these goals but need to
ensure all risks are identified and controlled in an affordable way.

Risk management is a fundamental role within this context and for some utilities
a legal requirement of their operating license. Where there is no government to
underwrite the company, a private utility needs to insure and this insurer will also
want to see risks managed. Open market and international trading mean competition
which is driven by choice and costs.

In this environment, lifetime management of assets is the key to achieving a
sustainable business. This applies to all service provider industries like telecom-
munications, rail, electricity, gas, water, etc. They each have assets that exist to be
operated and provide both a service to the consumer and value to the stakeholders.
Not all this change has occurred by simply good management evolving from within
companies. In the UK, the regulators of many of the service utilities drove signifi-
cant strategic changes within these companies. It included the development of a BSI
specification PAS 55, issued firstly in 2004. This, in turn, was reissued with a wider
and international collaborator base in 2008 and it further evolved into ISO 55000 in
2014 [8].

Within this context, a ‘line of sight’ is set by the executive board who have set
performance targets and acceptable risk levels to be achieved at all levels within the
company, from the executive to work teams on site. It is for the management teams



Substations and Electrical Installations 233

in the company to create and deliver the tactical targets for the assets and workforce
to achieve.

The development of ISO 55000 has impacted decision-making for substations but
it is still early days. This ISO will continue to further impact on the operational life
cycle, particularly from an investor or regulator perspective, much in the same way
that quality and environmental standards have become de facto in business.

Power systems will become more transactional based on service provision, and
this will require reliable and robust data to support the economic cost recovery
mechanisms; it is reasonable to expect the substationwill be a key source of providing
this information.

Efficiency will drive new methods in asset management to reduce operational
costs, including consideration of losses. This may result in more attention being
paid to whole-life or life-cycle losses becoming a more key part of the procurement
process.

The trend is likely to change in the actual approach to the traditional concept of
‘maintenance’ of assets. This will increasingly look at how to minimise the network
intervention.

• New inspection methodologies will be established using non-intrusive measures,
and however, problemsmay arise where these activities are outsourced to external
service providers who have work programmes linked to a contract, which leads to
problems when flexibility and cancellation of outages occur. Redirecting a team
to other work can be an issue both contractually andwhere the skill or competence
in the team is not matched to the alternate work.

• Due to the increasing grid availability requirements, obtaining outages will
become even more difficult and will require higher flexibility. Initially, the plan-
ning of maintenance activities is carried out from the ideal viewpoint of the max-
imum transmission capability of the network and does not assume any change
in the technical condition of the assets. This needs to change to acknowledge the
reliability of assets as they age or are utilised differently.

• The uncertainty of renewable production and the power flow in the network out-
age planning for maintenance activities will need to be more flexible including
maintenance work outside normal working hours. This could have an important
social impact on a maintenance organisation. For offshore wind park substations-
relatedmaintenance works, the weather conditions at sea will add another limiting
dimension to the planning process (Fig. 6).

One of the big factors to the whole substation data capture and processing chal-
lenge will be the role that standardisation plays in the protocols and structure for the
many thousands of different data sources possible within the substation environment.
Over the last decade, IEC 61850 substation protocol has evolved but is still consid-
ered a new concept in many circles. It is very incumbent on the utility to define its
own dialect of the standard that suits its operations, asset management systems and
suppliers. This is primarily for use within the substation boundary. On the condition
monitoring front, the common information model (CIM) is also a developing con-
cept. One of the challenges is for the utility to determine how it wants to source the
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Fig. 6 Substation management strategies

data and at what stage the data is converted into information and then the subsequent
decisions.

On top of what is happening inside the substation, the substation will become
a hub where there will be the data coming in from the wider network which will
need to be marshalled, secured and then stored remotely for processing and analytics
(Fig. 7).

Fig. 7 Semantic domain in SmartGrid architecture model
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6.1 The Rise of Information Technology

With the increase in digital systems, information technology (IT), communications
and other disciplines, the power industry is a more attractive career option for young
people. In the traditional business, it is not uncommon for engineers to stay with a
particular company for a long time (over 40 years), though job stability does not seem
to be a desire of the younger generation. Organisations will have to think carefully
about how to manage knowledge and skills, whether that is to retain staff members,
something which was not a big concern in the past, or focus on effective knowledge
management so that knowledge does not disappear as people leave the organisation.
Knowledge management practices and tools are covered in more detail later in the
section.

The role of data has changed significantly in recent years, as service providers are
placing more value on it. It is critical to risk evaluation, decision support systems and
assetmanagement.Controls, governance and changemanagement are key to ensuring
the voracity and effectiveness of the data quality. As new tools are evolving or
migrating from other sectors such as geo-spatial information systems (GIS), building
information management (BIM), IoT etc., the energy sector is becoming a hotbed for
new applications. The prime applications for substations will be in the combination
of these tools to visualise the performance of assets and spot emerging trends which
will inform the priority for intervention and help to diagnose possible causation,
ahead of asset failure. Historically, a lot of data has been captured at the asset level,
but the backhaul of this data to a central archive has not been carried out. Now
that the technology and data transfer is possible, it can be centrally archived and
augmented with other information systems, such as artificial intelligence to provide
better visibility of trends and granularity to the asset managers, who can use this to
determine the best intervention for an asset and minimise unnecessary outages. To a
degree, modern digital protection and control systems already have self-supervision
on an individual device level, and being able to observe device family performance
and fault trends across many different systemswill become essential as more reliance
is placed on dispersed SmartGrid functions.

One of the areas discussed in many forums is cybersecurity. Electric power net-
works are part of a country’s critical infrastructure. If physically attacked or remotely
broken into a critical operational system, such as SCADA, a country could come to a
standstill. The effect will be such as we have seen by wide-scale blackouts. With an
upwards trend in terrorist attacks and an increase penetration of remotely controlled
field devices, it is a threat that must be understood throughout by utility and staff
members need to be educated accordingly. Passwords simply cannot be written down
on the asset itself for easy access. This clearly demonstrates a need for education
on the importance of keeping passwords secret but also the importance of chang-
ing passwords as required. For example, during the commissioning of a substation,
the passwords are also known by the vendor and the contractors. It is important
that passwords are changed post-commissioning. The management of passwords for
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operational devices/systems is another organisational area which is absolutely crit-
ical for the business. Vendors are developing tools that will automatically manage
the password changing requirements as well as role-based access control of devices.

In the last decade, education and awareness on IT aspects were quite dominant.
This seems to have changes in recent years to a focus on educating managers in IT
Governance, which is far broader and includes aspects like security, configuration
management, etc.

The introduction ofmore complex technologies results in a shift of how people get
trained and how knowledge is transferred within a company and also between it and
service providers. In the traditional environment, it was common, and appropriate,
to train people on the job. A senior person would demonstrate how the job is done,
supervise, coach and guide until the work is done correctly and safely. The common
methods to transfer knowledge related to someone’s job would be on-the-job training
combined with internal documents (procedures, work instructions) on how the job
is performed.

Technologies are increasing in complexity and reach the point where a few weeks
of on-the-job training won’t be possible. Such an approach would simply take far too
long and isn’t feasible. Often the technology is fundamentally different and requires
significantly different skills. Also, the rate at which technology changes is increasing,
which means more formal knowledge management methods and tools are needed.
This need is further increased by knowing that young people change jobs more often
and knowledge, unless captured effectively, will talk out of the door.

The substation can no longer be developed in isolation, especially as the role of the
Internet of things, SmartGrid and distributed generation become more established. It
will be necessary for the utility to look wider, identify and incorporate stakeholders
in the substation evolution:

• Academics and industry will help to establish the new ideas.
• Entrepreneurs—to take the ideas across from industry and others and realise these

into pragmatic solutions.
• Multi-functional engineers who can combine the power system and technol-

ogy understanding with asset management and business disciplines to aid with
substation design management and operation.

6.2 Standardisation

The role of international standards and best practice guideswill becomemore relevant
as globalisation increases. The challenge will be to ensure a suitable equilibrium and
representation on these bodies, especially the standards groups IEC/IEEE to ensure a
balance is maintained between the user’s needs and the suppliers. This would achieve
a pragmatic and reasonable expectation for manufacturing and testing requirements
to optimise product cost.
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Standardisation has been shown in many industries (there are many examples)
to produce significant changes in the way infrastructure is developed. For example,
containerisation had a lasting and significant impact on the management of world
trade. The power industry has been slow to adopt but there are signs of increased
awareness of the benefits of standardisation in some regions, driven by costs and
time pressures.

‘Standardisation’ is not just the development of agreed international or national
standards as is suggested here but it is the broader aspect of standardising designs
and the use of repeatable elements in design. This has become a necessary aspect
of substation development. Rather than design from scratch, standardisation allows
designers to consider broader needs, encompass future development, etc. This will
develop and grow further as the need for world electrification continues. Standardis-
ation is used to assist rapid development. It was used primarily in distribution, where
the volume of facilities is much higher but now is also applicable to transmission,
especially during periods of rapid network expansion or change. Standardisation will
assist in the rapid development of regions and countries that do not have full electri-
fication: sub-Saharan Africa, India, etc. This is covered in much more detail in the
[4] Technical Brochure TB 389 ‘Combining Innovation & Standardisation’.

6.3 Resources and Skills

Collectively, utilities and the manufacturing sector are increasingly being driven
through competition and regulation to operate more efficiently and to shorter
timescales. This is generally resulting in a faster turnover of staff and greater reliance
on process and guidelines to establish best practice, rather than corporate expertise.
The time required for an engineer to become ‘experienced’ is significant and it is
difficult to remain in one position sufficiently long enough to develop the knowledge.

There appears to be a general move in academia away from ‘hard sciences’.
This may be driven by a society with people unwilling to commit to long-term
careers. Demographic analysis shows a significant change in attitude of society in
the last 20–30 years and this trend is expected to continue impacting also educational
outcomes.

In some countries, there have been significant efforts to assist in the development
and maintenance of high standards of education in engineering skills. The industry
is recognising that the continuation of the current trends will lead to loss of skills
and base engineering skills.

CIGRE in Australia has established the Australian Power Institute for the specific
purpose of encouraging the development of HV engineering curriculum in universi-
ties. This material is provided free to universities and includes lectures, tutorials, etc.
This seems to be very successful. This is also being practised in other countries, the
UK, for example, however, the role and image of the engineer must compete with
other professions in the skills market place in terms of remuneration and reputation.

New technology is also driving the need for new attitudes and skills:
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• Wind power offshore substations are relatively new and this is a technology which
has become popular in areas likeNorthern Europe. The construction and operation
of an offshore substation require new skills and knowledge, which is currently
not available inside companies. Some knowledge and skills may be recruited to
form part of the new organisation. However, external expertise and building new
business alliances are inevitable. A specific example is related to staff working
on offshore platforms. These staff members need to undergo extensive safety
training and other certification related to working on an offshore platform. The
management of these training requirements, certificates (to validate and renew
training/certificates) and specific knowledge transfer is a new area which requires
processes and systems that were previously not needed. It is one example only of a
new way of doing work, which, if not appropriately managed, can add significant
corporate exposure to a company.

• Similarly, HVDC multi-terminal systems are a totally new development for con-
verter substation configurations. We need new protection, DC circuit breaker on
the DC side, communication systems, etc. Work practices are fundamentally dif-
ferent from what a TSO is used to and often companies have only a very low
number of these substations. It is often simply not economical to establish the
required capabilities internally, given also the long lead-time required to estab-
lish the skills and knowledge internally. Companies often choose to outsource the
end-to-end management to specialist providers. It is now common to see tenders
that seek an external party to manage the procurement, construction/installation
and also the maintenance for a number of years what far exceed the warranty
period, and with an option to extend for additional years. Obviously, the solution
must integrate into the company’s power network, which is ultimately responsible
for the overall performance. Service-level agreements with external suppliers are
likely to increase.

External service providerswhooffer services for smart devices are becomingmore
abundant with the increased penetration of smart field devices. This may include
services such as monitoring, statistics and analysis services which, in the new busi-
ness model, the utility decides to outsource. It is simply becoming a new discipline
that requires expertise (data analytics) or the utility looks are alternative models for
labour-intensive work. Data from the utility’s smart devices may be stored on the
cloud with staff members given access to their data. External service providers can
offer online, cloud-based tools. However, cloud-based services create new challenges
in cybersecurity, privacy and reliability that did not previously exist.

All of the above changes are not small minor changes. These changes require
the overall rethinking of end-to-end processes, systems and people resources and
includes the rethinking of which capabilities should be established internally and
what expert teams need to be hired on contract.

There is an increased focus on driving efficiencies and an increased focus on
prudent and sound investments. Furthermore, many of the SmartGrid technologies
and its infrastructure requirement (e.g. private communications network) cannot be
justified at the device level. A long-term vision of the future network is essential.
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This demands that a technical person and/or engineer haswider technical (ICT and
EPE) and broader skills set and knowledge and also have capabilities in non-technical
areas such as finance, risk management, business planning and forecasting.

The average life expectancy of traditional power system assets deployed has been
30–40 years. Electronic devices and software packages have a far shorter life cycle
which means that processes, work instructions and procedures will change more
frequently and so will the skills and experience requirements and also the training
requirements change.

7 Summary and Conclusions

Energy is a core commodity necessary for society to flourish. It is now perceived
much more important now than for previous generations, possibly because of the
added drive to decarbonise society. This will be achieved through many more parties
contributing by either adding to the energy mix or actively managing their energy
demands.

In this context, it looks like the purpose and scope of the substation will possibly
becomemore important as a place for customers to access the network and for utilities
to control and maintain the reliability and security of the network and assets.

An interesting point to note is that, given the current lifetime of substation assets,
utilities and suppliers should be focusing on the viability and functionality necessary
to meet the Net Zero challenge by 2050 on their current projects, as any newly
commissioned equipment is likely to be still operating in this period.

The substation is the key point of access into the electricity system, and there is
an emerging role as a SmartGrid hub. This will become more key as more SmartGrid
applications take off, with respect to collecting and gathering secure and reliable
data, which in time will facilitate greater automation and autonomy blurring the
lines between transmission and distribution.

There is a focus around eco-design and the sustainability factor of substation
applications. Possibly the main challenge over the coming years will be about reduc-
ing the SF6 utilisation. This, however, will be compromised by the need to facilitate
smaller footprint substations.

The adoption of new technology into the substation is a balance of risk and eco-
nomics. The pace of change is growing and the substation community needs to
become faster at successfully implementing change and being responsive to external
factors. Whilst the industry needs to be aware of and consider the implementation
challenges, it should avoid unnecessarily impeding the introduction of viable new
technologies through lack of awareness or fear. The move towards modularity and
plug and play interfaces will lead to faster installation, shorter lead times, reduced
outages, especially for replacement and extension work inside existing facilities.

The pace at which pilots and field trials are implemented is an obstacle to embed-
ding timely change and innovation. Whilst these are an effective method to advance
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the equipment, the challenge is to share the learning, so equipment is not unnec-
essarily impeded through perceived negative experience. In this regard, the active
involvement of utility staff with innovation is absolutely essential and this is an area
where the industry has been particularly weak in the past.

Standardisation can play an important role around configurations and modular
design, and this will help to speed up the delivery and address constraint and outage
restrictions. It reduces the need for conformance testing and makes commissioning
easier. It is more suited to a wider scale roll-out of new andmajor offline replacement
activities. This does become more challenging for partial interventions, where there
are always likely to be mixed vintage technologies. It is difficult to apply a common
set of policies.

As more parties connect to the network, the ability to get access and the nec-
essary outages for site work will become less available and more insecure. This is
already leading to the need for more non-invasive assessment being undertaken with
equipment still energised.

The substation is becoming a more data-driven environment through digitisation
and then subsequent digitalisation of substation functionality. There will be short-
termchallenges around interfacingwith the legacyof systems and confidence needs to
be established with plug and play. In time, this data coupled with full CIMmodels for
all assets and functions will help to establish the substation digital twin, potentially.

The whole sector needs to establish a wider skills base, particularly substation
staff to have more IT skills compared to the earlier generations. Handling site data
needs to be properly managed, particularly with respect to change management and
cybersecurity.

Utilities will need to ensure that the policies procedures and methods of working
are reviewed in a timely manner to enable the benefit of new technology and risk-
based decisions to enable the effectiveness and functionality to be realised. Training
and staff development needs to be a priority, but this needs to be hand in hand
with new ways to capture knowledge and also reverse mentoring so old and new
engineers develop. Thedevelopment of resources should be the priority, not an option.

This is a role that CIGRE will actively play by encouraging utilities and engi-
neers to share and develop best practice with the wider community to enhance the
performance of substations.
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1 Introduction

The worldwide electrical power system is undergoing major changes. Many parts
of the world are moving away from conventional, thermal-based, synchronous gen-
eration, towards power electronic converter-connected forms of generation such as
wind and solar. The utilisation of renewable energy sources, often located in remote
areas, forces transmission companies and developers to move electrical power over
long distance to reach the end users.
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A common approach to improving the power transmission distance or power
throughput of an AC system is to add one or more devices collectively referred to as
flexible AC transmission system (FACTS) devices. These devices can be connected
either in shunt or in series dependent on the particular type of FACTS device but
fundamentally are acting upon the reactive elements of the AC transmission system
to either improve the AC voltage profile or reduce the AC system impedance.

Bulk power transmission over long distance has often been achieved with the
use of high-voltage direct current (HVDC). The advantages of HVDC over AC
transmission are typically summarised as:

• Lower transmission cost per km
• Lower losses per km
• Narrower right of way
• Longer distance for economic transmission via underground or subsea cable
• Greater controllability.

HVDC has also been used to interconnect AC systems that are either unsynchro-
nised or operating at different frequencies (e.g. 50 and 60 Hz).

The majority of HVDC installations to date are of a connection arrangement
referred to as ‘point-to-point’ transmission; that is, the power is moved from a source
of generation to a load centre or, alternatively, between load centres to share load
and generation and hence reduce the peak generation capacity in each AC system.

2 Introduction to Power Electronics

In HVDC, power electronics (PE) replaced the earlier mercury-arc technology in
the early 1970s. However, the legacy of this earlier technology is retained in the
terminology ‘valve’ that is used to describe a set of power electronic devices working
together to control the impedance between their terminals. With the development of
power electronics, FACTS applications were developed. Early applications of power
electronics focused on the use of the thyristor as themain controlled switching device.
In recent years, power transistor ratings and reliability have improved to the point
where they can also economically be applied to both HVDC and FACTS devices.

In the following section, the types of semiconductors commonly used in HVDC
and FACTS are introduced along with an indication of possible future developments
[1, 2].
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2.1 Thyristors

Today’s thyristors have a blocking capability of 8.5–9.5 kV per device and a current
rating of upto 6250 A DC [2, 3]. The silicon diameter has reached 150 mm; while
large, this silicon wafer contains only a single thyristor. In order to build the high-
voltage power electronic switches required in HVDC or FACTS applications from
these devices, many thyristors are connected in series and controlled as a single
switching element. However, because of the high current-carrying capability of these
modern devices paralleling of devices is not required. Besides the electrical triggered
thyristors (ETTs; see Fig. 1), there are also direct light-triggered thyristors (LTTs;
see Fig. 2) used in modern HVDC systems.

Clearly visible in Fig. 1 is the gate etchings on the silicon wafer as implemented
by two different manufacturers. These gate configurations are intended to improve
the speed at which the complete silicon area goes into conduction following an initial
gate pulse applied at the centre of the silicon slice, hence reducing turn-on losses and
minimising the need to reduce the rate of rise of current through the device.

Fig. 1 ETT 9.5 kV 150 mm
silicon Phase Controlled
Thyristor

Fig. 2 LTT 9.5 kV 150 mm
silicon
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As shown in Figs. 1 and 2, modern thyristors used in HVDC and FACTS are
‘press-pack’ devices; that is, they are designed to fail short circuit in the event of a
device failure.

2.2 Power Transistors

There have been several types of power transistor brought to the market in the last
30 years. However, due to their multiple industry applications and hence the quan-
tity manufactured and demonstrated reliability, the insulated gate bipolar transistor
(IGBT) has, to date, become the preferred technology adopted for both HVDC and
FACTS applications.

The main topology used for these VSC applications in HVDC and FACTS is the
submodule. There are two main types of submodule: the half-bridge and the full-
bridge modules. In Fig. 3, a submodule using a single phase leg is shown, whereas
Fig. 4 depicts a full-bridge submodule with two phase legs. In both cases, the phase

Fig. 3 Half-bridge
submodule

Fig. 4 Full-bridge
submodule
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legs consist of two IGBTs with antiparallel diodes. On the DC side of the phase
leg(s), a large DC capacitor is connected which has no other external connections.

Two main considerations are important for choosing a device for multi-modular
converter (MMC)-based HVDC applications which use IGBTs:

• MMC-basedHVDCsystemsoperatewith very lowswitching frequency compared
to other applications. Usually, the switching frequency is only three times the line
frequency or even lower. Therefore, for an identical voltage class and technology
generation, a device with a trade-off favouring the reduction of forward voltage
drop will outperform devices optimised for low switching losses.

• The conduction loss, per device, always increases with blocking voltage, but
generally less than proportionally, so that, in general, the conduction loss per kV
of rated voltage decreases as the blocking voltage increases [4].

For today’s module packages, two different types are in use by different manu-
facturers. The established package in the power ranges appropriate to HVDC and
utility scale FACTS applications is the IHV package (IGBT high-voltage package)
which was introduced as IGBT technology emerged beyond the range of industrial
general-purpose drives and other low and medium power applications and into metro
and mainline traction applications. This became feasible in 1995 with the introduc-
tion of 3.3 kV IGBTs [5]. 6.5 kV IGBTs were introduced in 1999 [6], the isolation
capability was improved while keeping the footprint and main the terminal locations
unchanged. The outline is shown in Fig. 5, and Table 1 provides an overview of
currently available voltage and current ratings for the largest footprint module.

However, unlike the thyristor, previously discussed, a single IGBT package con-
tains multiple parallel connected transistors and reverse parallel diode chips. The

Fig. 5 IHV module 190 mm × 140 mm in cutaway view
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Table 1 Current ratings in
190× 140 mm2 IHV package

Voltage class

3300 V 4500 V 6500 V

Max. current rating 1800 A 1500 A 1000 A

failure mode of these devices is more complex. An initial fault on one chip can lead
to a short circuit through that chip. However, the energy that then flows can result in
damage to the surrounding chips and their connections leading to the device becom-
ing an open circuit. For this reason, where series redundancy is required in order to
maintain operation, even with the loss of some elements, a bypass switch is included
in each module to remove the power electronics from the circuit in the event of a
failure.

To overcome the need for a bypassing mechanism, some manufacturers have
developed press-pack IGBT devices, Fig. 6.

As these devices have been purposely designed for the application, it has been
possible to add additional diodes within the package, thereby avoiding the need for
the thyristor in parallel with D2. The module provides enough surge current and
explosion resistance capability to avoid the use of any supplementary bypass and
explosion protection arrangement for easy stack design.

Fig. 6 Press-pack IGBTs. a 2.5 kV modules used in early generation of VSC-type HVDC/SVC
systems up to 500 MW, b 4.5 kV StakPak modules
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3 Established Power Electronic Applications in Today’s AC
Power Grids

3.1 FACTS Applications

Depending on its nature, if it is a shunt or series FACTSdevice, amechanical switched
device, a thyristor commutated device, or a current source converter- or voltage source
converter-based device, its features are different. All the available spectra of FACTS
devices have a large range of applications in today’s power system:

3.1.1 Variable geographical generation pattern

Helping the power system performance when the geographical generation pattern
is very variable, for example, because of intermittent energy source integration. In
these situations, many different load flows may arise, as well as undesired overloads.
FACTS devices can redistribute the active power flows through the AC power grid
lines, so that overloading can be avoided orminimised thanks tomainly series FACTS
that are able to change the line impedance or voltage angle magnitude.

3.1.2 Voltage support in steady state

Mainly thanks to the shunt devices, the reactive power exchanged with the grid can
be modified and therefore the voltage profile of the AC power grid can be controlled.
This feature is of special interest when there are abrupt voltages due to generation
changes, or exchange programme abrupt change, or lack of voltage sources in case
of displacement of synchronous generation.

3.1.3 Voltage support in transient state

Some FACTS devices such as thyristor-controlled shunt or VSC-based FACTS
devices can contribute to the voltage support in the transient state, i.e. during a
fault, as they can provide fast fault reactive current to support voltage and achieve a
faster voltage recovery.

3.1.4 Transient stability enhancement

As FACTS devices can make the AC grid’s voltages healthier, or increase active
power transmission, transient stability margin can be increased. Also, some FACTS
devices, such as the thyristor-controlled braking resistor, can minimise the power
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acceleration of a synchronous generating unit during a disturbance, which may help
transient stability.

3.1.5 Wave quality improvement

Some FACTS devices can modify active and/or reactive response to improve power
quality andmitigationmeasures against unbalanced, voltage dips, harmonics, flicker,
etc.

3.1.6 Power Oscillation Damping (POD) provision

Power oscillation damping (POD) provision. Some FACTS can have implemented
a POD control function, which can contribute to damp frequency oscillation by
managing the reactive power and, thus, the voltage in the point where they are
connected.

3.1.7 LCC HVDC operation improvement

LCCHVDC has a limited capability of controlling reactive power as its consumption
depends on the transferred active power, and this fact could even lead to limitations
in its transmission capability. In these cases, some parallel FACTS devices may take
on the role steady-state voltage control, dynamic support to short circuit, overvoltage
limitation, and in general contributing to have a stronger network and thusminimising
the LCC HVDC possible operational limitations.

3.1.8 Short-circuit current limitation

3.2 HVDC Applications

3.2.1 Asynchronous Grid Interconnection

HVDC can be used as a decoupled interconnection, which allows the exchange of
power,while still allowing theACnetworks to operatewithin their operation regimes,
such as control of frequency or voltage. This is in two basic forms, and there are
numerous examples of each around the world:

• Same Nominal Frequency: Adjacent AC networks which operate at nominally
the same frequency, but are not capable of direct AC connection for a number of
reasons, such as stability, short-circuit level, etc.

• Different Nominal Frequency: Adjacent AC networks with significantly different
frequencies, such as 50 and 60 Hz.



DC Systems and Power Electronics 251

InHVDC links such as this, anHVDC link in the form of a back-to-back link is the
most common, with AC lines being brought from each AC system to one converter
station location.

3.2.2 Remote Generation Interconnection

Traditional large-scale generation in the form of run-off river or storage is normally
located hundreds or even thousands ofmiles from themajor load centres. In situations
such as this, with a need to transmit the bulk power over a long distance, the line
and station costs associated with AC solution and the DC solution favour the use of
HVDC above approximately 500–700 km.

3.2.3 Water Crossing

Significant water crossings may dictate the use of DC. This occurs in traversing wide
rivers or lakes, which make overhead lines impractical, forcing the use of submarine
cable. The charging current associated with the cable capacitance introduces con-
straints on the amount of AC power that can be transmitted, forcing the use of an
HVDC link for higher power and/or longer distance applications.

3.2.4 Urban Infeed

There are several drivers which may make HVDC the preferred solution to bring
power into inner city areas:

• Short-Circuit Level:Manycities have evolvedwith a specified short-circuit current
rating on the transmission and distribution equipment and switchgear.When there
is a need to add generation into this network, the addition of this generation
may exceed the switchgear fault current rating. HVDC can inject power into this
network without significantly increasing the short-circuit current.

• Land Constraints: The availability of land in many cities is limited, and an HVDC
converter station may have a smaller footprint, a lower profile and improved aes-
thetics and have less environmental impact in comparison with a new-generation
plant with similar rating.

3.2.5 Connecting Renewables

The increasing use of large-scale renewable generation, most notably in wind, has
introduced challenges to network planners and operators in how to handle the vari-
ability of this power, and the most effective means of either passively or proactively
controlling the consequent power flows in the overall network. Large wind farms,
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whether onshore or offshore, can benefit from the controllable power flow which
HVDC introduces, through control of power and frequency in the wind farm.

3.2.6 Offshore Wind

Offshore wind farms are increasingly used in conjunction with HVDC transmission,
driven by both the distance from shore and the power rating, whichmake anAC cable
connection less viable. In particular, voltage source converter HVDC technology and
its flexibility to independently and simultaneously control both the real and reactive
power flows, together with its more compact footprint, make it a more cost-effective
solution to bring offshore wind energy to the onshore networks from several hundred
miles from shore.

3.2.7 Increasing AC Transmission Line Capacity through Conversion
to DC

AC line characteristics include a stability limit and a higher-level thermal limit, and
the power flow through these AC lines is managed to remain at a level below the
stability limit. This ensures the network stays within its normal operational steady-
state operating range, such that occasional excursions close to the stability limitmight
be allowed, but operation beyond that and up to the thermal limit is not allowed. This
applied safetymargin effectively removes access to someof the transmission capacity
of the AC line. Use of HVDC removes the stability limit constraint, allowing power
transfer up to the thermal limit of the conductor, which allows significantly more
power to be transmitted through the line.

3.2.8 Multi-terminal DC Grid

There are a few examples of multi-terminal HVDC with three or more terminals on
the same DC circuit, and beyond this, the concept of a DC grid is becoming a viable
alternative to the traditional AC network which is the backbone of almost all power
transmission and distribution networks worldwide. The three-terminal Quebec–New
England link is a long-distanceHVDC linkwhich brings hydro-energy from northern
Quebec to two locations in southern Quebec and in New England, which has been
in operation for over 25 years. Another older example is the three-terminal cable
interconnection between the islands of Corsica and Sardiniawith the Italianmainland
in theMediterranean Sea, where the main purpose is to use energy from themainland
to stabilise the two island AC systems. These are multi-terminal links with a radial
connection, and the next logical development is in the creation of DC grids.

DC grids may be used in several applications, including:
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• The potential for more cost-effective and efficient connection of multiple and
dispersed offshore wind farms to a number of onshore AC network locations

• interconnection of multiple two-terminal DC links to allow the broader transmis-
sion and exchange of power between AC networks

• DC transmission network overlay above an existing AC network to allow efficient
long-distance transmission of energy between strategic AC network locations.

3.2.9 Remote Community Supply

The ability of HVDC to transmit power more efficiently over long distances also
applies at low power, to feed remote-located communities who presently have to
depend on generators based on diesel or other fuel which must be transported over
road or rail and which may have seasonal access restrictions. Feeding these remote
loads through an HVDC link, potentially feeding multiple small local loads along
this line, from one common generation source, or from the main AC network at the
rectifier end, may offer a more reliable and low-cost supply to such communities
over the longer term.

4 Future Medium-Voltage Distribution Applications
of Power Electronics

4.1 The Evolving Distribution Networks

Many governments have committed to a low-carbon economy. A low-carbon elec-
tricity network is critical to enable and to realise such a commitment. Unlike a con-
ventional network where centralised generation supplies all the electricity demands,
more and more distribution-connected resources (most of them are in the form of
renewables) are playing an increasingly active role in electricity supply security and
reliability. From an engineering perspective, the phenomenon can be reflected as
the controllable and bidirectional power flow between transmission networks and
distribution networks; from the customer perspective, the customer can also take on
multiple roles simultaneously being both a generator and an active demand response.

Distribution network operator (DNO) serves as the direct interface and takes on
active coordinating role between all market participants, facilitating the markets
and services in a neutral and non-discriminatory manner. This can be achieved by
extending the current role of DNOs to that of distribution system operators (DSOs).
An effective DSO model will reduce system balancing costs, while enabling the
flexible networks necessary to facilitate customer’s use of low-carbon technologies.

In summary, the distribution network is evolved to have more visibility and more
controllability than ever before. Decentralisation, decarbonisation and digitalisation
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are today the main themes of the distribution network development. Commercial
innovations and the engineering advancement alike are required to enable a smarter
distribution network to meet the future requirements of our customers. The technol-
ogy advancement of power electronics and its commercial availability are the catalyst
of this transformation.

4.2 The Enabling Function of Power Electronics

Power electronics will play a key role in power systems of the future with multiple
functionalities. An important area of application is identified in the distribution net-
works for larger uptake of low-carbon technologies. Moreover, with the uncertain
nature associated with renewable resources (such as solar and wind) and the dis-
tributed renewable resources, enhanced coordination and management are required.
The engineering challenges associated with integrating the unprecedented level of
distributed renewable generations can include but is not limited to:

• The unpredictable power flow from the embedded generation
• Imbalance of energy demand between the three phases of AC supply
• Wide voltage angle can prevent the connection between key circuits
• Voltage control at distribution level
• Power quality

Power electronic device has been conventionally deployed at the renewable sector
to fulfil the requirements set out in the local grid code or connection codes, such
as fault ride through and reactive power control (and the voltage control) on the
connected busbar. With the help of power electronics solutions, power flow can be
controlled in a wide range of conditions.

The requirement to maintain a secure, reliable and economical distribution net-
work has seen the increasing activities in the engineering developments, such
as:

• The power electronic material (advancement in silicon-based power semiconduc-
tors, exploring and commercialisation of new semiconductor material such as
silicon carbide)

• Hardware design (e.g. new topology of converter; solid-state transformer)

and the commercial innovation, such as:

• The planning and ownership of STATCOM at grid side
• Integrated function of synchronous condenser and STATCOM to provide fre-

quency support.
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4.3 Challenges of Power Electronic Devices

In addition to the ongoing engineering and commercial innovation in the power
electronic sectors, there are still challenges over their widespread application in
the power system domain. The challenges associated with proliferation of power
electronic devices in the distribution grids can include but are not limited to:

• Converter topology suitable for different voltage levels in the distribution grids
• The selection of passive (inductors, capacitors and resistors) and power electronic

components, with respect to size and power density
• Selection of suitable power electronic materials based on application and voltage

level (silicon, silicon carbide, gallium nitride, etc.)
• Reliability of the power electronic and its associated components
• Cost of power electronic devices and associated control systems
• Efficiency and power losses related to power electronic devices.

4.4 Existing Project

A power electronic-based network upgrade can solve the issues associated with
the traditional MV systems such as active control of the active and reactive power,
independent reactive power compensation, harmonics and unbalanced on the AC
grids. To this end, a few existing examples are presented here.

4.4.1 Example 1: ANGLE-DC Project

Angle-DC is a smart and flexible method for reinforcing MV distribution networks,
operated by Scottish Power Energy Networks. Angle-DC provides controllable
power electronic-based flexible connection that facilitates enhanced bidirectional
power flow between two sections of the network; Isle of Anglesey and North Wales.
The project aims to convert the existing 33 kV alternating current (AC) assets to DC
operation and will trial the first flexible MVDC link in the GB distribution system.
Moreover, the project will provide learning to bridge the gap between transmission
network and low-voltage distribution DC technologies. It is expected that Angle-DC
will bring a total saving of £69.2 m by 2030 and £396.0 m by 2050 [7] (Fig. 7).

4.4.2 Example 2: LV Engine

LV Engine will trial the application of power electronic-based smart transformers
(STs) to facilitate the connection of low-carbon technologies (LCTs). AST is a power
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Fig. 7 Single-line circuit of the angle-DC link with MVDC topology

electronic device that provides multiple functionalities over and above standard volt-
age conversion of conventional transformers. SP Energy Networks run the project
and aim to demonstrate a low-voltage direct current (DC) connection for LCTs. It is
expected that LV Engine will bring a potential saving of £62 m by 2030 and £528 m
by 2050 [8] (Fig. 8).

Fig. 8 Connection scheme of SST to LV network
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Fig. 9 Back-to-back flexible power link connection between two grids

4.4.3 Example 3: UK Network Equilibrium project

The project contains a back-to-back power electronic converter (AC–DC–AC)which
allows power transfers across two different 33 kV networks, called flexible power
link (FPL). The FPL will allow controlled transfers of both real and reactive power
flows between the two networks. Western Power Distribution (WPD) as part of their
‘Network Equilibrium’ project runs this activity. It is estimated that deploying such
flexible power links across the UK could release 1.5 GW of capacity by 2050 [9]
(Fig. 9).

4.4.4 Example 4: Indonesia

Coupling of an industrial grid including own generation, highly unbalanced and
distorted load (arc furnace) with a public grid. There is a surplus of generated energy
in the industrial grid, but both grids cannot directly be interconnected. A back-
to-back converter with sufficient rating towards the industrial grid to compensate
the unbalanced and lower-order harmonics interconnects both grids. It reduces the
unbalanced load on the industrial grid power generators, reduces the harmonics in
the industrial grid and enables four-quadrant power transfer between both grids [10]
(Fig. 10).
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Fig. 10 Back-to-back intertie connection between an industrial grid and a public grid
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4.4.5 Example 5: China—Wenchang Project

The Wenchang platform submarine cable repair project was started in 2010 to help
address the urgent loss of supply security problem. The MVDC was configured as
a symmetrical bipole with a rating of 8 MVA/±15 kV, such that the positive and
negative poles are identical, and each pole can work independently of the other to
provide security of supply to the remote platforms. The project’s aim is to convert
a faulted 35 kV AC line to 3 MW DC line with voltage source converter (VSC)
topology as discussed in [11, 12] (Fig. 11).

(a)

(b)

Fig. 11 8 MVA/±15 kV Wenchang MVDC project. a Schematic diagram; b AC to DC operation
schematic
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5 The Development of Multi-terminal DC Grids

The justification for interconnection of the power grid continues to grow to facil-
itate the sharing of intermittent renewable sources and to bring bulk, renewable,
generation from remote sources to load centres. This requires transmission system
reinforcements in the alternating current (AC) systems, and often the traditional
approach might be to build ultra-high-voltage alternating current (UHVAC) lines on
top of the existing transmission systems. However, the experience of the last decades
indicates that the permitting process for such a solution, particularly in some areas of
the world, could be very time consuming. In some cases, it may even be impossible
to get permission to build any new overhead lines [13].

Until now, DC transmission has been used primarily for point-to-point transmis-
sion with two terminals, though there are a few three-terminal systems in operation.
Multi-terminal HVDC transmission systems can be realised today for both line com-
mutated converter (LCC) HVDC transmission and voltage source converter (VSC)
HVDC transmission.

VSC HVDC transmission is well suited to HVDC grids (DC network with a
plurality of converters, partlymeshed and partly radial) as a change of power direction
does not require a change of voltage polarity, as is required when using only line
commutated converter (LCC) technology. However, under certain applications, it
may be practical to mix both LCC and VSC technologies to build the most practical
and cost-effective system [14].

5.1 Development of Multi-terminal DC Networks

The drive to build multi-terminal DC transmission systems is to, as far as practically
possible, maintain the advantages of point-to-point DC transmission but to make bet-
ter utilisation of both the asset investment and the environmental impact of the power
system infrastructure. An example of how such a scheme could be developed can
be seen by considering today’s large remote offshore wind farms that are connected
through a point-to-point connection, Fig. 12a. If there is also an economic opportunity
to connect two AC networks together and the offshore wind farm is, geographically,
on-route, then it may be deemed advantageous to add a third terminal to this network
such that the wind energy can be supplied to either AC network or, during times
of lower wind generation, the capability of the DC transmission equipment can be
utilised to exchange power between the two AC networks, Fig. 12b. This scenario
can be further expanded if one, or both, of the onshore AC systems has constraints
within the onshore transmission corridor capacity. The DC transmission can be used
to provide a bypass for the onshore AC grid, possibly utilising an offshore corridor,
Fig. 12c. This is, of course, just one example for the utilisation of a multi-terminal
DC system, and there are many other scenarios that could justify the consideration
of such a DC network.
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(a) (b) (c)

Fig. 12 Examples ofmulti-terminalHVDCconnections. a Point-to-point,b three-terminal, cmulti-
terminal

5.2 DC Grids

Expanding the multi-terminal scenario discussed in Sect. 5.1 a ‘DC Grid’ can be
envisaged. In the context used here, a DC grid is considered to contain some element
of meshing and hence provides more redundant pathways for power transmission.
The schematic pictures (Fig. 13a, b) show two possible situations where the increas-
ing need for transmission of power has been solved by building only end-to-end
transmission HVDC or in the other case an HVDC grid. In these pictures, only the

Fig. 13 a Overlay HVDC consisting or multiple point-to-point transmissions. Schematic picture.
Circles: A DC node connected to one single converter [13]. b Overlay HVDC grid. Schematic
picture. Circles: A DC node connected to one single converter [13]
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DC lines and DC nodes are shown, where the DC nodes are drawn as dots. It is
assumed that a single converter is connected at each DC node. It can be seen from
Fig. 13b that the total infrastructure investment of the DC grid solution is much lower
that only utilising a series of point-to-point connections. Also, the coupling between
converters at the nodes is not dependent on the underlying AC network as is the case
in Fig. 13a.

5.3 Equipment Development Associated with DC Networks

The development of a DC network, beyond a certain size, will necessitate the use of
new equipment, not in common usage today.

5.3.1 HVDC Circuit Breakers

With an increased number of DC converters and transmission connections on a
common DC circuit, it is advantageous to be able to isolate part of the circuit when
that part is subjected to a fault but to leave the remaining network in operation. This
is the normal way that an AC system operates but possesses some challenges in a DC
system because of the low inertia of the DC network and the lack of zero crossings to
facilitate current interruption. To meet these challenges, HVDC circuit breakers are
needed that can both interrupt a DC current and operate rapidly, thereby mitigating
the rate of increase of DC fault current.

Today, the solution developed by several suppliers and implemented on several
multi-terminal projects is based on the so-called hybrid solution. In this solution, as
shown in Fig. 14, the normal current path is through a mechanical switch and hence
the operating losses are low; however, in the event of a breaker trip command the small
power electronic switch in series with the mechanical breaker is opened. This small
switch can create enough back EMF to commutate the current into a larger power

Fig. 14 A schematic of a typical HVDC circuit breaker
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electronic switch. When all the current has commutated, the mechanical switch can
be opened, and once this has opened the large power electronic switch can commutate
the current into a surge arrester which both creates a back EMF to drive the fault
current to zero and absorbs the energy associated with the fault current.

5.3.2 Current/Power Flow Controllers

In a meshed DC grid, there are multiple paths for the DC current to flow and unlike in
a radial connection the power flow through a conductor cannot be directly controlled
through control of the associated node voltage as this node voltage will impact on
multiple current paths. This could, under some circumstances, lead to constraints in
the power flow through the DC grid due to a need to limit the current in one part
of the grid. A solution to this is to introduce additional, small, converters that can
exchange current/power between parallel pathswithin theDCgrid, thereby providing
an additional degree of freedom to control the DC current flow. Such devices can be
considered as being the equivalent of FACTS devices but for a DC grid.

5.3.3 DC/DC Converters

Future HVDC grids will most certainly face the problem of connecting existing
HVDC links at voltages that are not the same as the grid, and there might also be
need to make connections between grids of different voltages. This different voltage
could be caused by lack of standardisation. One grid could, for example, connect
offshore wind farms, and another grid could be transcontinental. In this case, it is
most probable that the grid connecting offshore wind will operate at a lower voltage
than a transcontinental grid. In all cases where there is a need to connect HVDC of
different voltages, some kind of DC/DC converter is needed.

5.3.4 DC Grid Automation

With an increase in the complexity of the DC network, it becomes necessary to have
an additional layer of control that can provide both the desired DC grid power flow,
or as close as is achievable, and can also look at the operating conditions at each node
and in each transmission corridor and calculate the necessary operating condition
at each node to comply with any constraints that are applied to the DC grid. For
example, in its simplest form the DC grid automation system should be aiming to
achieve both the ordered power flow and minimise the transmission losses within
the total grid. Additional features may, for example, require the operation of the DC
grid to consider contingency cases, allowing for possible network disturbances.
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6 New AC Grid Challenges

The energy sector is going through a major transformation. The three macro-
themes of decarbonisation, decentralisation and digitalisation have created both the
opportunities and challenges for power electronics applications in power systems.

6.1 Maintaining the Stability of the Power System
with a High Degree of Power Electronics

The integration of asynchronous generation using power electronics converters has
resulted in the reduction of short-circuit strength and system inertia. This has created
operability challenges for the networks. The reduction in the short-circuit strength
not only poses challenging technical requirements for new connections but may also
create stability issues for the existing power electronics converters. However, the
conventional assumptions and approximations relating to the strength of the AC sys-
tem to support stable operation of power electronic interfaces should be reviewed and
may be revised. There is a requirement of a more fundamental research to understand
the stability issues of power electronic converters associated with the short-circuit
strength at the point of common coupling.

6.1.1 Converter Interactions

PE-interfaced devices are controllable equipment, with very short response time. Up
to now, the operation of, e.g., some far disseminated point-to-pointHVDC links could
be handled independently fromone fromanother, as their action had an impact in their
ownarea only.But themultiplicationof suchdevices requires coordinated action from
them and/or control and setpoint adjustment depending on external circumstances
(short-termwind power forecast, AC network loading, etc.). This is being considered
for some current projects (Power Management System in Johan Sverdrup project
[15] and Master Controller for Interconnector Operation (MIO) in Kriegers Flak
project [16]). In a more distant perspective, HVDC grids, strict coordination of a
variety of converters connected to the same DC circuit will be even more critical
due to the fast dynamics of phenomena (e.g. DC voltage variations) and the lack of
margin offered by converters (no current overload capability). This was anticipated
by CENELEC TC8X [17], and a practical implementation of a master control was
successfully experimented with three HVDCmanufacturers using offline simulation
to operate various multi-terminal HVDC systems [18]. This perspective will result
in new requirements, mainly the compliance of HVDC converters to a standard
common interface (still to be defined) for their operation at a high level (setpoints,
ramps, delays, communication protocol).
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6.1.2 Protection

Challenges related to protection appear with high penetration levels of generators
based on full-converter technology and HVDC converters. These devices do not pro-
vide overcurrent during a fault, so overcurrent protection schemes of transformers
may not detect faults, with a risk of voltage dip in distribution networks and loads.
In addition, the replacement of synchronous generators by PE-interfaced generation
decreases the short-circuit power, which leads to broader voltage dip propagation,
which in turn requires even more demanding fault-ride-through requirements. Fur-
thermore, PE-based devices do not provide negative-sequence current either as stan-
dard so ground protections or distance protections may also have problems to detect
faults. Up to now, grid code requirements for PE-interfaced devices (HVDC, wind
turbines, etc.) mainly address power system stability issueswith requirements related
to low-voltage ride-through capability for instance; however, new requirements will
certainly be needed to ensure smooth operation of existing AC protection under a
large penetration of PE devices (negative-sequence current injection, etc.).

6.1.3 Grid-Forming Versus Grid-Following

System inertia is constantly decreasing as the result of the replacement of syn-
chronous generator with PE-interfaced generation. Under some circumstances (e.g.
isolated network due to a severe fault, very windy or sunny conditions), the share
of renewable energy can be prominent with respect to synchronous generation. Var-
ious consequences result from this degradation, such as excessive rate of change
of frequency (RoCoF), lower frequency nadir, reduced ramping margins, which in
turn may trigger frequency-based protection (such as RoCoF relays), finally tripping
generation units. Additionally, the increasing share of PE-interfaced devices tends
to reduce the overall short-circuit level as renewable energy sources are substituted
to synchronous generation; this results in other types of issues such as a higher risk
of commutation failures for thyristor-based converters.

In order to overcome those issues, some new requirements are progressively pro-
posed for converters to implement a ‘grid-forming’ behaviour (thus enabling the
converter to maintain stiffer AC voltage and frequency from the very first instants
following a disturbance, and to synchronise to an AC system frequency, similar to an
AC synchronous generator), instead of currently used grid-feeding controls (based
on a PLL and a current control loop). The definition of a standard understanding
of that need and the underlying requirements are investigated in various working
groups, for instance [19, 20].

6.1.4 Validation

The validation of any interaction issues requires the detailed network models. The
first step for this is to develop a dynamic equivalent model of the network in EMT
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simulation environment. With a high degree of power electronics converters, the
dynamic network reduction process requires further research. Themodel data sharing
across various participants has been a big challenge. Research is required to find out
how to best represent these devices in EMT simulation domain and what kind of
sensitivity analysis would be required to gain more confidence about the simulation
results.

There is also an increasing trend for owners to purchase replicas of the con-
verter controllers that can, primarily, be used in a real-time simulation environment,
to check the performance of a new power electronic device against other existing
devices for which control replicas exist. These replicas can also be used to familiarise
maintenance staff with the equipment away from the commercially operating plant.
However, this approach requires a significant investment on the part of the transmis-
sion system owner, not only in the replica but in the real-time simulator along with
the laboratory and operating staff associated with this.

6.1.5 Inter-operability

A need towards inter-operability between equipment from different vendors has
been identified in earlier R&D projects which insisted on the definition of standard
requirements on the DC side point of common coupling for converters. Some early
proposals were provided in [21] where VSC converters are considered.

6.2 Unlocking Transmission Network Capacity Using FACTS
Devices and Storage

There is a high degree of uncertainty around how the future of energy industry is
going to look like. Future energy systems could use infrastructure very differently
to how they are employed today. Several individual energy vectors—electricity, gas
and hydrogen—can deliver multiple services, and there are other services that can
be met or delivered by more than one vector or network. Governments may pull
both together to safeguard consumer interest by adopting the whole energy system
view. The decarbonisation trends in transport and heat sectors will have a significant
influence on the investment requirements in the electricity transmission sector.

This uncertainty makes any big investment decision in electricity transmission
sector to undergo a greater level of scrutiny, e.g. building new transmission lines.
However, it creates the opportunity for the power electronics industry. The FACTS
devices have the potential to unlock the additional transmission capacity without
incurring a large investment. They can defer the investment for the future years,
when there will be more certainty about the need case.

Research should also be extended towardsmaximising the use of power electronics
converters. The converters can provide several ancillary services such as frequency
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support, reactive power support, inertia calculation, harmonic filtering and improving
power quality.

6.3 Harmonic Stability

Harmonic stability is an emerging form of power system stability that can be seen as
an extension of the classical small-signal stability as defined, for example, by [22].
Classical small-signal stability typically relates to electromechanical dynamics of
synchronous machines and their control system and interaction through the grid and
considers a frequency range up to a few Hz.

On the other hand, harmonic stability relates to electromagnetic dynamics of the
grid and their interaction with power electronic converter systems (PECS) and their
associated control systems. Since PECS are typically driven by open-loop power
electronic switching in a frequency range of several kHz, high-bandwidth control
can be associated with their grid-side converters, and harmonic stability analysis
therefore requires extension of the small-disturbance stability concept to a much
wider frequency range [23].

In short, harmonic instability relates to the destabilisation of grid resonances
through their interaction with converter control or a harmful interaction between
different converter systems through their grid connection. In both cases, harmonic
instability leads to extreme inter-harmonic distortions that can usually not be pre-
dicted by classical harmonic power flowstudies. Such instabilities can cause failure of
cables and filter capacitors if allowed to persist, as the resulting harmonic distortions
often are far beyond the design requirements for the filter components.

The observation of unstable interactions between converter and grid systems is
not new. Early observations and some early analysis results were presented in [24];
however, the topic has recently gained significant importance due to the proliferation
of power electronics in the grids. Some examples where issues have been reported are
railway power systems following the introduction of variable speed drives in trains
[25] as well as offshore wind farms and large solar PV installations [26]. Rigorous
analytical studies are available for other applications such as aircraft [27], marine
power systems [28] and microgrids [29].

6.3.1 Non-passive Behaviour of Converter Systems

In open-loop operation, any PECS will introduce a small positive resistance due
to parasitic effects of resistance in the filter circuit and switching losses that will
contribute to damping of grid resonances. PECS are typically driven by power elec-
tronic switching in a frequency range of several kHz meaning that high-bandwidth
control can be associated with their grid connection. Most PECS employ cascaded
feedback control loops for control of the primary energy source or load management,
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DC link voltage control, grid synchronisation and current control that will introduce
non-passive behaviour of the PECS that can potentially destabilise grid resonances.

Non-passivity due to the control loops can be seen as a direct consequence of
design. For example, the converter must meet certain requirements in terms of
response to grid faults or provision of voltage or frequency support, which inherently
implies non-passive behaviour. These effects typically introduce non-passivity in a
low frequency range up to a maximum of a few hundred hertz and generally at least
one decade below the switching frequency of the converter system. The degree of
non-passivity in this band and the breadth of the band itself are strongly influenced by
the tuning of the control system which in turn depends on the dynamic performance
requirements for the converter system.

Another source of non-passivity is the time delay due to sampling, filtering and
modulation delay in the PECS. This can be seen as an undesired effect that is hard to
improveuponexcept by introducing faster sampling andhigher switching frequencies
in the converter. In a current-controlled converter system, these effects generally
introduce non-passive behaviour in frequency range lower than but in the same order
of magnitude as the switching frequency. The degree of non-passivity in this high-
frequency, non-passive region is highly dependent on the sampling and computational
delay in the control system, the modulation delay as well as the gain of the current
control.

Passivity can be analysed using grid and converter impedance as described in [30].
Figure 15 shows sample passivity analysis results for a grid connection consisting
of two parallel 1 km AC cables to a strong grid (left) and a converter system similar
to the grid-side converters used in photovoltaic and wind generators. As expected,
the grid system remains passive for all frequencies and provides a small amount of
damping at low frequencies.

6.3.2 Example of a Harmonic Stability Problem

The converter system exhibits a low-frequency region of non-passivity up to approx-
imately 55 Hz in the controller reference frame due to the action of the outer control
loops and grid synchronisation, and a high-frequency non-passive region due to the
time delay between 1.5 and 2.6 kHz.

The simulation results in Fig. 16 show a typical manifestation of harmonic insta-
bility following the disconnection of one of the parallel cables at 0.5 s. Figure 17
shows the corresponding Fourier transformed phase voltage in a 100 ms window
before the switching (top) and 100 ms window after the switching (bottom). Before
the switching, there are small and typical harmonic components around the PWM
switching frequency at 3.5 kHz as well as small but noticeable fifth and seventh
harmonics.

Following the switching, a strong and rapidly growing inter-harmonic at 1.7 kHz
is superimposed on the fundamental voltage. As a secondary effect of the harmonic
instability, the magnitude of the switching harmonics in the phase voltage is also
amplified by the harmonic disturbance by about a factor of two. At this point, it is
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Fig. 15 Normalised passivity index for grid (left) and converter subsystems (right). The green areas
correspond to passive frequency bands

Fig. 16 Simulation of cable switching at 0.5 s

not unusual for converter systems to trip or restart due to internal protection functions
[26]; however if not, the harmonic usually grows to a certain amplitude where the
control system saturates and this condition will persist until the grid changes or the
converter is manually disconnected.
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Fig. 17 Fourier analysis of phase voltages before switching (top) and after switching (bottom)

The mechanisms behind the harmonic instability can be explained as follows.
Inspection of the equivalent impedance of the parallel connection of the grid and
converter system which is given by

zeq(s) = (z−1
grid(s)+ ywtg(s))

−1,

and shown in Fig. 18 reveals a poorly damped resonance at around 1.4 kHz with
two cables in operation and 1.7 kHz with one cable in operation. With one cable in
operation, the resonance falls inside the high-frequency non-passive region of the
converter system which triggers the instability. In this frequency band, the converter
system will amplify any variations seen in the grid voltages and currents due to
its non-passive behaviour and continuously supply energy to the resonance with a
growing oscillation as a consequence. On the other hand, in the case with two cables
in operation, the grid provides enough damping in the passive region to counter the
amplification by the converter system and the closed-loop system remains stable.

This example reveals a complex interaction of the converter system and the grid
when it comes to determining the stability of the interconnected system that is not
easy to intuitively understand without detailed analysis. For example, a change of the
length of the cables to 300 m instead of 1 km would lead to the opposite conclusion
that the system remains stable with one cable in operation but not with two.With one
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Fig. 18 Positive sequence input impedance of the combined grid and converter impedance with
one and two cables in operation

cable, the resonance of the combined system would lie above the active region of the
converter system and within it with two cables in operation. Thus, a small change
in the topology or parameters can qualitatively change the behaviour of the system
in an often non-intuitive way. This calls for structured approaches and screening
procedures for assessment of harmonic stability.

6.3.3 Harmonic Stability Improvement

There are two different sources of the non-passive behaviour of converters, and
both play an important role in harmonic instabilities. In general, both types result in
extreme harmonic distortion at inter-harmonic frequencies.

Firstly, there is one related to the time delay in the converters which may cause
high-frequency harmonic instabilities in a frequency range of the same order of mag-
nitude as the converter switching frequency. The risk of this type of problems is larger
in high-voltage networks with a large share of overhead lines whose inductance in
combinationwith their own capacitance or shunt capacitors can create poorly damped
resonances in the kHz range. These resonances are typically beyond the bandwidth
of the converter control loops meaning that it is very hard to solve such problems
by extending or adapting the tuning of the converter control system. For this type
of problems, a solution may be to avoid certain switching configurations where res-
onances in known converter active regions can be foreseen. One may also consider
additional damping resistors in converter filters (if installed) or control hardware
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upgrades that increase the sampling frequency to ensure converter system passiv-
ity or push the non-passive region to a higher frequency band. Simply shifting the
non-passive region to a higher frequency band can be an effective solution since
transformers and overhead lines can be expected to provide larger resistive losses at
high frequencies, meaning that a stronger non-passive behaviour of converter sys-
tems can be tolerated at higher frequencies. Another solution that may be considered
is grid-side passive filters. However, the design of these should be coordinated with
converter control design to ensure that they do not introduce new resonances coincid-
ing with active regions of converters. Also, passive filters may also add significant
capacitance to the grid impedance, which in itself poses a stability challenge for
current-controlled converter systems.

In other types of networks, such as microgrids, offshore wind or solar farms with
long cable connections, grid resonances tend to appear in a much lower frequency
range, in the order of a hundred or a fewhundredHz. In these grids, problems aremore
often related to the converter outer control loops and are referred to as low-frequency
harmonic instabilities. These resonances are typically well within the bandwidth
of the converter control system, and active damping strategies can be effectively
used. This involves designing special control extensions to perform targeted or broad
spectrum damping of resonances. Such methods are usually economically preferable
since they do not require any new physical hardware and are also very effective in
suppressing harmonic amplification of steady-state harmonics, evenwhenno stability
problem is present.

6.3.4 Challenges for the Future

Harmonic stability is most likely to be an issue in systems where the rating of
converter-connected load and generation is large compared to the amount of directly
connected resistive loads. This is already the case today for certain types of spe-
cialised grids. Several practical cases have been experienced, and active research is
being performed for other types of specialised grids. Perhaps the next challenges
will arise from the proliferation of electric vehicles that will lead to massive deploy-
ment of charging infrastructure in the low- andmedium-voltage grids. Such charging
infrastructure will add significant amounts of converters from different vendors and
will highlight grid integration and inter-operability requirements for stable opera-
tion. This may force grid operators to do more detailed harmonics and power quality
studies. Converter systemmanufacturers may need to take further steps, improve and
tailor their control design for specific grid environments and more seriously consider
the inter-operability of their converters with other manufacturers which will often
be connected in parallel. Currently, grid codes do not consider explicitly harmonic
stability although some proposals are under development for HVDC systems and
offshore wind [31] and for rail power systems [32]. It is foreseen that future grid
codes and study recommendations also for traditional distribution grids will need
extension to incorporate harmonic stability and converter inter-operability as the
degree of converter penetration increases on both the load and generation side.
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Providing models that are good enough for harmonic stability studies while pre-
serving the protection of intellectual property for converter manufacturers will be a
major challenge. A promising approach is that manufacturers exchange impedance
profiles as foreseen by [31, 32], but standardisation of measurement and computation
techniques for such impedance profiles are still open topics.

Currently, analysis techniques for harmonic stability are a maturing field—a brief
review of applicablemethods is available in [23]. So far, most results have been based
on impedance matching techniques, which are difficult to apply in practical cases
where topologies become complex. The adoption of the modal analysis approach is
more recent but shows some advantages, particularly related to its ability to pinpoint
root causes of stability problem, universal applicability and scalability to grids with
complex topologies and large number of converters.

7 Operation and Maintenance of Facts and HVDC
Facilities

7.1 Challenges for Setting Up and Performing Operation
and Maintenance of HVDC Facilities

There are certain challenges associated with a new FACTS or HVDC facility when
preparing the facility for commercial operation that are typically not present when
doing the same for normal AC transmission facilities. FACTS and HVDC facilities
will have more complex control and protection systems and more auxiliary systems
that are critical to the facility’s operation (such as air conditioning, air handling and
water cooling systems) than an AC transmission substation. They also will have
solid-state power electronic equipment such as thyristors and IGBTs and in the case
of HVDC may have long-distance submarine cable systems [33].

To be prepared to operate and maintain the new FACTS or HVDC assets upon
completion of its construction, installation and commissioning, operation and main-
tenance (O&M) issues need to be considered as early as possible in the development
of a new project. Late consideration can often lead to critical and costly issues,
including being unprepared for various compliance issues and missing the unique
training opportunities for the staff expected to operate and maintain the asset.

Early identification, engagement and involvement of theO&Mteamare important,
in particular because training opportunities for O&M staff exist during the testing,
construction, installation and commissioning of the HVDC facility, including:

• The factory testing of control and protection systems provides an opportunity for
O&M staff to practise operating the system in a simulated environment without
affecting the AC network. This can also allow an opportunity for feedback from
O&M staff associated with the operator interfaces.
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• During construction and installation, O&M staff can consider how the required
O&M tasks can be completed. As the installation takes shape, O&M staff can
identify potential issues for which solutions will be costlier to rework once the
facility is completed.

• During the site works, custom O&M processes and procedures unique to the new
facility can be developed by O&M staff in close cooperation with the supplier’s
specialist personnel, preventing potential issues on completion of the project.

Some key challenges for setting up and performing operation and maintenance
for FACTS and HVDC facilities include:

• Location of control and monitoring
• Sourcing of operation and maintenance (O&M) expertise
• Spare part strategy
• Preparation of O&M documentation.

7.2 Location of Control and Monitoring

An owner and/or operator of a new facility will typically need to determine the
location from which the new facility will be operated (e.g. dispatch of active and/or
reactive power, operation of switches, etc.) and be monitored for alarms and events.
The location options are typically from an existing manned network control rooms,
at a new location, remote from the equipment or a manned control room at one or,
for HVDC, multiple converter station locations. Some pros and cons of these options
are provided in Table 2.

The owner and/or operator of the new facility will need to consider both capital
andO&Mcostswhen deciding on a location. Having a control location at one ormore
converter stations may save O&M costs, reducing the need to have local contractors
or staff available close to the converter stations for first response and reduced reliance
on high reliability communications, but will require additional facilities to be built
at the sites and dedicated control centre staff.

Different utilities weigh different factors very differently and employ different
options successfully. For example, a utility in Sweden (Svenska kraftnät) has no
local operator in any HVDC station and fully depends on remote support, while the
utility in India (PowerGridCorporation of India) has both operation andmaintenance
staff in every HVDC station.

7.3 Sourcing of O&M Expertise

The level ofO&Mexpertise necessary for the successful operation of aHVDCfacility
can vary, from skills available readily such as themaintenance of the air-conditioning
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Table 2 Control room location

Manned control room
location

Pros Cons

Existing transmission
network control room

• No or minimal new staff
• Low ongoing operating
costs

• Low cost and schedule
impact

• Multi-skilling of operators
• Less focus on the asset
• Need to have arrangements
in place for emergency
response to site

• Reliance on
communication lines for
visibility

New control room location
remote from the asset

• 100% focus on the
operation of the asset

• Availability of qualified
staff if remote control room
is in densely populated area

• Need to have arrangements
in place for emergency
response to site

• Reliance on
communication lines for
visibility

• High ongoing operating
costs

• High cost and schedule
impact

New control room location at
one or multiple assets

• 100% focus on the asset
• Emergency response to site
can be covered by control
staff

• Non-reliance on
communication lines
(except inter-station
communications)

• Need to have office
accommodation facilities
built on site with
appropriate support
facilities

• High ongoing operating
costs

• High cost and schedule
impact

units, through to rare technical skills, such as troubleshooting, replacement and repair
of high-tech control and protection systems and power electronic switching devices.

Very often, a FACTS device or at least one HVDC converter station is located in
a very remote location some distance away from large population areas, and in this
case, the issue becomes that of sourcing this expertise and having it close enough to
respond and attend the site in reasonable time.

Typically, some of themore commonmaintenance requirements, such as auxiliary
power systems, air conditioning, water cooling systems and basic maintenance on
high-voltage primary and secondary plant, can be sourced nearby. The difficulties
lie in sourcing expertise in the more technical and specialised areas such as control
and protection systems and power electronics (IGBTs and thyristors).

Some strategies that can be applied to manage these issues include:

1. Source local technical staff and invest in training.
2. Engage the supplier, or more specifically the OEM, for O&M activities.
3. Use local technical staff as first response with more specialised staff made

available through options 1 or 2.
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7.4 Spare Part Strategy

Some configurations of HVDC facilities have a degree of redundancy in their main
circuit design. For example, many bipolar LCCHVDC facilities are capable of being
operated at reduced power transfer with one pole out of service. However, most main
circuit designs for FACTS and HVDC facilities are such that the loss of one major
item of plant will significantly affect the power transfer capability. Some replacement
items may have long lead times. The reliance of the facility’s operation on many
auxiliary systems, such as cooling and air-conditioning systems, means that the
failure or reduced performance of these units can limit the equipment’s operational
capability as well. In these cases, easy access to spare parts and well-thought-out
and pre-prepared replacement procedures can reduce the downtime in the event of
failure and limit the effect of the failure.

The spare part strategy needs to be considered early in the project. The non-
redundant items of main circuit equipment can usually be identified, in which case
one or more spares should be specified to be supplied with the project. For the
redundant items, items with either large quantities installed and with long lead times
should have the appropriate number of spares specified with consideration to the
anticipated failure rate, such as for thyristors and IGBT modules/units. The types
and quantities of spare parts are heavily dependent on the reliability requirements
of the HVDC equipment. It is seen that some utilities require spare transformers at
each asset location. There are also utilities having common transformer spares for
multiple assets.

In addition to considering the types and quantity of spare parts, other factors that
should be considered in the spare part strategy include:

• Where the spare parts will be stored, including storage of large main circuit items
(transformers, reactors, circuit breakers and capacitors) and controlled atmosphere
spare part storage (sensitive electronics and power electronics)

• Possible future and short-term technical obsolescence, for example computers
used for the human–machine interface. In this example, will similar specification
computers and associated operating systems be available ‘off the shelf’ in a few
years’ time?

• Required shelving and method of storage, labelling, identification and retrieval of
spare parts

• How will the larger spares be transported to their required location in instances
where spare parts shared between converter stations or at a remote location.

7.5 Preparation of O&M Documentation

In a typical FACTS or HVDC project, the supplier will provide the necessary O&M
documentation as detailed in the specification. However, there may be other O&M
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documentation requirements which would not normally, or for various reasons could
not, be provided by the supplier. The owner of the facility needs to prepare for this and
implement a programme to ensure this documentation is developed prior to handover
of the facility. Such documentation can include:

• OH&S documentation related to local codes, standards and guidelines
• High-voltage safety and access rules and switching programmes
• Documents to demonstrate compliance with statutory reliability requirements

and/or requirements of the market operator
• Emergency response plans for the replacement of major items of non-redundant

plant.

As a part of this process, and understanding that local OH&S requirements may
differ to that of the suppliers’ home country, it is recommended that O&M staff be
present during the final stages of construction to identify any potential local OH&S
issues associated with the troubleshooting, repair or replacement of equipment, for
example requirements forworking at heights or access to live electrical panels.Where
issues are identified, appropriate documentation should be developed to manage the
issue where a solution cannot be engineered.

The amount of owner-developed documentation required can vary from project
to project and in some cases has been observed to be significant. There may also be a
requirement for some of this documentation to be completed prior to first energisation
of the facilities and before commissioning can begin in earnest. These requirements
need to be scoped early in the project (preferably at a high level at least at the
specification stage), and a process put in place in parallel with construction and
installation activities to ensure these are complete when required.

8 Conclusions

Both FACTS and DC transmission have developed from a niche application within
theAC network to amajor element. This trend is expected to continue and even accel-
erate through the increased demand on both the transmission systems, through inter-
connection and the integration of renewable generation connected, through power
electronic converters. The development of DC transmission is expected to develop
into multi-terminal and HVDC grids to provide new corridors for power transfer.

The distribution system has, historically, been a passive interconnection between
the transmission system and the load. However, with the increased integration of
renewable generation at the distribution level along with new, active, loads this is no
longer the case. To support this development, new applications of FACTS and DC
transmission are being developed.

The integration of multiple power electronic converters into the AC grid is not
without its challenges. These challenges will need to be addressed by both the own-
ers and the suppliers over the coming years. One of these challenges, that needs to
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be considered, when specifying FACTS or DC transmission systems is the arrange-
ments for operation and maintenance, and this must be factored into the project
requirements.
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Protection and Automation

Iony Patriota de Siqueira

1 Introduction

Protection, automation and control systems (PACS) are an essential part of existing
power systems andwill continue to play a key role in the electricity supply systems of
the future. From the control and protection of individual equipments like transform-
ers, reactors, generators, motors, turbines, transmission lines, etc., to interconnected
substations and power plants, PACS make the secure and automated operation of
wide-area transmission and distribution systems possible, in a synchronized and
harmonious form, while limiting the consequences and preserving their integrities
during faults.

This chapter examines the current state-of-the-art and probable long-range direc-
tions of evolution of PACS, and their role in the electricity supply systems of the
future. It is organized into three perspectives: State-of-the-Art, grid requirements,
and future developments. Its content is based on data from two-structured surveys
conducted by CIGRE: Functional Requirements of Power System Protection and
Automation [1], with answers provided by 135 experts in 97 companies from 42
countries, and a specific questionnaire about Protection and Automation for the
Electricity Supply Systems of the Future [2, 3] with contributions from 11 countries.
Further contributions were received from members of the Strategic Advisory Group
(SAG) of the Study Committee B5—Protection and Automation.

The “State-of-the-Art” perspective is a short description of the status of PACS,
including its technology and know-how; standardization and interoperability;
advanced metering infrastructure and sensor devices; engineering process including
planning, specification, design and operational phases; development tools; hardware,
software and telecommunication technologies; education and knowledge acquisition.
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The “Grid Requirements” perspective is a justified list of current or future grid
needs not yet solved or poorly addressed by current PACS technologies, including
concepts, techniques, education, standardization, practices, etc., as seenby stakehold-
ers. This will cover requirements related to the power sector structure, prosumers,
organization, cybersecurity, hardware, software, technology, islanding, education
and knowledge acquisition, etc.

The “Future Developments” perspective is a justified list of topics, describ-
ing possible (long-range) scenarios of evolution of PACS. This will address the
progress of wide-area distributed and centralized systems; software-defined protec-
tion and automation; cloud-based systems; remote monitoring, testing and mainte-
nance; advanced user tools; application of formalmethods; education and knowledge
acquisition; research and development; standardization and regulation; etc., neces-
sary to be pursued or developed, and how they will attain the above requirements.
As this perspective is dependent on the evolution of the electrical network, but also
on the parallel development of new technologies, methodologies, power electronics,
telecommunication and software. It is expected that the scenario described in this
chapter may change in the future, needing an update with time.

The summary and conclusions resumes the main directions expected for PACS
evolution in the long-range future, with recommendations for stakeholders.

2 State-of-the-Art

The power industry is traditionally seen as conservative, but innovation is a char-
acteristic of the current status of PACS, building on the new developments in hard-
ware, software, and telecommunications. This section provides a summary of the
state-of-the-art of PACS and their supporting technologies, covering the following
aspects:

• Technology and know-how
• Protection
• Standardization and regulation
• Advanced metering infrastructure
• Engineering process
• Development tools
• Hardware technologies
• Software technologies
• Telecommunication technologies
• Advanced sensor devices
• Education and knowledge acquisition.
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As PACS is based on many diverse technologies, just a short description of each
topic will be provided with their current status of development and application and
with emphasis on their positive and negative aspects.

Technology and Know-how
Although many existing installations still use PACS based on electromechanical or
electronic devices, most of the new systems are based on digital technology and
optical networks. Process computers use local area networks (LAN) to transmit
signals internal to the substation and power plants, andwide-area networks (WAN) to
exchange data among substations and control centers. Local components are mainly
organized as Intelligent Electronic Devices (IEDs) performing protection and control
functions, and interconnected by copper, optical fiber, or radio telecommunication
networks. Most existing installations use a station bus but not a process bus near
the field components. These are usually interfaced using bay cubicles hardwired
to the high voltage (HV) equipment. Remote supervision is often based on RTUs
(Remote Terminal Unit (RTUs) and not on full digital systems. RTU allows the
remote access for failure and event analysis, supervision, command and control,
but require dedicated software configuration management and continuous retrofit,
resulting in user dependency on vendor for PACS evolution and patches.

Most PACS installed today implement multifunction numeric devices. As a result,
they occupy less space and can be more cost efficient. However, multiple functions
require many settings and programmable logic and hence, the configuration, asset
management, and documentation effort can be significant. The scope for errors is
increased. Some new PACS employ distributed physical devices for measuring and
decisionmaking, including phasor measuring units (PMU), merging units (MU), and
control units (CU) for interfacing locally to the process equipment, while IEDs and
phasor data concentrators (PDCs) are used for collecting, processing, and decision
making based on the measured signals, with command messages transferred to con-
trol units and back to the primary equipment. This architecture typically adopts a
two-layer network within a substation, with a process network for transmitting the
measurands and control signals among the PMU, MU, and CU devices, and a station
network for transmitting signals and connecting IEDs and PDCs within a substation.
Figure 1 illustrates a typical PACS for a transformer bay in a substation, formed by
a process network with two control units and one merging unit, and a station net-
work with five IEDs for overcurrent and differential protection, bay control, operator
console, engineering station, and telecommunication gateway.

This architecture is an example of the state-of-the-art of PACS being currently
deployed in new substations.

Protection
The purpose of an electrical power system is to generate and supply electrical energy
to consumers. The greatest threat to the security of a supply system is a short circuit,
which generates abnormally high current flow and is accompanied by a localized
release of a considerable quantity of energy that can cause fire at the fault location,



286 I. P. de Siqueira

Fig. 1 Process and station network. Source The author

mechanical damage throughout the system, and an interruption in the supply of
electrical energy.

It is important that on the occurrence of a fault on any part of the system, the faulted
section or plant be disconnected as quickly as possible. It is equally important that
unfaulted healthy sections remain in service or automatically be returned to service
without delay. Protective relays detect system fault conditions and disconnect the
faulted equipment from the power system through the operation of the appropriate
circuit breakers. This is necessary in order to accomplish the following:

• Keep damage and consequent cost of repairs to the plant to a minimum.
• Reduce the possibility of system disturbance and supply disruption.
• Minimize the risk to personnel from explosion and fire.
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The general philosophy to facilitate speedy removal of a disturbance from a power
system is to divide the power system into “protection zones.” Protection relays mon-
itor the system quantities appearing in the power system “protection zones.” If, for
example, a fault occurs inside a zone, the relays operate to isolate the zone from the
remainder of the power system. The operating characteristic of a relay depends on
the input signals fed to it such as current or voltage or various combinations of these
two quantities and also on the manner in which the relay is designed to respond to
this information. The power system is divided into protection zones for generators,
transformers, buses, transmission and distribution lines, and motors. Each protection
zone is controlled by switchgear in association with protective gear. The location of
current transformers (CTs) defines the edge of the protection zone. Because failures
do occur, some form of backup protection is provided to trip out the adjacent breakers
or zones surrounding the trouble area. Ideally, the zones of protection should over-
lap, with the circuit breaker being included in both zones, to avoid the possibility of
unprotected areas.

Different types of protection relays are applied to protect transmission lines, power
transformers, generators, motors, shunt capacitors, shunt reactors, and distribution
lines. The most common protection principle used throughout the world for the
protection of transmission lines is the distance protection principle applied either
as a non-unit distance protection function or as unit protection based on distance
teleprotection schemes.Distanceprotectiondevices are also applied for the protection
of transformers and generators and to separate large networks into smaller ones to
maintain their stability during major disturbances that cause out-of-step conditions
[4, 5].

To assure power system integrity during fault conditions, one of the most impor-
tant requirements is reliable performance of power system busbar relay protection.
This requirement is further emphasized by the fact that an incorrect operation of
busbar protection will result in loss of all connected lines, power transformers, and
generators, which may lead to a power system blackout. Reliable performance of
the busbar protection system must be preserved for both In-Zone and Out-of-Zone
faults [6].

Standardization and Regulation
To implement these PACS, many new and advanced technologies must be ensembled
in a complex network that must be interoperable. Many utilities are conservative in
nature, being careful to fully adopting these new technologies and waiting until there
is greater user experience. Additionally, in regulated and open markets, utilities can
be heavily criticized/penalized for loss of supply or loss of opportunities, so they
are naturally cautious and propense to use conventional solutions. But many new
enterprises are also looking for standardized solutions to projects, reducing costs
and engineering time, aiming mainly for interoperability for easy expansion and
adaptability, even as a market impetus. Interoperability refers to the ability of two or
more devices from the same vendor, or different vendors, to exchange information
and use that information for correct cooperation. Currently, it can be viewed as
a layered process that spans the entire corporate enterprise, as shown in Fig. 2.
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Fig. 2 Layered interoperability model. Source The author

Interoperability may be required at the lowest component level between actors, roles,
stakeholders, and their distributed locations; at the next communication level using
protocols and mechanisms for exchanging information; at the middle information
level for exchanging data among actors and stakeholders; at, the upper functional
level, for distributed connection of domains and zones; and at the external business
level for linking processes, organizations and service providers.

Most of the PACS technologies used today are deployed at the component and
communication levels, based on International Electrotechnical Commission (IEC)
standards like IEC 61850 [7], IEC 61,499 [8], IEC 61131 [9], and IEC 13568 [10],
using Object Management Group (OMG) Unified Modeling Language (UML) [11],
and Systems Modeling Language (SysML) [12]. Specialized languages were devel-
oped for each of these standards, mostly based in eXtensible Markup Language
(XML) or UML. Although the use of standards like IEC 61850 (for protection and
automation), IEC 62351 (for Cybersecurity), and IEC 61869 (for Instrument Trans-
formers) enable multi-vendor interoperable PACS, it requires a high level of training
and involvement from PACS engineers. This is further complicated by the different
implementation and interpretation of standard functions by different manufacturers
(OEM), reducing their interoperability. For the upper layers of the interoperability,
the current standards are based mainly on the IEC Common Information Model
(CIM), as shown on Fig. 3. This set of standards provides an object-oriented repre-
sentation of the power system, with specific communication profiles for interchange
of information among control centers and with the market based onWeb services and
XML. Efforts are underway in IEC to harmonize the object-oriented representation
of CIM and IEC 61850, as shown on green color in the picture.
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Fig. 3 Interoperability standards. Source The author

State-of-the-art PACSuse currently standardized digital processing hardwarewith
specialized firmware to store and perform multiple functions, according to the needs
of each application. A similar movement has motivated the standardization of most
functions used inPACS, nowdefinedby softwaremodules andobject-oriented classes
defined by interfaces in standards like IEC 61850. This tendency has been extended
to protection and automation of most of the current resources used in power systems,
like hydro power,wind power, etc. For development of PACS, the following standards
and formats are currently applied in the engineering cycle [2, 13]:

• NL—Natural Language;
• IEC 61850—Protection and Automation;
• IEC 61499—Function Blocks;
• IEC 61131—Programmable Controllers;
• IEC 13568—Z Formal Specification Notation;
• OMG UML—Unified Modeling Language;
• OMG SysML—System Modeling Language;
• CNL—Controlled Natural Language.
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With exception of the natural text (NL), the original language of users, owners,
or stakeholders, all remaining formats are typically expressed in some scheme of
eXtensibleMarkup Language (XML) and standardized by some international body
like ISO, IEC or OMG, as a format for vendor-agnostic engineering and configu-
ration of intelligent electronic devices (IED). Controlled Natural Languages (CNL)
are currently vendor or application specific formats, based on macros and spread-
sheets, or on syntax diagrams or Backus–Naur form (BNF) schemes used for internal
design. To address this issue, the following findings were compiled from a recent
CIGRE survey [2] about the state-of-the-art standard preferences for PACS applica-
tions, regarding aspects of applicability, implementability, testability, checkability,
maintainability, modularity, expressibility, soundness, verifiability, usability, tools,
looseness, learning, maturity, modeling, discipline as seen by different stakeholders:

• All stakeholders—IEC 61850 is the preferred format in all aspects except for
Learning, where IEC 61131 is preferred; IEC 61499 is better than IEC 61131
only in discipline and modeling capabilities, for most stakeholders. UML is the
preferable modeling language for requirement specification, but both UML and
SysML are difficult to learn according to most users.

• Manufacturers—IEC 61850 is again the preferred language in all aspects except
for learning, where IEC 61131 is the preferred standard; IEC 61499 is better than
IEC 61131 only for modeling andmodularity. UML is the preferable language
for modeling, except for looseness and testability. Both languages, UML and
SysML, are seen with low applicability for requirement specifications of PACS
by manufacturers.

• Researchers—IEC 61850 is the preferred format for all research work except for
usability, tools, looseness, learning, and modularity; IEC 61131 is the preference
for modularity, learning, and availability of tools, while IEC 61499 is the pref-
erence for looseness. UML is the preferable modeling language for requirement
specifications, except for looseness; but both languages, UML and SysML, are
seen with low applicability for requirement specification by researchers.

• Users—IEC 61850 is the preference in all aspects except for learning, where
IEC 61131 is the preferred format. For the users, IEC 61499 is very similar to
IEC 61131 as a design language. UML is the preferable modeling language for
requirement specifications by final users, except for learning.

Specifically, for PACS functional requirements, the following current practices
are preferable by stakeholders, according to [2]:

• NL—Natural Language is most preferable by manufacturers;
• CNL—Controlled Natural Languages are preferable by researchers;
• IEC 61850—Most popular among manufacturers;
• IEC 61499—Absolute preference among researchers;
• IEC 61131—Less used by users when compared with other stakeholders;
• IEC 13568—Mainly preferable format by researchers;
• OMG UML—No clear preference among stakeholders;
• OMG SysML—No clear preference among the groups;
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Fig. 4 IEC 61850 hierarchical organization. Source The author

Among these standards, IEC 61850 (Communication networks and systems for
power utility automation) is the main reference document and the “de fact” standard
for implementation of current PACS. The interfacing aspects and functional blocks
needed by most applications are described in this standard, as well as the network
architecture for building local and wide-area PACS. The standard uses an object-
oriented approach to specify a hierarchical view of a PACS, as shown in Fig. 4.

At the lowest level, IEC 61850 defines all data and datasets that can be pro-
cessed and transmitted by IEDs, grouped in blocks known as logicalnodes, defining
the smallest piece of functionality that form a PACS. These nodes can be further
grouped in logical devices that provide services for setting and exchanging messages
among IEDs. The messages can be of high-speed type like Generic Object-Oriented
Substation Event (GOOSE) and Sampled Measured Values(SMV), or slower client–
server (C–S) messages for vertical communication. Logical devices can be grouped
in servers that provide services for association, time synchronization, and file trans-
fer among IEDs. These servers are used to compose the function objects that form
a substation and power plant automation and integrated externally to a wide-area
PACS.

Advanced Metering Infrastructure
In addition to PACS, parallel developments have occurred in themetering of electrical
energy, with the expansion of intelligent meters and the advanced metering infras-
tructure (AMI). Figure 5 shows the main components of a typical state-of-the-art
intelligent meter.
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Fig. 5 Intelligent meter. Source The author

To support the requirements of AMI, intelligentmeters now are full servers (IEDs)
that not only perform energy metering, but supervise quality of service (QoS) at cus-
tomer premises, with battery and power supply for autonomous operation; data bus
for metering, display, resetting and local external control for distribution and home
automation; and a full set of communication resources for integration to the utility’s
or energy trader’s metering central. They are devices acting as a gateway or inter-
face between the utility/trader and the home area network (HAN) or building area
network (BAN), allowing the execution of telemetering and billing; remote discon-
nection and reconnection of loads; energy balancing and demand response control;
fraud and loss detection; loss of supply detection; remote access to consumer meters
by mesh networks; multimedia integration with consumption information; power
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quality monitoring; local visualization of energy consumption; remote consumer
access to energy consumption; and local and remote control of house or business
appliances.

Engineering Process
Parallel to the development of these devices, there has been an international effort
to modernize and standardize the engineering process for developing PACS. Many
international standards and proprietary methods are available to support their devel-
opment, although this diversity results in some difficulties for the planning engi-
neer. The following paragraphs review the current available tools and standards used
in each phase of the engineering process for deploying PACSs, and analyze their
advantages and disadvantages, and identify issues to be addressed in the future.

The traditional representation of the design cycle of a PACSmirror the engineering
process of system engineering as shown in Fig. 6, as a cascade process with five
phases: Planning, Specification, Design, Implementation, and Operation, followed
by a description of the state-of-the-art.
Planning—The first step in the engineering process is dedicated to requirement
definition. This definition usually contains a listing of the system, user, owner, or
stakeholder requirements, including product functions and non-functional features.
It is done by a Planner—the actor(s) that interprets the requirements from the users,
owners, or stakeholders, generating a document with the User Requirements for the
intended functionalities and performance levels of the system. As the start of the

Fig. 6 PACS engineering process. Source The author
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engineering process, a clear, unambiguous definition of the desired PACS is neces-
sary. A design problem often begins as a vague, abstract idea in the mind of the user,
owner, or stakeholder, or as the outcome of a formal planning process. Extracting a
clear definition of a functional requirement is a difficult task, so that its definitionmay
evolve through a series of steps or processes to the complete definition of the problem.
Although PACS engineers are generally involved in defining the user requirements,
they may not be the ones who initially recognize the need during the planning phase
of a power system, nor the required performance levels of each function. Natural Lan-
guage (NL) supported by free sketches, tables, or graphical drawings of the desired
requirements is currently the usual method to write a user functional requirement.
These requirements may be defined in some sort of proprietary Controlled Natural
Language (CNL) to avoid the impreciseness and ambiguity of a Natural Language.
Text processor is the most popular current tool for requirement specifications, with
spreadsheets as the second most used tool for requirement definition, followed by
IEC 61850 tools for requirement specifications. Lack of a standardized format and a
mechanic compiler among these and other formats is a recognized deficiency of the
current methods. There is clearly a need for a humanly understandable but formal
format to force the description of unambiguous requirements, and to allow manual
or mechanical compilation into selected technologies by suppliers and integrators.
Specification—In the next step, these requirements are translated into detailed func-
tional specifications with relevant information for the design of the PACS. It is done
by a Specifier—the actor(s) that translates the Functional Requirements from the
planner into a document with the Functional Specification with the translated requi-
sites of the User Requirements. Contrary to the planning phase, in the specification
phase, the PACS engineer can select among a set of well-established set of standard
languages, with well-developed tools to support their use. In this step, it is a good
practice to choose a format that is vendor-agnostic, to allow themaximum freedom in
the selection of suppliers. Depending on who oversees this phase, the selected format
will depend on the intended technology of the final system. IEC 61850 is currently
the preferable standard for this phase, due to its standardized Substation Configura-
tion Language (SCL) based on XML, availability of modern tools, and its seamless
integration with the remaining phases of the engineering process. IEC 61113 is also
used due to its diversified support from many vendors; its interchangeable formats
based on text, graphics, and ladder diagrams; and its easy-to-use and learning tools,
and widespread acceptance by the process and power industries. UML and SysML
are also used in these fields, to a lesser extent, mainly for generation of new soft-
ware solutions for PACS. IEC 61499 and IEC 13568 are used mainly in theoretical
and research projects with incipient use in the industrial applications. Both are good
candidates for the development of tools for future PACS projects.
Design—In the third step, the final design that best fits the PACS functional require-
ments is selected, based on agreed design criteria and technologies. It is done by a
Designer—the actor(s) that translates theFunctional Specification from the Specifier
into a Design Specification with the recipe for building the system using available
modules and technologies. Depending on the language of the previous phase, the
design step can be supported by modern automation tools, based on proprietary or
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supplier independent software. The main requirement related to this phase is the full
integration of the language with the solution modules available from the selected
technology. Good tools are available for this step if the same entity is responsible
for the specification and design phases. Again IEC 61850 is the preferable standard,
due to the integration of SCL to the previous phase, availability of modern propri-
etary and open tools, and its guaranteed integration with the remaining steps of the
engineering process. IEC 61113 is also common due to the support from many ven-
dors, its interchangeable text, graphical and logic formats, and intuitive tools used
by the process and power industries. To a lesser extent, UML and SysML are also
used in these steps mainly for design documentation and software implementation.
Depending on the future developments, IEC 61499 and IEC 13568maymigrate from
theoretical and research projects to industrial applications.
Implementation—In the next step, a solution is built, and final functional tests are
performed to verify its conformance to the original requirements. It is done by a
Builder—the actor(s) that translates theDesign Specification from the Designer into
a Building Specification, with the final as-built configured specifications and draw-
ings of the system. As the final phase before deployment, the implementation phase
is the most dependent on the technology used by the PACSmanufacturer. Depending
on the available modules, this step can be fully or semi-automated by suitable tools,
by simply instantiating and connecting standardized modules to attain the design
specification. This is a step most adequate for automation by software tools, as the
industry is moving steadily to the adoption of standardized modules independent of
hardware. This is the phase in which IEC 61850 excels as the preferable standard,
due to the availability of a rich library of logical nodes for almost any application,
the availability of modern proprietary and open tools, and its guaranteed integration
with the previous steps of the engineering process. IEC 61113 is also adequate to this
end by the same reasons. UML and SysML can also be used in these steps for doc-
umentation and software implementation. Modularity of the design is a strong treat
of IEC 61499 and IEC 13568 for implementation purpose, favoring their application
in the future implementations of PACS.
Operation—In the final step, the system is exercised during commissioning and
maintenance to check its conformance to all previous specifications. It is done by a
Tester—the actor(s) that test the built system is in accordance with the Building and
Design Specifications, and these are in conformance with the Functional and User
Requirements during the commissioning and operational phases of the engineering
cycle. The quality and integration of all phases of the engineering process will deter-
mine the extent of conformance of the deployed PACS with the user requirements.
The operational phase will require commissioning and maintenance testing during
the lifecycle of the PACS. These tests will be eased depending on the technology and
level of development of the standards and tools used for their design. If the system is
based on IEC 61850, a rich library of logical nodes will be available for maintenance,
with the availability of modern proprietary, open and independent tools, and its guar-
anteed integration with the previous steps of the engineering process. For the same
reasons, IEC 61113 is also adequate to this end. UML and SysML can also be used
in these steps mainly for training, documentation, and software maintenance. The
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same will apply to future PACSs developed in IEC 61499 and IEC 13568, depending
on the development of new tools.

Development Tools
For designing and maintaining these state-of-the-art PACSs, specialized software
tools are used by manufacturers, system integrators, and maintainers to configure
standardized modules like IEC 61850 logic nodes to specific needs. These tools are
usually proprietary of each relay maker but can also be from independent software
houses. The entire engineering process from the user requirements to the final con-
figured PACS devices can now be partly automated by software tools defined by the
standard IEC 61850 as shown in Fig. 7.

Three engineering tools are currently defined by IEC61850 to automate the design
cycle, using standardized SCL (Substation Configuration Language) files based on
XML (eXtensible Markup Language):

• SST—System Specification Tool
• SCT—System Configuration Tool
• ICT—IED Configuration Tool.

The SST tool is used to describe the process to be controlled at the level of a single-
line diagram,with the process names and functions to be performed by the PACS. The
SCT tool allows the designer to choose the components with functional assignments.
Finally, the ICT tool supports the creation of parameter sets for specific IEDs used
in the design. These tools generate and maintain a consistent set of standardized

Fig. 7 IEC 61850 engineering cycle. Source The author
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SCL files at different stages in the engineering cycle that can be exchanged among
independent tools or different relay manufacturers (Fig. 7):

• IID—Instantiated IED Description
• CID—Configured IED Description
• ICD—IED Capability Description
• SCD—Substation Configuration Description
• SED—System Exchange Description
• SSD—System Specification Description.

In addition to the tools defined by IEC 61850 for the engineering cycle, PACS
engineers use commercial software packages and dedicated (in-the-loop) hardware
for performing simulations and relay settings, like short-circuit calculation, stability
and dynamic simulation, and relay testing and simulation.

Hardware Technologies
Following the tendencies in other fields, the hardware of IEDs and PACSs is now
being standardized in a few types, allowing the deployment of different applications
and functions by just changing their software or firmware. This is already current
practice by major manufacturers, and it seems to be the common direction of all IED
makers. Currently, the differentiation among products from the same manufacturer
is mainly on the embedded firmware of each IED, allowing its change with new
versions of software. In the future, it is estimated that this will be done purely by
software patches and versions.

The unbundling of hardware and software will be further enhanced by the pos-
sible introduction of optical processing units in substitution to traditional micro-
processors, and the evolution and penetration of wireless communication inside the
substations. This technology will be further employed when the current vulnerability
to environmental interferences are resolved.

Software Technologies
Paralleling the development of hardware systems, software is evolving in its own
lane and with a much higher speed. High-level functional and object-oriented pro-
gramming languages are now available, directed to the final user, supported by pow-
erful development environments. This status favors the implementation of highly-
adaptative PACS, with agent-based standards modules that may be assembled in
highly complex systems, but easily maintained and adapted to changing needs. The
use of advanced systems based on artificial intelligence (AI) is now common inmany
fields and it is expected to be also used for design and maintenance of PACS.

Currently the use of these technologies requires a highly specialized crew and
infrastructure,motivating a strong tendency in the InformationTechnology (IT)world
to the outsourcing of these resources. These services are commonly referred to as
cloud services and offered typically in three versions: Infrastructure-as-a-Service
(IaaS) for utility computing data center providing on-demand server resources;
Platform-as-a-Service (PaaS) as a hosted application environment for building and
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deploying cloud applications; and Software-as-a-Service (SaaS) for applications typ-
ically available via a browser. They are distributed systems based around the notion of
externally provided services (Web services). AWeb service is a standard approach to
make a reusable component available and accessible across theWeb, supported by the
standard Simple Object Access Protocol (SOAP) for cross-platform inter-application
communication, Web Services Description Language (WSDL) for description of
services, and Universal Description, Discovery and Integration (UDDI) for finding
availableWeb services. These aremainly directed for storage, databasemanagement,
information processing, application use, integration, security, and management as a
service.

All these technologies are motivating similar research and development in PACS,
due to its strong reliance on software systems. Mainly in the off-line processing of
relay data, many utilities are already using cloud-based services for PACS, for setting
calculation and storage, remote monitoring, and auditing. All these developments are
strongly dependent on fast and reliable telecommunication resources.

Telecommunication Technologies
The state-of-the-art of telecommunication offers many different technologies and
media that can be used by PACS, ranging from copper, optical fiber and wireless
nets inside the substations, to surface radio, satellite and optical fibers outside the
utility. From a PACS point of view, these resources may be seen as a layered stack of
specialized message buses that conveys the communication horizontally inside and
across the installations, and vertically through and outside the corporate organization,
as shown in Fig. 8.

Near the process level, a real-time event bus transports sampled values and
other information acquired from the process interface of the process signals using a
message-oriented middleware, storing their status, and using local monitoring and
control processes. At the next station level, a logic message bus transmits Goose and
client–server (C–S) messages using a procedural middleware, serving the automa-
tion processes of station components. At the corporate level, an enterprise data bus
transports mainly C–S and Common Information Model (CIM) messages defined
by IEC, using a transaction middleware serving the corporate processes and shared
databases. Finally, at the upper level, a Web service bus transports business data
based on generic interface definitions, using a Web service middleware connecting
Web service repositories, and serving distributed cloud-based processes. The distin-
guishing feature of this architecture is the state-of-the-art standardized interface of
each layer, abstracting the implementation of the services from the PACS user. This
result is now possible with the widespread application of the standards IEC 61850
and CIM but requiring their harmonization by IEC.

Advanced Sensor Devices
Recent advancements in optical and magnetic materials have resulted in the develop-
ment of new kind of sensors used by state-of-the-art PACS. In addition to the tradi-
tional current transformers (CT) and potential transformers (PT), based on the induc-
tion principle, many low-power linear-transducers and non-conventional instrument
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Fig. 8 Telecommunication state-of-the-art. Source The author

transformers (NCIT) are now available for application in protection and automation,
practically free of harmonics and saturation effects. In parallel, new devices can
sample and interface these signals to the message-oriented buses used for communi-
cation among IEDs.Merging and phasor measurement units are among the advanced
sensor devices currently used by PACS based on these principles.

A merging unit (MU) is a dedicated device intended for sampling current and
voltage signals from instrument transformers and merging them into the standard
digital output format used in a process bus for use by other protection and automation
processes. It is typically implemented using field-programmable gate array (FPGA),
with a high-precision oscillator, signal conditioning, internal memory, human and
communication interfaces with external networks as shown in Fig. 9.

Phasor measurement units (PMU) are among the major recent developments in
PACS with a wide range of possible applications. Their usefulness extends beyond
the immediate application as a sensor in substitution to simple local sampled-value
signals, to wide-area transmission of synchronized phasor data, strongly impact-
ing the future of all wide-area PACS. A phasor is a vector consisting of magnitude
and angle that corresponds to a sinusoidal waveform at a given frequency. A syn-
chrophasor is a phasor calculated from data samples using a standard time signal as
the reference for the measurement, usually provided by a Global Positioning Sys-
tem (GPS) microwave signal broadcast from satellites. Synchronized phasors from
remote sites have a defined common phase relationship. Figure 10 shows the typical
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Fig. 9 Merging unit. Source The author

architecture of a phasor measurement unit, formed by input filters, analog-to-digital
(A/D) converters, synchronized by a sampling clock and GPS receiver. A quadrature
oscillator guides the extraction of the real and imaginary parts of the sampled signal
to form the synchrophasor.

Many state-of-the-art IEDs already use an embedded PMU as the standard pro-
cessing unit for sampled signals. This allows the broadcasting of synchrophasors in
the station network and their use by other IEDs. The signals used by a standalone
PMU can also be the result of a resampling of the samples provided by merging units
as shown in Fig. 11.

Synchrophasors follow the standard IEEE/IEC60255-118-1 (Measurement and
time tagging specifications for synchronized phasors, frequency, and rate of change of
frequency). Current problems include cybersecurity issues like hijacking of satellite
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Fig. 10 Phasor measurement unit. Source The author

clock signal, satellite signal loss and quality, and communication issues like report-
ing rates and latency, jitter and reliability with data loss in the telecommunication
network.

A Phasor Data Concentrator (PDC) is a function that collects phasor and discrete
event data from PMUs and possibly from other PDCs (Super PDC) and transmits to
other applications. PDCs may buffer data for a short time period, but usually do not
store the data for a long time.

Education and Knowledge Acquisition
All these modern devices have a far greater number of functions than legacy elec-
tromechanical and analog static devices, posing newchallenges to engineers to under-
stand and be familiar with their capabilities and settings, in addition to power system
expertise. The existence of many manufacturers adds to this burden. The impetus on
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Fig. 11 Phasor measurement and merging unit. Source The author

digitalization and use of modern software-based systems is contrasted to the current
lack of formal teaching of these technologies in the official education of protection
and automation engineers in most universities and education centers. Few univer-
sities today offer a formal training on protection and automation in-line with the
current needs of the industry. Most of them address only the basics of fault cal-
culation, relay settings and coordination for major power system components [14].
Specifically, they often do not include in their curricula the needed knowledge about
power electronics, computer science, protocols, and telecommunication necessary
for the new PACS. This has resulted in an education gap between the practicing
engineers in utilities, and the new type of technicians needed to cope with these
technologies. Please refer to [15] Education, Qualification and Continuing Profes-
sional Development of Engineers in Protection and Control, a Cigre brochure from
SC B5 related to education and knowledge. Some people even argue that the device
suppliers are best placed for setting these devices, due to the increased complexity
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compared to older and more traditional devices. Therefore, rapid obsolescence is
expected from the current generation of PACS engineers, as is observed in current
legacy hardware-based technologies. This must be included as a requisite to attain
the future grid requirements for PACS.

3 Grid Requirements

The profound transformations undergoing the electrical industry in this century bring
new requirements for the power sector, and particularly to PACS.Many new demands
are related to the changes in the structure, governance and ownership of the electrical
grid, to the inception and penetration of distributed resources and power electronics,
and the availability of new technologies in hardware and software.

The development of new technologies in electrical power systemsmust be closely
followed by equivalent development in PACS. This relates mainly to the intro-
duction of new generation, transmission, and distribution methods that require
non-conventional methods of protection, control, and automation. Currently, these
requirements come mainly from the development of DC/AC networks, microgrids,
prosumers with distributed generation and storage, electrical transport, and physical
and cybersecurity. This section resumes these requirements, and how they affect the
future of PACS.

Structural Requirements
Distributed generation resources are now a reality in almost every region in theworld,
motivated by the search for renewable non-pollutant sources of energy. Most of these
new sources are based on power electronics conversion, with limited short-circuit
capacity. Asmost protection systems used in distribution networks are based on sens-
ing the level of current during faults, this brings a new difficulty for these methods.
This is further complicated by the reduced information about the implementation
and internal functioning of proprietary converter systems; by the strict requisites for
performance and faster response for information after system faults and to resolve
protection issues; and by the early disconnection of many new sources of power,
making it more difficult to detect the exact location of the fault by current PACS.

The traditional serialized organization of electrical power system, with unidirec-
tional flow of power from bulk generation, through transmission and distribution
to consumers is modified, thus changing the structure of the electrical grid. Dis-
tributed generation is now common in the high, medium and low voltage, and in
the consumers (sometimes called prosumers), with a tendency to include personal
home generation and independentMicrogrids, resulting in possible reversal of power
in many branches of the grid. For the protection systems, this means the need for
detecting direction of flow, and low short-circuit capacity during faults. Many PACS
in distribution networks were not designed for bidirectional flow, so they will have to
be adapted. There could be insufficient fault currents to drive the protection relays,
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causing reduction on the Critical Clearance Time (CCT), requiring protection sys-
tems to operate more quickly. One of the major risks is the protection failure to
operate, with consequent loss of stability or frequency control.

The automation of the distribution grid, with high penetration of distributed gener-
ation, faces two additional difficulties: (a) low inertia of these new sources, reducing
their contribution to the frequency regulation and fault current; and (b) unpredictabil-
ity of their non-dispatchable generation, dependent on weather conditions. The low
inertia will also shorten the “first response” time after disturbances, creating difficul-
ties for frequency control, requiring additional means to control frequency variations
during disturbances, like simulated (virtual) inertia introduced by direct control of
the converters, and adequate generation control for the fluctuation of wind and photo-
voltaic power. Reduced system inertia and fault levelsmay require new techniques for
fault detection such as travelling waves, which do not rely on fault level. Hence, apart
from plain protection schemes, special protection or microgrid protection schemes
may also be required, as new prosumer requisites.

Prosumer Requirements
At the consumer level, the possibility of generating locally the electrical energy for
their needs, to store or export the excess power brings another layer of requirements
for PACS.The control ofmany small homegenerators (Nanogrids),with local storage
and electrical vehicle charging stations, distributed in a vast geographical area is
a challenge for the current operation and control of the grid. New requirements
must be attained that involves advanced metering with massive need for exchange of
information of newmeasured parameters, information architectures, communication
technologies and algorithms. This requires the identification and standardization of
the data to be exchanged, the introduction of analytics, disaster recovery strategies
and restoration plans, and cybersecurity countermeasures in a massive population of
prosumers, with new organizational requirements.

Organizational Requirements
The open market model for electricity has resulted in new architectures for PACS. It
is now possible for a company to invest in a transmission line, or a generation source,
with their terminals in existing substations owned by other companies. So, in many
countries, there are stations with multiple owners, sometimes with concurrent PACS
operatingon the sameLAN.This brings newchallenges for the integrationof different
technologies, owners, and methods. Issues of cybersecurity and governance must be
addressed, as there is no standard solution, and as PACS are not the central focus
of stakeholders, with possible budget restrictions that may lead to PACS functions
which do not meet all technical requirements.

The same challenge is faced for the integration of millions of active prosumers,
using unsecure meshed networks and non-standardized interfaces and protocols.
Requirements from new players like energy traders, electric vehicle chargers, virtual
power plants, and association of prosumers complete the complexity confronted by
future PACS.
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Environmental factors in power systems also face increasing demand for PACS.
There appears to be cumulative focus on developing protection mitigation measures
and/or tools to prevent and locate faults as quickly as possible, not only to shorten
the impact on consumers and producers, but also on the environment. Ground fault
neutralizers are being examined to mitigate power line faults leading to bush fires
in dry regions. Also travelling wave distance to fault plus geospatial map location is
helping to more accurately find faults before manual reclose of the faulted line.

Cybersecurity Requirements
To attain all these requisites will expose PACS to even more cybersecurity attacks.
Full digitalization, with the adoption of standard open protocols, wide-area, and
meshed communication networks, opens the door for cybersecurity threats that were
not present in legacy technologies. Due to the layered and distributed architecture
of current PACS, these threats span vertically from field hackers in the substation
and process local area network (LAN) up to corporate hackers using the wide-area
network (WAN) and mainly to external hackers coming from Internet, as shown in
Fig. 12. Note that the internal hackers by-pass the protection of existing firewalls,
one of the main issues for PACS cybersecurity.

A full set of new tools and techniques, not specific to protect and control the power
system, must now be introduced and managed by PACS engineers. Many technology
changeswill require to train engineers and field personnel on concepts foreign to their
main objective. This brings a new dimension of complexity, forcing a review of the
educational curricula of PACS engineers. Traditional PACS security has been based
primarily on physical isolation and this approach will no longer work. PACS should
comply with relevant cybersecurity standards to benefit from new technologies. This
itself represents a completely new profession. A good riskmanagement with efficient
criteria and the selection ofmature and probed technologies and practices is necessary
as a cybersecurity policy. Effects on maintenance and test procedures and remote
access capabilities must be addressed carefully to get the least possible impact on
PACS. Improved practices are needed to prevent road blocks on protection work and
information transfer imposed by global cybersecurity rules that have not considered
protection implications or alternative solutions. An industrial-grade full-network
security monitoring system is required with layered protection, self-learning, self-
adapting, self-forming defense strategy, periodically audited by a regulating agency
for compliance with national security of critical infrastructures. If not addressed
correctly, the wide application of information and telecommunication technology
will threaten the network security and proper control of the electrical grid.

Hardware Requirements
Aside from these issues, the application of standard industrial computers as the
hardware for IEDs allows new functionalities but also facilitates the cyber-attacks,
while requiring for more frequent updates. This is motivated by frequent evolution
of the technology, with rapid functional obsolescence, and the need for additional
functions. Sometimes, the processing of new functions and algorithms, like those
for authentication, cryptography and cybersecurity protection, does not run in legacy
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Fig. 12 Cybersecurity threats. Source The author

processors due to speed requirements, potentially demandingmore frequent upgrades
than in the past.

Furthermore, strong requirements are being placed on eliminating and safely dis-
posing of environmentally damaging protection components such as printed circuit
boards (PCB) and batteries, leading to new requirements regarding components,
power consumption, decommissioning, recyclability, and used raw materials. This
is contrasted to the long life of legacy PACS based on electromechanical relays. A
different approach is needed for the asset management of PAC that includes also
software configuration.

Software Requirements
Themovement toward a standard hardware for PACS is closely followed by a contin-
uous change in the software (firmware) that runs in these devices. This increases the
difficulty of configuration management, resulting in many versions of the same func-
tion operating in different PACS. With computerized protection devices, firmware
and scheme change to correct device issues or design issues appear to become more
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frequent and difficult/costly to deal with. This is further complicated by the frequent
changes and releases of new versions by themanufacturers that must be kept updated.
Configuration management is now indispensable for PACS asset management. Fur-
ther development is needed for digital substation devices and scheme configuration
tools catering for different vendor devices, interoperability, modularity, and free
function allocation.

The intensive use of power electronics in direct current (DC) networks, in renew-
able sources of energy like wind and photovoltaic power plants, and in converters
for distribution generation, brings in parallel the need for automatic control and pro-
tection methods compatible with these technologies. In many cases, the tripping of
converter-based sources must act directly on the thyristor control and power elec-
tronics, instead of circuit breakers. This is not standardized like the control of circuit
breakers, nor is the information ease to get from manufacturers, needing further
standardization, research, and development. The further research is also needed for
new technologies to recognize faults in systems with low inertia and a big amount
of power electronic-based sources.

Islanding Requirements
The continuous evolution of HVDC transmission, and the introduction of converters
and microgrids, has renewed the interest in DC networks as an alternative to the
traditional AC networks. Multiterminal HVDC transmission systems will present
specific challenges for their protection and require the development of DC breakers
and DC transformers and the need for synchronized tripping and control of distant
terminals.

The operation of microgrids and the possibility of part of the network to oper-
ate isolated from the rest of the grid have specific requirements for coordination of
PACS. In addition to the automatic detection and management of the disconnection
and reconnection to the grid, the PACS of a microgrid must keep it secure in isolated
or connected condition. These two conditions involve different levels of short cir-
cuit, power flow, and information exchange conditions that further complicate their
design, with strict requirements for coordination with fault ride through (FRT) and
inadvertent and intentional islanding detection.

Microgrid operation requires the PACS to performmany new functions likemeter-
ing and billing of energy transaction; transaction accounting and reconciliation;
remote control of connection; setting of operating points; interchanging power at
scheduled values; meeting system and equipment operating limits; correct islanding
and resynchronizing; optimizing market participation; limiting circulating currents
among parallel inverters; securing supply to sensitive loads; securing black start;
emergency control and load-shedding; demand response to grid signals; and proper
control of energy storage.

Education and Knowledge Acquisition
Based on the above requirements, it is widely recognized that a drastic change is
needed in the training curricula of engineers related to PACS. In addition to the tra-
ditional engineering knowledge about power system, including transient and steady
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state behavior, PACS engineers need to be proficient in modeling and simulation
of complex topologies likely to be found in the future, including mixed DC and
AC grids. This includes short circuit, stability and power flow simulation, and spe-
cific packages provided by IED manufacturers, requiring an exhaustive formal and
in-house training.

In addition, there is a requirement to learn the integrated engineering tools pro-
vided from independent suppliers to guide the entire engineering cycle and serve as
a documentation tool. Laboratory structures are needed to simulate complex con-
figurations likely to be found in the future wide-area PACS, mainly related to the
evolving and highly flexible network topologies. This includes the availability of
training software, based on real devices, with better and more specific models, both
for protection functions implemented in relays and for primary devices to be pro-
tected (e.g., inverters). All these requisites should be part of the future development
of PACS.

4 Future Developments

Driven mainly by the grid requirements of the electricity supply system of the future,
and by new developments in hardware, software, and telecommunication resources,
PACSare expected to changedrastically in the long term.Onemain impetuswill come
from the need to cope with increasingly complex distributed network of functions,
expanding wide geographical areas, and needing to operate in synchronism. This
will motivate radical changes in the architecture of future systems with impacts in
the engineering lifecycle and its methods. It is expected that the following areas will
experiment paradigmatic changes in the long term:

• Wide-area protection and automation
• Centralized protection and automation
• Software-defined protection and automaton
• Cloud-based protection and automation
• Remote testing and maintenance
• Advanced intelligent tools
• Application of formal methods
• Education and knowledge acquisition
• Research and development
• Standardization and regulation.

Wide-Area Protection and Automation
While the need for local PACS will remain in the future, as the first layer of pro-
tection and automation for substation components, the need for advanced wide-area
distributed functions will guide the development of future systems. This requirement
is driven mainly by the systemic demands of the electricity supply and the need for
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decisions to be taken based on real-time data from wide-area locations. This is moti-
vated by the penetration of distributed resources, and the changing of the traditional
structure and unidirectional flow of energy to a multi-directional meshed flow and
flat distribution of energy sources, with a need to mass transmission and process-
ing of data, and a distributed responsibility for the network control. This concept is
represented in Fig. 13 by a generic wide-area protection, automation, and control
(WAPAC) system.

This architecture is currently based on a four-layer network that starts at the pro-
cess level in the field layer, going up to the station network and to the wide-area
network, and even to the external network connecting to remote users in the market,
operation, and regulation entities, using the Internet. Typically, automatic decisions
are taken locally in the substation by IEDs, regionally by phasor data concentrators

Fig. 13 Wide-area PACS. Source The author
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(PDC), and globally by super phasor data concentrators (SPDC), or energy manage-
ment systems (EMS) at corporate or national level. In a typical WAPAC system, data
is sent from one or more PMU or MU devices to a controller located at a substation,
control center, or other appropriate facility. WAPAC functions can include switching
of capacitors, reactors or lines, generator and load dropping, SVC damping, and any
other action including traditional special protection schemes (SPS) and automatic
generation control (AGC). Among its main objectives are remote access to real-time
sensors, centralized automatic protection, and control decisions, and remote tripping
of equipment. Additionally, the device receiving the commands can use this infor-
mation to adjust relaying parameters or settings, so the relay is making local optimal
decisions based on the actual system configuration, adapting to changing grid status.
Furthermore, it can automate the definition and deployment of relay settings, calcu-
lated based on real-time requirements defined by system simulations or regulatory
authority, stored in a centralized data base or replicated in a distributed data base
per station. Settings may be downloaded to local engineering stations or directly
to the relay using IEC 61850 messages, while the installed settings are recovered
automatically from a central database and compared to expected stored settings for
auditing.

This architecture is supported by recent developments in telecommunication sys-
tems, with spread of wide-area networks (WAN) and satellite GPS signals, and the
standardization of high-accuracy phasormeasurements and advanced sensor devices.
It is expected that synchronized phasor measurements will fully replace the tradi-
tional sensing of electrical signals in the substations and become the standardmethod
of information exchange for wide-area PACS and supervisory control and data acqui-
sition (SCADA) systems, replacing the traditional Remote Terminal Unit (RTUs).
A change in paradigm that is closely related to the concept of centralized protection
and control (CPC), as applied to local substation automation [16].

Centralized Protection and Control
In parallelwith the development ofwide-areaPACS (WAPAC), a related development
is underway in the direction of Centralized Protection and Control (CPC) systems in
substation, as illustrated in Fig. 14, instead of bay-wise dedicated PACS. The archi-
tecture of a centralized PACS includes a high-performance computing platform that
provides protection, control, monitoring, communication, and asset management
functions for a full substation [17, 18]. Instead of employing several distributed
IEDs embedded in proprietary physical devices, the software running in each IED
is moved to virtual machines on a centralized replicated computer. The CPC col-
lects the required data using high-speed, time-synchronized measurements within
the substation.

The development of merging units (MU), control units (CU), and phasor measur-
ing units (PMU) paved the way for the adoption of this architecture, with all sensor
data now available in high-speed communication networks inside the substation. All
these secondary devices could be installed locally in the field, reducing the need for
control room space. Soon, it is envisioned that even the MU, CU, and PMU could be
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Fig. 14 Centralized protection and control. Source The author

embedded in the primary equipment, avoiding local cabinets, following the concept
of Internet of things (IoT) for home appliances, applied to power equipment.

Reliability and speed are the main requisites for the sensor network and for the
servers of a centralized PACS. Current network technologies like the Spanning Tree
Protocol (STP), Rapid Spanning Tree Protocol (RSTP) and Media Redundancy Pro-
tocol (MRP) are among the possibilities for these networks, providing true zero-
frame loss communication. Time-sensitive networks (TSN), deterministic-time net-
works (DTN), and software-defined networks (SDN) will further improve Ethernet
networks by assuring deterministic behavior, easy-to-manage, and configure.

The concept of a centralized PACS provides several advantages over the current
distributed processing architecture [19]. The limited number of physical devices
requires fewer configuration tools and less (per bay) maintenance, with a limited
number of access points. Mainly, configuration between IEDs is not required as
it is done internally to the central system. This will eliminate the interoperability
challenge common to distributed architectures, with easier configuration and PACS
rollout but with possible common mode failures. Finally, the centralized system can
also function as the gatekeeper or master intelligent node for substation-to-substation
and substation-to-SCADA communication. Of course, this will require a paradigm
shift in the way of designing, manufacturing, installation, testing, operation, and
maintenance of PACS.

In addition, CPCs can perform power quality analysis of local phenomena like
voltage sags, swells, interruptions, harmonics, impulses, flicker, switching transients,
and notches, etc. State estimation-based protection can also be processed by com-
paring the measured signals with the simulated behavior of each component and
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topology, based on substation models. Pattern classification-based protection can
explore advanced AI algorithms to classify the signals into preselected types of
disturbance signatures and taking appropriate actions.

Software-Defined Protection and Automation
Complementary to the movement toward a centralized PACS, software-defined pro-
tection and automation (SDPA) systems will rely strongly on software modules to
execute the essential protection, monitoring, and control functions. Instead of a set of
hardware boxes, PACS could be structured as a set of interconnected software pack-
ages running in a centralized or distributed processing system. Contrary to the cur-
rent modular structure of hardware-based PACS, SDPA can be totally programmable
and modular, allowing the dynamic remote changing of software, parameters, and
location. Like SDN, SDPA separates the control layer from the data layer, providing
flexible communications through the provision of a centralized controller. This opens
entirely new perspectives on asset management, as the blocks can be moved as intel-
ligent agents from different hardware locations and adapted according to changing
requisites. The concept is illustrated in Fig. 15, where a farm of standard distributed
servers support the control layer, and the running of software-defined modules or
IEDs that can be executed in any of the available servers.

This architecture signals the possibility of an entire network of standard processing
units, connected by high-speed wide-area networks, where the distributed functions
implemented in the PACS are entirely defined by software, and can be changed and
moved remotely.As a natural consequence, thewide-area network of processing units

Fig. 15 Software-defined protection and automation. Source The author
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can be physically located in the premises of the substations, or located somewhere in
the Internet, which brings the possibility of a cloud-based protection and automation
systems.

Cloud-Based Protection and Automation
Cloud-based protection and automation (CBPA) is a natural consequence of the evo-
lution of cloud-based information processing services. Mirrored in the current Infor-
mation Technology (IT) services available through Internet, it will be possible in the
future to deploy PACS using Infrastructure-as-a-Service (IaaS) as servers in the cloud
acting as IEDs;Platform-as-a-Service (PaaS) as a hosted application environment
for building and deploying CBPA applications; and Software-as-a-Service (SaaS)
for PACS applications typically available via browsers or thin clients. Figure 16
illustrates these concepts as applied to a substation.

Although the concept is easily transferred from IT to PACS, many issues must
be solved before their full adoption by utilities. The main aspects are related to
cybersecurity, as the strategic PACS functions will be located outside the utility
domain, and the speed and real-time requirement of protection applications.

Remote Testing and Maintenance
As the IEDs will be based on digital hardware, and their input and output signals
are formatted network messages, the process of testing and maintenance of a PACS
resumes now to generating input messages and gauging the output messages for

Fig. 16 Cloud-based protection and automation. Source The author
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typical use cases, while comparing with expected results. This applies also to the
PACS settings, as this is deployed today by client–server (C–S) messages exchanged
with the IED, with IEC 61850 offering the isolation means required for testing. The
possibility of sending and receiving these messages from a remote location, using a
communication network, introduces the concept of remote testing and maintenance.

Automatic verification of relay settings can be performed by unattended checking
of relay conditions and remote test of relays. In these systems, test scripts are devel-
oped based on the requirements defined by asset management or regulatory authority.
The scripts can be stored in a centralized data base, replicated in a distributed data
base per station, and downloaded to locally installed test-sets. The results are sent
automatically to the central database and compared to expected stored results, using
advanced intelligent tools.

Advanced Intelligent Tools
Despite all recent developments, several non-standardized graphical tools have been
in use to ease the development of PACS, most of them being specific to each tech-
nology, standard, or proprietary formats. Functional requirements, at the start of
the engineering cycle, have not been fully standardized by any of these standards,
raising questions about how to validate any solution against its functional require-
ments. These requirements are currently defined in natural text (NL), subject to the
impreciseness and ambiguity of such format. To be precise, there is a need for a
human-understandable but formal format to force the description of unambiguous
requisites, and to allow its manual or mechanical compilation into selected technolo-
gies by suppliers and integrators. The format should allow also the early application
of formal verification and validation methods to such systems, before design deci-
sions are taken, as well as during conformance testing of the final system to the user
requirements, and across all stages of the engineering process. A recent CIGRE sur-
vey about the preferred future language for functional PACS requirements showed a
convergence of stakeholders [2] to using languages based on formalmethods. A large
fraction of manufacturers sees Controlled Natural Language (CNL) as the preference
language among producers for future requirement specification, while researchers
prefer the languageZ andCNL for newdevelopments; Natural Language is the small-
est fraction of preference among these stakeholders for future requirement specifica-
tions, except if formal methods or artificial intelligence (AI) methods are developed
capable of unambiguously interpreting every Natural Language requirement.

With the advancement of Information Technology (IT), the complexity of new
solutions will require more sophisticated tools to design and maintain these sys-
tems. Intelligent tools are critically necessary as an enabler, freeing the engineer to
work specifically with PACS, avoiding the details of telecommunication, electronics,
interoperability, etc. Formal methods of design verification are required to model-
check the entire engineering cycle, preventing errors to propagate in the process,
and increasing their safety and reliability. The development and standardization of a
Domain-Specific Languages (DSL) [20] for human interaction with PACS is a pos-
sible direction, mainly at the initial phase of the engineering cycle, for functional
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Fig. 17 Advanced user-requirement tool. Source The author

specification and for testing. Figure 17 shows the intended function of a user require-
ment tool (URT) in the engineering design cycle proposed by IEC 61850, using a
DSL as the format for user interaction.

Note that the DSL is just a human-understandable view of the requirement, based
on Controlled Natural Language (CNL), with a formal syntax and semantics, sup-
ported by a graphical integrated development tool that could be automatically trans-
lated to XML for computer processing. The tool for functional requirement spec-
ification would possibly access a database of standard recommended solutions or
basic application profiles (BAP) expressed in the same DSL, and produce a func-
tional requirement expressed again in DSL. This is standard technology already used
for developing AI systems, language compilers, and games that can be adapted to
PACS, allowing the application of formal methods to the entire engineering process,
and integrated to IEC 61850 tools. This concept is currently being researched by a
CIGRE Working Group B5.64 (Methods for Specification of Functional Require-
ments of Protection, Automation, and Control) [21], among the application of other
formal methods to PACS.

Application of Formal Methods
New developments are expected to occur with the introduction of formal methods
into the design and engineering cycle. In addition to automatic compilation of high-
level design languages (DSL) to low-level implementation modules, formal methods
can be used to define the semantics of existing technologies like IEC 61850, and
model-check the correctness of implementation of a given user requirement or design
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Fig. 18 Application of formal methods. Source The author

specification. Figure 18 shows a possible insertion of formal model checkers into
the engineering design cycle of IEC 61850 based PACS, with the user requirement
expressed in a formal DSL.

Each phase transition of the engineering design cycle can use a model checker to
verify the correctness of the implementation, providing verdicts about design flaws.
The model checker verifies that each stage produces a set of artifacts that is logically
coherent with the previous stage. This is possible considering that every stage of the
engineering cycle is now translated into a set of formal representation of the design
in SCL, the Substation Configuration Language of IEC 61850.

Education and Knowledge Acquisition
To cover this wide-spectrum knowledge required from future PACS engineers, a
systemic approach to education will be needed. Part of the education should be ded-
icated to learning high-level PACS languages, systemic views and methods, leaving
the implementation and interoperability details to development tools. From a PACS
point of view, development will be basedmainly on simulators and formal languages,
that willmimic andmodel-check all aspects of a new system. This tendency is already
seen in other complex fields like aeronautics, nuclear power and medicine, where
pilots, engineers and physicians are educated and tested on complex simulators.
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A strong emphasis should be placed on training using specialized software asmost
PACS in the future will be software-defined systems. Application engineers should
focus mainly on the assembly of complex systems based on available software mod-
ules (expressed in DSL), produced by software houses or relay developers, and not
on the details of their implementation or interoperability. New and modern academic
curricula need to be developed, aligned with the evolution of PACS technologies to
cope with future grid requirements. With dispersed workforce and reduced down-
time requirements, focus should be placed on increased online education methods,
particularly for pre-work/study where interaction/practical aspects are not required,
forging a continuous learning and improvement ability, with free dissemination of
technical information to promote interest in the career. This will only be possible
with a radical change in education curricula, supported by investments in Research
and Development (R&D).

Research and Development
With the fast evolution of digital systems, the total unbundling of hardware and soft-
ware of PACS is expected in a near-term future. This includes the introduction of new
players as solution developers that are not suppliers of hardware. Third-party PACS
services seems to be the next evolution in these systems, following the tendency
already seen in the telecommunication and software industries. It is not difficult to
imagine also the advent of a new kind of market of service providers of PACS ser-
vices, as seen for ancillary services in the power industry and cloud services in IT
and software industry. This tendency will be the result of a future movement from
traditional large suppliers of solutions based on hardware to small and start-up soft-
ware companies that produces tailor-made solutions and PACS based on software.
Research and Development (R&D) should now be focused on centralized protection
with separation of hardware and software, possibly located in the cloud, and sup-
ported by intense use of formal mathematical methods. New business models need to
be established with server providers and software houses for deploying these future
PACS.

In-line with the current tendency to wide-area PACS, remote testing and setting of
relays and IEDs are not only feasible with current technologies and standards but also
a prerequisite to lower the costs of maintenance, and to allow the implementation of
adaptative PACS. Its widespread use is limited only by security and grid procedure
restrictions. Many intelligent and formal tools are expected to be developed soon for
testing, setting, and validation of the design of PACS. Utilization of modern opti-
mization techniques such as neural networks, Petri Nets, fuzzy logics, and wavelets
shall be considered as candidates. Analytics and tools for automated fault analysis
(AFA) are rich research areas as the number of installed digital fault recorders (DFR)
increases, and synchrophasors are available from wide-area systems. For protection
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and fault location, time-domain functions based on signals digitized at higher sam-
pling rates will offer a promising field of research. These R&D initiatives should be
followed by corresponding efforts in standardization and regulation.

Standardization and Regulation
Many tools and languages have been used in the specification, design, implemen-
tation, and operational phases of the engineering of PACS, with varying levels of
success. The only phase of the design cycle not yet standardized is the planning
phase. The standardization of a unique Domain-Specific Language (DSL) for human
interaction with PACS, mainly at the beginning of the engineering cycle, for func-
tional requirement; at the end of the cycle, for testing and maintenance, and in the
intermediate phases for formal checking, is a requirement for the future of PACS.
This is motivated also by the huge size of IEC 61850 dedicated mainly to the syn-
tactical communication aspects of PACS. Lack of a formal semantics for the func-
tional blocks and logical nodes (LN) demands much effort for its understanding and
application, resulting sometimes in interoperability problems among different IED
manufacturers.

Closely connected to the need for a formal DSL, performance requirements and
statistical collection and evaluation of PACS behavior need to be standardized, easing
the regulation, benchmarking, and maintenance of these systems. The information
transfer betweenmanufacturer and utilities also needs to be standardized for accurate
modeling of fault contribution for renewable generation. Sometimes, there is a lack
of clarity of protection methods relating to how protection functions work and are
applied, and this can lead to unintended power system consequences. The focus
should perhaps be on less paper standards and more online documentation systems
for easy access from PACS engineers.

Formal Methods
Except for the planning phase and testing, all remaining steps of the engineering
process of PACS are currently supported by standardized formats and languages,
with suitable proprietary and independent tools. The previous discussion shows that
there is clearly a need for a formal language specifically designed for the description
of functional requirements from a user, owner, or stakeholder point of view. This
language should use a vocabulary and grammar close to the way a user expresses
the desired functionality of a PACS, while being easy-to-learn and independent of
the implementation technology. To be precise, it should also use formal syntax and
semantics to allow unambiguous definitions and computer-aided processing and be
easily integrated to the common standard IEC 61850 used by the industry for the
design cycle of PACS.

The answers obtained from the CIGRE survey [2] constitute a rich picture of the
status of standardization of the engineering process of PACS, and the specific needs
for a standardized format for functional requirement specification. The following
general conclusions are derived from the survey, and represent the current view
about the turning point of evolution of PACS:
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• IEC 61850 is the de facto standard for designing PACSs for the power industry;
• Any new Requirement Language should be integrated to IEC 61850;
• Any Requirement Language should be easily readable by humans and comput-

ers, like Natural Language (NL) or Controlled Natural Language (CNL); this
precludes specifically XML for human interaction;

• TheRequirement Language should be understandable by non-expert users. Again,
this favors Controlled and Natural Languages (NL or CNL);

• The Requirement Language should be formal and mechanically translatable (by
a compiler) to standardized design languages like IEC 61850, IEC 61131, IEC
61499 or IEC 13568.

In summary, this language should use a vocabulary and grammar close to the
way a user or power system planner expresses the desired functionality of a PACS,
while being formal, easy-to-learn, and independent of the implementation technol-
ogy. Based on the results of this survey, the need for a Domain-Specific Language
(DSL) oriented for the specification of functional requirements of PACS was identi-
fied. Using a formal syntax and precise semantics, the language shall help users to
describe and exchange the structure and desired logic of PACS, without delving into
the technological details of its implementation. It could also pave the way for the
definition of a formal semantics for the entire IEC 61850 standard.

For specification of future PACS, complex temporal logic (TL) need to be
described using simple linguistic constructs near the natural language. A set of use
cases should be possible to exemplify its application to typical PACS in substation
and control centers, like the basic application profiles (BAP) under development
by IEC. The format will allow also the early application of formal verification and
validation methods to such systems, before design decisions are taken, as well as
during conformance testing of the final system to the user requirements, and across
all stages of the engineering process.

5 Summary and Conclusions

To take the right decisions with focus into the future, it is recommended that utili-
ties, regulators, and planners develop their technological roadmaps, to support the
decisions about education, and investment in new technologies, with comparison
between technological options, demonstration of benefits, compliance with national
policies for infrastructure protection and account for public views. A PACS roadmap
should define the future state for this area, the gaps in reaching the target state, other
organizations working in this area, the stakeholder´s role and strategy in working in
this area, its design standards and priorities for R&D projects. Pilot projects should
be scheduled in order to evaluate the advantages and disadvantages of implementing
new technologies with existing network. It should envision the future and current
state-of-the-art; provide the implementation strategy for creating the IT and commu-
nication infrastructure to support the future vision; identify needs for management
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changes and issues, and plan workforce training and education. In the future, prob-
ably, there will no longer be separate protection and control staff—those roles will
merge (as they are already starting to) into application system engineers, and staffwill
need to deal with an integrated assemble of protection, control and communications.
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Power System Development
and Economics

Konstantin Staschus, Chongqing Kang, Antonio Iliceto, Ronald Marais,
Keith Bell, Phil Southwell, and Yury Tsimberg

1 Introduction

Study Committee C1 (SC C1) deals with system development and planning, work
which routinely looks far into the future. Today, the view on the system of the future
is even more holistic, as well as its role in society. Therefore, next to the ten technical
issues and challenges listed in Sect. 1 of the Introduction,the following aspects need
to be taken into account:

1. The COP21 Paris Agreement on climate protection and Europe’s national and
EU-wide energy and climate plans which address full decarbonization of the
energy system for a horizon of 2050 or soon after, mean that many countries
already plan for a CO2-free power system for a closer time frame than typical
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power plant and network equipment depreciation times. This decarbonization
goal brings aspects of a clear and common target into system planning which did
not exist before, and also of increased risks of stranded assets.

2. Since greenhouse gas emissions including CO2 do not only come from the elec-
tricity system but also from transport, heating/cooling, industry, and agriculture;
many countries aim at complete decarbonization. Because of the efficiency of
electricity use in transport, heating, and many industries, this implies planning
and investing for a system for the coupled sectors of electricity, gas, transport,
and heating, i.e., a system of systems. Electricity grids could come to be con-
sidered the backbone of the entire energy system (see, e.g., ETIP SNET Vision
2050).

3. Because our use of electricity, heating/cooling, and transport together makes up
a much bigger part of our daily lives than that of electricity alone, this holistic
energy transition will affect and interest many citizens very strongly. It has
the potential to unite and positively excite us, as our cities get quieter, our air
cleaner, and climate catastrophes are kept at bay. But, it will likely also lead to
heated discussions, for example, about distributional effects.

4. Both continental-scale international interconnections and microgrids have made
progress, and for both, trading and balancing rules are important, meaning that
aspects of electricity trading andofmarkets have enteredmost electricity systems.
Thismeans the number of potentially active participants in electricitymarkets and
in the coupling with gas, heat, andmobility markets is enormous.Many countries
have concluded that only a market approach can lead to good solutions when
so many actors need to be coordinated.

5. The balance between the three traditional goals of electricity supply, relia-
bility, economics and the environment, and the character of the respective
goals are changing: Until the 1980s, reliability was a hard constraint, the envi-
ronment was captured in certain constraints without very extensive influence on
planning decisions, and economics was optimized usually from the perspective
of a single, integrated electricity utility. Today, the environment and in particular
climate protection imposes the most important constraints, reliability becomes
a function of economics with demand response and price-elastic loads, and the
optimization of economics occurs in a market environment.

Looking at the combined effects of the above concepts, system development, asset
management, and system economic analyses will have to evolve strongly from their
past and current state of the art:

• to deal with much broader analyses of costs and benefits,
• of a wider range of investment and efficiency alternatives,
• with changes in expected useful equipment life due to varying loading conditions,
• with stranded asset risks from technical, economic, and climate change develop-

ments,
• in a “system of systems,”
• under strong and multi-dimensional technical, economic, and political uncertain-

ties,
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• but with a newly clear common worldwide goal of climate protection.

Section 2 describes the state of the art of electricity system planning, asset man-
agement, the economics of investments, and the interconnections between different
countries, voltage levels, and energy sectors. Here, planning and decision support
methods are especially important; technology developments on equipment and con-
trol systems are covered by other SCs’ chapters, and this chapter only needs to address
how new technology affects the planning and decision support methods. Similarly,
the important aspects of standardization concern software, data exchange standard-
ization, and interoperability issues, while educational aspects relate to promulgating
a good understanding of the holistic power and energy system as a system of systems.
Section 2 also includes descriptions of how the aspects of the system of the future
listed above, and thus the new societal and grid requirements, are dealt with by this
state of the art, but leaves identifying gaps for which new methods will need to be
found for Sect. 3. Finally, our methodological approach for Sect. 2’s planning prob-
lem descriptions uses generic high-level formulations of the objectives pursued and
constraints considered, albeit without symbols but with easier-to-follow words. This
approach aims to better clarify the differences between different planning problems
and their evolution over the past and into the future.

Section 3 then points out innovation needs for new societal and technical needs
and challenges not fully addressed in the state of the art. Sections 4 and 5 summarize
the resulting future and research issues, and provide conclusions.

2 State of the Art and Degree to Which It Addresses
the New Societal and Grid Requirements

2.1 Overview of Current System Planning Methods

The current electricity system planning environment requires consideration of new
technologies, customer participation, and therefore, new planning methods at mul-
tiple levels. In response, electricity system planning is becoming more holistic, i.e.,
addressing generation, transmission, distribution, and demand flexibilities increas-
ingly together, because computing power begins to make that possible, and because
the need for this increases due to distributed energy resources and empowered cus-
tomers. In this section, the generic high-level formulations of generation, transmis-
sion, and distribution planning subproblems are described separately, each with a
brief sketch of the current worldwide state of the art of system planning. The treat-
ment of uncertainties, externalities, and of market decisions versus central system
planning, deserves special attention in these descriptions.
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2.1.1 Generation Planning

Of the components of the value chain of electricity supply, generation planning has
the longest history of formal optimization approaches to investment planning.

Over the past decades, the monopoly structure of utilities has been questioned
and evolved toward markets in many countries. Ideally, all market participants, con-
sumers, generators, storage operators, prosumers,wouldmake their own assumptions
based on market price signals and their own forecasts and preferences, and invest
with the expected risks considered. Several markets in Europe, North and South
America have become quite sophisticated in their market price signals including not
only prices per market time unit on kWh energy but also on capacity or reliability,
and on many different kinds of ancillary services. Nonetheless, it is hard to achieve
full consistency between the price signals for all these markets, with the incentives
for clean generation, and with the price signals in gas, oil, combined heat, and power
and transport fuel markets.

Understanding the future supply requirements (incl. load growth) and available
resources (incl. disruption from new technologies) is among the most important
inputs into generation planning. The objectives are influencedbymany factors includ-
ing political, climate change, innovation and efficiency factors, and many inputs
and influencing factors are subject to strong uncertainties. Therefore, along with
the examination on how markets can affect the formulation of objectives and con-
straints of generation planning, the effects of uncertain parameters are also examined
through scenario evaluation. This makes the state-of-the-art generation planning a
multi-criteria analysis.

Generation planning with uncertainties and through multiple regions or subsystems

With the operational uncertainties considered, themaximumunit generation becomes
stochastic. These uncertainties can be caused by the full or partial outages of gener-
ation units, or by wind speed, solar irradiation, or water availabilities. Furthermore,
the unit operating costs can be modeled depending on unit loading. With genera-
tion unavailabilities modeled, the constraint that all loads must be covered becomes
one of meeting minimum loss of load expectation (LOLE) or loss of load proba-
bility(LOLP) standards. Expected system operating costs and LOLE/LOLP can be
evaluated for a given set of units resulting from investment decisions, by chrono-
logical stochastic simulations. Chronological simulations are state of the art as the
traditional equivalent load duration curve approach based on convolution of load and
unit outage distributions does not work with strongly correlated unit availabilities,
such as for solar and wind generation within a region subject to the same weather. To
integrate the uncertainties into the planning optimization model, several modeling
methods of uncertainties have been applied. Generally, common optimization mod-
els involving uncertainties include chance constraints models, risk-based models,
robust models, and stochastic models. Uncertainties impose a huge computational
burden on problem solving, which can be addressed only by modern computational
power and algorithms.
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Generation planning with competitive or market frameworks

Beginning in the 1980s, competition was introduced into the generation sector in
Chile (1982), the UK (1989), and then in Europe, and many other parts of the Amer-
icas and Oceania. This was done by separating the natural monopoly networks from
competitive generation and supply, and it altered the generation company’s invest-
ment portfolio problem. System load and emissions constraints are replaced by con-
tractual values, and rather than minimizing costs, a generation company maximizes
profits. The price at which the company sells the energy to different kinds of cus-
tomers for different products (e.g., energy, capacity, and different kinds of reserves),
at different times and in different market areas, is in principle not regulated, but
depends on the competitive situation. Price forecasting for all different kinds of
energy, capacity, and reserve products thus becomes a major determinant of gener-
ation and storage investment decisions in competitive electricity markets. For the
price forecasting, it is ideal to perform a full system investment portfolio optimiza-
tion which includes not only the generation company’s own units but all existing and
new units of all companies.

The overall system constraints do not appear in market party’s optimization, but
do appear in their price forecasting. Furthermore, the state or the system operator
will assess the generation adequacy [1–3], i.e., whether there is sufficient generation
capacity among all generation companies tomeet reliability constraints. If the state or
the transmission systemoperator agrees that the capacity availablewithin the network
is insufficient, capacity mechanisms [4, 5], generation capacity auctions, or similar
measures may be taken. These scenarios further complicate the price forecasting
mechanism for generation companies. They also present a difficult challenge for the
overall market design, where national strategic planning aiming at public benefits
(e.g., national climate-energy plans in Europe in conjunction with national capacity
mechanisms) does not lead to direct state action but needs to be enacted by private
investors. This challenge is evenmore difficult considering the long deployment time
of transmission investments, compared with much shorter deployment times of some
kinds of generation, storage, demand flexibility, and distribution investments. These
challenges will be addressed in Sect. 2.1.2 on transmission planning below.

Generation planning with flexible demand and monetization of reliability and
externalities

The flexibilization of demand and the monetization of environmental and safety
externalities described in the introduction tend to lead to an alternative formulation
where costs, reliability, at least some environmental externalities like CO2 emis-
sions, and even safety, can all become part of the objective of planning an integrated
system. All of these being treated in parallel in the objective function means that
tradeoffs among them are made very explicit, e.g., based on conversions of relia-
bility and environmental externalities into the same currency as costs and profits.
Such monetization is an extreme example of making these tradeoffs more explicit;
nearer-term planning, which does take multiple criteria into account, often prefers
to leave making the tradeoffs to politicians rather than to those planners who define
the input data for an optimization program.
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This approach especially to reliability requires very sophisticated price forecasting
mechanism, not only for scenarios and hours where there is sufficient adequacy but
also for other scenarios or hours with insufficient adequacy (i.e., scarcity in at least
some products). For such scenarios and hours, balancing energy cost but also possibly
the price achieved for energy or reserves, approach the value of lost load [6]. Value
of lost load or VOLL is used to describe the per kWh cost of a blackout, which varies
between customers, time of day or season, and the usage of electricity. VOLL also
changes based on the duration and geographic scope of a blackout. Similarly, the
future price of emission certificates depends on political decisions in many countries
and is hard to forecast.

Recent CIGRE work addressing generation planning

CIGRE and especially SC C1 have provided various technical brochures (TB) on
the key issues mentioned above, in the evolving generation planning environment. In
recent years, SCC1work examined roles and responsibilities of the electricity indus-
try actors with reference to the system development aspects, identifying the extent
of their influence on the electric industry in relation to system development, based
on effective physical boundaries between generation, transmission, and distribution.

2.1.2 Transmission Planning

For a generic high-level formulation of transmission planning, the traditional objec-
tive was to avoid any equipment overloads in any contingency scenario (usually an
outage of a single piece of equipment from a pre-defined contingency list). A security
analysis based on AC power flows was the traditional approach, with a nodal repre-
sentation of the system generation portfolio and of loads as inputs. Because of high
computational requirements and strong nonlinearities of these power flow analyses,
usually only a few critical cases were simulated for a target year, e.g., winter peak
and summer minimum load cases for 5 or 10 years in the future. If an equipment
overload occurs in one of the simulations, equipment is added or reinforced until
the overload does not appear anymore. A master program which tries out different
additions or reinforcements of equipment can be placed above the security analyses
to automate the process of finding least cost reinforcements of the system which
satisfy all security constraints. This cost minimization (min) objective function and
the constraints it is subject to (s.t.) can be summarized as follows:

Min sum over years and reinforcement options of reinforcement capital costs,
plus sum over years and hours of system losses

s.t. all pre-defined contingencies donot lead to equipment overloads, incl. if needed
dynamic security constraints
all constraints of the AC power flow
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Despite its challenging computational complexity, this approach ignores several
important issues:

• With higher penetration of renewable energy with limited capacity factors, cases
where equipment overloads might occur become harder to identify. They may be
more dependent on sunshine and wind than on load level, and the traditional few
peak and off-peak load cases may become insufficient.

• Equipment overloads might be cheaper to remedy by demand response than by
reinforcements.

• Driven both by international electricity trade and by renewables with limited
capacity factors, the benefits from exchanges between different areas or countries
become economicallymore important than the avoidance of equipment overloads.
For example, a country with wind resources in the North and strong load in the
South might be able to operate securely by curtailing wind energy and running
gas-fired plants in the South, but the additional cost of running the gas units—or
of foregoing trade between North and South—can be much higher than the cost
of additional transmission.

Therefore, transmission planning has evolved into a value-based assessment, sim-
ilar as generation planning. For example, the security benefits are captured partially
through applying values of lost load (VOLL, see above) in a market-related simu-
lation, and partially through AC network simulations; these complement a market
simulation with a DC approximation of the network. In the problem formulation
below, the word “node” is used to mean either a node in an AC or DC network sim-
ulation (e.g., in the North American ISO approach to transmission planning [7]), or
a region or zone with several or even many nodes within which there is no conges-
tion (e.g., in the European bidding zone approach to ENTSO-E’s Ten-Year Network
Development Plans [8]):
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Min expected value over scenarios of  
(sum over years, hours and nodes  
of equilibrium nodal costs of generation * nodal energy served,  
minus sum over years and all reinforcement options  
of capital costs of reinforcement options,  
minus sum over years, hours and nodes  
of nodal energy demand not supplied * VOLL,  
minus sum over years, hours, units and pollutants   

  of emissions * price of emissions certificates) 

s.t. maximum unit hourly generation  

maximum unit storage energy injection with consideration of unit storage 
efficiency 
 maximum storage unit energy content with consideration of storage 
efficiency 
technical constraints on units (e.g., ramp rates, min up and down times, 
startup costs, voltage  and frequency ranges) 

remaining environmental constraints  not captured in emissions certificates 

all network and security constraints of the (AC) power flow, incl. if needed 
dynamic security constraints  

The ideal key tool for such analysiswould be a security-constrained optimal power
flow [9–11]. However, for large networks with several scenarios, these analyses are
often solved via security-constrained economic dispatch (SCED) [12, 13] models
with DC network approximations due to computational considerations, accompanied
by traditional AC security simulations and if needed dynamic analyses for certain
cases. In ISOs in North and South America, nodal representations of a transmission
grid operated by one (independent) system operator are analyzed under different
scenario representations of load and generation in SCED studies, in chronologi-
cal simulations over the target year and with different weather conditions affecting
renewable energy output. Analyses of the expected nodal price differences are used to
determine the value of additional transmission infrastructure between different pairs
of nodes. AC power flow and dynamic studies complement these economic analyses
to indicate technical requirements for new investments. The value estimates from the
nodal price studies and the importance of the technically required reinforcements
are compared to estimates of the cost of the additional infrastructure. Where bene-
fit/cost ratios are large enough in a relevant majority of scenarios, and where other,
non-economic criteria do not reduce benefits strongly, infrastructure investments are
proposed in public and stakeholder consultations. After taking into account com-
ments received, a completed ISO investment plan is checked for internal consistency
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and published. Finally, the transmission owners in the relevant grid areas, and pos-
sibly additional independent project development investors, are encouraged to seek
regulatory approval for the investments and sign contracts with the ISO.

In Europe, a similar approach is used for multi-national coordinated planning
in ENTSO-E’s Ten-Year Network Development Plans (TYNDPs): 44 transmission
systemoperators (TSOs) from36European countries cooperate to update a continent-
wide plan every two years. Instead of nodal economic analyses, the chronological
stochastic simulations are performed over Europe’s wholesale market bidding zones,
to arrive at expected bidding zone price differences which are translated into val-
ues for additional transmission capacity between each pair of neighboring bidding
zones. AC power flow and dynamic studies complement these economic analyses
to indicate technical requirements for new investments, especially also for internal
reinforcements within the larger bidding zones. A formal multi-criteria cost-benefit
analysis1 is performed on the basis of the economic and technical studies as well as
several other well-defined criteria, for each candidate infrastructure project which
has been proposed by the TSOs or by other project developers. The criteria are socio-
economic welfare (incl. fuel and emission cost savings), CO2 variations, renewable
energy integration, societal well-being, grid losses, adequacy, flexibility, stability as
benefits, capital, and operating expenditures as costs, and environmental, social, and
other residual impacts. In ENTSO-E’s experience [3, 14], reliability constraints force
only a small fraction of network investments, most are suggested by the economic
analysis and other criteria.

The ENTSO-E TYNDPs have also evolved the state of the art of scenario defini-
tion, lately defining common scenarios for European electricity and gas transmission
planning,2 and building consistent sets of scenarios of the planning horizonwhich for
the 2018 TYNDP reached 2040. Each scenario is characterized most importantly by
a so-called storyline: Sustainable transition; Distributed generation; Global climate
action. 26 different parameters are varied across three scenarios to be consistent with
the respective storyline. These include for example climate action, economic condi-
tions, electric and gas vehicles, demand flexibility, heat pumps, industrial demand,
the growth or decline of different generation options, power-to-gas and biomethane.
The 2020 TYNDP is to refine the scenarios further and take them to 2050.

The 2040 European electricity network resulting from these TYNDP analyses
can be considered a target network. It is thus an example of a methodology that has
recently become more commonly applied for extra-high, high, and even medium
voltage networks, where a master program steps through combinations of reinforce-
ment options, and subproblems evaluate equipment overloads and calculate economic
benefits from market price differences. Some countries apply estimates of the value
of unserved load VOLL and trade off costs of reinforcement, losses, and unserved
energy in the evaluations of combinations of reinforcement options, leading to a

1https://tyndp.entsoe.eu/Documents/TYNDP%20documents/Cost%20Benefit%20Analysis/2018-
10-11-tyndp-cba-20.pdf.
2https://www.entsog.eu/sites/default/files/entsog-migration/publications/TYNDP/2018/entsos_
tyndp_2018_Final_Scenario_Report.pdf.

https://tyndp.entsoe.eu/Documents/TYNDP%20documents/Cost%20Benefit%20Analysis/2018-10-11-tyndp-cba-20.pdf
https://www.entsog.eu/sites/default/files/entsog-migration/publications/TYNDP/2018/entsos_tyndp_2018_Final_Scenario_Report.pdf
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target network. For distribution but also in an aggregate way for transmission plan-
ning, distributed energy resources such as batteries, PV, and demand response can
be traded off against network equipment reinforcements (to capture what is called
non-wire alternatives in North America).

The scenario-based, multi-criteria planning process aims to justify the increasing
attention received by grid investments in politics and the population [15]. This leads
to the transmission and system planning process involving many more actors than
just system operator planners. In several countries, at the end of a very lengthy plan-
ning and consultation process involving system operators, utilities, regulators and
the public, the resulting needed infrastructure investments are listed in national laws,
aiming tominimize further controversy or delayswith their permitting, financing, and
construction. But despite the sophistication of scenario definition and multi-criteria
cost-benefit analysis, theEuropean approach still cannot stochastically optimize deci-
sion points for infrastructure projects, i.e., optimize the expected net present value of
the lifetime of a project as a function of its installation date and in conjunction with
the effects of all other projects. This is partly for reasons of complexity and com-
putation time, and partly because the permitting time for new infrastructure projects
continues to be on the order of 5–10 years. To truly react to evolutions in the many
stochastic parameters, the bureaucratic permitting process and also the communi-
cation to stakeholders would need to be constantly adjusted, both of which appear
practically impossible. Despite the strong enabling role of additional transmission
infrastructure for integrating large amounts of fluctuating wind and solar energy into
the energy system without having to curtail much of it, planning and permitting
remain big challenges.

Recent CIGRE work addressing transmission planning

CIGRE and especially SC C1 have provided various technical brochures (TB) on the
key issues mentioned above, in the evolving transmission planning environment.

TB 564 describes international practices and processes of access and connection
to the transmission grid including grid code, system planning, and administrative
processes.

TB 579 investigates an innovative approach to address the key issues faced
by power system planners, namely high efficiency, high reliability, low carbon
emissions, and high flexibility.

A joint working group from Study Committees B3, C1, and C2 developed TB585
which provides criteria to provide high-level guidance for evaluating and comparing
substation configurations and the impact that different applications may have on the
characteristics of the substation performance.

International utilities’ best practice approaches for developing electricity load and
energy forecasts are provided in TB670.

As the trend of new HVDC technologies and project unfolds, TB 684 provides a
guideline to system planners in making analyses on HVDC system parameters and
solutions.

TB 701 provides insight into investment in transmission infrastructure in the
context of increase in renewable generation penetration.
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TB 715 recommends changes to the definition of reliability and especially system
adequacy in light of increased use of generation technologies (e.g., PV) by individual
customers, of demand response, and of different values customers place of different
uses of electricity.

2.1.3 Distribution Planning

With some delay, distribution planning is undergoing a similar development as
transmission planning. The traditional formulation was:

Min sum over years and reinforcement options 
of reinforcement capital costs, 

plus sum over years and hours of system losses

s.t. all pre-defined contingencies do not lead to equipment overloads

all constraints of the AC power flow

In practice, as distribution networks at low and medium voltage are significantly
less meshed than transmission networks, simplified decision rules often governed
distribution system reinforcement (e.g., assumption of peak load and simultaneity
factors per household or type of commerce, combined with standard size steps for
conductors, breakers, transformers, etc.). Over the last decade, however, tools have
appeared which analyze MV + LV distribution networks by stepping through com-
binations of reinforcement options in a master program and evaluating equipment
overloads in a subproblem. More advanced approaches evaluate unserved energy at
VOLL and trade off costs of reinforcement, losses and unserved energy, in order
to evaluate combinations of reinforcement options both technically and economi-
cally. A master program can then cycle through different reinforcement combina-
tions to find the economically most attractive one, which a subproblem evaluates
economically and against equipment overloads. A further step for such target net-
work methodologies (see also section above on transmission) is to model distributed
energy resources such as batteries, PV, demand response, etc., so that network equip-
ment reinforcements can be traded off against local congestion management (called
non-wire alternatives inNorthAmerica). Thesemethods can culminate in calculating
nodal market price equilibrium values for each distribution node, similar to the most
advanced transmission planning approaches, in order to construct a target network
toward which the current network can evolve over time.

Tradeoffs of demand response or customer price elasticity against the cost of
generation and network equipment are also central to the planning of microgrids,
which aim to be able to operate without connection to a larger distribution and
transmission grid, either for standalone applications in remote sites, or for continued
service during larger system blackouts. Both in rural electrification applications, e.g.,
inAfrica or in reliability- and resilience-oriented applications, e.g., inNorthAmerica,
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amicrogridmay not include sufficient generation and storage capacity to satisfy all its
loads. Therefore, microgrid controllers, which have recently become commoditized,
not only need to manage the electrical microgrid parameters within the allowable
ranges of, e.g., frequency and voltage but also its active power balance. Loads may
be prioritized in classes, or might be prioritized according to their economic value
or VOLL, so that balance can be achieved by adjusting schedules of the available
generation sources, any available storage, and the different priorities of loads. TB
715 on the Future of Reliability, cited above, sheds light on these balance issues.

Planning of distribution networks, in cases where no important interactions with
the transmission grid need to be considered, is handled in CIGRE SC C6, and recent
CIGRE SC C6 Technical Brochures (TBs) are described in the respective chapter.
Below several TBs are listed which address the interface between transmission and
distribution system operators (TSOs/DSOs):

TB 733 focuses on two main aspects of the TSO-DSO relationship, namely the
operational changes resulting from the presence of distributed energy resources
(DER), and the impact ofDERon frequencymanagement, voltage control and system
restoration.

The CIGRE and CIRED joint Working Group Technical brochure (TB) 727
reviews and reports on the latest developments relating to the modeling of
inverter-based generation (IBG) for power system dynamic studies.

In the context of high penetration of variable renewables, technical, and functional
interoperability between distribution and transmission systems is particularly impor-
tant for ensuring service quality and system reliability. TB 711 provides insights on
how DSOs are conducting different tests to move from a “blind” exercise of the
network to a more and more monitored and controlled one.

TB 527 examines the impact and assesses the readiness of industry to cope with
high levels of renewable penetration.

2.2 Recent Developments to Integrate the Different Planning
Subproblems

The generic formulations in Sect. 2.1 show growing overlap. Whereas in the past,
transmission and distribution planning were focused on technical analyses of poten-
tial network equipment overload, they now include full economic simulations of the
system of generation, load, storage, and networks. At the same time, the genera-
tion and storage investment optimization need to more and more include network
modeling: Since it is not optimal to expand network capacities so much that every
potential generation from any node can reach the highest value load anywhere in the
network, the value or price a generation unit can achieve depends on the node where
it is located, and the network congestion around it.

Furthermore, the planning for the transmission and distribution systems,which are
natural monopolies [16], requires its major input, like future generation capacities, to
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include their locations. In an integrated electricity monopoly, this means generation,
transmission, and distribution should be optimized together. Especially in China, the
integrated optimization approaches [17–20] employed toward this goal will consider
ever more parameters and uncertainties. In an electricity market, the TSO may need
to simulate expected or optimal generation additions not because the transmission
monopoly would invest in them, but to derive the most realistic assumptions for these
important input data to its transmission plan optimization. Similarly, in amarket, each
generation company needs to assume not only how much and where its competitors
will build new generation capacity but also how much additional transmission and
distribution capacity will be available, in order to forecast nodal prices for its own
most realistic estimate of profitability of its generation investment.

And finally, transmission and distribution planning depend more strongly on each
other, as distribution-connected resources tend to account for the majority of the total
generation investments inmany countries recently, as demand becomesmore flexible
and responsive to price signals, and as heating and transport are electrified. In the
EU, the 110 kV level is not only planned together with the 230 and 400 kV levels
in countries where the TSO operates all networks down to 110 or even 90 or 63 kV
but also increasingly in countries where so far, 110 kV was considered distribution
and is operated by the DSO. The EU network codes [21] require intensive data
exchange between TSO andDSO about the 110 kV level. Another example ofmutual
dependency of transmission and distribution planning comes from EV charging: If
DC fast charging at 150or even above 500kWbecomes commonplace, and if it occurs
in concentrated spots like garages or “mobility hubs” at the edges of downtowns,
charging stations could easily reach capacities for which an HV connection needs to
be considered. Network reinforcements need to be planned individually for each such
charging station, by TSO and DSO together, and indeed in very close cooperation
with city planners, as such mobility hubs will play decisive roles in the look and feel
and quality of life of cities.

For these reasons and inter-dependencies, modeling would ideally integrate dis-
tribution, transmission, storage, demand flexibility, and generation at all voltage
levels, with millions of deciders and of decision variables. It would take different
perspectives depending on the decision maker. And it would utilize quantities of
data several orders of magnitude bigger than in years past, based on smart meters
and smart grids (see Sect. 3.1). Even for today’s powerful computers and algorithms,
this is too large to handle with integrated modeling. Today’s algorithms and tools
are expanding beyond traditional scopes step-by-step, but will likely not reach the
full integrated distribution, transmission, and generation scope anytime soon. But
on the other hand, given the different decisions for which different market parties
are responsible (customer versus network operator versus generation investor), full
integration of modeling should not be necessary. An important part of the reason for
introducing markets in those parts of electricity supply which are not natural monop-
olies lies in the basic theory ofmarkets: That many actors, each considering their own
limited data and pursuing their own goals based onmarket price signals, will together
make such decisions that the overall results for society are good. With perfect com-
petition, with no externalities, and with good market price signals, economic theory
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even shows that the outcome for society is optimal. For the purposes of this chapter,
it can be assumed that competition only gets introduced where market power can be
controlled, and that externalities may be internalized, perhaps through monetization
of CO2 or pollutants. The realism of the hope that market outcomes are optimal for
society, then hinges on appropriate market price signals for the coordination of the
many different actors’ separate decision making.

The electricitymarkets introduced in parts of theworld since the 1980swere origi-
nally basedon traditional generation technologywith rotating synchronousmachines,
and hadmarket price signals appropriate to that history, often only for the kWh gener-
ated and consumed in a given hour. Current systems often feature high penetration of
converter-based, asynchronously connected generation and storage resources, such
as solar, wind and batteries. They require already today a decoupled valuation of sys-
tem services such as frequency or voltage control, and will required market signals
to appropriately price more diverse market offerings and options. Where traditional
technology combined capacity, energy, inertia, voltage support, system strength,
synchronizing power, etc., from a single source, i.e., synchronous generators, new
technologies allow for decoupling of these services resulting in greater commodity
optimization of service and spatial location. The market signal and service will need
to transform and adapt to the system and customer requirements, and to customers’
ability to participate in the provision of different services with their consuming, gen-
erating, or storage equipment. Sector coupling of electricity, heating, and mobility
further increases customers’ ability for participation for the diverse service markets
in the energy system.

The two recent CIGRE TBs which have addressed aspects of this evolution are
TB681 on planning criteria for future transmission networks in the presence of a
greater variability of power exchange with distribution systems, and TB715 on the
future of reliability, mentioned already.

2.3 Overview of Current Asset Management Methods

Electricity system Asset Management is also becoming more holistic: It attempts
to address all equipments in a given system together, and it gets more and more
integrated with system planning. This development is fully in line with the growing
sophistication which asset management in undergoing for all industries, in particular
in the ISO 55000 series of standards.

Asset Management as a discipline is fairly recent and is continuing to mature. The
ISO 55000 series of standards is based on the four fundamental concepts, namely:

• Value
• Alignment
• Leadership
• Assurance.
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What also differentiates Asset Management from other management systems are
the two key considerations:

• Analysis based on the entire life cycle of assets
• Continuous improvement of decision-making process.

These four concepts and two considerations are interdependent and provide the
basis for the current Asset Management principles and methodologies. Following is
a brief description of these six “pillars” of Asset Management:

Value

“Value” in the Asset Management context means that physical assets serve a purpose
and, thus, have value to an electrical utility which is not only measured in monetary
terms but also includes other aspects based on the corporate business values, such as
safety, environment, customer service, societal impact, brand image, etc. As such,
“value” derived from assets could include both tangible and intangible components
and encompass value to other stakeholders, e.g., owners, general public, regulators,
etc.

Alignment

AssetManagement requires organizational alignment, i.e., understanding at all levels
of the organization what corporate objectives are and how they are translated into
specific corporate policies which, in turn, are used in developing Asset Management
strategy and resultant objectives. To be effective, these objectives need to be Specific,
Measurable, Achievable, Relevant, Time-limited (SMART).

Leadership

To be successfully implemented within an organization, a commitment to break
traditional silos and commit to Asset Management principles should come from the
very top of the organization, i.e., it is not possible to implement Asset Management
in one division or department; the Asset Management approach entails cooperation
and participation from all organization units in the decision-making processes.

Assurance

In order to ensure that the Asset Management process is properly implemented and
utilized to achieve the defined objectives; it is essential to put in place a mechanism
to regularly monitor and verify on-going Asset Management activities.

Life Cycle of Assets

The asset life cycle starts at the design stage and includes procurement, com-
missioning, operation/maintenance (the longest portion of the life cycle) and
removal/decommissioning at the end of life. To properlymanage large fleets of assets,
it is imperative to not only consider capital costs associated with asset acquisition
but also maintenance costs throughout the asset’s life.

From a strictly financial perspective, properly managing assets involves optimiz-
ing Total Life Cycle Cost (TOTEX) which is to say that there are both Capital Expen-
diture (CAPEX) andOperational/Maintenance Expenditure (OPEX) costs associated
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with each asset throughout its life. The ratios of CAPEX to OPEX vary depending on
the specific asset category and even within the specific asset category for individual
assets.

Amore complete way of optimizing life-cycle management of assets incorporates
Total Business Impact (TBI) which in addition to TOTEX takes into account other
business measures, such as impact on reliability, system performance, probabilistic
risk cost, and other corporate business values.

Decision-Making Process

Asset Management approach to decision making is based on three major sets of
tradeoffs:

• Risk versus cost versus performance (triangle trade-off)
• CAPEX versus OPEX
• Short term versus long term
• “Top down” versus “bottom up” (not really a trade-off but rather complementing

areas which could be conflicting at times).

Since proper decision making has to balance strategic needs with equipment-
focused requirements, and in most cases, different organization units within a util-
ity are involved with different aspects of investment planning, a prudent Asset
Management approach involves three levels of planning using different set of tools:

1. Strategic Asset Management (AM) linked with corporate policies and objectives
which define decision-making criteria

2. TacticalAMwhich typically dealswith portfolio level,mid- to long-termCAPEX
and OPEX planning

3. Operational AM which typically addresses specific assets.

To summarize, effective AM regimes should incorporate all the above elements
and will enable utilities to greatly improve their decision-making processes.

AM has developed toward full risk consideration, whole-system consideration,
monetization, and even successively stronger integration with the system long-term
planning processes, as the timeframes and the required data are similar. This involves
risk assessment at both unit and investment portfolio levels using quantitative assess-
ment of condition and effective assessment of consequences using either monetized
approach or other means, e.g., risk scoring. AM also facilitates better integration
across the corporation, specifically between sustaining existing asset base and adding
new assets to address planning needs.

Monetization of reliability, safety, and environmental objectives appears earlier
in AM than in planning in general perhaps because sometimes, needed fast decision
making do not allow for lengthy deliberations of the weights of various objectives,
and because external stakeholders are significantly less affected by and interested in
AM decisions.

A number of TBs dealing with Asset Management were produced by SC C1,
specifically TB309 on AM of transmission systems, TB367 on AM performance
benchmarking, TB422 on transmission asset risk management, TB541 on AM
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decision making using different risk assessment methodologies, and TB597 on
transmission asset risk management’s progress in application.

The two above-referenced active WGs, C1.34 “ISO Series 55000 Standards:
General Process Assessment Steps and Information Requirements for Utilities” and
C1.38 “Valuation as a Comprehensive Approach to Asset Management in View of
Emerging Developments,” are nearing completion of their work. The work is also
underway to publish a Green Book on Asset Management in Summer 2020. Finally,
the TOR for a newC1.43 “Requirements for Asset Analytics data platforms and tools
in electric power systems” has been approved by the CIGRE Technical Council and
the work has started in the first half of 2019.

Asset Management also plays an important role in CIGRE’s equipment and sub-
systemSCswhereAssetManagement state-of-the-art practices are described inmore
equipment-related detail.

2.4 Drivers and Economics of Investment Decisions

The system economics part of SC C1’s work complements its system planning work
with specific analyses of whether and how individual investments can actually be
made and infrastructure be built in order to implement the grid development plans.
Indeed, each intervention described in a comprehensive network development plan
needs to be individually and publicly assessed through codified metrics, in particular
the cost-benefit analysis (CBA). CBA is evolving both to include in a quantified
(possibly monetized) way fundamental aspects beyond pure monetary costs and
profits, and toward standardization methodologies, in order to better compare very
different paths to satisfy the system needs (wire and non-wire options, as well as
investment in other coupled energy sectors such as heating/cooling or transport).

All aspects of the systemof the futurementioned in the introduction are in principle
relevant to these investment decisions, in addition to market and regulatory aspects
which are more in the scope of SC C5:

• Active distribution networks and bidirectional flows mean that investments
in transmission can depend on those in distribution, and both have cross-
dependencies with generation, storage, and demand response investments. If there
is unbundling, the separated investment responsibilities can bring additional risks
to the investments.

• Advanced metering more data available for planning, active customers, and
demand response mean that the system could be planned with less reserves than
might be needed in the case of having less data availability and less demand
response. Conversely, there are risks of stranded investments, if system reinforce-
ments would be planned without assuming data-enabled demand response and
such demand response would develop later, with less need for infrastructure.

• The Economics of HVDC and power electronics embedded into the AC trans-
mission system, the potential for HVDC grids with DC circuit breakers, or even
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the potential for DC low or medium voltage grids, means new investment options
which require new investment decision approaches. Also, new technologies can
progress very fast and costs can drop very fast from initial commercialization to
maturity; this can bring about explosive short-term growth, such as forwind power
and PV in China as well as several other countries. This can strongly affect the
economics of investments planned or already made in other types of generation
and transmission.

• Business cases for energy storage investments are a very active field of investi-
gation, partly because of the strong cost decreases of batteries, and partly because
of the sector coupling needed for decarbonization of the entire energy system.
The regulatory treatment of storage is still in flux, and investment risks and
opportunities are especially large.

• Stakeholder and citizen engagement and support canmake or breakmany kinds
of infrastructure investments; nuclear power plants, wind farms, and overhead
transmission lines are notorious examples where negative citizen engagement
often delays or even stops investments. This affects the economics of those projects
massively, and also of the system as a whole.

• Perhaps the most important aspect of infrastructure investment economics lies
in the combination of regulation and finance: The clearer the regulatory treat-
ment and the rate of return on capital allowed by regulation for an infrastructure
investment, the easier the financing becomes (assuming the projects does show
a sustainable rate of return). If the rate of return is unattractive in general, or
too low in comparison with the risks, financing will be difficult and the planned
infrastructure might not be built. At the interfaces of different companies and
jurisdictions, there can be lack of clarity which company should invest, whether
it is a regulated or competitive investment, and what regulation applies.

• CAPEX-only assets (i.e., with zero or low OPEX cost component) are becoming
more dominant in the value chain of power systems. Especially, renewable energy
generation with no fuel costs are CAPEX-dominated, but so is storage in its
various forms, as well as the grids themselves. The economic analysis and the
methods for comparing different investment options may need to adjust to this.
For example, market price differences between bidding zones or nodes as an
important driver in the transmission planning approaches described above, may
become even smaller during large parts of the year when zero operating cost
renewable energy is sufficiently available. At times of (renewable) energy scarcity,
however, market prices could spike, and could differ enormously by nodes or
region. While investment optimization approaches which deal with several future
timesteps or even a year-by-year formulation should be able to handle this issue,
a target network methodology which just looks at a future year for an optimal
network may have difficulties with it. An approach oriented to LCOE (Levelized
Cost of Energy) might need to be combined into target network analyses, which
requires deeper considerations and shared assumptions on financial modeling
and parameters: cost of capital becomes the dominant financial factor; in some
cases, it alone can determine the viability of a new investment; also important are
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the equipment’s useful life expectation, discount factors, the way to account for
externalities and financing options, and net present value methodologies.

• Related to these considerations and also to asset management and sustainabil-
ity, a life-cycle approach is becoming more and more important when assessing
investment options. Such an approach includes impacts and costs incurred in the
stages prior and after the traditional project phase. For example, concerning the
technical assets involved in a project under assessment, economic, and environ-
mental footprint of the manufacturing stage, starting from raw materials, and the
recycling/waste management after the end of the useful life should be considered.
This is particularly true when strategic options are compared, like the substitution
of a transport fleet with Electric Vehicles (EV), which have different environmen-
tal and climate change footprints according to the source of electricity used by
EVs, and according to manufacturing processes/materials and recycling policies
in place, especially for the batteries.

• The urbanization taking place in almost all parts of the world until 2050 makes
land resources near metropolises more and more scarce. The investment of power
system projects often involves land expropriation (for the development of new
transmission corridors). The cost of land usage in the process of urbanization
may soar in the short term. Consequently, delaying investment decisions may
bring even greater future costs.

• The above concepts translate directly in the application of Cost-Benefit Analysis
(CBA), already highlighted above. This now standard methodology for assessing
projects and investment options has recently been subject to remarkable develop-
ments both in methodological rigor and in comprehensiveness of impact analysis.
Given the large increase in system complexity and inter-dependencies of energy
subsectors, it becomes paramount to take investment decisions in the most ratio-
nal way, applying certified and approved methodologies and relevant criteria; the
same applies in order to feed the policy-making debatewith sound and quantitative
business cases, impact analyses, or what-if simulations.

Also, the additional aspects 1–5 listed in the introduction bring new questions to
the economics of infrastructure investments:

• Climate protection often uses subsidies of clean generation units, but the exis-
tence, financial level, and structure of the subsidies or support schemes evolves
and changes over time. This affects the economics of investment in clean and
CO2-emitting generation and even of existing plants, and of transmission and
distribution investments needed to connect all such generation plants.

• Sector coupling is a relatively new concept inserting new uncertainties into infras-
tructure investment decisions. Sector coupling involves multiple energy systems,
so the benefits of an investment will not be fully reflected in the power system
alone. In addition, for an investment decision in a power system, there may be
alternative, more economic solutions in the cross-energy system, e.g., electricity
versus thermal storage. Other examples of sector coupling-related uncertainties
are how much electricity loads grow and how load shapes change with electrifi-
cation of heating and transport; howmuch distribution reinforcement is needed to
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accommodate EVs or heat pumps, and how soon it should be installed; whether
electrolyzers for power-to-gas become very much cheaper, and how that affects
the economics of electricity versus gas transmission and distribution.

• The distributional effects of the energy transition mentioned in point 3 in the
introduction have a direct relationship to investment decisions: For example, how
to share the costs of investment spanning more than one jurisdiction (e.g., cross-
border cost allocation of between TSO and DSO). For another example, if the
energy transition brings benefits to some and disadvantages to others, this can
create strong opposition to energy transition-related investments. Such a dynamic
can lead to delays or cancellations of projects and has the potential to even derail
the entire world’s climate change mitigation strategy.

• Continental-scale international interconnections, and microgrids, have their own
special effects on investment decisions and system economics. Household con-
sumers may use very different economic investment rules than companies, and
financing conditions can vary greatly within a country, and between countries.

• Monetization of reliability and environmental effects of infrastructure investments
obviously aims to affect investment economics and decisions, but depends on
regulatory, governmental, or even global decisions taken outside the company that
makes the investment. This brings uncertainties into the future use of generation
but also of grid investments.

Several recent CIGRE TBs addressed aspects of the above economic and
investment issues:

TB 701 reviews the drivers for transmission investment decisions and identifies
the growing trends in investment drivers.

Focusing on renewable energy, TB 666 describes possible technical and procedu-
ral solution to face the challenge of large surpluses or deficits of renewable energy
and high gradients between system conditions.

Since a considerable part of the renewable energy growth is currently being seen in
distribution networks; these distributed energy resources are changing howelectricity
transmission and distribution work together. A CIGRE/CIRED joint working group
produced TB 681 which investigated the planning criteria for future transmission
networks in the presence of a greater variability of power exchange with distribution
systems.

2.5 Overview of State of the Art in Horizontal and Vertical
Interconnections

This recently addedfield of SCC1work focuses on the continental-scale international
horizontal interconnections and the vertical TSO-DSO interfaces, where subsystems
are often handled by different jurisdictions and companies and may be subjected to
very different regulation.
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Regarding “horizontal” interconnections, TB 775 is addressing large-scale inter-
continental options for linking the presently isolated power systems of different
continents in the world. The concept of a global electricity network would address
the challenges, benefits, and issues of unevenly distributed energy resources across
the world, as they can affect the goal to achieve overall sustainable energy develop-
ment. A global electricity network can be envisaged to consist of intercontinental and
cross-border backbone interconnections as well as the power grids (transmission and
distribution networks) in all interconnected countries at various voltage levels. The
global electricity network would take advantage of diversities from different time
zones, seasons, load patterns, and renewable energy intermittent availability; thus,
supporting a balanced coordination of power supply of all interconnected countries.

To date, few studies of such a future global network [22–24] have been undertaken,
and barriers for its realization would be paramount, including political vision and
worldwide collaborative mood. However, the potential high rewards of such a con-
cept deserve a scientific, expert-based and truly international effort, well matching
CIGRE’s distinctive character of unbiased vision and worldwide excellence.

This study shows that, within the limits and boundary conditions adopted (such
as a CO2 price/carbon tax), the added value of interconnecting the continents in
comparison with keeping separated regions emerges clearly, in all the considered
cases. A global electric network, compared to non-interconnected grids, presents
these major improvements:

– significant increase of Wind and PV production, replacing an important portion
of gas-fired power plants that would otherwise be needed, both of base load and
mid-merit production;

– non-negligible reduction of total system cost (sum of annualized CAPEX and
OPEX for transmission and generation);

– enabling a substantial increase of renewable energy share accompaniedbyadrastic
reduction of CO2 emissions in absolute terms.

This first-of-a-kind quantitative study has provided a possible geographical and
technical configuration as well as preconditions for a global electricity network’s
economic feasibility. Some of the assumptions and methods are themselves a first-
of-a-kind result, e.g., the worldwide load pattern (at weekly, daily and hourly level)
and the quantification of complementarities between today’s separate power systems.

The realization of large-scale interconnections heavily depends on non-technical
preconditions to be met:

– technical interoperability and standards, as well as operational issues;
– envisaging market rules and business models for efficient exploitation of the

interconnections;
– setting up business models for financial viability and construction challenges

(project finance and project management);
– setting up legislation and regulation frameworks necessary to authorize, own,

build and operate such strategic infrastructures;
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– political support from all stakeholders, i.e., a global or at least multilateral, robust
cooperation mood and mutual trust.

As a follow-up, CIGRE WG C1.44 is considering more thoroughly the impact
of storage and demand response, introducing it in the trade-off equation between
transmission and generation.

The realization of international interconnections, not only at intercontinental but
also at regional level, typically faces extra hurdles on top of those characterizing any
large infrastructure with visible territorial footprint and technical complexity. Such
extra hurdles derive from their nature of being multi-jurisdictional and multi-party.
This calls for deeper consideration of the evaluation principles and allocation criteria
for costs, benefits, and related risks on both sides of the link. In particular, where
the cost-benefit analysis shows an asymmetry of advantages for the involved parties,
this also calls for asymmetric burden sharing for which no clear consensus rules
have emerged yet, neither in a horizontal dimension (TSO-TSO projects) nor in a
vertical dimension (integration between TSO, distributors and other grid operators).
In Europe and elsewhere, the “merchant lines” concept is applicable for fully pri-
vate investments, but is not the only option, especially when a mixed approach to
private-public-partnership or multi-party links is considered. The intrinsic flexibil-
ity of the merchant line mechanisms and the possibility of asymmetric cost/benefit
sharing between investors in interconnection projects give rise to innovative and
case-tailored implementation schemes, and some existing projects already present
innovative examples of such business models.

The key determining characteristicswhich shape the businessmodels are nature of
investors; prevailing direction of energy flows and related benefitting actors; capital
intensity; geographical and topographical distribution of the assets (in particular,
when transit territories or international waters are involved); technology—HVDC
and/or submarine cables necessarily imply a unitary approach for the whole link
regarding design, engineering, procurement and construction).

While costs (CAPEX and OPEX) are relatively easy to estimate, the assessment
of benefits differs very much according to the point of view and the subject under
consideration: investing company (looking for profitability), TSO (looking for sys-
tem performance), electric system as a whole (with possible external factors), end-
consumers (looking for energy price reductions), and transmission tariff payers. This
adds to the already challenging and controversial exercise of benefits evaluation,
since operational issues (like security of supply/system stability) and social issues
(like social acceptance/environmental impact) are difficult to quantify and have no
uniform metric.

WG C1.33 is addressing the above topics, to infer general principles as use-
ful guidelines for the design of future cross-jurisdictional projects, and to analyze
innovative models.

Regarding “vertical” interconnections, the paradigmshift of distributedgeneration
and the consequent consumer evolution into “prosumers” who not only consume but
may also produce electricity, provide energy storage and demand flexibility, call for a
tighter cooperation in planning grids at different voltage levels in the same area. This
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will likely lead to an integrated TSO-DSO planning process, at all stages, starting
from scenario definition.

When considering the complexity of the integration between TSO and DSO sys-
tems and planning activities, there is a clear need to develop improved planning
approaches for more investment efficiency. With changing economic conditions,
evolving technology, and renewable energy integration, integrated solutions and
better-defined processes can create significant customer benefits.

On-going WG C1.40 is addressing such issues, for example:

– How are plans coordinated and costs allocated between different network owners?
– Do different rules at network ownership boundaries lead to suboptimal connection

locations and network investment?
– How are bottom-up and top-down approaches integrated in forecasting (e.g., DSO

on lower voltages and TSO on higher voltages)?
– How are renewable energy source and distributed energy resource forecast in line

with rapidly changing technology?

3 Research and Innovation Needs for Gaps Between
State-of-the-Art Planning Methods and New Societal
and Grid Requirements as Well as New Technologies

This section reflects to what extent the state of the art described above does justice
to each of the new societal, grid, and technological aspects to system planning and
economics listed in the introduction as requiring a more holistic view.

3.1 Active Distribution and Big Data

This is the biggest opportunity but also challenge for systemplanning, economics, and
asset management, as it increases the scope and the data available for optimization.
For the reasons and inter-dependencies described above, the new scope should ideally
be modeling which integrates distribution, transmission, storage, demand flexibility,
and generation at all voltage levels, with millions of deciders and decision variables.
Furthermore, this modeling needs to take different perspectives depending on the
decisionmaker and his decision, e.g., monopoly societal-interest-driven transmission
planning, or competitive profit-driven generation investment. And, most importantly,
the quantity of data available and relevance for this kind of modeling is several orders
of magnitude bigger than in years past, as smart meters with hourly or even higher
resolution of each customer’s demand as well as a multitude of distribution system
sensors (“Internet of things” IoT or “Internet of Energy” IoE) get installed, to ensure
observability and controllability of nested networks toward higher level ones.
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The challenge and opportunity for system development and economics arising
from more active distribution system management with many kinds of distributed
energy resources are to model the new demands, new flexibilities, new decision vari-
ables controlled by customers, prosumers, and system operators appropriately in load
forecasting and network planning. Therefore, the next paragraphs address how this
complex, whole-system planning problem can be reasonably split into manageable
parts.

The first focus is on the scope in system modeling, which needs to be over the
lifespan of new equipment on whose investment decisions need to be made. Genera-
tion and network equipment inmost cases can be expected to have lifespans of 25, 30,
often typically 40 or even more years; only batteries may have lower lifespans of less
than 10 years. The benefits of new equipment can vary over its lifespan, especially
in times of global energy transition with entirely new demands (e.g., EVs), strong
but uncertain progress in energy efficiency, unclear price elasticity of demand, huge
changes in costs of different generation and storage technologies, sector coupling and
last not least new network technologies (e.g., UHV transmission or DC distribution
grids).

But current practice is to plan transmission for a target year 10–20 years in the
future (i.e., for the first max 10 years of new equipment lifespans, as permitting
takes up to 10 years), and to plan distribution for a target year about 5 years in the
future (i.e., for even less years of new equipment lifespans). This risks suboptimal
investment decisions especially in three kinds of situations: Either if investments are
lumpy or growth in network loading might be strong, then it can be better to expand
capacity by more than necessary for the target year and to partly anticipate future
needs beyond the target year. Or if there is a risk that network loading might decrease
after the target year, in which case it could be better to expand capacity less than
necessary for the target year and manage the resulting increased distribution network
congestion with flexible demand. For example, if low voltage network capacities are
expanded to accommodate strong EV growth, but ride sharing, autonomous vehicles,
fast and/or smart charging lead to less EV charging peak loads in the future, or to
almost all EV charging stations being connected at MV rather than LV.

Perhaps most important is the third reason why a gliding 10- or 20-year planning
horizon is no longer sufficient, i.e. the COP21 Paris Agreement on climate protection,
which more and more countries worldwide are interpreting as a goal of complete
climate neutrality by about 2050 (net zero greenhouse gas emissions). This crucial
goal for mankind to avoid a climate catastrophe brings a clear common anchor
into all power system planning. Many countries, utilities, and TSOs have recently
performed quantitative scenario studies how their energy system could be climate-
neutral in 2050, and they are using the results to guide their 10- and 20-year system
planning studies onto a clear path toward climate neutrality, rather than just following
arbitrary technological and load developments which their statistical forecasting
methods might indicate. This third reason also implies that in addition to a target
year, in this case, 30 rather than 10 or 20 years in the future, the path toward it is also
crucial.
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Advanced generation plan optimization approaches have handled such target year
difficulties by modeling the evolution over the years explicitly, and as transmission
planning evolved from eliminating technical constraints to economic cost-benefit
analyses, it also started using 3 or 4 target years in sequence rather than just a
single target year (e.g., evolution of the biennial ENTSO-E TYNDPs from 2010 to
2018). This evolution has not yet occurred in distribution planning, partly because
distribution planning is still driven by technical constraints. But considering themany
different reasons why benefits can vary over the equipment lifespan, distribution
system planning needs to evolve into economic analyses and needs to include at
least several different target years in sequence (see Sect. 2.1.2).

From the Asset Management perspective, proliferation of EVs could affect asset
maintenance and replacement strategies as it will increase average loading on LV and
MV assets and in some cases, depending on managed charging, also peak loading.
Additionally, daily loading curves would look differently and could have smaller
variations between daily maximum and minimum loads but larger fluctuations in
the short term. This changing loading pattern is expected to shorten useful life of
assets whose rate of degradation depends on their electrical loading. Additionally,
some of the replacements will be required due to functional obsolescence, i.e., assets
in good condition would have to be replaced due to loading exceeding their rating.
Finally, it may be more difficult to schedule maintenance outages needed to achieve
the desired useful life as the window of low loading periods is expected to shrink,
and this will require system enhancements to allow for better system operability. As
a result, in some cases, utilities may be forced to skip some maintenance activities
or defer them until system enhancements are put in place, thus shortening useful life
of certain assets and increasing replacement rates.

For long time scales, the capacities of integrated DER and the growth of electri-
cal load show great uncertainties for future distribution systems, and thus cast the
investment into a high-risk environment. Probabilistic forecasting and simulation
of peak load, charging behavior of EV and storage, demand response behavior of
consumers, etc., are effective ways to model future investment risk and promote a
better planning. How the distribution system works in the short term also influences
the investment risks and planning. For example, coordinated control of DER in short
time scales can help reduce the uncertainties in the long investment and planning
time scales; data analytics can be used for consumer behavior modeling so that the
consumers are more willing to provide flexibilities to avoid sudden risk and thus
reduce the investment cost. In short, various data such as weather data, consumption
data, economic data, etc., can be fully analyzed to model or reduce the uncertainties
and risks.

The well evident need of coordination of system planning among TSO(s) and
DSO(s) in a same dispatching area, even when fully recognized, is not straightfor-
ward to enact, formany reasons: roles need to be established (who has decision power
or at least leads the coordination?); cultural barriers need to be overcome when com-
paring consolidated planning and asset management methods, all of which function
well on their own, but are not compatible among them, i.e., differing in: planning
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horizons, scenario settings, regulatory constraints/tariff remuneration/quality of ser-
vice requirements, tools and calculation methodologies, risk adversity, prioritization
criteria, etc. On top of that, company strategy and vision—in general and in particular
for the investment decisions which so profoundly affect company profitability—may
differ profoundly, as well as local stakeholders’ sensibility. TSO/DSO coordination
for system planning can improve via the steps of definition of standards for infor-
mation sharing, for planning process steps, and for scenario assumptions; all this
implies a potentially high degree of negotiation from different perspectives, or equi-
table rulings by competent regulation bodies, aiming at the primary interest of the
final customer.

Unbundling and liberalization have unavoidably ushered in the multiplication of
actors entitled to develop portions of the power system, raising a serious chicken-
and-egg problem: shall grids be developed before (in anticipation of) new generation
plants/load changing patterns, or vice versa? Traditional good practice was to address
users’ connection requests with progressive network expansion; this is no longer pos-
sible due to the fast and often erratic pace of change, not to mention the possibility
of unrealistic connection requests; in some cases, this has been solved through the
grid operator’s subjective evaluation on the feasibility of many connection requests
in the same area, or imposing an onerous compliance guarantee together on submis-
sions of connection requests. These off-line solutions are not satisfactory, and a new
process/business model has to be shaped, also to safeguard the non-discriminatory
nature of fulfilling the final users’ requests.

Moreover, grid performance varies also without new connection requests, as in
the frequent case of a consumer becoming prosumer, or a DER producer enhancing
its generation capacity, in both cases, modifying completely their profile of power
exchange with the grid. The correspondent information is not always available to the
DSO, and almost never to the TSO, who would need the aggregated value; to make
things worse, this information could be split in several DSO in the same dispatching
area, showing a subissue of DSO-DSO coordination within the issue of TSO-DSO
coordination.

3.2 Modelling of DC, Storage, New Operations, and Control
Tools

Optimizing system operations for transmission and distribution security and losses,
and also for generation dispatch or redispatch costs, getsmore complexwithmoreDC
lines and FACTS devices like phase-shifting transformers embedded in AC transmis-
sion systems. Modeling this complex optimization of DC lines and FACTS devices
in planning studies and investment analyses presents both algorithmic and compu-
tational challenges, partly because of the wide range of new options and the many
potential places in the network topology where they could be used.
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DC, storage, and some FACTS devices, such as UPFC, are improving in cost but
currently still expensive compared with other devices. Generally, it is difficult for
these devices to be economic when economic analysesof investment is assessed. The
benefits of these devices are system-wide and composite. Therefore, how to evaluate
the input and output of these kinds of equipment is an unsolved critical problem. For
example, storage units typically can be used to provide several grid services. They
can be stacked and co-optimized depending on how it will be used after it is built.
Underestimating or overestimating its economic impact of such storage units would
greatly affect investment decisions.

These issues are quite important for system planning on many continents as DC
lines and phase-shifting transformers embedded in a large AC system tend to be
especially prevalent choices when different TSOs cooperate in a large synchronous
system: Typically, under one jurisdiction the whole meshed grid is planned, real-
ized, operated, and maintained by the same company, thus ensuring consistency and
interoperability of the asset base both over geography and over time. Historically,
the expansion of the electric system has taken place gradually and in form of meshed
grids, so AC technology has been chosen, at voltage levels which are standard in that
region. Only in particular cases, for high capacity and very long distances, DC links
have been chosen, normally for connecting large renewable plants (hydro dam) in
isolated areas (Brazil, China, and Congo) to distant load centers. In recent years, the
boost of exploiting very large RES potentials (windy lands, solar in desertic areas,
off-shore wind farms) has increased the number of DC links [18, 25, 26], but still
in point-to-point configuration. DC links are an obliged option also for submarine
interconnections and for asynchronous areas.

Once a system is endowed with several embedded DC links (likeWestern China),
or vast off-shore regions are being developed (like Europe’s North Sea), point-to-
point DC links can become inefficient. Therefore, meshed DC grids are being inves-
tigated, for which some technological problems need to be solved in a reliable and
cost-efficient manner: E.g., the DC breaker [27, 28], which ensures the indispensable
feature of protection of grid elements from short circuit and other faults. In this per-
spective, new and challenging options for grid architecture and topology arise, which
deserve expert efforts in modelling and assessing the multiple planning options.

Another prominent application of DC links is among different jurisdictions, and
therefore different grid operators, who appreciate the versatility of controlling the
power flows of DC links. AC grids, on the contrary, do not easily allow to pre-define
the power flows, which arrange themselves only according to the electric parameters
of the grid elements (Kirchhoff laws, in steady-state); in these cases, planning (and
consequently operation) follows an approach of two strong systems connected via a
relatively weaker DC link, which thanks to its controllability can be used to enhance
the degree of control of active power flows. The above applies as well to reactive
power flows, if the DC technology is VSC, whose converters can work in all 4
quadrants of the capability scheme, and to other devices acting on the phase angle
(FACTS, PST, etc.).
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For the future, an increasing combination of the approaches (embedded links and
point-to-point links) and of the devices will require more sophisticated planning
analyses and modeling.

3.3 Climate Protection, Environmental Constraints,
and Multi-criteria Tradeoffs

As described in the above sections on generation and transmission planning, the
consideration of environmental and other non-economic issues has moved from sim-
ply including clear legal constraints into explicit and systematic analyses of costs
and benefits according to multiple criteria. Section 2.1.2 described the European
Ten-Year Network Development Plan process as a state-of-the-art example of multi-
criteria cost-benefit analysis. ENTSO-E’s second cost-benefit analysis procedure
provides more detailed descriptions of the types of costs, benefits and criteria. Those
benefits include the important economic criterion of socio-economic welfare, i.e.,
the economic surpluses of electricity consumers, producers, and transmission own-
ers (congestion rent), for which the most important part is the reduction in total
variable generation costs (fuel savings and avoided CO2 emission costs) achiev-
able through the additional trading that becomes possible with new transmission
infrastructure. Further benefits include renewable energy integration (minimizing
curtailments), a separately displayed variation in CO2 emissions, losses, security of
supply (expected energy not supplied and a GDP-based estimation of the lost eco-
nomic value caused by it), and system stability. Costs include estimated total project
expenditures. Furthermore, external impacts are described: Environmental, social,
and other impacts.

But the technical, economic, environmental, and other multi-criteria objectives
and constraints so far are often inconsistent across countries or across different energy
sectors. For example, different parts of the world assign drastically different values to
CO2 emissions, even within geographies which have already committed to including
CO2-related restrictions in their electricity system planning (e.g., EU, Canada, and
USA). Different energy sectors deal with different constraints or values for CO2,
SOx, and NOx, e.g., electricity production versus automotive transport versus heat-
ing versus agricultural greenhouse gas emissions; industry versus commerce versus
households; EU-internal flights versus EU-external flights, etc.

This makes consistent planning for the benefit of the national, continental or
global society at large very difficult. For utilities of both network and generation
operators, a realistic approach is to take into account at all times the currently appli-
cable constraints and values, andmost utilities have been and are taking this approach.
However, there are exceptions, e.g., the 2011 WECC non-binding 10-Year Regional
Transmission Plan for the Western USA [29] assuming in some scenarios a CO2

price of $33.07/Metric Ton despite the USA at that time not having any CO2 price in
effect. The reasoning can be that a planning study or investment decision evaluates
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benefits and costs over several decades in the future, and should simulate realistically
the CO2 prices, relative taxes and environmental constraints in effect in the future
years analyzed. Just because a CO2 price is currently zero or another environmen-
tal constraint does not exist, does not mean that it is likely that it still will not exist
15 years in the future, i.e., only a part into the lifespan of the equipment to be decided
on. It may well be realistic to assume a CO2 price, and will likely be appropriate to
vary the assumed price over the different scenarios analyzed.

3.4 Sector Coupling

For the decarbonization of the entire energy system, including electricity, transport,
heating/cooling, industry and agriculture, electricity systems and markets play a
central role (see ETIP SNET Vision 2050 [30] which inspired much of this section).
The versatility of electricity, the energy efficiency of its application in transport and
heating compared to the use of fossil fuels, the relatively low cost of decarbonizing
electricity generation with low-cost solar and wind energy, and last not least the fact
that its value changes in very short time intervals,mean that its valuewill affectmarket
equilibria naturally in all sectors. In the past, fossil fuels had that role, and electricity
prices as well as prices for heating and transport were forecast based on coal, oil
and gas price forecasts. Except for renewable and nuclear electricity generation,
only biofuels can contribute to the carbon-neutral post-2050 future which the Paris
Agreement demands. But biofuels are limited in quantity due to land availability and
competition with food production, even if second cropping can lead to more biogas
availability than assumed in the past.3 However, for important parts of the world
where heating dominates annual energy use, seasonal storage [30] will likely need to
play amajor part in carbon-neutral supply of all energy needs. Heat storage or power-
to-hydrogen/power-to-gas can transform summer renewable electricity surpluses into
energy available also during windless winter weeks. This also is best driven by
electricity price signals: Low electricity generation costs and prices—due to surplus
zero operating cost renewable energy—signal that some of the surplus energy should
be injected into seasonal storage because its value in a different season is higher, even
after energy losses, and vice versa forwithdrawals from seasonal storage during high-
price periods. For the system planning and economics problems of interest to us, the
investment in storage, in generation, and in demand flexibility can all be driven by
these price signals, of course including consideration of the respective capital costs.

In order to frame the broad sector coupling topic, methodological progress is still
needed [31], which can be sketched as follows:

3See, e.g., Gas for Climate—The optimal role for gas in a net-zero emissions energy system, March
2019, Navigant for the Gas for Climate Consortium; https://www.gasforclimate2050.eu/files/
files/Navigant_Gas_for_Climate_The_optimal_role_for_gas_in_a_net_zero_emissions_energy_
system_March_2019.pdf.

https://www.gasforclimate2050.eu/files/files/Navigant_Gas_for_Climate_The_optimal_role_for_gas_in_a_net_zero_emissions_energy_system_March_2019.pdf
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• Planning: power system planning must cater for the progressive electrification
of different energy sectors like heating and transport. Some of these processes are
already underway (EVs, heat pumps), and the challenges are to correctly forecast
the pace of change (depending not only on technological advancements but also
on incentives from policies/tariffs), the impacts on peak demand (GW) and on
energy supply (TWh), and to properly take into account all direct and indirect
effects.

• Operation: the electrification of transport & heating provides new opportunities
of flexibility for the operation of electricity grids, complementary to the existing
means: flexible generation, hydro pumping, grid configuration, electric storage,
demand-sidemanagement; the increased load of this collateral energy subsystems
makes it possible to adjust the conversion rate and their inherent storage capability,
in order to balance out surpluses or deficits of RES generated energy, as a much
sought-after alternative to their curtailing.

• Optimization of energy carriers: bidirectional conversion and storage of electric
power can be extended not only to non-traditional electrical loads (EV, heating)
but also to other traditional energy fluids: methane, hydrogen, green gases, fuels,
which have their own transport infrastructures (pipelines, ships, tankers)and stor-
age infrastructures (tanks, reservoirs, flowing stock). This allows storing energy
in form of molecules (e.g., hydrogen or ammonia) and therefore with no intrinsic
energy losses as well as transporting large amounts of energy economically, due
to their intrinsic high energy density.

One key issue is to reach at some future time, convergence on externalities eval-
uation across sectors, which are today silos due to their legacy of totally separated
approaches.

Also SC C6 is addressing various aspects of sector coupling, especially from a
distribution system viewpoint: WG C6-1.33 (joint with SC C6) is addressing these
issues, trying to set harmonized and consistent definitions in order to shape the topic
and its opportunities to optimize the entire energy system in a structured way. Its TB
is planned for 2020.

3.5 Stakeholder and Citizen Engagement

As explained in the introduction, and as exemplified with numerous planned infras-
tructure projects around the world, stakeholder and citizen opposition can lead to
serious delays or cancellations. A state of the art is emerging [15] how governments
and utilities should engage and communicate with stakeholders and citizens so that
their input enriches the decision making at all stages of project development and
especially in the early stages before capital has been spent or before the system secu-
rity need for the project becomes overwhelming. This state-of-the-art features early
and strong transparency toward stakeholders and citizens, as well as open-minded
discussions with them about different options.
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Nonetheless care must be taken that this approach does not lead to paralysis
where society at large suffers (from low reliability or high cost of electricity service)
because the particular interests of a vocal minority block all progress. In Germany
for example, local opposition in a few districts within the state of Bavaria against
important overhead lines needed for the continued energy transition, has first led
to the state government adopting the arguments of overhead line opponents, and
then to a Federal German decision to give preference to underground cabling four
corridors of DCNorth-South lines of 2 GW transfer capacity and over 500 km length
each. This has led to severe increases in the cost of the transmission system and of
the energy transition as a whole. Beneficiaries of this decision are relatively few
(primarily inhabitants in the villages fromwhich the overhead lines would have been
visible), but all 82 million Germans pay the higher costs. There seems to be no
systematic quantitative comparison between the additional cost of undergrounding
the lines versus the number of people who avoid a view on a new overhead line.

The effects of good stakeholder and citizen engagement on the planning process
take different character:

• The modeling must not unduly appear like a black box, but it must be possible to
explain and discuss model results with laymen. Also the tools need to be simple
enough to modify inputs and to re-run with changed assumptions or options.

• The multi-criteria approach described in the previous section can also include a
criterion capturing likely opposition, leading to likely delays or increased costs.

• Monetization can appear as the best approach to economists but remains unlikely
to reduce controversies substantially. It might help to focus discussions on the
most relevant disagreements.

CIGRE TB 548 described above addressed some of these issues. But the engage-
ment of citizens in electricity and energy markets and in energy policy decisions is
one of the largest uncertainties affecting the energy transition. A successful energy
transition can secure a livable world for all citizens’ children and for young citizens
today (witness the Fridays-for-Future movement), but it also affects citizens’ mobil-
ity, the comfort of their homes andneighborhoods, and last not least theirwallets.How
optimistically and how flexibly they will deal with their energy demand in the more
integrated energy markets of the future will determine whether the energy transition
brings strife and high costs, or cooperative spirits and good economics for everyone
even while mitigating climate change and maintaining system reliability. Studies
which examine existing experience with citizens’ reactions to and engagement with
an advanced energy transition can be especially valuable for system planners and
energy policy makers.
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3.6 Planning, Regulation and Economics in Energy Markets
with Shifting Roles of Environmental and Reliability
Constraints

Multi-criteria and multi-stakeholder decision processes can in principle be managed
well both in market and in monopoly electricity system structures. However, demand
response, price elasticity, local storage and distributed generation depend in their
use quite a bit on individual customer day-to-day decisions, and all these can be
important aspects of a future low-cost, carbon-neutral, sector-coupled and reliable
energy supply system. This will likely be easier to coordinate well with the needs
and economics of the distribution and transmission networks and the overall system
if small prosumers are fully empowered participants of an energy market rather
than being entirely dependent for their energy needs on a monopoly supplier. Also
monetization of reliability as well as environmental and climate change externalities
relies on price signals which tie millions of customers and prosumers together with
the energy supply companies, and may also function with more trust and better
effects in a market. But independently of the choice of a country for a monopoly or
market structure of electricity supply, correct price signals, incorporation of multiple
planning criteria, well-chosen degrees and fields for monetization of externalities,
and transparent and open-minded interactions with stakeholders and citizens will be
important.

It is likely that many countries will need to transition to new models to comply
with the needs of the changing power system described above. This will lead to
changing boundaries among central planning, regulatory oversight and the role of
markets. Careful management of these changes will be critical as market participants
do not like changing rules, and communities do not trust markets or central planners
when prices rise rapidly or reliability is called into question.

The extent, and the way in which DSOs play their role in managing DER, varies
in different utilities, and in different countries, mainly according to the existing
regulations. While cooperation with the TSO is essential, economic incentives can
play a role in optimizing cooperation.

The power system stakeholders all share the ambition of a more economically
efficient system and a lower environmental impact. Demand response (DR) refers
to the ability of the demand side to respond in a coordinated manner to market and
power system conditions using a short-term perspective. Optimal DR development
lies more in combining several possibilities than in selecting a single option to deter-
mine a value for DR. It is important to ensure that there are no entry barriers to DR
participation, i.e., that DR is allowed to compete fairly with products based on gener-
ation capacities for themarket, to drive optimal investment and operational decisions.
There are also enablers whose absence can constitute a barrier to DR development
including measurement, verification and market access mechanisms. Further work
should focus on the link between DR and distributed energy resources and on the
constant evolution of the DR related regulation that may have to be adapted to the
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new consumption patterns (e.g., electric vehicles) and to next generations of DR and
storage technologies.

With the development of DER and microgrids, in some areas, demand increase is
no longer the main driver of transmission investments. In these cases, transmission
networks are viewed by some as an insurance against local shortages. The explicit
valuation of themany different services that come together through the grid for stable
supply, described above in Sect. 2.2, will be crucial to handle this challenge appro-
priately, as will be coordination between neighboring grids and between generation
and transmission.

The above-mentioned TB 692 byCIGRESCC5 defines the role of various entities
involved in planning and investing in transmission. The complementary roles played
by market prices, network tariffs and regulatory schemes in transmission planning
are investigated. Appropriate and complementary signals can be delivered by market
organization and network tariffs. However, regulatory consistency must be ensured
between neighboring markets in order to facilitate building of interconnectors in a
timely and optimized manner. Further, the risk profile of transmission investments
must be correctly reflected in the tariff regulation.

As emphasized in the introduction, the balance between the three traditional goals
of electricity supply: reliability, economics and the environment is evolving. The
tradeoffs are becoming more and more explicit in many countries’ system planning
approaches. Reliability has been considered as a hard constraint with utilities held
accountable for their part in the overall result. The environment has been captured in
certain constraints in relation to the physical, societal and environmental impact of
the infrastructure as well as the operating impact in terms of emissions. Economics
was optimized usually from the perspective of a single integrated electricity utility. In
the future, the environmental concerns in regards to climate change are imposing an
overarching driver to minimize greenhouse gases. In addition, market-based options
are evolving to help drive the most economic solutions as the power system. Relia-
bility is becoming a function of economics and is supported by demand response and
price-elastic loads. The optimization of economic outcomes is more often occurring
in a market environment with many more participants across different countries and
sectors and in an environment of growing uncertainties. In addition, market mech-
anisms such as CO2 prices are being introduced. These changes require the system
planning criteria to be modified in order to account for the impact of new genera-
tion technology and monetization of externalities. While technical planning criteria
are still cited as the primary drivers of system reinforcement, planning will need to
address multi-criteria tradeoffs and the use of probabilistic criteria.

With joint evaluation and optimization attempted for economics, reliability and
environmental effects, making optimal investment decisions under growing uncer-
tainty which was described already in Sect. 1 becomes even more important. This
requires for example

1. An understanding of the impact of uncertainty factors on the reliability, eco-
nomics, stability and sustainability of power systems, and the interrelationship
among the various factors.
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2. Development of widely accepted mechanisms and robust planning method-
ologies under uncertainty, such as generation planning with a high share of
intermittent renewable energy, risk-based transmission network planning.

3. Further enhancement of probabilistic planning criteria under uncertainty. This
will cover aspects such as the typical operating state chosen, required safety
margins and capacity reserve requirements.

4 Research Issues

4.1 Opportunities from New Planning and Economic
Approaches

This section summarizes andputs into perspective the various needs andopportunities
for new approaches described and derived above. The opportunities from rapidly
developing capabilities in cooperation between different power system actors and
in the support which more and more sophisticated software brings, are fortunately
improving. One challenge for electric system planners worldwide will be to leverage
cooperation and software improvements fast enough to keep up with the evolving
challenges and complexities, or as CIGRE SC C1’s strategic plan states it, to make
the best from such change.

Below, the summary of needs and opportunities for new planning and economic
approaches hierarchically is given, both for ease of understanding and evaluation,
and to support electric industry actors in realistic planning and timing for their
methodological, cooperation and software evolution. The needs and opportunities
are grouped under four headings:

1. Processes within the electricity sector.
2. Changes within the electricity sector.
3. Considerations beyond today’s electricity sector.
4. Decision making.

Regulators and governments need to have confidence that the investments a sys-
tem operator plans for and pursues are necessary, effective, and efficient. What a
TSO does in respect of investment is therefore concerned with optimality, under
multiple criteria and the difficult and uncertain changes described in this chapter.
Improvements in data storage capacity and computing power promise to make the
solution of such large optimization problems easier in the future, but much work is
required to make these practical, often involving the use of appropriate approxima-
tions, decomposition approaches which ideally mirror the respective responsibilities
of different companies in the electricity sector, and advanced data analytics.However,
such approaches depend on improved access to data, appropriate characterization of
costs and, in market environments, potential pricing and contractual arrangements.
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Table 1, on processes, introduces some of the major directions of foreseen
methodological improvements.

Table 2, electricity sector changes, shows how the above and further methodolog-
ical improvements are foreseen to address current and future challenges.

Table 3 looks beyond the electricity sector toward sector coupling and a poten-
tial global grid and describes how methodological improvements mentioned above
combine with others to address these strong increases in complexity.

Table 4 broadens the view at system development and economics beyond utility
and regulatory decisions into stakeholder and customer engagement, and into what
this may come to mean for reliability and the balance between market and central
planning processes.

Although the above tables list a multitude of challenges, opportunities and solu-
tions, we can identify eight key themes that are key to and enable many of the needed
evolutions. These eight key themes are described in Sect. 4.3 on suggested RD&I
priorities below, and will be already referred to in the following Sect. 4.2.

4.2 How CIGRE and Global RD&I Address the Challenges
and Opportunities

Within the context of the SC C1 strategic plan and its four main topics displayed
in the graph below, several recently completed SC C1 WGs addressed important
parts of the above research directions; their TBs are described and listed in the above
sections. In this section, it is described how new and on-going WGs keep building
on the prior work to address more and more of the RD&I needs and challenges in a
prioritized step-by-step fashion; their titles are listed in the strategic plan graph.
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System Development/Planning

There are no current working groups that specifically consider generation planning.
Rather, WGs examine the impacts on transmission and distribution planning of the
growing uncertainty regarding generation locations, fuel use, and levels of compet-
itive market implementation. This is particularly true where significant investment
in solar and wind generation is occurring as this may be quite dispersed, and at both
transmission and distribution levels.

WG C1.23, “Transmission Investment Decision Points and Trees” is examining
the use of target networks and decision trees for a range of scenarios related to
transmission expansion.With the growing uncertainties associated with transmission
planning, it is essential to consider a range of scenarios prior to committing to a
particular investment pathway. This WG is reviewing the use of the decision tree
concept for this, which can be crucial for systematic treatment of decisions under
uncertainty and for the evolution of firming updecisions over the years of the planning
horizon toward a long-term target network. Thus, thisWG is an important step toward
the possible future approach of stochastic optimization of investment plans. Pursues
key theme 6, stochastic optimization.

WGC1/C4.36 is reviewing large city &metropolitan area power system develop-
ment trends taking into account new generation, grid and information technologies.
It thus addresses a crucial part of current and even more future power systems world-
wide, i.e., the growing number and size of metropolises. The work considers the
impact on planning of development trends over the last ten years in relation to major
cities and associated metropolitan areas. Among other things, it is intended to iden-
tify special planning requirements and key economic drivers. It is also looking at
existing and potential technologies that will deliver improved sustainability and con-
trollability while ensuring appropriate power system security is delivered. Pursues
key theme 1, joint data and processes.

WG C1.39, “Optimal Power System Planning Under Growing Uncertainty” is
taking a more general perspective on the impact of growing uncertainty on planning
investment decisions. Uncertainties considered include generation, demand side,
transmission, and distribution. Mechanisms, methods, and criteria of power system
planning are being examined for different market schemes with the aim of devel-
oping guidelines for the design of future projects. Pursues key theme 6, stochastic
optimization.

Interconnectivity—Horizontal and Vertical

This section considers the current working groups that cover some aspects of the
subject headings of planning integration, horizontal and vertical interconnections,
active distribution and big data, and modeling of DC, storage, new operations and
control tools. These aspects are of growing importance to the operation and planning
of power systems, driven by the rapid growth of wind turbines, solar generation and
associated smart technologies, and the need to share and trade electricity resources
across utility and country boundaries in order to make the highest value use of
renewable energy surpluses and deficits.
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WG C1.33, “Interface and Allocation Issues in Multi-Party and/or Cross-
Jurisdiction Power Infrastructures Projects, ” is considering all the aspects that should
be examined for cross-jurisdictional projects. This includes allocation of costs, ben-
efits, and risks across borders and between operators, together with levels of regu-
lation, business models and tariff impacts. Where possible, general principles, and
guidelines will be proposed. Pursues key theme 1, joint data and processes.

WGC1.35, “Global Electricity Network Feasibility Study” is carrying out a high-
level feasibility study on the potential benefits, challenges, and economic viability
of a global electricity network. This is a first-stage investigation and necessarily will
make a number of assumptions regarding consumption and supply volumes as well
as the key technologies to be used for the infrastructure.

WG C1.44, “Global Sustainable Electricity System: Effects of Storage, Demand
Response and Trading Rules’ updates C1.35” results with improved modeling of the
named aspects. Both pursue key themes 1, joint data and processes, and 8, multi-
criteria cost-benefit analyses.

WGC1.40, “Planning Coordination between SystemOperators, Transmitters and
Distributors: Frameworks, Methods, and Allocation of Costs and Benefits” is exam-
ining the planning coordination between different network owners including cost
allocation, data exchange, and growth forecasts in generation and load. Pursues key
theme 1, joint data and processes.

WorkingGroupC1/C6.42, “PlanningTools andMethods for Systems FacingHigh
Levels of Distributed Energy Resources (DER),” is focusing on the growing impact
of DER at the distribution level and its broader effect on the power system as a whole.
It is considering methods and benefits of aggregating DER and the use of tools to
examine the impact on reliability and resilience and its associated economic aspects.
Pursues key themes1, joint data and processes, 2, high-resolution price signals in
time, location and system services, and 3, price elasticity.

WG C6/C1.33, Multi-Energy System Interactions in the Distribution Grid, is
exploring the opportunities and impacts of multi-energy systems in the future electric
power systems. This is looking at the interactions between the various mechanisms
for providing energy including a range of storage options and various forms of
heating and cooling. Various technical and economic challenges to the adoption of
the multi-energy systems are being considered. Pursues key themes 4, consistency
across energy sectors and 8, multi-criteria cost-benefit analysis.

Economics and Investment (including Stakeholder Interaction)

This section considers the current working groups that cover some aspects of the
subject headings of investment decisions; climate protection, environmental con-
straints and multi-criteria tradeoffs; stakeholder and citizen engagement; and plan-
ning, regulation and economics in energy markets with shifting roles of environmen-
tal and reliability constraints. There is no doubt that the higher risks being imposed
by the rapid changes in electricity provision are impacting investment decisions,
and communicating the impact of the changes in a simple effective way is equally
challenging.
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WorkingGroupC1.22, “NewInvestmentDecisionProcesses andRegulatoryPrac-
tices Required to deal with Changing Economic Drivers,” is reviewing the impact of
the changing energy environment on decision processes. Issues that are being con-
sidered include the changing nature of generation, network and load usage, and the
increasing cost of ancillary services due to the demands from intermittent generation.
Pursues key theme 8, multi-criteria cost-benefit analysis.

Working Group C1.37, “Optimal Transmission and Distribution Investment Deci-
sionsUnderGrowingUncertainty” is investigating how transmission and distribution
scenarios are used to ensure appropriate investment decisions aremade by both TSOs
and DSOs. This is being considered in an environment of growing uncertainty due
to the growth of DER, transport electrification, greater interconnection and changes
to consumer heating methods, all under the umbrella of global emissions targets.
Pursues key theme 6, stochastic optimization.

Working Group C1.41, “Closing the Gap in Understanding between Stakeholders
and Electrical Energy Specialists,” is examining the gap in understanding among
stakeholders and technical specialists in relation to the changing nature of the power
system. Recommendations on how to improve understanding of both all stakeholders
will be drawn from a number of case studies. Pursues key theme 7, engagement and
understanding.
Asset Management

While a number of Study Committees consider various aspects of asset management
that are particular to their area of study, SC C1 examines the high-level asset man-
agement aspects that are generally common to all areas. This includes new standards
such as the ISO 55000 as well as a general overview of asset management methods.

WGC1.34, “ISO Series 55000 Standards: General Process Assessment Steps and
Information Requirements for Utilities,” is considering a number of aspects related
to asset management and associated systems. A particular focus is relating to the
changes brought on by the move from the PAS 55 standard to the ISO 55000 standard
and the level of readiness of utilities tomove to this new level of certification. Pursues
key themes 1, joint data and processes, and 7, Big Data.

WG C1.38, “Valuation as a Comprehensive Approach to Asset Management in
view of Emerging Developments,” is reviewing international practice for justifica-
tion of asset sustainment investments and the management of risk. Issues such as
the influence of regulatory regimes and the degree of integration with new capital
expenditure are considered. Pursues key themes 1. joint data and processes, 2. high-
resolution price signals in time, location and system services, 3. price elasticity, and
4. multi-criteria cost-benefit analysis.

WG C1.43 is titled, “Defining a Typical Set of Requirements for Asset Analytics
Data Platforms and Tools aimed at Supporting Asset Management Decision-Making
Processes.” In considering asset analytics tools, recommendations will be made in
relation to requirements for data management, methods to assess tool vendors, and
outputs that will facilitate benchmarking within and between utilities. Pursues key
theme 7, Big Data.
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4.3 Suggested RD&I Priorities

From the tables in Sect. 4.1 the following eight key themes for needed evolutions of
the state of the art can be summarized. They will need to be continuously reviewed
as technological solutions evolve and our understanding of the changing nature of
the power system improves:

1. Joint data and processes across transmission and distribution, across asset man-
agement and planning, and increasingly across all energy sectors: This will need
to be pushed forward within SC C1 by the system development/planning topic
for increasing exchange and consistency of data as well as increasing compat-
ibility of planning methods between transmission and distribution, by the asset
management topic for the integration of asset management and system planning
data, criteria and processes, and by the interconnections topic for the integra-
tion across energy sectors. Within CIGRE, SCs C5 and C6 will also contribute
strongly to the evolution of this key theme.

2. High-resolution price signals in time, location, and system services drive
customer and market/system participant choices, are modeled and drive system
planning, in both market and centrally planned energy systems (as mix of cost
and price signals): This will need to be pushed forward within SC C1 by the sys-
tem development/planning topic for planning approaches which anticipate future
evolutions toward more precision in price and cost signals in time and location,
and the important growing differentiation in the required system services (inertia,
ramp rates, etc.). These evolutions also affect the asset management topic and
have begun to affect its WG priorities. Within CIGRE, SCs C4, C5 and C6 will
also contribute strongly to the evolution of this key theme.

3. Scarcity pricing and eventually appliance-specific price elasticity become the
basis of highly reliable systems in renewables-dominated systems characterized
by frequent very low energy prices and occasional price spikes, and planning
must anticipate that in its modeling before it becomes reality: This will need to
be pushed forward within SC C1 by the system development/planning topic for
planning approaches which build on our TB 715 to incorporate price elasticity
and new approaches to system adequacy and reliability into system planning.
These evolutions will also affect the economics and investment as well as asset
management topics’ priorities. Within CIGRE, SCs C5 and C6 will contribute
strongly to the evolution of this key theme.

4. Price and cost signals must become consistent across energy sectors: This will
need to be pushed forward within SCC1 by the interconnectivity topic but within
CIGRE, also especially by SC C6.

5. Engagement and understanding of customers, market/system participants, and
stakeholders: Thework now starting inWGC1.41within SCC1’s economics and
investment topic will need to be continued and be broadened toward customers
and market/system participants’ understanding and engagement with price sig-
nals, sector coupling, etc. Within CIGRE, SC C3 will contribute strongly to this
key theme.
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6. Moving from target networks in transmission and distribution via consideration
of multiple time steps toward decision tree concepts and stochastic optimiza-
tion: This will need to be pushed forward within SC C1 by the system develop-
ment/planning topic for supporting utilities’ growing sophistication in scenario
approaches, target networks, steps toward them, and eventually decision tree and
stochastic optimization. As planning and asset management become integrated,
SC C1’s asset management topic will also push this forward, including from the
risk perspective.

7. Big data improving computational and algorithmic capabilities, and data hubs,
with data privacy-controlled access to data for market actors, improves asset
management, forecasting and planning: Data, computational, and algorithmic
capabilities affect all four topics in SC C1 but will be especially pushed forward
by the system development/planning and the asset management topic. It also
affects many other CIGRE SCs and especially SCs C5 and D2.

8. And perhaps most importantly, the global goal of limiting climate change to 1.5°
but also other economic, social, environmental, and reliability criteria are fully
incorporated into system planning and asset management throughmulti-criteria
cost-benefit analysis approaches: This also affects and will be pursued by all
four topics in SC C1, and especially by the economics & investment topic as the
cost-benefit analyses mostly affect new investments. Within CIGRE, SC C3 will
contribute strongly to it.

The influences on planning are of a global nature and it is, therefore, important to
be aware of the work being done by organizations outside of CIGRE such as the IEA,
IEEE, NERC, ENTSO-E, IRENA, ETIP SNET, Mission Innovation, Clean Energy
Ministerial, and other research organizations in various countries.

5 Conclusions

The SCC1 chapter addresses the electricity supply system of a future several decades
ahead from the perspective of system development and economics. It shows what the
main technical aspects of the system of the future mean for system planning, eco-
nomics, and assetmanagement: the ParisAgreement on climate protectionwhichwill
likely lead to renewable energy sources dominating electricity systems, decarboniza-
tion of the entire energy system with sector coupling and electrification of heating
and transport, the strong effect of the energy transition on citizens and stakeholder
relationships, continental-scale interconnections and microgrids, and the balance
between the goals of reliability, economics and the environment.

The evolution of generation, transmission, distribution, and integrated planning
is illustrated with generic optimization model formulations, emphasizing the han-
dling of uncertainties, the rise of the prosumer reacting to high-resolution price
signals not only for energy but also for reliability and multiple new system services
needed for stability, and planning in an unbundled market environment. Special
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emphasis is given to state-of-the-art multi-criteria cost-benefit analyses, vertical and
horizontal interconnectivity, with global grid feasibility studies and strong focus on
ever improving cooperation between transmission and distribution system planners,
business management including stakeholder relations, and asset management which
in evolving beyond risk-based into value-based methods which also require high-
resolution price signals and likely lead to more integrated system planning and asset
management processes.

Innovation needs for challenges not fully addressed in the state-of-the-art focus
on active distribution and Big Data, Modeling of DC, storage, new operations and
control tools, climate protection, environmental constraints and multi-criteria trade-
offs, sector coupling, stakeholder and citizen engagement, regulation and economics
in energy markets with shifting roles of environmental and reliability constraints.
This led to a table representation of research needs toward the network of the future,
structured along processes, changes, considerations beyond today’s electricity sec-
tor, and decision making. From these tables, the following eight key themes are
identified as enablers of the evolutions needed:

1. Joint data and processes across transmission and distribution, across asset
management and planning, and increasingly across all energy sectors

2. High-resolution price signals in time, location and system services do not
yet drive customer and market/system participant choices, but power system
evolution, planning and management could become more holistic if they do.
If so, they need to be modeled and drive system planning, in both market and
centrally planned energy systems (as mix of cost and price signals)

3. Scarcity pricing and eventually appliance-specific price elasticity become the
basis of highly reliable systems in renewables-dominated systems characterized
by frequent very low energy prices and occasional price spikes, and planning
must anticipate that in its modeling before it becomes reality

4. Improved consistency of price and cost signals across energy sectors can help to
achieve 2050 climate neutrality with less controversy and economic inefficiency

5. Engagement and understanding of customers, market/system participants and
stakeholders

6. Moving from target networks in transmission and distribution via consideration
ofmultiple time steps toward decision tree concepts and stochastic optimization

7. Big data, improving computational and algorithmic capabilities, and data hubs,
with data privacy-controlled access to data for market actors, improves asset
management, forecasting, and planning

8. And perhaps most importantly, the global goal of limiting climate change to 1.5°
but also other economic, social, environmental, and reliability criteria are fully
incorporated into system planning and asset management throughmulti-criteria
cost-benefit analysis approaches.

New technologies like low-cost solar and wind generation, batteries, computa-
tional and algorithmic advances incl. Big Data, artificial intelligence, platforms or
block chain can disrupt or support progress everywhere in the world equally. They
even have strong potential to enable developing countries to leapfrog developed
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countries, if building new, much larger electric systems makes it easier to adopt the
most modern solutions than in well-established systems where every large change
creates winners and losers and thus opposition to change.
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Power System Operation and Control

Susana Almeida de Graaff and Vinay Sewdien

System operators face significant evolving conditions in power systems with the
increasing penetration of RES, the growing competitiveness of the free electricity
market, the integration of new technologies and the need to increase flexibility and
control capabilities into the operational framework. Operational processes in today’s
power system are still primarily based on the availability of sufficient conventional
synchronous generation. Operation of the future power system, however, will be
characterised by time instances with few to no conventional synchronous generation
in operation, urging operators to adapt their knowledge and skills, methods, tools
and processes accordingly. This chapter describes the current practices and provides
insight into the expected operational challenges inherent to the future power system.
To cope with these challenges, ongoing developments of innovative technological-
and market-based solutions are presented. Finally, the need for more integration
and coordination, and the role of sector coupling in the future power system are
highlighted.

1 Introduction

System operations are evolving continuously due to a variety of external drivers from
political, regulatory, environmental and technological background. For instance, the
constant debates worldwide on climate change, carbon dioxide (CO2) emissions and
environmental sustainability give a very strong political direction to electrification
and sector coupling, whichwill influence themanner how the systemwill be operated
in the future.
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One can simply say that ‘systemoperators need to keep the lights on’ today, aswell
as in the future. However, behind this simple statement, there is an increasing level of
complexity that needs to handle more volatile operational conditions. This increased
volatility is due to the increasing penetration of renewable energy sources (RES)
and the growing competitiveness of the free electricity market, which consequently
requires the integration of new technologies, more coordination and the need to
increase observability, flexibility and control capabilities.

The high-level operational objective of a power system can be defined as meeting
at all times the requested demand/load in a secure and cost-effective manner, where
predefined reliability and power quality criteria are respected. When the system does
deviate from this operating point, several measures exist to ensure that the system
returns to an acceptable operating condition as fast as possible. This chapter will
highlight some of the relevant processes, actions and timeframes that have a crucial
role in meeting the objective defined above.

First, the state of the art of system operations will be presented, including the defi-
nition of power system states. Next, the timeframes that are relevant for system oper-
ations will be explained. Important processes such as capacity calculation, security
analysis and load-frequency control are highlighted. In the following section, aspects
of power system restoration are presented, after which some aspects of control room
operators’ training will be presented.

In the second part of this chapter, the focus is shifted towards the future oper-
ational challenges resulting from the energy transition, and ongoing developments
and requirements that enable the path for a secure operation of the power system
today and in the future.

2 State of the Art

System operation is an essential and complex task that has the goal tomeet the energy
demand continuously and adequately. Control room operators are often called upon
to take decisions and prompt actions, which require a trade-off analysis between sys-
tem security and economic efficiency. Although operational complexity and system
conditions will evolve, the ultimate goal of system operation remains.

2.1 Power System States

The operation of the power system is governed by three sets of generic equations.
First, there is a set of differential equations that describes the physical laws and
dynamic behaviour of system elements. Second, there is a set of algebraic equations
describing the load-generation balance (i.e. the equality constraint, EC). And lastly,
another set of inequality constraints describing the operating limits of elements,
such as maximum permissible currents and voltages (i.e. inequality constraints, IC).
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This same set of inequality constraints, termed security constraints (SC), is used
to judge the security of the power system state in case of contingencies [1, 2]. If
security constraints are violated, the operating state is considered insecure. In a way,
security is representing the level of available reserves and system robustness in case
of contingencies.

Depending on its operating condition, the power system can find itself in one of the
following five operating states: normal, alert, emergency, in extremis or restorative
state [3]. In Table 1, an overview is given of the definition of these states for the
North American and European jurisdictions.

Figure 1 illustrates the possible transition between these different states, whereas
Table 2 shows for each operating state whether equality and all inequality constraints
are satisfied or violated.

Following small disturbances, the security margin of the power system could
reduce to below the desired level,whichwould cause a transition of the operating state
from normal to alert. In this operating state, the equality and inequality constraints
are still satisfied, whereas the security constraint is violated. From the alert state,
the preferred security level can be achieved using preventive control actions (e.g.
generation redispatch).

However, when no preventive control is applied and some disturbance occurs, the
system condition could deteriorate and degrade to the emergency state. In this state,
inequality constraints are breached. As a result, generators could be disconnected
from the grid. Emergency control actions (e.g. fault clearing) could be taken to restore
the system to the alert state.When these control actions are ineffective and the system
is still overstressed, the power system disintegrates and finds itself in the in extremis
case. In this case, equality as well as inequality constraints are violated. The system
is no longer intact and large amounts of system load would be disconnected. In this
state, the main goal of emergency control (e.g. load shedding or controlled system
separation) is directed to keeping as much as possible of the power system intact.
Once system collapse has been halted, the operators start to restore the system, where
control actions aim to pick up all lost load and resynchronise the system. The power
system finds itself in the restorative state. From the restorative state, the system can
evolve to either the alert or the normal state.

Continuous changes in the state of the power system are inherent to the operation
of the transmission system. These changes are the result of disturbances, planned or
unplanned outages, change in loading conditions and of generation patterns (which
are nowadays driven by market and RES conditions). It is crucial to be prepared for
emergencies in order to limit their consequences and to be able to quickly restore
the system to its normal state. Several processes are in place to manage the secure
operationof the power system.Theseprocesses takeplace across different operational
timeframes, which are discussed next.
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Table 1 Definitions of operating states in NA and EU

Operating state NA definition [3] ENTSO-E definition [4]

Normal All constraints are satisfied,
indicating that the generation
is adequate to supply the
existing total load demand
and that no equipment is
being overloaded.
Furthermore, sufficient
reserve margins are available
to provide an adequate level
of security

A situation in which the
system is within operational
security limits in the
N-situation and after the
occurrence of any
contingency from the
contingency list, taking into
account the effect of the
available remedial actions

Alert Equality and inequality
constraints are still satisfied,
but the existing reserve
margins would be such that
some disturbance could result
in a violation of some
inequality constraints. In the
alert state, the security
constraint is violated

State in which the power
system is within operational
security limits, but a
contingency from the
contingency list has been
detected and in case of its
occurrence the available
remedial actions are not
sufficient to keep the normal
state

Emergency Inequality constraints are
violated and system security
is breached. The system is
still intact

The system state in which
one or more operational
security limits are violated

In extremis (NA)/blackout
state (EU)

Equality as well as inequality
constraints have been
violated. The system would
no longer be intact, and major
portions of the system load
would be lost

The system state in which the
operation of part or all of the
transmission system is
terminated

Restorative System state where control
actions are being taken to
pick up all lost load and
reconnect the system. From
this state, the system could
transit to either the alert or
the normal state

The system state in which the
objective of all activities in
the transmission system is to
re-establish the system
operation and maintain
operational security after the
blackout state or the
emergency state

2.2 System Operation Timeframes

Throughout time, the design and operation of the power system have changed in
such a manner that the time scale on which various decisions need to be made has
been expanded in both directions: grid and generation planning decisions are now
influenced by environmental goals, which increase the required time for completion
of projects. The project cycle time for new grid and generation project can easily
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Fig. 1 Power system operating states

Table 2 Constraints
satisfaction for operating
states

Operating
State

EC satisfied? IC satisfied? SC satisfied?

Normal ✓ ✓ ✓

Alert ✓ ✓ ✗

Emergency ✓ ✗ ✗

In extremis ✗ ✗ ✗

Restorative ✗ ✓ ✗

reach up to tens of years until final delivery. On the other hand, system operators are
operating the system increasingly at its edge, which results in new and frequently
observed dynamic phenomena. Some of these occur within a fraction of an AC cycle,
requiring monitoring and control of the system in much shorter timeframes. The
range of relevant timeframes in power system planning and operation is graphically
illustrated in Fig. 2 [5].

In the very long term (5 up to 25 years), the main activities in power systems
cover the design and construction of new generation and transmission facilities and
the expansion and/or retirement of existing facilities. This timeframe can be defined
as the expansion planning phase.

System planning and operational timeframes encompass the following:

• Long term (2 up to 5 years), where the main activities evolve around the estab-
lishment of long-term contracts and strategic management of generation (e.g.
nuclear fuel management and management of multi-year reservoirs for hydro
power plants);
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Fig. 2 Timeframes in power system planning and operation [5]

• Medium term (1 month up to 2 years), where the important activities relate
to maintenance scheduling (outage planning) and seasonal adequacy forecast
(e.g. seasonal load and generation forecast and annual management of water
reservoirs);

• Short term (1 up to 4 weeks), where the main activities include short-term ade-
quacy forecast, purchase of operational reserves, scheduling of weekly shutdown
and start-up of thermal generation. In this timeframe, outage plans are reassessed
and, in interconnected power systems, coordinated. This allows to account for
unforeseen changes (such as dry periods or important forced outages) to the initial
maintenance plans;

• Very short term (1 h up to 1 week), where the main activities include coordi-
nated capacity calculation for the day-ahead and intraday, (coordinated) security
analysis, with remedial action preparation and activation (e.g. topological adjust-
ments and redispatch) and detailed decisions of starting up and shutting down of
generation facilities.

In the close to and real-time operation (up to 1 h), themain activities evolve around
load-frequency and voltage control for quasi-steady-state operating conditions, emer-
gency control (e.g. protection activation, load shedding, controlled islanding, etc.)
for when the system is in the emergency or in extremis operating state and after a
disturbance, analysis and power system restoration. Figure 3 [6] gives an overall

Fig. 3 Timescales for types of control [6]
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overview of the type of controls (automatic and manual) present during real-time
operation and their time scales.

Load-Frequency Control1

One of the requirements of a stable operating point is maintaining power equilibrium.
This essentially means that the power generation must equal the power consumption
at all times. Disturbances in this equilibrium will result in a deviation of the system
frequency from its setpoint (i.e. 50 or 60 Hz). With constant generation, an increase
in the demand leads to a decrease in the system frequency, whereas a decrease in the
demand results in an increase of the system frequency. This imbalance will initially
be offset by the kinetic energy of the synchronous generators and motors. However,
this regulating energy is not sufficient to account for both, changes in demand and
outages in generation and transmission facilities. Therefore, generators must have
sufficient flexibility in changing their generation level.

The overall process for maintaining the power equilibrium involves primary, sec-
ondary and tertiary control actions. After the occurrence of an imbalance, primary
control will react with the aim of limiting the frequency deviation. After a predefined
time interval for its operation, secondary control kicks in. The aim of the secondary
control is to restore the frequency back to its nominal value and to restore the primary
control reserves. Then, the tertiary control takes over, with the aim of restoring the
secondary control reserves or the primary control reserves in case of outages. This
process is graphically depicted in Fig. 4 [7].

A deviation of the actual frequency from its setpoint will activate the controllers
of generators involved in primary control, in the timeframe of a few seconds. The
controllers will alter their generators’ output power until a balance is re-established,

Fig. 4 Frequency control [7]

1This section is based on [7].
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Fig. 5 Frequency response
primary control [7]

after which the frequency stabilises around a new quasi-steady-state value. This value
is different from the system frequency setpoint, as illustrated in Fig. 5. In this figure,
the dynamic frequency deviation (�f dyn.max) is among others dependent on the size
of the disturbance and the amount of primary control reserve. The quasi-steady-state
frequency deviation (�f ) is among others related to the governor droop settings of
turbine generators participating in the primary control.

The contribution of a generator to the correction of frequency after a disturbance
depends mainly on the droop of the generator and the primary control reserve (or
frequency containment reserve). The droop essentially determines the change in oper-
ating setpoint of the generator, following a frequency excursion. In Fig. 6, the droop
of two generators (generator a and generator b) are given, where both generators
have the same amount of primary control reserve. When a relatively small frequency
excursion happens (f a), the contribution from the generator with the smallest droop
(generator a) will have the largest absolute contribution. In the case of major dis-
turbances (frequency offset ≥ f b), the primary control reserve of both generators is
exhausted.

The target efficiency of the primary control depends on the defined reference
incident (e.g. the reference incident for Continental Europe is the loss of 3000 MW
generation or load). The frequency performance of a system following the occurrence
of the reference incident can qualitatively be given as shown by curve A in Fig. 7.
The curves B1 and B2 represent the frequency response after an incident smaller
than the reference incident, where curve B1 is the response of a system with more
self-regulating loads.

The function of the secondary control or load-frequency control or power control
is to keep or to restore the power balance and consequently to keep or restore the
system frequency to its predefined setpoint value. The secondary control operates
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Fig. 6 Primary control of two generators [7]

Fig. 7 Frequency response in relation to reference incident [7]

for periods of several minutes (and is therefore timely decoupled from the primary
control).

The secondary control is ensured in many countries through the automatic gen-
eration control (AGC), which acts in the timeframe of seconds up to e.g. 15 min
after a system imbalance. AGC is a centralised and continuous control system that
automatically adjusts the selected generation set that is associated with it, in order to
maintain the cross-border exchange schedule between control areas and to perform
its share of frequency regulation, which is represented by ‘K’ in Fig. 8 [6].
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Fig. 8 Automatic generation control scheme [6]

AGC must divide the load variations by the included generating units, which
requires suitable monitoring, telemetering, processing and controlling functions to
coordinate directly the speed governors of the generating units, in order to impose
the necessary power output.

Tertiary control is any automatic or manual change in the working points of
generators or loads in order to:

• Guarantee the provision of an adequate secondary control reserve at the right time
• Distribute the secondary control power to the various generators in the best

possible economical way.

These changes can be achieved by connecting, disconnecting or increas-
ing/decreasing of generation, by changing the output of generators that are participat-
ing in the secondary control, and by means of load control. Typically, the operation
of tertiary control is bound to the timeframe of scheduling, but has the same impact
on operation as the secondary control.

It should bementioned that the reserves associatedwith the primary, secondary and
tertiary control are currently predominantly provided by conventional synchronous
generation.

Coordinated Capacity Calculation
With the aim of improving the economic efficiency of interconnected power systems,
cheaper generation from one control area can be used to cover part of the demand
in another control area, which contains more expensive generation. This generation-
load combination leads to cross-zonal exchanges, which can use the available cross-
border transmission capacity facilitated byHVAC andHVDC connections. However,
the available transmission capacity to facilitate cross-border flows is limited by its
technical capability and imposed security and reliability criteria. The calculation of
this capacity needs to be coordinated to ensure that it is reliable and that optimal
capacity is made available to the market. There are two main approaches when cal-
culating cross-zonal capacities: flow-based or based on coordinated net transmission
capacity.
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The flow-based approach is a capacity calculation method in which energy
exchanges between zones are limited by power transfer distribution factors and avail-
able margins on critical network elements. This approach is preferred for short-term
capacity calculation in highly meshed and highly interdependent grids. The flow-
based approach is, for example, implemented in the Central Western Europe capac-
ity calculation region (CCR), and to be implemented in the future in the Core CCR
(including western and eastern Europe), where the methodology is explained in [8].

On the other hand, the coordinated net transmission capacity approach is based
on the principle of assessing and defining ex ante a maximum energy exchange
between bordering zones and can be applied in regions where cross-zonal capacity
is less interdependent. The coordinated net transmission capacity approach is, for
example, implemented in some regions of Europe and the USA, where in the USA
the methodology is defined by the NERC and detailed in [9].

Operational Security Analysis
The aim of the security analysis, consisting of two steps, is to identify possible
security restrictions and associated remedial actions after the market closure. For
interconnected power systems, the security analysis is mostly a coordinated process,
where security assessment and identification of multi-lateral solutions are performed
at the regional level.

In the first step, the security is analysed based on the so-called (N-1) security
principle. The (N-1) criterion defines that, in a given situation, the transmission grid
remains secure when one2 of the available transmission network elements is lost. In
other words, after entering the (N-1) situation, the electrical parameters of voltages,
currents and system stability criteria should remain within the defined limits, i.e.
equality and inequality constraints are respected (normal or alert state, see Fig. 1).
For interconnected power systems, the (N-1) criterion should also take into account
that after entering the (N-1) situation the consequences of the disturbance is as much
as possible contained within the system operator’s control area.

If any violations are detected, remedial actions are identified, coordinated and
validated in the second step. Such remedial actions include, but are not limited to:

• Topology changes
• Adjusting settings of power flow control devices such as phase-shifting trans-

formers (PST)
• Changing reactive power compensation
• Reduction of interconnection capacities
• Generation redispatch.

The coordinated security analysis and decision-making process in Europe are
coordinated among system operators together with a Regional Security Coordinator
(RSC) and encompass the following two timeframes:

2Under special circumstances, double tripping of transmission lines or loss of busbars are also
simulated.
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• Day-ahead Congestion Forecast (DACF), which begins in the afternoon after
day-ahead market and ends late in the evening (before midnight).

• Intraday Congestion Forecast (IDCF), which begins before midnight and includes
an hourly rolling forecast of all remaining hours of a calendar day.

Coordination Among System Operators
In interconnected power systems, coordination is necessary for the capacity calcula-
tion, security analysis, emergency situations, restoration and reserves procurement
processes due to the interactions and impact among the different system operators.
Coordination improves awareness and efficiency when operating the interconnected
system.

The need for cooperation and coordination in the operation of power systems
started at the same time as the first interconnections of power systems were estab-
lished. Before the liberalisation and deregulation of the electricity market, utilities in
many countries were vertically integrated and were responsible for generation, trans-
mission and distribution. In those days, the interconnection of the power system was
mainly aimed at mutual support in case of disturbances. After the unbundling, there
was the establishment of system operator (SO) and market operator (MO) organisa-
tions, which became important organisations for the cooperation and coordination
in the industry. The SO function can, in short, be defined as the responsibility for
balancing and operational security of the power system. The MO function can be
defined as the responsibility for matching sale/generation and purchase/demand and
by this establishing a market price for electricity for physical delivery. The functions
performed, the responsibilities and theway theywere organised vary, mainly because
of history and tradition in the country, regulatory framework or political goals for
the electricity sector.

Due to these changes, the interconnected system no longer serves just for mutual
support; nowadays, it has become the base platform for trading electricity, allowing
the shifting of increasing volumes of power across the system, and it facilitates the
increasing integration of RES and it requires the efficient use the network. There-
fore, the daily routine of transmission system operators has become more complex
and control room operators are frequently faced with complex situations caused by
the stressed system operating conditions, and consequently, an increasing need for
coordination and cooperation.

Following the 4November 2006 emergency situation inEurope [10], theEuropean
Commission, together with TSOs, starts looking into ways to improve coordination
between TSOs to guarantee a secure operation of the interconnected system, main-
taining the security of supply. European legislation demands of the TSOs to cooperate
more closely, to develop methods and take actions to improve system security of the
European transmission grid. Especially, the continuous development of the interna-
tional trade and the increase of the low predictable wind power generation lead to
unexpected and rapid changes of load flows in the interconnected grids of the con-
cerned TSOs. In 2008, two service provider entities, CORESO [11] and TSC [12],
were created to fulfil this challenging task. In recent years, also in Europe, there are
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developments for cooperation in the field of balancing: creation of coordinated bal-
ancing areas, which means a cooperation with respect to the exchange of balancing
services, sharing of reserves or operating the imbalance netting process between two
or more TSOs [13].

Independent System Operators (ISOs), e.g. USA and South America, are entities
that do not own transmission assets, unlike TSOs, e.g. in Europe, and among others,
are responsible for operating the network reliably and economically and for the
coordination with neighbouring control areas, including cross-border trade.

The abovementioned is the so-called horizontal coordination. However, the oper-
ational practices become more integrated not only horizontally, but also vertically,
increasing the coordination and the information exchange between different players,
such as TSO-TSO, TSO-RSC, RSC-RSC and TSO-DSO.

Power System Restoration
Restoration of the power system is an important aspect of a SO’s role inmanaging the
bulk power system. Electric power grids in developed economies generally exhibit
a very high degree of reliability thanks to the well-established standards and criteria
for the design, planning, construction and operations of the integrated network and
the close interconnection in certain continents or regions. Despite prudent planning
and operations, major interruptions to the electric power grid (complete or partial
blackout) do occur from time to time due to events (disturbances) that either exceed
the basic design criteria or due to various causes such as multiple equipment fail-
ure, protection relay miscoordination or malfunctioning, human errors and natural
disasters.

When such disturbances occur, the power system may experience wide-area,
regional or local area blackout with or without damages or prolonged outages to
major facilities. Restoring the integrity of the electrical grid and supply to end-use
customers is of paramount importance to reduce andminimise undue hazard to social
welfare, public safety, infrastructure security and business activities.

To help restoring the power system after major disturbances, control centre’s
operating personnel are trained and provided with a set of guidelines and proce-
dures, defining the strategy, to placing top priority on restoring stable operation of
the power system with sufficient skeleton so that resources and power supply to end-
use customers can be restored as expeditiously as possible to minimise interruptions
to social life and businesses. The key to successful and expeditious restoration thus
depends to a great extent on the SO’s preparedness, which includes operator training,
availability of guideline and procedure documents, effective communication proto-
cols, provision and assurance of blackstart capability, verification of cranking path’s
sustainability, etc.

Therefore, the objectives of power system restoration (PSR) are summarised as
enabling the power system to return to normal conditions securely and rapidly, min-
imising restoration time and associated losses, and diminishing adverse impacts on
society [14].

Despite having the same objectives, a review conducted by the CIGRE C2.23
working group concluded that system restoration preparedness may vary from one
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SO to another, or may differ between interconnected systems due to differences
in system characteristics and/or market design/rules [15]. In addition, the lessons
learnt from actual events suggest that there are challenges which would warrant
the exploration of modified or innovative ways to improve the effectiveness and
efficiency in system restoration [16]. An overview of the past major incidents is
given in Table 3.

System operators regularly conduct restoration exercises, either in a simulation
environment or in the real system. In general, there are two basic strategies for power
system restoration, namely the bottom-up strategy and the top-down strategy.

The bottom-up restoration strategy is based on the use of blackstart generators
(these are able to re-energise the system without external support) and applies in

Table 3 Overview of past major incidents [14]

Date Location Lessons learned

14 August 2003 Northeast USA/Canada Lack of testing and verification of:
• Blackstart capability
• Cranking path procedurea

4 November 2006 Europe Lack of tools to assist operators to
effectively restore the system

10 November 2009 Mid-West and South of Brazil Lack of testing and verification of:
• Blackstart capability
• Cranking path procedure

4 February 2011 Northeast Brazil Lack of testing and verification of:
• Blackstart capability
• Cranking path procedure

8 September 2011 San Diego, USA Lack of tools (such as wide-area
observability) to assist operators to
effectively restore the system

30 July 2012 Northern India Lack of:
• Dedicated communication
infrastructure for the power
system

• Availability and preparedness of
personnel at generation stations
and substations, leading to high
start-up time of the restoration

• Tools (such as wide-area
observability) to assist operators
to effectively restore the system

28 September 2016 South Australia • Changes in system dynamics with
increased amounts of generation
from non-synchronous and
inverter-connected plants

• Unknown critical settings of
several generating systems

aCranking paths are transmission corridors that extend from blackstart generation units to the
targeted facilities needing offsite power
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case of total system blackout and non-existent interconnection assistance. Normally,
blackstart units and selected ultra-high voltage transmission facilities are connected
to form balanced electrical islands that can be further on synchronised with similar
islands to restore the grid and gradually restore load.

Due to many requirements like size, number and location of the blackstart units,
points of interconnection, number of necessary control teams (if islands are restored
in parallel) and control systems, substation and telecommunication equipment, com-
munication protocols and procedures, it is a regular practice to prepare restora-
tion plans in advance and to update it regularly. These plans must comply with the
requirements imposed by regulators or similar authorities.

An example of a restoration exercise using the bottom-up approach is presented.
Following the disturbance in the Northern Region of India on 30 July 2012, restora-
tion exercises on the real system are now performed annually. Such exercises have
three main components:

1. Creation of an island with the blackstart unit and testing the running of the unit
in an islanded environment;

2. Black out in the island and revival of the island according to the bottom-up
approach;

3. Resynchronisation of the island with the main grid.

The steps of such an exercise are illustrated in Fig. 9 [17].
On the contrary, the top-down restoration strategy is based on neighbouring

interconnection, and it applies when such assistance is available. Typically, start-
up power is coming through interconnections and is used to establish the bulk
power transmission system (backbone) first, using interconnection assistance or

Fig. 9 Restoration exercise by Indian TSO [17]
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hydro plants (if available) with large reactive absorbing capability. Then, opera-
tors energise loads, start-up generation, balance load and resynchronise such areas
to the backbone and finally reconnect remaining loads.

An example of a top-down restoration test was performed in 2013 by Terna (Ital-
ian TSO) and Swissgrid (Switzerland’s TSO). In this test, the path of 1000 km was
energised in 13 min with 4 switching actions performed by Terna. It took another
4 min to synchronise the unit of Presenzano with a ramp of 140 MW. This was pos-
sible due to a pre-configured/compensated transmission path divided into 4–5 main
sections. Each section consists of several substations and related transmission lines
which are energised once after the other. The voltages measured at the Musignano
substation in Italy are shown in Fig. 10 [17] for the full restoration exercise.

Both approaches have their advantages and disadvantages, thus many system
operators choose a hybrid approach to restoration (i.e. combination of bottom-up
and top-down strategies), as the best fit for their conditions. In this approach hydro
and gas turbine generators are used as blackstart units to facilitate the bottom-up
strategy, whereas AC and VSC HVDC interconnections are used as blackstart units
to facilitate the top-down strategy. Table 4 gives an overview of blackstart strategies
implemented throughout the world.

Operators’ Training
Control room operators play a decisive role in the good performance of the power
system and to achieve all the essential tasks for which it was designed. The operator’s
ability tomanage a large amount of data, to adequately understand, decide and execute
on time suitable remedial actions, is extremely important. Analysis of the recent
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Table 4 Worldwide strategies for blackstart

Country Approach Blackstart: top-down Blackstart: bottom-up

Australia Hybrid AC interconnections from
bordering states

Hydro + pumped storage + gas
turbines

Brazil Hybrid LCC HVDC + AC
interconnections

Hydro

India Hybrid AC interconnections from
bordering states

Hydro + gas turbines

Ireland Hybrid VSC HVDC + AC
interconnection

Hydro + pumped storage + gas
turbines

Italy Top-down AC interconnections from
bordering national power system

USA Top-down AC interconnections from
bordering states

emergencies and blackout incidents suggests that mistakes by system operators are a
significant contributor, being just the second main cause of these events (with natural
disasters being the first) [16].

The consequences of system operator errors, i.e. their extent and severity, depend
not just on the current power system state and available system resources (includ-
ing reserves), but also on operator actions and the available and activated defence
measures (from predefined defence plans).

Generally, operational mistakes can be attributed to several reasons, such as

• Insufficient situational awareness;
• Mistakes in control decisions due to incomplete mental model of the process or

incomplete analysis;
• Incorrect interpretation of constraints;
• Incorrect interpretation of conditions under which protection acts;
• Misjudgement of the effects from the initiated control actions;
• Misunderstanding in communication.

Based on the above-listed reasons, available and related defence measures can
be identified. These are divided into measures aimed to reduce the likelihood and
measures aimed to reduce the impact of such events.

Emergency-related defencemeasures associatedwith the operator errors, although
not simple to design, maybe developed, procured and implemented. However, insuf-
ficient operator training can increase the likelihood of operator errors and thus reduce
the effectiveness of other preventive measures. Training must be aimed at the devel-
opment of operator knowledge, skills and decision-making abilities, especially for
handling complex fast-developing emergencies and different type of disturbances.
This can be done through systematic and permanent education and training pro-
cesses that include on-the-job training and learning from previous large disturbances,
especially those with operator error involvement, along with the root cause and/or
contributing factors analysis.
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Within this process, the operator/dispatcher training simulator (OTS/DTS) plays
a very important role, since OTS-supported processes can increase human operator
capabilities to analyse complex, fast-evolving situations to aid decision-making and
taking prompt and proper actions.

Several other aspects can also positively contribute to the reduction of number
and consequences of operator errors:

• Better ergonomics or improved coordination/interaction in the control room;
• New and improved application support software, relevant to emergency states,

that can speed up detection and classification of the power system state;
• Integration and better presentation/visualisation of the existing data and informa-

tion;
• Timely development of training requirements for operators involved in inter-TSO

coordination.

Training Goals, KPIs and Training Methods
Operator training goals are normally not part of higher, corporate level goals. Training
is performed in all companies that were surveyed in [18], but in different forms and
using different KPIs, where the organisation and coordination of the training are
done internally.

Figure 11 [18] illustrates the frequently used training goals. The training of the
operators covers several operating conditions, including blackstart and restoration
procedures.

Likewise, KPIs used across different utilities to evaluate operator training is given
in Fig. 12.

The results show that there is wide variation in KPIs used to measure training
performance. The KPI based on a qualitative rating is used by most companies to
define training success.

Fig. 11 Training goals frequently used, N = 15 [18]
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Fig. 12 Frequently used training KPIs [18]

The training itself can be done in different ways, from lectures over OTS to
innovative e-learnings. Lectures, site visits and on-the-job training are done by almost
all companies surveyed in [19], while OTS training is performed with slightly lower
frequency as shown in Fig. 13 [18].

E-Learning is an upcoming training method, owing this to its flexibility with
respect to time and place. All these training methods have advantages and dis-
advantages, and therefore, a mixture of different methods can provide a good
balance.

Training Content
For effectively handling the emergency and restorationpower systemoperation states,

Fig. 13 Training methods used, N = 16 [18]
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an advanced set of training modules is needed to raise the operator’s knowledge and
skills. Such a training module would contain, for example:

• Principles of power system dynamics
• Principles of power system stability controls
• Identification of possible emergency states
• Operation of the power system in the emergency state
• Handling power shortage situations (i.e. generation adequacy)
• Principles of load shedding
• Power system restoration principles and procedures.

Operator Training Tools
The main tool for restoration training today is an OTS, also known as dispatcher
training simulator (DTS). The survey conducted in [19] identified that 80, 90 and
90% of those with an OTS use it for training of conditions with normal power system
state, for emergency handling and system restoration, respectively. After the major
incidents that occurred worldwide in the last 10–15 years, we can expect that almost
all companies that do use an OTS/DTS for operators’ training, use it extensively for
emergency handling and restoration training.

An example of an OTS/DTS architecture, including subsystems power system
model (PSM), control centre model (CCM) and instructional subsystem (ISS), is
illustrated in Fig. 14 [19].

The PSM is responsible for the realistic representation of all basic power system
elements (generation, network and consumers, together with their main control and
protection devices). Apart from modelling, this subsystem also includes algorithms
that simulate all relevant dynamic behaviour of the power system.

The CCM is responsible for the exact representation of the power system control
centre equipment (typically SCADA/EMS system) that operators use in their daily

Fig. 14 Traditional OTS/DTS generic architecture [19]
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work to monitor, analyse, support decision-making and finally control the system.
The operator training on a replica of their SCADA/EMS system yields the highest
possible training effect, though use of generic CCM is possible too (mainly for
improving understanding of the power system reaction on the operator’s actions).

Finally, the ISS should enable the instructor to monitor and control (start, stop,
pause) a training session, introduce events, emulate other non-modelled parties and
support creation, validation and maintenance of training scenarios.

In the simulator training environment, the operators can train under task-relevant
stress conditions, i.e. conditions that characterise real-life incidents/restorations
should also be recreated during the training session. Stress conditions can, for exam-
ple, be emulated with additional (numerous) phone calls, by shortening of some time
constraints or resources, and/or by the introduction of unknown events.

3 Stepping into the Future of System Operations

The worldwide energy landscape is undergoing a transition, of which the pace is
different in different parts of the world. From a system operation’s perspective, the
main contributing factors identified with regard to this ongoing energy transition are:
large penetration of power electronics interfaced devices (PEID) and the transition
to variable renewable energy sources; new regulatory framework; and the increasing
difficulty of building new transmission lines. This impacts the operation of the electric
power system, from the operational planning until real-time operation, for which
system operators have to be prepared to ensure the security of supply to all customers
with current reliability levels.

A rapid technological change is taking place from traditional rotating machines to
power electronics interfaced generation (PEIG) and load and from pure AC systems
to hybrid AC/DC systems.

The transmission system-connected conventional synchronous generator is
increasingly being replaced by transmission- and distribution-connected variable
renewable energy sources (RES) such as wind and solar generation, which are inter-
mittent and uncertain in nature, introducing a volatile production pattern in the gen-
erationmix. System operators need to copewith operational conditions where almost
no conventional synchronous generator is available due to high RES production, but
also with operational conditions where wind and sun are not present. In addition, the
location of the generation dispatch becomesmore volatile and, depending onweather
conditions and market behaviour, the production may be located regionally, also at
the distribution level or even offshore. Markets with large penetration of RES tend
to have more volatile prices and fewer periods in which conventional power plants
can compete and, consequently, fewer running hours for many conventional plants,
which decrease their competitiveness in the day-ahead and intraday market.

Second, the regulatory framework influences the design, planning and operation
of the power system. Network codes and requirements have to be able to keep the
development pace providing the adequate framework to cope with the upcoming
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needs. Harmonised regulatory framework is imperative not only on transmission,
but also on distribution level. Unfortunately, this evolves at medium speed.

Lastly, increasing opposition for new overhead lines combined with high costs
for and lack of expertise in design of long underground cables, result in a slow
pace of realisation of new transmission facilities. The very long times to build addi-
tional transmission capacity increases the likelihood of operating the system with
congestion management schemes and also closer to the security limits.

Taking these observations into account, the energy transition poses an important
operational challenge for system operators: how should the future, non-traditional,
low inertia power system be operated, while guaranteeing at least the same level
of operational reliability of today, at affordable cost?

More PEIG creates several challenges for the electricity system: voltage, fre-
quency and transient stability phenomena might occur more frequently. Section 3.1
first gives a brief overviewofmajor operational challenges that operators could expect
in the future as a result of the ongoing energy transition. Then, some key develop-
ments required for confidently stepping into the future are discussed in Sect. 3.2.
These focus on new services, flexibility, cooperation and coordination, and sector
coupling. In Sect. 3.3, the evolution of the control centre as well as new requirements
with regard to operator training are presented.

3.1 Foreseen Operational Challenges

Throughout theworld, the introduction of PEIGcomeswith different flavours: energy
policies with different support schemes for RES and tariffs for connections to the
grid can be found. In some regions, there is a strong boost of offshore wind power
connections, while others focus on the integration of onshore wind power and PV.
Independent of the primary energy source, the integration of these RES is happen-
ing at an enormous pace. As a result, there are differences in the generation mix
throughout the world, which is then reflected in the type of operational challenge
that emerges. Depending on the grid structure and type, location and amount of load
and generation, there will be an increasing challenge to guarantee the same level of
operational security and power quality in the future.

System Stability Issues
Figure 15 [20] gives anoverviewof elevenpower systemstability challenges resulting
from the energy transition as identified byTSOs in Europe. These issueswere divided
into four categories: rotor angle stability (two issues), frequency stability (two issues),
voltage stability (five issues) and a category others (two issues). The decrease of
synchronised inertia (frequency stability, issue 3) was perceived as the most crucial
issue by these TSOs [21]. It is also already of major concern in, e.g. Australia [22],
Ireland [23] and Texas, USA [24].

The inertia within today’s power systems is largely provided by synchronous
generators and the mechanically coupled turbines of conventional power plants.
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Fig. 15 Stability issues from MIGRATE [20]

Less and less conventional synchronous generators remain connected to the grid,
leading to a decrease of inertia. That is why, in certain synchronous areas, inertia
development is already beingmonitored andminimum inertia requirements are being
implemented in operational timeframes. Furthermore, large hourly volume changes
of cross-border trade introduce high power ramping rates, resulting in increased and
larger frequency deviations, which have to be solved in a coordinated way by TSOs.

As long as there is no supplementary control, the PEIG decouples the electrical
and the mechanical (or in case of PV the photoelectric) part of the generating device,
which results in a lack of inertial response to variations in the grid frequency. Addi-
tionally, the directly grid-connected motor load is also increasingly being interfaced
with converters. Both aspects lead to a significantly reduced remaining inertia of the
power system [25–27]. While the power system’s inertia decreases, the reference
incident, which is the other main factor influencing the rate of change of frequency
(ROCOF) and the frequency nadir, remains constant or even increases. Both effects
combined lead to higher ROCOFs and dynamic frequency nadirs or peaks. As an
example, Fig. 16 [26] shows the frequency versus time for the same incident with
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Fig. 16 Effect of the amount
of inertia on the behaviour of
frequency after the loss of
generation with (solid) and
without (dotted) FCR [26]

three different amounts of inertia expressed as the energy stored in the rotatingmasses
in GWs. The dotted lines exclude frequency containment reserves (FCR), i.e. pri-
mary control reserves, and load reaction and therefore show a frequency decrease
with the initial ROCOF. The solid lines include FCR.

Another impact of the displacement of conventional synchronous generation is
the reduction in system strength [28]. System strength is usually described in terms
of available fault current (or fault level inMVA). It is an inherent characteristic of any
power system and is a means to describe the network’s ability to withstand variations
in active and reactive power flows as well as its resilience to network disturbances.
It is a useful measure for quantifying system robustness following a disturbance.
Typically, higher fault levels are associated with stronger power systems, i.e. meshed
networks with multiple transmission lines and generation sources contributing fault
current. Such networks typically have a better ability to stabilise voltages following
disturbances (small or large). In comparison, weak power systems are typified by
lower network fault levels and more volatile voltage deviations. Other consequences
of reduced system strength are the reduced sensitivity of certain protection devices
due to reduced fault currents (see Fig. 17) [29], increased probability of HVDC LCC
commutation failure [30] and instability of the phase-locked loop of power electronic
converters [31].

Congestion Management Issues
The characteristics of RES concerning variability and uncertainty impact generation
dispatch, system balancing and the power flow pattern in the network. Mainly wind
generation is often installed in the transmission system far away from consump-
tion centres. This will create more volatile, and longer distances, even cross-zonal,
power flows across interconnected systems, resulting in a more utilised power sys-
tem being operated closer to its security limits. Another factor is that physical flows
do not coincide with realised schedules due to, e.g. portfolio management of mar-
ket players. As a consequence, the dependency from available remedial actions is
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Fig. 17 Protection activation versus fault level: synchronous generation versus PEIG [29]

increasing. In addition, increasing penetration of RES limits the availability of both
active and reactive power reserves, including costly redispatch possibilities, which
are essential for network security, as the increasing competition causes an increase
in decommissioning and mothballing of power plants.

The need to find operational strategies to cope with this becomes increasingly
important.

3.2 Finding Solutions

To maintain acceptable levels of operational security, enhancement of observabil-
ity, controllability and flexibility is required. For instance, ancillary services can
be delivered by efficiently utilising the capabilities of power electronics interfaced
technology. In addition to RES, battery energy storage systems (BESS) and electrical
vehicles are expected to play an important role in ensuring secure operation of the
future power system.

The operational practices will becomemore integrated vertically and horizontally,
increasing the coordination and the information exchange between TSO-TSO, TSO-
RSC and TSO-DSO. Additionally, the development of newmethodologies, tools and
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criteria is also essential to operate the power system in a more complete, integrated
and coordinated way.

Requirement for New Services
While facilitating increasing levels of RES, new services will be required. These
services are power system-specific and their need could be different across different
systems. Some examples of such new services, designed for Irish power system, are
[32]:

• Synchronous inertial response: Incentivises synchronous plant with higher iner-
tia and lowerminimumgeneration levels, including synchronous condensers. This
product is required to help keep more inertia on the system at times of high wind
output and help arrest high rates of change of frequency after faults or generator
trips.

• Fast frequency response: This is a reserve product which aims to provide an
active power response in advance of primary operating reserve, supplementing any
inherent synchronous inertial response. FFR is defined as the additional increase
in MW output from a generator or reduction in demand following a frequency
event that is available within a predefined and system-dependent time interval.
This product will increase the time to reach the frequency nadir and mitigate the
ROCOF in the same period, thus lessening the extent of the frequency excursions
during power imbalances. There are multiple ways of providing FFR. One of the
methods currently being investigated is the synthetic inertia concept.

• Dynamic reactive response: This is an inherent response from synchronous gen-
erators which helps maintain the integrity of the transient angular stability of the
power system. At high levels of instantaneous penetration of non-synchronous
generation, there are relatively few conventional (synchronous) units left on the
system and the electrical distance between these units is increased. The syn-
chronous torque holding these units together as a single system is therefore weak-
ened. This can be mitigated by an increase in the dynamic reactive response of
PEIGduring disturbances. It should, however, be kept inmind that the fault current
contribution of PEIG is significantly lower compared to conventional synchronous
machines.

• Ramping margins (1/3/8 h): The management of variability and uncertainty is
critical to a power system with high levels of wind penetration. The ramping
margin (RM) products will incentivise the portfolio to provide the necessary
margins to securely operate the power system. Ramping margin is defined as the
guaranteed margin that a unit provides to the system operator at a point in time for
a specific horizon and duration. Horizons of one (RM1), three (RM3) and eight
(RM8) hours with associated durations of two, five and eight hours, respectively,
are proposed.

• Fast post-fault active power recovery: Fast active power recovery can assist in
mitigating high ROCOF values following transmission faults. If a large number
of generators do not recover their MW output following a transmission fault, a
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significant power imbalance can occur, giving rise to a severe frequency tran-
sient. This product is designed to address the voltage-dip-induced-frequency-dip
phenomena.

Following theSouthAustralian blackout systemevent in September 2016, updated
generator licencing conditions for all types of generating systems in South Australia
were determined by Essential Services Commission of South Australia (ESCOSA)
in August 2017 [33]. New requirements include (but are not limited to) enhanced
frequency control capabilities, mandatory provision of ramp rate controls, enhanced
voltage and frequency disturbance ride-through capabilities (including a requirement
to ride-through a certain number of faults in quick succession), maximum active
power recovery rates following FRT and minimum levels of reactive power injection
during voltage depressions, minimum system strength withstand capability and the
ability to assist in system restoration following a blackout event. This was then
used as a basis for developing generator technical performance standards for all five
regions in the national electricity market. These new requirements were determined
by the Australian Energy Market Commission in October 2018, where some of
the key differences with the ESCOSA licensing conditions includes the exclusion of
requirements on system restoration support and system strength withstand capability
[34].

It is also crucial to consider the opportunities delivered from new technologies.
In South Australia, there currently is a 100 MW (129 MWh) BESS installation at
Hornsdale, and a 30MW(8MWh)BESS installation atDalrymple.Oneof the aimsof
these batteries is to provide frequency control ancillary services. Successful operation
was demonstrated on 14 December 2017. The battery in Hornsdale provided fast
frequency response and discharged with millisecond response (see Fig. 18, [17]) to
quickly arrest the frequency excursion following a trip of a 560MWcoal-fired power
plant. On a smaller scale, two government launched schemes in SouthAustralia could
see 90,000 new batteries with up to 400 MW of controllable storage connected to
the network at the distribution level.

Provision of ancillary services from renewable generation is another ongoing
development in several parts of the world, whereas in certain systems it is even
mandatory. In Spain, RES generation is already providing voltage control and balanc-
ing reserves (secondary reserve, tertiary reserve and replacement reserve), including
congestion management [35].

In 2016, a pilot project was initiated in the Netherlands with six parties (TenneT,
NewMotion, Senfal, Engie, Peeeks and KPN) providing FCR (primary control) by
aggregating the responses from a pool of assets (e.g. electrical vehicles, heat-pumps,
Bio-CHPs, battery installations, wind turbines and residential energy storage). The
goals of the project were:

• to prepare for a future with less large-scale generation by investigating the tech-
nical feasibility and barriers for entering the ancillary services market with a pool
of aggregated assets and/or new technologies such as renewable energy sources
and demand response;
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Fig. 18 Hornsdale power reserve response to disturbance of 14 December 2017 [17]

Fig. 19 Response of FCR pilot assets to frequency deviation [36]

• to provide a level playing field for different technologies and where possible
reduce the existing barriers for market parties aiming to join the ancillary service
market;

• to facilitate an efficient ancillary service market with a wide range of market
parties and sufficient competition.
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Figure 19 [36] shows the power response to a frequency deviation. Based on
monitoring results, it was concluded that most of the time delivery of FCR was
sufficient. The main barriers to participate in the FCR market appeared to be the
real-time data communication with a leased line to TenneT and the measurement
requirements for a pool.

At the end, all these new services aim to increase the power system’s flexibility,
which is needed to facilitate increasing RES generation, as will be illustrated in the
next section.

Increased Flexibility
Thevariable production ofREScombinedwithfluctuations fromdemand-side results
in a net-load profile of high volatility. Flexibility can be defined as the power sys-
tem’s ability to manage expected and unexpected changes in the system’s operating
condition. It is needed to manage equipment failure, load fluctuations and, to cope
with the variability in RES generation [37].

In the future, more players and technologies are expected to play a role in the
provision of system flexibility. Together with technology integration and utilisation,
more flexible market products, with an increasing number of players, maybe one of
the solutions to enhance flexibility, both for upwards and downwards direction.

Within power systems, flexibility is preferred across the following segments [38]:

• Generation: generation facilities that have high ramping capabilities and/or deep
turndowns3 are preferred;

• Transmission: grid interconnections and smart network technologies that better
optimise transmission usage and increases controllability of flows (e.g. PST and
HVDC);

• Demand: demand-side management, enabling customers to respond to market
signals. Battery energy storage systems, electrical vehicles and flywheels also
provide flexibility that fit in this segment. Digitalisation and the Internet of things
concepts will enable large numbers of customers to participate in the electricity
sector and to provide flexibility services for the electricity system such as bal-
ancing, congestion management and voltage support. Intelligent or smart services
will be provided as well by smart controls of buildings and individual households
being part of smart cities, local energy communities or microgrids;

• Operations: practices that help extract flexibility out of the existing physical
system, such as shorter market time units and increased accuracy of forecasts.

Generation and demand flexibility can be characterised by three indices: ramp-
ing limit, power capacity and energy capacity. The ramping limit is defined as the
maximum change a flexibility source can accomplish on its operating point in a cer-
tain time. Ramps can be steep when large fluctuations in wind speed or irradiation
coincide with rapid demand changes. The power capacity refers to the minimum and

3Operation of dispatchable generations at low levels. High wind speeds and irradiation during low
load, creates the need for generators to turn down their output to low levels, but remain available to
ramp up again.
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maximum power outputs of any generation source. The energy capacity concerns
the fuel or energy supply of a power source.

Without sufficient flexibility, system operators may need to frequently curtail
wind and solar generation, and may not have enough resources to solve network
congestions. Although low levels of curtailment may be a cost-effective source of
flexibility, significant amounts of curtailment can increase the return on investment,
impact investor confidence in renewable energy revenues and slow down the energy
transition. Therefore, flexibility is regarded as a basic prerequisite for allowing higher
RES penetration in an economical way as is shown in Figs. 20 and 21 [39]. Figure 20
shows for a specific study by ERCOT the fraction of curtailed wind generation as a
function of thewindgeneration penetration level and amount of flexibility. Flexibility,
in this case, is provided by the conventional generators. The general conclusion from
this figure is that for the same amount of curtailed wind generation, increasing levels
of flexibility enables higher penetration of renewable energy sources.

The same conclusions can be drawn from Fig. 21, where the flexibility is provided
by storage. Having massive RES connected to the electricity system means an even
bigger dependency of generation related to weather conditions. Consequently, one
might expect that solutions to that should also be found in ways to create a flexible
demand side. TSOs need to be able to deal with relatively long periods (2–3 weeks)
without sufficient wind and sunshine at the same time. This scenario is a very real
one as the example of Germany in winter 2016/2017 has shown with the so-called
Dunkelflaute [40]. In such cases, large storage facilities could be an ideal technical
(but not yet an economic) solution.

In principle, such services should be defined in a way that they are technology-
neutral. It is obvious that TSO andDSO roles and responsibilities as system operators

Fig. 20 Total curtailment as a function of usable wind energy penetration for different system
flexibilities [39]
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Fig. 21 Total curtailment as a function of variable RES penetration for different amounts of storage
efficiencies [39]

and as neutral market facilitators need to be well recognised and respected. Creating
an efficient level playing field and incorporating a non-discriminatory and market-
based approach to market parties providing new flexibility services is part of these
responsibilities.

Increased Controllability
PEID have a higher level of control possibilities that can be developed to enhance sys-
tem operations and network stability, such as synthetic inertia, grid forming controls,
supported system restoration, active and reactive power control, power oscillation
damping, among others.

Grid forming control concepts implemented to RES and storage devices could
enhance the stability of the system. The new grid forming schemes could ensure a
natural voltage-source behaviour of PE and not a current control behaviour as it is
the case for the current PE applications that utilise the grid following control con-
cept. Grid forming control could remove the PE dependency on the short-circuit
power levels in the network and could provide local frequency smoothing capabil-
ity. Although the EU connection codes provide the framework to demand synthetic
inertia, the implementation of this capability is still under development. Grid form-
ing controls is a more novel concept, not required yet in the connection codes. The
implementation of both control concepts needs further development and harmoni-
sation. A classical solution to improve system stability is the use of synchronous
condensers, which are often the selected alternative to power electronics interfaced
devices, providing inertia, short-circuit current and voltage control.

In the transmission network, grid interconnections and smart network technolo-
gies are required to better optimise transmission network utilisation and to increase
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controllability of flows (e.g. PST and HVDC). The increasing need for power trans-
mission capacity, both internal and cross-border, has made HVDC technology an
important element towards the cost-effective and efficient integration of RES. The
inherent controllability of HVDC links could be used to solve part of the system
operation challenges, such as the possibility to set and control active power flows
within the network. In the meshed AC/DC system, embedded HVDC links could be
part of the optimised remedial actions to mitigate congestions and minimise costs,
to minimise AC system losses and to keep adequate voltage profiles. In addition,
FACTs systems integrated with storage not only increase system controllability, but
can be used to optimise systemoperation, controlling active and reactive power flows.
The primary active power source could be battery storage or other fast active power
sources such as flywheels or supercapacitors, depending on the time constants that
are needed for the specific system application.

Finally, the development of adaptive protection systems and wide-area control
systems, capable to operate in different operational conditions, may require fur-
ther investigation in a power system with high PE penetration and more volatile
short-circuit power levels. In Iceland, a control system based on WAMS is currently
operational for controlled islanding of the system, following a disturbance [41].

System’s observability improvement is another crucial point to take into account
in the future in order to be able to cope with the energy transition. The enhancement
of observability will be tackled in the control centre evolution chapter, because it is
strictly connected with the operational planning and real-time activities.

Enhanced Cooperation and Coordination
For highly meshed grids, an improved regional cooperation and coordination in all
operational processes and timeframes is of key importance to resolve operational
challenges. Enhancement of regional cooperation and coordination among countries
need to be supported by further harmonisation of the regulatory foundation coming
along with the implementation of new legislation.

Cooperation and coordination amongMemberStates inEurope is beingprescribed
in the risk preparedness regulation [42], where scenarios on how to deal with crisis
events from a regional perspective are developed. In Europe, the regional security
coordinators will give support to TSOs for the regional operational planning covering
more Member States. An example where coordination is key is for the optimal use
of the multiple phase-shifting transformer across Continental Europe.

In North America, coordination among the Reliability Coordinators is prescribed
in Standard IRO-014-3 [43] and aims at ensuring that each reliability coordina-
tor’s operations are coordinated such that they will not adversely impact other reli-
ability coordinator areas and at preserving the reliability benefits that come from
interconnected operations.

Besides inter-TSO coordination, cooperation and coordination of TSOs andDSOs
is essential to activate all possible flexibility resources. Increased data exchange
between TSOs and DSOs should enable increased observability and controllability
of the available flexibility resources at both the transmission and distribution level.
For that reason, the so-called observability is of TSOs need to be further developed in
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a vertical direction in order to see relevant grid elements onDSO level and vice versa.
In this sense, cybersecurity is a crucial precondition and if a high impacting event
takes place, appropriate measures should automatically take care that the criteria for
resilience are met. Resilience is defined as the ability to limit the extent, severity and
duration of system degradation following an extreme event. To further increase the
resilience of the electricity system, regional risk preparedness plans are developed
that enablemutual support in case of crisis situations. Such plans are then also trained
on a regular basis among the stakeholders.

The impact of activating flexibility resources on one or the other voltage levels
can then be taken into account, while sharing of metering data also enables ade-
quate settlement. Data quality of exchanged large volumes of data should go hand in
hand with improved decision support tools that make use of sophisticated algorithms
(artificial intelligence). More data has to be processed in shorter time cycles to be of
added value to the operator. This will also mean that new concepts for a combination
of congestionmanagement and balancemanagement can be applied and optimised to
increase even further the efficiency of the whole electricity system. In other words,
this will enable a single system approach for the benefit of all customers, where
a continuous trade-off between sustainability (decarbonisation), security of supply
and costs is considered. It becomes increasingly important that all types of network
users (generation, demand, distribution networks) play an active role in providing the
capabilities and ancillary services, without negatively affecting neither distribution
nor the transmission systems.

With the emerging integration of HVDC interconnections combined with the high
pace of RES connections and lowpace of development of new/upgraded transmission
facilities, attention should also be given to the coordinated security analysis. As
mentioned previously, the security analysis is based on the (N-1) principle. There are
already ongoing discussions to deviate from this fundamental (N-1) principle, with
the aim of speeding up RES integration even further. A critical part of the discussions
covers the issue whether or not to apply a probabilistic approach for grid planning,
i.e. should the grid be designed for a 100% RES peak or do we accept a system
that is designed to accommodate less than 100% RES peak. Further investigation is
then needed to assess the impact of this on the dimensioning of the required load
frequency and balancing reserves.

Independent of the case, it is evident that increased vertical and horizontal coop-
eration and coordination is essential to securely operate the future power system.
Table 5 summarises some major benefits of this coordination.

Sector Coupling
Whereas the previous section elaborated on the need for increased cooperation
and coordination within the electricity sector, this section will elaborate on the
possibilities of cross-sector cooperation, also known as sector coupling.

Sector coupling is the integrated approach by all sectors and will create possibil-
ities of energy conversions between electricity, heat and gas. Expectations are that
more electrification will take place, thus increasing the load in the system on the one
hand and further pointing out the necessity of having storage services at hand.



410 S. A. de Graaff and V. Sewdien

Table 5 Overview of benefits from TSO-DSO and TSO-TSO cooperation and coordination

TSO-DSO cooperation and coordination TSO-TSO cooperation and coordination

Management of bidirectional flows Efficient calculation of interconnection
capacity

Increased observability and controllability of
DER by increased data exchange between
TSO and DSO

Enhanced operational security (e.g.
coordinated security analysis, management of
critical grid situations)

Provision of ancillary services by
DSO-connected devices:
• Blackstart services
• Frequency control
• Voltage control

Guaranteeing transmission adequacy (e.g.
coordinated outage planning) and generation
adequacy

Frequency management (primary reserve
distribution between TSOs)

Congestion management at DSO and TSO
level

Congestion management at TSO level

Restoration support (top-down approach) Restoration support (top-down approach)

In order to make an efficient transition to a sustainable energy system, it is nec-
essary to use all the available technologies in a smart way. As a first step, it seems to
make sense to convert excess energy in one sector to energy in another sector where
there either might be a shortage, or more storage capacity or flexibility. However,
such coupling also brings along interdependency and more exchange of information.
One should not forget that interdependency between sectors and more digitalisation
could lead to a number of risks (e.g. more vulnerability for all systems together and
cybersecurity), but also opportunities (e.g. additional redundancies).

The electricity system, on the one hand, allows the production of large quantities
of renewable energy, but it cannot provide long-term storage, except for the already
available large hydro reservoirs (including pump storage) in some countries. To be
able to use such storages also in a wider region often means the necessity to create
stronger interconnections. On the other hand, the gas system’s ability to incorporate
large quantities of renewable energy is limited, but its storage capability is high.
The electricity system is a fast-reacting system which is mostly based on real-time
operation, and as such it is featured with limited flexibility, whereas the gas system is
a slow responding but very flexible system and can, therefore, provide the flexibility
to the electricity system. From a system perspective, a potential coupling of the
electricity and gas sector might result in a creation of a more efficient system as a
whole.

The electricity system already links to all other energy sectors and further expan-
sion is possible, as is shown in Fig. 22 [44]. Therefore, SOs see the electricity system
in the centre of expanded sector coupling. Having a good overview of the entire
electricity system will enable them to provide an optimised solution for the whole
system that includes all sectors of energy. To play this central role, TSOs will need
to liaise with all stakeholders to understand the entire field of energy and coordinate
the interaction between different sectors.
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Fig. 22 Possible interactions between different energy carrier systems [44]

Political choices can drive sector coupling forward quicker than currently
expected. Some countries do already have further research on the use of sector
coupling to prepare for future efficiency and increase the percentage of renewable
energy in the entire system by using existing infrastructure. Looking at the political
agenda and statements already given from political institutes it is expected that sector
coupling will gain more importance in the future.

3.3 Control Centre Evolution

Control centres are an essential structure of power systems since they provide the
coordination between all the major participants of the electricity chain. During the
last decades, remarkable developments on the functions and architectures of control
centres have been made. Starting with the use of big analogue computers, poor mon-
itoring, non-reliable communications systems and weak grids, the control centres
have evolved to flexible and strong infrastructures that support the operator to coor-
dinate the delivery of electric power (Fig. 23, illustrating a first-generation control
centre, versus Fig. 24, a modern control centre, utilising well-defined information
exchange standards).

For many years, the information to the operators has been given through the
supervisory control and data acquisition (SCADA), which is updated every two to
six seconds. This has been proven adequate for quasi-steady-state operations, while
it is insufficient to detect the details of transient phenomena that occur on a time
scale of milliseconds.
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Fig. 23 First generation control centre, 1980 (Courtesy of XM Colombia)

Fig. 24 Modern control centre, 2019 (Courtesy of XM Colombia)

The ongoing energy transition incites the evolution of control centres. The dis-
persion and poorly manageable variability of RES requires increased attention and
readiness of control centre operators to act (in order to secure the supply). In order
to cope with challenges in an efficient manner, control centres must be equipped
with tools that automate processes in order to aid operators. Challenges for operators
include [45]:
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• Assessment of the impact of inaccurate forecasting of demand and RES
generation;

• Guaranteeing the appropriate response from manageable resources, once
demanded;

• Dispatch, observability and control of a large number of small intermittent
generators across distribution and transmission networks;

• New transmission operations criteria to cater for intermittent and DER;
• Managing risks to system security and stress situations due to the uncertainties of

intermittent energy resources;
• Operating the system with changing flow patterns due to significant amounts of

distributed connected RES;
• Fault or disturbance management (short-circuit level, stability, etc.).

Developments towards enhanced real-time security assessment tools in the control
centre are emerging. Examples are, but are not limited to, online inertia and short-
circuit level monitoring tools, tools for actively managing the dispatch of RES (e.g.
GEMAS in Spain), enhanced dynamic security assessment (DSA) tools (including
voltage stability, e.g. WSAT in Ireland), tools to estimate in real time the system
damping for existing modes and decision support tools.

Increased System Observability
With increasing distributed energy resources and reducing conventional generation,
special attention should be given to power system restoration in low inertia sys-
tems. A list of enhancements worth considering to further improve the restoration
effectiveness and efficiency is presented in [15]. One of them is adopting advanced
SCADA and EMS functionalities, such as wide-area security assessment or a fully
integrated control landscape including SCADA/EMS and phasor measurement units
(PMUs) within wide-area monitoring systems (WAMS) to enhance awareness and
analytical capability to improve the restoration process.

Wide-area monitoring systems based on PMUs are increasingly being used by
system operators worldwide in the operational environment, giving the control room
information about the dynamic behaviour of the network and consequently increasing
awareness for system dynamics [46]. Next to the improved situational awareness and
decision support, the synchrophasor technology in the control room can contribute
to power system restoration. When compared to traditional SCADA measurements,
synchrophasors have an added value of synchronised voltage phase angle information
between areas that have to be re-energised and/or reconnected, which can signifi-
cantly benefit the restoration process. In the preparation phase of the restoration
process, state estimation data and synchrophasors provide precise information of the
remaining system, its division in islands and available components in the system.
This information helps to construct the restoration strategy. From a restoration view-
point, the restoration stage can be enhanced with critical data such as synchrophasor
measurements from generating units and critical load. In the restorative control mod-
ule (as part of the SCADA), the algorithm constituting of synchrophasor and state
estimation data can help in the automated process of re-energisation of the shed load,
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resynchronisation of multiple islands and automated building up of power genera-
tion. The automated algorithm assists the operator in rebuilding the system again
with reduced time [46].

In addition, SCADA/EMS solutions need to be developed to face future chal-
lenges. New generation of EMS/SCADA systems need more capabilities of handling
complex analysis (e.g. dynamic security assessments and short-circuit power level
calculations) and provide decision support to control room operators (e.g. remedial
actions optimisation).

Distributed Energy Resource Management Systems
In order to integrate the maximum amount of generation from renewable energy
sources into the electricity system, whilst ensuring quality levels and security of sup-
ply, in mid-2006 Red Eléctrica de España (REE) designed, put in place and started
the operation of the Control Centre of Renewable Energies (Cecre) [47]. The Cecre
is an operating unit integrated in the main control centre of Spain and monitors and
controls production from renewable generation facilities, or groups of facilities, with
a power capacity greater than 5 MW,4 creating observability of 99% of wind gener-
ation facilities and 70% of photovoltaic plants. For these units, every 12 s real-time
information on the connection status, active and reactive power production, and volt-
age at the connection point is provided to REE’s control centre. This information is
continuously shared with the Cecre operators, allowing for real-time security anal-
ysis. In this way, increased integration of renewable energy into the system is being
made possible (it also guarantees the coordination between balancing processes and
congestion management), while maintaining the same level of operational security.
In other countries, other monitoring and control systems of DER can be adopted.

Possible Future Solutions and Trends OTS/DTS
Looking into the future in the electricity system also requires the right training of
TSO and DSO operators to be able to deal with the above described possible new
phenomena. Development of simulation tools and methods for assessing the risk of
breakdowns during reconnection and to detect weaknesses in the electricity system
with respect to reconnecting DER and storage system is of key importance. There is
also the need for interactive system restoration simulation tools.

The next generation of the OTS/DTS should support simulation in the ambience
of the multiple control centres, which requires a PSM that represent the entire inter-
connected power system interconnection (i.e. IPSM in Fig. 24) and multiple CCMs,
one for each of the control areas/control centres. This opens a complex problem
of heterogeneous control systems integration. Depending on the position (i.e. local
or remote control centre), generic or customised (replica) CCM (with appropriate
HMI) can be used. The global architecture of such a perspective OTS/DTS is shown
in Fig. 25 [19].

Power system planning and operational complexity will increase significantly.
This has influenced many regulatory authorities to require, not just the certification

4For units larger than 5 MW: observability and controllability. For units between 1 and 5 MW:
observability.
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Fig. 25 Global architecture of the future centralised multi-control centre OTS/DTS [19]

of control centre operator competences to attest to their ability to operate the system,
but also accreditation of their training programs. Hence, training programmes and
training tools (OTS/DTS at the first place) have to be changed accordingly to include,
not just knowledge of new topics but also the formation of new skills. This relates
especially to the restoration simulation capabilities ofmanyof the existing simulators.

The future environment is characterised by increased penetration of RES/DER
sources, ever-changing market rules and relations between the actors, complemented
with different ICT supportmonitoring, diagnostic and control systems.All this should
be accommodated within the new generation of OTS/DTS systems.

The new OTS/DTS power system modelling capabilities must be such that they
realistically model:

• Renewable generation, including its intermittent nature
• Different RES network connection (converter) arrangements
• HVDC lines and equipment
• Flexible alternating current transmission system (FACTS) devices of different

types
• Protection devices
• System integrity protection scheme (SIPSs) devices



416 S. A. de Graaff and V. Sewdien

• Modelling of different storage options, including electrical vehicles
• Customer load modelling and their demand-side management.

Analogously, new application functionalities that appear in the TSO/ISO control
centre, integrated or notwith SCADA/EMS, should also be included in theCCMwith
the goal to increase the fidelity of training in part of the applications that operators use
in their daily work. Examples of such new applications are WAMS, DSA, dynamic
line rating systems and weather forecasts (incl. lightning and geo-magnetic storm
detection).

Finally, regarding possible future development, there is a need for an additional
layer of software (system), above SCADA/EMS that can defend the control system
from operator mistakes. This system (of the decision support/business intelligence
type) might be based on faster than real-time dynamic simulators, which include dif-
ferent power system dynamic phenomena and check operator control actions before
they are applied.

The Way Forward
System operators are now and in the future responsible for operating the system
within frequency and voltage limits, for performing congestion management, for
guaranteeing availability of power reserves and for facilitating the electricity market.

In order to cope with the challenges that are inherent to non-traditional, low
inertia power systems, research and innovation in the electrical energy sector are
crucial. Concerning the successful integration of large-scale power electronic inter-
faced devices in the system, TSOs should emphasise the focus on increasing system
observability, controllability and flexibility, with power system stability as boundary
conditions. A higher level of control possibilities and utilisation of novel control
concepts to effectively benefit from the opportunities that come with new technolo-
gies should be further investigated. It is essential to capture all these requirements
adequately in training programs for control room operators.

Furthermore, international andmulti-lateral developments are essential to achieve
a secure and sound socio-economic system operation. Cooperation and coordinated
decisions among several (cross-sector) stakeholders should lead to enhanced network
security and cost efficiency. The common understanding of roles, common analysis
tools and procedures are key factors for successful realisation of future networks and
sound system operation.
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Power System Environmental
Performance

Henk Sanders, César Batista, Flavia Serran, Mercedes Miranda Vázquez,
and Hector Pearson

Abstract The energy world is rapidly changing. This chapter examines the impli-
cations of this change for environmental and social aspects. It describes the three
main changes foreseen in 2030 and beyond: scale dynamics, increased stakeholder
engagement and impacts of climate change.

Keywords Sustainability · Environment · Sustainable development goals · Scale
dynamics · Stakeholder engagement · Climate change

1 Introduction

According toWorldEconomic Forum, “nomatterwhich country you’re in, the energy
transition is underway”. This transition is a challenge for the world and, in contrast
with other historical changes in the energy industry; this change is being driven as a
response to environmental and climate concerns. A new decarbonised energy model
is needed, and the world is running out of time.

The energy world is going through a historic change. It is moving away from
the traditional model of large-scale, carbon-intensive generation and subsequent
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transmission and distribution towards a much more complex system of low car-
bon and decentralised generation connecting to more localised energy networks.
This energy gap is expected to be filled by renewable power sources, by DC subsea
interconnection with other countries, by storage and by energy demand flexibility.

Besides these changes, there are still parts of the world that lack energy supply,
sometimes in quantity, sometimes in quality. Therefore, this energy transition could
also lead, along to technological improvements, to reduce still existing inequality.

Other chapters consider the technical, engineering and market aspects of these
changes. The purpose of this chapter is to examine what the implications of these
changes are not only for the environment and, in particular, people. It will consider
the implications on people and social dynamics in both urban and rural societies
across the globe.

Sustainable development as a concept is of overriding importance and this is
considered in Sect. 4. In the context of this chapter, the authors believe that there are
three major changes which will occur by 2030. These are:

• Scale dynamics of electricity generation;
• Increased stakeholder engagement and input; and,
• Impacts of climate change.

We are considering below what is going to happen or what we consider that is
best for the people and the environment.

Scale dynamics of electricity generation. Much has been written about the need
to change from centralised fossil-fuelled power stations to much more renewable
sources of generation in order to slow adverse climate change, for the benefit of
species, (including humans) and their habitats. A further consequential change is that
renewables often mean much more localised and smaller sources of generation. This
creates its own “micro-grids” and some communities may benefit, while others may
be left behind. Some communities may feel ownership for micro-grids and localised
sources of generation; other communities, particularly poorer communities or remote
communities, may feel disadvantaged.

On the other hand, large-scale renewable generation may also take place, for
example, large-scale offshore wind farms and solar farms in desert areas.

Increased stakeholder engagement and input. Society is becoming increasingly
more aware of environmental issues and of their ability to exercise their own rights or
have their say. Increasingly, citizens are holding politicians, corporations and other
organisations to account. Corporations and governments are trusted less than they
were, and electricity companies are not excluded from this, with citizens being more
prepared to confront organisations about the decisions they take and where they site
equipment and apparatus. The authors believe that these trends will continue into the
future. There may, however, be consequences in terms of social inequality: wealthy
and articulate communities will seek to exercise their powers, perhaps at the expense
of poorer communities. Power companies must ensure equal access to affordable
energy supply.
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Impacts of climate change. With minor exceptions, there is wide consensus
amongst the international community that climate change is one of the mayor
problems that the world must face:

• The Intergovernmental Panel on Climate Change’s 2018 special report called for
increased urgency of action and reiterated the need to attain zero GHG emissions,
in order to avert significant climate-related consequences for ecosystems, human
communities and economies.

• The last reports of the World economic Forum (in Davos) have identified climate
change as one of the major risks for the planet.

• The Paris Agreement has been broadly supported by governments. In accordance
with this, countries have set reduction targets (NDCs) with the intention to limit
global warming to 2 °C. According to the last reports, more ambition is needed
and warming should be reduced to 1.5 °C.

• Companies, cities and other actors are increasing their commitment and are also
setting reduction targets. A lot of initiatives (SBTi, We mean business, CDP,
United Nations Global compact business ambition) are being supported by the
private sector, investors and society.

The power sector has a central role to achieve emissions reduction targets. The
network of the future will make possible the transition to a decarbonised economy
but, at the same time, the network of the future must be developed with the least
impact on the environment and people

2 What Is the Future?

What future are we talking about? Is it 10 years, 20 years or 30 years ahead? This
Green Book considers the future to 2030. However, in terms of environment, we
must think and plan further ahead. Many actors (policy makers, companies, NGOs,
research organisations, etc.) are already doing this. A number of organisations are
already doing this. For example, the EU and many national governments have set
clear environmental objectives until 2030 and, as a vision beyond that, have already
established where to be by 2050; ETIP SNET,1 in its Vision 2050, supports the long-
term decarbonisation strategy of the European Union. Energy companies as well as
countries vary in their look-aheads. Environmental campaign organisations also look
beyond 2030.

According to the experts, electricity has a crucial role in the decarbonisation path;
for this reason; electricity demand in countries is expected to grow significantly by
say, 2050, driven by increased better access to energy, electrification of transport
and heating. For example, in the UK, it is predicted that there could be as many

1European Technology and Innovation Platform of Smart Networks for Energy Transition (ETIP
SNET).
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as 11 m electric vehicles (EVs) by 2030 and 36 m by 2040.2 Although it is hard
to predict peak demand in these scenarios because it depends on how much “smart
charging” takes place (such as charging at off-peak times and using vehicle-to-grid
technologies.

In terms of heat, in colder countries, a mix of low carbon heating solutions and
better thermal efficiency of buildings is likely to take place. Rising electricity prices,
or government legislation, would drive this change.

Are All Our Futures the Same?
Of course not. The only thing that is the same for every country and every company
is that the energy transition is going fast. Whether you call it climate change or use
other names, it is for sure that we all have to take the changes into account. But every
country, every company, has its own history, its own culture, its own legislation and
so on.

Also, there is not only a difference between countries, but even within countries. It
is on every scale. Renewables and new technologies have their influence in different
scales; we see large windfarms and at the same time small smart metre developments.

Public participation is also affecting the way countries and companies will deal
with the future. Social media can no longer be ignored and it will have influence on
how countries and companies will make their future plans. This also will differ from
place to place.

Therefore, for all the threemain trends (climate change, scale dynamics and public
participation), we can conclude that there is no common, same future to predict.

What Do We Want the Future to Be? How Will We Get There?
CIGRE has made a strategic plan for the (near) future. It is a general plan, not
focussed on the different isolated study committees. It gives an overview in general
how CIGRE will and can contribute to the coming years.

CIGRE wants to act in order to:

• Give access to electricity for all;
• Reduce the social and environmental impacts; and,
• Improve participation.

CIGRE has currently four strategic directions. Amongst these are environment
and sustainability and unbiased information for all stakeholders. Two of the chal-
lenges CIGRE focusses on are renewable energy sources and growing environmental
requirements.

2National Grid, Future Energy Scenarios, July 2018.
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3 Sustainable Development

In 2015, the United Nations (UN) adopted the 17 sustainable development goals
(SDGs) of the 2030 Agenda for sustainable development to ensure greater environ-
mental sustainability.

CIGRE, as the “global expert community for electric power systems”, has resolved
to support the SDGs and considered them in reference paper3 in 2018. To quote from
the paper:

Just looking at these titles it becomes clear that power systems – and thus the expertise
CIGRE contributes worldwide to well developed and managed power systems – are of
direct relevance to several of these. In analyzing our contributions to the SDGs, CIGRE’s
Technical Council identified nine SDGs for which CIGRE’s contributions are especially
relevant, and these can be grouped into the four dimensions of climate protection, efficiency,
global cooperation, and development.

The nine SDGs which are particularly relevant are set out below. In the context
of this chapter, and in dealing with the external world and environment (rather than
in CIGRE’s own organisation), some comments are made against them.

• SDG 5, “gender equality”: ensure that both genders have equal access to energy
sources. For instance, to ensure that women and young children are not disad-
vantaged in a domestic situation to other users and groups, such as commercial
interests.

• SDG 7, “affordable and clean energy”: increase the focus on ensuring universal
access to affordable, reliable andmodern energy services; on energy efficiency; on
facilitating access to clean energy research and technology, including renewable

3CIGRE Reference paper: Sustainability—At the heart of CIGRE’s Work, September 2018.
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energy, energy efficiency, and advanced and cleaner fossil-fuel technology (also
with more focus on pollutants and particulates from generation and networks);
on investment cases for energy infrastructure and clean energy technology; and
on expanding infrastructure and upgrading technology for supplying modern and
sustainable energy services for all in developing countries.

• SDG 9: “industry, innovation and infrastructure”: enhance technological and
technical support to lesser-developed countries.

• SDG 11: “sustainable cities and communities”: increase attention on sustain-
able and resilient buildings utilising local raw materials; to protecting and safe-
guarding the world’s cultural and natural heritage; and to reducing the adverse
per capita environmental impact of cities, including by paying special attention
to air quality, and municipal and other waste management.

• SDG 12: “responsible consumption and production”: promote public procure-
ment practices that are sustainable, in accordance with national policies and pri-
orities, and encourage companies, especially large and transnational companies,
to adopt sustainable practices and to integrate sustainability information into their
reporting cycle. Improve CIGRE’s publication practices to contribute to people
everywhere having the relevant information and awareness for sustainable devel-
opment and lifestyles in harmonywith nature, and to support developing countries
to strengthen their scientific and technological development to move towards
more sustainable patterns of consumption and production. Address inefficient
fossil-fuel subsidies that encourage wasteful consumption.

• SDG 13: “climate action”: Address resilience and adaptive capacity to climate-
related hazards and natural disasters on all continents, and the integration of
climate change measures into national policies, strategies and planning. CIGRE’s
work should systematically bear in mind the need to improve education, human
awareness and institutional capacity on climate change mitigation, adaptation,
impact reduction and early warning signs.

• SDG 14: “life below water”: especially for connecting offshorewindfarms, wave
and subsea turbines.

• SDG 15: “life on land”: although this topic is most frequently covered CIGRE
needs to ensure that this topic remains a priority.

• SDG 17: “partnerships for the goals”: Multi-stakeholder partnerships that
mobilise and share knowledge, expertise, technology and financial resources can
also be used to support the achievements of the sustainable development goals
in all countries while encouraging and promoting effective public, public-private
and civil society partnerships, building on the experience and resourcing strategies
of partnerships.
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4 Scale Dynamics of Electricity Generation

As mentioned before, the environmental aspects of the future are hard to predict.
One of the reasons for this is the scale dynamics of our sector.

To balance our grids and combined with more market-driven business operations,
we see the need for grid expansion. Also interconnections will grow, even as sea
cables. So the scale of our work will be bigger and more international. On the other
hand, the introduction of renewables, especially on smaller scale, will force our
business to invent local solutions for balancing the grid.

Both sides, scale enlargement and scale reduction, are taking place at the same
time. This is a quite recent development. New techniques are being developed, TSOs
andDSOs have to workmore closely together, the need for storage is increasing, con-
sumers will become producers, local communities will have state of-grid solutions.
All of these developments have just started.

There is an increasing tendency that generation of energy will take place within
urban areas—this is micro and distributed generation. Urban aspects will probably
be much more related to the generation and transmission/distribution of energy than
has been seen in the past. So, in the future maybe we will have to discuss energy
and urban aspects more closely than today, such as access to energy, urban mobility,
housing. The generation of energy and aspects related to it will be part of the “urban
landscape and culture”.

The main task of SC C3 is to study the environmental effects of the above-
mentioned developments, but because these developments are very recent, we have
not an overview of the environmental and sustainable effects of them.

What we can predict is that the work of SC C3 will increase, to find out what the
environmental effects of all these developments are. SC C3 is already preparing for
this yet unknown future, by releasing its new strategic plan and more specifically by
the new preferential subject for the Paris 2020 session (how to deal with the negative
impacts of energy transition).

5 Increased Stakeholder Engagement and Input

Recent years have witnessed a growing voice within communities to be heard and to
seek to influence decisions and practices of large organisations. This growing voice
fitswithin the concept of sustainable development. The responsibilities of sustainable
development strengthen the need for organisations to engage with stakeholders to
deliver specific objectives, as well as to meet more extensive social, environmental
and economic challenges. Stakeholder engagement is therefore fundamental to an
organisation’s performance, and to its understanding of what sustainability means.
Without stakeholder engagement, it is very unlikely that an organisation or company
will succeed in today’s or tomorrow’s world.
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Although there is universal acceptance of the benefits of electricity, by its very
nature (with its sites of generation, means of transmission and distribution, the devel-
opment of newpoints of generation,whether they be large nuclear, gas-fired or hydro-
power stations, and their associated networks), electricity can have an impact on
individuals, communities, the natural environment, landscape and cultural heritage.
This will occur during construction and operation.

Consultation generally means finding ways to involve stakeholders in some of
what the electricity organisation does. This process is as much about understanding
opportunities as it is about preventing conflict and mitigating risk.

TB 548 summarises a survey of electricity organisations worldwide on their atti-
tudes to and experiences of stakeholder engagement, particularly in relation to the
development of electricity construction projects, within the context of sustainable
development. The report analyses the results of the survey and draws conclusions
based also on the experiences and knowledge of the individual members of the
working group. A number of case studies are also presented in the report.

The conclusions from TB 548 were as follows:

• The relationship between organisation and stakeholder is primarily driven by
legal and regulatory obligations; however, the results of the survey show that the
level of voluntary stakeholder engagement is increasing. More and more compa-
nies recognise that good stakeholder engagement is a prerequisite for good risk
management.

• The survey found that stakeholder engagement policies are less common than
environmental policies in electricity organisations. Legal obligations, reputation,
values and ethical issues are the main drivers for stakeholder consultation. While
formal environmental statements, major projects and legal requirements are key
prompts for stakeholder consultation, policy development is not.

• Electricity organisations report that stakeholders are most concerned about nature
conservation, visual impact and EMF/health issues.

• Although many companies choose to carry out consultation significantly beyond
the minimum level required, there is no global common practice evident in iden-
tifying stakeholders. There was no single existing standard strategy amongst
electricity organisations relating to stakeholder engagement.

• While a flexible approach to stakeholder engagement is beneficial, there is a
global need for a standard set of principles for communication, consultation and
engagement.

The working group produced a set of eight key principles for stakeholder engage-
ment in the electricity sector. It is recommended that these be taken forward for
CIGRE members.

These eight key principles apply equally to a world of more decentralised gen-
eration and more local energy networks. The authors believe that citizens’ rights
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and powers will only increase, making these principles just as important for small
localised projects as large ones. The eight key principles are as follows.

Key Principles for Stakeholder Engagement4

1. Approach to stakeholder engagement

The approach to stakeholder engagement should be fundamentally consistent for
all of a company’s construction projects. This approach could be flexible, varying
according to the scale and type of the project, but should still be consistent. Con-
sistency should occur across stakeholder groups and localities. The aim must be to
establish trust amongst stakeholders.

2. Project Scoping (proportional approach)

The value from engagement should be optimised by scoping the requirements for
the project. Be clear about the real constraints of the project—what engagement
and communication can assist with, and what is out of scope. Be aware of what
project phases are to be the subject of engagement. A lot of effort and resource on
engagement at the margins of a project may realise limited additional benefit. It
may also be beneficial to engage key stakeholders (particularly those representing
different community interests) at the start of a project to establish their views on what
they would consider to be a “proportionate approach”.

3. Stakeholder Identification (identify and understand your stakeholders)

Establish a consistent approach to mapping stakeholders and understanding their
likely viewpoints, needs and expectations from engagement, and the potential value
that could be realised from engaging them. There should be a clear commitment to
community engagement at a local level. It is also important to define the “voiceless”
or “hard to reach” stakeholders such as those with mobility difficulties, sight or
hearing loss, literacy difficulties, alternative language requirements, etc.; or people
too busy to engage with traditional consultation methods. Identify and target these
groups specifically.

4. Start engagement early

Early engagement in a scopedmanner will help to build project awareness and under-
standing, so helping to reduce the risk of “surprise” later. Engage key stakeholders
early in the scoping phase to enable them to contribute to the development of effec-
tive solutions. They may have information and views that will be of benefit to the
proposal, and securing their endorsement for an approach to stakeholder engage-
ment, and for securing data will be of considerable value. Stakeholders must have
the opportunity to comment and influence at the formative stage. Be clear about the
stage of the project when engaging: stakeholders should not expect all project details
to be available at the early stages, and should appreciate that they are being involved
in formative stages.

4CIGRE TB 548, pp. 67–68.
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5. Targeted mix of consultation/engagement methods

A combination of methods for stakeholder engagement should be considered and
chosen depending on the stage of the project, the stakeholder groups involved and
their individual concerns, needs and priorities. Methods should be tailored to the
required output, such as awareness building, gaining understanding, inviting com-
ments, or enabling constructive debate. Methods could include provision of infor-
mation through news media; published information sheets or leaflets; exhibitions;
websites; online questionnaires; discussion events; workshops, perhaps indepen-
dently facilitated; community panels, etc. Dedicated community liaison and engage-
ment staff could be utilised. Regular engagement with key stakeholders will enable
relationships to be developed and maintained.

6. Create an open and transparent process

It is important to manage the expectations of stakeholders by clearly stating the
objectives and scope of the engagement from the outset. Some aspects of a project
will be “out of scope” for consultation, such as legislative or regulatory obligations;
however, it should be recognised that there may be different ways of satisfying
these obligations. Similarly, timescales should be clearly defined at the outset. The
engagement or project process should be openly publicised, and be clear, so that as
many obstacles to engagement are removed as possible. Project information should
be tailored for audiences in format and style, for example, non-technical material or
specialist, detailed material.

7. Provide feedback to stakeholders (monitor and evaluate)

It is important that stakeholders can see how their comments have been taken into
consideration. Feedbackmechanisms should be developed to demonstrate how views
have been considered and addressed. This is not necessarily a simple task for complex
or controversial projects where large numbers of comments may be received. It is
important to demonstrate not only that engagement has taken place, but that it has
been an effective part of the process. It is important to be clear about how views
are reflected in, or used to influence, subsequent decisions, processes and plans.
When comments have been considered but the proposals have not changed, it is
good practice to explain why not.

8. Engagement should be proactive and meaningful

Stakeholder engagement should be appropriate for the purpose and the target audi-
ence and should be proactive and meaningful. Stakeholders should generally be
involved at project stages where they are able to influence an outcome or deci-
sion. The approach to the engagement of citizen communities should be proactive,
accessible and inclusive.
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6 Impacts of Climate Change

As already said, fighting against climate change have become one of the most impor-
tant drivers to define energy strategies. Moving towards a decarbonised economy is
a goal for the international community.

The energy sector has a decisive role in climate change mitigation: a transition
from carbon-intensive energy to renewable energy is essential to achieve emission
reduction goals.

In this context, we must be aware that, despite new developments (renewable,
submarine cable, distribute generation, storage) are needed to reach this transition,
they can also involve some environmental effects that must be addressed.

A lot of work must be done regarding environmental impacts. Examples of some
of these impacts are:

• What are the effects on biodiversity from solar parks?
• How many bird collisions will occur in onshore and offshore windfarms and will

these affect viability of species?
• What developments will occur in the coming years concerning electricity storage

and what will be the environmental effects of it? (i.e. impact of batteries)
• What will be the impact of sector coupling on environment, landscape and nature?
• What about the use of hydrogen in the coming years?

On the other hand, there are several studies from the scientific community regard-
ing the potential effects from the increase of temperature: severe weather incidents,
flood risk, coastal change, increased arid areas, water supply, biodiversity changes
and landscape changes, increase of diseases….

The environmental and social impactswill be different depending on the resilience
of each country and people to receive these impacts.

For this reason, it is also necessary to work on adaptation to climate change. We
must be prepared for the impacts that cannot be avoided.Working to adapt electricity
industry to the new conditions and to reduce the climate change effects on society
(people) is a big challenge and we must start working now to be able to face the
future problems.

7 Conclusions

The energyworld is going through a historic change, mainly led by the need to reduce
emissions and fight against climate change. It is moving away from the traditional
model of large-scale, carbon-intensive generation and subsequent transmission and
distribution towards a much more complex system of low carbon and decentralised
generation connecting to more localised energy networks.

Society is becoming increasinglymore aware of environmental issues and of exer-
cising their own rights. Increasingly citizens are holding politicians, corporations and
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other organisations to account. Corporations and governments are trusted less than
they were, and electricity companies are not excluded from this, with citizens being
more prepared to confront organisations about the decisions they take andwhere they
site equipment and apparatus. At the same time, it is important that governments and
electricity companies ensure that disadvantaged and minority communities have full
access to electricity. The authors believe that these trends will continue into the
future.

8 Glossary

European Network of Transmission System Operators-Electricity (ENTSO-E)
An association of European electricity TSOs established by the EU which aims at
further liberalising electricity markets in the EU

European Technology and Innovation Platform for Smart Networks for the
Energy Transition (ETIP) Set up under the EU Horizon 2020 programme

EU European Union
Electric Vehicle (EV) Vehicle driven by electric motor
TSO Transmission System Operators
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Abbreviations

5G Fifth generation (cellular frequency band)
AEMO Australian Energy Market Operator
CFL Compact fluorescent lamps
CG Cloud-to-ground discharges
DE Flash/stroke detection efficiency
DER Distributed energy resources
DSO Distribution system operator
EGM Electro-geometric model
EHV Extra high voltage
EM Electromagnetic
EMC Electromagnetic compatibility
EMI Electromagnetic interference
EMT Electromagnetic transient
EUE Equivalent unserved energy
EV Electric vehicle
FACTS Flexible AC transmission systems
FFR Fast frequency reserves
HVAC High-voltage alternating current
HVDC High-voltage direct current
GIL Gas-insulated line
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GIS Gas-insulated substation
GMD Geomagnetic disturbance
IC Intracloud discharges
IGE Induction generator effect
IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers
IoT Internet of things
LA Location accuracy
LED Light-emitting diode
LISN Line impedance stabilisation networks
LLS Lightning locating systems
LOLE Loss of load expectation
LSA Line surge arrester
LTE Long-term evolution
LV Low voltage
MOA Metallic oxide arrester
MV Medium voltage
NEM National Electricity Market
NSG Ground strike point density
OHL Overhead line
PE Power electronics
PLC Power line carrier
PLL Phase-locked loop
PMU Phasor measurement unit
PQ Power quality
PSS Power system stabiliser
PV Photovoltaic
RES Renewable energy sources
ROCOF Rate of change of frequency
RC-VD Resistive capacitive voltage divider
RTS Real-time simulator
RVC Rapid voltage changes
STATCOM Static compensator
SVC Static VAR compensator
SSCI Sub-synchronous control interaction
SSO Sub-synchronous oscillations
SSR Sub-synchronous resonance
SSTI Sub-synchronous torsional interaction
TOV Temporary overvoltage
TRV Transient recovery voltage
TSO Transmission system operator
UFLS Under-frequency load shedding
UPS Uninterruptable power supply
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VFTO Very fast transient overvoltages
VSC Voltage source converter
VT Voltage transformer

1 Introduction

Power system technical performance issues involve the development and review
of methods and tools for analysis with specific reference to dynamic and transient
conditions and to the interaction between the power system and its apparatus/sub-
systems, between the power system and external causes of stress and between the
power system and other installations.

The time frame of phenomena that fallwithin power system technical performance
range from nanoseconds to hours, which includes everything from lightning, switch-
ing, power quality (PQ), electromagnetic compatibility and electromagnetic interfer-
ence (EMC/EMI) and insulation co-ordination to power system stability, modelling
and long-term system dynamics. Figure 1 shows the range of phenomena along with
their time frame that fall within the remit of power system technical performance.

To better investigate these activities, the following five broad topics of interest are
defined:
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Fig. 1 Time frame of various system phenomena of interest in power system studies
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• Electromagnetic compatibility and interference (EMC/EMI)
• Power quality (PQ)
• Insulation co-ordination
• Lightning
• Power system dynamics.

The common theme among the above broad topics is the investigation and devel-
opment of new tools, models, analysis methods and techniques for the assessment
of such phenomena. The need for models ranges from the equipment level to the
system level, with the focus being on modelling for analysing the system and equip-
ment interaction. Measurement set-ups, techniques and their use in terms of vali-
dating the complex simulation models all form parts of the modelling effort. The
broad list provided above also relates to the emerging smart grid, micro-grid and dis-
tributed and renewable energy resource technologies (such as wind and solar), with
emphasis concerning PQ and advanced tools for the analysis of electromagnetic and
electromechanical transients and dynamic performance.

2 EMC/EMI

2.1 EMC/EMI and Their Importance in Electricity Supply
Systems of the Future

EMC refers to whether equipment, when exposed to external disturbances in its
environment, can still perform its function to an acceptable degree. Equally, EMC is
where equipment does not generate disturbances in its environment that can prevent
adjacent equipment from performing its function to an acceptable degree.

For external disturbances that are continuous, such as low levels of supply voltage
distortion, these disturbances must have a minimal effect on the functional perfor-
mance of the equipment. For external disturbances that are of very short duration and
rare (surges), a temporary effect on the equipment functional performance is accept-
able provided the equipment after the disturbance continues with normal operation.
For external disturbances that are temporary, severe and rare (voltage dips and inter-
ruptions) shutdownby the equipment or external intervention to continuewith normal
operation is acceptable.

EMC can be achieved by totally blocking the emissions from sources of distur-
bances or by designing equipment to be totally immune to all disturbances. However,
these approaches are not practical, so a compromise is reached—emissions are lim-
ited to a reasonably low degree for sources of disturbances and equipment exposed
to these disturbances is designed with a reasonably high degree of immunity.

The following subsections focus on high-frequency conducted voltage distur-
bances and high-frequency radiated electromagnetic disturbances. Low-frequency
conducted disturbances are covered under PQ in the next section.
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2.2 State of the Art

Product and generic standards are compiled specifying emission limits and immu-
nity requirements for different types of equipment operating in different environ-
ments. The IEC 61000-6-5 [1] generic standard has successfully addressed the EMC
immunity requirements for the equipment used in the power station and substation
environments.

2.3 Aspects Influencing EMC/EMI

The two aspects influencing EMC/EMI are the levels of emission in an environment
(of both high-frequency conducted voltage disturbances and high-frequency radiated
electromagnetic disturbances) and the level of immunity of the equipment operating
in that environment (to both high-frequency conducted voltage disturbances and
high-frequency radiated electromagnetic disturbances).

The levels of high-frequency disturbances in an environment can be reduced by
filtering (conducted voltage disturbances) or by screening (radiated electromagnetic
disturbances). The level of immunity of equipment can be increased using the same
techniques—filtering and screening.

Equipment can also be made more immune to high-frequency conducted voltage
disturbances by operating the equipment off its own supply. Increased separation
from the sources of high-frequency radiated electromagnetic disturbances can also
be used to increase the immunity of equipment to these high-frequency radiated
electromagnetic disturbances.

2.4 Potential Future Impacts

A major source of high-frequency disturbances in the future grid will be converters
consisting of circuits that use power semiconductor devices to convert power in some
form (e.g. DC voltages and DC currents from solar panels) to another form (e.g. AC
currents flowing against AC grid voltages for exporting power back into the AC grid).

In order to achieve low carbon emission levels, electric vehicles (EVs)will replace
fossil-fuelled road vehicles in the near future. These EVs will require charging and
the battery chargers will be grid-connected converters conducting high-frequency
voltage disturbances back into the AC grid and radiating high-frequency electro-
magnetic disturbances near the converter. The EVs themselves will contain variable
speed drives which will be a source of high-frequency radiated electromagnetic
disturbances. Photovoltaic (PV) panels as renewable energy sources export power
through grid-connected converters that conduct high-frequency voltage disturbances
back into the AC grid and radiate high-frequency electromagnetic disturbances near
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the converter. The same can be said for renewable energy sources (RES) consisting
of variable speed wind turbines. In the case of PV, there is an extensive network of
DC cables connecting the PV panels to the grid-connected converters, and these are
a new source of high-frequency conducted voltage disturbances and high-frequency
radiated electromagnetic disturbances.

On the load side, many motors will be controlled by grid-connected converters to
achieve increased energy efficiency. Similarly, the next-generation lighting (compact
fluorescent lamps (CFLs) and light-emitting diodes (LEDs)) are being fed off grid-
connected converters. At the utility level, there are very large (up to thousands of
MW) grid-connected converters to improve the operation of the power system such as
high-voltage direct current (HVDC) schemes and static compensators (STATCOMs).

In future,with the introduction of the smart grid requiring communication between
devices, there will be greater use of power line carrier (PLC) and the Internet of
Things (IoT). IoT sources are beginning to transmit in the fifth generation (5G)
cellular frequency band which extends to 86 GHz—equipment in the vicinity will
have to have the appropriate immunity.

Additional developments include the trend to switch converters at higher frequen-
cies to reduce the size of the filter components and to switch the power semiconductor
devices faster (shorter turn-on and turn-off times) to reduce the power semiconductor
device switching losses. Both raise the frequencies of the conducted voltage distur-
bances and the radiated electromagnetic disturbances. A modern converter hall of an
HVDC scheme is shown in Fig. 2.

Fig. 2 Converter hall
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2.5 Future Analysis Requirements in EMC/EMI

On the product side, product standards are compiled specifying emission limits
and immunity requirements for different types of grid-connected converters (both
generation-side and user-side) [see IEC 62920 [2] for the converters used in PV
systems, IEC 61800-3 [3] for the converters used in variable speed drives and IEC
62040-2 [4] for the converters used in uninterruptible power supplies (UPSs)].

Most product and generic standards do not cover the conducted voltage distur-
bance immunity medium-frequency range from 2 to 150 kHz since it was previously
thought that testing only above 150 kHz was required to cover the voltages induced
in cable connections by external radio transmitters.

This situation has now changed with grid-connected converters switching at kHz
frequencies and generating conducted voltage disturbances in the 2–150 kHz range.
Immunity requirements in this frequency rangemust be covered by future product and
generic standards. Therefore, from the emission viewpoint, to avoid interferencewith
radio transmission, conducted voltage disturbance (emission) limits in the frequency
range 2–150 kHz will need to be covered by future product and generic standards.

With the introduction of 5G cellular transmission, immunity requirements will
have to be extended to 86 GHz (note that IEC 62920 [2] tests up to 6.4 GHz—the
upper limit of the long-term evolution (LTE) cellular frequency band).

While the product standards usually specify emission limits for individual con-
verters, the emission where there are multiple converters remains unknown. There
may therefore be a trend towards more in-situ measurements (see IEC 61800-3 [3]
where this is specified—but only for large variable speed drives).

Furthermore, with the trend towards cost-reflective tariffs, generators and users
may be financially penalised for the disturbances they generate. There may also be
an increased use of filter circuits to control voltage disturbance levels.

2.6 Research and Development Needs

Research is required into the immunity of equipment to high-frequency radiated elec-
tromagnetic fields up to 86 GHz, the immunity of equipment to medium-frequency
conducted voltage disturbances (from 2 to 150 kHz), the immunity testing using
voltage waveforms actually found in practice (rather than immunity testing at sin-
gle frequencies) and the general effect of high-frequency conducted voltage distur-
bances and high-frequency radiated electromagnetic disturbances on non-converter
equipment.

From the emission point of view, research is required into converter emission
behaviour up to 86 GHz.

Where mitigation involves filtering, research is required into improved methods
of filter design (especially where adjacent filters are present) as well as filters that
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maintain their filtering behaviour up to very high frequencies (many do not because
of parasitic inductances and capacitances).

Knowledge of the grid impedance at very high frequencies including grid res-
onances will allow the design of improved line impedance stabilisation networks
(LISNs) used for conducted voltage disturbance emission testing.

Research is required into the interaction of multiple sources of conducted volt-
age disturbances and the interaction of multiple sources of radiated electromagnetic
disturbances.

Next-generation converters would include resonance-responsive converters (con-
verters that change their switching frequencies to avoid exciting grid resonances),
PLC-responsive converters (converters that change their switching frequencies to
avoid interferencewith PLC), co-ordinated operation ofmultiple converters to reduce
emissions and converter switching strategies that do not produce high-amplitude
high-frequency spectral lines (spread-spectrum switching strategies).

3 Power Quality

3.1 Power Quality and Its Importance in Electricity Supply
Systems of the Future

PQ concerns the range of voltage disturbances on electricity networks that can
interfere with the intended operation of systems and equipment connected to those
networks. Disturbances may originate in the generation, operation of other cus-
tomers’ equipment, utility operation or atmospheric events or even from within the
affected installation itself. Disturbances of interest include frequency, voltagemagni-
tude (long-term voltage, dips/sags, swells and interruptions, voltage unbalance, volt-
age fluctuations) and voltage wave shape (harmonics including DC, subharmonics,
interharmonics, supraharmonics, transients) [5, 6].

PQ is of increasing interest and importance due to several factors:

• Growing use of power electronics (PE) and digital control systems in power sys-
tems and customer equipment and installations leading to increased PQ immunity
requirements;

• Increased instances in the management of voltage distortion with the growing use
of PE in power systems and customer equipment;

• Increase in voltage distortion due to the use of power electronic systems associated
with renewable energy, especially when connected at remote locations where the
system strength [7] is already low; and

• Modification of existing harmonics due to frequency shift of resonances with the
increased use of power factor correction capacitors and underground cables.

Furthermore, a precise description of the supply characteristics given in standards
and utility codes and increasing emphasis of this by regulators give customers greater
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expectations. This has become more significant because of the availability of inex-
pensive monitoring allowing customers to check the quality of their supply against
utility objectives.

3.2 State of the Art

The management of PQ originally has been reactive, with individual customer com-
plaints being addressed as they arose. Later, as the specification of PQ became more
precise, benefits were seen inmore proactive approaches [8, 9], with themanagement
of PQ as an integral part of the planning, operation and maintenance of the power
system. Financial losses associated with PQ problems are a further justification to
pay attention to such efforts [10]. At present, some countries are still at the reac-
tive stage, but the great majority are engaged in making the transition to a proactive
approach. This involves adherence to standards, and long-term PQ monitoring of a
sample of sites to feed back into the PQ management process [11, 12].

The key guides to PQmanagement are PQ standards, with major influences being
the IEC and IEEE. There are other regional or national codes, for example, UK, Ger-
many and Australia, but these are mainly based on the IEC and IEEE documents and
aim to address specific regional or national variations and issues. The basic approach
in the IEC documents is compatibility between disturbance levels on the network and
equipment immunity so that all equipment can operate within their electrical envi-
ronment, including interaction with each other, and the inevitable effects of planned
operations and unexpected incidents happening within the network. Compatibil-
ity levels are the boundaries between acceptable network emissions and equipment
immunity. They are chosen to minimise the cost of EMC to the community: too
high a value leads to expensive equipment immunity costs; too low a value leads to
expensive mitigation costs.

IEC PQ standards/documents can be roughly divided into five types:

(a) Specification of compatibility levels,
(b) Specification of equipment immunity requirements and immunity requirement

test methods,
(c) Specification of equipment emission limits (usually at LV),
(d) Principles for determining the allocation of disturbance allowance to different

MV-HV-EHV customers (there is also a trend to allocation of disturbance limits
to larger LV installations),

(e) Specification of monitoring and statistical indices for different PQ disturbances.

There are some difficultieswith IEC standards/documents, andmany utilities have
difficulties in using them. These difficulties include:

• Choice of compatibility levels—these are sometimes not rigorously determined
but are based on values known to have been acceptable in the past. The immunity
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level of equipment is sometimes not known well with the possibility of an unnec-
essarily large margin between planning levels and equipment immunity level.
The effect of supraharmonics and voltage fluctuations on CFLs and LED lighting
systems need further investigation.

• Allowance for the disturbance impact of renewable generation because of the
uncertainty in its future installed level and the emission characteristics of different
generation technologies.

• Some analysis methods depend on assumptions which need to be re-examined,
e.g. allowance for diversity, transfer coefficients between different voltage levels
and efficientmethods for allowing for numerous scenarios inmeshed transmission
system-related calculations.

• In determining customer allowances, there is an implicit assumption that the power
system under study is evolving to awell-known final state. This ignores that power
systems are continually evolving, with substations and transmission lines being
upgraded as demand increases.

There could also be an increase in DC distribution networks which would come
with their own PQ issues.

3.3 Aspects Influencing Power Quality

The global trends on the integration of RES to existing power systems through power
electronic converters can be expected to continue [13, 14]. Increasing capacities and
the number of such power electronic converters, both at transmission, distribution and
in micro-grid environments are already evident. The majority of the large capacity
wind and solar energy generating systems are connected at remote and offshore
locations, and this trend can be expected to continue into the future [15, 16]. At
the same time, HVDC transmission systems that are power electronic converter
based will also continue to grow [15]. There is evidence to the effect that the power
electronic-based variable speed options will take prominence in large pump storage
schemes in new capacity developments [17].

The increased dispersion of RES at the distribution level, e.g. domestic PV and
energy storage systems, all of which depend on power electronic interfaces can be
expected to grow.At the utilisation level, trends in the use of power electronic systems
can be expected to continue to grow, e.g. EVs, small and large devices including
variable speed drives, active power filters, energy-saving devices including lighting
systems and consumer electronics [6, 18].

In summary, future power systems will have a strong dependency on power elec-
tronic interfaces and can be expected to transform into systems that demonstrate an
increasing complexity ‘both in terms of technical performance and system operabil-
ity’ [15] where PQwill become increasingly important compared to that of electricity
systems of the past.
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3.4 Potential Future Impacts

In electricity supply systems of the future with increased penetration levels of power
electronic converters, it is vital to pay attention to ensure that the connected equipment
continues to operate without being disturbed and does not experience accelerated
ageing.

Large-scale power electronic systems associated with wind and solar farms may
be of the voltage source converter (VSC) type and their high-power semiconductor
devices are switched at a relatively low frequency such as around 3 kHz as illustrated
in Fig. 3.

Governed by the modulation strategies adopted, inherent non-ideal nature of the
switching of the semiconductor devices, component sizing and the controller struc-
tures used, these converters tend to inject a full spectrum of low- and high-order
harmonic currents into the connected grid, and hence, low-order harmonic voltage

Fig. 3 Example harmonic currents and switching frequency. Image courtesy of Fraunhofer Institute
for Solar Energy Systems, ISE
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distortion levels at the point of common coupling can increase, especially at locations
where the system strength [7] is low. The high-order harmonic distortion levels are
influenced strongly by local network resonances. Harmonic resonance issues within
wind and solar farms can become problematic as the collector systems of such farms
are based on underground cables. Such harmonic resonance issues have already been
reported in relation to offshore wind farms which employ considerable lengths of
cables [19].

At the transmission level,with the proliferation of large-scale PE-based generation
there is an imminent threat to system strength [20, 21] due to the replacement of con-
ventional synchronous generators. This reduction in system strength can impact on a
range of power system operational issues including PQ. In general, the associated PQ
problems canmanifest into generating system instability issues especially under con-
tingency conditions. For example, power electronic-based generating systems, while
requiring a minimum system strength for their normal operation, can have their con-
trol systems affected by network harmonic voltages leading to undue interactions
between the control systems of such generating systems. These ‘harmonic instabil-
ity’ concerns (traditionally associated with line commutated converters in HVDC
systems [22]) can become more prevalent in future electricity networks, and hence,
necessary assessment needs to be undertaken [21]. At the same time, step voltage
changes, commonly identified as rapid voltage changes (RVCs) that are associated
with network switching operations which violate acceptable limits have the potential
to trigger system instability.

Generators with power electronic grid interfaces that inject active and reactive
power into the grid usually behave as positive-sequence sources. Considering the
remote locations of such generators connected to long un-transposed transmission
lines, negative-sequence voltages at remote ends can develop due to line asymme-
try, thus requiring voltage unbalance mitigation at strategic locations such as using
dedicated STATCOMs.

Voltage fluctuations which arise as a result of the intermittency or variations of
wind and solar generating systems can be expected and these can be managed using
dynamic reactive power sources (e.g. STATCOMs).

With the proliferation of rooftop solar PV inverter systems in LV networks, one
of the major concerns is the management of the steady-state voltage [23, 24], which
often leads to inverter shutdown. Network operators around the world are quite active
in this regard developing a number of voltage management strategies, including the
use of smart inverters [25].

Considerable interest has already been shown in high frequencies beyond the
traditional 2 kHz limit, often referred to as ‘supraharmonics’ [6]. As is evident from
Fig. 4 [26], these frequencies are quite prominent with domestic solar PV inverters
[26] as they switch at relatively higher frequencies compared to larger inverters. It
is unlikely that these harmonics will propagate significant distances since they are
absorbed by adjacent customer equipment in LV systems. The level of impact on the
connected equipment is yet to be quantified. Preliminary studies tend to indicate extra
heating and possible lifetime reduction in components such as electrolytic capacitors
that are an integral part of switch-mode power supplies [27].
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Fig. 4 First emission band of a domestic solar inverter [26]

3.5 Future Analysis Requirements

Proactive PQ management is based on three main activities:

a. Understanding the requirements of relevant standards and embedding appropriate
practices into power system planning, operation and maintenance

b. Long-term PQ monitoring to understand system PQ performance at an appropri-
ate range of sites at all voltage levels

c. Using results from (b) and from analysis of network incidents and individual
customer complaints to improve PQ management practices.

PQ standards need development to allow them to deal with future grid evolution
and hence:

• Standards and guidelines need to be developed for PQ disturbance types not
yet allowed for, such as supraharmonics and transients [5, 6].

• Standards will need to be introduced regarding the performance of inverters used
with renewable generation [23], possibly using IEEE 1547 as a guide [25].

• Some existing PQ standards will need to be improved—e.g. harmonic standards
will need to allow for an allocation to power electronic-based generation in terms
of the particular disturbances they generate and the uncertainty of their future
installed capacity.

PQ monitoring will need to be further developed to give a more comprehensive
view of all relevant PQ disturbances. This will require the development of new
sensors such as high-frequency voltage transducers to give useful measurements
of supraharmonics [6]. Better methods of top-down reporting will be required to
simplify the interpretation of large amounts of data that this surveying will generate.

New issues can be expected to arise in planning and operation which will need to
be adapted tomeeting PQ requirements. For example, in LV networks voltage control
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will be impacted by distributed generation and there may be voltage unbalance issues
due to single-phase PV generation units and single-phase electric vehicle charging
[6]. Advanced distribution automation and the growth of micro-grids may be a useful
tool to improve reliability and PQ [6]. The use of more extensive cable systems will
impact on the management of harmonics [6].

There will be a need for greater information sharing both between different
electricity supply organisations and also within the organisation [28]. A particu-
lar issue is the sharing between transmission and distribution companies since large
renewable generation (solar and wind farms) is often connected near the transmis-
sion/distribution interface. It is important that all relevant organisations follow the
same practices, and this may require more credible enforcement by regulators [28].

A particular case of information sharing occurs between utilities and customers.
Customers are largely unaware of PQ issues until there is a problem. There is an
obligation on utilities to prepare appropriate factsheets giving essential PQ informa-
tion to customers so that many PQ problems can be addressed at the plant design
stage, for example, by the specification of appropriate emission limits and immunity
requirement levels for equipment.

3.6 Research, Education and Development Needs

A range of aspects can be considered with regard to research:

• The adequacy of existing PQ equipment standards could be explored further.
• The immunity of equipment in general to some types of PQ disturbances which

have come to prominence recently, such as interharmonics, DC components,
subharmonics and supraharmonics, needs to be better understood.

• New inverter designs (topologies and control) need to be examined to see if they
comply with existing EMC/PQ standards.

• The appropriate management of supraharmonics.
• Electromagnetic transient (EMT) models need development which can represent

the harmonic emission and network resonance behaviour of power electronic-
based generating systems. System assessment studies involving harmonic insta-
bility and resonance studies will need to be facilitated using such high-fidelity
models where root mean square (RMS) models are insufficient.

• The term ‘PQ data analytics’ has been coined for the effective use of high-volume
PQ monitoring data [29]. This study has the aim, among others, of identifying
the root cause of PQ problems, determining levels at unmonitored sites by state
estimation techniques and determining the condition of equipment which might
be approaching the end of life where this results in increasing PQ effects.

In terms of training and education, the following are areas where effort could be
placed:
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• Many of the topics considered above are too detailed for incorporation into already
crowded undergraduate degree programs. It would be more effective to have
undergraduates with a solid traditional power engineering education with elec-
tives in supporting areas such as power systems, PE, data analytics and digital
signal processing, for example, who are equipped with a suitable background to
work in areas related to PQ.

• Engineers employed in the electricity industry can expect to meet a wide range of
new problems when they move into the area of PQ since the topic encompasses
the whole of the power system and the operation of customer equipment. Growth
in the number of continuing education courses to meet the needs of the apprentice
PQ engineer will be desirable.

4 Insulation Co-ordination

4.1 Insulation Co-ordination and Its Importance
in Electricity Supply Systems of the Future

Insulation co-ordination can be defined as the ‘selection of the dielectric strength of
equipment in relation to the operating overvoltages which can appear on the system
for which the equipment is intended and taking into account the service environment
and the characteristics of the available preventing and protection devices’ [30].

The origins of voltage stresses are various with the most common ones being
lightning, switching, fault or load rejection. Those associated with lightning are
described in the next section, while this section focuses on on-site transient mea-
surements and insulation co-ordination in connection with network undergrounding
at the transmission level, UHVAC lines and the impact of dispersed generation (espe-
cially large PE-connected generation facilities), which requires further research and
development.

The installation of underground and submarine cables at the transmission level
has seen a steady increase in the last decade. This tendency is expected to continue
due to the need for network reinforcement and transfer of renewable energy. Added
to this is growing public opposition to the installation of overhead lines (OHLs) due
to visual and environmental concerns. Switching and lightning overvoltage charac-
teristics and propagation are different for cables compared to OHLs. For comparison
purposes, Fig. 5 shows the voltage traces at the open ends of a 10-km cable and OHL,
for single-pole energisation at peak voltage at 0.105 s. The propagation speeds are
approximately 300 m/µs and 190 m/µs for the OHL and cable, respectively. The
small oscillations in the cable voltage are caused by the intersheath mode, which has
a propagation speed of 75 m/µs. This necessitates detailed simulation studies using
electromagnetic transient programs with validated and detailed models of under-
ground/submarine cables. The larger capacitance of the cables when compared with
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Fig. 5 Voltage waveform propagation comparison between a cable and an OHL

OHLs also leads to resonance frequencies lower than usual, leading to a large over-
voltage if these resonances are excited by a transient phenomenon (e.g. transformer
energisation). As a result, proper insulation co-ordination when installing new cables
or new lines in areas with a substantial number of existing cables is of utmost impor-
tance. It may become a more common task in future, as the number and length of
cables to be installed continue to increase.

Currently, UHVAC lines are limited to China, Japan and countries that were once
part of the Soviet Union. The advantages/disadvantages of these lines are a topic
of discussion and future tendencies regarding their expansion and further voltage
increases are not currently clear. For insulation co-ordination, the lower insulation
margins and scarce experience lead to very detailed custom studies. As the number
of installations and associated operational experience increases, the development of
standard procedures is expected.

The replacement of large, centralised synchronous generation by dispersed gen-
eration is an increasing trend. The associated reduction in the short-circuit power
level leads to more severe temporary overvoltages (TOVs) if no other actions are
taken. Additionally, the decrease in the load demand seen from the step-down trans-
former represents lower damping of these same TOVs. The estimation of this load
for the studies is also a challenging task, but the impact is considerable for some of
the phenomena. Finally, as most new generation is connected via PE, new control
features able to reduce TOVs are being developed by manufacturers together with
system operators. This is currently a topic of considerable work and new solutions
are expected in the near future.

Lastly, the expected increase of HVDC links (point-to-point or multi-terminal)
might lead to new study cases relating to transients, harmonics or TOVs. Some
operators plan to have HVDC and high-voltage alternating current (HVAC) lines
mounted on the same tower, which might require specific insulation co-ordination
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guidelines. All this should become clearer in the near future with the expansion of
HVDC links.

Concurrently, measurement technology has developed sufficiently for more
affordable on-site measurement of transient phenomena. The evaluation of tran-
sient stress in HV transmission and distribution networks plays an important role
in terms of modern insulation co-ordination. It is necessary to provide reliable and
precise measurement results in the field, which are used as reference values for tran-
sient simulation studies. Insulation co-ordination studies have certainly becomemore
complex tasks as the transmission system is challenged to accommodate the chang-
ing patterns of generation and consumption caused by the transition from centralised
power plants towards renewable-based generation.

4.2 State of the Art

4.2.1 Impact of Network Undergrounding

The voltage limits for insulation co-ordination are still defined by the transformer and
surge arrester rated data for the majority of cases, even for studies involving HVAC
cables. However, lightning is a special case. Although cables are naturally protected
from lightning, their impact must be considered in lines containing multiple sections
of OHL and cable and in cables adjacent to OHLs. The difference between the surge
impedances means that the magnitude of a voltage wave decreases when propagating
from an OHL to a cable, increasing in the opposite case. This has a positive impact
in terms of the protection of the cable in the case of lightning striking an OHL if the
cable is long enough. It may, however, be dangerous if the cable is short and multiple
reflections occur at its terminals, thereby building up the voltage. Surge arresters or
other voltage-limiting devices must be considered for installation at the OHL—cable
transition points, and their rated data dimensioning must account for this potential
voltage rise as well as the associated energy.

The solid insulation of cables introduces a large shunt capacitancewhen compared
to OHLs, leading to low resonance frequencies that may result in larger TOVs:
e.g. the energisation of a transformer, whose inrush current contains harmonic and
DC components that are injected into the system in addition to the fundamental
component. These TOVs have already been observed during the design stage for
long radial connections between offshore wind farms and the respective onshore
substation, during fault clearance or in cases of system islanding. As the amount
of installed cables increases, the system capacitance also increases, as well as the
likelihood of resonance at low frequencies, increasing the probability of TOVs.

Other phenomena are also analysed when performing insulation co-ordination
studies in systems using underground cables: cable switching, fault clearance, zero-
missing, circuit breaker stresses, etc., but these are well known and of less concern,
and are therefore not considered in this section.
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4.2.2 Ultra-High-Voltage Lines

UHV lines have a higher capacitance and transport large amounts of power. As
a result, TOVs originated by load rejection might be larger and longer, making it a
phenomenon of great concern and an important input for the choice of surge arresters
and of insulation equipment. The installation of controllable shunt reactors or the trip
of the linemight be used asmitigationmeasures tominimise the consequences of load
rejection. However, the latter must be assessed in relation to further grid impacts.
Another important TOV case is that encountered as a consequence of the higher
capacitance of UHV lines, which lowers the resonance frequency, with challenges
similar to those mentioned for long cables.

The allowed switching overvoltages for UHV lines are lower in p.u. (typically
between 1.3 and 1.7 p.u., depending on equipment and country), meaning higher
requirements for limiting these overvoltages. The usage of a pre-insertion resistor is
one possible solution. Additionally, it can be used as an opening resistor to provide
support in cases of load rejection, but the energy absorption requirements are a lim-
iting factor. The switching overvoltages associated with three-phase auto-reclosure
should be carefully considered, because of the higher overvoltages.

Auto-reclosure failure has a higher probability for UHV lines, because the sec-
ondary arc current is larger and longer, leading to a higher transient recovery voltage
(TRV). Moreover, given the long lengths of these lines, crossing several different
areas with different meteorological conditions, as well as stronger capacitive cou-
pling between phases, the secondary arc characteristics can change (when compared
to usual experience) and might depend on the fault location. Special procedures to
extinguish the secondary arc might be required (e.g. high-speed grounding switches
or a neutral grounding reactor as part of shunt compensation).

Finally, lightning is of special concern, as the probability of shield failure is rela-
tively higher. Very fast transient overvoltages (VFTOs) associated with gas-insulated
substations (GISs) are topics requiring further research, because of uncertainties in
different parameters that possibly lead to erroneous simulations. In addition, due
to the very high frequencies involved in VFTOs in GISs, accurate simulation may
not be possible in cases where these frequencies exceed the applicable limits of the
admittance and impedance formulae used in commercial software [31]. Improved
modelling is required to achieve accurate results.

4.2.3 On-Site Transient Measurements

Currently, reduced design margins mean an increased requirement for accurate
voltage and current measurements, in order to validate simulation models and to
guarantee the proper operation of protection equipment. Higher-frequency phenom-
ena are of particular concern, both because of associated inaccuracies in existing
instrumentation transformer technology and the decrease in the frequency of the
first resonance point. The increased emphasis on transients necessitates accurate
measurements in order to understand transients and hence this section illustrates
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the transient behaviour of currently installed voltage transformers, compared to a
non-conventional measurement system for the future [32].

Inductive Voltage Transformer (VT)

TheVTbelongs to the group of conventional instrument transformers and is currently
in common use. The critical aspect of VTs is the frequency response behaviour. The
first resonance peak (≥1 kHz) depends on the main inductance and typically on the
capacitance of the primary windings. At or close to the resonance point, the ratio
error can increase to several hundred per cent. Therefore, only the frequency range
beginning from the rated frequency up to the maximum specified ratio error of the
first resonance peak is of value. Publications indicate that the first resonance point is
moving closer to the rated frequency with increasing system voltage [33, 34].

Resistive Capacitive Voltage Divider (RC-VD)

The RC-VD belongs to the group of non-conventional instrument transformers. Res-
onance frequencies must be avoided by the correct selection of the resistances and
capacitances (Fig. 6). The RC-VD shows a linear frequency response with high
accuracy over the frequency range of operation (e.g. up to 10 kHz). This creates the
possibility for reliable transient measurement values in AC and DC UHV systems.
The phase displacement of the RC-VD is low enough for the identification of the
direction of the spurious signal sources. The secondary measurement set-up must
have a low inductance design [32, 35].

V1: Primary voltage
V2: Secondary voltage
C1: Primary capacitance
R1: Primary resistance
C2: Secondary capacitance
R2: Secondary resistance
iC: Capacitive current
iR: Resistive current

Fig. 6 Simplified equivalent circuit diagram of an RC-VD [35]
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Fig. 7 Comparison between VT and RC-VD in the case of an atmospheric discharge [32] (L1, L2
and L3 refer to phase voltages)

Figure 7 shows an on-site measurement example, performed by the Technical
University of Graz, during simultaneous data recording of a VT and an RC-VD.
The measurement concerns a 220 kV line-to-ground transmission network during
a high-frequency indirect lightning stress, which reaches up to 250 kHz. For these
frequencies, themeasured voltage is affected by theVTcharacteristic. In comparison,
the RC-VD makes high-frequency measurements possible [32].

4.3 Aspects Influencing Insulation Co-ordination

As the number of HVAC cables continues to increase, resonances at low frequencies
will become more common and represent a challenge due to excitation by inrush
currents that may lead to unacceptable overvoltages and require the installation of
special equipment. Additionally, the high rate-of-change of the impedance around
the resonance frequency means that small variations in the simulation model may
have a large impact on the simulation output if resonance occurs close to a harmonic
frequency.

Another aspect influencing insulation co-ordination today is the use of UHV
where links up to 1100 kV are already being built for commercial operation [36].
Besides having some similar issues to cables due to high capacitance, to operate at
such high voltages is a new challenge that will affect the procedures and methods
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used in insulation co-ordination. As the trend to have very large generation remote
from consumption areas continues to increase in some parts of the world, the number
of UHV lines is expected to increase and new tools and standards must be developed.

4.4 Potential Future Impacts

Sustainable development goals inherently link the transition of traditional production
of power towards a sustainable alternative. This challenges not only the generation
systems, but equally the transmission and distribution of electrical energy. Further-
more, public acceptance in an increasingly densely populated environment demands
power infrastructures with less environmental impact. New solutions including gas-
insulated lines (GILs), UHV lines for long distances, submarine and underground
cables, power electronic inverter-based generation, as well as hybrid AC1/AC2/DC
solutions where two different AC voltage levels connect to a DC link, all require new
approaches in order to ensure proper insulation co-ordination and thereby a level of
reliability and economy when compared with traditional systems.

• Underground cable systems require the same basic approach for insulation co-
ordination as OHLs. However, due to the very different electrical characteristics
of cable systems, modelling and analysis is not as well established. The state-
of-the art for such studies is still in development, and the complexities grow
with the extent of cables used. Modelling tools are developed and available, but
some grey areas with regards to the range of validity and applicability still exist.
Furthermore, the non-self-restoring properties of cable systems suggest enhanced
risk assessmentwhen checking the levels towhich the cables and their surrounding
equipment are assessed.

• Combining several AC and DC systems via OHLs produces new and very com-
plex cases related to transient studies. Identifying a standard analysis approach is
typically not easy. If such systems also include cables, this challenge increases.

• Presently, the modelling of power electronic converters for insulation co-
ordination studies is troublesome because of the lack of suitable data. As the
relative number of such devices increases, their impact and the need for model
accuracy also increases, with special relevance for the assessment of TOVs.

• Generally, surge arresters are a solution to limit lightning and switching over-
voltages. The increase in the magnitude and duration of TOVs due to differ-
ent causes makes the respective energy absorption capability and overvoltage
withstand curve important selection parameters.

• Protection of such new systems must be rethought with the changing insulation
threats. Insulation co-ordination not only reveals which levels of security against
failures can be achieved, but also the risk of certain types of failures. The types and
characteristics of faulted conditions and their associated consequences emphasise
the need to rethink the way in which protection, as the next link in the chain, must
protect future power systems.
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4.5 Future Analysis Requirements

The main challenge is the ability to be able to build up the experience needed to
conduct insulation co-ordination studies as a standard engineering design task with
the same confidence as for traditional systems. Typically, insulation co-ordination
decisions have required several more or less standardised study cases, some per-
formed using transient simulation tools, but many based on recommendations from
various standards. The complexity of future power networks will yield numerous
cases requiring careful examination with many combinations to analyse in order to
reach a sufficient safety margin for the insulation. Artificial intelligence methods
are considered a possible way towards a more efficient insulation study method-
ology. The improved use of computational power as an alternative to the usual
laptop/workstation-based case-by-case studies is foreseen as being able to better
facilitate insulation co-ordination of a complex power system in such a way that
design engineers can concentrate on the principal outcome of various approaches of
co-ordination. Such a thorough approach will also make an economical assessment
of the various solutions (which will have various consequences for economy and
reliability) more transparent.

5 Lightning

5.1 Lightning and Its Importance in Electricity Supply
Systems of the Future

Lightning current is a primary source of physical damage, disturbances, and mal-
functions in power systems. Lightning is one of the most common geophysical phe-
nomena in nature and has a wide spatial and temporal distribution. The study of
lightning is a challenging task due to its randomness and complex discharge mech-
anism. Although the understanding of lightning has increased considerably to-date,
there are still many areas requiring further research. Lightning can be defined as
a transient electric discharge in the air with the length of electric arc measured in
kilometres and accompanied by a high current that could have values from a few kilo-
amperes up to tens or hundreds of kiloamperes. The lightning discharge is usually
termed a ‘lightning flash’ and most lightning flashes (about three-quarters) do not
involve ground [33]. These are termed ‘cloud flashes’ (discharges) that include intr-
acloud and cloud-to-air discharges and are referred to as ‘IC’. Lightning discharges
between cloud and earth are relevant for research concerning the power systems since
they can hit objects in the system and threaten power system reliability. They are
termed cloud-to-ground discharges and are referred to as ‘CG’. The discharges, i.e.
the lightning flashes, are usually composed of multiple strokes, and can be down-
ward, or upward when initiated from tall objects, in which case they are referred to
as ‘GC’. These two principal types are pictured in Fig. 8. At the time of writing,
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Fig. 8 Downward (CG) lightning on the left and upward (GC) lightning on the right

lightning currents are measured on several towers in the world, as well as monitored
and analysed by lightning location systems (LLSs).

The effective lightning protection of transmission and distribution lines and sub-
stations directly affects the reliability of the power system. The height of transmission
line towers has increased significantly with the use of EHV and UHV. These high
towers are becoming increasingly common in regions where UHV/EHV is used to
overcome the large physical distances between energy resources and load centres,
including in countries such as China where UHV/EHV is seen as an important part
of the future decarbonisation process [37]. The primary cause of a (UHV/EHV)
transmission line trip is a direct lightning strike causing an increase in the proportion
of total lightning shielding failures. The analysis of striking distance and lightning
shielding failure deserves more attention in order to prevent line outages.

The effects of lightning protection of transmission lines are directly influenced
by the impulse grounding impedance of the transmission line tower. At the time
of writing, research on the subject mainly includes experimentation and calcula-
tion of the impulse characteristics of grounding devices, the frequency-dependent
characteristics of soil [38] and the optimisation of grounding structure design.

The improvement in lightning protection of OHLs with the application of the line
surge arresters (LSAs) is continuing as the technology improves.

Induced overvoltages caused by lightning are the main risk for LV and MV lines,
converter stations and substations.

Lightning protection of renewable energy systems is attracting increased atten-
tion due to the increased penetration of renewable sources of generation in order to
meet stringent future targets. The damage to wind turbines caused by lightning is
currently one of the main causes of unplanned downtime responsible for the loss of
power generation. Understanding the effects of lightning strikes has become increas-
ingly important as the size and rated power of wind turbines increase. In addition,
they are often installed in locations where repair is difficult and costly. Lightning
is also one of the main causes of failures in solar electric systems and components
which require protection against a direct lightning strike and against the effects of
lightning’s electromagnetic pulse. For these reasons, lightning protection of future
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power systems with a large penetration of renewable generation requires further
research and development.

Further developments of LLSs and their application in power systems are very
important in assisting system operators with early warnings of lightning so that
harmful effects can be minimised.

5.2 Lightning Parameters and Their Effect on Lightning
Protection Systems

Lightning current is the primary source of physical (thermal andmechanical) damage,
disturbances, and malfunctions. In order to protect the power system from lightning,
knowledge of the lightning waveshape, amplitudes, etc., is important. According
to IEC 62305-1 (2010) [39], the lightning threat is associated with specific current
parameters.

The distributions of these parameters that are presently adopted by most lightning
protection standards are largely based on direct current measurements on instru-
mented towers. One of themeasured lightningwaveforms at Lovcen tower,Montene-
gro, is shown inFig. 9. Estimation of lightning peak currents is derived frommeasured
electric and magnetic fields. The currents are also measured for triggered-lightning
strokes that are similar to subsequent strokes in natural lightning.

Fig. 9 Measured lightning waveform of a negative downward strike
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5.3 Aspects Influencing Lightning Protection

Failure of an OHL can be caused by lightning directly striking the phase conductor,
by the lightning striking the tower or to the shielding wire followed by the flashover
to phase conductors.

When lightning strikes the tower or the overhead ground wire, the current in
the tower and ground impedances cause the rise of the tower voltage. The tower
and shield wire voltages are much larger than the phase conductor voltages. If the
voltage difference from phase to tower exceeds a critical value, a flashover occurs,
called ‘back-flashover’. Lightning may cause flashovers on distribution lines from
both direct strikes and nearby flashes. Direct lightning strikes to power distribution
lines cause insulation flashover in the great majority of cases. However, experience
and observations show that many of the lightning-related outages of low-insulation
lines are due to lightning that hits the ground in close proximity to the line. Due to
the limited height of MV and LV distribution lines compared to that of the structures
in their vicinity, indirect lightning strikes are more frequent than direct ones, and
for this reason, the literature on this subject (see the bibliography of [40]) focuses
mostly on such types of lightning events.

HV OHLs are protected by a shield wire, and use of the electro-geometric model
(EGM), introduced by Armstrong andWhitehead in 1968 [41], provides an equation
for the striking distance as well as the stroke angle. The EGM is widely used for
estimating the lightning performance of transmission lines [42, 43].

To estimate the threat from lightning and vulnerability of OHLs, LLSs are used.
Today, applications of LLSs are well known in electric power systems and other
industries as a standard tool to analyse power systems. Application in transmission
and distribution networks and systems is mostly encountered in one or more of the
following areas [44–50]:

• Correlation of outages and faults in networks with lightning strokes
• Control and management of the power system
• Early warning of approaching lightning fronts
• Power system design, OHL route planning and line protection.

The LLS detects and locates atmospheric discharges, e.g. lightning strokes, in the
atmosphere and serves as an important source of valuable lightning-related data. Cur-
rently, lightning data collected with LLSs (based on various location technologies)
is used for the analysis of energy systems. In general, these LLSs typically have a
flash detection efficiency (DE) of more than 90%, a stroke DE of more than 80% and
a location accuracy better than 200 m if the network exhibits sensor baselines less
than 250 km and if they are well maintained and operated (see [51–56]). The various
technologies differ primarily in their accuracy in terms of (i) estimating the light-
ning peak current; and (ii) classifying individual events as either cloud-to-ground or
cloud pulse. Often not all strokes of a flash hit the same ground strike point. This is
important for all risk analyses because, if a flash exhibits two ground strike points
on average, the risk of being struck by lightning doubles. Therefore, the risk of any
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structure being struck by lightning should be estimated using the ground strike point
density, NSG,whichwas first introduced in IEC62858. At the time ofwriting, there is
ongoing research to analyse different algorithms to identify individual ground strike
points from LLS data. Various algorithms are currently used [57–62], each of which
has advantages and disadvantages.

After applying one of these algorithms to LLS data, the ground strike point density
can be determined spatially.

5.4 Future Aspects

The EGM equations are being adapted to reflect the observations made in practice.
For example, in Japan [63, 64] it was observed that the actual lightning stroke rate
to ground wires of UHV and 500 kV transmission lines was about five and about
three times higher, respectively, than the rate calculated by the above described EGM
method. An improved EGM based on these observations was proposed by Taniguchi
et al. [65]. The improvement mainly relates to the striking distance and distribution
of current waveform.

In addition, there has also been some recent progress in the correlated observation
of lightning currents and final breakdown distances through the increased use of
high-speed cameras in lightning research (see e.g. [66, 67]).

The leader progression model is gradually playing the same important role as
EGM in the analysis of lightning shielding failure. The key problem with the leader
progression model is the upward leader initiation criterion. In future, in-depth exper-
imental observation and modelling of leader initiation will need to be studied further
in the research of lightning protection.

In order to reduce the number of failures of OHLs caused by lightning, it would be
convenient to increase the insulation level of the transmission line or to reduce tower
grounding resistance, but such measures are often difficult to implement on existing
OHLs. Installing anLSA is ameasure becomingmore popular due to the development
of metal oxide (MO) surge arrestor technology with a polymeric housing, which
neither causes significant additional mechanical stresses to the construction of the
transmission lines, nor reduces their affordability. Recent application of line arresters
showed significant improvement in the lightning performance of OHLs.

Metallic oxide arrester (MOA) installation was performed on lines of different
voltage levels and configurations [68]. Field performanceof the installed line arresters
over the past several years has been very good for the most part [69–73] although
mechanical failure rates in some regions are high.

In addition to improvements to MOA technology, the procedure for their optimal
selection and maintenance should be advanced.
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5.5 Future Analysis Requirements

Developments in lightning diagnostic techniques have enabled a deeper understand-
ing of lightning phenomena. Lightning is one of the key factors threatening the safe
and reliable operation of power systems, and there are still many issues related to
lightning and lightning protection that need to be addressed. Some of the topics that
should be examined, and activities undertaken are:

• Direct measurement of lightning currents using instrumented tall structures:
Besides the measurements of lightning current, the observations of upward light-
ning or upward leaders is important in order to prevent lines outages in UHV/EHV
power systems with significantly increased heights of transmission towers.

• Development, application and monitoring of lightning protection elements for
OHLs, substation equipment and underground and submarine cables:
The effective application of line arresters has been demonstrated in distribution
and transmission systems. They do not cause significant additional mechanical
stresses to the construction of the existing transmission lines and their price is
decreasing, making them more accessible.

• Numerical simulations in lightning-related studies, including lightning shielding,
induced lightning and overvoltage protection:
Improvement of existing models for numerical simulations, obtaining parameters
and model validation. Analysis of future power systems will see an increased
application of EMT simulation, and the development of new EMT models will
be required in order to accurately capture the abovementioned aspects.

• Electrical grounding including towers of transmission and distribution systems:
The impulse tower footing grounding impedance directly influences the effects of
lightning protection of OHLs. The study of the transient behaviour of grounding
devices, considering the nonlinear frequency-dependent characteristics of the soil,
would lead to a deeper understanding of the transient characteristics of a grounding
system.

• Lightning protection in renewable power systems:
The damage caused by lightning is one of themain causes of unplanned downtime
responsible for the loss of power supply in wind and solar power generation farms
in hybrid wind–solar power generation and in energy storage systems.

• Improvement of LLS operating principles by removing present limitations and
optimising the performance of the existing systems:
Exploitation of data provided byLLSs for improved lightning protection of system
components and their optimal maintenance.
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6 Power System Dynamics

6.1 Importance in Electricity Supply Systems of the Future

Power system dynamics investigations have traditionally revolved around preventing
‘angle instability’ or ‘voltage instability’ and in some cases also frequency insta-
bility [74]. It can be reasonably expected that future power systems will exhibit
more frequent, faster and less damped dynamic phenomena than has previously
been experienced [15].

An example of the new kind of dynamic phenomena has been reported in a small
island system consisting of Ireland and Northern Ireland, which aims to develop the
highest penetration of wind power on a synchronous system in Europe [75]. Accord-
ing to the Irish study on high wind penetration levels, the integrity of frequency
response and dynamic stability of the power system is compromised at high instan-
taneous penetrations of wind power. It is reasonable to assume that a high penetration
is where more than 50–60% of the instantaneous load demand of the network is sup-
ported by energy sources interfaced through PE, most commonly wind, solar and
HVDC. Also, in adding significant volumes of wind power onto the system, it is
reported that the online reactive power available to the system operator to manage
voltage will be fundamentally altered. Dynamic phenomena are strongly influenced
by the size of the power system; the consequences and resulting needs will be dif-
ferent for large networks compared to smaller, islanded systems such as Ireland.
Specific studies on each system will be needed.

A conventional ac system runs at a common frequency with all rotating masses
synchronised to that single reference frame. The kinetic energy stored in the rotating
masses of conventional synchronous generators provides inertia to the power system.
Synchronous inertia is extremely useful in situations where the frequency is forced
to deviate (i.e. due to a system imbalance) in that it opposes the change naturally.
Power electronic inverter-based generation does not provide synchronous inertia,
but rather relies on the response of control systems to respond to the measured fre-
quency disturbance.Measurement and control systemoften include unavoidable time
delays of varying significance. Hence in the presence of increased power electronic
inverter-based generation, there is an increased emphasis on reduced or practically
non-existent synchronous inertia and how to manage system dynamics under such
conditions.

As a practical example, consider Fig. 10 which shows the measured frequency
disturbance following the fast runback and trip of a large generating unit in Tasmania,
Australia. The active power response of a medium-sized hydro-generating unit and
wind farm is overlaid for comparison. While the wind farm output remains relatively
constant during the frequency disturbance, the inertial and governor response of the
hydro-unit can be clearly identified, helping support the control of network frequency.

Figure 11 shows different simulated wind power control responses to support the
system frequency [76]. The two curves with synthetic inertia have shapes similar
to the inertial response of synchronous generators. The cases with fast frequency
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Fig. 10 Measured response of hydro generation and wind to fast-moving frequency disturbance in
Tasmania, Australia

Fig. 11 Simulated electrical
power from wind power for
different combinations of
wind power control.
Simulated cases had a 30
GW system load and 20 %
wind power production [76]
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response show slower power response. With no frequency support, the wind turbine
shows a negligible response to a frequency disturbance in the grid. The dynamic
response of the wind turbine differs depending on the wind power control method,
as does the system frequency recovery.
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6.2 Potential Future Impacts

The future electricity supply system is expected to transition fromonebased primarily
on synchronous machines to one dominated by power electronic interfaced energy
sources and loads. There will be increased reliance on transmission solutions to
solve power system dynamics problems that will also be based on PE (i.e. HVDC
and flexible AC transmission systems (FACTS)).

Transmission interconnections will be used also to gain access to various ancillary
services and capacity reserves in times of local area shortages. Therewill be increased
use of HVDC technology in order to improve controllability and provide access
to remote sources. HVDC and power electronic equipment have a very different
dynamic response and performance compared with conventional generation and AC
transmission. HVDC import from other synchronous areas reduces inertia and short-
circuit levels compared with the situation when the same amount is produced locally
with synchronous generators. Reduced inertia and low short-circuit levels negatively
impact power system dynamics.

The delivery of fast frequency response from PE, coupled with the development
of converter control systems capable of emulating synchronous machine behaviours
(virtual synchronous generator), is likely to complement a resurgence of synchronous
condenser installations in coming years.

Prices of many emerging technologies have decreased and are forecast to decrease
further, and as a result, there will be an increasing wide-spread penetration of dis-
tributed energy resources (DER) such as rooftop PV embedded in the distribution
grids. High penetration levels of many small generators and intelligent loads (includ-
ing such things as ‘smart’ thermostats as well as charging devices for electric vehicles
and embedded energy storage modules) will require the emergence of an active dis-
tribution grid that will need to have improved observability and controllability for the
operators responsible for system security. This will require the ongoing development
of communication systems and data management systems so that system operators
not only have the tools to assess the state of the network but can also actively manage
various aspects of power system security when needed.

Energy storage comes in many forms [77] in order to provide services such as fre-
quency regulation, mitigating transmission congestion, smoothing out the variability
of wind and solar installations or for supplying peaking capacity. Increased penetra-
tion of energy storage is expected in both distribution and transmission networks as
prices of technology decrease and new ancillary service markets emerge. Managing
charging and discharging will be challenging in order to ensure sufficient capacity
and reserves are available.

Simulation software and positive-sequence models are mature for conventional
power systems (i.e. where synchronous generators provide a large share of elec-
tricity, the system has relatively high inertia and the distribution grids are passive).
Existing tools and models will still have their place in the future to a certain extent,
but their limitations need to be understood as fast-acting, power electronic-based
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equipment has an ever-increasing impact on the performance and dynamic response
characteristics of the electricity supply system.

6.3 Future Analysis Requirements

Many areas of the world are beginning to examine the effects of the changing elec-
tricity supply system. In North America, studies are focusing on the increase of
renewable energy penetration (up to 100%) on the grid partly to get ahead of the
curve and partly because of emerging renewable portfolio standards. California, for
example, recently passed a 100% carbon-free bill in 2018 that plans to eliminate
carbon emissions from the state by 2045. Many islanded networks like Ireland [75]
have aggressive plans to approach being 100% renewable. In other areas, like Aus-
tralia, favourable policies have resulted in high penetration levels of rooftop solar
PV and grid-connected wind generation that have led to stability challenges [78]. In
Europe, studies are also underway to find solutions for the technological challenges
the future grid may be faced with [79, 80]. One of the ways to find solutions to these
challenges is to modify existing simulation tools and analysis techniques.

In general, there is an increasing need for three-phase EMT simulations to
accurately predict the dynamic behaviour of fast-acting PE. Computing power has
improved dramatically, but EMT simulations are still relatively slow compared with
traditional positive-sequence-based transient stability tools unless large areas of the
network are reduced and replaced by an equivalent representation. There is a potential
loss of accuracy if network reduction is not undertaken appropriately. To some extent,
real-time simulators (RTSs) bridge the gap between model accuracy and speed of
response. Although, for extensive contingency analysis, faster than real-time tools
will be required. The use of hybrid simulations which enable EMT and positive-
sequence models to be interfaced and run together in parallel is another already
available tool, but which may see increased relevance going forward to address the
various issues which have been outlined.

With more converter-interfaced generation in the system, together with a lack
of experience about the system’s actual dynamic behaviour, it may be impossible
to know what simulation model parameters give the correct results. It follows that
specialised grid tests may be needed in future for model and parameter verification.
Where tests are not practical to implement, there is likely to be an increased reliance
on model verification using high-speed measurement data coming from phasor mea-
surement units (PMU) and other such transient recording equipment. The ability to
identify and extract meaningful data from large volumes of accumulated measure-
ments will require improvements in data mining techniques as well as efficient tools
to work with ‘big data sets’.

There is a growing need to better represent sub-transmission and distribution
networks where significant DER (distributed energy resources) and energy storage
may be connected. Among other issues, this includes the ability to analyse (as well
as possibly test) fault-ride-through capability and the resulting risk of sympathetic
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tripping for upstream transmission disturbances. Better co-operation between distri-
bution system operators (DSOs) and transmission system operators (TSOs) is needed
to share model information, especially when the dynamic response characteristics of
DER can impact the broader grid.

To address these challenges, it is important to recognise the need to develop new
skill sets in conjunction with the required analysis tools. The operation of power
systems is becoming increasingly complex and will require the ongoing upskilling
of current practitioners as well as the development of appropriate training courses
for the next generation of engineers. Traditional power engineering study programs
and courses will need to adapt and/or expand to maintain relevance and ensure that
contemporary issues (e.g. PE and control systems) are being taught. This includes
opportunities for research and development at post-graduate levels. The need for
specialised analysis andmodelling skills are only likely to increase as the complexity
of the power system grows.

6.4 Future Issues

The dynamic behaviour of the power system is observed over a wide time-scale
ranging from steady state to seconds or minutes following a disturbance. Specific
dynamic phenomena thatmay result in a system operating limit (e.g. voltage stability,
angle stability, frequency stability [81]) being exceeded can differ depending on the
particular load or generator dispatch. Increasing intermittent generation gives rise
to more variable dispatch scenarios over shorter time periods meaning that system
dynamics can change quickly as the different plant is taken offline or committed
into service. This makes predicting the dynamic behaviour of the system much more
difficult and has the potential to increase the likelihood of ‘local’ network issues
occurring. Frequency stability, voltage stability as well as other non-traditional areas,
e.g. control interactions between multiple power electronic converters and weak grid
operation of power converters at low short-circuit levels, are likely to become areas of
increasing concern as renewable penetration levels increase within both transmission
and distribution grids.

6.4.1 Frequency Stability

Frequency stability is the ability of the power system to restore an acceptable steady-
state frequency following a large disturbance that results in a significant imbalance
between load and generation.

Generally, system inertia, mainly existing in the rotating kinetic energy of
synchronous generators, decreases as power electronic converter-based generation
increases. This can lead to a higher rate of change of frequency (ROCOF) as well as a
lower frequency nadir. Frequency-ride-through capability of existing equipment may
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be inadequate, which will exacerbate the frequency decline if generators trip unex-
pectedly. In such a situation, under-frequency load shedding (UFLS) relays could
activate and trip large amounts of load. Low voltage and high voltage-ride-through
capability of converter-connected generators may also be insufficient and lead to
additional generation tripping during a disturbance, further impacting frequency
performance. The impact of reduced inertia levels can be seen in the simulation
results shown in Fig. 12. The ability to adequately control frequency following both
credible and non-credible contingency events is likely to become more challenging
for many power systems. It can be expected that real-time management of inertia,
fast frequency response capabilities (from converter-connected generating systems
as well as energy storage) and more traditional frequency control ancillary services
will become increasing relevant going forward. Themandatory dispatch of minimum
inertia requirements is already a feature in the Australian National ElectricityMarket
(NEM).

Provision of frequency control services, such as fast frequency reserve (FFR)
and primary frequency reserve, is expected from new resources such as wind, solar
and energy storage systems (including PE interfaced batteries, supercapacitors and
pumped hydro) as well as traditional devices such as loads, FACTS and HVDC sys-
tems to counteract high ROCOF and prevent undesirable UFLS operation. Detailed
modelling and analysis will be required to ensure frequency stability. The more

Fig. 12 Simulated frequency variations with different amounts of kinetic energy and inertia in the
system [80]
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rapidly frequency changes, the more important it is to have a sufficient amount of
very fast reserves, which can come from sources other than synchronous generators.
According to a study in Texas, during low inertia periods, 1 MW of load resources
is up to 2.35 times more effective than 1 MW of primary frequency reserve from the
generators [82]. While the use of carefully co-ordinated switchable load can deliver
benefits for the control of low-frequency events, caremust be taken to ensure that suf-
ficient ‘continuous control action’ remains available to stabilise frequency and avoid
any subsequent over-shoot. This is particularly the case where the size of available
load blocks does not allow for fine adjustments, making it more difficult to ‘match’
load tripping to the size of the contingency event. In such cases, the use of centralised
control systems for arming and disarming of switchable loads can deliver benefits
especially where the control scheme has access to power system measurements for
decision-making purposes. A switchable load scheme exists in Australia whereby the
volume of contracted frequency control ancillary service that is armed depends on
calculated system inertia, contingency size and the expected load relief. In this case,
switchable loads provide a useful supplement to, but do not replace, the continuous
control action provided by generating systems and HVDC.

6.4.2 Voltage Stability

Voltage stability is the ability to maintain acceptable voltages and reactive power
balance following a disturbance such as a generator trip or a line fault followed by a
circuit trip.

Voltage stability in future power networks may actually improve as FACTS
devices become more common including VSC-based HVDC transmission systems.
However, the rapid speed of voltage regulator response can give rise to control insta-
bility (e.g. 10–30 Hz oscillations) if not properly tuned or designed for weak system
or low short-circuit systems. Traditional FACTS devices typically monitor the local
system strength or detect expected oscillations and automatically adjust the voltage
regulator gain [83]. Weak systems (i.e. short-circuit ratio of three or less) can affect
the performance of HVDC converters and other power electronic connected equip-
ment. Post-fault recovery rates following fault clearing may need to be decreased to
prevent voltage collapse or increased to ensure frequency stability.

The role of synchronous condensers is likely to be revisited in the future power
system—a return to the past in some ways—in order to provide voltage and reactive
power control, inertia and/or short-circuit current (i.e. system strength) supportwhere
needed.

A geomagnetic disturbance (GMD) can induce relatively large DC currents to
flow in the power system. This DC current is characterised as being quasi-DC with
an ultra-low frequency between 1 mHz and 1 Hz. It could saturate transformers
resulting in harmonic concerns as well as increased reactive power demand, thereby
causing low voltage concerns potentially leading to voltage collapse. The future
power system is expected to remain resilient against these types of disturbances even
as low short-circuit levels become more common.
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6.4.3 Transient Stability

Transient stability or rotor angle stability is the ability to maintain synchronism fol-
lowing large disturbances such as a multi-phase fault followed by the disconnection
of a transmission line. With fewer synchronous machines that might also be more
electrically dispersed across the power system, there is a need to consider how tran-
sient stability could be degraded due to reduced levels of synchronising torque and
inertia. While generation connected via a power electronic converter is immune to
classical rotor angle stability, the phase-locked loop (PLL)within a converterwill still
need to track the local voltage angle and remain synchronised during and following
fault clearance.Where the local rate of change of voltage angle is high, consideration
should be given to both the fault-ride-through capability of power converters as well
as the transient stability of nearby synchronous generating units.

6.4.4 Small Signal Stability

Small signal stability is the ability of the power system to maintain synchronism
beyond ‘first swing’ as well as adequately control the damping of power oscillations
following network disturbances. Instabilities of this type have traditionally been due
to insufficient damping torque being provided by synchronous generating units, often
remedied through excitation system tuning modifications or the installation of power
system stabilisers (PSSs).

Depending on dispatch outcomes, high penetration levels of renewableswill result
in fewer synchronousmachines beingonline andmay result in less ‘traditional’ damp-
ing torque being available within the network. This could be due to synchronous gen-
erators fitted with PSS equipment being dispatched less often, potentially leading to
a higher probability of poorly damped low-frequency oscillations. It will be impor-
tant to understand what generating units are fitted with stabilising equipment and are
likely to remain part of future generation dispatch scenarios. Potential mitigations
could be provided from power oscillation damping controls installed on strategically
located FACTS, HVDC and other power electronic devices.

6.4.5 Non-traditional Dynamic Behaviour

Historically, sub-synchronous oscillation (SSO) is defined as a condition when the
electric power system exchanges significant amounts of energy with a turbine gen-
erator at one or more of the natural frequencies of the combined system below the
synchronous frequency of the system following a disturbance [84].

Amore specific definition of sub-synchronous resonance (SSR)was then accepted
to cover the oscillatory attributes of electrical and mechanical variables associated
with turbine generators when coupled to a series compensated transmission system.
The oscillatory interchange of energy can be lightly damped, undamped or even
negatively damped and growing [84].
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Three specific interactions between a generator and the electric power system
have been commonly investigated and reported in the literature:

• Induction generator effect (IGE)
• Torsional interaction
• Torque amplification or transient torque effect.

In addition to the interactions between a series compensated system and turbo
generator, other device-dependent sub-synchronous oscillation cases can also be
observed. These devices range from PSSs to HVDC converter controls, static VAR
compensator (SVC), high-speed governor controls and variable speed drives. These
are mainly fast power regulation devices and although in the past the issue was
referred to as device-dependent sub-synchronous oscillation, it is nowadays more
commonly referred to as sub-synchronous torsional interactions (SSTI).

A most recent addition to the above phenomena is the control interaction that
occurs between any power electronic device and a series capacitor compensated
system [85]. This is referred to as sub-synchronous control interaction or instability
(SSCI) and is often confused with SSR. However, the main difference of SSCI is that
it does not involve any mechanical interaction and has no fixed frequency of concern
(as is the case with fixed mechanical torsional modes in SSR). It should be noted that
the IGE may also have some impact on exacerbating SSCI, but this is not reported
as a major concern [86].

SSTI is the interaction between the mechanical torsional masses in a turbine
generator unit such as a wind turbine generator and a power electronic device such
as HVDC or FACTS. The power electronic device can exhibit negative damping to
sub-synchronous frequencies. SSCI is the interaction between a power electronic
device (e.g. Type 3 wind turbine generator) and a series-compensated transmission
line. In 2009, wind projects in Texas and North Dakota experienced SSCI [86].

Multiple power electronic inverters connected in close proximity can lead to
a multi-infeed configuration. Conventional HVDC systems with line commutated
converters are known to have the potential for control interactions if the system is
weak [87]. It is expected that similar concerns could result in other power electronic
converters in close electrical proximity.

System flexibility has traditionally come from synchronous generators (e.g. spin-
ning reserves from hydro-power and from flexible thermal power plants). System
flexibility is becoming scarcer as thermal-based synchronous generators are turned
off and the flexibility must come also from other sources (e.g. demand, HVDC sys-
tems connected to other synchronous systems, batteries and via new controls on
wind and solar plants). Unforeseen control interactions could result if controls are
not properly designed and implemented.

Loads have traditionally been represented by a static load model commonly
referred to as a ZIP model, and it may be comprised of constant impedance (Z),
constant current (I) and constant power (P) characteristics. The load dynamics of the
future power system are not well known. Composite static and dynamic load models
reflecting high penetration levels of power electronic loads may become necessary
in order to capture the dynamic behaviour.
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6.5 Research and Development Needs

The scope of power system dynamics within Study Committee C4 includes the
development of advanced tools, new analytical techniques for assessment of power
system dynamic performance, security, design of controls and modelling of existing
and new equipment, real-time stability evaluation and control. The system technical
performance of the future electricity supply system could be improved by further
research in the following keys areas.

6.5.1 Modelling

Development of improved load, storage and distributed generator models noting that
the characteristics of some of these devices have evolved rapidly in recent years (i.e.
LED lighting, dominance of inverter interfaced motor loads and generators, very
high concentration of switched-mode power supplies, storage batteries able to serve
several purposes such as providing fast frequency reserves and reactive power). As an
example, two recent disturbances in the USA highlighted potential concerns with the
current models of solar generation [88, 89]. The frequency and voltage ride-through
capability were not known to the grid operator and an additional 900–1200 MW
of generation was lost unexpectedly following a grid disturbance, which primarily
affected frequency response. Similar operational experiences are being accumulated
in Australia with the output of embedded PV noted to reduce by substantial amounts
(hundreds of MW) following fault events in the transmission network [27, 90].

Given the significance of small-scale solar generation in Australia with approx-
imately 9.4 GW of PV now installed [91], the Australian Energy Market Operator
(AEMO) is currently supporting research activities to develop improved composite
load models which will include the critical dynamic performance characteristics of
embedded PV generating systems. Other system operators have also expressed simi-
lar ambitions in response to the increasing penetration of distributed energy resources
in their networks [31]. Notably, CIGRE has supported the development of methods
for accurately representing the aggregate response of active distribution networks
(inclusive of embedded generation and storage) as well as the aggregate response of
network loads for grid studies [92].

Both individual and aggregate model development will require sensors and mea-
surements in order to confirm the accuracy of parameter values and their robustness
as load and generation changes over time. In some cases, synchronisedmeasurements
in each phase may need to be considered using PMU techniques. As penetration lev-
els of inverter-based generation increase, it is becoming increasingly important that
the dynamic models used to represent all generating resources accurately match the
performance of equipment installed in the field.

Synchronous generator dynamics and how they interactwith the power system, for
example, the shaft rotational speed and its variations, are largely dictated by the laws
of physics.However, even conventional synchronous generators have control systems
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which can be used to vary the response of a machine within practical limits, i.e. exci-
tation and governor control systems being two of the most important. Such control
arrangements have a long history, with generic simulation models readily available
which provide sufficiently accurate simulation results in many circumstances.

Modern converter-connected generators are connected to the grid via power elec-
tronic converters and not via the magnetic flux linkage in a generator’s air gap.
Therefore, the interaction between the generator and power system becomes quite
different, with the network interaction being more dictated by the rating of the power
electronic converters and the tuning of multi-layered control systems rather than the
pure physics defined through a magnetic coupling.

The change from physics-driven dynamics (with some contribution from controls)
to purely control-driven dynamics has changed various aspects of modelling. Mod-
elling is now more dependent on the manufacturer and on the way the controls have
been specifically designed. Different manufacturers have different control strategies
to suit various applications and equipment designs. Therefore, using generic models
does not necessarily give the correct simulation results, especially when protection
functions must be adequately represented. While manufacturers may have detailed
models available for design and in-house testing purposes, they can be too compli-
cated and laborious for use in simulating the complete power system. An ongoing
challenge for the industry is therefore to develop models which can replicate the
key performance characteristics of all network-connected plant and equipment, but
which are simple enough to be combined and used for practical analysis of the
interconnected power system.

In general, transmission planners and operators want to have publicly available
or generic models with parameters specific to the original equipment manufacturer.
The second-generation generic models have evolved from work in the US and by the
IEC [90].

Figure 13 shows an example of the differences that exist in the simulation results
between a detailed vendor model and a generic full-converter decoupled generator
representation.

Simulation Methods

Ongoing development of methods to simulate large portions of the power system on
electromagnetic transient and real-time simulators can be expected. This is to enable
the effects of power electronic interfaced equipment to be properly considered in
the appropriate time frames. Developments should consider techniques to speed up
simulations, such as by using hybrid or multi-rate simulation, while maintaining high
accuracy [93].

The role of real-time monitoring (measuring) and stability analysis systems to
complement offline simulations that are used to predict stability limits will also need
to evolve. With various aspects of the power system getting harder to predict and
simulate with known accuracy, better online tools to monitor the ‘real’ performance
or state of the power system will be needed, such as inertia or short-circuit level.
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Fig. 13 Example of the validation results when comparing the full-converter decoupled generic
generator model (WT4) and a detailed vendor model [91]

Once the concepts of wide-area protection and control (e.g. based on PMUs) further
mature, they are expected to play a more significant role in improving dynamic
performance.

Planning typically involves testing the system at only a few points such as peak
load or light load conditions. New methods will be needed to find the critical cases
in future power systems.

Traditional resource adequacymethods determine if sufficient capacity is available
to meet the loss of load expectation (LOLE) or equivalent unserved energy (EUE)
metric. The future power system is expected to be more energy limited rather than
capacity limited. Probabilistic methods and tools will need to evolve to capture
the new characteristic of the future power system. This will incorporate ongoing
developments in wind and solar forecasting as well as processes to efficiently and
economically manage reserves to cater for any residual errors in those forecasts.
In this case, the simulation time window goes beyond the micro- and milliseconds
relevant for fast power system dynamics, and extends to days, weeks and months
with the objective of ensuring that all energy needs can be satisfied.
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Electricity Markets and Regulation

Alex Cruickshank and Yannick Phulpin

The operation of markets and regulations is difficult to predict for 2050 because:

• There is no uniform starting point between countries and markets; and
• The political and social structures of communities differ, which impacts the

development of the grid, from a markets and regulation perspective, toward 2050.

That said, the current markets are discussed in terms of liberalization, cross-
zonal and temporal integration, and integration of DER. These categories are further
broken down by management of risk, price and cost efficiency, and ability of trading
to occur outside of the formal markets.

The extension of the current approach, option 1, where the current overall struc-
ture is retained but increasing interconnection between systems, even between con-
tinents allows a broader market to develop. The highly interconnected system will
allow transfers of energy from areas with good renewable resources, such as hydro
and stable low emission resources, such as nuclear, to balance the increased amounts
of intermittent, renewable energy and distributed energy. Amajor development in this
option is the integration of existing markets as is currently occurring in Europe and
could be expected more in other regions. These are significant changes, which will
require new pricing techniques for network and markets. We note that the concepts
for these developments are already beginning to occur in advanced markets and that
monopoly markets will have increased customer participation under this option.

Option 2, with a reliance on distributed markets and grid structures, is a radical
change from the current design and requires the development of complete trading
and settlement at the local grid level with net trading between the local grids. The
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use of distributed and local sources of energy rather than reliance on centralized
supply is a complete change to market structures and the management of risk, where
end users will directly support a significant share of the investments. An approach is
included in the chapter. We note that option 2 is less likely than option 1, even with
the long lead time of this book, where the social and political structures support and
encourage monopoly or government provision of electricity.

This limitation and the nature of market development that currently occurs mean
that there is likely to be a variety of market and regulatory forms in 2050, both in
the remaining vertical structures and in the operation of the distributed structures.

1 Introduction

This chapter is to examine potential market designs and operations and the regula-
tory environment for the two potential future states of electricity provision in 2050
described in Chapter “Introduction and Overview”:

• A highly connected grid with globalized grid provision of electricity and a high
proportion of renewable energy; and

• A system dominated by loosely connected microgrids, which are largely self-
contained and contain a large proportion of renewable energy.

This chapter deals with the potential market arrangements for the two future states
and related regulatory issues.

While the underlying physics and technologies of the grid will impact the form
of the markets and regulation that is required, this chapter does not deal with:

• The economics of system development, which is covered in Chapter “Power
System Development and Economics” (SC C1);

• Market and system operation, which is covered in Chapter “Power System
Operation and Control” (SC C2);

• The technical aspects of distributed energy resources (DER), which are covered
in Chapter “Active Distributed Systems and Distributed Energy Resources” (SC
C6); nor

• The information systems and requirements, which are covered in Chapter
“Information Systems and Telecommunications” (SC D2).

In addition, other chapters have described the advances in energy market equip-
ment and technology, including the increase in distributed and intermittent, the impact
of this increase and the more general advances in the engineering and technical
aspects of electricity. While the pace of technical advances can vary, the direction is
generally forward (cheaper, better, faster) with occasional leaps as new technologies
are developed.
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The development of markets and regulation does not always “improve”1 the elec-
tricity service from an end-customer perspective, while there is generally move for-
ward as technology, particularly communication, monitoring, andmeasurement tools
improve. By forward, we mean toward open markets, innovation, and competitive
supply. Community faith in markets as a means of reliable supply can, however,
reverse. This can lead to an increase in political intervention or substantial reduction
in market freedoms. The trade-off between reliable supply, open markets, least cost,
and safe supply is not always straightforward.

The recent World Energy Outlook 2018 [12] reports:

While fully regulated markets with vertically integrated utilities tended to face over-
investment, leading to excess capacity,market upheavalwas apparent in countries that rely on
competitive markets (competition drives about 54% of the world’s electricity consumption,
it notes). Several jurisdictions—for example, in Colombia, France, and the UK—that rely
on markets to attract investment are shifting from markets where energy is the only source
of revenue toward the inclusion of a firm or dispatchable capacity product. In the chang-
ing business environment, U.S. vertically integrated utilities for the most part kept hybrid
generation-retail models, though competitive generators are also moving in that direction.

With increasing availability of technology and increasing retail prices for energy,
there is a movement to more distributed supply of energy, increasing self-reliance
on the provision and management of energy and a desire to trade locally with or
without central supply. While some consider leaving the grid, the need for backup
and efficient outcomes generally requires a level of interconnection. This means that
we need to consider markets and also non-market actions of connected parties.2

Energy markets are in place to optimize the price paid for secure supply of energy.
When the security of supply is lowor reduced for some reason, communities generally
expect more government or regulatory intervention. When supply is highly secure,
the question of price dominates, and markets become more competitive.

1.1 Optimizing Energy Supply

At all levels, the efficient provision of electricity is the aim of all forms of electricity
supply systems, whether liberalized or not. The question of efficiency, in terms of
the prices paid by customers and their ability to respond to those prices, is central to
consideration of the future of the grid.

1The term “improve” is used for want of a better word. The key requirements of a market are
the reliable supply of electricity at minimal cost, while ensuring the safety of the community and
the industry theory, competitive markets are seen as the solution by economists but in practice,
governments and communities may not always seek the best outcome but rather a good outcome.
2For example, one response to high prices is the fitting of LED lights or other energy use reduction,
which is economically efficient. Another response is the adoption of PV generation, which can, in
the absence of correct charging (see [9]), reduce costs to an individual connection while increasing
costs overall.
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Fig. 1 Efficient prices from
TB 747

WhenWorkingGroupC5.16 examined retail pricing, discussed in Sect. 2.2 below,
they prefaced their technical brochure (29) with a discussion of the efficiency of the
entire grid in its supply to end use customers.

Theworkinggroupnoted that efficient supply systemshadbeendescribedbymany
authors, for example, Bonbright [20], Simshauser [21], and Farugui [22]. The work-
ing group summarized the discussion into Fig. 1, noting that the essential features of
efficient supply are that:

• Efficient costs of the entire system are developed and fully recovered for a
sustainable and efficient system;

• Tariffs should be fair between customer classes, noting the need to support
vulnerable customers, so that system was sustainable and fair;

• All customers should pay or be paid the total efficient cost of the impact of their
connection and use of electricity for a fair allocation of system costs and to allow
customers to gauge their impact when they make decisions; and

• Customers should be aware of their impacts and be able to be rewarded if they act
to minimize their impact, when compared to other costs, allowing efficient use of
energy.3

The technical brochure noted that efficient tariff, according to the literature cited
above would comprise four elements:

• A fixed charge to recover costs that were nor specifically related to the actions
of customers but that were efficiently occurred, e.g., systems costs;

3This is the subject of a review by Oakley Greenwood on economic integration of DER [24].
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• Demand charges to recover costs that were incurred due to the need for fixed
assets to generate and transfer the capacity required by customers;

• Variable costs, possibly time of use based, to recover costs that were related to
the energy consumed at a site; and

• Policy levies to recover the imposts of regulators and governments for environ-
mental, social, and other policy reasons.

The technical brochure noted that few tariff regimes clearly delineate these four
elements at the small customer levelwith commercial and industrial customers having
more efficient tariffs. Some, particularly European tariffs, contained a measure of
demand in the fixed charges, which allowed some measure of efficient recovery.

1.2 Markets to Be Considered

There are two levels of markets to be considered:

• Wholesale—the dispatch of supply tomeet demand.Thesemarkets dispatch large-
scale (usually >10 MW) generation and other electricity supply sources to meet
the net operational demand.
The role of the market and system control is to set the price of electricity that
is consistent with an optimal dispatch of energy while ensuring system security.
They are also a driver for many investment decisions. The role is both economic
and operational; and

• Retail—the trading of energy to and increasingly between customers. Tradition-
ally, the role of retail supply has been to break up wholesale supply to the smaller
packages for supply to customers. Beyond supply-cost recovery, retail contracts
also aim at delivering economic signals that end users can assess to take efficient
investment and operational decisions. Increasingly, smaller-scale distributed gen-
eration4 resources are providing supply within the distribution network and are
part of the retail market.
Some markets are developing for direct sales between customers or to purchase
supply from customers. The retail supply is therefore a combination of energy
purchased via wholesale markets and from customers with the intent of optimal
pricing and efficient supply. This is best summarized:

From a regulatory perspective, retail models should ensure affordability and sustainability
while maintaining reliability of electricity supply; they should enable customers’ empow-
erment, energy transition policies encouraging higher integration of Distributed Energy
Resources (DER) or energy efficiency and better access to the market to new actors such as
aggregators, local authorities and consumers. Bialecki et al. [1]

The role of markets is also influenced by community expectations for services.
Electricity has become an essential service, which means that its reliable supply is

4Larger generation, althoughwithin the distribution network,maybe settled in thewholesalemarket.
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considered to be part of a developed community and the lack of supply, whether at
the personal level or for a community, is considered a serious problem.5

Note that not all countries or regions within countries use markets for electricity,
optimizing dispatch using other criteria and ensuring reliable supply. Working group
C5.17, whichwas investigating capacity remuneration, found that 5 of the 31markets
they surveyed (16%) were not liberalized,6 that is open to competition for supply.7

The World Energy Outlook 2018 [12] reported that 46% of regional electricity sup-
plies are not liberalized, suggesting that countries and markets reporting to CIGRE
surveys are not always representative of energy supply systems generally.

Working groups C5.16 [9] and C5.19 [5], which were examining retail pricing
and demand response found that 85% and 73% (respectively) of surveyed markets
had retailer choice for their customers. These figures relate to primarily liberalized
markets, where supply competition is also available. While WG C5.16 reported on
all of the EU countries and some other markets, markets not covered by CIGRE
membership were not included.

We note that environmental policies are tending to increase the imposts on the
electricity bills, again leading to higher priced energy for consumers. The imposts
can be in the form of obligations to use specific technologies, such as low emissions,
but also can restrict the technologies, such as restrictions on the use of nuclear or
coal technologies.

1.3 Causes of Market Development

As noted above, the development of markets and regulations in electricity are there-
fore governed not only by changes in available technology but also by government
policies, community expectations, and social factors.WorkinggroupC5.20 examined
market changes and their drivers and noted that, while environment and technology
influence the changes, themarket operator and governments actually tend tomake the
changes, not consumers and participants, who provide the pressure for the changes.

They noted in their conclusions8:

5For example, in Australia, a recent rapid increase in prices combined with a lowering of market
reliability has resulted in the threatened reintroduction of price regulation in some states and the
introduction of reliability obligations on market participants—a retreat from the pure economic
market to a more centrally planned market.
6TB 647 [4], page 6. “Not liberalized” includes multiple vertical monopolies service areas within
a country or region as well as single monopolies and government owned suppliers.
7While all but two members of the EU have liberalized markets and there are some liberalized
markets in Asia, North America and South America, many countries retain monopoly suppliers.
Only markets and countries that are members of CIGRE respond to these surveys and, therefore,
the sample will contain a larger proportion of liberalized markets.
8Based on the conclusions in the executive summary of Technical Brochure 709 [7].
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• Although one objective ofmarkets is to disaggregate decisionmaking and allocate
risks away from central parties to where the risks can be better handled, it appears
major changes are driven by central authorities;

• Consultation is very valuable in ensuring development of workable rules but can
also be a barrier to reform if market actors are faced with repeated calls for input;

• Consumers will ultimately hold governments and their agencies responsible for
poor electric reliability, insecure power system operation and affordability. There-
fore, governments and their agencies are likely to be conservative by promoting
change, perhaps ahead of other actors (e.g., generators/retailers) who are not held
directly accountable; and

• It is inevitable that major change is complex and that the changes in physical or
financial operation can lead to unintended outcomes. The Working Group sees
merit in designing markets for typical conditions (which of course may change)
and protecting against extremes rather than designing for worst case but providing
no mechanism to respond to extreme conditions.

The current developments in the grid, with accelerated increases in renewable and
intermittent generation due to environmental policies, are leading to higher prices
(including levies related with the achievement of policy targets) and reduced grid
resilience leading to reduced confidence in pure markets9 where they currently exist
to address the energy transition challenges. This will be noted in the description of
the current state of affairs in markets and regulation but not in the description of the
end states described under the two scenarios.

The need and volume of subsidies and regulations promoting some technologies
and restricting others is usually transitionary and not an issue for the long term.
Nevertheless, it is not always clear how these developments will progress where they
are subject to political processes10 rather than economic factors.

This chapter therefore notes political and social influences but assumes that
economic drivers and the advances in technology will be the primary factors for
consideration for the grid of the future.

9Note that this chapter, while noting the impacts of environmental policies and legislation, including
Anthropomorphic Global Warming (or Human Caused Climate Change), will not address this issue
directly. This is the role of Study Committee C3 Power System Environmental Performance and is
included in Chapter “Power System Environmental Performance”.
10For example, while most developed countries have signed the Paris Accord on emissions reduc-
tions, the USA a large emitter and a developed country has not. It is, however, significantly reducing
its emissions due to the structural shift to gas fired generation, driven by low cost sources as well
as significant state level actions on renewables. In addition, other countries, such as France and
Australia that are both signatories to the Accord, are facing difficulties at the social/political level
from implementing the necessary reforms. The outcomes of the Accord are also heavily influenced
by other countries emissions reductions, particularly high emitters that are not signatories.
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1.4 The Structure of This Chapter

In this chapter, we will examine the current issues with the change to the mix of
supply types, including an increase in embedded supply and demand response. Other
chapterswill cover the issues of technical integration of new technologies.We outline
the current market and regulatory states at a general level and examine what market
and regulatory features are required to achieve the two end states postulated in this
book based on general reviews, such as the Australian Future Grid Forum.11

1.5 Sources of Information

This chapter contains original ideas from members of SC C5, but sections and data
have been drawn from relevant papers to the CIGRE Session in 2018 and technical
brochures developed by recent working groups. These technical brochures are listed
in the bibliography, and specific references will be noted in the text, including the
relevant working groups.

2 Current Markets and Regulatory Approaches

There are a number of criteria to compare the potential future of the grid to the current
grid operations. For markets and regulation, this is complicated as there are a number
of forms in countries and regions. Key characteristics are:

• Monopoly or liberalized wholesale market;

– Form of the market and management of risk;
– Mechanisms for ensuring capacity;
– Integration of renewables; and
– Efficiency of pricing;

• Retail competition and the form of the retail competition;

– Form of the retail markets, including “beyond the meter”12;
– Efficiency of pricing and management of risk; and

11The Future Grid Forum [15] examined the future market and grid in Australia using four potential
end states (discussed later), two of which are similar to the potential end states in this book. Other
countries have also conducted similar reviews, each considering, like this book, how technical,
industry and political changes will impact the future of the electrical system.
12Beyond the meter operations refers to trading within unregulated networks, known as embedded
networks in Australia and private networks in some countries. The increasing role of these networks
as effective microgrids is being increasingly reported, for example [1, 2].
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– Integration of distributed energy resources, including demand response and
the used of storage (DER).

• Interconnection and trading between markets and countries.

These factors are discussed in the following parts of this section as well as in the
discussion of the two options. They are also referred to in the discussions of country
developments but less directly.

2.1 Markets and Reliability of Supply

Where market exists,13 they have the role of ensuring resources are available to
operate and efficiently dispatched to optimize and maintain the grid. How markets
do this varies depending on their forms and future markets, whether centralized or
distributed will need to meet these requirements.

For this chapter, we will define markets by:

• How the pool or balancing market is operated and settled;
• Whether capacity is remunerated separately; and
• How ancillary14 services are provided.

2.1.1 Market Balancing and Settlement

Gross Dispatch and Settlement
In the Australian NEM, all energy is traded via the wholesale market and the market
operator dispatches and settles all of the energy traded. This approach is sometimes
referred to as a “gross” market as the gross value of the energy traded is transacted
via the market operator.

In this market, all generators offer their plant to the market and are dispatched by
the market operator. Each retailer is then required to pay the market operator the full
value of the energy purchased during a trading period (in the NEM it is a week). The
market operator, having collected the monies from the retailers, pays the generators
for the energy dispatched.

As large amounts are potentially owed by retailers at the end of each trading
period, there are prudential arrangements to ensure that there will be sufficient funds

13As discussed in Sect. 1.1, half of the energy systems do not have markets. In these systems
planning and the development of capacity is done by the grid operator or government. This chapter
will assume that the forms of market in 2050 are mostly competitive.
14Frequency control, system restart, voltage support services. These can also be referred to as
spinning reserve and other terms. The concept of system strength is being is being incorporated as
well.
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to pay the generators and defined approaches to manage participant risk [10] and
retailer default [11].

In this form of market, participants establish financial contracts between them-
selves to manage their risk exposures. These contracts may be directly established
between participants, termed “over the counter contracts (OTC)” or traded via an
exchange such as the Australian Stock Exchange (ASX) or the European Energy
Exchange (EEX). These arrangements are discussed in TB 667 [10].

Net Dispatch and Settlement
Other markets, like PJM15 and the GB balancing market,16 only trade balanc-
ing amounts. In these markets, participants establish physical contracts for sup-
ply between themselves and supply the grid operator with generation and demand
schedules for each trading day. Prior to the delivery period, the grid operator sums
the various generation and schedules as the basis for dispatch and then adjusts the
generators, including some that only participate in balancing, to meet demand in real
time.

Retailers pay the net difference between their lodged schedules and their actual
demand on the day, and generators are paid the net difference between their lodged
schedules and their generation on the day. Note that the settlement amounts for each
party can be positive or negative.

As the amounts transacted by the market operator are dramatically smaller than
in gross settled markets, the prudential arrangements are often less formal in net
markets. Technical brochure 667 describes these arrangements in more detail.

In net markets, participants often do not contract to cover their exposures to the
balancing market as they can be quite small17 since the bulk of the energy value is
traded bilaterally. If they do want to manage their exposures, they use the same tools,
OTC and exchange products, that are used in gross markets.

2.1.2 Remuneration of Capacity in Markets

Markets can be also described in terms of how they remunerate capacity. This was
the subject of technical brochure 647 [4], which found that, while there were energy-
only markets, like the Australian NEM and ERCOT, and long-standing markets with
separate capacity remuneration, like PJM, markets in Europe that had been focusing
on energy and balancing reservewere now starting to separately remunerate capacity.

A general characterization is that markets that evolved, like PJM, where existing
entities start sharing reserves and that morphs into a market, tend to have separate

15PJM is a transmission interconnection based market for seven states in the North Eastern part of
the United States of America. It is centered on Pennsylvania, New Jersey and Maryland.
16There are some differences between the markets. Some, like PJM, dispatch all generators on the
day based on a common price established in a day-ahead market. In the GB market, generators opt
to participate in the balancing market, which has a separate price.
17There are examples of parties in net markets only operating in the balancing market. In these
cases, they would utilize contracts to manage their risks.
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capacity remuneration. Markets that are designed, like the Australian NEM and the
UK market, tended to be energy only. This was based on:

… under ideal conditions, electricity spot markets provide efficient outcomes in both the
short and the long term, meaning that they lead to optimal investment in generation capacity,
both in terms of volume and generation technology portfolio. This theory stands; the question
is whether it applies in practice, or whether real market conditions deviate too much from
the ideal situation. The belief that unregulated markets in electricity generation can produce
an optimal outcome in the long term used to be widely shared …—TB 647 page 16 [4]

The increase in thewithdrawal of thermal resources due to high levels of renewable
generation penetration, and price caps in some markets, has led to general adoption
of separate capacity remuneration schemes in Australia, the UK and some European
countries as the proportion of reliable, dispatchable plant has decreased. This trend
can be expected to continue. In addition, if the trading group size reduces, as option
2 suggests, the need to explicitly fund capacity increases.

2.1.3 Ancillary Services

To maintain reliable supply, there are a number of services that are required by the
electricity system that need to be funded via the market. These will have been dis-
cussed inChapter “Power SystemOperation andControl”, particularly the increasing
requirements for services that maintain the strength of the system, which used to be
provided routinely by synchronous plant.

Funding these services is an essential component of markets. Where possible,
these services are incorporated into markets and purchased in conjunction with
capacity and energy, ether in parallel with these open offer markets or separately
via tenders. Some services, however, are not capable of market provision and have
to be purchased through regulatory requirements.

It is beyond the scope of this chapter to deal with the range of ancillary services
other than to note that the range of services required is changing due to the increase
in intermittent and asynchronous resources in the grid and that all of the services
will need to be funded. Chapters “Power System Development and Economics”
and “Active Distributed Systems and Distributed Energy Resources” will cover the
changing nature of ancillary services provision.

For this chapter, we will assume that the necessary range of services will be
defined, and that funding of those services will be part of the market design.

2.2 Retail Contestability and Pricing

Many working groups in market areas note that full retail contestability is not uni-
versal. As discussed in the introduction, 46% of markets are not liberalized and
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Fig. 2 Tariff trade-offs for customer pricing [24]

of the 54% not all are fully liberalized. Liberalized markets may still have non-
competitive prices, but where they do, the combination of efficient wholesale pricing
and competitive retail prices should yield the most efficient price for customers.

Working group C5.16 [9] looked at retail pricing, particularly small customer
pricing, noting that it was often inefficient. This was independent of the liberalization
of the market, although competition for customers should drive efficient prices.

A key consideration is that efficient pricing should provide the optimal use of any
system and that efficient tariffs should empower customers to make the best use of
the grid and to invest appropriately so that they are part of optimizing the system as
whole.18

In establishing prices, however, there is almost always a range of potential price
signals that could be used to facilitate more efficient outcomes, but these have to be
adjusted to meet the circumstances and customer size [24] (Fig. 2).

Generally, developing efficient pricing structures involves making trade-offs
between efficiency and:

• Complexity. Are the tariffs and rules too complex for the customer to be able to
understand them and respond?

• Accuracy. Is the tariff element able to be measured so that the tariff is accurate?
and

• Administratively feasible. Can the tariff be efficiently levied or is the cost of
recovery greater that the pricing benefit achieved?

The trade-offs are impacted by the size of the customer. Industrial customers tend
to have staff to manage their costs, and suppliers are likely to be able to cope with
complexity. In addition, they will normally have higher level metering, and the profit
margins on their supply would support more complex tariffs.

18Paraphrased from Farugui “Bonbright Revisited” [23].
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Smaller customers are increasingly being targeted by intermediaries and aggre-
gators [2], who build up portfolios of customers so that better pricing options are
available. The does not necessarily mean the use of microgrids, but microgrids may
assist in better pricing.

The key point for retailers, intermediaries, and end use customers is that the
efficient cost needs to be available at the retail level and be couched in form that
allows empowered customers to interact efficiently with the grid.

2.3 Distributed Energy Resources

Distributed energy resource (DER); PV generation, standby plants, co-generation,
storage and responsive loads are increasingly part of electricity systems as their costs
reduce, the unit sizes match smaller loads, and integration tools become available.

DER from industrial and larger commercial sites has always been available and
incorporated into the electricity market to a greater or lesser degree. The key factors
causing their increased penetration now include:

• Reduced prices, allowing them to be cost effective as part of a customer energy
package;

• Smaller unit sizes that allow their integration into customer sites, often without
export to the grid and the complications that entails;

• Better control systems that allow more efficient control of DER as part of site
operation; and

• Renewable energy subsidies.

Not all of these factors are present for all installations. A key factor for many sites
is the subsidies for both the capital costs and the prices paid for renewable generation
and, in many cases, responsive loads.

Regulation of these installations has so far lagged behind the installations and
many countries are reporting issues, particularly with high penetrations of PV
generation, as most of the current inverters are not controllable.

These issues are, however, being addressed technically (with better inverters) and
through improved pricing. As mentioned in the previous section, improved pricing
could cause better decision making for PV installation. The issue of subsidies (see
next section) needs to be addressed, however, before efficient integration can occur.

Working group C5.19 [5] examined the regulatory issues with DER and noted
that some countries were effectively integrating DER. The key factors were the use
of specialized resources (aggregators or demand-response providers) and fitting the
type of demand response to the relevant market.

It was noted that uncontrolled DER did not increase economic welfare in general
after a defined point (that differed for each market) but that controlled DER can add
significant value.
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2.4 Market Distortions

In Sect. 2.1.2, above, we noted that energy-only markets are very efficient in devel-
oping and remunerating capacity, under theoretical conditions. We also noted that
some markets are abandoning the concept of energy-only markets due to real-world
impacts of increased variability in supplies, lower rates of capacity formation, and
higher investor risks related to political intervention.

2.4.1 Price Caps

One of the well-known market distortions to efficient markets is price capping. To
work effectively, energy markets need to allow the price to range freely from the
value that will cause unnecessary generation to depart (or load to increase) to the
value that will cause investment in generation (or load reduction). Price caps and
floors restrict the range of prices causing the need for additional mechanisms for
managing capacity.

In theory, themaximum price inmarkets should be unlimited, but at least the value
at which energy users will voluntarily stop using energy. In Australia, this is known
as the Value of Customer Reliability (VCR) and in other countries the Value of Lost
Load (VoLL). In practice, this is rarely achieved as the risk for market participants
can be too high, leading to some restrictions.

Working group C5.23 [12] examined this issue. They noted that the market
arrangements, discussed above in Sect. 2.1, were a key factor as well as partici-
pant structure issues, such as vertical integration and ownership of the assets. A
summary of the findings is on page 6 of their technical brochure (TB 753 [12]):

It was found that for the vast majority of countries and regions surveyed, market price caps
are implemented for market power mitigation and to protect load from supply resources
being able to raise the price in situations when they have market power. Very few markets
set caps that reflect the VoLL to the customer, nor do they even have any information of what
the VoLL is for their region.

Current trends across all countries and regions are that market price caps are rising over
time. In addition, price caps in Europe are converging toward common values with the
recent Agency for the Cooperation of Energy Regulators (ACER) decision No. 04/2017 for
single day-ahead coupling (SDAC).19 It is likely that these trends will continue as wholesale
electricity markets continue to evolve and regulators and government authorities become
more assured with their operations.

That being said, the working group noted examples of regulators and governments
using modeling and other tools to ensure reliable supply and that this was included
in decision making for price caps.

19Single day-ahead coupling (SDAC) is a coordinated electricity price setting and cross-zonal
capacity allocation mechanism, which simultaneously matches orders from the day-ahead markets
per bidding zone, respecting cross-zonal capacity and allocation constraints between bidding zones.
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2.4.2 Subsidies

A large, emerging issue, driven currently by environmental policies, is the impact of
subsidies on investments in other competitive assets. While government and other
subsidies are not new as various industries have been subsidized for job creation or
other reasons (e.g., biofuels have been subsidized to support the production of corn
by farmers), the impact on energy markets has been significant.

Subsidies on renewable investments are often hidden away, and the impacts not
well understood. For example, in South Australia, the Renewable Energy Target has
led to a very high penetration of intermittent energy leading to a reduction in grid
stability. While not directly responsible for the recent blackouts in SA, the reduction
in system strength was a contributing factor.

The subsidies to renewables have a more direct impact causing a loss of thermal
plants, which has been noted in many countries, for example, in the USA:

I have solar on my house. I’ve supported wind generation. But, we cannot underestimate
the escalating costs as we more deeply penetrate the market with [renewables]. So, where
Indiana is now is where Texas was a decade and a half ago, making decisions about really
big, weighty, costly things; and, I’d simply ask, look to Texas and learn the lessons from
it. …

… The biggest miss, other than transmission, the impact of subsidization. I think you all
know this but when you get $23 a megawatt hour for putting wind on the grid, in the form
of a subsidy, and the price of electricity drops low, and you only get that subsidy if you
generate, you bid the price of electricity negative.

You literally, in the Texas market, see one out of every three bids negative. In other words,
paying to stay on the grid. So, that has two effects. One, it destroys and distorts the market-
place and, two, it erodes the capital of existing thermal: nuclear, coal, and I will tell you new
gas. …

… people and banks are not going to invest in a marketplace where a subsidy is driving the
price of electricity to below zero. Guthridge et al. [17]

Subsidies are political/social impact on markets and always create distortions in
markets. Many, such as low-income rebates in some countries, are supported by the
community. The key issue is to ensure that their existence and impacts are understood,
and the benefits outweigh the market impacts and costs.

3 Future Scenarios and Their Market and Regulatory
Requirements

A key consideration is, if we are looking at two potential futures,20 what market
and regulatory conditions would be required to support those futures. The chapter
will therefore also consider whether there are preferred regulations and market

20We note the discussion in Sect. 1.1, that noted that some regions and markets are not pursuing
competition and where there may be little scope for fully decentralized approaches. There will still
be, however, opportunities for distributed control within centrally operated markets.
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approaches. The two scenarios will be covered in Sects. 3.2 and 3.3, with a summary
in Sect. 3.4. The two scenarios will, however, have a common set of general factors,
which are covered in Sect. 3.1, below.

A Continuum of Outcomes
The key parameters will be whether control and settlements are focused on the center
of the market or grid, or if they are decentralized with the focus at the edge of the
grid. The two scenarios will require different regulatory approaches to support the
focus required for the two cases.

Aswill be seen, it is not necessarily a choice between two stark options but rather a
description of two sides of a single market design, differentiated by how the markets
are managed and settled. In fact, it is likely, that both approaches will be used for
different countries and markets and, potentially, even regions within countries.

The regulatory approaches in countries and regions should be sufficiently
advanced to allow variations of the two options to coexist and potentially move
between the options as technology, pricing, and reliability varies.

3.1 General Developments

There are general developments in technology that are occurring and will continue,
forcing changes in allmarkets. Somemaybe covered in other chapters, but a summary
of key changes that will impact markets and regulation is summarized in this section.

3.1.1 Microgrid Development

Microgrids are becoming more common as DER costs and control systems are
reducing. Navigant have recently published a report [19] showing that:

The cost of microgrid technologies continues to drop and the controls continue to improve in
functionality. And although regulatory barriers and the long project development cycle still
frustrate efforts to move this market into the mainstream, significant progress has been made
since Navigant Research first sized this market a decade ago. Different market segments
have shifted in prominence over that time period, but what has remained consistent is overall
growth across all five major regions profiled.

Among the high level regional findings, Asia Pacific is expected to continue to be the largest
overall market for microgrids, with remote segments making up the majority opportunity.
North America remains the top market for grid-tied microgrids, as a flurry of projects identi-
fied in 2019 increased starting point capacity levels in 2019 beyond those previously forecast.
Latin America is the fastest growing market due in part to the major island-wide microgrid
program in Puerto Rico.

This Navigant Research report forecasts regional capacity, implementation spending, and
business model type by six primary market segments: campus/institutional, commercial
and industrial (C&I), community, remote, utility distribution, and military (US only). The
study provides an analysis of market drivers, barriers, and technology issues. Global market
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forecasts, segmented by region and market type, extend through 2028. Capacity is expected
to grow by more than 22% over the forecast. Navigant 2019 [19]

Both of the potential futures described in this book will include microgrids to a
greater (option 2) and lesser (option 1) extend. In fact, the development of Distributed
Services operators can be viewed as a form of grid connected microgrid.

The development of technical controls is covered in Chapters “Power System
Operation and Control” and “Active Distributed Systems and Distributed Energy
Resources”, but each microgrid will require:

• A means for valuing energy and capacity. Given their small size, it is likely that
the two will be priced separately, but if the end user pricing is efficient, energy
only may be an option.

• Provision of ancillary and related services to allow the microgrid to operate
islanded, if necessary, or to contribute to the larger grid.

• A trusted means of settlement. Parties must be able to be assured that the market
will work effectively as a means of trade. Developments of distributed ledgers,
like Blockchain, are increasingly allowing for distributed and isolated markets,
and it is interesting to note that Southeast Asia is also leading the adoption of
Blockchain-based markets.

As noted in the Navigant report, the technologies are advancing and only being
hampered by regulatory constraints and the long project lead times. Like the pene-
tration of Blockchain and the adoption of mobile phones versus landlines, the lack
of existing infrastructure and rules is a benefit to the development of microgrids and
the business case is clearer as the adoption of microgrid approaches can be weighed
up against establishing a full, widespread market.

3.1.2 Metering and Measurement

One of the limitations of trading in electricity is the ability to measure the key
characteristics; demand,21 energy, power quality, etc. At the level of the discussion
in this chapter, the two key parameters are demand and energy.

For settlement purposes, the meter for each connection (usually for each site but
not always) is the key measure and the “source of truth” for trading. Currently, the
quality of metering is low across many markets; from incomplete coverage to simple
meters that accumulate energy across periods as long as three months. This form of
metering limits the ability of customers to interact with the grid as the impact of their
actions cannot be accurately assessed.

Increasingly, grids are being equipped with more advanced meters. These can:

21This discussion relates to small-scale supplies and loads. Bulk energy supplies use SCADA to
assess sent out energy and therefore the capacity being supplied. With increased use of advanced
metering and relaxation of some metering standards, it is possible that this level of detail will be
available for all forms of supply. This discussion, therefore, focuses on loads and, in later sections,
pricing for loads.
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• Allow measurement of energy across shorter periods, typically half-hourly but in
some cases as finely as five minutes;

• Provide a better estimate of the maximum demands at a site, possibly with a
specific measurement;

• Measure import and export separately. This can include separate measurement of
generation, consumption, and storage at a site;

• Assess key power quality metrics at the supply point, such as voltage or power
factor;

• Include control tools such as:

– Circuit switching under local or remote control; and
– Capacity limiting, to limit demand under certain criteria;

• Provide communications between the meter and the meter provider/operator and
possibly the customer. This can allow:

– Remote reading of meter information for settlement and control;
– Communications between the parties registered to the meter;
– Remote operation of controls; and
– Upgrading of meters without attending the site.

Currently,many countries and regions have programs to extend advancedmetering
to all customers. It is assumed for this chapter that this effectively completes by 2050.

Metering andmeasurement have extended to device or control system level allow-
ing more granulated trading and tariffs within sites and for EVs and other mobile
systems. For example, electric vehicles could meter their own demand and energy
at any connection they make with the network and the enhanced communication
would allow trading of the energy via the using Web/cloud-based platforms like
(e.g., Blockchain) making trading more flexible.

3.1.3 Information Systems and Automation

The automation of control systems for industry, commercial installations, and even
to household is gathering pace. It is already possible to control devices in people’s
homes (and has been for some time), but the use of AMI now allows two-way
communications. This aspect of IT development will be covered more in Chapter
“Information Systems and Telecommunications”.

An example of the use of automation (at a simple level) is provided by theOlympic
Peninsula Trial. Households,22 see Fig. 3, were given access to a simple range of
options covering from increased comfort to reduced cost. The households were able
to adjust the settings at any time, although most set it once. Household bills reduced
around 10%, while the utility noticed an average of 15% reduction in peak demand,

22From Smart Grid Demonstration: Olympic Peninsula Project (PNNL, 2007), energyinnovation-
project.com.
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Fig. 3 Olympic Peninsula trial

with 50% on some days. There have been many trials of this form, and they are well
documented in the literature.

The key point is that allowing end users to interact with grid participants will
allow a more optimal system, given effective pricing. By 2050, this can be expected
to be routine and coordination between the energy system and useswill be routine and
algorithm based usingmachine-to-machine interactions (M2M) rather than requiring
human oversight of the details.

For example, a person might have a control system that interacts with their load
serving entity. They have set a rule that requires their car23 to be at least 80% charged
by 8 a.m. (the minimum to do the days tasks) and to pay no more that 55c for energy
prior to 4 a.m. at which time charging becomes the priority. This rule allows the
person to be sure that their car is ready for use in the morning at minimum cost.

As part of the either option, the choices that the personmakes could be included in
the estimates of cost outcomes and impact forward price estimates. All other parties
would have similar rules, and as each price perturbation occurs, the system would
oscillate and return to a new optimum price for the dispatch/load configuration.

Communication and control ubiquitous. Allow ready interaction between sites
and local and centralized dispatch and settlement.

Alternatively, end users may prefer a simpler interface, like that used in the
Olympic Peninsula trial, where their energy supplier or aggregator (or Microgrid
operator) provides cost minimization services through control devices at the user’s

23By 2050, it can be assumed that EVs are the norm either for airshed or other emissions reasons.
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site. This would still allow two-sided market optimization where DER is included in
the dispatch and pricing calculations.

The key point is that ubiquitous communication and control systems, combined
with efficient pricing, allow the users to manage their own costs and the market to
fully optimize.

3.1.4 Network Constraints

Efficient network pricing means that customers and suppliers fund the efficient
development of networks that networks can handle two-way flows of energy, and
constraints are at the efficient level that balance generation (local or remote) with
appropriate levels of network. The planning and other considerations to achieve this
are covered in Chapter “Power System Development and Economics”.

3.2 Option 1—A Highly Connected Grid Incorporating
Renewables at All Levels

The thinking in this section is based on Transactive Energy24 in the USA, supple-
mented by work by CIGRE SC C1 [13] and Task Team 4 from ACTAD (IEC) on
Global Electricity Interconnection.

This option is an extension of the current approaches to markets as:

• The grid still has supply side and demand side;
• Pricing of DER is competitive but not reliably cheaper; and
• Large-scale supplies are still needed for industry and large commercial operations.

The developments are the use of communications and DER, possibly via some
microgrids, but mainly TSO and DSO operations will provide a two-way market and
allow for efficient prices at all levels.

In addition, the current approaches for Global Electricity Interconnection (GEI),
being pursued by SC C1 [13] and other parties [26, 27], are expected to have come to
fruition by 2050. This would mean that not only would regions like North American
and Europe be interconnected but also that there would be interconnections between
continents and regions.

24Transactive energy is a concept for integrating grid operations. There was a trial, called the
Northwest Trial, that tested the concepts across a variety of technologies and a number of states.
The trial ran for 5 years and spanned 5 states, involving 11 Utilities (112 MW of assets) a number
of technology participants and 60,000 metered users. The study was supported by two universities.
The results of the study were collated by Brattle. www.gridwiseas.org.

http://www.gridwiseas.org
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In almost all cases, the global interconnections are expected to be UHVDC,25

which will allow cross-border exchanges driven by comparative wholesale market
prices. These developments, on top of increasing integration at the regional level,
would mean:

• Common pricing across regions with interconnected AC grid, allowing efficient
charging within regions; and

• Harmonized (or aligned) regulatory frameworks and pricing mechanisms at the
international level allowing price differentials across the UHVDC networks to
drive cost-efficient transfers of energy.26

At the wholesale level, then, the wide interconnection of energy sources would
allow competitive dispatch (competitive markets permitting) of all sources of supply,
providing efficient outcomes in terms of pricing. The improved incorporation ofDER
would ensure that the price was related to consumers value of supply.

In addition, wide interconnection would allow full reserve sharing and a larger
grid to absorb intermittent supplies and ameliorate the reliability and system strength
concerns. One of the aims of Global Electricity Interconnection27 is to allow the wide
transfer of reliable renewable energy from rich sources (Western China, Northern
Europe, Canada, etc.) to areas with high demand but less capability to access reliable
renewables.28

At the retail level, efficient tariffs based on efficient wholesale prices would allow
customers at all levels to efficient invest in local DER and to make efficient deci-
sions on its use. In this way, the grid will allow best use of assets and energy from
empowered participants and end users.

Themechanisms for centralized supply will require efficient exchanges for capac-
ity and energy to be in place and for the settlement of those exchanges to be linked
in real time so that the true value of energy is known across the entire system. Major
developments are expected in terms of governance of electricity markets to achieve
the targeted scheme.

The key point is that efficient exchanges and pricing will allow value not technical
standards to drive the efficient delivery of energy.

25HVDC is common now as a means of transferring energy. Ultra-High Voltage Direct Current
(UHVDC) links are being developed for even longer distances, with some success. In twenty years,
this should be standard technology.
26It can be expected that some form of efficient charging for networks will develop, including
nodal pricing and financial transmission right. For this paper, a solution is assumed, although fully
efficient network pricing has been an intractable problem to date.
27IEC whitepaper, page 3 [26].
28The author recalls a concept developed by EDF to use the, then promising, development of super-
conductivity to the same end. Like Global Electricity Interconnection, the EDF concept linked
continents electronically to allow transfer of, mainly, solar power to provide continuous, renewable
supplies. GEI serves the same purpose.
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3.2.1 Operation of the Centralized Approach

As discussed above, the centralized concept, termed “Transactive Energy,” has been
trialed in the USA, via a US-government-funded project, the North West Trial.

The Transactive Energy approach implemented a unique distributed communi-
cation, control, and incentive system. The combination of devices, software, and
advanced analytical tools gave homeowners more information about their energy
use and cost and allowed them to act on the information. The project expanded upon
the region’s experience in the 2006 Demonstration Project on the Olympic Penin-
sula, also discussed above, which successfully tested demand-response concepts and
technologies.

In the Transactive Energy model,29 shown in Fig. 4, the Transmission System
Operator (TSO) manages the larger grid (and in our model, between the larger grids),
while distribution systemoperators (DSO)manages the local grid,whichmay include
microgrids, power producers, and various types of customers. The network operators
provide and manage information flows between all participants in the grid, including
market operators, TSOs and DSOs, and retailers if their operations are separated
from DSOs (together referred to as MSORs) (Fig. 4).

Fig. 4 A model for a highly centralised approach

29From www.gridwiseac.org. Adapted from diagrams developed by Battalle, Pacific North West
Smart Grid Trial, 2015.

http://www.gridwiseac.org
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The MSOR systems provide load and the effective local price at each level and
site connection point for all parties in the system and, like now, would also provide
a forecast of prices for a set of future intervals.

Customers can choose to buy, sell, or store their energy based on dynamic prices
and forecasts. The customer chooses how they use their own energy based on their
own priorities between comfort, control, and cost. Importantly, they can adjust their
plans based on new information.

MSORs in the transactive control area have more resilient grids due to improved
DER response and better information for dispatch of grid-based resources. They are
also incentivized to provide accurate price forecasts, so that decentralized decision
making is efficient.

The trial reported that 97% of participants were happy with the system and
technology, and reduced outage times were observed for networks in the trial.

3.2.2 Price Iterations

Prices for customers in this form of grid will be based on the latest information on
market and network loadings.30 While this is common in wholesale exchanges, and
conceptually applied for vertically integrated systems, this will be new for all but
the largest of customers. This will require improved control systems and automation
described in Sect. 3.1.3.

Some examples:

EV Charging
A person arrives home at 6 p.m. and plugs in their car. They tell the system that they
intend to charge their EV commencing in 5 min and it will require 4 h of charging.31

The system responds that the price for the supply at that time, based on the current
usage by others and adding the EV load, will be 65c per kWh reducing to 60c at
8 p.m. The system also predicts that the price will be 40c at midnight and remain at
that level until 8 a.m.

Based on the prices, the person decides to commence charging at midnight. The
system then recalculates and responds that, with that change, the price now will be
55c reducing to 50c at 8 p.m. but rising to 45c at Midnight and reducing down to 40c
at 4 a.m. The person is happy with that outcome as it is probably optimal and leaves
the system to run.

Optimizing Demand
A person puts on an electric toaster, the control system notes the additional loading

30Note that the market price for dispatched energy could still dominate unless a grid element is
stressed or there is an outage but energy price fluctuations in the longer timeframe will assist in
moderating peak loadings due to more efficient dispatch and investment.
31Recalling the discussion in Sect. 3.1.3, that this would probably be a M2M discussion not an
actual human interaction.
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and, knowing that a toaster only loads for a few minutes, signals the fridge and air
conditioner to not cycle during this period, therefore minimizing site demand.

Similarly, at an industrial site that uses electric presses for manufacturing, when
the presses operate during periods signaled by the grid as high demand, the site control
system would reduce non-essential supplies to minimize cost and site demand.

3.2.3 Requirements

The range of functions required to manage distributed services was examined by the
New York Market Design and Platform Technology Working Group32 that noted:

DSP operational functions include real-time load monitoring, real-time network monitor-
ing, enhanced fault detection/location, automated feeder and line switching, and automated
voltage and VAR control. The DSP will commit and dispatch market-based DER and inte-
grate net load impact information… thereby providing greater visibility and control of the
grid. The monitoring and dispatch of DERs will complement the increased use of intelligent
grid-facing equipment such as sensors, reclosers, switched capacitors, and voltage monitors.

TheMDPT report33 identifies a set of core technologies to support the functional-
ities identified with respect to system planning, grid operations, market operations,
and data requirements. The identified technologies include:

• Geospatial models of connectivity and system characteristics, sensing and control
technologies needed to maintain a stable and reliable grid;

• Optimization tools that consider demand-response (DR) capabilities and the
generation output of existing and new DERs in the grid.

These tools will need to be supported by a secure and scalable communications
network and a system that provides forecast as well as current pricing to allow all
participants to respond to prices and system demands. This information is already
available at the wholesale level, often termed predispatch, day-ahead prices or bal-
ancing prices. For fully two-sidedmarkets, the necessary communication and pricing
will need to extend to every end user.

3.2.4 Development of New Assets and Governance

The large interconnected systemwill allowefficient development of large-scale assets
based on their cost including the transmission assets to transfer the energy to the
regions that need the energy. These will compete with local supplies of energy and

32Market Design and Platform Technology Working Group (MDPT) in support of the New York
State Public Service Commission’s (PSC) Reforming the Energy Vision (REV) proceeding, 17
August 2015.
33The report also notes that the North West trial has developed the protocols for DSO interactions
as well as the necessary equipment and software to allow these transactions to occur in real time.
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DER where there are resources and the ability to use local supplies, potentially
augmented with storage for intermittent resources.

The range of technologies and the large number of permutations supply and
demand alternatives will need coordination and control. Full optimization of the
larger system will need an expansion and development of the coordination that has
developed in Europe and North America.

Markets, states, and governments are coordinating developments of networks
now, and this coordination will need to extend to the examination of generation and
transmission options versus local supplies. The decision making that is currently
being done at the country level may need to be centralized into regional districts,
like used in North America now. Also, the allocation of risks between generation
companies, end users, and system operators may evolve significantly.

This development is important if the benefits described at the beginningofSect. 3.2
are to be realized.

3.3 Option 2—Loosely Connected Microgrids

The option where the future grid comprises many loosely connected microgrids is
predicated on an extension of current developments where:

• The price and availability of DER have increased so that central supplies are
needed less and small-scale gas, PV generation, co-generation, and local wind
power provide most of the supply;

• Local microgrids develop at the town/community scale using their own range of
energy sources and site-based DER to meet the local demand;

• A local MSORmanages the exchange in value and the operation of the grid at the
local level; and

• Local markets exchange energy and capacity, not to balance their local grids but
purely to optimize the value of grids.
This approach could allow for long-term supply arrangements between the local
grids, but the supplies between grids are managed as if they were generators or
load on the edge of the local grid and not essential to the management of the local
grid.

The reasons for this form of future grid could be:

• Economic, where economies of scale have reversed and the cost of transferring
energy across large distances is greater that the local production, storage, and use
of energy;

• Community based, where a values-based34 approach for sharing energy causes
the development of local markets either isolated from the grid or only loosely
connected to it; or

34A review into the operation of embedded network in Australia by Oakley Greenwood established
that some of these partially self-contained networks existed for community reasons.
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• Technical, where there are benefits from the ability to separate the grid into sepa-
rate sustainable sections due to physical disruptions that can cause loss of supply
in some areas, for example, in Japan [29, 30].

Many trials of microgrid operations and small-scale grids are used for remote
communities and islands [28]. Therefore, the technical requirements are known and
can bemanaged.Other chapterswill detail how these capabilities are being developed
toward 2050.

For this chapter, it is sufficient to establish how the market will:

• Attract and remunerate the supply of energy, including DER so that the microgrid
is able to balance the supply and demand for energy. This is for both:

– Capacity to meet peak demands (including managing demand); and
– Energy for meeting dispatch requirements;

• Remunerate the ancillary services necessary to support islanded operation if the
microgrid is to truly be self-sufficient and trading and not just a subsidiary grid;

• How prices can be developed for customers and suppliers that meet the economic
requirements described in Sect. 1.1, above.

This section will expand on the concepts of microgrid trading to a greater extent
than required in the discussion of option 1 because this is a more radical departure
from current approaches.

3.3.1 Roles in Providing Microgrid Services

To examine potential market operation within a distributed model, it is necessary to
define the roles required to provide the various services. Figure 5 shows a hierarchical
systemembeddedwithin a smart grid.35 The systemusesfive levels from transmission
through to the control systemswithin a facility. This is a complicated scheme covering
all layers from processes to market. For our purposes, a simpler, three-level model
is sufficient, like that shown in Fig. 6.

The layers, shown in Fig. 6 are suitable for this chapter, since the focus is on
customers and the market arrangements. The three layers are:

• The technology layer,which dealswithmetering, network operations, and security
of the distribution system or local network;

• The market operation layer, which deals with dispatch and pricing of energy for
the participants of the local grid market; and

• The customer service layer, which deals with interactions between the customer
and the market.

35Xanthus International Consulting—SIWG Phase 3 Advanced DER Functions—November 2015.
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Fig. 5 DER systems based on Smart Meter models

Customer layer

Market Layer
Distribution/local network

Market maker

Retailers/LSE Other traders Third party 
providers

Fig. 6 Simplified operation of distributed market

3.3.2 The Technology Layer

The essential operation of the network must be maintained in any market. The tech-
nology layer inmicrogrid operation therefore covers all of the current grid operations,
namely:

• Security of the grid, including management of new connections;
• Switching and load balancing;
• Outage management and maintenance planning and execution; and
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• Customer operations requested by retailers and third parties.

The technology layer also supports the market layer. This requires:

• Short-term load forecasting to identify congestion and network issues. This func-
tion would take weather36 and load forecasts and assess critical network elements
for congestion and other stresses. It would also use planned outage information
to create a network capability map for a defined future period. This informa-
tion would be updated as circumstances, such as unplanned outages or weather,
change.

• Recording distributed energy resource—embedded generation and demand man-
agement—(DER) “on” and “off” plans and operations. The planned and actual
DER activity timings and quantities are required to forecast loads and for
predispatch pricing.

• The network congestion shadow price, which would be combined with the value
of supply, calculated in the energy layer, to calculate a price for each connection
point for dispatch of energy into the system or purchase of energy from the system.
The price would vary from:

– A negative price, where there is excess supply, to create incentives for parties
to reduce supply or increase demand; to

– Amaximumprice, up to theValue ofUnservedEnergy,where supply, including
DER, would reduce the network constraints or maintain supply. This price
would be communicated to themarket layer for incorporation into the customer
connection price.

• Metering information on a five to fifteen-minute basis (for dispatch and demand
response). The actual metering would be used for settlement, although probably
aggregated into settlement blocks.

Advanced metering means that more than one party could be providing metering
data at the small customer level, it would be expected thatmeteringwould be provided
on a competitive basis. This may mean that the actual provision of meters is part
of the customer layer rather than the technology layer. This would require some
standardization or regulation to coordinate between themarket and system operators,
if they were separate parties, complicating the operation of the technology layer
unless all connected parties are required, as part of their connection agreement, to
ensure that necessary data is made available to the technology layer provider.

3.3.3 The Market Layer

The market layer involves:

36The exact management and location of forecasting will depend on the model/options chosen. If
a fully integrated DSO is used, it would be efficient for all forecasting—load, solar output etc.—
would be done in a single group. If the layers are to be separated, then it is likely that the technology
layer would be confined to network load forecasting.
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• Registration and communication with participant market players. The market
operator would record all of the necessary details for participants, including set-
tlement information and prudential obligations. The nature of connected DER
and any limitation on its use would need to be recorded much like performance
standards are required for generating units now;

• Recording of all supply consumption and other participant actions. Any planned
operations of DER and significant (responsive) loads would interact with the
market in the same way as major generators to optimize the system operation, to
reduce the cost of supply by:

– Optimizing the dispatch of generation
– Allowing participants to either to reduce the cost of energy consumed at their

site or to maximize the value of energy exported from a site.

Note that this is recording for dispatch and forecasting purposes, and would be
shared with the technology layer operator, not settlement information. Settlement
would be based on actual 15-min data provided after the event;

• Calculation of the price at supplier and customer connection points. The market
operator would calculate the current and expected price37 for the microgrid based
on:

– Expected loads;
– Network congestion and pricing;
– Expected DER operation and charges; and
– Regional market operators provide additional schemes to manage security of

supply at least cost.

• Publication of current and forecast prices. The market operator will publish the
current and forecast prices to participants. The price would be available elec-
tronically to all participants and will also be sent via M2M channels to support
dispatch and allow DER. The price and forecast of prices would be recalculated
when significant changes occur; and

• Settlement of the customer prices. Themarket operatorwould need to provide data
for settlement between the parties. Settlement could be gross or net, depending
on the particular microgrid and their choices of market forms.

Systems to provide these services could be extensive, but the bulk of the necessary
protocols and the underlying IT systems are in use in the USA and in Europe now.

Operation of a market, using registered parties, is a form of “exclusive dealing,”
and therefore, some regulatory and legislative approvals will be required. This will
involve defining the rules and operation of themarket and seeking authorization from
relevant regulatory bodies for the arrangement or gaining legislative support from
governments.

37Treatment of losses will have to be considered if material in the microgrid. All markets adjust for
losses either by varying the price at the connection points or by adjusting physical quantities.
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3.3.4 The Customer Layer

The customer layer is similar to the current retail regimes. The parties provide equip-
ment, sales and billing services, and contract with end use customers for the provision
of services. In the DSO model, participants in the customer layer could be:

• Retailers or load serving entities (LSE). These licensed entities would provide
energy at a price. The contract may include some form of cost reflective pricing
(not directly price responsive), pricing for responsive loads using prevailing prices
and pricing for DER. The DER pricing would be contract based with prices for
reducing a site and prices for export into the grid;

• Beyond the meter providers—exempt sellers or energy providers, where DER
equipment is provided to meet the customer needs but they are not the retailer.
The DER equipment could be set up to be price responsive or simply to provide
on-command DR;

• Demand or generator aggregators. These are parties that split out the responsive
load or the DER from the normal loads at a site and aggregate that into mar-
ketable quantities. This group of participants would actively work to maximize
their income using the price at the customer sites and may contract with retailers
to assist them to manage normal risks; and

• Network entities seeking to use DER to manage network issues. In a microgrid,
the ancillary services necessary to operation the market could either be contracted
directly or purchased in the market.

The customer services layer is where participants would take advantage of the
advances in technology, for example:

• Storage, which allows the control and dispatch of other generation sources38 as
well as allowing price arbitrage of energy supplies. Storage would operate based
on the price at the node to consume or export energy tominimize cost or maximize
profits over a defined period.
As storage is an energy constrained supply, the key aspect is to store or export at
the appropriate times. The provision of forecast prices would therefore allow the
use of storage to be optimized;

• Electric vehicles. A special form of storage with both some limitations and also
the ability to be located at different parts of a network at different times. The DSO
environment will allow flexible pricing for both electric vehicles as a load and as
moveable storage.

The participants in this layer will require sophisticated management systems that:

• Allow visibility of loads, DER, and market prices;
• Active and rule-based control over all devices at a site; and
• The ability to interact with prices and forecast prices that come from the market

layer of the DSO.

38While initially focused on Solar PV or wind, the use of storage on co-generation would allow
optimal use of these generators.
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These systems and devices are now available in Europe and the USA. Prefer-
ably, the systems will use open-source software, to maximize interoperability and
minimize the cost of changing providers.

3.3.5 Operation of the Layers

These three layers are currently required for many familiar markets, for example

Service/Operation Technology layer Market layer Customer layer

Central markets, e.g.,
Australian National
Electricity Market,
PJM

Grid operations,
communication
systems, metering,
protection systems

Market dispatch
engine, systems
access. Web
publication of prices.
Settlements

Customer registration
and transfers and
related processes,
retailer customer
systems. Trading
rules

Ride-sharing
services, such as
Uber or Ola

Internet, Web access
for operations

Customer and car
registration, trip
matching algorithm,
collections from
customers and
payment to drivers

Phone apps to allow
access, information
on car locations, and
contract formation
tools

Hotel and home
share services, such
as AirBnB, Booking.
com

Internet, Web access
for operations

Customer and
accommodation
registration. Site and
customer matching
and reservation
process. Settlement
services

Web site and phone
apps for access,
review service,
contract formation,
additional venue
services (local guide
information)

Distributed System
Operations

Distribution utility
operation and control
systems. Metering
providers

Participant
registration,
forecasting and
dispatch, settlements

Retail, beyond the
meter services,
provision of home
energy management
equipment and
customer billing

The layers for a service can be provided by a single party where the industry is
not competitive or by a combination of parties. In the examples shown:

• For the current energy markets, the technology layer is provided by the networks,
predominantly, in conjunction with the grid or a system operator. The system
operator may also provide the market layer in some countries (e.g., the Australian
Energy Market Operator).

• For Web-based services, on the other hand, the technology layer is provided by
multiple parties using a cooperative standard, while the Web provides both the
market and customer layers. Increasingly, tools such as Blockchain are allowing
distributed settlement systems for smaller-scale markets.

http://Booking.com
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For a microgrid, it may be possible to operate without formal competition that
some or all of these layers could be provided by one party. Logically, the layers
would be provided by:

• The technology layer would predominantly be provided by the distributor or local
network provider in the microgrid area;

• The market level is open to a number of parties and could be different for each
microgrid. It is likely, however, that standard forms could be developed and
provided by a single or a small number of market system providers; and

• The customer layer should be competitive allowing various parties to inter-
act, including LSEs, aggregators, customers, generators, with some regulated
oversight to ensure anti-competitive activities do not occur.

It is hard to be prescriptive, but the market layer could be cooperatively owned by
the members of the customer layer. This is how markets such as PJM developed. If
this was the approach, then, subject to some regulatory oversight, each market would
be able to develop their own rules.

The operation of the layers for the DSO model would evolve as the concept is
more widely adopted and could involve many parties at the technology level as well
as the customer level.

3.3.6 Market-Based Trading Across the Region and Between
the Microgrids

Given each microgrid is self-contained, or able to be self-contained, to the point of
operating in isolated mode, then trading between the grids is for economic purposes,
that is to minimize the overall cost of each grid. For example:

• Two or more local grids trade via a range of collectivization platforms, possi-
bly sharing large-scale generators, such as nuclear facilities or large-scale PV
generation. This could be via cloud-based exchanges;

• Local markets with attributes that complement each other, say a hydro-based
microgrid and a largely solar/storage grid, agree to share some balancing duties
to reduce costs to both grids. This could be season or weather condition specific
to manage winter periods; or

• If the purpose of the microgrid is technical resilience, the grids could operate as
a combined unit for normal periods but be capable of separate operations when
necessary. Each microgrid would be able to operate independently, but the most
economic operation would be as a combined unit.

Once there are microgrids operating independently and interdependently, the
forms will vary according to the needs of participants. As discussed above in
Sect. 3.3.5, there could be standardization if that is economic, but the regulation
should be such that a wide range of options is possible. This means that regulation
should focus on minimizing anti-competitive outcomes.
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3.3.7 Development of New Assets

In this option, assets would be developed cooperatively between the communities
and the microgrid operators. The balance between supply frommicrogrid and shared
resources and distributed or customer resources would be based on economic choices
of the customers and community rather than central planners. From this perspective,
investors may request specific risk mitigation measures.

Of course, like trading between microgrids, it may be possible for two or more
microgrids to pool resources and share assets. This would include joint development
of network interconnections to allow trading between the microgrids. This is being
done between countries and markets and will be possible at the more local scale as
well. This is discussed in the next section.

3.4 A Range of Potential Outcomes

In the introduction, it was noted that a large number of markets are not liberalized
at all. For these markets, some movement down the option one approach is possible,
depending on political developments. It is unlikely, however, that, given the time
required to develop current markets, the full microgrid outcome is possible.

In addition, the range of trading between microgrids described in Sect. 3.3.6
suggests that options One and Two are just the ends of a continuum. If efficient
pricing is adopted for wholesale markets and current technologies are allowed to
develop, the only barrier to the efficient aggregation or fragmentation of markets is
regulations that prevent efficient outcomes.

This issue was described in the introduction; political concerns, reliability
concerns, and monopoly concerns can all derail efficient market designs and
outcomes.

The outcomes in Europe, for example, where efficient markets already exist,
would tend toward option one with large-scale interconnection already in place. For
Asia (not counting China), the more fragmented approach could be more suitable
where large-scale integration is not already underway and it is possible to adopt
lower-cost renewable approaches supported by local storage without abandoning
expensive infrastructure.

It is therefore likely that describing the two options in this chapter is simply
describing the intermediate steps to the longer-term outcomes, shown in Fig. 7.

This was discussed at the recent Microgrid Conference in Newcastle, Australia,39

where potential future outcomes were discussed and one participant (ABB) gave its
own projection of the future, shown in Fig. 8, which mirrors CIGRE’s ideas in this
chapter and the work of many of the working groups.

39Both Figs. 7 and 8 are drawn from the ABB presentation to the Microgrid conference, September
2017, Newcastle.
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Fig. 7 A range of smart grids and microgrids (ABB)

Fig. 8 The future of the grid
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HV High voltage
HVAC Heating, ventilation, air-conditioning
ICT Information and communications technologies
IoT Internet of things
ISO Independent system operator
LEC Local energy communities
LV Low voltage
LVDC Low voltage direct current
MV Medium voltage
MVDC Medium voltage direct current
P2G Power-to-gas
P2H Power-to-heat
P2V Power-to-vehicle
PMU Phasor measurement unit
PV Photovoltaic
RES Renewable energy source
STATCOM Static synchronous compensator
TSO Transmission system operator
UPS Uninterruptible power supply
V2G Vehicle-to-grid
VPP Virtual power plant
VSC Voltage source converter

1 Introduction

1.1 Objectives

This chapter focuses on distributed energy resources (DER) and active distribution
systems (ADS). More specifically, it addresses the impact of a high penetration of
DER in distribution systems. It also addresses methods and approaches to deal with
and exploit the potential of DER, at both the distribution and transmission levels,
including in the development and operation of active distribution systems.

DER, connected to distribution systems, or when aggregated to transmission
systems, includes:

• Renewable and conventional distributed generation units
• Energy storage systems, including battery and thermal energy storage
• Demand side integration.
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Technical issues that limit the hosting capacity of distribution networks for fluc-
tuating renewable generation like solar and wind include the thermal ratings of net-
work components, voltage regulation, short-circuit levels and power quality con-
siderations. Additional constraints may arise from islanding considerations and the
possibility for reversal of power flows [1].

This chapter shows how a wide deployment of DER can help significantly reduce
the impact of electric energy production, transmission and distribution on the envi-
ronment and reduce dependence on fossil fuels. It demonstrates how DER tech-
nologies allow the deployment of generation based on renewable energy resources,
primarily wind and solar. This wide deployment of DER enables the implementa-
tion of measures that facilitate the energy transition, including greater reliance on
renewable energy resources for electric power production, enhanced flexibility of the
grid, better operational and market procedures, energy efficiency improvements and
electricity as the backbone for future multi-energy supply, including mobility, heat,
etc.

This DER deployment will require an accelerated development of the required
new power conversion, as well as storage technologies, and will lead to a greater
control by consumers over their energy supply. As future electricity supply will be
based on more non-synchronous generation, new primary and secondary control
concepts are required.

1.2 Terminology

1.2.1 General Definitions

Distribution networks cover electricity infrastructure for delivering energy from the
transmission system to end-users (customers) at medium voltage (MV) and low
voltage (LV). Worldwide, there are different voltage levels up to which a network is
to be considered as distribution; thus, in this chapter they are considered by function
rather than by voltage level.

Active distribution systems are distribution networks with systems in place to
actively control andmanage distributed energy resources (DER). Distribution system
operators (DSOs) have the possibility of managing electricity flows and voltages. In
active distribution systems, DER will take some degree of responsibility for system
support, which will depend on a suitable regulatory environment and connection
agreement.

Elements and layers of the active distribution networks are shown in Fig. 1.
Demand side integration (DSI) is an umbrella term that covers all activities

focused on advancing end-use efficiency and effective electricity utilization, includ-
ing demand (side) response, demand (side) management and energy efficiency.
Demand (side) response covers activities designed to encourage consumers to change
their electricity usage patterns. This includes the timing and level of electricity usage
and covers all load types and customer objectives.Demand (side)management relates
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Fig. 1 Layers and elements of active distribution networks

to applications where the distribution system operator actually has direct control of
the customer load. It is applicable for functions that enable the utility to manage the
demand curve for emergency or asset management objectives [2].

1.2.2 Categories of DER

There has recently been an increased focus on distributed energy resources (DER)
deployed in distribution systems. DER includes distributed generation (DG), both
from conventional systems and renewable energy sources (RES), energy storage
systems (ESS) and demand side integration (Fig. 2). DER is especially characterized
by:

• Distribution connected generation—distributed generation (DG)

(a) Local resources, including RES such as solar photovoltaic (PV) and wind
with variable and intermittent power output, or other forms of RES and
alternative fuels

(b) Conventional fossil fuel-based—diesel engines, gas turbines, combined heat
and power systems (CHP).

Fig. 2 Distributed energy resources—examples of types and features
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• Electric energy storage systems—which can operate as a generator (discharging)
or a load (charging) in a variety of possible application scenarios provided by
different stakeholders, such as

(a) Firming production—balancing variability
(b) Leveraging (arbitrage)—storing/retrieving excess power
(c) Ancillary services provision, including participation in frequency regulation,

reactive power regulation and voltage control, active power reservation, and
black-start support

(d) Ramp rate control or grid code compliance.

• Demand—curtailable/interruptible and/or controllable loads

(a) Conventional controlled loads operating in a variety of applications, available
for demand management

(b) New loads—electric vehicles, electric transportation battery chargers or
power to X (heat, gas, and hydrogen) applications as a means to provide the
required flexibility to balance variable renewable generation and to increase
the share of renewable generation

(c) Aggregated loads allowing customer participation in the market.

1.3 Methodology

Figure 3 summarizes the topics covered in this chapter. It addresses the three building
blocks of distributed energy resources (DER) deployment and active distribution
systems (ADS) implementation, namely the

• pillars: distributed and renewable generation, applications of storage systems and
demand side integration

• tools: enabling technologies including power conversion systems, solutions for
deployment, planning and operation

• applications: distribution systems, microgrids, rural electrification, smart cities
and homes, electric vehicles, multi-energy systems and DC systems.

In this chapter, the following methodology and approach are used and issues
discussed:

• The state-of-the-art perspective—This is a description of the status of this field,
including its technology, concepts, techniques, education, standardization and
practices, with a focus of what is expected within the next five years.

• The requirements perspective—This provides a justified list of current or future
needs not solved or poorly addressed by current practice and technology, includ-
ing concepts, techniques, education, research, security, efficiency, regulation,
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Fig. 3 Scope of DER and active distribution system technologies

standardization, policies, etc., as seen by stakeholders from different soci-
etal groups, including consumers, producers, utilities and operators, industry,
economy, ecology, etc.

• The future perspective—This provides a justified list of topics, describing pos-
sible and long-range scenarios of evolution of technology, concepts, techniques,
education, standardization, practices, etc., that need to be pursued or developed
in this field, and how they will attain the above requirements.

Some topics, such as the organization of local energy markets, are important
emerging topics in the context of a large deployment of DER, and these are dealt
with in chapter “Electricity Markets and Regulation” of this book.

2 State of the Art

2.1 Drivers in the Development of Active Electricity
Distribution Systems

There are multiple drivers in the development of electricity supply systems at the
distribution level, which originate from various sources, some societal, some related
to technological development and others to mature and emerging electricity markets.
The main drivers are:

https://doi.org/10.1007/978-3-030-44484-6_14
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• the energy transition, including:

(a) the drive towards sustainability of electric energy supply, including the move
away from fossil fuel dependence to renewable energy resources (solar, wind,
biomass, water, other forms of energy);

(b) the drive towards wide electrification of various sectors, including ground
transport, maritime, aviation, agriculture and heating and cooling, by dis-
placement of fossil fuels by renewable energy sources. An example of elec-
trification expansion is the push towards increased deployment of electric
vehicles.

• deregulation of electric energy production and electricity supply, allowing access
to markets for smaller DER owners and operators and the decentralization of the
electric energy system;

• increased emphasis on electric energy supply reliability, security and resilience,
exploiting the redundancy provided by multiple DER, including distributed gen-
eration from renewable energy sources, distributed energy storage, multi-energy
systems (electricity and heat) and demand side participation.

More specifically, a variety of factors are driving the energy transition worldwide,
with very different challenges, tasks, management, coordination, resource mix and
market models:

• International and national policies that encourage lower carbon generation, the
use of renewable energy sources (RES) and more efficient energy use (energy
efficiency)

• Integration of RES and other distributed generation (DG) into distribution grids
• Increased customer participation, resulting in new needs, especially for distribu-

tion grids
• Progress in technology (technology push) including in the area of information

and communications technology (ICT)
• Need for investment in end-of-life asset renewal, including distribution networks

(addressing ageing assets)
• Necessity to handle grid congestion, including at the distribution level, using

market and incentive-based approaches, among other techniques
• Evolution of market design and regulatory mechanisms to manage the grid

transformation in an equitable, cost-effective manner
• Environmental compliance and sustainability of newly built and existing infras-

tructure
• Need to address the energy needs of a large number of people in the world with

no access to electricity.

SuitableDER technologies, solutions and applications are the key tools that enable
distribution systems to achieve high levels of reliability, efficiency and sustainabil-
ity. This is achieved by providing local power generation, storage and demand side
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integration capabilities, including observability, controllability and efficiency, par-
ticularly with the use of sensing and information and communications technologies
(ICT).

2.2 Technologies for DER Deployment

2.2.1 Distributed Energy Resources (DER)

Mechanisms for the Deployment of DER

Options for deploying DER include individual units in distribution systems or aggre-
gations of units with a common connection to an electricity network, such as wind
parks and solar farms. Aggregation, in power ranges above 100 MW, typically
requires connection to the transmission system (Fig. 4). Aggregation can be also
in the form of microgrids or virtual power plants (VPPs), in low and medium voltage
networks.While microgrids have their DER connected at the same location, the loca-
tion of DER in VPPs needs not to be in the same geographic area nor connected to the
same substation. However, DER in VPPs should be aggregated into one regulatory
area of an independent systemoperator (ISO) or transmission systemoperator (TSO).
At the consumer level, aggregation can be in the form of local energy communities
(LEC) or industrial parks.

Fig. 4 DER deployment—distribution and transmission systems
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The increased penetration of DER requires that utilities reconsider the planning
and operation of distribution systems. One response is to make these systems more
controllable and responsive (active distribution systems) and to enhance the role
of the distribution system operator (DSO) and its distribution management system
(DMS). These developments also enable consumer involvement and response to the
state of the distribution network, including responsiveness to price signals. They also
directly affect distribution system reliability and resilience.

Finally, asDERdisplaces part of central generation, transmission systemoperators
(TSOs) have to consider their controllable behaviour for planning and operation
purposes in close cooperation with DSOs and owners or DER [3].

Challenges in Integrating DER—Inverter-Based DER

In addition to the need for integrating in a rational manner an increasing number of
DER and managing the resulting need for increased flexibility, system operators are
facing a number of new issues and challenges related to the nature of the resources
and technologies used in DER systems:

• Variability and intermittency of renewable energy-based generation—The output
power of these generators is dependent on the primary resource. For many types
of renewable energy sources, particularly wind and solar energy, this gives rise
to variability and intermittency of the output power. This variability requires
balancing by other resources within the power system. RES-based generators
typically operate at the maximum possible power output, limited by the resource
constraint, in order to maximize economic return. However, alternative operating
modes are possible, such as curtailment to leave a power margin for ancillary
service provision.

• Power electronic interfaces—These interfaces have performance characteristics
unlike those of rotating synchronous generators, namely they can respond rapidly
to real and reactive power changes (Fig. 5). On the other hand, they lack inertial
response due to decoupling of rotating machines, if any. Built-in inertial response
characteristics in power electronic interfaces are possible however, in the form of
synthetic inertia.

• Use of electricity storage systems—Battery energy storage systems are an effec-
tive and direct means of managing the variability of renewable energy resources,
and they offer many features that are not available in conventional generators and
systems. They allow renewable generation to be dispatchable, with controllability
similar to conventional generators.

• Active loads—This includes load management and demand response, enabled
by electronic controllers and advanced sensing, information and communications
technologies, that can be used to enhance the flexibility of the electricity system.

• New electric loads/generators—These include battery chargers for electric vehi-
cles (EVs), including larger vehicles such as buses and trucks. Plugged-in EVs
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Fig. 5 Static (power electronic) inverter-based DER grid interfaces

can be used as either loads or generators, depending on the state of charge of the
on-board battery, providing flexibility services.

• Converter-interfaced DER can provide four-quadrant operation (Fig. 6), with both
real (P) and reactive (Q) power being injected or absorbed. This can provide any
required combination of P and Q, within the rating of the converter.

Enabling Technologies in Support of DER Deployment

Recent technology developments in the areas of power, control, data management,
communications and advanced computer-enabled technologies allow for intelligent
applications supporting the change to a more reliable, affordable and sustainable
electricity supply and a possible disruption of existing business models.

Enabling technologies include:

• Power electronic interfaces for electrical power generators, loads and power sys-
tem compensators, and, more specifically for DER, power electronic interfaces
for load flow control and voltage support.

• Sensor, information and communications technologies (ICT), including advanced
control of DER.

• Digitalization of most aspects of the control, communications and marketing of
electric power, including

(a) advanced control system, integrating artificial intelligence and machine
learning in the operation of distribution networks (e.g. forecasting and
dispatching of DER);

(b) advanced and automated energy transactions, including transactive energy
based on concept such as blockchain transactions;
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Fig. 6 Inverter-based four-quadrant interface

(c) deployment of Internet of things (IoT) approaches for generators, loads and
electricity system assets.

Serious concerns regarding the digitalization and the large-scale deployment of
ICT and IoT are possible cyber security vulnerabilities.

2.2.2 Electric Energy Storage Systems

Role of Battery Energy Storage

Electric energy storage systems, especially in the form of battery energy storage sys-
tems (BESS), are increasingly entering electricity distribution networks to improve
operational efficiency, postpone or eliminate the need for large capital expenditures
to upgrade networks or to generate service revenue. In its simplest architecture, a
BESS consists of (Fig. 7):

• Grid-connected power conversion equipment, typically four-quadrant power
electronic converters;

• Batteries, connected into the DC side of the converter;
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Fig. 7 Battery energy storage system (BESS) topology and structure

• Battery management system (BMS) for control, monitoring and communications,
often with several layers;

• Interconnection and support systems, including equipment such as transformers,
switchgear, cabling, thermal management and protective devices.

The location of BESS depends upon the application it is servicing, but also on the
size of the system (stored energy) and the desired voltage level (MV, LV). It can be
located at the substation, along the distribution feeder, associated with a renewable
energy resource or close to the load.

Interfacing BESS

BESS can exist as centralized or decentralized installations in the electricity network
(Fig. 8). These diverse arrangements of BESS in distribution grids need proper coor-
dination and control structures in order to exploit the storage potential in a systematic
and effective manner. In active distribution systems, depending on their ownership,
they can contribute to different grid services:

• BESS can be interfaced with a distribution management system (DMS) and
operated by DSOs for voltage control, demand side integration and local power
balancing.

• BESS can be integrated into secondary substations/feeders and located close to
local generation units, for optimizing the active and reactive power control.

• BESS can also be integrated into consumers’ premises to provide local generation,
backup and black-start power, demand side participation, etc.
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Fig. 8 Framework for the operation of BESS in distribution grids
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Fig. 9 Battery energy storage system (BESS)—features and grid services [4]

Applications

BESS has a very fast dynamic response compared with other energy storage devices
and, as a result, they can cover a wide range of applications from short-term power
quality support to long-term energy management. They can provide a number of
benefits to distribution network operation, Fig. 9.

BESS creates a number of prospects for energy and capacity trading in electricity
markets. BESS forms a key enabling technology in managing the intermittency of
renewable energy generation and increasing its capacity factor and value in electric-
ity wholesale markets. It can substitute conventional generation reserves and firm
capacity to address the uncertainties of renewable generators through regulation and
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balancing markets. During congestion in control areas, BESS could also help to
reduce the variance between the system and spot price of electricity.

BESS connected to the distribution system can have impacts both at the local
distribution level and at the transmission level. General features and benefits of BESS
can be categorized as follows, with the monetary value depending on the manner in
which distribution and transmission systems are operated within the relevant market
and regulatory frameworks:

• Load levelling and peak shaving—direct benefits are related to averaging out
feeder loading, which can be used to defer investment in infrastructure upgrades
for heavily loaded distribution feeders. With sufficient installed numbers of
BESSs, it may also be possible to defer transmission capacity increases as well.
BESSs can also reduce demand charges, if applicable in the regulatory context.

• Ancillary services—direct benefits come in the form of voltage regulation
(through reactive power injection/absorption), frequency regulation and support
(through real power injection), power system oscillation damping (power system
stabilizer functions typical of synchronous generator excitation systems, with
the added functionality of fast real and reactive power injection), power quality
(voltage distortion and harmonic mitigation) and spinning reserve.

• Balancing renewable energy/ramp rate control—BESS can balance and firm-
up renewable energy outputs and enable them to comply with local grid codes.
It can mitigate power variations from wind and solar. Benefits can be considered
across a range of timescales and purposes such as

(i) short-term balancing (power variation smoothing),
(ii) multi-hour storage, allowing renewable resources to be dispatchable,
(iii) capacity firming, which allows committed levels to be maintained and
(iv) providing short-term overload capacity.

• Energy arbitrage—this feature can be exploited where electricity market condi-
tions exist which provide opportunities to purchase electricity at a lower cost and
sell at a higher price, including in a time-of-use market. Benefits arise across sev-
eral timescales frommedium term (less than one hour) to longer term (multi-hour
or day).

• Resiliency—this allows blackout ride-through by serving loads during the failure
of the distribution system. Benefits can be considered across a range of purposes
such as eliminating supply interruption and providing backup power, in particular
to critical loads (providing uninterruptible power supply (UPS) functionality),
supporting microgrids in the transition from grid-connected to islanded mode,
and enabling islanded operation. BESS can also provide black-start capabilities.
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2.2.3 Demand Side Integration

Contributions to the operation of distribution systems can be made by customers
through the deployment of distributed energy resources (DER) on their premises,
supported by modern control and communication systems. Customer empowerment
approaches include the provision of information and tools for managing their con-
sumption, normally encouraged by financial incentives. Load curtailment, shifting
and levelling are typical demand side functions. Demand side integration (DSI) is
one of the tools available to implement active distribution systems, Fig. 10.

Further work is required tomake full use of demand side integration. This includes
understanding the interests, expectations and requirements of the DSO; the potential
role of the consumer in a more active distribution system; and the enhanced control
of distribution loads. In addition, appropriate sensing, communication and control
infrastructure is required to interface with the customer’s equipment.

There are several current and planned approaches to DSI around the world to
empower customers and a number of case studies and examples of deployments.
However, additional guidelines and demonstrated solutions are needed.

The purpose of DSI programs is to modify the usage patterns of electrical loads
of different customer types, usually domestic appliances or commercial or industrial
facilities [2]. This is mainly to:

• optimize energy production costs
• optimize energy utilization costs
• improve the reliability of the system
• match utilization to environmental factors or
• improve the hosting capacity of the grid.

Fig. 10 Active distribution systems—demand side integration
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Fig. 11 Benefits and implementation of demand management

When properly designed, DSI programs also contribute to defer investment in new
infrastructure. In such cases, the network operator often initiates the DSI program.
Nevertheless, DSI can also be triggered by electricity markets.

Different approaches exist to manage the load, either by direct control (switch
off, dispatch) or by indirect control (consumer response to price signals). Figure 11
summarizes the benefits and realization of different demand management programs.

The shorter the reaction time required, the more often, direct control is applied,
especially in emergencies.

2.3 Standardization and DER Interconnection Rules

Grid codes, planning standards and economic evaluations still need to develop further
to fully capture the benefits of DER and to ensure that DER is treated in an equitable
manner in comparison to other forms of generation. This is particularly important for
BESS, as recognition of the multiple services able to be provided by a BESS would
enhance the business case for their installation.

Standards cover a number of aspects of DER deployment, including

(a) DER interconnection requirements—individual DER requirements, such as
voltage and frequency ride-through, voltage variations, ramp rate control, power
quality requirements and protection settings, as in IEEE Std 1547-2018 or CEI
0-21 [5], ENTSO-E and CENELEC, utility grid codes, as applicable. Figure 12
presents typical frequency and voltage ride-through requirements;

(b) aggregated DER management—IEEE 2030 standards series:
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Fig. 12 Grid codes—typical DER voltage and frequency ride-through requirements

(1) IEEE Std 2030.7-2017—IEEE Standard for the Specification of Microgrid
Controllers;

(2) IEEE P2030.11—Distributed Energy Resources Management Systems
(DERMS) Functional Specification—under development;

(c) smart grid interoperability standards—IEEE 2030 standards series:

(1) IEEE Std 2030-2011—IEEE Guide for Smart Grid Interoperability of
Energy Technology and Information Technology Operation with the
Electric Power System (EPS), End-Use Applications, and Loads;

(2) IEEE Std 2030.2-2015—IEEE Guide for the Interoperability of Energy
Storage Systems Integrated with the Electric Power Infrastructure;

(3) IEEE Std 2030.3-2016—IEEE Standard Test Procedures for Electric
Energy Storage Equipment and Systems for Electric Power Systems
Applications;

(d) IEC 61850 standards and related developments:

(1) IEC 61850—Communication networks and systems for power system
automation. This collection of international standards describes devices
in electrical substations and information exchanges between intelligent
electronic devices (IED), Fig. 13;

(2) IEC 61850-7-420—Communication networks and systems for power
system automation—basic communication structure—distributed energy
resources logical nodes. This standard gives object models for DER,
including BESSs.

International electro commission (IEC) efforts in standardizing information
exchanges lead to developing a common information module (CIM). The pro-
posed reference architecture based on IEC 60850 series is applicable to information
exchange and modelling of DER and of active distribution systems and also ties into
cyber security.
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Fig. 13 Information exchange between intelligent electronic device (IED) and the grid

3 New Requirements

3.1 Societal Requirements

3.1.1 Stakeholders

The stakeholders in the deployment of DER and active distribution systems include:

• customers (end-users, prosumers);
• owners and operators of DER (individual or aggregated, wind and solar farm

owners and operators, etc.);
• distribution system operators (DSOs) and transmission system operators (TSOs)

that can benefit from the services provided by individual or aggregatedDER under
their control or under the control of independent aggregators or DERmanagement
system operators;

• regulators.

Citizens are at the centre of the energy transition. The ability to install their own
local generation sources thus gives them the opportunity to become prosumers and
allows them to shape their own energy profile.

DSOs are key enablers for the success of the ongoing energy transition and thus
play a crucial role in the relevant developments. They must act as neutral market
facilitators and guarantee distribution system stability, power quality, technical effi-
ciency and cost-effectiveness in the future evolution of energy networks towards a
smarter grid concept.

The developments in the distribution network also affect the overall planning and
operation of the system, and thus, TSOs are also interested.

Researchers and academia, equipment manufacturers, ICT developers and
providers, etc., are obviously very important for these developments.

Finally, regulators and policy-makers are the main stakeholders that facilitate, if
not enable, these developments.



Active Distributed Systems and Distributed Energy Resources 537

The European Technology and Innovation Platform for Smart Networks for
Energy Transition (ETIP-SNET) is the key EU initiative consolidating the views
of all the above energy stakeholders [6].

The largest challenge faced with the adoption of new technologies is the provi-
sion of abundant energy forms, at affordable rates and with the required quality and
reliability to its customer base. This customer base includes the developing parts of
the world with low electrification access (i.e. less than 50% of the country population
electrified), to the highly developed and technologically advanced economies, where
customers demand ever-increasing reliability, environmental protection and energy
efficiency. Customers are demanding a higher level of integration and as prosumers
have now also become players in the market place. System operators and electric-
ity markets need to increasingly manage bidirectional energy flows with variable
resource requirements. Utilities and distributors are faced with the “death spiral”
where customers are disconnecting from the grid, while expecting to maintain the
“security” associatedwith a grid-connected point of supply, evenwhen disconnected.

TSO, DSO, energy retailers, aggregators, private and industrial customers will be
a part of the new active distribution systems. Policy-makers will be also part, since
new regulations have to facilitate possibilities for demand response.

3.1.2 Environmental Protection

Most DERs are based on RES, including biomass and waste, as well as solar and
wind. Their optimal integration has direct positive effects on the environment. The
increase in efficiency of operation reduces energy use offering additional positive
advantages.

The deployment of DER based on renewable energy sources and the comple-
mentary technology, energy storage, will have a direct and beneficial impact on the
environment. It will allow decarbonization of electric energy production and more
generally, through increased use of electricity as an alternative energy source to fos-
sil fuels; it will lead to gradual decarbonization of human activities, in commercial,
industrial and transportation sectors.

The deployment of DER depends on economic, ecological and technical consid-
erations, as shown in Fig. 14. In addition, the regulatory and legal framework affects
all aspects. For example, regulation can contribute to the limitation of pollution
by imposing emission costs that quantify the drawbacks of conventional fuel-based
generation greenhouse gas (GHG) emissions. Similarly, the regulatory framework
establishing the price of electricity directly determines the economic criteria.

3.1.3 Economic Considerations

The construction and operation of active distribution networks have a direct positive
effect on network costs, reliability and security. Figure 14 illustrates some of the
issues. It affects the cost of energy, lowering operational costs and thus has a positive
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Fig. 14 Active distribution network impact considerations

effect on overall economy. Prosumers are able to lower their bills by educated use of
their resources. The operation of local markets can further reduce operational costs.

Challenges abound, as emerging economies have the opportunity to leapfrog tech-
nology adoptions (similar to the cell phone industry) by integrating DER and micro-
grid technologies, without the need for constructing expensive generation and grid
infrastructures. Technology needs to be affordable to cater for the needs of emerg-
ing economies, to ensure that access to electricity is accelerated in such countries.
The opposite extreme is found in developed countries where increasing reliability,
sustainability of resources (e.g. shift from coal to renewable energy sources) and
affordability of energy drives the quest for more efficient electricity supplies.

Price elastic consumption will be important for development, i.e. time-of-use
tariffs, spot market prices, a market for providing spinning reserve, etc.

The new possibilities provided by recent and expected developments include:

• Smart cities—DER deployment and management and interaction with other
energy sectors

• Smart homes—impact on distribution and transmission grids
• Transport systems—electric vehicles and trucks, trains, urban transportation

systems
• Rural electrification and off-grid distribution systems—microgrid deployment

opportunities.

3.1.4 Education Needs

Current university educational curricula include courses about RES, distributed
energy resources and active distribution networks. There is a huge need to inform
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citizens about the opportunities offered by the new DER technologies for their ben-
efit and for the environment. There is high need for further education at the utility
level for practicing engineers.

New technology requirements have led to steep learning curves, particularly in
developing countrieswhere current grids and networks competewith the introduction
of microgrids, BESS and DER applications. Knowledge transfer, tools and systems
adoption and application guidelines are all “put together on the fly”, as customers
and distributors roll out new technologies.

At universities with master’s courses in energy systems/power systems, project
work and thesis research can be seen addressing active distribution systems and
DERs. Ph.D. research projects are focusing in this area, too. However, there are not
many courses directly related to the topic. However, there is work ongoing within
the EU to start up multidisciplinary studies and courses related to this area.

At this time, the energy portion of the topic of distributed energy resources
and active distribution systems is covered in a number of courses given in the
areas of power systems (transmission and distribution) and power conversion (rotat-
ing machines and power electronic converters). Other topics, such as control and
communications, are covered in general courses in the respective areas.

3.2 Grid Requirements

3.2.1 Security, Reliability and Resilience

Driven mainly by the requirements of the electricity supply system of the future,
and by new developments in hardware, software and ICT, distribution systems are
expected to change substantially in the long term. One main impetus will come from
the need to cope with the increasingly complex group of stakeholders involved in a
more decentralized electricity supply system.

This will motivate changes in the architecture of future systems, with impacts in
the engineering lifecycle and its methods.

3.2.2 Flexibility

The need to balance supply and demand in a system significant penetration of inter-
mittent generation requires a high degree of flexibility in the system. This flexibility
will be provided by generation, both conventional and distributed, and by other
resources available in the system. These will include energy storage systems, and
conventional (e.g. heating and cooling) and new (e.g. electric vehicle) loads with
greater controllability (Fig. 15).

Flexibility describes the ability of a power system to cope with variability and
uncertainty in both generation and demand (Fig. 16), whilemaintaining a satisfactory
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Fig. 15 Flexibility—needs and resources

Fig. 16 DER providing flexibility

level of reliability at a reasonable cost, over different time horizons. Multi-energy
systems can also provide increased levels of flexibility.

3.2.3 Efficiency

In developed countries, the impact on load growth scenarios has been profound in
recent years, as customers and manufacturers have been encouraged to adopt energy
efficiency measures. The move from incandescent to LED lighting, improved man-
ufacturing systems, power factor correction techniques, etc., have all combined to
improve the overall energy efficiency of customer electrical installations. Increased
automation, real-time data availability, etc., will no doubt further increase such
measures in the future.
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Energy efficiency should always be addressed and, to get a better total energy bal-
ance, it is important to consider multi-energy systems to get the best out of their inter-
action. This includes waste heat, excess wind power production, the electrification
of heating systems and of the transportation sector.

3.2.4 Regulation and Policies

Regulation and market policies in many countries have drastically changed from
monopolistic approaches to market-based approaches allowing the participation of
DER for providing energy and flexibility services. Still a lot more needs to be done
to facilitate these developments and ensure a level playing field for all RES at the
distribution level.

Tools for the participation in electricity markets of new loads such as electric
vehicle or electric transportation system battery charging stations need to be devel-
oped. Tools for interaction with, for instance, district heating using heat pumps and
electrical boilers should be further investigated.

4 New and Emerging Technologies and Applications

4.1 Multi-energy Systems

Multi-energy systems are integrated schemes from different energy vectors, sectors
and networks such as electricity, gas, heating, cooling and transport. These systems
are key to generating new types of energy flexibility as well as techno-economic and
environmental opportunities for reliable operation and least-cost planning of future
smart electricity grids.

Benefits of multi-energy systems, Fig. 17, include:

• Better energy efficiency of the total energy system;
• Possibilities to use more renewable energy, for instance from excess power from

wind or PV generation;
• Making use of new forms of storage facilities (heating/cooling/gas and also

electricity, e.g. usage of vehicle-to-grid (V2G) concept);
• Possibilities to counteract fluctuations from RES;
• Possibilities to use waste power from industry.

To allow for multi-energy system interactions in distribution grids, it is necessary
to study the configurations, impacts andprospects ofmulti-energy systems that enable
enhanced solutions for intelligent electricity systems, energy storages and demand
side management in the electricity grids with an increasing share of DER.

There are opportunities and impacts of multi-energy systems in future elec-
tric power systems; thus technologies and systems that integrate multiple sources
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Fig. 17 Application of multi-energy systems

of energy need to be considered. These include power-to-gas (P2G), including
electrolyzers, fuels cells, hydrogen storage, injection into gas networks; combined
heat and power (CHP); combined cooling, heat and power (CCHP); power-to-heat
(P2H), including electric boilers, heat pumps, thermal storage; power-to-vehicle
(P2V) including vehicle-to-grid (V2G) services; and compressed air and pumped
hydro-storages.

4.2 Electro-mobility

4.2.1 Electric Transportation Systems

The impact of electrical mobility on the grid might create local constraints, as the LV
and MV infrastructure has to cater for increased needs for charging of vehicles. Grid
reinforcements may become necessary, especially when the charging time coincides
with load peaks or it can create new peaks in the case of dual tariffs. This uncontrolled
charging will unavoidably lead to increasing capital expenditures, overloading can
be avoided however by applying smart charging techniques that distribute wisely
the charging load in a period of time. This intelligence can smoothen the load curve,
achieving a much better use of the network infrastructure. The vehicle-to-grid (V2G)
impact is so far largely untested, and such characteristics will become more practical
to adoptwhen the number of EVs in themarket has substantially increased. Currently,
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high EV costs are limiting the acceleration of the adoption of EVs for private, public
transport and commercial purposes.

4.2.2 Electric Vehicle Charging Systems as DER

Supported by national policies, the number of electric vehicles is increasing
worldwide. Main aspects of EVs with impact on future electricity systems include:

• EV charging technology and deployment: smart chargers using smart convert-
ers, fast and slow chargers, connection deep within the distribution system (slow
chargers) or on dedicated feeders (fast chargers)

• EVs as a storage technology that can be deployed in distribution systems, with
the ability to provide power to the network in addition to electric vehicle charg-
ing. This allows new approaches to enhance distribution system reliability and
resilience

• EVs as flexible resources. EVs can be a component of consumer integration and
empowerment, allowing demand response and demand side integration

• EVs as a component of smart cities: integrated EV technologies, power, control
and information and communications technology deployment for flexibility.

The battery on-board an EV can provide flexibility to the DSO when the EV is
connected to the charger, similar to a stationary BESS. The state of charge of the EV
battery and the available energy depends upon the past and planned use of the EV,
as well as the energy stored in the battery during the charging process at the time
of use of the system, as a DER. In the charging process, the EV battery becomes a
fully flexible load, potentially allowing the DSO to control the charging rate. When
fully charged, the EV battery can become a fully controllable BESS. When multiple
EV chargers are considered, EV charging can be controlled and coordinated to meet
the distribution grid requirements and constraints. In addition, when fast chargers
incorporate stationary batteries for fast EV battery charging, demand charges can be
reduced and the stationary battery acts as a BESS, even in the absence of a connection
to an EV.

There are various configurations of EV charging stations, and these configura-
tions are evolving as more experience is gained. The benefits and impacts of the
various configurations on the distribution grid, and their potential to enable enhanced
solutions for intelligent electricity distribution systems, need to be considered.

The following issues need to be addressed:

(a) impact of EV charging (and discharging) on the distribution grid and the hosting
capacity of distribution networks for EV chargers;

(b) charging requirements, charger locations and charging patterns for slow and fast
charging for different types of EVs: cars, buses and trucks;
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Fig. 18 EV charging station—impact of control strategies

(c) technology readiness and expected developments, charger types (slow and fast
charging), charger technology, enabling bidirectional capabilities (vehicle-to-
grid and vehicle-to-building); different semi-fast and fast chargers with inte-
grated storage (battery storage, other technologies), installation in residen-
tial, commercial and utility settings; coupling chargers with renewable energy
resources, standardization (existing and planned);

(d) managing EV charging, including single EV charging, multiple charger con-
trol and coordination, demand management and response to meet grid con-
straints; managing fast charging and the impact on the planning and operation
of distribution systems;

(e) EV charger ancillary service provision to DSOs and TSOs and the associated
regulatory issues, business and ownership models, role of aggregators, techno-
logical, socio-economic, financial aspects and business cases for EV charger
deployment.

Figure 18 illustrates the potential of appropriate EV charger control strategies that
will become increasingly important with increasing market penetration level of EVs.

4.3 Microgrids

4.3.1 Context and Definition

Microgrids comprise low or medium voltage distribution systems with distributed
energy resources (DER), including distributed generation (DG), storage devices and
controllable loads. A microgrid can typically operate grid-connected, whereby it
can freely exchange electricity with the upstream distribution network. On the other
hand, (e.g., in case of failures in the upstream network) a microgrid can also operate
autonomously as an islanded network, inwhich case it would solely rely upon its own
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Fig. 19 Microgrid—DER assets and management

resources to maintain demand/supply balance with an adequate level of reliability
and power quality [7].

A number of benefits from microgrid adoption may arise for customers and util-
ities, particularly owing to the possibility of operating normally uncontrolled DER
units in a coordinated way.

The size of microgrids varies in different applications, from building-level up to a
complete distribution network. Mostly, microgrids comprise a portion of distribution
systems. There are no specific requirements for operating them as grid-connected
systems, other than an interconnection agreement with the DSO, Fig. 19.

In Europe, at the end of 2019, very few microgrids exist, even in pilot mode.
In the current regulatory structure, DSOs are not allowed to operate microgrids, or
own and use DER for network benefits. A new boost in microgrids is expected via
the development of local energy communities (LEC), which are based on microgrid
structures. In other countries, including Australia and the USA, there are examples
of utility-owned microgrids for resilience and increasing reliability, e.g. lowering
outage times during maintenance, etc.

The market for microgrids for greenfield electrification is massive, with increased
electrification of developing countries in Africa, Asia and South America. Natu-
ral resources often abound, and the use of local resources will enable residential,
industrial and mining supplies to be developed. As these supplies are developed,
decisions will need to be made on whether to adopt AC or DC technology for this
new infrastructure.

It is expected that ACwill continue to predominate in areas where such infrastruc-
ture is well established. However, DC grids might be adopted on ships, oil platforms
and other more isolated places. DC home in case of DER generating DC current
allows for higher efficiency.

Microgrids will be established in only rural areas with benefits. If you have an
existing grid infrastructure, you should take advantage of this, being able to use
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energy also from distant renewable power production units like large offshore wind
farms and big solar power plants.

4.3.2 Microgrid Controller

A microgrid controller, Fig. 20, is a basic component of microgrids. It coordinates,
in an optimized manner, the integration and dispatch of local DER and loads. It:

• allows seamless disconnection and reconnection to the grid;
• sets the power exchanges (real and reactive) with the grid;
• enables the provision of ancillary services to the grid;
• enables market participation of DER within the microgrid.

Implementation is realized either as a centralized controller sending commands
to elements or as a decentralized control system with local controllers (agent-based)
playing the main coordination role. Sensing, monitoring, data management and
information and communications technologies are required.

4.4 Virtual Power Plants (VPPs)

VPPs aggregate generators in different locations and of different types, for example
wind turbine generators (in a wind farm), solar power generators and conventional
power plants, typically combined heat and power (CHP) to achieve behaviour similar

Fig. 20 Microgrid control functions
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Fig. 21 Virtual power plants

to a conventional power plant (Fig. 21). In addition, sufficient size enables partici-
pation in different markets (frequency regulation, power exchange market, bilateral
supply contracts, etc.).

The aggregated generation profile equates only to a theoretical balance as the
location of the generation units may be in different networks with different oper-
ational requirements. Supported by information and communications technologies,
corresponding signals for monitoring and control of all units are sent. Thus, VPP
only offers schedules for active power provision.

4.5 Rural Electrification, Islanded and Off-Grid Systems

Rural electrification is the main field of efficient distribution network development,
enabled through the deployment of DER, supported by modern control and commu-
nication systems, for both grid-connected and off-grid electric distribution systems.
Key to the deployment of these systems are sources of a secure electric energy sup-
ply, provided by transmission, distribution and LV grids, local generation resources
(small hydro, diesel generators), renewable energy resources (solar, wind, small
hydro), alternative energy resources (bioenergy, including biogas and biomass),
hybrid generation systems, types and role of energy storage.

Specific considerations are the sustainability of the energy supply, enabled through
the use of renewable energy resources (wind, solar and small hydro), emissions and
greenhouse gas (GHG) reduction, environmental protection and impact, footprint,
power quality, reliability and availability of the energy supply, and energy secu-
rity (short term and long term). Other issues that need to be addressed are owner-
ship, maintenance and operation of DER, including generation, integration, inter-
connection requirements, grid codes and standards as well as rural electrical loads.
Applications are found in agricultural, industrial, mining and commercial settings.
Demand response, energy efficiency, metering for billing, monitoring and control
should be based on the latest technologies. These systems can be operated in either
grid-connected or in off-grid modes, with islanded possibilities in the case of weak
grids, with low reliability.
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Current practices and approaches in generation and distribution deployment and
rural electric distribution system architecture need to be analysed and reviewed in the
light of intelligent grid technologies. Techno-economic challenges and present and
future solutions need to be considered, as well as political, institutional and societal
issues.

Off-grid systems and remote grids can be designed using the principle of rural
electrification, but need to be autonomous electric systems.

4.6 Local Energy Communities

Local energy communities (LEC) are promoted as an excellent means to facilitate
active customer engagement, increased penetration of RES, higher energy efficiency
and means to combat energy poverty. They aggregate different DERs to share energy
and capacity among LEC stakeholders, and they are based on the participation of
LEC in local energy markets directly or through energy aggregators.

Among the issues to consider are:

(a) the relationship and the data exchange between stakeholders within an LEC,
and between the LEC and the local DSO;

(b) the mechanisms for the participation of LEC stakeholders and the LEC itself in
electricity markets;

(c) the role of the regulator and local legislations in the business cases defining the
internal organization of the LEC;

(d) the mechanisms for consumers entering and leaving a LEC;
(e) options for an LEC in being locally responsible for the balance between

generation and demand.

4.7 DC Distribution Systems

Increased interest is shown recently for DC distribution systems, both at LV andMV
levels. The following sections focus on MV DC grids.

4.7.1 Motivation of MVDC Grids

Medium voltage direct current (MVDC) is a promising technology for upgrading
and modernizing power distribution networks and achieving increased reliability,
flexibility and efficiency. MVDC can effectively be used as an alternative to medium
voltage AC (MVAC) distribution systems. Studies show that the power capacity of
a MVDC circuit is up to 1.63 times that of the corresponding MVAC circuit having
similar installation ratings and conductor cross section.
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Fig. 22 Conventional grid (left) and future grid with parallel DC structure (right) [8]

In areas where electric grids are undergoing fast expansion, MVDC is becoming
more economical and versatile formoving large blocks of power over a long distance.

The future power system will involve coexistence of the regional AC transmis-
sion and distribution networks with DC grids (Fig. 22). An active smart DC power
distribution network should enable the bidirectional control of power flow with high
reliability and efficiency.

In addition, the MVDC grid can be used for rural electrification. Rural commu-
nities with small populations widely spread geographically may result in electrical
power plants that have high capital costs and low efficiency. Currently, diesel plants
are the best solutions to provide power to such locations. However, the cost of fuel
and transportation are high for many rural communities. The development ofMVDC
will be an economical means of transporting electrical energy from low-to-high cost
locations, this reducing the overall energy costs in rural communities.

4.7.2 Current Limitations of MVDC

Despite all the benefits of MVDC, the development of such systems comes with its
own challenges:

• DC circuit breakers are required to clear faults, but MVDC circuit breakers are
still under early development;

• DC/DC converters are required to connect two DC systems at different voltage
levels; these are still under development and not commercially available.
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4.7.3 Structure of MVDC Systems

The structure of MVDC grids is either a point-to-point structure based on cur-
rent source converters (CSC) or a multi-terminal structure based on voltage source
converters (VSC).

A radial MVDC system is a structure in which the main bus connects the exist-
ing AC grid through a single path (Fig. 23). Conventional AC loads are supplied
by converting the MVDC voltage to LVDC, and then converting DC to AC or by
converting the MVDC directly to MVAC and then stepping the voltage down using
a transformer to supply the AC load. This configuration is relatively simple, mini-
mizing distribution losses and making it easy to select and utilize different voltage
levels. However, loads and generation at all nodes are lost in the event of a single
failure. A ring or loop network structure overcomes the disadvantages of the radial
configuration, with high-speed DC switches placed at both ends of each DC bus for
the isolation of failure points.

In a mesh configuredMVDC distribution, Fig. 23, also known as a multi-terminal
network, two or more AC grids are connected to the MVDC grid, thus increasing
its reliability. Similar architectures have been utilized in high voltage direct current
(HVDC) systems for offshore wind farms. Modular multilevel converter technology
with voltage source converters (VSC-MMC) technology is currently themost suitable
approach for MVDC.

In the past, research on MVDC attracted more attention, but the experience of the
pilot projects in China shows LVDC is more efficient and practicable in near future,
indicating MVDC part should include a pure LVDC supply system.

4.8 Smart Metres

Smartmetres are considered as a basic step towards empowering customers to become
active players and improving energy efficiency. In Europe, it is planned to complete
their deployment by 2020–2023, with the target penetration ratio of 100%. Similar

Fig. 23 Radial (left) and meshed (right) configuration of MVDC systems [8]
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Fig. 24 Typical smart metre system

rollouts are also foreseen in many other countries. Besides customer side empow-
erment, there are various purposes for implementing smart metres. DSOs are moti-
vated to utilize them for reducing labour costs for metre reading for billing purposes,
for reducing non-technical losses and as dispersed sensors at the MV/LV level for
optimizing operations and maintenance. In the future, implementing demand side
integration and time-based tariffs will also be facilitated [9].

Typical metering infrastructure consists of electronic metres, concentrators for
collecting data from tens to several hundreds of smart metres, and central systems
(HES/MDMS) for storing and managing metered data, Fig. 24.

Suitable communications media need to be available. The media used will depend
on the environment and prevailing availability of technology.

Measurement data vary among countries, with available resolution of the mea-
surement intervals mainly 15 or 30 min. The transmission intervals have a wider
range and vary from hourly to monthly, depending on the medium that is chosen for
communication. Overall, this indicates that smart metre data measured every 15 or
30 min will be the input of use cases, and that the output from them cannot be any
faster or anymore frequent than the transmission intervals. It is necessary to consider
both measurement intervals and transmission intervals when designing systems for
utilizing smart metre data.

4.9 Information and Communications Technologies

4.9.1 Data Collection and Management—Internet of Things

DSOs have access to a huge amount of data available through smart metres and
sensors installed in smart devices in the network or from phasor measurement units
(PMUs). There is a great need to manage millions of daily real-time signals through
satellite, power line communication systems, radio, fibre-optic lines and other com-
munication technologies. The digital transformation of energy will gradually trans-
form DSOs into data-centric companies. Data management will continue being one
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of the key features of smart grid design, together with infrastructure for digitaliza-
tion and automation. Data affect all functions of the distribution network, e.g. DER
enabled by big data-driven local balancing of supply and demand, data-driven asset
strategies including preventive and condition-based maintenance and predictive out-
age, automated controls to improve network safety and efficiency, customer analysis,
providing field workforce with mobile access to maps, data, real-time expertise [10].
Internet of things (IoT) technologies can enhance further all the above capabilities
for distribution network planning and operation.

The management and accuracy of data, and a network that is not geared towards
the rapid adoption of the IoT are a stumbling block for greater autonomy and a
move towards distribution automation, network visibility and network control in the
developing world. Telecommunication and tele-control requirements, together with
advanced active distribution management systems (ADMS) are required to translate
the interface from the metre to the control room, into a more reliable and robust
system. It is also noted that this is often not translated into reality as utilities and
distributors stick with the traditional systems.

Data collection and forecasts will be an important aspect of making the system
flexible, so these aspects have to be considered.

4.9.2 Physical and Cyber Security Issues

As the industry relies more on interconnectivity, the potential for cyber attacks to
cause severe disruption to operations, loss of data and financial losses is a key concern
for energy executives. For this reason, there is intense ongoing activity at national
and international levels for ensuring cyber security.

Electricity networks are critical infrastructure systems. Smart grid technologies
require remote control and supervision of electric networks. These technologies are
vulnerable to security threats such as:

• External attacks
• Internal attacks
• Natural disasters
• Equipment failures
• Data manipulation
• Loss of data.

Confidentiality, availability, integrity and non-repudiation standards for informa-
tion security are being developed. Advanced encryption methods and the objectives
of the standard IEC 62351 “power systems management and associated information
exchange—data and communications security” can be applied.

Communication is governed by the standard series IEC 61850.
As the data proliferation increases, and data is moved to the cloud, the risk asso-

ciated with cyber security increases. Improved firewall controls will be required to
ensure that customer and distributor owned information is not abused. This needs to
be addressed since many sensitive data are collected by smart metres.
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In developing countries, the uses of renewable energy sources, e.g. PV panels and
batteries, are the primary sources of energy for communication and lighting. The
physical safeguarding of assets in remote areas thus remains a challenge and will
require some intervention to minimize the impact of such abuse.

4.9.3 Impacts of ICT Application

Figure 25 illustrates the technical, economic, social and regulatory issues of ICT
technology used for integrating DER.

4.10 Other Equipment and System Requirements

Active distribution systems also draw on expertise from other areas such as:

• MV and LV substations
• MV and LV switching equipment
• Distribution transformers
• Power electronic equipment technology, including MVDC and LVDC
• Transmission and distribution protection
• Telecommunication systems for transmission and distribution.

Fig. 25 ICT issues for DER integration
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5 New Methods and Tools

5.1 DER Impact Assessment Tools

5.1.1 DER Models for Different Timescales

The purpose of DER assessment tools is to identify the impact of a large deploy-
ment of DER at the distribution level and repercussions on the transmission grid, to
investigate different methods of aggregating DER and to determine the benefits of
aggregating DER at the distribution and transmission levels.

Simulation tools allow analysis of the impact of DER installed at the distribution
level on the transmission grid, considering static and dynamic aspects. Planning and
operation tools at the distribution and at the transmission levels consider the impact
of a wide deployment of DER on reliability and resilience, and the economic aspects
of the generation of power and increased reliability and resilience (Fig. 26).

Considerable efforts are still needed to present, analyse, assess and describe the
needs for the development of benchmark DER models that can be used for a range
of distribution systems studies in planning and operations over a range of different
timescales. Distribution planning and operation for including non-wires alternatives
need to be considered as part of distribution investment decisions andDER impacts on
distribution network operations considering the integration of DER within customer
systems, communities and for the support of the bulk power system (TSO/DSO
interface requirements).

Fig. 26 Objectives of network planning
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Benchmark DER models based on the type of study and the type of DER
involved—for example smart inverters, energy storage and controllers, electric vehi-
cle charging management, microgrid controllers, customer energy management sys-
tems and smart loads—need to be developed. Expected impacts of emerging tech-
niques and systems—probabilistic methods, aggregation, transactive systems—on
the adequacy of the DER benchmark models and their integration in the distribution
network assessment and planning tools need to be studied.

5.1.2 Planning Tools for a High Penetration of DER

Active operation of distribution networks needs to be considered by planning tools.
New planning and operation tools are required at distribution and transmission levels
to:

(a) identify the impact of a large deployment of DER at the distribution level and
repercussions on the transmission grid;

(b) analyse the impact of individual and aggregated DER on the distribution and
the transmission systems;

(c) analyse the impact of DER installed at the distribution level on the transmission
grid, considering static and dynamic aspects;

(d) investigation of different methods of aggregating DER;
(e) consider the impact on reliability and resilience, and the economic aspects

associated with the generation of power and increased reliability and resilience.

5.2 Tools for Distribution System Operation Incorporating
DER

5.2.1 Flexibility Provision from DER

The concept of flexibility allows innovative solutions for DER and distribution
technology deployment.

Reliable operation of future distribution networks will depend on the role and
potential of distributed energy resources (DER) in providing ancillary services,
particularly flexibility, and participating in balancing markets and whole system
operation.

There are different drivers and new requirements for flexibility at different stages
of power system planning and operation. These drivers also vary with the different
voltage levels within the power system, from the bulk system to a local network.With
intermittent renewable-based DER, there is the potential for DER and multi-energy
coupling to provide flexibility over different timescales and in different forms.

DER can contribute to operational and planning flexibility in transmission and
distribution networks in current and future power systems. It can provide multiple
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services to TSOs or DSOs, depending on their requirements. It can be facilitated by
new actors (aggregators) and new grid architectures (interconnections, microgrids,
virtual power plants and energy hubs).

Electricity supply systems of the future will increasingly consist of a mix of
large conventional centralized generation and transmission systems, and of electricity
supply systems consisting of a large number of distributed energy resources (DER).
The DER will be connected to the distribution systems or aggregated to power levels
suitable to be connected to the transmission system (typically 100 MW or more
connected to systems 120 kV or higher).

System services allow for the secure and reliable operation of transmission and
distribution networks. There are a number of different specifications of these services
worldwide but in principle system services cover:

• Primary frequency regulation, secondary frequency power: (a) voltage regulation,
primary and secondary—reactive power; (b) power/energy reserve, primary and
secondary

• Dynamic services: (a) power ramping, ramp duration; (b) other services—inertial
response, stabilization.

These services can be provided to either the distribution system (distribution
system operator, DSO) or the transmission system (transmission system operator,
TSO), as relevant.

Examples of grid services provided by VPPs include:

• Frequency regulation
• Operational reserves
• Energy arbitrage
• Peak demand management.

DMS and DERMS provide all VPP services plus:

• Voltage management
• Optimal power flow
• Locational capacity relief.

5.2.2 DER Management Systems

In order to provide these services, DER management systems (DERMS) are needed
(Fig. 27). If DERMS provides services to both the DSO and TSO, it becomes the
interface between DSO and TSO for interactions at the level of services provision,
Fig. 28.
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Fig. 27 DER management system (DERMS) functions

Fig. 28 DERMS DSO-TSO interaction
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5.2.3 DER Aggregation Platforms

DER aggregation platforms are being developed for the provision of flexibility ser-
vices—they involve technical, economic and regulatory aspects of DER aggregation
and methods for integrating aggregated resources into network planning and opera-
tion. Economically attractive DER aggregation approaches are classified according
to contracted customers and offered services, as well as aggregator interaction with
other major stakeholders, such as participation in ancillary services markets, includ-
ing frequency regulation, capacity and energy markets, bilateral agreements with
distribution network operators, including voltage support, congestion management,
black start and restoration and services to end-users and customers, including backup
power.

Aggregation technologies including distributed energy resourcemanagement sys-
tem (DERMS), virtual power plant (VPP) and microgrids, considering among others
the role of ICT and forecasting, trading and scheduling optimization and analyse the
technological improvements that will allow DER aggregation move to the next level
of controllability and flexibility, Fig. 29.

Fig. 29 Aggregation technologies
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6 Research and Innovation

6.1 Innovation

6.1.1 Evolution of Technology, Concepts, Techniques

Far-reaching changes within the power industry, especially at the distribution level,
are already underway. Customers are becoming prosumers and are integrating within
the existing grid, while also trading in markets. Innovative technologies are required
that will enable this transition and will engage every element of the value chain,
i.e. distribution networks, DER, DSOs and enabling technologies. New distribution
structures and models are being developed, like virtual power plants for DER mar-
ket participation and microgrids for resilience. New technologies, such as seamless
charging of batteries and fuel cells need to be developed.

6.1.2 New ICT Tools

Improved data analytics and wide application of artificial intelligence and machine
learning will enable the efficient operation of future distribution networks. Automa-
tion will be widely adopted in distribution system operations and work management;
human operators will however always be required to safeguard security. IT and OT
tools will increasingly converge, while requiring high-speed andmass data crunching
capability. Peer-to-peer technologies, blockchain for the operation of local markets,
Internet of Things (IoT) for capturing data including social media sources and drones
for network inspection are expected to be widely applied.

6.2 Organization and Managerial Aspects

6.2.1 Organizational Aspects

Next to technologies, distribution companies need to revisit organizational and man-
agement aspects. The future business will have to be far more agile and adept at
adapting to changing requirements. As the future is also increasingly uncertain,
strategic planning within the organization has to also provide a more scenario-based
and probabilistic outcome.
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6.2.2 Project Management Requirements

In the planning phase:

• to demonstrate the benefits which will result from the project,
• to guarantee that sustainable development principles and issues are being

incorporated,
• to take into account public views, consultation and needs already in the system

planning and design and options (e.g. the choice of alternatives).

In the construction and operation phases:

• to demonstrate the compliance with environmental standards,
• to obtain support for the necessary actions (e.g. maintenance).

6.3 Research Opportunities

6.3.1 Research and Development Needs

Research is very important for the successful achievement of the sustainability goals
set worldwide and will become a main priority in the future. Research is needed in
several fields, and there are a lot of ongoing research, development and demonstra-
tion (RD&D) activities regarding the integration of distributed renewable generation
in distribution grids, demand response, BESS and other forms of storage and multi-
energy-systems. Hierarchical control structures have been set up for the control,
taking different timeframes and pricing methods into account. Validation of innova-
tive research via large-scale demonstrations is an area, however, that needs further
attention. This is important to manage risks and to test the integration of new elec-
tricity production technologies, consumption and other new technologies, as well as
energy conversion technologies with the adequate level of digitalization.

The needs must be geared towards finding cheaper and more sustainable DER
technologies, while improving the expected life and operation of the assets. It is also
necessary to ensure that existing distribution assets are further optimized, through
improvedmaintenance regimes, alternative technology adoptions, e.g. non-wire alter-
natives, efficiency improvements, etc. Modern asset management could make efforts
on this through the utilization of big data, machine learning and AI technology with
the emphasis on integration of tangible and intangible assets, physical assets and
empirical knowledge, preventing knowledge fault, lack of talents and establishing
knowledge base.

In the short term, PVandwind technologies in conjunctionwithBESSare required
to provide greater energy and load factor efficiencies.
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6.3.2 Active Distribution Networks

Networks allowing bidirectional power and data flows at distribution levels and up
to transmission networks require research in the following areas:

• Increased DER intelligence—The massive penetration of smaller DER units
requires coordination and control between units and the distribution network;
one approach is the development of DER management systems (DERMS); coor-
dination of DER can be achieved through either centralized or decentralized
control

• Coordination and interaction with transmission systems and electricity markets;
this requires coordination between transmission system operators (TSO) and
distribution system operators (DSO) in the management of DER

• Monitoring and metering—The massive penetration of smaller DER particularly
controllable loads and new loads requires advanced metering, including data col-
lection for billing and market participation as well as state estimation of the
system

• Increased deployment of electric energy storage systems—impact on existing and
future grids

• Market rules and the regulatory framework need to be adapted to allow market
efficiency, fairness and stranded asset use cost recovery; it must also allowmarket
participation of new entities such as microgrids and virtual power plants.

6.3.3 Power Electronic Conversion

Research on integration of power electronic-based generation with AC systems must
focus on the impact of power electronics interfaces on power quality, system control
and system security. Given the very different dynamic response and performance of
these systems compared to conventional generation andAC systems, new approaches
need to be developed to ensure a smooth and reliable operation of the hybrid system,
particularly under faults and contingencies.

6.4 Education and Training

The system complexity of active distribution networks requires highly skilled people
from various disciplines. New methods of learning and teaching must be scheduled
and applied at all levels of higher education, both undergraduate and postgraduate,
including interdisciplinary and experimental approaches, research-based training or
through digital media, interaction with industrial stakeholders, etc. Education does
not stop at the university, but it also includes continuous education for professionals
through higher education courses providing the latest available knowledge. Continu-
ous education and training for operators, aggregators, market participants, prosumers
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of any size and energy systems engineers with high-end ICT knowledge are needed,
supported by training and simulation tools [1].

Digitalization and the associated high-level of automation imply new jobs with
different qualifications to perform the operation and the maintenance of digitalized
energy systems. In the future, across the energy sector, all workers will need ICT
skills to use and operate digital technologies.

7 Future Developments

7.1 Scenarios

7.1.1 General Context

The future deployment of DER and ADS on a wide scale depends on priorities set
by people and their governments in relation to energy production and uses and the
move away from fossil fuels. These are key to increasing generation from renewable
energy resources, and increasing electrification in industrial, commercial, residential
and transportation systems. This increasing use of electricity as a source of energy
will spur a number of innovative technologies in power conversion and control and
communications and information technologies facilitating DER deployment.

7.1.2 DER and Active Distribution Systems Deployment

From the perspective of active distribution system deployment, it is expected that the
following developments will take place:

• Within the next 5 years:

(a) Wider DER deployment, as a complement of central power plants;
(b) DER aggregation to provide power, energy and ancillary services to the DSO

and TSO;
(c) Integration and coordination of multi-energy systems for levelling out power

generation fluctuations from RES and more effective use of total generated
energy;

(d) Integration of new loads into the distribution system, such as electric vehicle
charging systems, larger heat pumps, electric boilers and electrolysers;

(e) Wider deployment of electric energy storage systems, mainly batteries;
(f) Wider use of demand response and demandmanagement to better match load

to available generation and establishing load priorities;
(g) Development of tools for dispatch, integration andoperationofDERcovering

multiple timescales, from the short-term integration and impacts (seconds
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and minutes) to the longer term dispatch (hours, days), and extending the
operation concepts and tools to long-term distribution system planning;

• Within the next 5–15 years—DER will have an increasing impact on the oper-
ation of electric power systems, both at the transmission and distribution levels.
In displacing large central power generation, DER will be increasingly integrated
into the energy management systems of the distribution and transmission systems
and will be required to support grid operations. A number of technologies cur-
rently at the research and demonstration stage will be state of the art within this
time frame.

• Within the next 10–20 years—Depending on how the DER technology,
applications and electricity markets evolve, in terms of

(a) the cost of DER equipment and systems,
(b) how the cost electricity produced by DER compares with the cost electricity

from conventional (and legacy) electrical power plants,
(c) whether installed and legacy distribution and transmission grids will be

sufficient to meet the demand,

future topics will include the planning and operation of distribution system with
an increasingly higher share of DER, renewable energy resources and/or alterna-
tive energy resources, or a mix of energy resources, using multi-energy systems.
In parallel, assuming that the interest in customer empowerment expands, new
technologies and structures will be investigated to allow for the deployment of
electricity markets at the distribution levels. These markets will require new tools
for the design and operation of distribution systems. The impact of a large deploy-
ment of DER on the transmission system and the support it can provide in terms
of ancillary services will be key to the further expansion DER.

7.2 Issues and Consequences of a High DER Penetration

The challenges of a greater DER penetration into conventional distribution transmis-
sion systems include:

• Integration of variable and intermittent RES-based generation and the need for
balancing variability and matching generation and load by using storage and load
management;

• Steady-state and contingency operation of a power system in the presence of amix
of inverter-based generation and synchronous machine-based generation, with
very different dynamic performance characteristics in terms of real and reactive
power control and speed of response;

• Consequences of the loss of inertial response from synchronous machine-based
power plants;
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• Protection integration and coordination of the power systems with a mix of gen-
eration as described above, and the added issue of bidirectional power flow in
electricity grids;

• Inverter/converter integration challenges, primarily with power quality and
generation of higher frequency harmonics;

• Equipment life cycle and safety issues; most notably the performance and
behaviour of electrochemical batteries;

8 Conclusions

8.1 General Future Directions

Thecomingyearswill bemarkedby innovations inmanyaspects ofDERdeployment,
in the areas of power, control and communication technology, and electricity systems
and market policies and regulations.

Reliability and resilience of regional and local power systems rely on:

• Integrated energy systems, with the electricity systems as the backbone,
designed and operated to prevent or minimize the effects of contingencies, with
local/regional black-start capabilities activated within a few minutes.

• Risk (weather and other hazards) assessment andmitigationmeasures, considered
in system planning and operation.

• Seamless (strongly automated) operation through fully interoperable and net-
worked sub-systems allowing the coupling of all energy carriers in an optimal,
integrated way.

• Peer-to-peer transactions integrated with centrally and locally controlled electric-
ity networks, supported by automated local grids together with network operator
actions.

Specific issues include:

• Integrating increasing amounts of DER into existing distribution systems, and
the design of new systems integrating larger shares of renewable resource-based
DER;

• Managing existing distribution systems in an increasingly constrained financial
environment, thus requiring innovative ideas in order to survive as an industry;

• Creating affordable alternatives to conventional grid solutions for the developing
world via the adoption of microgrid and nanogrid technologies;

• Taking cognizance of the disruptive influences of new technology requirements,
particularly in transportation systems, such as electric vehicle (EV) charging
systems and their potential grid-to-vehicle (G2V) and vehicle-to-grid (V2G)
capabilities.
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8.2 Societal and Technical Priorities

The general higher level priorities in the area of advanced distribution systems
integrating an increasing share of DER, including renewable energy-based DER,
include:

• improving affordability and accessibility to electricity across all jurisdictions,
notably in developing countries;

• establishing a framework for sustainable and affordable electricity supply systems
and markets, particularly in areas where per capita income is low, while ensuring
that the distributor obtains a reasonable return on investment;

• improving DER technologies to increase reliability and life expectancy and to
reduce manufacturing, installation and maintenance costs;

• simplifying DER deployment, integration and operation at the distribution system
level and facilitating the provision of ancillary services in support of the bulk
electricity system.
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Materials and Emerging Test Techniques
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Abstract Onemain topic discussed bySCD1 is the understanding and improvement
of insulation materials such as solids, liquids and gases and their combinations.
The main driving forces for the power equipment is the demand for more compact
power equipment, the use of power electronics as they will cover more areas and
applications, and the use of vacuum circuit breakers because higher voltages will
reach market maturity. Consequently, the electric fields within the insulation systems
will increase and thus pose higher stress on these materials. This might in addition
accelerate the aging processes. Another topic, which will influence the design and
testing of power equipment in the future, is the increase of various diagnostic sensors,
the improvement of their sensitivity, and compactness and their immunity against
strong electric and magnetic fields. Physical integration of sensors will be a more
common practicewithin power equipment, such as fiber optics in cables (temperature
and tension control) and in transformers (temperature distribution, hot spots). These
main topics and directions of the future WGs in SC D1, which will support the
challenges of the electricity supply of the future, will be discussed in the following
chapter.
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1 Introduction

1.1 Development of Test Voltages and Insulation Material

To understand how SC D1 can support and deliver solutions for the future electricity
supply systems [1, 2], one has to know how testing and especially rated system
voltages and test voltages have evolved with the least 50–100 years. Figure 1 shows
the development of the highest transmission voltages starting in 1900. As one can
see, the voltage levels raised on the average every 20 years, up to 1200 kV in 2019
[3].

Figures 2 and 3 show the testing voltages for AC, LI, SI, and DC as they are
defined in the corresponding standards. Lightning impulse test system levels, for
example, can reach 4000 kV. There are only slight differences of typical test levels
between AC and DC power equipment.

Figure 4 shows the development of insulation materials, starting at 1950. Natural
air and oil-paper insulation and ceramics were the main insulation media at that time.
In the middle of the 1960s, SF6 insulated substations were introduced. Polymeric
insulation materials like PE for cables and FRP for insulators and bushing come
into operation. They replace more and more the ceramics, and oil-paper insulations
where possible and technically feasible.

Fig. 1 History of HVAC and HVDC transmission systems [3]
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Fig. 2 Highest withstand test voltages for high-voltage AC equipment and the selection of impulse
voltage test levels [3]

Fig. 3 Highest withstand
test voltages for high-voltage
DC equipment and selection
of impulse voltage test levels
[3]

As the ratedvoltages of the systemswill not increase significantly, the transmission
voltage for AC is up to 1200 kV and for DC 800 kV, 1000 kV are planned. Studies
and prototypes up to 1100 kV or even 1200 kV are underway [4]. Higher voltages
than those mentioned are not to be expected.

Therefore, significantly higher test voltages are not expected for the next decades.
The main driving forces are, therefore, the demand for more compact power equip-
ment, the use of power electronics as they will cover more areas and applications,
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Fig. 4 History of the
application of insulating
materials [3]

and the use of vacuum circuit breakers for higher voltages will reach market matu-
rity, see also chapter A3 and B1 and B3. Consequently, the electric fields within the
insulation systems will increase and thus pose higher stress on these materials. This
might in addition accelerate the aging processes.

The breakdown behavior and the aging process of insulation materials (gases,
liquids, or solids) depend also strongly on the transient phenomena, such as lightning
impulses, so-called very fast transients in GIS and the transients produced by the
power electronics used in HVDC equipment.

Because the electrical field as function of time is the main ruling factor for insula-
tionmaterials, wewill have a closer look at such transient behavior or voltage shapes.
Figure 5 gives an overview of typical operating voltages and transient voltages, which
might stress the power equipment, and thus, the various insulation materials and
insulation systems are used.

1.2 Test Voltages and Test Frequencies

The test levels and test procedures change during the development and operation of
a power equipment.

In Fig. 6, a typical life cycle of power equipment is shown, e.g., for power
transformer or a GIS [3].

The typical sequence starts with research and development test, followed by type
testing. If the equipment reaches production level, then each product has to perform
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Fig. 5 Overview of important technical voltage stresses in high-voltage engineering: typical time
curves (top), kinds of fields and equivalent circuits (middle), and typical applications (bottom) [5]

a routine test and commissioning test on site. During operation and maintenance,
further and additional tests can be performed. If possible, all measurement, test
results, and technical information should be collected and recorded during the life
cycle of the equipment to facilitate a better diagnostic and residual lifetime prognosis.

If interested in further details, one will find them, for example, in [3, 6–8].

1.3 Voltage Stresses Due to Power Electronics

As earlier mentioned, with the increased usage of power electronics and higher sys-
tem voltages, insulation systems have to handle and withstand; thus “new” voltages
stresses. Figure 7 shows as an example a bunch of possible voltage amplitudes and
wave shapes, which are typical at the terminals of a machine, fed by three-level
converter. Further details are given in TB 703 [9].
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Fig. 6 Tests and measurements in the life cycle of HV insulation [3], AC—Alternating voltage,
LI—Lightning impulse voltage, SI—Switching impulse voltage,ACRF—Resonant test systemwith
variable frequency, VLF—Very low AC frequency, 0.1 Hz, DAC—Damped AC voltage

Fig. 7 Phase to phase voltage at the terminals of a machine, fed by a 3-level converter [9]
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Fig. 8 Four quadrants of superposition DC and impulse voltage, WG D1.B3.57

Another typical voltage stress can be found in DC applications. For DC cables and
DC GIS, superimposed voltages have to be performed as type test, see IEC 62895
[10], WG D1.B3.57: “Dielectric Testing of gas-insulated HVDC Systems” and [11,
12] (Fig. 8).

These very different voltage shapes and frequency stress the insulation material,
and automatically, the following question arises: What are the indicators that the
insulation system is working properly at a given test or test sequence and under
operation in the power grid. Which diagnostic parameters and tools are available,
physically and technically? This will be briefly discussed in the next chapter.

2 Diagnostics

Another trend, which will influence the design and testing of power equipment in
the future, is the increase of various diagnostic sensors, the improvement of their
sensitivity, and compactness and their immunity against strong electric and magnetic
fields. Physical integration of sensors will be a more common practice within power
equipment, such as fiber optics in cables (temperature and tension control) and in
transformers (temperature distribution, hot spots).

Sensors for diagnostic applications are nowadays very compact and faster to
develop. One possible drawback still exists: Interpretation is more complex, and the
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lifetime of such electronic products is normally shorter than the operational lifetime
of a transformer, cable, or GIS.

Nevertheless, sensor technologywill improve and being integrated in transformers
to analyze multiple gases [13], or to measure humidity in oil [14]. Other parameters
such as decomposition products in gas-insulated systems will also be measured and
analyzed online. In additional analyzing, software tools and algorithm will improve
the interpretation and status definition of the power apparatus.

Additional parameters that might influence the dielectric properties and thus with-
stand voltages of power supply equipment should be mentioned here, as these factors
influencing the aging of these material and insulation systems too:

• Mechanical stresses, vibrations, wind forces, earthquakes
• Heat and cold, large daily temperature cycles
• Environmental influences: Rain, snow, dust, pollution, temperature, air density,

humidity
• Dielectric stresses which defines the relevant and suitable test voltages AC, DC

LI, LIC (chopped LI), SI, VFT, superimposed voltages, mixed voltage stresses
(DC + LI).

Remark
Due to the increasing high-voltage levels (electrical fields) and the high capacity
of the test objects, the production of the needed test voltages and test currents is
technically extremely challenging and in some cases not possible due to physical
reasons.

SC D1 deals mainly with testing procedures and material properties plus diagnos-
tics (PD, DGA, tan delta) to verify the quality and performance of thesematerials and
systems, the influences on the environment (e.g., SF6), influence of pollution (bush-
ing, FRP and silicones insulations, suspension insulators), and influence of rain and
atmospheric corrections (altitude, moisture, and temperature).

3 Typical Insulation Media and Materials

Now, we are coming to the question which insulationmedia in the power systems and
apparatus is applied. The right insulation material depends strongly on the voltage
stress under operation: DC or AC. Why?

To simplify the answer, there are two main factors which influence the electrical
field within the insulation.

Under AC stress, the electrical field is mainly controlled by the permittivity
(dielectric constant εr) and can be calculated correctly and easily my means of avail-
able field calculation software. Furthermore, the electrical field does not change
under temperature variations.

Under DC stress, the electrical field is under steady-state conditions controlled
by the resistivity of the material and strongly depend on the temperature distribution
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with the insulation material. This is the major difference compared to the AC field.
We will come back to this important aspect later again.

Figure 9 shows as an example the difference of the calculated AC and DC field
distribution of a conical spacer inside a GIS as function of temperature T. This paper
was published by WG D1.63 as “Interim Report of WG D1.63: Progress on Partial
discharge detection under DC voltage stress,” at the CIGRE Joint Colloquium on
Study Committee A2, B2, and D1 in New Delhi, 2019 [15].

Let us focus again on the different insulationmaterials.One can generally structure
them in three classes: solids, liquids, and gases and their combinations. Depending
on the application, one can also subdivide them into indoor or outdoor applications.
Consequently, the working groups of SC D1 are structured according to those three
insulation groups.

Gases

• Natural air, typical for OHL, bushings, MV equipment
• SF6, nitrogen, CO2, gas mixtures used in GIS and GIS
• “new” gases: gas mixtures of CO2 and or O2 with fluoronitrile and fluoroketone.

Liquids

• Mineral oil, silicon liquids, ester liquids are used in all kinds of transformers (MV,
HV, and power transformers) in combination with solid insulation (paper) [3, 5].

Solid dielectrics for indoor and outdoor applications

• Paper (as oil-paper insulation), PE, ceramics, epoxy resin in different variations,
silicone coated insulators, composite insulators (FRP), …

Remark
This list mentions the main insulation materials and applications.

Therefore, somemore details about a few of these three insulationmaterial groups
in different insulation systems are given in the following paragraphs.

Fig. 9 Electric field distribution of a conical insulator at AC voltage (left), DC voltage (middle,
�T = 0), and DC voltage with a temperature gradient between conductor and enclosure (right, �T
> 0) [15]
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3.1 Gaseous Insulation Systems

In addition to the traditional gases such as air, nitrogen or vacuum (which actually is
not a gas) and SF6, there is a trend to create gas mixtures, which combine excellent
dielectric properties with low cost and improved environmental aspects.

• Vacuum interrupters are designed for circuit breakers and load switches in SF6
switchgear.

• SF6 is commonly used for the insulation in GIS and GIL. Its disadvantages are
rather a high liquefaction temperature, its strong contribution to the greenhouse
effect, and its relatively high cost. Therefore, the search for an alternative gas
to SF6 is of considerable interest. SF6/N2 mixtures were studied intensively as
a suitable substitute from the ecology and economic considerations. In terms of
environmental compatibility, it is uncritical as it is a naturally occurring in the
atmosphere. Unfortunately, pure N2 as insulation medium would require unreal-
istic and uneconomic equipment designs for the desired insulation levels. Adding
some SF6 to N2, the gas mixture produces a good insulation capability that can
be applied in GIS or GIL. The breakdown behavior of the gas mixture depends
on the concentration of SF6 (5–20%) in N2 and on the pressure [2]. SF6 is used
still, but due to its high global warming potential, this is unacceptable.

3.1.1 Replacement of SF6

Various TBs have handled this important topic to reduce or even avoid the use of
SF6, as it is the gas with the highest global warming potential, GWP.

The authors of TB 730 [16] wrote: “Gases such as dry air, N2, CO2 and N2/SF6
gas mixtures are chosen and studied according to the terms of reference. A number
of investigations have been done for these gases and the data are now available. Dry
air, N2 and CO2 have lower dielectric performance, but they are environmentally
friendly, easy to handle and suitable for alternative dielectric (routine) tests in a
factory, and have a potential to be widely applied to gas-insulated systems. These
gases do not require special gas treatment procedures, as it is necessary for SF6.
National or international regulations concerning the application and the treatment of
flour-containing gases do not take effect for such gases as dry air, N2 or CO2. Gas
mixtures of N2/SF6 are also included in the study, since it has already been used to
gas-insulated systems for GIL for more than ten years, and is effective to reduce the
GWP of the systems.” [17]

“Researches on the new alternative gases like Fluoronitrile and Fluoroketone
started a few years ago but not so many practical data are available at the moment.”
For example, these gases are studied and discussed in WG D1.67.

Figure 10 shows the topics, which were investigated in TB 730, finished in June,
2018 [16].
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Fig. 10 Main study items of this Technical Brochure to realize improved SF6 and potential gas-
insulated, TB 730 [16]

Figure 11 gives an overview of dielectric properties of gases as a potential
replacement for SF6. Shown is the dielectric strength (normalized by SF6) versus
boiling temperature. This figure does not include the “new” gases fluoronitrile and
fluoroketone.

Some of the gases shown in Fig. 12 have a higher dielectric strength than SF6
but also a higher boiling point. This makes them unsuitable for the applications
in GIS or GIL. Some of them are also toxic under normal conditions. Figure 13

Fig. 11 Dielectric strength versus boiling temperature of gases, TB 730 [16]
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Fig. 12 Weibull plots of AC breakdown voltages of various test electrodes in dry air, N2, CO2,
80%N2/20%SF6 mixture, and SF6 at 0.7 MPa, TB 730 [16]

Fig. 13 “Effects of dielectric coating on enclosure inner surface compared with bare enclosure
as a function of gas pressure. Elp coated, Ecp coated and Elp bare, Ecp bare indicate particle
levitation and crossing electric field strength on enclosure inner surface for dielectric coated and
bare enclosure, respectively;” further explanations are given in TB 730 [16]
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shows the influence on the breakdown voltage of freemoving particles. An additional
parameter to increase the breakdown voltage in the presence of this defect type is
coated electrodes.

Insulating gases have to fulfill two main functions in a GIS, namely the dielectric
insulation and the arc interruption capability. SF6/N2 gas mixtures are inferior to
pure SF6, so this gas mixture cannot be used for this purpose. Gas mixtures without
SF6, such as CO2/O2/fluoroketone gas mixtures or Heptafluoroisobutyronitrile gas
(C4F7N) mixed with the background gas of CO2 seem to be promising candidates.

3.2 Liquid Insulation Systems

Here, we like to let the authors of the mentioned TB 224 [2] speak again, as since
2003, nothing significantly has changed, and their statement is valid:

Although solid and gaseous insulation have become increasingly important during the last
decades the use of mixed insulation (solid/liquid) is still essential for some applications, e.g.,
transformers. Transformers are one of the key components of electric power distribution and
transmission systems and their reliability is of paramount importance. … Even today, the
most frequently used insulation systems in these devices are still the traditionally used
liquid immersed paper and pressboard insulation. Due to cost constraints a combination of
cellulose paper and mineral oil has been the most common choice of materials, although
for special applications different combinations of insulating liquids and of porous solid
insulation immersed materials are in use. [2], Chap. 7.2.

Within the last years, one can observe the strong trend that usage of ester liquids
is steadily increasing. This will also be the case for the nearest future.

Why? The explanation is well given in [2] again:

When searching for a PCB (polychlorinated biphenyl) substitutes, ecological considerations
were paramount in the search for a non-combustible and non-toxic liquid dielectric having
good cooling properties. Ester liquids consisting of organic esters were proposed for distri-
bution transformers. The method of obtaining such a liquid consists of synthesis. … The fire
resistance of this liquid is much higher than that of mineral oils. Ester liquids are somewhat
in an intermediate position however, between PCBs and mineral oil based on flash ignition
and self-ignition temperature. Ester liquid belongs to the HFP (high fire point) liquids also
known as “less inflammable” liquids. By definition a HFP liquid must have a minimum fire
point of 300 °C. Ester liquids are non-toxic, well digested by micro organisms and posses a
low vapour pressure at operating temperatures of power transformers. In a fire they generate
no dioxins or toxic products and possess a good ability for biodegradability. … Ester liquids
possess good ecological properties, this feature together with the ability to dry the solid
insulation (impregnated paper) are considered as positive. However, the viscosity, which is
the principal parameter for heat calculations, is higher than that of transformer oil; slightly
larger cooling channels are generally required. Esters are also prone to the possibilities of
hydrolytic detachment through moisture content.

For many years ester liquids have been used in distribution transformers, because these
liquids comprise several additional advantages. They have a lower inflammability and a high
hygroscopicity. High hygroscopicity is usually seen as a disadvantage but may be a benefit
when a solid insulation is in contact with the insulating liquid where water, assimilated at
the solid insulation, can be extracted. Further, ester liquids and mineral oil possess an almost
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similar density. They are completely mixable at any ratio. Almost all electrical and dielectric
properties of ester liquids are similar tomineral oils despite the relative permittivity εr, which
is higher (3.3) than those of mineral oils (2.2). This is however, an additional benefit if the
ester liquid is used for impregnating cellulose as the relative permittivity is closer to that of
cellulose, (about 6), thus resulting in a more uniform electrical field distribution within the
combined insulation. [2], Chap. 7.2.

3.3 Solid Insulation Systems

Again, the arguments written in TB 224 are still valid today and applicable for the
future too:

In the last 30 years two synthetic solid insulation materials have been widely used in com-
ponents of electrical power systems. These are polyethylene used mainly as cable insulation
and cast resin materials used in high voltage and low voltage systems. These materials are
distinguished, as they are easy to handle, have excellent electrical and dielectric proper-
ties and have good resistance against chemical stresses. Whereas the operating temperature
of Polyethylene (PE) is limited to about 90 °C cast resin materials can withstand thermal
stresses up to 300 °C. Furthermore, cast resin materials have excellent mechanical proper-
ties. For this reason, this solid insulating material is widely used in electrical applications
for switchgear, bushings, rotating machines and transformers. By variation of the mould-
ing material components the properties of the insulating material can be adapted to the
application requirements.

An important influence on the electrical behaviour of a filled cast resin insulated system is
that internal mechanical stresses are frozen in the solid material during the manufacturing
process. This results from different coefficients of thermal expansion of the resin system and
associated encapsulated materials, e.g., the windings in dry type transformers. The interface
between the matrix and the enclosed metal and the interface between the matrix and filler
are critical points where cracks may occur. These defects can lead to partial discharges (PD)
and finally to an electrical breakdown of the insulating system. Polyethylene is used mainly
as cable insulating system. Nowadays PE-insulated cables are in operation up to a voltage
of 500 kV. PE has very good electrical properties. Critical features of PE are PD and water.
Improved technologies now allow the manufacture of cables with significantly improved PD
characteristics. [2], Chap. 7.1.

For some of these solid insulations, a significant improvement was achieved for
various insulationmaterials. For example, special polyethylenewas developedwhich
can nowalso been used forDCapplications, as the space charge phenomenon is better
controlled and suppressed by developing and producing special PE. This material is
used mainly for extruded DC cables.
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3.4 Comparison Between Liquids Insulation and Solid
Insulation Systems

For a rough orientation about the suitability of an insulation material or system
for a special application, a comparison between liquids and solid insulation, and
solid/liquid insulation systems is given. As one can recognize, not only dielectric
properties are of importance.

This list gives in addition a brief indication for an outlook of insulation materials
and systems,whichmight be improved to copewith the tasks of future power systems.

Advantages of liquids (list is not complete):

• Better heat transfer
• Good convection and self-healing
• Possibility of reconditioning, in some applications replacement of the liquid

insulation is possible, but has to be studied further
• Less susceptible to PD.

Disadvantages of liquids (list is not complete):

• Fire hazard and possibility of explosion
• Environmental hazards resulting from leakage
• Different permittivity between solid and liquid insulation can cause field distortion

at the interface
• Water deteriorates the breakdown strength and can cause failure in the liquid at

low temperature
• Cellulose as solid insulation does not allow higher operating temperature.

Advantages of solids (list is not complete):

• Better, easier handling
• Less environmental impact
• Higher operating temperature is possible with resin systems
• Less danger of fire hazard
• Mechanical stressing is possible.

Disadvantages of solids (list is not complete):

• Heat transfer ability is lower
• Sensitive to PD activities
• Sensitive to varying mechanical stress
• Sensitive to temperature changes.

As a first resume, it was shown in the last sections, that one important task of SC
D1 is to investigate new materials, their properties, and parameters. The future tasks
should concentrate on some of the following demands:

• Investigating materials with higher temperature withstand capability
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• Searching for insulation systems with better PD performance and high fields
withstand capability

• Researching of materials with a better electrical performance which allows higher
operating electrical fields

• Finding materials with a high surface resistivity (mainly for AC applications)
• Searching for insulation systems with better performance for the different HVDC

and pure DC applications
• Investigating materials with a better transferability to allow the design of more

compact power equipment.

Which insulationmaterial and insulation system ismostly suited depends strongly
on the application; therefore, their application in a transformer (distribution or power
transformer), a GIS, or GIL, within a support insulator, a bushing, in cable and joints,
or in motor generator can be very different [5].

4 Protection as a Supplement

As an additional component for a better performance of the insulation materials, it is
the application of surge arresters, which is partly a topic of SCD1 too. This additional
measure helps to protect or keep the stresses of the insulation within a given limit
[3, 5]. One has to consider that the application of surge arresters is an important part
to allow a secure operation of the power components during transient surges within
the network. Therefore, a more compact design of such surge arrester in the future
will increase the field strength. As an example of the microstructure of such metal
oxide surge arrester, Fig. 14 shows the comparison of the microstructure between

Fig. 14 Microstructures of MO resistors with the field strength of 2 kV/cm and 4 kV, TB 696 [18]



Materials and Emerging Test Techniques 585

MO resistors operating at 2 kV/cm or 4 kV/cm. The MO resistor of 4 kV/cm has a
smaller grain size of ZnO than that of 2 kV/cm [18].

Asmentioned earlier, application andbehavior underACare quitewell understood
and technically on mature level. For DC application, there are still improvements
possible and further investigations and research needed.

5 New Materials and Insulation Systems/New Technologies
and Testing Procedures

The last sections have shown briefly the status of the work on insulation materials
and systems performed by SC D1. To understand the following arguments, one has
to recognize that power equipment is investment goods. They have to operate for
more than 20 years and up to 40 years or even longer. Therefore, aging processes
under the mentioned and various stresses must be well understood!

Consequently, the development and industrial application of new insulationmedia
or systems needs time. One has to understand the physical and chemical basics.
Breakdown behavior and aging characteristics of gases, liquids, or solids have to
be investigated for new applications, before they can be technically introduced and
applied in transformers, cable systems, or GIS. These steps need comprehensive
R&D investigations, R&D tests, and type tests, which might take at least 5–10 years.
Additionally, the acceptance of the producers and utilities (the market) will finally
decide their application. The so-called technology readiness level describes this too.

The status of those activities and their results about newmaterials and technologies
will now be briefly highlighted by some examples. Theywill underline their potential
influences on the power systems of the future.

5.1 Nano-Materials

The technical brochures TB 661 [19] and TB 451 [20] and WG D1.69 give an com-
prehensive overview of this material and its possible applications. For the definition,
what nano-materials are, we like to cite the definition given in TB 451 [20]:

“What is the modern meaning of nanotechnology? It is a general term covering
a widerange of many fields ranging over such as electronics, photonics, mechanics,
micro-machines, and biomaterials. We may recognize that it is not as yet a science
that is theoretically arranged, nor an engineering that is systematically structured,
such as physics and electrical engineering (Iijima 1991). It deals with characteristics
in nanometer size and/or mesoscopic regions on materials and functional devices. It
should be stressed that macroscopic performances must appear as collective behav-
iors of individual performances at the nanometric level. Therefore, it is a key issue
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Fig. 15 States of interfaces between nanofillers and polymers, from TB 451 [20]

for us to control mesoscopic characteristics. Then, it is expected that such a nan-
otechnology will bring about enormous innovation in various fields such as struc-
turalmaterials, resources and energy, communication and electronics, biotechnology,
environmental safety, medicine, and health”….Polymer nanocomposites are a com-
posite of organic polymers and inorganic nano fillers. Since they have enormous
total areas of interfaces around the nano fillers that contact the polymer matrices,
it is widely recognized that they are significantly affected in their performances by
the properties of such interfaces. Figure 15 shows three representative models for
interfacial states (Tanaka 2005). Sub-figures (a) and (b) show two kinds of directed
polymer chains; (a) random or parallel direction to the surface of a nano particle, and
(b) more or less perpendicular to the surface of a nano particle. The sub-figure (b)
represents a spherulite in part. Interfaces are expanded in radial direction outside the
surface of a nano particle, and have their thickness that is usually called an interaction
zone. Such interfaces are different in their performances from both nano particles
and polymer matrices,” TB 451 [20].

Example of nanomaterial applications are cable systems, stator bus insulation,
GIS, and transformers. They are in use today, but more complex insulation systems
are under research and investigation. The experience shows that from research to
a broad industrial application, it might take several decades, see also [2]. Their
main task is to reduce losses, to decrease the dimension, and to allow tailor-made
applications. WD D1.73 continues this work (Fig. 16).

5.2 Insulations for High-Temperature Superconducting
(HTS) Materials

Insulations for HTS applications is another interesting topic, as this can significantly
reduce losses and physical size of power system components. This material can
conduct currents without losses at about 77 K, and therefore, they are called high-
temperature superconducting materials. Possible applications are:
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Fig. 16 Various factors create more PD-resistant properties of polymers with the aid of nanofillers
[19]

• Rotating machines
• Cables
• Fault current limiter
• Energy storage (SMES).

Further details are found in TB 644 [2, 21]. Additionally, WDD1.69, “Guidelines
for test techniques ofHigh-Temperature Superconducting (HTS) systems,” continues
this work.

The actual status of this technology is shown in the next section by some examples
of development and field tests for HTSC cables.

At the time when this chapter was written, several dozen experimental supercon-
ducting cable lines have been installed to study the possibility of electricity transmis-
sion using the superconductivity effect. They all have in common that their lengths
do not exceed more than one kilometer [22, 23]. Figure 17 shows as an example the
design of a HTSC DC cable [22].

According to the authors of [22], “…long-distance cable transmissions are pos-
sible only with the use of DC lines, since any, including superconducting, AC cable
lines have a length limitation, due to the occurrence of charging currents, which lead
to a decrease in power at the far end of the line. … As a result, the length of AC cable
lines does not exceed several tens of kilometers.”

In Russia, the following HTSC cable is under construction. This DC cable will
connect the two substations, “Tsentralnaya” 330 kV substation and “RP-9” 220 kV
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Fig. 17 Superconducting cable design [22]

substation, in the St. Petersburg power grid. The length of the cable is 2.5 km, and the
loop of pumping with liquid nitrogen is 5.0 km [22, 23]. The concept of this HTSC
link is shown in Fig. 18, and its main features are given in Table 1.

In addition, also AC cables (three phases) and prototypes are developed and
installed too or will be finished soon (2019). Figure 19 shows as an example a
three-phase HTSC AC cable installed in Korea [24].

Fig. 18 Electrical scheme of superconducting line (top) and possible schemes of cooling with the
placement of cryogenic station from one end of the line (bottom) [22]
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Table 1 Characteristics of the high-temperature superconducting line [22]

Transmitted power 50 MW Type of converters 12-pulse

Rated voltage 20 kV Possibility of reverse Provided

Rated current 2500 A Cooling capacity of cryogenic plant 12 kW @ 70 k

Working temperature 66–80 K Pressure of liquid nitrogen up to 1.4 MPa

Length of cable 2500 m Flow rate of liquid nitrogen 0.1 ÷ 0.6 kg/s

Fig. 19 Structure of the AC 23 kV “triad type” HTS cable, described in [24]

Nevertheless, one can assume that the number of applications will be still limited
for special fields. If these projects will show their effectiveness and technical readi-
ness under real operation conditions, one can expect that in the long-term run more
superconducting cable links will be installed.

5.3 Use and Improvement of Simulation Tools—Some
Examples

At his point, we like to discuss briefly the influence and application of improved
simulation software used generally in SC D1 and the other SCs. This is an important
aspect to allow further improvement of the insulation system and diagnostics of the
future power systems.

It is important to stress again within this context that the main dielectric design
parameter is the electrical field, as this governs all electrical effects such as break-
down behavior and partial discharge activities. Another fact must be highlighted,
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which is often forgotten: Statistical processes rule all breakdown behavior and aging
processes.

Due to these boundary conditions, the development of hardware for power compo-
nents needs experiences and cannot only be simulated. The reason is that the param-
eters, which govern the dielectric performance, are not always known or physically
understood. For example, the dielectric properties and field strength are controlled on
a microscopic scale and at insulation interfaces (paper-oil, gas–solid, metal-gas,…).
For example, the field calculation of a polymer insulator surface in air under high
humidity, DC stress, with surface and space charges, is very complex and difficult
to describe by theory only. Beside this limitation, they are very important tools and
support significantly the understanding and simulation of insulations systems. One
brief example is shown here.

5.3.1 Field Calculation

Simulation tools will be constantly improved, and more flexible and several physics
can be handled simultaneously, like thermal properties, DC conductivity as function
of temperature and field strength in 3D, and under time variations. Due to the com-
plexity of the calculations, the results of these simulations are not easy to verify, and
thus, measurements will be still needed in the future too. The following example
demonstrates the possibilities of such tools (Fig. 20).

This example shows the measurement of surface charges, which are compared
with simulations. Details are given in [25].

Fig. 20 Surface potential distribution under positive DC voltage application in 0.5 MPa SF6, [25]
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6 Active Working Groups of SC D1 and Possible Future
Tasks

This was a brief overview about new materials and technologies for the future chal-
lenges around this topic. Where else can SC D1 contribute? Which topics in SC D1
can support other SCs for their future challenges?

A forecast into the future work and tasksmight bemore reliable, if one looks at the
topics, which were handled within the different WGs of SC D1 in the last 10 years.
As one can see, at least two main new working fields appeared; “Diagnostics” and
“DC,” Fig. 21. As mentioned, the actual major trends within SC D1 are reflected by
the actual topics of the 24 WGs, which are listed in the four groups: Gases, liquids,
solids, and testing and diagnostics. In doing so, one can also recognize the future
trends and which topic should be investigated by former new and follow-up WGs in
SC D1. Clearly, DC applications will increase further. Why is this further work and
research needed?

Breakdown behavior, diagnostics, and aging are in detail different under AC or
DC field stress. Field distribution inside the power equipment, field amplitudes, and
transient influences are different. In addition, due to power electronics, new kind
of electric stresses have to be considered. This has also consequence on the way of
testing and testing procedures. The main active working groups within SC D1 and
their potentials to support and solve the challenges of the future power system are as
follow. Some of them were already mentioned and discussed shortly.

Fig. 21 Development of WG topics from 2009 to 2019 of SC D1
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6.1 Gases

• Dielectric testing of gas-insulated HVDC systems (JWG D1/B3.57)

– DC new test strategies, transient voltage stresses => input for new standard

• Requirements for PDM systems for gas-insulated system (WG D1.66)

– PD monitoring system, noise rejection, data representation, reporting, and
defect localization

• Dielectric performance of non-SF6 gases and gas mixtures for gas-insulated
systems (WG D1.67)

– Methods for finding new insulating gases, definition of tests, and test
procedures.

6.2 Liquids

• New frontiers of DGA interpretation for power transformers and their accessories
(JWG D1/A2.47)

– Improved diagnostics for different fault types, effects of mixtures, and online
gas sensors

• Mechanical properties of insulating materials and insulated conductors for oil-
insulated power transformers (WG D1.65)

– Review of functional performance of materials and test methods, and sugges-
tion for revision of standards

• Field experience with transformer solid insulating aging markers (JWG
A2/D1.46)

– Evaluation of online gas monitors and procedures for verifying their accuracy

• Functional properties of modern insulating liquids for transformers and similar
electrical equipment (WG D1.70)

– Overview of functional requirements, procedures for determination inhibitor
content, review of test methods and existing standards, and input for possible
revision of standards.
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6.3 Solids

• Harmonized test for the measurement of residual inflammable gases in insulating
materials by gas chromate (JWG D1/B1.49)

– Diagnostics/testing—input for standard revision

• Field grading in electrical Insulation systems (WG D1.56)

– Establishing of field grading materials, field simulation techniques, and
applications

• Evaluation of dynamic hydrophobicity of polymeric insulating materials under
AC and DC voltage stress (WG D1.58)

– RRT tests, reproducibility—development of test methods as input for IEC
standards

• Methods for dielectric characterization of polymeric insulating materials for
outdoor applications (WG D1.59)

– Evaluation of various materials at different temperatures and frequencies, def.
of test specifications, and RRT tests

• Surface degradation of polymeric insulating materials for outdoor applications
(WG D1.62)

– Influence of degradation and aging behavior

• Electrical insulation systems at cryogenic temperatures (WG D1.64)

– Summary of principles and test issues about discharges in insulation materials
at cryogenic temperatures

• Nanostructured dielectrics: Multifunctionality at the service of the electric power
industry (WG D1.73)

– Review about recent nanodielectrics, choice of multifunctional parameters,
definition of test sample design, and selecting and performing test

6.4 Dielectric Tests and Diagnostic Tools

As mentioned in the introduction of this chapter, different tests have to be performed
during the development of power equipment and their components. It isworth tomen-
tion that those tests do not cover only dielectric tests. There is a bunch of tests, such as



594 R. Pietsch

research and development tests, type tests, pre-qualification tests, factory tests, com-
missioning tests, on-site tests, and diagnostics. The majority of them are descripted
in the corresponding standards, such as for bushings, cables, power transformers,
and GIS.

In combination with all the tests, criteria have to be defined, how to check and
prove, if a test was successful. The observation of “no breakdown” is not sufficient
and will not guarantee, that the tested component is in proper condition. Therefore,
in the last decades, additional diagnostic tools were developed and continuously
improved. Additional guidelines for the application and interpretation of measured
parameters such as PD measurements with UHF sensors [26], PD analysis in power
transformers [27], and DGA [13, 28] of power transformers are typical examples. In
addition, techniques like frequency response analysis, FRA, fault location in cables,
and PD monitoring of GIS by the UHF method will be continually improved within
the next years. Furthermore, as consequence of the fast development of new and
compact sensor techniques, new parameters of the insulation might be accessible to
evaluate the status of an insulation system.

New IEC standards will define testing voltages (such as wave shape, frequency,
harmonics, and tolerances) and are currently partly under revision [29].

Further, WGs cover these diagnostic topics

• Principles and methods to measure the AC and DC resistance of conductors of
cables and overhead lines (WG D1.54)

– Review of state-of-the-art measurement and test equipment, development
of test procedures, evaluating of influencing factors, and determination of
reliability

• Traceable measurement techniques for very fast transients (WG D1.60)

– Review of existing maintenance practice, questionnaire, and new methods and
developments for condition-based maintenance

• Optical corona detection and measurement (WG D1.61)

– Test procedures for a RRT, evaluation of UV cameras available on the market

• Test of material resistance against surface arcing under DC (WG D1.72)

– Definition of test arrangement and test procedure, RRT

• PDmeasurement on insulation systems stressed fromHV power electronics (WG
D1.74)

– Survey of possibilities to measure PD in power apparatus, extraction of PD
features (waveform and bandwidth), investigation of voltage endurance for
insulation systems

• Atmospheric and altitude correction factors for air gaps and clean insulators (WG
D1.50)
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– Checking and evaluation of existing correction factors and collection of new
data, defining and performing a round-robin-test (RTT), and guidance for
standard revisions

According to these arguments, some example of diagnostics and their capabilities
will be discussed.

6.4.1 Atmospheric and Altitude Correction Factors for Air Gaps
and Clean Insulators

WG D1.50 is collecting data about atmospheric and altitude correction factors, as
one has found that there are different factors in different IEC standards, which is
not acceptable, especially under the demand of reducing equipment size and safety
clearances. Figure 22 shows results collected by WG D1.50 about the influence of
humidity on insulators [30].

With the increasing use of HVDC systems and DC lines, correction factor under
DC stress were also investigated. Figure 23 shows the influence of humidity for a
gap range of 100–700 mm and as function of altitude range (500–1900 m). These
investigations are needed as it was realized that a correction according to IEC 60060
appears to be invalid for DC. Therefore, the results of WG D1.50 are needed for the
revision of IEC 60060-1 [29].

Fig. 22 BD voltage as a function of absolute humidity and arching distances [30]
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Fig. 23 BD voltage versus relative humidity [30]

6.4.2 Partial Discharge Detection Under DC Voltage Stress

Partial discharge detection under DC voltage stress is the task of WG D1.63 [15].
Experiences have shown that the PD activity and their measurement under DC stress
are very different from those under AC stress. The IEC standard 60270 [31] does not
cover DC measurements correctly. This was the reason to find this WG. Their result
will serve as input for the revision or as amendment for this standard.

The main two tasks of WG D1.63 are to describe the understanding of the differ-
ences of PD behavior between AC and DC. The physical process and the influencing
factors of operating conditions (as e.g., polarization, temperature, etc.) on different
insulation systems under DC stress and respective effects on PD phenomena are
investigated. Figure 24 shows an example of the PD repetition rate of a void inside
a cable joint under DC stress, and Fig. 25 shows the simulated electric field stress in
an oil-paper insulation.

6.4.3 Diagnostics for GIS by Means of the UHF Technology

For about 20 years, the ultra-high frequency (UHF) method for PD detection in
GIS was introduced. Since then, there was a need to verify the sensitivity of these
diagnostic measurements. WG D1.25 collected the experiences gained over a period
of about 15 years of this sensitivity check, TB 654 [32].

The described procedure ensures that defects causing an apparent charge of 5 pC
are detected on site. The comparison between different diagnostic methods was
performed, and the level of partial discharge activity associated with different types
of the defects was established. It was found that there is no direct correlation between
the PD level detected by any diagnostic methods and the flashover voltage of the
defects.
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Fig. 24 PD repetition rate of a void type defect inside a cable joint at 180 kV and elevated
temperature [15]

 (a)  (b) 

 (c)U

t
90 min 90 min 45 min

(a) (b) (c)

Fig. 25 Electric field stresses and equipotential lines in an oil-board barrier system during polarity
reversal test: a displacement field after switching on, b close to steady-state DC field after 90 min,
and c superposition of steady-state and displacement fields after polarity reversal [15]

In most types of GIS, the UHF energy is concentrated between 100 MHz and
2 GHz. The sensor’s frequency response depends on its size, shape, and the con-
nection method used. Most sensors are themselves resonant structures at UHF
frequencies, and this can be used to advantage. Typical sensors are shown in Fig. 26.

Figure 27 shows the damping of the PD signal along the GIS busbar: “…an
example of the frequency dependent attenuation characteristics along the busbar of a
single-phase encapsulated 220 kV GIS is shown. The busbar of this type of GIS and
this configuration shows quite low signal damping. The pulse generator signal used
for carrying out the on-site sensitivity verification can even be identified at the sensor
14 bays further away (at 495 MHz). It can be seen that the signal-to-noise ratio is
higher for the frequencies below 1 GHz compared to the frequencies above 1 GHz.
Furthermore, with increasing distance from the artificial pulse signal injection point,
the frequency content tends to concentrate on specific resonance frequencies with
decreasing bandwidth.”
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Fig. 26 Examples of sensors, TB 654 [32]

6.4.4 Risk Assessment on Defects in GIS Based on PD Diagnostics

For the operation of the assets, in general, and for the future, a risk analysis is
of importance. This is in general not easy to achieve, as very often the status of the
equipment (transformer,GIS) is not completely known. In addition, the possibleweak
points or defects are unknown. Therefore, WG D1.03 studied the combination of
diagnostics with a risk assessment for a GIS, equipped with a UHF PDmeasurement
technique. The results were published in TB 525 [33]. The approach in form of a
flowchart presents Fig. 28.

This reports shows further that depending on the type of defect, different aspects
for each of the impact parameter have to be considered. Table 2 shows the technical
impact parameters and the related aspects for different defects detected by PD mea-
surements. Some of these aspects can be defined by the PD measurement; others are
related to the service condition like, e.g., occurrence of temporary AC overvoltages
[33].
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Fig. 27 UHF signal attenuation characteristics along 220 kV GIS busbar, TB 654 [32]

6.4.5 Diagnostics for Liquid Insulation Systems

TB 738 summarizes the influence of water and oxygen on cellulose aging in mineral
oil [34]. The Arrhenius plots of aging of (a) kraft paper and (b) thermally upgraded
paper, taken out of this brochure, are shown in Fig. 29.

This papers shows, “that the temperature dependence for oxidation of kraft paper
is less than hydrolysis, and more in line with the ageing of thermally upgraded paper.
One can also see that increased water content in thermally upgraded kraft paper is
not as harmful as for pure kraft paper, while presence of oxygen seems to be more
or less equally harmful for both papers. This gives a clear indication that hydrolysis
is suppressed by the upgrading, while oxidation is not and that for upgraded paper
oxidation seem to be a more prominent mechanism.” [17]. This example shoes the
relevance to the methods offered for on-site oil reconditioning or reclamation. The
drying of the cellulose is a possible bonus effect from processes mainly focused
on degassing, reconditioning and reclamation the oil itself. For all these methods,
the cellulose and pressboard are dried via the oil transported through the processing
apparatus. The ability of the methods to get water and ageing by-products out of
the winding will depend on, and increase with, the temperature of the insulation
system in the transformer during the processing. To remove water requires time: the
temperature dependence of the solubility and diffusion of water is basically known.”
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Fig. 28 Flowchart of the proposed risk assessment procedure [33]

6.4.6 Significance of Moisture Measurements in Oil Together
with the Application and Suitability of New Sensor Techniques

On this basis, it is obvious that the measurement and knowledge of the water content
in oil are important for the status analyses of a transformer. How these moisture mea-
surements are done and the available technologies were investigated and collected
by WG and recently published as TB 741 [35].

Figure 30 shows the direct dependency between breakdown voltage and relative
saturation of insulating liquid. The combination of this graph with a graph describing
moisture concentration in % in paper and % relative humidity would give the depen-
dence of % moisture in paper from the breakdown voltage in oil under equilibrium
conditions, see Fig. 31 [35].

This diagram shows that at lower temperatures the breakdown voltage in oil does
not significantly change with the water content of the solid insulation. The sam-
pling temperature is necessary for a correct evaluation of the water content and for
estimation of the breakdown voltage as well.

TB 741 presents also the capacitive polymer sensors. “They are widely used in
monitoring of moisture in HV equipment, as well as in automated equipment for oil
processing and refurbishment (reclaiming). The use of capacitive sensor instruments
is a mature technology and has been used since 1970’s in various applications to
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Fig. 29 Arrhenius plots of aging of a kraft paper and b thermally upgraded paper, TB 738 [34]

Fig. 30 Dependency
between breakdown voltage
and water content in
insulating liquid, TB 741
[35]

Fig. 31 Dependence
between the breakdown
voltage and % moisture in
cellulosic solid insulation at
different service
temperatures, TB 741 [35]

measure moisture in gas phase. In late 1990’s, the same technology was introduced
to measure relative moisture saturation in oils” [35].

Figure 32 shows that a capacitive moisture sensor is a parallel plate capacitor. At
least one of the electrodes is permeable to water vapor and allows water molecules
to diffuse into the dielectric polymer layer. Absorbed water molecules increase the
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Fig. 32 Structure of a
capacitive thin polymer
sensor, TB 741 [35]

permittivity, and this can bemeasured as increased capacitance of the sensor element.
The sensor is very selective to water, and almost no interfering effects of other
molecules in oils are observed” [35].

The results of TB 741 describes also that it is important to know that moisture
diffusion coefficients for natural esters and solid insulation are much higher than for
mineral oil and solid insulation. Figure 33 shows as an example due to the differ-
ent time constants for moisture exchange hysteresis curves (relative saturation (RS)
versus temperature dependence) [35].

6.4.7 Advances in DGA Interpretation

Another important diagnostic tool is the dissolved gas in oil analysis (DGA).
The main methods used to identify faults (above typical values) or stresses (below

typical values) in transformers and accessories filled with mineral oils are the Duval
Triangles and Pentagons, IEC ratios, Rogers, Dornenburg, key gas methods, together
with dozens of other, lesser-used published methods using for instance neural net-
works. They all primarily use hydrogen, methane, ethylene, ethane, and acetylene
for fault identification. The Triangle and Pentagon methods [B5] have been used for
fault identification in TB 771 rather than the IEC ratio method [B3] and the other
methods listed above [28].

Table 3 shows examples for faults or stresses of type D1 in paper of windings
which are more dangerous than faults D1 in oil, because paper here is often subjected
to a high voltage and will lose its electrical insulating properties when carbonized by
the arcing D1, resulting in dielectric failure. Indeed, ~8 cases of faults D1 in paper
have been reported to the WG, where failure occurred when acetylene reached 120
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Fig. 33 Hysteresis loops of relative saturation (RS) versus temperature for natural ester, TB 741
[35]

or 45 ppm or less. Shown here is an example of sparking partial discharges D1 in
paper of a 230 kV bushing [28].

7 Corrosion

Finally, within the recent years, corrosion comes into the focus of SC D1. Originally,
not in their scope, SC D1 was asked some years ago to collect data and information
about this topic. This was finally successfully done by WG D1.71, “Understanding
and Mitigating Corrosion,” and published in TB 765 in 2019 [36].

Within this brochure, the various corrosion mechanisms are presented and ana-
lyzed. As an example, Fig. 34 describes “pitting as one of the most destructive forms
of corrosion as it can cause equipment failures due to perforation, while the loss
of metal due to uniform corrosion is minimal. Generally, pitting occurs on oxide-
covered metal surfaces such as stainless steels or aluminum due to the localized
breakdown of the oxide film by aggressive anions, especially chloride ions. Pitting
can also occur on steel in boilers and other water systems, when the oxygen con-
tent increases such as from leaks, so that the protective magnetite film breaks down
locally causing pits or depressions on the steel surface. This is called oxygen pitting”
[36].

The well-know rusting and its mechanism are shown in Fig. 35. The authors of
WG D1.71 explained: “Steel corrosion is easily recognized because the product is
red rust. As soon as any protective zinc plating is destroyed, the steel and oxidizing
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Table 3 Example of sparking partial discharges, type D1, in paper of a bushing [33]

Fig. 34 Pitting corrosion mechanism in a stainless steel, TB 765 [36]



606 R. Pietsch

Fig. 35 Galvanized steel
corrosion: mixture of “red
rust” (Fe2O3), “black rust”
(Fe3O4), and “white rust” of
corroded Zn plating, TB 765
[36]

agents react to form rust on the surface.When iron base alloys corrode, dark corrosion
products usually form first on the surface of the metal. If moisture is present, this
ferrous oxide coating is converted to hydrated ferric oxide, known as red rust. This
material will promote further attack by absorbing moisture from the air. The shade
of iron oxides ranges from a dull yellow through various oranges and reds to a deep
black. Red rust (Fe2O3) and black rust (Fe3O4) usually occur together: the deposit
color reflects which oxide in the mixture predominates. Corroded galvanized steel
parts may be also covered by so-called white rust, which is a white porous deposit
formed on destroyed zinc plating. All three types of rust (red, black, and white) are
seen” in Fig. 35.

8 Conclusion

As a summary, the main topics and directions of the future WGs in SC D1, which
will support the challenges of the electricity supply of the future, are:

• Reduction of losses
• Increasing of lifetime
• Corrosion mitigation
• Less environmental influences (replacement of SF6)
• Environmentally friendly insulation liquids for transformers
• Compact design which means higher electrical field stress
• Aging under high field stress (AC and DC)
• Influence of transient voltages stresses due the further increased application of

power electronics
• New materials (nanomaterials), new insulation liquids, and improved solids
• Diagnostic tools and interpretation rules or guidelines
• New test procedures, as consequence of a broader use of power electronics.
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9 Education

Finally, some brief thoughts about the education of the engineers and scientists and
the various skills, which might be needed to support and realize the electricity supply
of the future.

• System knowledge and thinking (HV engineering, power electronics, material
science, physical concepts)

• System boundaries become more permeable or disappear completely
• Understanding of interaction between Hardware–design–manufacturing pro-

cesses
• Handling and understanding of complex simulation tools (multiphysics)
• Out of the box thinking, overcome borders between power electronics, HV

engineering, chemistry, physics, mechanics, and simulation
• Student should understand the basics of HV engineering, power electronics, elec-

tric fields, the statistical nature of breakdown and PD activity and further and new
diagnostic parameters

• Simulation tools are principally limited on the available knowledge and theories,
and therefore, time-consuming experiments and research are still needed and
necessary.

Universities should adapt the courses, but they should not forget the classical
“hardware,” as this is still the backbone of the electricity supply systems.
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1 Introduction

In the era of processes and services digitalization, the role of electronic data and
digital infrastructures in the power systemmanagement is undergoing an impressive,
sometime disruptive, transformation. The opportunities and challenges offered by
the capability of treating big amount of data through digital services and virtualized
architectures will characterize the new generation of electricity supply systems.

As a contribution from CIGRE Study Committee D2 to tracking the smart grid
roadmap for the future decades, this chapter provides an overview on the state of the
art for the ICT, telecommunication and cyber security cross-cutting technologies,
followed by their future-proof evolution. The vision of the digital future in the power
system addresses the needs arisen by global energy transitions and new energy mar-
kets, tackling rapidly evolving ICT technologies when applied to slowly changing
power infrastructures.

2 State of the Art

The state of the art of the ICT technologies which are relevant for the EPU
infrastructures covers ICT systems, telecommunication means and cyber security
measures.

2.1 ICT Systems for EPUs

2.1.1 Data Analytics and Artificial Intelligence

Data is available to EPUs from a great variety of sources. Protection relays and IEDs
continuously collect and process data to detect the abnormal/fault condition on a
power system and provide a high-speed tripping mechanism to isolate the fault from
the rest of the power system. SCADA systems have been used by operation centers
for a long time to monitor the power flow and make decisions based on the displayed
alarms, like, for example, adding or removing capacitor banks for reactive power
control and adjusting transformer tap changers. Sensors that monitor the condition
of high voltage equipment, assisting maintenance teams in their tasks, are another
type of data source. Synchrophasors, or PMUs, provide more precise readings on
the state of the grid in real time. Also, external data, from a power system point of
view, like work order history, disturbance reports, weather history, forecasts from
weather service vendors, economy history, forecasts from economic analysis firms,
end-use information from surveys, industry codes, equipment locations, land-use
information fromGIS and urban-development plans from local governments are very
important to improve the situational awareness and assist EPUs in their decisions
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Fig. 1 EPU typical ICT infrastructure [3]

within the operational, tactical and strategic levels. More details are available in
[1, 2]. Figure 1 illustrates a typical EPU ICT infrastructure.

From the customers’ side, smart meters allow the offering of new services, like
energy consumption in real time, with each load classified by type, available in
different platforms, like smartphones, smart TVs and computers. The energy price
can be reviewed in real time, according to the demand. With that knowledge in their
hands, the hours during the day to use heavy electro domestic appliances may be
chosen when it becomes more economical to customers. More can be seen in [4, 5].

However, data alone is not enough. In order to bring real benefits to utilities, this
data must be properly processed to be translated into useful information, which has
greater value and can provide insights to process owners in utilities. Data integration
can provide a better view on grid status by making correlations among all factors
that may influence system behavior. Data analytics and visualization techniques,
combined with the expertise from professionals in the electrical sector can assure
system resilience formanymore decades to come. Figure 2 illustrates these concepts.

According to Stimmel [6], analytics models can be divided into four categories
presented in Table 1.

These approaches can be used by themselves or combined, according to the
specific kind of problem they intend to solve.

Machine learning is an artificial intelligence technique used to obtain predictive
insights from data. In a high-level view, it is the process to collect data, label it
and run it through an algorithm to train a predictive model, and after evaluating the
model results, to deploy it in real-life applications (Fig. 3). Machines can be trained
using supervised, unsupervised or reinforcement learning. In supervised learning,
the data is previously labeled by a human (e.g., to identify damaged or undamaged
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Fig. 2 Flow of data to actionable intelligence [6]

Table 1 Analytic models used in smart grid analytics [6]

Analytic approach Function

Descriptive What happened or what is happening now?

Diagnostic Why did it happen or why it is happening now?

Predictive What will happen next? What will happen under various conditions?

Prescriptive What are the options to create the most optimal or high-value outcome?

Fig. 3 Machine learning process

parts of equipment) prior to model training. In unsupervised learning, the algorithm
itself creates clusters of similar features of the pattern it is trying to classify (for
instance, separating components in a transmission tower). Reinforcement learning is
a technique where machines are rewarded when they achieve the expected goals and
punished otherwise. This technique has been used in the past to develop machines
that could defeat humans in board games or videogames.

The main use cases for machine learning are:

• Computer vision
• Predictions in a time series or regression
• Natural language processing (NLP).

An example of machine learning is an artificial neural network (ANN), a compu-
tational network that tries to simulate the decision process that occurs in biological
networks of neurons in a central nervous system [7]. It consists of three elements [8]:
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Fig. 4 Example of ANN architecture

input layer, hidden layers and output layer. Figure 4 shows an example of ANN archi-
tecture. Each neuron is connected to other neurons of a previous layer employing
adaptable synaptic weights, and knowledge is stored as a set of connection weights.
An ANN is composed of many nodes connected by links, where each link has a
numeric weight [9]. Each artificial neuron in the ANN performs a weighted sum of
its inputs (also called “features” in machine learning terminology), and passes this
sum through a function to give an output (also called “label”), which feeds into other
neurons. There are many different ANN architectures which can be used for different
purposes, but all have the ability to learn relationships within data by adjusting the
strength of signals passed from one artificial neuron to another [10].

In the training process, it is necessary a set or group of matched input and output
patterns. Eachproducedoutput through thenetwork is compared to the desiredoutput,
until the error is reduced to the desired tolerance and the network locks the weights
constant. Then, it uses this trained network to make decisions, identify patterns or
define associations in new input datasets [9].

A simple ANN is composed by the input and output layers with a single hidden
layer between them. When more than three hidden layers are present, such architec-
tures are called deep neural networks (DNN). One example of deep learning is con-
volutional neural networks (CNN). This technique has allowed researchers to solve
more complex problems, like in computer vision, with automatic image recognition.
Each layer increases the complexity of the features it extracts from images, and some
algorithms do not require labeling made by humans. DNN applications were made
possible by the advances brought by cloud computing, the increase in computational
power and high bandwidth telecommunication networks. These elements combined
allowed more data availability and the possibility to run more complex algorithms.

However, before using artificial intelligence, data analysts or computer scientists
should verify if other techniques can be applied to accomplish their goals, like statis-
tics or classic algorithms, like support vector machines (a hard classifier method that
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maximizes the distance between points in a dataset) and decision trees (a technique
where a hierarchical tree is built from a root node connected by branches to internal
and terminal nodes and classifications are made on each node by predetermined cri-
teria), generating insights from historical data. The interested reader may find more
information on these and other techniques in the references of this chapter.

Some conditions must be present before applying machine learning techniques. If
large volumes of data are not available, it is not possible to train accurate prediction
models. Also, the quality of the data used in the training phase is extremely important
to obtain precise and unbiased results from the model. In an ideal scenario, there
must be no data silos within the company, to avoid inconsistencies and to facilitate
aggregations. A data governance process is fundamental to achieve the full potential
of artificial intelligence.

Applications of Data Analytics andArtificial Intelligence in EPUs AnANN can be
used for a regression (identifying the impact different inputs produce in the resulting
output) or classification (identifying the categories of observed data) problem. Some
applications of ANN in the electrical sector are: fault diagnosis in transmission lines
(either by computer vision or analyzing IED data), partial discharge (PD) diagnosis
and load forecasting in power systems.

Figure 5 illustrates how ANN, combined with decision trees, has been used to
detected partial discharges in a stator insulator. Automated analysis generally oper-
ates on the phase-resolved partial discharge pattern (PRPD), where PD amplitude is
resolved against phase of the high voltage waveform [10].

Fig. 5 PD defect identification architecture [10]
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Fig. 6 Computer vision application in line inspections [11]

In [11, 12], a CNNwas used to train a model to detect faults and defects of electric
line and equipment in inspection images captured by helicopters or unmanned aerial
vehicles (UAV). This application liberates maintenance technicians and engineers to
find solutions to the detected problems, instead of taking considerable time analyzing
the images. Figure 6 demonstrates some of the results from the developed system.

Another direct application in operation is in using natural language processing
algorithms to automatically transcribe communication between maintenance teams
and operators to include their conversations in disturbance reports. Another example
using NLP are chatbots, with great application for distribution companies, that can
replace humans to handle usual requests from consumers.

Data analytics can be used to identify the load profile in different neighborhoods in
cities, by combining data from smart meters, geo-referenced data, demographic data
and weather historical data. Examples of this application can be found in [13, 14].

2.1.2 Business Continuity Plans and ICT Architecture

The ICT infrastructure that supports these and other solutions is equally important
to assure that utilities maintain the power flow for their customers. Contingency
plans and installations must be part of the IT strategy of power utilities, in order to
guarantee business continuity and fast recovery during disasters.
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To create a business continuity plan (BCP), an EPUmust first decide which are its
most significant ICT services. To avoid service interruption, a power utility should
follow the recommendations below [15]:

• Select a safe location, especially in terms of easy access during natural disaster
events.

• Be sure that all needed data will be present at the backup facilities in case of
disaster, through storage/database synchronous replication for the most critical
information or through physical media restore for the less critical.

• Include in the backup facilities all the tools and applications that allow visu-
alization capabilities that ensure that operating personnel have the situational
awareness of the BES, and all those needed for the minimum business/corporate
activities.

• Assure all data andvoice communications needed for the regular service operation,
including voice and control communications to the critical substations and power
plants, and to communicate outside the organization including Internet access.

• Include reliable power sources such as access to redundant distribution power
lines, diesel generators, diesel refill contracts, etc.

• Be sure that all the physical and cyber security requirements applied to the main
facilities and control centers are also guaranteed.

• Implement an operating process for keeping the backup functionality consistent
with the primary control center.

The platform architecture in Fig. 7 has been proposed to provide redundancy
to support continuous operations while providing flexibility to react to component
failures or disaster scenarios for EMS [16].

Fig. 7 Platform and business continuity logical architecture
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Data synchronization ensures that data, including operational data such as alarms,
operator tags andmanual entries, are replicated and synchronizedbetweenproduction
system images. It can operate either in peer-to-peer mode (both systems are active,
and they may be redundant or non-redundant), split-mode (systems are segregated
between both locations) or primary/secondary mode (the data in the primary system
is periodically replicated in the secondary one). The architecture allows the use of
storage hardware based on snapshots and data replication as a means for performing
backups and fast recovery. That, allied with a robust and redundant communication
system between sites intends to prevent utilities from losing the monitoring and
control functions of the power grid.

2.2 Telecommunications for EPUs

2.2.1 Applications and Requirements

The operation of the electrical power system requires the exchange of information
between different constituents of the system [17]. To design and to specify suitable
telecommunications solutions for the efficient control of the power grid requires a
deep understanding of the user applications and their attributes.

Figure 8 provides a basic model defining “user applications” interacting through
a communication service delivered over a dedicated telecom infrastructure or provi-
sioned through an operator (procured service). The service access point is the point
of delivery, monitoring and management for the communication service and the
interface between service user and provider [17].

As outlined in the Technical Brochure 732 [8] developed by the joint work-
ing group D2/C2.41, network reliability and coverage, bandwidth, packet jitter and

Dedicated
Telecom 

Infrastructure

Procured Service

Application
Platform

Communication 
Service

Service 
Management

Application
Platform

Service 
Access 
Point

User Application

UserUser

Fig. 8 Basic model representing communication of user applications [17]
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latency requirements have been themost critical issueswhen developing the telecom-
munications solutions to meet the connectivity requirements for the power system
for many years.

The applications can be categorized according to their information exchange
perimeters and the Green Book published by Study Committee D2 in 2016 [17],
suggested the following categorization of applications:

• Substation-to-substation applications
• Field device to central platform applications
• Inter-platform applications
• Office to field applications
• Producer/consumer to utility platform applications
• Energy farm communications.

The following list of applications are extracted from the comprehensive set of
service requirements found in a typical EPU, as published in Technical Brochure
618 [18], compiled by the working group D2.35:

• Tele-protection
• SCADA services
• Data exchange between control centers
• Energy metering
• Event and disturbance recorders
• Real-time PMU
• Dynamic line rating
• Smart metering
• General site alarms, supervision and surveillance
• Remote management of communications network infrastructure
• Operational/black-start telephony
• Time distribution using IEEE 1588.

As discussed in Technical Brochure 732 [8], the communication network needs
to provide real time, low latency, highly resilient and highly secure capabilities for
many of the applications above, including tele-protection, substation SCADA and
phasor measurement. Tele-protection [19] is one of the most critical applications due
to its role in the safe operation of high voltage protection schemes during times of
line faults [20] however, different applications have various constraints and demand
different factors to be met. To select an example user requirement that differs from
tele-protection, mobile field workforce applications tend to require higher bandwidth
solutions and can generally tolerate higher latency. In order to classify applications
based on their communications requirements, an accepted method is to categorize
them based on traffic type. Technical Brochure 618 [18] suggests six categories of
traffic type to allow the network provider understand the constraints of the appli-
cation. The six traffic types are outlined below, including example applications for
each category.
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1. Very low latency, loss intolerant, sequence and symmetry determinant traffic

(a) Differential tele-protection schemes.

2. Very low latency and loss intolerant

(a) Distance Protection.

3. Very low latency and loss tolerant traffic

(a) Time distribution
(b) Real-time PMU
(c) Inter substation event distribution.

4. Low latency sequence determinant traffic

(a) RS485
(b) IEC 61870-101–IEC 61870-103
(c) DNP3.

5. Low latency and loss tolerant traffic

(a) Voice
(b) Video
(c) WAMPAC.

6. Latency tolerant and loss tolerant traffic

(a) Packet-based SCADA protocols
(b) File transfer
(c) Device management.

To meet the requirements of current application sets across EPUs, many utili-
ties’ networks are still composed of time-division multiplexing (TDM) technology;
however, packet communications is steadily growing and rapidly replacing tradi-
tional telecommunications. The concept of a smart grid is increasing the demands on
EPUs’ telecommunications networks, and the emergence of recent protocols such as
IEC 61850 along with the requirement to extract precision timing and connect more
distributed applications deeper into the distribution network, and are all changing
the type of communication solutions that are needed to manage the power grid.

2.2.2 Decision Factors in Selecting Communication Solutions

There are a range of decision factors involved in the selection of appropriate and
suitable communications. Gathered from across the combined research carried out
by study committee D2, the main factors are outlined below.
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• Profile of the EPU

– Where does the telecommunications provider reside in relation to the EPU,
who owns the electrical and communications assets.

• Geographical spread of applications

– Are the applications located in the high voltage, medium voltage or low voltage
networks.

• Topology of the electrical network

– Is the network configured in a ring, a spur or other topologies.

• Technical parameters of applications/traffic

– Latency, jitter, bandwidth, availability and security.

• Separation requirements for different traffic types

– Transmission network applications, distribution network applications, control
applications and security applications.

• Users of traffic

– Network managers, grid controllers and data analysts.

• Skills development for users who are designing, commissioning and maintaining
the communications networks

– For example, resources who are proficient in legacy TDM telecommunications
that require significant re-training for latest IP systems.

• Capital and ongoing operational cost

– Cost of infrastructure investment versus ongoing operational costs to lease a
bandwidth service from third-party operators.

2.2.3 Determining the Physical Layer

In order to build a suitable telecommunications network for the operation of the power
grid, a suitable physical layer must be selected. The following transport media are
a summary of the physical layers on which a communications network can be built
upon.

• Optical Fiber

– Using optical fiber that is connected to the power grid is an efficient and secure
way to build a wide area communications network in parallel to the power
grid. Installation options for this fiber include utilizing metallic cables such



Information Systems and Telecommunications 625

as optical ground wire (OPGW), optical phase conductor (OPPC) or metallic
aerial self-supporting (MASS), or by attaching dielectric cables such as all
dielectric self-supporting (ADSS) or fiber wrap.

– The fiber cable consists of a number of fiber cores which can be utilized by
either directly lighting each fiber pair to create an end-to-end transmission link,
or byutilizingopticalwavelength divisionmultiplexing to create scalability and
provide flexibility. Such scalability and flexibility can be achieved by carrying
separate end-to-end transmission links on each wavelength on a single fiber
pair, where each transmission link can be design to varying bandwidths and
varying protocols (i.e., TDM links such as STM-1, STM-4 and IP links such
as 100 Mbps and 10 Gbps).

• Copper Cable

– Due to the short transmission and lower bandwidth capabilities, copper is
typically used to create local area networks within substations, or to provide
narrowband communications between substations in urban areas.

• Power Line Carrier

– PLC is utilized to provide parallel communications for protection relays, and
the narrow excess bandwidth on the link is often utilized to provide communi-
cations for narrow band applications such as SCADA, more often as a diverse
link to the primary communications link.

• Radio/Wireless

– Radio networks are deployed when physical connectivity is not an option.
Licensed radio networks required access to nationally licensed spectrum, and
wireless networks can operate as point to point or point to multi-point links,
using VHF, UHF and microwave radio frequencies.

– Utilities also procure services frompublic operators ofwireless networks offer-
ingGSM, 2G, 3G and 4G services. This option provides relatively higher band-
width for lower capital cost, typically used for the connectivity of less critical,
higher bandwidth applications in the power utility.

• Satellite

– Satellite communications provides a valuable and cost-effective option for spe-
cialist utility applications, particularly when other fixed or wireless transport
options are not accessible [21]. These services are typically provided by a third-
party satellite operator, and can either be used to build a dedicate network for
a single utility or can be shared by a utility with other users.

– Satellite is often used as a last mile solution for hard to reach locations or to
provide backup to primary links.
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2.2.4 Communication Technology Options

Once the selection of the physical layer(s) is completed, selection of suitable commu-
nication technology protocol is required. Utilities have largely used TDM systems
to transport data between destinations. SDH and PDH solutions are examples of
TDM technologies which still exist in many power utility backbone communica-
tions networks due to their highly resilient and low latency nature. However, the
growth in Ethernet applications and IP-based systems are demanding a migration to
the deployment of IP-based communications solutions.

SDH and PDH technologies have been used for many years in utility networks
to provide highly resilient and relatively high bandwidth networks that can produce
deterministic delay. SDH and PDH use time-division multiplexing and there are a
range of interface options available, including synchronous X.21, G703.1, E1 and
C37.94, which are used to create point to point and point to multi-point links.

These TDM technologies provide communication links where the data is trans-
mitted in serial basis. On the other hand, the packet transmission technology divides
the incoming information, in a node, into packets which are sent or routed to other
nodes. The effective path for each packet to reach its destination is decided node by
node and the destination node reassembles the information as it was entered in the
network.

For pure TDM networks that are required to provide connectivity and transmis-
sion bandwidth for IP-based applications, Ethernet over SDH (EoS) can be used
to carry such IP applications on the TDM network by concatenating multiple PDH
or SDH links to provide the required bandwidth. This offers some short-term solu-
tions to allow the migration toward IP technology to commence, while maintaining
the existing TDM backbone networks. Consideration must be given to the type of IP
application that will use the EoS solution, as appropriate mechanisms to create a suit-
able transmission link, such as traffic protection and correct encapsulation schemes,
must be applied [22].

However, as the serial-based telecommunications equipment reaches end of life,
as IP applications are deployed across the EPU, and as bandwidth requirements
begin to grow, expanding PDH and SDH networks is not an efficient method of
network expansion and evolution to meet the future needs of the power grid. These
technological developments are themain driver for the deployment of IP transmission
networks. Pure Ethernet interfaces offer a wide range of data speeds ranging from
100 Mbit/s to 100 Gbit/s.

In the past multi-protocol label switching (MPLS) offered a good choice for the
migration of legacy TDM-based applications to a packet network while in paral-
lel providing Ethernet capability for newer IP-based applications, particularly as
it catered for the integration of such legacy interfaces on the same network, pro-
viding “connection-oriented traffic handling and quality of service” and essentially
providing “best effort IP networks” [17]. However, it can be described as an aging
technology which does not fulfill the requirements of many applications, particularly
with regard to jitter and delay.
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Fig. 9 Functional differences between IP-MPLS and MPLS-TP [17]

IP-MPLS networks are also replacing legacy TDM networks, particularly for
deployment in multi-site enterprise networks. IP-MPLS uses no traffic engineering,
but simply prioritizes traffic.

However, utilities have begun to deploy tele-protection services over IP-MPLS
networks, through the use of TDM to IP protocol converters, quality of service (QoS)
schemes and amethod calledMPLS-TE (traffic engineering)which creates symmetry
over the IP links to ensure a deterministic and equal end-to-end delay, as required
for correct operation of the tele-protection relays [23].

MPLS transport profile (MPLS-TP) is seen as a better solution to deploy to meet
utility operational requirements, enabling “best features fromTDMworld like quality
of service and constant latency, including flexibility of the packet switched networks”
[23].

The differences of MPLS-TP and IP-MPLS are described in Fig. 9.
Each utility is at a different stage in the migration from TDM to IP, both in the

applications within their EPU and in telecommunications networks that supports
them, however, it is acknowledged across the industry that the transition to IP tech-
nology will continue, and legacy networks will continue to be replaced by more
advanced systems at an growing rate.

Figure 10 describes options for connectivity of RTUs to their control center, to
illustrate the possibilities for a single application type.

2.2.5 Network Management Facilities

Network management facilities have become an essential function of any operator
of a critical telecommunications network for an EPU [21]. Having remote visibility
of all network infrastructure provides the operator with real-time data for faults or
issues that occur on the network. Performance monitoring can be carried out on an
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Fig. 10 SCADA RTU to control platform connection alternatives

ongoing basis from a central operations center location, highlighting any degradation
of service that might occur, allowing proactive restoration preventing loss of service
to the critical applications across the power grid.

Networkmanagement facilities also provides the ability to remotely configure ser-
vices to speedily provide communications solutions such as bandwidth provisioning
for new applications.

The selection of processes and tools to support an EPU’s network management
functions will depend on the organizational structure of the power company, partic-
ularly with regard to the separation or amalgamation of operational and corporate
services, and also with regard to the configuration adopted for the provision of their
telecommunications requirements, i.e., in-house or externally procured.

Power utilities with in-house provided telecommunications tend to operate multi-
ple network management tools to support their multiple technologies and protocols.
This presentsmany challenges in terms ofmaintaining a skill set for the operation and
support of legacy systems and technologies, while continuing to develop the ability
of network operators to ensure they can manage the technology evolution, specifi-
cally dealing with fault resolution and support within more complex network design.
“Technology-agnostic network supervision is needed prior to assigning technology
specialist interventions” [24].
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2.3 Cyber Security for EPUs

Associated with the progressive digitalization of the grid control infrastructures, and
to the technological convergence of information and communication technologies
from the IT and OT worlds characterizing the smart grid control, cyber security has
progressively become of paramount importance for EPUs.

The state of the art of cyber security within electrical utilities covers regulatory
frameworks, reference standards, cyber security challenges, risk assessment method-
ologies, threat modeling, industrial control systems kill chains and best practices
[25].

2.3.1 Cyber Security Regulations

Governments and public institutions in charge of safeguarding the countries, essential
service providers, particularly operators of large electricity and gas infrastructures,
equipment suppliers, but also energy producers and consumers, must support an
adequate level of cyber security protecting sensitive data, control capabilities and
other essential services from possible cyber risks.

In North America, the North American Electric Reliability Corporation (NERC)
oversees eight regional reliability entities and encompasses all of the interconnected
power systems of the contiguous USA, Canada and a portion of Baja California in
Mexico. In 2007, NERC first developed critical infrastructure protection (CIP) secu-
rity requirements [26] that are mandatory for bulk electric systems (BES), typically
encompassing transmission systems, bulk power generation and larger distribution
system assets (e.g., automated shedding of loads >300 MW). These NERC security
requirements, which include significant monetary penalties if not met, have evolved
over time to better meet the increasing complex security needs, but still do not yet
cover all cyber security necessities of the smart grids. For instance, although dis-
tributed energy resources (DER) are increasingly connected to the grids and will
provide significant energy and ancillary services in aggregate, they do not as yet fall
under NERC security requirements (although often larger DER aggregations attempt
to meet the NERC requirements in anticipation of future NERC CIP expansion). In
addition, the NERC CIPs do not directly address communication network security
across different facility electronic perimeters.

InEurope, theDirective onNetwork and InformationSecurity (NISDirective (EU)
2016/1148 [27]) has been adopted in July 2016 by theEuropean Parliament to address
the cyber security of essential service providers. The NIS Directive is the first set of
IT security rules unique to the European Union, with a view to achieving an elevated
level of security of systems, networks and information common to all European
member states. Capacity, cooperation between states, risk management and incident
reporting are the key areas of recommended activities. Among the NIS objectives
is the setting up of National Computer Security Incident Response Teams (CSIRTs)
for incident monitoring and a European cooperation working group coordinated by
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the European Network and Information Security Agency (ENISA) for cyber security
and information sharing. The NIS Directive mandates the operators of essential
services to adopt appropriate security measures and to notify the appropriate national
authorities of serious security incidents, including the number of users involved, the
incident duration and geographical spread. The securitymeasures considered include
risk prevention, security maturity of the systems, networks and information and the
ability to manage incidents.

From the data privacy side, the European reference is the General Data Protec-
tion Regulation (GDPR) [28]. About privacy of sensitive data, one topic of interest
is the protection of video data collected by surveillance cameras. These cameras
are commonly used to monitor activities within closed security boundaries of EPU
facilities. By some definitions, the video data is considered personal sensitive data
and must be protected; “personal data means any information relating to an identi-
fied or identifiable individual (data subject).” Furthermore, there are restrictions on
processing the video data as well as restrictions on information systems used. It is
becoming clear that such restrictions will have an impact on EPU security policies,
procedures and organizational directives, including telecom systems. The regulations
of the European Commission have clearly stated the restrictions on information and
communication technology processing and data storage.

In view of the preparation of a Network Code on cyber security, the Expert Group
2 of the European Smart Grid Task Force has recently issued a report [29] with a lot
of recommendations to the European Commission for its implementation, includ-
ing an overview of reference security standards and comprehensive cyber security
certification schemes suitable for the electricity sub-sector.

2.3.2 Reference Cyber Security Standards

To address the recommendations from the EPU-related cyber security regulations,
two different types of standards are needed for the EPUs. The overall cyber secu-
rity governance of a given enterprise should be managed by a mature Information
SecurityManagement System [30] such as the one specified by the standard ISO/IEC
27001, ISO/IEC 27002 and ISO/IEC 27019 [31], and supported by function-oriented
guidelines provided by NISTIR 7628 [32] and process, system and component level
security requirements specified by IEC 62443 standard series. Although in different
states of completion and addressing both procedural/organizational and functional
requirements, several parts of the IEC 62443 framework are intended to serve as basis
for certification or assessment activities. To provide an overall approach for certified
security in industrial automation and control systems, the IEC 62443-4-1 [33] targets
the secure development process and appropriate security features for individual com-
ponents of an automation system, while IEC 62443-2-4 [34] and IEC 62443-3-3 [35]
focus on a securely designed system (based on the components covered by the IEC
62443-4-1) and secure processes and procedures of solution suppliers for such sys-
tem, or maintenance/upgrade service providers, and IEC 62443-2-1 [36] addresses
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security aspects in secure operation, strongly based on the security controls defined
by ISO/IEC 27019.

The implementation of security controls specified by theEPU information security
management systems is supported by a set of standard security solutions.Anoverview
of most EPU-related security standards is presented in [37]. The rest of this section
provides a synthesis of the security solutions specified by the IEC 62351 series.

The International Electrotechnical Commission (IEC) Technical Committee (TC)
57WorkingGroup (WG) 15 has developed the IEC62351 set of standards [38] to pro-
vide security for power system data communications protocols, such as IEC 60870-6,
IEC 61850, IEC 60870-5 and IEEE1815 (DNP3). The development of the IEC 62351
standards has provided the ability to implement more secure versions of these com-
munications protocols in supervisory control and data acquisition (SCADA) systems.
Essentially, the IEC 62351 standards provide well-founded specifications of how to
protect the ICT assets from possible ongoing threats at different layers.

Figure 11 depicts the relationships between the IEC TC57 communication stan-
dards and IEC 62351 parts. IEC 62351 parts have reached different maturity
levels.

Security for profiles including TCP/IP (IEC 62351-3) and MMS (IEC 62351-4)
network and system management (IEC 62351-7), key management (IEC 62351-9)
and security for XML documents (IEC 62351-11) are already available as interna-
tional standards. Parts 5 and 6 address the security of other communication protocols
for smart energy systems are currently published as technical specifications and will
be available as international standards in the next future. Parts 90-x and Parts 10, 12
and 13 are mainly technical reports of ongoing work providing guidelines, while and
parts 100-x are related to testing the conformance with Parts 3, 4, 5 and 6.

Various mitigation measures are specified for the cyber security of these protocols
concerned, including authentication, encryption and role-based access control. For
example, in terms of IEC 61850 (MMS, GOOSE and SV), IEC 62351-4 and IEC
62351-6 specify those procedures, protocol extensions, and algorithms for securing

Fig. 11 IEC 62351 standard series [IEC TC 57 WG 15]
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MMS, GOOSE and SV-based applications. For TCP/IP-based protocol stacks, we
can utilize TCP/IP transport layer security (TLS) encryption as specified in IEC
62351-3 for securing the transmission layer and to protect against eavesdropping.
This part specifies the features of the required implementation of TLS, defined in
RFC 5246. Both Part 3 and Part 4 require the use of encryption keys (symmetrical
and asymmetrical) and role-based access management. Therefore, Part 8 (role-based
access control) and Part 9 (key management) are referenced standards as well. In
practice, secure enhanced manufacturing message specification (MMS) associate
service is implemented in the layer of association control service element (ACSE)
using authentication with digital certificates for requests and responses, which can
be used to protect against man-in-the-middle attacks. For application layers based on
generic object-oriented substation event (GOOSE) and sampled value (SV), reserved
fields are used to extend the normal GOOSE and SVprotocol data units (PDUs) using
digital signature for protecting against replay attacks.

Part 7 provides the technical base for the implementation of monitoring objects
and in the future Part 7 will be complemented by Part 14 on security event logging
specification, which is currently under development. Part 10 is a technical report
providing a system level view for the deployment of IEC 62351 parts, and Part 12 is
a technical report that specifies the security requirements and resilience engineering
techniques for energy systems with DER.

Although the IEC 62351 standards define a framework for the provision of cyber
security for the communications protocols, major manufacturers have not generally
implemented such cyber security in their intelligent electronic devices (IEDs). In
terms of IEDs and automation systems already in operation, it is difficult to apply
these IEC 62351 solutions because of practical implementation restrictions such as
the incapacity to take industry control systems offline for a long time to upgrade
them, or the inability to update existing equipment because of limited functionality.
Legacy systems without the IEC 62351 standards are likely to be in place for many
years without updating. With vendors slow to respond, it has become essential that
utilities are able to fill this security gap to enable them to detect andmitigate emerging
threats.

2.3.3 Cyber Risk Assessment

Cyber security regulation and information security standards emphasize the impor-
tance of establishing a risk assessment process within the organization that allows to
govern the management and evolution of the threat landscape. Figure 12 illustrates
the general risk management process, which includes risk assessment, risk treatment
and continuous feedback with reassessments of the security requirements.

According to the survey conducted byWorking Group D2.22 [30], it resulted that
the majority of utilities use qualitative methods for conducting business and impact
assessment in their organization, such as the method developed by the Information
Security Working Group of the CEN/CELEC/ETSI Smart Grid Coordination Group
[37].
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Fig. 12 Risk management process [ISO/IEC 27005:2018]

A critical phase within the risk evaluation process is the capability to charac-
terize and model the most relevant cyber threats. Working Group D2.31 investi-
gated about the tools available for analyzing the attack structure and their success
probabilities [39].

As of today, most national level cyber security strategies uses the NIST Frame-
work [40] as a reference framework for cyber resilience strategies of cyber-physical
systems.

2.3.4 Cyber Security Best Practices

In addition to the cyber security policies, techniques and mechanisms specified by
the mentioned security standards, there are also guidelines and technical brochures
addressing the most mature practices in the cyber security operation of EPUs such
as those about remote services in [41].
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However, a rigid application of cyber security standards could cause some impact
in the EPU operational procedures and daily routine, especially concerning themain-
tenance duties. Manage strong passwords, update patches, control network perime-
ters, avoid remote access, restrict the use of software, etc., usually are not part of
the routine of usual maintenance staff. The dialogue between the security and main-
tenance staff must be encouraged in order to find matching solutions. At this aim,
a good approach is to adopt maintenance-oriented strategies that understand and
respect the reality of the operational environment such as the one reported in [42].

In order to identify the vulnerabilities and improve the security level of industrial
control systems, some utilities in China have carried out cyber security testing for
SCADA in substations, including HMIs, communication protocol gateways, relay
protection devices, measure and control equipment and phase measure units from the
mainstream manufacturers in China. The cyber security test items contain operating
system testing, database testing, communication protocol testing, security configura-
tion testing, port service testing, abnormal access behavior testing and vulnerability
penetration testing. According to the cyber security testing results, numerous cyber
vulnerabilities have been detected, such as weak password, buffer overflow, remote
command execution, denial of service, information disclosure, unauthorized access,
protocol stack vulnerabilities and lack of security audits. The manufacturers have
eliminated the vulnerabilities that were found through of several rounds of cyber
security testing, and a vulnerabilities library has been established tailored for the
electric industry control systems. Before the substations are put into operation, cyber
security testing of secondary equipment will be carried out to mitigate the potential
cyber threats. Based on the practical testing, a cyber security test technical specifica-
tion has been developed to specify security testing of the utilities, as well as to guide
the security design and development of products for the manufacturers.

2.3.5 Cyber Security and Resilience

The definition of the term “resilience” depends of the field of interest. Focusing on
EPUs, it could be considered that a resilient infrastructure is that one capable to be
recovered after the occurrence of an adverse situation. CIGREWorking Group C4.47
introduced a definition of power system resilience that is achieved through measures
to be taken before, during and after extreme events [43]. Transposed to the cyber
world, we have to consider security protections to be taken before the occurrence
of cyber threats and security measures that apply during ongoing attacks and after
that a targeted attack succeeded in provoking a serious cyber incident to the EPU.
Working Group C4.47 did an international survey that put cyber security as one of
top three extreme threats that EPUs are focusing efforts on. This means, in simple
terms, that to boost the EPU resilience is mandatory to increase the capabilities to
face cyber attacks. This puts the cyber security issues in the strategic level of any
EPU.

The strong connection between cyber security and resilience is confirmed by
the North American Electric Reliability Corporation (NERC) when they state that
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resilience is a component of reliability in relation to an event [44] and once cyber
security is a key issue to reliability as can be seen in the reliability standardCIP-008-5
(Cyber Security—Incident Reporting and Response Planning), for example.

The IEC System Committee Smart Energy, Working Group 3 Task Force
Cyber Security considers resilience as the overall strategy for ensuring business
continuity [45].

3 New Technologies and Requirements

3.1 New Technologies in ICT for EPUs

3.1.1 Blockchain

At its core, blockchain is a technology that permanently records transactions in a way
that cannot be later erased but can only be sequentially updated, in essence keeping
a never-ending historic trail [46]. It is a decentralized, distributed database that is
used to maintain a continuously growing list of records, called blocks [47].

The definition in the paragraph above summarizes the key characteristics of
a blockchain: decentralization (no intermediaries are needed to validate transac-
tions), persistency (transactions cannot be altered or deleted once they become part
of a blockchain), anonymity (users interact in the network without revealing their
identities) and auditability (any transaction can be tracked).

Reference [48] makes a technical description of the blockchain architecture. A
block consists of the block header and the block body, as can be seen in Fig. 13.

The block header includes [48]:

• Block version: indicates which set of block validation rules to follow.
• Merkle tree root hash: the hash value of all the transactions in the block.
• Timestamp: current time as seconds in universal time since January 1, 1970.
• nBits: target threshold of a valid block hash.
• Nonce: a 4-byte field, which usually starts with 0 and increases for every hash

calculation.
• Parent block hash: a 256-bit hash value that points to the previous block.

The block body is composed of a transaction counter and transactions. The
maximum number of transactions depends on the block size and the size of each
transaction.

As an example of how a blockchain is created, transactions of cryptocurrencies
will be used, since they are the most well-known application of the technology.
Suppose user A sends money to user B. That transaction from A creates a new block
that flows in a peer-to-peer network (i.e., one without a centralized server, with data
traffic made directly between the nodes in the network). The nodes validate that
transaction, time stamping it. Once user B receives the money transferred from A,



636 G. Dondossola et al.

Fig. 13 Block structure [48]

another block is created and time stamped to record that transaction, generating a
hash that points to the first block, and that second block is added to the previous
one. As long as more transactions are completed between users in the network, more
blocks are added to the chain, tracing the whole history of transactions that started
with the original block, now named the parent block. The whole blockchain is stored
in each node in the network, making it virtually impossible to tamper with the data,
since it would be necessary to invade all computers to achieve that goal. Figure 14
illustrates the formation of a blockchain.

The security of the blockchain technology relies on themajority principle. That is,
the information is disseminated in many servers and that provides a very high degree
of security because the destruction of that information is considered quite impossible.
The logical blocks, formed by a certain number of transactions, are stored in multiple
servers called trusted servers.

Fig. 14 Blockchain example [48]
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Basically, there are two types of blockchain networks:

• Public or permission-less networks in which any blockchain user may attempt to
publish transactions;

• Permissioned networks which are considered more secure and more suitable for
EPUs. The behavior is the same and the only and important difference is that to
become a member of the network the candidate should obtain a permission given
by the system administrator or, more reliable, by the owner of the blockchain
network.

A key aspect of the blockchain technology is the task of accept or reject to publish
the transactions proposed by an user. When some users collide trying to publish
transactions, the network applies consensus rules. Those rules establish priorities
between users, one of the most common is according the age of the user. When a user
joints the network, receives only the last trusted block, called genesis block, and starts
to form the chain.When twoormore users collide, it is easy to give priority in function
of the respective age. The concatenation of the trusted blocks grants a high level of
security because only the last block stills alive storing transactions. The consolidated
part of the chain cannot be modified, and all the blockchain members have a common
agreement of the chain contents. To add a new block, all the network members must
come to agreement over the time; however, some temporary disagreement is allowed
owing to the possible delays in the communication.

In permission-less networks, the consensus model must work even in the presence
of possibly malicious which attempt to disrupt or take over the blockchain. The
problem will take another dimension if the malicious users are the majority of the
members.

Blockchain Potential Use Cases for EPUs

A peer-to-peer renewable energy exchange model has been tested with blockchain in
2016,with ten customers in amicrogrid in theUSA [49]. Prosumerswith photovoltaic
generation on their roofs can directly sell their surplus energy to consumers in their
community, and the buying and selling transactions are recorded in a blockchain to
which their meters are a part of, with no need for a third-party energy trader. A token
is sent with the blocks, identifying the type of generation source and its respective
price at the time. A variation of this model is being tested in Europe [50]. A network
of home storage systems form a virtual energy pool. The blockchain solution records
the transfer of energy between the grid and the flexible devices, so that a TSO always
has visibility into the pool of available energy and storage capacity. The TSO can then
use the devices to absorb or discharge excess power in a matter of seconds when and
where required, integrating 24 MW of flexibility and helping reduce transmission
bottlenecks in the grid [50, 51].

Another potential use case is controlling the transfer of energy between electric
vehicles (a mobile load) and charging stations connected to a blockchain. The service
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allows users to charge their vehicles and make micropayments that are recorded in a
blockchain [52].

3.1.2 Industrial Internet of Things (IIoT) and Digital Twins

Every day, new devices are being connected to the Internet or to a private, operational
network.Advanced sensors collect data fromphysical assets. This data is sent through
a communication network to be stored, processed and analyzed in the local premises
or in the cloud. Data analytics provide insights to decisionmakers that will change the
way their business and processes are structured. These are the enabling technologies
of the industrial Internet of things (IIoT). Figure 15 illustrates a high-level view of
IIoT and its elements.

The IIoT has made possible the creation of digital twins (DTs), which can be
defined as a virtual representation of a physical object. Another definition for a digital
twin is that it is an evolving digital profile of the historical and current behavior of a
physical object or process that helps optimize business performance [53]. The concept
is based on modeling assets with all their geometrical data, kinematic functionality
and logical behavior using digital tools [54].

Digital models have been used by utilities in a long time. However, in this new
concept, not only internal data from equipment is measured by sensors but also
environmental or external ones (like the weather conditions) in order to study their
impacts on the real twin (i.e., the physical asset). The digital twin is dynamic, evolv-
ing as more data is available to it. It may automatically intervene in its physical
counterpart if the measured results do not correspond to the expected behavior of the
system. Data processing and storage has become cheaper, and real-time simulations
can be run to predict the behavior of real assets and how their components may wear
out over time which, in turn, may give EPUs the opportunity to take actions that will
prevent failures more effectively.

Fig. 15 High-level view of IIoT
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One of the great benefits of this new technology is that the data analysis can be
used as feedback for the design process, improving the overall life cycle of equip-
ment. DTs can be generated at the component level, and they can be combined to
represent a complete asset or system. Virtual commissioning will certainly be one
of its applications, avoiding logistics costs that cannot be recovered in case of an
unexpected behavior during this phase.

To ensure the information exchange between all systems that integrate with a dig-
ital twin, a canonical data model (CDM) is really important. A CDM is a common,
enterprise-standard data structure [53]. In the electrical power sector, IEC 61850 and
IEC Common Information Model (CIM) are examples of data models that allow this
kind of interoperability between devices and systems from different vendors. Refer-
ence [8] provides a brief description of these standards. This technical or operational
data can be integrated with enterprise IT systems to enrich the model and provide
a better situational awareness to operators, maintenance field technicians, engineers
and executives.

According to [55], a future digital twin may contain a simulation model, but also a
3Dmodel, hundreds of properties, historical data, handbooks, installation guidelines,
proprietary function blocks, interlockings, state models, alarm and event definitions,
etc. It will become a powerful electronic data object with interfaces: it will hold or
reference all useful data, somedatawill be semantically standardized (e.g., properties,
geometry, topology), other data will be of a proprietary nature. Figure 16 represents
the types of data that can be stored in a digital twin.

Fig. 16 Representation of a digital twin and types of data stored in it
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Practical and Potential Use Cases of Digital Twins in EPUs

Some current practical applications are [56, 57]:

• Startup optimization: The continuous analysis from the state of the physical asset
and simulations lead to better strategies of equipment startups.

• Asset lifecycle optimization: Predictive models permit to identify the optimal
point of maintenance and replacement of an asset, extending its technical useful
life, thus granting revenue to an EPU for longer periods. The creation of “What
if” scenarios automates planning processes in all levels within the companies,
assisting in the choice of new technologies, optimization of resources during
preventive and corrective maintenances and in investment decisions.

• Single source of truth: The digital twin integrates data, and any kind of infor-
mation is stored only once. All other locations of data are updated whenever the
original registry suffers any change) for the enterprise, preventing inconsistencies
regarding assets in EPUs. Different user profiles can have access to different levels
of information details according to their needs.

Since digital twins may store sensitive data of the assets and components they
are connected to, the traceability, accuracy and security of this information must be
guaranteed. In [58] it is suggested that blockchain technology can be used for that
purpose. By adding sensors that are part of a blockchain consortium network (for
instance, between vendors and EPUs), all involved stakeholders would be certain
that the historical information on the assets can be trusted, from the design stage to
disposal.

3.2 New Telecom Technologies

3.2.1 Drivers of New Communications Solutions

The penetration of intermittent and distributed generation has influenced all facets
of power system planning and operation. The traditional system with predictable
flows and loads based on a large number of synchronous generators with predictable
outputs will be replaced by a system with unplanned flows [59].

Increased penetration of renewable power systems across the world will, over the
next decade, present both opportunities and risks for power management. The risks
arise from the short-term unpredictability of wind and solar power which could lead
to grid instability and even blackouts as dependency increases. Capability to detect
frequency instability in the grid and responding on a time scale consistent with other
methods of stabilizing frequency will be critical.

The power system will become much more dynamic and this will require addi-
tional analysis, both in real time and in the operational planning phase. Observabil-
ity and controllability of the grid becomes more critical as the level of generation
penetration on the system increases.
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As a result, the level of communications to all parties on the system will need to
be of extremely high quality at all times [59]. In addition, the traditional substation
will need to develop, becoming an intelligent substation with the ability to process
the various types of data that is generated [60].

On the other hand, applications such as automatic meter reading and acquisi-
tion of data beyond SCADA, which are more latency tolerant, could use less robust
communications technologies such as unlicensed wireless mesh, broadband wire-
less, licensed wireless and satellite, however, the penetration of such applications
across the power grid will be greater. Future trends and applications in generation,
transmission and distribution systems present different class of requirements and
challenges.

3.2.2 New Requirements and Technical Challenges

These drivers of change present challenges to the telecoms network operator in the
provision of suitable solutions for the EPU of the future, and the following are
a selection of issues to be addressed and overcome by such telecommunications
solutions deployed now and into the future.

Connectivity of Larger Quantities of Network Applications in a Wider
Geographically Dispersed and Remote Regions

The growing number of devices for the control andmanagement of assets, and for the
monitoring measurements and the gathering of information from across the distribu-
tion grid is driving the requirement to build suitable communications links beyond the
transmission and distribution network substations. There is a growing requirement to
install new devices deeper into the electricity networks, beyond the traditional substa-
tion down to medium and low voltage networks. As it is not feasible or cost effective
to install optical fiber or fixedmicrowave radio links to provide this communications,
other narrowband wireless solutions need to be explored.

Accurate Time Distribution

In wired communications networks, accurate time distribution is required for the
effective operation of a number of applications, such as high voltage protection
schemes, and this is achieved using the propagation and distribution of GPS signals
from fixed GPS clocks across the networks using protocols such as IEEE 1588 [61].

As network applications become more dispersed and expand deeper into the elec-
tricity grid, where fixed wired WAN links are not feasible, such method of dis-
tributing time is not possible. The requirement for accurate time distribution is a
growing requirement for many devices, particularly for applications such as phasor
measurement units that are measuring voltage and current in the grid in order to
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detect faults on the grid [61]. Alternative methods of distributing accurate time to
these applications are a growing requirement in the management of the grid.

Decentralized and Distributed Control

Whether connected to the grid, or in islanding mode, the introduction of micro-
grids demands changes to the control of such systems, moving some of the control
functions from a centralized controller location, toward a decentralized approach
where decision-making algorithms and automatic control functions will reside in
transmission stations, even at distribution stations, with the traditional central control
locationproviding a secondary control function to these parts of the grid.This changes
the parameters that the communications channels need to meet in order to provide
suitable communications. Higher bandwidth, lower latency and high security need to
be designed into the communications links for such applications, where previously
less robust communications technologies were suitable.

Convergence of IT and OT Environments

There are more types of users extracting data from the various distributed devices
across the power grid. The data is being used for multiple purposes, including grid
control, grid asset monitoring, fault recording, and as a result the destination of the
data coming from the grid is changing. Many of the users now sit within the corpo-
rate environment or IT environment and are tasked with processing the data, whereas
traditionally the data was normally only used by operators of the network residing
in the operational or OT environment and their main function was control and oper-
ation of the electrical equipment. In addition, connecting to grid edge devices relies
increasingly on Internet of things (IoT) technologies, resulting in further integration
and interworking between the operational infrastructures with the IT environment.
As a result, the convergence of the IT and OT domains is becoming a real require-
ment. Figure 17 provides a representation of what the future operating environment
will look like. While this brings many challenges, particularly in the area of cyber
security, it also presents opportunity for convergence of equipment and systems to
create efficiencies.

3.2.3 Future Communications Solutions to Meet the New Requirements

5G

The 5th generation of cellular mobile will provide many improvements in the area
of mobile radio networks. Bandwidth will increase, latency will reduce and it is
expected that the system will be highly integrative and backward compatible with
legacy systems such as LTE.
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Fig. 17 Data processing and flow requirements of IT and OT in the grid, showing the variety of
data sources being distributed throughout the power network [60]

5G is expected to support the future smart grid communications requirements due
to its low latency attributes, the ability to connect a significant number of devices and
its capability to supportmuch larger data rates than the previous cellular technologies.

The requirement for separation of traffic types across the same telecommuni-
cations solutions will be possible through 5G’s technological advancement, called
network slicing. This will provide the telecoms operator the opportunity to create
multiple logical dedicated networks on a common set of infrastructure, where the
communications for each application type with varying requirements can be deliv-
ered effectively as a service. In addition, network slicing provides more efficient
scalability options, to allow the service grow or reduce, as requirements change.

Software Defined Networking (SDN) and Network Function Virtualization

The current communications architecture for connectivity across the power grid
involves a range of wide area network technologies as discussed in the state of the art
section, with the communications within substations being achieved through local
area networks using Ethernet switches and point to point connections. This architec-
ture, while delivering the current requirements, is not suitable for the flexibility that
is being demanded by the smart grid. “The smart grid will require “comprehensive
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overlay communication network and flexible software platforms that can process
data from a variety of sources” [62].

Virtualization is well understood for ICT systems, such as servers, with room for
development in the communications area. Software defined networking and network
function virtualization offer virtualization in the networking environment.

SDN separates the control layer from the data layer and provides flexible commu-
nications through the provision of a centralized controller. This centralized controller
has the ability to program communication devices directly and quickly, providing an
efficient method of designing, reconfiguring and managing the network.

NFV uses the concepts of the ICT virtualization and implements these functions
on network infrastructure to create communication services. Instead of having a
number of nodes to carry out a function, these nodes can be deployed as software
on a server, which can be located in a central location or at the edge of the network,
such as a substation.

Both NFV and SDN are technologies that will complement each other, but can
equally exist independently from the other.

Low-Power WAN

Low-power wide area networks (LPWAN) are wireless telecommunications net-
works that are specifically intended for wide reach communications for the connec-
tivity of large volumes of low bandwidth devices that are typically battery-operated.
There are a range of LPWAN technologies available, operating in the licensed and
un-licensed spectrum bands, providing mostly bi-directional communications, with
some only operating in very narrow band unidirectional mode. Such technologies are
becomingmore widespread in overcoming the challenge to connect the ever growing
number of devices across the grid. While the geographical reach is achieved by these
low-power wireless technologies, they are typically used to connect the applications
which are of lower criticality to the operation of the grid and are more often used for
asset management and asset condition monitoring tasks [63].

Optical Fiber on MV/LV Networks

While a costly option for most utilities, the deployment of fiber on the MV and LV
network is being explored, particularly if the opportunity exists to sell fiber pairs
or managed services to commercial broadband suppliers. Fiber technologies such
as ADSS to attached fiber cable to the overhead networks, or standard underground
optical cable solutions, are providing optical connectivity to control devices along
the MV and LV electrical networks. In addition, such fiber can be used to act as
a backhaul for wireless gateways to extend the geographical reach deeper into the
network. Such wireless networks can be then used to provide connectivity for asset
management and asset conditioning purposes, such as pole tilt sensors, or asset
temperature monitoring.
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3.3 Evolution of Cyber Security Within the EPUs

The value of cyber security is increasing every day and, with the progressive role that
information technologies are playing in the global economy, its weight will increase
more and more in the following years. In the digitalization era, the increasing depen-
dence of power systems on large computer networks is an ongoing process that will
accelerate along with the smart grid development. It is the increasing dependence
on these computer networks, the new information platforms and communication
technologies and the associated cyber assets that will make the power systems more
and more vulnerable to cyber attacks, since power systems as providers of an essen-
tial service to the critical infrastructures and to the whole society, are a “first class
target” for attackers. From themarket perspective, the newmarketmodels for exploit-
ing available generation and demand flexibilities require addressing the security of
control architectures that interconnect network operators with those of distributed
generation aggregators and active users from industrial, commercial, residential and
domestic sectors.

3.3.1 Cyber Security Challenges/ICS Kill Chains and Lesson Learned

In [25] the 2010 Stuxnet real-world attack case was used to illustrate how malware
can successfully propagate and gain access to process control networks. With its
sophisticated and yet seemingly random access methodology, Stuxnet drew attention
to the anatomy of attacks as time-extended processes, composed of a combination
of preparation and development steps.

At the end of 2015, another attack case targeting the Ukrainian power distribution
grids caused a power service outage for several hours to hundreds of thousands of
citizens in the region [64].

The new challenge for defenders is to rapidly discover anomalies in networks and
systems, to shorten the time needed to become aware of attackers’ malware, to deter-
mine what this malware is or could be doing in the given operational environment,
and to fine-tune and execute adequate countermeasures. Industrial control system
defenders, in addition, must consider how they could hunt for multiple copies of
such malware tools on different control system hosts and assess the threat of pre-set
scheduled attacks on multiple installations.

From the analysis of ICT architectures deployed by EPUs, it is clear that modern
power systems are facing increasing challenges and risks from cyber vulnerabilities
and malicious attacks. In [65] the impacts of new attacks to SCADA systems in
smart substations were analyzed and a number of cyber attacks were simulated and
investigated.

EPU-related cyber attacks such as Stuxnet and Ukraine motivate the deploy-
ment of network intrusion detection systems (IDS) to identify abnormal behaviors
launched by an attacker who has already attained a foothold in SCADA because of
an infected HMI, engineering laptop, or a similar initial vector. Attackers are likely
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to scan the network, enumerate hosts and gather intelligence about IEDs using the
reconnaissance attack on the SCADA system. If they have not gained enough intel-
ligence from other sources they could well attempt fuzzing activity on the SCADA
network to establish responses from devices of interest. If cyber security preventive
procedures have failed and this cyber attack has actually occurred, it is critical that
deep packet inspection be used to react to the above-mentioned intrusion activities
in the highly reliable and time critical SCADA networks.

3.3.2 Intrusion Detection Systems for Future Control Centers
and Substations

The control center receives the data acquired at various substations through remote
terminal units (RTUs) or gateways of the supervisory control and data acquisition
(SCADA) systems. Vulnerabilities of SCADA systems with respect to cyber intru-
sions have been evaluated with different attack experiments [66]. Indeed, testbed-
based studies have been conducted to demonstrate how breaker operation commands
can be falsified to open-circuit breakers in substations [67]. In 2015, cyber intrusions
into SCADA systems caused major power outages in Ukraine [68]. Another scenario
of cyber intrusions is to inject false measurements at substations and transmit the
data from substations to the control center through the SCADA system [67]. These
falsified measurements can mislead system operators to take actions that degrade the
operating conditions. The cyber intrusions at substations or control centers can lead
to severe cascading events in a power system. Therefore, intrusion detection systems
(IDSs) are critical tools for secure monitoring and control of the future transmission,
distribution and automation systems.

IDSs for Future Control Centers

Analog and status measurements from substations are received at the control cen-
ter. The network environment illustrated in Fig. 18 indicates that the control center
network is connected to other networks and substations. Remote control commands
issued by system operators at the control center are delivered to the substations
via information and communications technology. The control center IDS should be
deployed to inspect the data and commands to identify falsified contents. Falsified
measurements are part of the raw data that can mislead system operators and energy
management system applications, such as state estimation and security assessment.
Falsified control commands are a threat to power system security.

The detection algorithm is designed to correlate the detected anomaly events
from both cyber and physical systems to identify cyber intrusions. To achieve this
goal, detectable anomaly events need to be defined based on events, security logs, and
behaviors at control centers. Then, cyberattack patterns (e.g., geographic relation and
criticality of targets) can be established based on the defined abnormal behaviors. For
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instance, a false measurement attack may observe extra packets into a control cen-
ter’s communication network. The packet rate increases during an attack. Then, the
measurement may have abnormal readings since two different sets of measurements
(from attackers and substations) are recorded in an EMS server. According to the
temporal relation of anomaly events, an attack table can be developed to describe the
steps to launch cyberattacks in a control center environment. By comparing detected
anomaly events and the attack table, the IDS determines the similarity of the two
patterns. If the level of similarity is high, anomalies are reported. Temporal failure
propagation graph (TFPG) [68] and temporal causal diagram (TCD) [69] are useful
techniques to model the cause-effect relations for cyberattacks. To develop a com-
prehensive view to identify cyber intrusions, more types of cyberattack patterns need
to be incorporated.

IDSs for Future Substations

An IDS for IEC 61850-based substations is an effective tool to detect both external
malicious attacks and internal unintended misuse. Yang et al. [70] has proposed
and developed a hybrid IDS that focuses on the specific physical environment and
application data of the smart substation. This detection mechanism blends physical
knowledge and behavioral logic of modern power systems integrating with emerging
ITcyber securitymethods.Theproposednew IDSprovides a significant advancement
in protecting modern substations against the growing threats.

Modern substation automation is dependent on intelligent electronic devices
(IEDs) that are based on multicast messages, e.g., sampled measured value (SMV)
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and Generic Object-Oriented Substation Event (GOOSE). Due to the fast data trans-
mission between the station level and bay level of the substation network, the stan-
dard IEC 61850-9-2 introduces the process bus interface for digital data exchange.
Multicast communication is used in the process bus to improve the efficiency for
GOOSE and SMV communications between sensors, actuators, protection and IED
devices. However, the non-encrypted Ethernet network also causes vulnerabilities.
If an intruder manages to capture the SMV packets and modify the measurements
before they are transmitted to the station bus, then the MMS packets can be falsi-
fied accordingly. These malicious packets can pass the security authentication and
eventually arrive at the control center.

Due to the unique features of IEDs, i.e., embedded systems with limited compu-
tational resources, the attacks targeting the GOOSE network are different from those
in the TCP/IP based network. Thus, conventional IDSs may be inefficient against
most malicious intrusions at the substations.

The IDS utilizes either a network- or a host-based approach to identify abnormal
activities in the substations. For the network-based methods, the IDS analyzes the
data network to detect abnormal behaviors. A class of machine learning techniques
can be used to classify the attacks. The network-based method [71] introduces a
statistical classifier to detect the anomalies based on data collected from the network.
For the host-based methods, the IDS monitors the files logs, user access logs and
security event logs in the substation network to correlate the events. The work of [72]
proposes a detection system for coordinated cyberattacks atmultiple substations. The
IDS identifies the relations of abnormal activities based on the security logs.

The IDS for the substation should be capable of monitoring the data stream
between merging units and IEDs. The IDS inspects the data stream (SV and
GOOSE) to detect anomalies based on the counter number or destination MAC
address [73]. According to the different process bus communication architectures
in IEC 61850-9-2, the location of IEDs in the substation is critical for detection of
anomalies.

3.3.3 Cyber Incident Management

IDS tools provide useful source of information for wider security analysis envi-
ronments called SIEM. Ongoing research activities are targeting the development
of EPU-specific SIEM tools which are able to analyze and correlate IT/OT data
sources [74].

New technologies for future security operation centers are related to security
monitoring, incident detection and response, data analytics and machine learning.
The Technical Brochure 698 [75] provides a framework to manage the response to
a cyber-initiated threat to EPU critical infrastructures, while the Technical Brochure
of Working Group D2.46 [76] introduces concepts and architectures of integrated
and federated security operation centers.
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3.3.4 Cyber Security in the New ICT Platforms
and Telecommunication Technologies

The new ICT platforms and telecommunication technologies presented in the pre-
vious sections provide several challenges to the cyber security of future EPU
infrastructures.

Industrial IoT and augmented reality devices demand adequate level of security;
virtual platforms, services and functions have to be security proof; connectivity
through5Gand low-powerwide area networks has to integratemostlymature security
technologies.

3.3.5 Cyber Security and System Resilience

The advance of new digital threats will push increasingly the development of new
tools and models to keep the reliability and the resilience in secure levels. Research
and development efforts are needed for developing attack modeling tools that sup-
port the simulation of resilience scenarios in cyber-power systems, including cyber
security also during power system restoration.

A key aspect and important topic to the near future is the necessity to the IT/OT
people start to think in a strategic and business level and not only on the technical
and operational level.

3.3.6 Summary on Cyber Security Priorities

From the analysis of ICT architectures deployed by EPUs, it resulted that there are
a number of cyber attacks that, if successful, would have critical impacts on power
system operation. The anatomy of real-case attacks suggests that the improvement
of intrusion detection and security management capabilities would be beneficial to
decrease the probability of attacks with most critical impacts. Increasing the secu-
rity and responsibility awareness of most sensitive data owners has been recognized
as a priority by the cyber security regulations in the energy sector. Cyber security
testing and product certification is another area of cooperation between industrial
users, product manufacturers, system integrators and governmental institutions. A
huge effort is devoted to the development of cyber security standards for the EPUs,
covering the overall cyber security governance within an organization, the security
requirements for systems and components, the cyber security certification and assess-
ment activities, and cyber security technologies. New generation applications for the
digital energy should exploit the most advanced cyber security solutions when their
deployment is technical and economically sustainable. Well-defined cyber security
practices have to be agreed between security and maintenance staff to guarantee a
smooth integration of security solutions in the daily power system operation. Such
priorities shall be in the focus of digital energy regulators, vendors and operators in
the upcoming years.



650 G. Dondossola et al.

4 Standardization and Education

The coming years will be characterized by relevant innovations in the digital infras-
tructures of the EPUs. The evolution of digital technologies within EPUs will nec-
essarily consider their typical life cycle issues, such as long deployment cycles in
substation networks, technology and device obsolescence in telecommunications,
IT and OT environments, long life cycles for communicating power system applica-
tions and devices. Preferred solutions will avoid vendors as well as digital service
providers lock-in.

To ensure device interoperability, enable platform integration and maintain up-
to-date cyber security capabilities, it is necessary to develop applications and deploy
technologies that conform to widely recognized international standards from energy
sector committees. The set of reference standards for data models and information
exchanges within the power industry are traditionally developed by IEC and IEEE
organizations. The standard series IEC 61970, IEC 61968, IEC 62325, IEC 61850,
IEC 62443 and IEC 62351 are considered the minimum standard series enabling the
implementation of interoperable energy data hubs and control platforms. Given the
convergence of information and operational technologies and the need to integrate
IoTdevices,wireless network technologies and cloud-based services into energyplat-
forms, standardization organizations from the information technology and telecom-
munication sectors, such as IETF, ITU, 3GPP, ETSI and W3C, become more and
more relevant standardization communities for the energy sector. Following the rapid
technology evolution and the new needs from energy transition and digitalization,
these organizations have to continually update existing standards, introduce new ones
and make them interoperable with innovative information technology platforms.

In addition to the set of technical and organizational requirements presented in
the chapter, some separate considerations have to be done regarding the need of new
technical skills and professional profiles, such as IoT integrators. This need should
be supported by specific education programs and training laboratories allowing, for
example, to evaluate securitymeasures in realistic and non-operational environments.
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