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Preface

Only a decade ago, who would have thought that the decentralization of databases
would turn into a topic not only of interest to computer scientists and technicians
but also to C-level managers, politicians, and the general public? Back in 1991, the
idea of connecting data blocks via hashed data was conceived by cryptographers
Scott Stornetta and Stuart Haber. Since 1995, their technique can actually be found
in The New York Times. Similarly, the release of the seminal Bitcoin paper in 2008
and the first working client in 2009 by the pseudonymous Satoshi Nakamoto did
not immediately put blockchain into the mainstream spotlight. Only a handful of
cryptographers and technology-savvy people, many of whom were affiliated with
the cypherpunk movement, started to exchange value in a peer-to-peer network. It
was not until 2015 that Bitcoin turned from a sleeping beauty into a global phe-
nomenon of interest embodying a multitude of positive and negative attributes.
Even more important, its underlying technology became an object of scrutiny,
which triggered an enormous hype in which blockchain was envisioned as a
potential solution for almost any conceivable problem. The hype was short-lived
but what remained is a technology that, albeit not being a silver bullet, has the
potential to solve numerous pending and highly relevant problems that cannot be
tackled equally well with traditional centralized database solutions. The blockchain
hype has also left its mark on academia, and numerous papers were published that
describe potential use cases, relevant theories, and technological advancements.
Creative solutions were propagated ranging from transforming supply chains
toward creating new forms of national governance. We are now witnessing a
second wave of academic research, and the time is ripe for the rigorous investi-
gation of existing and novel blockchain use cases and blockchain case studies.
Researchers, equipped with an arsenal of different methods, now critically inves-
tigate blockchain applications and report its advantages and use case applications.

With this book entitled, Blockchain and Distributed Ledger Technology Use
Cases: Applications and Lessons Learned, we fill a gap in the market and present a
wide selection of use cases, analyzed with academic rigor. This book contains
conceptual papers, case studies, literature reviews and technical perspectives which
traverse topics as diverse as health care, finance, smart cities, public administration,



vi Preface

and supply chain management. We hope that the different angles and approaches
will be inspiring for other researchers as well as practitioners and can serve as the
basis for further rigorous blockchain research. We start this book with an intro-
ductory chapter from Horst Treiblmaier, which is a reprint from a paper published
in “Frontiers in Blockchain.” In this chapter, he lays the foundation on how to
design and report blockchain case studies. Next, Thomas Osterland and Thomas
Rose develop a maturity model for the engineering of distributed ledgers that
distinguishes between different capabilities and functional scopes. Trevor Clohessy
and Saima Clohessy use an inductive grounded theory approach to investigate
pharmaceutical use cases and present a multilayer pharmaceutical blockchain vig-
ilant information system model. Another example from the healthcare industry
stems from Rhode Ghislaine Nguewo Ngassam, Roxana Ologeanu-Taddei, Jorick
Lartigau, and Isabelle Bourdon, who design a blockchain-based allergy card that
registers, shares, and traces information about users’ drug allergies. Since block-
chain was popularized by a cryptocurrency, it is not surprising that this book also
contains use cases from the financial industry. Marco Crepaldi outlines the legal
landscape for information exchange and establishes several desirable principles to
which information exchange should adhere. Andrew Le Gear navigates the regu-
latory landscape for digital security offerings and presents a compliant blockchain
solution, on the way to discussing the key compliance concerns of know your
customer (KYC), anti-money laundering (AML), custody, tokenization, and sec-
ondary trading as part of a distributed exchange. When it comes to blockchain,
privacy naturally is a big issue and blockchain has been heralded both as a potential
threat to privacy and as a privacy-preserving technology. Wolfgang Radinger-Peer
and Bernhard Kolm describe the application of blockchain technology to fulfill the
GDPR documentation requirements for a log management system (LMS). Matias
Travizano, Carlos Sarraute, Mateusz Dolata, Aaron M. French, and Horst
Treiblmaier tackle the issue from a marketing perspective and present a solution
which not only allows Internet users to preserve their anonymity but also enables
them to capitalize on their private data.

Blockchain has also been announced as a technology that might help to create
sustainable solutions. One such example is presented by Ushnish Sengupta and
Henry Kim, who highlight the potential of smart contracts to provide a layer of
assurance that agreements between indigenous communities and the natural
resources industry will be honored. Esther Nagel and Johann Kranz present
blockchain-based smart city applications and identify start-up archetype domains
such as the sharing economy, privacy and security, and the Internet of things. This
leads straight to application scenarios in the public sector as demonstrated by Horst
Treiblmaier and Christian Sillaber who examine a use case in the state government
of South Tyrol in Southern Italy. Dominik Rock, Felix Schoneseiffen, Michael
Greger, and Erik Hofmann critically examine whether distributed ledger technology
can be a useful addition to the smart factory concept within the context of Industry
4.0. Moving to the private sector, Patrick Schneck, Andranik Tumasjan, and Isabell
Welpe scrutinize the applicability of blockchain technology for sharing economy
platforms to challenge incumbents’ business models. Bikram Shrestha, Malka N.
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Halgamuge, and Horst Treiblmaier present the result from a literature review and
illustrate which platforms and features are offered by blockchain-based multimedia
platforms. Finally, Wout Hofimann ends this book with a plea for using distributed
ledger technology to increase supply chain visibility.

We hope that the readers will find the wide range of use cases, investigated with
different methods, inspiring and useful. The chapters in this book not only highlight
what can be done with blockchain but also demonstrate several limitations. The
second wave of blockchain applications and research is already here, and we enjoy
being part of this exciting development. We encourage the readers to study these
use cases and case studies and to use them as an inspiration for their own research
and application development.

Vienna, Austria Horst Treiblmaier
Galway, Ireland Trevor Clohessy
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Toward More Rigorous Blockchain )
Research: Recommendations for Writing | @i
Blockchain Case Studies

Horst Treiblmaier

Abstract About a decade ago the fundamental operating principle of the Blockchain
was introduced. It took several years before the technology gained widespread recog-
nition in industry and academic communities outside of the computer science sphere.
Since then many academic communities have taken up the topic, but so far no well-
defined research agenda has emerged: research topics are scattered and rigorous
approaches are scarce. More often than not, use cases implemented by industry apply
a trial and error approach and there exists a dearth of theory-based academic papers
on the topic following robust methodologies. Being a nascent research topic, case
studies on Blockchain applications are a suitable approach to systematically transfer
industry experience into research agendas which benefit both theory development
and testing as well as design science research. In this paper I offer guidelines and
suggestions on how to design and structure Blockchain case studies to create value
for academia and the industry. More specifically, I describe Blockchain character-
istics and challenges, present existing Blockchain case studies, and discuss various
types of case study research and how they can be useful for industry and academic
research. I conclude with a framework and a checklist for Blockchain case study
research.

Keywords Blockchain - Blockchain characteristics * Distributed ledger
technology - Case study - Use case * Theory development - Case study checklist -
Case study framework
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1 Introduction

Within roughly a decade the Blockchain has shifted from a rather obscure and poorly
understood topic into a phenomenon that has gained widespread mass media atten-
tion and attracts academics and practitioners alike. The growth in size of selected
Blockchain networks, as measured by the number of unique addresses participating
in daily activities, exhibits an exponential development following Metcalfe’s law
(Alabi 2017). In spite of a sharp drop in the prices of Bitcoin and other cryptocurren-
cies at the end of the year 2017, the general Blockchain market size is still estimated
to grow from USD 242 million in 2016 to USD 7684 million by 2022, at a compound
annual growth rate of 79.6% (MarketsandMarkets 2017).

The emergence of Blockchain publications in leading academic journals has
shown a substantial time lag in comparison to industry adoption. Outside of the
computer science and cryptography communities, the first academic journal publi-
cations discussing Bitcoin appeared around 2012, followed by papers dealing with
the Blockchain and DLT (Distributed Ledger Technology) around 2015. This delay
has partly to do with lengthy review cycles of top-tier academic journals, but also
with the complexity of the technology in combination with poorly understood and
unclear use cases. This situation has changed with the emergence of publications
targeting a broader audience, in which the authors speculate about potential appli-
cation scenarios for the technology (Swan 2015; Tapscott and Tapscott 2016; Iansiti
and Lakhani 2017). Many of the suggested use cases are far-reaching in terms of
their potential implications and cover a wide range of industries and applications,
including financial services, transportation and supply chain management, media
and entertainment, education, tourism, public services, consumer services, voting
and academic peer reviews (Bahga and Madisetti 2017; Lacity 2018a, b; Onder and
Treiblmaier 2018; Treiblmaier 2018; Treiblmaier and Beck 2019a, b; Yli-Huumo
et al. 2016).

The relevance of the Blockchain for the Information Systems community is
twofold. First, researchers with an interest in the implications of the technology may
want to better understand the behavioral (on an individual, group, and organizational
level) and economic impacts of the Blockchain as well as its antecedents. Second,
design science researchers may want to focus on the application of Blockchain tech-
nology to design and implement novel and innovative artifacts, which also includes
the potential transformation of software development and business processes (Sill-
aber et al. 2018). While academia focuses largely on enhancing and refining existing
frameworks and theories, as well as creating new ones, the industry needs advice and
practical solutions.

The current lack of long-term experience with the Blockchain is aggravated by the
fact that the technology is not yet mature, and therefore still under development. In
their search for barriers to Blockchain adoption, Holotiuk et al. (2018) identified the
lack of Blockchain use cases as a key challenge. A well-structured research agenda
that encourages the systematic and comprehensive documentation of the findings of
Blockchain case studies is therefore needed to ensure the cumulative compilation of
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knowledge and to provide guidance for the industry. Ideally, such a research agenda
builds on previous research and allows for the comparability and straightforward
integration of new findings. Given the flexibility and broad applicability of case
studies (Cavaye 1996), they are well-suited for investigating nascent phenomena and
structuring a research domain. They have the potential to bring together academic
rigor and practical relevance, while simultaneously ensuring a substantial amount of
methodological freedom (Yin 2014; Ridder 2017).

Beck et al. (2017) suggest a list of Blockchain research topics for the IS commu-
nity, including new business models, disruption, implementation types, sustainabil-
ity issues, organizational implications, application development, Internet of Things
(IoT) applications, challenges of implementing business logic, and limits of appli-
cations. Notably, all of these topics can be investigated with the help of carefully
designed, executed and documented case studies. Existing Blockchain case studies
are rare and are often published as anecdotes without a clearly defined structure,
which makes it hard to critically evaluate them and to use them as a solid basis for
further research or recommendations for the industry. It is therefore my goal to pro-
vide suggestions on how anecdotal evidence can be turned into systematic knowledge
by considering the principles and guidelines of academic case study research.

In the next section I present definitions, characteristics and challenges of the
Blockchain, to lay a foundation for the remainder of this paper. Subsequently, I
differentiate between four types of theory-based case study research, each of which
has its respective strengths and weaknesses, and provide an overview of existing
Blockchain case studies, which cover one or more use cases respectively. Next,
I present a generic framework for Blockchain case study research, followed by a
proposed structure for systematic Blockchain case study papers. I end the paper with
a brief conclusion.

2 Blockchain: Definitions, Characteristics and Challenges

The Blockchain is a technology, or rather a combination of technologies (Narayanan
and Clark 2017), that is still under development. In a recent white paper the IEEE
states that the “Blockchain, as an industry, has entered its Cambrian phase” (Peck
2017, p. 1), alluding to the rapid diversification of various life forms during that
period.

The term Blockchain originates from the original description of Bitcoin by the
mysterious author (or group of authors) identified as Satoshi Nakamoto (2008).
Nakamoto never actually uses the term “Blockchain” in his/her/their seminal paper,
but instead describes how transactions, hashes and nonces can be grouped together
into a block-based data structure in which the single blocks are chained together by
including the hash of a previous block. Since then, the term Blockchain has gained
widespread public attention and is most commonly used to denote what can be more
loosely described as “trustless systems”, indicating that the amount of trust required
of individual actors is minimized. Most authors, however, do not care so much about
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a chain of blocks, but rather about the underlying characteristics of the technology
which facilitate the creation of decentralized systems whose functioning does not
necessitate specific trustworthy entities. It therefore makes sense to also consider
the broader term “Distributed Ledger Technology” (DLT) in any paper dealing with
the Blockchain in order to also include technologies that do not exhibit a chain-
like structure, such as, for example, Tangle, a directed acyclic graph (DAG) used by
IOTA, which entangles a stream of individual transactions. Another solution based on
directed acyclic graphs is Hashgraph, a DLT with a consensus mechanism that does
not rely on an energy-consuming proof-of-work mechanism. The major advantage of
avoiding a linear block chain lies mainly in the faster throughput of the transactions
(Schueffel 2017).

Table 1 lists several Blockchain and DLT definitions. The core of every
Blockchain/DLT system is the distributed storage of data across multiple ledgers
that can be spread across institutions and countries. While Meiklejohn et al. (2016)
specifically refer to the Bitcoin Blockchain, all other definitions are more generic. The
key characteristics include the distributed nature of the Blockchain, the immutabil-
ity of the data, and the necessity of achieving consensus on which transactions are
to be recorded. Each of these characteristics, and several others, are discussed in
more detail in the following section. To date, no generally accepted definition of
the Blockchain has emerged. It is therefore necessary to clearly describe the type of
Blockchain/DLT being used in a specific case study and to outline the reasons for
that particular choice.

The characteristics of the Blockchain, some of which might be only assumed or
are currently under debate for technological, economic, business-related or legal rea-
sons (Hoelscher 2018; Kim and Justl 2018; Posadas 2018), enable a wide variety of
applications across multiple industries. Table 2 lists important characteristics of the
Blockchain that emerged from a review of the literature as well as from interviews
I personally conducted with 24 experts between January and February 2018. The
interviews each lasted between 12 and 23 min. All interviews were recorded, tran-
scribed and analyzed according to recognized standards for qualitative content anal-
ysis and grounded theory development (Hsieh and Shannon 2005; Glaser and Strauss
1967). The experts were chosen from the member directory of a large Blockchain
interest group in Austria and included representatives of organizations from various
industries (e.g., finance, energy, transportation), interest groups, consulting agencies,
governmental institutions and educational institutions. All of the interview partners
had substantial previous experience with Blockchain technology, such as the imple-
mentation and evaluation of diverse use cases, industry consulting projects, or the
mining of cryptocurrencies. More details can be found in Treiblmaier and Umlauff
(2019).

The shown characteristics might not apply equally well to all types of Blockchain
manifestations. A permissioned Blockchain run by members of a consortium, for
example, represents a rather closed ecosystem with clearly defined participants and
control structures that are (partly) centralized, which contrasts with permissionless
Blockchains that offer free access for anyone. The inherent differences between
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Table 1 Blockchain and DLT definitions
Author Definition

Government Office for Science (2016, p. 17) | Distributed ledgers are a type of database that
is spread across multiple sites, countries or
institutions, and is typically public. Records are
stored one after the other in a continuous ledger,
rather than sorted into blocks, but they can only
be added when the participants reach a quorum

Lacity (2018a, b, p. 41) A Blockchain application is a distributed,
peer-to-peer system for validating,
time-stamping, and permanently storing
transactions on a distributed ledger that uses
cryptography to authenticate digital asset
ownership and asset authenticity, and consensus
algorithms to add validated transactions to the
ledger and to ensure the ongoing integrity of the
ledger’s complete history

Meiklejohn et al. (2016, p. 87) The Bitcoin Blockchain is “a replicated graph
data structure that encodes all Bitcoin activity,
past and present, in terms of the public digital
signing keys party to each transaction”

Mougayar (2016, p. 4) Technically, the Blockchain is a back-end
database that maintains a distributed ledger that
can be inspected openly

Business-wise, the Blockchain is an exchange
network for moving transactions, value, assets
between peers, without the assistance of
intermediaries

Legally speaking, the Blockchain validates
transactions, replacing previously trusted
entities

Treiblmaier (2018, p. 547) A Blockchain is “a digital, decentralized and
distributed ledger in which transactions are
logged and added in chronological order with
the goal of creating permanent and
tamper-proof records”

these systems have repercussions regarding issues such as privacy, throughput, and
the choice of consensus mechanisms.

Immutability is frequently mentioned as the central characteristic of the
Blockchain, since it allows for the transformation of the “Internet of Information”, in
which digital data can be copied without loss of accuracy, into the “Internet of Value”,
in which units representing value can be transferred between peers and double spend-
ing can be prevented. Immutability is also highly desirable if transactions need to be
tracked along the supply chain. However, this property comes at a cost. If data needs
to be changed, which might be due to legal reasons (Posadas 2018), the Blockchain
does not pose the most efficient data structure to do so. Furthermore, participation
in public Blockchains is pseudonymous (or pseudo-anonymous), not anonymous,
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Table 2 Blockchain characteristics

Characteristic Consequences
Positive Negative
Immutability Internet of Value, traceability Inflexibility
Transparency Efficiency of data retrieval Privacy, information leakage

Programmability | Execution in a deterministic manner | Unchangeable source code

Decentralization | Disintermediation Disintermediation

Consensus Minimize necessary trust Energy consumption (PoW),
potential centralization of power

Distributed trust | Establish trust Elimination of personal
relationships

which raises privacy issues as it does not preclude identification (Meiklejohn et al.
2016).

The transparency of Blockchains is achieved by allowing users read-only access to
previous transactions and to inspect the content of smart contracts. This is especially
important if products need to be tracked along the supply chain (Kshetri 2018). Again,
it is crucial to differentiate between permissioned and permissionless Blockchains,
with the former being run by members of a consortium and access thus restricted.
In contrast, permissionless Blockchains, such as Bitcoin, allow for the inspection of
blocks by everyone. While transparency and accountability are desirable in many
instances, this might not hold true for all use cases. For example, private users might
be concerned about sensitive personal data, and organizations might fear the leakage
of confidential financial information.

The programmability of the Blockchain has rapidly improved in recent years.
Bitcoin uses a basic scripting language, called Script, which intentionally avoids
complex operations such as loops. In order to overcome this perceived limitation,
the platform Ethereum (Wood 2014) introduced a Turing complete language called
Solidity, which is currently the most popular language for the creation of so-called
smart contracts (Szabo 1997): self-executing computer programs that execute in a
deterministic and pre-defined way. However, this deterministic execution frequently
lacks the flexibility needed in legal contracts and highlights the difficulties of reducing
contractual relationships and the complexities of the real world into computer code
(Mik 2017).

One of the most frequently cited characteristics of the Blockchain is its decen-
tralized nature. This is not only true for the storage of data, but also for decision
making and governance. Again, differences between Blockchain types exist, but in
general no central authority is needed to validate transactions between peers. This
leads to disintermediation, which, depending on the perspective, can be seen as both
an advantage and a disadvantage. New governance structures can help to create more
effective and efficient organizational structures and to reduce transaction costs. At
the same time, disintermediation may be seen as a major threat for incumbents who
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hold strategic positions in existing supply chains and value networks (Treiblmaier
2018).

Decentralization is made possible by innovative consensus protocols across a net-
work of nodes. Such protocols make sure that the task of compiling transactions and
creating new blocks follows strict rules which do not favor one peer over another. The
most widely known consensus algorithm, which is implemented in Bitcoin, is called
proof-of-work (PoW) mining and is based on solving a mathematically demanding
puzzle with dynamically adjustable complexities (Yuan and Wang 2018). During the
evolution phase of Bitcoin, which saw a soaring exchange rate, miners invested more
and more resources and PoW became notorious for its excessive use of energy. It is
noteworthy, however, that PoW is only one out of a multitude of potential consen-
sus algorithms used for permissionless networks, and various alternatives exist (e.g.,
proof-of-stake (PoS), which can be used in a hybrid form together with PoW; Byzan-
tine fault tolerance-based consensus; crash fault tolerance-based consensus) (Nguyen
and Kim 2018). Summarizing, the Blockchain can lead either to the consolidation
of existing or the creation of new power structures.

Finally, the Blockchain enables the distribution of trust, such that it does not
necessitate high levels of confidence in single authorities. Greiner and Wang (2015)
introduced the notion of trust-free systems which use the Blockchain to create a ver-
ified, immutable and available record of transactions that is governed by the system
itself. However, as Hawlitschek et al. (2018) point out, the conceptualization of trust
depends on the context, which is in their study the sharing industry, and will depend
on creating trusted interfaces. However, the potential elimination of existing relation-
ships and the emergence of an economy that is controlled by automatically executed
processes is not without dispute, as the disappearance of personal relationships might
lead to undesirable consequences.

I do not list all of the characteristics of the Blockchain mentioned in the (grey
and academic) literature, such as the data being chronological, time-stamped, and
cryptographically sealed (Deloitte 2017), since those are usually means to an end.
However, such characteristics should also be discussed in case studies if they repre-
sent an important factor in the respective research project. I recommend that every
case study contains some reflection on why the respective characteristics of that par-
ticular Blockchain configuration were chosen from among the alternatives, why they
were important, how they were applied, and what (un)intended consequences arose
from their application.

The substantial interest surrounding the Blockchain has been fueled by the great
variety of possible use cases and its potential applicability in many industries (Tap-
scott and Tapscott 2016). However, actual implementations must be assimilated
within existing complex social, economic, institutional, regulatory and physical
systems (Lacity and Willcocks 2018), which can generate the numerous practical
problems of implementation shown in Table 3.

Swan (2015) lists various technical challenges, such as throughput, which deter-
mine the scalability of the Blockchain solution. This is mostly an issue for public
Blockchains that depend on an elaborate consensus mechanism between peers. The
Bitcoin network with a theoretical maximum of 7 transactions per second (tps) lags
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Table3 Blockchain challenges (Swan 2015; Lacity 2018b; Kshetri 2017; Saad et al. 2019; Lemieux

2016)
Challenge Description
Throughput Number of transactions being processed
within a specific period of time
Latency Amount of time before a transaction is
processed
Size and bandwidth The Blockchain grows over time as new

blocks are constantly added. This also
consumes considerable bandwidth for
downloading data

Wasted resources

Blockchain-intrinsic inefficiencies such as
redundant data transmission, storage and
energy-consuming consensus protocols

Usability

Users’ interactions with Blockchain
applications

Versioning, hard forks, multiple chains

A multitude of Blockchain versions and forks
facilitate attacks and hamper
cross-transactions

Privacy

The right to control access to (personal)
information as well as to delete it

Evidentiary quality, Trustworthiness of
records

Questions pertaining to the truthfulness of
content on the Blockchain

Lack of Standards No standards have emerged yet for access
rights, data structures and allowable
transactions

Regulations Legislation is lagging behind technological

development

Shared governance

Blockchain solutions call for new structures
that might disrupt existing governance

Viable ecosystem

The attraction of a critical mass of adopters

Attack Surface

The Blockchain as a target of potential attacks

far behind the processing power of VISA (2000 tps), Twitter (5000 tps) and adver-
tising networks (>100,000 tps). A performance analysis of Hyperledger Fabric and
Ethereum, two popular Blockchain platforms, showed that the former consistently
outperformed the latter, but the authors still conclude that “both platforms are still
not competitive with current database systems in term of performances in high work-
load scenarios” (Pongnumkul et al. 2017, p. 1). Another related issue is latency, the
processing time for a transaction in a network, which, in the case of Bitcoin, amounts
to 10 min. This processing time has been chosen on purpose to avoid chain splits,
and will not be reduced in the future. Furthermore, in order to increase security it
is recommended to wait for several confirmed transactions, which further increases
latency (Swan 2015). Again, the situation might look quite different for permis-
sioned networks that are less prone to threats such as double-spending attacks due to
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deliberately chosen validators. Further challenges include the ever-increasing size of
Blockchains, which consumes a considerable amount of bandwidth due to redundan-
cies in data storage and transfer, and which constitutes a waste of resources, which
is most obvious in the case of the POW consensus mechanism that essentially trades
energy for security. The proliferation of different Blockchains furthermore leads to
an increasingly complex and hard to use infrastructure that hampers communication
between chains and facilitates attacks on smaller chains.

Privacy and the Blockchain is a complex issue which arises mainly due to the
immutability of data on the Blockchain. The situation is especially complex for
personal data relating to an identified or identifiable natural person. The European
Union’s General Data Privacy Regulation (GDPR), which took effect on May 25,
2018, provides a set of regulations to ensure that individuals within the EU and those
that conduct transactions within the EU can guarantee the protection of individual
data. The GDPR, however, was written with a centralized entity in mind that has
the power to control access rights, which is not case when Blockchain technology
is used. It is thus unclear how Blockchain technology will comport with the GDPR
(Posadas 2018). However, as Kshetri (2017) points out, the Blockchain also bears
the potential to strengthen cybersecurity and privacy by deterring cybercriminals and
unauthorized data manipulators. Additionally, it offers the possibility of allowing
individuals to control their own private data. It does not, however, guarantee the
reliability of information and has limitations as a solution for keeping trustworthy
digital records (Lemieux 2016).

Lacity (2018b) lists various managerial challenges that include the specification of
standards for access rights, data structures, and allowable transactions. Furthermore,
she points out that current legislation lags behind technological developments, which
creates insecurity on the side of organizations. A largely unexplored area is the need
for new organizational structures that are able to cope with the idiosyncrasies of the
Blockchain (see also Treiblmaier 2018). Additionally, a major success factor of any
technological solution is the attraction of a critical mass of adopters beyond the core
originators, which is currently unclear for many Blockchain solutions that are still
in an embryonic stage.

Finally, it must not be forgotten that the Blockchain is a potential target for
manifold attacks. Just because the current cryptographic system and the chain of
transactions in Bitcoin have so far withstood external attacks does not mean that
Blockchain systems in general are resistant to all kinds of attacks. Saad et al. (2019)
differentiate between three different attack areas, namely cryptographic constructs,
the distributed architecture of the system, and the application context. They discuss
a variety of potential attacks, including Blockchain forks, stale blocks and orphaned
blocks, selfish mining, the 51% attack, DNS (domain name system) attacks, dis-
tributed denial of service attacks, consensus delays, Blockchain ingestion, double
spending, and wallet theft.

A comparison between Tables 2 and 3 reveals various challenges (which might
turn into serious problems during implementation or runtime) that are inextricably
linked to the basic characteristics of the Blockchain. For example, conflicting goals
such as creating publicly available solutions that guarantee security and privacy pose
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major technological, legal and organizational challenges. The same holds true if legal
regulations demand the removal of data upon request, which contradicts immutability
as a basic characteristic of the Blockchain. These are just some examples out of many
potential areas of conflict that need to be carefully documented in case studies.

3 Case Study Research and the Blockchain

In his seminal book on case study research, Yin (2014) gives a twofold definition for
case studies in which he differentiates between scope and features. More specifically,
he defines a case study as “an empirical inquiry that investigates a contemporal
phenomenon (the ‘case’) in depth and within its real-world context, especially when
the boundaries between phenomenon and context may not be clearly evident” (p. 16).
Since the phenomenon and the context are sometimes hard to distinguish, the features
of a case also need to be considered (p. 17): “a case study inquiry copes with the
technically distinctive situation in which there will be many more variables of interest
than data points, and as one result relies on multiple sources of evidence, with data
needing to converge in a triangulating fashion, and as another result benefits from the
prior development of theoretical propositions to guide data collection and analysis”.
Yin explicitly differentiates between rigorous case studies and teaching cases, with
the latter having less strict formal requirements.

Burns (2000, p. 459) laments that “the case study has unfortunately been used as
a ‘catch — all’ category for anything that does not fit into experimental, survey, or
historical methods”. Much too often, case study research is reduced to being exclu-
sively exploratory without having a proper methodological foundation. As a potential
solution, Ridder (2017) presents a comprehensive and differentiated perspective and
introduces a portfolio approach in which he presents four case study research designs,
each of which exhibits different strengths. These designs, labeled “no theory first”,
“gaps and holes”, “social construction of theory” and “anomalies”, provide different
contributions for building, developing and testing theory, and are discussed in more
detail in the following section.

Case studies have a long tradition in IS. Benbasat et al. (1987) introduce case study
research as a viable alternative to quantitative techniques that offers several advan-
tages, such as independence from large samples sizes or distributional assumptions,
as well as the potential of case studies to analyze a phenomenon within its context
(i.e., an idiographic research strategy). Lee (1989) presents a scientific methodology
for case studies and identifies four major problems, namely making controlled obser-
vations, making controlled deductions, allowing for replicability, and allowing for
generalizability. He then describes how the alleged shortcomings of case studies can
be overcome by using “natural controls” (e.g., by observing one person in varying,
naturally occurring external situations), using logical reasoning for making deduc-
tions, adapting predictions while keeping the same theory and, finally, replicating
case studies in different settings to ensure their generalizability. Lee furthermore
suggests four considerations that can be used for a general assessment: (1) Does the
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case study consider any predictions through which the theory can be disproven? (2)
Are all the predictions internally consistent? (3) Does the case study corroborate
the theory through empirical testing? and (4) Does the case study eliminate rival
theories?

Cavaye (1996) investigates case study research in IS and concludes that “case
study research can be used in the positivist and interpretivist traditions, for testing
and building theory, with a single or multiple case study design, using qualitative
or mixed methods” (p. 227). Dubé and Paré (2003) focused on rigor in information
systems positivist case research by investigating contemporaneous practices. They
identified and coded 183 case articles from seven major IS journals and concluded
“that while modest progress has been made with respect to some specific attributes
or criteria, the findings are somewhat disappointing and there are still significant
areas for improvement” (p. 620). They especially lament the fact that descriptive
case studies lag far behind explanatory and exploratory studies with respect to sev-
eral attributes. The core of their paper comprises detailed recommendations on how
to improve case study research designs, which include the use of clear research
questions, a priori specification of constructions, discussion of theory and units of
analysis, description of the study context and roles of investigators, elucidation of
the data collection process, use of multiple data collection methods, data triangula-
tion, clarification of the data analysis process, use of field notes, empirical testing,
application of cross-case patterns, and a comparison with extant literature.

Wynn and Williams (2012) introduce principles for case study research from a
critical realist perspective. They derive their principles directly from ontological (e.g.,
independent reality, open systems) and epistemological (e.g., mediated knowledge,
unobservability of mechanisms) assumptions of critical realism and propose five
methodological principles, namely the explication of events, explication of structure
and content, retroduction, empirical corroboration and triangulation, as well as the
use of multiple methods.

A completely different approach is proposed by Avison et al. (2017): the French
New Novel tradition. They argue that this style presents the richness of the problem
situation and leaves it up to the reader to discover meaning from the narrative. As
such, their approach does not provide specific guidelines and the authors themselves
state that “there is no consensus on the techniques required to develop a narrative of
this genre” (p. 267). However, they also provide a detailed analysis as to how this
approach can be simultaneously demanding as well as inspiring, and might provide
an antidote to publications that blindly follow a “formula”. In a similar vein, my
intention in this paper is not to favor a particular style or technique, but rather to
illustrate the full range of available possibilities. Understanding different types of
case studies thus presents an ideal starting point.
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3.1 Typology of Academic Case Studies

As indicated in the previous section, case study research is a far wider-ranging and
more powerful approach than many researchers might realize. Ridder (2017) presents
a comprehensive typology that is based on the seminal work of four authors, namely
Eisenhardt (1989) (no theory first, NTF), Yin (2014) (gaps and holes, GAH), Stake
(1995) (social construction of reality, SCR), and Burawoy (2009) (anomalies, ANO).
In Table 4 T highlight the main features of the respective approaches. A more detailed
comparison can be found in Ridder (2017).

The general motivation for a specific case study distinguishes the four academic
approaches. Whereas an NTF study starts with a couple of preliminary variables and
constructs, but no assumed relationships, the research question in GAH is based on
existing theory and strives to answer “how and why” questions. The main driving
force behind SCR is the researchers’ curiosity to understand a particular phenomenon,
while an ANO case study specifically investigates why a specific situation cannot
be explained by existing theory. Data collection also differs based on the design.
Purposive sampling, which is used in GAH as well as SCR, chooses members of a
population for inclusion in a study based on the researchers’ judgment. The sampling
approach in GAH is highly dependent on the goal of the case study, which might
suggest the selection of extreme or unusual cases as well as common or revelatory
cases. In SCR the case is either of general interest or may help to better understand
a theoretical issue. Theoretical sampling is a variation of purposive sampling with a

Table 4 Case study research designs and their theoretical contributions (cf. Ridder 2017)

No theory first Gaps and holes Social Anomalies
(NTF) (GAH) construction of | (ANO)
reality (SCR)

Motivation Preliminary Existing theory Curiosity in the | Curiosity,
variables and case contradictions
constructs, no
relationships

Data Theoretical Purposive Purposive Theoretical
sampling sampling sampling sampling

Analysis Constructs and Pattern-matching, | Categorical Structuration,
relationships analytic aggregation reconstruction of

generalization theory

Methods Case Case Learning from Observation,
descriptions, descriptions, the case, rich interviews,
interviews, interviews, descriptions dialogue between
documents and documents and observer and
observations observations participants

Theory focus Building theory | Developing Building theory | Testing theory

theory, testing
theory
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stronger focus on identifying important theoretical constructs and their relationships
(Ridder 2017).

As far as data analysis is concerned, the focus of NTF lies on the identification
of emerging constructs within the case or between cases. GAH, in which a tentative
theory exists, focuses on the correspondance between the researchers’ framework
or propositions and the data. The goal of SCR is to learn from the case and to
come up with a categorical aggregation. Finally, data is also aggregated in an ANO
study with a focus of theory reconstruction. In each study type, the methodological
approach closely follows the intended research goal. In NTF, interviews, documents
and observations can be used to discover relevant constructs and relationships. Simi-
larly, a GAH approach relies on the confrontation of existing theory-based constructs
and relationships with case descriptions resulting from interviews, documents and
observations. In order to understand construct reality, arich description of a particular
case is completed in SCR, while an ANO approach relies on observation, interviews
and dialogue between observer and participants to better understand why existing
theoretical explanations have failed (Ridder 2017).

Eisenhardt and Graebner (2007, p. 30) point out that “Theory building from case
studies is an increasingly popular and relevant research strategy”, which is closest
aligned with the NTF approach. Similarly, SCR strives to build theory from the rich
descriptions gained during the analysis process, while the focus of GAH is more on
developing and testing theory, and the goal of ANO is to test theory by emphasizing
contradictions between existing theory and reality.

Case study researchers also have a substantial amount of freedom as far as the
mode of argumentation is concerned. Dubois and Gadde (2002) highlight the different
strengths of deductive, inductive and abductive approaches. Deduction works best
for developing propositions from current theory and making them testable, induction
strives to systematically generate theory from data, and abduction can be used for
the discovery of new variables and relationships.

3.2 Blockchain Use Cases

Itis a salient feature of the Blockchain that its characteristics allow for the creation of
a multitude of (potential) use cases (Dieterich et al. 2017; Morabito 2017; Tapscott
and Tapscott 2016; Lacity 2018a, b; White 2017; Leonard and Treiblmaier 2019;
Treiblmaier and Umlauff 2019): cryptocurrencies, examples for smart contracts,
crowdfunding, prediction markets, energy markets, smart property, settlements, pro-
cessing, authenticity, traceability of products along the supply chain and visibility in
data exchange, trade financing, international payments, know your customer (KYC),
identity management, provenance, property, ownership, rights management, gov-
ernance, digital certificates, digital identity, digital asset registry, escrow transfers,
electronic voting, verified corporate due diligence, verified customer reviews, perfor-
mance management systems, betting, tokenized incentive economies, digital rights,
derivates markets, remittances, sustainability. This non-exhaustive list of use cases
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illustrates the potential of the Blockchain to transform organizations and their rela-
tionships. A comprehensive description of the respective use case is at the core of
every case study and determines the methods being chosen.

3.3 Blockchain Case Studies in the Literature

In order to identify existing Blockchain case studies, I followed the guidelines for sys-
tematic literature reviews as suggested by Tranfield et al. (2003) and Watson (2015)
and applied in Ngai et al. (2008) as well as Ngai and Gunasekaran (2007). I performed
a database search using the terms “Blockchain” or “Distributed Ledger Technology
(DLT)”, in any combination with “case study”, “use case” or “case”. The databases I
used were Business Source Premier from EBSCOhost and ScienceDirect as well as
publicly available information on Google Scholar and ResearchGate. Furthermore,
I screened the references of the selected publications to identify further papers of
relevance. During the identification and selection process, it turned out that it was
difficult to differentiate between full-fledged case studies and the documentation of
single use cases, since many use cases were performed in close cooperation with the
industry and embedded within more comprehensive projects. Furthermore, the term
“case study” is frequently used for any kind of report in which project findings are
reported, regardless of whether a rigorous approach was applied.

To select existing Blockchain cases studies, I decided to use as a relevant criterion
the development or thorough discussion of (a) a prototype or an application, (b) a
solution for a specific company, or (c) a solution for a particular industry. I did not
include any white papers, which are frequently used by so-called ICOs (initial coin
offerings) to promote their product and occasionally also refer to use cases. Table 5
lists the case studies that fulfill those selection criteria. I describe the methodological
approach used in each case and the degree to which each study fulfils my recommen-
dations for Blockchain case study research: the description of relevant Blockchain
characteristics (cf. Table 2), the description of potential challenges that needed to be
overcome (cf. Table 3), the research design with a focus on the underlying theoretical
approach (cf. Table 4), and an evaluation of the outcome.

It turned out that Blockchain case studies are highly fragmented. Hardly any
of them apply the suggested procedures for case studies that can be found in the
academic literature. For example, I found only two case studies explicitly referring to
theory. One is from Albrecht et al. (2018), who apply Diffusion of Innovations theory,
the Technology-Organization-Environment framework and institutional economics
to investigate Blockchain use cases in the energy sector. The other one is from Pazaitis
et al. (2017), who build their study about the Blockchain and value systems in the
sharing economy on the theory of value. Nonetheless, all of the case studies provide
some insight on topics of interest to the industry and from which some insights can
be drawn.
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Table 5 Blockchain case studies

Author

Topic

Description

Albrecht et al. (2018)

The impact of theory-based
factors on the
implementation of various
Blockchain technologies
using cases in the energy
sector

22 interviews using open questions and
a semi-structured design. Open coding
to identify relevant variables and axial
coding to connect these variables to
general factors

Description of the relevant Blockchain
characteristics

Identification and description of
various challenges (e.g., market power,
regulation)

Creation of a framework connecting
factors found in the literature,
constructs from the interviews, the
impact on various use cases (e.g.,
microgrids, grid services) and the
technology being used

Application of Diffusion of
Innovations (DOI) theory, the
Technology-Organization-Environment
framework and institutional economics

Angrish et al. (2018)

FabRec: A prototype for a
peer-to-peer network of
manufacturing nodes

Creation of a system framework that
allows a decentralized network of users
and service providers to operate in a
decentralized manufacturing
eco-system

Description of the relevant Blockchain
characteristics

Identification of industrial
implementation challenges

Detailed description of the system
implementation, as well as of the
prototype implementation and
evaluation. Development of a prototype
that demonstrates the feasibility of
connecting computing nodes and
physical devices on a decentralized and
interoperable network

Auricchio et al.
(2017)

Potential impact of the
Blockchain on the pricing
model and organizational
design of Ryanair as well as
the behavior of pilots

Conceptual analysis using market
equilibrium graphs and qualitative
discussions

Brief description of how Blockchain
can help to support dynamic pricing,
organizational decision making and
risk management as well as customer
service

(continued)
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Author

Topic

Description

Biswas et al. (2017)

Development of a wine
supply traceability system

Description of the relevant Blockchain
characteristics

Identification and description of the
challenges (e.g., authenticity,
provenance)

Development of a framework
highlighting the roles and relationships
of various entities along the supply
chain. The system enables
transparency, accountability, safety and
security along the supply chain

Grither et al. (2018)

“Blockchain for Education”
platform which issues,
validates and shares
certificates

Description of the system, including
the conceptual system architecture, and
the prototype implementation
Discussion of security and privacy
challenges

Implementation of a prototype which
deals with counterfeit protection as
well as the secure access and
management of digital certification

Karamitsos et al.
(2018)

Smart contracts in the real
estate industry

Presentation of the design of a smart
contract following a traditional
waterfall approach (analysis — design
— implementation)

Discussion of the importance of
various Blockchain “parameters” (e.g.,
consensus mechanism, programming
language, authorization) and types of
Blockchain

In their analysis phase the authors
collect requirements from different
actors/ roles (e.g., externally owned
accounts, contract accounts, miners), in
the design phase they elaborate on the
major functions and processes of the
smart contracts and, finally, they
present the structure of the smart
contract used in the implementation
phase

(continued)
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Table 5 (continued)

Author

Topic

Description

Khaqgqi et al. (2018)

A seller/buyer
reputation-based system in a
Blockchain-enabled
emission trading application

Creation of an Emission Trading
Scheme (ETS) model. Ilustration of a
typical buying process for emission
trading as well as the process of
collecting, selecting and combining
offers and buyer bids

Detailed evaluation using a
multi-criteria analysis of
environmental performance, political
acceptability and feasibility of
implementation. The authors further
discuss various processes of their
proposed solution as well as
transaction outputs. They propose a
novel emission trading scheme that
uses Blockchain technology to address
management and fraud issues.
Additionally, the system utilizes a
reputation system to increase efficacy

Li et al. (2018)

A Blockchain cloud
manufacturing system as a
peer to peer distributed
network platform

Presentation of a distributed
peer-to-peer network architecture that
improves the security and scalability of
cloud manufacturing

Discussion of Blockchain
characteristics with a focus on IoT and
cloud manufacturing

Presentation of the proposed system
architecture, illustration of the
communication between different
layers as well as the data sharing
procedures and the roles of different
key components

The authors illustrate how the
Blockchain can be applied in the
manufacturing industry to improve
trust and flexibility of cloud
manufacturing

Quantitative evaluation of the platform,
security, and Blockchain Network
(BCN) performance

(continued)
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Author

Topic

Description

Lucena et al. (2018)

Grain Quality Assurance
Tracking based on a
Blockchain Business
Network in Brazil

A case study in combination with an
experiment focusing on a grain
exporter business network
Scrutinization of the Blockchain’s
applicability for business networks
The high level architecture is
presented. A Blockchain-based
certification will potentially lead to an
added valuation of around 15% for
non-genetically modified soy

McConaghy et al.
(2017)

Ascribe.io: A solution to
identify and authenticate
ownership of digital
property

The authors explicitly justify their case
study approach to examine why and
how phenomena occur in complicated
contexts

Detailed description of the problems
related to the attribution, transfer and
provenance of digital property

They describe the design of the service,
which started in April 2014 and went
out of operation in September 2018,
with a focus on the functioning of the
transactions

Mengelkamp et al.
(2018)

The Brooklyn Microgrid: A
Blockchain-based microgrid
energy market without the
need for central
intermediaries

Documentation of the case including a
project overview, and the market
mechanism

Discussion of the relevant Blockchain
characteristics with a focus on
microgrid energy markets
Presentation of the concept of a
Blockchain-based microgrid that
enables consumers and prosumers to
trade self-produced energy in a
peer-to-peer fashion on microgrid
energy markets. The authors show a
high level topology of their solution
and match their solution against seven
components of microgrid energy
markets

Evaluation of the Brooklyn microgrid
against required components of
microgrid energy markets

Morabito (2017)

Brief presentation of eight
Blockchain practices

Short description of eight cases that
share an identical structure: The goal
of the case is outlined, followed by
description of the developer and the
application itself

(continued)
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Author

Topic

Description

O’Dair and Beaven
(2017)

The disruptive potential of
the Blockchain in the record
industry

Analysis of the challenges the record
industry is facing

Identification of Blockchain
implementation barriers and challenges
Detailed description of how the
Blockchain can enable accurate and
easily available copyright data,
near-instant micropayments and
transparency through the value chain

Olsen et al. (2018)

Architecture of Lykke
Exchange, a marketplace for
the exchange of financial
assets

Presentation of Lykke Exchange, a
global marketplace for the exchange of
financial assets

Discussion of the properties of
Blockchain and Bitcoin

Description of the design of Lykke and
the underlying IT architecture in detail.
Discussion of various design
considerations and a comparative
analysis of exchanges with different
degrees of centralization pertaining to
criteria such as trust, privacy, risks of
hacks and speed of transaction
execution

Pazaitis et al. (2017)

Backfeed: A three-layered
system that allows for the
production, recording, and
actualization of value

Exploration of the Blockchain’s
potential to enable value systems that
support the dynamics of social sharing
Envisioning of Backfeed, a system that
comprises three layers: (a) production
of value, (b) record of value, and (c)
actualization of value

Sikorski et al. (2017)

Application of the
Blockchain to facilitate
machine-to-machine (M2M)
interactions and establish an
M2M electricity market in
the chemical industry

Exploration of Blockchain within the
chemical industry. Proof-of-concept
implementation that facilitates
machine-to-machine (M2M)
interactions

Description of the relevant Blockchain
characteristics

Discussion of various challenges, such
as security, privacy, wasted resources
and usability

Demonstration that it is possible to
employ blockchain technology to
facilitate M2M interactions and create
an M2M electricity market in the
context of the chemical industry via the
IoT

(continued)



20

Table 5 (continued)

H. Treiblmaier

Author

Topic

Description

Strugar et al. (2018)

Study of electric
autonomous vehicles that
use DLT for
microtransactions

Description of an electric autonomous
vehicle charging and billing
architecture as well as a proof of
concept

Discussion of DLT and Tangle, the
underlying technology of IOTA
Proposal of a new charging and billing
mechanism for electric vehicles that
charge their batteries while in a
charging station or on the move. Their
proof-of concept employs an IOTA
based payment system with
machine-to-machine communication to
carry out microtransactions

Sullivan and Burger
(2017)

Application of the
Blockchain to e-residency in
Estonia

Investigation of the potential of the
Blockchain for e-residency

Detailed discussion of the implications
for Estonian E-Residency using the
Blockchain as well as the security
implications

Examination of the legal, policy and
technical implications of this
development in Estonia

Treiblmaier and
Zeinzinger (2018)

Austrian case study in which
the Blockchain was used to
play the game Go on the
facade of a public building

Findings from six narrative interviews
with Blockchain developers, managers
and users. Use of a holistic and single
case design

Several implementation challenges and
problems are reported

The Blockchain was used for recording
all moves of the ancient game Go,
which was played on the fagade of a
public building. The goal of this study
was to familiarize end users with the
Blockchain and to create some public
awareness for internet-related privacy
issues

(continued)
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Author Topic Description
Ying et al. (2018) E-commerce platform of Description of the implementation of
Hainan Airlines the Blockchain in an e-commerce

context at Hainan Airlines. Statements
from qualitative interviews are
included

Value was created by (1) issuing
cryptocurrencies, (2) protecting
sensitive information and (3)
eliminating institutional intermediaries
Several lessons learned are discussed,
including the creation of own
cryptocurrencies, the protection of
sensitive information and the
elimination of intermediaries

Zhang et al. (2018) FHIRChain: Applying Analysis of health-related requirements
Blockchain to securely share | and their implications for
clinical data Blockchain-based systems

Detailed discussion of the technical
requirements for Blockchain-based
clinical data sharing

Development of FHIRChain, a
blockchain-based architecture designed
to meet health-related requirements by
encapsulating the standards for sharing
clinical data. Illustration of the
composition and structure of the
architecture with modular components
as well as two process workflows: (1)
user registration and authentication and
(2) data access authorization

4 Designing and Reporting Blockchain Case Studies

Figure 1 presents a framework illustrating how Blockchain use cases, case study
research, the creation of artifacts and the creation, development and testing of theory
are connected. The starting point is a specific phenomenon, most likely an envisioned
Blockchain use case as listed above, embedded in its real-world context. In a first step,
a careful preparation of the case is needed, in which itis crucial to outline the design of
the study, including the motivation for applying Blockchain technology, data sources
and the context. As is shown in this paper, case study research is a fairly flexible
and multifaceted research approach that accommodates different methodological
designs, but I still recommend to explicitly outline the basic structure and the goals
of the project and how they influence the choice of methods. A crucial part of any
Blockchain case study is the description of the relevant Blockchain characteristics
(as shown in Table 2) and how they potentially contribute to the solution for a specific
problem.
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Blockchain
Case Study
Research

Preparation Analytic generalization

Practical

: recommendations
Theoretical
“mplications

Design Science
Artifact

Block Chain
Use Cases

Practical implications Theoretical perspective

Fig. 1 A framework for Blockchain case study research

4.1 Blockchain Case Study Framework

After outlining the justification for why a Blockchain-based approach is used, there
are two basic streams of research, which can be differentiated by their goals of
either focusing on theory or creating an artifact. Yin (2014) writes that “some theory
development as part of the design phase is highly desired” (p. 37), but, as was shown
above, alternative academic case study designs exist (Ridder 2017), or researchers
may decide to create a teaching or industry case. If the focus is on the creation of
theory, analytic generalization is applied, which is a two-step process that involves
the illustration of how the findings of a case study bear upon a particular theory,
theoretical construct, or theoretical sequence of events as well as the application of
the same theory to implicate similar situations (Yin 2010). If the goal is the creation
of an artifact, practical recommendations are needed which enable replication studies
to track and trace the design, development and implementation process.
Theory-oriented research aims at theoretical implications for further use cases, but
does not necessarily preclude the creation of a design science artifact. In a frequently
cited case study, Markus (1983) reports on the implementation of a financial informa-
tion system, but also applies and evaluates three different theories of resistance in the
same study. She thus illustrates how a theoretical perspective can actually help in the
solution of a practical problem. The generation of a design science artifact, which in
the case of Blockchain might be a prototype, a full-fledged application or the imple-
mentation of a smart contract, has practical implications for the final evaluation of the
use case. Either the original goal is achieved—(*success story”),—which calls for
further replication studies in different scenarios, or the deviation from the originally
specified project goals necessitates several modifications. Failures should therefore
be documented, which is something that rarely happens in the industry, but should
be a hallmark of academic research. It has to be noted, however, that design science
research does not have to exclusively focus on design artifacts. As Baskerville et al.
(2018) highlight, design theorizing is an expected norm in design science research,
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which implies that there is “some reflection on the advance in design knowledge that
is being made” (p. 363).

A careful documentation of the deviations between initial expectations and con-
crete implementations is highly beneficial for future related studies. In the case
of the Blockchain those experiences are especially important since, for example,
the engineering process for smart contracts needs to be designed to account for
the immutability of the Blockchain (Sillaber et al. 2018). Other than in traditional
software design, Blockchain-oriented design needs to prepare for all contingencies
already during the conceptualization phase of a project. Currently there is a lack of
research that evaluates the extent to which this is possible. The goal of the framework
shown in Fig. 1 is to give a rough overview of how case studies and their related
methodological and epistemological approaches can be connected.

4.2 Blockchain Case Study Structure

The checklist in Table 6, which is loosely based on recommendations for systematic
reviews from Mobher et al. (2009), includes various sections (topics) to be included
and discussed in a Blockchain case study. The actual structure clearly depends on
the chosen design (e.g., research case, teaching case, industry case), but several
principles might equally apply for different designs. As is the case in any academic
paper, the abstract should highlight the major findings of the study in a nutshell, and
will not be discussed any further herein.

In order to put a case study into context, researchers initially need to clearly out-
line the goal(s) of the project, as well as the justification for applying a Blockchain-
based solution in this specific setting. Ideally, similar cases from the literature are
considered. Defining and describing the type of Blockchain being evaluated and/or
deployed (cf. Table 1) as well as the organizational context of the study is crucial
to examining the fit between them. This includes all conditions and circumstances
that are of relevance for the project, including internal and external driving forces as
well as existing organizational structures and top management support. Numerous
decision trees can be found in the literature that scrutinize the general applicability of
the Blockchain. A recent white paper from the World Economic Forum (2018, p. 6)
summarizes decisive filter questions that help organizations to identify those sce-
narios in which a Blockchain application may not be appropriate. Most importantly,
these scenarios include settings in which there are no intermediaries or brokers that
need to be removed, no digital assets are used, and no permanent authoritative record
of a digital asset can be created. For a comprehensive description of a Blockchain
project at a conceptual stage, Feig (2018) recommends asking the following ten
questions: (1) Who are the users?, (2) What data do users input?, (3) Are any inputs
irreversible?, (4) Who are the peers?, (5) How do peers create blocks?, (6) What do
peers validate?, (7) How do peers validate?, (8) How do peers reach consensus?, (9)
Is the Blockchain immutable?, and (10) How are peers incentivized? In short, the first
part of any Blockchain case study must lay the foundation for the rest of the paper
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Table 6 Case study checklist
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Section/topic

Content

Abstract

Structured summary

Background; objectives; case selection criteria;
methodological approach; data sources; participants; major
findings; limitations; conclusions and implications

Introduction

Research and Application Goals

Description of goals being addressed and their relevance for
academia and/or the industry

Case rationale

Rationale for the case study in light of previous
research/studies

Blockchain rationale

Rationale for using the Blockchain

Blockchain definition

Definition of the Blockchain technology being used

Blockchain characteristics

Description of Blockchain characteristics

Methodology

Methods

Justification and explanation of the methods being applied

Information sources

Description of information sources (e.g., company
resources, databases, interviews) and date of information
retrieval

Data collection process

Method of data extraction from primary and secondary
sources

Variables and their relationships

Description of variables as well as their relationships.
Frameworks or models might be used

Results

Presentation of results

Detailed results of the case study

Study challenges

Description of Blockchain challenges and how they were
dealt with

Discussion

Summary of evidence

Summary of the main findings and consideration of their
relevance for the main stakeholders

Evaluation

Validity assessment of the study

Limitations

Study limitations in light of the original research goals

Conclusions and implications

General interpretation of the results in the context of other
evidence and implications for future research

Funding (if applicable)

Funding

Funding sources for the case study; role of funders for the
case study
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by pinpointing the organizational setting as well as the technology and its intended
purpose. Researchers especially need to document how they apply the respective
characteristics of the Blockchain (cf. Table 2) and how they tackle the major chal-
lenges that arise during an implementation (cf. Table 3). Both industry and academia
are at an early stage of Blockchain development and the careful description and doc-
umentation of case studies can help the industry to build on previous success stories
and avoid pitfalls.

Subsequently, the methodology of the project needs to be introduced and
explained, which differs significantly based on the role of theory. If the research is
explicitly theory-focused, the four different designs shown in Table 4—NTF, GAH,
SCR, and ANO—need to be described in detail. The respective selection obviously
impacts the choice of methods and data sources as well as the interpretation of the
findings. If the focus is more on the creation of artifacts, the traceability and doc-
umentation of the case are paramount. However, this does not preclude theorizing,
which can be done in an “interior mode” (i.e., producing theory for design and action)
and an “exterior mode” (theorizing about artifacts in use) (Baskerville et al. 2018). A
comprehensive documentation of the data collection process is needed for all types
of cases studies, while an in-depth description of the variables, which might include
latent constructs, and their respective relationships is especially important for theory-
related Blockchain studies. Independent of the type of case study, a certain amount
of rigor is needed for the research design as well as for data collection and analysis
processes (Darke et al. 1998).

The presentation of the Blockchain results, again, heavily depends on the cho-
sen design, but I recommend the inclusion of an additional discussion on how the
characteristics of the Blockchain (cf. Table 3) were applied and how the Blockchain
challenges (cf. Table 3) were overcome. Depending on the overall goal of the case
study, it might be useful to detail various business processes or the development of
smart contracts which deviate from previous software engineering approaches. Sill-
aber et al. (2018) suggest an elaborated engineering process which takes into account
the immutability of smart contracts and is not based on the traditional waterfall model,
but rather details the following phases: conceptualization, implementation, approval,
submission, execution and finalization. Elaborating on these stages helps readers of
Blockchain case studies to reproduce the development and deployment of smart
contracts.

The discussion summarizes the main findings and their relevance for major stake-
holders. Additionally, a comparison with previous research is advisable, which
especially includes the identification and description of “surprising” results. Lac-
ity (2018a, b, p. 48) suggests structuring Blockchain applications around four
major components: (1) the application interface or access point (e.g., digital asset
exchange, digital wallet, bridge/gateway services, interfaces with existing systems,
IoT devices), (2) use cases (e.g., track & trace, payments, voting), 3) code bases (e.g.,
Hyperledger Fabric, Ethereum, Corda, Multichain), and (4) Blockchain protocols
(i.e. specific rules regarding access and how transactions are structured, addressed,
transmitted, routed, validated, sequenced, secured, and added to the permanent
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record). Her framework provides a possible structure to systematically discuss the
findings.

In order to provide a comprehensive quality assessment, Yin (2014, p. 45) suggests
an evaluation of construct validity, internal validity, external validity, and reliability.
This is especially crucial for studies that build on previous research, develop and
test theory, or strive to create a new research agenda. Given that the Blockchain is
an evolving technology, a thorough analysis of limitations in light of the original
research goals will help to critically shed light on its possibilities. As I have already
noted above, the careful documentation and analysis of unsuccessful projects will
also benefit future Blockchain endeavors. Carefully drafted conclusions and impli-
cations, which extend previous research, will further help to build a comprehensive
Blockchain research agenda. Finally, if applicable, funding sources and the role of
funders have to be specified.

5 Conclusion

In this paper I summarize key principles of various types of case study research and
propose guidelines on how to design, conduct, and report Blockchain case studies.
However, the structure I provide in this paper, along with suggestions on how to
incorporate theory and ensure validity, is not meant as an exhaustive checklist to be
used by reviewers in order to assess the overall quality of a publication. In other
words, it should not be the case that the guidelines ‘“become more important than the
study” (Holtkamp et al. 2019) or that the paper is “written according to a ‘formula’”
(Avison et al. 2017, p. 271). Instead, I concur with Klein and Myers (1999, p. 78)
who write “while we believe that none of our principles should be left out arbitrarily,
researchers need to work out themselves how (and which of) the principles apply in
any particular situation”. I therefore believe that researchers will benefit most from
this paper by consulting it prior to designing their study and selecting those parts
that they deem useful for their specific research goals.
In a nutshell, I recommend that researchers.

e provide a rationale for the use of Blockchain technology,

e define the type of Blockchain they use,

e describe the Blockchain characteristics that are relevant for their study and how
they are implemented,

e discuss the Blockchain challenges encountered during the case study and how

they influenced the outcome,

justify the chosen case study type,

outline the respective case study methodology,

present and discuss the results appropriately for the specific case study type,

provide a critical evaluation of their results,

embed their results into a broader context, thus enabling incremental research.



Toward More Rigorous Blockchain Research: Recommendations ... 27

Case study research provides a lot of freedom for academics and allows for the
combination of various theoretical and practical approaches. By carefully design-
ing their studies, researchers can ensure that they get the most out of this versatile
approach. Blockchain technology is currently in its infancy and case study research
provides many useful tools to systematically generate knowledge on which future
research can build, be it theory-based or practically oriented. The recommendations
I present in this paper are intended to enable such an incremental research agenda
and I hope that many researchers will find them useful. Future research can easily
adapt my recommendations to the investigation of other disruptive technologies.
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Abstract This contribution focuses on the maturity of the engineering of business
applications for a trusted collaboration in business networks. Distributed ledgers
emerge as technology enabler for establishing trust across business partners while
blockchain is often used as a synonym. Hence, mature knowledge for application
engineering and quality assured methods for selecting technology platforms for dis-
tributed collaboration are essential. When choosing a Distributed Ledger Technology
(DLT) it is difficult to compare the different technologies in order to identify the one
technology best suitable for a specific use case. Platforms’ maturity for distributed
ledgers cannot be assessed sufficiently. Detailed knowledge about the technologi-
cal details of platforms and functional characteristics are sometimes sparse. To start
with, we propose a characterization approach for distributed ledgers based on vari-
ous classification schemas. This characterization is founded in an evaluation of use
cases and prototypical implementations as well as a record of projects conducted.
The approach allows one to sort out unsuitable technologies at an early stage. Since
the automation of business cooperation is one of the core benefits of DLT, Smart
Contracts for the automation of business processes and Distributed Autonomous
Organizations (DAO) for the specification of collaboration networks furnish a key
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powers in contract enforcements.
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1 Introduction

Ledgers are a well-established principle for a reliable governance of organisational
processes. A ledger basically maintains and controls the consistency of records of
transactions. A core organisational principle of ledgers is centralisation. A ledger
manages all transactions for a specific purpose, e.g., land & property registry or
driving licenses. All processes run in light of a specific governance with centralized
processes in terms of data management, control and authority.

Once moving towards distributed ledger technologies (DLT) the concept of cen-
tralisation is replaced by distribution with an essential need for consensus. Hence,
DLT or blockchain technology is considered as a new means for cooperation man-
agement. Cooperation is not any longer governed by centralised authorities, i.e. the
intermediaries, but a network of participating nodes seeking consensus on the trans-
actions that are mutually believed in a networking partnership. Thus, DLT is an
enabler for new kinds of business collaboration.

On the one hand, DLT serves as enabler for the distribution of transaction man-
agement. Rather than following a centralised approach for data management as in
prevailing data base technology, DLT goes beyond decentralisation and fosters a
distributed maintenance of transactions in a peer of networking nodes. Consensus
among participating nodes emerges as new requirement for network maintenance.
Yet, methods and algorithms with their laurels and darts are known. However, con-
sensus building is still an open research challenge with respect to the different col-
laboration characteristics. Yet, there is an array of methods for establishing trust with
different service levels.

On the other hand, DLT is also a concept for defining process collaborations and
the certification of partnerships in open business networks. Smart Contracts allow
for a specification of business collaboration—not only in light of Electronic Busi-
nesses (Subramanian 2018) but also for the automation of cooperation patterns—in
terms of rules and process descriptions that cannot be tampered, i.e. the execution
of any of these cooperation processes is authentic and immutable. Hence, Smart
Contracts come as enabler for establishing networks of cooperating partners that are
governed by collaboration rules embarking an Decentralised Autonomous Organiza-
tions (DAO). Osterland and Rose presented such a DAO for a full-scale automation
of the business process for a Smart Replenishment Box as well as Vehicle Control' at
the International Industrial Fair in Hannover in 2018, which illustrates the automa-
tion of collaboration processes as well as the immutability of transaction records
for revision safety. Thus, the Smart Replenishment Box presents a value generating
business opportunity with secured processes in an open partnership.

A core ingredient to these approaches is distributed ledger or blockchain technol-
ogy. DLT comes with a transactional account for distributed data management as well
as trust in the automaton of business processes via Smart Contracts or chain code as
named in some systems. However, DLT should not be considered as the Silver Bullet

'A description of the demonstrator can be found at: https://www.fit fraunhofer.de/en/fb/cscw/
blockchain/smart-contracts.html.
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for mass data management in operational scenarios for production processes such as
fine blanking in mechanical engineering. Such processes often generate Mega Byte
of data every second, which certainly out parses any performance realities as well as
visions of DLTs.

DLT rather focus on certification matters for the correctness of data and respective
production processes, i.e. a certificate of the last production slot will be maintained
by a blockchain rather than the entire data set of product assessment. Thus, man-
agement of operational data remains the turf of production management systems
while audit certificates of such processes will be maintained by DLT. Moreover,
the automation of business collaborations including trust is considered as key for
embarking on new business opportunities. DLT is no more considered disruptive
but as key enabler for new business opportunities and networks. Hence, DLT sur-
faces as new intermediary raising two essential questions: (1) what is the maturity
of blockchain platforms and (2) how to engineer business collaborations following
ideas of Capability Maturity Models (CMM ), which have boosted the engineering of
software solutions (Humphrey 1989).

This paper is organised as follows. In Sect. 2 we review categorizations of use
cases for distributed ledgers as proposed in literature. Our own proposal of a use case
categorization scheme is elaborated subsequently. In Sect. 3 we discuss an array of
attributes of DLT platforms that allow one to distinguish different instances. This is
based on our work on sustainability engineering as reported in Osterland and Rose
(2018), but extended by a discussion considering the relations of use case categories
and DLT attributes. Section 4 surveys methods and tools for quality assessment. It
starts with product quality and then elaborates on processes for the engineering of
quality. Based on these quality review of engineering Sect. 5 presents our maturity
model for the engineering of distributed ledgers. Finally, Sect. 6 summarizes the
major findings and pencils the application perspective of our approach towards a
mature engineering perspective for DLT applications.

2 A Categorization of Distributed Ledger Use Cases

There exists a large body of papers and surveys discussing the potential of DLT in
different application areas. Although several approaches for the suitability of cer-
tain application designs for DLT are known under the label of Blockchain Decision
Flowcharts® no overall classification scheme for application and implementation
platforms have emerged until now. We analyse classifications of use cases that other

2 A keyword search in the net unveils many proposals for deciding the suitability of DLT for certain
use cases. Some of these proposals come from consulting companies such as Deloitte while others
come for platform vendors such as Hyperledger Fabric or academia to stress the difference between
databases and DLT (Chowdhury et al. 2018). Common to most of these proposals is a structured
flowchart to build a decision tree for the suitability.
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authors propose and elaborate on the use cases commonly related with DLT. This sur-
vey furnishes the basis for our core categories as introduction to the characterization
model of DLT in Sect. 2.2.

2.1 Overview of DLT Classification Schemes

Classification schemes intend to characterise different use case and technology
opportunities according to application domains, functional services, stakeholder
networks or anchor objectives such as tokenisation.

Tama et al. (2017) follow for instance a domain-oriented separation and propose
the classification into four categories: financial industry, healthcare, business and
industry and other applications. The first category contains primarily crypto curren-
cies, as for instance Bitcoin (Nakamoto 2008). Healthcare applications are mostly
operating and standardising platforms for a secure management and exchange of
patient data, while the category business and industry comprises Internet of Things
(IoT) applications, as well as DAOs, supply chains and micro payment systems for the
fair settlement of cloud computing resource consumptions. The trailing category of
other applications is further sub-divided into a mix of system classes: (digital) rights
management, reputation systems, digital content distribution, WiFi authentication,
and IoT security.

Pilkington (2016) discusses the uses of DLT as a cryptographic currency, as well as
a token representing and proving the provenance and possession of valuable objects,
i.e. real world artefacts are mapped to fokens serving as digital twins. Additional fields
of applications include: digital identity provider, voting systems, financial industry
applications (besides the currency applications, also the trading of securities) and
supply chain management. Pilkington (2016) argues that the transparency of DLTs
enables a more holistic and global version of a supply chain to which he refers as
global commodity chain.

An additional use case in the financial field is the “Social Inclusion in the Develop-
ing World” (Pilkington 2016) for connecting the world population via mobile phones
to the banking system and a stable currency system. Still two questions remain: who
operates the DLT network and what entity guarantees economic stability? Unman-
aged crypto currencies, as for instance Bitcoin are very volatile with serious stability
issues due to its primary use for speculation (cf. Weber 2014). Stable coins are still
in an infancy stage, but appear promising for online payment services. Overall, the
classification of use cases is strongly related to financial applications, while other
applications are neglected.

While authors like Pilkington (2016) and Crosby (2016) emphasize the potential
of DLTs in financial services, others expose the notarial certification of documents
as important use case. Within the financial perspective, companies and organisations
are enabled to emit shares directly to potential shareholders, while DLT can uniquely
identify assets as a notary system in order to track possessions and provenance. In
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this regard the authors refer to the music industry with the idea of automatically
billing royalty dependent receivables.

Applications in cloud computing as well as IoT applications are also mentioned by
the authors. They further raise counterfeiting as potential application, which strongly
depends on the notarial certification of documents or the tracking of assets.

Another proposal beyond cryptographic currencies is given by Tsilidou and
Foroglou (2015). They emphasize its role as base technology to securely store
transaction-based activities and introduce several application categories: currencies,
contracting, voting systems, intellectual property rights, smart properties, enabling
a secure management of values and applications in the financial industry comprising
the direct emission of company shares, but also other concepts as for instance crowd
founding.

Casino et al. (2018) conduct a systematic literature review to identify categories
that partially overlap with the categories of Tama et al. (2017): They propose two
categories: business, what comprises financial applications and healthcare to collect
use cases that for instance relate to the secure management of patient data. Apart from
these two categories Casino et al. (2018) choose a more fine-grained classification
schema: They introduce a single category for supply chain use cases and additional
categories for the internet of things and privacy and data management. The latter
category holds use cases, as for instance identity management, but also clearing
house applications for tracking the usage of data.

Pompianu and Bartoletti (2017) conduct a data-based analysis of smart contract
platforms regarding usage, application domains and characteristics of smart contracts
being operational in the net. The authors analyse the smart contracts in detail and
categorize them into 5 different groups: finance, notary, game, wallet and library. The
finance category comprises for instance contracts that “manage, gather or distribute
money as preeminent feature” (Pompianu and Bartoletti 2017) or the notary category,
that comprises contracts “exploit[ing] the immutability of the blockchain” (Pompianu
and Bartoletti 2017). The authors conclude that the financial categories comprise the
most contracts, while the application of wallets is least populated.

An interesting aspect of this analysis is that it shows the current spread of smart
contracts being operational in the net. Most contracts are related to the financial
industry what might be explained by the fact that distributed ledger technologies
initially started with the use case of crypto currencies (cf. Nakamoto 2008). However,
the logistics of documents in inter-modal transportation has at least comparable
challenges, but perhaps not found interested supporters. A similar argument explains
the popularity of the notary category. Early use cases apart from currency were such
applications, as for instance the concept of coloured coins on top of the Bitcoin
blockchain.

Other categories are less populated and lead to the impression that smart contracts
belonging to this category are merely on a prototype level. Limiting the survey to
prevailing technologies like Ethereum and Bitcoin might distort the analysis, since
often blockchain technologies claim their direction towards certain applications.
Moreover, smart contracts that can be created on Bitcoin are very limited. One should
keep in mind that by analysing the currently implemented smart contracts we only
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get an impression what is implemented right now, but this does not necessarily cover
the full potential of the distributed ledger technology. Certain applications need
time to be accepted by the users, while others cannot be implemented right now,
since connecting points are missing regarding law and government, although the
technology could handle it.

Following the discussion of the categorization schemes so far, it is a challenge to
come up with a uniform and synchronized classification schema that is expressive
and sufficiently fine-grained to enable a coherent separation of technologies, while
on the other hand being coarse-grained enough to result in an observable amount of
use case categories, with an categorization rule set that is easy to apply.

2.2 Lessons Learnt from the Various Approaches
for Categorizing

Different application perspectives and use perceptions resulted in a manifold land-
scape of classification schemes as summarized before. Our approach extends some
of the aforementioned categorizations, while promoting a different set of criteria to
tell use cases apart. We also give sample use cases for each category to provide an
intuition what flavours of use cases a category comprises. Please note, that we do not
separate interacting smart contracts in our consideration. In contrast to Pompianu
and Bartoletti (2017), we do not introduce a category library, since we consider a
smart contract together its library as one smart contract and thus, as one application.
Our categories are founded in the basic characteristics and services of a distributed
ledger rather than following application-oriented use cases as pivotal discriminator.
Please note that categories such as healthcare (as proposed in Tama et al. 2017;
Tsilidou and Foroglou 2015) are too coarse-grained in our categorization system
and hence refer to multiple categories. In a bird’s eye perspective our categories are
itemized below while each category will be elaborated in detail afterwards:

e Finance—Crypto currencies, as Bitcoin (Nakamoto 2008), micro payment sys-
tems, the trading of securities—replacing intermediaries in classical finance
networks;

e Notary—Digital rights management, patent management, personal certificates
for capabilities such education or vocational training (Grither et al. 2018)—
immutable management of capabilities and privileges;

e Processes—business process engines, decentralized autonomous organisations
(DAO), supply chain—automation of cooperation logics and business processes
in distributed partner networks;

e Provenance—supply chain, proof of ownership, tracking of responsibilities—
monitoring the life cycle of assets be they hard or soft.

Finance: The finance category describes use cases that rely on the distribution of
properties that a distributed ledger can maintain, i.e. the usage of currency itself,
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but also the creation of representative currencies, as gift certificates or incentives
programs. It also includes the use of blockchain as a market place for trading goods
or securities with direct payment.
Notary: The notary category describes use cases that utilize the signature and times-
tamping mechanism of the blockchain. Examples include the proof of the original
publishing of a song or movie. Please note that we do not consider the requirement of
a transactional update history to this category. Thus, use cases in the notary category
comprise problems, where a value must be securely stored, but it is of no interest,
how this value is updated throughout its lifecycle.
Processes: This category comprises use cases that employ the characteristics of
distributed ledger technology to securely execute program logic (smart contracts).
For instance, all use cases that depends on the automated execution of processes are
part of this category.
Provenance: DLT stores a transaction history and some of these transactions depend
on each other. So for instance a certificate that proofs the ownership of a house can
be moved to another person by adding a transaction to the distributed ledger. By
retracing the transactions one can explore the history of an element on the ledger. All
the use cases that depend on the immutable transaction-based history of an element
or person are also part of this category. This is an extension of category Notary.
Often use cases might refer to multiple categories. This is in particular the case
for complex use cases. Also one might argue, that the implementation of a currency,
which is a use case of category finance, requires provenance, since one needs to
comprehend the account balance to ensure other’s creditworthiness. However, we
argue that there are applications where provenance is required without the need of
maintaining a currency system. Therefore, we distinguish these categories. Similar
arguments can be found for other connections between the proposed categories.

3 Comparing Distributed Ledger Technologies

In this paper we compare and emphasize important characteristics of implementation
platforms of DLT in order to enable the selection of a technology for a concrete use
case, i.e. what platform fits best to specific application requirements. In Osterland
and Rose (2018) we discussed a number of distributed ledger characteristics for
reasons of comparison. We re-formulate these attributes here and extend them to suit
the more general idea of the final goal of our approach to furnish the grounds for a
maturity model for engineering DLT applications (Fig. 1).

The Permissioned/Public attribute indicates, whether the considered technology
can be used for the creation of public or permissioned networks. Permissioned net-
works are restricted in the sense that it is not possible for a party to join the network
without the consent of other network participants.

Note that public ledgers can be always elevated to permissioned systems, by using
additional technologies such as VPN. However, we do not consider such approaches
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Fig. 1 Characterizing
attributes of DLT platforms Permissioned/
Public

Type of
distributed
ledger

Use case
categorization

Independent Consensus

License Smart Contract

in our rating but evaluate, whether a permission system is part of the ledger’s core
functionality.

The Distributed Ledger Type attribute shows the ledger type. Possible types are
blockchain, hash graphs and DAGs. Of course, there exists subtypes and hybrids.
A mere move from a list structure towards “more powerful” data structures has
significant impacts on data access and retrieval as well as paralyzing input operations
and maintaining their consistency.

The Consensus field answers the question of the utilized consensus protocol
applied on the ledger. Examples include proof-of-work or proof-of-stake, which are
popular in public ledger networks or Practical Byzantine Fault Tolerance (PBFT)
and Raft (selecting a leader for consensus building) on the other hand, which are
often used in permissioned networks. Note that a clear categorization of consensus
algorithms can be difficult, since they are often combinations of multiple protocols
to inherit the advantages of different approaches. Consensus algorithms are often
even not disclosed.

We do not compare consensus protocols or discuss their potential issues in this
section. An overview and a discussion of practically applied consensus algorithm is
given by Cachin and Vukolic (2017). The authors compare different consensus algo-
rithms and consider the distributed ledger consent from the viewpoint of replication
research. They reduce proposed consensus protocols to well-researched variants and
try to determine potential issues in the actual implementation. They also argue that
many proposed protocols do not follow proper cryptographic best-practices in their
development, as full-disclosure reviews or formal verification.

The Smart Contract attribute indicates, whether smart contracts are supported
on-chain, that is, contracts are executed within the blockchain nodes. If so, it is
important to consider the supported languages for the development of smart contracts.
This can help in deciding, whether smart contracts can be developed in house or
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if it is necessary to employ external competence. The group of EVM (Ethereum
Virtual Machine) based development languages describe smart contracts that can be
developed with languages in the Ethereum eco system, as Solidity or Viper. Another
popular approach for implementing smart contracts is to utilize virtual machines
for executing smart contracts and allows the use of arbitrary languages. This is for
example the case in Hyperledger Fabric with Docker.

The License attribute covers the license of the technology. Sometimes there is
no license information provided or there are scenarios where multiple licenses exist.
One for commercial use and one for private use. However, knowledge about the used
licenses is important for running distributed ledger applications in production.

The Independent attribute is used to indicate, whether a technology is based on
another technology, as for instance by utilizing pegging. Pegging refers to the publica-
tion of specific certificates about the state of one blockchain in others blockchains—
typically open ones—as proof of content. Hence, a manipulation becomes unfeasible
because the public blockchain needs also to be manipulated. Some technologies are
sidechains of more popular ledgers, as for instance Bitcoin.

The Use Case Categorization attribute contains the use case categories, that are
supported by the considered technology (cf. Sect. 4 for more information).

Selecting these attributes for categorizing distributed ledger technologies is a
result of our experience from implementing different distributed ledger use cases
and thereby assessing different technologies. An approach to identify a distributed
ledger technology based on the requirements and constraints of a specific project has
been discussed in a former publication by Osterland and Rose (2018). But others also
rely on this collection of attributes for characterizing distributed ledger technologies
as well as fostered under the label of Blockchain Decision Flowcharts.

Pompianu and Bartoletti (2017) compare 6 different smart contract platforms with
respect to criteria: as whether the technology works independently or in combina-
tion with another distributed ledger technology, if it is a public or a permissioned
ledger, the employed consensus protocol and the programming languages of the smart
contracts. We correspond with the selected criteria for assessing distributed ledger
technologies and build upon it. However, we extend the collection of considered char-
acteristics by the provided license, the question, whether a platform supports smart
contracts at all—so in contrast to Pompianu and Bartoletti (2017) we are not solely
interested in smart contract platforms, but in distributed ledgers in general. We also
consider the distributed ledger types not limited to blockchains, but also considering
alternative data structures, as for instances directed acyclic graphs (DAG).

Finally, one remark to a general constraint in selecting the analysed technologies.
As an additional filter criterion we only consider technologies, where the source code
is publicly available. If one does not have access to the source code to potentially
analyse it, one can never fully trust it what questions the reliability of this ledger
technology in first place.

Based on these technology attributes we are able to assess different technologies.
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4 Evaluating Software Maturity—Various Approaches
for Assessing the Quality of Software and Engineering
Processes

This section firstly surveys software quality and maturity models for assessing the
quality of software in order to evaluate their applicability to the engineering of
distributed ledgers, which is the prime focus of our research. To start with, we first
review measurements for software quality. Then, we turn towards the engineering
process as decisive criterion.

Measuring the quality of software is an open research topic for decades. First
approaches concentrate on the evaluation of complete programs, while in the early
century with the broad use of component libraries, the specific evaluation of software
components gained focus. Miguel et al. (2014) denote models of the former category
as basic models, since they evaluate a software program as a whole, while the latter
are denoted as tailored quality model. A tailored quality model evaluates the quality
of a functional component and is often adapted to suit its particular characteristics.

In general, there are a variety of different schools of how to approach the quality
measurement of software. While some rely heavily on code measurements (cf. Samo-
ladas et al. 2008), others approach it by taking the perspective of a user and evaluate
the software with respect to different categories (Miguel et al. 2014; Samarthyam
et al. 2013). Software usability is also a research topic with a strong relation to
software quality evaluation.

More recent approaches measure particularly the quality of open source projects.
The fact that the source code is accessible enables the use of code measures and
in addition, when considering open source projects hosted on open platforms, as
e.g. Github,? it is even possible to consider the dynamics of the community (e.g.
number of issues, contributions, average commits per contributor, etc.) that develops
a software program or a component library.

Remarkable is the huge number of survey papers (Miguel et al. 2014; Jung et al.
2004), that compare different approaches to measure the quality of programs and
program components. It indicates the interest in this topic and emphasizes the long
history of research resulting in different approaches for measuring software quality.
Continuously developed over the time these approaches represent changing per-
spectives in software engineering, verifiability, the emergence of open source code
repositories (as for instance Github), the development of new code measures and so
on. It also indicates a certain lack of consensus regarding the usability and efficiency
of these approaches. So in the eyes of the research community it seems that there is
no ultimate one-fits-all approach.

The evaluation of software quality has great importance from a business perspec-
tive as well as for practical applications. So standards are provided to organize the
quality measurement procedure. The ISO SQuaRE standard (2011) for the evaluation
of software quality differentiates five categories of quality features: Functionality,

3https://www.github.com.
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Reliability, Usability, Efficiency, Maintainability and Portability. Every category has
subcategories, which must be individually rated on a scale when testing the software.
The ISO SQuaRE standard (2011) is the succeeding standard of the ISO/IEC 9126
standard Software Engineering (2001) which introduced the categories in a first qual-
ity model. Jung et al. (2004) evaluated the application of the quality model introduced
in Software Engineering (2001) by polling companies and discuss the problems of
such a static approach. So it is not proven that certain procedures determined by the
standards are actually efficient or purposeful for assessing the quality of software
and as a second argument the evaluation of different subcategories depends on the
provided scale. The assessment is subjective and influenced by the shape of the scale
as for instance, whether a person can differentiate between three divisions or five.
Choosing a suitable scale is a non-trivial task.

Recent approaches are particularly interested in measuring the quality of open
source projects for determining their maturity and providing a decision guideline,
whether it should be used in a project or not. The different evaluation procedures
vary widely. Approaches already exist that strive to automate the evaluation process
as much as possible (Samoladas et al. 2008), while other lay their focus on a reliable
decision whether it is usable in the environment of a specific organization (Taibi et al.
2007).

Samoladas et al. (2008) build upon the claim that the quality of a software directly
depends on the quality of the underlying source code. The authors evaluate the source
code with respect to a number of quality features, as maintainability, reliability and
security. For the evaluation procedure the authors partially rely on the quality model
described in the ISO/IEC 9126 standard (Software Engineering 2001). A number of
established software measures are used to automate the evaluation of source code.
The authors point out, that the development of new code metrics is an ongoing
process, while the evaluation of their efficiency and results is controversial. So they
concentrated on the generally accepted metrics in their approach. As an example the
authors evaluate the number of critical bugs in the last six months of an open source
project.

A popular recent approach that evaluates the software quality starting in the archi-
tectural design phase of a software project is Method for Intensive Design Assess-
ment MIDAS (Samarthyam et al. 2013) proposed by SIEMENS, which evaluated
their approach with various in-house software projects. It demarcates from other
approaches by strongly weighting the freely and project-dependent selectable assess-
ment goals. Thereby Samarthyam et al. (2013) introduce three perspectives that
enable the project evaluation: The “Ility-Based View” breaks down the influence of
specific design problems to quality of the resulting software, the “Design Principles-
Based View” emphasises the relationship of design problems or the software quality
with the disregard of design principles during development and the “Constraint-
Based View” emphasises the relationship of the resulting software quality and the
contempt of project constraints. The MIDAS approach is an evolution of existing
approaches on which MIDAS is based and that, according to the authors, showed
their qualities and efficiency in concluded projects.
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When considering software quality models or maturity models that are specifically
fashioned for the field of distributed ledger technologies the available approaches
and papers covering this topic are remarkably sparse. There is the maturity model
for blockchain proposed by Wang et al. (2016). It is based on the Capability Maturity
Model (CMM) (Paulk et al. 1993), that tries to measure or deduce the quality and
maturity of software by regarding the underlying software development process.
It distinguishes five categories describing the software development processes of
an organization: (1) Initial: No defined processes, (2) Repeatable: the process is
informally defined so that process participants can execute it repeatedly, (3) Defined:
the process is formally defined in standard definitions, (4) Capable: the process
execution is evaluated and measured and (5) Efficient: the processes are continuously
improved and optimized.

Wang et al. (2016) adapt the CMM to be applicable on distributed ledger tech-
nology and provide a guideline of aspects that allow organisations to evaluate the
actual usability of blockchain technologies. Thereby they introduce analogously to
the CMM five different levels: (1) Initial: describes the non-organised beginning
of a ledger implementation, (2) Repeatable: which describe Wang et al. (2016) as
phase “wherein some experiences are borrowed from similar” implementations (3)
Defined: which covers the question of the documentation quality of an implemented
technology, (4) Managed stage: where the quality of the implementation is tested
using software engineering methods and finally the 5’th stage Optimizing, in which
the implementation is continuously improved.

Although we agree that these aspects will give a good idea of the software quality
of blockchain implementations we are concerned that the proposed organizational
levels are partially vague and impossible to analyse thoroughly. So the differences
between the first and the second phase is particularly blurry. Aspects and concepts of
other technologies are used, as early as one considers the implementation of a similar
software (as for instance another blockchain variant) or in case a project uses a library
as for instance a crypto library. Measuring the documentation quality in advance is
also very elaborate. Just by considering the amount of available documentation gives
no clue about its quality. We personally experienced this in a project, where we used
Hyperledger Fabric early after the version 1.0 switch. The documentation was taken
over from the earlier version, without adaption to the crucial changes in the software.

Another process maturity approach is described as SPICE (Software Engineer-
ing—Process assessment—Part 5, 2012). It proposes a reference model that entails a
process and a capability dimension. The process dimension defines processes that if
applied, lead to a mature software development process. These processes are ordered
in five functional categories: customer—supplier, engineering, supporting, manage-
ment and organisation. The capability dimension aims at the evaluation of the imple-
mented processes. The evaluation is done using assessments and lead to a rating com-
prising 6 different levels: 0) Incomplete process, (1) performed process, (2) managed
process, (3) established process, (4) predictable process and (5) optimising process.
So an organisation that implements a software development rated as level 5 is con-
sidered to produce high quality software. Compared to other approaches SPICE is
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relatively strict in the assessment guidelines. Even the selection process of an acces-
sor is determined. The maturity rating is derived from rating process attributes, as for
instance process performance or work product management. Thereby the rating scale
consists of four value: Not achieved, partially achieved, largely achieved and fully
achieved. Since the evaluation results strongly depend on the ability and experience
of the assessor there exists high requirements to the qualifications and competency.

All the discussed methods and automated evaluation approaches are very promis-
ing and our valuation model partially depends on them. We see some problems and
challenges that come with their application on distributed ledger technologies. The
required information for doing the evaluation is often not available or unambiguously
interpretable. The efficiency and basic functionality of proposed metrics is contro-
versial and evaluation results strongly depend on the experience and knowledge of
the evaluating person. Although (partially) proven for the area of regular software
there are no application or evaluation results of the proposed models on the field of
distributed ledger technologies.

Our approach is based on concepts of existing evaluation models, but follows
a slightly different path. From experience we learned that the information about
the technologies that would allow a thorough evaluation is hard to come by. The
documentation is often incomplete or outdated, the analysis of the source code by
code measures is not very meaningful, since often technologies are directly based on
the source code of other technologies. So for example the permissioned blockchain
Quorum® is a fork of the Ethereum® blockchain and their node implementation,
called geth,’ is forked from the Ethereum geth node. The latter is a stable node
implementation tested in hundreds and thousands of hours of production runtime,
while the former is a comparatively new implementation developed and maintained
only by a fraction of the people maintaining the Ethereum geth node. However, due
to the large overlaps in source code, applied code measures might provide similar
results.

Performance results are almost never reproducible and heavily depend on
the employed benchmark environment due to network effects. Hence transaction
throughput can hardly serve as classifier for different DLTs. The problem is, that
almost every (permissioned) DLT application have different requirements on the
production environment and often they differ also compared to other production
environments. We experienced that throughput claims measured in a benchmark
environment are limited to providing a rough estimation of potential transaction
throughput. Yet, throughput will quickly decrease, when considering, real world net-
work aspects, node shutdowns, due to maintenance tasks, software bugs in the node
implementations or in other layers of the network stack of the operating system,
extensive size of the ledger or simply because of limited bandwidth.

“https://github.com/jpmorganchase/quorum.
Shitps://www.ethereum.org/.
Shttps://github.com/ethereum/go-ethereum.


https://github.com/jpmorganchase/quorum
https://www.ethereum.org/
https://github.com/ethereum/go-ethereum

46 Thomas Osterland and Thomas Rose

5 Maturity Modelling for the Engineering of Distributed
Ledgers

Our maturity model for the engineering of distributed ledgers distinguishes different
levels of capabilities and functional scopes. The model ranges from the mere use of
DLT for application design via structured frameworks for a suitability assessment
towards the use of smart contracts as means for automation towards the specifi-
cation and implementation of self-governing business collaborations in terms of
DAO:s. Finally, the top level is characterized by the use of tools for assuring formal
correctness of smart contracts and their inter-relations.

Hence, engineering capabilities extend from a mere of use of DLT via structured
decision processes plus process automation towards the specification of collaboration
networks by interacting smart contracts with model checking for assuring formal
correctness.

Capability maturity models (Humphrey 1989; Paulk et al. 1993) typically
distinguish five different levels:

1. Initial—Organisations are going to start the use of engineering processes and
tools.

2. Repeatable—Basic engineering processes are practiced, but no overall coordina-
tion inside the organisation is in place, i.e. different projects might run different
processes.

3. Defined—Deep knowledge about the engineering processes is available. Hence,
processes can be designed at an organisation-wide scale in order to share pro-
cesses across multiple projects. In addition, rules for project-specific customiza-
tions are known.

4. Managed—Engineering goals are formulated and different process areas have
been defined and populated in order to raise the quality of engineering processes.
Most of the measures are of qualitative nature and design rationales are known
to achieve goals qualitatively.

5. Optimizing—The entire organization focuses on a continuous improvement of
processes by searching for bottlenecks and formally analysing the performance
of engineering processes. Quantitative measures are in place in order to steer
change management for process improvement.

We do minic this upscaling of capabilities inside our maturity model for the
engineering of distributed ledgers.

1. Initial—Organisations use blockchain technology just for the development of
prototypes to assess the benefits of DLT. Minimal Viable Products (MVP) are built
to explore the re-engineering the processes or changing governance structures
due to a potential replacement of intermediaries. Border lines between prevailing
database technology and DLT are blurred. Basic intention is to explore potential
benefits and the selection of blockchain platforms is rather random.

2. Structured—The selection process of use cases to be implemented by a
blockchain platform is structured such as by Klein et al. (2018), i.e. specific
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criteria have been defined to distinguish blockchain from prevailing database
technology. Moreover, the selection of a suitable implementation platform is
governed by a technology assessment as presented in Sect. 3 while the design
of a sustainable partner network also follows a structured course of action as
presented by Osterland and Rose (2018). To-iterate, processes for deciding the
suitability of use cases as well as technology selection and governance design
are defined. Thus quality of the application is assured by well-defined processes.

3. Automation (Smart Contracts)—DLT is not any longer just considered as a
distributed transaction manager with means for consensus building and trust
enabling, but also understood as vehicle for process automation on the basis of
smart contracts. Smart contracts are employed to represent the logics of business
collaboration or an enforcement of complex data dependencies. Smart contracts
represent in both cases enforcements. Yet, the scope of smart contracts refers to
single dependencies between data or business processes.

4. Business collaboration (DAO)—Once smart contracts are inter-linked more com-
plex relationships can be expressed. An entire network of business partners and
their cooperating processes can be specified. In addition, rules for enforcement,
punishment for violating agreements and the like can be established in terms of
a DAO. Our Smart Replenishment Box with its smart contracts is only a start-
ing point to illustrate the potential of DAO for automating processes in business
networks.

5. Verification—The top level refers to the formal correctness of smart contracts
and respective DAOs. Although many guidelines for the development of smart
contracts are available and even consulting platforms for plausibility checking
have been established, the verification of their correctness is still open. Verifi-
cation can be accomplished by means of model checking. Osterland and Rose
(2020) propose the translation of smart contract into a formal model, which can
be assessed by known model checkers to verify the correctness towards specified
test cases or derive counterexamples. Hence, formally proven automation is the
main discriminator for level five.

Our maturity model spans a range of capability levels. It starts with initial capa-
bilities for the implementation of use cases with some blockchain platform (level
1—initial). Then, decision processes become structured and defined at level 2 (level
2—structured). Organisations or implementation teams have knowledge about the
characteristics of platforms and their benefits for certain usage scenarios. Decisions
for the suitability of a use, the implementation platform best suited and a sustain-
able governance structures follows defined processes. At this stage, the distinction
among a database and a blockchain is well understood and DLT is not any longer
considered as storage medium for operational business data but rather seen as audit-
ing tool for maintaining certificates in tamper-proof fashion. Hence, the division
of labour between database and distributed ledger technologies are deeply under-
stood and clarified. The next level (level 3—automation) represents the move from
mere transaction manager for distributed transaction management towards a tool
for a tamper-proof automation of business processes by smart contracts. While 3
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focuses more on individual contracts the next level (level 4—business collaboration)
includes networks of interacting smart contracts to represent business networks as
DAO. Finally, the top level (level 5S—verification) points to the correctness of smart
contracts and respective DAOs. Hence, our maturity model mimics prevailing CMM
by an increasing extensions of capabilities for the utilization of DLT for application
design.

6 Conclusions

Although DLT is considered as key technology for digitalization and the design of eco
systems for future business collaboration in the digital age, reports on engineering
principles are sparse. Many papers present DLT applications from a use case perspec-
tive and the benefits of some DLT attributes such as private versus public solutions.
This paper presents a comprehensive model for the comparison of different DLT
technologies and a maturity model for the engineering of distributed ledgers. Pop-
ular Blockchain Decision Flowcharts for deciding the suitability of an application
for DLT is only one starting point. Such decision paths rather scratch on the surface
of core elements of a blockchain such as distribution or trusted process consistency.
Available DLT platforms however unveil a much broader spectrum of technological
as well as organisational options. Hence, the decision process needs to be structured
according to elaborated categorization schemas. On the one hand, suitability of an
application for DLT and the benefits materialised thanks to the blockchain has to be
checked. However, there is not one standardised pattern for comparison. Hence, the
heart of our contribution is an assessment methodology for DLT applications, DLT
technologies itself as well as the governance options for sustainable collaborations.

In addition, we have developed a schema for the categorization of applications that
builds upon a review of other classification schemas and is founded in the core func-
tional services of DLT. It basically builds upon the core services for finance, notary,
process and provenance, which are founded in DLT attributes and opportunities rather
than contrasting usage scenarios.

Finally, we proposed a maturity model for blockchain platforms that builds upon
existing maturity models for common software engineering. Hence, the blockchain
community is now equipped with a comprehensive tool box for the assessment of
an application’s suitability, the assessment of the maturity of the blockchain plat-
form, the assessment of the collaboration’s sustainability and process guidance for
conducting projects to re-engineer corporations and foster the beauties of DLT.
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What’s in the Box? Combating )
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in Pharmaceutical Supply Chains

with Blockchain Vigilant Information

Systems

Trevor Clohessy and Saima Clohessy

Abstract Counterfeit medications, medication overprescribing and a slow anti-
quated process encompassed in recalling batches of medications represent serious
supply chain concerns for the pharmaceutical industry. Blockchain, the technology
underpinning the Bitcoin cryptocurrency, has been touted as a possible solution and
panacea for the pharmaceutical industry to overcome the aforementioned concerns.
Vigilant information systems enable organisations to make quick decisions in real-
time in dynamic supply chain environments. Currently, the concept of blockchain
vigilant information systems and their impact on supply chain decision making has
not been researched in the pharmaceutical industry. Consequently, using an induc-
tive grounded theory approach, we investigate pharmaceutical blockchain use cases
and present an emergent multi-layer pharmaceutical blockchain vigilant information
system (PBVIS) model. The various capabilities of each layer for pharmaceutical
supply chain stakeholders are discussed. Research implications and fruitful avenues
for future research studies are also presented in this chapter.

Keywords Blockchain - Pharmaceutical supply chain - Counterfeit - Medication *
Vigilant information system

1 Introduction

If there is insufficient product on the market, within days, the vacuum is filled with fal-
sified versions...location doesn’t matter. It’s about just as risky to buy medications from
a street market in Africa as it is to buy them from an unregulated website in North
America...pharmaceutical supply chain vigilance is paramount

(World Health Organisation, 2017).
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Place yourself in the following scenario which is based on a real life case:

Your partner has severe asthma. He/she must use two inhalers for the maintenance
and rescue of the condition for the rest of their life. You have been recently made
redundant and no longer have access to your company’s medical insurance which
provided a small subsidy for the inhalers. Without these two inhalers your partner
could suffer a severe asthma attack which could result in their hospitalisation or
even worse their death. You use Google to search for the following term: “Cheap
asthmas inhalers”. You are brought to an online pharmacy where you can purchase
both inhalers for 40% cheaper than normal. The website looks legitimate and even
states that it is Food and Drug Administration (FDA) and European regulator com-
pliant. You purchase two months’ supply of the maintained and rescue inhalers. The
following month Sky News shows a documentary on counterfeit medications. The
website that you used to purchase the inhalers is featured and identifies that a num-
ber of people have died using medications purchased from this fake pharmacy. Your
partner’s asthmas attacks have increased and worsened in the past month....

Trust is a cornerstone of the pharmaceutical industry in terms of ensuring the
integrity of all medications which are circulated in the supply chain. Pharmaceutical
supply chain stakeholders such as pharmacists and patients must have trust in the
medications that are being dispensed and consumed. However, the scale and increas-
ing trend of global falsified medicinal products is worrying both from financial and
humanitarian perspectives. According to the World Health Organisation (WHO) 10%
of medical products around the world are falsified (WHO 2017). Furthermore, the
counterfeit medications have cost the global economy $250 billion-per-year (OECD
2019) and has resulted in the deaths of 250,000 children a year (Sample 2019).
All of the aforementioned are compounded by the emergence of fake online phar-
macies through which patients can order medications. Additionally, the process of
mass recalls of medications is time consuming, laborious and costly. There is also
another challenge in terms of opioid overprescribing which is one of the primary
causes of opioid abuse. According to the organisation for economic co-operation
and development (OECD) in the United States in 2015 there were 240 million opioid
prescriptions (OECD 2019). Similarly, in the United Kingdom, there were 23.8 mil-
lion opioid-based prescriptions in 2017, an increase of 10 million prescriptions since
2007. Currently, the following scenario is possible in the United Kingdom. A patient
can order opioid prescriptions from two online pharmacies while also receiving a
third prescription from the traditional NHS route. This patient is now in possession
of a potentially lethal dose of the specific opioid.

Given the global scale of the increasing challenges being faced, pharmaceutical
companies are now under increased pressures to: (1) ensure the authenticity and prov-
idence of medications; (2) prevent patient medicine over-prescription, and (3) ensure
that the speed of medication recalls is targeted and fast. For example, the falsified
medicinal directive (FMD) came into force in February 2019 in the European Union.
The FMD is a legal framework which aims to protect the public against tampered,
falsified and counterfeit medicines. Blockchain has been proposed as a technology
which can add additional safe guards in terms of providing security, privacy and
transparency to ensure the provenance of medications along pharmaceutical supply
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chains (Mettler 2016; Apte and Petrovsky 2016). Currently IBM, KMPG, Walmart,
and Merck in collaboration with the FDA agency in the United States are piloting
and evaluating blockchain technology’s ability to enhance food and pharmaceutical
supply chain security. The FDA will trial a shared permissioned blockchain network
built on cloud computing infrastructure in order to track the lifetime history data of
all manufactured medications in real-time.

Pharmaceutical supply chain stakeholders need to act faster and make quicker
identifications of fake goods. Currently, there is a dearth of research which has exam-
ined the extent to which blockchain can assist a pharmaceutical company’s decision
making using real-time data which is stored on the blockchain. Consequently, the
aim of this chapter is to bridge this gap in the extant research, and advance the con-
cept of blockchain vigilant information systems. Consequently, we investigate the
following research question:

How can blockchain vigilant information systems enable pharmaceutical supply
chain stakeholders to make faster decisions to combat counterfeit medications?

This chapter is structured as follows. First, we discuss blockchain and the phar-
maceutical industry. Next we provide an overview of vigilant information systems.
Then we delineate our research approach and discuss how we collected and analysed
our data. Next, we provide an overview of a proposed blockchain vigilant infor-
mation system model that can be applied in the pharmaceutical industry. Finally,
we present our conclusions and research implications. We also outline a number of
future research areas.

2 Theoretical Background

2.1 Blockchain and Pharmaceutical Industry

Blockchain is a distributed ledger technology which underpins Bitcoin. However,
blockchain is a more versatile beast with business use cases which go beyond securing
and enabling cryptocurrencies (Clohessy and Acton 2019). Blockchain can be used
for tracking and proving the provenance of a wide range of digital and non-digital
products (Treiblmaier 2018a). For example, Fishcoin use blockchain to track fish all
along the supply chain from the farm to the table. Also, Ailsa Bay use blockchain
to ensure the provenance of all of their whiskey products from source to store. It
is estimated that up to a third of all global whiskey products are counterfeit. From
fermentation to the store, data is shared on the blockchain so that all supply chain
stakeholders can have a real-time view of the whiskey making process. This real-
time data is visualised via a generative artwork vigilant information system. Further
details with regards to vigilant information systems will be provided in the next
section.

In terms of the pharmaceutical industry, blockchain can also be used to track and
ensure the provenance of medications and combat the use of counterfeit products
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Fig. 1 Pharmaceutical blockchain use case

(Mettler 2016). Blockchain enables pharmaceutical companies to “enable end users
to verify exactly how, where and by whom the product they intend to purchase
has been assembled and made, thereby denying a market for illegal and counterfeit
products... and provides a major advance for excipient supply chains, assisting in
the delivery of unadulterated, source, process and transit verifiable drug product
excipients” (Apte and Petrovsky 2016).

Figure 1 depicts a high-level overview how blockchain could be used in the phar-
maceutical industry from source to store. This figure depicts a number of stake-
holders which include producers (pharmaceutical companies), distributors (logistics
companies) and sellers (pharmacists). Notice how smart contracts and smart inter-
net of things (IoT) devices underpin the provenance process. Smart contracts are
used to remove intermediaries and are used to automate the provenance authentica-
tion process. Smart IoT devices (e.g. sensors, QR codes) are used to monitor and
record every data transaction along the supply chain. However, there is currently a
dearth of research which has examined the manner with which the pharmaceutical
industry could potentially use vigilant information systems underpinned by real-
time blockchain data to enhance their decision making processes when combatting
counterfeit medications.

2.2 Vigilant Information Systems

In an uncertain and cost-minded economy, organisations operating in fast and agile
supply chains, particularly large-volume suppliers, find themselves in a constant bat-
tle to meet the constantly changing demands of customers. In such circumstances,
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vigilant information systems (VIS) are needed to make quick decisions. According
to Houghton et al. (2008) in order for organisations to be effectively vigilant (e.g.
alert) requires their decision making information systems to possess real-time sens-
ing (e.g. detect changes and enhance managerial visibility) and real-time responding
(e.g. capabilities that enable decision makers at each organisational level to execute
effective actions). There are nuanced differences between real-time sensing capabil-
ities and real-time responding capabilities. In terms of the former, organisations can
deploy real time dashboards at specific operational locations within the company in
order to be sufficiently vigilant. With regards to the latter, real-time means that organ-
isational level managers are viewing and receiving synchronised data feeds which
are free of noisy or meaningless data. Figure 2 highlights the differences between
traditional information systems (e.g. the pull method) and VIS (e.g. the push method).

The observe-orient-decide-act (OODA) loop is a useful concept to highlight how
VIS can be designed effectively. The OODA loop concept was first conceptualised
by US Air Force Colonel John Boyd (Curtis and Campbell 2001). This OODA loop is
used by the US Air Force to assess the mental processes of a fighter pilot. John Boyd

Traditional Information Systems
— The Pull Method

Database

Data Querles

Passive Database

Vigilant Information Systems
— The Push Method

Data update
automatically
triggers alert

.ﬂ.

Data

Active Database

Fig. 2 Traditional information systems versus VIS
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first noted how pilots in older aircraft were able to outmanoeuvre pilots in newer
aircraft in an aerial battles conducted at close range (e.g. dogfights). The pilots in
the older aircraft were said to be able to process much faster OODA loops. In this
scenario OODA represented the following:

e Observe: Sense external signals;

e Orient: Assess and interpret those signals;
e Decide: Select the correct combat response;
e Act: Execute the selected response.

This OODA loop concept was adapted by Haeckel and Norton (1993) to create an
iterative learning loop (Fig. 3) that could be used by organisations to create VIS that
possessed the following sense and respond capabilities:

e Sense: See change signals;

e Orient: Interpret the signals;

e Decide: Formulate an appropriate response;
e Act: Execute the selected response.

By analogy, this learning loop contains the four capabilities necessary for organi-
sations to adapt and thrive in uncertain markets: speed, change, variation and real-
time information representation. A good enterprise model should incorporate a VIS
design for systematically changing data models, forecasting models, or procedural
models based on signals received by the organisation in its competitive environment.
This model can prevent organisations from “running learning loops repeatedly over
static information” (Haeckel and Norton 1993). In the 1980s and 1990s, Walmart
and Wrangler used common VIS to communicate data between both companies to

Fig. 3 Enterprise OODA
learning loop

Enterprise
00DA
Loop
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enable faster OODA learning loops. These learning loops resulted in reduced inven-
tory and logistics costs and also reduced the risk of stock outs. Most significantly,
the data models underpinning their common VIS adapted to changing fashion trends
enabling both Walmart and Wrangler to also simultaneously adapt.

Fast forward to 2019 and a company called DeepMind is enabling companies
to integrate artificial intelligent (AI) machine agents into their VIS and decision
making processes. Working hand-in-hand with human decision makers, DeepMind
uses sophisticated machine learning algorithms and neural networks to analyse and
visualise large data sets in order to inform decisions in real-time. In test use cases,
the time taken to make decisions under uncertain and complex conditions has been
substantially reduced in comparison to traditional decision making. Decision making
which is underpinned by AI will facilitate faster OODA loops. Consequently, it
is envisaged that decisions making, which is augmented by Al products such as
DeepMind, will seep into various organisations in the future.

3 Research Approach

We used Crunchbase (www.crunchbase.com) and Angle List (https://angel.co) to
identify specific pharmaceutical, medical and healthcare blockchain applications
and platforms. Our search elicited of total sample of n = 267. Following a process of
elimination (e.g. removal of duplicates, companies focusing solely on crypto services,
brokers, and non-active applications and platforms) we established a final sample
of 50. We adopted a content analysis of online data sources which were available
to the general public (e.g. white papers, case studies, web pages). Consequently,
no anonymity of results applied. Content analysis encompasses the qualitative or
quantitative analysing of verbal, written and visual communication (Cole 1988). It
can be used in an inductive or deductive way. Given that blockchain is an early stage
concept, we used an inductive qualitative content analysis approach. Content analysis
enables researchers to investigate a new phenomenon in order to provide new insights,
knowledge and a representation of facts. Ultimately, the aim of content analysis is
“to attain a condensed and broad description of the phenomenon, and the outcome
of the analysis is concepts or categories describing the phenomenon. Usually the
purpose of those concepts or categories is to build up a model, conceptual system,
conceptual map or categories.” (Elo and Kyngis 2008, p.108). The data was analysed
using a qualitative research approach based on grounded theory (Corbin and Strauss
2008). Grounded theory provides a rigorous inductive approach which is suitable
for dynamic environments (Glaser and Strauss 1967), such as the blockchain and
the pharmaceutical industries. We adhered to the blockchain case study guidelines
as advised by Treiblmaier (2018a, b). Table 1 illustrates ten specific examples of the
50 pharmaceutical blockchain use cases that were analysed.

Table 1 provides an overview of the study’s blockchain use cases, its access
privileges in terms of being permissioned or permissionless, the use cases’ objective
and finally the main value proposition associated with the use case. It should be
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noted that given the embryonic nature of blockchain, our search of pharmaceutical
blockchain products and services only uncovered a small number of actual business
use cases.

4 Data Analysis

In this section, we provide an overview of the grounded theory approach undertaken
as depicted in Fig. 4. All data sources were imported into the qualitative data analysis
software tool NVivo (v.12.1). It should be noted that NVivo does not automatically
code imported data sources. NVivo was used to organise the various categories and
codes that were identified during the first and second order analyses. NVivo supports
different phases of qualitative data analysis.

The data was analysed in several steps. First, we engaged in a process of open
coding which encompassed the identification of preliminary categories. No a priori
coding was used. We also familiarised ourselves with the data prior to the identi-
fication of categories using the various features of NVivo. For example, the query
function was used to ascertain the frequency of specific concepts contained within
the data set. The text search function was used to create word trees to identify the
context in which specific concepts were used. For the second step we developed
the preliminary categories into themes as per the instructions of Corbin and Strauss
(2008). Finally, we used selected coding in order to transform our categories into
a coherent theoretical model. During the process of data collection and analysis,
we reviewed the information systems and pharmaceutical literature to identify the
potential contributions of our findings to the blockchain literature in the pharmaceu-
tical domain. Throughout the coding process we embraced an iterative comparative
method (Glaser and Strauss 1967) whereby all data sources were compared and con-
trasted. Consequently, this process enabled us to consider the diversity of the data

Coherent
Data Collection Data Analysis Findings Theoretical
Model
Procedure: Procedure: P’°“‘j"“"‘; Procedure:
- Review online . | - Open, axial & - Describe themes - Linking identified
e p B
data sources L S selective [ = [ 5| themes
E:‘::;i Results: Results:
Results: A 7 v : i
- Collection of a \:I development Therne_ Emiergant
online data set Theme descriptions coherent
development framework
Literature
review
Results:
- Themes

Fig. 4 Grounded theory research approach
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set. We continued this process until no new categories were being formed and we
reached a point of data saturation. We ensured trustworthiness in terms of credibil-
ity, transferability, dependability and conformability using the guidelines provided
by Lincoln (1995). For instance, in order to address credibility, we used multiple
methods and sources to ensure triangulation of the findings.

5 Discussion of the Emergent Theoretical Model

In this section, we present and discuss the emergent pharmaceutical blockchain vigi-
lant information system (PBVIS) OODA layer model (Fig. 5), illustrating the various
capabilities of each layer for pharmaceutical supply chain stakeholders.

Figure 5 shows a four-layer schematic view of the PBVIS model. Using the
OODA loop core phases, we will describe how the model works from the bottom
up. Starting from the bottom, in Layer 1 raw transactional data comes from various

Fig. 5 Emergent PBVIS
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sources. The data flows into numerous functional applications (e.g. logistics, ERP
systems, quality systems) in Layer 2. This is the sense phase of the OODA loop.
The distributed ledger gateway enables any device with internet access to interact
with the blockchain consortium network. This interoperability capability is a core
feature of the PBVIS model and enhances the speed, ease of use and reliability of
the PBVIS. Next in layer 3 the data platform encompasses business intelligence
and SaaS systems which extract, transform, load (ETL) and analyse supply chain
transactional data. This is the orient phase. The objective of layer 3 is to determine
whether there are anomalies in the supply chain (e.g. counterfeit medications, over
prescription etc.). This transactional data is verified with the data that has been entered
onto the blockchain (e.g. matching of serial numbers). When an anomaly is detected
in the data, an alert is sent to layer 4, the visualisation real-time dashboards layer.
This is the decide and act phase. The ability for layer 4 to tap into the preceding
three layers enables pharmaceutical organisations to make faster decisions than those
organisations who do not have PBVIS models in place. Well-designed dashboards
can assist pharmaceutical organisations to accelerate the OODA loops of supply chain
activities that span multiple processes and departments. It is recommended that these
organisations use real-time 360° visualisation dashboards which are underpinned by
a three-level nested OODA loop structure as depicted in Fig. 6 to visualise and
manage the fast cycles encompassed within dynamic supply chains.
We will now discuss each of the four layers in greater detail.

6 Layer1

6.1 Cloud Computing (Blockchain Resource Provider)

This component describes the cloud computing blockchain resource provider. These
blockchain resource providers enable pharmaceutical organisations to build and host
their own blockchain decentralised applications, functions and smart contracts on
the blockchain while the resource provider manages the complexities of creating
and maintaining the underlying infrastructure (e.g. connected node setup, support
activities). The pharmaceutical business user can then focus on leveraging the ben-
eficial features of blockchain. For instance, the Microsoft Azure Blockchain-as-a-
Service (BaaS) hosts blockchain on Linux servers. The service also uses Ethereum,
Hyperledger Fabric, Quorum, Chain and Corda blockchain frameworks. Each user is
charged on a pay as-you-go basis. There are currently 23 partner solutions available
including Corda, BlockApps, and GoChain. Xbox, 3M, and Insurwave are listed as
Azure BaaS customers. Users can scale their decentralised applications using cloud
computing technologies. An alternative to Microsoft’s BaaS is Dragonchain’s BaaS
for enterprise and developers.
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Fig. 6 Real-time visualisation dashboard OODA nested structure

7 Distributed Ledger

This component comprises the two core elements. First, it entails a cloud-based
blockchain virtual machine (e.g. hosted computer) used for 3rd party digital ledger
stacks and for deploying consensus, networking and database functionality. Second,
itcomprises a fully managed digital ledger (e.g. UTXO adapters). This layer is under-
pinned by smart contracts. Smart contracts are accounts which are not controlled by
humans but are controlled by computer software code/protocols, that enforce the
terms and conditions of a contract without the need for a third-party such as a legal
entity. Digital smart contracts provide superior security, authentication, consensus,
and traceability in comparison to existing traditional legal contracts. Smart contracts
alter the state of the blockchain using conditional logic that enable stakeholders to
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verify and enforce the performance of a contract. This logic instructs the smart con-
tract how to behave. In comparison to traditional accounts smart contract accounts
have several different properties.

Using Ethereum blockchain as an example, we will discuss these properties in
turn:

e Storage: This property is where data relating to the smart contract is stored. This
data, such as numbers, strings and arrays, can relate to a decentralized application
that is being built.

e Balance: This property reflects the amount of Ether that is controlled by a specific
account.

e Raw Machine Code: The code becomes virtually indecipherable once it had been
compacted within the Ethereum code editor.

It is important to note that these smart contract accounts are only specific to one
network. This means that the account cannot be accessed across other networks. This
inability to transfer accounts means that a user must manually extract the raw machine
code from the account and redeploy it as a completely new account on another
network. However, it should be noted that the recent emergence of interoperable
blockchain applications such as Polkadot (https://polkadot.network/) are attempting
to address the aforementioned interoperability issue.

This layer also provides encryption for blockchain transactions and identity
authentication and authorization. Blockchain protocol proprieties (e.g. consensus
algorithms) and the topology for a consortium network and its mapping to information
technology resources in order to support private network activities are also configured
in this layer. Consortium blockchains can be categorized as being semi-decentralised
where consensus participants on the network are a group of pre-defined nodes. This
enables pharmaceutical organisations who implement consortium blockchains to
leverage the features of public blockchains (e.g. Bitcoin) but allow for a greater
degree of control and security of the network.

8 Layer2

8.1 Functional Applications and Distributed Ledger Gateway

This layer provides core services which enables organisations to create new
blockchain applications and to connect to and integrate data flows to proprietary
organisational or third party systems. Functional applications include enterprise
resource planning (ERP) systems, customer relationship management and customer
experience systems and supply chain management systems. For example, IBM has
partnered with Walmart to combine a Hyperledger—based blockchain with Wal-
mart’s ERP system to track multiple shipments of retail products. Combining both
technologies eliminates the need for additional shipping records and information
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while concurrently monitoring for abnormalities along the supply chain in real-time.
SAP’s Collaboration Hub for Life Sciences has also partnered with pharmaceuti-
cal companies to integrate ERP functionality with blockchain to track and trace
medications. The distributed ledger gateway provides interoperability with other
blockchains and third party applications, servers and services. This capability is
known as application-to-blockchain or blockchain-to-blockchain integrations. Dis-
tributed ledger gateways are categorised as device agnostic and are designed on
serverless principles meaning that they can be deployed on cloud platforms and on
traditional locally hosted platforms.

9 Layer3

9.1 Data Platform and Software as a Service (SaaS)

This data platform is concerned with business intelligence and machine learning
capabilities (e.g. auditing, business analytics, rich data services). The Software as
a Service (SaaS) element represents the various user/client terminals such as smart
phones, tablets, PCs, laptops, scanning devices through which end users can read
or write data. For example, many organisations are now complimenting internet
of thing (IoT) devices and networks with blockchain along their supply chains
(Rejeb et al. 2019). In this scenario, the data platform can store physical profiles,
device owner profiles and environmental data. Oracle currently provides sophisti-
cated blockchain cloud IoT enabled supply chain track and trace services for their
clients. For instance, pharmaceutical companies can monitor and track medications
and drugs which require cold storage from the manufacturer all the way to point of
sale. IoT heat sensors provide real-time updates on the temperatures of products all
along the supply chain.

Specific service levels agreements (SLAs) are agreed by all stakeholders via smart
contracts. These smart contracts enable the monitoring of process parameters (e.g.
vibration and temperature thresholds) and the automation of specific processes such
as exception handling (e.g. sales and purchase order matching). Information is shared
in a trusted and secured manner by all supply chain ecosystem partners, Oracle’s
blockchain cloud IoT services can easily integrate and connect with their own pro-
prietary functional applications or 3rd party applications in layer 2 (e.g. ERP systems,
customer experience systems, and supply chain management systems).
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10 Top Tier Layer 4

10.1 Real-Time Visualisation

At this level, blockchain dashboards provide end users with real time 360° view
of all supply chain processes. Key performance indictors (KPIs) are in place to
ensure better planning and control. A well designed blockchain dashboard collects,
organises and visualises an organisation’s significant metrics in real time. Alerts
can also be created to warn of any process parameter violations, bottle necks or the
presence of defective or counterfeit produces. Some blockchain dashboard service
providers provide chatbot functionality to allow end users to retrieve information
and status updates at any given time. The ultimate objective of this layer is to enable
management and supervisors to make quick, effective and collective decisions.

11 Conclusion

11.1 Research Implications

The recent literature suggests that blockchain possesses a multitude of benefits for
adopting organisations (e.g. see Clohessy and Acton 2019). One aspect which has not
been investigated is how blockchain vigilant information systems can create value
for adopting organisations and assist in faster decision making along the supply
chain. Given the impact of counterfeit medications, over prescribing of medications
and the existing slow recall medication process, pharmaceutical supply chains rep-
resent an interesting context with which to examine the aforementioned potential
of blockchain vigilant information systems. Using an interpretive grounded theory
research approach, this study investigates pharmaceutical blockchain use cases. This
research responds to the gap in blockchain research and makes the following contri-
butions. First, it introduces an OODA multi-layer theoretical model (the PBVIS)
that explicates how a pharmaceutical stakeholder could potentially implement a
blockchain vigilant information system. A grounded theory approach provides a
rich lens to understand how organisations can use blockchain vigilant information
systems. Second, this research contributes to the recent call for interdisciplinary
research by converging the research themes of both IS and healthcare informatics
(Smith et al. 2011) and represents a comprehensive view of supply chain manage-
ment (e.g. decision making, the use of new technologies and information systems)
within the pharmaceutical domain.
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11.2 Limitations and Future Research

This study has the following limitations which can be resolved through future
research opportunities. First, it is worth noting the validity and the generalisability of
the PBVIS model. Our study was focused solely on the pharmaceutical industry and
the discovery of patterns for the purpose of theory building. Consequently, it would be
reasonable to assume that the model can be used to guide future research using specific
data collection methods in other industries in order to develop a more formal theory.
Furthermore, longitudinal data would be useful so a better understanding of the bene-
fits, challenges and lessons learnt can emerge. Second, given the embryonic nature of
blockchain technologies, there are a dearth of actual pharmaceutical blockchain use
cases which could be examined. This imposes a number of constraints. For instance,
our selected use cases are located across disparate global locations. Therefore, there
could be salient differences in legal structures and cultural differences with regards
to adopting new technologies. Hence, another research opportunity would be a com-
parative study of how legal factors impact blockchain vigilant information systems
taking into consideration country and cultural differences.
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A Use Case of Blockchain in Healthcare: )
Allergy Card glectie

Rhode Ghislaine Nguewo Ngassam, Roxana Ologeanu-Taddei,
Jorick Lartigau, and Isabelle Bourdon

Abstract Blockchain has often been mentioned in recent years as being a promis-
ing innovation for the healthcare sector in that it can ensure the secure exchange
and traceability of information while respecting the regulatory framework for the
confidentiality and portability of healthcare data. However, concrete cases remain
very rare in the literature, and we investigate relevant use cases applying blockchain
in healthcare. This chapter shows how we design a blockchain-based allergy card to
solve real-life issues that is register, share and trace information about drug allergies.
Therefore, we iteratively use action design research to determine the needs, design
solution, develop the application and evaluate outcomes by involving stakeholders
in the construction and evaluation.

Keywords Private blockchain « Allergy card + Traceability + Security + Healthcare

1 Introduction

In recent years, health information systems have faced several challenges in terms of
accessibility (Omary et al. 2011) privacy and traceability (Cruz-Correia et al. 2013)
of medical information. Indeed, these elements are decisive in the care of patient
because they allow to ensure the continuity of care based on reliable information.
This situation is obvious for drug allergies information whose difficult access and
inaccuracy are very harmful for patients’ care (Demoly et al. 2014). As a result,
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the community of researchers and practitioners in information systems are devel-
oping a greater interest in the design and implementation of digital tools aimed at
optimizing the patient’s care pathway and facilitating the work of healthcare profes-
sionals (Blumenthal and Tavenner 2010). Since, several medical software and appli-
cations projects have emerged. However, these solutions have revealed weaknesses
in terms of adoption (Sligo et al. 2017), regulatory compliance and interoperability
with existing systems (Omary et al. 2011).

Meanwhile, blockchain technology, after being applied to finance, has begun
to attract the interest of researchers and practitioners from other sectors, includ-
ing the healthcare sector, since 2015 (Holbl et al. 2018). Therefore, many papers
from academia and companies have been published to describe the potentialities of
blockchain in healthcare as well as present some use cases tending to demonstrate
that blockchain technology is a boon for all these technological challenges faced
by the healthcare sector. The number of these papers has evolved rapidly, and we
can cluster the content of all these papers into three groups: technical, reports, and
applications (Agbo et al. 2019).

However, the ever-growing number of studies on the use of this technology in
health contrasts with the number of studies related to successful implementation
and evaluation of blockchain-based health solutions to meet the real needs of users
(Agbo et al. 2019) because all these studies are mainly descriptive either of possible
opportunities or of some developed tool (Ho1bl et al. 2018). Evidence suggests that
current blockchain studies in healthcare sector focus more on technological aspect
than on other; while several other aspects such human factors must be also considered,
for the solution to be successful (Sligo et al. 2017). Indeed, numerous studies have
shown that human factors are mainly related to the utility (need-centric i.e. solve real-
life problem) and ease of use (usability). To fill this gap, our study aims to answer
the question:

How to build an effective blockchain-based health solution that deals with real-life
issues?

The main objective of this chapter is to describe the building process of a blockchain-
based allergy card to solve problems identified by allergists. To meet this objective,
we use an action design research methodology to combine theoretical development,
application through use cases and evaluation for improvement. The reminder of
this chapter presents a background on blockchain in healthcare, the problem and
relevance, the methodology, results, implications as well as conclusion and future
directions.

2 Background of Blockchain in Healthcare

When blockchain is discussed in regard to the healthcare sector, several usages are pri-
oritized, including electronic healthcare records, drug/pharmaceutical supply chain
management, remote patient monitoring, biomedical/clinical research and insurance
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claims, among others (Agbo et al. 2019). Some authors go even further and describe
in detail what can be done with this technology. In this sense, Rabah (2017) presents
a list of opportunities for the application of blockchain in the healthcare sector:

Drug traceability. Each transaction between drug manufacturers, wholesalers,
pharmacists and patients can be tracked to verify and secure drug product
information that is important for tackling issues such as counterfeit drugs,
Improvement and authentication of healthcare records and protocols for record
sharing,

Detecting drugs that, by error, do not contain the intended active ingredients they
are meant to and can lead to patient harm,

Smart contracts in which certain rule-based methods are created for patient data
access. Here, permissions can be granted to selected healthcare organizations,
Clinical trials in which fraudulently altering or modifying data from clinical trials
can be eradicated,

Precision medicine through which patients, researchers and healthcare providers
can collaborate to develop individualized care,

Genomics research via access to genetic data secured on blockchain,

Electronic health records,

Nationwide interoperability,

Recall management. One million people are killed each year worldwide from
counterfeit drugs. Better tracking through the supply chain has a significant effect
at the human level,

Prescription drug abuse, which is often made possible by disconnected healthcare
records across hospitals, walk-in clinics, physicians and pharmacies.

Through these use cases, the benefits of blockchain applied in healthcare can

easily be deduced and presented in Table 1.

However, while this technology seems to have several applications in the health-

care sector to make data secure, traceable and portable, Table 2 presents some
challenges and the solutions found in the literature.

Table 1 Key benefits of blockchain in healthcare (Kuo et al. 2017)

Key benefits

Description

Decentralized management

Patients can manage these healthcare records themselves; we can
have real time processes, and data sharing is improved

Immutable audit trail

Data stored in the chain are immutable, enabling the detection of
fraud or simply the accountability of all the users

Data provenance

The signature embedded in each information makes it possible to
trace the source of this information

Robustness/availability

Data are not held by a single institution but can be shared among
several organizations

Security/privacy

The encryption of data that can be decrypted only with a patient
key increases the security of healthcare data
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Table 2 Challenges of blockchain

Challenges Proposed solution in the literature | References

Anonymity Patients grant access to identified | Holbl et al. (2018)
persons or institutions

Security/confidentiality Access control, right granted by Holbl et al. (2018)
patients

Scalability and data management | Data are not stored in the chain Linn and Koo (2016)

but in a data lake (a data
repository enabling the storage of
diverse data types)

In short, the literature is only a reflection of the growing interest in applying
blockchain to healthcare. Paradoxically, it lacks concrete elements to prove the real
need of blockchain for the applications that are mentioned. Similarly, there is a lack
of studies demonstrating implementations in a functional environment (Holbl et al.
2018). The purpose of this chapter is to demonstrate how we have evolved from an
existing need with regard to drug allergies to a blockchain-based solution. Therefore,
we will show how current processes related to drug allergy information sharing will
be impacted and how users will be involved to ensure the relevance of the application.

3 Problem and Relevance

Drug Hypersensitivity Reactions (DHRs) suspicions affect more than 7% of the
general population (Demoly et al. 2014). DHRs can be life-threatening, even fatal,
and may require a prolonged hospitalization, with changes in therapy. Thus, they
represent an important public health problem (Demoly et al. 2014; Gomes et al.
2004). Globally, depending on the clinical history and the culprit drug, about 1 in 5
patients is confirmed to be allergic following allergy testing (Brockow et al. 2016).
Therefore, in most situations, the label of drug allergy determines the therapeutic
choices of the patient (Jones and Como 2003). Drug allergy is believed to be lifelong
in many patients. Thus, a formal allergy work-up should be ideally performed, in
order to confirm or rule out the diagnosis. Indeed, underdiagnosis (under-reporting)
and overdiagnosis (suspicion of allergy, based only on the clinical history alone for
example) lead to misdiagnosis which may affect future therapeutic options and lead
to the use of more-expensive and potentially less-effective drugs (Golden et al. 2011).
If the drug allergy is confirmed, the culprit drug (and potentially cross-reactive drugs)
must be avoided. Re-administration of a drug the patient is allergic to is the most
important risk factor for the recurrence of more severe and life-threatening reactions
(Apter et al. 2004). However, this avoidance is not achieved in all patients (Jones
and Como 2003), accidentally or intentionally. Most “errors” of prescription result
from:
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Ignorance of a patient’s allergy,
Poor documentation (Villamaian et al. 2011),
Lack of knowledge: the treating physician may not be aware that the prescribed
drug is potentially cross-reactive or does not think that the allergy is real. The
lack of knowledge may be caused by (Khalil et al. 2011): (i) failure to collect
relevant information from patients, (ii) patients failing to report their allergy to
physicians, (iii) patients forgetting their allergy, (iv) inability to recognize the
allergy. The latter has been found to cause approximately 12.1% of medication
errors that usually result in adverse drug events (Lesar et al. 1997),

e The re-administration was chosen despite the acknowledgement of the allergy
and after assessing the risk/benefit balance.

On the other hand, it has been proven that even with clear drug allergy delabeling
practices, up to one third of patients (or their prescribing physician) continue to
erroneously report a drug allergy, rendering the delabeling process less effective.
Patients and their care providers need adequate communication and education at
the time of any change in allergy status, including clear documentation guidance.
Actually, a drug allergy can be communicated orally or based on a written document
which should ideally be universal (Khalil et al. 2011). Indeed, such a document
should be available for domestic but also international use and fulfill several criteria:
intuitive, readable, understandable abroad and with generic name of the drug. The
main purposes of an allergy document are mainly related to the safety of patients by
informing them as well as their physicians, the possibility for physicians to treat with
possible alternative medication, the provision of expert information on reliability and
the high lightening of previous life-threatening reactions. In 2016, a task force by the
European Network of Drug Allergy/EAACI Drug Allergy Interest Group (Brockow
et al. 2016) has analyzed the documentation provided by allergy centers in Europe
(see Fig. 1).

This task force emphasized the fact that allergy documentation was not standard-
ized, and that the information could be provided under different forms (allergy card,

Drug allergy documentation in European countries

1. 24 countries provide either a letter with the test results and/or
a copy of the medical records

2. 2 eountries additionally provide standardized form without
details

a, 4 gountries additionally provide standardized form with more
details

4, 2 countries provide a drug allergy alert card or warning in the
health card

5. 4 countries provide a drug allergy passport

Fig.1 Map of allergy documentation in Europe. Adapted from Brockow et al. (2016)
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Fig. 2 Paper documentation of drug allergy. Adapted from Brockow et al. (2016)

allergy passport, medical letter, with or without details). A documentation was issued
and selected by the members of the expert group as a usable drug allergy pass.

Figure 2 presents the selected paper-based documentation that carries information
on patient identity, risky drugs, alternative drugs tolerated by the patient, details on
reactions as well as the signature and stamp of the physician. Actually, this doc-
ument is mainly used after the allergic investigation has been performed, whereas
the information on potential drug allergies (and their grading as “confirmed”, “ruled
out”, “possible or probable”) is also needed beforehand. Usually, before meeting the
allergist, the patients themselves will write a note or will give orally the information
to their care providers or will obtain a letter mentioning the occurrence of the alleged
allergic reaction. Paper documentation can be forgotten or lost, therefore leading to
loss of information. Also, the multitude of information needed but not always essen-
tial cannot all appear on a paper documentation and having it available in electronic
form is the solution. The existing solutions have the following weaknesses:

e Paper-based solutions are not are not sufficient to contain all important information
on drug allergy,

e Therisk of information loss is very high since an oral information can be forgotten
and a paper-based solution such as an allergy card or letter can be easily lost,

e Information is not unified because the documentation depends on the healthcare
professional in charge of the patient,

e Information is not easily exploitable outside the health facility that created it
because patient records are not interoperable.

We rely on the need for a digital card to report and share allergy data after sev-
eral meetings and working sessions with a team of allergists who had identified the
problem described above. Indeed, with the development of information technology-
based approaches, a Digital Allergy Documentation (DAD) could be the appropri-
ate standardized tool involving all the data, in a suitable language. The field of
mobile application grows fast, with the development of healthcare related Apps and
devices whose main purpose is to improve patient care. A DAD would have several
advantages compared to paper documentation (Table 3):

e Itcan be filled by different users (patients, physicians, nurses, any care providers),
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Table 3 Comparison between a DAD and a paper documentation
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Elements

Digital allergic
documentation

Paper documentation

Medical content

Exhaustive memory,
chronologic structure of the
allergy follow-up
Possibility to include a
validation scale (tested and
confirmed/ruled out/ not
tested/possible/probable)
Possibility to provide data on
alternative medication
Possibility to share specific
medical advice (e.g., list of
medications to avoid) and
guidance

Instantaneous information
because the physician should
look for the information of a
specific patient with a digital
tool instead of only look
directly at the paper
presented by the patient
Limited information (due to
the limited size of the
document)

Quality of the medical
content

Same information, shared
according to a clear
chronology, available for
multiple end-readers

lack of information, available
(or not) according to their
addition on the paper support

Availability

Anytime, anywhere,
possibility to avoid data loss
with backups

Only if carried by the patient,
if the paper is lost, the
information is lost as well

Course of the disease

Any additional information is
structured chronologically
and can capture the flow
history of the allergy
follow-up

Adding non-structured
information is possible

e All the information (whether literal or photos which are essential in drug allergy
diagnosis) can be registered and uploaded,
The information is available anytime, in case of emergency,
The information can be standardized,
The contents can follow the recommendations of allergist’ groups.

4 Methodology

Our project focuses on the construction of a blockchain-based mobile application
for the reporting and sharing of allergy information between patients and their vari-
ous healthcare professionals. The main purpose of this project is to use blockchain
technology in a problem-driven user-centric approach. Therefore, we use the method-
ology of action design research to design an application that truly fits the needs of
the final users. Action design research is a method that combines design science
research and the interventions that the researcher or research team propose for the
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* - £
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Fig. 3 Action design research. Adapted from Sein et al. (2011)

project as action research (Sein et al. 2011). In the case of our project, there is a
multidisciplinary team composed of allergists who contribute to the clinical part of
the tool, the company Pikcio, which develops a blockchain technology, and a uni-
versity research team focusing on the information system for needs analysis and
solution modeling. According to the action design research (ADR) principles, our
project follows a three-step (Fig. 3) methodology before formalizing the outcomes
as a mobile application for the reporting and sharing of information about patients’
drug allergies (Sein et al. 2011).

Summarized in Fig. 3, this method shows how we iteratively refine the formulation
of the problem or need, the proposed intervention, the evaluation, and the learning
and its formalization.

4.1 Problem Formulation

In this stage, during many meetings, allergists describe the current operation of
healthcare processes with regard to allergies, especially in France and we analyze
this process to identify problems. Indeed, when an adverse drug reaction occurs, the
patient can either keep the information to communicate it orally during his or her
next care episode or directly report it to a physician. The physician can either directly
consider the information as given by the patient or examine him or her to ensure
consistency and the possibility of an allergy. The physician can then either record the
information in the patient’s file, draw up an allergy card or recommend the patient to
an allergist for extensive testing. Note, the allergist can be directly contacted by the
patient him or herself to schedule allergy testing. The allergist can either report the
test results in the patient’s file or establish an allergy card. Regardless of the situation,
the information on the allergy, when it exists, must be communicated to prevent the
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administration of risky drugs to the patient (Brockow et al. 2016). The riskiest part
of this process is the management of a patient when he or she is unconscious by a
physician who does not hold information about his or her allergy history.

4.2 Reflection and Learning

The second stage allows us to think about different strategies and actions to address
the identified problems and, in some cases, return to the previous step. Several authors
have built a decision-making process around whether to use the blockchain (Pedersen
etal. 2019; Wiist and Gervais 2018). Based on the model proposed by Pedersen et al.
(2019) in Fig. 4, we design a decision process for the use of blockchain, and the type
of blockchain to use. We have further matched this process with our project related to
the use of blockchain technology to ensure the decentralized management of allergy
information, the availability of the data and the secure exchange of this information.

Each number in this figure representing a step in the decision process, we explain
them successively below by drawing a parallel with our case.

1. As we have many actors who are potential sources of information, there is a need
for a common decentralized database to make it possible to save the entire audit
trail of information, regardless of who is the author,

2. The parties affected by the information on allergies are patients; healthcare
professionals, such as general physicians, specialists, pharmacists; and clinical
research organizations,

3. Patients tend to abuse the term allergy by claiming to have an allergy following
any adverse drug reaction. Similarly, physicians are divided between the obli-
gation to take into account the information given by the patient (which is often
not validated) and their forensic responsibility in case of medical errors. In this
way, it can be said that while for patients the verifiability of the information is
not of great importance, for physicians, it is very important, as their care strategy
is strongly impacted,

4. There is no need for a trusted third party to manage this information because
currently, there is no organization responsible for the validation of allergies. The
only validators are physicians themselves who report the validated information
in a paper document for the patient and/or in the internal file of the patient in
the hospital. The aim is therefore to strengthen this existing data exchange struc-
ture that is made from physician to patient and vice versa. Moreover, interna-
tional allergy organizations recommend to build patient-centric tools with patient
empowerment over their health information,

5. The information coming from the patient has the value of only declared infor-
mation, yet the physician has additional functionality allowing him to validate
the information. Access levels are therefore different depending on the profile of
the user,
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Fig. 4 A ten-step decision path for the choice of blockchain. Adapted from Pedersen et al. (2019)

6. Transaction stability is ensured because the registration, validation, and sharing
of information about allergies are fairly defined processes,

7. The need to access information and chronologically organize allergy informa-
tion and the importance of the source of information make an immutable log

indispensable.

8. (9) and (10) are related to blockchain permission levels (e.g. private or public).
The sensitivity of healthcare information makes it necessary to use a permissioned
blockchain with interorganizational consensus.
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Fig. 5 PikcioChain main components

After concluding the need for blockchain technology in our project, we analyze
the private blockchain that underlies our application. Indeed, we use a permissioned
blockchain named PikcioChain in this project whose structure is displayed in Fig. 5.

PikcioChain achieves privacy by design in that it has been designed as a network
addressing privacy from the very beginning (Lartigau et al. 2018). Privacy from
centralized omniscient entities is achieved with the adoption of a decentralized P2P
(peer to peer) approach. Privacy from malicious users is achieved with communi-
cation obfuscation through anonymous routing techniques such as matryoshka, data
confidentiality through the use of encryption, and profile integrity through certified
identifiers.

Indeed, most P2P networks suffer from a privacy problem that is due to the scheme
itself. Since all the services interplaying among participants are executed in direct
lines, tracing communications by very simple means would disclose the communica-
tion relationships in the network. When a blockchain is permissioned, for example,
because of the legal requirements or the sensitivity of data, the addresses of miners and
ledger hosts represent sensitive information, especially regarding network attacks.
The adoption of anonymous communication techniques seems to be an obvious step
towards the security objective of protecting trust links from community members.
However, such anonymous communication techniques should be in line with the
design principle of trust. Therefore, an individual node chooses his trusted contacts
to act as intermediaries for the exchange of data, thus forming a concentric ring. Fur-
ther rings are built through similar trust relationships, without requiring nodes on the
same ring to have trust relationships with one another and without requiring the tran-
sitivity of trust. Data requests are then addressed to the nodes in the outermost ring
and are forwarded to the nodes in the first ring along hop-by-hop trusted links. Data
are served by nodes in the innermost ring, and replies are sent back along the same
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paths. PikcioChain thus consists of the collection of concentric layers of peer nodes
organized around each individual person or business to ensure data storage and com-
munication privacy. The P2P substrate of PikcioChain is a DHT similar to Kademlia
(KAD) (Maymounkov and Mazieres 2002) in charge of storing and retrieving the
entry point references of all the nodes’ Matryoshkas (individuals’ trusted pathway
consisting of trusted nodes).

The security and privacy of the system might be compromised if malicious entities
were able to impersonate legitimate ones. Malicious entities would then be able to
intrude into the rings surrounding a target victim and derive the trust relationship we
aim to protect. As a consequence, a mechanism ensuring individual authentication
has been used. In PikcioChain, a trusted identification service (TIS) that does not take
part in the network itself provides individuals with unambiguous certified identifiers
associated with their real identities. Such a TIS does not conflict with the purpose
of decentralization, as it can be implemented in a decentralized fashion. The TIS
is not involved in any communication or data management operation among the
participants, is contacted only once, and can be provided off-line. Finally, classical
encryption techniques have been adopted to ensure data confidentiality and data
integrity.

In addition to the detailed description of PikcioChain above, we have looked at
this specific technique of blockchain compared to other existing ones on the market,
and the table below explains the differences based on specific characteristics. Indeed,
one of the marked advantages of PikcioChain for our application is the fact that it
enables the certification of the users’ identities, which is the first step towards true
data security.

Several criteria are often used in the literature to describe the technical character-
istics of a blockchain:

e The type: this characteristic defines whether a blockchain is public, private or
permissioned,
Block production time that defines the duration needed to close or validate a block,
The duration of a transaction,
The level of security.

Based on Hyperledger, Pikciochain differs from other blockchains on the market
mainly in terms of identity management and the peer to peer approach. The rest
of the comparison between Pikciochain and popular blockchains, such as bitcoin,
Ethereum and Hyperledger, is described in Table 4 according to criteria listed above.

4.3 Building, Intervention and Evaluation

Based on the shortcomings of the existing tools for the reporting of drug allergies and
based on the reflections carried out in the previous steps to clarify the problem and
develop a clear strategy to remedy it, we have approached the intervention stage with
the proposal of functional specifications. These specifications were discussed during
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Table 4 Comparison of blockchains

Criteria PikcioChain | Bitcoin | Ethereum Hyperledger

Type Permissioned | Public | Permissioned/public | Permissioned/public
Block production 15s 10min | 15s Transaction time
time

Transaction per 200 7 17 3000

second

several exchanges among the different actors of the project before being validated.
These exchanges took place between the allergists, the university research team in
information systems and the company Pikcio, they consisted in sessions of work
around specifications, analysis and mockups.

In terms of evaluation, we achieved usability evaluation with users. Indeed, usabil-
ity, which is often called user experience by some authors (Albert and Tullis 2013),
must be taken into account throughout the project cycle to avoid the extra costs of
redeveloping new interfaces (Virzi 1992). During this project, one of the goals was
to iteratively improve the interfaces of the application. Therefore, we undertook the
evaluation of usability to identify potential errors or difficulties that users will face
when they navigate the application. Heuristic evaluations of user interfaces (Scapin
and Bastien 1997) and user tests (Bangor et al. 2008) are important and will be used
in this project. However, at the mockup stage, we only conducted user tests with
patients and physicians. All interviews were recorded and transcribed (Interview
guide in the appendix). We interviewed approximately twenty (20) users, includ-
ing five (5) physicians and fifteen (15) patients. We use content analysis method to
analyze the outcomes and we clustered all the interviews in topics.

5 Results

The current process described above with regards to drug allergies shows that there
are several actors who are potential sources of allergy information, and they must
share information with each other to ensure patient safety. It can also be noted that,
depending on the actor who reports the allergy, the rest of the process can be different.
Starting from this process, we first present the problems identified before presenting
the stages of reflection, building and evaluation that followed.

5.1 Problem Formulation

We can summarize the needs using three core topics based on elements related to the
current process described above:
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Table 5 From need to blockchain-based solution

Needs and requirements Key benefits of PikcioChain
Empower every user Decentralized management
Reliably access information when necessary P2P transactions
Distinction between self-reported allergy and Data certification

validated allergy

Patient and healthcare professional identification | Identity management
and forensic responsibility and audit trail

Data security Permissioned blockchain, privacy by design

e Availability of data; at this level, it is important to keep in mind that the information
can be emitted by any actor,
Support of data with enough details,
Process of sharing data among actors,

Since we have a problem-driven approach, Table 5 describes how the character-
istics of PikcioChain meet the identified needs.

5.2 Reflection and Learning

Based on these needs and requirements, we have identified the following specifica-
tions distinguished by user’s profile (see Table 6).

Therefore, these specifications lead us to conduct the analysis using Unified Mod-
elling Language (UML). We designed the use case, class and sequence diagram as
displayed in Figs. 6 and 7.

Figure 6 shows the structure of data that underlines the application. Therefore, it
involves different classes to manage users, feedback, account management by trusted
third parties and calendar management.

Figure 7 describes the use case of the declaration and validation of an allergy.
The declaration consists in the recording of a new reaction and can involve any
user, whether he or she is a patient or a physician. The validation part involves
only physicians. Depending on whether there are test results, the information on the
allergy will have a status “Declarative” or “self-reported”. But before any action, the
user must be authenticated.

5.3 Building and Evaluation

After the analysis phase, we designed interactive mockups with the software Bal-
samiq cloud (https://balsamiq.cloud). These mockups can show the appearance and
content of each page and the general plan of the application. As a result, we were
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User profile

Use cases/scenarios

Description

Patient

Sign up/sign in

The patient is welcomed on his or her
first use of the application by an
identification form that is partially
filled automatically after loading his or
her identity document. This document
is also used to certify the patient’s
identity and to recognize him or her in
case of reidentification following the
forgetting of his or her access codes.
After signing up, the patient can sign
in with a login and a password

Report an allergy

At any time, the patient can report a
reaction to a drug by specifying the
elements such as date, the reaction
time after taking the drug, and the type
of reaction, and in the case of a
cutaneous reaction, he or she has the
choice between several images and the
ability to load an image of his or her
reaction

Check his or her allergy information

Whether he or she is the author or not,
the patient has access to the allergy
information history. He or she can then
consult, for example, the information
added by physicians

Grant access to identified healthcare
professionals

The patient is the one who holds his or
her allergy information on his or her
device, and, if necessary, he or she can
give access to a physician. There can
be a case in which the patient responds
to a request sent by a physician and
another case in which he or she
spontaneously seeks a physician to
whom he or she assigns access rights,
for example, on the eve of an
appointment

Choose trusted third parties to manage
his or her account in case of emergency

Unconscious patients cannot manage
their file to grant access to a physician,
for example. In these cases, the patient
is given the opportunity to choose
trusted third parties who will be able
to manage his or her file

Manage trusted third-party account

Each patient has the opportunity to be
the trusted third party of another
patient

(continued)
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User profile

Use cases/scenarios

Description

Physician

Sign up/sign in

At his or her first visit, the physician
must complete an identification form.
Physician’s identity information are
validated with the national directory of
physicians

Send an access request to a patient

To access the patient’s records,
normally, the physician must send a
request that the patient can either
refuse or accept. If accepted, the data
are exchanged between the patient’s
device and the physician’s device
without going through a centralized
server

Check detailed information about
patients’ allergies

For effective patient management, the
physician, when given permission, has
access to detailed information about
the patient’s allergy record

Report a patient’s allergy

The physician can report a reaction to
the medication if he or she has access
to the patient’s file

Validate allergy information reported
by a patient

Each physician has the opportunity to
validate allergy information either
based on the history of the patient or
different types of test. He or she will
then mention if the patient truly has an
allergy or not by specifying the
validation process used

Access the patient file without prior
authorization in case of emergency

In the case of a patient’s
unconsciousness, the law provides for
the solutions of trusted third parties
and emergency access by the physician
without waiting for authorization,
provided that this access is truly
justified by an emergency

able to represent exactly how each user could navigate the application for each use
case stated earlier in this chapter. The interactive mockups allowed us to put the links
behind each button to simulate the functioning of the real application. According to
usability best practices, we based our mockups on the interfaces of popular appli-
cations such as Instagram. Figure 8 presents some of these mockups for the patient
registration process with all the buttons that are active so that the process can be
executed.

In addition, these mockups enabled us to initiate the first usability evaluations.
At the same time as the usability evaluations with users (patients and physicians),
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Fig. 6 Class diagram

we also initiated a qualitative study to ensure the clarity of the purpose, the different
functionalities and the page contents of the application.

We performed a content analysis of the interview data that we synthesized in
Table 7.

As a result, we have an application and a new process in the event of a drug
hypersensitivity reaction. The menu of the application on the patient side is composed
of tabs: allergy, healthcare professionals, messaging, agenda and trusted third party,
as shown in Fig. 9.

On the professional side, there are tabs that include patient, other professional
and the agenda, as shown in Fig. 10.

Regardless of the user profile concerned, the default homepage is a newsfeed
of the different activities on the account. The process always implies that both the
patient and the physician can rearrange allergy information but this time on a device
that will allow complete traceability and the logging of all modifications. In this
way, the application records the list of allergies as well as details related to each
allergy. All changes regarding an allergy are also visibly recorded with the most
recent information. The following figures present some visuals of the application in
its current state of development.

Figure 11 is the page listing the allergies of a patient with a color code to distinguish
the levels of validation of the information. Figure 12 presents the details page for an
allergy with a history of the various changes that have occurred.
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Fig. 7 Sequence diagram (declaration and validation of an allergy)

6 Implications

This project proposes the modeling and evaluation of the blockchain-based solution
(PikcioChain) for the case of an allergy card using a problem-driven and user-centric
approach, thus producing proofs of concepts and interesting axes of deployment for
a solution that still seems to be missing in Europe.
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Fig. 8 Mockups for the sign up process

In addition, this chapter contributes to the blockchain literature, more specifically
in healthcare by providing a real-life use case, built to solve real-life issues and
involving stakeholder participation in both construction (allergists) and in the field
of healthcare. Evaluation (patients and Physicians). Concretely, this application will
empower patients in the management of their allergies. Patients can easily report
suspicions and allergies, enable their physician to directly validate this information
in the application and share this information when necessary by granting access to
identified users. In this way, it will be possible to have a complete audit trail of
information about drug allergies. Physicians will have quick access to their patients’
allergy information with details on the level of validation.

7 Discussion

The solution that we have presented changes how allergy information management
aims to enable an immediate report after a reaction, as well as the ability to easily
share information with his or her physicians. From the point of view of physician,
the solution allows easy access to detailed and chronological information on of their
patients’ allergies with the possibility of knowing the owner and the level of relevance
of the information (Matricardi et al. 2019). The permissioned blockchain technology
and the P2P approach used for data exchange ensure transparency in the system while
respecting the confidentiality of patients’ personal information. This feature is com-
pliant with GDPR (General Data Protection Regulation) requirements and allows
every information owner to delete his/her information when wanted (De Hert et al.
2018). In addition, the careful analysis of the components of our solution reveals
the importance of user’s identification. Actually, identities are first and foremost, a
support for the problem of traceability that the application aims to solve in the sense
that they make it possible to ensure that we deal with the right person. Second, user
identities are important in the implementation of interoperability, which seems to be
a major requirement of health information systems (Sligo et al. 2017). However, our
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Table 7 Interviews analysis
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Topics

Patients

Physicians

Purpose of the application

The first part of the questions
about the purpose of the
application was intended to
understand whether patients
had an understanding of what
an allergy card is for. Two main
profiles of patients emerged:
those who currently suffer or
have already suffered reactions
to a drug and have an allergy
card and those who have no
idea of what an allergy card is.
The first group of patients had a
clear vision of what they expect
of an allergy card as “a tool to
report the allergies of a patient”
After reviewing the mockups,
some noted that it is good for
patients to report information
directly after a reaction, even at
the risk of forgetting events at
their physician’s appointment

The interviewed physicians see
an allergy card as a way to
access a patient’s allergy
history to avoid administering
high-risk drugs to patients.
Some physicians have even
reported having already
experienced situations where,
without knowing it, they have
administered risky drugs to
their patients, which has caused
violent reactions

Contents It would be good to allow the Regarding the content of the
patient to actually describe the | application, the physicians
circumstances surrounding his | interviewed found some patient
or her reaction to give the most | identity information useless
details to the physician such as information related to

social security number. They
also wished to have access to
information sources to make it
possible to obtain additional
information if necessary, for
example, by directly contacting
this source

Interoperability Patients who participated in the | The interoperability aspect was

study were skeptical about
building an application
detached from the electronic
medical records currently used,
as they stated that it is better to
have all their healthcare data in
the same platform

also important for the
physicians since most of them
want to access patient’s allergy
information directly from their
medical software
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solution uses third-party services to validate user identities; these services also use
centralized data structures. This feature may raise questions about the integrity of
the identification data at the input. The highest risk in this situation of uncertainty
concerns the identities thieves of physicians. Indeed, once the identification is car-
ried out, the application save users logs (complete audit trail of their activity). The
solution is the feature of access management that enable patients to grant access to
only identified physicians, which still significantly limits impunity identities thieves.
Concerning the accessibility of information, we relied on a mobile application tak-
ing into account the high adoption rate of smartphones in Europe and worldwide
as well as recommendations of the World Health Organization concerning mobile
applications for the management of drug allergies (Matricardi et al. 2019).

8 Conclusion and Further Developments

Throughout this chapter, we described how we used the action research design to
develop a mobile allergy card application that allows the reporting, sharing and
traceability of drug allergy information. The problem has been identified by allergists
and clarified and resolved by an interdisciplinary team to target the real needs of
users and respond effectively. Our approach is user-centered because, at each step,
user assessments are carried out to ensure that the tool meets their expectations and
that problems are solved. We then plan to perform other large-scale usability and
quality assessments to improve the interfaces and the content of the application and
thus make it easier for users to get started with the tool. Similarly, a clinical study
will be conducted to evaluate the impact of the application on the well-being of
patients. In addition to the existing functionalities, we plan to add the possibility for
patients to agree to anonymously share their data for clinical research. This will have
the advantage, in addition to advancing science, of providing a clearer idea of the
prevalence of drug allergies through statistical studies.

Appendix. Semi-Directive Interview

1. Context

What do you know about allergy card?

What do know about applications in healthcare? Have you ever used them? What
did you think?

What do you think of the principle and the usefulness of Digital allergy
documentation?
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2. Ergonomics

What do you think about the interfaces of the application?
Is it simple or are there any difficulties in use? (intuitive use?).

3. Content

Atre the fields to be filled understandable?
Are the different textual contents understandable
Would you like to add or remove any information?

4. Usage

Would you like to use it? Why? How?
Do you have anything to add?
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International Exchange of Financial )
Information on Distributed Ledgers: glectie
Outlook and Design Blueprint

Marco Crepaldi

Abstract The international fiscal system is made by multiple entities that are strug-
gling to establish sound mechanisms for co-operation. Policy initiatives are currently
aiming at strengthening the information sharing of financial information for tax pur-
poses across jurisdictions. In this work, I outline the legal landscape for the exchange
of information and establish four desirable principles to which information exchange
should adhere. Then, I argue that distributed ledger technology appears well-suited
to address some of the challenges related to the exchange of financial information. I
explore possible designs and lay the foundation for future discussion.

Keywords International taxation * Information exchange - Common reporting
schema + XML - Distributed ledgers - DLT - SDR

1 Introduction

The technological innovation of blockchains and distributed ledger technology
(henceforth, also DLT) is likely to impact the international fiscal system. It is likely
that some of the properties of DLT would improve the existing paradigm by enabling
reporting entities and regulators, as well as taxpayers, to share and access informa-
tion on a single, distributed system. The benefits of DLT with regard to the exchange
of information relate to critical attributes of the technology such as the maintenance
of a single source of information, difficulty to tamper with information stored in the
ledger as well as the possibility to trace the entire history of each entry. Moreover,
DLT enables the verification of the time and order of events among adverse parties,
this characteristic is appealing form the legal perspective where the verification of
events plays a crucial role. Lastly, adopting a distributed ledger architecture may
increase the reliability of complicated legal arrangements that establish the interna-
tional exchange of financial information. When it comes to tax law and technology,
scholars focus on three aspects. First, how tax law reacts to technological change,
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second, how taw law stimulates technological change, and, third, how tax admin-
istrations react or make use of technology (Cockfield 2017a, b). This contribution
focuses on the last aspect. I investigate how tax administrations may leverage DLT
at the international level.

Blockchain technologies—a species of the genus of DLT widely used in cryp-
tocurrency projects—have been examined in the context of tax-related issues, mostly
because of the properties outlined above (Vishnevsky and Chekina 2018). Proposals
have been put forward to use the technology to prevent VAT fraud (Ainsworth and
Alwohaibi 2017; Ainsworth and Shact 2016; Ainsworth and Musaad 2017); to shift
the current paradigm from one based on the comparison of income and costs for the
reporting period to a system based on the real-time accounting of income and costs
(Vishnevsky and Chekina 2018), and to disrupt the payroll taxation area (Ainsworth
and Viitasaari 2017). In this work, I focus on the issue of the exchange of financial
information among tax authorities and financial institutions and on how the current
state of affairs may benefit from DLT.

The exchange of information between national tax authorities has emerged as
a central issue in the international policy debate. Tax policy, moreover, has been
identified as a significant contributor to poverty and income inequality, arguably, two
of the most pressing issues of current times, according to report UN Doc. A/69/297
of the United Nations Special Rapporteur for Extreme Poverty and Human rights.
Several high-profile initiatives have been established in recent years to improve the
exchange of information between jurisdictions (EolI). The prominence of Eol is likely
due to the practical failure in the coordination of tax rates and policies (Bradbury
and O’Reilly 2018; Keen and Ligthart 2006a, b).

Additionally, the rise of the digital economy has aggravated the issues of inter-
national taxation by allowing companies to exploit loopholes present in the cur-
rent global framework, think, for example to the hybrid mismatches, i.e. arrange-
ments exploiting differences in the tax treatment of instruments, entities, or transfers
between two or more countries (Cockfield 2001, 2017a, b). This chapter proposes
to use a distributed ledger data structure as the infrastructure for the Eol among tax
authorities and reporting entities.

The argument is presented in the following structure. The next section provides
a primer on the Eol by analyzing recent initiatives and establishing the scope of
the problem before outlining the basic principles that ought to drive the design of
an information-sharing infrastructure for financial data. Later it will be argued why
a DLT-based system could be beneficial for the cross-border exchange of informa-
tion. Then, different architectural choices proposed in the context of DLT will be
examined; suggestions on which designs appear best suited for the international tax
domain will be offered. The last section concludes.



International Exchange of Financial Information on Distributed ... 97

2 Exchange of Financial Information: A Primer

This section provides the necessary notions to understand the issue of financial infor-
mation exchange from the legal perspective. The complexity of the matter has been
subject to some simplification due to the nature of this contribution. A necessary
condition for any Eol to occur is the presence of a valid legal instrument. There are
three types of Eol: upon request, automatic, and spontaneous (Keen and Ligthart
2006a). In recent years, there has been a considerable shift from the Eol on request
to the automatic exchange, or AEol.

The modern Eol system traces back to the initiative of the League of Nations in
the post-World War I with the recommendation of the adoption of bilateral tax treaty
provisions to lay the legal basis for the Eol. Such a recommendation evolved into the
OECD model tax treaty (1963). Bilateral instruments are by far the most widespread
ones, at the time of writing, over 3,000 bilateral agreements that contain an Eol
provision based upon art. 26—rubricated exchange of information—of the model
treaty have been signed (OECD 2017a). Other bilateral instruments are information
exchange treaties, for example, the treaty between the U.S. and Barbados signed in
1984. In this case, countries enter an agreement with the principal and often the sole
purpose of exchanging financial information. Bilateral agreements are not the only
legal instrument that countries use to establish the exchange or to gather information
about taxpayers; there are also unilateral and multilateral instruments. The proposed
DLT-based infrastructure does not depend on the type of the instrument, but it appears
that multilateralism is the best option.

If a single country enacts legislation to gather information from entities outside of
its jurisdiction, such legislation is a unilateral instrument that triggers the exchange.
The most prominent example of this approach is the Foreign Account Tax Compliance
Act (FACTA) passed by the U.S. Congress in 2010 and entered into force since 2013.
Unilateral legal instruments establishing an Eol are not widely diffused since they are
reserved to prominent players in the global landscape and do not appear to promote
co-operation as much as both bilateral and multilateral approaches. From the present
perspective, a DLT infrastructure makes little sense in the context of unilateralism.

The third, and final, class of legal instruments to establish the Eol is multilateral.
Due to the relatively high cost of negotiating a bilateral agreement and difficulties in
addressing the so-called third country problem, several multilateral agreements have
been established (Keen 2008). The third country problem refers to the circumstance
that not all countries are part of a unified information sharing agreement, so that,
a country external to the agreement may provide an opportunity to invest without
declaring the proceeds. Of particular relevance is the directive on administrative
co-operation adopted by the Council of Europe in 2011 (Directive 77/799/EEC)
that establishes, in section II, the mandatory automatic exchange of information
among the Member States regarding a plethora of financial information. Beyond
the European context, a significant multilateral instrument is the Convention on
Mutual Administrative Assistance in Tax Matters (onward, also, the Convention)
developed jointly by the OECD and the Council of Europe (OECD and Europe
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2011). The Convention is a comprehensive multilateral instrument for all forms of
tax co-operation among fiscal authorities. At the time of writing 129 jurisdictions
have taken part in The Convention. The OECD also established the Country-by-
Country Reporting under action 13 of the G20 Base Erosion and Profit Shifting
Project (BEPS). This instrument requires countries to mandate that multinational
enterprises submit a report (so-called CbC Report) to allow national tax authorities
to share automatically key indicators (such as profits, taxes paid, employees and
assets of each subsidiary) between each other. The OECD also developed technical
standards to facilitate the exchange of information.

The G20 has endorsed the Common Reporting Standard (CRS), developed within
the Global Forum on Transparency and Exchange of Information for Tax Purposes
in 2013 as the technical backbone of the Eol going forward. At the time of writing,
there are close to 4000 exchange relationships committed to using the CRS. Due to
its technical nature, the CRS can be established by different legal instruments. For
example, the CRS is covered under art. 6 of The Convention by the establishment
of the CRS Multilateral Competent Authority Agreement (the CRS MCAA). The
CRS aims at providing more structured information to enable tax authorities to make
use of it and enable data analytics. The present work investigates the opportunity
of combining the CRS with DLT to foster co-operation among countries and enable
new possibilities in the domain of international taxation. To do so, a brief exposition
of the CRS is in order.

2.1 The Common Reporting Standard

The CRS sets out the financial account information to be exchanged, the types of
accounts and taxpayers covered, and the due diligence procedures to be performed
by financial institutions. While financial institutions are the source of information,
it is envisioned that tax authorities will share such information according to the
international legal framework under which the exchange is established. The standard
consists of four parts: a model competent authority agreement (CAA), the CRS, the
commentaries on the CAA and the CRS, and the XML schema (OECD 2017b).

The CRS establishes the information that financial institutions are required to
report to national fiscal authorities, such information includes but is not limited to
name, address, jurisdiction(s) of residence, taxpayer identification number (TIN),
account(s) numbers, amounts at the last day of the calendar year and so on. The CRS
is aimed at individual taxpayers and contains a broad range of financial information
that reporting institutions must exchange automatically with fiscal authorities. For
example, if a taxpayer resident in country A opens an account with the financial
institution X, established in country B, X will inform country B which later will
exchange the information with country A. In this simple example, the information is
shared cross-border among three different entities.

The more technical side of the CRS is the XML schema. It heavily borrows from
the FACTA schema and, hence, suffers some of the same issues (Bean and Wright
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2014). The schema is intended to make the information computable with the use of
an ad-hoc extensible mark-up language. Any tags can be created along with their
description and permitted uses so that instructions on how to process information
are included in the standard. An example of the resulting data structure is provided
in Fig. 1.

While there are several problems with this data structure ranging from translation,
disambiguation, and imprecise categories it suffices to note how the XML attempts
to encode the data that financial institutions share with tax authorities. Interestingly,
the XML schema could be used to model transactions within a DLT-based system.

Lastly, the CAA establishes the principles under which the Eol must occur. While
specific implementations of the CAA might differ in some respects, the core tenets are
the following. In the preamble, the CAA generally assumes that jurisdictions have in
place “the infrastructure for an effective exchange relationship (including established
processes for ensuring timely, accurate, and confidential information exchanges,
effective and reliable communications, and capabilities to promptly resolve questions
and concerns about exchange or request for exchanges and to administer the pro-
vision of Sect. 4 [Collaboration on Compliance and Enforcement]” (OECD 2017b,
p. 224). Section 5 goes into more details stating that “[a]ll information exchanged is
subject to the confidentiality rules and other safeguards provided for in the Conven-
tion/Instrument [...] to the extent needed to ensure the necessary level of protection
of personal data” (OECD 2017b, p. 228). From Sect. 5, it is possible to extract two
critical principles for the Eol, namely, confidentiality and data protection. In gen-
eral, the CAA remains somewhat vague about the requirements on an effective Eol;
however, the literature on the subject has identified several principles that should be
pursued when exchanging financial information. The next section, then, discusses
what makes a good Eol system.

2.2 How Should Countries Exchange Tax Information?

The challenges in implementing an efficient system to exchange tax information are
significant. Not all of the following principles are explicitly mentioned in the various
legal instruments that establish the exchange, yet these principles appear necessary
toward a more transparent global financial system (Cockfield 2017a, b). The goal of
this section is to highlight key design objectives before evaluating if a DLT system
is suited to achieve them. A central issue in the Eol concerns the quality of the
information exchanged. In this case, quantity does not necessarily lead to quality
(ibidem). Tax authorities might be overwhelmed by the sheer quantity of data so that
the real issue is whether the receiving country can make use of the information (Keen
and Ligthart 2006a). A corollary of information quality is temporality. That is, the
information exchange should occur readily and reflect the actual financial reality to
avoid both false positives and negatives.

A second principle is taxpayer privacy. Taxpayers’ information is one of the
most sensitive forms of personal data as it can provide granular information of an
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individual’s behavior and identity. Consequently, taxpayers’ data protection concerns
might justify an injunction to stop the exchange of information to a country that
does not implement adequate safeguards. This issue is particularly relevant when
countries might misuse financial information for political reasons, thereby potentially
infringing on an individual’s human rights (Flora 2017). The third principle is data
security. The Eol of bulk taxpayers’ data represents a significant concern from the
perspective of security. More precisely, several attack vectors might be possible when
the exchange occurs with little regard to security standards. For example, the IRS
suffers from one million weekly attempts to hack its information technology systems
(Johnson 2016). The recent hack of the Bulgarian NRA tax agency reported by the
Guardian that exposed the financial information of nearly 7 million people is another
case in point.! Bad security practices from one single country might endanger the
information of foreign taxpayers in the case of Eol. Data security appears to be
especially challenging to achieve in this context as there is no standard infrastructure
for both storage and transfer of the information. Therefore, data security hinges on the
single state’s resources and capabilities, which, of course, are unevenly distributed.
Hence, states can be considered as single points of failure.

The last main principle that an effective Eol system should have is data traceabil-
ity. While this aspect does not seem to have received much attention in the litera-
ture, it may have a significant impact on taxpayers’ rights. More precisely, knowing
where and by which entities the information originated and each subsequent trans-
fer might strengthen taxpayers’ protection. Further, the traceability of information
might prevent tampering. Arguably, the successful implementation of the principle
of data traceability would increase trust in the system itself by enabling effective
auditing procedures and making each transmitting entity accountable. The princi-
ples are arguably at the core of an effective system for the exchange of financial
data. They all demand a multidisciplinary approach and, require thinking about the
available technical solutions. It does not seem enough to require that countries have
“the infrastructure for an effective relationship” when it comes to the AEol. On this
basis, policy initiatives might consider evaluating specific technological means to
achieve an effective and desirable Eol. On this basis, the next section examines if
DLT can achieve the principles outlined above and, perhaps, even change the current
paradigm.

3 Distributed Ledger Technology and the EOI

DLT gained prominence in the context of cryptocurrencies after the launch of Bitcoin
in 2008 (Nakamoto 2008). The recent Libra project spearheaded by Facebook Inc.
has contributed to the growing popularity of cryptocurrencies by bringing them to
the spotlight. For our purpose, it is important to note that Bitcoin proved how a

Thttps://www.theguardian.com/world/2019/jul/18/wizard-hacker-charged-after-financial-records-
of-nearly-every-bulgarian-exposed.
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particular kind of replicated database—the blockchain—enables parties to exchange
unique strings of code without a centralized third-party (Narayanan et al. 2016).
While it is fair to argue that Bitcoin’s design was mostly aimed at addressing the
double-spending problem and at achieving Byzantine fault tolerance in a distributed
environment, the resulting data structure has interesting properties that go beyond
‘electronic cash.” The relevant properties of this data structure for this study will
be discussed later. The blockchain is a particular distributed ledger in which data is
organized in blocks linked together by hashing functions, i.e., mathematical functions
used to map data of arbitrary size to a string of a fixed size (Glaser and Bezzenberger
2015). It is important to note that data might not be organized in linked blocks, but,
for example, as elements of a directed acyclic graph (Ben&i¢ and Zarko 2018).

For our purposes, we need not indulge in whether blocks are present or not for
the current argument is based on common properties of different designs (Shahaab
et al. 2019). Beyond cryptocurrencies, later implementations proved that DLT could
be used to handle general computations via a virtual machine, thus enabling the
trusted execution of distributed programs, often referred to as smart contracts (Wood
2014). Due to the properties of blockchains and distributed ledgers more gener-
ally, a growing strand of research is aimed at adapting these technologies to other
areas beyond cryptocurrencies, as, for example, corporate governance (Panisi et al.
2019; Yermack 2017), and e-government (Elisa et al. 2018). Some authors claim that
blockchain technology is revolutionary and that the so-called ‘blockchain revolution’
will impact many aspects of modern economies (Swan 2015; Tapscott and Tapscott
2016). Without taking a stance on the debate on the nature of the innovation brought
about by DLT, in this section, I examine its properties to assess whether this class of
technologies might help in establishing a better system for the exchange of financial
information. We start by defining DLT.

There are many definitions of DLT out there. Some present DLT as P2P, append-
only, tamper-proof, ever-growing distributed, and decentralized networks that func-
tion as records for transactions (Glaser and Bezzenberger 2015). Others insist on the
properties of the network that allow the nodes to agree on the order, validity, exis-
tence, and authenticity of all the transactions that ever occurred within the system
(Tansiti and Lakhani 2017). Researchers argue that the relevant properties of DLT
for the tax domain are: transparency, self-checking, near real-time information, and
efficiency (Vishnevsky and Chekina 2018). By focusing on the data, DLT enables
the nodes to agree on a single version of truth shared across the network. We need
not delve into the technicalities of these features to evaluate their desirability in the
context of Eol. In order to do so, I will examine the four principles for a good Eol
mentioned in the previous section and how they relate to the common characteris-
tics of DLT-based systems. It turns out that DLT might be highly desirable from the
perspective of international taxation.

The first principle is information quality. In this regard, DLT do not offer signifi-
cant advantages over other solutions. However, the challenge of ensuring the quality
of data cannot be solved by any computer system. Richard Feynman put it eloquently
when investigating the incident of the Challenger; he wrote: “You know the danger of
computers, it’s called GIGO: garbage in, garbage out” (Feynman and Leighton 2001,
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p. 107). Hence, the challenge of ensuring the quality of the information appears to
not be in for a technical solution. Instead, institutional mechanisms should be put in
place to ensure that reporting institutions and tax authorities are appropriately incen-
tivized to verify the correctness of the information. However, one tangential aspect
of the principle of information quality in which DLT could play a significant role is
temporality. An element of temporality is the ability to timestamp data effectively.
The CRS schema has an element called Timestamp to identify the date and time when
the message was compiled. It is expected that this element will be “automatically
populated by the host system” (OECD 2017b, p. 235). One of the crucial elements
of a DLT architecture is a timestamp server, that is, a DLT “proves that the data must
have existed at the time, obviously, in order to get into the hash. Each timestamp
includes the previous timestamp in its hash, forming a chain, with each additional
timestamp reinforcing the ones before it” (Nakamoto 2008, p. 2). In this instance,
a DLT solution appears to be preferable because the timestamp function would be
distributed before the information is transmitted so that reliance would be increased
on the timestamp element paired with the significant reduction in the possibility of
tampering with the data.

The second principle is taxpayer privacy. In this case, a DLT-based approach offers
new solutions. A first option is pseudonymizing personal data with a technique similar
to how Bitcoin’s public addresses are generated. In Bitcoin’s case, the public address
is a 160-bit hash of the public portion of a public/private ECDSA keypair; a similar
process might be implemented concerning identifying information to pseudonymize
the data. Then, in case of an audit procedure, the original data would be made available
by the reporting institution. Additionally, this process would render much more
challenging to identify taxpayers in case of a data breach, so that, the information
in this format could be exchanged more safely with entities that do not necessarily
have state-of-the-art security. In the context of the CRS, the seed for the generation
of pseudonymous identities might be the taxpayer identification number (TIN).

A second option is to use a DLT system as decentralized storage and attribute-
based-encryption (ABE) to specify access policy to achieve fine-grained access con-
trol over taxpayers’ data. In particular, with the adoption of a DLT system, the trusted
public-key-generator for the ABE encryption is not needed (Wang et al. 2018). How-
ever, this might not be necessary if the participants are known, which I believe to be
a necessary feature of the system, more on this in the next section.

The third principle discussed above is data security. In this regard, DLT solutions
appear to be particularly robust. All the major incidents involving cryptocurrencies
did not involve an attack on the distributed database itself. The incidents affected
the various entities that interact with a DLT system, such as exchanges and faulty
smart contracts, not the DLT protocol itself. The Bitcoin blockchain, for example,
has been running for more than ten years without being compromised despite the
tremendous financial incentives to do so. Therefore, it seems fair to conclude that
a DLT-based approach would increase data security, at minimum, by implementing
hashing techniques in a distributed setting to preserve the integrity of data and prevent
manipulation. Moreover, access control to specific fiscal data via a blockchain system
could result in increased security. Of course, the data security properties of DLT
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heavily depends on their design and adversarial settings, topics that lie outside the
scope of this work.

The last principles to develop an effective Eol system is traceability. In practice,
this means having the ability to trace back the path of the information and to identify
the entities involved in the creation, transfer, and manipulation of financial data.
In this regard, DLT systems appear well fit as the several traceability use-cases
show. More precisely, DLT are being developed to enable entities to precisely track
various assets from chickens to diamonds as the ongoing initiatives of Carrefour
and Everledger show. Therefore, a DLT-based exchange system could enable tax
authorities, reporting entities and, ultimately, taxpayers to access the complete history
of the information, a relevant feature for auditing and for safeguarding taxpayers’
rights. With respect to other tacking solutions, DTL are arguably more robust as they
function in a distributed fashion without a single entity in charge of the entire system.

Moreover, the ability to trace financial data could foster trust among the various
entities involved in the exchange process. However, the benefits of a DLT system in
the international tax domain might go beyond the effective safeguard of the above
principles by enabling new affordances due to the peculiar characteristics of the
technology.

For example, a computational layer could be implemented to signal anomalies or
to even provide automatic payments thereby enabling real-time collection of tax obli-
gations by implementing smart contracts (Ainsworth and Musaad 2017; Vishnevsky
and Chekina 2018).

Moreover, there have been calls for the establishment of a global financial registry
(Cockfield 2017a, b). It may seem that a DLT-type system would be the right approach
to develop such a system; after all, the core affordance of this class of technologies is a
global, shared ledger. While a permissioned-type system could be politically feasible
it is unlikely that a permissionless system would be. This raises the philosophical
concern that a permissioned system is not a blockchain at all but only a decentralized
database. However, one need not relinquish the possibility to use some, but not all, of
the affordances brought by blockchain technology in a permissioned setting, as the
many initiatives in the permissioned DLT space seem to corroborate, i.e. Corda, and
Hyperledger. In this case, privacy concerns could be addressed by limiting access and
pseudonymizing personal data. Then, a DLT system would enable tax authorities and
reporting entities to establish secure communication without relying on a centralized
third party; this characteristic is particularly appealing since a world tax organization
does not seem to be politically feasible (Tanzi 2005). An exciting possibility is
to design a mechanism to incentivize co-operation and establish revenue-sharing
schemes by linking the exchange of information to a digital token (Keen and Ligthart
2006b). The International monetary fund could allocate a fraction of its special
drawing rights (SDRs) as the ‘currency’ for the exchange of information. SDRs are
an international reserve asset created by the IMF to supplement member countries’
official reserves, at the time of writing the IMF has allocated the equivalent of about
291 billion USD (Williamson 2009). The XDR (ISO 4217 code for SDRs) could
be used to secure the network by providing monetary incentives and implement
revenue-sharing schemes. Admittedly, this scenario lies a long way in the future, but
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it is a possibility worth discussing for its potential in enabling a new paradigm in the
exchange of financial information and due to Christine Lagarde’s positive attitude
toward blockchain technology.

On this basis, the next section explores possible designs of a DLT-based system
for the Eol. It is envisioned that this first attempt to identify major design choices will
lay the groundwork for exploring the adoption of DLT in the international taxation
area.

4 Design Principles

Blockchains and distributed ledger architectures come in a surprising variety of
designs. The sheer number of technical solutions developed in the newly found field
of distributed systems is daunting. For example, recent work identified 18 different
families of consensus protocols developed in the context of DLT alone (Feng et al.
2018).

Preliminarily, it is useful to spend a few words on the legal instrument that seems
necessary to establish a DLT-based system for international taxation. Multilateralism
is fundamental. Distributed ledgers enable multiple distrusting parties to exchange
information and coordinate without the need for a central authority. Therefore, a
multilateral instrument is crucial to harness the benefits of distributed ledgers. Among
the current legal instruments, the Convention on Mutual Administrative Assistance
in Tax Matters appears as the best option. The Convention facilitates international
co-operation by providing all possible forms of administrative co-operation between
states. Article 6 of the Convention may lay the basis upon which a DLT-based system
could be implemented, perhaps under the oversight of the multilateral competent
authorities. Another legal instrument that could justify the development of a DLT
solution is the aforementioned directive on administrative co-operation in force in
the EU. However, this instrument is limited to EU member states, and it seems fair
to argue that a broader instrument such as the Convention would yield better results.
Transitioning from the legal to the technical side, I will spend a few words on a
design blueprint of a DL T-based architecture to exchange financial information.

In the following paragraphs, the DLT system is considered as a software connector.
It seems that the optimal option is to design a DLT system that connects to legacy
systems of tax authorities and reporting entities so that it can provide communication
and coordination, and facilitation services among the nodes (Xu et al. 2016). To
explore possible designs, I adopt the methodology provided by Xu et al. (ibidem). It
consists of seven design decisions, and it allows us to discuss design trade-offs.

The first design decision concerns transaction throughput. Many DLT systems
suffer from poor transaction throughput due to their adversarial setting. Fully open
systems such as Bitcoin and Ethereum are limited in this respect because any arbitrary
party can join the network at any time, and validating nodes are not known (Harz and
Boman 2018). It seems unlikely that a DLT system for international taxation would
operate in the same fashion. Hence, validating nodes will probably be known. If this is
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the case, the throughput of the system increases dramatically. For example, systems
such as EOS and TRON, where validating nodes are known, achieve transaction
throughputs orders of magnitude higher than fully open ones (TRON 2018; Xu et al.
2018). Thus, by adopting a design where validating nodes are known, it is possible
to achieve a high enough throughput to reduce concerns regarding scalability.

The second design decision deals with the consensus protocol, i.e., the mecha-
nisms of selecting the data to be included in the distributed ledger (Bano et al. 2017).
Since, as mentioned earlier, validating nodes are likely to be known, it is possible to
implement well-known consensus algorithms that share this assumption. Algorithms
in this set are PAXOS, BFT, Honeybadger, and proof-of-stake (PoS, DPoS) varia-
tions. While recommending a specific solution is premature at the moment, we can
rule out ‘open’ consensus algorithms such as proof-of-work or Nakamoto consensus
(Cachin and Vukoli¢ 2017). This design choice also eliminates environmental con-
cerns associated with the wasteful energy consumption of open solutions (Krause
and Tolaymat 2018; Stoll et al. 2019).

The third design decision regards the data structure. More precisely, the types of
data that need to be stored on the distributed ledger. In other words, one needs to
decide between storing data on-chain and off-chain, i.e., on the network or the nodes.
Two options appear possible when considering the CRS framework. Either reporting
entities use the distributed ledger to transfer checksums (or hash pointers) of the XML
schema to timestamp it and provide a trail of subsequent transfers, or transactions
could be made using the XML attributes so that the transfer of the information occurs
directly on the ledger. In the latter case, the attributes of the XML schema will be
used to model the transaction structure of DLT system, so that each transfer of the
information is a transaction within the system from, for example, a reporting entity
to a national tax authority. While the first option is simpler to implement and requires
fewer initial investments, the second one is more robust for all the relevant elements
of the AEol are transferred on the distributed ledger.

The fourth design decision appears straightforward. The choice is between a pub-
lic system and a private one from the management perspective. When considering
the CRS, the management should be allocated to the competent authority identified
by the multilateral agreement (MCAA), thereby making the system private. More
importantly, such an organization would be responsible for the issuance of iden-
tity certificates and for ordinary maintenance work to be performed on the ledger.
Hence, the system should be private when compared to public options such as most
cryptocurrencies; however, it is public in the sense that its management would be
carried out by public institutions and/or international organizations. Details in the
management of the system should be covered in the MCAA.

The fifth design choice concerns deciding between a single-ledger architecture or
a multi-ledger one. The former has the benefits of easier management of the network
and its permissions, but it comes with trade-offs in data management because the
system would operate in isolation. Additionally, a single ledger does not suffer from
integration problems. On the other hand, a multi ledger solution appears harder to
manage both on the network and permission sides, yet it allows for more granularity,
and different data structures might be implemented across the different ledgers.
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Concerning the present use case, it appears that a single ledger solution is more
desirable as a starting point. Development and testing would be less complicated
and sound management of permissions and of the ledger itself is a crucial element
to ensure that the system instantiates the core principles outlined above.

The sixth design choice concerns sources of data outside the ledger. Two options
are possible; first, a solution based on an external validation oracle or, second, an
internal source of external data that periodically inserts data in the ledger. At the
moment, it is unclear if incorporating external data into the system is needed. More
precisely, it appears that no external source of data is needed for the function of the
system as it is supposed to perform mainly as a communication and coordination
connector between other ICT systems. In any case, the MCAA could also issue
certificates to entities that would act as trusted oracle if the need to feed external data
to the DLT system arises.

The last design option is between permissionless or permissioned architectures.
Given the nature of the information shared and the privacy concerns highlighted
above, a permissionless system is out of the question. Selected entities should have
the permissions to validate and write data to the ledger—i.e., tax authorities. Others,
such as reporting entities should be permitted to submit data to be appended on the
network (both in the case of hash pointers or transaction modelled based on the CRS
XML schema). Similarly, read access should be granted only to tax authorities while
participation in the network should also be allowed to reporting entities as well. That
is, reporting entities should be able to broadcast transactions to the pool of validators,
i.e., the tax authorities, but should not be able to read the entire state of the resulting
ledger. This design choice comes out of necessity when considering the nature of the
data stored in the ledger and its associated privacy concerns. It is possible to envision
how taxpayers could be granted access on the occasion of an audit procedure. This
will allow taxpayers to access the entire history of their information stored in the
distributed ledger.

Interestingly, recent work on data sharing in the context of cloud infrastructures
showed how a layered approach based on programs executed on a distributed ledger
could be used to facilitate secure data sharing, particularly among multiple organiza-
tions that have distinct authorizations (Wang et al. 2018). This would also allow for
incentivizing data sharing by offering rewards. Within the context of the exchange of
international financial data, the fundamental value of DLT-based layered data sharing
is to enable granular access control that relies on the consensus process and provides
traceable validations, an enticing characteristic currently absent. Table 1 summarizes
the key design choices discussed above.

5 Conclusion and Future Research Directions

In this contribution, I presented the issues of the information exchange of financial
data among tax authorities and evaluated if a DLT approach might be desirable. This
research contributes to the growing literature on the possible use cases of DLT in
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Table 1 Summary of design choices

M. Crepaldi

Design choice

Recommendation

Rationale

1. Transaction throughput

High (*1000-10,000 TPS)

To accommodate the flow of
financial data

2. Consensus protocol Avoid PoW protocols To avoid Sybil attacks and
environmental concerns

3. Data structure (hash pointers | Indifferent Both options are possible and

versus entire transactions) desirable, trade-offs apply

4. Management of the network | MCAA As provided by the relevant

international instrument

5. Single or multiple

Single ledger

Multiple ledgers introduce

architecture unnecessary design

complications

6. Permissionless or Permissioned

permissioned network

Due to privacy and regulatory
concerns

the domain of government services (Alexopoulos et al. 2019; Jun 2018; @lnes and
Jansen 2017, 2018; @lnes et al. 2017; Sup and Erdenebold 2018). The goal was to
outline some fundamental design choices in the architecture of a DLT-based system
for the cross-border exchange of financial data. Many challenges still need to be
addressed, yet the blueprint for an architecture that seems capable of addressing the
main principles of the Eol is in place. To sum up, a multilateral legal instrument is of
paramount importance to allow multiple states to benefit from a shared information-
sharing infrastructure. The Convention appears to be suited for the task. Then, the
system would—ideally—be based on a permissioned, private yet publicly owned,
single, distributed ledger in which tax authorities act as validators while reporting
institutions are only allowed to submit data for validation and where access to data is
controlled within the consensus process. It is essential that legal and policy scholars
engage at a more technical level to evaluate if existing technologies—such as dis-
tributed ledgers—might help in establishing a better international financial system.
When discussing DLT systems, one must keep in mind that the goal of an inter-
national tax environment is curbing tax evasion and laying the foundation for an
international tax system fit the twenty-first century. Several challenges persist, yet
distributed ledgers appear an excellent technical solution for their ability to address
the problem of coordination by displacing trust with reliance on a technical protocol.
The international fiscal landscape is made of multiple distrusting parties that are
currently struggling to establish a sound mechanism for co-operation. This situation
is strikingly comparable to Bitcoin’s starting assumption: no one needs to be trusted,
yet the electronic transfer of valuable information should be possible without a cen-
tralized third party. As practical advice, it seems fair to argue that the OECD should
start examining DLT-based solutions within the context of its Global Forum on Trans-
parency and Exchange of Information for Tax Purposes. A reliable, secure, system to
exchange financial information across a multitude of—distrusting—entities would



International Exchange of Financial Information on Distributed ... 109

be an essential step in enabling a better global financial system. In this regard, DLT
might, finally, show its worth.
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Andrew Le Gear

Abstract Ethereum launched in 2015 ushering a sea change over its predecessors
in it’s ability to tokenise an asset. This was a technical innovation and an Initial Coin
Offering (ICO) boom ensued, peaking in 2017. The legal and compliance require-
ments of tokenisation failed to keep step in these early stages, but were eventually
brought to bear after the ICO bubble burst, forcing technological liberalism to con-
front regulatory realities. The Digital Security Offering (DSO)—a name change
intended to reflect full compliance—was coined. However, truly executing a fully
compliant DSO remained elusive for many. In this chapter we navigate the regu-
latory landscape for DSOs and construct a compliant blockchain solution, using it
to support the DSO capital raise for a product named Talketh in December of 2018.
The journey discusses the key compliance concerns of Know-Your-Customer (KYC),
Anti-Money-Laundering (AML), Custody, Tokenisation and onward secondary trad-
ing as part of a Distributed Exchange (DEX).

Keywords Blockchain - Initial public offering - [PO - Security token offering -
STO - Digital security offering - DSO - Initial coin offering + ICO - Custody *
Primary issuance - Secondary trading - Distributed exchange + DEX + Compliance

1 Introduction

A veritable tsunami of token offerings, exceeding $2.3 billion, washed through the
initial coin offering (ICO) market in 2017 signalling the high watermark for this
unregulated space (Zetzsche et al. 2018). By early 2018 it is estimated that half
of these had already failed. A financial scandal of this scale did not go unnoticed
by regulators. In the United States and Switzerland the respective agencies FINRA
and FINMA brought existing securities legislation to bare on token offerings. The
ICO space would no longer be the refuge from red tape and regulation for businesses
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raising investment that it once was. The Securities and Exchange Commission (SEC)
officially declared Ether and Bitcoin as currencies, bringing the baggage of existing
banking statutes in tow, and enforcement actions and subpoenas began to be served
to non-compliant token offerings (Clayton 2018).

Out of necessity, a new breed of compliant token offerings have begun to emerge.
Disassociating themselves from past scandals, the interchangable acronyms of DSO
(Digital Security Offering) and STO (Security Token Offering) have come into par-
lance, whose names serve as an acknowledgement that token offerings are in fact
subject to securities legislation and must be structured accordingly (Koverko and
Housser 2018). This forces the issuer of a DSO or STO to acknowledge explicitly in
their token contracts the roles of actors and processes that were gleefully ignored in
the now archaically trivial business logic of an ERC-20. The roles of broker, issuer or
transfer agent and processes for anti-money laundering (AML), know-your-customer
(KYC) and dictated holding periods for tokens are mandated by law and must now
be explicitly enforced in smart contracts. These requirements create as much over-
head for a DSO or STO as there is experienced in a traditional initial public offering
(IPO). Despite this, we quickly realise that there is no better innovation positioned to
enforce the roles and procedures of an IPO/DSO/STO than a smart contract enabled
blockchain solution.

Described in this chapter is such a platform and shows how the blockchain can
be leveraged to support regulated requirements:

e Notarisation: Notarisation of the receipt of official documentation.

e KYC: The purpose of providing irrefutable proof of identity and source of invest-
ment funds.

e AML: Anti-money laundering procedures applied to KYC processes.

e Regulation D 506¢ and Regulation S: Non US offerings brought to the US market
must be held by US citizens for one year post purchase.

e Transfer Agents (Custody): A legally separate role whose responsibility is to move
ownership of tokens between individuals, release securities in the event of an
owners death and to enforce special holding periods where buyers or sellers of a
token are registered affiliates of the issuing company.

e Token Types—Utility Tokens versus Security Tokens (Primary Issuance): Depend-
ing on the categorisation of the token, it’s primary function might be to provide
a utility (e.g. gaining access to another platform), as opposed to representing an
investment and legal ownership of an entity, as is the case with security tokens.

e Bespoke Exchange (Secondary Trading): A means for onward, secondary trading,
post-DSO, while also enforcing holding periods for US and non-US citizens.

Also described is a live executed example DSO, detailing the real world usage of
an implementation of this platform. We use it to launch the DSO for a blockchain VoIP
communications product called “Talketh” represented by a token with the exchange
symbol “VOX.” We explain the entire experience of executing this DSO including
KYC, AML, custody, tokenisation and onward trading, all enabled and fully com-
pliant as part of the blockchain solution platform on Ethereum.
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For the issuer and other participating actors, the live example paints a picture of
true success in forging compromise between the apparent utopian future of trustless
solutions on the blockchain against the immovable regulatory institutions of old.
We believe it provides a model for future adoption of blockchain solutions where
existing legislation is embraced rather than subverted—disruptive technologies do
not necessarily need to flirt with illegality.

2 The Security Lifecycle

First, let us expand upon the blockchain use case we are solving. Figure | presents a
high-level view of the security lifecycle. Subtleties on a per jurisdiction basis exist
as you drill into each of these steps. However, at this level of granularity, issuing a
security will follow these steps the world over.

The actors involved include:

e Issuer: This the legal owner of the entity for which public ownership is being
issued. This is the most accountable role in the process flow. All responsibility for
breach of securities law ultimately resides with the issuer.

e Reviewer: A licensed professional who assesses KYC submissions. Relevant back-
ground checks are performed (AML) on a best effort basis and are approved accord-
ingly to become investors in the primary issuance of the security. The role of the
KYC reviewer is discussed further in the section “A Note on KYC Reviewers.”

e Transfer Agent: The role can go by other names in other jurisdictions. We use the
United States terminology here. A transfer agent is a form of “custodian” who,
for various legal reasons, is empowered to hold the issued securities on behalf
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Fig. 1 The security lifecycle
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of shareholders and the government. We discuss this role in more detail in the
“Custody” section.

e Broker-Dealer: A licensed intermediary between the shareholders and all other
actors in the process flow. Their role is especially pronounced where the securities
are distributed, traded and investors are initially solicited.

e Shareholders: The owner of of an issued security. They may have gained ownership
as part of the initial DSO, or later through a secondary trading venue.

The various actors then engage in the security lifecycle as follows (Fig. 1):

1. Company Registration: The lifecycle begins with a legal entity for which frac-
tional ownership that will ultimately be distributed in the form of securities. The
initial ownership, prior to public primary issuance, must be carefully recorded and
stored. Where and how it is recorded is known as a “Good Control Location” in
regulatory parlance (Ballard 1993). However, the means by which this is achieved
is not explicitly stipulated—it must simply be “well known” and described in the
company registration documents. The consequence of this is that an issuer may
record the ownership of a company on the back of a napkin should they wish
to. Obviously this is unwise, however, it is not uncommon to find private com-
pany ownership recorded on a single spreadsheet on a company hard drive. While
beyond the scope of this chapter, it is worth highlighting yet another valuable
blockchain use case opportunity here.

2. KYC: At this point, prospective investors are vetted for suitability. Reasonable
effort must be employed to prove the identity of the investor. This can include,
photographs, identity documents, live interviews and official payment documents
from other utilities.

3. AML: Closely related to the KYC step, the Anti-money laundering step includes a
legally required effort to exclude known criminals, politically exposed individuals
and investors from sanctioned countries from the primary issuance.

4. Primary Issuance: The official distribution of the purchased securities to investors.
The actual process often takes the form of a “closing call” where issuer, broker-
dealer and custodian step through each approved investor, confirm payment and
record in the good control location the new ownership of shareholder. Note, as
emphasised in step 1, this is how the ownership is recorded and not, as is presented
in popular culture, through a share certificate. Share certificates certainly exist.
However, their role is more as a receipt for proof of purchase during dispute reso-
lution, rather than a definitive legal demonstration of ownership. In fact, physical
certificates are becoming increasingly rare and have been replaced with a digital
representation for quite some time (Morris and Goldstein 2009). The opportunity
for blockchain here is not to replace the share certificate, but to create a public,
trusted, good control location for the company register of ownership.

5. Custody: This topic covers a wide range of functions performed on behalf of
shareholders. We cover this in more detail in the “Custody” section. In the United
States, as part of the securities lifecycle, a licensed individual known as a “transfer
agent” performs this role. Key responsibilities include:
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o Safe storage of physical share certificates.

e Preventing onward distribution of securities for legally required holding peri-
ods, post-primary issuance.

Protecting investors from insider trading by preventing the onward sale of
securities by affiliates of the issuing company.

Reissuing certificates where a share certificate has been lost.

Implementing court orders where securities must be transferred to the state in
the event of a shareholder death or a criminal proceedings.

6. Secondary Trading: Finally, shareholders are now able to sell their issued securi-
ties onward in a licensed secondary market either directly or via a broker-dealer.
We discuss blockchain supported options for this step in the section on “Secondary
Trading”.

3 The Talketh DSO

It is important to highlight that the blockchain supported solutions for the security
lifecycle, that is described in the following sections, is not merely aspirational. It
describes the real world implementation of live software and smart contracts, used
to realise the Talketh VoIP DSO, which ran from November 2018 to February 2019.

Talketh is an optimised voice over IP (VoIP) smart phone app produced by Horizon
Globex Ltd.! The app’s value proposition was threefold:

e The patented optimised VoIP aspect of the product allowed the use of VoIP on 2G
and Edge networks in parts of the world where other VoIP apps were unusable
(Dantas et al. 2017).

e Competitive pricing for call minutes over traditional mobile carriers.

e The app could be topped up using cryptocurrency allowing up to 1 billion unbanked
individuals access to the VoIP market.

The Talketh DSO was intended as a capital raise to fund expansion into it’s
intended markets. The DSO came under Swiss financial jurisdiction and was executed
in compliance with regulations set out by FINMA (Thompson 2013).

To achieve regulatory compliance, we implemented the following products to
execute the Talketh (and other future) DSOs:

e A “Know Your Customer” (KYC) solution called “KYCWare”.?
e An Anti-Money-Laundering (AML) solution called “AML Cop”.?

e A custody solution called “CustodyWare”.*

Thttps://horizon-globex.com.
Zhttps://kycware.com.
3https://amlcop.com.
“https://custodyware.com.
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e A tokenisation solution called “Tokenetics”.

In the following sections we will explore the blockchain use cases employed in
realising these solutions and specifically how they applied to the Talketh VoIP DSO.

4 Proposing a Blockchain Supported Solution for the
Security Lifecycle

With our use case clearly defined we can now propose a blockchain supported soft-
ware solution that adds value and trust to the process. Figure2 summarises this
proposal outlining key public blockchain hooks.® The following subsections will
explore each of the components in detail:

e KYC App + KYC and AML Web Service: A white labeled smart phone application
intended to be used by a prospective shareholder. The app will glean relevant KYC
details, package them and submit them to the server. At the point of upload, the
hash of the KYC pack is notarised to the blockchain to facilitate future dispute
resolution and also to give the user confidence that the uploaded pack has remained
untampered with throughout the process.

e KYC Reviewer + KYC and AML Web Service: A web client dashboard (Fig. 5) to be
used by an approved KYC Reviewer. The KYC reviewer can review submissions

|
D50 Contract (ERC-20)

i - o
I I | I
. I I
1 Notarize KYC
’ ) 11_| Tokenisation I
Pack Issue Token:
L— Y : o */1[] web service
I

EYC and P Ty Download T
KYC App AML Web i F
> 1 At tramachonss> Token Issuer Client
’ lj] Service i [
) [ I
{if i p( Motarize KYC |
VT o i Agproval :
[
KYC Reviewer P oGNS Tl g
e i | TR T AT i
Custody | | 1
_I cemtanaciono Web Sy Exchange ;
— _ Blockchain ] e l¢—i ATS/DEX
Vo i Service 1 Operatigns}” 1 b | | web service
Custody Client ! ARSI RPN i T
CustodyContract | | ATS/DEXContracts | i uessns
_I
Blockchain Hooks _!_ =
Trading Clients (%

Fig. 2 A blockchain supported software solution for the security lifecycle

Shttps://tokenetics.com.

SWhere a “blockchain hook™ refers to an entry point on a smart contract that can be executed by
traditional software.


https://tokenetics.com

A Blockchain Supported Solution for Compliant Digital Security Offerings 119

and approve if appropriate. The approval is notarised to the blockchain to provide
a verifiable chain of trust in the approval process.

e Token Issuer Web Client + Tokenisation Web Service: Once the issuer and broker
dealer are satisfied with the suitability and identity of the prospective investor, the
DSO is executed—security/utility tokens are minted and distributed to the wallets
of shareholders on the blockchain. Depending on the local regulations or the type
of shareholder, the tokens are deposited with a transfer agent who will custody the
tokens on the shareholders behalf.

e Custody Web Client + Custody Web Service: A web front end intended to be
used by a regulated transfer agent. Importantly, this solution makes the transfer
agent responsible for maintaining their own private key for signing transactions
to execute typical transfer agent tasks. This eliminates the potential that someone
impersonated the transfer agent as part of the custody process. In the section
“Custody” we discuss exactly what these “transfer agent tasks” are.

e Trading Clients + ATS/DEX Web Service: Finally, the custodian (transfer agent)
releases the tokens to the shareholder for onward secondary trading. This can only
be done if specific regulatory conditions are met (see the “Secondary Trading”
section). An app and web service are provided to execute the exchange of tokens
between shareholders. Shareholders sign transactions to execute this exchange,
however centralised oversight is still needed to meet regulatory requirements.
While this may be anathema to decentralised blockchain evangelists, it is a neces-
sary step to ensure regulatory compliance. This can neatly be summarised for our
system as “Decentralised trading, centralised control.”

In the following subsections we will expand upon each of the subprocesses in
Fig. 2 to demonstrate how they are implemented.

S Know Your Customer and Anti-money Laundering

A KYC and AML process is stipulated by financial regulators to prevent criminal
activity in the financial markets and to protect investors participating in those markets.
The protections referred to may not be initially obvious. Many public offerings,
while perfectly legitimate, can be deemed of high risk and not suitable for investors
of lesser means. Effectively, the regulator’s role here is to prevent individuals from
being reckless with their own money, by only allowing individuals above a certain
wealth threshold, known as “accredited investors” (Lee 2011), to participate.
Common KYC and AML requirements include:

Identifying details such as name, address, phone number, photograph.
Proof of address such as a utility bill.

Proof of citizenship by way of passport or drivers license.

Meeting the individual.

The individual is not politically exposed or has a criminal history.
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Fig.3 Compliant KYC and AML app

e The individual has the financial means to participate in the investment.

Figure 3 shows several screen shots from our solution, implementing a compliant
KYC solution, mapping to the “KYC App” from Fig. 2. However, in the context of
this chapter we will only focus on how the solution integrates with the blockchain
and adds value to a compliant KYC process.

5.1 A Note on KYC Reviewers

The role of reviewer in the KYC process is not simply an actor in a use case. It is an
official, regulated role in many jurisdictions. The common structure is shown in Fig. 4.
Residing at the top level is the financial regulator of the country. Taking the United
States and Switzerland as examples, this maps to the SEC (Seligman 1982) and Swiss
Financial Market Supervisory Authority (FINMA) (Thompson 2013) respectively.
These regulators then in turn fund a non-profit entity to enforce these regulations—in
our example this maps to the Financial Industry Regulator Authority (FINRA) (Black
2013) in the US and the Financial Services Standards Association (VQF) (Miiller-
Studer 2004) in Switzerland. The role of these authorities is to legally enforce the
regulations in that jurisdiction and, importantly, to authorise any professionals who
operate in this marketplace. This includes individuals who are authorised to review
and approve KYC information, who must acquire a license from the enforcement
agency.

5.2 A Compliant, Blockchain Supported KYC Platform

Our compliant blockchain supported solution for KYC and AML has three important
blockchain hooks:

1. Ethereum wallets:

e Token receiving wallet.
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Fig. 4 KYC reviewer in a

Regulator
regulatory context

e.g. SEC (US),
FINMA
(Switzerland)

v
Regulation
Implementation
E.g. FINRA (US),
VQF (Switzerland)

Licensed Reviewer

e Payment wallet.
2. Notarisations:

e Hash of KYC pack upon upload.
e KYC approval by the KYC reviewer.

Ethereum Wallets

Unlike a traditional KYC process, when operating within a blockchain and security
tokenisation space, the opportunity for fraud is rampant (Fleder et al. 2015; Griffin
and Shams 2018; Spagnuolo et al. 2014). If the investor wishes to pay in cryptocur-
rency7 or has identified a wallet to receive security tokens, then those wallets must
be subjected to a level of due diligence. Our solution provides for two blockchain
supports to ease the KYC and AML assessment of these wallets (Fig.5):

1. Clean Wallet Creation: Built into the process flow of the KYC app® is the option
to create a new wallet, purely for the purposes of receiving tokens as part of the
offering. A fresh wallet, with no pre-existing transactions, cannot by definition
have any fraudulent transactions, thus dramatically easing the review process.
Post-DSO, an investor can then move their tokens from this “hot wallet” to more
secure “cold storage” in the form of a hardware wallet or printed key in a safe
(Wong and Pocock 2018).

2. Assisted Wallet Forensics: The public wallet addresses, provided as part of the
KYC process are uploaded to the server as part of the KYC pack for the reviewer

7Which, incidentally, is illegal in most jurisdictions as of July 2019.
8Visit https://kycware.com for further information.
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to assess. We can then link the reviewer to popular blockchain forensic tools to
aid in an AML assessment of these wallets.

Notarisations

We also leverage the Ethereum blockchain to provide providence at two steps of the
KYC process. The KYC App uploads a zip file (the KYC pack) to the server. A
hash of this file is provided to the user at the time of upload (shown in Fig. 6). The
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KYC reviewer is also aware of this hash, while thirdly, the hash is also stored to the
Ethereum smart contract, shown here:

Listing 6.1 Notarisation of Hash

function setKycHash(bytes32 sha) public onlyOwner {

kycHashes. push(sha);

}

This is incredibly important where disputes arise, as a single byte change to the
KYC Pack file will result in a drastically different hash. Both investor and reviewer
can know with confidence that untampered KYC packs are being referenced when
resolving disputes.

Finally, when a KYC reviewer is satisfied that a pack has passed KYC and AML
checks, he will approve the pack to participate in the DSO. The new state of the
KYC review—that it is now approved for the receiving wallet—is notarised to the
Ethereum smart contract:

Listing 6.2 Notarisation of Approval

function kycApproved(bytes32 sha) public onlyKycProvider {
kycValidated . push(sha);
}

Note the “onlyKycProvider” modifier in this case. This modifier is defined as:
Listing 6.3 Only KYC Provider

modifier onlyKycProvider {
require (msg.sender = regulatorApprovedKycProvider, "Only.the KYC.Provider.can.call.this.function.");

}

It stipulates that only a specific nominated private key can approve submissions.
The KYC provider must sign these transactions and only she possesses the private
key of the nominated wallet. This enforces the securities regulations dictated at a
blockchain smart contract level.”

6 Primary Issuance

Primary issuance refers to the initial creation of securities as part of a public offering
(Gray et al. 1997). The security originates from the issuer and was not acquired
through a third party, as you would when trading in a marketplace. In a blockchain
context, “tokenisation’ is a primary issuance where the issued securities are expressed
within a smart contract and distributed to wallets owned by shareholders (Chen 2018).
The act of tokenising an asset for the purposes of sale as part of a capital raise is a
“Digital Securities Offering” (DSO)—The blockchain equivalent of an IPO (Kranz
etal. 2019).

9For reference, a deployed example of this contract is here: https://kovan.etherscan.io/address/
0x88e6f26a86caf47873e7c84bd43808f895b88bSat#contracts.
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The most prevalent approach to creating a security token on the Ethereum
blockchain is to implement the ERC-20 standard (Vogelsteller and Buterin 2018).
At the time of writing, several other competing standards have been proposed, but
none have achieved the same widespread adoption as ERC-20. These other ERC’s
include ERC-223, ERC-677, ERC-777, ERC-721 and ERC-827.'° They attempt to
solve various problems such as minting, fungibility and token loss, which were all
vulnerabilities of the original ERC-20 specification.

The focus of the proposed solution in this chapter centers around compliance.
Our approach has been to take a standard ERC-20 implementation and augment it to
satisfy regulatory requirements including:

e Transfers can only occur between token holders approved through the KYC pro-
cess.

e The definition of the DSO being complete, and then restricting transfers to the
issuer only until the DSO is complete.

e Burning of tokens to reduce supply.

An example of these requirements deployed to Ethereum mainnet is here:

https://etherscan.io/address/Oxbaf8f642e5 1e4dd275f1a4bdc960dcf14d9094b4#
contracts—a contract used to tokenise the “Talketh VoIP” DSO. The specific
blockchain hooks corresponding to the above list are:

Listing 6.4 Key ERC-20 Ammendments for Compliant Tokenisation

// (1)
function _transfer(address from, address to, uint256 value) internal returns (bool) {
require(isAuthorised(to), "Target-of-transfer.has.not_passed KYC');

/7 (2)
function icoTransfer(address to, uint256 value) public onlyOwner {
require (!islcoComplete, "ICO.is.complete, .use.transfer().");

?L/m::jli)on _burn(address addressToBurn, uint256 value) private returns (bool success)

Earlier, the KYC reviewer possessed a separate key for signing transactions when
notarising KYC approval. This now becomes more important as it creates a deliberate
compliance barrier between the issuer, broker-dealer and regulated approver and, as
will become evident in the following section, a divide between the custodian also.
This provides clear and compliant separation of roles. To allow a broker-dealer to
interact with these hooks as part of the tokenisation flow of a DSO we provide a
web client for ease of use (Fig.7). For this component, the web client is password
protected and the private key of the issuer installed on the web server within a secure
network, which is used to sign transactions needed to distribute the tokens. The

10The full list of Ethereum Request for Comment (ERC) is here: https://github.com/ethereum/EIPs/
tree/master/EIPS.
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broker and issuer, as part of the closing call, can then use the web client to distribute
the tokens to complete the DSO. Figure 7 describes this flow. One important feature,
that will be expanded upon in the next section, is that in certain circumstances, the
regulations require that the tokens be transferred directly to a custodian and marked as
“held” for shareholder. The web client described automatically handles this scenario,
depending on the jurisdiction of the DSO.

7 Custody

Custody in the regulated securities markets is a core concept, and yet is one that, until
recently, has been completely overlooked by the utopian, distributed token vision pro-
vided by blockchain. As part of the United States primary security issuances market,
the role of the custodian is called a “Transfer Agent” (Loader 2013). Important
functions performed by a transfer agent include:
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e Foreign entities, performing public offerings on US financial markets, selling to
US citizens are subject to Regulation D 506-c exemption (Freedman and Nutting
2015), which requires a transfer agent to hold the issued securities for a period of
up to one year before onward sale by the shareholder.

e The closing call of an IPO first requires custody to be transferred to a transfer
agent before onward distribution to shareholders.

o Affiliates of the issuing entity must deposit newly purchased securities to a transfer
agent for a 3month holding period to negate the potential of insider trading.

e Seized assets must be transferred to the state in the event of criminal suits.

The security possessions of a deceased shareholder must be redistributed by trans-

fer agents to new owners or the state.

The implication here for decentralised purists is, of course, grim. It is the law that
some form of centralised oversight exists. When you own a security, you are not free
to do with it as you please. In spite of this, it is important to note, that giving up
some decentralisation does not equate to complete centralisation. In fact, earlier we
discussed the restriction where transfers could only occur between individuals that
had been subjected to KYC—This is another example of an incremental retrench-
ment towards centralisation—however, it is certainly not a complete abandonment
of decentralisation in the process.

Figure 8 shows a dashboard we provide to transfer agents to perform common
custody tasks to allow them support compliant DSO’s. Each of the menu items is
supported by a blockchain hook on a separate smart contract to manage custody:

e Transfer: Move tokens between two wallets.

e Custody: Pull tokens into custody from a token holder who has pre-approved a
transfer.!! This is intended to be used where secondary trading has already begun
and tokens are being returned to custody.

e Release: Transfer control of tokens back to a shareholder. This moves tokens from
the custody contract to the shareholders wallet.

e Partial Release: Same as previous, except only a portion of the tokens are released.

e Holding Details: Query the token quantities currently being held on behalf of a
shareholder.

e Add Time: Increase or decrease the holding period assigned to a shareholder.

e Set Affiliate Status: Mark a shareholder as an “affiliate.” Thus if they receive tokens
they would be subject to a holding period before they could be released.

A complete code listing for the custody smart contract can be found here

https://etherscan.io/address/0xb966bb63027{82fcb8de4f07bc4084c5735d5112#
contracts. We noted above, that the “Custody” function was one entry point to cus-
tody, post-DSO. The other entry point is part of the initial token distribution and
was alluded to at the end of the previous section. We perform this transfer in an
uncommon way, worth expanding on. First, tokens are transferred to the address of
the custody smart contract. Then “hold()” is executed on the custody smart contract

{Used the “approve()” and “transferFrom()” operations on the standard ERC-20 interface.
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Fig. 8 Compliant custody dashboard for a transfer agent

to place a ledger entry that this custody contract is holding a portion of it’s tokens
for a specific shareholder. Note, that the transfer was not to the wallet address of the
transfer agent, but to the actual smart contract address where the range of operations
that can be performed with the tokens is strictly limited to clearly defined roles of
a transfer agent. The transfer agents wallet is the only wallet permissioned to exe-
cute these functions on the custody smart contract, but equally the transfer agent is
prevented from stealing the tokens for himself. Also, the semantic difference here
is important—the transfer agent has the tokens in custody, but is never actually an
owner of the tokens.

8 Secondary Trading

Technically, by this stage, the DSO is complete. For completeness we will discuss the
secondary trading phase, however this topic is vast. A full discussion of blockchain
distributed exchanges and secondary trading venues is beyond the scope of this
chapter.

We will discuss a single secondary trading venue example, that is narrow in scope,
yet compliant within it’s jurisdiction. It is a simple DEX for the exchange of Talketh
utility tokens and is deployed on the Ethereum Mainnet'? here

https://etherscan.io/address/0x01e15429fedbc08dec25e127df09b4af17167f5e#
contracts

At it’s simplest, the DEX is an Ethereum smart contract which records bids and
asks from token holders. A “bid” states the maximum that buyer is willing to pay,
and the “ask” is the minumum a seller is willing to accept. If there is an overlap

12The name ascribed to the production network of Ethereum.
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between these two prices a “cross” occurs and tokens are transferred, using the
existing “transfer()” on the related ERC-20 an exchange, from seller to buyer. These
DEX functions correspond to the following on the smart contract:

Listing 6.5 Bid/Ask and Cross on the DEX Interface

// Buy

function multiExecute(address[] sellers, uint256 lastQuantity) public payable returns (uint256 totalVouchers)
1/ Ask

function offer(uint256 quantity, uint256 price, uint256 expiry) public

// Execute

function execute(address seller, uint256 quantity, uint256 price)

Beyond these basic hooks, the DEX contract also offers support for cancels, price
floors and ceilings, restricting trading to KYC’d individuals, fees, and specific calls
where vouchers are being redeemed (discussed below). Asks can be placed on the
DEX and the current order book viewed using a provided web client shown in Fig. 9.
As with the other previous services provided, placing asks and cancels can only
be achieved by the holder of the private key in order to sign the transactions. The
transactions are signed locally and the private key never leaves the device of the
user—in this sense it is a true distributed exchange.

The token economics needed to drive the liquidity of such a DEX emerges from
the following business drivers:

e The minted tokens are “utility” tokens rather then “security” tokens. That is, their
value is a utility that can be redeemed, rather than representing legal ownership of
a company.

¢ In this case, the utility represented is discounted international call minutes.

e Large investors in the Talketh DSO would adopt the role of international whole-
salers of call minutes, and thus would purchase the utility token at scale upon
launch of the DSO.

e The capital raised as part of the DSO would then be deployed to fund sales and
marketing of the platform internationally.

e Next, two mechanisms to provide an exit for the initial utility token purchasers are
structured:
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Fig. 10 Using a scratchcard to match an ask placed on the DEX

1. Local re-sellers'? of call credit for Talketh can purchase minutes from the whole-
salers on the DEX for onward distribution, with the wholesalers offering a typ-
ical markup on their ask price. Since the utility tokens were originally minted
to redeem discounted minutes, the scope for profit margin lies in the difference
between the face value of the minutes represented and the original token price.

2. Dealing with blockchain, wallets, signing transactions and acquiring cryptocur-
rency are quite significant technical barriers to entry for the average individual.
As such, the Talketh platform has also rolled out a scratch card system for
topping up. Scratch cards can be purchased with local currency and redeemed
in the app. Instead of simply purchasing credit at full price, the scratch card
redemption is linked to the DEX and will automatically attempt to purchase a
discounted utility token from the market. The incentive here is clear: The cus-
tomer has the opportunity to receive more credit than the apparent face value of
the scratchcard, while also providing an exit with a margin for the wholesaler.
This redemption mechanism is described in Fig. 10.

8.1 A Note on Blockchain Capacity for High Volume DEX
Platforms

The capacity of a blockchain, like Ethereum, to scale is often cited as a looming
problem (Gencer et al. 2018). As it currently stands, Ethereum can handle up to

3For example, the owner of a corner shop.
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25 transactions per second (Buterin 2016¢). The comparative use case that is often
cited is that of the traditional platforms of Visa and Mastercard both handling 5000
transactions per second (Beck et al. 2016). Even choosing the much narrower use
case of trading systems (as opposed to global transactions of all sorts), NASDAQ still
requires 10 times the reported Ethereum maximum of 15 transactions per second.
Arguably, some of these criticisms are unfair. Discounting the upcoming throughput
gains promised by Ethereum 2.0 (Buterin 2016a,b), the comparative use cases of
Visa, Mastercard and NASDAQ refer to the largest transactional systems of their
kind on the planet. While an ambitious and worthy goal for blockchain technology,
for which it currently falls short, there are many large traditional platforms that
Ethereum currently has ample capacity to disrupt. For example, “OTC Markets”
is the public home of over 10,000 listed American companies. By contrast, the
NASDAQ has only 3300 listings. Yet, the OTC only requires a capacity of 180,000
trades per day. Ethereum could handle 10 times the volumes of the OTC as it currently
stands (Domanski and Heath 2007)—Facts worth considering given the prevalence
of counter arguments to this opinion.

9 Conclusion

Over the course of this chapter we have discussed the difficult blockchain use case of
security offerings. This difficulty is not so much a technical, but a regulatory and com-
pliance one. Navigating international securities regulation requires expert legal and
professional input in lock step with a technical implementation team. Demonstrating
with a live execution, in the form of the Talketh DSO, we have accomplished this
goal, and produced a reusable implementation of the regulatory business logic, sup-
ported by the blockchain at its core. We are already applying this platform to more
DSO’s and future work will focus on compliant secondary trading in the United
States to complement the platform. As a base technology, blockchain is now well
positioned to add real value to complicated use cases like compliant security offer-
ings and holds the real potential now to be at the center of one of the worlds most
valuable technology genres.
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A Blockchain-Driven Approach to Fulfill )
the GDPR Recording Requirements

updates

Wolfgang Radinger-Peer and Bernhard Kolm

Abstract On 25th May 2018, the European General Data Protection Regulation
(GDPR) came into effect and required transformation into national legislation in all
member states of the European Union. GDPR stipulates that businesses may only
process personal data on documented instructions. Furthermore, article 33 paragraph
5 states that any personal data breach and its effects have to be documented. As a
conclusion, any processing (article 4 paragraph 2) has to be recorded in an appro-
priate manner. To this end, Blockchain technology presents a suitable approach.
Blockchain technology has clear advantages in comparison to classical recording
techniques, which can be manipulated and deleted more easily. The use case described
in this chapter is the application of Blockchain technology to fulfill the GDPR doc-
umentation requirements for a Log Management System (LMS). The purpose is
to monitor sensitive data (files or folders) that can be defined via a configuration.
To facilitate recording in an appropriate manner, a private and distributed architec-
ture of a Blockchain with a two-level hierarchy is described. In the data block the
SuperBlockchain (higher level) contains a SubBlockchain (lower level) which stores
the log file information. The SubBlockchain is valid for a specific time span e.g. for
one day, which speeds up any search in the log files in the case of an incident.

1 Introduction

At first glance, the GDPR and Blockchain technology follow different goals. On the
one hand, the GDPR aims to give the individuals sovereignty over their own data
and offers them the opportunity to control which personal data can be stored. On the
other hand, Blockchain technology allows for the storing of data in a decentralized,
transparent, and immutable fashion. This apparent contradiction has been dubbed
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the Blockchain-GDPR Paradox (Coelho and Younes 2018; Van Humbeeck 2017).
Nevertheless, the broad functionality of Blockchain Technology means it can also
be used to fulfill recording requirements defined in the GDPR.

In a classical IT system environment the whole system, or parts thereof, can break
down, or users may complain about the accessibility or performance of the system.
In such cases, the subsequent analysis is mostly based on log files written by the
system during operation. They are important to support any investigation into the
cause and/or the originator. In addition to simple technical reasons why these log files
may become corrupted, the originator-perhaps a malicious employee or an attacker
from the outside-is motivated to delete the log files and to blur any traces of their
interference. The parties responsible for an incident in a company’s IT system could
try to delete or change traces so that the fault is attributed to a different source, i.e.
unauthorized access to sensitive data. Log files are therefore key elements for forensic
investigation, so their security and stability is indispensable. The manipulation of
log files can take many different expressions, but the possibilities to recognize such
manipulations also vary greatly. “File verification” mechanisms seek to ensure that
a file has not been changed. For example, checksum or hash techniques can be used
to verify content, authors or digital ownership. Such services are already offered
by Blockchain-based service providers including Proven Open EXcellence (poex.io,
Araoz and Ordano 2019). This platform proves the existence of a file at a determined
moment by saving an SHA-256 hash of the file and timestamp on a Blockchain.
Hence, such platforms can assure the existence of a file at a specific point in time.
However, “Proof-of-Existence” providers cannot be used for a scalable LMS, as there
is no proper search function. A search function is essential in case of an incident to
have a possibility to search within the log file. Moreover, the provision of these
services by third parties (centralized authority/platform) necessitates trust in the
service provider. In this context, a self-managed LMS which is traceable, verifiable,
and invariable yields specific benefits.

Blockchain technology has received enormous attention in the last years and
seems to be a suitable approach for many problems. Sometimes a classical client-
server architecture would also serve as an appropriate solution. This case study for
an LMS is classified based on Treiblmaier (2019), and accordingly outlines why the
decision for a Blockchain-based solution is appropriate.

Wiist and Gervais (2018) provide a flow chart to determine if Blockchain tech-
nology is suitable in a given situation. The first condition is that “data” needs to
be stored, which is the case in an LMS, since the Blockchain acts as a distributed
database for the generated log data. Blockchain solutions are viable where multiple
users or systems need access via a network and can use the Blockchain to store data;
in this case the logging information and meta information (e.g. filename, path). If
there is only a single user with writing permissions, a traditional database can also
fulfill the requirements. In this particular use case, multiple servers and clients serve
as potential log event sources and therefore justify a Blockchain-based solution. The
final, i.e. perhaps the key argument for the use of Blockchain technology, is that the
various participating users cannot be fully trusted.
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Holt (2006) describes an approach for the immutability of log files. He uses a
Message Authentication Code (MAC) based on a secret “head of the hash chain”,
which has to be stored in a safe place like “slip of paper locked in a safe” or “separate
trusted computer”. Every time the file changes or a new file is added, this occurs via a
one-way function. In the case of an attack, the aggressor has no possibility to change
the log files unnoticed (integrity), or to recover the secrets encoded by the MACs.
Only the administrator can “recover” the hash-chain with the original password to
check if the logs are unchanged. The drawback of this approach is that files can be
deleted, which is not possible using Blockchain technology. Holt (2006, p. 2) defines
three elements of Logcrypt which form the foundation of its security:

1. Logs begin in a known state which is recorded in a secure external system.

2. The security of an earlier state can be used to verify the integrity of a later state,
assuming the system is secure in both states.

3. Once a secret is used to secure a log entry, it is erased from memory as soon as
possible.

The first two points also apply to a Blockchain solution: the Blockchain-based LMS
can be seen as an external system, and due to the Blockchain technology the security
is system-immanent. While the administrator can check whether log files have been
changed or deleted, the problem of this approach is that they cannot be restored in
case they have been manipulated. The aim of this work is to design and implement
an immutable LMS based on Blockchain technology, which addresses the GDPR
recording requirements and also the privacy rights of the individual user. This system
stores log data on the Blockchain, receives the log files, calculates the hashes, and
stores them immutably.

In the next section, the underlying GDPR framework is discussed to highlight
which articles affect the design. This is supplemented with a discussion of the related
work concerning Blockchain and GDPR.

2 The GDPR Framework

Two years after it had been formally adopted on 27 April 2016, the GDPR came into
force. According to article 3 paragraph 2a and 2b, “Territorial scope”, (Council of the
European Union 2018c) the GDPR addresses anyone around the world for “offering
of goods or services, irrespective of whether a payment of the data subject is required,
to such data subjects in the Union” or “the monitoring of their behaviour as far as
their behaviour takes place within the Union.” This applies to any online platform
which logs the customers‘ IP address. Even the IP address is personal data according
to recital 30 of the GDPR (Council of the European Union 2018h): “Natural persons
may be associated with online identifiers provided by their devices, applications,
tools and protocols, such as internet protocol addresses, cookie identifiers or other
identifiers such as radio frequency identification tags.” In article 28 paragraph 3a
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the GDPR defines that businesses must process “personal data only on documented
instructions from the controller ...”

One of the main motivations for the designed system is compliance with article
33 paragraph 5 of the GDPR, which states that “The controller shall document any
personal data breaches, comprising the facts relating to the personal data breach,
its effects and the remedial action taken. That documentation shall enable the super-
visory authority to verify compliance with this Article.” To find out what personal
data have been breached, it is essential that the log files which document the data
breaches are neither deleted nor modified, and are saved in an appropriate way. The
GDPR defines several articles concerning preprocessing of data, especially personal
data. Those bearing some relation to Blockchain technology or to LMS are discussed
next.

Article 5, named “Principles Relating to Processing of Personal Data”, defines
the six principles for data processing under the responsibility of the data controller
(Council of the European Union 2018e):

Lawfulness, fairness and transparency
Limitation of processing to legitimate purposes
Data minimization

Accuracy

Limitation on time period of storage

Integrity and confidentiality.

This article provides a lot of space for interpretations as the GDPR does not define
how to implement it. Any approach must be lawful, must ensure the integrity of the
data, and must restrict processing to the minimum time necessary according to the
purpose for which they are collected. Hence, the log files are saved in an appropriate
manner resulting in a state where the files cannot be modified or deleted.

The term controller is defined in GDPR article 4 “Definitions” (Council of the
European Union 2018d) paragraph 7 as “controller: means the natural or legal
person, public authority, agency or other body which, alone or jointly with others,
determines the purposes and means of the processing of personal data.”

The main inconsistency between GDPR and Blockchain can be found in article
17, called the “Right to be forgotten” (Council of the European Union 2018a). This
article grants data subjects the right to have their data erased. Using Blockchain
Technology, however, makes it impossible to delete data previously stored on the
Blockchain (Lima 2018; Van Humbeeck 2017).

However, this article is not always automatically applied to all people, as paragraph
2 of the same article stipulates the conditions under which this right can be exercised.
Therefore, there is no general “right to be forgotten”. Rather, the authors describe
in Kunde (2017) that “If the request for deletion threatens the existence of the entire
Blockchain because the deletion would make the further operation of the nodes
impossible, the balancing of interests have to be performed in favor of the responsible
node operators.” Furthermore, Article 17 (3) of the GDPR describes that “the right to
be forgotten is not applicable to the assertion, exercise or defense of rights”. Special
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categories of personal data (e.g. sensitive data) pertinent to the right to be forgotten
do not apply to log information.

Herian (2018) discusses the discrepancy between GDPR article 17 and Blockchain
technology. He states that “It is important to note that ‘erasure’ is not an absolute
right to be forgotten under the terms of the legislation, however, and if, for example,
the data involve defense of a legal claim or have overriding public interest, then a
data controller can refuse to comply with the right.” (Herian 2018, p. 13). Further,
the approach of encrypting the personal data on the Blockchain and deleting the
encryption keys is not enough to fulfill the GDPR requirements. Herian (2018, p.
14) cites (Maxwell and Winston 2017), who describes this issue

One of the design features of Blockchain architecture is that transaction records cannot
be changed or deleted after-the-fact. A subsequent transaction can always annul the first
transaction, but the first transaction will remain in the chain. The GDPR recognizes a right
to erasure. The broad principle underpinning this right is to enable an individual to request
the deletion or removal of personal data where there is no compelling reason for its continued
processing. What constitutes ‘erasure’ is still open to debate. Some data protection authorities
have found that irreversible encryption constitutes erasure. In a Blockchain environment,
erasure is technically impossible because the system is designed to prevent it.

On the other hand Lima (2018) and Van Humbeeck (2017) provide two approaches
for an off-chain data architecture. The aim is to store the personal data of the
user (email, phone number, geolocation, computer IP-address etc.) in a traditional
database (Van Humbeeck 2017) or in the cloud (Lima 2018). Both approaches store
only a hash key of the sensitive data on the Blockchain. If a customer or user applies
article 17, the data are deleted in the respective data store and the hash remains on
the Blockchain. The off-chain data storage is used for all personal data, while other
data can still be stored in the Blockchain to comply with article 17. The approach of
also storing personal data in the Blockchain and merely deleting the encryption key
in case of a request to delete the data is not an acceptable solution, according to Van
Humbeeck (2017): “ ...throwing away your encryption keys which encrypts personal
data in a Blockchain technology is not acceptable as ‘erasure of data’ according to
GDPR.”

Coelho and Younes (2018) propose an architecture with on-ledger trust and off-
ledger data, which is characterized firstly by efficiency in real-world use cases, sec-
ondly by compliance with the GDPR, and finally by the Blockchain attributes of
Trust and Non-Repudiation. The so-called consortium approach is characterized as
efficient because it is not on a public domain and is GDPR compliant according to
article 17. They separate data between the Blockchain and off-chain data, and only
a generated transaction ID to signify the storage of personal data, which can even be
deleted by third-party applications.

In summary of article 17, it can be said that users can request that their data
is erased, but that data controllers can decline such requests under specific circum-
stances, especially “for compliance with a legal obligation which requires processing
by Union or Member State law to which the controller is subject or for the perfor-
mance of a task carried out in the public interest or in the exercise of official authority
vested in the controller” according to article 17 paragraph 3b.
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For example, in the banking sector, official regulations are defined whereby every
decision in process has to be logged to be transparent. Most often decisions have to
be made in accordance with the four-eyes principle. While log data do not constitute
sensitive data from a user’s perspective, they are sensitive from the company’s point
of view. Log information must therefore be kept for documentation purposes and
cannot be deleted for compliance reasons, which can be achieved using Blockchain
technology. Thus, to conform with the GDPR, this approach stores minimal user
information, such as name and (business) IP address.

While in Permissioned Blockchains the compression of any number of blocks into
a smaller number of blocks or the insertion of a block into the existing Blockchain
(Ateniese et al. 2017) can result in data on the Blockchain being deleted, this is
not possible with Permissionless Blockchain, where it is impossible for any node to
efficiently delete data.

Another relevant article is GDPR article 25, “Privacy by Design”, which defines
(Council of the European Union 2018b):

Taking into account the state of the art, the cost of implementation and the nature, scope,
context, and purposes of processing as well as the risks of varying likelihood and severity for
rights and freedoms of natural persons posed by the processing, the controller shall, both at the
time of the determination of the means for processing and at the time of the processing itself,
implement appropriate technical and organizational measures, such as pseudonymisation,
which are designed to implement data-protection principles, such as data minimisation, in
an effective manner and to integrate the necessary safeguards into the processing in order to
meet the requirements of this Regulation and protect the rights of data subjects.

The original resolution of Privacy by Design goes back to the 32nd International
Conference of Data Protection and Privacy Commissioners in 2010 (Resolution on
Privacy by Design 2010). The Resolution onPrivacy by Design (2010, p. 2) outlines
the foundational principles as follows:

Proactive not Reactive; Preventative not Remedial
Privacy as the Default

Privacy Embedded into Design

Full Functionality: Positive-Sum, not Zero-Sum
End-to-End Lifecycle Protection

Visibility and Transparency

Respect for User Privacy.

Kolain (2018) describe an approach to ensuring that software systems com-
ply with the principle of Privacy by Design. In doing so, they follow data on the
Blockchain which is not saved as plain text. Most Blockchain systems do not store
names, addresses or emails, and instead store hashes and cryptographic keys. Hence,
Blockchain technology is often described as “anonymous”, and the processing of
anonymous data is not covered by the GDPR.

Privacy by Design describes various possibilities to guarantee data protection
rights from the beginning of the system development (Giirses et al. 2011). In recent
years various examples of Privacy enhancing technologies (PET) have been intro-
duced. They all aim to increase data protection in the digital age, yet they have to be
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in use for some time in order to demonstrate that they are capable of withstanding
attacks. Antignac and LeMtayer (2014) state that Privacy by Design is an essential
step for the implementation of data protection, but there is still a long way to go
before appropriate frameworks are developed for all industry areas.

According to recital 26 of the GDPR, anonymous information is defined as: “The
principles of data protection should therefore not apply to anonymous information,
namely information which does not relate to an identified or identifiable natural
person or to personal data rendered anonymous in such a manner that the data
subject is not or no longer identifiable.” In most companies there is an entity that
can determine the identity of a person, for example a database which stores the
relation between a key and a person, and offers a service to identify the person using
these means. According to Council of the European Union: “Personal data which
have undergone pseudonymisation, which could be attributed to a natural person
by the use of additional information should be considered to be information on an
identifiable natural person.”

In an LMS storing of names is a must to identify a person. Even if only keys or
IDs are stored on the Blockchain, the data protection officer must be able to identify
the party the log file originated from.

Article 83 (Council of the European Union 2018f) “General conditions for impos-
ing administrative fines” is one of the most discussed articles, because it describes
the penalties that can be imposed due to violations of the GDPR: “Infringements of
the following provisions shall, in accordance with paragraph 2, be subject to admin-
istrative fines up to 10.000.000 EUR, or in the case of an undertaking, up to 2% of
the total world-wide annual turnover of the preceding financial year, whichever is
higher.”” Hence, an LMS clearly has to address multiple aims, i.e. to fulfill the GDPR
privacy requirements explained in this section, and also meet the GDPR documen-
tation requirements. Table 1 provides an overview of all relevant GDPR articles and
recitals.

In this study, a multi-level Blockchain architecture is defined to immutably store
log files and other sensitive data transparently on the Blockchain. In line with
Treiblmaier (2019), this approach deals with the dual challenges of privacy pro-
tection and regulation compliance.

3 The Blockchain Solution

Since the appearance of Blockchain technology, a range of different approaches have
been developed in order to achieve consensus across the Blockchain. The fundamen-
tal consensus mechanisms ensure that only blocks containing exclusively valid data
are added to the Blockchain, with the legitimacy of blocks being validated by every
node. The most widely used Blockchain consensus finding protocol, Proof of Work
(PoW), requires for full nodes that all nodes in the network process all blocks. This
requires miners to furnish a lot of hardware and resources to generate a new block.
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Table 1 Overview of relevant GDPR articles
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Article Topic Description LMS
Article 3 Territorial scope GDPR has to be Needs to be addressed
applied if the business | if the operation is
is in the EU within Europe
Article 4 GDPR—definitions Controller defines how
the data is processed
Article 5 Principles relating to | Data may only be Log files have to be
processing of personal | processed in good saved in an appropriate
data faith, for clarity manner which
purposes and only as | prevents modifying or
long as necessary deleting of files
Article 7 Conditions for consent
Article 17 Right to erasure (‘right | Every customer can Users may request
to be forgotten”) request that their data | their data to be erased,
be deleted but data controllers
can decline such
requests under specific
circumstances
Article 25 Data protection by The controller takes Privacy by design is
design and by default | appropriate technical | used to guarantee data
and organizational protection rights from
measures to ensure the beginning of the
that data is processed | system development
securely
Article 28 3a Processor Personal data may A main reason for the

only be processed in a
documented manner

LMS Blockchain
design

Article 33 5 Notification of a The controller Personal data breach is
personal data breach to | documents violations | reduced by using
the supervisory of the protection of blockchain technology
authority personal data
Article 83 General conditions for | Fines for GDPR LMS systems help to
imposing violations avoid any
administrative fines administrative fines
Recital 26 Not applicable to GDPR does not apply | An aim of LMS is to
anonymous data if users can no longer | identify the causer of
be identified, e.g. by events; hence,
means of anonymous data
pseudonymisation cannot be used
Recital 30 Online identifiers for | For example IP LMS is configurable

profiling and
identification

addresses are used in
combination with
other information to
uniquely identify a
person

to log various
user-specific
information, which are
needed for tracing
needed
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(Berentsen and Schir 2018). An alternative for processing all blocks is lightweight
nodes, which only process the block headers to verify transactions.

As a result, substantial resources are needed to solve the mathematical problem
and create a valid block. Further consensus models like Proof-of-Stake (PoS) have
been developed to fulfill the same purpose as PoW: achieving consensus on the
Blockchain. In a cryptocurrency system, the validator is designated by the number
of cryptocurrencies they possess, which reflects their interest in keeping the system
stable. With the possession of a certain amount of cryptocurrencies, the validator is
able to validate new blocks in the Blockchain (Schiitz and Fertig 2019).

In a business environment, it is difficult to implement a PoW approach because all
nodes need to process the full Blockchain and this is resource consuming. Hence, the
approach is to design a multi-level Blockchain, consisting of several Blockchains,
whereby they differentiate between a SuperBlockchain and a SubBlockchain. The
first is similar to a common Blockchain, yet contains an additional field-the Final
Block-which is an outcome of the underlying SubBlockchain (cf. Pourmajidi and
Miranskyy 2018).

The confirmation of a Superblock automatically leads to confirmation of all Sub-
blocks, and thereby reduces the number of operations required. Huge amounts of data
are typically stored on the Blockchain in LMSs, hence, such a multi-level approach
ensures that such systems remain scalable (see Fig. 1).

SubBlockchain: is a unique Blockchain which has its own Genesis Block as well
as a Final Block, which forms the end of a SubBlockchain to
indicate that no more blocks can be added. The Final Block is
then submitted to the SuperBlockchain (Submitting). The Sub-
Blockchain is considered “open” and allows blocks to be added
up to a maximum number of blocks or for a specific period of
time.

Genesis Block:  generated as the first block in the SubBlockchain, marking that the
SubBlockchain is considered “open”. The SubBlockchain has a
single Genesis Block. The first Block Hash in each SubBlockchain
is set to 0.

Block Hash: is calculated by referring to the data of block headers by a hash
function (e.g. SHA-256). In the block header, the timestamp, the
Previous Hash, the hash value, and the data block are saved.

Previous Hash:  is the block hash of the previous block (index-1). Consequently,
it results in a chaining of the blocks and builds the Blockchain.

Final Block: similar to the Genesis Block, except that it indicates the end of
the respective SubBlockchain. When this is created, the Sub-
Blockchain is marked as “closed” and can no longer produce
blocks. The hash is generated by concatenating all the Block
Hashes of the preceding blocks. The Final Block can provide
additional information, such as a timestamp indicating when the
SubBlockchain is valid, to facilitate an efficient search for log
files.
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Fig. 1 Multi-level blockchain for a log management system

Superblock: is a normal block, except that all fields are stored in the Final

Block.

As mentioned, the resources of a company’s infrastructure prevent a PoW con-
sensus protocol. Hence, a different consensus-finding protocol has to be used,
which allows the data on the Blockchain to remain unchanged. In this approach
the SuperBlockchain and the SubBlockchain are generated by different participants
in the network (compare Fig. 1). Since the individual log files in the SubBlockchain
are calculated and verified, they consume more resources than the SuperBlockchain.
Masternodes are defined and made readily available for the calculation of the Sub-
Blockchain. These masternodes generate the individual blocks of the SubBlockchain
by means of “randomized block selection”. As soon as a Final Block has been gener-
ated, this block is sent to the other nodes (clients) which generate the SubBlockchain.
For generating a Superblock, a node is selected by means of “randomized block selec-
tion”. The process for the generation of the block is depicted in Fig. 2.

As soon as a client (client 1 to n) produces a log event, the log file is sent into the
“LogFilePool”, which can be compared with the Mempool in the Bitcoin network
(see Fig.2(1)). This pool collects the log files, which are not yet verified in a block.
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Fig. 2 Sequence diagram for adding a new log file on the blockchain

This part runs in parallel because the clients are independently generating their log
information (visualized by the block “par”). From this pool, the masternodes pick the
pending log files to verify a new Subblock. Whenever enough log files are collected
by the masternodes (e.g. one kilobyte or a certain lifespan is reached), the mas-
ternodes determine who will generate the Subblock by randomized block selection
(see sequence diagram block “Randomized Block Selection”) , which means they
“roll the dice”. The process will stay in the loop (see sequence diagram block “loop™)
until the condition lifespan < thresholdis fulfilled. A masternode can use any random
source of seed, e.g. a randomly chosen log file, and create a hash; the masternode
with the highest hash will generate the block (see Fig.2(2)). The sequence diagram
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block for calculation of the hash is marked as option (“opt”) because the second part
of the process is only called if the client is successfully verified. After a successful
verification, hashes are calculated or the log file is rejected if the client could not be
verified.

Once the block-generating masternode is selected, it verifies all pending log files,
if they are legal. If a log file is invalid, the files are rejected. It can be illegal if it is
not generated by a legitimate user. Due to the fact that all log files are signed by the
original user, noone else can generate a log file for another user. This is essential,
as every user could generate log files in another user’s name if the system did not
verify the log files. Just as every log file is verified, the chosen masternode generates
the Subblock (see Fig.2(3)). The masternodes generate Subblocks until a certain
threshold is reached. In this case the threshold is one day, which means that every
SubBlockchain is marked as “open” for a specific, single day. After this threshold is
reached, a new SubBlockchain will be generated by the masternodes.

As soon as the threshold is reached, the last Block in the SubBlockchain (Final
Block) is submitted to the clients (see Fig.2(4)). After the clients get the Final
Block, they also determine through randomized block selection who can generate
the Superblock. After the generation of the Superblock, the chosen client sends
the new block to all clients and the masternode, so every participant has the latest
Blockchain (see Fig.2(5)). This block is marked as “opt” to show that the selected
client will process this part. Example of the log file:

"Log_File": {
"Log_File_Signature": "blaaed4fec35b5a84c2ec90
6b55b30b5c5a7e338££905ed92£48£748d12450030",
"Log_File_Hash": "2a462bd2034780a9f7aba
a076843b06e8894994352c1lc3d86abd467a38d4ccdf,

"Subject": "Employeel",

"File":

{
"Path": "V:\Very_Secret_Folder\Very_ Secret_Document",
"Option": 1

}

The fields in the log file have the following meaning:

Log_File_Signatue: signature of the log file, to ensure that the log file belongs to
this node.
Log_File_Hash: the SHA-256 Hash of the log file.
Subject: user who created the event to be logged.
Path: path to the file, which has been generated or changed.
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Option: to identify the operation on the file: (0 = file created, 1 = file
changed, 2 = file deleted).

For generating a superblock, a node is selected by means of “Randomized Block
Selection”. The node which is selected for the generation of the block is determined
in the following way:

1. The nodes receive Final Block from the masternode

2. The last log file they send is hashed using the hash function

3. The node with the highest hash (e.g. Oaacf8 > 00c87) generates the new
SuperBlock.

Since log files are accessible on all nodes in the network (at least the hashes of the
log files), all nodes can calculate the hashes for block generation and check whether
the selected node really has the highest hash. Should a node calculate an incorrect
hash, that block will be discarded by the other nodes and block generation will start
again.

Limitations depending on the number of clients are attacks to the described LMS.
These attacks are especially problematic for small Blockchains with few participants
problematic because the likelihood of a party having more than 50% computational
increases. An aggressor on the network can cause various attacks on the Blockchain,
as soon as he has taken over a certain number of nodes. These malicious nodes try to
create a longer Blockchain. Since the healthy nodes try to attach the next node to the
longest part of the chain, this can result in a second Blockchain with invalid data.

If two Blockchains exist, a veracious n and a malicious m, which have been split
on a specific block, the system is stable as long as the length! of Blockchain 7 is
greater than the length of m. If the aggressor owns more than 51% of the nodes and
the length of m is greater than the length of n, new blocks will be attached to the
malicious chain. Hence, all nodes on the veracious chain starting from the splitting
point are interpreted as invalid.

4 Results

The design of the multi-level Blockchain allows for fulfillment of GDPR recording
requirements, while ensuring that manipulation of the log files is made impossible.
Further, deletion of the log files also becomes impossible because every change of
the file is recorded. Due to the Blockchain approach, the file is also distributed across
several nodes, which increases security. Asymmetric cryptography via certificates
ensures that the sending node is the node which generated the log file: so, sending
incorrect log files is impossible as well.

As another result of the multi-level Blockchain, the LMS has the ability to facilitate
highly efficient searches. Every SubBlockchain is assigned for a defined time period
and open to accept new data only during that time. Of course, the duration of this

ILength means amount of blocks.
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time period can be adapted to individual circumstances: if there is more logging
effort, the period can be shorter; if there is less logging effort, the time period can be
extended. By defining the period as a single day, the SubBlockchain contains only
the logs for this day and thereby allows for efficient searches. Hence, the Blockchain
offers advantages in terms of safety against the manipulation and extinguishing of
data, and this safety increases further with the number of participating nodes.

5 Conclusion

This case study aims to provide a contribution on how to overcome the Blockchain-
GDPR Paradox as described in (Coelho and Younes 2018; Van Humbeeck 2017).
Some articles of the GDPR are in contradiction to the core principles of the
Blockchain Technology. The GDPR Article 17 (Council of the European Union
2018a) demands the right to forget, while the Blockchain Technology provides its
main advantage of immutability if the Blockchain setup is correct. This argument is
important for LMS because of the need to offer a solution where a potential attacker
cannot change or delete log files or generate false entries to burden others. The
presented implementation of an LMS uses a multi-level Blockchain solution. The
approach shows a GDPR-conform solution to address the documentation require-
ments (Council of the European Union 2018d) where any processing has to be
logged in a suitable way. This solution allows simple and effective monitoring of
files and folders on the operating systems events create, change and delete. It can be
deployed easily and is already suitable for small network environments as well as
for large networks. The main design criterion was a performate search option which
is guaranteed due to the multi-level architecture. It turned out that in environments
with a large amount of log messages an additional layer could be considered. The
aim of non-repudiation could be achieved with this architecture and the Blockchain
Technology. The use of asymmetric cryptography creates the possibility of the user
not being able to deny a log file. This ensures that the respective sender of the log
file is really responsible for data breaches, as they cannot deny the log file afterward.
From the GDPR point of view, LMS contains user sensitive data such as username,
name or IP addresses. In this case, the information can also be seen as sensitive data
from a company’s point of view. Hence, it conforms to the GDPR (Kunde 2017) and
allows the use of the Blockchain technology to store log messages in conformance
with the GDPR.
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Abstract The Internet offers unprecedented opportunities to collect large amounts
of personal data at low cost. Typically, itis not only the data collection process but also
their further use which is opaque to the individuals. Blockchain technology promises
to return Internet users control over their personal data. In this chapter we present
and discuss Wibson, a decentralized data marketplace based on the blockchain that
provides a way for individuals to control and monetize their personal information
in a trusted environment. By using a token and blockchain-enabled smart contracts
Wibson allows data sellers and buyers to interact while allowing them to keep their
desired level of anonymity. This chapter is based on qualitative interviews and the
thorough analysis of the technical documentation. We describe the underlying ratio-
nale and functioning of Wibson and provide suggestions for future research at the
intersection of blockchain and privacy.

1 Introduction

In 1999, Scott McNealy, the chairman of SUN Microsystems, told a group of reporters
and analysts: “You have zero privacy anyway. Get over it” (Sprenger 1999). Two
years later, the start-up Itsmyprofile.com was launched with the intention of provid-
ing consumers a platform to sell their private data (Scheeres 2001). Their business
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model never prevailed, and the site is defunct now. In the years that followed, the
online collection of personal data and personalized advertising started to skyrocket
and turned into a billion-dollar business. Web beacons and third-party scripts collect
detailed information about Internet users and create sophisticated revenue models for
sharing profits among all parties involved (Zawadzifiski 2015), except for the users
themselves. The rise of the so-called “personal data economy (PDE)”, in which com-
panies purchase data from individuals, and models such as “pay-for-privacy (PFP)”,
in which consumers even pay to avoid the collection of their data, highlight the
monetary value of personal data (Elvy 2017) and the importance of individuals’ pri-
vacy concerns (Treiblmaier and Pollach 2011). Recently, various start-ups emerged
that enable individuals to sell their private data directly to businesses and brokers
(Parra-Arnau 2018).

The Internet is a decentralized system by design that links billions of intercon-
nected devices to improve communication, access to information, and economic
possibilities for people across the globe. Yet despite its distributed nature, giant tech-
nology companies have used the underlying technical protocols to build layers of
proprietary applications that capture and control massive amounts of personal data.
The top five companies (i.e., Google, Facebook, Apple, Microsoft and Amazon) boast
a combined market value of almost $3.5 trillion, which exceeds the entire economy
of the United Kingdom (Associated Press 2018). Over the past two decades numer-
ous cases of data breaches have occurred, with hundreds of millions individuals’
personal data being compromised. Such events entail serious and costly efforts from
the side of the companies to restore their reputation, consumer trust, and repurchase
intention (Curtis et al. 2018; Goode et al. 2017). Additionally, data security breaches
were shown to negatively affect company performance, which also includes spillover
vulnerabilities from rival firms’ breaches (Martin et al. 2017).

Under the current system, individuals lack control over how data brokers collect,
analyze, protect, and use their personal data. Over the years, different revenue models
have emerged evaluating how users can monetize their personal data (Kemppainen
et al. 2018). Additionally, governmental bodies and consumer rights organizations,
especially in the European Union, are trying to maintain an appropriate balance
between transparency, personal data use, and data access. When it comes to personal
data, however, regulation authorities are fighting an uphill battle (Inverardi 2019).
The prevailing data ecosystem misallocates data’s value away from the owner—
the individual—and prevents society from effectively tackling many of its biggest
challenges. Privacy advocates therefore claim that the time has come for citizens to
regain control over their personal data and benefit from the value it creates, which
sometimes results in new legislation (Alix 2018). Hence, two research questions
evolve:

1. How can a blockchain-based decentralized marketplace empower Internet users
to control their personal data?

2. How can a blockchain-based decentralized marketplace empower Internet users
to monetize their personal data?
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We answer these questions combining using a case study approach and present-
ing a practical implementation of a decentralized marketplace for personal data. This
chapter is organized as follows. First, we discuss the background problem underlying
the current case and previous limitations to addressing this issue. Then, we introduce
the notion of a data marketplace that is decentralized and privacy preserving, along
with a division in general components of the functionality required by such a market-
place. We then present the construction of the Wibson protocol, which provides a mar-
ketplace exhibiting the key properties of a general decentralized Privacy-Preserving
Data Marketplace ({PDM). We define the relevant participants, components, data
structures, incentives, and mechanism of the protocol. The next section delves into
the current Wibson implementation, detailing the decentralized applications. We then
develop a framework followed by some implications and a conclusion.

2 Background Problem

Throughout history, organizations have relied on the collection and use of personal
data to make business decisions and increase sales. As technology evolves, the ability
to capture, track, and analyze data continues to increase providing more opportuni-
ties for companies to improve their business and profit. The commercialization of the
Internet in the 1990s and growth of social media have captured the attention of con-
sumers regarding the collection and use of their information. This has raised ethical
concerns about the ownership of personal data and how it should be used. Various
practical and theoretical-based research have been conducted evaluating information
privacy and security concerns related to the collection, use, dissemination, and own-
ership of personal information (Alashoor et al. 2017; Pavlou 2011; Yun et al. 2019).
Various groups have researched ideas related to empowering users and giving back
control of their own personal data and a few have made attempts to implement these
ideas.

The concept of giving users control of their own personal data has received atten-
tion by several entities over the past two decades. However, these attempts have
several shortcomings limiting full scale adoption by customers and companies in the
data marketplace. The biggest challenge is the reliability of the data being generated.
When organizations collect, the information generated is based on the customers’
actions (i.e. web traffic, product view, purchases, etc.). The attempts to give cus-
tomers the ability to sell their own data has primarily been based on surveys and
user provided data. When using surveys to provide customer information, such as
purchase history, companies are relying on customers to provide complete and hon-
est feedback of their purchase history as they remember it. Customers may only
share information they are comfortable providing rather than all the details of every
transaction that took place. There may even be instances where user perceptions of
their shopping habits differ from their actual shopping habits creating incomplete or
inaccurate data. There is also the issue of motivation for providing personal informa-
tion by the users. By offering monetary benefits for filling out surveys to profit from
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their own information, the focus is on obtaining the benefits rather than providing
accurate information. This could cause reliability and accuracy issues when users
are motivated to complete the survey but not motivated to ensure the accuracy or
completeness of the data. Due to these reasons alone, companies have the advantage
in terms of accurate and complete data that is better suited for making decisions. The
technological capabilities have not been available for customers to easily maintain
this level of reliable data until now. With the introduction of blockchain, the capabil-
ity for users to access their transactional history of data becomes a reality providing
the opportunity to empower users.

Blockchain is a distributed ledger technology defined as a “digital, decentralized
and distributed ledger in which transactions are logged and added in chronological
order with the goal of creating permanent and tamper-proof records” (Treiblmaier
2018, p. 547). This differs from traditional databases companies often use in eCom-
merce by creating a public immutable record of customer transactions. In traditional
databases, the company controls and maintains the data directly, assuming owner-
ship of all transactions that take place. In these marketplaces, companies can only
view the history of transactions that occur at their online store. This creates data
marketplaces where companies sell their transaction data to each other and profit
from customer information. With blockchain, all transactions that occur across the
entire marketplace are kept on the public ledger giving the customer access to their
transactional history. Blockchain technology provide customers with the opportunity
to access their transactions across all online companies giving them the advantage
of richer and more complete data than any single online retailer.

With these new capabilities and access to transactional data by customers, the
concept of empowering customers to profit from their own personal data have transi-
tioned from theory to reality. Large-scale solutions to reach this goal are empowered
through the implementation of blockchain as the moderator to access and control of
externally stored data (Zyskind et al. 2015). A model introducing a dedicated and
trusted third party has been introduced to allow for transactional privacy and the use
of smart contracts (Kosba et al. 2016). Proposed blockchain solutions addressing
privacy have been introduced for a variety of industries such as IoT and smart homes
(Dorri et al. 2017b), mobility (Dorri et al. 2017a), and healthcare (Yue et al. 2016).
The proposed blockchain solutions offer improvements over current systems while
addressing customer control issues related to their personal data and providing a plat-
form where customer can exchange their data for money, tokens, or other benefits.
The major limitation of the proposed solutions to date is that they fail to consider
the entire marketplace and focus on individual industries instead. To truly empower
users with control of their personal data, a solution managing the whole ecosystem is
required. The concept of a dPDM provides the ecosystem to make this idea a reality.
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3 Methodology

In this paper, we present the case-study findings from an explanatory, single-unit, and
single-case design. The unit of analysis were the artifacts that can be created to allow
Internet users to control and monetize their personal data. The analysis relies on the
description and critical assessments of the artifacts. Construct validity was ensured
by using multiple sources of data (i.e., interviews and documents) and having key
informants review the draft. Reliability was ensured by keeping a case study protocol
and documenting all parts of the research process (Yin 2013). The main sources of
information were five interviews that were conducted with the core development
team from Wibson as well as a thorough analysis of the technical documentation
(Travizano et al. 2018). The interviews lasted between 15 and 20 min respectively
and were conducted between March and May 2019. We recorded, transcribed and
analyzed them following the standard procedures of qualitative data analysis (Glaser
and Strauss 1999). Following the methodological suggestions from Urquhart (2012)
and the recommendations from Treiblmaier (2019) on how to design blockchain case
studies, we first describe the concept of dPDM and how the proposed solution helps
to overcome several pending problems. We then use the interview data to evaluate
the proposed solution as well as the general ecosystem and highlight main areas for
future research.

4 Decentralized, Privacy-Preserving Data Marketplaces

In this section we describe the operating principles of a dPDM in a stepwise manner
(Travizano et al. 2018). We first define a Data Marketplace (DM) as a platform for
the trade of information that provides the following:

e infrastructure where sellers offer their personal information in exchange for
something of value from buyers;

e data evaluation and valuation mechanisms;

¢ incentives for all market participants to act honestly; and

e incentives for all participants to ensure data quality, including an enforcement
mechanism to guard against low-quality data.

More specifically, a decentralized Data Marketplace (dDM) is a DM such that:

e there is no central authority to actively regulate market participants;

e there is no central data repository; individuals maintain full control of their
personal information at all times; and

e in place of a central funds repository, participants maintain control of their own
funds in a distributed manner.
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Finally, a decentralized Privacy-Preserving Data Marketplace (dPDM) is a dDM
which allows users to sell personal information, while providing them the following
privacy guarantees:

e anonymity, such that the identity of the Sellers and Buyers is not revealed without
their consent. In particular, the identity of the Data Seller is not revealed to the
Data Buyer without the consent of the Data Seller;

e transparency over data usage: The Data Seller has visibility on how his Data is
used by the Buyer; and

e control over data usage: The Data Seller can modify the rights over its Data at
any moment in time.

We divide the functionality required by a dPDM into a set of components, which
we describe briefly in this section. In a later section we will provide more details on
how these components are implemented in the Wibson protocol. Initially a Decen-
tralized Auditable Data Storage is needed, in which Data Sellers store their own data
encrypted and available off-chain (e.g., in a client-side storage, or a cached distributed
system like IPFS, Interplanetary File System, Protocol Labs 2019), preventing unau-
thorized users from accessing it. The blockchain stores hashes of the data, but not
the data itself, allowing later proof-of-existence. When required by the protocol, the
Sellers must provide their data for audits to a trusted mutually agreed third party. The
Querying System is a communication system used by the Data Buyer to request data
from the Data Seller. The Data Pricing Mechanism assigns data prices and transacts
data operations. The Data Payment System transfers tokens securely and efficiently
between market participants. Finally, the Incentive System provides mechanisms and
incentives to verify the trustworthiness of data and incentivizes honest marketplace
behavior.

5 The Wibson Case

Wibson is an open protocol which combines blockchain, cryptography and market
design. The latter refers to the way in which buyers and sellers interact with the help
of notaries and the incentives that they receive. According to the CEO, there were
basically two reasons for building a blockchain solution:

First, it is an enabler for our core principles [...] transparency, control, anonymity and
fairness. Blockchain was the best technology that enabled us to implement the core principles.
Second, it is also consensus. Over time this should turn into a user-friendly technology. Users
should decide on their own future, they should have control over the destiny of the network.
This is something that we really value.

The Wibson application allows access to the underlying protocol. Given the open
source nature of the project, the protocol is open for everyone to develop their
own applications. The goal is to level the playing field between data consumers
(i.e., companies, organizations) and data owners (i.e., individuals). Wibson creates a
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blockchain-based, decentralized data marketplace that provides the infrastructure for
individuals to securely and anonymously sell personal information that is validated
for accuracy.

As an engineering manager states:

Most of the value of personal data today is exploited by a handful of companies. Wibson is
a way to distribute the value that comes out of data. We want to put people in control of their
own data.

Wibson is built up on a set of the aforementioned core principles, as well as indi-
viduals’ ultimate control over the use of their personal information. In the Wibson
marketplace, individuals will be able to participate in a decentralized data market that
provides both financial incentives and control over personal information, without sac-
rificing privacy. In this section, we describe the main components of the marketplace
and the protocol.

5.1 Marketplace Participants

The protocol specifies three types of market participants: Data Sellers (Seller), Data
Buyers (Buyer), and Notaries. The Seller owns personal data and therefore has the
right to sell them. We denote the set of Sellers as S = {S, ..., Sm}. A Buyer is defined
as any entity which wants to purchase data. We denote the set of Buyers as B = { B,
..., By}. Furthermore, we introduce the role of Notary as a verification entity to verify
participants’ information when required, verify data quality and trustworthiness when
required, and arbitrate in case of conflict between Data Sellers and Data Buyers.
We denote the set of Notaries as N = {Ny, ..., N,}. To qualify, the Notary must
have access to ground truth information with respect to the data being exchanged
in the marketplace. In other words, the Notary will be an entity which possesses
information on the Data Sellers and is able to verify that information. All Notaries
need to have public identities and a verifiable off-chain reputation. The marketplace
is decentralized since any participant which fulfills the basic requirements can enter
the marketplace as Data Seller, Data Buyer or Notary. No central authority exists
which controls participation in the market, or grants/denies permission to act in the
market. This is a clear contrast with most common marketplaces that are controlled
by a central authority.

5.2 Wibson Components and Functioning

The market provides a Decentralized and Auditable Data Storage System, where
personal data is stored on the client side, and the blockchain provides references
to the data, but not the data themselves. Each Seller hosts its own data, which is
encrypted, on their devices, such as mobile phones or personal computers. Data
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transfers from Sellers to Buyers are performed off-chain. The blockchain stores
hashes of the Sellers’ Data, which serve as references to the full data set for validation
purposes. The unencrypted data can be required by the Notary in case of an audit.
Wibson also implements an Augmented Chain that joins data stored off-chain plus
and the references (i.e., hashes of the data) on-chain. This Augmented Chain contains
all the data of the system, and is always accessible to the Notary in case of an audit.
If the Seller fails to provide his/her data to the Notary, in case of a conflict or in case
of being audited, the Notary may arbitrate against the Seller.

Potential Buyers communicate their data requirements on-chain by placing Data
Orders on the blockchain. The Buyer publishes on the blockchain the price offered
for each Data Order. After screening the Data Responses, the Buyer publishes on the
blockchain the selected Sellers, the price paid, and the hashes of the data. The initial
implementation of the payment system uses Ethereum smart-contracts (Buterin 2014;
Wood 2014) and an ERC20 token (Vogelsteller and Buterin 2015) implemented with
the Zeppelin Standard Token.

A reward system provides mechanisms and incentives to certify participants, ver-
ify that data is trustworthy, and incentivize honest marketplace participant behav-
ior. In the on-chain incentive system Notaries audit transactions by signing them
on the blockchain. The result of these Notary audits is added as a transaction on
the blockchain and used to reward or penalize market participants. Additionally, an
off-chain verification is performed by Notaries based on their existing proprietary
information. Notaries earn tokens by verifying participant’s information, validating
data, resolving conflicts, or from selected audits. In order to allow participants to
interact with the system, Wibson provides Decentralized Applications (dApps) (i.e.,
applications that run on a P2P network of computers rather than on a single computer)
for Data Sellers, Data Buyers, and Notaries.

5.3 Wibson Protocol

The Data Ontology is a publicly available document that formalizes naming, defini-
tion, structure, and relationships (Gruber 1993) pertaining to the marketplace’s data
and can be used as a reference to generate Audiences and Data Requests. It defines
a “dictionary” for buyers and sellers to ensure that they use identical data fields. It
is comprised of a comprehensive variable list that defines available Data Entities as
well as Data Query Models for each variable type, and Audience Query Models to
filter available Data Sellers. Each particular implementation must define variables for
each category. Given the publicly available Data Ontology, a Data Buyer requests a
particular Data Entity (e.g., browsing history) with additional parameters defined in
the Data Query Model (e.g., two days of browsing history) from an audience defined
in the Audience Query Model (e.g., men who reside in Spain).

In order to participate in the Wibson protocol, a Data Seller S is required to own a
Master Ethereum address to send and receive payments (Wood 2014), public/private
keys for signing transactions and encrypting data as well as Audience attributes.
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Similarly, a Data Buyer B is required to have an Ethereum address to send and receive
payment, public/private keys for signing transactions and encrypting data, an off-
chain address (e.g., URL or IP address) to receive Data Responses and an off-chain
address to receive Data. Participation requirements for a Notary are an Ethereum
address to send and receive payments, public/private keys for signing transactions
and encrypting data, and an off-chain address to receive Data. Furthermore, Notary
N must reveal his/her public identity by publishing the Ethereum address and public
key in a publicly verifiable place.

Data Orders placed on-chain by Data Buyers include the following information:
(1) audience, (ii) data requested, (iii) Data Buyer’s public key, (iv) address to upload
Data Seller’s responses and data via HTTPS post, (v) price per response, (vi) list of
Notaries and their fees, terms of service and signature in agreement, (vii) minimum
audit budget, and (viii) terms and conditions of data use. Audience is a filter of
potential sellers for the Data Order, written in terms of the Audience Query Model
defined in a publicly published data ontology (e.g., Gender = Women, Age > 40,
Income > $200,000, Current Residency = Spain). Data Requested is a list of Data
Entities with certain parameters as defined in the Data Query Model. It can, for
instance, include a request for credit card transactions over the last seven days or
the web browsing history over the last thirty days. A Data Buyer can also create a
Data Order with an empty Data Requested field in order to estimate how many Data
Sellers match certain criteria. In this case, the Data Buyer obtains the information
about how many Data Sellers fit the specified criteria. The Data Buyer pays each
Data Seller for disclosing the information that fulfills the criteria.

The address to upload the Data Seller’s Responses and Data Ug (i.e., the public
address of buyer B) is a public address (e.g., public URL) from which the Buyer
can receive data. Furthermore, the Buyers specify Notaries who are eligible to audit
transactions, based on the match between Data Requested and Notary’s verification
capabilities. The protocol forces Data Buyers to set a minimum mandatory cost (m,,),
which is deployed as a minimum budget assigned for audits conducted by selected
which could be executed not only in completed orders, but also in uncompleted ones.
This prevents Data Buyers from creating massive amounts of queries without cost.

The Data Response is sent off-chain by the Sellers to the Buyers and includes the
following information: (i) address to receive payment, (ii) hash of data, (iii) selected
Notary who is included in a Notary list and has signed the transaction, (iv) the data
order to which it belongs, (v) the price of that data order, and (vi) a signature to
add a transaction to the blockchain. The Payment Address E; is an Ethereum wallet
address to receive the payment from the Data Buyer. The Hash of Data (H (D;)) is
written on the blockchain to guarantee the immutability of the unencrypted Data. H
is based on the hash function SHA-256 (Lilly 2004). The Data Seller has to decide
which Notary N;+ should audit the transaction. The Notary should be included in the
list of Notaries L (of the Data Order) and should have signed the transaction (N«
€ L¥). Finally, a signature (sigs;) is needed to add a transaction on the blockchain
and to authenticate Data Seller S;.
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5.4 Flow of Operations

Figure 1 shows the regular mechanisms and flows of operations of the Wibson
protocol. The process comprises ten steps:

1. DataBuyer creates a Data Order query DO = (A, R, PKp, Up, m,, tc)and sends it
to all Notaries he wants to include, in order to obtain their fees, terms of service
for the Date Order and their signatures over all this information in agreement
with the conditions described by the Data Buyer. The Date Order includes:

audience A;

data requested R;

the Data Buyer’s public key PKg;

public URL to upload Data Seller’s responses and encrypted data via HTTPS
post Usg;

minimum audit budget m,; and

terms and conditions of data use ¢..

2. Data Buyer places the Data Order on the smart contract adding also the list of
Notaries with their fees, terms of services and signatures L = {Ny;, ..., Nis}.
The tokens (corresponding to minimum audit budget m,) leave the Data Buyer’s
control.

4. If Seller accepts Data Order, sends a Data Response directly to Buyer's public URL.
No data is sent at this time

7. Seller sends the encrypted data to Buyer's public URL

8a. Buyer asks notary to select the responses to be
audited. Buyer can ask for specific responses to be
audited. Notary signs approval, rejection or not audited

1. Buyer sends the order to be created with the
price and ToS. Notary includes his fee and TaS and
signs off the whole package.

Bb. If selected to be audited, Seller also
sends the encrypted data to Notary

Off-chain operations

Data Seller Data Buyer

Data Seller
dApp

.......1.................‘................. " s

Data Buyer
dApp

6. Sellers listen for 5. Buyer selects
selected Data Sellers from
Responses whom he wants
to buy, adding
everything to the

contract
3. Sellers listen for 10a. Seller gets 9b. Notary closes 10b. Notary also 2. Buyer places 9a. Buyer closes
new Data Orders paid, if data Data Response, if gets paid for the order on the Data Response in
was approved Buyer does not completed audits Smart Contract Data Order

or not audited

On-chain operations

Smart Contract

Fig. 1 Wibson’s flow of operations
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3.

Data Sellers monitor Data Orders and look for opportunities which:

match Data Order’s audience A;

agree on data requested R;

accept suggested Notary (only one);
accept Data Order’s price p; and

accept terms and conditions of data use.

Data Sellers may send Data Response to Data Buyer’s public URL
(off-chain). The Data Response consists of seven items: DR =
<Ei7 DOa p,0i, H(Gl||Dl)a Ni*v tc? Sig5i>:

e address E; to receive the payments;

e the Data Order’s address DO,

e the price p of the Data Order (for which the Sellers are willing to sell the
requested data);

e the hash of unencrypted data D; computed using SHA-256 (H (D;)) (Lilly
2004);

e the selected Notary N;, € L* who is included in the list of Notaries Lx who
have signed the transaction;

e link to the accepted terms and conditions of data use; and

e Data Seller’s signature over all of the above sigg; (to add the transaction in
the blockchain).
No Data Seller data is sent at this point.

Data Buyer selects the set of Data Sellers 7 from whom he wants to buy and
adds them to the Data Order contract. Tokens to pay Data Sellers leave the Data
Buyer’s control at this point (the selection happens on-chain in the transaction).
The Data Buyer also pays for an eventual audit, if the minimum budget for audit
was already surpassed. In the case that Data Buyer B does not select any Data
Seller (and thus does not complete the purchase): if the Data Order was selected
for audit, the Notaries Ny € L share the payment of the minimum audit budget
(without any further action required from the Notaries).
Data Sellers listen for selected Data Responses.
Data Sellers S; € T who have their offer approved upload the data file (encrypted
with the public key of the Data Buyer PKp) to the requested address Usp.
Once the Data Buyer receives the personal information, the next step is to close
the transaction and transfer the tokens accordingly. In order to close a Data
Response over a Data Order, the Data Buyer must check with the Notary if the
data must be notarized or not. Then the Notary will hand over the Data Buyer
a signed certificate specifying one of the following scenarios:
The Data will not be notarized;
The Data was notarized and is valid; and
The Data was notarized and is invalid.

Unless the Data Buyer specifically asks the Notary to audit a Data Seller, it
is up to the Notary to decide who will be notarized or not.
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9. With the Notary’s signed certificate, the Data Buyer closes the given Data
Response (a.k.a. Data Transaction). The contract will verify this certificate and
transfer the money to the Data Seller in scenarios (a) and (b), or to the Data
Buyer in scenario (c). For all this to happen, the Data Buyer or the Notary must
call the ‘close Data Response’ method over the smart contract.

10. Finally, the contract calls the transfer method to send the tokens to the Data Seller
or to the Data Buyers account. The Notary also gets paid. If the Data Buyer
decides to stop receiving new Data Responses, he may close permanently the
Data Order contract.

5.5 Real World Applications

We illustrate the market roles with two examples, namely credit card transactions
and location data. In the former the Data Seller is a client of a Bank, who offers on
the market (anonymized) credit card transactions. The Data Buyer can be any entity
requiring transactional data, for example, to train its machine learning models. In
this scenario, the Bank is the ideal Notary since it can verify that the Data Seller is
actually a client of the Bank. This can be done by requiring the Data Seller to provide
information for authentication. In case of conflict, the bank can verify whether the
data on credit card transactions sent by the Data Seller to the Data Buyer is valid and
trustworthy. This can be easily accomplished by comparing the client’s credit card
transactions with the Bank’s own records.

In the case of location data, the Data Seller is a client of a telecommunications
company (Telco), which offers on the market anonymized records with the requested
information. Again, the Data Buyer can be any entity requiring location data, for
example, to train its machine learning models. In this case a Telco is the ideal Notary
since it can verify that the Data Seller is actually a client of the Telco. This can be
done by requiring the Data Seller to provide authentication information. In case of
conflict, the Telco can act as a Notary and verify whether the location information
sent by the Data Seller to the Data Buyer is valid and trustworthy, which simply
requires a comparison with the Telco’s own records of the client’s location during
the use of mobile phone services.

5.6 Implementation of the Wibson Data Marketplace

There are three decentralized applications to operate on Wibson, one for each type
of participant, which enable them to follow the entire protocol previously described.
With the first decentralized app, the Data Seller dApp, the Data Seller may perform
on-chain operations, such as listening to new Data Orders placed on the blockchain,
accepting Data Orders with a new signed Data Response, or checking if a Data
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Response was approved, namely selected to be bought. After the transaction has
been carried out, the Data Seller receives the payment through the dApp and can
keep track of the token balance in the wallet. Furthermore, there is a range of off-
chain operations the dApp offers to the Data Seller. They may locally store the data,
as well as integrate and link it with external data sources including social networks
or other devices. Finally, the Data Sellers uses the dApp to send the data or Data
Responses to the Data Buyer’s public URL if they want to sell.

With the second decentralized app, the Data Buyer dApp, the Data Buyer may
perform on-chain operations, such as placing new Data Orders on the blockchain
(including the specification of the intended audience and further information), adding
the wanted Data Responses to the contract and signing transactions. The Data Buyer
uses the dApp to pay the Seller for the data and the Notary for the audit, and
keeps track of the token balance in the wallet. Concerning off-chain operations,
the dApp provides an API, which the Data Buyer may expose publicly to receive
Data Responses or the data itself. It further provides functionality to keep track and
show status for every Data Order placed and all Data Responses received.

The third decentralized app, the Notary dApp, allows the Notary to perform on-
chain operations such as agreeing to act as Notary when requested by Data Buyer,
signing transactions, and keeping track of the status of every transaction in which
they are involved. The Notary uses the dApp to receive the fee for every audit done
and to keep track of the token balance in the wallet. In terms of off-chain operations,
the dApp notifies the Notary when a challenge was requested by the Data Buyer or
the Data Seller, provide functions to validate the information and to sign the audit
results. Notaries have a public profile with public “seller acceptance rules”. If a Data
Seller chooses to use a certain Notary, he is accepting implicitly that he is eligible to
be notarized. If this is not the case, the Notary may automatically judge against him.
For example, if a Data Seller is selling bank data and choosing a bank as a notary, he
must confirm that he is a customer of that specific bank. This ensures that the Notary
is able to judge the quality of a seller’s data.

6 Emerging Topics

To evaluate the technical functionality of the platform and its potential value con-
tribution for individuals, data was collected from five interviews consisting of two
researchers, an engineering manager, the Chief Technology Officer and the VP of
engineering of Wibson. The interviews were transcribed and the data was analyzed
following the basic tenets of qualitative research (Urquhart 2012). Four major topics
were identified pertaining to the project: technological ecosystem, market structures,
behavioral change, and environmental uncertainty.
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6.1 Technological Ecosystem

The blockchain technological ecosystem is still in a state of development, which
does not only pertain to the Wibson protocol, but also to the underlying Ethereum
blockchain. Since most of Wibson’s transactions will be one to many (i.e., one buyer
and many sellers) as opposed to the commonly used one-to-one transactions on a
blockchain, new solutions need to be developed that allow for an increase in scale.
A Wibson Engineering Manager states:

We did a lot of research on how to scale up. We analyzed Plasma, state channels, and different
things. We ended up writing smart contracts that allow you to carry out massive payments
in one transaction using an ERC token. We developed that ourselves.

Another pending topic is the need for resources caused by a decentralized solution.
Typical blockchain consensus mechanisms were not applicable. Proof-of-work or
proof-of-space were impossible due to technical limitations, while proof-of-stake
would be problematic because of potential centralization risks. Innovative solutions
need to be found to accommodate to the fact that the applications are intended to
primarily run on mobile phones. According to a Wibson researcher:

To generate the proof, you need a lot of resources. Our users run the applications on mobile
phones, which means that they do not have a lot of processing power. So, we focus on some
specific protocols for our problem set, we were able to develop some zero knowledge proofs
[...] without requiring this exorbitant hardware power.

Furthermore, the cost per transaction needs to be reduced, which was already
improved with the launch of a new protocol version. As one researcher explains:

When we have millions of users, we have high gas [i.e., internal pricing for running a
transaction in Ethereum] costs. The seller does not have to pay the gas. He does not have to
pay anything to enter the marketplace. The buyer pays for the gas and obviously for the data
and the notary for validating the data.

6.2 Market Structures

Decentralization calls for new market structures. In traditional markets, personal
data was gained free of charge by large companies by tracking and tracing their own
customers or web site visitors and either used by themselves or sold to third parties.
By enabling private individuals to market their own data, they are enabled to get into
direct contact with the final data users, which may be, for example, an advertising
company. In this model, intermediaries become obsolete. According to a Wibson
researcher:

The advantage of the Blockchain is that the marketplace is completely decentralized and
there is no central role for Wibson or any of the other players. Anybody can enter as seller,
buyer, or as a notary.
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However, a critical success factor is the involvement of various market players with
complementary interests concerning the data. Consequently, trading data via Wibson
should be attractive to as many potential stakeholders as possible: one-time and
repetitive data sellers, one-time and repetitive data buyers, potential future users,
etc. This should be achieved through the variety of exchange options and potential
applications of the Wibson token. As a Wibson researcher remarked:

You can trade the Wibson token for other tokens or get fiat currency out of it at some
exchange. At some point it might make sense to include merchants trading for it. [...] With
a token you are free to do whatever you like and trade it elsewhere.

6.3 Behavioral Change

From a social and economic perspective, widespread adoption depends on new types
of behavior. Customers need to understand the value of their personal data (Kugler
2018), the extent to which they are able to control their use, and how they are able to
do that. The CEO of Wibson highlighted the broader social context of personal data
control:

You can look at data ownership as a human right. We believe in the social value of data
ownership. When companies use our personal data, what we are giving to them is the ability
to control us. There are deep implications for democracy and freedom.

The creators of Wibson are driven by the vision of democratizing the ability to
control an individual’s own data and to promote knowledge about the management
of personal data. They see the distribution of value generated from data as their
declared goal. A Wibson researcher puts it that way:

Most of the value of personal data today is exploited by a handful of companies. Wibson
is a way to distribute the value that comes out of data. In today’s world [individuals] are
trading privacy for services. Those services are not free, they pay with the privacy. Wibson
makes more honest and gives more control to the end user. Furthermore, they will get some
awareness about their personal data.

Even though the solution has great disruptive potential, the Wibson creators are
well aware of the fact, that this requires broad masses of users to join the platform.
A Wibson researcher acknowledges that user adoption requires more than just a
working solution and that the way Wibson works may not be self-explanatory to a
standard user:

Wibson researcher: The Issue of user adoption has to do with user experience, but also how
we can get a gradual adoption. Users need to be aware how the blockchain works.

Accordingly, the Engineering Manager sees the proof-of-scalability as the next
turning point for his organization:
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Engineering Manager: Initially we focused on optimization. Now we need to prove that we
can scale. We need the number of people who are willing to sell data to make it interesting
for buyers. The second version is able to reduce the gas costs by three orders of magnitude.
A thousand times less than before.

Since the Wibson project started, the situation on the market for selling and buying
personal data has changed. Wibson CTO is well aware that competition will become
increasingly harder, but hopes that the distinctive features of Wibson will help the
company get established on the market:

Wibson CTO: When we started, there were not many competitors, but as time progresses
others are coming into play. However, still there is no single project that is the clear winner
in the space. It is still very early. There are other solutions, but I have not seen one yet where
one of the players is a notary and this is something that distinguishes us from the other
projects.

Summarizing, several interviewees highlighted that a change in individuals’ aware-
ness regarding the actual amount of data collected and used from companies is
needed. This corresponds to previous academic research that identified the so-called
privacy paradox, namely a situation in which consumers voice concerns about their
ability to control personal data while simultaneously freely providing them online
(Norberg et al. 2007). The question arises to what extent the availability of a privacy-
preserving technology will change customers’ actual behavior so that it is more in
line with their stated preferences.

6.4 Environmental Uncertainty

External factors exist that represent major challenges. First and foremost, the market
for blockchain-based privacy solutions is new and clear structures need to emerge.
According to the VP of Engineering:

Right now in this stage there is no one in a dominant position. This is a very new field
and everyone is trying different approaches. There is no clear way to do this. What we are
creating is a market. We have an application, of course, and we hope that this will be the
first successful use case for this market.

New challenges arise when operating cross-borders. This especially pertains to
country-specific jurisdiction regarding the treatment of personal data, regulatory and
compliance issues, and various laws related to operating in different geographical
regions. As the VP of Engineering states:

[...] For example, the law in Europe and the law in California. Empowering the individual in
the use of data is a huge topic. There is a huge public awareness, but this needs to transform
into action. This is happening. GDPR [i.e.: General Data Protection Regulation] in Europe
is an opportunity for us. Companies need to change their processes and they need tools to
do that. Not only the technological tools. It is an ecosystem that also includes awareness and
Wibson may empower them. Wibson is GDPR compliant since the users are in control.
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Furthermore, the combination of sophisticated data analytics methods might create
new ways to leverage the data but also poses new risks. On the one hand, the avail-
ability of personal data is necessary to extend the potential of Al through training
and adaptation, such that providing easier access to it may accelerate developments
of new and better Al solutions. On the other hand, understanding and controlling Al
requires new approaches to data handling. The CEO of Wibson explained:

I really believe that when you look at the economy in the future, Al systems will be the tools
to increment the GDP the most and they will be fueled by personal data. Data and Al are
closely related, and I am very concerned about the future of Al but I also recognize that it
is very difficult to control it. It is as difficult as controlling ideas. The way to start thinking
about how we can regulate Al is the way to start thinking about how we can regulate data.
The role of data becomes critical.

Overall, the development of Wibson occurs at a time in which several external fac-
tors remain uncertain: competitors come and go, law regulations are missing or are
unsystematic, and the future developments are hard to predict. However, the require-
ment to guarantee privacy and the need to scale the solution seem most urgent to the
Wibson team. The CEO frames it as follows:

Wibson CEO: There are a lot of science fiction problems. This is beyond the horizon that
we are looking at. But there are other concerns, more related to privacy and how you can
really encode a privacy preserving blockchain. I am looking at it from Wibson’s perspective.
What is most important for us is privacy and scalability. If Ethereum will deploy better
technologies in the future, it will be cool for us.

7 Implications

Wibson is an underlying open source protocol that enables the deployment of a wide
variety of applications. The proposed solution allows individuals to regain control
over their personal data and, in case they want to do so, to monetize them. For
academics, new research topics emerge.

7.1 Practical Implications

Data marketplaces have been around for several decades. Historically, they have
been dominated by large collectors of data without any active participation from
consumers. In recent years, this market has substantially grown and new techniques
such as machine learning and artificial intelligence will further increase organiza-
tions’ appetite for personal data. The deployment of blockchain not only enables
individuals to control their desired level of privacy but also to monetize their per-
sonal data in case they want to do so. By providing data in an aggregated form,
according to the specifications of the data buyers, companies’ ever-growing need for
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information can be fulfilled without forfeiting individuals’ need for privacy. This also
allows to combine behavioral data that spans industries and user activities to avoid
an isolated view of historical transactions previously provided by individual retail-
ers. Simultaneously, this will lead to new market structures and potentially to the
elimination of data intermediaries. In turn, this could potentially lead to severe con-
sequences for organizations whose business model is mainly based on the collection,
aggregation and sale of personal data.

7.2 Theoretical Implications

There are numerous theoretical implications that can be identified through the cre-
ation of a new industry such as dPDM being implemented on emerging technology
such as blockchain. Digital disruption is a significant implication from this tech-
nology as data markets transition from organizational control to consumer control.
This adds an additional layer in the business-to-consumer (B2C) relationship where
customers not only purchase goods and services from companies but also gain the
ability to sell their data in return. This reciprocated relation not only influences the
dynamic of B2C transactions but also has significant behavioral considerations in
terms of adoption, use, trust, privacy, and security. Previously, trust and security were
required on behalf of the company for transactions to take place but with the new
dynamic of consumer provided data, additional responsibility is put on the consumer
to build trust in the data that they are able to provide. The long history of research eval-
uating purchase intention, trust, privacy and security from a business-to-consumer
perspective needs to be revisited and evaluated from a reciprocated relationship with
an evaluation of constructs looking at the consumer-to-business (C2B) relationship.

8 Discussion and Conclusion

In this paper we discuss the Wibson decentralized marketplace which aims to restore
individuals’ ownership over their personal information. The current research is based
on two main research questions, namely (1) how a blockchain-based decentralized
marketplace can empower Internet users to control their personal data and (2) how a
blockchain-based decentralized marketplace can empower Internet users to monetize
their personal data.

The Wibson platform strives to achieves those two goals by giving corporate
marketers and advertisers access to verified data and creating an explicit consumer
consent mechanism that accounts for new privacy regulations. Based on the principles
of transparency, anonymity, fairness and control, a dPDM will gain individuals’ trust
and business confidence needed to develop a data exchange ecosystem which is
beneficial for both Data Sellers and Data Buyers. This can fundamentally change
the way marketers collect and use personal information. Wibson gives marketers
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access to data types and individual characteristics that were in many cases previously
unavailable, even if they were working through the biggest advertising platforms.

In this paper we describe the basic functioning of the Wibson platform. First,
it identifies and defines roles necessary for trading data in blockchain. Second, it
describes components and functions necessary to enable the interaction between
the involved parties. Third, it defines the protocol that describes who takes what
action and how. Fourth, it proposes a flow to specify the order of actions. In sum,
it characterizes the foundation blocks of a marketplace, a sphere for commercial
exchange of commodities. While the previous literature has studied aspects of privacy
in blockchain and suggested the use of this technology to put the control over the data
back to the individual (Kosba et al. 2016; Zawadziriski 2015), Wibson strives to go
a step further by outlining the mechanisms and entities necessary for a marketplace
to emerge.

In this paper we present the findings from a case study embedded into the current
economic system of sharing and using personal data. Limitations exist pertaining to
external validity which are aggravated because of different country-specific jurisdic-
tions. Future research is needed to assess the economic viability of the underlying
business model and the acceptance from the side of the consumers. Furthermore,
not only the Wibson protocol is constantly being improved but also the underlying
blockchain technology is under development. Future research needs to document
this progress and its potential implications on businesses and society.

Acknowledgements The authors thank Daniel Fernandez, Cristian Adamo, Ariel Futoransky,
Gustavo Ajzenman and Martin Manelli for their work on the implementation of the Wibson platform.

References

Alashoor, T., Han, S., & Joseph, R. C. (2017). Familiarity with big data, privacy concerns, and
self-disclosure accuracy in social networking websites: An APCO model. Communications of
the Association for Information Systems, 41, 62-96.

Alix, L. (2018). California passes nation’s first statewide consumer privacy law. American banker
(183:126), p. 1.

Associated Press. (2018). Apple, Amazon, Facebook, Alphabet, and Microsoft are collectively
worth more than the entire economy of the United Kingdom. Inc.Com, April 27. https://www.
inc.com/associated-press/mindblowing-facts-tech-industry-money-amazon-apple-microsoft-
facebook-alphabet.html. Accessed 24 May 2019.

Buterin, V. (2014). Ethereum: A next-generation smart contract and decentralized application plat-
form. Ethereum white paper. https://github.com/ethereum/wiki/wiki/White-Paper. Accessed 30
May 2019.

Curtis, S. R., Carre, J. R., & Jones, D. N. (2018). Consumer security behaviors and trust following
a data breach. Managerial Auditing Journal, 33(4), 425-435.

Dorri, A., Steger, M., Kanhere, S. S., & Jurdak, R. (2017a). BlockChain: A distributed solution to
automotive security and privacy. IEEE Communications Magazine, 55(12), 119-125

Dorri, A., Kanhere, S. S., Jurdak, R., & Gauravaram, P. (2017b). Blockchain for IoT security and
privacy: The case study of a smart home. In 2017 IEEE International Conference on Pervasive
Computing and Communications Workshops, March, pp. 618-623.


https://www.inc.com/associated-press/mindblowing-facts-tech-industry-money-amazon-apple-microsoft-facebook-alphabet.html
https://github.com/ethereum/wiki/wiki/White-Paper

168 M. Travizano et al.

Elvy, S. -A. (2017). Paying for privacy and the personal data economy. Columbia Law Review,
117(6), 1369-1459.

Glaser, B. G., & Strauss, A. L. (1999). Discovery of grounded theory: Strategies for qualitative
research. New Brunswick: Taylor & Francis Inc.

Goode, S., Hoehle, H., Venkatesh, V., & Brown, S. A. (2017). User compensation as a data breach
recovery action: An investigation of the Sony playstation network breach. MIS Quarterly, 41(3),
703-Al6.

Gruber, T. R. (1993). A translation approach to portable ontology specifications. Knowledge
Acquisition, 5(2), 199-220.

Inverardi, P. (2019). The European perspective on responsible computing. Communications of the
ACM, 62(4), 64-69.

Kemppainen, L., Koivumiki, T., Pikkarainen, M., & Poikola, A. (2018). Emerging revenue models
for personal data platform operators: When individuals are in control of their data. Journal of
Business Models, 6(3), 79-105.

Kosba, A., Miller, A., Shi, E., Wen, Z., & Papamanthou, C. (2016). Hawk: The blockchain model
of cryptography and privacy-preserving smart contracts. In 2016 IEEE Symposium on Security
and Privacy (SP), May, pp. 839-858.

Kugler, L. (2018). The war over the value of personal data. Communications of the ACM, 61(2),
17-19.

Lilly, G. M. (2004). Device for and Method of One-Way Cryptographic Hashing. US Patents.

Martin, K. D., Borah, A., & Palmatier, R. W. (2017). Data privacy: Effects on customer and firm
performance. Journal of Marketing, 81(1), 36-58.

Norberg, P. A., Horne, D. R., & Horne, D. A. (2007). The privacy paradox: Personal information
disclosure intentions versus behaviors. Journal of Consumer Affairs, 41(1), 100-126.

Parra-Arnau, J. (2018). Optimized, direct sale of privacy in personal data marketplaces. Information
Sciences, 424, 354-384.

Pavlou, P. A. (2011). State of the information privacy literature: Where are we now and where
should we go? MIS Quarterly, 35(4), 977-988.

Protocol Labs. (2019). The IPFS project. https://ipfs.io/. Accessed 25 Jan 2018.

Scheeres, J. (2001). My shoe size? It’ll cost you. Wired. https://www.wired.com/2001/06/my-shoe-
size-itll-cost-you/. Accessed 12 May 2019.

Sprenger, P. (1999). Sun on privacy: ‘Get over it.” Wired. https://www.wired.com/1999/01/sun-on-
privacy-get-over-it/. Accessed 10 April 2019.

Travizano, M., Minnoni, M., Ajzenman, G., Sarraute, C., & Della Penna, N. (2018). Wibson: A
decentralized marketplace empowering individuals to safely monetize their personal data. White
paper. https://wibson.org/#app. Accessed 5 June 2019.

Treiblmaier, H. (2018). The impact of the blockchain on the supply chain: A theory-based research
framework and a call for action. Supply Chain Management: An International Journal, 23(6),
545-559.

Treiblmaier, H. (2019). Toward more rigorous blockchain research: Recommendations for writing
blockchain case studies. Frontiers in Blockchain, 2(3), 1-15.

Treiblmaier, H., & Pollach, I. (2011). The influence of privacy concerns on perceptions of web
personalisation. International Journal of Web Science, 1(1/2), 3-20.

Urquhart, C. (2012). Grounded theory for qualitative research: A practical guide. SAGE
Publications Ltd., London, Los Angeles.

Vogelsteller, F., & Buterin, V. (2015). ERC-20 token standard. Eip-20-Token-Standard.Md.
https://github.com/ethereum/EIPs/blob/master/EIPS/eip-20-token-standard.md. Accessed 23
June 2019.

Wood, G. (2014). Ethereum: A secure decentralised generalised transaction ledger. Ethereum project
yellow paper, Vol. 151. https://gavwood.com/paper.pdf. Accessed 5 June 2019.

Yin, R. K. (2013). Case study research (5th ed.). Los Angeles: Sage Publications.


https://ipfs.io/
https://www.wired.com/2001/06/my-shoe-size-itll-cost-you/
https://www.wired.com/1999/01/sun-on-privacy-get-over-it/
https://wibson.org/#app
https://github.com/ethereum/EIPs/blob/master/EIPS/eip-20-token-standard.md
https://gavwood.com/paper.pdf

Wibson: A Case Study of a Decentralized, Privacy-Preserving Data ... 169

Yue, X., Wang, H., Jin, D., Li, M., & Jiang, W. (2016). Healthcare data gateways: Found healthcare
intelligence on blockchain with novel privacy risk control. Journal of Medical Systems, 40(10),
218.

Yun, H., Lee, G., & Kim, D. J. (2019). A chronological review of empirical research on personal
information privacy concerns: An analysis of contexts and research constructs. Information &
Management, 56(4), 570-601.

Zawadzinski, M. (2015). The truth about online privacy: How your data is collected, shared, and
sold—clearcode blog. Clearcode—Enterprise-grade software development. https://clearcode.cc/
blog/online-privacy-user-data/. Accessed 24 May 2019.

Zyskind, G., Nathan, O., & Pentland, A. (2015). Decentralizing privacy: Using blockchain to protect
personal data. In 2015 IEEE Security and Privacy Workshops, pp. 180-184.

Matias Travizano is an executive with a focus on turning scientific breakthroughs into high-
impact companies. Mat is the founder & CEO of Grandata, a San Francisco-based technology
company with the mission of building a privacy-preserving data monetization platform. Mat serves
as a Director for several technology companies and is also an investor in technology companies.
Throughout his career, Mat has published articles in renowned publications, from Wired, and
Forbes, to prestigious scientific journals like Nature.

Carlos Sarraute is director of Research at Grandata and Wibson, in Buenos Aires, Argentina. He
studied Mathematics at the University of Buenos Aires (UBA) and received his Ph.D. in Infor-
matics Engineering from Instituto Tecnolégico de Buenos Aires (ITBA). Inb his thesis he devel-
oped methodologies to perform Automated Planning of Computer Network Attacks, research that
combined innovative Information Security and Artificial Intelligence techniques. He has worked
as specialized researcher in cryptography, information security and vulnerability research for 12
years; and he presented his work at hacking and security conferences around the world. Carlos cur-
rently is director of research at Grandata, where he works in understanding and predicting Human
Dynamics, by analyzing big data coming from mobile phone companies and the banking indus-
try, along with other sources of data and metadata. He also leads the research efforts at Wibson on
providing data privacy in a blockchain-based decentralized data marketplace. Carlos participates
in scientific collaborations with MIT, City College of New York, INRIA Paris, ENS Lyon, and
UBA among others. He has presented his work in data science and social network analysis con-
ferences, such as ASONAM, KDD, and NetMob. He has published in several journals including
Nature Communications.

Mateusz Dolata is a senior research assistant in information management at the University of
Zurich, Switzerland, where he received a Ph.D. in 2018 based on his work regarding the digi-
tal transformation of service encounters. In his research, he focuses on issues generated by intro-
ducing recent technological developments, like blockchain or conversational agents, into pro-
fessional collaborative settings. He applies a multidisciplinary perspective shaped by his back-
ground in computational linguistics, philosophy, and applied computer science. His research has
appeared in journals and was presented on conferences such as Computer Supported Coopera-
tive Work (Journal)i-com: Journal of Interactive MediaFinancial Innovation, Proceedings of ACM
on Human-Computer InteractionInternational Conference on Information SystemsEuropean Con-
ference on Information SystemsACM Conference on Computer-Supported Cooperative Work and
Social Computing, or Hawaii International Conference on System. He has served as associate
editor and on the program committees of those and other scientific outlets.

Aaron M. French is an associate professor of management information systems in the College
of Business at the University of New Mexico. He received his Ph.D. in Business Information
Systems at Mississippi State University. Dr. French is active in software development and the


https://clearcode.cc/blog/online-privacy-user-data/

170 M. Travizano et al.

evaluation emerging technologies. His research has been published in the Journal of Informa-
tion Technology, Information & Management, Decision Support Systems, Behaviour & Informa-
tion Technology, Journal of Computer Information Systems, Communications of the Association
for Information Systems, andPacific Asian Journal of the Association of Information Systems.
His research interests include social networking, cross-cultural studies and emerging technologies
such as blockchain, 5G, and artificial intelligence.



Business Process Transformation )
in Natural Resources Development Using | e
Blockchain: Indigenous

Entrepreneurship, Trustless Technology,

and Rebuilding Trust

Ushnish Sengupta and Henry Kim

Abstract Worldwide, there are many Indigenous (the convention in literature for
capitalizing “Indigenous” in referring to people is used in this document). com-
munities who distrust the Natural Resources industry due to historical economic,
environmental, social, and cultural practices. These communities also often distrust
National and Sub-National governments that regulate these industries. At the same
time, long-term support and a license to operate from local Indigenous communities
has become a critical and necessary requirement for Natural Resource Develop-
ment. Blockchain constitutes an emerging technology that can be applied to mitigate
trust issues, in contexts where there is distrust between decentralized stakehold-
ers. In this chapter, we posit that those business processes that require participation
by Indigenous communities, Natural Resources companies, and different levels of
governments who lack trust in each other can be performed more effectively using
blockchain technologies. The research method included interviews with the Natural
Resource industry and Indigenous entrepreneurship subject matter experts, and a
case study using an enterprise analysis tool, the Business Model Canvas. Ultimately,
our research indicates that governance level control by Indigenous communities over
the development and operation of blockchain platforms can be pivotal in rebuilding
trust between stakeholders in Natural Resources development. In our findings, con-
trol of development and operation by Indigenous communities does not necessarily
mean hands on end to end solution deployment, but involves continuous and genuine
input into the requirements and direction of blockchain technology development.
In the evolving response to the long-term issues of distrust between stakeholders
involved in Natural Resource projects, this paper also describes the potential for
long-term Smart Contracts, a blockchain technology enabled solution that continues
to demonstrate promising applications. Long-term Smart Contract implementation,
which can span multiple decades similar to long-term legal contracts, provide an
additional layer of assurance that agreements made by all stakeholders involved will
be honored through an additional mechanism of software code.
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1 Introduction

Worldwide, there are many Indigenous communities who live in an interdepen-
dent relationship with land. The same land is the source of income for Natural
Resource extraction industries. The Indigenous communities often distrust the Nat-
ural Resources industry, who may be viewed as opportunistic and exploitative. This
distrust also stems from history and legacy practices by the industry (Keeling and
Sandlos 2015). These communities also often distrust National (e.g. Federal) and
Sub-National (e.g. Provincial) governments due to treaty promises broken in the past
(Mercredi and Turpel 1993). Blockchain constitutes an emerging technology that is
intentionally designed for contexts like this where there is distrust between decentral-
ized stakeholders. Bitcoin for example, the most publicly known use of a blockchain,
works on the basis of each actor being able to verify transactions on a distributed
ledger, obviating the need for people using the network to have ongoing trust based
relationships (Vigna and Casey 2018). The inherent features of blockchain technol-
ogy: Permanent/immutable transactions (Vigna and Casey 2018; Treiblmaier 2019);
Transparency and visibility of each transaction (Tapscott and Tapscott 2016); Dis-
tributed database without centralized authority (Kim and Laskowski 2018); Smart
Contracts/Programmatically Executable Transactions (Kim and Laskowski 2017),
enable a set of solutions to contentious problems of trust in Natural Resource
development.

In the context of projects that involve historical and current power imbalances,
such as projects involving Indigenous and non-Indigenous stakeholders, the power
based influence of different stakeholders in a project result in differential outcomes
for each stakeholder in the project. In this particular case of blockchain technology
development, formalized organizational leadership by Indigenous individuals and
communities is one process among others for addressing the existing power imbal-
ance dynamic. Therefore it is not only sufficient for blockchain technology itself
being inherently trustless, but increasing and achieving a high level of trust among
inherently distrusting stakeholders involves trust in the governance process of new
projects. We make the case that Indigenous entrepreneurs leading the development
and operation of blockchain platforms associated with Natural Resource develop-
ment projects, can embed appropriate values, and maintain requisite control over the
direction and outcomes of technology development.

As blockchain adoption evolves beyond Bitcoin and cryptocurrencies, it is becom-
ing apparent that blockchains meant for use solely by permissioned but decentralized
stakeholders benefit greatly from having “sponsors” rather than intermediaries. For
example, in the case of a blockchain to ensure food traceability, a dominant ecosys-
tem/supply chain stakeholder like Walmart and an infrastructure provider like IBM
serve as sponsors, though clearly not as intermediaries (Kamath 2018; Redman 2019).
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Walmart uses its dominant position to incentivize companies along a supply chain
to comply with an edict to participate in blockchain-based traceability. IBM uses
its technological know-how to help build out, and ultimately, operate, the requisite
blockchain infrastructure. Therefore the “sponsor” organization who provides the
initial capital, the technology provider that provides technological expertise, and the
governing body that determines the direction and requirements for technology can
be different entities. In the context of blockchain applications for Natural Resource
development, Indigenous communities can provide meaningful input into the direc-
tion and requirements for application development through a governing body, but
that does not necessarily mean providing the technological expertise for hands on
end to end solution deployment, or being the sponsor i.e. the initial or major provider
of financial capital.

In this chapter, we posit that those business processes that require participation
by Indigenous communities, Natural Resource companies, and different levels of
governments who lack trust in each other can be performed more effectively using
blockchain technologies. Moreover, we make the case that the Indigenous com-
munities benefit the most if Indigenous entrepreneurs serve in governance roles to
provide continuous and meaningful input into development of blockchain platforms.
We have specifically identified Indigenous entrepreneurs as the leaders required for
initiating blockchain projects as it is entrepreneurs who lead and develop new prod-
ucts and services. The identity of entrepreneurs is critical as entrepreneurs set the
initial direction of projects and organizations based on their own values. If Indigenous
community values are to be genuinely included in blockchain projects, it is Indige-
nous entrepreneurs who necessarily need to initiate the process of identification of
needs, devise solutions and setup governance structures. Otherwise, despite applying
novel technology, the same historical power dynamics would likely re-emerge with
Natural Resources companies and governments, mitigating much of the trust benefits
possible from blockchain use.

The research questions addressed in this chapter are:

1. What are the issues of trust in the Natural Resource industry that can be addressed
by blockchain based solutions?

2. Whatis the potential for Indigenous Entrepreneurship combined with blockchain
technology in addressing the identified issues of trust in the Natural Resource
industry?

3. What are the business models that enable sustainable development and operation
of blockchain technology projects involving a broad range of stakeholders in the
Natural Resource industry?

In the next sections, we discuss more in-depth, the Duty to Consult and Accommo-
date Indigenous Communities, Indigenous Entrepreneurship, and blockchain tech-
nologies. To ensure that some of the potentially abstract concepts are understood in
a concrete context, we then provide a case study of a consortium currently in the
process of development, Indigenous Blockchain Resource Development (IBRD).
Following that, we provide a detailed business-level analysis of IBRD using the



174 U. Ushnish and H. Kim

enterprise analysis tool, the Business Model Canvas (BMC). In our conclusion, we
distill our analysis to identify implications for research.

2 Duty to Consult and Accommodate Indigenous
Communities

The Duty to Consult and Accommodate Indigenous Communities is an important
concept in understanding the required interactions between Indigenous and non-
Indigenous communities, yet it is a relatively unknown concept among developers
of blockchain technology projects. The Duty to Consult and Accommodate Indige-
nous Communities is a fundamental component required for building trust between
Indigenous and non-Indigenous communities in Natural Resource projects, and is the
foundation for the development of a blockchain based applications. When the con-
sultation process has been completed, the resulting agreement can be considered to
be a multi-party contract, where blockchain technology provides the mechanisms for
a transparent record of each contract related transaction, and associated smart con-
tracts can distribute related payments. This section describes the Duty to Consult and
Accommodate Indigenous Communities at different levels of governance, from the
United Nations to international bodies such as the OECD, to national governments
and Indigenous communities, all of which provide the foundation for developing
contextual blockchain technology solutions.

The United Nations Declaration on the Rights of Indigenous Peoples (UNDRIP)
uses the following working definition of Indigenous people, used in this paper:
“Indigenous communities, peoples and nations are those which, having a histori-
cal continuity with pre-invasion and pre-colonial societies that developed on their
territories, consider themselves distinct from other sectors of the societies now pre-
vailing on those territories, or parts of them. They form at present non-dominant
sectors of society and are determined to preserve, develop and transmit to future
generations their ancestral territories, and their ethnic identity, as the basis of their
continued existence as peoples, in accordance with their own cultural patterns, social
institutions and legal system.” (United Nations Department of Economic and Social
Affairs 2014, p. 50).

The World Bank estimates there are 370 million Indigenous people world-
wide, in over 90 countries, approximately 5% of the global population (The World
Bank 2018). Indigenous peoples are referred to in the literature as Native Ameri-
cans in the USA, Aboriginal, Metis and Inuit in Canada, and Aboriginals in Aus-
tralia. Indigenous entrepreneurs, therefore are entrepreneurs who belong to Indige-
nous communities. As described by Dana (2015), Indigenous entrepreneurship is
an under-researched field. Peredo and McLean (2013) also describe Indigenous
Entrepreneurship as being distinct from other types of entrepreneurship.
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International agreements such as the UNDRIP provide a point of reference from
which the duty to consult Indigenous peoples can be understood. UNDRIP Article
32 refers to Indigenous people’s rights related to resource development:

1. “Indigenous peoples have the right to determine and develop priorities and
strategies for the development or use of their lands or territories and other
resources.

2. States shall consult and cooperate in good faith with the indigenous peoples con-
cerned through their own representative institutions in order to obtain their free
and informed consent prior to the approval of any project affecting their lands or
territories and other resources, particularly in connection with the development,
utilization or exploitation of mineral, water or other resources.” United Nations
General Assembly (2007, p. 18).

Therefore the UNDRIP both affirms the rights of Indigenous peoples regarding use
of land and resources, and simultaneously requires states (national governments) to
consult with Indigenous peoples for mineral, water and other resource development.
It is useful to note that four countries that originally voted against UNDRIP, Canada,
USA, Australia and New Zealand, have now become signatories to the declaration.
In Canada, the relationship between Indigenous and non-Indigenous communities
continues to evolve over a long-term time scale spanning over multiple centuries.
The evolution of the duty to consult Indigenous communities is simply one chapter
in this long-term process. In Canada, Natural Resources development is carried out
primarily by private sector firms and not government entities. Therefore the duty
to consult involves three types of entities: Indigenous communities, private sector
Natural Resource companies, and different levels of government. The government
of Canada currently describes the duty to consult in relationship with the Natural
Resources industry as follows:

“While the duty to consult is an obligation that rests with the Crown, the Gov-
ernment of Canada will, where appropriate, expect industry proponents to carry out
significant procedural aspects of consultation on a proposed project. The Government
of Canada will also rely on the impact avoidance, mitigation, offset and compensation
measures carried out by industry, where appropriate, for accommodation purposes.”
Indigenous and Northern Affairs Canada (2015, https://www.aadnc-aandc.gc.ca/eng/
1430509727738/1430509820338).

Therefore the Canadian government explicitly delegates to the private sector “pro-
ponent” or private sector firm, the process of consultation with Indigenous commu-
nities for the purpose of Natural Resource development. The Canadian government
also explicitly places the responsibility of accommodation “measures” and costs
resulting from the consultation to the “proponent” or private sector firm. In Canada
therefore, the process of consultation and the majority of financial costs of accom-
modation are borne by private sector Natural Resource firms, who proportionately
receive the greatest financial benefit for the project.

There are frequent objections from Natural Resource firms that the processes
involved in the duty to consult are not clearly defined. As a response, the international
Organization of Economic Cooperation and Development (OECD) has consultatively
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developed a 118 page document on Due Diligence Guidance for Meaningful Stake-
holder Engagement in the Extractive Sector (OECD 2017). This document consulted
an advisory group including the governments of Canada and Norway, International
Council on Mining and Metals, Prospectors and Developers Association of Canada,
Mining Association of Canada, and a number Non-Governmental Organizations
(NGOs) and Indigenous communities. Furthermore, larger Indigenous communities
such as Nishnawbe Aski Nation in Northern Ontario in Canada, that have the scale
and capacity to develop their own recommendations for consultations independent
of government, have similarly developed consultation procedure documents (Nish-
nawbe Aski Nation 2007). Therefore for technology solution developers looking for
process guidance, detailed descriptions of the process for the Duty to Consult and
Accommodate Indigenous Communities exists from different types of governance
bodies, from the UN to Indigenous communities. The ultimate process required for
a specific project is determined through negotiation and then can be modeled in a
blockchain based solution. A blockchain based solution has the potential for provid-
ing an additional layer of trust, to a process that has traditionally had an endemic
level of mistrust.

In the next section we describe in detail Indigenous entrepreneurship, focusing
on the identity of entrepreneurs and governance structures for blockchain technol-
ogy based development in the Natural Resource industry project context. We argue
that in concert with the Duty to Consult, Indigenous entrepreneurship and Indige-
nous governance, are essential components for building trust in the development and
operation of blockchain based technology projects in the Natural Resource industry
project context.

3 Literature Review

The Indigenous identity of entrepreneurs is important to the worldview, community
values and project requirements that are different from the requirements of other
stakeholders. Dana (2015) describes Indigenous entrepreneurship as an emerging
global field of research. Peredo and McLean (2013) list differences between the
motivations and growth intentions for Indigenous entrepreneurs and non-Indigenous
entrepreneurs. For instance, Indigenous entrepreneurs tend to have a more commu-
nitarian orientation. Therefore, a blockchain platform developed by a consortium of
Indigenous and non-Indigenous organizations may be more desirable than disparate
platforms. A consortium led by Indigenous entrepreneurs will engender a higher level
of trust from Indigenous communities at the initial stages, which can be foundational
for building greater long-term trust among all stakeholders. If the early and genuine
involvement of Indigenous entrepreneurs demonstrates the desired long-term bene-
fits of lower friction and fewer disputes for Natural Resource projects, there will be
greater buy in to the consortium approach from a broader range of stakeholders. Light
and Dana (2013) explain suppression of Indigenous entrepreneurship when the social
capital of a dominant non-Indigenous group becomes manifest, providing further
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support that a solution developed by a limited coalition of non-Indigenous organiza-
tions is not desirable. Significantly, Peredo and Anderson (2006) describe Indigenous
entrepreneurship as a process of changing the power dynamics between Indigenous
and non-Indigenous communities, providing support for the aim of rebuilding trust
through recognizing power dynamics. Leadership by Indigenous entrepreneurs in
technology projects in the Natural Resources sector is therefore part of the longer-
term process of changing power dynamics in favour of Indigenous communities
(O’Faircheallaigh 2013).

As described by Dana (2015), Indigenous Entrepreneurship is an under-researched
field, and there are few peer reviewed articles describing Indigenous entrepreneurship
in Information and Communications Technology (ICT). The limited peer reviewed
literature on Indigenous entrepreneurship in ICT is a result of both under research
and the under-representation of Indigenous individuals in ICT professions. The grey
literature provides some insight into Indigenous entrepreneurship in ICT. Specifi-
cally in Canada, the Canadian Council for Aboriginal Business (2016) reports that
Indigenous entrepreneurship has been growing at a faster rate than entrepreneurship
in the overall population between the years 2000-2015. The same report also indi-
cates a similar proportion of Indigenous entrepreneurs involved in primary or Natu-
ral Resource industries as non-indigenous entrepreneurs. While there is an existing
supply of Indigenous entrepreneurs in Natural Resource sector, there is an under-
representation of Indigenous entrepreneurs in the ICT sector. To gain a better under-
standing of Indigenous Entrepreneurship in technology, we define entrepreneurship
broadly to include Indigenous technology projects with economic, social, environ-
mental or cultural objectives. The following are some international examples of
Indigenous entrepreneurs utilizing technology to achieve economic, social, environ-
mental or cultural goals. In an application of new technology to support traditional
activities, Udén (2008) describes the use of Information and Communications Tech-
nology (ICT) for traditional reindeer herding activities by Indigenous Sami women
entrepreneurs in Sweden. Indigenous applications of technology includes the imple-
mentation of renewable energy projects in Bolivia (Pansera 2012). Mills et al. (2016)
describe multimodal ICT use in Indigenous community led education in Australia.
Virtanen (2015) describes the use of social media by Indigenous communities in
Southwestern Amazonia to maintain social relationships and to organize politically.
ICT has been used for cultural revitalization through digital recreation of impor-
tant cultural practices and artefacts in New Zealand (Ngata et al. 2012). Galla (2016)
describes the positive benefits of the use of ICT for Indigenous language revitalization
and education in multiple countries, based on an international survey.

In Canada, Indigenous entrepreneurs have developed internet access services
owned by local communities in Ontario (Kakekaspan et al. 2014), and in Quebec
(McMahon and Mangiok 2014). Under the broader definition of entrepreneurship
involving Indigenous technology projects with economic, social, environmental or
cultural objectives, Romero (2017) describes the use of ICT by Indigenous women
who are independent animation film developers. Digital storytelling is also an emerg-
ing narrative method for preserving and promoting Indigenous oral wisdom (Cunsolo
et al. 2013). Roth and Audette-Longo (2018) discuss the use of digital media and



178 U. Ushnish and H. Kim

transformation in Canadian Indigenous communities, and how there have been more
positive effects when projects have been co-developed with Indigenous communi-
ties. Lameman and Lewis (2011) describe an Indigenous digital game development
enterprise partnering with a Canadian post secondary institution to teach Indigenous
youth how to develop digital games. A study involving multiple games indicates the
perspective used in the development of games by Indigenous entrepreneurs, is signif-
icantly different from non-Indigenous game developers (Madsen 2017). Winter and
Boudreau (2018) discuss Indigenous entrepreneurs shaping digital infrastructure by
engaging with digital media and digital culture. If we take a broader view of Indige-
nous technology entrepreneurship to include renewable energy projects, Karanasios
and Parker (2018, p. 178) describe the differences between “utility sustainability
perspectives” and “community sustainability perspectives” and how the different
levels of involvement by Indigenous communities in the governance of renewable
energy projects. Therefore in bringing a different perspective to technology projects,
Indigenous entrepreneurs are able to shape the direction of the project, often to
achieve economic, social, environmental and cultural goals that include continuity
of Indigenous culture.

Animportant note here is that Indigenous entrepreneurs do not have to be the hands
on developers or implementers in ICT projects, or even the majority of the project
team to lead projects. Indigenous entrepreneurs have to be in a leadership position to
guide the direction of the project. Lameman and Lewis (2011), for example, discuss
how Indigenous educators partnered with a Canadian post secondary institution but
guided the direction of the project. Madsden (2017) discusses the development of
a game by a non-Indigenous organization, utilizing an Indigenous story, shaped by
more than 40 Indigenous elders during development. Indigenous leadership in an
ICT project can therefore guide the development and direction of the project, using
Indigenous values and philosophies, to achieve outcomes relevant for Indigenous
communities.

The intersection between Indigenous entrepreneurship and blockchain technology
has been limited due to a number of factors, including both the newness of blockchain
technology, and more importantly the under-representation of potential Indigenous
entrepreneurs in ICT professions in countries with Indigenous sub-populations such
as Canada (The Information and Communications Technology Council 2017; Pogue
and Olawoye 2018; Vu et al. 2019). The literature review shows that there has been
one unsuccessful attempt at developing an Indigenous Cryptocurrency, Mazzacoin,
in the United States (Tekobbe and McKnight 2016). The purpose of Mazzacoin
was to enable a more independent local economy that would provide the commu-
nity with more control over local economic, social and cultural development. At the
same time, with knowledge of this cryptocurrency failure, Canadian scholars argue
that an Indigenous cryptocurrency may be viable in Canada (Alcantara and Dick
2017). Internationally, Indigenous communities have started using blockchain for
e-identity (IDGO Team 2018). Another application of blockchain is tracking climate
data by Northern Indigenous communities in Canada (Scott 2018), who are more
acutely affected by climate change. There is one blockchain project related to energy
royalties and Indigenous communities in Canada, but it is not led by Indigenous
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entrepreneurs (GuildOne 2018). Therefore, there is a lack of Indigenous entrepreneur
led blockchain technology projects in the Natural Resource sector. Given that Indige-
nous communities are expected to experience many of the potential costs and benefits
of Natural Resource development, Indigenous leadership shaping technology solu-
tion development in the Natural Resource sector is essential for ensuring the benefits
of the technology accrue to a broad set of stakeholders. For example, Canada is
the global centre for mining, with the majority of mining companies in the world
being listed on the Toronto Stock Exchange (Mining Association of Canada 2018).
Simultaneously, Canada is also going through the implementation of the recommen-
dations of a formal truth and reconciliation process with Indigenous communities
(Truth and Reconciliation Commission of Canada 2015). The combination of the
following factors makes Canada a generative locale for developing and operating
ICT projects in the Natural Resource sector led by Indigenous entrepreneurs, (1) an
ongoing reconciliation process with Indigenous communities; (2) a recognition by
the private sector Natural Resource industry of the necessity of genuine Indigenous
partnerships, and (3) a recognition in the technology sector of the underrepresenta-
tion of Indigenous professionals; (4) increasing evidence that Blockchain technology
can address the lack of trust that currently exists. The next section describes the fea-
tures of Blockchain technology that enable an appropriate solution to be developed
to resolve the listed issues. The issues related to Indigenous entrepreneurship from
the literature review are summarized in Table 1.

4 Blockchain and the Trust Process

The following features of blockchain provide a solution space for rebuilding trust
in the current environment in the Natural Resources sector, which has differ-
ent stakeholders, common and overlapping interests, but a lack of trust: Perma-
nent/Immutable transactions; Transparency and visibility of each transaction; Dis-
tributed database without centralized authority; Smart Contracts/Programmatically
Executable Transactions.

4.1 Permanent/Immutable Transactions

Blockchain provides a permanent or more accurately “immutable” record of transac-
tions (Vigna and Casey 2018). Indigenous communities in Canada have experienced
a long history of broken treaty promises, where contractual treaty clauses were not
honoured at all, or followed by letter but not in spirit. Therefore a permanent or
immutable record of transactions that have been completed, which is an integral fea-
ture of blockchains, will increase trust in the process of contract completion, and over
the long-term increase trust between Indigenous communities and other stakeholders
the Natural Resource sector.
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Table 1 Summary of issues from literature review
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Issue

Finding

Implication

Indigenous entrepreneurship is
an under researched area

Indigenous entrepreneurship is
more communitarian than
non-Indigenous
entrepreneurship (Peredo and
McLean 2013)

In Canada, Indigenous
entrepreneurship growing at a
faster rate than non-Indigenous
entrepreneurship (Canadian
Council for Aboriginal
Business 2016)

Involve Indigenous
entrepreneurs from the start of
technology development
projects when the direction is
determined

Interaction between Indigenous
and non-Indigenous
entrepreneurs

Indigenous entrepreneurship
can be suppressed by dominant
groups (Light and Dana 2013)
Indigenous entrepreneurship
changes the power dynamics
between Indigenous and
non-Indigenous communities
(Peredo and Anderson 2006)

Recognizing that project
governance structures are about
balancing power dynamics,
Ensure the governance of
technology projects involves
genuine and meaningful roles
for Indigenous entrepreneurs

Indigenous entrepreneurship in
ICT

Indigenous entrepreneurship in
ICT is used for different
purposes such as cultural
revitalization (Ngata et al.
2012; Galla 2016; Romero
2017; Roth and Audette-Longo
2018)

Under-representation of
potential Indigenous
entrepreneurs in ICT
professions in countries with
Indigenous sub-populations
such as Canada (The
Information and
Communications Technology
Council 2017; Pogue and
Olawoye 2018; Vu et al. 2019)

Recognize the importance of
culture and other factors that
are important to potential ICT
entrepreneurs, and support the
development of these elements
as well as the Indigenous
entrepreneurs as part of the
technology development
project

Indigenous cryptocurrency
projects

One unsuccessful attempt at
developing an Indigenous
Cryptocurrency, Mazzacoin, in
the United States (Tekobbe and
McKnight 2016)

Canadian scholars argue that an
Indigenous cryptocurrency may
be viable in Canada (Alcantara
and Dick 2017)

Potential for cryptocurrency
solution, although not
incorporated into this case
study

Indigenous blockchain projects

Indigenous communities have
used blockchain for e-identity
(IDGO Team 2018), and
tracking climate data by
Northern Indigenous
communities in Canada (Scott
2018)

Potential for different
applications of blockchain
technology for different
purposes by Indigenous
communities
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A “permissioned” blockchain implementation is appropriate in this context, where
each entity has specific permissions to add transactions to the blockchain. This
blockchain implementation is not accessible to “everyone” such as the Bitcoin
blockchain. Each completed transaction is therefore visible and verifiable by all
stakeholders with viewing permission, but changeable only by stakeholders with
additional permissions for changes in the form of additional transactions.

4.2 Transparency and Visibility of Each Transaction

Blockchain provides a transparent list of all transactions completed in the form of a
“triple entry” ledger where the results of all transactions are visible and verifiable by
all relevant stakeholders (Tapscott and Tapscott 2016). In the context of the experi-
ence of Indigenous communities in Canada, where the obligations in treaties were
not completed at all, or completed by letter but not in spirit, a “triple entry” ledger
enabled by blockchain, where every transaction is verifiable by all stakeholders, pro-
vides the potential for an additional layer of trust. In some cases there were different
interpretations of treaty clauses, or different methods of recording agreements, e.g.
written and oral, leading to different understandings. Therefore a transparent record
of transactions that have been completed will increase trust in the process of con-
tract clause completion, and over the long-term increase trust between Indigenous
communities and other stakeholders in the Natural Resource sector.

A “private” blockchain implementation is appropriate in this context, where rel-
evant entities are invited and can view all transactions. Since many transactions will
be based on commercial contracts, this blockchain implementation is not visible
to “everyone” to protect business contract confidentiality requirements. Each com-
pleted transaction is therefore visible and verifiable by all permissioned stakeholders,
and each stakeholder’s record of the list of transactions, the blockchain, is exactly
identical to every other permissioned stakeholder’s record of transactions.

4.3 Distributed Database Without Centralized Authority

Blockchain maintains the record of completed transactions in the form of a distributed
database that is not controlled by a central authority (Kim and Laskowski 2018). The
issue of distributed and decentralized control is important to Indigenous communities
in Canada, where centralized control policies by governments, whether they were
well-intentioned or not, have had long-term negative consequences on Indigenous
communities. Therefore a decentralized database ensures that control over the record
of transactions is not placed with a central authority, such as a government, or a single
Natural Resource firm. A decentralized database, which is an integral feature of
blockchain, is likely to increase trust in the process of contract completion, and over
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the long-term increase trust between Indigenous communities and other stakeholders
in the Natural Resource sector.

As opposed to public blockchains such as Bitcoin that can have millions of nodes
(Lielacher 2019), this permissioned, private blockchain initially has dozens and ulti-
mately hundreds of nodes, where each node is operated by a permissioned organi-
zation or individual with appropriate identity credentials. The ledger or database of
transactions is identically maintained across each permissioned node. A node can
be as simple as a single device such as a desktop computer, or a highly secure,
partitioned, cloud-based storage solution that most permissioned stakeholders have
implemented.

4.4 Smart Contracts/Programmatically Executable
Transactions

Smart contracts can theoretically exist independently of blockchains (Kim and
Laskowski 2017). In this instance the combination of Smart Contracts with the par-
ticular implementation of blockchain as described in this section provides a powerful
impetus for creating trust at the beginning of the process. Smart Contracts increase
trust by coding contracts, or agreed on future actions and payments into program-
matically executable applications. Smart Contracts do not replace legal contracts,
but provide a high level of assurance that transactions will be automatically initiated
when certain concrete conditions are met. Furthermore, Smart Contracts ensure that
the value of the contract is stored through a legally binding mechanism (e.g. escrow,
or insurance) so that each party to the contract cannot renege on the contract, when
the predetermined conditions have been met. Specifically in the context of Indige-
nous community relations, where there has been a history of broken promises, and
unfulfilled treaties, a technology enabled solution that guarantees both future execu-
tion of clauses, and release of value, is essential in creating the higher level of trust
required for Indigenous communities to sign on to new agreements and contracts.

To be codified in a software application, Smart Contract clauses need to be agreed
to by parties to the contract in advance, similar to legal clauses, and are visible and
verifiable by all permissioned stakeholders. In this particular case, the majority of
legal clauses in a legal contract between Natural Resource industry proponents and
Indigenous communities can have corresponding smart contracts attached to them.
The greater the proportion of legal clauses that can be turned into Smart Contracts,
the higher the level of ex ante trust between stakeholders that the contract clause
will be executed reliably. The technical term for a legal contract with a matching and
equivalent Smart Contract is a Ricardian Contract (Clack et al. 2016). Smart contracts
can execute workflow in connected software applications. The entry conditions for
smart contracts can be initiated by authorized human actions, other Smart Contracts,
or other software applications.
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In this particular application Smart Contracts can be used to ensure royalty pay-
ments to Indigenous communities which are scheduled and tied to production, release
funds for local employment, and building local infrastructure, and environmental pro-
tection or remediation. Royalty payments to Indigenous communities as a part of Nat-
ural Resource development project have become an international norm (Manson and
Mbenga 2003; Scudder et al. 2019; Qiolevu and Lim 2019). In many projects, agree-
ments between the local Indigenous community and the Natural Resource project
proponent strategically involve employment and training for local Indigenous com-
munity members (McCreary et al. 2016). In other cases, agreements between Indige-
nous communities and Natural Resource project stakeholders include clauses for the
provision of infrastructure such as roads and utility services or environmental pro-
tection and remediation requirements. Each of these requirements can be coded into
Smart Contracts, providing an additional layer of assurance that contracts will be
fulfilled in addition to, and not as a replacement for conventional contract process.
This chapter therefore introduces the concept of long-term Smart Contracts lasting
years and decades similar to long-term conventional contracts, whereas the focus of
research has currently been on short-term Smart Contracts (Pinna et al. 2019). We
believe the requirements for long-term Smart Contracts are an important research
gap to be addressed if Smart Contracts are to become as prevalent as conventional
contracts.

5 Methodology

The methodology for this project included literature reviews, case study interviews
and qualitative analysis. The literature reviews provided the background for iden-
tifying the issues in the interactions between Indigenous and non-Indigenous com-
munities in the context of Natural resource industry, where blockchain technology
can provide potential solutions. Interviews of three subject matter experts were con-
ducted to determine important aspects of possible solutions and the current direction
of a project in development. Since the project is in early stages of development, con-
fidentiality was important for interviewees, and has been maintained by changing
the name of the project and not attributing any direct quotations to any interviewees.
The qualitative analysis focused on framing the description of the project by utilizing
a familiar entrepreneurship framework, the Business Model Canvas. Two versions
of the Business Model Canvas were developed to demonstrate the iterative nature of
the analysis process.

6 Organization Case Study: IBRD

The following case study provides a description of an organization illustrating the
concepts described in this chapter. The case study describes an organization in an
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early development stage, formed by Indigenous entrepreneurs and non-Indigenous
junior miners who determined that the appropriate organizational form for implemen-
tation of software projects in the Natural Resource sector is a formally incorporated
organization. The Indigenous and junior miners were primarily involved in mining
precious metals such as Gold. In this chapter the pseudonym IBRD is used to protect
proprietary details of the corporation.

The consortium also recognized that it was not only blockchain technology, but
also the membership of the group which leads development of the technology that
generates a high level of trust. Being connected to both Natural Resource and Tech-
nology sectors, the consortium had a heightened awareness of the ongoing issues
of under-representation of Indigenous communities in the technology sector (The
Information and Communications Technology Council 2017; Pogue and Olawoye
2018; Vu et al. 2019). Additionally, the consortium had a substantial understanding
of the value systems embedded in information technology development. In the Arti-
ficial Intelligence domain for example, Li (2018) describes how there are no software
development projects that are independent of values of the developers, and that the
direction of software development is significantly determined by the values of the
developers. To ensure Indigenous values are represented in IBRD and its projects,
the consortium of Indigenous entrepreneurs and junior miners therefore intention-
ally and explicitly formalized Indigenous leadership in the corporation through the
articles of incorporation. Indigenous leadership does not preclude non-Indigenous
individuals or companies from being a significant part of the corporation. Indige-
nous leadership was formalized within IBRD by requiring that the majority of board
members are Indigenous. Governance systems explicitly mandating Indigenous lead-
ership ensures the development of blockchain technology is guided by Indigenous
values and principles, to benefit Indigenous communities and simultaneously benefit
other stakeholders.

The Indigenous leadership of IBRD centers Indigenous interests in an indus-
try that is increasingly dependent on resources from Indigenous community owned
land, and therefore increasingly dependent on positive relationships with Indigenous
communities. IBRD promotes Indigenous approaches to Natural Resource devel-
opment, which for example involves developing respectful relationships with host
communities at an early stage in the Natural Resource project lifecycle. Over the
long-term horizon, Indigenous approaches to Natural Resources development are
more holistic in ensuring that development of a Natural Resource delivers multi-
faceted community benefits and outcomes. A holistic Indigenous approach avoids
the negative outcomes of the ‘Resource Curse’, which leaves Natural Resource based
communities more impoverished due to ongoing social and environmental costs after
the completion of a Natural Resource development project (Gamu et al. 2015). While
the Natural Resource industry and project management profession moves towards
triple bottom line considerations (Silvius and Schipper 2014), a holistic Indigenous
approach involves an additional dimension, culture, for quadruple bottom line out-
comes (economic, social, environmental, and cultural) (Scrimgeour and Iremonger
2004; Walters and Takamura 2015; Dalziel et al. 2006; Sengupta et al. 2015). In a
multicultural environment for Natural Resource Development, such as the countries
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where Indigenous and non-Indigenous cultures are present, the cultural bottom line is
often unrecognized by individuals and organizations based in the dominant culture,
since the dominant culture is ubiquitous, and Indigenous culture is not adequately
understood (O’Faircheallaigh 2008). Indigenous authors have argued that the sup-
pression of Indigenous culture is often related to the broader project of disconnecting
Indigenous communities from their land for the purpose of resource extraction (Pre-
ston 2017; Hall 2013; Howlett et al. 2011). The combination of Indigenous leader-
ship and application of Indigenous approaches has resulted in a higher level of trust
between IBRD and Indigenous communities in Canada compared to other industry
consortiums, where both membership and approaches are different. Linking back
to Indigenous entrepreneurship, Indigenous leadership in IBRD contributes to the
process of changing the power dynamics between Indigenous and non-Indigenous
communities. Additionally, Indigenous community partnership approaches deployed
by the Indigenous leadership at IBRD contributes to the implementation of the United
Nations Declaration on the Rights of Indigenous Peoples (UNDRIP), as well as facil-
itating Duty to Consult requirements. In summary, Indigenous leadership in IBRD
ensures Indigenous interests and approaches are central to the strategy and operations
of the organization.

6.1 The Opportunity for IBRD

The Canadian Chamber of Commerce (CCoC), an organization representing the
private sector in Canada, has released a position paper reframing the duty for con-
sultation with Indigenous Communities from being primarily and expense to being a
valuable investment (Canadian Chamber of Commerce 2017). Investing the requisite
effort and resources into the outcomes of the duty to consult can potentially reduce the
costs of some long-term risks. Risks from unresolved issues with Indigenous commu-
nities and Natural Resource projects include stoppages, cancellations, risk premiums
for insurance and future liabilities (Conde 2017). Large global consulting firms such
as Deloitte have also identified the area of improving trust with stakeholders as an
opportunity: “As the mining industry’s value proposition is increasingly called into
question, mining companies are beginning to see that they cannot succeed into the
future unless they change the way they operate. This is about more than enhanc-
ing efficiencies. It’s about re-establishing trust with stakeholders and collaborating
to devise better responses.” Glenn Ives, Americas Mining Leader, Deloitte Canada
(Deloitte 2018, p. 3).

Another big four global consulting company, KPMG, interviewed Mining Exec-
utives to identify risks (KPMG 2018). Among the top ten risks identified by mining
executives in 2018 are:

e Permitting Risk
e Community Relations and Social License to Operate
e Environmental Risk.
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Therefore a broad base of business leaders, global consulting firms, and mining
executives independently identify improving trust in stakeholder relationships as an
important and immediate issue to be resolved by the industry. IBRD provides an
entrepreneurial solution for the recognized issues in duty to consult, stakeholder
relations and community relations. The business model and associated technology
aspects of the solution are described in the next section, through an analysis of the
business.

7 Analysis of the IBRD Blockchain Solution

The organization IBRD is analyzed using the Business Model Canvas (BMC), devel-
oped by Osterwalder et al. (2010). The BMC has become a prevalent tool for teaching
entrepreneurship (Tiirko 2016). The BMC has been used for analyzing growing indus-
tries such as renewable energy (Horvath and Szab6 2018), stable industries such as
airlines (Urban et al. 2018), and the Natural Resource sector (Kajanus et al. 2018).
The BMC is a useful tool for explaining a business model through a short one page
summary of the business.
The BMC uses the following elements for analyzing a business model:

Customer Segments
Value Propositions
Channels

Customer Relationships
Revenue Streams

Key Resources

Key Activities

Key Partnerships

Cost Structure.

R S A G

The Business Model Canvas is used in an iterative process until a viable business
model is developed. For the purpose of illustration, an example of the current status
quo of the Natural Resource industry business model is presented in the framework
of a Business Model Canvas, including risks in Fig. 1. The final iterated canvas
presented in Fig. 3 at the end of this chapter demonstrates how the identified risks
can be highlighted effectively and resolved through iterating a business model on
paper before implementing it in operation.

7.1 IBRD Customer Segments

There are three primary customer segments for IBRD:

1. Natural Resource companies
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2. Indigenous communities
3. Government departments.

In this case there is no overlap among customer segments, customers belonging
to one customer segment are not also part of another customer segment. The critical
task for IBRD is to maintain a delicate balance between the three customer segments:
Natural Resource companies, Indigenous communities and Government departments
are required to all participate in each project. When the requirements of one of these
key customer segments is not adequately met, a number of project risks may be
realized, including delays, stoppages, and outright cancellation of the project. Each
project therefore requires at least one Natural Resource company who is normally
the proponent, at least one Indigenous community, who is affected by the project,
and at least one government department, whose approvals are on the critical path for
the project.

7.2 IBRD Value Propositions

The value proposition is central to developing a business, and therefore it has a
central position and role in the BMC (Osterwalder et al. 2014). Value propositions
are based on solving customers problems. In the case of IBRD, the value propositions
are different for each customer segment, although related to each other. IBRDs value
propositions for each customer segment is based on increasing trust.

The primary value proposition in utilizing the IBRD solution for Natural Resource
companies is the reduction of risks of delays and stoppages for Natural Resource
projects. Natural Resource projects involving Indigenous land incur a number of risks
of delays and stoppages, when there is a lack of trust between the proponent company
and the affected Indigenous community. Utilizing a blockchain based IBRD solution
that engenders increased trust, there will be fewer risks of delays and project stop-
pages related to the relationship with the affected Indigenous community. Increased
reliability of cost and time estimates provide the possibility of increased external
investment and lower cost of acquiring capital for further investment into company
projects. Over a longer-term horizon, the industry gains an increased social license to
operate. With a proven solution for increased trust, different companies can operate
projects though a more positive relationship with the same Indigenous community
over a longer period of time.

The primary value proposition in utilizing the IBRD solution for affected Indige-
nous communities is greater trust in the delivery of economic, social, environmental
and cultural benefits for the community, from partnerships that involve local Natu-
ral Resources. The IBRD blockchain based solution fundamentally addresses issues
that have resulted in the breakdown of trust between Indigenous organizations and
Natural Resource projects, due to noncompliance to agreements and non-delivery of
commitments. The IBRD solution ensures transparent verification of completion of
transactions, as well as robust financial provision for planned future expenses and
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commitments. For example, the costs of an anticipated environmental cleanup will be
put aside in an escrow related mechanism, ensuring that the Indigenous community
is not saddled with additional costs. The longer-term value proposition for Indige-
nous communities is an increased ability to use Natural Resource projects to address
long-term community needs. Long-term community needs that can be supported
by Natural Resource projects include quadruple bottom line elements: employment
and human Natural Resource, physical infrastructure development, social equity and
cultural project development and implementation.

The primary value proposition in utilizing the IBRD solution for government
departments is the increased ability to ensure all stakeholder requirements have been
met for Natural Resource projects. The IBRD solution provides transparently veri-
fiable transaction records as well as provision for future anticipated costs that are in
conformance with the applicable government department regulations. Governments
at different levels (federal, provincial, municipal, and band council) have different
requirements. Additionally, different departments within the same level of govern-
ment have different regulatory requirements. With a more transparent and predictable
solution for Natural Resource projects, there is a decreased need for enforcement of
corrective actions and punitive regulations. Over the long-term horizon, the different
levels of government will fulfil the duty to consult with Indigenous communities.

The understanding of value proposition for each different customer segment
is essential for IBRD. Each segment has different but overlapping value proposi-
tions, pain and gain points. Natural Resource development companies are primar-
ily interested in economic benefits and risks. Indigenous communities are inter-
ested in quadruple bottom line economic, social, environmental and cultural benefits
and risks. Government departments are interested in ensuring regulatory and policy
requirements are met. Addressing the different value propositions for different cus-
tomer segments requires developing quantitative and qualitative Key Performance
Indicators (KPIs) that can be used to measure achievement of the different value
propositions.

7.3 IBRD Channels

Channels involve methods of communication with current and potential customers,
including distribution of products and services. The IBRD blockchain based solu-
tion will be distributed in the form of Software as a Service (SAAS). Therefore
a cloud based implementation is envisioned. Blockchain implementations require
a distributed database infrastructure, where each physical computer connected to
the network is a potential node. As a private, permissioned blockchain applica-
tion, the IBRD application uses a Proof of Authority (PoA) mechanism to validate
nodes with the appropriate permissions. The different stakeholders, including Natu-
ral Resource companies, Indigenous communities, and government departments will
select their own cloud service providers to maintain independence and distributed
database requirements. In remote settings where many Natural Resource projects are
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implemented, the issue of availability of network and cloud services are part of the
critical infrastructure to be considered, and not assumed to be available as we do in
large urban settings.

7.4 IBRD Customer Relationships

In the case of the IBRD solution, maintaining relationships with all three customer
segments: Natural Resource companies; Indigenous communities; and government
departments, is essential. Any one customer segment not actively participating in the
process can lead to project failure. IBRD has established relationships with stake-
holders from all three customer segments, and maintains relationships with them.
Ongoing maintenance of relationships will require fulfilment of promised features,
protection of security of customer data, and protection of privacy in the majority
of projects where proprietary information is involved. Whereas many B2B software
application customer relationships are based on low touch interactions, IBRD cus-
tomer relationship models require high touch interactions, including relationship
building activities, such as in person attendance at important Indigenous commu-
nity events, and sponsorship of strategic community activities. In the past, Natural
Resource organizations have often tried to build goodwill and the social license to
operate in Indigenous communities years prior to large projects by sponsoring for
example sports and recreation activities. IBRD has been strategic in customer rela-
tionship building activities, and has included ICT infrastructure building projects in
remote communities, including increasing satellite and local network capacity, and
local human resource capacity in maintaining ICT infrastructure through investment
in training programs.

One of the implications for IBRD is understanding the minimal technology
requirements for ensuring implementation of distributed databases across different
customer segments. Particular attention needs to be paid to remote and Indigenous
communities, where existing technology and network bandwidth infrastructure may
not deliver equivalent performance to other customer segments. In addition to ensur-
ing equivalency of performance, long-term operation and maintenance of ICT infras-
tructure in remote and Indigenous communities requires innovative technology and
human resource solutions.

7.5 IBRD Revenue Streams

There are a number of different possible revenue streams, including membership,
licensing, cost per transaction, or fixed price for multiple transactions. The central
revenue stream for IBRD is a cost per transaction paid by each stakeholder, in this
case primarily Natural Resource companies. The cost per transaction model matches
the cost structure for IBRD, which has to pay a cost per transaction for utilizing
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the underlying Ethereum Blockchain. Members of the corporation pay an additional
annual fee based on the size of organization. Licensing options are being considered,
but have not been implemented. As the Natural Resource sector is a global sector,
and Indigenous communities are by definition local, licensing the technology to local
Indigenous entrepreneurs in each national jurisdiction enables these entrepreneurs
to build customized solutions for their jurisdiction on a proven platform.

There are five types of transactions that are eligible for charging a cost for trans-
action. Each Natural Resource project will contain one or more contracts between
the different stakeholders, for example between a Natural Resource company and
an Indigenous community. Each contract is a legal contract, simultaneously imple-
mented as a Smart Contract in IBRDs blockchain based application. An impor-
tant feature of smart contracts, or previously described programmatically executable
transactions, is that their execution is automated. Therefore if the entry condition is
met, the related actions for the contract are executed. Each contract between stake-
holders in a Natural Resource development project has a number of clauses. In the
implementation of the relevant clauses into smart contracts, each relevant clause can
be conceptually defined as IF THEN statements. Transactions are used by IBRD to
collect revenue per transaction:

1. Creation a of a contract clause
The clauses can pertain to short-term (exploration) or long-term (environmental
cleanup). Each contract contains multiple clauses.

2. Confirmation of contract clause by each stakeholder
The simple existence of a clause does not imply agreement. A separate “trans-
action” is required to ensure all stakeholders agree to the clause, as it will be
automatically executed as soon as conditions are met.

3. Triggering of a condition of a contract clause
Each contract clause will have entry conditions, in coding terms, entry conditions
can be expressed as a series of IF statements.

4. Completion of all requirements of a contract clause
Each contract clause will have completion or exit conditions, in coding terms,
exit conditions can be expressed as a series of THEN statements.

5. Completion of a sub-contract or the main contract i.e. completion of all clauses
of the contract.
In the implementation of smart contracts, it is beneficial if a complete legal
contract can be divided into subcontracts, so that subcontracts can be com-
pleted independently of each other, as well as have conditions that connect them
together.

Modification of clauses by all stakeholders are a permissible activity, and will
follow modifications in legal contracts. A transaction recording the mutually agreed
upon and modified clause is simply a special case of a new clause transaction, and
is treated as such.

A conceptual diagram summarizing key portions of the Smart Contract process
is provided in Fig. 2.
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7.6 IBRD Key Resources

The main product and service for IBRD is a software application, therefore the soft-
ware application is the key resource. The ability to deploy the blockchain application
in a distributed database format entails a number of secondary resources. Each stake-
holder who has a validated permission to enter transactions from a node will need
to maintain their own database infrastructure, in most cases hosted on cloud-based
solutions. The Smart Contract Management System, although part of the same seam-
less application for most end users, is an important subsystem and therefore a key
resource. The Smart Contract Management System will interface with organization
specific workflow systems to implement the requirements of each clause. The entire
software and hardware “stack” required to maintain the blockchain, Smart Contract
Management System, and related business Workflow applications forms a set of key
resources. Finally the development of ICT systems is dependent on human resources
and therefore human resources are a key resource. Loss of architects, developers and
other key human resources to competitors will affect the business.

The implications for IBRD are to appropriately plan for the long-term opera-
tion and maintenance of technology and related human resources required for the
blockchain application. Issues of technology obsolescence, and human resource suc-
cession planning that receive little attention in short-term projects require increased
attention in longer term projects. IBRD’s plans for maintaining currency of technol-
ogy and key human resources must be adequate and transparent enough for customer
segments entering long-term projects to have the required confidence and trust in
IBRDs ability to deliver long-term support.

7.7 IBRD Key Activities

Setting up Information technology infrastructure for stakeholders is a key activity.
As previously mentioned, ICT infrastructure such as high-speed networks, cannot
be taken for granted in remote locations or Indigenous communities. An investment
in ICT infrastructure, which is appropriate for the local environment, is therefore a
key activity. Once the initial blockchain application has been developed, there is a
requirement for continued maintenance. Maintenance includes the blockchain appli-
cation, related Smart Contract management system, and related Business Workflow
applications. Maintenance in this context is not only about mitigating potential failure
risks, but also enhancing features as required by stakeholders. The final key activity
is continual expansion of all customer segments to increase the benefit of network
effects. The Natural Resource industry can benefit from synergies of development
by using the same organization IBRD for different projects. For example, the com-
munity ICT infrastructure setup for one project will benefit subsequent projects, and
therefore costs can be amortized or shared over multiple projects.
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7.8 IBRD Key Partnerships

Key Partnerships for IBRD include the outsourced services required to maintain
the different blockchain, Smart Contract Management System, and related business
Workflow applications. As previously described, these software applications operate
on software and hardware stacks, which are typically outsourced and not maintained
in house. Therefore suppliers of services required to maintain the underlying software
and hardware stacks are key partners. Other outsourced essential services required
for information technology infrastructure, such as Internet Service providers are key
providers. As previously mentioned, in remote settings where many Natural Resource
projects are implemented, the issue of availability of network and cloud services are
part of the critical infrastructure to be considered, and not assumed to be available
as in large urban settings.

7.9 IBRD Cost Structure

The cost structure for IBRD has six essential components:

Amortization of initial development costs
Maintenance of required systems

Costs for outsourced services

Marketing costs

Administration costs

Financial costs.

AR e

The most initial cost is the cost of development of the application, which is
amortized over a long-term horizon. Maintenance of software and hardware systems
for continued operation is the next most significant cost. Since the application is
deployed on cloud based and networked infrastructure, the cost of outsourced services
will be significant. Marketing costs are required to maintain and expand the customer
base. Administration costs including human resource costs are a required investment
for long-term operations. Financial costs include the costs of capital for long-term
investments.

In summary, IBRD demonstrates the implementation of the main principles
described in this chapter, such as the duty to consult, and Indigenous entrepreneur-
ship. The governance of the organization and the long-term relationships with differ-
ent customer segments are as valuable as the innovative features of blockchain tech-
nology. In essence the innovative features of blockchain technology in combination
with a different way of doing business in the Natural Resources sector strategically
positions IBRD to be a leader in the sector.

A summary of the analysis of IBRD using the BMC format is provided in Fig. 3.
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8 Conclusion

This chapter describes the basis for an implementation of a blockchain based solution
for projects in the Natural Resource Sector, where the majority of project involve
Indigenous communities. The chapter summarizes both the technology implemen-
tation as well as the governance and business model that is required for the solution
to rebuild trust in a sector where there is a lack of trust between key stakeholders.
The solution is made concrete through describing an organization in development,
IBRD. IBRD strives to achieve a solution to the persistent problem of trust in Natural
Resources projects in three ways. First, Indigenous leadership of the organization
enables application of Indigenous values and philosophies including quadruple bot-
tom line outcomes, that creates trust with Indigenous communities. Second, IBRD
takes advantage of new developments in blockchain technology and is inherently built
on principles of building trust, therefore adding a technology based layer of trust to its
solution. Third, the organizational structure of IBRD ensures that the revenues cover
costs and enable ongoing investment into further technology development. Since the
innovative technology solution is licensable, Indigenous entrepreneurs in other juris-
dictions can license and then customize an appropriate organizational and software
application model that is localized for their context. A standardized solution may not
be inappropriate for different local contexts. In summary, a blockchain based imple-
mentation provides a solution for a complex problem in the Natural Resources indus-
try, by combining Indigenous leadership, with technology innovation, and business
model.

Future Research A number of areas of future theoretical research have been identified from this
practical project. First, organizational forms that enable genuine multi-stakeholder participation
need to be explored further. Second, the potential solutions for developing long-term Smart Con-
tracts need to be understood in terms of multi-decade maintenance of software, hardware and
governance processes for changes. Third, the business models that enable consortiums to sustain-
ably distribute costs and revenues of blockchain technology projects over the long-term horizon
need to be understood, as many blockchain projects will only be sustainable through consortium
based business models.
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Esther Nagel and Johann Kranz

Abstract Blockchain Technology (BT) has become widely recognized beyond the
financial sector. Various other fields of application for the ground-breaking innova-
tion are discussed by researchers and practitioners alike. One such field is the smart
city. Driven by startups, projects aimed at alleviating negative effects of urbanization
build on the properties of BT to improve quality of life, administrative processes, and
environmental sustainability. Yet, due to the entrepreneurial dynamics and abundant
fields of application for BT in smart cities, an integrated and boundary-spanning
analysis is lacking. This study aims at developing a multi-layer taxonomy that illus-
trates how BT is used in different smart city business models. For this purpose, we
identified a sample of 80 startups which offer applications for smart cities and exam-
ined their business models. The paper explores business model configurations and
technological characteristics of blockchain-based smart city applications. We iden-
tify BT startup archetypes in several domains: sharing economy, privacy and security,
and internet of things (IoT). The paper will be useful for researchers, practitioners,
and regulators interested in gaining novel insights about how startups leverage BT
to create and capture value.

Keywords Blockchain + Smart city - Taxonomy - Business model

1 Introduction

Blockchain technology (BT) has the potential of changing how our cities work and
how we live in them. The blockchain, an innovation with general purpose character,
represents a new form of a database technology with the novelty of being fully
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distributed with a consensus mechanism that replaces a central point of control (Beck
et al. 2016). Prior to BT, an intermediary was needed to control, maintain, and
oversee databases and networks. Due to new consensus mechanisms, a blockchain
enables every network member to contribute to the network and work as a control
instance (Davidson et al. 2016). With first use cases in finance and banking, the
technology is triggering game-changing applications in further sectors. Because of
their decentralized nature and potential for automation, smart cities are an important
field of application for BT. The initiative “Smart Dubai”, for instance, aims at creating
urban solutions based on BT by 2020 (Rizzo 2017).

With the world’s population expected to exceed 9 billion people by the year 2050
and more than half of the population living in cities, urban areas are facing the chal-
lenge of managing rapid growth in a sustainable way. In smart cities, information
and communication technologies (ICTs) are used to address the challenges inherent
to a growing population in urbanities. These challenges occur in areas such as pollu-
tion, resource shortages, governance, or transportation. The main idea behind smart
cities is to connect people, institutions and infrastructures in order to use resources
more sustainably and efficiently (Harrisson and Donnelly 2011). Smart cities aim at
reshaping all areas of life within cities including traffic handling, water and waste
management, energy consumption, or smart living (Chourabi et al. 2012).

Given the high relevance of BT for applications beyond finance such as smart
cities (Swan 2015), the literature on concrete blockchain use cases is surprisingly
scarce. Moreover, prior literature has focused primarily on technological features
of BT, but neglected the economic and societal implications of using BT. Prior tax-
onomies have examined BT in the fields of governance and architecture (Glaser
2017; Xu et al. 2017), fintech (Beinke et al. 2018), entrepreneurial finance (Chan-
son et al. 2018; Fridgen et al. 2018; Kazan et al. 2015; Kranz et al. 2019), and
general applications (Labazova et al. 2019). The objective of our study is to provide
insights on the economic and technological characteristics of blockchain-based smart
city applications to develop a taxonomy which enables researchers and practition-
ers to understand, evaluate, and structure blockchain-based smart city innovations.
Therefore, we analyzed business models and technological features smart city appli-
cations. Our economic and technological perspective allows to assess how the pieces
of a business (Magretta 2002) and a technology fit together to create, deliver, and
capture value.

To achieve this goal, we analyzed in-depth how startups in the smart city context
build upon BT to increase the efficiency, sustainability, and quality of life in urban
agglomerations. Therefore, we consider solutions for the smart city core areas energy,
transportation, building, health, and government (Komninos et al. 2013; Washburn
et al. 2009). We focus on startup firms since radical and disruptive innovations fre-
quently emerge from these new market entrants rather than incumbents (Chesbrough
2006; Weiblen and Chesbrough 2015). Based on our analysis, we identify three pri-
mary archetypes of BT startups, i.e., sharing economy, privacy and security, and the
Internet of Things (IoT). These archetypes leverage BT’s primary benefits, such as
automation via smart contracts, auditability, and security by design to render value
to users.
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The remainder of this article is structured as follows: First, we elaborate on
the study’s background. Next, we explain our research design. In the following
section, we present the results and identified archetypes. The chapter concludes with
a discussion of the results, limitations, and opportunities for further research.

2 Background

2.1 Blockchain Technology

Atits core, BT is a distributed database that is curated by several participants in a P2P
network. Changes to the database are initiated using public key cryptography and
updated following a consensus mechanism. The history and current structure of the
database are rendered immutable by hash functions in a chain of blocks (Beck et al.
2016). BT offers an innovative solution to the Byzantine Generals’ Problem as it
allows two anonymous parties to securely exchange information over an unreliable
network without relying on an intermediary (Zheng et al. 2016). Beside the con-
sensus mechanism, the chosen permission model is an important distinctive feature
of a blockchain. The permission model defines which nodes may read and validate
transactions on a blockchain (see Table 1).

Since Nakamoto’s original idea of using BT for the cryptocurrency Bitcoin
(Nakamoto 2008), BT has gained broader applicability beyond cryptocurrencies
and applications in the financial sector owing mainly to two extensions. First, BT
can be used to store so-called smart contracts as source code which are automati-
cally executed without human interference once prespecified events occur. Similar
to the exchange of Bitcoins, which also follows a simple and highly standardized
set of rules, sophisticated smart contracts have the potential to automate many types
of transactional contracts such as spot market purchases or machine-to-machine
transactions (Sikorski et al. 2017). To facilitate token issuance and smart contracts,
Blockchain protocols like Ethereum and Hyperledger include sophisticated scripting
languages to model complex interactions for different kinds of native (i.e., embed-
ded in the blockchain) and tokenized (i.e., asset value fragmented into crypto tokens)
assets. Second, this issuance of asset-backed tokens (referred to as tokenization) is

Table 1 Blockchain typology (Beck et al. 2018)

Access to transactions | Access to transaction validation

Permissioned Permissionless
Public All nodes can read and submit All nodes can read, submit, and
transactions. Only authorized validate transactions

nodes can validate transactions

Private Only authorized nodes can read, Not applicable
submit, and validate transactions
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enabled by BT and the overlying smart contracts. BT can thus store and transmit
transactions to include further asset classes, such as intangible or fungible assets
(e.g. patents, electricity), or rights associated with an asset (e.g. digital media). In
addition to financial transactions, experts particularly expect a rise of identity-related,
property, and communication-based transactions (Hileman 2016). The possibility to
tie different kinds of information to a transaction not only broadens the applica-
tion scope of BT but makes it a highly versatile medium for general information
processing.

2.2 Smart Cities

Under current predictions, 70% of the world’s population will live in cities by 2050
(United Nations 2016). The increasing trend towards urbanization creates various
problems as cities are a major cause of environmental degradation. Cities further
raise novel societal and institutional challenges (Kramers et al. 2014; Lovehagen
and Bondesson 2013). These issues call for innovative solutions that enable cities to
organize in novel, “smarter” ways to ensure an adequate infrastructure, environment,
and life quality of citizens (Chourabi et al. 2012).

In this context, the term “smart city”” was introduced in the 1990s (Cocchia 2014).
Due to the newness and boundary-spanning nature of the concept, a consistent def-
inition has not yet been established (Komninos et al. 2013; Ojo et al. 2014). After
reviewing 46 definitions in different domains, Nam and Pardo (2011) differentiate
between three core perspectives on smart cities: institutional, human, and technology.
The institutional perspective encompasses policy reworks, changes in government
structures and the creation of smart communities as vehicles for sustainable urban
transformation (Moss Kanter and Litow 2009), while the human perspective empha-
sizes investments in innovativeness and learning (Boulton et al. 2011; Glaeser and
Berry 2006). The technological perspective focuses on how ICTs can be leveraged
to make cities work smarter (Kramers et al. 2014). The latter perspective on smart
cities forms an essential building block of the emerging Green IS research stream
(Melville 2010; Watson et al. 2010).

As the boundary-spanning nature and importance of ICTs are key characteristics
of smart cities, this study follows Washburn et al. (2009, p. 2) who define smart
cities as “the use of smart computing technologies to make the critical infrastructure
components and services of a city—which include city administration, education,
healthcare, public safety, real estate, transportation, and utilities—more intelligent,
interconnected, and efficient.” ICT-enabled systems and infrastructures create value
through savings in time, emissions and energy, and through positive externalities via
the stimulation of the economy, innovation, and citizen engagement (Manville et al.
2014). In practice, smart cities apply ICTs in arange of interoperating (hybrid) layers,
from physical infrastructure and integration layers like smart grids, sensor technol-
ogy, and cloud services to pure service applications (Granath and Axelsson 2014;
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Clohessy et al. 2014). Several studies have pointed towards the substantial oppor-
tunities of BT for smart cities arising from improved data reliability and resilience,
faster and more efficient operation, and smart-contract-based automation. However,
these studies have a narrow focus on particular technological solutions to smart city
challenges in fields such as security (Biswas and Muthukkumarasamy 2017), vehic-
ular networks (Sharma et al. 2017), energy (Pieroni et al. 2018), and digital identity
(Rivera et al. 2017). We aim to contribute a more comprehensive perspective.

Prior research has studied the features and particularities of business models in
smart cities. Timmers (1998, p. 4) defines a business model as “an architecture of the
products, services, and information flows”, recognizing stakeholders, business value,
and revenue streams as key components of an organization’s operations. Kuk and
Janssen (2011) explore how organizations enhance existing services or launch new
ones in a smart city context. Other studies have focused on the business model impact
of specific technologies, such as mobile telecommunication (Walravens 2015), smart
grid solutions (Lee et al. 2010), and big data analytics (Hashem et al. 2016). Smart
cities are described as a fertile breeding ground for innovative business models
given the interconnection of product streams and information streams as well as
fast growing markets (Anthopoulos et al. 2016).

3 Methodology

We developed a taxonomy of blockchain-based smart city business models offered by
startups following the guidelines of Nickerson et al. (2013). Taxonomies are schemes
that allow for the grouping of objects. They offer a structured approach to describe
and classify existing or future objects of interest, thereby providing order in complex
areas (Nickerson et al. 2013). Especially in the case of novel phenomena—such as
the use of BT in the smart city context—taxonomies provide valuable insights as they
help understand, analyze, and structure extant domain knowledge (Nickerson et al.
2013) and generate more solid concepts upon which future research can build (von
Krogh et al. 2012). Particularly in the fast-changing domain of information systems
(IS), classifying objects into taxonomies is a useful and important research method
(Son and Kim 2008; Williams et al. 2008).

3.1 Data Collection

First, we gathered data on startup firms that offer blockchain-based smart city innova-
tions. Startups are known for developing novel, high-risk, and cutting-edge ideas and
are likely to be first movers regarding innovative technologies (Chesbrough 2006;
Freeman and Engel 2007; Weiblen and Chesbrough 2015). Therefore, blockchain
taxonomies have put a focus on the analysis of startups (Eickhoff et al. 2017; Gimpel
et al. 2017). Accordingly, we focus on startups to analyze how blockchain can be
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used for achieving smart city objectives. Our data collection included global startups
in different investment stages—from seed to series A.

We collected the data using databases of technology startups, curated by Crunch-
Base (www.crunchbase.com) (last update: June 30, 2018), AngelList (www.angel.co)
(last update: June 30, 2018), and Outlier Ventures (www.outlierventures.io) (last
update: March 10, 2019). CrunchBase provides various information on more than
500,000 general-purpose startup ventures while AngelList allows to filter for
Blockchain startups, covering 1245 startups. Third, Outlier Ventures provides a
blockchain startup tracker that comprises 1350 startups.

In the CrunchBase database, the search term “blockchain” yielded 482 startups.
We first eliminated duplicates and startups that do not offer solutions for the smart
city core areas of administration, education, healthcare, public safety, real estate,
transportation, or utilities (Washburn et al. 2009). From the initial set of startups (n
= 3077), 438 startups remained in the sample. Second, we excluded startups that
focus on general blockchain infrastructure including the hardware and fabric layer
upon which the application layer builds (Glaser 2017). The resulting sample consisted
of 163 startups. Third, we considered only startups for our analysis that were active
at the time of our search and for which sufficient information for classification was
publicly available (e.g. websites, press releases). In several instances, we additionally
reached out to startups to gather additional information. This procedure resulted in
a final sample of 80 startups (see Appendix 1), of which some operate in more than
one smart city area.

3.2 Taxonomy Development

To develop our taxonomy, we follow the methodological guidelines provided by
Nickerson et al. (2013) as depicted in Fig. 1. In the first step, a meta characteristic is
determined. A meta characteristic is “the most comprehensive characteristic that will
serve as the basis for the choice of characteristics in the taxonomy” (Nickerson et al.
2013, p. 343). When determining the meta characteristic, the taxonomy’s purpose and
the interests of its future user group has to be considered. Therefore, our study’s meta
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Fig. 1 Taxonomy development based on Nickerson et al. (2013)
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characteristic is defined as the application of BT in smart city areas. This definition
complies with the purpose of our taxonomy, namely to identify the potential uses
of blockchain in smart cities encompassing both business- and technology-related
attributes.

In the second step, objective and subjective ending conditions need to be deter-
mined. The eventual taxonomy is composed of layers that combine related dimen-
sions and their modes of occurrence, called characteristics. As the compilation of
dimensions and corresponding characteristics occurs iteratively, the researcher must
define conditions that will indicate the completeness of the taxonomy beforehand.
Objective ending conditions include the uniqueness of each characteristic and dimen-
sion, and that at least one object falls into the category of each characteristic and
dimension included in the taxonomy (Nickerson et al. 2013).

The subjective ending conditions require the taxonomy to be concise, robust,
extendible, and explanatory. Although we avoided redundancies in our choice of
characteristics, the taxonomy’s application on our sample revealed that in some
instances several characteristics can be applied. However, this outcome does not
violate the taxonomy properties as the alternative would be an inflated set of char-
acteristics (Piischel et al. 2016). We checked the ending conditions before finishing
the iterations.

As a third step, Nickerson et al. (2013) recommend choosing either a conceptual-
to-empirical or an empirical-to-conceptual approach for each iteration of the taxon-
omy development procedure. In the conceptual-to-empirical approach, the researcher
determines the taxonomy’s dimensions using “his/her knowledge of existing foun-
dations, experience, and judgment to deduce what he/she thinks will be relevant
dimensions” (Nickerson et al. 2013, p. 346). The researcher then tests the relevance
of the chosen dimensions and characteristics by examining objects. If no object can
be grouped into these dimensions and characteristics, they should be eliminated. By
contrast, in the empirical-to-conceptual approach, the researcher starts with exam-
ining actual objects. The researcher identifies a subset of objects to be classified
and then groups the objects according to common dimensions with discriminating
characteristics. Both approaches are highly iterative, meaning that dimensions and
characteristics are constantly added, deleted, merged, or split.

For this study, we chose a conceptual-to-empirical approach during the first iter-
ation. During this iteration, we defined the taxonomy dimensions based on vari-
ous approaches to smart city areas, business models, and BT properties in order to
determine characteristics of structural difference in the subsequent iterations. We
performed several empirical-to-conceptual iterations on the basis of our sampled
startups until we were not able to identify any further characteristics. In the follow-
ing iterations, characteristics for the dimensions were therefore continuously added,
edited and consolidated. After each round, we revised the taxonomy through an
expert panel (3 researchers, 3 practitioners) to assure the validity of the taxonomy
and the subsequent derivation of archetypes. As a result, we were able to classify all
startups and meet the ending conditions as proposed by Nickerson et al. (2013).
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4 Results

Our final taxonomy consists of three layers (see Appendix 1). In the first layer,
smart city application area, we identified five smart city areas in which startups
operate. The business model layer comprises four dimensions along the sub-layers
value proposition, value delivery, and value capture. The blockchain application layer
comprises dimensions that refer to technological attributes of the startups’ solutions.

4.1 Smart City Application Area

We assigned each startup in our sample to one or more smart city application area
and, more specifically, to a role within this area (Table 2). Overall, we find the highest
number of startups in the government (n = 21) and energy domains (n = 20), followed
by building (n = 16), health (n = 15), and transportation (n = 10).

Energy: Our sample includes energy blockchain startups in five categories. A core
aim of the smart city concept is that energy is produced and consumed as efficiently
and sustainably as possible. Blockchain startups address these goals in several ways.
First, blockchain is used to enable peer-to-peer transactions between consumers and
the tracking of energy units, especially those generated by renewables. Startups such
as LO3 and GridSingularity offer blockchain-based peer-to-peer energy distribution
which allows prosumers to convert their energy surplus into energy tokens that they
can price themselves and sell locally to other consumers. Another way of using
blockchain for energy efficiency is to generate energy coins that reimburse leases
for solar systems given to private persons or businesses in developing countries
via crowdfunding platforms (e.g. SunExchange). We further identified startups that
use blockchain to act as transaction platforms for energy stakeholders including
traditional corporate suppliers (e.g. OmegaGrid), as well as startups that support
solutions for carbon asset management (e.g. Energy Blockchain Lab) or scientific
research (e.g. ElectricChain).

Transportation: In the area of transportation, we identified five categories. The
startup Oaken Innovations enhances automotive sensor capabilities by integrating
blockchain-enabled nodes, which can automatically pay tolls for usage of roads or

Table 2 Smart city application areas of blockchain startups
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bridges. In addition, applications based on BT may soon fully decentralize peer-to-
peer car sharing models (Pick and Dreher 2015). In our sample, the startups Arcade
City, Chasyr, and La’Zooz are launching P2P ride sharing services that operate on a
trustless basis, making rent-seeking intermediaries like Uber or Lyft obsolete. Users
can access ride offers through the platform and trade in proprietary tokens. In the
field of transportation, blockchain startups further address issues of device identity
and payment in parking (e.g. Parq), container logistics (e.g. T-Mining), and solutions
for plug-in electronic vehicle (PEV) charging (e.g. Slock.it). Powertree’s approach
addresses private persons who are willing to make their house’s grid available for
passing PEV users for a fee that is paid via smart contracts.

Building: Several startups address issues related to buildings’ energy consumption.
To overcome privacy concerns regarding metering and to optimize energy consump-
tion (Kranz et al. 2010), BT is used to store the data anonymously and securely. The
startup Ubirch offers sensors that connect to a digital platform which allows users
to track consumption and reduce their energy costs using blockchain for encryption.
Similarly, Silvertown sources data regarding temperature, humidity and noise lev-
els, air quality and motion from smart beacons to assist housing associations and
managers of large properties with metering. Manual readings become obsolete and
blockchain ensures data integrity and privacy of tenants.

Another area tackled by startups are smooth and secure real estate transactions.
Startups use BT to verify users’ identities, making mediators like realtors obsolete
while ensuring cheaper, faster and more reliable transactions. BT is further used as
a crowdfunding and tokenized ownership solution by the startups to enable buyers
to take out loans from private or business investors through smart contracts. Another
application area of BT is to verify persons who try to access buildings (e.g., Slock.it).

Health: Blockchain may emerge as a key enabler of e-health solutions that improve
the quality and accessibility of diagnosis and treatment in smart cities. We identified
various solutions that enable stakeholders including patients, payers, health apps,
and hospitals to combine health data on the blockchain via secured APIs. Further,
some startups provide the option to make the data accessible to scientists, leading
to a crowdsourced approach to medical research. Beside initiatives in the fields of
diagnosis and treatment, blockchain is also used to authenticate pharmaceutical sup-
ply chains to mitigate the risk of pharmaceutical counterfeits (e.g. Blockpharma).
Due to its fraud-resistant technology, startups use blockchain to register pharmaceu-
tical fabrications throughout the supply chain all the way to the end consumer. BT
is further used for digital nudging by providing reliable token systems that reward
persons for healthy behaviors. HealthCoin, for instance, offers a blockchain-based
diabetes prevention application which allows insurers or employers to reward health
conscious lifestyles based on biomarker indications. The startup DAERS offers a
decentralized autonomous emergency reporting system which stores vital signs and



210 E. Nagel and J. Kranz

GPS location information on the blockchain. This information can be accessed by
authorized international organizations or rescue units in case of emergency.

Government: Blockchain technologies may contribute to more user-friendly public
services, improved transparency, and the elimination of corruption (OECD 2017).
We identified five categories of blockchain startups in the government application
area. A number of startups in our sample offer registry services, e.g. for taxes, prop-
erty titles, or other documentation. Especially regarding land titles, many startups
are emerging, such as BitLand Global in Ghana. In countries that are troubled by
unstable governments, a weak rule of law or political disputes, blockchains offer a
reliable way of storing land titles. Beside registry services, smart city applications
use blockchain for voting and citizen dialogue. Regarding e-voting, the advantages
of blockchain technologies stem from its authentication abilities and the possibility
to store votes securely and make elections more transparent. To enhance citizen dia-
logue, the anonymity and disintermediation enabled by BT is used for citizen engage-
ment. For instance, the startup MiVote enables citizens to submit a vote for upcoming
parliamentary elections, thereby giving politicians and the media the ability to get
an accurate picture of popular opinions. Another area in which BT can contribute
to smarter governments relates to the tracking of donation funds. As blockchain
tokens or currencies can be traced easily, startups enable donors to track their dona-
tions. Finally—and perhaps most radically—blockchain startups provide solutions
for digital citizenships. The concept of digital identity is currently being introduced
in Estonia (Rivera et al. 2017). The startups BitNation and Borderless are offering
digital citizenship, even including self-determined constitutions.

4.2 Business Model

A business model describes how a firm creates, delivers and captures value (Oster-
walder and Pigneur 2010; Teece 2010). As the very nature of smart cities is to
overcome industry boundaries and to link various infrastructures and stakeholders
(Mulligan and Olsson 2013), the business model concept provides a useful frame-
work for analyzing how blockchain enables ecosystem-based value creation in smart
cities (Table 3). BT s effects on business models has recently gained attention. Studies
envision that BT integration may alter or even disrupt the logic of value proposition
and value capture throughout industries in the near future (Holotiuk et al. 2017;
Tansiti and Lakhani 2017).

Value proposition: The second part of the business model layer examines in which
ways the offers of blockchain startups create unique value for their customers,
i.e., helping customers to perform a particular job better than alternative offerings
(Johnson et al. 2008).

One major benefit offered by blockchain startups is the reduction of transaction
costs which result from uncertainty or unforeseen contingencies and from writing
and enforcing contracts (Tirole 1999). We distinguish between three core benefits
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Table 3 Business models of smart city blockchain startups
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of BT with regard to transaction cost reduction (security by design, auditability, and
smart contracts). Blockchains are secure by design as the decentralized ledger ren-
ders entries tamper-proof (Zyskind and Nathan 2015). Especially startups in govern-
ment registry services, voting, and building access solutions benefit from this feature.
Auditability refers to the transparency stemming from BT’s affordance to review past
entries and a token’s history (Davidson et al. 2016; Orsini et al. 2016). We find that
auditability is primarily exploited by startups in the areas of donation tracking, phar-
maceutical authentication, voting, and logistics. Smart contracts reduce transaction
costs because expenses related to writing and enforcing contracts are significantly
lowered (Kiviat 2015). Smart contracts are particularly effective regarding lowering
transaction costs when transactions are highly standardized and occur frequently as
in the energy sector (e.g., SunExchange, LO3) or when they occur between parties
otherwise unknown to each other as in ride sharing or real estate funding.

Further blockchain-specific benefits are disintermediation (which in some
instances is a consequence of lower transaction costs), user verification, micro trans-
actions, data reconciliation speed, tokenization, and anonymity. Disintermediation
is especially prevalent in peer-to-peer business models that render previous mediator
platforms obsolete. User verification plays a main role in voting and registry star-
tups as user identification is critical in these domains. Further, BT facilitates micro
transactions which are often used in the energy and transportation areas. Speed in
data reconciliation is another blockchain-specific benefit arising from our analysis.
For instance, energy startups can provide accurate and close to real-time data on
consumption and generation. Tokenization refers to the possibility of issuing crypto-
graphic tokens on the blockchain, to be incorporated in the business model. Finally,
we elicit that business models profit from the anonymity BT grants which is a core
asset in citizen dialogue, medical research or automated energy metering.

Value delivery: Value delivery describes the apparatus an organization sets up to
deliver value (Teece 2010). Our taxonomy shows how startups use BT to deliver
value targeting customer types and product composition.
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The dimension customer type captures to whom a firm markets its product. Dig-
ital technologies have led to a shift towards direct company-customer interaction
throughout industries (Wikstrom 1996). BT in particular has facilitated niche prod-
ucts targeting small, technology-minded communities (Malovi¢ 2014). We find that
the startups in our sample also cater to both businesses and end customers. Startups
further address individual professionals such as doctors or environmental scientists.
BT is often related to disintermediation. Blockchain systems promote P2P transac-
tions and enable novel prosumer markets. We find P2P startups specifically in the
smart city areas energy and transportation. Energy P2P-platforms such as Sonnen
enable to purchase green electricity from peers without using existing electricity
grids. Moreover, governments are addressed by blockchain-based smart city star-
tups. For example, Bitfury is working on a registry of land titles for the Republic of
Georgia (Underwood 2016). In addition, voting providers like Voatz are collaborat-
ing with municipalities and federal government units. In addition, governments are
involved in blockchain-based healthcare business models to settle processing claims
and ensure smooth healthcare transactions.

Another important dimension emerging from our analysis is whether an offer is
composed of physical and software components (cyber-physical) or is purely digital,
hence intangible. With increasing levels of digitization, an increasing number of
physical products is equipped with software (e.g., sensors or actuators) that allows
for new value-added services such as monitoring and control. Blockchain-based
applications can occur in digital or cyber-physical forms. Most startups of our sample
provide digital solutions. In these instances, BT itself provides sufficient value and
acts independently of physical assets. However, we also identify several startups that
process data from physical objects, often provided by the startup itself. For example,
Oaken Innovations recently turned a Tesla into a smart vehicle that automatically
pays via the cryptocurrency Ether at toll gates. Further, startups in the ‘building’
application area are launching cyber-physical systems that convey verification or
usage data by using blockchain technologies.

Value capture: The last dimension of the business model layer concerns the type of
value capture mechanism, which is a main aspect of an organization’s business model
(Osterwalder et al. 2005). It describes how an organization extracts value from its
operations, enabling sustainable operations. We find that smart city blockchain star-
tups have found various ways to capture value. Voting and citizen dialogue startups
tend to operate on a free or freemium basis. The startups that enable transactions
in real estate, energy and transportation predominantly use a fee-based approach.
Subscription models are prevalent in government registry and healthcare solutions.
Business models for cyber-physical products combine upfront payments for hardware
with subscription or fee-based payments during utilization.
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5 Blockchain Application

In the third layer of our taxonomy, we consider how startups apply BT from a technical
perspective. We refer to the technical setup in two sub-layers, the permission model
and protocol provider (Table 4).

Permission model: System centralization is concerned with “the extent to which a
network is evenly distributed or nuclear in terms of ownership and administration”
(Walsh et al. 2016, p. 3). The question of centralization addresses two kinds of
permission restrictions: permission to read and to write (Walsh et al. 2016; Xu et al.
2017).

On a public blockchain, there are no restrictions on reading blockchain data, while
only predefined users can read the records on a private blockchain. The advantages of
using a public blockchain are better information transparency and auditability, while
performance and information privacy are sacrificed (Xu et al. 2017). We find that
most of the startups in our sample rely on public blockchains, therefore satisfying the
desire for transparency and auditability. Especially voting startups emphasize their
added value from being publicly accessible, thus rebuilding trust in election results.
These arguments are also valid for applying public blockchains in the application
areas donation tracking, energy, and transportation. We find private blockchains in
areas where data privacy is critical, such as in healthcare and government registry
services that involve identity solutions.

In terms of permission restrictions related to writing, the eligible processors
can either be predefined (permissioned blockchain) or unrestricted (permissionless
blockchain). Services with a single provider in regulated industries, such as govern-
ments or courts, are examples of permissioned technologies (Xu et al. 2017). The
choice of scope in regard to permissioned verifiers is bound to tradeoffs in terms
of transaction processing rate, cost, censorship resistance, reversibility, finality, and
flexibility (Xu et al. 2017). In the startups of our sample we find a tendency for
permissionless networks (74%). Permissionless verification is combined with the
independence of random processors, for example in voting and citizen dialogue star-
tups or energy data transaction platforms. We find permissioned networks in cases
in which verification processes are executed in controlled environments to guarantee
formality of the entries, e.g., in registry, health, and property transactions.

Protocol provider: Blockchain applications run on a specific protocol which forms
the foundation for its functionalities (Morabito 2017). We found startups building
upon the Bitcoin blockchain in all smart city areas, except transportation. However,

Table 4 Blockchain application of smart city blockchain startups

Reading Public Private

model

Writing Permissionless Permissioned

Permission

Blockchain
application

Protocol provider Bitcoin Ethereum Hyperledger Bitshares Other/proprietary
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the by far most commonly used protocol is the public Ethereum blockchain. Startups
from all smart city areas in our sample build upon Ethereum. Moreover, smart city
blockchain startups frequently build upon the Hyperledger and Bitshares platforms.
Hyperledger is an initiative led by the Linux Foundation in cooperation with compa-
nies like IBM, Airbus and Samsung to explore the possibilities of private blockchains
(Morabito 2017). Our sample shows that startups in the areas energy and health tend
to use Hyperledger. Bitshares, on the other hand, is a trade-centric platform that
is mainly used to exchange securities and financial instruments like derivative con-
tracts. Moreover, some startups of our sample use proprietary platforms or specialized
computing platforms such as Multichain, Expanse, and Tierion.

6 Evaluation and Archetypes

From our in-depth analysis to develop a taxonomy, three archetypes of blockchain-
based business models in the smart city emerged (Table 5). An archetype is a knowl-
edge model which represents commonalities between entities found through prior
classification. The determination of archetypes guides theory-led design and sup-
ports sense-making in research by emphasizing primary differences among entity
types (Piischel et al. 2016; Fernandez-Breis et al. 2006). Each of our archetype has
a different focus and is linked to specific characteristics assessed in our taxonomy.
While these archetypes represent prototypical combinations, we emphasize that the

Table 5 Archetypes of smart city blockchain startups

Business Sharing economy Privacy and security Internet of things
model
Description | ¢ Startups providing « Startups leverage ¢ Cyber-physical objects
sharing economy BT’s distributed store data on a blockchain
offerings, e.g. in architecture to or record transactions
contracting, billing, record and store » BT application lower risks
and fulfillment immutable entries such as fraud or
* Applications allow ¢ Ensuring data access man-in-the-middle attacks
transactions between only to authorized
consumers and/or persons
prosumers at lower
transaction costs,
following rules set by
smart contracts
Main smart | ¢ Energy ¢ Government ¢ Transportation
city » Transportation ¢ Health * Building
application * Energy
areas
Primary « Disintermediation * Security by design * Micro transactions
blockchain | * Smart contracts * User verification * Smart contracts
benefit
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archetypes are not mutually exclusive. Emerging blockchain startups tend to com-
bine archetypes in order to assort a unique value proposition and gain a competitive
advantage.

6.1 Sharing Economy

The first archetype emerging from our analysis is sharing economy which is defined
as “collaborative consumption made by the activities of sharing, exchanging, and
rental of resources without owning the goods” (Lessig 2008, p. 143). In this archetype
blockchain allows to increase the efficiency of sharing economies at the process level
in which “consumers, providers and intermediaries are connected by different types
of process categories” (Puschmann and Alt 2016, p. 96), particularly contracting,
billing, and fulfillment. As such, agents will be able to act autonomously and, even
more, they will coordinate complying with pre-defined rules. Therefore, blockchain-
based sharing economy systems can operate at close-to-zero transaction costs. Star-
tups that follow the archetype sharing economy will commonly fulfill the following
main characteristics in our developed taxonomy (see Table 6). The dimension cus-
tomer type concerns private consumers and/or prosumers that meet on a two- or
more-sided market. Since the elimination of intermediaries is a central characteristic
of BT-enabled business models in the sharing economy, disintermediation and smart
contracts are primary blockchain benefits pertaining to this archetype. The majority
of startups belonging to this archetype also incorporates decentralization in their
technical setup. As such, these startups typically choose public and permissionless

Table 6 Sharing economy archetype properties. Note. Gray shading shows typical patterns per
dimension
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blockchains. We find startups that use blockchain technology for sharing economy
business models mainly in the smart city areas energy and transportation.

6.2 Privacy and Security

We found that many startups in the smart city domain leverage BT’s potential to pro-
vide privacy- and security-affording products and services. Blockchain technology
is secure by design as it provides a distributed ledger of transactions. Thus, BT can
be regarded as being designed to be secure from the outset. In comparison to cen-
tralized systems, blockchain’s distributed architecture has no single point of failure,
increasing trust in the system and data security as its functioning does not depend on
a single intermediary or a restricted number of participants (Nofer et al. 2017).

In the following, we describe the characteristics of our taxonomy that indicate that
startups match with the privacy and security archetype (see Table 7). Startups that
belong to this archetype are specialized in the secure storage of entries. Therefore,
they rely on the security by design and user verification properties as main blockchain
benefits. Further, most archetypal startups follow a centralized network approach with
a private reading mechanism and a pre-determined set of processors (permissioned
writing). We observed that startups offer privacy and security solutions primarily in
the smart city application areas health and government.

Table 7 Privacy and security archetype properties
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6.3 Internet of Things

Startups belonging to the Internet of Things (IOT) archetype connect the physi-
cal to the digital world equipping physical objects with sensor and communication
technology to integrate them via the internet (Yoo 2010; Yoo et al. 2012). As these
cyber-physical objects need to communicate securely and to transact value in general
or money in particular, blockchain technology seems to be a natural fit (Christidis
and Devetsikiotis 2016). In an IoT environment, cyber-physical objects with the
appropriate hardware can become part of a blockchain-enabled system. This enables
sending and receiving small amounts of money such as a few cents—or even amounts
in the sub-cent range—between objects without risks of man-in-the-middle attacks
and always with a proof that a specific transaction in question has been initiated by
a specific device, thus ruling out fraud.

Typical characteristics for the IoT archetype (see Table 8) include micro transac-
tions, smart contracts, and often a high data entry frequency as IoT systems maintain
constant contact with their associated ledger. This relation persists in cyber-physical
product compositions. Startups in the [oT archetype typically utilize smart contracts
to facilitate instantaneous transactions on multi-sided markets. In the smart city
context, [oT startups are typically found in the areas transportation, building, and
energy.

Table 8 Internet of Things archetype properties
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7 Conclusion

This study aimed at providing insights on the intersection of two increasingly impor-
tant research topics—blockchain technology and smart cities. For this purpose, we
developed a taxonomy that points out the manifold ways in which blockchain tech-
nology can be applied in the smart city context. The taxonomy further shows how
blockchain technology enables and impacts business models and which technolog-
ical setup are used. Based on the results of our in-depth analysis, we inferred three
archetypes that represent prominent solution approaches.

Our contribution to the literature is twofold. First, we investigate an emerging
phenomenon on which research is scarce. In the spirit of a “phenomenon-based
research strategy” (von Krogh et al. 2012), we explored a new phenomenon by
describing and classifying blockchain-based smart city applications. Our multi-layer
taxonomy reflects the variety of the analyzed sample. We identified three BT-based
business models archetypes (sharing economy, privacy and security, and IoT) and
delineate how startups in different smart city application areas typically make use of
BT. Thus, our study provides structure in a complex domain and can serve as a basis
for further theorizing (von Krogh et al. 2012). Second, we contribute to research
on IT-enabled and digital business models (Veit et al. 2014) as we scrutinize how
a digital innovation such as BT can be used to transform consumer behavior and
society. Particularly, we provide insights on how blockchain shapes the delivery,
creation, and capture of economic value.

Overall, we find that smart cities can greatly benefit from the unique advantages
of blockchain technologies. Given that the majority of current (and future) mega
cities is located in developing countries where unstable governments and unreli-
able utility infrastructure are prevalent (Kennedy et al. 2014), the decentralization
that blockchain offers in respect to secure data storage and new ways of utility
management could improve the life quality of millions. Equally, city dwellers and
governments in developed nations make use of blockchain-enabled IoT, security,
and sharing economy solutions. At a time when trust in government institutions and
corporate intermediaries runs low (Gallup 2016; Mayer 2013) blockchain technol-
ogy can reestablish trust, and contribute to more independent and active citizen-
ship, especially—but not limited to—countries with weak institutions and unstable
regimes.

However, the usage of blockchain technologies in smart cities may also lead to
new challenges, for example with respect to governance. It remains an open question
how blockchain technology will be predominantly deployed and governed in a smart
city environment. Similar to Bitcoin, which simultaneously facilitates community-
based P2P payments and centrally governed digital currencies (e.g. U.S. Federal
Reserve Fedcoin; McElroy 2017), BT applications in smart cities may originate
from community-based P2P focused initiatives (e.g. Transactive Grid P2P energy
sharing; Cardwell 2017) or from broader government or private sector initiatives
(e.g. city-wide blockchain pilots from the Smart Dubai Office, Rizzo 2016; Wanx-
iang engagement in smart city blockchain application development, Rizzo 2017).
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Both modes of deployment and governance may ultimately prove to be highly com-
patible. While P2P initiatives facilitate spontaneous, local and dynamic markets for
economic, social or political activities (conceptually captured by the idea of catal-
laxies; Davidson et al. 2016; Hayek 1960; Lubin 2016), the system-wide integra-
tion of single activities on a city, country or even global level will be necessary to
realize larger efficiency gains and overarching goals (e.g. reduction of carbon emis-
sions). Technically this may lead to a mesh of blockchains (e.g. energy and mobility
blockchains) and will require solutions facilitating blockchain interoperability (e.g.
Polkadot, Cosmos Network or Interledger). On a technological level, scalability is
another challenge to the dissemination and efficiency of blockchain solutions in
smart cities. Rigid infrastructures and costly mining processes restrict the useful-
ness of blockchains on a greater scale. For instance, annual carbon emissions of the
Bitcoin blockchain are comparable to those of cities like Hamburg and Las Vegas
(Stoll et al. 2019). Yet, newly developed ledger technologies—most recently IOTA
with the so-called tangle—aim to mitigate these problems (Cachin and Vukoli¢ 2017).
To which extent such new technologies can be established remains to be seen.

Finally, we need to point to a couple of limitations which should be addressed
by future research. The process of taxonomy development in general presents the
quest for a useful rather than optimal solution (Nickerson et al. 2013). Thus, we
encourage researchers to build on, extend, or adapt our results. For example, includ-
ing blockchain-based smart city applications of established companies or further
startups are potential avenues for future research. Moreover, many of the examined
startups can offer their products or services to customers irrespective of population
density. Thus, the startups in our sample are not necessarily focusing on urban envi-
ronments, but on providing a solution for an urgent urban need or performing a useful
activity in the smart city context. As Nickerson et al. (2013) state, a useful taxon-
omy is extendable. Dimensions and characteristics may be added as the studied field
grows or assumes new shapes. This attribute seems especially valuable in our con-
text as many of the examined startups are in early stages. Business and technological
characteristics will be subject to dynamic change.

Appendix 1: Sample Structure
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Appendix 2: Classification Results
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A Case Study of Blockchain-Induced )
Digital Transformation in the Public e
Sector

Horst Treiblmaier and Christian Sillaber

Abstract Public administration has long faced the challenge of addressing a steadily
growing workload with limited resources. Blockchain and related technologies
promise manifold applications which might alleviate this tension, but adoption may
be hampered by the dearth of academic literature documenting existing use cases
and the lessons learned from them. This case study examines a public administration
use case which was initiated by the state government of South Tyrol in Northern
Italy in cooperation with the firm SAP. Many important lessons have been learned
in pursuit of the main project goal of streamlining the complex administrative pro-
cesses surrounding the business of building and modifying cell towers. Exploiting
the full potential of blockchain necessitates a complete rethinking of public manage-
ment, yet holds the potential for a leaner and more service-oriented administration
that reestablishes citizen trust in public institutions. However, several disadvantages
also emerged, which highlight specific limitations of blockchain technologies. In this
paper we apply a single case study approach and derive several best practices based
on the analysis of qualitative interviews and rich project documentation.

Keywords Blockchain - Distributed ledger technology « Digital transformation -
Public sector - Public administration + Governance * Transparency - Efficiency -
Trust

1 Introduction

Lack of transparency, excessive bureaucracy, and even cases of corruption, have
created a downward spiral of citizen trust in public administration (Dubnick 1996;
Persson et al. 2017). Many countries have sought to arrest this trend by increasing the
supervision of public officials: in some places to such an extent that many processes
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have been rendered ineffective and personal liability has become a pressing topic for
state officials. This situation presents an opportunity to explore new governance and
administrative structures which can increase efficiency and improve public account-
ability mechanisms. In the Netherlands, for example, the Dutch urban regeneration
has yielded a substantial shift in governance principles over the past three decades,
which reflects the changing relationships between public and private sector actors in
urban governance (Tasan-Kok et al. 2019).

The rise of blockchain technologies has created high expectations regarding trans-
formations across business and government. Previous authors have exemplified its
disruptive potential in industry sectors as diverse as tourism, energy, finance and
public governance (Treiblmaier and Beck 2019a, b). Simultaneously, several authors
warn against unrealistic expectations and suggest the carefully scrutiny of each poten-
tial use case to identify how blockchain technology actually solves the pending
problem, which implies acknowledgement of blockchain’s limitations and the new
challenges presented (Treiblmaier 2019), and advocate the open documentation of
any constraining effects (Hald and Kinra 2019). Such a critical assessment should
not be restricted to economic implications, but also needs to include related topics
such as legal compliance (Posadas 2018) and problems related to scaling, power
consumption, and trust, which are especially relevant for public blockchains (Waldo
2019).

As yet, blockchain’s impact on public governance and administration has eluded
thorough assessment in the academic literature. The majority of the existing litera-
ture focuses on corporate governance and predicts potential gains in efficiency and
effectiveness (e.g., lower costs, greater liquidity, more accurate record keeping, trans-
parency of ownership) (Yermack 2017) and is often conceptual in nature (Voshmgir
2017). Extending previous research, in this paper we discuss the implementation of
a blockchain-based solution in a public institution. In order to increase the overall
efficiency and to be able to provide better services to citizens, the state government
of South Tyrol decided to exploit the potential of blockchain to achieve the goals
of increasing trust in public services, creating transparent and efficient applications,
and streamlining governance processes. We report the findings from the KIS (“Kom-
munikation, Infrastruktur, Software”) project and illustrate how a blockchain-based
solution has been implemented to streamline processes related to the building and
modification of cell towers. This paper is structured as follows: We initially dis-
cuss the role of blockchain technology for public governance in general, followed
by a brief presentation of the companies involved and their respective roles in this
project. Next, we introduce a guiding research question, four sub-questions, and our
methodological approach. We then present the results, which are based on numerous
qualitative in-depth interviews and the analysis of various artifacts such as thorough
project documentations. Finally, we derive various practices and implications for
future research.
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2 Blockchain Technology and the Public Sector

According to Treiblmaier (2018, p. 547), blockchain can be defined as a “digital,
decentralized and distributed ledger in which transactions are logged and added in
chronological order with the goal of creating permanent and tamperproof records”.
Due to its widespread popularity, it has become common practice to also use the term
blockchain when discussing alternative data structures that do not exhibit a sequence
of blocks chained together by shared data, and which therefore might be more
appropriately denoted as Distributed Ledger Technology (DLT) or so-called “trust-
less” systems. In this paper we follow this convention and use the term blockchain
inclusively.

Previous research has identified various potentials for blockchain technology to
impact governance, and indicated a need to depart radically from existing notions of
governance (Beck et al. 2018; Voshmgir 2017). However, previous research has also
acknowledged new threats associated with blockchain adoption, such as the intro-
duction of new market risks and a loss of anonymity. Furthermore, the immutability
of records poses a major problem in public blockchains, as does the risk of hacking
in private ones (Magnier and Barban 2018).

A detailed categorization of potential benefits and promises of blockchain tech-
nologies for governments can be found in @lnes et al. (2017). The authors enumerate
numerous benefits and promises across the categories of strategic, economic, orga-
nizational, informational, and technological concerns, including: increased trans-
parency, avoidance of fraud and manipulation, reduced corruption, increased trust,
better auditability, reduced costs, increased resilience, higher data quality, resilience
and security. Sullivan and Burger (2019) examine the legal and technical implica-
tions of blockchain technologies to authenticate and verify identity for e-Government
services and transactions. They conclude that “digital identity on blockchains [...] is
revolutionizing the delivery of e-government” (p. 256). In light of existing conceptual
research that postulates a huge transformative potential of blockchain, we present
our guiding research question: How can blockchain be used to enable transforma-
tions in the public sector? In order to answer this question we apply a case study
approach. This generic research question will later be refined into four sub-questions,
as reported in the following sections.

3 Methodology

In order to answer the question of how blockchain technology can enable transfor-
mations in the public sector, we sought to elicit rich evidence consisting mainly of
expert interviews enhanced by a thorough analysis of the complete project documen-
tation. Between June and December 2018 we conducted eight interviews with five
key informants from the South Tyrol Informatik AG (SIAG) and the firm SAP to
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Table I Interview partners Code Position within the company

MGMTI1 Chief Digital Officer

MGMT2 Service Manager, Project Lead

IT-DEV IT Solution Architect

SAP1 SAP, Chief Innovation Officer Public Services
SAP2 SAP SE Future City and Blockchain

identify the practices and processes associated with blockchain-based transforma-
tion. All of the informants played leading roles in the project. The interviews each
lasted between 45 and 120 min. Three follow-up interviews were later conducted
to clarify open questions. The participants were interviewed either in person or on
the phone, and all interviews were recorded by the authors and subsequently tran-
scribed. Table 1 shows the roles of the interviewees and their relevant qualifications.
The project documentation analysed included, for example, various unified model-
ing language (UML) diagrams, which helped us to better understand the underlying
processes and their implementation.

The transcribed interviews and process documentation were processed in three
stages following the common procedures of qualitative research (Urquhart 2012).
First, we extracted artifacts, activities and requirements that were mentioned as rele-
vant to the transformation process. Second, we created groups of related statements
and identified relevant core topics and, third, we combined those topics into theo-
retical ideas at a higher level of abstraction. Following the case study classification
from Yin (2013), this project can be classified as a single case exhibiting holistic (i.e.,
single unit of analysis) design. We followed an explorative approach and strived to
understand the procedures and artifacts being used in the case and their respective
impacts. Through the combination of data from different sources (i.e., interviews,
artifacts) we were able to validate our findings.

4 Public Administration and Blockchain Technology: The
KIS Project

The KIS project was carried out as a cooperation between SIAG and SAP. SIAG is
the IT service provider for the governmental and administrative bodies of the inde-
pendent province of Bolzano in northern Italy. SIAG provides numerous IT Services
ranging from implementing a variety of IT applications (such as email and web host-
ing) to processing workflows for approximately 4500 employees and administrative
workers. Over the past 35 years, STAG has developed and implemented around 1000
service workflows for public services. The provided services are crucial for half a
million citizens and log an excess of two million activities per day, ranging from
driving license application management to approval processes for buildings. These
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workflows are provided through a variety of in-house and out-house systems that
have grown over time. SAP SE is a multinational software corporation headquar-
tered in Germany and serving more than 430,000 customers in over 180 countries
(SAP Global Corporate Affairs 2019). In 2018 SAP officially launched the SAP
cloud platform blockchain service which enables customers and developers to build
blockchain extensions for existing applications, to integrate DLT features in the
blockchain ecosystem and to embed blockchain technology into SAP Leonardo (i.e.,
a digital innovation system) offerings (Gross 2017).

4.1 Pending Problems

As is the case in many countries, public administration in Italy struggles to offer
citizens high-quality services within reasonable periods of time. This is further com-
plicated by complex legacy business processes and legislation. In Italy the level
of citizens’ trust in public administration has declined over the decades. In 2015,
93% of all Italians declared that they do not trust their own parliament (Merelli
2015). A recent academic study showed that in spite of the reforms driven by the
New Public Management (NPM) approach, the public administration in Italy still
follows a bureaucratic model. Interestingly, public servants are highly motivated
despite having to carry out highly standardized activities. Altogether, several pub-
lic administrations are perceived by their employees as being anarchistic (Tomo
2019). Our interview partners indicated that other pending problems include the
strict supervision by auditors and the fact that even small errors may lead to personal
liabilities.

Demand is increasing from both inside the SIAG as well as from politicians
and citizens to simplify processes, unify the underlying technologies and improve
inter-agency efficiency. Furthermore, due to several regulatory changes, demand for
end-to-end workflows has considerably increased in recent years. This especially per-
tains to processes in which citizens are directly involved and should receive access
to workflow execution data, such as the state of the request and name of the admin-
istrative entity currently working on the file. For example, the specific workflow to
receive approval for building a new cell tower involves three agencies that need to
coordinate the paperwork between them. These are the phone company, the owner of
the land where the mast is to be built as well as all owners of neighboring properties.
Another problem is that digitalization also creates additional work. For example,
from a legal perspective only a digital document is valid for the public administra-
tion in Italy. Paper documents, after being digitized and certified, can therefore be
destroyed. This process is labor-intensive and complex.
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4.2 Project Goals

In a first step SIAG and SAP conducted a proof-of-concept (PoC) with the goal to
specifically investigate four questions pertaining to the overall potential of blockchain
technology:

e QI: Is it possible to use Blockchain-as-a-Service (BaaS) in the cloud?

Hosting blockchain-based solutions in a cloud environment opens up new opportu-
nities for service providers to offer their customers cloud-based solutions to develop,
host and use blockchain functions, applications and smart contracts.

e (Q2: How can a public Blockchain solution be integrated with legacy systems?

Public administration often depends on complex legacy systems that have grown
over years. It is therefore crucial to carefully investigate the extent to which these
systems can be replaced by novel technologies and which parts of the old system
must be incorporated into the new solution.

e (Q3: What kind of Blockchain-related security aspects need to be taken into
account?

Blockchain technology promises immutable and secure data records. The overall
security of the system therefore depends on the number of nodes that are responsible
for validating data records and adding transactions to the chain.

e (Q4: Can a Blockchain-based solution improve the efficiency of workflows?

Workflows in the public administration follow specific rules that are determined by
legislation. Characteristics of blockchain that are especially promising to simplify
existing processes include the visibility of shared data among various stakeholders
as well as the deployment of smart contracts to facilitate decision automation.

The assessment of the PoC yielded positive results pertaining to all of the four
questions and led to the decision to put a specific process into production, namely the
building and modification of cell towers. Blockchain technology offers new opportu-
nities, but also has limitations and might create new challenges. Existing workflows
must therefore be critically investigated and potentially revised prior to deployment.
In this special case the envisioned solution was not fully decentralized, since it was
controlled by SIAG and SAP, but had the purpose of testing the feasibility of certain
blockchain features. KIS was triggered by the need to streamline public administra-
tion, and used the VUCA (volatility, uncertainty, complexity, ambiguity) framework
(Saleh and Watson 2017) to analyze the current situation and to develop a new strategy
to cope with environmental changes. The decision to implement a blockchain-based
solution for the building and modification of cell towers can be attributed to its
capacity for efficient and transparent processes.

Roughly 600 applications concerning the building or modification of cell towers
are submitted each year. The goal of KIS was to model this process end-to-end,
starting with the initial application and ending with communicating the decision to the
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applicant. The process starts in the community which is affected by the cell tower. An
environmental impact assessment is then performed in the provincial administration.
The outcome of this assessment goes back to the community, where the building
community makes the final decision. Additional pressure is put on administration
by an Italian rule stating that if the public administration does not respond within
30 days, the construction project is approved. Both the community and the provincial
administration want to keep their authority and in order to do so must ensure a fast
processing time.

The proposed solution has to function in a cloud and integrate existing legacy
systems. Additionally, the idea is to develop an implementation that can serve as a
reference for future SAP implementations. The project was designed in three stages.
In stage 1, a partnership with SAP was initiated to create a Proof of Concept (PoC),
as was already described above. This PoC included the transfer of an analog doc-
ument into the digital world: a workflow that previously included four laborious
steps. Blockchain helped to reduce this into a one-step process, thereby significantly
reducing the amount of time needed for completion. Furthermore, data security was
improved. In stage 2, which included the development of a technology stack, the
government realized that it does not make much sense to digitize discrete parts of
a process, and instead recognized that an end-to-end process view is required to
achieve successful digital transformation. This also necessitates active participation
of all stakeholders involved. One explicit goal in this stage was to transfer the whole
process into the cloud. Still, the total impact of digital transformation was not fully
understood and various needs for process adaptation emerged. In stage 3, the broad
rollout of the technology, the lessons learned are used to create blockchain-supported
processes in various sectors of public governance. These processes will be imple-
mented end-to-end and will fully capitalize on the benefits of digital transformation.
Based on the lessons learned from the previous phases, design thinking will be used
as an analysis instrument and Scrum for realization.

4.3 Results

Figure 1 shows SAP’s cloud hosted BaaS, consisting of three layers, namely the
infrastructure-as-a-service (IaaS) platform layer, the cloud platform foundry layer
and the cloud platform environment. While the former two represent the (largely)
customer independent runtime environment for blockchain, the latter implements the
specific functionality to run and operate the customer’s blockchain. Two immedi-
ate observations pertaining to Q1 (Is it possible to use BaaS in the cloud?) can be
made. First, there is a separation between the workflow-specific implementation of
blockchain and the foundry as well as the platform layers, and, second, while the
workflow is executed within the SAP environment, the critical data (i.e., sensitive doc-
uments) never enter the blockchain: only references are stored. Both factors enable a
quick integration into the blockchain but also ensure that both the environment (i.e.,
SAP’s infrastructure) as well as the technology used within this infrastructure can be
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Fig. 1 Architecture overview (Schmidt-Karaca et al. 2018, p. 9)

exchanged without too much friction. Similarly, legacy data is kept on premises in
SIAG systems and can be referenced from within the workflow engine (Q2). Aside
from general security and privacy considerations that have to be taken into account
with any cloud-based workflow solution, it is clear from the design of the refer-
ence implementation that none of the security properties typically associated with
blockchains currently manifests, as both SAP and SIAG fully control the data and
workflows. However, SIAG reported that they intend to operate the node in their own
data center, in addition to SAP’s plan to operate a full node in the near future that
might help identify data manipulation (Q3). Performance wise, the layered approach
of SAP’s centralized blockchain hosting reportedly allows for the quick addition and
removal of resources if performance becomes an issue (Q4).

Figure 2 show the end-to-end process for managing the cell phone tower approval
process. There are three involved parties (cf. swim lanes): citizens, municipalities,
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Fig. 2 End to end process to be implemented (Schmidt-Karaca et al. 2018, p. 10)

and the state (i.e., the province of Bolzano). The process model shows how the
process works, the data silos involved, and which data is entered and read from the
blockchain. The process starts with a citizen submitting an application to modify the
communication infrastructure. The application is then submitted to the municipality
and assessed for its local impact. The municipality then sends an assessment request
to the province of Bolzano. The province assesses the application’s environmental
impact and sends the assessment result back to the municipality. The municipality
then finalizes its assessment and communicates the measure to the applicant. As
shown in the process model, the most important functionality of the blockchain is
similar to a notarized timestamp server, where selected important events, such as
the start and end of subprocesses, are logged to the blockchain for transparency.
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This allows citizens and other stakeholders to track the progress across different
authorities. Advantages lie in the increased transparency of being able to track where
a specific application is currently being processed. Prior this solution, the “hear from
public administration” activity as shown in the upper part of Fig. 2 was a complete
black box from the perspective of the average citizen, who had no way to know or
access the current status of an application. The interaction with the blockchain is
performed from within the SIAG system. This means that the workflow tool itself
logs the aforementioned activities to the blockchain. For the future it is planned to
provide citizens with read-only access to the timestamped data.

Figure 3 shows the technical view for an end-to-end workflow involving two inde-
pendent corporate bodies and a citizen, complementary to the process view shown
in Fig. 2. The citizen submits the online form through the municipality’s online tool.
While all workflow activities specific to the municipality are being handled within
its system, requests to the province of Bolzano’s infrastructure are operationalized
through a service API as well as email-based workflows. PEC (posta elettronica
certificata) emails are digitally signed and certified emails. As shown on the right-
hand side of the diagram, both the municipality and the province of Bolzano operate
full blockchain nodes, replicating and verifying the entire transaction history. The
“Public Sector Logging Service” is in charge of logging selected workflow activi-
ties (timestamps) to the blockchain. The E2E Blockchain Workflow Viewer can be
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used—on the municipality’s and province’s side—to access the log data and view
the workflow through the lens of its activities logged to the blockchain. Log data
obtained from the blockchain can be used to track and monitor the performance
of individuals across different workflow activities in order to improve the overall
efficiency and transparency. Also, the increased transparency might deter abuse and
manipulation.

4.4 Best Practices and Critical Evaluation

Based on the results gained from the interviews and the analysis of the project doc-
umentation, we identified five best practices for applying blockchain concepts to
mission-critical public administration services. These practices are especially rele-
vant for public organizations that are in the early stages of trying out blockchain
solutions:

Practice 1: Invest in the Purposeful Evaluation of Blockchain-Based Transformations
Although Blockchain technology is still in an early stage, KIS faced a diversity of
different types of solutions for the public sector, and can be considered a pioneering
project in this area. One SAP employee stated “We had for the first time a client in
the public sector who was actively seeking for an innovative blockchain solution”.
It is therefore not surprising that many of the available frameworks that guide busi-
nesses toward blockchain technology start with a critical evaluation of whether or
not blockchain is the right solution in the first place (Pedersen et al. 2019). It is
crucial for both the industry and software companies to gain experience in such anal-
yses. What is needed is a careful evaluation of blockchain’s potentials and how they
can actually contribute value to the company. As a senior manager puts it: “Simply
implementing a blockchain does more harm than good. We want to pick the parts
that fit our needs - even if some blockchain purists would not like that”. Blockchain
is not a single solution but rather a stack of various platforms and technologies, and
care has to be taken to pick the right solution: We explored Ethereum, but ended
up with Multichain. It turned out to be the most suitable solution for our innovation
scenario. Multichain had the best fit with our use case. In KIS the process of building
and modifying cell towers was analyzed after a successful PoC. Although showing
significant potential, the project became too expensive given only 600 cases a year.
This led to a modification of the original project goal to have everything in the cloud.
As one informant put it: Either the services in the cloud were not ready or we did
not fully understand digital transformation. It turned out to be the latter. Decisions
have to be automated, which leads to different processes, and data drive processes
which render previous process definitions redundant.

Practice 2: Identify a Critical Workflow that Can Serve as an Example to Test Both
Technical and Legal Assumptions

Organizations need to identify workflows that are important for them as well as
possessing appropriate characteristics for deployment on the blockchain. In the case
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of KIS it was characteristics such as the visibility of the process for citizens, time
pressure and traceability which made cell tower development an ideal use case. On
respondent stated: “With every new technology, you need to know how to use it. So we
selected a workflow that required us to thoroughly think about technical, legal and
performance requirements and whether they can be met”. Splitting processes into
parts is usually not a good idea and leads to extra effort. Sometimes streamlining the
organization implies that the process itself has to be modified. In KIS it turned out
that the delegation of authority had to change. A relatively simple procedure such
as the approval of cell towers was split between two entities, which complicated
the authorization process. Streamlining therefore necessitated consideration of the
whole process and all stakeholders involved, as one SIAG representative put it: In
the digital transformation you cannot digitalize sub-processes. You always need to
look at a process end-to-end. The transformation of digital workflows therefore starts
with the identification of environmental conditions which might hinder a successful
technological implementation and a comprehensive understanding of how the process
works as a whole. In the public administration, the application of blockchain makes
particular sense where processes crossing different authorities (a) are end-to-end and
(b) need a single point of truth.

Practice 3: Accommodate the Goals of All Internal and External Stakeholders

The hype surrounding blockchain generated a “peak of inflated expectations” regard-
ing what the technology could actually achieve, according to the Gartner hype cycle
(Kietzmann and Archer-Brown 2019), and led to its application in use cases wherein
it could provide little value, resulting in a “trough of disillusionment”. Previous
experience has therefore enabled a more realistic assessment of the technology and
its capabilities to address stakeholders’ issues. One interview partner described the
incremental moderation of initially polarized perceptions: “There was quite some
skepticism. In October 2016 when we started there was a very positive momentum
but also a lot of negative sentiment. By now the expectations are more reasonable”.
Another project partner highlighted the importance of having clearly defined goals:
“You need to know what you are trying to accomplish with a blockchain [...] You
have to think beyond cost and the hype and consider what your stakeholders really
need”. Additionally, stakeholders must be open for changes to new ways of thinking
in order to exploit what the technology can achieve and to accommodate its limita-
tions: “You need to have an environment that is also willing to change and to absorb
new ways of doing things, especially in the public sector”. Digital transformation
turns out to be far more comprehensive than just modifying selected processes, and
therefore demands that all stakeholders collaboratively reexamine the core processes
and their respective roles in them. Accommodating the goals of all involved parties
finally led to a highly positive project assessment: “The project was an outstanding
success. Innovation for me is creativity plus implementation”. The application of
smart contracts not only yielded an increase in process efficiency but also led to
the exemption of state employees from personal liability. Together with improved
transparency for citizens, this serves as an example of how blockchain technology
can provide new services to stakeholders.
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Practice 4: Leverage Existing Technology and Ecosystems

In the case of KIS, a complex legacy system needed to be incorporated into the new
structure. Similarly, the input and output of the main process were clearly defined.
The technical lead explained: “We went for the solution implementing [blockchain
concepts] from the service provider already providing a majority of services that we
rely on. So we can use what we already have and [for example] keep sensitive docu-
ments in the database we already use and only move critical parts to the blockchain”.
This led to the decision to adopt a private blockchain which integrates legacy systems.
A major part of this process included the analysis of how the integration can be done:
“We had to figure out what is feasible, what is legally allowed”. Given the scope of
KIS and the fact that this was a governmental project, it turned out that permissioned
blockchains were easier to implement in comparison to permissionless solutions,
which imply numerous attack vectors. The success of the project owed much to the
simultaneous consideration of different contingency factors, or, as a senior manager
put it: “[The] trinity of design thinking: Feasible from a technical point of view,
viable from a business point of view and it should have a great usability”. Sum-
marizing, it turned out that it is difficult to completely renovate an existing system
which has been in existence for several years and which is fully functioning. KIS is
therefore a project which illustrates that blockchain features can be incorporated into
existing applications and how the functionality of legacy systems can be enriched by
blockchain technology.

Practice 5: Think About Conflict Resolution

Environmental changes, which also include technological change, are often at odds
with the logics that were imprinted into organizations in the past (Waeger and Weber
2019). This is not something which is specific to blockchain technology, however,
and resistance to organizational change has been well-studied over the past decades
(Schulz-Knappe et al. 2019). In the case of KIS, for example, the application of smart
contracts led to a (perceived) power shift due to the automatization of a previously
manually conducted process. Fortunately, this tension was mitigated by the fact that
in the public sector commissions are only allowed to apply rules someone else has
come up with. Nevertheless, the phenomena exemplifies what might be the most
important criterion for a successful blockchain implementation, as insisted by a
senior manager: “You need to have an organization that is ready for change”.

5 Discussion and Conclusion

Governments around the world have realized the need to deploy information technol-
ogy to provide better service to their citizens. In Denmark, for example, the Danish
Agency for Digitization was established in 2011 to assume responsibility for the
government’s digitization policies. The OECD published a working paper in which
they included brief descriptions of eight blockchain case studies in the public sector
from seven different countries (i.e., Ghana, United Arab Emirates, United States,
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Singapore, Sweden, Denmark, Mexico) (Berryhill et al. 2018). The authors of the
paper highlight that, in spite of the complexity of the technology, “policy-makers
must grasp the technology and its implications, as this trend is already deeply trans-
formative” (p. 9). Previous research also shows that the adoption of such services by
citizens depends on a wide variety of factors including hardware and Internet avail-
ability, convenience and the supply of non-electronic alternatives (Van de Walle et al.
2018). Blockchain technology offers several characteristics such as immutability,
transparency, programmability, decentralization, consensus and distributed trust that
can potentially help to streamline processes in the public administration (Treiblmaier
2019). Academia has long postulated that such positive transformations are possible
(Voshmgir 2017), but empirical research in that area remains scarce.

In this chapter we discuss the case of KIS, a cooperation between SIAG and
SAP in South Tyrol. The application of blockchain technology to provide more
efficient and transparent services to citizens turned out to be an interesting testbed.
We raised the guiding question of how blockchain technology can be used to enable
transformation in the public sector and four sub-questions related to BaaS in the
cloud, the integration of blockchain with legacy systems, relevant security aspects,
and the design of efficient workflows. The findings from the initial PoC showed
that a blockchain solution can be outsourced into the cloud and integrated with a
legacy system. Additionally, the transparency for citizens was increased. As far as the
potential of blockchain in general is concerned, many important lessons were learned
along the way, which we summarize into seven best practices in this paper. In order to
fully exploit the potentials of blockchain, organizations need to carefully evaluate the
envisaged transformation, identify critical workflows, leverage existing technologies
and ecosystems, strive to achieve compliance continuously and consider conflict
resolution and data portability. One important finding was that blockchain technology
is especially useful to create a single point of truth for business processes that span
various administrative units. This case study therefore illustrates that blockchain has
the potential to trigger transformation in the public sector. The results from KIS have
shown that BaaS and an integration with legacy systems can be achieved, as well as
how security aspects can be considered and transparent workflows can be designed.

Blockchain has great potential, but effective implementation requires a careful
evaluation of every use case to fit the use case to the technology. Academia is called
upon to carefully assess existing use cases and to identify best practices across various
industries. Furthermore, rigorous academic research can help to better understand
the requirements of successful blockchain adoption and use as well as the influence
of various contingency factors on the success of blockchain projects.

6 Limitations and Further Research

Blockchain technology is still under constant development. Numerous variations of
public and private blockchains have emerged in recent years with varying scopes
of application. In the case of KIS a cloud-based solution that was enhanced by
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blockchain technology was created. The findings of the project have clearly high-
lighted the potentials but also shortcomings of blockchain. Numerous obstacles
needed to be overcome and valuable lessons were learned for the future. In a nutshell,
blockchain technology is a complex technology with huge potential but it is not a
silver bullet that can be generically applied to every use case. This case study was
conducted in a public administration environment based on specific legislation and
care has to be taken when generalizing the results across industries and geographical
boundaries. Most importantly, the case includes a private, permissioned blockchain
where the validating entities are known. Future research is needed to generalize the
findings to other use cases, including in the private sector, as well as to find measures
to quantify the benefits which blockchains can generate. Blockchain technology has
indicated a huge potential to streamline public processes and to make them more effi-
cient, but it is only by embedding it as yet another useful tool in the bigger concept
of digital transformation that the potential of the technology can be fully exploited.
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Appendix

We conducted eight interviews using open-ended questions between July 2018 and
December 2018. Three of the interviews were conducted on the premises of SIAG
and three via telephone. In two cases it was necessary to follow up via e-mail to
clarify pending issues. All the questions below were only used as guidelines.

e What was your role in the Blockchain project?

e What were the goals of the project?

e To what extent did you reach your goals?

e What Blockchain solution did you implement? Why?

e Positive effects of the Blockchain solution

e Negative effects of the Blockchain solution

e Lessons learned from the project

e Based on your experience, what potential does the Blockchain have? What are its limitations?
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1 Introduction

The megatrend of individualization is increasingly changing the industrial environ-
ment (HeB 2008, p. 18). Nourished by consumers’ strive for uniqueness and differ-
entiation, a comeback of the individualized product can be observed (Ewinger et al.
2016, pp. 8—12). While mass production was used across most industries in the twen-
tieth century, a contrary trend can be seen in production in recent years based on the
changing customer demand. In order to meet demand requirements, manufacturing
companies are trying to switch to individual mass production (lot size one). Thereby,
one of the main challenges is to produce customer-specific products on a large scale
in a cost-efficient manner.

Industry 4.0,! as the fourth industrial revolution, is intended to address this chal-
lenge by not only linking the physical and the digital world but also connecting IT
systems both within and across organizational boundaries (Kagermann 2013, p. 5).
The idea of Industry 4.0 is to create interlinked Smart Factories with autonomous
processes in which operating units adapt autonomously to new conditions. Thereby,
the production of smaller lot sizes can still be achieved in a cost-effective way,
despite the increasing complexity of customer demand, shorter product lifecycles
and ongoing demand fluctuation (Degenhart 2018, pp. 6-8).

However, the industry has not yet been able to implement the Smart Factory
concept across the board because it still faces a large number of challenges (Ross-
mann et al. 2017, p. 15). Apart from a lack of coordination, leadership commitment,
and investment, companies lack a vision and future business cases from a strategic
perspective in order to implement Smart Factories successfully (p. 15). In addition,
companies find it difficult to identify and prioritize opportunities, miss a roadmap and
suffer from a lack of maturity in production automation processes from an implemen-
tation perspective (p. 15). This paper is intended to address most of these challenges
by generating new implementation ideas based on Distributed Ledger Technology
(DLT). DLTs are proclaimed to be a promising technology to support the idea of
Smart Factories. The objective is to test their integration within the Smart Factory
concept based on expert interviews. A particular focus lies on process improvements
within Smart Factories to enable mass customization.

In order to fulfill the objective of this research, the authors build on existing lit-
erature on Smart Factory and DLT from the field of Operations Management. In
addition, seven interviews with experts from a leading industrial machine manufac-
turer will be integrated. All interviewees are experts on the topic of Smart Factories
and their integration into the value chain of their customers. In this way, this paper is
intended to make a significant contribution to an area that has only been researched
to a limited extent so far.

IThe term Industry 4.0 was coined by the German Federal Ministry of Education and Research
(BMBF), which supports medium-sized companies in various funding programs to actually dare
the change to Industry 4.0, the digitization of production (Bundesministerium fiir Bildung und
Forschung 2017).
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The following chapter synthesizes the literature review with insights of the inter-
views with industry experts. Afterwards, the methodology describes the development
of DLT-based use cases geared to today’s challenges, on which manufacturing com-
panies can base possible pilot projects in the future. Consequently, these DLT-based
use cases will be presented. Finally, the paper is rounded off by a summary and an
outlook.

2 Literature Review

In the following section, the challenge of customization with decreasing lot sizes in
production will be described in order to illustrate the need for value creation networks
consisting of decentralized, modular Smart Factories. Afterwards, the Smart Factory
concept will be presented and the central interfaces for integration into the supply
chain will be determined. In addition, the challenges of the Smart Factory concept
will be elaborated, for which literature findings will be supplemented with insights of
several expert interviews. Finally, the learnings from selected DLT-based initiatives
will be presented, which should be considered when eventually implementing the
DLT-based ideas of this paper.

2.1 The Current Challenge
in Manufacturing—Customization

To this day, manufacturing companies have been seeking to achieve economic advan-
tages primarily through the standardization of business and production processes.
Due to high fixed costs and low variable costs, economies of scale have played a
major role in industrial manufacturing so far. However, nowaday’s customers are
striving for individuality and uniqueness, which requires a product mix with smaller
quantities and higher diversity, as opposed to standardized mass production (Reger
2018).

This raises the question of how to efficiently produce customized goods. The
greater the variety of products and processes, the more complex the business pro-
cesses and organizations (Schifermeyer et al. 2012, p. 263). Thus, the goal is to
achieve efficient production of “lot size one”, or in other words, the individual mass
production (Reger 2018). The lot size is the “quantity of a product type or assembly
that is manufactured in a production level as a closed item (lot) without interrup-
tion by the production of other products or assemblies” (Voigt 2018). Consequently,
to enable the production of individualized products at a large scale the production
process must be flexible (Kagermann et al. 2013, p. 19f.). In this way, it is possible
to meet any customer requirements without having to deviate from mass production
and efficiency (Wende and Kiradjiev 2014, p. 206).
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2.2 The Solution—Decentralized, Modular, Autonomous
Smart Factories

In the context of Industry 4.0, supply chain networks consist of digitally interlinked
Smart Factories. The efficient production of small lot sizes can only be achieved
with the help of connecting different companies in the value chains. Thereby, fully
connecting and adapting production both within and across companies represents
a big leap forward in manufacturing. In a network of Smart Factories, production
processes will run autonomously, and operating units will learn from production
data obtained in order to adapt independently to new challenges and conditions (Lasi
et al. 2014, p. 240; Radziwon et al. 2014, pp. 1187-1188; Roddeck 2017, p. 676).
For this purpose, the factories will use decentralized information and communication
structures (Lucke et al. 2008, p. 115). If, for example, a machine in a factory were to
fail, automated notification to the digitally connected “sibling factory”” would initiate
an increase in production and thus compensate for the loss incurred. The result is
a more efficient and agile system that offers less production downtime and greater
flexibility for companies compared to today’s factories (Burke et al. 2018, p. 2).

However, the Smart Factory concept has not yet been implemented across the
board in today’s industrial environment (Rossmann etal. 2017, p. 15). Even disruptive
companies such as Tesla, which have the self-conception to go new ways in the
production of goods and have factories that come closest to the definition of Smart
Factories, do arole backwards and replace already installed robots by humans (Aiello
2018). To identify and cover all of the challenges, which companies face when
implementing Smart Factories, we did not only analyze the findings of the study
already mentioned in the introduction (by Rossmann et al. 2017; a summary will
be provided in the methodology in Table 1), but also took advantage of the experts’
experience. According to them, the following challenges of Smart Factories can be
observed on an intraorganizational level:

Table 1 Summary of identified challenges

Challenges according to Rossmann et al. Challenges according to industry experts
(2017)

¢ Lack of clear business case

Lack of M2M communication

* Lack of a vision Retrofitting of existing machines

* Lack of maturity in lean shop floor Lack of standardized interfaces between
automation processes manufacturing systems

* Challenges in identification and Lack of mutual trust across manufacturing
prioritization of opportunities companies of the same supply chain

* Lack of a roadmap network
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e There is still a lack of close cooperation between the various system integrators
(I22), even though the Machine-to-Machine (M2M) communication protocol OPC
UA is currently emerging as an international standard (Imtiaz and Jasperneite
2013, pp. 501-504). This is necessary in order to implement the connection on
the production level more quickly.

e Retrofitting or integrating older production machines is still a major challenge
(I2; 13). A company rarely builds a completely new factory (greenfield factory),
but instead often integrates new manufacturing systems into an existing factory
(brownfield project). Older plants often do not have the necessary communication
interfaces to enable M2M communication. Retrofitting older machines is still
associated with high costs, which most medium-sized companies cannot afford.

e There are still no standardized interfaces between the manufacturing systems. This
incompatibility in communication leads to data silos of the individual machine
manufacturers and makes integration across hierarchies extremely difficult. If the
production management wants to access the data and to control the production
robot, it has to connect to the robot through a connectivity tool of the respective
system integrator first. A higher-level system that enables to control all systems
centrally is lacking (I1). Such a system would not only enable data-driven deci-
sions by the management by creating transparency across plants (Schuh et al.
2015, pp. 13-14) but also enable the higher hierarchical levels to control the
plants centrally. If, for example, an important customer (key account) places a
large order, the management team can prioritize the respective production order
12).

On an interorganizational level, a lack of mutual trust is the main challenge accord-
ing to the experts. Mutual trust is one of the most important parameters for success
in value creation networks, as in all forms of corporate cooperation (Scherle et al.
2016, pp. 252-253). Manufacturing companies are reluctant to send internal produc-
tion data to external cloud services. They fear a loss of data sovereignty and data
security (I1). Furthermore, companies show a limited willingness to share informa-
tion with suppliers and customers. On the supply side, organizations fear the risk
of losing know-how to the supplier (I12). On the demand side, they fear production
issues become known to customers and lead to a lower perceived quality (I1). In
addition, businesses do not want to create dependencies on third parties, such as
cloud infrastructure providers that operate as data monopoly in the supply chain.

2.3 Lessons Learned from Existing DLT-based Solutions

Atthe same time, the emergence of DLT has fueled high hopes that the technology can
also contribute to other fields beyond finance. When looking at the described Smart

212" stands for the second expert interview, see Table 2 in methodology for more details.
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Factory challenges, DLT seems to be able to tackle all challenges mentioned above—
except for the retrofitting of machines, which is a hardware challenge. Assuming that
the same DLT infrastructure (on the protocol layer) is used in all Smart Factories
of a supply chain network, both the M2M communication and connectivity issues
within companies as well as the trust issue between companies can be solved thanks
to the attributes of DLT systems® (enable a network of independent participants to
find consensus on transactions, leading to persistent data records, which are tamper-
proof and accessible (at least for network participants). Nevertheless, there are several
points, which have to be kept in mind when the implementation of DLT-based projects
is planned:

e The limited speed of transactions within public networks, which results from
transaction validations and network consensus mechanism. The speed determines
the communication capability between machines and thus the efficiency of an
entire supply chain network. While transaction intermediaries such as Visa claim
to be able to perform 24,000 transactions per second (Tps), Bitcoin currently
achieves an average of only 7 Tps, Ethereum 15 Tps and IOTA 50 Tps (estimation
by O’Neal 2019). Even if there are rumors that Visa’s actual performance is 1700
Tps (Sedgwick 2018) and IOTA claims to have the capabilities to perform 1500
Tps (O’Neal 2019), the limited performance of DLT networks has to be considered
when DLT-based supply chain projects are planned. One solution could be to
use so-called “Layer 2 protocols, which are currently being examined by the
Lightning Network.*

e The costs incurred through increased electricity consumption within public net-
works, which still outweigh the savings made through the automation of processes.
These electricity costs are highly influenced by the respective consensus mecha-
nism approach, which is why more efficient mechanisms, such as Proof-of-Stake
(PoS), should be considered.

e A decision regarding the type of DLT network—either permission-less or permis-
sioned—has to be made. Often, permissioned (private) ledgers are preferred by
companies due to privacy concerns and control over the network. Nevertheless,
private ledgers inherently contradict the decentralization aim of DLT. In addition,
privacy preservation measures can also be utilized on public ledgers (Morris, as
cited in Chandler 2019).

3 According to Rauchs et al. (2018, p. 24), a DLT system can be defined as “/...] a system of
electronic records that enables a network of independent participants to establish a consensus
around the authoritative ordering of cryptographically-validated (‘signed’) transactions. These
records are made persistent by replicating the data across multiple nodes, and tamper-evident by
linking them by cryptographic hashes. The shared result of the reconciliation/consensus process -
the ‘ledger’ - serves as the authoritative version for these records”.

4See https://lightning.network for further information.
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3 Methodology

To solve the problems when setting up a decentralized, modular Smart Factory
(see Table 1), DLT-based application scenarios will now be developed. The applied
methodology can clearly be assigned to design-oriented research (Design Science
Research) (cf. Simon 1996). The ultimate goal is to solve a problem (design concept
of a Smart Factory) that has not been dealt with sufficiently yet.

For the development of the use cases, the process design of Takeda et al. (1990)
shall be used (see Fig. 1). They divide the research design into five steps of the
“design cycle”: Awareness of the problem, suggestion, development, evaluation, and
conclusion. In the beginning, a problem awareness must be established (Takeda et al.
1990, p. 43).

In the context of this paper, the problem, as explained in the previous chapter,
is the cost-efficient production of products tailored to individual customer needs.
Smart factories enable manufacturing companies to gain competitive advantages
and promise that they remain competitive in the future. However, according to the
findings of a survey by Rossmann et al. (2017) with 580 manufacturing companies
participating, as well as personally conducted interviews with automation and supply
chain experts in this study, the industry faces various challenges when it comes to
Smart Factory initiatives (see Table 1). Thus, a scientific problem awareness was
generated and necessary information about the described challenges was collected

Operation of ) o
knowledge & Goal Circumscription

Problem awareness

yu

Suggestion
‘ Abduction
Development
Evaluation Deduction

pu

P

Conclusion

Fig. 1 Research design (own illustration, based on Takeda et al. 1990, p. 45)
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Table 2 Table of expert interviews conducted

Interview ID Date Function

1st round: focus on Smart Factory challenges

11 2018, July 03 Project Leader Inhouse Consulting
(Operations)

12 2018, July 04 Member of Senior
Management—Industry 4.0
Division

13 2018, July 13 Project Leader Inhouse Consulting
(Operations)

2nd round: focus on DLT use cases

14 2018, September 07 | Member of Senior
Management—Industry 4.0
Division

I5 2018, September 07 | Project Leader Inhouse Consulting
(Operations)

16 2018, September 13 | Member of Senior
Management—Industry 4.0
Division

17 2018, September 13 | Project Leader Inhouse Consulting

(Operations)

from both sources. The experts are a valuable source of information, as they all work
for one of the world’s leading industrial IoT providers and as they focus on smart
factories and their integration into their customers’ value chains in their daily work.
The experts were asked openly in order to collect a broad mass of information and
to prevent closing certain information gaps in advance (Bogner et al. 2014, p. 2324).
Overall, the expert interviews helped to close the gap between theory and practice
(Table 2).

The subsequent suggestion phase aimed to find a creative solution for the iden-
tified problems by combining existing knowledge (key concepts) and new elements
(Vaishnavi et al. 2017, p. 9; Takeda et al. 1990, p. 43). In terms of the research focus
of this work, DLT forms a new element for solving existing problems. It is assumed
that DLT’s functionality and advantages as well as disadvantages compared to exist-
ing IT solutions are known to the reader and will thus not be developed further.
Lessons learned from selected existing DLT use cases, however, were presented in
the previous subchapter.

Therefore, the first two steps of the design cycle have already been completed in
the previous chapter. The following chapter contains the results of the third step, the
development phase. This includes the creation of a conceptual design that is aligned
with the existing challenges (Vaishnavietal. 2017, p. 9). In detail, the chapter presents
use cases (Takeda et al. 1990, p. 43), which are intended to solve the Smart Factory
challenges (see Table 1) through the integration of DLT (as a key concept). Based
on the previous chapter, an epistemologically and theoretically guided construction
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mode is to be pursued. Thereby a general solution was specified by the application
of DLT in the context of Smart Factories.

Subsequently, in the evaluation phase, the fourth step of the design cycle, the
developed application examples will be examined with regard to predefined criteria
highlighted in the context of problem awareness (Vaishnavi et al. 2017, p. 9). The
economic implications of the proposed use cases will be determined on a theoretical
basis. In addition, the individual opportunities and risks are evaluated with the help
of further explorative expert interviews and discussed with regard to their feasibility.

Finally, the conclusion summarizes the results of the work in the last chapter
and shows which of the use cases could be adopted and which have to be modified
(Takeda et al. 1990, p. 43). Design science research can contribute to different types
of knowledge (Gregor and Hevner 2013). Derived from the knowlegde contribution
framework, this work falls into the category improvement, which develops new,
creative solutions for existing problems (Gregor and Hevner 2013, pp. 345-346).
Manufacturing companies should be able to build on the concepts of the developed
use cases with regard to future pilot projects and the responsible persons should
be able to get an idea of the business implications so that they can better assess the
practicability of these concepts. The conclusion represents the end of the investigation
cycle and can be used to build a basis for further research (Vaishnavi et al. 2017,
p- 10). The paper is supposed to serve as a basis for further research in the field of DLT
in an industrial context. Possible research approaches are therefore also proposed in
the last chapter.

4 Use Cases

In the following, two elaborated DLT-based use cases are presented, which can help
in the implementation of the Smart Factory concept.

4.1 DLT-based Audit Trail

To obtain a detailed, consistent and traceable overview of production processes,
manufacturing companies use audit trails. These record sensor data from production,
thus enabling production management to identify process improvements or monitor
product quality (Schiefer et al. 2003, pp. 1-2). On this basis, production management
can make a reliable statement about individual components, product modifications
or production conditions before they ship a product to the end customer (Jovanovic
2014). As learned from the interviews with the industry experts (see Table 1), a key
challenge of manufacturers is the lack of M2M and system communication. The
interfaces often lack standardization; thus data is often not completely aggregated
from the outset (I1). This limits data-driven decisions and has a negative impact on
the production level (Li et al. 2009, p. 5019).
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DLT can address this challenge: a DLT-based audit trail can automatically record
audit-compliant production data. Based on the Smart Factory concept of Fujitsu, a
DLT-based network can be used as a higher-level IT system that maps the entire
production process and bundles the data of various system integrators. This audit
trail can, on the one hand, support the production management in controlling the
production process and thus enable internal quality assurance, but on the other hand,
it can also be passed on to third parties (insurance companies, certification agencies,
auditors, etc.). Third parties must be able to trace the production process for their
individual services in a forgery-proof manner. For this, data stored in a distributed
ledger is encrypted by the private key and stored with a time stamp. From a retro-
spective, it can be determined which party was involved in the production process
with the help of the corresponding timestamp and action specifications. Once stored
within the DLT-based network, the data is traceable and can no longer be modified
due to cryptographic encryption.

Within an illustrative example in the context of a Smart Factory, each manufac-
turing unit (MU) within the Smart Factory represents a “node” at the production
level, i.e. a communication point between production and the distributed ledger (see
Fig. 2). The nodes transmit and store product-specific (size, origin, color, tempera-
ture, clamping time, torque, etc.) and process-specific information (production flow,
system integrators involved, etc.) in the DLT network.

At the start of the production process, the goal of production is set based on
predefined production and process parameters (e.g. dimensions, surface quality, etc.).
Subsequently, required parts are registered, their quality is checked, and finally, all
corresponding information is stored in the DLT network. If the delivered parts meet
the quality standards, they are marked and stored in the central warehouse of the
Smart Factory. At this point, the sensors installed in the warehouse monitor the local

[ Manufacturing unit (MU)
Ledger
5 @ Node in DL network (= MU)

4
1

I I 1 I
MU1 MU2 MU3 MU4
Int 1 = Time: 2019, Oct 02,3:02 pm | = Time: 2019, Oct 03, 9:56 am
nternal = Activity: Chassis (...) = Activity: Body (...)

External

= Time: 2019, Oct 04, 1:34 pm
= Activity: Paint (...)

= Time: 2019, Oct 05, 7:45 am
= Activity: Interior (...)

= Time: 2019, Oct 06, 2:54 pm
= Activity: Mate (...)

Fig. 2 Use Case 1 —DLT-based Audit Trail
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conditions, such as humidity or temperature, and transmit this information to the DLT
network, linked to the corresponding component. This enables both the production
management and the production robots, to monitor the quality of the individual parts
and to check them before installation. In case of deviations from the defined quality
standards, the identified part can be removed from the process at an early stage. If a
part is required by a manufacturing unit during the production process, the assigned
transportation vehicle transports it to the respective manufacturing unit. This process
is also recorded and shared within the network. By this, each network participant
can see where the component is located in the factory. Before the manufacturing
unit receives the component, it compares the recorded data of the component with
specified quality criteria and carries out a target/actual comparison. In this way, the
manufacturing unit ensures that it is an original part and that there is no damage to it.
In addition to quality control, the respective production robot can compare the stored
product information with product-specific production criteria—for example, specific
tightening torques of screws—and adapt the production process accordingly. In the
next step, the manufacturing unit installs the respective individual part. Within the
manufacturing units, a large number of sensors record the production process—for
example, temperatures during welding, torque during the fastening of screws or the
time during which the object is clamped—and transmit it via the communication
interface to the DLT network. In this way, the production conditions can be recorded
holistically and viewed by the production management. Once the production step has
been completed, the product is returned to a transportation vehicle, which transports it
to the next manufacturing unit. Until completion, the product passes through various
manufacturing units in which the process described above is repeated. As a result,
periodic quality controls are implemented before each manufacturing unit along the
manufacturing process. If the predefined criteria are not met, a notification is sent
to the production management so that they can intervene at an early stage. Before
the products are handed over to the end customer, final quality control is carried
out. In the case of individualized products, this quality control must be based on
specific process steps and cannot check standard product properties. The production
data recorded in the DLT Audit Trail can be compared with the predefined product
and process criteria. In this way, the entire range of customization can be checked
without significant additional effort. The quality controls can be mapped within smart
contracts to further automate the process. The delivery conditions agreed before the
start of production can be compared with the data of the DLT audit trail. If these
match during the final quality control, the smart contract programmed on the DLT
network can automatically initiate the product shipment to the end customer and
trigger both the dispatch of the invoice as well as the payment from the end customer
to the manufacturer.
This use case is based on the following assumptions:

e The quality of a product, the production conditions and system integrators involved
in production can be recorded by sensors in a tamper-proof manner.

e A communication interface can transmit the data acquired by sensors to the DLT
network.
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e The data recorded within the distributed ledger can be accessed in real-time and
there are no time delays due to transaction validation or consensus mechanisms.

e The production management is interested in transparent production conditions,
periodic quality controls, and automated goods issue.

e The manufacturer and the customer have agreed on uniform production conditions
and quality criteria before the start of production and have recorded these in Smart
Contracts.

e No variable quality aspects are included in the supply contracts.

A DLT-based audit trail provides several advantages, such as a transparent picture
of the production (available capacities and capacity utilization) of the manufacturing
company. This allows the company to make data-driven production decisions that
improve the company’s efficiency in production (Tao et al. 2018). For instance, the
real-time transparency created for production would enable reliable quality assur-
ance during the production process by allowing production management to adjust
in real-time. The DLT-based network allows the manufacturing robots to access all
product characteristics and compare them with the delivery conditions. Through the
continuous target-performance comparison within a manufacturing unit, the robots
can send a warning notification via a dashboard to the production management, which
can intervene in the process and minimize damage in the case of deviation. Thus,
costs due to production errors can be minimized and output increased.

In addition, a DLT-based audit trail enables automated production coordination.
As with Fujitsu’s Smart Factory concept, in addition to process data, all product and
component-specific information are stored on the distribute ledger. This would give
the manufacturing robot access to product details necessary for further processing
of the products. Similar to the industrial M2M communication protocol OPC UA,
machine, production, and product data would be described in a readable way for
machines (OPC Foundation 2018). Since each manufacturing unit has an overview
of production through its individual copy of the production data, each station can
react individually to previous production steps and possible special features. Thus,
the DLT network in a decentralized production logic can enable the manufacturing
robot to have its own autonomous control.

Furthermore, since each manufacturing unit has an identical record of the data set
and acts on this basis, the DLT guarantees a single source of truth for manufacturing.
If, for example, the production management queries the current production status,
it is ensured that a uniform result is generated, and that the data do not contradict
each other due to a large number of interfaces (I1). This data integrity is particularly
important for modular production designs without uniform product flow or logistics
paths.

Furthermore, manufacturing companies can rely on audit-proof data, which is why
the experts see no risks about data security in the case of a DLT-based audit trail (14;
I5;16; I7). This can be highly relevant for third parties such as insurance companies.
Audit-proof data would minimize the effort of insurance companies and thus reduce
the costs that can be passed on to policyholders through a lower insurance premium.
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Lower premiums would, in turn, lead to lower overhead costs for policyholders and
to an improved cost structure (Plinke 2000, p. 677).

Moreover, it has to be noted that the stored machine and system data can be used to
derive information about the condition of the systems, the wear and tear of the robots
as well as the supply levels of oil or other raw materials. Condition monitoring by
recording and aggregating device-specific data is a prerequisite for advanced methods
such as predictive maintenance, in which proactive maintenance work is carried
out to reduce downtimes (March and Scudder 2017). Since status information of
specific manufacturing units can be spread throughout the manufacturing network,
the manufacturing process of products can be improved further by adjusting the order
of manufacturing units involved for example. Additionally, if minimum filling levels
arereached, refilling processes can be initiated automatically via smart contracts. This
prevents unnecessary downtime of the production robots due to missing operating
materials and thus increases production efficiency (Liu et al. 2012, pp. 1-3).

Last but not least, the feasibility is definitely an advantage. Overall, the experts
expect the probability of implementation of such a DLT-based audit trail to exceed 50
percent, since there are no fundamental technological obstacles that would impede
implementation (I4; I5).

However, the experts also see the following challenges. First, a suitable DLT
infrastructure must be found (I6). The well-known infrastructures Ethereum and
IOTA are unsuitable because they cannot process the necessary amounts of data in
real-time (I6). A large number of data generated by second-specific sensors cannot
be processed by well-known DLT protocols in real-time. Since only the use of large,
well-known DLT protocols with large developer communities makes sense for large
manufacturing companies (I4), an intelligent solution consisting of cloud and DLT
can be the solution (I6). Large amounts of data would be stored in a proprietary cloud
and the generated hash values aggregated in a DLT network. In this way, the data can
be stored, guaranteed to be counterfeit-proof and still made accessible in real-time.

Second, the costs must be taken into account, which consist of implementation
costs, regular maintenance work and the power consumption of the DLT network.
These costs can, for example, be divided between the manufacturers and system
integrators depending on the individual cost savings (14; I5; 16; 17).

Third, there would be a potential for conflict about data sovereignty (I5; 16; 17).
Currently, large automobile manufacturers do not allow the release of company-
internal production data and do not store them in external cloud applications, because
the data must remain on-premise (in-house). Since data is shared between the nodes
of various intra- and interorganizational Smart Factories, data would also be stored
externally from a single company’s perspective.

Fourth, data sharing is a concern for two experts (I5; 16). For example, data
often cannot or should not be shared in detail with customers today because no
production process runs ideally and details about minor quality problems can lead
to a negative image of the manufacturer. Furthermore, machine data is not even
shared with machine manufacturers today. Thus, intelligent data management with
individual read accesses would have to be implemented in the DLT-based Audit
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Trail, which would allow the manufacturing company to release only certain data for
specific organizations (I16).

4.2 Crypto-Based Agent Logic

The background of this DLT use case is the challenge within the Smart Factory to set
priorities for orders in the production process. Customer orders are normally assigned
different priorities within the production process, depending on the relevance of the
customer to the manufacturing company (I2). For example, the most valuable cus-
tomers gain priority in the manufacturing process through human intervention using
key account management (Woodburn and McDonald 2012, pp. 8-10; 12). Individual
support of key accounts is of enormous importance for a company because active
customer management has a positive effect on overall profitability (Woodburn and
McDonald 2012, pp. 4-5). Accordingly, autonomous, intelligent factories address
this capability in the future.

A possible solution would be the implementation of a crypto-based agent logic
(see Fig. 3) in which the product (agent) can buy its own production from the manu-
facturing robot with the help of a cryptocurrency. In addition to the robots that carry
out production steps, priorities in the production process have a price tag, which
can consequently be purchased by the agent. This idea was derived from two pilot
projects. On the one hand, the ElaadNL? project, in which electric cars automatically
pay for electricity purchased on the basis of IOTA, and on the other hand the Fujitsu®
pilot project, in which robots pay each other for services in the factory. In this way,
the agents (products) can make decisions autonomously and would have the ability
to coordinate their own production based on their needs (e.g. time criticality) (Nebel

Product:

g * Monetary budget: 500 IOTA
& = Time budget: 4 hours

R

I Il I Il I
MU1 MU2 MU3 MU4 MUS
State-of-the-art State-of-the-art old State-of-the-art State-of-the-art
Type = Cost: 150/300 IOTA = Cost: 150/300 IOTA = Cost: 50 OTA = Cost: 150/300 IOTA = Cost: 150/300 IOTA Z
= Time: 1/0.5 hours = Time: 1/0.5 hours = Time: 2 hours = Time: 1/0.5 hours = Time: 1/0.5 hours
Option1 | " Prioritization: no ® Prioritization: no = Prioritization: no = Prioritization: no = Cost: 600 IOTA
P = 150 IOTA, 1 hours * 150 IOTA, 1 hours = 150 IOTA, 1 hours = 150 IOTA, 1 hours = Time: 4 hours
Option 2 = Prioritization: no * Prioritization: no = Prioritization: no = Prioritization: no = Cost: 500 [OTA
ptio = 150 IOTA, 1 hours = 150 IOTA, 1 hours = 50 IOTA, 2 hours = 150 IOTA, 1 hours = Time: 5 hours
Option 3 = Prioritization: no * Prioritization: no = Prioritization: yes = Prioritization: yes = Cost: 900 IOTA
PUON 3 | 2 150 10TA, 1 hours | * 150 IOTA, 1 hours ® 300 I0TA, 0.5 hours | * 300 IOTA, 0.5 hours | = Time: 3 hours

Fig. 3 Use case 2—crypto-based agent logic (including production flow example)

5See https://www.elaad.nl for further information.
6See https://www.youtube.com/watch?v=J-mrQdqV g2l for further information.
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et al. 2017, p. 13). Thereby, a DLT-based cryptocurrency is used as a coordination
medium that opens up possibilities for the agent to act. On the basis of this, the
agent can calculate its individual production costs. Accordingly, the agent can also
estimate the number of tokens (cryptocurrency) that are required in order to be pre-
ferred by production robots and thus achieve the desired time-saving in production.
An individually assigned e-wallet would serve as a billing basis, which stores the
manufacturing costs (incl. tokens) required for production. The costs for such a DLT
network are settled by the plant operator or the machine operator (14; I5; 16; 17).
However, these costs can be directly passed on to the end customer with the help
of a surcharge for fulfilling an ad-hoc production request immediately for instance
(I7). Alternatively, they can also indirectly be outweighed by increased customer
satisfaction, which has a positive effect on the company’s sales development (I7).

In the following DLT application example, the concept is illustrated using a greatly
simplified automotive production. The manufacturing costs are a virtual allocation
rate, and the IOTA protocol was selected as an example of the infrastructure. At the
beginning of the production process, the agent is informed exemplarily that a car
must be produced within four hours at the production price of 500 IOTA. On the
basis of this order, the agent asks the manufacturing unit for available capacities and
the respective usage costs. The agent aggregates these answers and develops time-
and cost-optimized production flow options, as shown in Fig. 3. In this example,
the agent is given the choice of prioritizing the time/production target parameter or
the cost parameter based on the responses received from the manufacturing unit.
The agent has the possibility to guide the product through four state-of-the-art, fast
and expensive manufacturing units and finish the car according to the production
target within four hours. However, instead of 500 IOTA, he would have to spend 600
IOTA and thus exceed the target manufacturing costs. Alternatively, the agent can
use three expensive manufacturing units as well as one cheap unit and pay 500 IOTA
for production, but the car would not be done within four hours. As a third option,
the agent can complete the car in three hours but would have to pay 900 IOTA to use
the four state-of-the-art manufacturing units and two of them in prioritized mode.
In this case, the agent has to decide whether he wants to make the route through
the production plant in a time-driven or cost-driven manner. This example shows the
interface between the manufacturing perspective and the overall business perspective,
as the agent can control the factory on a cost or time-driven basis, depending on the
customer order and profile.

This use case is based on the following assumptions:

The production is based on autonomous, decentralized Smart Factories.

There are two types of manufacturing units: an expensive and a low-cost cell,
which represent different numbers of production process steps and are priced at
different levels for the agent.

e An expensive manufacturing unit maps more joining processes and thus has a
higher cycle time, but nevertheless shortens the production time compared to low-
cost manufacturing unit, since fewer production stages and logistics processes are
required.
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e The processing costs of a cell can be adequately determined by the manufacturing
unit using the cryptocurrency, depending on the cost of machine wear, the capital
tied up by the types of robots installed and the raw materials required.

e External parameters influencing manufacturing costs can be included by manu-
facturing units.

e The agent can pay the production unit for the services received with the specified
IOTA value and can use the individual “e-wallet” for this.

e The agent can select the production cells individually and map the production of
the car using different production units.

e The agent only has to consider two parameters regarding production planning,
namely (a) the production time and (b) the costs.

e The use of different units has a direct and measurable impact on the parameters
(a) and (b).

e The agent is given a production target (e.g. a car per hour) and a cost rate (e.g.
500 IOTA).

e No time delays arise from transaction validation/consensus mechanisms in the
DLT network.

The concept offers two major advantages. On the one hand, the crypto-based
agent logic creates a high level of transparency with regard to product-specific man-
ufacturing costs. A transparent overview of the manufacturing costs enables simpler
control of the costs for the producer (Bendul and Apostu 2017, pp. 1-3). In corporate
planning, target values for manufacturing costs are defined, which can be compared
with the actual manufacturing costs of the products recorded in the e-wallets. Among
other things, this can help to identify inefficiencies (throughput times, utilization of
machines, etc.) and initiate the necessary corrective measures to optimize production
and increase the overall profitability of the company. In extreme cases, pay-per-use
pricing models of manufacturers can even be implemented transparently in this way.
Here a scenario would be conceivable in which all production robots of a shop floor
operate on a pay-per-use basis and their manufacturers are paid depending on use—
per activity of the robot. In such a case, it is very important to generate a forgery-proof
and traceable usage history. Furthermore, from the manufacturer’s point of view, it is
attractive to be paid directly via a cryptocurrency once the service has been rendered.
This would enable a constant and use-dependent cash flow.

On the other hand, in the previous example, it was easy to see that the agent can be
guided through the factory both cost-driven and time-driven by parameter settings.
This flexibility within production can become an enormous competitive advantage
in the future due to ever more complex customer inquiries, shorter product life cycles
and thus the increasing demand for higher variety in production (I4). It also enables
new, flexible pricing options that can be offered to the manufacturing company’s
customers. Manufacturers have different types of customers with different needs
in terms of the two primary parameters manufacturing cost and production time.
For example, customer A follows a just-in-time concept, while customer B orders
on stock (Fandel and Francois 1993, pp. 23-24). The former requires priorities in
the production process and is prepared to incur higher costs. On the other hand,
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the stock-ordering customer is more interested in reducing the cost and is willing
to prioritize the process and extend his own delivery time. By integrating the DLT
concept, the manufacturer would be able to accurately determine the production
time, allowing them to respond to complementary customer needs. In our example,
Customer A’s agent can use IOTA to purchase prioritization within the factory by
setting appropriate targets. This additional effort can be transparently mapped via
the individually assigned e-wallet. For customer B, the agent would be instructed to
prioritize the manufacturing cost parameter and to use the cheaper cells. The result of
this planning would be an increased cost price for customer A in favor of a shortened
production time and a discounted price for customer B due to extended delivery time.
This would be a modification of dynamic pricing, which increases a company’s sales
if adequately designed and adapted to the customer (Chen and Jasin 2018, pp. 22-23).

However, the security risk and the costly implementation of the concept are clear
disadvantages. If an agent can be exploited by third parties, there would be an enor-
mous security risk which can lead to considerable damage (16). For example, an exter-
nal party can manipulate an agent to block machines or carry out targeted distributed
denial-of-service (DDOS) attacks.

The evaluation of the implementation probabilities of a crypto-based agent logic
is characterized by a high degree of uncertainty—the number of underlying assump-
tions shows the visionary nature of this use case. Therefore, a distinction has to
be made between the two components of the agent-based planning model and the
crypto-based payment model. The integration of the DLT in the form of cryptocur-
rency can be accomplished with relatively little effort since it is only a matter of
changed payment flows in pay-per-use models (16).

On the other hand, the implementation of the agent-based planning model for pro-
duction involves significantly higher implementation costs for manufacturing com-
panies (I6). This is a holistic and structural change in the production logic, which is
time-consuming and resource-intensive. In addition, there might be a lack of will-
ingness to fully automate a factory and thus replace people in production (I5). For
this reason, fundamental societal questions, such as the role of the human being in
the factory, must first be answered.

5 Conclusion

The purpose of this paper was to examine whether manufacturing companies face
challenges in creating smart factories (and integrating them into the value chain) that
can be solved or mitigated by integrating DLT. On the basis of the literature research
on the Smart Factory concept, as well as the existing challenges in practice and the
central attributes of DLT, two use cases were developed: the DLT-based audit trail
and the crypto-based agent logic.

From a process perspective, the application scenarios tailored to the Smart Factory
challenges offer operational added value compared to the status quo. The DLT-based
audit trail creates transparency in production. In addition, by tracking the entire
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production process and digitally replicating the manufacturing level, quality controls
can be automated, robot-specific re-orders can be better coordinated, and revision-
proof production data can be transferred to third parties such as insurance companies.
These attributes imply cost savings for the manufacturer. Furthermore, the Crypto-
based agent logic creates a new decentralized production logic. The product acts
as an agent that is aware of its own manufacturing history, its current state and
alternative paths to the target state and thus coordinates its own production. Along
with the production flow, the agent pays for the services received using an individual,
crypto-based e-wallet and thereby transparently maps the production costs. In an
autonomously operating Smart Factory, priorities or other process adaptations can
be controlled via higher agent budgets. The integration of the DLT in a pay-per-use
scenario is of interest here, in which the robots are loaned and billed according to
use. In this use case, the user of the robot would have an interest in changing the
recorded usage data in his favor in order to reduce his usage costs. This manipulation
can be prevented by recording in a DLT network. In addition, constant payment flows
to the robot manufacturer are made possible, since an automatic, crypto-based cash
flow would occur for the use of the robot—after completion of the manufacturing
step. The integration of DLT thus implies optimization of the pay-per-use business
model and can be used as a coordination medium in agent-based manufacturing. The
possibility of dynamic pricing on the sales side holds additional sales potential.
With regard to the research focus, the developed use cases support the concept
of the Smart Factory and solve strategic as well as practical Smart Factory chal-
lenges (see Table 1) in different ways. While both cases provide an idea of potential
future business cases, the DLT-based Audit Trail addresses the challenge of system
interfaces by creating a consistent, transparent ledger and optimizing coordination at
the production level as well as the company-internal hierarchical integration. While
the Crypto-based Agent Logic serves as a vision for the automation of shop floor
processes, it supports the manufacturer in the decentralization aimed for within the
framework of Industry 4.0 and, in this context, enables more flexibility in the pro-
duction process. The above arguments lead to the conclusion that integration makes
sense in the context of the Smart Factory concept and triggers further research, on
topics such as the retrofitting of existing machines. An integration of the DLT can
facilitate the creation of a Smart Factory integrated into the value creation network
and support manufacturing companies in the Industry 4.0 in producing efficiently
despite decreasing lot sizes, high product variety, and volatile demand. It has to be
noted that the use cases were presented at a conceptual level based on the knowl-
edge of the experts. In order to make a holistic statement on their operational added
value and influence on the Smart Factory processes, these would have to be further
elaborated and quantified. Above all, the assumptions underlying the use cases must
be validated. With Crypto-based Agent Logic, for example, it would be necessary
to discuss which variables have to be included in the pricing of the individual man-
ufacturing units, according to which rules the agent can negotiate the price with the
manufacturing units, and how to ensure that every order is implemented—and that
certain customers do not fall off the grid due to priorities granted to others. In addi-
tion, a comprehensive technical analysis is required. It is necessary to evaluate the
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potential DLT protocol that suits best for the and what the individual opportunities
and risks are. The various market positions of the customers and industries in which
they operate have to be taken into account across all use cases. It is obvious that the
integration of DLT, depending on the industry and market position of the applying
company, will lead to different levels of efficiency gains. On this basis, the resulting
costs and operational benefits for a business case would have to be quantified. In
addition, the use cases have to be tested with regard to possible brownfield adapta-
tions. In very few cases a completely new factory is built, which is why the possibility
of integration into existing factories is another relevant research approach.
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Abstract During the last decade, the sharing economy has given birth to a number of
market mediators, which have grown to become the world’s most valuable companies.
Centralized sharing platforms like Uber, Didi Chuxing, and Airbnb have transformed
several traditional industries. However, with the rise of the blockchain technology,
some voices predict that these platform companies will soon be at risk of being
disrupted themselves. In this chapter, we address the question of whether blockchain
technology has given birth to a new breed of sharing economy platforms that can
challenge the incumbents’ business models. We identify five different stages of the
application of blockchain technology in emerging home sharing startups. We use a
stage model to explain the differences among various types of platforms, from which
we derive the impact of their differences on potential market success. However, in the
home sharing sector, simply copying Airbnb’s business model and rebuilding it with
blockchain technology is not sufficient for any of the emerging startups to overcome
the prevalent barriers to entry. Hence, we use our results to illustrate whether and
under what conditions blockchain-based startups might be able to “change the game”
in the home sharing economy. Our results indicate that most blockchain-based home
sharing startups will likely not be able to truly challenge the incumbent platforms.
Nevertheless, by analyzing the different ways of blockchain implementation in the
home sharing sectors, we identify several critical factors that may increase the chance
to prosper for emerging blockchain home sharing networks.

1 The Sharing Economy: Home of Disruptors

Sharing was not a new phenomenon when the term “sharing economy” grew out of the
open-source community. Sharing a ride with a neighbor or letting an acquaintance
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stay over in a spare bedroom was far from being a revolutionary concept when
ventures like Uber and Airbnb first began to attract public attention. The concept
has become increasingly popular over the last decade as a label for “a new class of
digitally-enabled exchange [...] across a wide variety of industries” (Sundararajan
2017, p. 9). Nevertheless, the sharing economy gave birth to billion-dollar startups,
which have managed to successfully attack the extant business models of traditional
industries, such as the hotel and taxi industries. While there have been widespread
disputes about whether the sharing economy' has anything to do with sharing at all,
the term is commonly used as an umbrella term with a range of meanings, often used
to describe economic activity involving online transactions mediated by platforms
(Taeihagh 2017).

The most successful of these platforms operate in the field of transportation and
travel. For instance, as of 2019, Uber operates in more than 650 cities in 83 countries
and generated a total revenue of $11.3 billion in 2018 (Zaveri and Bosa 2019).
Meanwhile, Airbnb is active in more than 100,000 cities, with 7 million listings and
an average of 2,000,000 stays per night (Airbnb Newsroom 2020). Both companies
are heavily backed by venture capital and rank first (Uber, $69 billion) and third
(Airbnb, $31 billion), respectively, on the list of the world’s most valuable startups.

In the following sections of this chapter, we first explain how the concept of collab-
orative consumption has brought not only economic welfare, but also—in its current
manifestation—may put users of sharing platforms at disadvantage. We then give a
brief overview of the potential of blockchain technology to mitigate these downsides
by enabling a “true” peer-to-peer sharing economy. Subsequently, we present the
current landscape of blockchain-based home sharing startups, which stems from one
of our previous analyses (Schneck et al. 2018) to answer the question whether or not
any of these startups are capable of challenging the incumbent platforms and their
business models. We do so by analyzing the different stages of “blockchainifica-
tion” of the home sharing industry in which the startups operate to determine which
types of platforms are most likely to change the way we engage in collaborative
consumption. Based on the different ways of real-world blockchain implementation,
we derive recommendations for startups to increase their chances of prospering in a
highly competitive market.

Our research focuses specifically on the home sharing industry to avoid industry-
specific effects interfering with our results. Furthermore, certain characteristics of
the home sharing market make it an especially difficult market to enter for any new
players. In many sharing markets, one can witness two types of platforms compet-
ing: global versus regional players. For example, in the ride-hailing industry in many
cities it is a head-to-head race between global and regional players (e.g., ShareNow)
(Schellong et al. 2019). However, the market characteristics of home sharing are

IThroughout this paper, we use the term ‘sharing economy’ for platform business models that
arguably may not have much to do with ‘sharing’ in the actual sense of the word. However, we find
it more useful to think of ‘shared value creation’ in this context rather than debating the semantics
of the word “sharing”.
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somewhat different in this regard. Since tourism per se and, thus, home sharing plat-
forms function on a global scale, local players can hardly compete with a global
player like Airbnb. Thus, the “digitization” of this industry has led to the formation
of large quasi-monopolies (especially Airbnb and Priceline) extracting consumer-
rent. Based on this reasoning, this market is especially suitable to examine our
research question on whether and how powerful incumbents can be overtaken by
new technology-fueled challengers. This is primarily because of to the aforemen-
tioned specifics of the home sharing industry and because the home sharing industry
is an early adopter of the technology with a small number of active platforms that
are already blockchain-based.

1.1 The Light and Shadow of Centralized Sharing Platforms

The large players of the sharing economy have been remarkably successful in terms
of user attraction. While still not profitable, Uber and Airbnb built a user base of,
in sum, over 290 million users across the globe (Mazareanu 2019; Much Needed
2019). Their success is based on the gain in convenience and high usability they
offer to their customer base, which has helped them to attract billions of loyal users,
especially among digital natives (Bothun et al. 2015).

However, the market wins of these platforms are also fostered by economic phe-
nomena called the ‘network effect’ and the ‘positive feedback effect’. These effects
strengthen large players in the market, thus forming natural monopolies. As one
would expect, the trend toward increasingly powerful monopolies in the sharing econ-
omy has been a source of intense criticism toward companies like Uber and Airbnb,
with resulting disadvantages including fixation of high prices, restriction of choice
for customers, lack of transparency and reduction of economic welfare (Frenken and
Schor 2017). Positive network effects increase the value of a product or marketplace
for all users as its usage by other users grows (Shapiro and Varian 1999). Today, this
effect is primarily known from social media platforms like Facebook and YouTube.
Social networks grow through the so-called ‘direct’ or ‘same-sided’ network effect,
where an increase of usage of the platform leads to a direct increase in value for
the users (Belvaux 2011). In contrast, platform-mediated markets are mainly char-
acterized by ‘indirect’ or ‘cross-sided’ network effects. Where there are two distinct
groups of users on a platform, each group may exhibit a preference regarding the
number of users in their own group (Brosseau and Penard 2007). Indirect network
effects play a key role in the staggering success of Airbnb and its relatives.

Network effects lead to “winner-takes-all” markets, because the value of a plat-
form increases with every guest and/or host joining the network (positive feedback
loop), and the new users further contribute to the platform’s utility and variety. Hence,
the largest networks are the most attractive ones, which creates a lock-in effect on
both sides of the market (Balaram et al. 2017). For a company in the sharing economy
to be able to offer any value at all, it must reach “critical mass”—a minimum number
of guests and hosts committed to contributing to the network.
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The services offered by sharing economy platforms enable the functioning of
peer-to-peer markets: Airbnb matches the supply and demand of underutilized assets
(homes) on its marketplaces, settles transactions, offers insurance policies for hosts,
provides customer service, and settles disputes between users. These steps help build-
ing trust among people who do not know each other through review and reputation
mechanisms (Ert et al. 2015). Another, often underestimated, factor used to build
trust among users is the platform’s brand (Piovesan 2018). Millions of successfully
performed peer-to-peer transactions have created widespread trust in the integrity of
Airbnb and other well-known intermediaries. This “trusted-brand advantage” is diffi-
cult, if not impossible for new market entrants to replicate, which further contributes
to the monopolistic character of the sharing economy.

Naturally, these quasi-monopolies and large oligopolies can fix prices and charge
high service fees without significant consequences. Fees of the most common plat-
forms range from 6-25% (HomeAway 2017; Ridester.com 2019b). While fees of
up to 25% already seem high, the aforementioned oligopolies and monopolies can
arbitrarily raise the fees even more without major consequences. Regularly changing
fee structures and commissions, which are individually calculated for each transac-
tion based on non-transparent factors, make the pricing schemes of many sharing
economy platforms obscurely complex.

2 Blockchain Ushers in the Era of Disintermediation

The previous section showed that Airbnb’s and Uber’s success and market dominance
may have negative implications for the public’s perception of the sharing economy as
awhole. A negative connotation of something that is inherently an economically and
socially desirable concept (the collaborative consumption of otherwise underutilized
assets), opens a potential void in the market. Such a void can possibly be filled by a
different form of sharing economy network, one that is designed purely to connect
the supply and demand side directly in a trustless and secure manner, and one that
extracts much less or even no value from the transactions performed within the
network. While it can be argued that, as blockchain solutions gain market share,
some of these platforms will implement a transaction-based revenue model, at this
point, most startups (e.g., Locktrip, Wehome) still advertise a 0% commission.
Considering who the main value contributors are, the amount of commission
monopolistic sharing economy platforms extract and transfer to their shareholders
may seem unjustifiably high. This raises the question of what would happen if soci-
ety cloud reap the benefits of collaborative consumption without the downsides (e.g.,
expensive services, lack of regulation) brought about by centralized market media-
tors. With the rise of blockchain technology, many experts forecast exactly that—they
predict that industry transforming companies like Airbnb may soon be on the verge
of disruption themselves (Kollmann et al. 2019; Sundararajan 2017; Tapscott and
Tapscott 2016). Blockchain technology may provide the necessary technological
infrastructure for frictionless, direct, peer-to-peer exchange of assets without the
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need for a trusted intermediary (Filippi 2017; Friedlmaier et al. 2018; Tapscott and
Tapscott 2016). While some more skeptical voices propose the opposite, arguing
that “some established players will be able to use this opportunity (the emergence of
blockchain technology) to scale their operations further” (Catalini 2017), numerous
projects have emerged to strengthen the claims of those who forsee a decentralized
sharing economy resulting from blockchain technology.

With blockchain technology, the digital identities of users can be stored on a
distributed ledger, transactions can be settled via smart contracts, and the reputation
of the users can automatically be incorporated into these self-executing contracts.
By eliminating intermediaries, blockchain technology may constitute the backend
for a fairer sharing economy by distributing the value created through the platform
more equally among its contributors (Dutra et al. 2018). Platform-native blockchain
tokens may function as the preferred means of payment and simultaneously represent
a share in the value of the application (Hiilsemann and Tumasjan 2019; Oliviera
and Zalovokina 2018). According to Mougayar (2016, p. 51), “the blockchain will
enable us to do our jobs and be compensated inside new circular economies that have
their own currency units and their own work units.” Advancing this idea, blockchain
technology could also enable new forms of ownership and thereby realize high levels
of disintermediation of the sharing economy. Blockchain supercharges cooperatives
by enabling “people to translate their willingness to work together into a set of reliable
accounting—of rights, assets, deeds, contributions, uses—that displaces some of
what a company like Uber does” (Benkler 2015).

In a prior analysis of N = 74 blockchain-based sharing economy startups, we find
that home sharing intermediaries are confronted with a considerable number of new
competitors that utilize blockchain technology to create a more decentralized sharing
economy with substantially lower commission fees (Schneck et al. 2018). Figure 1
shows a non-exhaustive overview of blockchain-based sharing economy startups we
have identified and allocated to different categories (Schneck et al. 2018). The startups
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highlighted (category: Space) are direct competitors to Airbnb and OneFineStay as
well as hotel booking platforms like Priceline’s booking.combooking.com.

Our analysis shows that simply rebuilding existing business models with
blockchain technology may not be sufficient for the emerging startups to surmount the
barriers to entry of the sharing economy based on strong network effects. Blockchain-
based startups may only have a chance to change the game if they offer significant
customer benefits over traditional intermediaries while maintaining the same level of
convenience and user-friendliness (i.e., usability) customers have grown accustomed
to. In an analysis of blockchain technology adoption in the sharing economy, Tumas-
jan and Beutel (2019, p. 104) state that “users place a high value on convenience and
accessibility when they anticipate the effort and performance”? of blockchain-based
sharing economy business models. Increasing the perceived usefulness of new home
sharing networks may require combining blockchain with other technologies such as
the Internet of Things. Doing so, will allow startups to exceed or at least match user
experience and usability on par with existing players. In our following analysis, we
examine the different stages of the ‘blockchainification’ of the home sharing market
using real-world examples of ambitious startups, which have no lesser goals than to
“disintermediate the current ‘sharing economy’ platforms and thereby push billion-
dollar corporations like [...] Airbnb out of the market” (Tapscott and Tapscott 2016,
p. 32).

3 The “Blockchainification” of the Home Sharing Industry

To identify the potential of blockchain technology for the home sharing industry,
we use our above mentioned data set of blockchain-based sharing economy startups
from prior research (Schneck et al. 2018). The data set was created between July and
December 2017. We added to the database all startups that use blockchain technology
to some extent and fall into one of the categories of the Collaborative Economy
Honeycomb (Owyang 2016). We then extracted all startups that operate in the home
sharing sector as well as sharing networks, in which “home sharing” is one out of
several possible use cases. The extracted startups were grouped according to six
characteristics of a home sharing platform, which we specify in the next section.
Overall, we identified five different stages of ‘blockchainification’ of the sharing
economy. Our research shows that besides the standard centralized home sharing
platform (stage 1), there exist three additional types of blockchain-enabled platforms:
Crypto Home sharing, Home sharing DAO, and Home sharing DAO + IoT. The fifth
stage (“BlockBnB”) is a hypothetical scenario that we construct in this article for
the sake of illustrating potential future applications. We define the different stages
of blockchain-based home sharing startups along the two dimensions ‘autonomy’

Zperformance expectancy and effort expectancy are two (of four) factors affecting technology
adoption in the model conceived by Tumasjan and Beutel (2019). Both factors are borrowed from
the UTAUT model Venkatesh (2013).
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and ‘automation’. Automation was selected as the first dimension as it refers to
the degree to which smart contracts are applied to automate processes (Macrinici
et al. 2018) that otherwise would require a trusted third party. Autonomy refers to
the degree of managerial influence required to run the network and thus marks the
second defining dimension. Both, autonomy and automation are contributing factors
through which blockchain technology could potentially mitigate the downsides of
the current manifestation of sharing economy platforms (Swan 2015).

The business models of existing blockchain-based sharing economy startups are
mostly similar. Most platforms use blockchain technology with the goal to disin-
termediate the sharing economy and have similar value propositions, namely, an
Airbnb-like marketplace for short-term apartment rentals at a significantly lower
price point (i.e., lower commission fees). However, there are many differences in
the way blockchain technology is used. This became apparent in our analysis of the
whitepapers, roadmaps and platform prototypes of our N = 74 startup sample. Some
platforms pursue a “radical” approach where blockchain is used to store all data and
to automate close to 100% of the operational processes including transaction settle-
ment, customer reviews, reputation, identity and arbitrage. Other platforms pursue a
“moderate” approach that still relies on common IT infrastructure (e.g., public cloud
databases) and applies blockchain only for selected use cases.

3.1 Five Stages of ‘Blockchainification’

For the sake of illustration, let us regard the current home sharing economy as
a monopolistic and highly centralized market, and the “ideal” future state of the
home sharing economy as a fully decentralized marketplace. On this continuum,
we observe that startups working toward this “ideal” future are operating at differ-
ent stages between the current and the “ideal” future state. These stages represent
the different ways in which startups and (potentially) incumbents apply blockchain
to automate internal processes and increase the autonomy as well as the degree of
decentralization of the underlying platform. The stages range from traditional plat-
forms without blockchain components and conventional organizational structures to
so called Decentralized Autonomous Organizations (DAOs) (Swan 2015) that har-
ness IoT in combination with blockchain to create a truly decentralized peer-to-peer
platform requiring nearly zero manual processes, intermediation or human interac-
tion. We use six different characteristics of a home sharing platform to differentiate
these “blockchainification” stages:

1. Automation: Using blockchain technology, many business processes can be
streamlined and automated by using smart contracts. Naturally, home sharing
platforms are digital business models and thus already rely on a high degree of
process automation. However, with smart contracts, self-executing agreements
(e.g., return of the deposit held in escrow) can be automatically triggered by events
recorded on the blockchain (e.g., expiry of the cryptographic access code).
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2. Autonomy: The degree of autonomy of a home sharing platform refers to
the degree of managerial influence required to run the organization. The most
advanced form of blockchain-based autonomous organizations is that of DAOs.
Autonomous, blockchain-based business entities—without human managerial
influence—can act as independent legal entities and enter contracts with other
organizations if legal in the respective country (Swan 2015).

The levels of automation and autonomy directly affect other dimensions of the busi-
ness model, such as internal transaction costs and commission fees, the organiza-
tional structures, the level of human interaction required to facilitate the exchange,
and the arbitration methods. Thus, depending on the blockchainification stage of a
home sharing platform, the described dimensions differ considerably, which in turn
influences the user experience and user value.

3. Human interaction refers to the level of human contact necessary to facilitate the
trade. In today’s sharing economy, human interaction can be virtual or physical.
Virtual interaction is typically required to coordinate arrival and checkout times
and special requests. Physical interaction between the host and the guest is often
still necessary during check-in and checkout (e.g., for the exchange of keys,
remotes, and detailed instructions).

4. Transaction costs are the costs incurred by the intermediating platform to facil-
itate the trade in the home sharing process. These include service fees charged
by payment service providers (e.g., Braintree, PayPal). In a broader sense,
transaction costs comprise all costs necessary to facilitate a sharing transaction
end-to-end (e.g., labor costs, IT costs, and office rent).

5. Commission fees are the costs charged by the intermediating platform and
incurred by the host and/or the guest in return for coordinating and settling
the economic exchange. Commission fees are the primary source of income for
home sharing platforms.

6. Customer service and arbitration describes the means and processes necessary
for dispute resolution between two or more of the three parties involved (guest,
host, platform).

In the subsequent sections, we follow the dimensions of autonomy and automation
in Fig. 3. As automation and autonomy increase, the change is reflected in the four
other characteristics of the platform. We have identified five distinct “blockchaini-
fication” stages of home sharing platforms.® Figure 2 shows the five types of home
sharing platforms including the traditional Airbnb-like version and a hypothetical
scenario that we call “BlockBnB”—representing an enhanced version of Airbnb
that we use in this chapter to illustrate how incumbent intermediaries could harness
blockchain technology to further scale and streamline their operations.

3For the sake of simplicity, we use the term “platform” for all types of home sharing models.
However, technically, a decentralized, peer-to-peer network (stages 3 and 4) constitutes the opposite
of a “platform”. A platform in the narrower sense of the word describes an intermediating, centralized
body where user-generated value or content is exchanged by the means of Web 2.0.
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Fig. 3 High-level overview of stage 3 home sharing platform (adapted from LockTrip)

The different stages are not to be understood as discrete, independent manifes-

tations of the same concept. Rather, the boundaries between the stages are blurred,
and platforms in the lower stages can evolve to a level 3 or 4 platform. Often, this
evolution is predefined in the roadmaps of the startups—for example, by planning
the implementation of IoT technology (e.g., smart locks) (Tumasjan 2018).

In the following section, we describe the different stages in detail. Where

applicable, we describe selected startups that fall into the respective category.
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3.1.1 Stage 1: Traditional Home Sharing

Traditional home sharing platforms like Airbnb, HomeAway, and the more exclu-
sive version OneFineStay do not (yet) utilize blockchain technology in any way.
Stage O platforms are digital players in a traditional sense, with corporate functions
like management, business development, IT, finance, customer service, and a legal
department. The organizational structures and the required personnel are among the
main cost factors of any traditional home sharing platform. The exchange of apart-
ments and houses is facilitated via fiat currency.* The payments are settled through
third-party service providers such as Braintree and PayPal (as is the case for Airbnb).
These payment providers charge a service fee, which is passed on to the customer
of the home sharing platform.

On conventional platforms, human interaction is in many cases still necessary
to coordinate arrival times, directions, and the exchange of keys between guests
and hosts. In particular, providing the guest access to the home requires logis-
tic effort. More often than not, both the host (or any mandated human being)
and the guest have to be present at the same place at the same time to exchange
keys and remotes. Theoretically, conventional locks can be replaced by code locks,
RFID locks or NFC-enabled locks. However, in the majority of cases, homes on
Airbnb are secured by locks and physical keys. This is especially true for non-
professionally shared apartments. Thus, the level of human interaction necessary
to facilitate an exchange on stage 1 platforms is generally higher compared to
platforms/decentralized organizations of higher stages.

Due to the cost structure, the profit margins and the additional third-party fees,
transaction costs are comparatively high for stage 1 platforms. When weighing the
commission fees against the value added by these platforms—which is limited to
mere coordination of supply and demand—paying transaction fees of up to 30% can
be seen as unfavorable for both the hosts and the guests in the home sharing market.

3.1.2 Stage 2: Crypto Home Sharing

A specific type of home sharing startup focuses on alternative, blockchain-based
means of payment. Stage 2 platforms do not directly employ blockchain technology
and smart contracts for process automation. Rather, they accept cryptocurrencies
like Bitcoin, either exclusively or in addition to fiat money. By cutting out payment
service providers like PayPal, these platforms can reduce transaction costs. Platforms
that rely exclusively on cryptocurrencies target a niche market of tech-savvy users
who are familiar with the use of cryptocurrencies and possess the necessary wallets.
CryptoCribs (Wwww.cryptocribs.com) is one example for such a platform. However,
due to the strong network effects in the sharing economy, targeting only a small

“4The term “fiat currency” refers to a currency that is issued by a government’s central bank and that
is not backed by physical commodity. Most modern paper currencies are fiat currencies (e.g., U.S.
Dollar, Euro).
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fraction of the entire market can be considered a risky strategy. A small fraction
of the market participating on the platform means reduced supply in comparison to
other platforms, which diminishes the value of CryptoCribs for all users.

CryptoCribs

CryptoCribs was founded in 2017 by UC Berkeley student Erasmus Elsner. In
its current stage, CryptoCribs is a centralized home sharing platform that accepts
Bitcoin, Bitcoin Cash and Ethereum. Like many startups, CryptoCribs is planning
to progress into a fully decentralized peer-to-peer platform over time. CryptoCribs
currently lists around 1500 apartments, predominantly in Switzerland and the United
States. Prices are stated in BTC, and the website design is similar to Airbnb’s. The
platform incorporates a standard review system.

In summary, stage 2 platforms are characterized by a slightly higher degree of
autonomy and automation (payments are processed without the need for an inter-
mediating third party). The organizational structures, level of human interaction and
arbitration follow traditional patterns similar to Airbnb’s. No records apart from
payment information are secured on a blockchain.

3.1.3 Stage 3: Decentralized Home Sharing Organization

Stage 3 comprises partially and fully decentralized organizations built on a third-
party blockchain like Ethereum or a proprietary blockchain. In order to fall in this
category, platforms must either be fully decentralized already or state a clear goal to
incrementally increase the degree of decentralization. Smart contracts record (nearly)
all transactions on the blockchain, including payments as well as reviews and ratings,
micro insurance contracts for the duration of the rental agreement, and security
deposits (Mohlmann et al. 2019; Wehome 2019).

Lower commission fees, ranging between 0 and 4%, represent the major selling
point of stage 3 platforms. Hence, keeping the operational costs low is one of the
main motivators for the application of blockchain technology. Startups like locktrip,
emphy and REALT attempt to replace human staff with technology (e.g., smart
contracts) wherever possible.

A crucial step to reduce the need for human staff in customer service is the
implementation of an automated arbitration mechanism. One possible solution is a
tribunal mechanism for anonymous, and hence unbiased, arbitration. In the case of
a dispute over a rental agreement between a host and a guest, other (highly rated)
users are presented with the conflict situation and are asked to cast votes in favor of
one or the other party. A smart contract will automatically release the funds (e.g., the
deposit held in escrow) to the winning party. The tribunal members receive a small
fee in the native token as an incentive to contribute to the arbitration of the dispute.

From an IT architecture perspective, some stage 3 platforms prefer to keep a
centralized backend (e.g., databases and content management systems) in addition
to the decentralized blockchain layer to store heavier data like pictures and videos.
All settlement information is executed and recorded on the blockchain layer. By
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storing heavy data off-chain, costs can further be reduced. It is cheaper to provision
the additional servers and databases for the centralized backend than to store heavy
data on a blockchain. A centralized backend also allows these startups to add new,
data-heavy functionalities (e.g., AR/VR features) more swiftly.

LockTrip

LockTrip (www.locktrip.com; formerly: Lockchain) is a partly decentralized,
open-source booking ecosystem for hotel rooms as well as private short-term accom-
modations. This startup offers its booking service to guests with no commission fees.
Locktrip aims to provide an alternative to platforms like Airbnb and travel metasearch
engines such as Priceline, Booking.com,5 and Expedia. It distinguishes itself from
competitors in the home sharing sector by simultaneously targeting the hotel industry
and private homeowners. The core element of the project is the LockTrip market-
place. Property owners and hotels can use the one-click solution built into the mobile
app and web client to easily transfer listings from competing platforms and make
them available to LockTrip users. The marketplace has a “look and feel” that is sim-
ilar to Airbnb’s. All internal transactions are regulated by the “Decentralized LOC
Ledger” and governed by smart contracts. All financial transactions on the platform
are settled in the native LOC token. However, LockTrip accepts a range of other cryp-
tocurrencies as well as fiat currencies (1-3% conversion fees may apply). It employs
a conversion algorithm that automatically converts other currencies into LOC tokens.
A hedging mechanism to eliminate the potential risks of token volatility has been
developed as well, making the marketplace more suitable for everyday users. Lock-
Trip uses blockchain technology and the utility token primarily to increase process
efficiency, streamline the renting process, and increase transparency. As of July 2019,
LockTrip has listed over 100,000 homes and hotels.

3.14 Stage 4: Home Sharing DAO and IoT

Stage 4 platforms are in many ways similar to stage 3 platforms. However, stage 4
platforms take the concept of blockchain automation one step further. By introducing
smart locks to the home sharing ecosystem concept, they are able to eliminate the need
for human interaction. Homes are turned into nodes of the blockchain network. IoT
technology enables these platforms to expand blockchain into the “real world” and
turn the home into an element of the decentralized sharing network. Access control
smart contracts settle transactions for renting/sharing, booking, and payments. Guests
receive a token on their smartphone application, which can be used to unlock the
apartment or house via Near Field Communication (NFC) technology. The token
will expire automatically once the rental agreement terminates. The same concept
can be extended to washing machines, coffee machines, and similar devices. Thus,
home owners can, at their discretion, use access control modules to “lock” home
appliances and other complementary items (e.g., bicycles). For an additional fee, the

>Booking.com was acquired by the Priceline Group in 2005.
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guest can “unlock” these devices and will be charged on a pay-as-you-go scheme.
Friends and family can be whitelisted so that pre-specified people are able to book
the home and use appliances at no cost or at reduced rates. Stage 4 networks leverage
blockchain and IoT to minimize maintenance and other overhead costs for hosts to
accommodate their guests. In such a setting, IoT-enabled devices would be owned
or leased and maintained by the property owner, whereas they are paid for on a
pay-per-use basis be the guests.

Most stage 4 networks provide an open source infrastructure on which blockchain
application modules can be deployed. These modules can be smart locks or other
access control clients (e.g., for home automation). Stage 4 decentralized networks
are open to third-party modules to run a full node or light client. A light client only
synchronizes the block headers of the blockchain without running all the transactions
of ablock. A series of smart contracts is available for booking, arbitration, review, and
identity management. Native tokens (usually ERC20 tokens) are used to incentivize
users to participate in the network and foster growth.

Users have grown accustomed to optimized web and mobile platforms. Thus, most
stage 3 and 4 platforms put a strong emphasis on mimicking the user experience of
Airbnb by building modern, responsive, easy-to-use HTMLS websites, and native
mobile applications. Data are stored off- and/or on-chain. Centralized, cloud-based
backend infrastructure usually still exists to host data, the website, and the mobile
application. Hashes of the stored information (e.g., user reviews) can be kept on-chain
to increase the data’s integrity.

Slock.it

Slock.it (www.slock.it) is a startup that combines IoT technology and blockchain
to create what the founders call a Universal Sharing Network (USN). The company
gained popularity and media attention through their prototype of a smart door lock
(“slock’) that embeds smart contracts into a tangible product (the lock) and is linked
to the Ethereum blockchain. An apartment equipped with a “slock” takes on the role
of a light node in the USN. The apartment has access to a copy of the blockchain
and thus to the current state of ownership rights for the respective apartment. It
can be unlocked with a device that carries the appropriate token (i.e., the owner’s
or the current tenant’s smartphone). Slock.it envisions a fully automated Airbnb
renting process; the owner of an apartment sets a price for timed access to his/her
property, and an interested party can find the apartment on a smartphone application
and transfer the required amount plus a deposit (in Ether) into an escrow account.
By the rules of a smart contract, the renter is then granted an access token for the
agreed rental period (Christidis and Devetsikiotis 2018). Within the USN, Ethereum
transactions are required to initiate and to end the rental agreement. To open and close
the door, Whisper messages® are sent between the lock and the renter’s smartphone.
This helps to prevent scalability issues and increase transaction speed, as renters do
not have to await a block confirmation every time they wish to lock or unlock the

SWhisper is a communication protocol for decentralized applications (https://github.com/ethereum/
wiki/wiki/Whisper).
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apartment door. After the rental period has ended, if both parties agree to release the
funds, the owner receives the payable amount, and the deposit is transferred back to
the renter. Slock.it claims that the platform is ideal for integration in vehicle chassis,
door locks, gas/electricity meters, and washing machines. Further examples of stage
3 and 4 startups are The Bee Token, Wono, GoEureka, abab.io, Tetarise, The Rentals
Token, Populstay, CryptoBnB, Zangll, and Casa.

3.1.5 Stage 5: “BlockBnB”

Airbnb spearheaded the rise of collaborative consumption, which was also fueled by
new technologies. Hence, it is plausible to assume that this tech-savvy company will
follow up on the recent developments and assess the potential of blockchain technol-
ogy to benefit its own business. This claim is backed by Airbnb’s acquisition of the
startup ChangeCoin’ in 2016 (Carson 2016), as well as Airbnb’s Co-Founder and
CTO Nathan Blecharczyk’s statement on the opportunities of transferrable reputation
for the sharing economy. Apart from these examples, there is little to no evidence
on how the incumbents are seeking to harness blockchain technology. However, it
is conceivable that Airbnb will use blockchain technology to drive its own transfor-
mation toward a more cost-efficient and thus profitable platform. For the sake of our
analysis, we call this purely hypothetical construct “BlockBnB” (BBNB).

Airbnb payments in the U.S. are processed by Braintree, a payment service
provider owned by PayPal. By adopting blockchain technology, BBNB could cut
out rent-extracting intermediaries. In order to do so, the company would create an
ecosystem consisting of a proof-of-stake public blockchain, as well as centralized
data centers for hosting the web application and property listings. In this scenario,
it would issue a utility token that is used for all internal transactions. Every user
would own a wallet integrated into their user account that holds the tokens. Prices
and available funds would be displayed in the BBNB currency or are converted into
fiat for a simplified user experience. In the early phase, standard fiat payments would
continue to be accepted. However, the use of the BBNB token would be incentivized
through lower service fees.

As the BBNB token would not be sold through a token offering and would not need
to incentivize early adopters financially through a high ROI, the token’s value could
track the U.S. dollar for the sake of greater practicality (i.e., lower volatility). The
token would be used to pay for rent, commission fees, and third-party services (e.g.,
cleaning and insurance). As long as the tokens circulate in the BBNB ecosystem,
the users would pay no exchange fees and only negligible transaction fees. Only
if users buy tokens in exchange for fiat money or decide to “cash out” from their
wallet conversion fees would apply. This implementation could not only reduce the
total amount of fees but also allow for secure real-time payments through smart
contracts. The entire rental agreement, including the deposit payment and insurance
fees, could be replicated by multi-signature smart contracts. These smart contracts

7ChangeCoin was a Bitcoin startup specialized in micro-payment solutions.
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would have to incorporate cancellation terms and, optionally, discounts for friends
and family members. Arbitration could be automated as well, by relying on tribunals
of highly ranked users, who would earn BBNB tokens in return for their efforts. As
a result, guests would not have to wait up to 14 working days before being refunded
after cancellation or a dispute. Moreover, these measures would lower the overhead
costs of BBNB drastically. The lower operational costs could be passed on to the
users by lowering the service fees, which enables BBNB to compete with other
blockchain-based home sharing startups without sacrificing too much of its own
profit.

A public BBNB blockchain could automate not only abstract contractual agree-
ments but also the physical process (e.g., exchange of keys, welcoming guests) of
renting out an apartment. By enabling hosts to connect smart locks to the blockchain,
BBNB would do away with the cumbersome process of coordinating arrival times
between guest and hosts. Apartments could become light nodes of the blockchain
network, and the guest retrieves an access token to (un)lock the smart property using
his/her wallet app. To complete the check-out process, the guest would provide the
host with pictures or videos of the apartment using the BBNB app. The files would
be stored on the user’s devices and on the Airbnb servers as a precautionary mea-
sure in case of disputes. To secure the file and to prevent manipulation, it would
be timestamped, and its hash value stored on the blockchain. If both parties agree,
the fees would be released by the smart contract, and the deposit returned to the
renter. Additionally, a cleaning fee could be transferred directly to a “cleaning smart
contract” for increased convenience, and the information on the public blockchain
could be made accessible to third parties, such as cleaning services. Knowing the
idle times of any given apartment, the cleaning service provider, who is a member
of the BBNB ecosystem, could dispatch its staff equipped with temporary access
tokens. Again, video-based proof could be requested by owners before they release
the tokens from the cleaning contract. The apartment would then be ready to host
the next guest. With blockchain technology, BBNB fully eliminates the need for per-
sonal interaction between guest and hosts. While this impersonal way of “sharing”
certainly would not appeal to all users, it eliminates many of the frictions in today’s
sharing economy. Furthermore, reviews could be linked to the user’s public key and
saved on the blockchain. By transferring their profile to other platforms, users could
prove their trustworthiness and credibility. A positive reputation earned on BBNB
could boost users’ success on other sharing economy platforms (e.g., a freelancing
marketplace).

Leaving our hypothetical scenario and returning to actual Airbnb projects, one
blockchain application that Airbnb is indeed investigating is immutable and transfer-
able reputation (Kar and Wong 2016). Airbnb’s Blecharczyk (CTO) once stated that,
“within the context of Airbnb, your reputation is everything, and I can see it being
even more so in the future, whereby you might need a certain reputation in order to
have access to certain types of homes”. By following such a transformational path,
incumbent home sharing platforms could combat new market entrants and optimize
their cost structure.
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4 Recommendations for Startups and Incumbents

The largest player in the market, Airbnb, constitutes a stable de facto monopoly in the
home sharing business and is one of the largest players in the entire tourism indus-
try (Hartmans 2017). Airbnb benefits from strong network effects (Zhu and lansiti
2019), high usability, and a strong trust base built on a trusted brand and a large set
of user reviews. Airbnb users have built their own trusted brands on the platform
based on the reviews and reputation scores received from other users. New market
entrants, whether blockchain-based or not, have to reach a critical mass of users to be
able to offer any value at all (O’Briant 2018). In general, customers are disinclined
to compromise on the variety of supply (e.g., large numbers of homes in different
cities), convenience (e.g., easy-to-use-interfaces, mobile apps), and trustworthiness
of brands, and thus they are reluctant to support the somewhat idealistic rationale
behind new forms of organizations such as DAOs. For an emerging blockchain-based
home sharing network, offering lower commission fees and data transparency is not
sufficient to compete against the current incumbents or against blockchain-based
startups with a similar selling proposition. New platforms will only stand a chance
of surviving if they provide true added value in comparison to the established mar-
ketplaces and reach a critical mass of users to become self-sustainable. In summary,
from our analysis, we derive the following guidelines for new entrants to accelerate
growth:

1. Leverage the cost advantages of a blockchain-based backend and keep the
commission fees charged significantly below the current market standard.

2. Increase automation and convenience for end-users by incorporating an IoT layer
into the sharing platform. Enable integration of third-party smart locks and other
connected devices.

3. Employ smart contracts to securely automate as many back- and frontend pro-
cesses as possible. Keep the data stored on the blockchain light for performance
and scalability. Install a centralized (cloud-based) backend to process and store
auxiliary data such as images and video.

4. Most existing blockchain platforms lack visibility in the market outside the
crypto-sphere. Thus, investments in marketing activities are necessary to attract
a critical mass of users. Concentrate marketing activities on cities with high
tourism dependency.

5. Put a strong emphasis on the usability and convenience of the mobile app and
the booking website. Simplify the use of the crypto wallet and hide blockchain
processes from the end-user to reduce the perceived complexity.

6. Implement a hedging mechanism to keep the internal currency stable.

7. Start the operations of the platform by entering an alliance with an existing
booking platform. An initial base supply of available homes will help attracting
users to the platform and increase its real-world value. Doing so mitigates the
risk of a potential collapse of the network, which otherwise would build solely
on artificial rewards to grow.
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8. Strike an end-user-friendly balance between transaction throughput and censor-
ship resistance of the underlying blockchain and the consensus mechanism. A
performant and user-friendly platform is what users expect from any Airbnb
competitor.

5 Implications and Concluding Remarks

The implications of our research as presented in this paper are of theoretical as well
as practical nature. One the theoretical side, we developed a stage model that can be
used to describe different types of emerging blockchain platforms, and to characterize
them according their business models and application of technology. We invite other
researchers to advance our model and to develop industry-specific versions following
the same logic.

On the practical side, we describe and compare the business models of
“blockchainified” entrants to the home sharing industry vis-a-vis “traditional” plat-
form businesses. Based on our findings we formulate a set of recommendations for
blockchain-based challengers to better overcome the barriers of the platform-based
industry.

Furthermore, if we look at how emerging home sharing startups use blockchain
technology and consider the economics of the sharing economy, we can conclude
that challenging Airbnb as the undisputed leader in the home sharing sector is no
easy undertaking. From an end user’s perspective, the one major selling point of a
decentralized home sharing network is that of the significantly lower commission
fees to be paid. In terms of user-friendliness, usability and augmenting services (e.g.,
insurance, bookable tourist activities), no decentralized platform is yet on par with
Airbnb. Users’ willingness to sacrifice on these attributes in exchange for cost savings
is generally low (Tumasjan and Beutel 2019). However, a large-scale shift of users
to a decentralized network is necessary to surmount the network effects in the home
sharing sector. Otherwise, no alternative platform will be able to provide significant
value to users. Factoring in the low visibility of blockchain platforms outside of the
crypto scene and comparatively low legitimacy (Moser et al. 2017), we conclude that
it is unlikely that any decentralized home sharing network will reach a critical mass
of users to become self-sustainable within the next few years.

Nevertheless, blockchain and crypto-tokens will likely impact the industry as the
technology matures. Based on our research, we argue that two types of blockchain-
enhanced platforms are likely to make an impact on the home sharing industry. First,
we see the integration of IoT devices as a major trend in the sector (Tumasjan 2018).
Open sharing networks (stage 3) like Slock.it’s USN will allow users to not only
monetize idle homes but also expand the concept of ‘sharing’ to any other needs of
travelers (e.g., bicycles, washing machines)—all on the same technological backend
infrastructure using blockchain technology. Second, under this wave of technological
change, incumbent platforms are likely to adopt blockchain technology to increase
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internal efficiency and enhance the user experience. A question that remains for future
research is how decentralization through blockchain technology will impact the eco-
nomic mechanisms of the sharing economy in the long-run (Tumasjan, forthcoming).
Can decentralized networks co-exist and compete, or will they keep converging to
one monopoly in a “winner-takes-all” market?
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Abstract In this descriptive study we investigate the use of blockchain in the online
multimedia industry. We analyze the content of 30 peer-reviewed academic publica-
tions, white papers and industry websites published between 2016 and 2018 which
report the application of blockchain for multimedia management. This includes
diverse use cases in the music and advertising industries, healthcare, social media, and
content delivery networks. Ethereum was found to be the most popular blockchain
and proof of work the favorite consensus mechanism. More than half of the plat-
forms reward their users for content curation and community development. The
majority of the platforms have implemented tokens and smart contracts to auto-
mate the distribution of earnings or to enable data access. Our study further shows
that the majority of multimedia blockchain platforms have already implemented
monetization capabilities.

Keywords Blockchain - Multimedia industry - Literature review

1 Introduction

Data generated on the Internet is growing steadily due to facilitated access to tech-
nology, an increasing number of applications consuming a lot of bandwidth, and
the proliferation of smart devices. The amount of data created in the years 2016
and 2017 alone constituted 90% of total global data in existence at that time, and
a future grow rate of 27% per year was predicted in 2018 (Norta et al. 2018). An
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increase in Internet of Things (IoT) devices, fueled by 5th generation network infras-
tructure, will further accelerate this trend. This growth has brought numerous data
related threats and management issues related to online content. Tools such as Flash
AIR, Silverlight, Apple HTTP Live Streaming (HLS), Digital Right Management
(DRM), RealNetworks, and Windows DRM are used for license management and
content encryption, but they are unable to verify the ownership of content and detect
fraud (Ma et al. 2018a, b). To address many of the pending problems pertaining to
lack of transparency, privacy, ownership and security, which exist in current online
multimedia management systems, blockchain has been suggested as a decentralized,
tamper-resistant database platform (Ma et al. 2018a, b).

In recent years, a lack of transparency among digital service providers and content
providers has allowed for the poor compensation of artists for their digital work.
Novaes et al. (2018) argue that although existing platforms focus on monetizing
user content, the majority of them lack transparency regarding payment mechanisms
and their underlying algorithms. The incessant increase in consumption of online
multimedia content (Nielsen 2019) has led to a growth in the number of copyright
infringement cases as well as the sharing of fake content using online channels. Such
fake news articles often go viral via social media platforms and are frequently used
as propaganda (Ma et al. 2018a, b). Shang et al. (2018) and Zhaofeng et al. (2018)
point out that the present lack of traceability on media platforms has created new
challenges in identifying responsible persons. Meanwhile, new market segments have
emerged within the data brokerage industry for the monetization of data, and growing
centralization has created a situation where four companies (Facebook, Microsoft,
Apple, Google) have access to the majority of data on the Internet (Novaes et al.
2018). Yet the lack of provision for user consent, numerous data breaches, and the
proliferation of fake news, have altogether led to a lack of trust in Internet giants
such as Google and Facebook (O’Flaherty 2018). This situation has raised interest in
decentralized database platforms, and especially blockchain, as a solution to tackle
issues of data privacy, security, ownership, and transparency.

1.1 Blockchain Functionality

Blockchain is a data structure that consists of blocks of data packages in a chain,
where a block contains multiple transactions that are validated by the network using
cryptographic means (Treiblmaier 2019). This process generates properties such as
anonymity, immutability, and transparency, and thereby enables numerous applica-
tions across various industries (Clohessy et al. 2019; Onder and Treiblmaier 2018).
Figure 1 shows the general structure of a multimedia blockchain. Since it is uneco-
nomic to store large files on the chain, multimedia data stored in a database is fed
into a hashing algorithm to create a unique fingerprint (“hash”) of a file. This hash
is stored on the blockchain so that anyone who has access to the original file can
check its validity using the hash data. In order to ensure the immutability of the
chain, the hash of the current block includes the hash of the previous block. Altering
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Fig. 1 Data storage on a multimedia blockchain

information would therefore require the recalculation of the hash of all subsequent
blocks in the chain.

1.2 Blockchain in the Multimedia Industry

Various blockchain-based platforms such as Opus (2018), imusify (2018) and Cre-
ativeChain (2017) have been developed to tackle issues present in the current cen-
tralized systems. DataWallet, for example, aims to create a fair and transparent data
exchange protocol especially targeting the data brokerage industry (Norta et al. 2018).
The Ara content delivery platform uses blockchain to store license transactions for
each file (Jiang et al. 2018). Current is a music service platform which rewards multi-
media users in exchange for their data and interactions (Novaes et al. 2018). Similarly,
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Steem (2018) rewards users and content providers for their involvement in media
creation and consumption. Platforms such as Media Chain (2018), MovieChain by
Tvzavr (2018) and SingularTV (2018) are targeting markets for content creators by
providing platforms to seek and obtain funding from the public. Monegraph (2018)
targets a niche market by offering digital art validation as well as providing a plat-
form to sell unique art. Scorum focuses on the market of sports media by creating a
platform for consuming sports media as well sports betting (Scorum 2018). These
represent but a selection of extant use cases.

2 Methodology

In this paper we systematically investigate the use of blockchain for online multi-
media management. In total, we have reviewed 30 applications discussed in peer-
reviewed academic papers, white papers, and on company websites. In our analysis
we followed a stepwise procedure and collected data on blockchain platforms that
deal with data/multimedia management. We used search terms such as ‘blockchain
multimedia’, ‘blockchain monetization’, ‘blockchain token’, ‘blockchain reward’
and ‘blockchain media’. In total, we identified 30 blockchain platforms, which we
classified according to the criteria shown in Table 1.

Table 1 Attributes selected for the analysis

Attributes Description

Blockchain use case Existing and potential use cases

Target market Group of consumers at which the service is aimed
Platform name Name of the platform

Underlying framework Development of a new framework or fork of an

existing one

Monetization Possibility to generate revenue with the platform

Maximum transactions per second (TPS) | The theoretical maximum number of transactions
which can be processed per second

Smart contracts Self-executing programs to automate tasks
Consensus The set of rules that nodes follow to validate blocks
Token Name of the token

Token standard Standards describing the operation of the token
Reward system Incentives for users who provide feedback or

use/provide content
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3 Results

The list of sources and the complete results table can be found in the appendix. In the
following sections we highlight the most important characteristics of the blockchain-
based multimedia platforms. Figure 2 lists the fields in which the platforms operate,
with the advertising industry, the music industry, and the healthcare sector attracting
the most platforms, followed by uses for researchers, the film industry, and digital
content delivery. We found only a single platform within each of the fields: sport
media, social media, television broadcasting, art collecting, entertainment, and digital
media creation.

Figure 3 shows that the vast majority of blockchain-based multimedia platforms
employ the Ethereum blockchain. Three platforms were built upon each of Bitcoin,
Hyperledger Fabric, and Graphene, while only a single platform used each of PIVX,
Dash, and Neo.

Figure 4 shows the consensus mechanisms being used by the platforms, with
proof of work as the most popular consensus method, followed by delegated proof
of stake. As blockchain platforms are trying to solve scalability issues, many new
consensus mechanisms are being developed and tried out. In total, we found 12
different mechanisms.

In Fig. 5 we list several features of the platforms. 73.33% of them offer a mone-
tization capability, which enables the artists to directly generate revenue from their
digital asset. Slightly more than half of them (53.33%) have a system in place which
rewards users for their interaction and helps to attract new users (Novaes et al. 2018;
Steem 2018). 80% of the platforms apply smart contracts to automate the licensing
process as well as reward/royalty distribution.
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Fig. 2 Multimedia blockchain platform proliferation, by field
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Fig. 4 Consensus mechanisms

4 Discussion

In this chapter we describe the characteristics of recent blockchain projects that strive
to solve numerous problems associated with online multimedia management, such
as content curation and monetization, data privacy, security, transparency, ownership
and censorship, all of which are increasing in importance as the industry heads toward
Web 3.0 (Rudman and Brewer 2016). To tackle these issues, blockchain presents an
interesting alternative to traditional centralized database systems. Our findings show
that the industry has already recognized the potential benefits of blockchain. This
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Fig. 5 Features of blockchain-based multimedia platforms

comes as no surprise, since industries depending on multimedia content have, for
some time, faced challenges arising from the limitations of centralized solutions
(Norta et al. 2018; Media Chain 2018; Opus 2018; AdEx 2018; Emerify 2018).
We found Ethereum to be the dominant blockchain on which most multimedia plat-
forms are currently being developed. Ethereum was especially designed as a versatile
blockchain platform and has seen strong developer support and constant innovation
(Schneider 2014). It has to be noted, however, that Ethereum has been criticized for
its centralized development governed by the Ethereum foundation (Voshmgir 2017).

Our results further show that the (equal) largest portion of the researched mul-
timedia blockchain platforms are employed by the music industry. Platforms such
as Current (2018), Opus (2018), imusify (2018), Ujo (2018), dot Blockchain (2018)
and Musicoin (2017) are implementing blockchain to solve issues related to digital
rights management, royalty distribution, and the fair compensation of artists. In the
advertising industry, blockchain platforms are built to remedy problems such as lack
of privacy, transparency, unauthorized data mining, and misuse (Norta et al. 2018;
AdEx 2018). According to Statista (2017), the cost of digital fraud amounted to $19
million in 2018 and will rise to $44 million in 2022. Consequently, the AdEx (2018),
BAT (2018), Papyrus (2018), AdLedger (2017), DataWallet (2018), and Lucidity
(2018) platforms apply blockchain technology to address issues faced by the adver-
tising industry. The healthcare industry uses electronic medical records (EMR) to
store patients’ data, yet the exponential increase in the amount of data being gath-
ered leads to problems of data fragmentation, interoperability, and security (Bogle
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2018): all of which are tackled by blockchain-based platforms. In the media indus-
try, blockchain has enabled computing resources to be shared democratically, and
thereby to carry out complicated rendering tasks in a fraction of the time that was
previously needed (Otoy 2017). Platforms like 7V-TWO (TV-TWO 2018) strive to
disrupt the traditional Television ecosystem, while Ara (Jiang et al. 2018) offers new
forms of online content delivery.

Most existing multimedia blockchain platforms offer monetization of their dig-
ital assets through the use of tokens to ease fundraising, investing or community
building. Token enable investment opportunities in the form of initial coin offerings
(ICO) or security token offerings (STO) and incentivize users to develop a commu-
nity (Parker et al. 2016; Belleflamme et al. 2014; Mollick 2014). Numerous platforms
offer reward systems enabled by tokens to promote self-governance, quality assur-
ance, and to further develop the community. Additionally, smart contracts automate
the distribution of royalties, digital rights, and the allocation of resources.

5 Conclusions, Limitations and Future Research

In this study we give an overview of current implementations of blockchain in the
online multimedia industry, which includes sectors as diverse as the music industry,
advertising, healthcare, social media, and content delivery. Ethereum was found
to be the most popular blockchain on which the majority of platforms were built.
Proof of work was shown as the most popular consensus mechanism, followed by
delegated proof of stake. More research is needed to investigate other attributes, such
as scalability and throughput. Furthermore, we did not evaluate the legal challenges
and other implications presented by blockchains. Overall, blockchain turns out to be
a versatile platform to develop online multimedia management solutions for existing
issues of data privacy, security, ownership, transparency, and monetization. Future
research can include additional criteria, select a more comprehensive sample, and
elaborate on potential implications the current developments might have for the
multimedia industry.

Appendix: List of Sources
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Wout J. Hofman

Abstract Improved situational awareness, also known as Supply Chain Visibility,
contributes to better decisions with the ability to synchronize processes and reduce
costs. It requires data sharing of for instance positions, speed, direction, and esti-
mated time of arrival and—departure at locations of vessels, trucks, barges, and
trains. Any two collaborating stakeholders might already be sharing these process
‘milestones’ in the context of a commercial relation, using a platform. Reception of
a milestone by a stakeholder may be a trigger to inform a customer of the progress
of its order or can be used to synchronize physical processes. First, this research
chapter specifies supply chain visibility in more detail and secondly provides argu-
ments for applying distributed ledger technology. These arguments address on the
one hand near real-time share milestones in supply and logistics chains with a broad-
cast mechanism based on subscriptions and on the other hand large scale distribution
and implementation of software on a distributed ledger. The latter raises issues of
governance, that will be briefly touched upon. Scientific contributions of this research
chapter are in ‘state’ validation of real-world objects as a means of mining, ontology-
based input validation, and interaction sequence specification by a business process
choreography.

Keywords Supply chain visibility - Digital Twin - Distributed ledger -
Blockchain - Semantic technology

1 Introduction

The lack of or limited situational awareness of the various stakeholders involved
in supply and logistics chains causes unnecessary delays and—waiting times, fines
imposed by customers for delays, and unnecessary priority shipment for products
required by a customer, and stock reduction (Parjogo and Olhager 2012; Urciuoli and
Hintsa 2018; Caridi et al. 2014). The latter paper (Caridi et al. 2014), provides a good
literature review of definitions of supply chain visibility and potential benefits. Lack
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of visibility leads to higher costs, increases the carbon footprint, and contributes to
waste. In general, improved situational awareness will contribute to decision making
(Endsley 1995). (Near) real-time supply chain visibility addresses these issues.

Supply chain visibility is also relevant to authorities like customs. For this purpose,
they developed the concept of ‘data pipelines’ where data would come available to
customs authorities (Heshket 2010). This concept evolved in so-called trusted trade-
lanes (Hulstijn et al. 2016), where customs authorities received data from enterprises
other than traders on a voluntary basis. The underlying architectures for sharing data
in these data pipelines are based on either pushing data to customs authorities or
notifying them of data availability (Rukanova et al. 2018).

Thus, there is a clear business case for supply chain visibility to both public and
private sector. However, supply and logistics chains can be complex. International
supply chains involve many enterprises and authorities, each with their heteroge-
neous IT systems either tailored Commercial Off The Shelve (COTS) or proprietary
developed. Data is duplicated by messages between these systems, including var-
ious formats and implementation guides of open standards (Hofman 2018). Many
of these systems are not yet able for real-time processing of events generated by
physical assets (IoT—Internet of Things). Different solutions are being developed
addressing these issues, each with their (proprietary) interfaces. Tradelens and the
Electronic Product Code Information System [EPCIS (Global Systems One 2014)]
are two examples. Identity mechanisms supported with delegation (iShare 2019) are
introduced to access the status of logistics chains. These various solutions have a so-
called publish and subscribe (Erl 2005) model in common, for instance in a bilateral
collaboration or based on delegations.

This research chapter provides a solution for real time status sharing between
all stakeholders in supply and logistics networks by Distributed Ledger Technology
(DLT). Subscription mechanisms are based on transactional relations between stake-
holders and the associations between the various physical objects, like a container
transported by a vessel. Additional rules are specified by which status information
is propagated downstream in chains towards the final destination, especially the
predicted status to address the aforementioned issues.

First, supply chain visibility is analyzed and illustrated by two use cases. Secondly,
the solution is specified illustrated with a first demonstrator. Finally, the relation with
available standards is analyzed and conclusions are presented.

2 Supply Chain Visibility

This section introduces supply chain visibility and further generalizes the issues that
can be addressed by a Supply Chain Visibility Ledger. The introduction contains
some references to typical cases; examples of use case can be found in literature like
(Hofman et al. 2018).
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2.1 Introduction to Supply Chain Visibility

Supply chain visibility can be defined as ‘awareness of and control over end-to-end
supply chain information—including insight in sources of data and whereabouts
of goods—enabling agile, resilient, sustainable as well as compliant and trusted
supply chains’ (Wieland and Wallenburg). Other definitions state ‘the ability to be
alerted to exceptions in supply chain execution’ or ‘capturing and analysing supply
chain data that informs decision-making, mitigates risk, and improves processes’
(Caridi et al. 2014). Basically, it supply chain visibility is about improving decision-
making by increased situational awareness (Endsley 1995). Supply chain visibility
has many advantages in terms of costs and time (Caridi et al. 2014) based on process
synchronization. It reduces inventory and contributes to customer service by on-time
delivery and providing customer visibility. Process synchronization requires sharing
of knowledge of the location of physical objects, and in case these physical objects
are transport means, their speed and direction, any relation between physical objects
like a container transported by a truck, and a prediction of a time for completing a
particular logistics operation. These times can be various, like:

e Transport operations—the following predicted times are relevant:

— Estimated Time of Arrival (ETA) of a transport means at a location, e.g. a
vessel in a port.

— Estimated Time of Departure (ETD) of a transport means, or the combination
of the Actual Time of Arrival (ATA) and a predicted duration of a call of a
transport means at a location.

e For transshipment operations, the estimated discharge and loading times of cargo
objects like containers of and on transport means are relevant. An estimated dis-
charge time provides for instance an indication for the next transport leg to pick
up the cargo objects.

e In case of corridor management of for instance locks in inland waterways or short
sea shipping between ports (Lind et al. 2018) data on Estimated Arrival Time at
a destination like the next port or hub need to be shared. Based on these ETAs,
lock planning and speed of barges or feeders can be optimized, thus reducing fuel
consumption and contribute to sustainability.

e In global trade, authorities like customs already get data of transport movements,
but also require data on diversions and transhipments of goods, combined with
their ETA information. This data is required for risk assessment and planning for
customs inspections.

These types are basically relevant for synchronizing different transport operations,
or what can be called ‘transport legs’, of a logistics chain. Any disturbances caused
by for instance accidents, incidents, lack of qualified personnel, weather conditions,
and maintenance of both on physical assets used to facilitate transport operations and
the infrastructure used (e.g. roads and inland waterways with locks), will influence
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these transport operations. They will cause delays that have to be known to the next
transport leg.

Administrative procedures may also cause delays. Examples are missing docu-
ments or data of a shipment like a Certificate of Origin, lack of a confirmation by an
authority like a customs release, a physical inspection of cargo by a customs authority,
and payment of the previous transport leg. Providing authorities and financial insti-
tutions supply chain visibility, improves their decision processes, which may lead
to less or unnecessary delays (Urciuoli and Hintsa 2018; Caridi et al. 2014), con-
tribute to safety (Hofman et al. 2018), and improve supply chain finance. Relevant
stakeholders in these supply chains need to be aware of the status of administra-
tive procedures for continuation of the physical chains. Supply chain visibility may
include both data of cargo and their itinerary with estimate times of arrival.

Thus, process synchronization of transport operations also has to meet particu-
lar conditions imposed by formal—and financial procedures, optionally providing
additional data (Hulstijn et al. 2016), and agreements between stakeholders involved,
like specified by for instance the INCOTERMS used in international transport. The
INCOTERMS specify for instance which of the stakeholders has to pay for which
part of a logistics chain. An example is ‘free delivered’ mostly applied in eCom-
merce where a shipper pays transport charges. The other example in this section is
on process synchronisation for transhipment in a port and the final one presents the
data pipeline perspective for global trade facilitation.

2.2 Generic Functionality to Enable Supply Chain Visibility

Itis possible to list various business scenarios in which supply chain visibility plays a
role. These scenarios vary in terms of for instance transport modality, cargo type, and
the aforementioned INCOTERMS. Generalization leads to the following visibility
use cases, where milestone data is shared by events:

1. Transaction progress: informing a customer on the start, relevant changes, and
the finalization of a transport order.

2. Leg synchronisation: a coordinator of a (part of a) chain synchronizes adja-
cent legs in that chain, where stakeholders performing these legs only have a
transactional relation with the coordinator.

3. Authorities: re-use of relevant transport data for its particular governance role
(piggy backing).

4. Conditions for progress: sharing status information generated by stakeholders
like customs and financial institutions, where this status information is a relevant
condition for further action.

These use cases are related, especially the first two. For instance, an event with a
milestone received by a customer from its service providers (‘transaction progress’)
may result in generation of an event by that customer acting as coordinator to another
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service provider (‘leg synchronization’), and an event to its customer (‘transaction
progress’). Further progress might depend on some status information, e.g. a release
notification, and authorities may have to be informed.

The following figures visualizes these two variants, one for transaction progress
and another for leg synchronization.

Figure 1 shows that reception of an event for transaction progress may trigger leg
synchronisation, generate an event to one or more authorities, and potentially inform
a customer of the progress of its transaction.

One of the issues that needs to be addressed by a solution, is that a service
provider may report transaction progress of a container, whereas a customer has
only knowledge of pallets and not of the container that transports these pallets.

Figure 2 shows that reception of a change from a customer can result in a change
to one or more service providers. This change may have to be made visible to an
authority. For example, if a shipper informs his forwarder to change the destination of
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leg synchronization
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Fig. 2 Triggering by leg synchronization
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particular cargo, the port of discharge may have to change to a port in another country,
resulting in providing an update to another customs administration for incoming
cargo.

In the case of Figs. 4 and 5, status information is either used by the logistics
stakeholder itself, e.g. with regards to the previous leg, or must be forwarded to
a service provider. There could also be a rule that one or more status information
events have to be combined to generate another one, for instance a commercial—and
a customs release that are combined a release. The latter release can be shared with
a carrier.

Firing an authority event will be triggered by an event; authorities will have to
specify the milestones (and references to data sets) they want to receive.

Reception of such an update for leg synchronization may result in zero, one or
more updates to service providers as shown in the figure.

These cases will be elaborated further; they provide requirements to the various
interfaces. The end of this section will give a summary of these cases.

3 Towards a Supply Chain Visibility Ledger

Like indicated, the underlying business case is that of process synchronization and
improved decision making, both by authorities and enterprises. The use cases demon-
strate the type of milestones that might be shared amongst the various stakeholders.
This section presents an ontology for data structures and the rules for sharing these
milestones in supply and logistics networks. A demonstrator supporting the use case
of direct transport illustrates the implementation of the rules and the ontology.

3.1 General Concepts

Conceptual, transactional relations formulate the subscription to events. A transac-
tional relation is defined in two ways. First, a customer and a service provider share
an order like shipment of cargo, a service provider informs a customer of the status
of that order by sharing relevant milestones. Relevant milestones are those of direct
transport, potentially extended with intermediate locations relevant to the customer
like the location of border crossing or an (air)port where responsibility for transport
is handed over (see the use case of port transshipment). The second type of transac-
tional relation is based on an enterprise providing data like a customs declaration to
an authority and waiting for status information of that authority. The data will have a
unique identification, e.g. a Movement Reference Number for a customs declaration,
and contains identifications of one or more physical objects subject. In this proposal,
an enterprise acts service provider and an authority as customer.

Secondly, the concept ‘Digital Twin’ is introduced (Boschert and Rosen 2016):
a Digital Twin is a data representation of any physical object, e.g. a container, a
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truck, a vessel and a product. Any subscription, either an order or a declaration,
considers at least one Digital Twin. The concept ‘Digital Twin’ will be elaborated
when specifying an ontology as a basis for data structures in the ledger.

3.2 The Supply Chain Visibility Choreography

The interaction choreography (Object Management Group 2011) of a customer and
service provider is depicted as sharing events based on relevant order—and dec-
laration data. In practice, every service provider can be a customer in its turn, by
outsourcing parts of an order or bundling orders. Outsourcing is outside scope of the
Supply Chain Visibility Ledger. It requires a so-called control tower (Hofman 2014).

The Supply Chain Visibility Ledger does not support ordering, which means that
customers and service providers need to enter relevant order data. Eventually, a
physical device or a human will generate an event, indicating that a milestone has
passed, e.g. a container has been loaded on a truck or a vessel. This event must be
linked to an order, where that order can be related to another order by a subcontracting
relation or to the itinerary of a transport means.

Figure 3 shows the high-level choreography supported by the Supply Chain Vis-
ibility Ledger. It consists of three activities: management of orders that serve as
subscriptions to events, itineraries establishing a link to physical transport of cargo
contained in orders by a transport means, and events that provide details of mile-
stones relevant to customers. These events might update orders and/or itineraries, for
instance indicating that an order has been completed or an itinerary is ended. This
choreography allows that events can be stored independent of an order or an itinerary:
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Fig. 3 Choreography supported by the supply chain visibility ledger
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a scanning device or human generating the event is not aware of the existence of such
an order or itinerary.

First of all, a high-level description of the choreography for orders and itineraries
will be given. Secondly, a more detailed specification of the event choreography is
provided.

The choreography to register orders basically consists of two steps, namely a
customer submitting an order to the ledger and a service provider confirming the
order, thus establishing a subscription. Of course, an order may also be rejected if
there is no transactional relation. The confirmation of a subscription can be given in
three ways, namely a service provider confirming the order directly, e.g. a forwarder
confirming that an order with a shipper exists or linking an order to an itinerary.
Linking an order to an itinerary depends on the business processes of a service
provider that has impact on that of a customer. We distinguish two ways of handling
itineraries, namely:

e [tinerary-to-order. The itinerary is established by planning software for assigning
orders to a transport means, resulting in an itinerary of that transport means (also
known as trip for a truck). As part of the itinerary flow, an itinerary can be stored
on the ledger, automatically relating cargo of orders to that itinerary.

Since a service provider can store this type of itinerary to the ledger before an
order has been stored by a customer, that customer will not receive any events
with milestones before storing an order with the relevant cargo. To prevent this
latter option, the itinerary must contain an order reference in addition to cargo
identification(s).

This type of itinerary is completed if all cargo has been transported. It might never
end, if the planning is updated during its execution, meaning for instance a truck
justdrives (indefinitely) and transports cargo. This would be relevant to especially
autonomous transport means.

e Order-to-itinerary. An itinerary like a voyage scheme, flight or timetable of a train
is stored by a service provider like a shipping line, airline or railway undertaking
to the ledger. During booking and ordering, the itinerary is available to a customer.
An order is therefore linked to an itinerary.

This itinerary has a lifetime spanning either geographical or in time. For instance,
avoyage ends at its destination. A vessel can have a new voyage at that destination. A
flight or timetable, which is scheduled periodically like daily or weekly, will end at a
certain time. Whether or not it is replaced by another one depends on the agreements
of the service provider with one or more infrastructure managers and/or hubs, like
slot allocation at an airport or path allocation for trains.

A state diagram of orders and their cargo represents the possible milestones, which
are considered relevant for the current version of the supply chain visibility ledger
(Fig. 4).

In this version of the ledger, an order starts once it has been loaded on a transport
means. Intermediate positions of the cargo can be given GPS sensors on either cargo
or transport means, e.g. the Automatic Identification System (AIS) of vessels and
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Fig. 4 State diagrams of orders (top diagram) and their cargo (bottom diagram)

barges can generate their position. A future version of the ledger might also support
order picking and packing as milestones.

An itinerary can also be represented by a state diagram, see Fig. 5. The under-
lying assumption of this state diagram is that a transport means always starts by
loading cargo at some location at initiation of an itinerary, which is only the case
for order-supporting-itinerary. Furthermore, the state diagram assumes that at a loca-
tion, discharge takes place before loading new cargo. This is not always the case, for
instance loading and discharge of containers on a vessel can be in parallel.

Whereas the previous states, which represent milestones, represent the actual state
of a transport means at its itinerary, there are also other states relevant, namely:

e Future states: these represent the future state of a transport means during its
itinerary. Normally, the Estimated Time of Arrival—and Departure (ETA/ETD)
are considered, but also predicted deviations of positions can be given, based on
any planned or unplanned activity in the infrastructure. These deviations are the
basis for delays and, potentially, changes in the places called upon during the
itinerary.

e Datasets: atloading and discharge, data representing the physical state of the cargo
at hand over to a carrier and by a carrier to the next leg operator, e.g. a consignee,
is represented by a data set. This data set should contain all relevant data required
by authorities, like dangerous cargo details required by infrastructure managers.

o 4 o

finished

Position

Fig. 5 State diagrams of an itinerary
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The ledger can contain a reference (a link) to a data set, e.g. a transport document,
like a waybill or CMR (road transport), and a customs declaration.

Figure 6 shows the choreography for sharing events. The reception of an event
with a milestone by a service provider.

Events can be submitted by any actor, either in its role as customer or service
provider. Each actor, e.g. an organization or a Digital Twin (see data structures), can
have both roles, where in general a Digital Twin will have the role of service provider.
Having received an event may also indicate the completion of one or more orders
and/or an itinerary.

In an ideal situation, everyone uses the Supply Chain Visibility Ledger. Associa-
tions between any two Digital Twins are stored by an event submitted by the actor
making this association, e.g. load a container on vessel. The following actions are
feasible for the subtype ‘general’ and ‘bulk cargo’ as a subtype of ‘cargo’ (see data
structures):

e Combine general—or bulk cargo of different customer orders into one order to
a service provider, containers of different shippers are transported by the same
vessel,

e Split general—or bulk cargo of one customer order to different orders with one
or more service providers.

¢ A combination of both, namely splitting general—or bulk cargo of one customer
order to different orders and combining it with general—or bulk cargo of other
customers orders.



Supply Chain Visibility Ledger 315

These actions impose additional validations for completing an order. For instance,
an order where cargo is transported by two or more transport means, is completed
when all cargo is delivered at the agreed location. An actor can submit an event to
the ledger in its role as customer or service provider, as shown in Fig. 6 by ‘share
event’.

Each new event stored at the ledger will contain a reference to one or more objects,
e.g. atransport means and/or its cargo. Having received an event of a transport means,
e.g.its arrival at alocation, may generate a new event for cargo to be discharged at that
location. A service provider might also submit an event with a milestone, for which a
condition is not yet met, e.g. there is not yet a release. In case cargo is loaded, but not
yet departed, a notification a new event will be generated to the service provider that
departure is not yet allowed. In case cargo is departed, an event indicating a warning
will be generated and potentially other stakeholders will have to be informed.

The role of the actor submitting the event should be part of the event, resulting in
the following actions:

1. If a service provider submits an event to the ledger, an event is shared with
a customer based on a confirmed order only if the place of a Digital Twin in
an event equals the place of acceptance,—delivery or some intermediate place
mentioned in the customer order. A transport means or cargo object of an event
can only be linked to customer orders that are not yet completed. In case a cargo
object can be associated to two (or more) orders, it can only be associated to the
one that is either not yet completed, or where the timestamp of the milestone
given by the event is within the time interval between time of acceptance and—
delivery and the place is either the place of acceptance or delivery of an order.
This case represents that the same container is transported from a port to the
hinterland that can re-appear the same day in the port.

A warning is generated in relation to conditions (see for instance ‘release’).
Another warning provides an indication of delays or deviations that are not in
line with an itinerary and/or an order. A delay indicates that a milestone is not
within its agreed time period, e.g. a transport means arrives too late at a location.
A deviation means that a location will be called upon by a transport means, which
is not given in the original itinerary. Especially when cargo is discharged at that
location, a warning will be generated to a customer. An error represents absence
of an itinerary of a transport means and/or absence of cargo in an order. In the
latter two cases, the event may be stored temporarily and processed at a later
stage when an itinerary and/or order are entered.

2. If a customer shares an event to the ledger, this event should relate to cargo
of an order that serves as subscription. The event is directly accessible by the
service provider. There are different cases like a forwarder sharing a custom—
and a commercial release with a carrier or a shipping line sharing a commercial
release with a terminal. In both cases, the event must contain uniqueness of its
provenance, customs and a bank respectively. A carrier can thus only pick up a
container after a terminal as authenticated the customs release. Record integrity
of the releases needs to be provided.
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An event submitted by a service provider or customer is always stored in the ledger.
It can trigger a new event, either submitted to a service provider or a customer, unless
an error or warning is detected. In its turn, this new event is also stored and can trigger
generation of a new event. Whenever it is not possible to generate a new event, the
process of sharing events ends. It means that none of the following conditions can
be met that are implemented by ‘generate event’:

1. Eventis received by a customer. The following rules are validated for generating
a new event:

(a) The receiving customer acts as service provider in an order that contains the
Digital Twin of the received event. A new event is generated to that customer.
The condition is formulated as: if The Digital Twin in the received event
occurs in an order of that customer in its role as service provider and (if (the
milestone is departure and the place in the event place of acceptance in the
order and the time of the milestone is in the period mentioned in the order)
or (the milestone is arrival and the place of the event is the place of delivery
in the order and the time of the milestone is in the period mentioned in the
order) or the milestone is pass and the intermediate place is in the order)
then generate new event to the customer of the order.

(b) The Digital Twin is associated with another Digital Twin that appears in one
or more order. There are two cases identified for these orders (they can be
formulated in more detail like the rule before):

(i) The receiving customer acts as customer. The only relevant situation
for generating a new event is where the milestone of the received event
is arrival at place of acceptance in the next order. In case the milestone
is an ETA prediction, the next leg represented by the order can be
informed in case the ETA does not fit with the time period for start of
the next leg.

(ii) The receiving customer acts as service provider. The service provider
will generate a new event to a customer as described by the first part
of ‘share event’.

2. Event is received by a service provider. If the service provider also acts as cus-
tomer, i.e. it has outstanding orders with other service providers, the event will be
shared with those service providers that have the place of acceptance or—depar-
ture and the Digital Twins that are concerned as part of the order with them. The
places of arrival and—departure can be given as places of call of an itinerary.
The time of release also has to fit with the period mentioned in the order.

Sharing arelease like a customs—or commercial release is only feasible if that release
refers to a particular place, for instance a terminal. Thus, it is not sufficient to specify
only a release milestone, but also where the release takes place and what objects it
concerns.
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3.3 Data Structures—Digital Twin

The data structures for the interactions are based on an ontology of all data that
can be shared. The concept of ‘Digital Twin’ (Boschert and Rosen 2016) is core
to this ontology: a Digital Twin is a representation of any physical object in the
real world with information. As the following figure shows, transport means, and
cargo are the main subtype of Digital Twin. Cargo in its term has the subtypes of
equipment (e.g. containers, trailers), general cargo consisting of number and types
of packages (e.g. pallets), bulk cargo (e.g. liquid bulk like palm oil) and transport
means (e.g. a truck with its trailer on a ferry or railway wagon). A Digital Twin
has an identifier like a container number or Automatic Identification System (AIS)
identification. A business transaction, which is an instance of a business service,
has a unique identification and so will have orders and events. Actors have one of
two roles in a business transaction: customer or service provider. The role can be
modelled by a property of the association or as a separate list of potential roles, since
other roles like shipper, forwarder, and carrier can act as customer and/or service
provider.

Figure 7 shows the high-level ontology, the so-called upper ontology, for supply
chain visibility. It includes business services representing data shared between any
two stakeholders in a business transaction. An order is part of this business transaction
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data, representing the progress in a choreography representing ordering and planning.
An order can be on transport, thus containing at least data of the subtype ‘Cargo’ of
Digital Twin, or on buying and selling, thus containing the subtype ‘Product’.

Each Digital Twin has an association with ‘place’, where place represents phys-
ical locations like terminals, warehouses, (air)ports, and distributions centres. Two
types of places are foreseen for transport: the place where transport starts (place of
acceptance) and where the service is completed (place of delivery). In some cases,
these places have different names like port of loading and discharge for sea transport
or pickup and drop off for road transport.

An itinerary is represented by the ordered set of places called upon by a transport
means, where the order is defined by a time sequence. In many cases, this time
sequence of a places of call for a transport means has a unique identification like a
trip—, voyage—or flight number. In some occasions, the actual transport means can
be added later to an itinerary, for instance a trip can be assigned at a later stage to a
particular truck. By modelling an itinerary as a Digital Twin, such a unique identifier
an be assigned. Since an itinerary has no additional data, it is not further specialized
into a subtype in the ontology.

Additionally, an intermediate place is required like border crossing place. Each
of these places is represented by an association with the following properties:

e An agreed or planned time with an uncertainty expressed by a period. A timetable
of a transport means like a train can for instance have a planned time. A flight
schedule is a similar construct.

® A timetable, voyage scheme, route, or flight may have a unique identification. It
expresses a sequence of places that are called upon by a transport means.

e The estimated time at which a Digital Twin will be arrive or depart from a place,
with an uncertainty.

e The actual time of arrival or departure.

A turnaround period can be expressed as the difference between a time of departure
and arrival. The route of each instance of a Digital Twin can thus be configured
by customer orders containing the instance of a Digital Twin, e.g. a container and
its various transport legs. It may also be the case that within a customer order, a
customer not only requires data on the start and end of the transport leg, represented
as place of acceptance and—delivery, but also an intermediate place like place of
border crossing, for instance to decide on the customs procedure at crossing.
Associations between the subtypes of Digital Twin represent that subtypes are
contained by or contains another subtype. Such an association also has properties like
the number of packages of general cargo that is contained by a container or the volume
of bulk cargo carried by a vessel. Time is another property of these associations,
i.e. the planned and actual time of constructing or deleting the association like the
planned time of loading or discharge of a container from a vessel. Furthermore, the
association is (or can be in case of a itinerary) established at a particular location.
Since an itinerary can call upon more than two places, cargo represented by associated
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Digital Twin must be linked to a particular place. This place is mentioned in an order,
either as place of acceptance or—delivery.

Primarily, the milestones ‘arrive’, ‘depart’, ‘construct’ or ‘load’, or ‘delete’ and
‘discharge’ are foreseen. The construct and delete milestone will be made specific
to an association:

e Pack and unpack products to general cargo;
e Stuff or stripping of general cargo in container(s);
e [oad or discharge cargo from a transport means.

Secondly, milestones like ETA or release are identified, where a customs can provide
a customs release and another stakeholder a commercial release based on payment
of transport charges by a bank.

This ontology is the basis for three data structures representing orders, itineraries,
and events. Basically, three operations can take on these data structures, namely create
a new instance (a so-called post operation), update an existing one (put operation),
and retrieving data (get operation). Each operation is linked to an activity in the
choreography. For instance, an actor can post an event in event processing, whereas
another actor can get new events. Data can not be deleted from a ledger, due to its
immutability. Only the state of a data entry can be changed, e.g. to rejected.

For implementation purposes, the conceptual data structure is simplified and spe-
cific elements for processing are included. The subtypes of Digital Twin can be ‘type
of Digital Twin’ and ‘place of acceptance’ and ‘- delivery’ can become properties of
a Digital Twin. The milestones are part of the implementation structure.

Figure 8 shows the implementation structure (x: data is required; o: data is
optional). This latter structure allows visibility of all types of Digital Twins, includ-
ing sharing their milestones. Also, the provenance of milestones has to be traceable.
A hash of the event is inserted, where the hash is encrypted with the private key of the
one that has submitted the event. Since such an event can have a relative low amount
of data, a generated string can be inserted if is used to calculate the hash. There can
be multiple conditions to an order, like commercial—and customs release. These
conditions are the basis for a warning, see before. The table of the implementation
data structure also includes a state variable for an order and an itinerary. The Digital
Twin or cargo state is represented by a milestone shared by an event.

The implementation data structure has an entry for ‘Relation to data’ with a URL,
the type of data (e.g. purchase order data), and its technical representation. In the
conceptual model, such a purchase order contains product data and represents the
progress of the collaboration between a buyer and seller.

A purchase order can be modelled as a lower ontology based on the one shown in
Fig. 5 or as a set of rules on data requirements represented for instance in SHACL
(World Wide Web Consortium 2017). Figure 7 is not complete, it can be extended
by the association between products and general cargo, representing despatch advice
data.
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Conceptual structure tion structure - general
Data properties Order Itinerary Event Data element Order Itinerary Event
Actor Actor
customer x x customer x x
service provider X X X service provider X X X
identifier X X X identifier X X X
Digital Twin state X X
Identifier X X X milestone X
Subtype X X X timestamp X
Digital Twin - place of acceptance encrypted hash o
alternative role X X provider of the hash o
planned time (window) x Digital Twin X x
estimated time X Identifier X X X
actual time X Subtype X X x
Digital Twin - place of delivery No. of units X
alternative role x x Start of an acitvity x
planned time (window) X place X
estimated time X time window X
actual time x Completion of an activity °
Digital Twin - intermediate place place X
alternative role M x time (window) x
planned time (window) x Intermediate
estimated time X Place o
actual time X time window o
Place(s) Place(s) x
Place X X Place X
planned time (window) X X time X X
estimated time Speed (transport means) 0
actual time Direction (transport means) 0
General cargo - equipment o 0 Condition(s) o
number of packages X Relation to data 0
planned stuffing time (window) x URL to data x
actual stuffing time X Type of data X
planned stripping time (window x Data representation standard x
actual stripping time X Digital Twin associaton (s); related to places o X o
Cargo - transport means o o Identifier o x x
planned loading time (window) X Subtype X X X
actual loading time X time x x
planned discharge time (window| X
actual discharge time X

Fig. 8 Conceptual—and implementation data structures

3.4 Ledger Technology Functionality

There are two important requirements to implementation of the supply chain visibility
functionality by ledger technology, namely transactional confidentiality and data
semantics.

Till now, we have not presented any functionality that is specific to implementing
supply chain visibility by ledger technology. However, utilizing ledger technology
requires transaction confidentiality. Whereas all data can be encrypted and only
decrypted by a recipient, the fact that any two stakeholders share data is already
sensitive. It allows detection of commercial relations between any two stakeholders.

Transaction confidentiality is therefore an important feature of a Supply Chain
Ledger. It considers two aspects, namely the ability that only an intended recipient
is able to read the data (Hofman et al. 2018) and it is impossible for unauthorized
users of the ledger to trace back which users shared particular data. Transaction
confidentiality makes the ledger completely private, thus supporting commercial
sensitivity. Each user has a keypair acting as its identity that is verifiable. Transaction
confidential is achieved by a user, which we will call submitter and is intending to
share data with another user, generating a new identity, i.e. keypair 1. Payload data is
published to the ledger via this new identity, where the data and a signature created
by the submitter are encrypted with a symmetric key. Details for unlocking data,
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the so-called payload unlocker, are shared with an intended recipient by creating yet
another identity, i.e. keypair 2. Each recipient also creates a new identity, i.e. keypair
3, for receiving the data. The payload unlocker contains keypair 1 and a signature of
the original submitter of the data proving the integrity of the symmetric key, where
the signature is made by encrypting the symmetric key of keypair 1 by the private key
of the submitter. The public key of the submitter can also be shared in the payload
unlocker but could also be shared otherwise.

A second important requirement to ledger technology is the separation of data
structures and software code. So-called smart contracts contain data structures, which
means that any updates in data structures and their semantics would result in new
software code. By separating them, software code can be more generic, and code
and data structures can be maintained and shared via a ledger separately. The data
structures can be represented as SHACL (World Wide Web Consortium 2017) and
validated using standard software components. A rule could be for instance for events
that if the type of Digital Twin is ‘container’, the ‘identifier’ should have a particular
format (4 letters, nine digits, and a check digit based on an algorithm), meaning that
the software can validate container numbers given by an event. Another rule would
be that the event should at least contain one Digital Twin of type cargo or transport
means and their subtypes. These SHACL rules are stored on the ledger and can be
accessed by anyone. Thus, data structures are separated from software code of the
APIs provided by the Supply Chain Visibility Ledger.

3.5 Potential Functional Extensions

The proposed Supply Chain Visibility Ledger supports physical actions represented
by milestones. Since IoT enables not only location-based services, but also other types
of services like monitoring the condition of cargo, the milestones can be extended.
Cargo conditions can for instance be detected by temperature sensors to signal that
the temperature exceeds a maximum or is lower than the minimal allowed setting
which can be relevant to the quality of the cargo, shock sensors that can be used to
trace potential damage to packages, seals that signal unauthorized opening of the
cargo, especially containers, and weighing assets that detect the actual gross weight
of cargo, for instance at loading a container on a vessel. The ledger can be used to
share these sensor readings.

In this research chapter, the ledger supports milestones that reflect the start and
completion of an order between a customer and service provider, i.e. the place and
time of acceptance and delivery. This order is used as a subscription mechanism to
events and represents in fact the access policy of an enterprise. Since orders can
differ, this access policy must be dynamic. Such access policies may be extended
with intermediate places for which milestones are required. A service provider can
decompose a customer order in various transport legs and the customer might require
to be informed of the status of each leg. Additional settings can be given in the order
or can be considered as configurations of the ledger by a customer.
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Although we have mentioned them, authorities’ requirements are not yet incor-
porated in the functionality. Authorities can have access to milestones shared by
events, where both the milestones and the relevant data accessible through links can
be mandatory. For instance, a customs authority could formulate its requirement to
receive all milestones for container movements of those containers that will arrive in
the first port of call (customs at entry and are discharged in a port under its responsi-
bility. These container movements include any diversions due to changes in voyage
schemes of vessels. Where the access policies of enterprises are dynamic, those of
authorities will be static and should be derived from regulations. The authority access
profiles will only change when regulations change. These types of extensions based
on dynamic and static access policies require further elaboration.

4 Discussion

Like stated, the previous specifications are technology independent, but impose par-
ticular requirements to ledger (and potentially other) technology. This section briefly
discusses on the one hand the advantages of using ledger technology for developing
the Supply Chain Visibility Ledger and on the other hand potential extensions of
the Supply Chain Visibility Ledger. The ledger is also positioned in a context with
other IT solutions for handling storing data, managing orders, and decision support
of enterprises and authorities.

4.1 Advantages of Applying Ledger Technology

Ledger technology consists of a (n immutable distributed) data layer with software
providing API functionality. The data layer consists of a set of (interoperable) nodes
of a given technology, e.g. BigChainDB, Ethereum, or Hyperledger Fabric.

A first major advantage of ledger technology is that the data layer replicates
(almost) immediately data across all nodes. For instance, a customs release token
only has to be published once and is immediately available to a carrier and stevedore,
based on their contractual relations with their customers. In case many platforms are
used by relevant stakeholders, such a token needs to be distributed to all relevant
stakeholders or these stakeholders have to regularly have to poll whether or not a
token is available and they are also allowed to access this token by delegation (iShare
2019). Applying ledger technology will speed up logistics operations.

Having the data in a ledger, not only provides an immutable log and audit trail that
could serve as a proof in case of conflicts, but also makes it possible to post events
independent of an order or itinerary. It supports sensors and scanners providing
milestones that are relevant to an itinerary and/or order, without these sensors or
scanners storing data of these orders. Thus, a leger with the proposed interfaces
optimally supports Internet of Things (IoT). Having all relevant data in a ledger also
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provides the opportunity to automatically generate additional events. The ledger
functions as a type of broadcasting solution based on subscriptions.

Creating a global supply chain visibility ledger also implies that each stakeholder
has one interface with that ledger. It only needs to connect once and is able to
share data in a controlled manner with all others connected to the ledger. This fully
supports the idea of what is called ‘plug and play’ developed by the Digital Transport
and Logistics Forum (Digital Transport and Logistics Forum (DTLF) Subgroup 2:
Corridor Information Systems, 2018).

Furthermore, the data layer is also applied for distributing software, what is called
‘smart contracts’ in case of Ethereum. The same software providing supply chain
visibility APIs is available to all end-users of the ledger. One of the main requirements
to technology is global support, i.e. all logistics stakeholders and authorities should
be able to use the same solution. Ledger technology supports this requirement.

Another advantage is that the nodes of the data layer can be installed in all domains,
e.g. an individual authority can install a node, authorities of one country can share
a network of nodes, and a logistics stakeholder or an IT service provider can install
such a network. An IT service provider might offer this (sub)network to Small and
Medium sized Enterprises (SMEs) and provide all relevant functionality to these
SME:s with a business model. Thus, each user can run its own network of nodes and
act as ledger steward. This network of nodes is robust, meaning that if one of many
nodes fails, the network and functionality and data are still available. Such a network
of nodes needs to consist of at least three nodes. In case the number of nodes is low,
performance of the network might decrease due to failure of one node.

Separation of concerns based on layering is also an important advantage of apply-
ing ledger technology. Whereas the nodes store and distribute the data, the software
providing the API functionality can be developed and validated by a small group of
individuals. Of course, these APIs execute operations on data stored in the ledger,
which implies that the structure of the data stored in a ledger has to be downwards
compatible; any update of a data structure needs to support the previous version or
else new API functionality has to be distributed resulting in what could be considered
forks. Downward compatibility allows end-users to gradually upgrade their function-
ality. Separation of concern supported by the software distribution mechanism is a
great advantage over more traditional platform solutions, where each platform will
have to upgrade their APIs themselves.

Finally, the nodes all store the data encrypted. It means that someone providing a
node does not have access to the data, unless a ledger steward also acts as end-user.
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4.2 Infrastructure Governance

A supply chain visibility ledger is a digital infrastructure (Tilson et al. 2010) with
specific features (see the previous pages). Governance defines the scope of the appli-
cation of such an infrastructure. In general, the governance principles for a network-
based infrastructures development should consider (Ostrom 1990; Andereis et al.
2004):

e Defining Boundaries—The boundaries of the information structure and those
individuals or groups with rights to infrastructure resources should be clearly
defined.

e Balancing the Benefits and Costs of Resource Usage—Operational rights spec-
ifying the types of infrastructure resources that a user can access should be
directly linked to local needs and conditions concerning work practices, available
technologies, information, and/or money inputs.

e Managing and Sanctioning resource—A system monitoring resource image
should be implemented by the users themselves. Users who violate rules should
receive gradual sanctions (depending on the seriousness and context of the
offence) from other users and/or official accountable to these users (i.e. by
constitutional right holders).

e Devising and Modifying resource Usage—Users should have rights and modify
the rules determining the use of infrastructure resources. These rights should not
be imposed by external authorities (e.g. the state).

e Conflict Resolution mechanism—Users and their officials should have rapid
access to low-cost, local area arenas to resolve conflict among users, between
users, and between their officials, and infrastructure providers.

These aspects consider resources as crucial, being for instance the supply chain visi-
bility ledger. The boundaries are clearly specified by the supply chain visibility APIs.
Resource usage will be governed by on the one hand technology, i.e. the API func-
tionality with potential restrictions imposed by one or more stakeholder (groups),
and on the other hand the rules for accessing the resources, i.e. valid attestations
for identity provisioning like having a registration by international accepted bodies
like the Chambers of Commerce, financial creditability and a valid bank account.
From a technical perspective, standardization and adoption of open standards, i.e.
standardization of supply chain visibility data structures,—choreographies specify-
ing the sequencing and functionality of APIs, and the APIs themselves, can be of
value. Having open standards stimulates innovation. Internet standards are a very
good example illustrating innovation by open standards where applications utilizing
the Internet drive adoption. These standards could be transformed into open source
software, that can be implemented directly or via distributors by organizations, thus
creating business models like that Redhat (Krishnamurthy 2005).
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4.3 Infrastructure Technology

There is also the issue of different providers using different technology, including
the application of different blockchain technology like Ethereum, BigChainDB or
Hyperledger Fabric. For instance, a commercial platform provider may develop a
solution based on an Enterprise Service Bus (Erl 2005). Such a solution will apply
the publish/subscribe mechanism of the technology and implement business log-
ics. A platform itself can be offered as a cloud solution. Another approach would
be to extend the reference architecture of the International Data Space (Dalmolen
et al. 2019) with the required functionality. For this purpose, specific application
components can be developed and distributed via a type of Appstore. The IDS ref-
erence architecture can be implemented by many providers, leading to different IDS
networks based on peer-to-peer data sharing with IDS connectors and one or more
Appstores. Although the IDS reference architecture has implemented some type
of separation of concerns (layering), its software distribution is separate from the
infrastructure.

In case there are many of these platform providers, different IDS networks, or
different ledger technology applied, these different solutions have to become inter-
operable to provide global supply chain visibility. There are at least two issues to be
addressed in these implementations. The first is that of technical interoperability:

e DS networks. The protocols for interconnection of IDS connectors are standard-
ized. The only issue is to discover the proper connector of a customer or service
provider. Therefore, the IDS brokers serving as registry have to be interconnected.
It requires standardization of (meta)data stored in the various brokers.

e Platforms. The registries of platforms need to be interoperable to discover which
platform is used by which user.

e [edger technology. Ledger technology can be made technically interoperable
by implementing the appropriate technical standards. Besides sharing user reg-
istrations amongst each other, API software should also run on different ledger
technology.

Secondly, solutions of different providers based on different or identical technology
need to be functional interoperable, namely at business level. Supply chain visibility
services need to be identical for all users. Services provided to end-users have to
be interoperable at a functional, business level, preventing any loss of data. IDS
connectors need to implement the same application component for supply chain
visibility, preferably of the same developer, or platforms must provide the same
supply chain visibility service. There are solutions for having different providers of
IDS application components or platform services, like validation and certification.
This will require additional overhead (and governance) to implementation of supply
chain visibility.

In case the supply chain visibility ledger is based on a variety of ledger, first of all
this technology has to be interoperable (Hardjono et al. 2019). A ledger of a given
technology implicitly supports real time distribution of software providing the API
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functionality, i.e. the software is part of the blockchain, where the software is agreed
by the majority of the stakeholders. There are two relevant aspects to be addressed.
The first is a governance issue. Bitcoin has solved governance by its mining solution
and a small group of developers posting new software, i.e. smart contracts, to the
network (Bohme et al. 2015). Differences in smart contracts lead to so-called forks
that are considered as new crypto currencies with their network of nodes, miners,
and developers. For (global) supply chain visibility, a similar type of governance has
to be installed to prevent forking (although one might consider forks for localisation
of the functionality, forks focussing on a particular modality, or forks supporting
a particular type of cargo (containers, commodities, etc.)). The second issue is the
support of API software by different ledger technology. For instance, Ethereum
has its programming language, whereas BigChainDB can support different types of
programming languages.

4.4 Interoperability Between Different Technology
Solutions—Visibility Standards

The design assumes an ideal world, where all users integrate with one Supply Chain
Visibility Ledger. These users can be enterprises and authorities that require and
share milestones of the physical processes. In the real world, we will have many
Supply Chain Visibility Ledgers and—Platforms, each with their users and business
model. Enterprises that do business with each other, can use different ledgers or
platform and authorities don’t wish to integrate with all ledgers and platforms. First,
authorities will develop their ledger or platform, secondly, privately operated ledgers
have to configure the proper subscriptions for authorities, and thirdly, all ledgers and
platforms have to be interoperable, i.e. they have to be able to share data. The latter
consists of two parts:

e Technical interoperability—the ledgers and platforms have to be able to commu-
nicate with each other.

e Functional interoperability—the ledger—and platform services have to be identi-
cal to allow users to share events. Functional interoperability requires agreement
on the configuration of subscriptions and events with milestones.

Technical—and functional interoperability has to be standardized and adopted by
each ledger—and platform provider, see before. There are already (proprietary) sup-
ply chain visibility interfaces like the Open Trip Model (OTM'), Tradelens,” and the
Electronic Product Code Information System [EPCIS (Global Systems One, 2014)].
These interfaces differ in functionality, e.g. OTM stems from road transport and
expands to other modalities, Tradelens supports visibility of container transport by
sea, and EPCIS is generic and needs to be configured with semantics. They are

Iwww.opentripmodel.org.

Zhttps://docs.tradelens.com/.
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incompatible and a proposal is to develop one standard based on these inputs. Any
implementation choices also need to be represented as options, like the provenance
of a milestone.

In general, the public—and private domain all have their different systems. The
implication of having several Supply Chain Visibility solutions in the private domain
is that the public domain will develop its own solution. This latter solution will have to
be interoperable with private domain solutions, both technical and functional for all
modalities and all subtypes of Digital Twins. It requires harmonization of milestones
and data semantics.

An alternative solution would be to construct a layer of nodes operated by enter-
prises, authorities, and service providers. These nodes can be based on different
technology solutions and technical interoperability constructs an immutable dis-
tributed database. A common understanding of a conceptual approach as taken in
this research chapter for implementation of functionality with agreements between
all stakeholders will automatically provide functional interoperability of these nodes.
The same infrastructure can be used by public and private sector stakeholders and
provide real time supply chain visibility. The construction of such a global supply
chain visibility ledger requires a clear governance structure. Governance requires
active participation of both authorities and supply and logistics enterprises.

5 Conclusion and Further Work

Distributed Ledger Technology (DLT) can reduce complexity and automatically pro-
vide supply chain visibility to all stakeholders in a controlled manner by generating
events and warnings based on events posted by physical devices (sensors, scanners).
Complexity reduction is achieved by avoiding that individual stakeholders need to
develop, implement, and maintain software for processing incoming events and gen-
erating new events. Based on various use cases documented in literature, this research
chapter formulates general requirements for supply chain visibility. These require-
ments are transformed into conceptual specifications resulting in data structures and
proposals for a limited set of APIs to support supply chain visibility. The conceptual
specifications are developed by applying BPMn Choreography, state diagrams, and
ontology modelling.

Since the specification is technology independent, this research chapter presents
arguments for applying ledger technology. Governance is one of the main issues
for any technology implementation of the functionality. Applying ledger technology
instead of any other type of technology provides the opportunity to create a global,
neutral supply chain visibility infrastructure that can be applied by both the public—
and the private sector (one might also have a separate public—and private sector
implementation that is synchronised). Applying ledger technology also makes it
possible to create a broadcasting solution where only subscribers are able receive
particular events.
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In case ledger technology is applied, transaction confidentiality and a separation
of data structures and software code need to be implemented. This research chapter
briefly presents results of previous work on these topics, discussed in various other
papers.

This research chapter presented a conceptual specification of functionality of a
supply chain visibility ledger. A demonstrator of this ledger needs to be developed to
create awareness of the potential of Distributed Ledger Technology. It can also be an
instrument to further develop, validate, and improve specifications of an open supply
chain visibility infrastructure and support the discussion on governance of such an
infrastructure. Validation of the demonstrator and extending the functionality can be
in close collaboration in different use cases with users, both business and authorities.
The validation would lead to formalization of the choreography, the semantic model,
data structures for all interactions, and various implementation choices that have to
be made.
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