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Abstract. The MQ problem, an NP-complete problem, is related to
the security of Multivariate Public Key Cryptography (MPKC). Its vari-
ant, the constrained MQ problem, was first considered in constructing
secure multivariate encryption schemes using the pg-method proposed
at ProvSec2018. In this paper, we propose an encryption scheme named
PERN, whose key space completely includes that of the pg-method. The
decryption of PERN uses methods of solving nonlinear equations over
the real numbers, which is different from the decryption of the exist-
ing encryption schemes in MPKC. The construction of PERN is fairly
flexible, which enables us to construct a multivariate encryption scheme,
whose public key consists of multivariate polynomials of degree 2, 3 or
higher degrees while constraining its public key to a reasonable size.

Keywords: Multivariate Public Key Cryptosystems - Constrained
MQ problem + MQ problem - Nonlinear equations * Post-quantum
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1 Introduction

Multivariate Public Key Cryptography (MPKC) [8], which is a candidate for
post-quantum cryptography, uses multivariate polynomial systems as its pub-
lic key, and in most cases, its security is based on the difficulty of solving a
set of multivariate polynomials. This problem of solving a set of multivariate
polynomials is called the MP problem as follows.

MP problem: For a prime number ¢ and positive integers m,n, let
F(x) be a polynomial system of m polynomials over a finite field F, in n
variables x = (z1,...,7,). Then, find xo € Fy such that F(xq) = 0.

The constrained MP problem is derived from the MP problem.

Constrained MP problem: For a prime number ¢ and positive integers
m,n, L, let F(x) be a polynomial system of m polynomials over F, in n
variables x = (z1,...,2,). Then, find xg = (291, ..., %o,n) € Z" such that
F(xo)=0and —£ <z, <L (i=1,...,n).
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When only quadratic polynomials are used in the (constrained) MP problem,
the problem is called the (constrained) MQ problem. At ProvSec2018, Yasuda
[37] introduced the constrained MQ problem for the first time, and proposed a
method called the pg-method for constructing multivariate encryption schemes
whose security is mainly based on the difficulty of solving the constrained MQ
problem. The constrained MP problem is also related to the SIS problem. In
fact, the SSNE Problem [30] derived from the SIS problem is very similar to the
constrained MP problem.

As MPKC encryption schemes, Simple Matrix Scheme [31], EFC [29], and
HFERP [16] are known. A detailed cryptanalysis for HFERP is not yet done
since it was recently proposed. For Simple Matrix Scheme and EFC, critical
attacks have not been reported, but they require using very large parameters,
which sacrifices the performance of encryption and decryption. Because of such
circumstances, developing new encryption schemes in MPKC becomes an impor-
tant problem.

One reason that accounts for the difficulty of designing a secure MPKC
encryption scheme is the difficulty of constructing trapdoor one-way functions
given by injective polynomial maps. However, by adding a restriction on the
definition range of a polynomial map, the map can easily become injective. Con-
sequently, it is easy to construct an injective trapdoor one-way function with a
constrained polynomial map, and this function can be used to construct MPKC
encryption schemes whose security is based on the difficulty of solving the con-
strained MP problem.

Most of the MPKC encryption schemes uses a bipolar structure. The key
generation of a multivariate encryption scheme with the bipolar structure is
described as follows.

1. Choose an injective multivariate polynomial map G(x) : Fy — Fy" whose
inverse can be computed efficiently.

2. Choose randomly affine isomorphisms S, T on Fy, Fg*, respectively.

3. Compute F'(x) =T o G(x)o S : Fy — Fp.

F(x) is used as a public key, and the secret key consists of G(x),T and S. G(x)
is called the central map of this scheme. Encryption and decryption processes
are described as follows.

Encryption: For a plaintext m € Fy}, compute ¢ = F'(m). ¢ is a ciphertext.
Decryption: For a ciphertext ¢ € F}", compute (1) by = T7'(c), (2) by =
G~ 1(by), (3) m’ = S~1(by) in this order. m’ coincides with the plaintext m.

The security of the schemes using the bipolar structure is based on the dif-
ficulty of solving the (usual) MP problem. If we want to change this security
assumption to the constrained MP problem, the map G(x) : Fy — Fy* should
be changed to a constrained polynomial map G(x) : Z — Fy" where 7 is a
proper subset of Fj and m should be chosen from Z. Here, G(x) is sufficient
to be injective on Z. Note that the definition range of F(x) is S~1(Z). The pg-
method also uses the bipolar structure. (However, S is restricted as Z = S~1(Z).)
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The construction of G(x) in the pg-method is as follows. First, we construct
a central map Go(x) of an (previously proposed) encryption scheme (e.g. the
Matsumoto-Imai scheme [22]) over F,,, where p is enough smaller than g. Go(x)
is then lifted into a polynomial map @(x) with integer coefficients. Next, pre-
pare a certain polynomial map Wg(x) with integer coefficients, G(x) is defined
by G(x) = #(x) + Pr(x). (Pr(x) is a polynomial map appended to enhance
security) In the decryption algorithm of the pg-method, the computation of
by = G~ !(by) is done as follows: From by = G(by) = &(by) + ¥x(bs), the
part Ur(bs) can be eliminated due to its special design in the pg-method. After
that, by can be obtained by inverting Go(x). We can say that the pg-method
is a modifier that changes encryption schemes in MPKC over F, to encryption
schemes over F,. However, the pg-method requires a constraint on the domain
of G(x). Due to this constraint, G(x) can become injective. By the existence of
the constraint, the security of the pg-method is related to the constrained MQ
problem.

In this paper, we propose a new multivariate encryption scheme called PERN
(Polynomial Equations over the Real Numbers), whose security is mainly based
on the difficulty of solving the constrained MP problem. PERN resembles the
pg-method, but PERN does not use a central map of a previously proposed
encryption scheme for the construction of G(x). As a $(x), we can choose any
polynomial map with small integer coefficients. This implies that the key space of
PERN completely includes that of the pg-method. In the decryption of PERN, we
need to solve a system of 2n equations in n variables with integer coefficients. To
solve such a system, we use techniques of solving a system of nonlinear equations
over the real numbers, and the fact that its solution has integer components.
Since these techniques of solving a system of nonlinear equations over the real
numbers are applicable to polynomial systems of any degree, $(x) (and ¥g(x))
can be chosen with any degree in principle. For the first time, techniques for
solving the system of nonlinear equations over the real numbers are used for the
decryption in MPKC (Table1).

Table 1. Different solvers used in the decryption of MPKCs

Tool Representative schemes
Power operator C™ [22], Square [6]
Linear equation solver over Fy Rainbow [9], ABC [31]

Univariate equation solver over F, | HFE [26], Gui [27]

Multivariate equation solver over Fy | Multi-HFE [4]

Nonlinear equation solver over R Proposed scheme

In the proposed scheme, the affine isomorphism S is fixed to be an iden-
tity map. Therefore, the set of monomials appearing in G(x) and F(x) can
be adjusted freely. This means that the key length can also be adjusted freely.
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Hence, we do not need to restrict the degree of polynomials to 2 or 3 due to
the key length considerations as in the previous MPKC schemes. As another
advantage of the proposed scheme, the complexity of the Grobner basis attack
can be maximized. However, if the number of monomials appearing in G(x) and
F(x) is too few, the complexity of the Grobner basis attack decreases and the
attack against the inhomogeneous SIS problem works effectively on the proposed
scheme. Moreover, it may increase the number of equivalent keys. Therefore, the
proposed scheme should take a large number of monomials.

2 Trapdoor Functions by Multivariate Polynomials
with Integer Coefficients

For a positive integer [, we denote the least non-negative remainder of an integer
a by a mod [, and the least absolute remainder of a by lift;(a). For a € Z/IZ,
amod ! and lift;(a) are defined similarly. I; is defined by I; = (—1/2,1/2] N Z,
then a mod ! € [0,1 — 1] and lift;(a) € I;.

Let x1,...,x, be n independent variables and x = (z1,...,2,). Let

P(x) = (¢1(x), -+, ¢n(x)) € ZX]", ¥(x) = (¥1(x), .-, ¥n(x)) € Z[x]"

be two polynomial systems with integer coefficients of which absolute values are
small. Let L be an odd positive number, and Mg, My be positive integers such
that

Mg > i:fllla}fn{|¢z‘(a)| |delpr}, My > igllé}?fn{\lﬁi(a)| |der}. (1)

For example, if ¢***(x) (i = 1,...,n) are polynomials whose coefficients are
given by the absolute value of the corresponding coefficients of ¢;(x), then

L—1
_ abs
Mo = s {0t (P50}

satisfies (1). This is similar for My.

Taking a (large) prime number ¢, we choose positive integers r1, ..., 7, (< q)
such that
2Mgp < k:1171.1.1gMW{|hftq(mk)\} (t=1,...,n) (2)

and define A; = {lift,(r;k) | k = 0,£1,%2,...,£My}. The existence of such r;
relies on ¢ being sufficiently large. In fact, ¢ > 4Mg My is necessary. Moreover,
r; > 2Mg is also needed.

From (2), for i =1,...,n, we have

llifty (A — A)| > 2Mg (VAN € A4y (A #N)). (3)
In fact, for A = r;k, N = r;k’ € A;, from |k — K| < 2My,
Nlift, (A — X')| = Nifty (ri(k — &'))| = Nlift, (r:|k — &'])| > 2Ms.
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We define polynomial systems,

Ur(x) = (rMy1(x),...,m,(x)) € Z[x]".
G(x) = (g1(x),...,gn(x)) = (P(x) + ¥r(x)) mod ¢q € Fy[x]".

Then, G(x) can be regarded as a map G : Z" — Fy. Regarding the relation
between @, ¥ and G, we have the following lemma.

Lemma 1. For d € I}, let ¢ = (c1,...,¢,) = G(d) € Fgt. Then, for i =
1,...,n, there is a unique A\; € A; such that |lifty(c; — A\;)| < M. Moreover,
when we write a; = lifty(c; — A;), b; =1lifty(A;/r; modgq) (i=1,...,n),

&(d) = (a1, ...,dn), ¥(d)=(by,...,by).

From this lemma, we know for any ¢ = (cy,...,¢,) € G(I[*)(C F7), the
following holds:

de I} is a solution of G(x) = c.
< d is a solution of the system of (constrained) nonlinear equations with integer
coefficients, &(x) = (a1,...,a,), ¥(x) = (b1,...,b,) appeared in Lemma 1.

From the above, an algorithm for computing G=1(c) € I is obtained as
follows.

1. Foralli=1,...,n, find b; € {0,41,+2,...,+My} such that [lift,(c; —7:b;)|
< Mg, and set a; = lift,(c; — r;b;) € Z.
2. Solve the system of constrained nonlinear equations with integer coefficients,

B(x) = (A1, ...,a4n), U(x) = (b1,...,bn),

and output a solution d € I

3 Encryption Scheme PERN

3.1 Key Generation, Encryption and Decryption

Let E be a finite subset of (Z>o)™. For e = (e1,...,e,) € E, x° denotes the
monomial z7* - - - z%». We define

Z[x]g := Spany{x® |e € E}(C Z[x]),
Fy[x]E := Spang {x®|e € E}(C Fy[x]).
&(x),¥(x) appeared in the previous section are chosen as @(x), ¥ (x) € (Z[x]|g)".
Then, we construct G(x) in the same way as shown in the previous section.
The new encryption scheme, PERN makes use of G(x) as a trapdoor function.
Choose a random affine isomorphism 7" on Fy/, then F'(x) = T o G(x) is the public
key of PERN.
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— Key Generation Algorithm

Let L, L be odd positive integers, n a positive integer, and F a finite subset
of (Zzo)n.
1. Randomly choose multivariate polynomial systems &(x), ¥ (x) = (¢1(x),
. ¥Pn(x)) € (Z[x])g)™ whose all coefficients belong to Ir...
2. Compute Mg, My satisfying (1), and choose an odd prime number ¢ such
that q> 4MgpMy.
3. Choose positive integers (Mg <) r1,...,7r, (< ¢) such that

2Mp < min =1 ong, {/lifty(r:k)|} ((=1,...,n).

If such rq,...,r, can not be found, go back to Step 2 and reselect q.
4. Compute Yr(x) = (r1Y1(x), ..., ratn(x)) € (Z[x]E)", and

G(x) = (91(x), -+, gn(x)) = (D(x) + Yr(x)) mod g € (Fy[x]p)".

5. Choose an affine isomorphism 7" on Fy.
5, Compute F(x) = T G) € (Fyfe)
The secret key is @¢(x),¥(x), {r1,...,7}, T, and the public key is F(x).

— Encryption Algorithm
Let m € I]' be a plaintext.

1. Compute ¢ = F(m) € F".
Then, c is the ciphertext corresponding to m.

— Decryption Algorithm

Let ¢ € F}' be a ciphertext.

1. Compute ¢’ = (c},...,c,) =T *(c).

2. Foralli=1,...,n, find b; € {0,£1,%2,..., £ My} satisfying |lift,(c; —
nI;i)| < Mg and compute a; = lift,(c; — sz) € 7.

3. Solve the nonlinear equation system with a box constraint 1;*,

B(x) = (a1, ...,an), U(x) = (br,...,bn).

The solution is denoted by m’ € I;".
Then, m’ coincides with the plaintext m

4 Solving Constrained Nonlinear System with Integer
Coefficients

In this section, we consider methods for solving the constrained nonlinear equa-
tion system with integer coefficients,

B(x) = (a1, ...,an), U(x)=(b1,...,by) (4)
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appeared in Step 3 of the decryption algorithm. We define H(x) : R® — R?" by
H(X) = (h‘l(x)7 hQ(X)a B hQH(X)) = (Q(X) - (5‘17 s a’ﬂ)) || (l[/(x) - (815 LR Bn)),

then the Eq. (4) is equivalent to the equation H(x) = 0.

From the structure of the proposed scheme, we know the plaintext m is a
solution of H(x) = 0.

Let us discuss whether there are other solutions of H(x) = 0 in the definition
range R™ or not. Since the coefficients of ¢(x),¥(x) are chosen randomly, and
by Bézout’s theorem, there is a subset S of {1,2,...,2n} of cardinality n such
that the number of the rational points of the variety defined by the ideal I =
(hi(x) | k € S) C R[x] is less than or equal to [ ], . ¢ deg hx(x) (Bézout’s bound).
m is one of such rational points, and the chances of existing other rational points
satisfying hy(x) = 0 for k € {1,2,...,2n}\S are really low. In fact, in our actual
experiments of 1000 trials with different parameters presented in Table 4, we had
always only obtained one rational point. Therefore, we can assume that

the system H(x) = 0 has only one solution in R".

As explained above, if we obtain a solution of the system H(x) = 0 of
unconstrained nonlinear equations with real coefficients, it coincides with the
plaintext m. Moreover, from the fact that m has integer components, if we
obtain an approximate solution whose component-wise errors from m are within
less than 0.5, its component-wise rounding to integers becomes the exact solution
of the system.

To compute an approximate solution of H(x) = 0, we define

000) = SIHEIZ = 5 (W6) + 30 + -+ + 13, (),

and consider the least square problem, i.e. to solve the optimization problem
of O(x). The line search method is known as a method to solve optimization
problems. The line search method uses a point sequence x1,Xs,...(€ R") with
a cluster point. xx1 is given by the previous term xj, as

Xk4+1 = Xp + trdyg,

where di (€ R™) is called a search direction, and (€ R) is called a step size. dg
is chosen to be a decent direction, i.e. d; satisfies

(V@(xk) dg) = H(Xk)JH(X;C) d—llc— < 0.

Here, Jg(x}) is the Jacobi matrix (%hﬂx)) (€ R?"*") of H(x). t € (0,1) is

chosen to satisfy the Armijo condition: for an « € (0,1),

Q(Xk + tkdk) — Q(Xk) S OétkH(Xk)JH(Xk) d']l;
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Then, the sequence {x;} is globally convergent to a cluster point x*, and x*
becomes a stationary point, i.e. it satisfies

VO(x*) = H(x*)Jg(x*) = 0. (5)

We may assume that the rank of Jy (x*) is n, hence the dimension of ker Jg (x*)
is m. (5) implies that H(x*) € ker Jy(x*), but does not mean H(x*) = 0
generally. Accordingly, by reselect a sequence {xj} over and over again until
H(x*) = 0 is satisfied, we eventually obtain a (approximate) solution of
H(x)=0.

Several methods for selecting a search direction have been proposed, and
the difference of those methods results in different properties of convergence
and efficiency of solving. In this paper, the following 4 line search methods are
considered.

Steepest decent method
Levenberg-Marquardt method
Quasi-Newton method

Newton method (for optimization problems)

Ll e s

In the steepest decent method, the search direction is chosen by d, = —V0(xy),
and in the Levenberg-Marquardt Method,

dk = —Vg(xk)(JH(Xk)TJH(Xk) + wkIn)_l

Here, wy,ws,... are a sequence of non-negative real numbers converging to 0,
and have the effect of making Jy (xx)"Ju(xx) + w1, a positive definite sym-
metric matrix. Now, because Jy(xx) is a (2n,n)-matrix, we can assume that
Jr (x1) " Jr (x1) is always a positive definite symmetric matrix, therefore we can
take wy, = 0. In the quasi-Newton method, a sequence { By} of matrices are used,

dk = —V@(xk)B

Bi.41 is defined by the BFGS update,

Buiy = By — siyrB, + (YkBk Sk (1 n Yk,BkYk)> SiSk
! (S, yk) (sks¥k) /) (Sk:yk)
Here, s = Xg41 — X, Y& = V@(xk+1) A\ ) and (-, -) denotes the usual

(x
inner form. By is defined by (Ju(x1)"Ju(x1))~!. In the Newton method (for
optimization problems), we take dj = —V0(xy)(V?0(xx))~! where V20(x) is
the Hessian matrix of 6(x).

For the steepest decent method, the Levenberg-Marquardt method and quasi-
Newton method, it is known that di is a decent direction. For the Newton
method, generally, d; is not a decent direction, but we have checked that it
is a decent direction in our experiment. Table2 compares the performance of
4 line search methods. H(x) consists of quadratic polynomials and all solu-
tions are contained in [—5,5] N Z = I;;. We experimented 1,000 times for
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n = 30,40,50 with each method. In the table, “time” represents the average
time (unit: milli seconds) of solving, “4 seq” represents the average number of
sequences up to reaching the solution m, and “f terms” represents the aver-
age number of the terms up to reaching a stationary point x* for a sequence.
Table 2 shows remarkable feature of each method, and overall, the most effi-
cient solving algorithm is the Levenberg-Marquardt method, so that we adopted
the Levenberg-Marquardt method in the decryption of the proposed scheme.
The algorithm of the Levenberg-Marquardt method is as follows. || - ||oo repre-
sents the maximum of the absolute values of the components of a vector, and
(2-6) judges whether a sequence gets close enough to a stationary point or not.
round(xg) represents the component-wise rounding xo to integers.

Table 2. Comparison of algorithms for solving H(x) =0

Method | n = 30 n = 40 n = 50

Time (ms) | f seq # terms | Time (ms) | f seq # terms | Time (ms) | f seq # terms
SD 170.07 1.75 | 80.70 426.95 1.72 | 84.92 1202.48 1.79 | 91.51
L-M 4.12 2.03 | 14.15 10.87 2.16 | 15.83 25.36 2.12 | 17.58
Q-N 23.01 2.09 | 48.70 75.25 1.99 | 60.27 232.19 2.13 | 68.10
Newton | 553.28 126.76 6.41 2005.96 198.57 6.93 6068.22 248.05 7.39

Levenberg-Marquardt Method

[Input] H(x), an odd number L € Z~¢, a, 3,7 € (0,1).
[Output] A (constrained) solution of H(x) = 0 with integer components.

1. Choose xg € [-(L—1)/2,(L—1)/2]™ in the range of real numbers randomly.
2. Repeat (2-1)—(2-6):

2-1. Compute e = —H (x¢)Ju (x0).

2-2. Compute S = Jy(x0) " Jr(x0).

2-3. Solve the linear equation x S = e, its solution is denoted by dj.

2-4. Compute the minimal non-negative integer [ satisfying the following

condition, and set ¢ty = 8"
0(xo 4 B'do) — O(x0) < —afled].

& Xp < Xo + todo.

2-6. If ||todo|lcc < v then finish the loop, and move to 3.
3. Xg < round(xg).
4. If H(X¢) = 0 then output Xg, otherwise go back to 1.

The algorithms of the steepest decent method, quasi-Newton method and New-
ton method are described in the appendix.

Remark 1. The 4 methods explained as above have the only difference of taking
the search direction dg, and other parts is common. In these methods, for any
Xk, H(x) + d) is approximated by quadratic polynomials

1
My, (d) = H(xo) +d VH(xy) + 5d Apd" (A € R,
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d;, is chosen by the solution d of the (unconstrained) optimization problem of
mx, (d). For the steepest decent method, Ay = I,, is taken, for the Levenberg-
Marquardt method, Ay, = Jg(x0)"Jg(x0), for the quasi-Newton method, 4 =
B,:17 for Newton method, Ay = V26(x;,) are taken, respectively.

5 Security Analysis of the Proposed Scheme

The security of the proposed scheme is mainly based on the difficulty of solving
the constrained MP problem.

Constrained MP problem: For positive integers m,n, L, let F(x) be
a polynomial system which consists of m polynomials over [, in variables
x = (x1,...,2p). Then, find xg € I* such that F(xq) = 0.

In this section, fixing a ciphertext ¢ € Fy, we consider a polynomial system
F(x) = F(x)—c for a public key F'(x) constructed by the proposed scheme. With
this F(x), by solving the constrained MP problem, the plaintext corresponding
to c is obtained.

5.1 Constrained MP Problem

For F(x) = (f1(x),..., fa(x)), each component f;(x) has s = £ monomials.
(If E does not include the constant term, s = §E£ + 1.) Determining an order of
these monomials, a vector a; € Z? is defined as the vector of coefficients lifted to
integers from the coefficients of f, (x). The g-ary lattice generated by aj,...,a,
is denoted by A. We assume that by solving the Shortest Independent Vector
Problem (SIVP) for A, n linearly independent short vectors by,..., b, € Z*
in A are obtained. The polynomial over Z corresponding to the vector b; is
denoted by h;(x), and let H(x) = (h1(x), ..., hn(x)). Then, the problem solving
the equation F(x) = 0 is reduced to the problem solving the equation H(x) =
0 mod ¢. Here, let us assume that for a solution xg of the constrained MP
problem,

lhi(x0)| < ~—=— (i=1,...,n) (6)

is satisfied. Beware that xo is not only a solution of H(x) = 0 mod ¢, but also
a solution of the equation over Z, H(x) = 0. Therefore, x¢ can be obtained by
solving the equation over Z. Solving the equation H(x) = 0 is efficiently carried
out by combining techniques to solve approximately nonlinear equations over the
real numbers with the fact that xy has integer components. The approximate
solution of H(x) = 0 can be obtained by, for example, the solving method of
the (constrained) optimization problem (least square problem) of the function
|H(x)||2 where || - ||2 is the usual Euclid norm [5,25].

First, let us consider the possibility that H(x) satisfies (6) for a general
constrained MP problem. Since vol(A) = ¢*~ ", by the Gaussian heuristic [24],
it is expected that
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S _n .
b |2 ~ Q—qu s (i=1,...,n).

Here, e is Napier’s constant. Simply, assuming that /5> components of b; are
close to ¢, the probability satisfying (6) is negligible if s is sufficiently large.

Next, consider the case of the constrained MP problem obtained by the
proposed scheme. @(x),¥(x) have small coefficients, but, the distribution of
r1,...,7n is close to the uniformly distribution on [2Mg,q — 2Mg — 1]. There-
fore, taking account of the definition of G(x), any coefficient of components of
G(x) behaves as chosen randomly in [Mg, g — Mg — 1]. Since Mg is small enough
compared to ¢, similarly for general constrained MP problem, the probability
satisfying (6) must be negligible. The above argument implies that the part
Wr(x) is indispensable in the definition of G(x).

5.2 Attack Against Inhomogeneous SIS Problem

For e € E, v denotes the row vector enumerating the coefficients with respect
to x® of components of F(x) = (f1(x),..., fn(x)). Taking an order on F, a
matrix A € ]Fq”XﬁE is defined by the matrix enumerating the column vector
ve (e € E). Then, for a solution xq € I}* of the constrained MP problem,
w0 = (x$)ecr € ZFF is a solution of the linear equation,

Aw = c, (7)

and wo has a considerably smaller Euclid norm among solutions of the linear
equation. This means that wy is a solution of the inhomogeneous SIS problem
obtained from (7). Therefore, we can consider the attack as follows: First, we
gather solutions of the inhomogeneous SIS problem obtained from (7). Next, we
search wq in the set of the solutions. The inhomogeneous SIS problem is changed
to the SVP for a lattice B of dimension §F + 1 (or E), where the co-volume of
B, vol(B) = ¢™.

Theorem 1 ([15]). For an m-dimensional lattice L, we define
Ne(r) =t{ve L]|vlla <r}.

If m > 5, then we have

Ng(r) = chl/znﬁ) 4+ O™,

Here, V,, is the volume of the unit sphere of R™.

From this theorem, the number of elements of B whose Euclid norm is almost
same as 7 is close to

A Vo )y Vi
dr \ vol(L) ~ vol(£) '
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Going back to our setting, the number of elements of B whose Euclid norm is
almost same as ||wo|2 is about

_ b _ b _
bl b S () P o= = o)

q" ERYCESE b Vbr qn
Since the solution of the constrained MP problem is unique, the complexity of the
attack is the same as this value. Moreover, if a large scale quantum computer
is available, the complexity is the 1/2-th power of this value by the Grover’s
algorithm.

5.3 Key Recovery Attack

Once the linear transformation part of the affine transformation 7' is known,
G(x) is also known from the public key, and rq,...,r,, #(x),¥(x) can be com-
puted easily from G(x), thus, the secret information which is necessary for
decryption is obtained entirely. Therefore, let us consider an attack discover-
ing the linear transformation part 77 of T

An adversary who knows 7; for some j can compute the j-th row vector of
T;! by the following procedure.

1. Choose an integer ¢ such that n < ¢t < §F, and choose a (ordered) subset M
of E with cardinality .

2. For F(x) = (f1(x),..., fu(x)) and i = 1,...,n, compute a vector a; € Z' of
coefficients lifted to integers from coefficients of f;(x) with respect to M. The
g-ary lattice of Z' generated by ay,...,a, is denoted by .A.

3. Choose b = (by,...,bs) € I} randomly.

4. Compute the vector a in A closest to r;b. If ||r;b — aljoc < L/2 is satisfied,
output the coefficient vector (cy, ..., ¢,) of the linear combination a = ¢1a; +
-+ + cpay,, and terminate. Otherwise, go back to Step 3.

Since b satisfying the inequality in Step 4 exists uniquely, even if the cost
for searching the closest vector is estimated as 1, the complexity of the above
algorithm becomes O(L{), which in particular, is larger than O(LJ).

Moreover, the above attack can exchange the roll of $(x) and ¥ (x). Namely,
if the above algorithm is changed by r; — 1/r;, it works as an attack. The
complexity of this attack is also O(L{)(> O(LEZ)). If the Grover’s algorithm is

available, the complexity is O(Lé)(> O(Léj))

5.4 Exhaustive Search

For a ciphertext c, the complexity of finding the solution of F'(x) = ¢ by the
exhaustive search is O(L™). In the case of using the Grover’s algorithm, the
complexity is O(L?).
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5.5 Algebraic Attack

The algebraic attack uses algebraic equation solver like XL [36] and Grobner
basis technique [12,13] for solving the usual MP problem. The complexity of the
algebraic attack is estimated by the complexity of the hybrid approach [1] of
computing a Grobner basis and exhaustive search. In the process of exhaustive
search in [1], all elements in a finite field are substituted for several variables,
but, in the proposed scheme, the finite field must be changed into I;,. A solution
xo of F = (fi(x),..., fu(x)) = 0in I} is also a zero point of

gj(X): H (xj_a) (]:1,2,,71) (8)

L—-1 L—-1
Ll <a<iFt

Therefore, the ideal we should consider is

For £k = 0,1,...,n, we randomly choose (Up—k+1,Vn—k+2,--sUn) € ka.
We denote the polynomial system in n — k variables obtained by substitut-
ing (Tn_ps1s-- %n) = (Vn_gits-.. ) for F(x) by Fr(x*). Here, x¥) =
(z1,...,Zn k). Note that Fo(x(?)) is the same as F(x).

For Fi,(x®)) = (f1(x®), ..., fo(x(#))), the homogeneous part of f;(x*)) of
the maximal degree (i = 1,...,n) is denoted by fih(x(k)), and the homogeneous
ideal J®) of F,[x(*)] is defined by

TE = (FE), . ).

For d > 0, let F,[x(®)]; denote the subspace of I, [x(*)] consisting of homogeneous

polynomials of degree d, and Jék) =J® N F, [X(k)]d. The Hilbert series of the
quotient ring F,[x*)]/J®) is defined by

HSg, ety o (8) = > dimg, (Fy[x®]a/J8) 2 € Z][H].
d=0

If the Krull-dimension of J®*) is zero, HSp, (xx))/s00 (t) becomes a poly-
nomial. Then, the degree of regularity, dieg(k) is defined by dig(k) =
deg(HSg, (xtmy/sm (1)) + 1. For any S(t) € Z[[t]], the power series obtained
by truncating S(t) at its first non positive coefficient is denoted by [S(t)];+ €
Zso[t]]. 1f

1 - tL n—k 71; 1 _ tdL
HSFq[x(k)]/J(k)(t) = ( )(1 _lgln_lk( )

9)

+

is satisfied, it is said that Fj(x(*)) is semi-regular. Here, d; is the total degree

of fz(x)
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Remark 2. Taking the result in [35] into consideration, for most of random sys-
tems, the right hand side of (9) may seem to be equal to

(1 —th)m* T, (L — )
(1 — t)n—k . (1 _ td,-L)n 4 ’

but, actually, the part (1 — il )" is not needed. This is because, different from
the case of the usual MP problem considered in [35], in the constrained MP
problem, f;(x)¥ — fi(x) =0 (i = 1,2,...,n) (or this analogue) does not hold.

The complexity of the Grobner basis computation for J*) is described by

n—k + dyeg (k) — 1)“’)
@ s . 10
(e a
Here, 2 < w < 3 is the linear algebra constant of solving a linear system. From
(10), the complexity of the hybrid attack is described as follows [1]:

min O (L’f (” —k grir(eigk) - 1)w> . (11)

If the Grover’s algorithm is used for searching elements for substitution, the
complexity is changed to

min O (L’é <"‘k+dwg(’“) - 1>w>. (12)

0<k<n dreg (k)

From randomness of the coefficients of &(x), ¥ (x), and taking Froberg con-
jecture [14] into consideration, it is expected that J (k) is semi-regular. In fact,
for n = 3,4,...,15, we confirmed that J*) is semi-regular experimentally. Our
experiment used Magma. Based on the experiment result, we assume that any
Fr(x®)) is semi-regular (in particular, for estimation of security parameters).

Remark 3. In the case of that Fj (x(k)) is semi-regular, the degree of regularity
can be computed by using (9). Moreover, in this case, it is expected that the
first fall degree dpp(k) [10] coincides with the degree of regularity. In general,
the complexity of the Grébner basis computation for J*) is also expressed by

o)

If dieg (k) = drr(k), the complexity (13) is equal to the complexity (10). There-
fore, in the estimation of security parameters, we use the complexity (11), (12)
with w = 2.

Remark 4. In the security analysis of the pg-method in [37], the algebraic attack
does not consider the polynomial (8) as one of generators of an ideal, but, this
polynomial should be considered.
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6 Security Parameters and Implementation

As a set of monomials £ used to design the proposed scheme, we take £ = E<y =
{e € (Z>p)™ | dege < 2}. Here, deg (e1,...,e,) = > =, €, i.e. E<o corresponds
to the whole monomials of degree less than or equal to 2. Table 3 shows the secu-
rity parameters of (n, L, L) estimated based on the security analysis in Sect. 5.
Secure parameters are estimated considering attacks on classical computers and
quantum computers.

Table 3. Security parameter (n, L, Lg)

Security level | Classical attack only | Quantum attack
128 bits (65,7,5) (80,15, 11)
192 bits (100,7,5) (122,15,9)
256 bits (135,7,5) (166,15,9)

Tables4 and 5 show performance result of PERN with an implementation
using Intel Core i7-6700, 3.4 GHz. Our implementation used C++ programming
language with g++ compiler. |g|o represents the average of the bit length of g.
Key gen., enc. and dec. represent the average time of key generation, encryption
and decryption (unit: milli seconds). And SK and PK represent the secret key
length and public key length (unit: kilobytes). ||[wg|l2 represents the minimal
integer of ||wyll2 appeared in the analysis in Sect.5.2 to maintain the corre-
sponding security level. Moreover, in Table5, ||wql|2 is estimated considering
the Grover’s algorithm.

Table 4. Performance of PERN with parameters for classical attacks)

(n,L,Lg) | Level | |gl2 | Key gen. (ms) | Enc. (ms) | Dec. (ms) | SK (kB) | PK (kB) | [woll2
(65,7,5) |128 |31.58 44.62 0.24 56.03 125 575 23
(100, 7, 5) | 192 | 34.01 | 225.01 1.01 285.01 | 429 2,189 29
(135, 7, 5) | 256 | 35.71 | 843.73 3.51 914.06 1,026 | 5,659 35

6.1 Implementation for Higher Degrees

For non-negative integers a, b, we define E,, = {ae; +bej € (Z>¢)" |1 <14,j <
n} where e; is the i-th fundamental vector. We implemented the PERN with
E' = FE;1UE<; and E” = E37 U E<y as E. The case of E’ uses cubic poly-
nomials, and the case of E” uses quartic polynomials. For the fixed parameter
(n,L, Lg), it is expected that the PERN with E’ or E” is more secure than the
PERN with E<s, but whether this is true or not is a future study issue, a per-
formance comparison of PERN for E = 2, E', E” under (n, L, LG) = (65,7,5) is
shown in Table 6.



Multivariate Encryption Schemes PERN 417

Table 5. Performance of PERN (with parameters for quantum attacks)

(n,L,Lg) |Level|lgla |Key gen. (ms)|Enc. (ms)|Dec. (ms) SK (kB) | PK (kB) | |lwoll2
(80, 15, 11) | 128 |39.99| 477.53 0.71 185.18 298 1,328 30
(122, 15,9) 192 |41.791499.66 1.87 828.81 |1,009 4,884 35
(166, 15, 9) |256 | 43.55|4369.40 6.47 2526.77 |2,481 12,807 |43

Table 6. Comparison of PERN for F<o, E', E” ((n,L, Lg) = (65,7,5))

E | Level |ql2 |Key gen. (ms)|Enc. (ms) | Dec. (ms) | SK(kB) | PK(kB)
E<y 128 | 31.58| 44.62 0.24 56.03 125 575
E" |- 37.27|237.29 0.54 302.83 128 665
E" |- 41.33 | 404.61 0.76 529.17 130 737

7 Conclusion

We proposed an encryption scheme called PERN whose security was mainly
based on the constrained MP problem. The proposed scheme is flexible to use
multivariate polynomials of any degree in its public key. And this public key
polynomial system is semi-regular, which indicates the proposed scheme is strong
against the algebraic attack.

For inverting the central polynomial map during the decryption process of the
proposed scheme, methods for solving nonlinear equations over the real numbers
are used, which is used for the first time in MPKC. In this paper, the line search
method is used as a solving method for nonlinear equations. However, for solving
unconstrained nonlinear equations, there are several solving techniques such as
the trust region method [7,11,19-21,34,38]. Moreover, the solving method for
constrained nonlinear equations can be related to the decryption of the proposed
scheme, and in particular, for the case of the box constraint as I;*, there are
many research results [2,3,17,18,23,28,32,33]. We, therefore, would like to work
on efficient algorithms for solving nonlinear equations from now on to improve
the decryption efficiency of the proposed scheme.

Acknowledgement. This work was supported by JSPS Grant-in-Aid for Scientific
Research(C) with KAKENHI Grant Number JP17K00197, JSPS Grand-in-Aid for
JSPS Fellows with KAKENHI Grant Number JP18J20866 and JST CREST Grant
Number JPMJCR14D6.



418 T. Yasuda et al.

A Solving Algorithms of Nonlinear Equations Except For
the Levenberg-Marquardt Method

Steepest Decent Method

[Input] H(x), an odd number L € Z~o, o, 3,7 € (0,1).
[Output] A (constrained) solution of H(x) = 0 with integer components.

1. Choose xg € [-(L—1)/2,(L—1)/2]™ in the range of real numbers randomly.
2. Repeat (2-1)—(2-4):

2-1. Compute do = —H (x0)Jr (o).

2-2. Compute the minimal non-negative integer [ satisfying the following

condition, and set ¢ty = 5.
G(XO + ﬂldo) — Q(Xo) S —OéﬁlHdo‘IQQ

& Xo < Xg + todo.

2-4. If ||todo||co < 7 then finish the loop, and move to 3.
3. X < round(xg).
4. If H(X¢) = 0 then output Xg, otherwise go back to 1.

Quasi-Newton Method

[Input] H(x), an odd number L € Z~, a,8,v € (0,1).
[Output] A (constrained) solution of H(x) = 0 with integer components.

1. Choose xg € [-(L—1)/2,(L—1)/2]™ in the range of real numbers randomly.
2. Compute e; = —H (x0)Ju(x0).
3. Compute B = (Jy(x0)"Ju(x0)) .
4. Repeat (4-1)—(4-8):
4-1. Compute dg = e; B.
4-2. Compute the minimal non-negative integer [ satisfying the following
condition, and set ¢ty = .

0(xo + B'dg) — O(x0) < —afle;d].

4-3. sg =todo, Xo < Xo + So.

4-4. If ||sp]|eo < 7y then finish the loop, and move to 5.
4-5. €y «— eg.

4-6. Compute e; = —H (x0)Jg(x0)-

Yo = €1 — €.

so-yoB+ (yoB) - so (y0,Byo)\ sg:so
B —B— =000 + (1 + Gowo) ) Gowo)”

~
~

I
0

5. Xg < round(xg).
6. If H(X0) = 0 then output %o, otherwise go back to 1.

Newton Method

[Input] H(x), an odd number L € Z~¢, o, 3,7 € (0,1).
[Output] A (constrained) solution of H(x) = 0 with integer components.
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Choose xg € [-(L—1)/2,(L—1)/2]™ in the range of real numbers randomly.

Repeat (2-1)—(2-6):

2-1. Compute e = —H (x¢)Jr(x0).

2-2. Compute the Hessian matrix S = V26(xo).

2-3. Solve the linear equation xS = e in the range of real numbers, its
solution is denoted by dy.

2-4. Compute the minimal non-negative integer [ satisfying the following
condition, and set ty = 5.

0(x0 + B'dg) — 0(x0) < —af'ed,.

2-5. xqg « X + todp.

2-6. If ||todo|lco < 7 then finish the loop, and move to 3.
3. Xg < round(xg).
4. If H(X¢) = 0 then output %o, otherwise go back to 1.
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