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Abstract. Privacy has long been perceived as a hindrance to innovation. It has
been considered to raise costs for data governance without providing real benefits.
However, the attitude of various stakeholders towards the relationship between
privacy and innovation has started to change. Privacy is increasingly embraced
as an enabler of innovation, given that consumer trust is central for realising
businesses with data-driven products and services. In addition to building trust
by demonstrating accountability in the processing of personal data, companies
are increasingly using tools to protect privacy, for example in the context of data
storage and archiving.More andmore companies are realising that they can benefit
from a proactive approach to data protection. A growing number of tools for
privacy protection, and the emergence of products and services that are inherently
privacy friendly indicate that the market is about to change. In this paper, we first
outline what “privacy as enabler of innovation” means and then present evidence
for this position. Key challenges that need to be overcome on the way towards
successful privacy markets include the lack of profitability of privacy-friendly
offerings, conflicts with new and existing business models, low value attached
to privacy by individuals, latent cultural specificities, skill gaps and regulatory
loopholes.
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1 The Role of Privacy in Innovation Processes

Both in popular business and scholarly literature, the relationship between privacy and
innovation is described in antagonistic terms. On the one side, evidence is presented
for the detrimental consequences of having to deal with privacy in business processes,
given the multitude of data sources, the various origins of these data sources and the
problem of keeping track of the origins of data, let alone whether data has been collected
on a legitimate basis in the first place. Hemerly, for instance, recalls the problems of
having specific data be personal data [1]. Boats have an owner and as such identification
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numbers of boats belong to the categoryof personal data.This linkageprevents innovative
research in identifying the impact of specific boats and vessels on fisheries. A study by
London Economics arrived at the conclusion that the introduction of the General Data
Protection Regulation (GDPR) could amount to losses of 58 billon UK pounds due
to failing businesses because of overtly mingling of privacy regulations with ordinary
businesses [2]. Zarsky provides anecdotal evidence underscoring that a privacy-minded
Europe has not been able to compete with a lesser privacy-minded USA in technology-
related business innovations [3]. After having introduced five hypotheses that deal with
the relationship between privacy and innovation, Zarsky uses the well-known innovation
paradox to argue that the absence of clear leadership inEuropewith respect to innovations
based on information and communication technology (ICT) at least lends support to the
statement that privacy has not led to a better position of Europe in this market. He pleads
however for a nuanced view since it is very hard to convincingly demonstrate causality
between different events (such as the stricter regime on privacy in Europe versus the
higher rate of innovation in the USA) that are linked by a variety of factors.

On the other side, we can find utterances of business leaders who proclaim that
adherence to privacy regulation results in a positive business case. One argument that can
be heard is that the need to keep a register of data sources leads to greater transparency
with respect to what data is kept for what purpose, amongst others resulting in less
doubling of data and a stricter management of data sources within organisations [4].
A scarcely mentioned side-effect of cleaning up data is increased overall data quality,
which makes data much more useful for the implementation of artificial intelligence
(AI) applications [5]. Additionally, the increased need to encrypt data also contributes
to greater security of data and fewer data breaches with high impact [6]. Finally, trust
of consumers is enhanced when data policies are transparent, and consumers are kept
informed and are asked for their consent [7].

Using different arguments and focusing on different points of view is nothing new. In
reality, several of the arguments presented may be right at the same moment. So, while
Europe has stricter privacy laws it still cannot be argued that this by itself will diminish
the innovative capacity of Europe. We might argue, for instance, that these companies
could rely upon a relatively friendly investment climate, with investors considering that
investments in activities that promote current regulations is a promising investment. As
we will see, however, the counter argument for this position has some truth in it as well:
investors in the USA show more risk appetite and are willing to invest in specifically
these kind of companies, i.e. in companies that within the USA might face a harder
future than they might face in Europe but that still are able to blossom in the USA rather
than in Europe just because of them being more risk prone.

Probably the most relevant driver for privacy as enabler of innovation is the insti-
tutional rearrangement that has taken place in the EU through the introduction of the
GDPR. This regulation can be considered a turning point in the protection of persons
with respect to the processing of their data [8]. For one, it introduces a strict accountabil-
ity regime for controllers and processors. For another, its applicability overcomes the
geographical limitation of “only” being relevant for the EU. Data subjects from places
outside the EU still may rely on the same protective measures as inhabitants of an EU
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Member State, as long as these data subjects do business with companies that are situ-
ated within the EU or are themselves in one of the EU Member States.1 Data intensive
companies that want to do business within the EU need to comply with the GDPR. This
has already resulted in other countries and regions copying the approach of the GDPR
in their own legislation.2 The GDPR thus sets a number of clear indications concerning
responsibilities of controllers and processors that – as we will demonstrate – paves the
way for innovative approaches of dealing with personal data.

In this paper, we present an in-depth exploration of what precisely is at stake and
outline ways forward. Section 2 starts by outlining the fundamental rights perspective
that has become a common perspective on the relevance of privacy and data protection.3

The section underscores the GDPR as the – temporary – outcome of a process that
shows how the domain of privacy has been invaded by ICT. This invasion has led to a
blurred distinction between privacy and data protection. When it comes to innovation, it
is relevant to keep the focus on the interrelationship between privacy, data protection, and
measures and tools that promote or hinder the development of new products and services.
Section 3 dealswith this topic and presents two takes on the rise and emergence of privacy
markets. To that end, it outlineswhat should be understood by a privacymarket. Section 4
continues with presenting additional empirical evidence for how privacy and innovation
are interrelated focussing on key challenges and possible ways forward. Section 5, in
the end, presents the conclusions that can be drawn on the basis of the presented insights
and that form the present perspective on the emergence of a market for privacy.

2 Privacy and Data Protection – Two Sides of the Coin

Privacy being a fundamental right was first acknowledged in the United Nations Decla-
ration of Human Rights (1948). The Declaration was a response to the atrocities of the
Second World War [10]. It referred to a famous speech of President Roosevelt in 1941
in which he phrased four freedoms that should be safeguarded, “the freedom of speech
and expression, the freedom of worship, the freedom from want, and the freedom from
fear” (quoted in Morsink [10]). Article 12 of the Declaration explicitly states the free-
dom from arbitrary interference with privacy, family, home or correspondence. Isaiah
Berlin elaborated the concept of the freedoms in two directions: a negative freedom or
the absence of coercion that should safeguard civilians from arbitrary interference by
public authorities in their activities and a positive freedom or self-mastery that should

1 Article 3 deals with the territorial scope of the GDPR. Contrary to its predecessor, Directive
95/46/EC, the GDPR is enforced as is it is in all EUMember States, thus enabling the indication
of a territorial scope (which was absent in the previous Directive).

2 Examples are theData ProtectionBill of Kenya (http://www.ict.go.ke/wp-content/uploads/2016/
04/Kenya-Data-Protection-Bill-2018-14-08-2018.pdf; last accessed: 31/10/2019) and the Cal-
ifornian Consumer Privacy Act. The Kenyan Data Protection Bill is not yet accepted. The
Californian Consumer Act has been passed in June 2018 [9].

3 The phrase “data protection” may cause confusion, since it is not so much the data that needs
protection but rather the person to whom these data refer. Because the term has become rather
established, we will use it as well, keeping in mind that it should be read differently (namely:
the protection of persons with respect to the processing of their data).

http://www.ict.go.ke/wp-content/uploads/2016/04/Kenya-Data-Protection-Bill-2018-14-08-2018.pdf
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enable citizens to develop themselves as autonomous persons in self-chosen directions
[11]. While this perspective focuses specifically on the individual dimension of privacy,
privacy has a collective, a group and a public dimension as well [12, 13]. The freedom of
communication refers to the interaction between two ormore persons, leveraging privacy
above a merely individual level. Some have also referred to the need for safeguarding the
freedom of association, which refers to the group dimension of privacy [14]. The impact
of ICT on all these dimensions of privacy can be demonstrated in a rather straightfor-
ward manner. Interestingly, these days both public and private actors have considerable
possibilities to infringe upon the privacy of individuals. Reference to the data crunchers
that collect personal data in a large variety of different ways is sufficient to demonstrate
that individual freedoms may be at stake in light of the business practices that these
companies are deploying.4 Official surveillance programmes go alongside with secret
snooping and snuffing in personal data, and new ways of getting a foot in the private
homes of families by voice recognition techniques such as Amazon’s Alexa, Apple’s
Siri and Google Home, or collecting DNA samples [17, 18].

Still we can safely conclude that privacy is far from dead, notwithstanding the remark
by Scott McNealy, then CEO of Sun Microsystems, made twenty years ago, of the
opposite point of view5. Despite popular utterings of privacy being dead (meaning,
privacy as a social value), privacy as a right, at least in Europe, is firmly embedded
in constitutions [19]. Taking the Netherlands as an example, privacy is safeguarded in
four consecutive articles in the Dutch constitution: article 10, 11, 12 and 13. Article 10
offers a safeguard for private life, including the protection of personal data. Article 11
deals with the integrity of the human body. Article 12 presents safeguards for the home,
being the physical place that may not be trespassed by outsiders without permission of
the landlord. Article 13 protects the secrecy of communications. Not going into depth
regarding constitutional privacy protection, it suffices to point out that privacy spans
many aspects of a person’s life and is not only concerned with personal data. However,
due to vast and rapid datafication of many if not all aspects of daily life, the role of
personal data protection as a way to safeguard privacy is growing in importance.

2.1 From Privacy to Data Protection

Turning the perspective to the protection of persons with regard of the processing of their
data, the OECD privacy principles play a crucial role in setting the stage. The OECD
guidelines, which include the privacy principles, were formulated in 1980, and the most
recent revision dates from 2013 [20]. The privacy principles are still very relevant. They
cover principles concerning the limitation of the collection of data, data quality, purpose

4 The Cambridge Analytica case is an illustrative example. Having published original work that
demonstrates the potential impact of analysing “Likes” at Facebook, Cambridge Analytica
became an enemy of its own business approach when using its knowledge to nudge voters
in the USA during the last presidential elections in a specific direction [15]. Cadwalladr also
investigated Cambridge Analytica [16].

5 The argument that “privacy is dead” is recurring throughout the last decades, often followed by
the introduction of a novel ICT paradigm. In that sense, public perception of privacy follows a
wave-pattern, not dissimilar (and perhaps the inverse of) the Gartner innovation hype cycle.
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specification, use limitation, security safeguards, openness, individual participation and
accountability. The Council of Europe Convention 108 saw the light in 1981, andwas the
first European institutional framework that set out guidelines for dealing with personal
data. The Convention has been revised in 2018, so as to align with the GDPR that is
enforced from 25 May 2018 onwards [21]. The original Convention has been ratified by
55 countries [22]. The Convention was the first legally binding instrument in the field
of data processing. Interestingly, the principles of the GDPR are still very much alike
the principles that are present in the original Convention; both refer to the rights of data
subjects and the obligations of controllers and processors, the tasks and responsibilities
of supervisory authorities and the rules to abide in case of transborder data flows.

An obvious distinction that can be made between the legal instruments dealing with
privacy and legal instruments dealing with data protection is the focus of the instruments.
With privacy, the focus is on the substantive core of what is at stake. Privacy concerns an
infringement of personal or relational space either in physical or in virtual terms. This
infringement results in a form of damage, which can be physical, financial, reputational
or psychological such as fear of being targeted, of being suspected, of not feeling safe
in one’s own surroundings anymore. With data protection, the focus is on procedures
followed and taken into account, such as having performed a risk assessment, or having
informed data subjects over the data that is collected. Contrary to the previous Data
Protection Directive (and its implementations in national laws), the GDPR is not solely
focused on procedural elements but has some substantive aspects as well. This is for
instance eminent in the risk approach that is part of the GDPR. Though one might
stipulate the risk assessment as described in the GDPR is a procedural one – requesting
the need to identify risks and to take necessary precautionary measures – part of the
GDPR is the explanation of what should be considered high risks and thus in need
of a full-fledged data protection impact assessment. This clearly is more than just a
procedural obligation. The same goes for a novel aspect within the GDPR concerning
data protection by design and by default. Again, one might argue that the GPDR itself
does not offer much support to understanding how data protection by design (or by
default) should be interpreted. Along the present indications in the GDPR concerning
data minimisation and pseudonymisation, the European Data Protection Board (EDPB)
has released a draft version of its guidelines on data protection by design and by default.6

The GDPR is large, far-reaching and includes substantive and procedural elements,
which may give rise to innovative practices. A drawback is however the present uncer-
tainty onhow to understand specific elements from theGDPR.Theuncertainty about how

6 The stipulations of the EDPB concerning data protection by design and by default (https://edpb.
europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-42019-article-25-data-
protection-design_en; last accessed: 29/11/2019) are in line with international developments
taking place in standardisation organisations such as ISO. Work on privacy management issues
is performed by ISO/IEC JTC 1/SC 27/WG 5. Other organisations, such as the International
Privacy Engineering Network, which has been established by the European Data Protection
Supervisor, are also working on templates and guidelines to help organisations in practical
tooling for integrating data protection by design and by default (https://edps.europa.eu/data-
protection/our-work/subjects/ipen_en; last accessed: 23/10/2019). They all contribute to the
substantive kernel of what should be considered legitimate implementations of data protection
by design and by default.

https://edpb.europa.eu/our-work-tools/public-consultations-art-704/2019/guidelines-42019-article-25-data-protection-design_en
https://edps.europa.eu/data-protection/our-work/subjects/ipen_en
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for instance data protection by default should be interpreted limits interest in developing
products or services that may help in implementing data protection by default.

2.2 Companies Active in Data Protection

For sure, the GDPR has given an impetus to companies offering products and services
to organisations that need to comply with the GDPR. The offers relate to practical issues
such as keeping a registry of data processing activities, keeping track of reception of
requests of data subjects, organising procedures in case of identified data breaches, etc.
Some companies offer more advanced tooling that enables organisations to track the
maturity of their approach, to install data governance procedures, to have advanced
access management and logging protocols, etc.
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Fig. 1. Number of vendors active per product category 2018–2019 [23, 24].

The International Association of Privacy Professionals (IAPP) produces annual
reports (starting in 2018) in which it presents an overview of vendors active on the
market of data protection products and services. The reports are based on self-selection,
i.e. vendors were offered the opportunity to provide information about their activities in
the report.

The overall growth of companies offering data protection products and services was
around 20% between 2018 and 2019. Figures presented in older reports show that the
rise was rather linear over the past few years [24]. Figure 1 illustrates the absolute
increase in vendors per category over the last few months. Although the figures in these
reports should be interpreted with caution (given that they are based on self-selection),
they clearly indicate a flourishing and maturing market for data protection products and
services. We will turn to these arguments in the following section.
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3 Two Takes on Privacy Markets

When it comes to innovation, it is relevant to keep the focus on the interrelationship
between privacy, data protection, and measures and tools that promote or hinder the
development of new data-driven products and services. With advanced technologies like
AI taking off, the need for data is greater than ever andmuch of it comes from consumers.

The GDPR and other modern laws dealing with privacy and data protection such as
the California Consumer Privacy Act become an operational reality and catch the atten-
tion of corporate leadership. Countries and jurisdictions around the world are increas-
ingly adopting their own privacy-focused regulations. China and Russia are already
installing local data residency requirements for citizens. At the same time, awareness
for privacy is growing on the individual and the organisational level. This is not only
the result of laws in general and new data breach notification obligations in particular
but also of growing public interest in and increased sensitivity for the topic. People are
beginning to understand that their data is vulnerable to disclosure without their consent.
They demand organisations to take the accountability for securing their data and to com-
ply with the laws. Privacy and security breaches pose an augmenting threat not only to
users but also to system operators and designers.

The recent developments affect the market in two fundamental ways. First, the num-
ber of companies that offer privacy tools is on the rise. This is an emerging subsector
of the industry that is related to the data storage sector and the security sector. Second,
companies in all sectors, especially those where personal data plays a key role, not only
comply with the law but go beyond it to distinguish themselves positively from their
competitors.

3.1 Tools Focusing on Privacy Protection

The rising demand for accountability forces organisations to adopt privacy technology.
As stated in the previous section, the privacy technology vendor market continues to
mature as more and more organisations adopt tools that help automate and streamline
privacy functions [24]. More specifically, the global market for privacy technology (the
study uses the term “privacy management software”) is accounted to 521.3 million US
dollars (107.9 million in Europe) in 2018 and is expected to grow at a compound annual
growth rate (CAGR) of 13.7% during the forecast period 2019–2027, to account to
1,585.8 million US dollars by 2027 [25]. Another study even expects a CAGR of 33.1%
for the period 2019–2025. This study accounts the 2018 global market to 450million US
dollars [26]. By 2025, the study authors expect the market to account to 3,289 million
US dollars.

Although the expected growth rates differ considerably, the studies agree that the
global market will grow strongly in the coming years. Europe is anticipated to be the
fastest growing market and North America to be the highest revenue contributor. Com-
panies are emerging to capitalise on the growing demand for data privacy tools, both
for regulatory compliance and consumer peace of mind [27]. Several such companies
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including, for instance, OneTrust, TrustArc, Privitar and BigID have raised sizable sums
of cash for various privacy, data protection and compliance offers.7

Themarket is fragmentedwith the presence of several industry sectors and the lack of
international coordination regarding regulations. Competition is expected to intensify in
the coming years. One factor thatwill affect the dynamics is how international companies
– that go beyond paying lip service to the laws – approach privacy. Generally, they pursue
one of two approaches. They apply the tightest standards on a global basis or assess the
risks and act by region. Apple stated that it is modifying its products to comply with
the GDPR, and the modification will be worldwide for everyone; Facebook, in contrast,
stated that they might implement extra protections for Europeans to comply with the
GDPR, which will not be rolled out to people in other jurisdictions [29]. In the medium
run, it is possible that the EU will become an exporter of norms that have the potential to
lead to technological changes globally. However, it is also possible that certain cutting-
edge technologies may not access, or have delayed access to the EU market due to
regulations [30].

3.2 Privacy-Friendly Products and Services

In a survey conducted in 2018, 75% of adults stated that they will not buy a product from
a company – no matter how good its products are – if they do not trust the company to
protect their data [31]. Companies compete for information and derive revenues both
from purchases as well as, in a secondarymarket, from disclosing consumer information.
Casadesus-Masanell and Hervas-Drane expect consumer awareness of disclosure prac-
tices and familiarity with the implications of the disclosure of personal data to increase
[32]. They found competition to drive the provision of services with a low level of
consumer information disclosure (i.e., a high level of privacy).

Protecting privacy met with considerable public interest with the refusal of Apple to
grant US law enforcement backdoor access to the iPhone of a known terrorist. Indeed,
headlines about the matter directly addressed the notion of using privacy as a strategy
by referring to the government prosecutors’ quote that Apple’s refusal “appears to be
based on its concern for its business model and public brand marketing strategy” [33].
Beyond Apple, which seems to be willing to sacrifice some profit for the sake of privacy
to bolster its image as a company that protects consumers [34], companies increasingly
compete on the basis of strong privacy protections. The term “privacy as a strategy” is
used to refer to the phenomenon of using data protection approaches for competitive
differentiation [35].

Using privacy as a strategy remains viable as long as companies compete in markets
wheremeasures for privacy protection can be differentiated and are valued by consumers.
Higher competition intensity in the marketplace does not necessarily improve privacy
when consumers exhibit lowwillingness to pay. Therefore, privacy-friendly products and
services remain niche offers. Products and services such as search engines, e-mail clients,
web browsers or messenger services (e.g., DuckDuckGo, ProtonMail, Tor, Signal) that

7 End of October 2019, another announcement was made by Very Good Security, a US-based
company, that was able to raise 35 million US dollars for developing tools and services that help
protecting consumer privacy [28].
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protect the privacy of users usually do not strive for economic success, but are willing
to sacrifice business profits in turn of remaining close to privacy idealism.

4 Challenges and Ways Forward

Privacy and ICT innovation are interrelated.While themarket for privacy protection tools
is expected to continue to grow steadily over the next decade, the market for privacy-
friendly products and services remains a niche market for the time being. Although
awareness for privacy is growing, most decision makers are not willing to invest more
than necessary intomaking products and servicesmore privacy friendly or to use privacy-
friendly products and services. Privacy and data protection have the potential to enable
innovation but several challenges need to be addressed in order to make privacy markets
a success across the spectrum. Key challenges are lack of profitability of privacy-friendly
offerings, conflicts with new and existing business models, low value attached to privacy
by individuals, latent cultural specificities, skill gaps and regulatory loopholes. These
challenges, whichmakematching privacy harmswith adequate technical tools extremely
difficult, hamper the scaling and adoption of standard privacy-preserving technologies,
and are reinforced by the multitude of sectoral and regulatory requirements, are outlined
in the following paragraphs.

Making products and services privacy friendly leads to additional costs for both
developers and users. Acquisti et al. clearly state that there are costs associated with the
act of protecting privacy [36]. These costs must be offset by the expected benefits. Only
then will a higher level of privacy protection make sense from an economic point of
view. Examples for costs that may be incurred include costs for hardware and software
as well as costs caused by user inconvenience [37]. In addition to regulatory compliance,
the benefits may include reduced employee need to deal with privacy breaches (e.g., for
dispute resolution) and improved reputation. There is no evidence that privacy-friendly
products and services will lead to increased sales for developers or justify significantly
higher prices.

Data-driven innovation may involve methods and usage patterns that neither the
entity collecting the data nor the data subject considered or even imagined at the time
of data collection. Putting privacy principles such as purpose limitation or data min-
imisation into practice may thus be in conflict with current or desired business models
[38]. Moreover, conflicts may arise from different treatments of special categories of
data and legal rules governing decision-making processes. Closely related to business
model conflicts is the trade-off between privacy protection and the utility of data. It was
found that increased data protection limits flexibility and innovation in contexts such
as health care or smart cities [39, 40]. One should however be cautious in taking this
argument strictly at face value. In the Netherlands, health data scientists objected to the
strict rules they had to follow, complaining that this would curtail innovation. However,
this approach met with opposition, accusing the data scientists of behaving irresponsibly
and having insufficient eye for the potential to use the data within the limitations of the
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regulatory framework.8 Moreover, carelessness, or recklessness in dealing with personal
data increasingly adds to reputational damage and lack of trust, indirectly also leading to
a slowing down of innovation, especially if seemingly obscure personal data processing
practises are being exposed [41].

Individuals have the potential to exert significant pressure on actors in the data
value chain. However, it was found that where there is a privacy difference between
companies, the slightly cheaper but less privacy-friendly company typically obtains a
greater market share [42]. Moreover, individuals do not always act in a fully rational
way in situations where their privacy is affected. Therefore, privacy valuations cannot
be precisely estimated [43]. Privacy concerns and expectations are remarkably context-
dependent and very difficult to predict. For instance, people perceive losses differently
than gains and are more willing to prevent a loss than achieve a similar gain, are risk
averse, tend to overvalue immediate rewards and undervalue long-term rewards, tend to
mimic behaviour shown by predecessors and behave differently in the absence of real
choices [44].

Acknowledging that privacy preferences and practices vary among nations and
regions is important. A universal regulatory approach to privacy would ignore cul-
tural and societal differences. Millberg et al. state clearly that “one size does not fit
all” with respect to regulatory implementation [45]. Cultural values can influence peo-
ple’s privacy perceptions such that countries with tighter privacy regulations tend to
experience fewer privacy problems [46]. Bellman et al. found that cultural values have
an impact on the extent to which errors in databases and unauthorised secondary use
raise privacy concerns [47]. Opinions differ as to whether data-driven innovation leads
rather to de-individualisation and discrimination, or to personalisation. Van Wel and
Royakkers, for instance, state that anonymous profiling could be harmful, and lead to
possible discrimination and de-individualisation [48].

Adapting to a new mindset seems to be necessary as data has become a strategic
business asset and privacy a threatened value. Failures in data security and governance
regularly create public embarrassments for companies [49]. Today, according to Miller,
those in charge of data must have skills ranging from math and statistics, machine
learning, decisionmanagement and computer science to data ethics, law and information
security [50]. Several of these skills are essential for developers to make sure privacy-
preserving features are properly integrated into products and services as well as daily
business practices. According to Kshetri, data-driven products and services are likely
to affect the welfare of unsophisticated, vulnerable and technologically inexperienced
users more negatively than others [51]. Digital literacy is a key skill in the age of big
data [52].

The flexible interpretation of privacy and data protection is both a blessing and a
curse for practitioners. Specific rules for the protection of special categories of data (i.e.,
sensitive data), which are included in the GDPR and other regulations, are embraced to a
different extent by professionals. Some healthcare professionals, for instance, have seen

8 Financieel Dagblad, “Medisch onderzoek in het gedrang door strenge privacyregels”,
23/09/2019. In response, the Minister of Health released a letter indicating the opportunities
that researchers may refer to in having health data processed for research purposes. Minister
VWS. “Reactie Artikel FD over secundair gebruik data.” 1587082-195476-DICIO. 04/10/2019.
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strict privacy protection as an impediment for epidemiological research [53]. Regulations
are also considered to have gaps and loopholes with respect to inferred data. The vast
amount of data sources and their linkability points towards a direction when everybody
would be identifiable through various data relations and as Purtova states data protection
law would apply to everything [54].

Within the scope of the concluding session of the 14th IFIP Summer School on
Privacy and Identity Management, an expert panel discussed ways forward towards
privacy-friendly big data. Much attention was paid to the relationship between privacy
and innovation. There was consensus among the experts that an increase in the funding
available for related research and innovation is essential. While significant progress was
made over the last couple of years with respect to privacy-preserving technologies, soci-
etal and economic aspects as well as the interplay of technologies and regulations on the
one side and people and organisations on the other side is not yet sufficiently understood.
Intensified research and innovation activities, however, are not enough. The experts also
agreed that measuresmust be taken to support the transfer of results from the laboratories
into practice. Relevant measures, mentioned by the experts, include involving a wide
variety of stakeholders in research and innovation activities and promoting standardisa-
tion. It was considered as important that success stories and good practices are shared.
However, it must be made sure that the specifics of different application contexts are
adequately taken into account.

5 Conclusions

Flourishing start-ups offering tools for privacy protection and an increasing availability
of products and services that are inherently privacy friendly show that privacy and data
protection have the potential to be enablers of innovation. However, to make privacy
markets a success across the spectrum, not only challenges related to profitability and
business models need to be overcome, but also challenges related to the individual val-
uation of privacy, cultural differences, skills and regulations. Consumer trust is central
for realising businesses with data-driven products and services. Therefore, being able
to demonstrate accountability in processing personal data as well as security and trans-
parency in data archiving and storage are essential for businesses. A proactive privacy
approach, which means that the legal framework is not played down but taken seriously,
makes this much easier.

We are convinced that responsible use of data and being innovative fit together well;
it is not necessary to choose one or the other. In the short term, taking not only laws fully
into account but also additional measures to protect privacy may be more of an effort,
but it will pay off in the medium and long term. Increased research and innovation and
the exchange of good practices will encourage a change of mindset. This perspective
was shared by the panel of experts at the IFIP Summer School. Concerning privacy as an
innovation opportunity, Hasselbalch and Tranberg compared data ethics with being eco-
friendly [55], “Being eco-friendly has become an investor demand, a legal requirement,
a thriving market and a clear competitive advantage. Data ethics will develop similarly
– just much faster”.
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