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Abstract. Devices constituting the Internet of Things (IoT) have
become widely used, therein generating a large amount of sensitive data.
The communication of these data across IoT devices and over the public
Internet makes them susceptible to several cyber attacks. In this paper,
we propose an efficient blockchain approach based on the secret compu-
tational model of a physically unclonable function (PUF). The proposed
framework aims to guarantee authentication of the devices and the miner
with a faster verification process compared to existing blockchain tech-
niques. Furthermore, the combination of the blockchain and PUF allows
us to propose an efficient framework that guarantees data provenance
and data integrity in IoT networks. The proposed framework employs
PUFs, which provide unique hardware fingerprints for establishing data
provenance. Smart contracts based on the blockchain provide a decen-
tralized digital ledger that is able to resist data tampering attacks.
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1 Introduction

The rapid development and evolution of miniaturization and electronics as well
as the massive deployment of communications and networking technologies have
bestowed unprecedented advances onto the world [1]. This trend has emerged in
a number of electronic devices in every field of work, reducing human effort and
increasing the cost of productivity. This rapid development is facilitating a shift
toward the digital world.

The Internet ensures fast and efficient communication, which facilitates soci-
etal advancement. In recent decades, digitalization has seen significant progress,
with developments that can be achieved and implemented through the Internet
and through the concept of the Internet of Things (IoT). IoT has emerged as
an encapsulate of various technologies, from radio frequency identification to
wireless sensors networks to physical sensors [2]. Indeed, IoT equipment with
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micro-controllers, digital communication transreceivers and protocol stacks that
allow communication has become an integral part of the Internet. IoT devices can
be applied in many research areas as electronic devices, from wearable devices
to physical hardware development platforms [3,4].

Security issues have become the most challenging problem facing IoT [5].
It is essential to provide security because IoT systems are directly involved in
human safety. A large number of IoT devices are connected in a system and
are not managed by a single controller [6]. The design of security protocols is
complicated due to the aforementioned issues.

Most security protocols are reliable for the Internet; however, they are not
satisfactory for IoT systems [7-9]. Modern security protocols must be resistant
to physical and side channel attacks, in addition to preserving anonymity and
privacy. Additionally, modern security protocols must be efficient when used
in ToT devices because they have very low computational, power and memory
resources [10-12]. Thus, new security protocols and frameworks are required for
establishing a secure and reliable IoT system.

In this paper, we present a blockchain-based architecture for IoT security.
Moreover, we propose an authentication framework between IoT devices and
miners in a blockchain network. Our work contributes to achieving identity
authentication, access control, replay attack resistance, DOS attack resistance
and data integrity without incurring overhead or delays. The unique features of
the physically unclonable function (PUF) offer hardware security for IoT devices
because a PUF carries a unique identification number for every chip at the time
of manufacture, thereby offering data provenance.

In the next section, we will present the background of the presented material
and challenges. In Sect. 3, we present our system architecture and the proposed
framework’s information work-flow. In Sect. 4, Security evaluations are discussed.
Finally, the conclusions are given in Sect. 5.

2 Background and Related Works

2.1 Physical Unclonable Function (PUF)

The PUF is defined as a digital fingerprint that offers unique identification for
semiconductor devices such as microprocessors. PUF's are based on unique phys-
ical variations developed during manufacturing. In short, a PUF is a physical
entity embodied in a physical structure [13]. A PUF is based on the concept
that even though the mask and manufacturing process are the same for every
integrated circuit (IC), each IC is quite different from other ICs due to normal
manufacturing variability. PUFs hold this variability to derive secret informa-
tion that is unique to the chip. PUF's are promising novel primitives that can be
used for secret key storage and authentication without the need for expensive
hardware [14,15]. PUFs derive their secrecy from the physical characteristics of
the IC. Thus, there is no need to store secrets in digital memory.
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2.2 Blockchain

The first record of blockchain technology came in 2008 by mysterious founders
using the name Satoshi Nakamoto [16].

Basically, a blockchain is a time-stamped chain of blocks jointly maintained
by every participating node. Each block is chained together cryptographically.
Blocks are digitally signed and chained to a previous block using their hash
values. Blockchain technology is completely distributed, restricted to the given
contractual code, autonomous and fully traceable [17].

2.3 Challenges

The IoT environment encapsulates millions of devices, and each device should be
authenticated to the network before establishing communication. Because there
is no human intervention in an IoT system, every IoT device should be equipped
with a way to identify and authenticate themselves. However, modern techniques
require secret credentials to be stored in the device memory. Unfortunately, these
modern techniques are not well suited for the physically unprotected devices that
are part of IoT systems [18]. An adversary may use various physical attacks to
manipulate the entire IoT system.

Another issue relates to physical and cloning attacks, where an adversary may
attempt to imitate a genuine and authenticated IoT device by cloning other IoT
devices by extracting secret information [15]. The main intention of an attacker
is to manipulate and access the IoT data sent by the other IoT devices. An
attacker can eavesdrop on the communication by introducing a new message,
change or replay messages, or establish other identities.

3 Proposed Framework Based on PUF Model

3.1 System Architecture

In this section, we introduce our system architecture equipped with various enti-
ties, such as the IoT devices, blockchain networks and the data owner, as shown
in Fig. 1.

In our system, we have three participants: the IoT devices, the blockchain
network and the data user.

— Various physical objects are merged to become smart objects, along with
sensors and actuators, allowing the collection and processing of data from
the real world.

— A peer-to-peer network, where every node may be a high-resource device.
This network imbues our system with a distributed nature. Every node in
the blockchain acts as a server/miner and maintains the history of all trans-
actions. The blockchain is the mechanism that allows transactions to verify
and provide the distributed, immutable, transparent, auditable and secure
features. Additionally, every node of the blockchain network is responsible
for data storage and providing the required computations.
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Fig. 1. The proposed system architecture

— A data user is an entity who has authority to provide their own personal
data. They have full control over their data and set data access policies for
intended purposes only. By adopting the blockchain and PUFs, data integrity,
data provenance, and data tampering resistance can be achieved for the owner
of the data.

3.2 Enrollment Phase

First, the IoT devices will request a node/miner in the blockchain network for
registration. Then, this node/miner will store the registration details in local
storage in a database. After successfully storing these details, the node/miner
will be approved by the IoT devices (see Fig. 2). Simultaneously, the node/miner
will broadcast the registration to the whole blockchain network, which will be
confirmed to the user.

3.3 Verification Phase

When a user wants to interact with the node/miner, the user has to request
permission; the node/miner will query this permission from local storage. Then,
the node/miner will broadcast the request signed by the node/miner to the
blockchain network. Once the blockchain network verifies the request, the user
can interact with the IoT devices (see Fig. 3).

Our proposed work presents a unique approach to authentication using block-
chain based smart contracts along with the PUF model, which offers a dense
solution for secure authentication. Basically, our proposed solution will interact
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with a blockchain based smart contract to ensure safe and secure communication.
A smart contract is designed in such a way that the data coming from the
IoT devices will interact with the distributed nodes in the blockchain network.
Initially, all devices will need to enroll following their respective device ID and
secret computational PUF model with the smart contract. Figure 4 presents the
information flow of the entire IoT system.

4 Analysis

In this section, we illustrate some perspectives on evaluating the proposed PUF-
based blockchain.

1. Faster verification process
Existing PUF-based blockchain techniques require storing lists of challenge-
response pairs (CRPs) in the database on the verifier side [19]. Therefore,
collecting new CRPs from devices and storing them will become an exhaustive
task and require unnecessarily storage and computations, especially under
resource-constrained environments. We intend to overcome these problems by
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proposing a new approach with minimally intensive processes on the database
on the verifier side.

2. Authentication of the devices and the miner
In the proposed PUF-blockchain model, IoT devices are authenticated with
miner nodes after validating the ID, MAC address, and secret computational
model (PUF model) parameters. The challenge-response protocol concatena-
tion with hash ID transactions that will be verified with the stored hash IDs
on the miner side at the time of enrollment. This guarantees a secure authen-
tication of the devices in IoT networks.
The server/miner will perform authentication using the device parameters
that have been established in the previous transactions. The miner node will
receive an ID from the users, and accordingly, it will send challenges or reject
their requests. The parameters received from legitimate devices are checked
and used to decide whether to continue or terminate the process.

3. Data provenance and data integrity
The use of PUFs and the features of the blockchain ensure data provenance
and data integrity for IoT environments [20]. The blockchain employs hash
functions that confirm data integrity, while the unique 1D in the PUF model
guarantees data provenance for each IoT device. The blockchain holds a list of
transactions between users, which are user data that are robust to tampering.
This provides immunity from impersonation attacks. The blockchain offers an
immutable chain of records; all the data transmitted previously are validated
and then stored in the blockchain in such a way that these data cannot be
altered by attackers.

4. Resistance against replay attacks
Every step of the timestamp is used to check the data freshness, including all
hash lists when transmitting the transactions. Thus, the proposed framework
is well protected against replay attacks and can withstand such attacks.
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5. Resistance against man-in-the-middle attacks
The proposed scheme guarantees resistance against man-in-the-middle
attacks. The sender is validate and verified by the receiver before process-
ing any transactions.

Additionally, the security evaluation of the proposed framework illustrates a
high level of security. The smart contract stores the full list of registered device
IDs, MAC addresses and PUF models during the enrollment phase. Thus, it is
nearly impossible for attackers to apply well-known attacks such as denial of
service attacks, distributed denial of service attacks, and impersonation attacks.
The smart contract maintains the list of registered IoT devices and the respective
PUF model, along with the MAC addresses of the IoT devices, thereby offering
trustworthiness for user access policies and user data usage records.

5 Conclusion

In this paper, we present an emerging technology: the PUF-based blockchain.
The proposed framework ensures authentication for users and data integrity in
ToT systems. Our proposed method represents an efficient and secure method
for interaction between IoT devices and a miner in a blockchain network. Dis-
tributed ledgers and smart contracts carried out on the blockchain guarantee
data integrity and user privacy. Cryptographic operations are implemented to
enhance the blockchain protocol and ensure secure, efficient and more reliable
authentication protocols. The proposed PUF-based blockchain can be employed
as an efficient solution to preserve data integrity and facilitate authentication as
well as reduce the computation power for IoT devices as PUF equipped in it.
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