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Preface

The utilization of the IoT in health care (the industry, personal health care, and
healthcare installment applications) has forcefully expanded crosswise over different
explicit Internet of Things use cases. Simultaneously we perceive how other
healthcare IoT use cases are getting speed and the associated healthcare reality is
quickening, regardless of whether obstacles remain. Up to this point, most IoT
activities in health care rotated around the improvement of care all things considered
with remote observing and telemonitoring as fundamental applications in the more
extensive extent of telemedicine. A second region where numerous activities exist is
following, checking and support of advantages, utilizing IoT and RFID. This is done
on the degree of medical gadgets and healthcare resources, the individual’s level and
the nonmedical resource level (for example, medical clinic building resources). Be
that as it may, these arrangements and use cases are only the start and, simultane-
ously, are a long way from inescapable. Further developed and incorporated
methodologies inside the extent of the computerized change of health care are
beginning to be utilized concerning health information angles where IoT assumes an
expanding job, as it does in explicit applications, for example, smart pills, smart
home care, personal health care, robotics, and Real-Time Health Systems (RTHS).

Inside the large associated health care and eHealth picture, increasingly coordi-
nated methodologies and advantages are looked for with a job for the supposed
Internet of Healthcare Things (IoHT) or Internet of Medical Things (IoMT). The
period from 2017 until 2022 will be significant in this progress, with a few changes
before 2020. From 2017 until 2022, development in IoT healthcare applications is to
be sure ready to quicken as the Internet of Things is a key part in the advanced change
of the healthcare business and different partners are increasing their determination.

The delectable advancements in the IoT space result in a staggering number of
connected and embedded devices (resource-constrained as well as intensive). On
other hand, the IoT paradigm leads to the realization of billions of digitized entities.
Precisely speaking, our everyday environments are being stuffed with digitized
systems and connected devices in order to produce self-, surroundings, and
situation-aware applications. With flourishing of data analytics platforms, all kinds
of IoT data are being consciously collected, cleansed, and crunched in order to
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extricate actionable insights in time. Thus, capturing data-driven insights and
enabling insights-driven decisions, deals and deeds are seeing the grandiose reality
with the bevy of improvisations and innovations in the Information and
Communication Technologies (ICT) space.

Now, the healthcare sector is being blessed with a variety of devices, instru-
ments, equipment, appliances, machineries, wares, toolsets, utensils, robots, highly
integrated software solutions, data sources, etc. With extreme connectivity between
the physical and the cyber worlds, hitherto unheard applications can be conceived
and concretized. All kinds of healthcare data can be subjected to a variety of
investigations in order to extract highly useful and usable intelligence in order to
automate several manual tasks. Also, next-generation healthcare applications can
become greatly intelligent through the integration with various knowledge dis-
covery and dissemination tools. Thus, with the growing ecosystem of healthcare
sensors and actuators, the ready formation of ad hoc and application-specific sensor
and actuator networks, data capture, processing, storage and mining, the pioneering
machine and deep learning algorithms, and other noteworthy advancements in the
Artificial Intelligence (AI) and Ambient Intelligence (AmI) domains, the break-
throughs in the Internet of Things (IoT) and Cyber-Physical Systems (CPS) fields,
the faster stability and maturity of mobile, social and edge computing models, etc.
are to bring forth a litany of smarter and sophisticated applications in the healthcare
domain. This book is being specially prepared with the aim of telling all about the
forthcoming healthcare-specific use cases that are going to get realized through the
disruptions and transformations happening in the IoT landscape.

Now, the healthcare sector is being blessed with a variety of devices, instru-
ments, equipment, appliances, machineries, wares, toolsets, utensils, robots, highly
integrated software solutions, data sources, etc. With extreme connectivity between
the physical and the cyber worlds, hitherto unheard applications can be conceived
and concretized. All kinds of healthcare data can be subjected to a variety of
investigations in order to extract highly useful and usable intelligence in order to
automate several manual tasks. Also, next-generation healthcare applications can
become greatly intelligent through the integration with various knowledge dis-
covery and dissemination tools. Thus, with the growing ecosystem of healthcare
sensors and actuators, the ready formation of ad hoc and application-specific sensor
and actuator networks, data capture, processing, storage, and mining, the pioneering
machine and deep learning algorithms, and other noteworthy advancements in the
Artificial Intelligence (AI) and Ambient Intelligence (AmI) domains, the break-
throughs in the Internet of Things (IoT) and Cyber-Physical Systems (CPS) fields,
the faster stability and maturity of mobile, social and edge computing models, etc.
are to bring forth a litany of smarter and sophisticated applications in the healthcare
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domain. This book is being specially prepared with the aim of telling all about the
forthcoming healthcare-specific use cases that are going to get realized through the
disruptions and transformations happening in the IoT landscape.

Bangalore, India Pethuru Raj
Kathmandu, Nepal Jyotir Moy Chatterjee
Punjab, India Abhishek Kumar
Noida, India B. Balamurugan
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AI and IoT in Healthcare

Sonia Singla

Abstract The web of things has various applications in therapeutic organizations,
from remote checking to sharp sensors and medicinal gadget blend. It can keep
patients verified and sound, in any case, to improve how pros pass on thought also.
Human organizations Internet of Things (IoT) can in like way help getting obligation
and fulfilment by engagingpatients to contribute greater imperativeness collaborating
with their specialists. In any case, remedial organizations IoT is not without its
impediments. The measure of related gadgets and the huge extent of information
they collect can be a test for remedial focus IT to coordinate. Diabetes is an essential
unending illness that effects in excess of 30 million individuals in the United States.
The illness results from high blood (glucose) because of a fragility to appropriately
get importance from sustenance, in a general sense as glucose. Insulin is a hormone
that normally helps to process glucose in the body. Regardless, by ethicalness of
diabetes, insulin is inadequate (Type 2 diabetes) or obsolete (Type 1 diabetes).

Keywords Diabetes mellitus · Cardiovascular disease ·Mental illness · Artificial
intelligence · Parkinson’s diseases

1 Introduction

Man-made intelligence and the improvements abovewill alleviatemanymigraines of
tasks and techniques in themedicinal field today.Medicinal experts havebeenbattling
with electronic well-being records (EHRs)—capacity techniques, safety efforts and
access. Enormous information and AI will give an answer for each of the three of
these issues.

Besides, AI can help with the analysis and treatment of patients, distinguish-
ing ailment quicker and with better precision through the historical backdrop of a
patient’s EHRs. Through prescient examination, AI can glance back at a patient’s
past medicinal records and discovers designs that could recommend that the patient
is made a beeline for a specific disease—like the recently referenced malignancy.
Specialists can take this data and get them back on the correct way, keeping them
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2 S. Singla

from the beginning of more things like a heart assault, diabetes and other hazardous
diseases [1].

2 Role of AI in Diabetes

An expected 425 million individuals all around have diabetes, representing 12%
of the world’s well-being uses, but then 1 out of 2 people stay undiscovered and
untreated. Utilizations of man-made consciousness (AI) and subjective registering
offer guarantee in diabetes care. Themotivation behind this chapter is tomore readily
comprehend what AI advances might be significant today to People With Diabetes
(PWDs), their clinicians, family and guardians. The writers directed a predefined,
online PubMed search of freely accessible wellsprings of data from 2009 forward
utilizing the pursuit terms ‘diabetes’ and ‘man-made reasoning’. The investigation
included clinically significant, high-sway articles, and rejected articles whose design
was specialized in nature.An aggregate of 450distributed diabetes andAI articlesmet
the consideration criteria. The investigations speak to various and complex arrange-
ments of imaginative methodologies that intend to change diabetes care in four fun-
damental territories: mechanized retinal screening, clinical choice help, prescient
populace chance stratification and patient self-administration apparatuses. Many
of these new AI-controlled retinal imaging frameworks, prescient displaying pro-
grammes, glucose sensors, insulin siphons, cell phone applications and other choice
helps are available today with additional in transit. Simulated intelligence applica-
tions can possibly change diabetes care and help a great many PWDs to accomplish
better blood glucose control, diminish hypoglycaemics scenes, and decrease dia-
betes comorbidities and confusions. Artificial intelligence applications offer more
noteworthy exactness, effectiveness, convenience and fulfilments for PWDs, their
clinicians, family and guardians [2].

A key finding was the fruitful upgrades found in the inconstancy of individual
postprandial and post-action glucose results, proposing that Sugar.IQ with AI learn-
ing may give a powerful, minimal effort technique for streamlining singular patient
administration through customized experiences and commitment prompts, as per Dr.
Neemuchwala.

Highlights of the Sugar-IQ application include the following:
Customized bits of knowledge that uncover time and day of practices identified

with glucose levels connected to bolus requests, quick change in glucose levels, for
example, post-insulin highs and lows, time-sensitive activities and supper substance
designs.

• Inspirational signals to empower continued positive activities.
• Glucose prompts aremade dependent on examples and sent to the showcase board.
• Brilliant sustenance log to make section of suppers and snacks simple and
consistent.

• Stores past glucose measurements to educate future practices.
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As indicated by patient criticism, while 80–85% of members enjoyed the prompts,
full acknowledgment expanded after some time and introduction to the gadget input,
achieving 100% by day 18.

The specialists showed that the key finding was less inconstancy in individual
postprandial and post-action glucose results, recommending that the enhancements
discovered after the utilization of the Sugar.IQ aide gave a viable technique to
improving individual patient administration thought customized bits of knowledge
and commitment prompts.

The application right now can keep running on iOS cell phones; applications
for other cell phone stages are being developed. Furthermore, the Sugar.IQ applica-
tion additionally will be incorporated into the Guardian Connect CGM framework
(Medtronic) when it is propelled in towards the finish of the late spring 2018 [3].

Diabetes mellitus, for the most part known as diabetes, is a metabolic infection
that causes high glucose. The hormone insulin moves sugar from the blood into your
cells to be secured or used for essentialness. With diabetes, your body either does
not make enough insulin or cannot satisfactorily use the insulin it makes.

Diabetes is the main source of death around the world. Absence of mindfulness
and learning among urban and provincial zones is the fundamental driver of diabetes
in India. Like in urban region, in rustic region, additionally, diabetes is expanding, i.e.
two men and ladies are at high hazard for diabetes. Corpulence cases are expanding
in men and subsequently sugar level is expanding and hazard to diabetes. It tends
to be averted by doing work out, staying away from fat nourishment and desserts.
Besides being limited to the standards of diabetes care in India, there is a specific pre-
requisite for a broad diabetes care programme which must be even more wide going.
Essential diabetic thought should be all around accessible, regarding advancement
and ability, to the comprehensive network and qualified to them at a sensible cost. To
reduce repulsiveness and mortality on account of diabetes, conscious undertakings
of experts practicing diabetes care, family specialists, individuals with diabetes, the
comprehensive network, material affiliations and those blessed with general pros-
perity in India are a flat-out need. In context on the openings between the guidelines
and real practice thus as to improve diabetes control in India, a reasonable method to
manage and improve care about diabetes and its control both among patients and the
remedial club is the desperate need vital. For the Indian subcontinent in like manner,
the best-fit pertinence of thing and organization structure for patient-centred dia-
betes care might be overviewed and care levels among the diabetic patients might be
extended to incorporate them in their treatment plans [3, 4].

Untreated high glucose from diabetes can hurt your nerves, eyes, kidneys and
various organs.

There are two or three different sorts of diabetes:
Type 1 diabetes is an invulnerable framework illness. The safe structure attacks

and pulverizes cells in the pancreas, where insulin is made. It is murky what causes
this ambush. Around 10% of people with diabetes have this sort.

Type 2 diabetes happens when your body ends up impenetrable to insulin, and
sugar is produced in your blood.
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Prediabetes happens when your glucose is higher than commonplace, anyway it
is not adequately high for an assurance of sort 2 diabetes.

Gestational diabetes is the presence of high amount of glucose during pregnancy.
Insulin-blocking hormones made by the placenta cause this sort of diabetes [5].

The diabetes crisis in the United States cannot be overstated. The numbers are
horrible: beginning at 2012, 29.1 million Americans, or 9.3% of the masses, had
diabetes, and 86 million more were prediabetic.

All things considered, diabetes prompts in any occasion 243,000 passing’s yearly,
and type 1 and 2 diabetes record for a totalled yearly direct therapeutic cost of $176
billion in the United States, as it were, in view of diabetic perplexities and related
crisis centre affirmations.

Crucial in turning away these affirmations and weakening bothers is control of
blood glucose levels, evasion of unsafe lows (routinely implied as hypoglycaemic
events).

While various relationships over all organizations are usingAI to help comprehend
the heavy slide of data made by the multitudinous number of devices accessible for
use, the social protection division has a momentous opportunity to use AI for the
most significant of causes: improving patient outcomes for people who experience
the evil impacts of diabetes, and finally saving lives.

For an instance of how AI has been displayed to improve diabetes patients’ out-
comes, look not any more remote than a continuous observational starter held at the
Diabetes Clinic in the Netherlands, one of Europe’s driving diabetes offices.

The Diabetes Clinic’s continuous observational starter used a system based
over a self-streamlining AI organize. The structure, called Rhythm, gauges and
regulates blood glucose measurements of people with diabetes, in perspective on
non-prominent biometric sensors and AI.

By using modified blood glucose desire models that acclimated to all of the eight
patients who checked out the observational starter, the experts controlling the primer
found that in seven of the eight patients, the Rhythm system alone cultivated a 20%
development in time in range and a 9% decline in unsafe lows—both key estimations
for diabetes patients—appeared differently in relation to diabetes’ starting at now
suitable, high-contact approach.

The observational starter of Rhythm exhibited that the Diabetes Clinic had the
alternative to not simply coordinate the blood glucose control results it as of late
achieved through standard human checking, yet truly improve them. Thusly, expect-
ing a motorized, AI-fuelled structure can improve—than the Diabetes Clinic’s mas-
ters at controlling blood glucose levels, we should have the choice to achieve the
office’s low diabetes hospitalization rates inside the general open of diabetics.

Despite diminishing the amount of possibly fatal extreme scenes related to dia-
betes, this would result in $67 billion in yearly cost speculation reserves. Finally,
extrapolating the results achieved by Rhythm over the general U.S. masses would
astoundingly influence our overall population’s prosperity [6, 7].
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This starter not simply centres a way ahead for watching out for the stunning size
of diabetes in the United States, it similarly plots how much the therapeutic adminis-
trations division—and patients in all cases—stay to get from man-made intellectual
competence.

Believe it or not, the certification that AI advancement shows up in human admin-
istrations is provoking an impact of endeavour: plans to social protection related AI
associations have been extending year over year since 2011, and financing jumped
from $64 million out of 2013 to a colossal $358 million of each 2014 [8, 9].

There is an essential work to be done to improve the consequences of diabetes
patients in the United States; anyway, AI has, in any occasion, huge potential to help
with a noteworthy piece of the diligent work.

Everything considered, that is, the certifiable assurance of AI: to take the world-
changing contemplations that the human character is prepared for envisioning and
apply those musings at a scale that nobody, yet machines can reach [10].

Diabetesmellitus is a vital unending affliction, impacting up to 3%of themasses in
the industrialized countries. Insulin-Dependent Diabetes Mellitus (IDDM) patients
need exogenous insulin mixtures to oversee blood glucose assimilation, to turn away
ketoacidosis and stupor-like state, and to lessen the peril of later life disproving both-
ers. It has been exhibited [11] that Intensive Insulin Therapy (IIT), including 3 to 4
mixtures reliably or the usage of subcutaneous insulin siphons, is the best strategy
to adjust blood glucose, and along these lines to lessen or delay IDDM troubles;
the extension in treatment organizing flightiness and in costs is the unquestionable
drawback. IDDM the administrators consistently contain in visiting patients every
2/4 months; during these visits, the data beginning from home-checking are dis-
membered, to review the metabolic control achieved by the patients [12]. It has been
maintained that the use of current advances of information developments and deci-
sion sincerely strong systems may improve cost-feasibility of IIT, by diminishing
the amount of periodical control visits, while growing the patient/specialist corre-
spondence rate. A couple of gadgets and cautioning systems for helpful game plan
assessment are right now available, both on a well ordered and on a visit-by-visit
premise [13], and for some of them the capacity of giving real decisions has been
shown probably [11]. The exponential advancement in the availability and in the use
of media transmission organizations pushes towards the blend of such instruments
in a framework’s organization condition, to give long-expel help to seeing, similarly
as long-separate checking ability to the specialist [14]. The usage of fitting Artificial
Intelligence (AI) techniques, for instance, data-based systems, intelligent data analy-
sis and case-based reasoning, may overhaul the structure of the general organization:
it ought to be possible to allow the customers abusing an insightful work territory
for infrequent treatment evaluation and update [15].

By virtue of an appropriated structure, the nearness of an around the world, shared
cosmology is fundamental to ensure the probability of correspondence between the
building portions: the way of thinking goes about as the ordinary expressing to which
all of the modules suggest while exchanging information, and is used to choose
the direct of the whole system. The T-IDDM theory is secured in a learning base
fabricated using an edge system [11] that reinforces diverse heritage andmade spaces.
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It is dealt with into logical orders, which depict substances (for instance, patients
explore office regards), events (for instance, checking data estimations), reflections
(for instance, hyperglycaemia), drugs, accommodating shows and so forth. Since
spaces are created, we in like manner expected to define a chain of significance
of classes addressing types (for instance, the class of numerical characteristics and
the one of fixed-length-string regards). Types are theoretical classes: no events are
produced using them; anyway, they are used to store information required by the case
openings. The database was used essentially as a conclusive instrument, to depict the
space theory, while we misuse a social database to manage the certifiable data. The
structure of the database tables, similarly as the bearings to store and recuperate the
data, is created normally dependent on the cosmology information. A SQL interface,
prepared to get the request steered to the database, besides, to re-establish the ensuing
data, ensures the correspondence between the customer and the data file [15].

The data accumulated by patients during home-watching and sent through the
PU-MU affiliation are time-ventured and acquired a couple of times (from three to
four) multi-day. To allow a suitable comprehension of the data, we have subdivided
the 24 h ordinary length into a great deal of successive non-covering time cuts,
concentrated on the period of dinners or insulin implantations; each datum is from
this time forward identified with a given time cut. The MU mishandles the home-
checking information through a great deal of mechanical assemblies to picture and
to separate accumulated data. Data examination ranges from a great deal of real
systems, for instance, the extraction of the step-by-step ordinary estimation of Blood
Glucose Level (BGL), the step-by-step insulin need and the amount [16, 17].

Way of life and Daily-Life Support in Diabetes Management Lifestyle the execu-
tives is a crucial part of diabetes care. Inactive living, stress, non-adherence to drug,
absence of customary medical examinations and negative behaviour patterns can
prompt cessation of treatment for patients with diabetes. From the season of deter-
mination, patients are required to advance their lifestyles to manage complications
and other comorbid conditions, with the general objective of improving their own
care. Current advancements and information distribution centres enable solutions
that model information and settle on quality choices dependent on them. Choice
emotionally supportive networks (DSSs) comprise of tools concentrated on helping
patients or specialists to oversee diabetes treatments. These frameworks for the most
part have checking highlights that encourage precise account of data about eating
routine, PA, prescription, glucose estimations and so on, and join it with instruments
to help the two patients and clinicians, with the general objective of upgrading reme-
dial results. Multiple investigations went for creating DSSs to oversee diabetes have
been proposed since 2010. One of the most productive approaches is the METABO
venture. This task involves monitoring and advanced highlights including devices
to counteract future journeys, progressively enhance care pathways, remove designs
via knowledge discovery and guide health improvement plans. The creators directed
a few pilot trials, including usability tests in 36 T1D patients. The MOSAIC project,
another significant project, is concentrated on the improvement of a DSS for T2D
the executives, with a unique spotlight on the hazard evaluation of related intricacies
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utilizing information mining techniques. Another everyday life emotionally support-
ive network has progressed tools, such as a recommender framework that utilizes
CBR and an integrated BG forecast apparatus dependent on developmental calcu-
lation. As of late, Everett et al. presented a DSS utilizing AI to elevate adherence
to physical activity and weight decrease. Creators approved the framework with 55
patients with prediabetes. Previously, Yom-Tov et al. proposed a DSS dependent on
an RL algorithm that consequently sends messages to patients who are following a
customized arrangement for physical exercise. The methodology was approved in
stationary T2Dpatients. Daily-life emotionally supportive networks usingAI devices
for GDM were additionally examined. A weight the executive’s proposal was intro-
duced in the MediClass system. The system, which depends on the use of a charac-
teristic language preparing (NLP) algorithm, was approved during the postpartum
visits of 600GDMpatients. Rigla et al. also explored devices for GDMpatients. They
proposed a versatile application dependent on an AI-enlarged telemedicine DSS as a
device for aiding GDM patients. Later, they introduced a platform to remotely assess
patients utilizing a classifier dependent on a grouping calculation and a DT learning
calculation. The system was evaluated in 90 GDM patients. The results showed a
decrease in the time devoted by clinicians to patients and in face-to-confront vis-
its per patient. Six different investigations have proposed options in contrast to the
manual formation of patient care work processes. The studies offer support for the
structure and sending of diabetes the board conventions, just as approaches to con-
sistently improve patient tracking all through the whole procedure. Cleveringa et al.
presented a framework for diminishing cardiovascular danger of T2D patients by
optimizing patient care work processes. The creators approved their framework by
administering polls to 3391 T2D patients. Mill operator et al. used an AI way to deal
with concentrate data from drug medicines from electronic well-being record (EHR)
information and distinguish elements related with patient consideration stream devi-
ations. Another DSS with consideration stream apparatuses was displayed in the
work of Al-Otaibi et al. This system focuses on the administration of T2D patients
utilizing progressed features, such as modernized cautions and updates. It was tried
in 20 T2D patients for a half-year, and resulted in diminished HbA1c levels and
improved diabetes mindfulness. Fernandez-Llatas et al. proposed utilizing informa-
tion mining techniques to empower the dynamic plan of consideration conventions,
however, featured the requirement for instruments to decrease the Spaghetti Effect
and make DSSs usable by specialists. Contreras et al. developed a diabetes manage-
ment system to coordinate a progression of AI models and devices with a motor to
oversee diabetes patient care streams. At last, Suh et al. proposed a dynamic con-
sideration stream framework that connected information grouping together with rule
mining methods to organize required client tasks. Other devices have been proposed
for improving daily-life support for diabetes treatments. Four different instruments
have been intended to investigate online dialogue discussions and social systems to
remove pertinent information. First, grieves et al. compared various AImethods (DT,
SVM, bagging, and Bayes) to analyse patients’ online comments with the point of
predicting patient assessment of hospital execution. Second, Valdez et al. propose a
k-implies clustering analysis to distinguish correspondence designs both on and off
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Facebook. They validated their device in a cohort of 700 T2D patients. Third, Chen
et al. proposed bunching dependent on continued bisecting k-means with the objec-
tive of obtaining patient experience data, including enthusiastic and transient parts
of diabetes the board. At long last, Hamon et al. proposed utilizing NLP strategies
to extricate data about patients’ expertise in overseeing diabetes [18].

3 AI in Cardiovascular

The impact of high peril leads by diabetes, hypertension, smoking between the age
of 35 and 70 and nonappearance of treatment is critical explanation behind death in
India [19, 20].

Within the near future, man-made mental aptitude (AI) frameworks, for instance,
AI, significant learning and abstract enrolling, may accept a fundamental occupation
in the improvement of cardiovascular (CV) medicine to support exact CV solution.
CV clinical thought starting at now faces down to earth challenges identifying with
cost diminishes in shirking and treatment, insignificant exertion sufficiency, overuti-
lization, lacking patient thought, and high readmission and passing rates. Productive
associations among specialists and data analysts are relied upon to engage clini-
cally significant modernized and judicious data assessment. Until this point in time,
colossal data, for instance, ‘omics’ data, human gut microbiome sequencing, online
life and cardiovascular imaging, are exorbitantly enormous and heterogeneous, and
change too quickly, to be secured, analysed and used. Re-enacted insight canmishan-
dle huge data and be used in front line relentless thought. For sure, Cardiovascular
Disorders (CVDs) are unusual and heterogeneous in nature, as they are realized
by various genetic, biological (e.g. air pollution) and lead factors (e.g. diet and gut
microbiome). At present, muchmoremovements ought to bemade to envision results
definitely and feasibly, instead of looking over a direct score structure or standard
CV chance components [13, 21].

Man-caused insight frameworks have been associated with cardiovascular medi-
cation to explore novel genotypes and phenotypes in existing afflictions, improve the
idea of patient thought, enable cost-practicality, and decline readmission and passing
rates. Over the earlier decade, a couple of AI strategies have been used for cardio-
vascular contamination examination and gauge. Each issue requires some degree of
appreciation of the issue, the extent that cardiovascular medicine and estimations, to
apply the perfect AI count. Within the near future, AI will bring about an adjustment
in context towards precision cardiovascular prescription. The ability of AI in car-
diovascular medicine is tremendous; regardless, negligence of the challenges may
overshadow its potential clinical effect [22].

The presentation of such computerized innovations as automated inserts, home-
checking gadgets, wearable sensors and portable applications in social insurance
has created critical measures of information, which should be deciphered and opera-
tionalised by doctors and human services frameworks crosswise over different fields.
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Most frequently, such advances are executed at the patient level, with patients turn-
ing into their ownmakers and customers of individual information, something which
prompts them requesting progressively customized care.

This computerized change has prompted a move away from a ‘top-down’ infor-
mation of the board technique, ‘which involved either manual section of information
with its characteristic impediments of exactness and fulfilment, trailed by informa-
tion investigationwithmoderately essentialmeasurable instruments…and frequently
without authoritative responses to the clinical inquiries posited’. We are currently
in a period of a ‘base up’ information of the executives methodology that includes
constant information extraction from different sources (counting applications, wear-
ables, emergency clinic frameworks and so on.), change of that information into a
uniform configuration and stacking of the information into a logical framework for
last analysis.

Each one of this information, be that as itmay, represents a genuine test for doctors:
the test of boundless decision. As indicated by a white paper by Stanford Medicine,
‘the sheer volume of social insurance information is developing at a galactic rate: 153
exabytes (one exabyte= one billion gigabytes) were created in 2013 and an expected
2,314 exabytes will be delivered in 2020, meaning a general rate of increment at any
rate 48% every year’. With such a great amount of information on the day-by-day
choices of a large number of patients about their physical action, dietary admission,
drug adherence and self-checking (for example, circulatory strain, weight), to give
some examples, doctors are at a misfortune with respect to which information to
concentrate on, to scan for what and for which wanted result?

Expanded information stockpiling, high registering force and exponential learn-
ing abilities together empower PCs to adapt a lot quicker than people and address
the test of boundless decision. Man-made consciousness (AI) is the advancement
of wise frameworks, equipped for taking ‘the most ideal activity in an offered sit-
uation’ To grow such savvy frameworks, AI calculations are required to empower
dynamic learning abilities in connection to evolving conditions. AI takes various
structures and is related with a wide range of ways of thinking, including reason-
ing, brain research and rationale (with learning calculations dependent on reverse
finding), neuroscience and material science (with learning calculations dependent
on backpropagation), hereditary qualities and developmental science (with learning
calculations dependent on hereditary programming), insights (with learning calcula-
tions dependent on Bayesian surmising) and scientific advancement (with learning
calculations dependent on help vector machine). Each of these ways of thinking can
apply their learning calculations for various issues. Be that as it may, none of these
calculations are flawless in tackling every single imaginable issue and none have
achieved a degree of ‘superintelligence’ that will almost certainly anticipate, analyse
and give suggestions for treating complex ailments. In any case, when capability
joined—and gave they are encouraged the suitable information to gain from—these
calculations can produce what has been known as an ‘ace calculation’, which could
possibly tackle substantially more mind-boggling issues than people can.

AI can decidedly affect cardiovascular sickness forecast and finding by creating
calculations that can demonstrate portrayals of information, a lot quicker and more
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effectively than doctors can. For instance, at present, a doctor who wishes to foresee
the readmission of a patient with congestive heart disappointment needs to screen
a huge, however, unstructured electronic well-being record (EHR) dataset, which
incorporates factors, for example, the International Classification of Diseases (ICD)
charging codes, drug remedies, research centre qualities, physiological estimations,
imaging studies and experience notes. Such a dataset makes it very hard to choose
from the earlier which factors ought to be incorporated into a prescient model and
what sort of strategies ought to be connected in the model itself.

Such prescient models can be delivered with ‘managed learning’ calculations that
require a dataset with indicator factors and named outcomes. For instance, an ongo-
ing report examined the prescient estimation of an AI calculation that ‘consolidates
spot following echocardiographic information for computerized separation ofHyper-
trophic Cardiomyopathy (HCM) from physiological hypertrophy seen in athletes’.
The investigation’s outcomes demonstrated a positive effect of AI calculations in
aiding ‘the segregation of physiological versus neurotic examples of hypertrophic
renovating… for robotized translation of echocardiographic pictures, which may
help beginner perusers with constrained experience’.

A different arrangement of calculations utilized in cardiology is called ‘solo
learning’ calculations, which spotlight on finding shrouded structures in a dataset
by investigating connections between various variables. For instance, one exami-
nation researched the utilization of such learning calculations to recognize worldly
relations among occasions in EHR; these fleeting relations were then inspected to
survey whether they improved model execution in anticipating beginning conclu-
sion of heart failure. Thus, results from unaided learning calculations can nourish
into regulated learning calculations for prescient demonstrating.

A third arrangement of calculations is support learning calculations, which ‘learn
conduct through experimentation given just information and a result to optimize’.
Designing unique treatment regimens, for example, dealing with the rates of re-
intubation and directing physiological soundness in escalated care units, is one terri-
torywhere the utilization of fortification learning calculationsmayhold extraordinary
potential. For what reason Does Cardiology Need Artificial Intelligence? [21]

Man-made intelligence developed because progressively commonplace calcula-
tions can regularly be enhanced for certifiable assignments. Think about the instance
of strategic relapse. To empower measurable deduction, for example, estimation
of coefficients and, this model requires various solid suspicions (e.g. autonomy of
perceptions and no multicollinearity among factors). At the point when calculated
relapse is utilized for different purposes, the presumptions that empower measurable
derivation might be random to the objective and can prevent the model’s presenta-
tion. Conversely, AI calculations are commonly utilized without making the same
number of suppositions of the hidden information. Although this methodology pre-
vents the likelihood for customary factual surmising, it brings about calculations
that by and large are increasingly exact for expectation and grouping. In this manner,
cardiovascular medication can profit by the consolidation of AI and AI [13].
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3.1 Profound Learning in Cardiology

As opposed to other innovative fields, profound learning in social insurance is as
yet creating, and its applications hitherto to cardiology are fairly constrained. The
most punctual business utilizations of profound learning were for PC vision or the
computational investigation of pictures. Also, many of the underlying biomedical
utilizations of AI have been in the space of picture handling. For instance, Gulshan
et al. bridled a CNN to identify diabetic retinopathy from a database of 128,00 retinal
pictures. These examiners got an affectability of 97.5% and explicitness of 96.1%
when contrasted and a best quality level arrangement by 7 to 8 ophthalmologists.
Esteva et al. utilized aCNNon129,000of dermatological injuries to orderwhether the
injury was a kind of seborrheic keratosis versus a keratinocyte carcinoma or a kind-
hearted nevus versus a threatening melanoma. This gathering found that their CNN
performed about just as a board of 21 board-guaranteed dermatologists. Critically,
these two papers show a significant downside of profound learning: it takes a gigantic
measure of information to prepare a profound learning model due to the tremendous
number of parameters that must be assessed. The cost and trouble of procuring
biomedical information contrasted and different fields are restricting components
for the use of AI in certain conditions.

Regardless of its beginning, profound learning connected to the area of cardiology
indicates extraordinary potential. For instance, in 2016, resident researchers took
part in the Second Annual Kaggle Data Science Bowl, ‘Changing HowWeDiagnose
Heart Disease’. The bowl moved researchers to make a strategy to quantify end-
systolic and end-diastolic volumes in cardiovascular attractive reverberation pictures
from excess of 1,000 patients consequently. The top-performing group had no earlier
foundation in drug. They were information researchers who worked for a money-
related foundation. What’s more, towards the start of 2016, the principal paper was
distributed applying CNNs for electrocardiographic inconsistency location [23]. The
strategy comprised of a two-arrange learning process, first, finding a suitable element
portrayal for every patient and afterwards utilizing the main educated highlights for
peculiarity identification at later time focuses for a similar patient.

Abdolmanafi et al. [24] utilized a CNN called AlexNet to arrange coronary vein
optical soundness tomography pictures in Kawasaki infection consequently. In a
case of noncomputer vision-based neural system, Choi et al. [19] utilized an RNN to
anticipate heart disappointment analysis from EHRs. Their RNN possibly humbly
beaten other AI calculations when utilizing a year of EHR information. At the point
when these specialists extended their dataset to incorporate an additional half-year
of information, their model beats other AI calculations. Quite, as a feature of this
work, Choi et al. [19] built up a creative technique to incorporate fleeting sequencing
as a major aspect of the neural system [13].
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4 AI in Mental Well-Being

Schizophrenia is an authentic and profound established neurodevelopmental issue
that impacts how an individual considers, feels and continues.

‘Negative’ signs insinuate social withdrawal, inconvenience showing up or incon-
venience working consistently. People with contrary reactions may require help with
standard errands. Negative appearances include

• Talking in a dull voice.
• Appearing outward appearance, for instance, a smile or glare.
• Having inconvenience experiencing fulfilment.
• Having inconvenience organizing and remaining with a development, for instance,
looking for sustenance.

• Talking by no to different people, despite when it is huge.

These signs aremore truly to see as a component of schizophrenia and canbemistaken
for wretchedness or various conditions [11, 14].

4.1 Emotional Symptoms

Emotional symptoms are hard to see; be that as itmay, they canmake it hard for people
to have a work or manage themselves. The element of mental limit is a champion
among the best markers of a person’s ability to improve how they work. Much of the
time, these reactions are perceived exactly when unequivocal tests are performed.
Emotional reactions incorporate the following [25]:

• Trouble planning information to choose.
• Issues using information following learning it.
• Inconvenience centring.

The utilization of significant learning with solo features for enormous data exami-
nation holds important potential for perceiving novel genotypes and phenotypes in
heterogeneous CV infirmities, for instance, Brugada issue, HFpEF, Takotsubo car-
diomyopathy, white-coat hypertension, HTN, pneumonic hypertension, familial AF
and metabolic issue. Additionally, the improvement of AI application and preci-
sion drug stages will energize precision CV solution. Afterwards, abstract PCs, for
instance, IBM Watson, will be standard in social protection workplaces and help
specialists with their essential administration and desire for patient outcomes. Var-
ious development associations, for instance, IBM, Apple and Google, are placing
strongly in human administration assessments to energize precision medicate. We
believe that AI will not supersede specialists; be that as it may, it is noteworthy that
specialists acknowledge how to use AI satisfactorily to deliver their hypotheses, per-
form colossal data examination and streamline AI applications in clinical practice
to assist the time of exactness CV tranquilize. Regardless, carelessness of the chal-
lenges of AI may rule the impact of AI on CV prescription. Artificial intelligence,
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significant learning and mental preparing are promising and can change how medi-
cation is penetrated, yet specialists ought to be set up for the best in class AI period
[26].

Diminish Trainor is the kindred advocate of US AI, an item architect having some
ability in man-made awareness. Trainor and his gathering have made SU, which
he calls an ‘add-on bot’ that could continue running in existing talk applications,
for instance, Facebook Messenger and Twitter Direct Messages. ‘Various mental
prosperity philanthropies or social occasions starting at now have a kind of assistance
instrument on their destinations’, Trainor explains. ‘SU can be snared onto these
instruments to help recognize “trigger” words or articulations, which can alert the
master on the furthest edge and after that triage a reaction or offer up substance
and associations. SU has been set up to see “desire”, and it utilizes AI to organize
language against different conditions or conditions’.

SU, due to dispatch 1 year from now, is being made using direction from the Cam-
paign Against LivingMiserably (CALM). ‘Specifically’, Trainor says, ‘SU scans for
lost reason; that could be a business mishap or a partition, for example. Troublesome
tongue is furthermore hailed, for examplewhen someone feels that their familywould
be in a perfect circumstance without them’.

SU, Trainor says, is being made considering the ‘shocking’ inescapability of male
suicide. ‘Suicide is the best foe of men developed under 45. Suicide can happen so
quickly, so the idea is to use AI to recognize those crises demonstrates and stall out in
a shocking circumstance essentially quicker. Reckless ideation may make over some
unclear time allotment, anyway when someone contacts a consideration gathering
like CALM, the showing itself can happen in only minutes, so driving someone up
in a line of calls could be a life saver’.

Similarly, as seeing emergency conditions, SU can in like manner be used to go-to
individuals towards master help. ‘SU jumps on watchwords, so if the program on
a charity’s visit mechanical assembly, for example, made sense of how to perceive
that an individual was ex-military and encountering PTSD, by then it could control
them to an ace magnanimity that dealt with that, like Help for Heroes’.

Dr. Paul Tiffin and Dr. Lewis Paton, both division of prosperity sciences at the
University of York, starting late drove an assessment into the odds and troubles
related with using automated thinking to treat mental prosperity issues. Paton says
development can ‘increase access to mental assistance’, and that ‘guided personal
growth is an earlier framework for treating mental prosperity issues’. Where this as
of late included using books and exercises, Paton perceives that applications made
responsive by AI ‘may be better than tolerating no treatment in any way shape or
form’. He raises, regardless, that ‘motorized and online medications do will when
all is said in done have higher dropout rates diverged from those that incorporate a
human’.

What precisely degree can a machine’s bits of learning into mental health gen-
uinely be trusted? Tiffin says that since clinicians ‘much of the time need to override
a computerized decision’, machines are ‘saw even more unfavourably for submitting
mistakes’ than individuals are. The precision of a machine’s encounters, he says,
depends upon the points of reference the system has been set up to get it. ‘There are
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well-seen conditions where counts have wound up being uneven as a result of the
general population that gave the arrangement data’.

Given the wide range and complexities of mental prosperity conditions, the open-
ness of good getting ready data could be an important issue for any fashioner of
this development. ‘Medications subject to social measures, those that urge people
to put more vitality in activities they find pleasurable just as satisfying’, Tiffin says,
‘advance themselves to robotization. That is because they are commonly unsophis-
ticated and rely upon “right here and now”’. However, medications that ‘incorporate
delving into the patient’s past in order to fathom their present inconveniences would
be generously harder for an erroneously keen system to ever duplicate’.

Paton believes thewhole deal occupation ofAI in treatingmentalwell-being issues
should incorporate a ‘blend of both real and phony consultants’ time’. While there is
apparently an understanding over the passionate well-being system that distinctive
issues snappierwould be useful, there remain inquiries over the advancement’s ability
to isolate between signs, to break down and to copy the compassion that patients
regard in human educators. Holly says her experience of Woebot and proposes it
could be a useful transient fix, yet Sally Brown alerts that such advancement, in any
case huge in its own particular way, should not be viewed as an answer.

As Artificial Intelligence (AI) turns out to be progressively able and refined, so
does the potential for abuse of the innovation. In the field of drug, groundbreaking
professionals, scientists andpolicymakers are perceiving (andquicklygrasping)AI—
both for its unmistakable current advantages and for the progressive abilities these
advances guarantee for the not really removed future. Leaders in AI are additionally
perceiving the requirement for creating moral prescribed procedures when applying
these advances in social insurance.

In a ‘major information’ medicinal condition, savvy machines are vital parts.
Why? Since AI exceeds expectations in the tedious accumulation and examination
of complex information—the centre capacities of cutting-edge therapeutic practice.
Also, as medicinal information develops (both in amount and quality), human ser-
vices experts just need to depend on shrewd machines to open the mysteries of these
profitable information resources.

4.2 Mental Disorders Are the Costliest Condition in the US

As per the National Institute of Mental Health (NIMH), one out of five grown-ups in
the United States (17.9%) encounters some sort of psychological well-being issue.
Psychological instability diminishes a person’s personal satisfaction, yet it likewise
interfaces with expanded well-being spending.

Charles Roehrig, Establishing Executive of the Center for Sustainable Health
Spending at Altarum Institute in Ann Arbor, Michigan, takes note of that psycholog-
ical issue, including dementia, presently top the rundown of ailments with the most
noteworthy evaluated spending.
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Truth be told, psychological wellness is currently the costliest piece of our
medicinal services framework, overwhelming heart conditions, which used to be
the costliest.

Roughly $201 billion is spent on emotional wellness yearly. As more individuals
achieve maturity, expanding the predominance of certain well-being conditions, for
example, dementia is relied upon to push this figure higher, with going with calls for
new administration techniques.

As a result of the expenses related with treatment, numerous people who experi-
ence emotional well-being issues do not get auspicious expert info. Cost is not the
main contributing component; different reasons incorporate a lack of specialists and
the shame related with psychological instability (www.verywellmind.com).

The twenty-first century hasmade fake humanknowledge (AI) trying to artificially
reproduce the humanpersonality. Science is creating calculations that couldfigure out
how to improve critical thinking over numerous fields. With ongoing years seeing
a noteworthy ascent in wretchedness, tension and suicide, there is space for AI’s
application in psychological sickness.

Suicide rates in the United States have expanded 24% in the previous 20 years.
Although ordinarily thought of disarranges like real burdensome issue can put a per-
son in danger for suicide, others like schizophrenia, bipolar turmoil and significantly
malignant growth can lead a person to mull over suicide. Because of this differing
populace of patients with different issues who might experience the ill effects of
self-destructive musings or activities, pinpointing symptomology to recognize an in-
danger individual is amazingly troublesome and conflicting. As of late, science has
started to apply AI and AI innovation towards mental research to enable clinicians
to address this issue [27, 28].

Woebot is an AI-sponsored chatbot that enables individuals to examine their
tension and wretchedness. It leads individuals in discussion, recollects what they
state and follows-up after some time. The best part about it is that it utilizes instant
messages, emoticon and short recordings to connect with clients. On the off chance
that you approach Facebook Messenger, you approach Woebot.

It is not intended to supplant human-to-human treatment, obviously, however
rather expands on the way that simply discussing your state of mind every day
is demonstrated to help battle nervousness and sorrow. Alison Darcy, CEO and
author of Woebot, had this to state about the job machines can play in tending to the
psychological social insurance emergency [29, 30].

5 Role of AI in Parkinson’s Disease

Parkinson’s ailment is a confusion where synapses continuously kick the bucket,
prompting tremors, inflexibility, lopsidedness and outrageous gradualness, among
different indications, which can take a very long time to create. More explicitly,
Parkinson’s disease causes the loss of nerve cells that ordinarily discharge the synapse
dopamine, a concoction utilized by neurons to send sign to other nerve cells. It is

http://www.verywellmind.com
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one of various neurodegenerative illnesses—a wide term that alludes to conditions
that influence the neurons in the mind—that incorporates Lou Gehrig’s infection and
Alzheimer’s ailment.

5.1 Pervasiveness and Costs of Parkinson’s Disease

In excess of 10 million individuals worldwide live with Parkinson’s ailment, and
almost onemillion individuals in theUnited Stateswill be harassedwith the condition
by 2020, as indicated by the Parkinson’s Foundation. That is more than the joined
number of individuals determined to have different sclerosis, strong dystrophy and
Lou Gehrig’s illness. Men are 1.5 occasions bound to have Parkinson’s sickness than
ladies.

Parkinson’s ailment is a turmoil of the sensory system causing tremor, solidness
and gradualness of development. The principle issue for clinicians is that it is difficult
to analyse Parkinson’s initial enough to offer patients gainful treatment. When they
appear in facility, the illness is progressing and it is just the side effects which can
be overseen, instead of the reason tended to [31].

The Oxford Parkinson’s Disease Center, driven by Consultant Neurologist Pro-
fessor Michele Hu close by Professor Richard Wade-Martins, is making incredible
walks forward on numerous fronts in the battle to comprehend this condition. Most
as of late, they have been granted a 5-year award from the NIHR Oxford Biomedical
Research Center to investigate the connection among Parkinson’s disease and a rest
condition known as Rapid Eye Movement Sleep Behaviour Disorder (or RBD for
short). In RBD, the turn that regularly turns off development during rest is broken,
making individuals move or yell while sleeping.

Rest issues are fascinating for nervous system specialists since they can be an early
pointer of issues with the sensory system. Michele and her associates are especially
concentrating on the connection among RBD and Parkinson’s disease on the grounds
that numerous individuals with Parkinson’s disease are thought to experience the ill
effects of RBD too. An individual who proceeds to build up Parkinson’s disease may
have RBD for a long time before the issues start with their development when they
are wakeful. So, may it be conceivable to utilize RBD as a kind of ‘biomarker’ for
Parkinson’s disease? [32].

6 Role of AI in Chronic Kidney Disease

Chronic Kidney Disease (CKD) influences around 1 of every 7 grown-ups or an
expected 30 million Americans. CKD is portrayed by kidney harm which hinders
legitimate filtration of the blood. Therefore, othermedical issuesmay happen because
of overabundance liquid and waste in the body. As per the American Society of
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Nephrology, yearly human services expenses related with treating kidney (renal)
disappointment are evaluated at more than 32 billion [33, 34].

With an end goal to improve personal satisfaction for people living with perpetual
kidney infection and thus decrease the monetary effect of this ailment, scientists are
trying the conceivable outcomes of AI applications.

A portion of the inquiries that need offering an explanation to all the more likely
comprehend the job of man-made brainpower in endeavours to treat unending kidney
ailment.

• What kinds of AI applications are being developed to help treat kidney malady?
• How is the social insurance market reacting to these AI applications?

6.1 Kidney Disease AI Applications Overview

Most of AI use cases and rising applications for treating kidney ailment seem to fall
into two noteworthy classes:

Patient Monitoring and Prediction Models: Companies are utilizing AI to screen
patients and to anticipate and avert the beginning of kidney disappointment.

Medicinal Image Analysis: Researchers are creating programming utilizing AI to
break down kidney biopsy pictures to help counteract ailment [35].

A ceaseless infection is a condition you can control with treatment for quite a
long time. Asthma, diabetes and sadness are normal models. Frequently, they do not
have a fix, yet you can live with them and deal with their side effects. With an end
goal to improve personal satisfaction for people living with constant malady and thus
decrease the monetary effect of this ailment, specialists are trying the conceivable
outcomes of AI applications.

Most of AI use cases and developing applications for treating ailment seem to fall
into two noteworthy classifications:

Patient Monitoring and Prediction Models: Companies are utilizing AI to screen
patients and to foresee and anticipate the malady. This forecast is finished by the
detailed examination on the information of patients who had perpetual sicknesses
as of now. By cross-checking the new patient’s information with more established
information, we can foresee. On the off chance that the new information is generally
like the information of past patients, themodel will anticipate the ailment as indicated
by it [34].

Therapeutic Image Analysis: Researchers are creating programming utilizing AI
to dissect biopsy pictures to help forestall illness. Themodel will break down pictures
and will foresee is it like biopsy of a past patient or not.
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6.2 Utilizing AI to Reveal Patients with the Most Noteworthy
Hazard

There has been a tonne of discussion about AI in human services, and it is not prepos-
terous to reason that quite a bit of it is publicity. In any case, there have been immense
unmistakable favourable circumstances in a subset of methods called profound dis-
covering that can create superhuman outcomes in exceptionally cantered errands,
for example, picture acknowledgment or language interpretation. These systems are
more A than I: they are approximately impacted by how the mind functions, are
executed with PCs and exploit gigantic measures of information and computational
power.

However, notwithstanding these advances—and what mainstream culture may let
us know—there’s nomotivation to expect that aware robotswill supplant clinicians as
a group at any point soon. Rather, the convergence between these AI procedures and
advanced well-being, the board exhibits an interesting and groundbreaking chance
to intensify crafted by clinicians.

At the point when associations convey advanced well-being, the executives
answers for patients, for example, portable applications, they can produce a totally
new dataset on patient action, tolerant detailed results and more bits of knowledge. It
can likewise be joined with information from the well-being framework, for exam-
ple, claims information and electronic restorative record information. Through AI,
associations would then be able to tackle that information to organize individuals
dependent on continuous needs, create intercession cautions and suggest line-up
activities with their suppliers.

This innovation eventually makes a constructive criticism circle: since patients
get auspicious, customized support, they draw in with clinicians more regularly.
This produces more information, which thusly gives care groups the bits of knowl-
edge they must give the privilege clinical intercession to the correct patient at the
opportune time. In addition, this methodology enables the association, in general, to
realizewhich intercessions are best andwhere clinical assets can bemost successfully
conveyed [36].

7 Role of AI in Dementia

Dementia (an extreme decrease in mental capacity) is positioned as the sixth driving
reason for death in the United States and affects an expected 5 million Americans.
As per the Alzheimer’s Association, social insurance expenses related with dementia
totalled $259 billion out of 2017 and are anticipated to reach $1.1 trillion by 2050.

With an end goal to improve personal satisfaction for people living with demen-
tia and thus decrease the monetary effect of this ailment, scientists are trying the
conceivable outcomes of AI applications.
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A portion of the inquiries that need offering an explanation to more readily
comprehend the job of man-made reasoning in endeavours to analyse and treat
dementia:

What kinds of AI applications are at present being used to analyse dementia?
How has the social insurance market reacted to these AI applications?
Are there any normal patterns?

7.1 Dementia AI Applications Overview

Most of AI use cases for anticipating dementia seem to fall into four noteworthy
classes:

Discourse Monitoring: Companies are utilizing AI to break down discourse
examples to recognize and screen dementia movement.

Restorative Image Analysis: Companies are creating programming utilizing AI
to break down mind disintegration from outputs to help anticipate the beginning of
dementia.

Visual Indicators: Companies are preparing calculations to evaluate eye develop-
ment examples to track and connect intellectual capacity and cerebrum action.

Hereditary Analysis: Companies are utilizing AI to dissect hereditary information
to anticipate the beginning of dementia [33].

Utilizing a typical sort of mind filter, scientists modified an AI calculation to anal-
yse beginning period Alzheimer’s ailment around 6 years before a clinical analysis
is made—conceivably allowing specialists to intercede with treatment.

No fix exists for Alzheimer’s infection; however, encouraging medications have
risen as of late that can help stem the condition’s movement. Be that as it may, these
medicines must be controlled from the get-go throughout the illness so as to do any
great. This race with time as the opponent has enlivened researchers to look for
approaches to analyse the condition prior.

‘One of the troubles with Alzheimer’s infection is that when all the clinical indi-
cations show and we can make a complete finding, such a large number of neurons
have kicked the bucket, making it basically irreversible’, says Jae Ho Sohn, MD,
MS, an occupant in the Department of Radiology and Biomedical Imaging at UC
San Francisco.

In an ongoing report, distributed in Radiology, Sohn consolidated neuroimaging
with AI to attempt to foresee whether a patient would build up Alzheimer’s sickness
when they originally gave a memory hindrance—the best time to mediate.

Positron Discharge Tomography (PET) checks, which measure the degrees of
explicit particles, similar to glucose, in the mind, have been researched as one
instrument to help analyse Alzheimer’s infection before the manifestations become
serious.

Different sorts of PET outputs search for proteins explicitly identified with
Alzheimer’s ailment, yet glucose PET sweeps are substantially more typical and
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less expensive, particularly in social insurance offices and creating nations, since
they are likewise utilized for malignant growth arranging.

Radiologists have utilized these outputs to attempt to identify Alzheimer’s disease
by searching for diminished glucose levels over the mind, particularly in the frontal
and parietal projections of the cerebrum. In any case, in light of the fact that the
infection is a moderate dynamic issue, the adjustments in glucose are exceptionally
unpretentious and thus hard to spot with the unaided eye.

To tackle this issue, Sohn connected an AI calculation to PET outputs to help
analyse beginning time Alzheimer’s infection more dependably.

‘This is a perfect use of profound learning since it is especially solid at finding
unobtrusive however diffuse procedures. Human radiologists are extremely solid at
distinguishing minor central discovering like a mind tumour; however, we battle at
identifying all themoremoderate, worldwide changes’, says Sohn. ‘Given the quality
of profound learning in this kind of utilization, particularly contrasted with people,
it appeared to be a characteristic application’.

To prepare the calculation, Sohn sustained its pictures from the Alzheimer’s Dis-
ease Neuroimaging Initiative (ADNI), a huge open dataset of PET sweeps from
patients who were in the long run determined to have either Alzheimer’s illness,
mellow psychological debilitation or no confusion. In the end, the calculation started
to learn without anyone else in which highlights are significant for foreseeing the
determination of Alzheimer’s sickness and which are not. Once the calculation was
prepared on 1,921 sweeps, the researchers tried it on two novel datasets to assess its
presentation. The first were 188 pictures that originated from the equivalent ADNI
database yet had not been exhibited to the calculation yet. The second was a totally
novel arrangement of outputs from 40 patients who had introduced to the UCSF
Memory and Aging Centre with conceivable subjective weakness.

The calculation performed without a hitch. It effectively recognized 92% of
patients who built up Alzheimer’s sickness in the principal test set and 98%
in the subsequent test set. Furthermore, it made these right expectations overall
75.8 months—somewhat more than 6 years—before the patient got their last finding.

Sohn says the following stage is to test and adjust the calculation on bigger,
increasingly various datasets from various medical clinics and nations.

‘I accept this calculation has the solid potential to be clinically applicable’, he says.
‘In any case, before we can do that, we have to approve and adjust the calculation in
a bigger and progressively assorted patient partner, in a perfect world from various
mainlands and different various kinds of settings’.

On the off chance that the calculation can withstand these tests, Sohn supposes it
could be utilized when a nervous system specialist sees a patient at a memory canter
as a prescient and demonstrative device for Alzheimer’s illness, getting the patient
the medicines they need sooner [36].
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7.2 Mental and Physical Health Screening

Another part of social insurance that is prepared for assistive AI—now and again,
officially observing the utilization of AI—is the demonstrative screening process.
This is normally performed by a patient talking with a specialist or other medicinal
services proficient and responding to a progression of inquiries concerning their
restorative history and portraying side effects, which the human services supplier
uses to make an analysis or prescribe a game plan for the patient.

8 Conclusion

AsAI frameworksworked around common language acknowledgment and preparing
become progressively capable at collaborating with human clients, scientists are
creating AI instruments that can play out these underlying analytic evaluations—
regularly as chatbots over a cell phone or PC interface.

This is basically the idea of telemedicine, which as of now exists and is accessible
in numerous pieces of the world. Patients have remote access to a social insurance
supplier and the capacity to cooperate, pose inquiries and get medicinal services
counsel. Most present telemedicine frameworks utilize connective advances includ-
ing live talk, video calling or normal telephone utility to interface patients with
specialists or attendants. There are a few frameworks working in the U.S. offering
telemedicine administrations; however, these frameworks are particularly essential
to third world and creating countries where there is almost no formal medicinal
services foundation and no standard nearby social insurance suppliers [37].
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Proposing Real-Time Smart Healthcare
Model Using IoT

Rashbir Singh, Prateek Singh and Latika Kharb

Abstract In this chapter, author will discuss our proposed model for real-time man-
agement of smart health care that can be utilized both by hospitals, ambulance,
and even at normal day-to-day activity tracker and requires no technical or medical
knowledge to start with. As per the survey, about 40% of world’s total deaths due
to any disease can be prevented if an earlier diagnosis is made. People tend to avoid
health and healthcare practices now either it is due to the busy schedule or lack of
money. So, the research work focuses on incorporating technology into people life
without disturbing their daily routine and does not require separate time to use. This
technology is powered by IoT and uses many biosensors to give real-time solutions,
prescribe medication, earlier detection of diseases, give a better understanding of
patients current health and past health and significantly reduces medical expenses,
and by having more information about patient health doctors can operate and treat
the patient with a better approach. This technology works when the user sleeps and
learns when the user performs day-to-day task with the help of machine learning.

Keywords Internet of Things (IoT) · Arduino software · Microcontroller ·
Android software · Ultrasonic sensor · EEG · ECG · EMG · Temperature sensor ·
Capnography · Antimony electrode sensor · Piezoelectric sensor

1 Introduction

Due to the widespread diseases around, there is a radical increase in demand for
health care and healthcare support facilities. Health system has considered different
levels of the healthcare services such as central-level health care, state/provincial-
level health care, regional/zonal/district-level health care, and local-level health care
[1]. Health is wealth and people nowadays are ready to spend an enormous amount
of money without even giving a second thought but the need is not to spend in
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millions but to develop smart solutions to health-related problems. The widespread
use of Internet of Things (IoT), especially smart wearables, will play an important
role in improving the quality of medical care, bringing convenience for patients and
improving the management level of hospitals [2]. This can be achieved with the help
of the combination of IoT with our day-to-day objects like beds and clothing. This
research work proposes a model for smart healthcare system for personal, hospital,
and general use which is easy to operate and implement and can be utilized by people
of urban and rural backgrounds. The motive of this research work is to convert a
regular bed into a smart self-managing health bed and a smart healthcare clothing
system to monitor your body and help one with a better understanding of one’s
own body. The proposed solution will provide health support and will reduce one’s
expenses over health and help hospitals with a better understanding of patient’s data
which is collected daily 24× 7. This can potentially reduce initial delay due to various
tests the doctor has to perform on patient before operating on the patient, and hence
the patient can be admitted for treatment which less to no delay and doctors can start
operating as soon as possible and can also be used as a daily body checker which can
be used to create your health database and to inform the nearest hospital and relatives
in case of an emergency. Since there are some areas in India that do not have access
to [3] hospitals, about 80% of Indian population still do not have proper access to
health-related facilities and healthcare treatment; so the proposed model could help
them to manage health at their home or office in a cost-effective manner and utilize it
when so ever they feel. It can be used as a smart hospital beds, smart house beds, or
even smart ambulance bed with a health monitoring clothes which can save many life
with technologies likeEEG (electroencephalogram), ECG(electrocardiogram), EKG
(Electrocardiogram), temperature sensor, skin quality sensor pressure sensor, and
many other biomedical sensors powered by the advance technology of IoT (Internet
of Things), hence connecting a regular bed to the Internet and detecting several
health-related issues and reducing overall cost of health and time of treatment of
health which can make health treatments approachable for all.

2 Literature Survey

The literature survey consists of the analysis of deaths due to delayed disease detec-
tion andmultiple reasons regardingdeath in humans. Survival rateswere considerably
low in developing countries [4], as compared to developed ones. Of the 57 million
deaths worldwide in the year 2016, more than half (54%) were due to the top ten
reasons. Ischaemic heart disease and stroke have become greatest top reason behind
the death worldwide, considering as a combined 15 million deaths in the year 2016.
These conditions have persisted to be of death worldwide in the last 15 years. The
chronic obstructive pulmonary disease took nearly three million lives in the year
2016, while lung carcinoma (along with trachea and bronchus cancers) caused two
million deaths. Diabetes alone took two million human lives in the year 2016, up
from less than one million in the year 2000. Losses due to dementias have been
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doubled in the year between 2000 and 2016, and hence is the fifth leading cause of
deaths in the year 2016 compared to fourteenth in 2000 all around the world.

Lower respiratory diseases and infections continued to be the most deadly con-
tagious condition, creating three million losses around the world in the year 2016
alone. The death rate due to diarrhoeal conditions reduced over nearly one million
between the year 2000 and 2016 but still managed to affect two million lives in the
year 2016. Likewise, the deaths due to tuberculosis declined around the same time
still are among one of the top ten reasons for the death of two million. As of now,
HIV/AIDS is no longer reason for deaths and is not in the world’s list of top ten
agents of death, causing deaths of one million humans in the year 2016 as related to
1.5 million in the year 2000.

Road injuries took almost 1.4 million human lives in the year 2016 and from that
nearly three-quarters, i.e., 74% of what remained men and boys (Fig. 1).

Similarly, late determination of diseases remains one of the usual medical failures.
It might occur if the doctor fails in the diagnoses of the patient correctly and it
involves long duration of time than expected for making a reliable diagnosis. When
determination of disease is delayed, the valuable medication time is wasted. In some
circumstances, this can create added difficulties for the patient, prolonged healing
period, with additional medical debts and even can result in loss of life.

The late determination of diseases can happen due to several reasons: doctor
negligence, complicated medical history, incomplete patient information, or simply
due to testing errors all can contribute to late determination of diseases. The failure
to determine the cause of disease quickly, and also treat it immediately, may have
serious outcomes such as heart attack or paralysis. Some illnesses or conditions could
or could not be analyzed because their symptoms and signs may be similar to that
of other medical conditions. Ill health symptoms, viz., cough, pain in chest, and
respiration problems may be related to symptom of other problems of health and if

Fig. 1 Ranking of top 10 reasons for deaths (in millions) in year 2016 around the world
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Fig. 2 Potentially preventable deaths from the five leading causes of death

delayed, it may lead to a problem. There are many other types of conditions that can
lead to an unwarranted disease or progression if not properly diagnosed in a timely
manner [5] (Fig. 2).

Some of the top causes of death worldwide include cancer, respiratory diseases,
heart diseases, and stroke. Collectively, they represent 62% of all the deaths in the
year 2010 only.

Thirty-four percent of premature deaths caused due to heart diseases, prolonging about 92,000
lives

Twenty-one percent of premature deaths caused due to cancer, prolonging about 84,500 lives

Thirty-nine percent of premature deaths due to the condition of chronic lower respiratory
diseases, prolonging about 29,000 lives

Thirty-three percent of premature deaths caused due to stroke, prolonging about 17,000 lives

Thirty-nine percent of premature deaths occurred due to the unintentional injuries in the body,
prolonging about 37,000 lives

According to the report, CDC’s journal,Morbidity andMortality, analyzed premature
deaths from each cause for each state from the year 2008 to the year 2010 [6].

3 Proposed System

With the improvement of living standards, people’s quality of life has greatly
improved. Meanwhile, due to unreasonable diet, excess energy, environmental pol-
lution, and other factors, the development of chronic diseases becomes more quickly
which kills more and more people [7]. All of these lead to a shortage of qualified
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healthcare professionals and equipment to treat sick persons [8]. Keeping all these
things in mind, author has proposed a system that can help people well in advance
and it consists of the following modules.

• EEG (electroencephalogram) sensor

An electroencephalogram (EEG) is used to discover inconveniences related to an
electric movement of the brain.

An EEG tracks and insights mind wave fashion. Little metallic plates (electrodes)
with small electric wires are placed above the head of the user, the amplifier amplifies
the electromagnetic brain waves and captures and plots a real-time graph of the
electric movements inside the brain. The graph is shown which depicts the events
and impacts happened inside the brain. A person’s day-to-day activity and his interest
create electric brainwaves into a recognizable pattern. Through an EEG, therapeutic
specialists can scan and anticipate the seizures and different issues and can give the
recommendation changes in lifestyle/medication to help the person.

• ECG (electrocardiogram) sensor

AnECG sensor with electrodes is attached at the top chest area to count the heartbeat.
Their electrodes convert every count of heartbeat into a raw electric signal. ECG
sensors are very less in weight and slim while having the capability to accurately
measure continuous heartbeat produced by the heart and generates rate data of the
heartbeat. This device is being used for the cardiovascular health analysis by the
medical assistant and trained doctors.

Electrodes of an ECG sensor consist of three pins which are connected by a 30-
inch-long cable which makes it easy for ECG sensor to connect and communicate
with the microcontroller placed at the waist, pocket, or different location on the body.
The sensor collects values through arm and leg pulse and every sensory electrode of
the ECG has methods to be assembled on the body.

This research work uses the AD8232 module which has nine connections that are
being used to solder wires, pins, and other connectors as well. The pins are, namely,
GND, LO+, OUTPUT, LO−, 3.3 V, SDNwhich provides required pins for operating
and monitoring with the microcontroller board. It also provides three pins, namely,
RA: Right Arm, LA: Left Arm, and RL: Right Leg and pins to connect sensors.
Moreover, there is an indicator light that will blink according to the heartbeat.

• EMG (Electromyography) sensor

The EMG sensor measures the muscle activation on to the concept of electric poten-
tial and is called as electromyography (EMG) and is traditionally been used in the
field of research in the medical profession and for the analysis of neuromuscular
dysfunctions. Through the development of ever smaller and smaller yet powerful
integrated circuits and microcontrollers, it has become possible for the EMG circuits
and sensors to find their usage in the field of prosthetics, robotics, and other control
systems.

This research work usesMyowareMuscle sensor (AT-04-001), which is an appro-
priate sensor to be used to produce raw electric EMG signal which is analog output
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signal and can be analyzed with the microcontroller-based application, the Myoware
Muscle sensor is designed for a reliable output. It operates with the single power
supply ranging from (+2.9 V) to (+5.7 V) with security for polarity reversal and
provides a supplementary feature with this sensor so that user can easily regulate
the sensitivity gain of the electrodes. These sensors are suitable for the purpose of
the wearable device and are the compact ones, and hence it is easy to handle and
measure the muscle activation signal.

• Antimony electrode sensor

Antimony anodes are medicinally valuable since they are low in expense and have a
basic development as there is no glass part to break. There is only a resistancewhich is
of couple of hundred ohms between an antimony pH anode and the reference cathode,
so if the voltage is generated it would be easy to record it with the straightforward
low-impedance recorder which is associated with the microcontroller.

Antimony is an exceptional metal with the normal for an immediate connection
among pH and its deliberate potential. The electric potential difference developed
between that in antimony and a copper electrode is due to variations in the pH.

• Temperature Sensor

A temperature sensor IC works for the nominal IC temperature of −55 to +150 °C.
This sensor comprises a material that plays out the task as per temperature to adjust
the resistance and compute temperature.

This research work is using LM35 as the body temperature monitoring sensor
which will be connected to the microcontroller. The LM35 temperature sensors
operate amid the range of −55 to +120 °C. LM35 Temperature sensor has the
following features:

• Calibrates in degree Celsius,
• Appropriate for application demanding remote access,
• Lower cost,
• Operates in volts between the range of 4–30 V, and
• Lower Self-heating.

The LM35 can be attached easily like any other temperature sensors. This expects
the surrounding air temperature around it is just about equivalent to that of surface
temperature and if the air temperature is much lower or higher than that of the surface
temperature, then the real temperature of the LM35 would be at a mean temperature
between the surface temperature and that of the air temperature (Fig. 3).

• Capnography

Waveform capnography addresses the proportion of carbon dioxide (CO2) in inhaled
out air, which assesses ventilation. It contains a number and an outline. The number
is capnometry, which is deficient load of CO2 recognized close to the completion of
exhalation. This is end-tidal CO2 (ETCO2) which is routinely 35–45 mm Hg. The
capnography is the waveform that shows the measure of CO2 is accessible at every
time of respiratory cycle, and it normally has a rectangular shape. Capnography
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Fig. 3 Proposed model architecture

furthermore measures and shows respiratory rate. Changes in respiratory rate and
tidal volume appear as changes in the waveform and ETCO2. In people with solid
lungs, the cerebrum responds to changes in CO2 levels in the circulatory framework
to control ventilation. Author overviews this by watching chest rise and fall, assess-
ing respiratory effort, including respiratory rate and checking out breathing sounds.
ETCO2 adds an objective estimation to those revelations. The patient’s respiratory
rate should increase as CO2 rises and decrease as CO2 falls. In the event that a patient
has moderate or shallow breaths, and a high ETCO2 perusing, this reveals to us that
ventilation is not successfully taking out CO2 (hypercarbia) and that the mind is not
reacting legitimately to CO2 changes. This may be achieved by an overdose, head
damage, or seizure by estimating the end-tidal CO2 (ETCO2, the dimension of car-
bon dioxide discharged toward the finish of lapse) through a sealed mask, and EMS
professionals can get an “early warning” of a patients intensifying condition.

With precise and instantaneous CO2 estimations required for capnography, the
COZIR high-speed wide-range CO2 sensor appeared the ideal answer for the issue.

• Piezoelectric sensor

The piezoelectric impact will be utilized by the piezoelectric sensor that estimates
the adjustment in power, body temperature, increasing speed, weight, and strain
and is consequently utilized through its transformation into an electrical charge.
The piezoelectric sensor demonstrates three elementary activities, namely, transverse
powerful, transducer impact, and shear impact.
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In this research work, author used the piezoelectric sensor to detect where the user
is applying more body weight to give a better understanding on ones applied body
weight pressure while doing daily tasks like walking, sitting, sleeping, and detecting
the pattern and suggesting remedies to improve the one’s sense of applied body
weight pressure. Moreover, to use piezoelectric sensor while sleeping which can be
placed inside the bed to detect ones overnight movement while sleeping, posture, and
body weight distribution, which will be used to adjust the bed temperature required
according to what is suggested by the doctors, so as to maximize the health benefits.

To sum up, all the above technologies will be combined into a common processing
unit of a microcontroller which will be continuously capturing all the outputs from
different sensors and store it on the database while connecting over an MQTT client.
While remedies will be provided in real time with different means like using oxygen
tanks, heating elements, air conditions, air purifies, and massage pads, it cannot
only collect data of one’s body while the person is sleeping, sitting, walking, and
carrying out day-to-day activities but also it will provide the real-time solution to
the abnormality in a human body. This research work proposed a wearable smart
clothing which can be used by user to detect one’s heart health (EKG), brain health
(EEG), muscle conditions (EMG), sweat quality and its PH (antimony electrode
sensor), respiration (capnography), and his body weight distribution and center of
gravity shift (piezoelectric) which will be placed in both clothing and bed.

The bed will be equipped with heating elements to control the temperature of the
bed only in the area where the user is sleeping which will be sensed with the help
of piezoelectric. A small oxygen tank will be placed over the headrest area of user
and CO2 exhaled during respiration is detected to be abnormal in order to provide
the required amount of oxygen supply, while the user behaving choices either to use
oxygen tanks, air purifier, or both. If stress is detected with the help of EEG then
various remedies like playing meditation sound like alpha music will be taken with
the help of speakers attached to the bed. Small massaging motors inside the bed
will help in muscle relief. The wearable clothing with the heating element will help
in managing healthy body temperature which is required for the body to function
properly and will maximize physical and mental output.

As being powered with technology of IoT (Internet of Things), it will not only be
providing remedies in physical world in real time but also the data collected will be
user specific and will be used by doctors for better understanding of patients health
as the data is collected every day and stored which can be used in early disease
detecting like cancer, high or low blood pressure, distress, respiratory diseases, low
Na+ ions level in body fluid, fever, etc.

4 Methodology

In this research work, main seven components are being used, i.e.,

• EEG,
• EKG,
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• EMG,
• Antimony electrode sensor,
• Temperature sensor,
• Capnography, and
• Piezoelectric sensor.

Various components of the proposed model monitor different parts of human body
and the output from different components when analyzed in combination provides
detailed information about the human user as given below:

• One’s sleep pattern,
• One’s body natural center of gravity,
• Variation of body temperature with time,
• One’s lung capacity,
• Amount of oxygen absorption capability of bodies and immunity and resistance
to diseases,

• Cardiovascular health,
• Muscular health,
• Quality of one’s sweat,
• Acidity and basicity of fluids,
• Mental health, and
• Stress and hypertension.

Doctors cannot gain much information with the short-term test to know all the physi-
cal and mental health issues before operating on the patient. But the model proposed
by this research work can help doctors with a better understanding of patient’s health
and hismedical background and can provide the best suitable treatment to the patient.
Hence, resulting in elongation of one’s life and disease-free healthy life.

This proposedmodel can even reducemedical expenses by using amachine learn-
ing model based on the K-NN algorithm to suggest user with best remedies for small
health-related issues like cold, headache, cough, etc. and can judge the acuteness of
the fever which can help the user to know the severity of the disease. The model
is based on a single controller and multiple sensor methods where several sensors
are connected to a single microcontroller and are dependent on the microcontroller
to supply sensors with power, process the output from sensor’s use decision tree
to provide real-time solutions, and collect and upload the received data onto the
database. The microcontroller is powered by 5 V supply and various other sensors
are connected to the different I/O pins of the microcontroller and ground of each sen-
sor is connected to the common microcontroller ground. As being so low in power
consumption, it requires a low input electric supply and can be attached to various
objects as desired by the user. In this model, the IoT-based mechanism is attached to
two day-to-day objects making them smart, i.e.,

• Wearable clothing (thin and comfortable vest and pants) and
• Beds (room beds, ambulance beds, or hospital beds).



34 R. Singh et al.

Fig. 4 Wearable smart health management clothing with sensors at various positions

A wearable smart full body cloth will be having different components placed at
various locations in order to monitor different parts.

Figure 4 shows the wearable smart health management clothing which is display-
ing where different sensors will be placed and their significance in those positions.
Figure 4 shows four views from different angles, i.e.,

• Depiction of placement of sensors and heating element from front.
• Depiction of placement of sensors and heating element from left.
• Depiction of placement of sensors and heating element from right.
• Depiction of placement of sensors and heating element from back.

Figure 4 shows green straight line above chest and stomach area and above arm
which represents the placement of insulated Teflon wire or heating pad to heat the
coating when the temperature detected is too low. The temperature sensor along with
CO2 can be seen around the sky blue portion of the neck.

Whereas two black dot/spheres can be seen on the forehead area and ear lobe
area, which are EEG sensors containing two small electrodes connected to the brain
region to detect brain’s different alpha, beta, gamma, theta, and delta brain waves
generated from the brain and amplify them to record user’s brain activities.

A blue color object can be seen around the area above where there is the heart,
and it is an ECG sensor to monitor cardiovascular health. Then, white spears can be
seen in Fig. 4 which are nothing but combination of EMG and piezoelectric material
sensor around the body to provide the detailed information about person’s muscles
and pressure applied to carry out day-to-day activities (Fig. 5).

All the above sensors and temperature management system is fully controlled
with the help of an Android application and data is received with the help of the
microcontroller. The heating pad will be connected to the ground for the ground wire
and digital input pin of the microcontroller, so the functionality can be controlled
over Android application and can be automated with a click. Following the similar
mechanism, all the sensors ground will be connected to the common ground of the
microcontroller and for the sensors.

ECG consists of three electrode—RA, i.e., right arm, LA, i.e., Left arm, and RL,
i.e., right leg microcontroller 3.3 V—which will be used as a power supply for the
ECGmodule, whereas L0+ andL0− pins are connected tomicrocontroller digital pin
and output of ECG module will be connected to the analog. For EEG, this research
work uses NeuroSky MindWave with two electrodes and connects the ground of
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Fig. 5 EEG-based stress management and detection with alpha music to calm the mind

EEG with the ground of microcontroller while using digital pins as transmission
and receiving pins, and the piezoelectric material is used to judge the amount of
pressure according to the electricity generated when the piezoelectric material is
under pressure. EMG sensors are placed above main muscle groups like biceps,
triceps, shoulder, chest, abdomen, thighs, calves, etc.

All the collected data is then transmitted over MQTT broker where the micro-
controller acts as an MQTT publisher, publishing the data to the MQTT broker and
MQTT receiver is Android application and online cloud database.

5 Capability

A practical implementation of EEGwas taken with the help of NeuroSkyMindWave
tomeasure patient’smental state. EEGdetects different alpha, beta, theta, and gamma
brain waves along with user’s concentration and meditation level. The headgear has
one electrode for frontal lobe and one electrode for an ear. As soon as the electrodes
are at their desired places, the EEG begins sensing brain data and then that data is
used to make the prediction in K-NN-based classification model.
Five classifications are being made, i.e.,

• Eyes open,
• Eyes close,
• Relaxed,
• Excited, and
• Not excited.
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• Data acquiring

b∫

a

f (x) dx (1)

b∫

a

f (x) dx ≈ (b − a)
(
( f (a) + f (b))

/
2
)

(2)

The training dataset is from reference [9]. The dataset has five sections divided into
dataset A discussed as Z, dataset B discussed as O, dataset C discussed as N, dataset
D discussed as F, and dataset E discussed as S each containing set of EEG fragments
with the recording of the electromagnetic movement of a healthy person for 23.6 s.
Dataset A and dataset B are having data related to EEG chronicles from healthy
volunteers with categorization as eyes open and eyes close, individually.

The second dataset characterized in reference [10] include healthy people who
volunteered and analyzed under EEG to collect the data as playing particular PC
computer games with a class as excited, not excited, and relaxed on the basis of the
various different values of the alpha, beta, theta, and gamma.

• Data extraction

Ambiguous data are removed and polished/refined to get more refined information
for unique groups differently. The element utilized here is categorized underneath
the graph. The trapezoidal rule can be used to find the area under the graph which
is formed in the dataset from the first source which is in raw graphical form. On
numerical examination, the trapezoidal governs (likewise alluded to as the trapezoid
control or trapezium run) is a strategy for approximating the particular imperative.

Equation 1 shows the differentiationwith the upper bound as (b) and lowers bound
as (a). The working of the trapezoidal rule can be understood as by approximating
the region underneath the diagram of the element f(x) as a trapezoid and computing
its locale.

With this, author can derive different values for different waves. It takes after that
the district of the recurrence groups (delta, theta, alpha, and beta) is ascertained for
every EEG section.

• Training data and Test Data

The acquired data is then divided into two parts, i.e.,

• Training dataset and
• Test dataset.

Training dataset is used for teaching purposes of the system while the test dataset is
used for the purpose of testing the prediction accuracy of the model. Training dataset
consists of 800 classified data as eyes open, eyes close, relaxed, excited, and not
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Fig. 6 a Training dataset. b Test dataset
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excited. Figure 6a shows the snap of training dataset and Fig. 6b shows the snap of
test dataset. Attributes that were used for making prediction were

• Gamma,
• Theta,
• Alpha, and
• Beta.

Test dataset consists of 100 datasets which are unclassified and prediction is made
for those 100 datasets.

• Accuracy and prediction of model

Figure 7 shows the predictionmade by the K-NNmodel using five nearest neighbors,
i.e., K = 5. Figure 8 shows the accuracy level which is 97.50% for the particular
model and on the basis of prediction, a pie chart and a bar graph are obtained (Fig. 9a,
b) viewing the mental state of the user during real-time testing, where

• Red is for not excited,
• Blue is for excited,
• Yellow is for relax,
• Green is for eyes closed, and
• Sea blue is for eyes open.

Fig. 7 Prediction made using K-NN
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Fig. 8 K-NN prediction model with 97.50% accuracy

Fig. 9 Pie chart

6 Conclusion and Future Work

The process of building applications has been a journey and it varies depending on
one’s application requirements and purpose [11]. The proposed system will prove
to be triumphant in providing automated health benefits at home with high accuracy
and reducing the expenses on overall health care, generating data of person’s mental
and physical health at each moment and successful in early detecting of diseases
and can save many people from injury or even deaths. It is easy to use and provide
healthcare support even when the user is sleeping. With accuracy as high as 97.50%,
the proposed model can completely revolutionize people’s idea about health care and
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Fig. 10 Bar graph

management. This chapter only proposes wearable and bed smart health care but can
be used in cars, ambulances for patient’s health test while en route hospital, or can
be used as a point of treatment in small hospitals in absence of doctors. Applying
technologies like artificial intelligence and machine learning alongside the proposed
model can help people on masses (Fig. 10).
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A Fog-Based Approach for Real-Time
Analytics of IoT-Enabled Healthcare

G. Jeya shree and S. Padmavathi

Abstract In recent years, the number of Internet of Things (IoT) devices/sensors
has been increased to a great extent. IoT makes use of connected intelligent devices
to gather the data using embedded sensors and actuator. The IoT devices generate
huge amount of data which are currently being processed using cloud computing.
Considering real-time patient monitoring in the healthcare industry, there is a delay
caused by sending data to the cloud and receiving back to the application which
causes high latency. To address this issue, fog computing plays a major role in
computation, analytics, and storing sensitive data of the patient with the advantages
of reduced latency, quick decision-making, improved energy efficiency, and reduced
network congestion. With real-time monitoring of the critical health condition in-
place by means of a smart medical device connected to a smartphone application
can save a life on time. In this chapter, a fog-based scenario is considered where
health data from patients are collected and transferred to the fog nodes. These data
are filtered, preprocessed, and analyzed, and dynamic decisions are made using
intelligent methodologies that are incorporated in the fog. The decisions are made
based on the current patient state and stored continuously for long-term analysis,
while abnormality alone is notified to people viamobile apps andother linkeddevices.
Thus, we have compiled this chapter with the introduction of sensors in healthcare,
key advantage of processing them in fog instead of cloud, their evolution, and future
directions.
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1 Introduction

The sophisticated lifestyle of the current generation has led to a different perspective
and a lot of advancements in today’s technology. Automation is present almost in
every day to day activities of human life. This has led to rapid growth in the number
of Internet of Things (IoT) and it thereby enormously increased the amount of data
being generated (big data). IoT is a network of connected devices (sensors/actuators)
that captures data from the users and is connected to the cloud. This technology has
been greatly adopted in various sectors and it ensures betterment in the lifestyle and
well-being ofmankind [1, 2]. The adoption of IoT technologies in various sectors like
large-scale industries, healthcare, agriculture, smart home, and smart cities improved
the quality of service by automating the tasks and reduced human interventions. For
hosting IoT applications, cloud infrastructure is often used [3]. Cloud offers various
scalable and elastic services (PaaS, IaaS, and SaaS) in a pay-as-you-go model and
has its own advantage in terms of large data centers suitable for hosting complex and
computation-intensive applications.

Healthcare is conventionally an important sector as it deals with the overall well-
being of the people in terms of physical as well as mental health. An efficient health-
care system can contribute to a significant part of a country’s economy, development,
and industrialization [4]. The various types of healthcare such as medical, psychol-
ogy, physiotherapy, public health, and allied health are differentiated depending upon
the disciplinary perspectives of the people. Healthcare at any level is a process which
is important and it can be either public (in groups, societal health) or private (indi-
vidual, personal health). Healthcare services [4] are generally subdivided into three
categories such as primary care, secondary care, and tertiary care.

a. Primary care

Primary healthcare deals with services such as elderly patient monitoring, chronic
disease monitoring, and so on. Chronic diseases like asthma, depression, hyperten-
sion, COPD, diabetes, back pain or anxiety may be usually treated in primary care.
Primary care also includes many basic maternal and child healthcare services, such
as family planning services and vaccinations. Continuity is a key characteristic of
primary care, as patients usually prefer to consult the same practitioner for routine
checkups and preventive care, health education, and every time they require an initial
consultation about a new health problem. This recommends the healthcare system
to maintain their health histories for providing better services to the patients.

This chapter focuses mainly on primary care as it deals with the real-time yet
vital factors to monitor. Monitoring an elderly or a chronic illness patient may arise
situations where they witness an unexpected, critical condition that has to be taken
utmost care and to be responded immediately. The effectiveness of the proposed
approach is discussed based on a case study, considering primary care services.
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b. Secondary care

Secondary care covers the required treatment for a brief limited period of time where
acute care is necessary but does not cover the serious illness, injury, etc. The health-
care services usually provided by the emergency department in the hospital fall under
this secondary care type. The secondary care also encompasses skilled turnout dur-
ing labor and delivery, conscientious care, and medical visual diagnosis. Medical
analyst, pulmonologist, occupational therapists, speech pathologist, and nutritionist
are some healthcare professionals who work under secondary care.

c. Tertiary care

The tertiary care involves its services in complex care in the field of radiation therapy
for cancer, surgical treatment for the nervous system, cardiovascular surgery, plastic
surgery, and treatment of deeper skin tissues damage, advanced pediatrics services
during childbirth, and other complex remedy and medical intercession. It is expert
advisory healthcare, generally for inpatients and to those who look up for guide after
a primary or secondary health professional’s referral. In such a case, tertiary care
is able to provide facilities that have both personnel and intense medical care for
the patients to manage conflict disease or any serious disorder, such as a tertiary
mentioned clinic.

Healthcare industry has acquired a lot of advancements due to the evolution of IoT
into it. IoT has helped healthcare sector with several services like monitoring elderly
or chronic patients, remote monitoring, detecting and predicting fall, telemedicine,
mobile or m-health, activity tracking, physiological attribute monitors, smart pills,
smart beds, and so on. The connected devices continuously monitor and considers
even a small detail in the patient’s health that enables the possibility to make the
right decisions at the right time thus improves patients’ overall health. This is more
helpful for people with chronic diseases or elderly people who have problems in
their Activities of Daily Living (ADL). The IoT in healthcare can be detailed as a
combination of technology (wearables), analytics and connectivity. It has the benefits
for both patients to stay safe and healthy as well as physicians to deliver good care.
The concept of IoT in Healthcare entails the use of sensors (wearables) or any other
electronic devices to capture and monitor data from the patient. These devices are
connected to the cloud (public/private) and analyzed to trigger actions on certain
abnormal conditions. The abnormal condition is subjected to individual patients
who are being monitored based upon their own health condition.

Not just healthcare, nowadays, the Internet of Things (IoT) has been adopted by
a large number of organizations and enterprises, where a large amount of data is
generated. So, the demand for quick access to such enormous amounts of data is
kept on increasing. The characterization of big data is along three dimensions such
as volume, velocity, and variety [5]. But IoT use cases like smart transportation,
smart cities, and smart grid are generally distributed in nature. Hence, this needs a
fourth dimension to the characterization of big data, i.e., geo-distribution.
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2 IoT Analytics

IoT Analytics is the next important topic to be studied. The analytics of data plays a
major role in healthcare as it all deals with the life of people. IoT analytics is an art
and science of finding out hidden patterns, identifying abnormalities, and bringing
out insights from the massive quantity of data generated by connected IoT devices.
Enterprises highly rely on their IoT platforms for various services. First, they need to
deploy various platform analytics services and then test the analytics configuration
processes and also it is important to evaluate the following three types of analytics
capabilities [6] such as:

• Descriptive Analytics—It will be used to describe and aggregate incoming IoT
data.

• Predictive Analytics—By analyzing historical data, it will be used to model its
future data and behaviors.

• Prescriptive analytics—With the uses of advance techniques, it helps to optimize
a solution that has to be taken in the future.

To better understand the analytics on the IoT health data, let us detail the overall
architecture of the IoT. Figure 1 shows the comprehend architecture of IoT across
any application sectors.

The bottom-most layer is the edge where the devices collect data from smart
and non-smart devices. The second layer is the gateway layer where the devices
represent cloud near the edge devices. The third layer is the cloud, a repository
that bears storage and computes for the underlying devices. The fourth layer is the
consumption layer where mining of required data out from the repository. The fifth
layer is the insight layer where the knowledge is derived from the data consumed
and the final layer is the application layer that contains software performing user
services with the support of edge devices using the processes data from the previous
layer.

The sequence of processes generally carried out in IoT analytics across the various
industry (Google, Microsoft, Amazon, IBM, etc.) platforms is [7]:

• Data generation,
• Data gathering,
• Data consumption,
• Real-Time data stream processing,
• Data storing, and
• Data visualizing.

Figure 2 describes the abovementioned steps that are being followed across various
industry platforms

a. Data gathering and Consumptions

This is the first step in this IoT analytics. By using different option, the data is
collected from the IoT sensors such as Apache NiFi, Direct ingestion from MQTT
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Fig. 1 Comprehend architecture of IoT

Fig. 2 Stages in IoT analytics

Broker, Stream sets. Using Apache MiNiFi on raspberry is a low consuming agent,
and hence, data can be easily collected and route it to the Apache NiFi and also
to multiple destinations. Direct ingestion from MQTT broker is one way to ingest
data directly from MQTT broker where we need to build a data flow pipeline using
a different processor. Stream Set data collector edge is an ultralight agent, used to
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Table 1 Protocols used for IoT platform

S. no. Protocols Description

1 MQTT Message Queuing Telemetry Transport is a machine-to-machine protocol.
It uses publish/subscribe architecture based on broker model and useful
for connecting with a remote location where minimum bandwidth/code
footprint is required

2 CoAP Constrained Application Protocol is a web-based protocol specially
designed to connect with lightweight devices IoT device. Unlike HTTP
and TCP, the flows of the packet in CoAP are very smaller. CoAP works
based on the client/server model where the client makes a request to the
server and server send a corresponding response to the client

3 AMQP Advanced Messaging Queuing Protocol is an open standard for messaging
between organizations and applications in an encrypted and interoperable
way

4 HTTP HTTP is a standard web services protocol. The RESTFul architecture style
is extensively used in mobile and web application. HTTP is a
document-centric protocol and still used in IoT analytics

5 DDS Data Distribution Service is a standard protocol for real-time analytics. It
is a machine-to-machine communication protocol and this can be used in
low footprint device as well as in the cloud

collect data and sends it to the stream. Table 1 describes the various protocols that
are used in direct data ingestion from sensor devices and to forward them for further
processing and visualization stages.

b. Real-Time Stream Processing

The real-time stream processing means carrying out processing while the data is
still being produced from the IoT device. The steps involved in the real-time stream
processing are data modification, data enhancement, and data storing. In data modi-
fication, the data collected from the IoT devices is transformed and ready for further
analytics. In data enhancement, the quality of data is enriched by combining raw data
with other data set. The processing platform is provided to build IoT analytics. For
data processing, the Apache Spark is being used. We need to design a data pipeline
which is capable to handle any size and velocity of data because IoT streaming data
speed and data size may vary from time to time.

c. Data Storing

The various industries provide platforms such as HBase, HDFS, ElasticSearch for
storing of data. The data storage is another important step as all the intelligent systems
might need historic data for training the system to commit efficient decision-making.

d. Data Visualizing

It is the most important part where the data presentation lies. The industry solutions
offer a custom dashboard for the visualization of the data. Visualizing helps to learn
the performance of the whole system at the end.
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Table 2 Various IoT analytics platforms

Steps Google IoT
architecture

AWS IoT architecture Microsoft Azure IoT
architecture

Consumption • Cloud Pub/Sub is
used to collect data
from AQTT broker

• The advantage of
using Cloud
Pub/Sub is to
natively connect to
other cloud
platform service
and also handle
real-time stream
data

• In AWS IoT
architecture Kinesis
stream is used for
data consumption

• The Event Hub is
connected to MQTT

• The data
consumption is
published by
Raspberry pi on the
MQTT broker

Processing • Once the data is
digested from
Cloud Pub/Sub
then it further sends
to cloud dataflow
for processing

• Data is collected
from MQTT and sent
to Kinesis Analytics
for future processing

• The data is processed
using Stream
Analytics

Storing and
processing

• After processing
the cloud dataflow
pipeline sends the
processed data to
the BigQuery. And
further DataLab is
used for data
visualizing

• Once processed, the
data is sent to
Amazon Redshift and
Amazon s3

• In AWS the data is
represented using
Amazon QuickSight
that can build
visualization
dashboards

• The data after
processing is sent to
Azure CosmoDB and
visualized on power
BI

Table 2 shows how IoT analytics is followed across various industries. In all the
IoT analytics platform, the same steps are followed as mentioned above.

3 Fog Computing

Fog computing is an emerging paradigm that extends cloud computing and services
to the network edge. Fog computing has been discussed as a platform to provide
support for Internet of Things (IoT) [8]. In contrast to the cloud, fog computing is
aimed at deploying services in awidely distributedmannerwhereas it is centralized in
the cloud [8]. Fog provides storage and computation resources as well as application
services to the users, like cloud [9]. The low-latency and geo-distributed applications
that do not fitwell in the cloud canbe addressed through fog computing [5].Generally,
the IoT data in latency-sensitive applications have a very less life span. By the time
the data reaches the cloud for its analysis, the actual need for that data might be lost
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[8] hence it must be processed fast. A MIST-Fog-based analytics scheme for cost-
efficient resource provisioning for IoT application is presented in [10] in which the
data consumer association, task distribution, and virtual machine placement problem
are also considered in minimizing the overall cost while the QoS requirement is still
satisfied [10]. The processing of data is generally carried out in the nodes present in
the fog layer called fog nodes. A fog node can be any device with storage, computing,
and network connectivity. Fog layer acts on IoT data in a fraction of seconds and
analyzes the most time-sensitive data at the edge close to the end users where it is
generated. This reduces the cost, time, and effort in outsourcing them to the cloud.
The fog has been emerged as a powerful platform to deploy various applications like
energy, healthcare, traffic, and so on [5]. Thus, fog computing outperforms cloud by
creating a distributed framework for IoT to cope up with the needs of sensors and
embedded systems such as data processing and storage.

Figure 3 shows the basic architecture of fog computing layer. Fog computing layer
is generally capable to carry out tasks such as gathering, filtration, and aggregation of
data. Fog cannot perform independent of cloud and hence cannot be its replacement.
One key aspect of this new era is that both computation and production are heavily
distributed and are at the network’s edge or closer to where data generated. Fog
computing applications that have low-latency requirements cannot rely on the cloud
for its data and processing support. Also, the centralized data centers in the cloud

Fig. 3 Fog computing architecture
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do not support mobility, and hence, the heavily distributed IoT applications need
distributed support for data and processing at the edge [11]. The IoT layer can be
connected to the fog layer through low-level connectivity like Zig-Bee, Bluetooth,
Wi-Fi, etc., and fog layer is connected to the cloud through a gateway with high-
level connectivity. The gateway performs operations such as protocol translation
between sensor and cloud layer. Exploiting such gateways at the edge provide a better
overall enhancement in the system such as energy efficiency, mobility, performance,
reliability, and security [12].

a. Characteristics of fog computing

The open fog consortium is a group of high-tech industries and academic institutions
worldwide who provide the standard architecture for fog computing. The general
characteristics of fog computing imposed by open fog consortium are described in
[13]. Further, many literatures have presented various characteristics of fog comput-
ing such as real-time application support, large-scale application support, mobility
support, virtualization support, and heterogeneity support. In this section,wedescribe
the specific characteristics and benefits of fog computingwhich should be considered
predominantly with respect to the healthcare industry.

i. Low latency

Most of the healthcare applications like monitoring patients in Intensive Care Units
(ICU), remote monitoring of isolated patients in home or hospital, elderly or chronic
patient’s monitoring involves critical analysis of patient’s condition and notify via
automatic alarms once criticality is detected. So, the criticality must be informed
within seconds or less. Hence, this implies the real-time properties such as response
time [14]. Latency cannot be tolerated in such emergency conditions. This shows
the importance of “low-latency requirement”. Since fog is available at a one-hop
distance, low-latency requirement will be satisfied.

ii. Mobility

Healthcare applications like remote monitoring of patients in hospitals or home may
involve a change of environment. The processing and decision-making in fog is
subjected to user geo-location. The location is based on the behavior of the system
or human interventions [10]. Thus, user behavior decides the time and place of the
computing device, and it is distributed. Hence, centralized cloud will not be suitable
for this kind of applications and hence we need fog like distributed architecture.

iii. Energy efficiency

The fog nodes are generally constrained devices, while it encounters some of the
tasks like surveillance systems, where data comes in a continuous stream and makes
it intensive. In such cases, the tasks can be offloaded to nearby fog nodes, and thus,
the computational complexity can be reduced [15].
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iv. Network Bandwidth

The IoT layer keeps sending the raw sensed data to the fog nodes. The bit rates of
data differ based on physiological attributes. For example, the transmission of body
temperature requires only low sampling frequency whereas attributes like Electroen-
cephalogram (EEG) or Electrocardiograms (ECG) may require a high sampling fre-
quency [14]. The amount of data that is being generated is ever-increasing ever since
the IoT is popularized and it cannot always make up to send data to the cloud for
analysis and retrieve back from them. Hence having the fog at a nearby distance, part
of processing and analysis can be done there and a significant amount of network
traffic can be reduced [15].

v. Security

Since the patient data are highly sensitive and any potential attack or tampering of
data can happen to the personal data of patients, the security requirement in healthcare
is really high [14]. Several mechanisms are invoked in the fog layer to enhance the
security as the association between sensor nodes and fog computing nodes are highly
dynamic.

b. Comparison of fog, cloud, and edge

Table 3 shows the comparison of fog with other infrastructures such as the cloud and
edge to demonstrate the significance of fog computing in various sectors. The differ-
ent computing paradigmshave different features and the following table differentiates
fog based on the attributes that are important to consider in healthcare.

Table 3 Difference between cloud, fog, and edge

Attributes Cloud Edge Fog

Architecture Hierarchical, large
centralized data
centers located in a
remote place

Distributed and
localized devices at
the edge

Small devices such as
routers, access
points, gateways,
setup boxes, or even
the end device itself

Connectivity Always needs to be
connected to the
network core, e.g.,
WAN

Can work with
intermittent internet
connectivity, e.g.,
WAN, LAN, Wi-Fi

Can work with low or
no Internet
connectivity, e.g.,
Zig-Bee, Wi-Fi
Bluetooth

Services access Global (through core) Local (at the edge of
the network)

Less global (through
connected devices
from edge to the
core)

Availability of
computing resource

High Moderate Moderate

Latency High Low Low

Virtualization
support

Available Not available Available

Mobility support Not available Not available Highly available
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4 Role of Fog Computing in Healthcare

The involvement of fog computing in the healthcare sector is to make it easier for
patients to stay connected to their medical experts, and for the medical personnel to
provide quality, value-based care to their patients. Fog computing has come up as an
effective infrastructure for transforming the healthcare IoT from novelty to reality.
In order to completely realize the true potential of fog computing in the healthcare
industry, the three major challenges need to be addressed: the difficulty in converting
big data into smart data, the mobility nature of the patients/providers and their lack
of interoperability, and the security issues in maintaining the sensitive health data.
This section describes various healthcare applications and the involvement of fog
computing in such applications.

Luiz et al. [10] described two classes of applications as latency-sensitive and
latency-tolerant. Latency-sensitive applications generally involve critical analysis
and require a quicker response like healthcare where it deals with the life of a
patient (e.g., emergency situation of a patient who needs immediate hospitaliza-
tion), and latency-tolerant applications involve one’s conveniences and sophistica-
tion (e.g., smart environment to ease patient’s daily activities such as smart pillbox,
online appointment for doctors throughmobile app, and so on). Though both latency-
sensitive and latency-tolerant applications can be handled through the fog. However,
in this chapter, we mainly focused the latency-sensitive applications.

Even critical healthcare applications can be categorized as emergency and none-
mergency applications. To analyze the adversity of emergency events, techniques
like temporal mining are used [16]. Kraemer et al. [14] categorized the applications
in healthcare into five major classes such as data collection, data analysis, critical
analysis, critical control, and context management. The data collection deals only
with the collection of data, and it is later examined by medical professionals when
needed. Data analysis also deals with the collection of data followed by some auto-
matic analysis and help patients. Even when the system fails, the patients are safe in
both data collection and data analysis classes, the criticality is very low. Whereas,
in critical analysis classes, data is analyzed to find the criticality and it has real-
time properties such as maximum response time limits. Cardiac patient monitoring,
COPD patient monitoring, Diabetic patient monitoring [17] are examples of critical
analysis classes. COPDmeans ChronicObstructive PulmonaryDisease, which refers
to a group of diseases that causes blockage in airflow and causes problems related to
breathing [18]. The critical control classes involve alerting the personnel on finding
some criticality and context management is simply to improve the healthcare system
by efficient planning and by taking the right decisions.

Since the Fog computing works on data at the network’s edge, i.e., close to where
the data being generated, this significantly improves the response time otherwise
reduced latency and also reduced network traffic. Several literatures have used fog
computing in healthcare for predicting and preventing specific diseases like chikun-
gunya [19], Zika virus attack [20] and monitoring patients’ health in smart homes
[16], providing Emergency system for smart enhanced living environments [21], and
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also for incorporating intelligence in the fog layer for data analytics [22]. Vijayaku-
mar et al. [23] designed an intelligent healthcare system for detecting and preventing
mosquito-borne diseases, where similarity coefficient is used to differentiate various
mosquito-borne diseases based on symptoms of the patient, then it is classified into
infected or uninfected using fuzzy K-nearest neighbor. Considering the patient mon-
itoring applications, a lot of work has come up with assisting the patients through
smart pills [24], early sign detection of an attack and so on. Monitoring diabetes
patients is described in [17] where a decision tree is employed to predict the risk
level and it shows greater accuracy. By monitoring healthy/less-critical patients con-
tinuously, they can be kept away from the hospital as much as possible, and it is
described as shifting from reactive to proactive otherwise preventive in [25]. Several
literatures also employed Body Area Networks (BANs) to collect traces of patient’s
action and made to pass through gateways. Fall detection [26] is one of the major
competent research problems, as 80% of the elderly adults who live alone fall unex-
pectedly due to various factors like giddiness, a sudden drop in blood pressure or
deviations in their ECGs. Castillo et al. [27] propose many techniques to detect fall
and notify immediately through alarms. To enforce fault-tolerant healthcare systems,
pattern-matching algorithms were employed in [28] to avoid false alarms.

5 Deployment of Healthcare Applications

a. Cloud-IoT Environment

There are many IoT-related healthcare applications that exist uses cloud computing
for its deployment. A Cloud-Based Intelligent Health Care Service (CBIHCS) is
proposed in [29] to perform real-timemonitoring of a user’s health data for diagnosis
of the diabetic patient. Similarly, a cloud-based mobile system is presented in [30] to
support people suffering from respiratory diseases and to improve homecare for them.
These applications rely on the cloud infrastructures for their processing, computing,
and storage requirements. WSNs based sensor-cloud architecture [31] is proposed
which uses cloud servers to remotely monitor patients. The implementation of cloud-
based healthcare system often uses cloud servers and data centers for processing the
IoT data.

IoT data are generally unstructured which makes them difficult in analyzing with
traditional analytics platforms/tools that are designed to process structured data. Due
to the distributed nature of the IoT technologies, the current computing paradigm
which uses the cloud as its centralized data center becomes unsuitable to support
many of the IoT applications like finance, large-scale industry, and healthcare, which
are highly latency-sensitive. These kinds of applications cannot tolerate delay caused
during the transmission of data to the cloud for analysis since it requires a faster
response to make timely decisions. Network traffic is another drawback that can
happen in the cloud as a huge amount of data is being transmitted to and from the
cloud simultaneously.
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These challenges in cloud raised the need for new computing and hence is the
fog computing, a distributed platform for managing the distributed computing, net-
working, and storage resources at the edge. Bonomi et al. [5] defined Fog computing
as a computing paradigm that extends the cloud to the network edge. Fog act as an
intermediate layer between the cloud and devices and it reduces the amount of data
to be stored locally. By performing the data analysis locally before sending to cloud,
latency can be reduced. Also having the fog at a single hop distance, bandwidth can
be reduced.

b. Edge/Fog Deployments

Fog computing is closely related to IoT as it is generating an enormous amount of
data day by day. The emerging trends in the Smart application are to use Fog comput-
ing over the cloud for its processing of IoT data. Fog computing empowers the edge
node devices to carry out the Local data processing, Cache data management, Dense
geographical distribution, Local resource pooling, Load balancing, local deviceman-
agement, latency reduction for betterQoS and edge node analytics. The critical aspect
considered in fog computing is Time. The most time-critical tasks in the applications
are locally analyzed and it results in the lowest latency and prevents major damage
before it may even occur (e.g., alarm status, device status, fault warnings). On the
other hand, the less time-critical tasks are sent to the central mainframe and it results
in persistent, periodical storage and can be retrieved as and when required (e.g., files,
reports for historical analysis, device logs). Table 4 describes some of the healthcare
applications that have used fog or edge for its computations. These implementations
utilize constrained devices like gateway devices, routers, base stations, etc., for the
computation purpose.

6 Case Study: A Real-Time Fog Healthcare Scenario

In this section, the environmental setup is done for implementing a heart patient
monitoring system using sensors, fog nodes, and cloud platform. The fog computing
layer consists of a number of fog nodes and each fog node takes responsibility for
the processing of data. The fog nodes here are Raspberry pi and Arduino. One of the
main advantages of fog computing is its support for mobility which is not supported
in cloud computing. These features of fog computing make it efficient for real-time
applications as the users tend to move from one place to another. The novel aspect
of this architectural framework is the ability of the decision-making system to adapt
to the dynamically changing requirements of the applications

Figure 4 shows the architecture with the three layers such as application, fog, and
cloud layer. The bottom-most layer is the application layer that captures data from
sensors and transmits them through low-level networks such as Bluetooth, Wi-Fi,
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Table 4 Fog involved application scenarios

S. no. Application Computation Deployment Implementation

1 COPD patient
monitoring system
[11]

Analysis of
patient’s vital signs
and detection of
dramatic changes
using BAN- and
GPS-based
location prediction

Mobile devices
with network
interface

Edge/fog
computing

2 ECG monitoring
[33]

Analysis and
processing of EEG
and ECG data
based on the
transformation of
the wave and
notifying the
classification based
on ML

Intelligent Power
over Ethernet
(PoE) gateway

3 Fall detection [26] Local analysis of
fall using
accelerometer data
with filtering based
on trained data

Mobile devices
with backend web
services

4 Vital signs
monitoring [34]

Prediction of
location and
activity along with
physiological
parameters (ECG,
body temperature,
heart rate) by
preprocessing and
merging data from
the smart shirt

Hospital with
WSN systems

5 Activity
monitoring [35]

Analysis of
movement data in
the context of the
location and
analysis of heart
rate, acceleration,
and activity like
sitting, driving, and
walking

Mobile and
ProWare
middleware

LAN. This is one main advantage of fog computing. The middle layer is the fog
layer, where the data is processed on fog nodes. A cloudlet is a group of fog nodes
intended to collaboratively divide the tasks and process them in parallel. The IoT
data is gathered and distributed across the fog nodes. The AI methodologies and
decision-making system are deployed on those fog nodes based on its capability.
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Fig. 4 Fog computing application deployments

Based on the results of processing, the alert or notification kind of output is delivered
through actuators and data for the long term and periodical analysis is sent to the
cloud layer which is at the topmost layer. As familiar through various studies, the
cloud computing layer comprises the centralized data centre.

In this work, an environment for heart patient monitoring in addition to pills
monitoring has been designed. The results are evaluated using the Raspberry Pi
and Arduino and data are gathered using sensors like DHT 11, Pulse rate, Load
cell, HX711. The DHT 11 is used to collect Temperature and Humidity data. The
collected data are analyzed in the fog node itself and alert notification are sent through
theAndroid application to both physician and caretaker. The data are visualized using
an open-source cloud platform.

Figure 5 explains the environment that is proposed in this chapter for the patient
monitoring system. The load cell and HX711 are used to monitor whether the patient
has taken their pills or not based on the weight of the capsules in the pillbox. Let X1
be the weight of the pillbox with pills and X2 be the weight of pillbox without pills.
If weight = X1, it considered that the patient has not taken the pills yet else they
have taken it. This is the way of monitoring whether the patient has taken their pills
or not.

The DHT 11 and Load cell are connected to the Raspberry pi which is one of
the fog nodes, the pulse rate is connected to Arduino which is another fog node.
Both fog nodes are connected to the cloud through the open-source cloud platform.
Once the environment is set, the sensor starts to read the values from the patient and
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Fig. 5 Patient monitoring system

processed in fog node itself rather sending them to cloud to reduce the latency, energy
consumption, and bandwidth. For the processing of data in fog node, we used the
generalized algorithm given below. The threshold value is set on each sensor based
on the medical standards of each sensor. For example, the average medical standard
of heart rate is 60–100. If there are any abnormalities found in the values then the
alert notification is sent to the Physician and Caretaker through in-app notification
to Android application, created for the physician and caretakers. And the real-time
data have also been visualized through the open-source cloud platform.

Algorithm 1: Emergency Notify
This algorithm is generalized and it is applied to the abovementioned sensors. The
threshold defined in the algorithm is different for different sensors. Each sensor plays
a vital role in monitoring the heart patient. For any heart patient, the following three
parameters are very important, namely, environment, physiological, and activity
based on the three sensors used for each parameter.

The temperature andhumidity sensormonitors the environmental parameter, pulse
rate sensor monitors the physiological parameter, and load cell sensor monitors the
activity parameter.
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INPUT: Real values from sensors 

1. Temperature and Humidity 

2. Pulse rate 

3. Load cell 

OUTPUT: Notification during critical situations 

STEPS: 

1. Create an environment with the sensors, fog nodes, and cloud connectivity 

2. Initialize the threshold values for temperature sensor as T_Threshold and 

Pulse rate as P_ Threshold. 
3. Assume weight X1 be the weight of the pillbox with pills and X2 be the 

weight of the pillbox without pills. 

4. Read the real input values from the sensors and process them in fog node. 

5. If (Temperature <T_ threshold || Temperature >T_ threshold) || 

(weight==X1(the weight of the pillbox with pills)) then, 

a. Notification is sent to caretaker via in-app notification to the 

Android application that we created 

Else if (Pulse rate <P_ threshold || Pulse rate> threshold) 

b. Notification is sent to the physician as well as caretaker via the in-

app notification to the Android application 

Else 

c. Data are stored in the cloud for future analysis. 

6. Data visualization is done in an open-source cloud platform. 

TheRaspberry Pi andArduino are used to gathering the real-time data of temperature,
pulse rate, pills monitoring with respect to a sensor like DHT11, Pulse rate, Load
cell, HX711. The data gathered are visualized using thing speak platform and they
are sent to the firebase for real-time data storage.

Figure 6 is the output for pills monitoring which is calculated based on the weight
of the pillbox. This is done with the help of Load cell and HX711. As the Raspberry
does not support direct analog signals, they are converted to digital signals using
HX711 which is given as input to the raspberry pi. Let X1 be the weight of the
pillbox with pills and X2 be the weight of pillbox without pills. If weight = X1, it
considered that the patient has not taken the pills yet else they have taken it. This
way whether the patient has taken their pills or not can be monitored.

Figure 7 is the output of the pulse rate of a patient. The BPM is the expansion of
Beats Per Minute. If the beat is sensed then it results as “A Heartbeat Happened”
else “No HeartBeat Happened”.
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Fig. 6 Pill monitoring based on weight calculation

Figure 8 infers the pulse rate of a patient at a certain time. Patient heart rate is
normal over some period and has a sudden deviation at some point and back to
normal in a few seconds. Hence, the visualization of values helps us in monitoring
the abnormalities in pulse rate of the patient.

Figures 9 and 10 are the visualization of the environment parameter, which shows
a gradual increase and decrease in the temperature and humidity and provides us in
a better way to keep tracking the environment.

Figure 11 is the results for temperature and humidity which is taken usingDHT 11
sensor with the help of Raspberry pi. The environmental condition of heart patients
such as a temperature and humidity is important. If it is normal, then the patient will
be more comfortable in their activities. In turn, the fall in temperature also causes
the heart patient to have some breathing troubles which may lead to abnormalities.
Hence, temperature and humidity are considered to be one of the important factors.

7 Notification Through Android Application

An Android app is developed in case of any emergency, the alert notification is
sent to the caretaker and the physician. The caretaker can monitor Heart patients by
monitoring the pulse rate. They can also monitor whether the patient has taken the
pills. Any critical situation like less heartbeat or no beat, the notification is sent to
the caretaker and Physician. Both caretaker and physician have their own login with
their username and password as the credentials. They can view the current status of
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Fig. 7 Pulse rate monitoring
using the sensor

the heart patient. The physician can also suggest the caretaker about the medications
or change in medications.

Figure 12 shows the application that has been created for the heart patient moni-
toring system and it has a login for authenticated Physician and Caretaker. The user
interface is created to monitor temperature and humidity, pulse rate, and pills moni-
toring and through which we can use in-app notification to send alert notification to
the Physician and Caretaker.
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Fig. 8 Data visualization for pulse rate

Fig. 9 Data visualization for temperature

8 Conclusion

Providing healthcare services means “the timely use of personal health services to
achieve the best possible health outcomes” [32]. In this chapter, the patientmonitoring
framework is proposed and the environment with the use ofWireless sensors and Fog
nodes (Raspberry Pi and Arduino). The main motive is to overcome the drawback
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Fig. 10 Data visualization for humidity

Fig. 11 Temperature and humidity sensor readings

of cloud which takes more response time. The patient monitoring is the critical
application when compared to other application, so the fog layer is added as an
intermediate layer for quick processing. The real-time data are stored and further,
the alert notification is sent to the Android application during an emergency to the
Physician and Caretaker. The proposed approach can be extended by monitoring
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Fig. 12 Android application
home page

the additional physiological status of the patient and monitor the patient 24 × 7 by
placing the camera which can be pushed to the fog layer for analytics and decision-
making. Thus, fog computing is amajor role player in real-time healthcare and further
research is essential for a healthy future.
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Abstract This book chapter explores the applications of the Internet of Things
(IoT) in the Indoor Air Quality (IAQ) monitoring systems. Indoor air pollution is
an important area of concern for most developing countries as it is directly related
to mortality and morbidity. Around 3 billion people throughout the world use coal
and biomass (crop residues, wood, dung, and charcoal) as the primary source of
domestic energy. Moreover, humans spend 80–90% of their routine time indoors, so
indoor air quality leaves a direct impact on overall health and work efficiency. This
book chapter provides insights into the implementation of high-performance IAQ
monitoring systems using IoT. Being the most emerging technology in the world,
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1 Introduction

The Internet of things, or in short IoT, is all about extending the potential of the
Internet beyond smartphones and computers to cover the entire range of processes,
things, and environments. Those wirelessly connected things can share information
both ways by working as a transmitter and receiver as well. In general, IoT provides
a network to people and businesses to stay connected with the world around them
while producing more meaningful results.

Getting connected through the Internet is probably the most wonderful thing for
the current generation. It gives us plenty of benefits that were beyond imagination
before. Although IoT appears a pretty simple concept: “connecting the world to
the Internet”, it has the potential to make the world act smartly and being smart is
always good. There are unlimited applications of IoT, the most amazing ones are
in the field of disaster management, health care management, smart farming, smart
energy management, smart transport facilities, and smart homes as well.

In this chapter, we are mainly focusing on using IoT for Indoor Air Quality (IAQ)
Monitoring, one of the essential applications for occupational health and pollution
control. Human beings spend 80–90% of their routine time indoors, so IAQ leaves
a direct impact on overall health and work efficiency as well. Moreover, 90% of the
rural households in the most developing countries and around 50% of the world’s
population makes use of unprocessed biomass for open fires and poorly functioning
cooking stoves indoors. Indoor Air Pollution (IAP) is an important area of concern
for most developing countries as it is directly related to mortality and morbidity.
This chapter presents an in-depth study on the development of Indoor Air Pollution
Monitoring (IAPM) system using IoT technology.

The first section of this chapter covers the basics of IoT. It will provide readers
with some valuable insights about the history of IoT along with its potential to serve
almost every sector with advanced applications in the coming years. The second
section introduces factors affecting IAP and associated medical health issues. It will
also describe the motivation behind the development of IAPM systems. The third
section provides an in-depth survey on existing IAQM systems along with the gap
in the literature. This section will help readers to understand new opportunities and
challenges in the field of IAPM system development.

This chapter is focused on developing a clear understanding among new age
researchers about the development of IAPM systems using IoT technology.

2 Basic Concepts of IoT

Well, defining Internet of things is the real challenge; probably due to the newness of
this domain and the wide range of possibilities associated with it. IoT is not just about
any one type of hardware; rather it represents a unique combination of a variety of
hardware units that are otherwise existing as unconnected units in the world. Some
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experts define it as a system of some interrelated computing devices, objects, people,
animals, and digital and mechanical machines that communicate through Unique
Identifiers (UIDs). The things connected through this network have the potential to
communicate data without requiring any human to a computer or human-to-human
interaction. Note that a “thing” in teams of IoT can be a person carrying heart monitor
implant in his body, a farm animal with some biochip transponder, some vehicle with
built-in sensors that send alert signals to the driver on road or any other man-made as
well as natural object. However, in order to transfer data over a dedicated network,
the object or thing is desired to have an IP address [1].

In most cases, communication through IoT networks is completed through RFID
tags, although the goal can be also accomplished throughQRcodes and otherwireless
technologies. IoT has more significance in our life because it gives a different ability
to the nonliving objects as well by assigning them a digital identity.Whenmany such
objects in the IoTworld act in unison, they are supposed to have ambient intelligence.

2.1 History of IoT

The term IoTwas coined in the year 1999 by the executive director and co-founder of
Massachusetts Institute of Technology’s Auto-ID Center, Kevin Ashton. The orga-
nization was later replaced by research-oriented Auto-ID Labs in the year 2003. The
term Internet of things was seen for the first time as the title of a presentation that
Ashton made for Procter and Gamble when he was working as a brand manager in
that company. Before presenting his work to the senior executives of the Procter and
Gamble, Ashton came to know that certain shade of lipstick from the list of cosmet-
ics that he was supposed to launch got sold out at a fast rate from local stores. With
that incident, Ashton started thinking hard about how the products in the line can
be made trackable so that one can get an instant update about their availability at a
specific time. At the same time, the market was getting influenced by the efficiency
of RFID tags that could transfer data wirelessly to the dedicated systems. Ultimately,
the project that Ashton presented to Procter and Gamble proposed the idea of using
RFID tags to manage the supply chain of the corporation so that stock, as well as
store location of all items, can be monitored with higher accuracy [2].

With a simple analysis of the product line, Ashton gave the world an idea about
developing a technology that can build direct connections between almost anything
around. After getting inspired through this idea, LG Electronics in the year 2000
designed a refrigerator with a connection to the Internet. This product was named as
Internet Digital DIOS Refrigerator, and it was capable enough to keep perfect track
of all the food items stored inside. By scanning the respective RFID tags of each item
inside the refrigerator, the system was even able to provide direct insights about the
quantity as well. Sadly, the company was not able to make considerable profits for
this product as people found it much expensive to buy at that time. But this advanced
and feature-rich refrigerator provided a way to connect various household objects
and gadgets together to the Internet [3]. Since then, IoT technology experienced huge
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growth in the market starting from the connections between few hosts to a network
of billions of interconnected devices. As per the current scenario, the number of
closely connected things to the Internet is quite high as compared to the numbers of
people connected on this planet. By the year 2020, this connectivity is believed to
experience the estimated growth of 24 billion devices.

2.2 IoT: Everywhere Around Us

There is no doubt to say that IoT has revolutionized our lifestyles—it is working
actively almost everywhere in this world. In simple terms, IoT is a new wear-
able, portable, implantable, and connected universe that transforms various phys-
ical objects into a potential ecosystem of valuable information. IoT technology has
changed the way we used to perform our routine work a few years ago; today, it is
showing its impact on almost every industry [4] (Fig. 1).

Below is the list of impressive applications of IoT from the world around us:

• IoT technology is the most efficient solution to design smart parking with the
ability to monitor all parking spaces in the city.

Fig. 1 Applications of IoT [5]
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• It works for structural health improvement by monitoring material conditions and
vibration levels in buildings, historical monuments, and bridges as well.

• Real-time sound monitoring applications at centric zones and bar areas.
• Detect any Android device, iPhone, or any other gadget that works with Bluetooth
and Wi-Fi interfaces.

• Easy measurement of radiations from Wi-Fi routers and cell stations.
• Efficient monitoring of pedestrian levels and vehicles on the road to optimize
walking routes and driving tracks.

• Smart lighting solutions for streets with weather adaptive and intelligent features.
• Automated waste management systems with highly optimized trash collection
routes.

• Intelligent highways with quick alert systems for adverse climate conditions,
diversions, and traffic jams to improve transportation experience.

• Monitoring of preemptive fire conditions and combustion gases to define alert
zones in forests.

• Air pollution management by controlling CO2 emissions, farm generated toxic
gases, and vehicle pollution as well.

• IoT systems can monitor avalanche conditions and quality of ski tracks to ensure
higher safety.

• Monitoring land conditions to detect dangerous patterns related to vibrations, soil
moisture, and earth density as well.

• Early detection of the earthquake so that losses can be minimized or avoided at
target locations.

• Ability to monitor the quality of tap water in overcrowded cities.
• A detection system for factory generated wastes and leakages into rivers and sea
areas.

• Controlling swimming pool conditions from remote locations to ensure a safe
experience to the community.

• Monitoring and detection of liquid outside tanks to avoid water leakage while
controlling the pressure variations within the pipes.

• Active monitoring of variations in water level at reservoirs, dams, and rivers as
well.

• Smart grid designs to lead efficient monitoring and management of energy
consumption.

• Radiation measurement at nuclear power stations to generate leakage alert from
time to time.

• Detection of hazardous and explosive gases around chemical factories and mines
as well.

• Ability to track products in the supply chains to ensure proper inventory in the big
industries.

• IoT leads to awesome shopping experience as per unique customer habits,
preferences, likes, and dislikes.

• Temperature controlling in an industrial environment, health centers, and sensitive
merchandise.
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• IAQ monitoring to ensure safe work conditions without deteriorating health of
occupants.

• Greenhouse development with efficient control of micro-climate conditions to
maximize the production of vegetables and fruits.

• Product quality testing systems to ensure quality designs.
• Animal tracking, offspring care, and monitoring of toxic gas levels with smart
farming solutions.

• Smart homedesignwith remote controlled appliances, intrusion detection systems,
energy, and water consumption monitoring.

• Advanced patient surveillance systems, fall detection, sportsmen care, and
measurement of ultraviolet radiations to create healthy living conditions.

In short, IoT is everywhere around us, and it has the potential to automate our life
with the highly efficient interconnection of objects to the Internet.

2.3 Extensively Growing IoT Market: The Stats

The wide range of applications draws attention to the market share of IoT that has
an extensive growth rate in coming years. In the year 2011, the market value of IoT
technology was observed somewhere around $44.0 billion. However, the compre-
hensive market research performed by RnRMarketSearch reveals that IoT and M2M
market share will grow beyond $498.92 billion by the end of 2019 and this market
is expected to hit $1423.09 billion in the year 2020. Moreover, the Internet of Nano
Things (IoNT) is also playing an impressive role in the market and is expected to
hold the value of around $9.69 billion by the end of the year 2020. Furthermore, the
information-sharing practices and cooperation among leading companies in the IoT
sector such as Ecobee Inc., Fujitsu, ARM, Intel, Cisco, Samsung, Google, IBM, and
Microsoft along with the small business communities are expected to boost the mar-
ket growth and IoT adoption rate by a great extent. Reports reveal that the numbers
of connected devices in the year 2014 were only 6033.63 million; in the year 2017,
this count reached 13,142.30 million and the growth is expected to cross the range
of 27,858.35 million connected devices by the year 2020 [4].

3 Indoor Air Quality

3.1 Background

Several decades ago, when human beings first moved to the temperate climates, the
problem of IAP started affecting the lifestyle. In the prehistoric times, during the
growth stage of humanity, people started feeling the importance of comfortable shel-
ters. They also started using fire for cooking, warmth, and light; however, it was
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later observed that soot found in various prehistoric caves is the primary cause of
environmental pollution [6]. Today as well, more than 90% of people in the rural
areas of developing countries or even approximately 50% of the world’s popula-
tion use unprocessed biomass for open fires and poorly functioning cooking stoves.
These inadequate methods of cooking lead to IAP while affecting the overall health
of women and young children who spend much of their routine time in the polluted
environment [7]. Biomass and coal smoke carry various harmful pollutants such as
Particulate Matter (PM), Sulfur Oxides (SOx), Nitrogen Dioxide (NO2), polycyclic
organic matter, Carbon Monoxide (CO), and formaldehyde [8, 9]. Routine combus-
tion of solid fuels causes repeated exposure to IAP, and it is considered as the common
cause behind harmful diseases in developing countries. Some of the most common
diseases spread by IAP are Acute Respiratory Infections (ARI), Chronic Obstruc-
tive Pulmonary Disease (COPD), asthma, otitis media, tuberculosis, low birth rate,
lung cancer, cancer of larynx and nasopharynx, perinatal conditions, and severe eye
diseases that can further lead to permanent blindness [6, 10].

The impact of modernization leads to a significant shift in cooking and heating
practices. Instead of using biomass fuels such as petroleum products and wood,
people are now buying electricity-based appliances. In the early 1900s, biomass
fuels used to drive approximately 50% of global energy proportion. However, in the
year 2000, it was significantly reduced to only 13%. It is believed that the types
of fuels typically used for household needs can become more efficient and cleaner
only if people start moving upward on the energy ladder. Note that animal dung is
the lowest level of this ladder and the successive steps are built with crop residues,
wood, charcoal, kerosene, gas, and electricity [9]. The energy ladder diagram is
shown in Fig. 2. People try to move upward on this energy ladder with the changing
socioeconomic conditions and lifestyle habits, but it is observed that poverty is the
principal hurdle in shifting toward cleaner fuels. Sadly, the slower development
cycles in many corners of the world show that the consumption of biomass fuels will
continue in poor households even for the decades ahead.

One of the essential factors associatedwith themeasurement of IAQ is ventilation;
in general, it can be defined as the circulation of air into the closed structures from the
outside world. In the case of poor ventilation arrangements within buildings, the IAQ
levels fall below the threshold, and the indoor premises become unhealthy to live.
Studies reveal IAP associated with poor ventilation arrangements is observed as the
primary cause of increasing health issues. Approximately 66 percent of households
in the rural and 44 percent of households in the urban areas are suffering from poor
ventilation arrangements. Some stats about IAP are shown in Fig. 3. One of the prime
reasons for the improved housing conditions in the urban areas as compared to the
rural ones is the better educational and occupational status. These conditions have
a direct relationship with the fuel selection for cooking and consequently leave a
considerable impact on IAQ.

Stats reveal that poor IAQ is the second major cause behind the higher mortality
rate in India. It leads to more than 1.3 million deaths per year in the country. Note that
almost 70%of the population in India belongs to rural areas, out of which almost 80%
are dependent on biomass fuel to fulfill their routine household requirements. Clearly,
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Fig. 2 Energy ladder diagram [11]

Fig. 3 Stats about indoor air
quality [12]

the largest population in the nation lacks access to efficient sources of fuel to meet
their cooking needs. In developing countries, excessive use of kerosene and biomass
fuels is the prime reason behind stillbirth. In India itself, it is possible to reduce cases
of stillbirths by 12% by just switching to cleaner fuel consumption in the household.
Similar studies conducted in other developing countries such as Bangladesh, Kenya,
Nepal, and Peru reveal that IAP is leading to serious health hazards. Hence, it is
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important to address the challenges, especially for indoor cooking practices in rural
areas. As a lack of awareness about the benefits of cleaner cooking solutions is the
main cause of adverse health conditions, it is important to train the affected sectors to
improve their lifestyle. At the same time, experts need to work for the development of
some efficient and affordable household cooking solutions so that traditional stoves
can be avoided. Note that it can be done only if we study the behavioral patterns of
the low-income population in the affected parts of the world.

The upliftment in economic conditions contributes to a reduction in IAP caused
by harmful biomass fuels. However, there are few adverse effects of the modern
lifestyle as well. It is observed that with the improvement in the living standards,
instead of using natural ventilation systems, modern homes are furnishedwith indoor
heating and cooling systems [9]. This scenario is further contributing to SickBuilding
Syndrome (SBS), and terribly, the cases of SBS have increased from 30% to 200%
in just a few years [13]. Some of the most common factors affecting the indoor
environment in the buildings include the rate of air exchange, temperature, humidity,
ventilation, particle pollutants, biological pollutants, and gaseous pollutants. The
modern homes are more airtight and packed with advanced insulation materials.
Although they help to reduce the energy losses and may save on electricity bills,
sadly, it leads to a reduction in the fresh air circulation in the premises. At the
same time, the increasing consumption of synthetic materials and chemical products
in residential and commercial buildings give rise to Volatile Organic Compounds
(VOC). It is also considered as the principal causes of compound hypersensitiveness
[14]. Hence, it is fair to say that even with the improved lifestyle and economic
conditions, we are still unsafe from hazards associated with IAP.

Numerous researchers around the world these days are working for the develop-
ment of efficient IAQM systems to deal with the increased cases of mortality and
morbidity due to IAP. As the maximum population in the world spend 80% to 90%
of their time indoors while working at home or in offices; it is necessary to take
immediate steps to improve the IAQ. The idea is to identify some healthy solutions
that can contribute to enhancement of living environment while reducing the chances
of medical health consequences.

3.2 Medical Health Consequences

When we talk about health hazards associated with indoor air environment, it relates
to every unusual suspended material that may interfere with the normal functionality
of organs; all such elements are termed as air toxicants. Also, the estimation for IAP
and health hazards cannot be determined by just calculating pollution levels; rather
it is greatly affected by the average time that a person spends indoors while breath-
ing in the polluted air. Medical health professionals and researchers have reported
the occurrence of several harmful diseases due to IAP. Hence, in order to improve
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building environment and health conditions for occupations, it is important to work
on the ultrafine indoor particles, their impact on the environment as well as on the
living beings. The sections below describe some of the most common health hazards
associated with IAP.

• Respiratory illness

It is well understood that most of the air pollutants find their way to the human body
through airways; the respiratory system is on high risk due to poor IAQ. Depending
upon the level of exposure to the pollutants and their deposition on the target cells,
they may cause severe damage to the respiratory system. Acute lower respiratory
infections are the main cause of mortality in kids; stats reveal that almost 2 million
children below 5 years age group die per year just because of poor IAQ. Also, the
repeated exposure to IAP in households in developing countries leads to several cases
of acute law respiratory infections per year [15–17]. Biomass fuel smoke is another
common cause of acute respiratory illness in kids; it leaves a major impact on the
upper respiratory tract. It further leads to some disturbances in voice. Studies reveal
that middle ear infection is an uncommon fatal symptom of this disease; however,
it can also lead to morbidity, and deafness, etc. If this health issue is not treated on
time; it may even cause mastoiditis [18], lung cancer and asthma [19]. The potential
air pollutants such as PMs and many other respirable chemicals as like O3, dust,
benzene, etc., can cause serious trouble to the respiratory tract.

• Cardiovascular dysfunctions

Numbers of epidemiologic and experimental studies have proven a direct connection
between IAP and cardiac-related illness [20, 21]. These harmful air pollutants also
cause some unwanted alterations in the count of white blood cells that ultimately
affect the normal functionality of the cardiovascular system. On the other hand, the
studies conducted on animal models describe a close relationship between IAP and
hypertension [22]. The higher concentration of NO2 in the building environment
hampers left and right ventricular hypertrophy. Various findings report the high risk
of potential diseases due to repeated exposure to combustion of kerosene/diesel;
however, such issues can be easily eliminated by using a clean cooking solution
in the households. As per the experiments conducted in the rural households, the
estimated increase of 10% was observed for cardiovascular mortality in 10 years;
however, it was reduced to 6% in the areas where primary sources of cooking are
gas or cleaner fuel [23].

• Neuropsychiatric complications

There is a strong relationship between air suspended toxic materials and nervous sys-
tem performance; these harmful substances cause long-term damage to the nerves.
People who spend more time in the toxic indoor air are likely to suffer psychiatric
disorders and neurological complications. Some of the most common psychiatric
disorders include aggression, antisocial behaviors, and stress, whereas neurological
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impairment includes some devastating consequences that are more common among
infants. Terribly, IAP also leads to age-inappropriate behaviors, neurological hyper-
activity, the risk of neuroinflammation [24], Parkinson’s disease, and Alzheimer’s
disease [25].

• Chronic pulmonary disease

As per a study conducted on indoor biomass smoke pollution in New Guinea, com-
munities were observed to report higher cases of chronic pulmonary disease [26].
Chronic Obstructive Pulmonary Disease (COPD) can be defined as a progressive
inflammatory condition of pulmonary vessels, lung parenchyma, and airways; it is
reported as a third common cause of death and fifth most reported the cause of dis-
ability worldwide. People who breathmore often in the areas with higher combustion
of solid fuels are likely to suffer severe damage to the lungs. That is why woman and
kids that spend more time indoors are found to be at higher risk of COPD [18].

• Cancer

One of the main causes behind increasing cases of lung cancer worldwide is the
repeated exposure to tobacco smoke. But as per studies carried by health profession-
als, even nonsmokers, especiallywoman, in the developing countries are also affected
by lung cancer. Around two-thirds of female lung cancer patients in India [27], Mex-
ico [28], and China [29] were nonsmokers. The Chinese population is highly affected
by lung cancer. As per a study conducted in the year 2008, the estimated number
of deaths in China due to lung cancer were 452,813, whereas the newly reported
cases were somewhere around 522,050 [30]. The major cause behind woman suf-
fering from lung cancer in China was observed to be the repeated and excessive
exposure to coal smoke while cooking. Low-income population in China make use
of smoky coal, and it is found to be highly carcinogenic as compared to wood smoke
and cleaner coal. One study shows that cooking for three hours in biomass smoke
exposes a woman to an equal amount of benzo[a]pyrene that is otherwise caused by
smoking of two packets of cigarettes per day [18].

• Pulmonary tuberculosis

A recent study carried on approximately 200,000 Indian adults; researchers found a
close association between wood smoke exposure and self-reported tuberculosis [31].
Generally, peoplewhouse biomass for burning needs are at higher risk of tuberculosis
as compared to those who make use of cleaner fuels; the ratio of odds for this study
is 2:58 (1.98–3.37) with appropriate adjustment of socioeconomic factors. These
findings are quite similar to the studies carried on North India that describe a direct
connection between biomass fuel and tuberculosis.

• Low birth rate and infant mortality

As per a recent study carried on rural areas of Guatemala with adequate adjustment
of various maternal and socioeconomic factors, women that spend more time in
wood fuel conditions were observed to deliver babies with 63 grams lesser weight
as that of the women that use electricity and gas for cooking needs. Although there



78 J. Saini and M. Dutta

are limited evidence in support of this fact, some researchers observed that tobacco
smoke and increased exposure to carbon monoxide are the prime reasons behind
this condition. It is well proven that the concentration of carbon monoxide usually
goes higher in households where biomass fuels are commonly used. Some evidence
also links ambient air pollution to lesser birth weight [32, 33]; however, only one
study shows a direct relationship with carbon monoxide [34]. The worldwide burden
of mortality attributes to the IAP; stats collected in the year 2012 reveal almost 4.3
million deaths along with 7.7% of global mortality.

• Cataract

Biomass fuel combustion is the primary cause of eye irritation, and the excessive
exposure may even lead to cataracts [35]; cases of cataracts are quite high in devel-
oping countries where most of the population is dependent on solid fuels for their
routine cooking and heating needs [36]. Various epidemiological studies from India
and Nepal also demonstrate poor indoor cooking standards as the main cause of
blindness and cataracts. A recent study carried out in the hospital at Delhi evidenced
a direct relationship of liquid petroleum gas with the development of nuclear, corti-
cal, and mixed cataract; however, most cases of posterior subcapsular cataracts are
reported due to repeated exposure to wood and cow dung [37]. In developing coun-
tries, the main cause of increasing cases of cataracts is the lack of awareness and
knowledge about factors that have a direct impact on vision. During a study on 89,000
households in India, the estimated odds ratio of 1:3 was observed for blindness in
females who use biomass fuel in the home [18].

• Sick building syndrome

As people spend most of their time indoors, IAQ has a direct connection with Sick
Building Syndrome (SBS); commonly, it happens due to insufficient ventilation
arrangement in the living spaces. Chemical contaminants that lead to considerable
emission of VOCs in the building environment include upholstered furniture, clean-
ing agents, carpeting, adhesives, and paint. VOCs are considered as a primary cause
of SBS with symptoms like mental fatigue, dizziness, headache, skin irritation, nau-
sea, eye irritation, and difficulty in concentrating as well. Other than this, factors that
contribute to SBS are dust, mold, harmful organisms, toxic gases, bacteria, chemical
vapors, harmful compounds, etc. [38].

It is observed that ruralwomen suffermore due to IAP thanurbanwomendue to the
improved quality of living standards. The lack of knowledge and the unavailability of
essential resourcesmake it difficult for the rural woman to improve health conditions.

3.3 Motivation for the Design

As described in Sect. 3.3, poor IAQ is the major cause behind increasing cases of
serious medical health consequences. As human beings spend most of their routine
time indoors, it is important to ensure a healthy building environment to avoid risks
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associated with occupational and building health. The IAQM systems are the best
solution to deal with such issues, and the IoT technology has huge efficiency in pro-
viding themost reliable and feature-rich solution to the world. The high-performance
IAQM systems can generate alerts for bad indoor air levels so that appropriate ven-
tilation arrangements can be made on time. It is a thought for the development of
healthy work conditions for the coming generations as well.

4 IoT for Indoor Air Quality Monitoring

By considering the huge potential of IoT technology, researchers these days are
working on the development of IAQM systems to improve the indoor work environ-
ment. This section highlights the contribution of early researchers in this field while
describing the gaps and challenges for the future.

4.1 Survey on IoT-Based IAQ Monitoring Systems

Idrees et al. [39] investigated the computational complexity, infrastructure, issues,
and procedures for designing real-time IAQ monitoring systems. The prototype for
this study was designed using the IBMWatson IoT platform and Arduino board. The
sensing module used eight different sensors: humidity, temperature, O3, SO2, NO2,
CO, PM2.5, and PM10. The major advantage of this system was its ability to reduce
the computational burden of the sensing nodes by almost 70% leading to longer
battery life. Authors used automatic calibration setup to ensure higher accuracy of
sensors and a data transmission strategywas used tominimize the power consumption
along with redundant network traffic. This model reported a reduction of 23% in the
overall power consumption and the performance was validated by setting the system
in different environments.

Kang and Hwang [40] introduced an air quality monitoring system to test the
relevance of the Comprehensive Air Quality Index (CAQI) for accurate IAQ indica-
tion. Authors also proposed a real-time Comprehensive Indoor Air Quality Indicator
(CIAQI) system that can work effectively against all dynamic changes and is quite
efficient in processing ability along with memory overhead. In order to develop the
experimental setup for realistic indoor air environment monitoring, the authors used
VOC, PM10, CO, temperature, and humidity sensors. Authors also compared the pro-
posed system performance with section average (AVG) used for ambient AQI as well
as with Simple Moving Average (SMA) scheme and observed that proposed CIAQI
system is more adaptive to real-time changes in the IAQ. Also, this system utilized
small memory, and hence, it was proven to be the best solution for the Internet of
Things (IoT) based and budget-friendly air quality monitoring.

Firdhous et al. [41] proposed an IoT-based IAQM system for tracking concentra-
tions of ozone near the photocopy machine. Researchers designed an experimental
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system using semiconductor sensors that were capable enough to monitor ozone
concentrations in the area surrounding a high-volume Xerox machine. The intercon-
nected IoT devices were programed for efficient collection and transmission of data
for the estimated duration of 5 min over the Bluetooth network. Sensors transmitted
data to a gateway node that further makes use of Wi-Fi LAN to communicate with
the processing nodes. Note that all the sensors for this system were calibrated using
proven calibration techniques. The proposed IAQM systemwas also able to generate
warnings for the exceeding range of pollution levels in the indoor environment.

Benammar et al. [42] presented an end-to-end IAQMsystem formeasuring relative
humidity, ambient temperature, Cl2, O3, NO2, SO2, CO, and CO2. The prime role of
the gateway in this study is to process the IAQdata and perform reliable dissemination
via a web server. This system was adapted to open source IoT web server platform,
named as Emoncms to ensure long-term storage as well as live monitoring of IAQM
data. Seamless integration of smart mobile standards, WSN, and many other sensing
technologies is performed to design the ultimate scalable smart system to monitor
IAP.

Srivatsa and Pandhare [43] proposed a system containing a sensor network that
was connected through IoT to provide efficient IAQM services. The system had
three prime sections that work together to provide complete analysis; the first one is
a wireless sensor network that collected PPM reading for CO2 from the dedicated
room; at the second level, this information was passed to the wireless access point,
and details were stored on the server machine. Finally, the server side containing
user interface and notification system functionalities processes this data to provide
alerts for IAP.

Panghurian et al. [44] developed an IAQM system based on the measurement of
PM2.5, CO2, CO, humidity, and temperature. The communication was performed
over IEEE 802.11 b/g wireless network. The prime focus for development of this
system was to reduce power consumption of the sensor network so that the network
can also function better in emergency situations like fire, etc. The monitoring for this
system was done remotely through a web application.

Marques and Pitarma [45] proposed iAQ as an advanced system based on IoT
technology for monitoring air quality in the indoor environment. The system incor-
porates Xbee technologies, ESP8266 and Arduino for data processing and trans-
mission whereas microsensors were utilized for data acquisition. In this system, it
was possible to collect data throughmobile application and web system as well; even
doctors can access this data instantly to lead effective medical diagnostic procedures.
Researchers in this study focused on five natural parameters: glow, carbon dioxide,
carbon monoxide, moistures, and air temperatures as well.

Cynthia et al. [46] proposed an IAQM system for monitoring live air quality
in the area using IoT technology. This system makes use of air sensors to collect
information about harmful compounds and gases, and the data was further processed
through PIC16F877A microcontroller. The microcontroller transmits this data over
the Internet, and the gas level variations can be monitored over a web page from any
corner of the world.
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4.2 Challenges

Although it is possible to use conventional analytical instruments for measurement
of pollutants affecting IAQ, they are not considered a practical solution due to a few
potential reasons:

• They are too bulky and hence are not a feasible solution for practical measurement.
• These sensors are noisy so are an inadequate solution for indoor use.
• These sensors are expensive to install.
• The operation often goes quite complicated; they demand experienced profession-
als to handle the process.

• They consume more power.

At present, researchers need to find some low-power, battery-operated devices that
can be readily deployed at various locations. The great news is that recent advances
in the technologies have presented a wide range of measuring units for the indoor air
pollutants such as PM, SO2, NO2, O3, CO2, CO, andVOCs. In ideal conditions, these
sensors are expected to have a fast response time, ensure high performance in the
practical environment and are robust solutions for the real-time measurements. With
time, these devices are also becoming lightweight, compact, and inexpensive while
ensuring great performance for selectivity, sensitivity, and measurement efficiency.
A wide range of sensors in the market are wearable and mobile, and they allow data
transfers over Wi-Fi and Bluetooth networks as well.

The real-time data collection systems are managed by ATmega microcontroller;
however, Raspberry Pi is another common choice for setting up a sensor network in
the target environment. WSN is an ad hoc network, where sensor networks consume
huge energywhile transmitting data inmultiple hops.At the same time, the time taken
by sensors to send a signal to the monitoring unit was observed to be considerably
high. In such situations, researchers needed to work on battery power management to
improve overall system performance. The prime limitation of gas sensors is that they
suffer fromshort life span.Considering the battery life expectancy and reliable single-
hop communication abilities, IoT monitoring systems are known as the most reliable
solutions for IAQmeasurement. With lower latencies and lesser power consumption,
these systems also demand lesser efforts on maintenance procedures. IoT-based real-
time monitoring systems are known as smart systems; hence, most of the researchers
and industrial manufacturers aremore attracted to this technology. Experts reveal that
IoT systems have the ability to monitor a large number of parameters even without
compromising system performance.

Oneof the prime concerns in the development of IAQsystems is the higher cost and
huge power consumption of sensor nodes. If we consider the real-time applications
of IAQ systems, the sensor units are usually installed in an industrial environment,
inside homes, offices, and outdoor areas as well. But in all these cases, the design
of the sensor unit demands more focus on size, design cost, power consumption,
communication protocol, and performance dependence on changes in temperature
and humidity. Sensor calibration is currently the biggest challenge in front of future
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researchers to ensure accurate real-timemonitoring.AlthoughMetalOxide Semicon-
ductor (MOS) sensors are cheaper when compared to the optical and electromechan-
ical sensors (some examples are TGS 2442 and TGS416), they work on the resistive
heating; hence, consume loads of energy from limited battery unit of wireless motes.
As a result, it reduces the overall lifetime of the network. A considerable solution to
solve this problem is placingmotes in sleepmode when they are not working actively
in the system. Some studies also reveal that high-quality micro-gas sensors are able
to perform better in variable humidity and temperature conditions. One advanced
solution to air quality monitoring is MAQS—personalized mobile sensing system
that is gaining huge popularity due to its portable, energy-efficient, and inexpen-
sive design. Most of the researchers have used ZigBee to establish a communication
network between sensor nodes and controller unit, but its prime disadvantages of
ZigBee modules are short communicating range and low network stability with high
maintenance cost. The highly efficient IoT systems bring a new scope to this field;
the best idea is to combine them with a Raspberry Pi controller that comes with the
in-built Wi-Fi communication module ensuring fast data transfer. Note that Arduino
boards do not offer direct network connectivity; users need to add one extra chip for
Ethernet port that also demands extensive coding for connection development. One
preferably used Wi-Fi module for Arduino boards is ESP8266 chip, but it needs an
external converter for 5-3 logic shifting and cannot even handle complex data inputs.
Moreover, it leads to additional cost and energy consumption. Also, the clock speed
of Arduino is approximately 40 times lesser than Raspberry Pi, and the RAM for the
later unit is 12,800 times larger than the Arduino.

Beyond these technical challenges, another major point of concern for IAQ man-
agement is social issues. Although several systems are already designed by early
researchers to address this problem, not all of them are accessible to the sufferers,
especially those who live in rural areas and have limited financial sources. More-
over, the lack of awareness about IAP and associated hazards brings millions of
people under risk of serious medical health consequences. In order to improve the
quality of building environment and living conditions of occupations, government
agencies, health care experts, and researchers need to work together. New policies
must be designed to focus on all socioeconomic sectors, especially the rural popula-
tion in the developing countries. The efforts should not be limited to planning rather
ground level implementations for all aspects must be ensured. Then only the latest
technologies like IoT can be actually useful to address problems associated with IAP.

4.3 Requirements of Future IAQM Systems

The above sections of this chapter must have cleared most of your doubts regarding
the development of IAQM systems, but before you move ahead to the designing
world, it is first important to understand the requirements of future IAQM systems.
In order to design the best equipment to serve the community, first of all, one must
consider the common preferences and needs of the buyers. This analysis can help in
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makingmore appropriate decisions at each level during the entire design process, and
theultimate productwill ensuremore efficient outcomes in the real-time environment.

Below are a few essential points that must be considered for designing a new age
IAQM system:

• Accuracy of the system:

Indeed, this is the prime concern for the development of a future system to measure
IAQ. People will buy equipment only when it can ensure reliable results and can keep
them safe from hazardous variations in the IAQ levels. The accuracy of an IAQM
system relies on three factors:

i. Precision: The ability to deliver consistent output.
ii. Calibration: The device must be adjusted to achieve maximum accuracy in all

variable environments.
iii. Resolution: The sensitivity of the sensor system to minute changes in the

measured parameters.

Other than this, researchers need to set an appropriate range for their monitoring
systems by indicating clear thresholds for the performance.

• Convenient to use:

The standard IAQM systems are required to be easy to use, and they must be accessi-
ble to all. IAQ affects 90% of the world’s population; hence, it is important to design
a system that can fit the universal needs. It must be simple to use, efficient in pro-
ducing results and convenient to access as well. The thoughtfully designed system
can ensure an intuitive experience to the end users.

• Portable and power-efficient design:

In this fast pacingworld, immobile systems are of no use. People need IAQMsystems
for home, office, and probably for their cars aswell but it does notmean that theymust
buy separate equipment to address issues all these places. Rather, future researchers
need to design mobile, lightweight, and portable solutions to meet the requirements
of coming generations. While making a portable system, it is also important to work
on the battery life of the equipment. It must be capable enough to serve people for
long hours without risking their lives in emergency situations.

• Essential features and qualities:

Well, there is no specific list of features that an IAQM system must have because it
varies from user to user as per their individual needs. However, in general, one needs
to consider response time, connectivity, and noise as prime concerns for designing
process. Response time indicates that the sensor can display readings faster without
compromising for accuracy.Connectivity is ameasure ofmaking your device suitable
for modern smart homes. The new-age equipment must provide easy access to output
onweb portals, mobile appswhile the alerts can be sent through e-mails aswell. Also,
the system must be less noisy so that it can be used by sensitive sleepers as well.



84 J. Saini and M. Dutta

5 Conclusion

This chapter presents an in-depth study of IoT-based IAQM systems by focusing on
several design aspects. A smart approach in designing high-performance systems
can provide reliable results to address the serious medical health consequences asso-
ciated with IAP. Although there are several open research challenges to work in this
direction, a systematic approach can provide a considerable solution. As IoT has
huge potential to serve design requirements of highly efficient monitoring and con-
trol systems in every field, it is possible to address the issues in the IAQmanagement
as well.

References

1. Internet of Things. In: Wikipedia [Internet]. 2019 [cited 2019 Apr 11]. https://en.wikipedia.
org/w/index.php?title=Internet_of_things&oldid=891691444

2. Ashton K, That “Internet of Things” Thing 1
3. Smart refrigerator. In: Wikipedia [Internet]. 2019 [cited 2019 Apr 11]. https://en.wikipedia.

org/w/index.php?title=Smart_refrigerator&oldid=882811110
4. Dastjerdi AV, Cloud Computing and Distributed Systems (CLOUDS) Laboratory Department

of Computing and Information Systems The University of Melbourne, Australia Manjrasoft
Pty Ltd., Australia. Internet of Things, p 53

5. IoT, a solution of Astellia [Internet]. Astellia [cited 2019 Apr 11]. https://www.astellia.com/
solutions/technologies/harness-the-business-potential-of-iot/

6. Bruce N, Perez-Padilla R, Albalak R (2000) Indoor air pollution in developing countries: a
major environmental and public health challenge. Bull World Health Organ 15

7. Arungu-Olende S (1984) Rural energy. Nat Resour Forum 8(2):117–126
8. Koning HWD, Smith KR, Last JM, Biomass fuel combustion and health, p 16
9. Smith KR (2000) Indoor air pollution in developing countries and acute lower respiratory

infections in children. Thorax 55(6):518–532
10. Ezzati M, KammenDM (2001) Quantifying the effects of exposure to indoor air pollution from

biomass combustion on acute respiratory infections in developing countries. Environ Health
Perspect 109(5):8

11. Roser M, Ritchie H (2013) Indoor air pollution. Our World in Data [Internet] [cited 2019 Apr
7]; https://ourworldindata.org/indoor-air-pollution

12. Invest in a healthy future with certified air quality testing in Northern Virginia—Envirotex
[Internet]. [cited 2019 Apr 11]. https://www.environmentalinspectionsite.com/learning-center/
certified-air-quality-testing-northern-va.html

13. Fisk WJ, Faulkner D, Palonen J, Seppanen O (2002) Performance and costs of particle air
filtration technologies. Indoor Air 12(4):223–234

14. Wang Z, Bai Z, Yu H, Zhang J, Zhu T (2004) Regulatory standards related to building
energy conservation and indoor-air-quality during rapid urbanization in China. Energy Build
36(12):1299–1308

15. Collings DA, Sithole SD, Martin KS (1990) Indoor woodsmoke pollution causing lower
respiratory disease in children. Trop Doct 20(4):151–155

16. Armstrong JR, Campbell H (1991) Indoor air pollution exposure and lower respiratory
infections in young Gambian children. Int J Epidemiol 20(2):424–429

17. Robin LF, Less PS, Winget M, Steinhoff M, Moulton LH, Santosham M et al (1996)
Wood-burning stoves and lower respiratory illnesses in Navajo children. Pediatr Infect Dis
J 15(10):859–865

https://en.wikipedia.org/w/index.php%3ftitle%3dInternet_of_things%26oldid%3d891691444
https://en.wikipedia.org/w/index.php%3ftitle%3dSmart_refrigerator%26oldid%3d882811110
https://www.astellia.com/solutions/technologies/harness-the-business-potential-of-iot/
https://ourworldindata.org/indoor-air-pollution
https://www.environmentalinspectionsite.com/learning-center/certified-air-quality-testing-northern-va.html


Applications of IoT in Indoor Air Quality Monitoring Systems 85

18. Fullerton DG, Bruce N, Gordon SB (2008) Indoor air pollution from biomass fuel smoke is a
major health concern in the developing world. Trans R Soc Trop Med Hyg 102(9):843–851

19. Weisel CP (2002) Assessing exposure to air toxics relative to asthma. Environ Health Perspect
110(Suppl 4):527–537

20. Nogueira JB (2009) Air pollution and cardiovascular disease. Rev Port Cardiol 28(6):715–733
21. Andersen ZJ, Kristiansen LC, Andersen KK, Olsen TS, Hvidberg M, Jensen SS et al (2012)

Stroke and long-term exposure to outdoor air pollution from nitrogen dioxide: a cohort study.
Stroke 43(2):320–325

22. Sun Q, Yue P, Ying Z, Cardounel AJ, Brook RD, Devlin R et al (2008) Air pollution exposure
potentiates hypertension through reactive oxygen species-mediated activation of Rho/ROCK.
Arterioscler Thromb Vasc Biol 28(10):1760–1766

23. Samet JM, Bahrami H, Berhane K (2016) Indoor air pollution and cardiovascular disease: new
evidence from Iran. Circulation 133(24):2342–2344

24. Calderón-Garcidueñas L, Solt AC, Henríquez-Roldán C, Torres-Jardón R, Nuse B, Herritt L
et al (2008) Long-term air pollution exposure is associated with neuroinflammation, an altered
innate immune response, disruption of the blood-brain barrier, ultrafine particulate deposition,
and accumulation of amyloid beta-42 and alpha-synuclein in children and young adults. Toxicol
Pathol 36(2):289–310

25. Calderón-Garcidueñas L, Mora-Tiscareño A, Ontiveros E, Gómez-Garza G, Barragán-Mejía
G, Broadway J et al (2008) Air pollution, cognitive deficits and brain abnormalities: a pilot
study with children and dogs. Brain Cogn 68(2):117–127

26. Master KM (1974) Air pollution in New Guinea: cause of chronic pulmonary disease among
stone-age natives in the highlands. JAMA 228(13):1653–1655

27. Gupta RC, Purohit SD, Sharma MP, Bhardwaj S (1998) Primary bronchogenic carcinoma:
clinical profile of 279 cases frommid-west Rajasthan. Indian J Chest Dis Allied Sci 40(2):109–
116

28. Medina FM, Barrera RR,Morales JF, Echegoyen RC, Chavarría JG, Rebora FT (1996) Primary
lung cancer in Mexico city: a report of 1019 cases. Lung Cancer 14(2–3):185–193

29. Gao Y (1996) Risk factors for lung cancer among nonsmokers with emphasis on lifestyle
factors. Lung Cancer 1(14):S39–S45

30. Mu L, Liu L, Niu R, Zhao B, Shi J, Li Y et al (2013) Indoor air pollution and risk of lung
cancer among Chinese female non-smokers. Cancer Causes Control 24(3):439–450

31. Mishra VK, Retherford RD, Smith KR (1999) Biomass cooking fuels and prevalence of
tuberculosis in India. Int J Infect Dis 3(3):119–129

32. Wang X, Ding H, Ryan L, XuX (1997) Association between air pollution and low birth weight:
a community-based study. Environ Health Perspect 105(5):514–520

33. Bobak M, Leon DA (1999) Pregnancy outcomes and outdoor air pollution: an ecological study
in districts of the Czech Republic 1986–8. Occup Environ Med 56(8):539–543

34. Ritz B, Yu F (1999) The effect of ambient carbonmonoxide on low birth weight among children
born in southern California between 1989 and 1993. Environ Health Perspect 107(1):17–25

35. Ellegård A (1997) Tears while cooking: an indicator of indoor air pollution and related health
effects in developing countries. Environ Res 75(1):12–22

36. Lewallen S, Courtright P (2002) Gender and use of cataract surgical services in developing
countries. Bull World Health Organ 80(4):300–303

37. Mohan M, Sperduto RD, Angra SK, Milton RC, Mathur RL, Underwood BA et al (1989)
India-US case-control study of age-related cataracts. India-US Case-Control Study Group.
Arch Ophthalmol 107(5):670–676

38. Norhidayah A, Lee CK, Azhar MK, Nurulwahida S (2013) Indoor air quality and sick building
syndrome in three selected buildings [cited 2019 Apr 8]. https://researchspace.auckland.ac.nz/
handle/2292/30807

39. Idrees Z, Zou Z, Zheng L (2018) Edge computing based IoT architecture for low cost air
pollution monitoring systems: a comprehensive system analysis, design considerations &
development. Sensors 18(9):3021

https://researchspace.auckland.ac.nz/handle/2292/30807


86 J. Saini and M. Dutta

40. Kang J, Hwang K-I (2016) A comprehensive real-time indoor air-quality level indicator.
Sustainability 8(9):881

41. Firdhous M, Sudantha B, Karunaratne P (2017) IoT enabled proactive indoor air quality
monitoring system for sustainable health management, pp 216–221

42. Benammar M, Abdaoui A, Ahmad S, Touati F, Kadri A (2018) A modular IoT platform for
real-time indoor air quality monitoring. Sensors 18(2):581

43. Srivatsa P, Pandhare A (2016) IoT solution, Indoor Air Quality, p 3
44. Panghurian FP, Surantha N, Zahra A (2018) A low-power scenario for IOT-based indoor air

quality monitoring system at workplace. IOP Conf Ser Earth Environ Sci 14(195):012048
45. Marques G, Pitarma R (2016) An indoor monitoring system for ambient assisted living based

on internet of things architecture. Int J Environ Res Public Health 13(11):1152
46. Cynthia BB, Priya BD, Nandhini R, Sindhuja P, Senthilkumar MA, Raja S, Proactive indoor

air quality monitoring system. Int J Recent Innovat Trends Comput Commun 6(3):6

Jagriti Saini received her bachelor’s degree from Himachal Pradesh University, India in 2013 and
master’s degree (Electronics and Communication Engineering) from NITTTR, Panjab University,
India in 2017. She was also a recipient of Gold Medal for her master’s degree from Panjab Univer-
sity, India. At present, she is a Ph.D. candidate in the Electronics and Communication Engineer-
ing Department at NITTTR, Chandigarh. Her research interests include neural networks, image
processing, environment health, artificial intelligence, and IoT. She has published many papers in
reputed SCI and Scopus indexed journal.

Maitreyee Dutta is working as a Professor and Head in the ETV Department at NITTTR, Chandi-
garh, India. She has a Ph.D. (Engineering and Technology) with specialization in Image Process-
ing and M.E. in Electronics Communication and Engineering from Panjab University, Chandigarh
and a B.E. in Electronics Communication and Engineering from Guwahati University, India. She
has over 17 years of teaching experience. Her research interests include digital signal process-
ing, advanced computer architecture, data warehousing and mining, and image processing. She
has more than 90 research publications in reputed ISI journals and conferences.



CloudIoT for Smart Healthcare:
Architecture, Issues, and Challenges
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Abstract The integration of cloud and IoT known as CloudIoT offers a novel
approach for designing coherent and structured healthcare monitoring systems.
With CloudIoT, diverse IoT-based healthcare applications interconnect and exchange
information for dispensing efficient clinical healthcare solutions. As sensor-based
communication has seen an exponential growth in recent years, humongous amounts
of data gets generated, which becomes difficult to handle with limited processing
and storage available in sensor nodes. To overcome this, cloud and IoT amalgama-
tion known as CloudIoT provides an efficient solution for bridging communication
between heterogeneous devices and handling increasing data demands in health-
care applications including seamless application deployment and service rendering.
In this chapter, we review the available CloudIoT literature and present a holistic
vision on CloudIoT-based healthcare integration components. The chapter presents
seamless applications dispensed by CloudIoT platform and contemplates discussion
on factors driving CloudIoT health integration. The chapter also presents a concep-
tual architectural framework for healthcare monitoring system that considers a range
of aspects including data collection, transmission, and processing including cloud
storage. The chapter also discusses a use case scenario including a brief discussion
on design considerations for healthcare architecture. The chapter highlights secu-
rity issues affecting IoT layered architecture including vulnerabilities inherent in the
cloudwhich could render healthcare services nonfunctional and critical patient infor-
mation can be abused by malevolent users. Also, a brief discussion on some potential
mitigationmeasures will be provided. The chapter also elaborates discussion on vari-
ous CloudIoT platforms available. Finally, the chapter concludes by identifying some
open research issues and challenges hampering CloudIoT-based healthcare adoption.
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1 Introduction

In recent years, the increase in old age population around the world has resulted
in severe chronic health issues leading to rise in clinical and hospital expenditures
for common people [27, 58, 82]. Monitoring health periodically plays a significant
role for aged people with acute diseases in order to lower hospitalization costs and
elevate the ambient quality of life [11, 19]. Conventional models for healthcare
diagnosis are pretty tedious and inconvenient. These models do not suffice to the
medical requirements of our aging population. This, in turn, entails for designing
systematic and effective healthcare facilities which aid in reducing load on hospital
organizations and healthcare systems, lower health monitoring costs and ameliorate
ambient quality of life for common people.

The “Internet of Things (IoT)” refers to a novel technological innovation that per-
mits pervasive communication of things with “physical or virtual world” via Internet
[3]. As sensor devices and “radio frequency identification (RFID)” communication
have seen an exponential surge in recent years, humongous amounts of data gets
generated, which becomes difficult to handle with limited processing and storage
available in these sensor nodes [2]. To overcome this, cloud and IoT amalgamation
also known as CloudIoT provides an efficient solution for bridging communication
between heterogeneous devices and handling ever-increasing data demands [24, 82].
CloudIoT framework permits seamless application deployment and service rendering
using cloud service-based models [3, 22]. The integration of cloud and IoT known as
“CloudIoT” provides a novel approach for designing coherent and structured health-
care surveillance systems [3]. With CloudIoT, diverse IoT applications interconnect
and exchange information with each other for dispensing efficient healthcare solu-
tions [60, 81]. A number of challenges exist in healthcare monitoring that motivates
our research in this area. These include ever-increasing aging population around the
world, increase in immedicable diseases and high cost of clinical healthcare [60, 61,
85]. The operation of CloudIoT model in healthcare area can generate numerous
opportunities for medical infrastructure and researchers claim that it can notably
ameliorate clinical healthcare system and add to its persistent and sustained innova-
tion [24]. The application of CloudIoT in healthcare offers a novel way for patients
to improvise on their quality of life by permitting them to carry on with their usual
business, while the medical experts are tracking them in the back end and offering
them with consultation and health advice [60]. Given the fact that new chronic dis-
eases have been discovered in recent times, the use of enabling platforms such as
cloud and IoT enact a pivotal role in their prior detection and prevention which sig-
nificantly impacts healthcare expenditure and budgets of common people [40, 66].
Bridging the integration between cloud and IoT in healthcare perspective can sub-
stantially contribute in developing efficient healthcare applications for overseeing
and monitoring hospitals and patients [35].

CloudIoT can streamline healthcare processes and upgrade the standard of med-
ical infrastructure by establishing collaboration among the diverse units involved
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[23]. To ease everyday work life of patients having ailments and severe medical con-
ditions, the concept of ambient assisted living (AAL) has evolved over a period of
time [7, 8]. With implementation of CloudIoT in healthcare, it has become feasible
to dispense many novel applications such as employing sensor network for aggrega-
tion of sensitive patient data, transferring the data to cloud for archival storage and
finally processing and analyzing the data for extracting meaningful information with
data analytics by back end users [78]. One of the significant features of CloudIoT
application in healthcare is its offering of quality ubiquitous medical services with
minimal operational cost [24, 52]. Given the pervasive nature of healthcare systems,
humongous amount of data gets generated by sensor networks that demand efficient
management and handling for further data analysis [87]. The cloud presents an excel-
lent platform for processing healthcare data and facilitates abstraction of technical
details from the user [14]. Moreover, it guides to automated task of aggregating and
transferring data at low cost, thereby making mobile devices self-sufficient for health
information accessibility, analysis, and data processing [55]. The CloudIoT model
is being implemented globally in order to connect medical infrastructures and dis-
pense pervasive, robust, and intelligent healthcare facilities to patients with severe
ailments [67, 69]. A significant progress in healthcare monitoring has indicated the
productive as well as propitious future of CloudIoT in healthcare applications [24].
Use of CloudIoT in healthcare involves amalgamation of ICT technology, intercon-
nected apps, sensor devices, and back end people that coordinate and work together
as one intelligent system to monitor, track, and store including analyze the patient
data [8]. Most CloudIoT-based healthcare monitoring models have primarily three
major components: smart wearable and implantable sensors for data collection, data
transmission which is responsible for real-time and secure transmission of captured
data to the healthcare data center and cloud data storage for processing, analytics,
and visualization [24, 65]. In addition, the model can also have clinical stations (e.g.,
doctors) who remotely extract information from cloud storage. The on-demand ser-
vice model of cloud provides flawless access to medical and health experts to diverse
pool of data from heterogeneous sources which include electronic medical records
(EMRs), medical prescriptions and lab report data [83]. The treatment of chronic
diseases like asthma or following drug regimens automatically alert medical experts
in case of contrasting or missed prescriptions. Additionally, CloudIoT offers state-
of-the-art data analytics that will equip doctors or healthcare community to monitor
and track patients at any given point in time [23, 59, 78].

Despite visible success on ground, technical and implementation challenges ques-
tion the roadmap of rapid development and systematic establishment of intelligent
CloudIoT-based healthcare systems [83]. CloudIoT faces certain bottlenecks with
respect to security, privacy, and reliability of patient data [3]. CloudIoT systems
transact sensitive personal information over critical infrastructures which could be
abused by users with malicious intent [23]. What is needed is a robust and secure
system that will protect user data and privacy [57]. Also, robust CloudIoT-based ser-
vices, particularly, for delay-sensitive applications such as healthcare demand low
power consuming intelligent architectures. Although a reasonable number of energy-
efficient architectures have evolved over time, however, most of them deal with IoT
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and cloud independently. Energy efficiency of CloudIoT models can improve sensor
network lifetime which can increase the overall operational quality of the available
services. To overcome delay-sensitiveness and energy consumption, concept of fog
computing can be employed that lowers the traffic on cloud and also acts as local
storage for IoT devices [2, 58]. As healthcare data is sensitive, country regulations
do not permit them to be used outside the system of healthcare service providers.
Therefore, fog computing forms an ideal solution to bridge this gap by steering
computational processing closer to the healthcare service providers [1]. This, in
turn, results in reduced latency, reduced energy consumption, data privacy, as well
optimal bandwidth utilization.

In this chapter, we review the available CloudIoT literature and present a holistic
vision on the CloudIoT-based healthcare integration components. The chapter also
presents seamless applications dispensed by CloudIoT platform and contemplates
discussion on factors driving CloudIoT health integration. The chapter presents a
conceptual architectural framework for healthcare monitoring system that considers
a range of aspects including data collection, transmission, and processing including
cloud storage. The chapter also discusses a use case framework that identifies actors
and data flows responsible for transforming sensor data into real-time transmission
to cloud. Also, a brief discussion on design considerations for healthcare architecture
will be provided. Thework in this chapter also highlights security issues affecting IoT
layered architecture including vulnerabilities inherent in the cloud. These vulnerabil-
ities could render healthcare services nonfunctional and critical patient information
can be abused by malevolent users. The chapter also presents a brief discussion on
some potential mitigation measures. The chapter elaborates discussion on various
CloudIoT platforms that aim at solving heterogeneity issue between the cloud and
things. Finally, the chapter concludes by identifying some open research issues and
challenges hampering CloudIoT-based healthcare adoption.

The entire chapter is segregated into 12 sections. Section 2 presents background
work and related application areas of healthcare implementation. Section 3 presents
a little background of “Internet of Things” and cloud computing-based healthcare.
Section 4 introduces CloudIoT and presents a holistic vision on the CloudIoT inte-
gration components including its diverse healthcare applications. Section 5 presents
CloudIoT complementary aspects and drivers for integration. Section 6 presents a
conceptual architectural framework for healthcare monitoring system that considers
a range of aspects including data collection, transmission, and processing including
cloud storage. Section 7 discusses a use case scenario that identifies actors and data
flows responsible for transforming sensor data into real-time transmission to cloud.
Section 8 lays a brief discussion on design considerations for healthcare architec-
ture. Section 9 highlights security issues affecting IoT layered architecture including
vulnerabilities inherent in the cloud. Section 10 elaborates discussion on various
CloudIoT platforms that aim at solving heterogeneity issue between the cloud and
things. Section 11 presents some open research issues and challenges hampering
CloudIoT-based healthcare adoption. Finally, Sect. 12 concludes the chapter.
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2 Application Areas and Related Work

TheCloudIoT technologyoftenfinds application in remote healthcaremonitoring and
dispenses feasible solutions to patients with severe health conditions and disabilities.
Employing remote monitoring through cloud and IoT aids in proactive and prior
detection of diseases and as such, suitable healthcare solutions could be provided to
ensure patient convenience and comfort. TheCloudIoT-based healthcare applications
have seen an increasing popularity in recent times due to low cost and ubiquitous
availability of sensors. A number of implantable as well as wearable medical sensors
are available in the market today that performs precise and accurate sensing.

In [87], authors present a survey on IoT-based healthcare and study the appli-
cation of IoT devices in various areas such as monitoring toddlers, kids as well as
managing chronic diseases, motion sensors, and guidance in surgery. The work also
presents a comparison of IoT healthcare devices contrasting their battery life, cloud
connectivity, and other parameters. The work in [82] presents K-Healthcare model
that operates with four layers which include sensing layer, networking layer, Internet
layer, and application service layer. The layers work in coordination, dispensing a
platform for smart and remote health surveillance using smartphones. The paper also
presents comparative overview of diverse architectures and cloud-based IoT appli-
cations employed for smart health. In recent years, a lot of research has focused on
developing remote monitoring systems for patients with severe health issues. Most
of these systems measure essential patient signs that help in early anomaly detection
and allow timely care [42]. Some of these systems are designed to measure electro-
cardiography (ECG) of patients, which is later on transmitted to the cloud database
via Internet or other wireless mode of data communication. The recorded data is
analyzed and monitored and appropriate actions are undertaken [30, 34, 47].

The researchers in [35] worked toward the integration of “body sensor networks
(BSN)” hinged on cloud platform and designed a system called as “ECGaaS”. The
system allows monitoring and analysis of ECG data obtained from individual users
or group of people living in remote areas. The other related research monitors and
records key body parameters such as blood pressure, pulse rate, respiration rate
which aids in triggering alarms in case any abnormal activity gets detected. This
further helps in prior detection and diagnosis of diseases such as hypertension. Some
systems employ a questionnairemethod formeasuring vital body signs and collection
of patient data [78, 79]. The users found the system effective, helpful, and easy to
operate. In [40], the authors present a system that monitors weight and blood pressure
for heart disease patients. The system checks for patient’s vital symptoms using a
questionnaire and triggers an alert to themedical healthcare center in case an anomaly
gets detected in recorded data values. In [79], authors present a novel critical heart
failure (CHF) monitoring system which employs the use of body sensors, web-based
servers, and medical databases. The application is highly effective in tracking weight
changes and blood pressure reading of patients. The underlying algorithms powering
these healthcaremonitoring systems result in developingpredictionmodels that result
in high accuracy. The researchers in [13] developed a telemonitoring system that uses
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a smartphone for tracking health status of critical heart patients. The smartphone acts
as a hub as well as a sensing and communication device.

Aged care monitoring using telecommunications has enabled old age patients to
live an independent and ambience life [42]. The CloudIoT-powered smart homes and
smart medicine has enhanced the quality of life of aged people [79]. The authors in
[21] designed a “Silver Link” system that utilizes objects and human-based sensors
for tracking health status and patient activities. The sensors collect the data which is
analyzed andmonitored for any abnormal behavior. If any such anomaly is observed,
the system sends message notifications to the medical emergency team. The proto-
type examination has been carried and the results show a high success rate. In [12],
authors propose “Help to you” (H2U) healthcare monitoring framework for dispens-
ing advanced healthcare services to the aged people. The framework operates with
varied technologies which include wearable biomedical sensors and sensor networks
for tracking real-time health status. The system also has a provision for emergency
medical reminders and critical symptom checks.

An IoT-powered healthcare monitoring system has been proposed by researchers
in [44]. The system sends real-time alert notifications to the doctors and medical
team in case any exigency arises. The notification alert rules are dynamic and can be
configured at runtime. The system is agile and addition or removal of sensors from
the system does not disrupt its normal operation.

Dispensing quality medical care is one of the challenging tasks among the aged
people. Reminding patients of periodic checkups and scheduled medication has
been the pivotal role of CloudIoT-driven healthcare. In [63], the authors designed a
drug management system hinged on RFID technology to monitor medicine usage of
patients. A similar research [43] proposes “Intelligent Pill box” that reminds patients
of scheduled medications.

The CloudIoT integration framework also dispenses emergency applications that
detect anomalies so that proactive action and emergency steps could be taken [44].
Such systems involve personal health devices that monitor collected data to detect
critical situations and communicate data to the medical and clinical care systems.
When an exigency occurs, the response team can quickly dispense its service and
reach out to the patient. In [59], the author’s present telemedicine and emergency
telecare based healthcare monitoring system. Using telemedicine, the patients are
provided with the disease information and its respective treatment. The emergency
telecare dispenses information with respect to user location, critical information, and
medical instructions for user assistance. In [41], authors propose design and working
of a healthcare monitoring system used in critical emergency services. The designers
have used Intel GALILEO 2nd Generation development board connected to a server
to display data collection and integration as well as interoperability of IoT data. The
board processes and uploads the data aggregated by the biosensors to the server. For
analysis, the system converts and processes the data into statistical charts and graphs.
The authors claim that the proposed design considerably reduces health risks and its
associated costs as the model collects, stores, analyzes, and shares data in real time
and in a regulated method.
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The IoT enables support for diverse collection of medical services such as remote
healthcare, AAL, and old age care. In [18], authors proposed a framework for smart
hospital system for examining and tracking patients for real-time status updates. In
case of exigency situations, the alerts are directly sent to the medical profession-
als. In [10], authors present a hierarchical based framework for monitoring old age
patients. The framework model is segregated into four layers which include percep-
tion or sensing layer, gateway or networking layer, cloud layer, and device interfacing
layer. Their work takes into consideration monitoring of health and nutrition, safety
monitoring, monitoring localization and navigation, and encouraging social life for
elderly people who may feel lonely. Some healthcare systems employ restful APIs
to connect and provide seamless access to HTTP services. Authors in [25] present a
monitoring system that tracks continuously and transacts medical information. The
system hinges on Restful API services to drive the basic working of the system.

Given the fact that medical data gets communicated over a sensitive wireless net-
work, enforcing security and privacy is of utmost importance. Authors in [57] suggest
an end-to-end security authenticationmechanism based onDTLS handshake, session
control, and management. The scheme operates on hierarchical architecture reduc-
ing transmission costs and energy consumption. Their work identifies considerable
security features with their implementation.

3 Background Terms

3.1 Internet of Things in Healthcare

The “Internet of Things (IoT)” provides a computing platform where every small
object is deployed with sensors, microcontroller chips, and communication inter-
face along with standard protocol stacks for interacting and communicating with the
sensor network aswell as with other physical objects [67, 77]. In IoT-powered health-
care systems, varied sensor nodes collect, monitor, and transfer real-time medical
data to the cloud server over Internet [25]. This, in turn, enables storage, analysis,
and processing of humongous volume of data and generates event-based alarms and
notifications. The IoT healthcare offers a novel information generation platform that
permits ubiquitous and pervasivemedical information retrieval over the Internet from
any connected device in the world [10]. Thus, IoT-based healthcare has enhanced
quality medical care with active monitoring and reduced cost.

The title “Internet of Things” or “Internet of Objects” evolved originally in “fu-
ture of Internet and ubiquitous computing” and was conceived by a British scientist
“Kevin Ashton” [10]. Kevin envisioned a system where the real-world environment
can be mapped or connected to virtual world using Internet-enabled sensor objects.
This technological evolution varies from conventional internetworks and represents
the future of ubiquitous computing. The IoT operates in an environment involving
heterogeneous devices that communicate using divergent protocols [3]. The “things”
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in IoT represents any object or device that interconnects with other objects or devices
in the network. For communication with other devices, IoT employs short-range data
transmission and lower power dissipation devices which include RFIDs, “Bluetooth”
and “Zigbee”, etc. [84]. The IoT offers a flexible and convenient framework for
humans to interact with the environment around us. Although the popularity of IoT
has surged over the years, however no standard definition is yet available for the tech-
nology. In basic terms, IoT represents an internetwork of small connected devices or
objects. These devices use sensors to perceive the environment around them, capture
the data and transmit, or share this data over the Internet for additional tasks [41].
The IoT has allowed personalized healthcare by maintaining medical records for
each patient [18]. Due to lack of ubiquitous healthcare systems, severe health issues
get unexposed in traditional healthcare systems. However, due to pervasive and non-
invasive systems, robust IoT systems aid in active monitoring and analysis of patient
data [87]. The IoT paradigm presents a number of solutions for healthcare systems,
however from the available solutions; the optimal one depends on constraints and
limitations of a given application [83]. The optimal solution enables in developing
cost-effective healthcare systems that augment the currently available medical ser-
vices, clinical care, and remote patient monitoring [78]. For example, to measure
physical data of patients in hospitals on periodic basis, the services of healthcare
professionals are employed. However, using IoT banishes such requirement by dis-
pensing pervasive monitoring systems which include sensors, gateway nodes, and
cloud servers for wirelessly transmitting data to medical professionals.

3.1.1 IoT Architecture

Due to global popularity and promising future, “Intel” labeled IoT as “Embedded
Internet” [3, 15]. This is due to the fact that today, embedded devices used in everyday
appliances have the ability to connect and transmit information over the Internet [15].
As depicted in Fig. 1, the IoT principal architecture is segregated into four layers
in a given hierarchy: “perception or physical layer”, “network or transport layer”,
“middleware layer”, and “application or service layer”. Every hierarchical layer
performs a defined function and services the layer above it.

This represents first layer in the hierarchy and involves the use of small physical
sensors, “RFIDs”, “Barcode tags”, etc. The principal functionality assigned to this
layer is to sense and capture information and transmit this information to the remote
server node. Analogous to OSI model, the information captured by this layer is
transmitted to upper layers for further operation.

“Network Layer”

This layer is composed of networking protocols that assist in data transfer from
intended source to destination or sink node. The source and sink are usually assigned
distinct IP addresses.
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Fig. 1 IoT layered architecture “Perception Layer”

“Middleware Layer”

This is an intermediate layer between the network and application layer. This layer
offers varied data management services that preprocess the data and output it to next
layer.

“Application Layer”

This represents the uppermost layer in the hierarchy andpresents application interface
for user data. The layer dispenses various user application functions underpinned by
below middleware layer. These services promote diverse range of application areas
like industrial automation systems, automated e-healthcare, smart city, smart traffic,
etc.
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3.2 Cloud Computing in Healthcare

Cloud computing offers an on-demand service platform that dispenses seamless
access to infinite warehouse of pervasive and distributed infrastructure which include
computational power, humongous database, software, and business data analytics
[15]. The approach involves storing data on a remote database server and performing
computation and processing using powerful remote virtual servers, thus reducing
the management tasks on account of its client users [84]. The adaptation of cloud
platform for IoT has been favored for a number of reasons which include being
economically feasible, reliability and performance, rapid elasticity, scalability, and
robust security [22, 84].

In healthcare sector, cloud computing plays a critical role in reducing health-
care costs, improving patient’s quality of service and optimizing resources that drive
new technological innovations [24]. With cloud, the healthcare information is ubiq-
uitously available and can be accessed from anywhere and in any point of time
[81]. The cloud provides flawless access to medical professionals and doctors to
a diverse collection of information data generated from heterogeneous information
sources that include EMRs, lab data, test results, doctor’s prescriptions and insur-
ance information [34]. This information can be shared across multiple platforms to
offer better quality of service for patients and reduce healthcare costs. Furthermore,
it could be used for decision-making, accurate diagnosis and treatment, scheduling
doctor appointments, etc. [35]. The cloud also offers state-of-the-art analytics that
will aid doctors and medical professionals to track patients remotely and accurately
[15]. Many technology industries such as “Google”, “Amazon”, “Yahoo” and “Mi-
crosoft” are investing heavily in healthcare sector and offer platforms that collaborate
with health partners to develop cost-effective medical services [69]. For example,
Microsoft’s Health Vault and Google Health applications store and organize health
and fitness information of the user in the cloud. The demand for cloud integration in
Healthcare is also perceptible from the fact that high throughput platforms engaged
in research labs, e.g., microarray, next generation sequencing, magnetic resonance
imaging, and X-ray scans generate large data volumes that pose challenges in terms
of pervasive data storage and computation, data analytics, and mining [3].

The cloud computing model offers four distinct features that differentiate it from
traditional processing systems [1]. First; it offers an “on-demand service model”
which allows a client to utilize server storage and processing as per his convenience
and time. Second, it provides a “broader network access” by employingvaried devices
like smartphones, tablet computers, and also desktop machines. Third, it “pools var-
ious resources” and combines them to build a large warehouse repository which are
distributed to clients on demand. Fourth, it promotes “rapid elasticity” of resources
that permits a server to adjust to client request as per load and demand.

As depicted in Fig. 2, the cloud platform offers service to the clients at three
distinct levels: “infrastructure as a service (IaaS)”, “software as a service (SaaS)”,
and “platform as a service (PaaS)”.
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Fig. 2 Cloud service models

“Infrastructure as a Service (IaaS)”

The IaaS platform dispenses a virtual environment to the clients in which infrastruc-
ture resources which include virtual machines, storage, and networking are provided
on subscription basis. The platform provides a billing system wherein the users pay
for Infrastructure on demand. The hired infrastructure is highly scalable depending
on user’s processing and storage requirements.

“Software as a Service (SaaS)”

The SaaS model dispenses a seamless access to cloud software and database on
subscription basis. The installation, up-gradation, and troubleshooting of software is
managed by the SaaS platform. The user data remains secured in the cloud and failure
of infrastructure hardware does not result in data loss. The applications installed on
the cloud can be run remotely via Internet from anywhere in the world.

“Platform as a Service (PaaS)”

The “PaaS” platform offers users a coherent software design and management inter-
face. The users canmanage, develop, test, and deliver applications using this interface
in addition to software and database design tools that allow direct web application
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Fig. 3 Cloud deployment models

deployment. The platform also provides an efficient collaborative work environment
in which different users work together remotely.

In addition to cloud servicemodels, the technology offers four distinct deployment
platforms which are discussed below and are depicted in Fig. 3.

“Public/External Cloud”

The “public or external cloud” offers unrestricted or public access to the cloud plat-
form. The service provider owns the platform resources and clients pay as per service
usage.

“Private/Internal Cloud”

The “private or internal cloud” is generally owned or hired by a company or business
organization for its personalized usage. The organizations usually deploy business-
critical applications on this cloud model.

“Community Cloud”

The “community cloud” is owned by a community of business enterprises having
related interests and activities.

“Hybrid/Virtual Private Cloud”

This deployment platform offers a blend of private/public/community clouds.
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4 Integrating CloudIoT with Healthcare

The popularity of Internet-based computation inHealthcare has increased the number
of objects or things getting interconnected with each other [65]. IoT finds application
in diverse areas ranging from smart healthcare, remote healthmonitoring, developing
smart home systems, smart city, environment surveillance, and power management
[15]. These application areas especially healthcare generate humongous volume of
data which demand real-time processing [89]. This, however, requires flexible net-
work architecture that would underpin high traffic volume that gets generated by
heterogeneous devices [6]. As IoT devices have constrained storage space, it is not
thus possible to store this data locally on interim storage devices. Also IoT suf-
fers from constrained power and limited bandwidth which decrease its performance
substantially [65]. Earlier; the sensors would transmit data to mainframe computers
which were equipped with adequate computing infrastructure and resources. How-
ever, the approach had some drawbacks [75]. First, running applications and storing
data on mainframes was time-consuming and not economical. Second, in case of
failure, the entire system would shut down. Another approach was distributed com-
puting wherein nodes were equipped withminimal storage and processing. However,
this approach too had limitations which include cost of IoT node replacement in case
of failure and cost for providing the backup power.

Thus, migrating data and computation from real-world environment to virtual
platform, i.e., from “IoT to cloud” seems to be a coherent solution [15, 65]. The
cloud dispenses a feasible, on-demand, pliable, and agile platform for healthcare
application deployment and provides access to virtually unlimited networked com-
puting infrastructure [22]. These computing infrastructures offer extensive process-
ing power and substantial virtual storage that augment the constrained resources in
IoT devices, hence providing robust platform for pervasive communications [31].
To define correlation and integration between heterogeneous IoT devices and cloud
platform, the concept of CloudIoT or “cloud of things” (CoTs) evolved at MIT’s
Auto-ID Labs [3]. The IoTs are small Internet-ready devices that are distinctly per-
vasive and ubiquitous; however, they suffer from limited computational power and
storage. These drawbacks contribute to performance bottlenecks, security flaws, and
privacy affairs in IoT nodes [32].

Contrary to this, cloud offers robust, flexible, and agile platform for IoT healthcare
application deployment [39]. With CloudIoT, it is envisioned that two heterogeneous
technologies will integrate for dispensing efficient power and resource management,
and for developing innovative healthcare solutions [16]. This technological frame-
work can serve delay-sensitive as well as real-time applications in a reliable and
secure manner. Some of the principal characteristics of CloudIoT implementation
include virtually unlimited storage space and computational power for IoT nodes,
pervasive and ubiquitous service model for users, cross-platform support for appli-
cations, efficient resource management, and end-to-end “quality of service (QoS)”
[4].
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With CloudIoT platform, the virtual resources are dispensed like a service on
subscription or “pay-per-use” basis to the client users [83]. CloudIoT framework
permits seamless application deployment and service rendering using cloud service-
basedmodelswhich are “IaaS”, “PaaS” and “SaaS”.Also, the framework ensures that
end-to-end “QoS” is sustained in the network [68]. As an example, when service load
request from client increases, the cloud must automatically augment itself to satisfy
the request. Again when client request load reduces, the cloud must automatically
adjust itself to accommodate the change. Thus, technological evolution of CloudIoT
seems to provide a potential solution that is tangible, robust, less convoluted, and
cost-effective [50, 54].

However, with numerous tangible benefits of CloudIoT platform, the integra-
tion process is somewhat arduous and not that simple [19]. The integration frame-
work must address issues related to economic and business perspective of service
providers. Other issues contemplating CloudIoT platform involves reliable as well
as secure communication and data storage [22]. As CloudIoT involves private and
sensitive healthcare data of patients, the platform as such is vulnerable to attacks
from malevolent systems. The problem becomes more convoluted in case of hybrid
clouds where the main focus should be on safeguarding confidentiality, availabil-
ity, and data privacy including identity protection [57, 83]. This entails employing
cryptographic techniques for data encryption and authentication. Integrating two
heterogeneous technologies, i.e., cloud and IoT involves interconnection and data
exchange between divergent networks. These disparate networks should be flexible,
unrestricted and should underpin heterogeneous data and services [22].

5 CloudIoT Complementary Aspects and Integration
Drivers

Although “cloud and IoT” are two divergent technological platforms, the current
research data presents their corresponding features and attributes that underline the
rationale for their amalgamation [24]. These features and characteristics as obtained
from available research papers are reported in Table 1. With CloudIoT architecture,
cloud layer connects underlying IoT sensor objects and end user services at the access
layer. The cloud also conceals complex operations and algorithms from the client
user [38].

The motivating features driving the integration and adoption of CloudIoT
framework for healthcare are:

“Storage”: The sensor nodes in IoT healthcare produce large volume of data by
exploiting various information generation sources which include EMRs, lab report
data, test results, doctor’s prescriptions and insurance information, etc. [70]. This
data is usually called as big data and is classified as either semi-structured or non-
structured [1]. This big data has three well-known properties [14]: which include
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Table 1 Comparison of IoT and cloud characteristics

Characteristic IoT Cloud

“Displacement” Pervasive (things are everywhere) Centralized and condensed
service

Availability Restricted Distributed (remote access to
resources)

Device nature Things are real-world objects Virtual infrastructure available
via Internet

Computational power Limited computational capacity Virtually limitless processing
power

Memory space Sparse in nature Scalable as per demand

Role of Internet Uses Internet as convergence
place

Employs Internet for delivery of
service

Big data Contributes as prime source for
big data

Big data processing and
management is supported

“volume” (i.e., quantity of data), “variety” (i.e., data type heterogeneity), and “ve-
locity” (i.e., rate of production of data) [92]. To capture, store, organize, and examine
such sizeable amount of data is infeasible for resource-constrained sensor nodes.
Thus, cloud offers an efficient and pliable choice to manage IoT healthcare data
[91]. Once the data has been preserved in cloud storage, data analytics and data min-
ing techniques are leveraged to extract useful information. Further, it could be used
for decision and policy-making, precise diagnosis and treatment, scheduling doctor
appointments, etc. Also robust cryptographic procedures can be employed to secure
sensitive patient data from malicious users and ensure privacy [57].

“Computing capabilities”: Nearly all IoT nodes have limited processing capacity
that restricts their ability to perform complex data processing operations online [65].
The feasible solution is to transfer the strenuous computational part to powerful and
scalable server machines [67]. The on-demand cloud service platform presents virtu-
ally infinite processing power for handling data from disparate information sources
such as EMRs, lab reports, and medical imaging data [6]. Additionally, the cloud
also dispenses advanced data analytics service that permits doctors and physicians
to remotely monitor patients from anywhere.

“Communication”: Among the principal goals of pervasive healthcare is to permit
application data sharing and provide reliable communication among sensor nodes
over the Internet [10]. To supplement such communication incurs greater financial
cost and as such is not feasible. Therefore, cloud offers an effective and feasible
economic solution for interconnecting, managing, and personalizing applications
remotely from anywhere [6]. To assist in remote healthcare administration and man-
agement of data, the cloud communications are underpinned by high-speed optical
fiber Internet [67]. Although cloud considerably improves QoS in communication
with sensor nodes, however in certain situations still acts as a bottleneck which lim-
its down its computational capacity. Thus, feasible and realistic solutions need to
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Table 2 Innovative services and models envisioned with CloudIoT

Acronym Expanded form Description of service

SaaS “Sensing as a service” To dispense seamless access to sensor
data

SAaaS “Sensing and actuation as a service” To support automated control logistics
with cloud implementation

SEaaS “Sensor event as a service” Transmitting real-time messages
triggered by events perceived by a
sensor

SenaaS “Sensor as a service” To enable remote management of
distributed remote sensors

DBaaS “Database as a service” To enable remote database
administration

DaaS “Data as a service” To support pervasive access to any data
type

EaaS “Ethernet as a service” Enabling distributed layer-II access for
remotely distributed devices

IPMaaS “Identity and policy management as a
service”

Dispensing ubiquitous access to
management of identity and policy

VSaaS “Video surveillance” To enable remote video recording and
performing examination and analysis on
it

Source [15]

be developed to enable large volume of data transfer between sensor nodes and the
cloud [15].

“Newcapabilities and paradigms”: The disparity between “IoT” objects and underly-
ing protocols make adaptability, validity, accessibility, and authenticity very arduous
to attain. To address this issue, the cloud offers easy resource access, robust and
strong platform for applications, and economically feasible deployment [60, 89].
The amalgamation of cloud and IoT enabled smart devices and services manage
contemporary real-life situations. Table 2 (extracted from [15]) reports summary of
new design models and standards evolved from this integration. Due to the lack of
any standard terminology, the acronyms differ in various cases and have no coherent
variance.

6 Framework for Healthcare Architecture

CloudIoT-powered health applications can be developed by collaborative integration
of diverse technologies that operate on wireless communications and employ sensor
networks for data collection including analysis and cloud interface for data storage



CloudIoT for Smart Healthcare … 103

[22]. To indicate the collaborative operation, the system is usually represented by an
architecture known as CloudIoT health architecture [16].

The architecture as shown in Fig. 4 normally implements three layers carrying
varied functions which include data acquisition or sensing, data transmission or
sending, cloud processing or storage. The data sensing or perception layer collects
varied physiological parameters of patients and transmits the data to the cloud storage
via transmission layer.

Data Acquisition/Sensing Layer

This layer forms the network of sensors including wearable devices that collect and
record health data of patients. The sensors monitor essential signs such as body
temperature, heart pulse rate, and pressure of blood, and record the data in medical

Fig. 4 Healthcare architecture framework
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databases [59]. Most of these recorded parameters vary from application to appli-
cation across different categories of patients. For example, in case of critical heart
patients, monitoring ECG levels, oxygen saturation, and pulse rate forms a critical
component in diagnosis [26]. In case of patients with diabetes, monitoring blood
sugar levels are important. For the applications that underpin “AAL” for aged peo-
ple, monitoring activity periodically is required [20]. Most of these applications
operate with accelerometers and gyroscopic sensors for data collection and health
monitoring. The sensors are segregated into invasive or noninvasive categories. Inva-
sive sensors perform better than noninvasive counterparts; however, they are not the
popular choice among the elderly people unless the issue is convoluted [37]. Some
applications employ actuators for alert generation or adapting environment changes
[79]. There has been lot of evolutionary development in the design of intelligent
sensors which has in turn extended the capabilities of IoT infrastructure [62]. A lot
of solutions hinged on body sensor networks have evolved recently that generate
humongous amounts of data. To design the sensing layer, the key considerations
involve the cost and size of setting up the network, energy utilization in sensing and
data transmission capabilities of the sensors [64].

Data Transmission/Sending Layer

The Data Transmission/sending layer in the architecture provides the interface to
communicate and share the data.Additionally, the layer also enables access to the data
in existing deployed infrastructure [88]. The sending layer is responsible for transfer-
ring patient data securely to remote data center of a healthcare organization (HCO).
The data transmission involves local and global communication. For monitoring and
scanning environment, wireless data transmission standards are employed. Protocols
such as Bluetooth and Zigbee are employed for local communication between the
sensing layer and the concentrator [35, 74]. Bluetooth offers a low-cost solution for
data transmission over short distances with the operating frequency of 2.4 GHz and
consumes minimal power [74]. Alternate solution is to use Zigbee protocol which is
however not as prevalent and popular as Bluetooth. Some other communication pro-
tocols that are used at the sending layer include “RFIDs”, “near field communication
(NFC)” and “ultrawide bandwidth (UWB)”. RFID provides two-way communica-
tions between theRFID tag andRFID reader. For global communication, the collected
data in the concentrator is further transmitted to cloud or HCO via Wifi or mobile
data network for preserving patient data for archival storage [9, 53]. The mobile
communication standards such as 3G, 4G, and LTE are employed in diverse health
monitoring systems. The low power sensors in the data acquisition or sensing layer
follow IoT architecture whose data can be acquired over the Internet via concentrator.
This layer also consists of various data processing and computational applications
that run on processing units such as smartphones, microprocessors including micro-
controllers, and various on-chip systems. The layer also supports hardware platforms
such as Arduino, Raspberry Pi which support and provide application development
environment. The processed data is used for further analysis and mining including
generating alerts and notifications.
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Cloud Processing/Storing Layer

The CloudIoT systems interconnect diverse objects that generate large volumes of
data which entail for intelligent storage mechanism [86]. The healthcare data aggre-
gated from the sensing layer is used for further analysis and mining. The cloud
processing or storing layer involves three prime elements, viz., data storage, com-
putation on data, and data analysis [51]. The cloud presents an efficient platform for
archiving patient’s medical data for long-term storage as well as providing assistance
to medical professionals for better diagnosis. Cloud provides data analytics that use
sensor data in addition to e-health records for better diagnosis and prediction of
health-related diseases [16]. Additionally, cloud also offers data visualization that
presents humongous amount of data from sensors in a digestible format for physi-
cians. A number of cloud platforms such as “Google Cloud”, “OpenIoT”, “Amazon”,
“ThingWorx” and “GENI” offer efficient storage for generated data. The complexity
to manage and maintain healthcare data has been eased with the cloud technology.

To augment the storage and processing capabilities of the sensors, Cloudlet is
sometimes employed which is a local processing unit such as desktop computer and
can be directly accessible overWifiwhenever the local storage on sensor fails to cater
the applications requirements [38]. Additionally, the cloudlet can also be used for
performing time-sensitive tasks over patients collected data before transferring data
to the cloud or HCO. The cloudlet also overcomes energy or connectivity limitations
on the sensors.

7 A Conceptual Healthcare Scenario

The healthcare represents one of the principal challenges that world is facing today
[12]. Although a lot of technological advancement occurred in recent years, yet to
achieve an efficient healthcare framework is one of the challenging research problems
[7]. The health organizations still rely on manual health records and paperwork for
information and decision-making process [8]. The flow of digital information is iso-
lated only between departments and healthcare applications. There is hardly any pro-
vision for sharing of patient data between departments, clinical doctors, or patients.
The cloud and IoT integration provides the potential solution for driving healthcare
organizations to pivot their attention on improving patient care for effective health
monitoring, early diagnosis, and cost-effective treatment in a timely manner [87].
The CloudIoT augments healthcare systems by employing RFID enabled devices
and sensors. This, in turn, enables real-time tracking, identification, and interaction
with patients and also monitoring medical supplies including drug management.
The IoT component in CloudIoT enables “machine-to-machine” (M2M) as well as
“human-to-machine” (H2M) communications. The IoT efficiently connects humans,
sensor nodes, and network, and ensures effective medical waste management [15].
The advancement in sensor technology has facilitated ubiquitous healthcare system
[25, 41]. Wireless body area network (WBAN) is a novel field that implements the
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Fig. 5 Conceptual healthcare scenario

concept of e-health. A WBAN involves the use of multiple sensor nodes for health
monitoring that can quantify and present the health condition of the patient. The
CloudIoT health framework consists of varied applications such as e-prescription
system, electronic health records (EHC), personal health records (PHC), decision
systems, and drug management system. The healthcare framework offers diverse
range of applications to varied stakeholders such as patients, healthcare profession-
als, medical labs, pharmacists, etc., across multiple platforms [69]. For example,
consider a use case scenario of CloudIoT health framework as shown in Fig. 5.

The figure illustrates the various processes involved in the framework and iden-
tifies actors and the flow of data. At any given time, the patient could be wearing a
monitoring device (typically a body sensor) that gathers physiological data. These
biosensors are carefully placed on a human body as small implantations on skin or
can be worn as jewellery or even hidden in patient’s clothes or shoes. Each sensor is
independently capable of sensing, monitoring, processing physical data, and trans-
mitting it wirelessly to a remote cloud system. The sensor nodes are also capable
of tracking patient location and accurately determining physical state and activity
of the patient, i.e., walking, running, or sitting idle at one place. The physiological
data is uploaded and stored into the cloud via an electronic health record system
(EHR). For each patient, a separate medical profile is maintained in the cloud. This
patient data can be shared with medical professionals and clinical healthcare sys-
tems for their analysis and opinion. Medical professionals such as physicians and
doctors can dispense quick patient care by accessing the medical data on cloud and
providing expert opinions. With consent of patients, the lab technicians can also
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upload magnetic resonance imaging (MRI) scans, X-rays, serum reports and store
the information in medical profile of the patients. This profile could be shared via
cloud platforms with other expert specialists around the world permitting standard
diagnosis and adept recommendations in quick time frame. The medical experts can
recommend life-saving drugs and medicines that need to be available in pharmacy
stores. The pharmacist can check medical profile and allergic reaction of patients
before issuing or recommending any medicines. Similarly, a hospital dealing with a
case of an accident can check patient’s blood group, whether allergic to any drugs
and reactions and other preconditions before starting the treatment. This information
would be available via cloud platform and accessible anywhere in the world.

By utilizing the abovementioned CloudIoT health framework, patient’s e-health
information such as medical history, imaging scans, blood reports, and allergic reac-
tions could be digitized and can be ubiquitously available via a secure authentication
platform. The information can flow securely through the system and can be available
to every stakeholder, thus realizing the concept of pervasive healthcare.

8 Design Considerations for Healthcare

The biomedical data collected by wearable devices consist of low power sensors
capable of recording patient’s physiological parameters, small microcontroller or
microprocessing hardware, and communication channel for data transmission [10].
Wearing these biomedical sensors leverage certain limitations on the physical design
of the sensors [23, 72]. For example, the sensors should be lightweight, smaller in size,
andmust not restrict user’s physical movement andmobility. Also, sensors need to be
energy efficient because they operate on constrained battery power [15]. Although the
sensor batteries can be rechargeable or replaceable, the design, however, must ensure
that no data is lost during those idle periods. Therefore, it is highly recommended
that sensors may be designed in such a way so that they work for extended periods of
time without replacement [75]. The constrained battery power also poses limitation
on the quality of data aggregated or collected from the sensor. However, the latest
design of wearable devices allows sensors to be placed in close contact with the body
[76, 83]. This allows measurement of patient’s biomedical parameters with greater
accuracy and precision [49]. A lot of research on designing low power circuits is
going on with focus on improving the operational lifespan of wearable sensors [62].
Moreover, the solution could be to exploit alternate forms of energy generation and
harvesting models [64].

Another efficient techniquewould be to program intelligent periodic sleep routines
for the body sensors [16]. The sensors could go in a sleep mode if no observable
perception activity occurs during a fixed time frame. Based on similar concept, an
efficient energy conservation technique would be to turn on/off a sensor based on its
usage importance and health status of a patient. For example, in certain situations,
when energy is seriously restricted andhealth conditionof a patient demands attention
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on a particular biosensor, the other sensors could go into sleep mode or be turned off
to save energy and increase operational lifetime [76].

The constrained power in sensor devices demand low power communication stan-
dard and protocols, as data transmission consumes substantial amount of power in
sensor nodes. Zigbee over IEEE 802.15.4 is typically employed in “low rate wide
personal area networks (LR-WPANs)” to underpin data transmission between sen-
sors that work in an estimated range of 10 meters (10 m). The Zigbee protocol offers
robust mesh networking with an increased operating battery lifespan. Another signif-
icant wireless communication standard with low power short-range communication
is the Bluetooth Low Energy (BLE) protocol [74]. Although the indigenous Blue-
tooth standard (IEEE802.15.1)was developed to sustain short-range communication,
however BLE revamps the standard by implementing prolonged sleep durations to
optimize the overall power utilization. BLE obtains a reasonable accuracy and cost-
effective energy utilization metrics. To further augment low power communications,
“IPv6 over low power wireless personal area networks (6LoWPANs)” has evolved as
a panacea for seamless connectivity of energy-constrained devices with the Internet
[16]. 6LoWPAN fragments IPv6 datagram packets into a size that can perfectly fit
into IEEE 802.15.4 restricted frame size for dispensing IP connectivity.

One important design consideration is to offload complex computation and
decision-making process to the cloud [81]. The cloud infrastructure offers exten-
sive processing power and substantial virtual storage that augments the constrained
resources in sensors, hence providing robust platform for pervasive communications
[2]. To further augment cloud capabilities, cloudlet computing can be leveraged
that provides a probable solution for achieving low latency in time-critical applica-
tions such as healthcare management. Cloudlet acts as a rudimentary computing and
storage platform that banishes the need to migrate complex processing tasks to the
enterprise cloud.

A critical issue in designing architecture for healthcare management is maintain-
ing privacyof the user and secure data storage in the cloud [57].Whenmedical records
of the patients are transferred to the cloud, robust privacy protection measures need
to be enforced so that data is not left vulnerable to disclosure. The data demands
robust protection from unauthorized access; thus, appropriate authentication and
authorization measures need to be imposed [22, 28]. The adoption of lightweight
cryptographic protocols such as elliptic curve cryptography (ECC) is highly recom-
mended that ensures low power consumption. These cryptographic protocols must
be complemented with efficient key exchange mechanisms that demand minimal
processing and computation [46, 48, 61].

9 CloudIoT Security Issues and Threats

The “CloudIoT” involves internetwork of connected things that drive common ser-
vices ranging from smart healthcare systems, remote health monitoring, smart city
and homes, intelligent traffic monitoring, environment monitoring, industrial man-
agement, as well as how these things interact with each other [39]. The cloud presents
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an efficient service platform for things and supports easy access to shared infrastruc-
ture which includes computational power, humongous storage space, robust applica-
tions, and seamless data analytics and mining capabilities [36]. Although CloudIoT
has proven to be beneficial in ameliorating our daily health life; however, there has
been no security contemplation to its practical deployment scenario [45, 73]. In case
of any vulnerability abuse in CloudIoT network, the healthcare services can be ren-
dered nonfunctional and critical patient information can be abused by malevolent
users. The integration of cloud and IoT will further aggravate the scenario and as
such will uncover concealed issues and vulnerabilities. The security flaws could be
misused by malevolent actors to exploit CloudIoT network rendering billions of
interconnected nodes vulnerable. Thus, loopholes in CloudIoT network will over-
ride its number of benefits. Also, it is not practical that deployed sensor nodes can
be replaced periodically owing to its cost implications. The fundamental security
architecture needs to be robust and persistent enough to work for substantial period
of time without replacement and maintenance.

9.1 Security Features and Goals

CloudIoT supports data transmission between connected things and users to achieve
precise goals. In order to safeguard communication in such a pervasive environ-
ment, it is essential that parameters such as authenticity, privacy, and control need
to be fortified. However, given the limitations imposed by constrained infrastructure
(processing capability and storage) of nodes, the framework demands fine-tuning in
existing security methods in order to meet apparent security goals as shown in Fig. 6
[73].

“Confidentiality”

The confidentiality feature ensures authorized retrieval of the sensitive data and
safeguards it from illegal access. The CloudIoT network relies on sensor nodes
including RFIDs that capture and store data and this information needs to be fortified
from hostile nodes as well as malevolent users. To safeguard data and preserve
confidentiality, cryptographic techniques and security protocols should be designed
and employed [17].

“Integrity”

Data integritywarrants that accuracy, consistency, and reliability of data are preserved
over entire duration of data transmission. During transit between legitimate nodes,
the data cannot undergo any change and steps need to be taken to prevent data fiddling
or tampering. The integrity feature ensures that authentic and valid data is received
by legitimate users. To enforce integrity principle, end-to-end security protocols need
to be employed in data transit and reception.
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Fig. 6 CloudIoT security goals

“Availability”

The availability featurewarrants that information and services are accessible to autho-
rized users when required. The objects in CloudIoT network transact data in real time
withminimal delays.However; failure to safeguard availability principlewould result
in unnecessary processing delays which would result in shutdown of network.

“Identity and Authentication”

The identification and authentication ratifies that valid information is transacted in
CloudIoT network by authorized nodes. Though given the heterogeneity of thewhole
system and sensor nodes, the process becomes quite complicated [71]. The feasible
and optimal solution would be enforcing strict authentication policies and protocols
between the permissible entities of the internetwork.

“Privacy”

The privacy feature corroborates restricted information retrieval limited only to valid
users. In contrast to confidentiality principlewhich employs encryption procedures to
avert data tampering, the privacy factor permits restricted access without abstracting
any other specific details.

9.2 Security Vulnerabilities

The CloudIoT security vulnerabilities include issues in both IoT network as well
as those inherent in cloud data model. This section first elaborates discussion on
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security loopholes inherent in each layer of IoT architecture and then underlines
vulnerabilities present in cloud data model.

9.2.1 IoT Issues and Limitations

The IoT’s hierarchical architecture is susceptible to various attack vectors from
malevolent actors. The attack vectors are primarily segregated into two categories,
i.e., active and passive based on their operative signature. The active attack directly
impacts normal behavior of node, thus being more hostile in nature. The passive
attack works covertly in the background like a Trojan Virus [5]. The expounded
security review of each IoT layer is discussed below:

Issues in Perception Layer

As the primary goal of “perception or physical layer” is to perceive and capture sen-
sitive information from surrounding physical network, the malicious attack vectors
are aimed toward node tinkering or tampering of gathered data. These sensor objects
are deployed in a hostile and remote operating environment; as such remain sus-
ceptible to “node capturing attacks” in which an attacker leverages physical damage
and tinkering of hardware sensors [90]. If an attacker succeeds in compromising a
deployed sensor node, it therefore ensues revealing sensitive information such as
cryptographic keys and authentication procedures. Also, an attacker can clone a sen-
sor node by copying information parameters in order to authenticate itself with the
IoT network. A similar attack vector known as code injection attack inserts malicious
scripts into working software code of a sensor node, thereby altering its otherwise
standard operating procedures. The malicious script permits attacker to control IoT
network which further downgrades its normal working. Additionally, the attackers
for trust exploitation can leverage Replay attack in which compromised sensor node
transfers sensitive information to illegitimate destination [56]. Once trust is estab-
lished, the attacker revamps authentication procedures employed in IoT system. To
drain battery and deplete the operating power of sensor nodes, the attacker sometimes
leverages sleep deprivation attacks. As IoT nodes are battery-powered, therefore in
order to run for longer durations, they employ programmed sleep timers in order to
save power utilization. The sleep deprivation attack alters sleep timers and makes
nodes work continuously even when otherwise idle. This results in power loss and
device shutdown [9].

Issues at Network Layer

The IoT network layer is most susceptible to abuse as most of the collected data
through sensors gets transmitted at this layer. Most of the security schemes focus
on accessibility of the available resources [53]. The security measures also aim at
preserving node integrity as well as authentic information data that is communicated
over the deployed internetwork. Some inherent vulnerabilities are highlighted below:

“Eavesdropping and interference”: As underlying communication medium used
by IoT devices is wireless, security threat lies in the fact that transmission medium



112 J. L. Shah and H. F. Bhat

could be intercepted by malicious actors. The quality of data exchanged between IoT
nodes over wireless medium could be degraded by superimposing jamming signals
[39]. Secure encryption and cryptographic procedures need to be put into place in
order to uphold data accuracy.

“Denial of service (DoS) attack”: This is one of the commonly executed net-
work attack directed to render computing infrastructure in a network inaccessible
to its legitimate client users. In this attack, large amount of network data traffic is
redirected toward the victim node which it cannot process simultaneously, resulting
in shutting down or unavailability of a server or controller node. Common attacks
which gobble up resources including bandwidth, storage, node memory, and pro-
cessing time include attack vectors such as “ping of death”, “flooding UDP data”,
“ICMP flooding”, etc. Common mitigation strategies implemented for thwarting the
attack include implementing robust firewall rules and gateway policies.

“Spoofing attacks”: These attacks are categorized into two categories: IP spoofing
and RFID spoofing. Both type of attacks target and spoof control system of IoT in
order to transmit malicious scripts across network [53].

“Routing attacks”: In IoT architecture, routing function is performed at the net-
work layer; therefore, these attacks fiddle with routing policy including protocols
with the main aim of creating route loops that result in increased packet drop rate.
This further result in increased traffic congestion and latency in network [9].

Additionally, other attacks that are directed toward network layer include
“sinkhole attack”, “Sybil attack”, “wormhole attack”, and “illegal node access
attack”.

Issues at Application Layer

As application layer provides interface for client requests, therefore most of the secu-
rity issues in this layer are directed toward software routines. The IoT architecture is
yet to be standardized; therefore, the issues related to security at application level are
supreme and demand robust solutions. Diverse applications entail varied authentica-
tion and verification procedures and to homogenize these approaches is an arduous
task. Application privacy and node authentication should be the primary design goal
of security protocols. Some common application-level security threats include script
injections such as “SQL Injections”, inept coding which provide platform to XSS
vulnerability, password stealing techniques such as fishing and many more [9].

9.2.2 Cloud Service Issues

The security vulnerabilities present in traditional cloud computing systems are also
inherent in CloudIoT; however, the integration between two heterogeneous technolo-
gies introduces complex attack vectors that are effortless to initiate [38]. As client
requests computation and data storage from cloud services, it is important that data
confidentiality and data privacy is preserved. The client should be well aware about
storage location of their data and its access policies offered by the service provider
who manage their data. The client also demands service providers block illegitimate
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and unlawful access to their data. Given the on-demand cloud service model, an
efficient management platform should be provided to the clients and unsanctioned
and unauthorized access to this management platform needs to be blocked. The
platform if left vulnerable could contribute for further attack definitions [80].The
cloud also faces security threats to communication protocols at the network layer. As
cloud services are distributed and pervasive in nature, most of the clients access this
platform using various internetworking protocols. As majority of these interwork-
ing protocols are stateless in nature, thus security threats such “Denial of Service”
attack, “man-in-the-middle” attack, eavesdropping are possible [9]. In addition to
these, vulnerabilities also exist in how cloud interface is accessed. For example,
mediocre authentication policies and injection attacks like “SQL injection” which
directly aims at cloud system database. Also, web user interface which is accessed
through a client web browser is susceptible XSS attacks. Table 3 lists some common
CloudIoT vulnerabilities.

9.3 Potential Defense Strategies

It is quite obvious that amalgamation between two heterogeneous platforms, i.e.,
cloud and IoT will surge up security threats substantially; therefore, inviolable
defense strategies need to be enforced so that vulnerabilities could be averted [9].
The defense security architecture should address both the security in IoT layers
as well as in the deployed cloud model. For example, to avoid illegitimate node
access in IoT perception layer, node authentication should bemandatory.Also, secure
encryption techniques need to be enforced to ensure data confidentiality. To achieve
this, lightweight encryption techniques and protocols like “ECC” supplemented with
effective key exchange procedures should be implemented [73]. Since sensor nodes
in IoT consume battery power, therefore energy-saving procedures such as sleep
routines should be implemented to increase their working life span. In addition to
this, providing optimal energy generation techniques, such as channelizing renew-
able power sources such as solar, air, and wind should be explored. To minimize
physical damage to deployed sensor nodes, periodic monitoring checks and analy-
sis should be done at the remote site. In order to avoid attacks such as “denial of
service (DoS)”, “distributed denial of service (DDoS)”, and “man-in-the-middle”
directed at IoT’s network layer, the defense strategy would be to implement strong
firewall policies and filtering rules. Also to avoid replay attacks, secure timestamp
techniques need to be developed and employed. It is highly encouraged that cryp-
tographic network protocols that ensure end-to-end encryption such as TLS/SSL
and IPsec should be implemented. This would help in maintaining the integrity and
authenticity of legitimate data [80].

To secure application layer against malicious script insertion attacks such as
“cross-site scripting (XSS)” and malicious-worm attack, the defense strategy would
be to practice efficient code writing and script detection techniques.
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Table 3 Vulnerabilities in CloudIoT layers

Attack/threat Security issue Potential solution

“Perception layer” “Node capture attack” Control the deployed
sensor node by
physical damage or
change in its software
routines

Effective physical site
monitoring and
detection of malicious
script

“Malicious code/data
injection”

Inserting malevolent
script into software
routines of sensor
node to change its
working behavior

Secure code writing
practices and code
testing including
malicious script
filtering need to be
developed

“Replay attack” Counterfeiting
certification keys to
gain trust of sensor
device

Employing secure
timestamp procedures
in digital certification
of keys

“Side-channel
attacks/cryptanalysis”

From
plaintext/ciphertext,
extract or gain illegal
access to encryption
keys

Secure and robust key
generation and
encryption procedures
need to be employed

“Signal interference” Superimpose noise
signal or data to
corrupt and interfere
with wireless
transmissions

Robust and efficient
noise removal
techniques to for
repairing original
signal need to be
designed

“Sleep deprivation
attack”

Forcibly shutdown
sensor devices by
altering their
programmed sleep
routines in order to
keep them running
when not required

Exploit wind, solar,
and other forms of
energy
Secure code writing
practices and code
testing while
designing sleep
routines and
procedures

“Network layer” “Denial of service” Directing massive
traffic toward victim
node to render it
nonfunctional and
non-serviceable

Designing robust
firewall and packet
examination routines
in network routers and
gateway

“Spoofing attack” Spoofs identity (IP or
RFID spoofing) of
legitimate user to gain
illegal access to the
system

Designing secure and
robust authentication
and authorization
access procedures

(continued)
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Table 3 (continued)

Attack/threat Security issue Potential solution

“Sinkhole attack” To control data
forwarding or routing,
the victim node assets
unusual or
extraordinary power
and processing
capacity

Designing secure
routing and data
forwarding protocols
and techniques

“Man-in-the-middle” The malevolent actor
places itself between
two victim nodes.
Impersonates them
and gains access to
information without
their knowledge

Designing secure and
robust authentication
and authorization
access procedures.
Also employing
authentication and
encryption certificates

“Routing attacks” This attack aims to
create route loops and
high congestion in the
network

Designing secure
routing and data
forwarding protocols
and techniques

“Application layer” “Phishing attack” To obtain
authentication and
authorization
credentials including
passwords by flooding
spam mails and
creating fake
websites/forums

Employing robust
spam filters in emails.
Creating awareness
among web
application clients

“Malicious-worm
attack”

Infects and injects the
sensor network with
Worms, Viruses, and
Trojans. Obtains or
deletes confidential
data

Designing robust
firewall and packet
examination routines
for virus detection

“Cross-site scripting” To steal privileged and
validation information
including passwords
by injecting network
applications with
malevolent scripts

Secure code writing
practices and code
testing including
malicious script
filtering need to be
developed

This also includes rewriting the vulnerable code for sanitization. To protect cloud
data, access policies and strict authentication protocols need to be designed and
implemented. To prevent data leakage and theft, cloud data and files should be prop-
erly encrypted. Since cloud platform is distributed and pervasive in nature with mul-
tiple clients accessing its interface, a certain degree of concurrency control measures
need to be implemented to avoid race conditions and data redundancy. Tracking cyber
crimes directed at CloudIoT interface becomes arduous for forensic investigators as
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the data sources are heterogeneous and pervasive in nature. To detect and scan for
any anomaly, the standard protocol would be that all operations on CloudIoT inter-
face should be logged and stored in a secure file. The cyber forensic investigators
can check this file at a later point in time so that appropriate corrective measures are
taken. As cloud and IoT represent two disparate heterogeneous platforms, providing
optimal security is a challenging task for security experts and thus requires robust
security protocols.

10 Platforms and Services

10.1 Platforms

This section discusses about various available commercial as well as open-source
platforms that underpin and support CloudIoT healthcare vision and its applications.
The platforms discussed in this section are selected according to their suitability in
distinct application domains and information about them has been obtained from the
platform website as well as from surveying the available literature.

According to www.ionos.com, more than 50 CloudIoT platforms are available
that cater diverse users including applications varying from healthcare, agriculture,
engineering, manufacturing, and transportation. However, due to knowledge deficit
about these platforms, users are unable to choose and exploit their full potential
[15]. Most of these platforms focus on minimizing heterogeneity between the cloud
and IoT by implementing a middleware between the two for processing and hoarding
sensor data and also by dispensing anAPI toward applications [3]. The driving factors
for the development of CloudIoT platforms include the need for facilitatingmachine-
to-machine (M2M) communication which has seen an exponential rise in current
times. Machina Research [4] forecasts that machine-to-machine (M2M) connections
are anticipated to rise from one billion in 2010 to nearly 12 billion in 2020. Given
such an unprecedented rise, cross-platform operation and reuse is starting to evolve
[88]. Some of the existing platforms including services are discussed below:

KAA Project (https://www.kaaproject.org/) is a flexible open-source IoT middle-
ware interface for designing robust and smart IoT solutions. It enables data exchange
between connected things including data analytics and visualization services. It dis-
penses back end operations for IoT by employing SDKs that come prefabricated
with current data processing solutions which include Hadoop, MongoDB, and oth-
ers. Complete implementations already exist for platforms such as IoS, Android, and
Raspberry Pi.

Sensor cloud (https://www.sensorcloud.com/) is a private IoT cloud platform dis-
pensing platform as a service for data acquisition, visualization, monitoring, and
analytics. Sensor cloud is a robust tool supporting easy data upload using open data
API and csv uploader. It receives data from Lord Microstrain’s wireless and wired

http://www.ionos.com
https://www.kaaproject.org/
https://www.sensorcloud.com/
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sensors and provides efficient data encryption and security. The platform also pro-
vides efficient data visualization and mathematical tools including reminder alerts
for data threshold values.

Etherios (https://www.etherios.com) is a pliable public cloud platform based on
platform as a service model supporting device management, application messaging,
and data storage. In addition to data visualization tools, the platform also provides
APIs for time series data storage and analytics. It also provides real-time monitoring
and management control of all connected devices using a single door interface.

Exosite (https://www.exosite.com/) is cloud-based software as a service platform
dispensing machine-to-machine (M2M) connectivity and offering real-time data
monitoring and analytics service to the users. The platform supports various develop-
ment kits for designing IoT-based solutions. For example,Arduino,Microchip, Rene-
sas boards arewell supported onExosite platform.The systemalso provides openAPI
for further data processing and interoperability with enterprise based applications.

Arkessa (https://www.arkessa.com) facilitatesmanagement, monitoring, and con-
trol of remote devices using desktop computers and smartphones. The platform pro-
vides mobile Internet as well as data services for system integrators and enterprise
users to command and operate remote devices and systems for users across geo-
graphical lines and applications. Arkessa follows platform as a service model to
serve security, healthcare, energy, and transportation industries across Europe and
America. This platform also provides Emport portal for viewing and monitoring
machine-to-machine (M2M) connections with inbuilt assistance for troubleshooting
and performance measurement analysis.

Axeda (http://www.axeda.com/) is a cloud-based middleware for management of
connected things and machine-to-machine (M2M) applications. The platform offers
Axeda machine cloud to convert machine data into precious knowledge, develop,
and run machine-to-machine (M2M) including IoT applications and thus optimize
varied business processes bymachine data integration.APIs such asREST and SOAP
further drive Axeda to initiate cloud to cloud communication using cellular as well as
satellite medium. Tracking of assets, management including push notifications and
alerts are some its proficient features.

Nimbits (http://www.nimbits.com/) offers “Platformas aService”model to design
software as well as hardware solutions that effortlessly integrate with the cloud
and with each other. Nimbits server offers “REST Web Services” for data logging
and access and also rule engine platform for ensuring machine-to-machine (M2M)
connectivity. The server is driven by robust cloud platforms which include “Google
App Engine” to the small Raspberry Pi device. It is capable of recording incoming
data including value calculation based onwhich events like an alert or a pushmessage
could be triggered. The new values calculated based on the captured data can be
archived to other channel triggering more cascading computations and alerts.

ThingWorx (http://www.thingworx.com/) provides an absolute end-to-end tech-
nology platform designed for enterprise IoT and offers quick and seamless devel-
opment including deployment of smart objects. The platform provides integrated
development tools that drive communication, connectivity, analysis, developing

https://www.etherios.com
https://www.exosite.com/
https://www.arkessa.com
http://www.axeda.com/
http://www.nimbits.com/
http://www.thingworx.com/
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applications, and monitoring characteristics of IoT framework. These tools con-
tain the “Composer”, the “Mashup Builder”, “Storage”, and a “Search Engine”. Its
search engine also called as “SQUEAL (search, query, and analysis)” is employed
for analyzing, searching, and filtering data. The tools also facilitate rapid business
development and empowerment.

10.2 Services

In addition to above discussed platforms, number of services are available that facil-
itate data collection from connected things and archiving this data on the service
providers cloud. These services typically present an API for data collection and sam-
ple applications to operate on such data. Xively (https://www.xively.com/) is one
such platform owned by Google which offers product enterprises to connect and
manage products including data and incorporate that data in other systems. Xively is
based on platform as a service model and includes directory as well as data services,
a trust service for security and web user interface. Its messaging system is based
on MQTT which is publish-subscribe protocol. REST, MQTT, and WebSockets are
supported by the API.

ThingSpeak (https://www.thingspeak.com/) is yet another platform with features
very much similar to Xively and based on public cloud technology. ThingSpeak
provides real-time data collection and transmits data privately to the cloud. This data
could be examined and inspected using various toolkits (e.g., Matlab, Arduino) and
a reaction could be triggered based on certain events. Using ThingSpeak, a user can
create a sensor-logging app, track live location of objects and establish a novel social
network of things. The platform API also allows mathematical processing on data
such as calculating average, median, summation, and rounding.

Table 4 provides summarized view of some of the existing platforms/services
including their advantages and limitations.

11 Challenges and Open Issues

It is quite evident that amalgamation of cloud and IoT in healthcare will add tangible
benefits in our daily life; however, the integration also lays genesis to some perilous
issues that demand robust solutions and need to be overlooked by security researchers
[29].

Security and Privacy

As cloud and IoT are distributed and pervasive in nature, ameliorating underlying
security and privacy infrastructure play a major role in its successful integration.
To ensure authenticity, data integrity, and data availability, optimal measure needs
to be designed so that critical data in cloud is preserved [22]. Failure to safeguard

https://www.xively.com/
https://www.thingspeak.com/
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Table 4 Summary of existing platforms

Platform/service URL Advantages Limitation

1 KAA Project www.kaaproject.org Applications using
big data and NoSQL
are supported
Open-source
middleware

Low number of
hardware modules
supported

2 Sensor cloud www.sensorcloud.
com

Efficient
management of large
number of sensor
devices

Private cloud
Issues with
open-source devices

3 Etherios www.etherios.com Cloud service for
devices including
third-party software
are enabled
Trail usage period
provided

Restrictions imposed
on developers by
some devices

4 Exosite www.exosite.com Easy system
development
Supports Arduino,
Microchip, Renesas
boards

Big data support
lacking

5 Arkessa www.arkessa.com Suitable for
enterprises

Does not have good
visualization tools

6 Axeda www.axeda.com Robust M2M data
management
Supports REST and
SOAP API

Hinges on third-party
web services

7 Nimbits www.nimbits.com Easy platform for
developers
Supports REST API
and Google app
engine

Query processing
occurs in real time

8 ThingWorx www.thingworx.com Supports design of
data-intensive apps
Offers SQUEAL for
search, query, and
analysis

Supports limited
number of devices

9 Xively www.xively.com Direct support from
Google
Easy integration with
devices using
RESTful APIs

Lacks/less support
for notifications

10 ThingSpeak www.thingspeak.
com

Public cloud access
APIs for storing and
analyzing data
Mathematical
operations supported

Less support for
simultaneous
connection for
devices

http://www.kaaproject.org
http://www.sensorcloud.com
http://www.etherios.com
http://www.exosite.com
http://www.arkessa.com
http://www.axeda.com
http://www.nimbits.com
http://www.thingworx.com
http://www.xively.com
http://www.thingspeak.com
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these security principles could lead to data pilferage or exploitation of personal data.
The issue becomes more complicated if data gets exposed to third-party vendors
which could propagate it further for illegitimate activities. Thus, efficient security
framework needs to be developed for heterogeneous device communication between
IoT nodes as well as for protecting privacy on cloud platform.

Protocol support and Need for Standards

As no standard architecture for IoT is yet available, disparate protocols need to
communicate and transact information with each other. Even if homogeneous sensor
nodes are deployed in the network, the underlying communication protocols are still
heterogeneous in nature which includes 6LOWPAN, CoAP, Zigbee, IEEE 802.15.4,
etc. There is also possibility that data aggregation gateway would not support all
of these protocols leading to incompatibility issues. The problem becomes more
severe once these devices are integrated with the cloud platform. Thus, scientific
community needs to develop standardized protocols and scalable platforms so that
seamless integration of CloudIoT services is achieved.

Efficient Power Usage

The ubiquitous communication between cloud and IoT generates prodigious amount
of data that drains battery of power-constrained sensor nodes. The problem becomes
more severe if visual data (e.g., surveillance video) is involved. As sensor nodes
are battery-powered, periodic and frequent replacement with silicon batteries is not
feasible. The solution could be to exploit alternate forms of energy generationmodels
such as wind and solar power [33]. Another efficient technique would be to program
periodic sleep routines for the sensor nodes. The devices could go in a sleep mode if
no observable perception-action occurs during a fixed time frame.

Delay and Limited Bandwidth

The distributed platform such as cloud presents limitless computing resources and
varied services; however, utilizing these services with minimum latency and delay
is not guaranteed. One of the prime components in achieving optimal performance
is ensuring high bandwidth for data transmission. To minimize delay, a middle-
ware layer known as “fog computing” is to be placed between cloud and IoT. The
“fog computing” will achieve low latency for applications that are sensitive to delay
[14, 22].

Quality of Service (QoS)

The “quality of service (QoS)” is the dominant parameter in governing aggregate
performance of the internetwork. Given the prodigious data volumes that are being
produced and interchanged in CloudIoT, maintaining QoS in services provided by
the platform is of supreme importance. Also, considerable number of client requests
demand efficient management by the cloud platform some which may be sensitive
to delay. Thus, to avoid packet loss, employing QoS improvement techniques and
prioritizing data packets seem to be a flawless solution. Thus utilizing next generation
IP protocol (IPv6) which offers tangible features for ensuring QoS in the network is
optimal choice for CloudIoT environment.
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12 Discussion and Conclusion

The evolution and growing popularity of cloud and IoT has become the prime factor
for enabling seamless healthcare applications influencing our everyday life. Amal-
gamation of cloud and IoT in healthcare systems is highly motivated by requirement
for efficient computing infrastructures, limitless warehouse for data logging, opti-
mal network performance, and availability. Also, “cloud” provides an efficient plat-
form and solution to overcome several inherent issues (heterogeneity and resource
constraints) faced by IoT systems. Majority of available research papers have sur-
veyed cloud and IoT-based healthcare systems separately, focusing on architecture,
underlying technology and affairs, however shortfall from detailed examination and
in-depth exploration. To fill this research gap, this chapter carried a deep and pro-
found review of the available research papers and presented a holistic vision on the
CloudIoT-based healthcare integration components. The chapter presented seam-
less applications dispensed by CloudIoT platform and contemplated discussion on
factors driving CloudIoT health integration. The chapter also presents a conceptual
architectural framework for healthcare monitoring system that considers a range of
aspects including data collection, transmission, and processing including cloud stor-
age. The chapter presents a use case scenario that identifies actors and data flows
responsible for transforming sensor data into real-time transmission to cloud. Also,
a brief discussion on design considerations for healthcare architecture has been pro-
vided. The work in this chapter also highlighted security issues affecting IoT layered
architecture including vulnerabilities inherent in the cloud. These vulnerabilities
could render healthcare services nonfunctional and critical patient information can
be abused by malevolent users. The chapter also presented a brief discussion on
some potential mitigation measures. A summarized discussion on CloudIoT plat-
forms is also presented that aim at solving heterogeneity issue between the cloud
and things. Finally, the chapter concludes by identifying some open research issues
and challenges hampering cloud and IoT-based healthcare adoption.

From the reviewed literature, it is quite apparent that additional research steps
need to be taken to accomplish flawless and impeccable convergence of cloud and
IoT-based healthcare applications. More work needs to be done on designing secure
algorithms and encryption procedures so that only legitimate devices and nodes are
authorized to access the patients sensitive data in IoT network and cloud. Also data
privacy of patients in CloudIoT systems needs to be augmented so that integrity
of the system is maintained. As sensor nodes have constrained power backup, the
designed encryption protocols should be computationally light and consumeminimal
power. To conserve energy, the solution could be to exploit alternate forms of energy
generation models. Another efficient technique would be to program periodic sleep
routines for the sensor nodes. The devices could go in a sleep mode if no observable
sensing activity occurs in a given time frame. For applications that are sensitive to
delay, decentralizing cloud operations also called “fog computing” would ensure
minimal latency and low transmission delays between cloud and IoT. Also to assure
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that QoS in data transmission is preserved, employing IPv6 characteristic attributes
like Traffic class and Flow label are highly recommended.
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Impact of IoT on the Healthcare
Producers: Epitomizing Pharmaceutical
Drug Discovery Process

Sudipendra Nath Roy and Tuhin Sengupta

Abstract Internet of things (IoT) emerged as a promising technology in the last
decade and predicted to be ascendant in the next. Its application in the producer side
of the healthcare industry is still in the nascent stage but expected to increase mani-
fold in the near future. The purpose of this chapter is twofold; first, illuminate on the
IoT applications on the pharmaceutical manufacturing and supply chain practices
with real examples, and second elaborate the wide avenue of the opportunity of IoT
it has in the drug discovery. Where most of the previous works argue the prospect of
IoT in the conceptual or theoretical manner, we, however, intend to show the utility
of automatic information processing in the context of computational drug design,
which is an integral part of the drug discovery process. We integrate quantitative
structure relationships with activity (QSAR), property (QSPR), and toxicity (QSTR)
by utilizing an optimization technique to come up with a combined decision model.
Numerical analysis has been performed with the developed optimization model con-
sidering three different cases using a simple chemical structure to test the model.
Results suggest that the developed mathematical model can successfully be able to
integrate QSAR, QSPR, and QSTR parameters which in terms of aid in automatic
information and data capturing and lessen human efforts. This automatization can
help in generating “optimal” drug candidates by considering all necessary facets.
The present chapter also discusses other aspects of the healthcare producers where
IoT can be proven beneficial in the near future.
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design · MS-excel solver
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1 IoT in the Producer Side of Health Care: Introduction

Healthcare industry functions through three main stakeholders. We can refer to them
as “pillars” of the healthcare sector. These “pillars” are payers, providers, and pro-
ducers [1]. Payers are the segment who are directly or indirectly responsible for
the payment for the cost incurred while availing a healthcare service or affording
a healthcare product. Payers can be insurance companies, public or governmental
bodies, or patients in case of out of pocket expenditures. Where payers are responsi-
ble to “pay” the fee of the healthcare services or products, providers and producers
are responsible for delivering them, respectively. Providers are the organizations that
deliver healthcare services to the patients. Providers can vary from a small 20-bed
small health clinic to an 800-bed multispecialty hospital. When producers, on the
other hand, not standing on the front end of health service delivery but indispensable
part of healthcare services as without required supply of products, healthcare per-
sonnel (HCP) will not be able to serve the patients in the hour of the need. Producers
consist of mainly pharmaceutical, diagnostics, and medical device manufacturers.

“Internet of things” (IoT) is a much recent but popular construct in today’s media
and management consulting firm reports. While this book addresses IoT from mul-
tiple angles, this chapter explores the applicability of IoT concepts in the healthcare
producer context, specifically in the case of the pharmaceutical industry. At the early
stages of adoption of IoT in the healthcare industry, the main application was lim-
ited to the patient-centric mobility devices or wearables. Today, however, it extends
to real-time patient monitoring, patient compliance or medication adherence, and
HCP reporting. But practitioners still believe that the application of IoT is still in the
nascent stage as a technology in the healthcare sector. Healthcare producers espe-
cially pharmaceutical companies can leverage the benefits of IoT to a great extent in
the upcoming years [2].

Pharmaceutical companies retain a high-profit margin and thus has a low incen-
tive to change. However, the situation is changing rapidly due to competition and the
advent of personalized medicines. In the second case, companies need to produce a
small batch of medicine which has a much low economy of scale. Currently, there is
a media report suggesting that due to a $3500 broken vacuum pump, an American
Pharma company lost products worth $20million and to cater such unforeseen events
in the future, the firm decided to install IoT sensors to its vacuum pumps [3]. Such an
application is a classic example of how IoT can benefit pharmaceutical production
environment by predicting failures way ahead. Apotex, a Canadian Pharmaceutical
manufacturer, utilizes IoT-based technology to improve its solid dosage form manu-
facturing plant which resulted in increased productivity and improving bottom lines.
Manufacturing plant floor control automation has been achieved for the Apotex due
to real-time visibility of the pharmaceutical manufacturing automation and process
flow tracking [4]. IoT has also benefitting pharmaceutical supply chain practices to
a great extent. Drug counterfeiting is one of the main concerns for the pharmaceuti-
cal firms and to a major point for the integrity of the pharmaceutical supply chain.
UK-based Eurosoft Systems Ltd. (ESL) has developed SMARTpack, an IoT-enabled
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product which aid to stop counterfeit of medicines by ensuring smart packaging and
tracking [5].

A diverse range of IoT applications thus has the potential to alter the current
healthcare system to a more accessible, quality-driven healthcare system, although
proponents of the iron triangle of health care [6] can argue that this accessibility and
quality probably comes with their competing issue: cost, which is the cost of the
technology. We, however, need to understand that the implementation of the IoT-
based mechanisms not only change the pharmaceutical manufacturing operations or
supply chains but also has amuch greater impact on the drug discovery process. IoT’s
capability to enhance R&D activities and clinical development of drug molecules is
mostly unexplored and holds the potential to save financial resources to a good extent
in the near future.

2 Drug Discovery Process: Current Scenario

The traditional or de novo drug discovery is a costly and time-consuming process that
often contributes to the exorbitant price of a newly patented drug molecule. De novo
drug discovery process contains several steps: drug target identification, screening
and discovery of the molecule, optimization of the lead molecule which has the best
potential to become a successful drug, testing for its in vivo properties (absorption–
distribution–metabolism–excretion/ADME), preclinical and clinical trial process,
and finally regulatory process. It takes 10–17 year to develop a successful drug
[7], and millions of dollars were spent on the process. From the first step to final drug
development, probability success is only 10% [8].

NextGen cloud-based architecture is an example that aims to reduce the cost of
drug discovery by utilizing IoT concepts [2]. It intends to reduce the human effort in
the process. It might seem confusing how to find a suitable drug candidate or “lead
molecule” after initial screening. Here, we propose an optimization model that can
reducehumaneffort by the help of automatic identification anddata capturing (AIDC)
concepts for identifying new chemical entities (NCE). Automatic identification of
NCE by optimization of chemical structures for different chemical groups can aid
us to automate the drug design process and opens new avenues of opportunity for
finding NCE that can be prospective “lead” or drug molecules.

3 An Optimization Model for Identification of NCE

Identification of NCE or potential drug molecules can be done by various screening
techniques; among them, computational drug design is a popular method of NCE
screening. We try to develop an optimization model that can be integrated into the
computational drug design process for automatic data serialization for identifying
NCE.
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3.1 Computational Drug Design for NCE Identification

Computational drug design is a three-dimensional puzzle where the drug or the
“chemical molecule with themedicinal property” has been computationally designed
by keeping the binding site of the biological target of the human body in mind.
The drug, only with the association of the targeted biomolecule, can produce a
desired therapeutic effect that alleviates a disease present in the patient body [9].
This chemical entity or drug is termed as “ligand” by the scientists. In order to
come up with a successful drug, it is essential to decipher the functional groups and
elements attaching to the core chemical structure of the drug [10]. The advent of
computers and the use of quantitative techniques helped us to solve the enigma of
finding a suitable chemical structure with all attached functional groups within a
practically feasible time span [11, 12].

Quantitative structure–activity relationship (QSAR) models are quite popular and
widely used techniques in the computational drug design domain. QSAR is contin-
gent upon the assumption that the ligand molecule has several positions around its
core chemical structure, and the presence of different elements/functional groups
in those positions affects the activity of the ligand. With proper quantitative exer-
cise with functional groups, researchers can suggest if a ligand can turn out to be
a successful drug. However, the rationale behind a successful drug is mainly deter-
mined as the biological activity exhibited by a structure. The core structure has a
certain number of elements/groups in certain positions, i.e., “most suitable” ele-
ments in “most suitable” positions of the ligand. The outcomes are represented as a
numerical value, and multivariate modeling techniques are used to come up with a
QSAR model for that “potential” drug molecule [13, 14]. While a desired biological
or therapeutic activity is a necessary criterion to be considered as a potential drug
molecule, it has to be seen that the newly designed molecule should have possessed
certain necessary physicochemical properties when entering inside a human body
to turn out to be a good candidate [15]. Instead of the wide popularity of QSAR
models [16], consideration of physicochemical properties that affects absorption in
the body, distribution throughout the body, metabolism, and excretion of the drug
(ADME properties) eventually attracts the attention of the researchers. This leads to
a quantitative structure–property relationship (QSPR) studies that essentially capture
the relation between molecular structure and physicochemical or ADME properties
of the drugmolecule [17, 18]. However, even ensuring optimal biological activity and
calibrated physicochemical properties does not help us to ensure the feasibility of a
“good drug.” As drug discovery is a costly process, initial screening has to consider
one of the most important parameters of any chemical entity, i.e., toxicity produced
by the chemicalmolecule inside the human body. Researchers conducted quantitative
structure–toxicity relationship (QSTR) studies to determine how the combination of
functional groups/elements in a chemical structure can determine its toxicity poten-
tial in the environment [19, 20] and inside the human body [21]. QSTR has been also
adopted by other researchers to determine the toxicity profile of any new chemical
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molecule even if it is not a drug and just a solvent [22] of novel material [23] to
bolster greener practices of the planet.

Initially, researchers tried to use QSPR as a validation of QSAR model before
finalizing the multilinear regression model [24] and some researchers conducted
QSTR studies in parallel with the QSAR studies. Later, many researchers advocated
the need for a model that considers activity, property, and toxicity together [25]. A
correct form of model that ensures optimal biological/therapeutic activity, ensures
desired physicochemical or ADME properties, and confirms toxicity to be under
the specified level is absent in the current literature. This motivated us to develop
a model ensuring all the three main parameters of a suitable drug candidate using
mathematical optimization technique. The objective of this chapter is to consider
QSAR, QSPR, and QSTR parameters and come up with a combined quantitative
structure relationship model for a chemical structure.

4 The Mathematical Model

We present the summarized table of notations below:

Notation Description

n Number of elements/groups to be tested for the structure

N Number of positions in the structure

XNi Choice of ith element in the N th position (Decision Variables)

A Therapeutic property of the drug (Parameter)

B Toxicity property of the drug (Parameter)

M Physicochemical/ADME property of the drug (Parameter)

α Lower permissible bound for therapeutic property (Parameter)

β Upper permissible bound for toxicity property (Parameter)

NU The net utility of the drug

The mathematical problem shown below is the mathematical model to determine
the optimal mix of elements in the chemical structure subject to the therapeutic and
toxicity parameter of the drug. We also incorporate the physicochemical/ADME
property into our mathematical model. ADME is an acronym in pharmacology for
“absorption, distribution, metabolism, and excretion,” thereby explaining the kinet-
ics and pharmacological traits of the compound as a drug. The ADME property is
represented by M, and the values range from 0 and 1 to capture the proportion of
ADMEproperty in the given chemical composition.We assume that there are N posi-
tions in the structure where n elements can be placed as a chemical bond to enhance
the net utility of the drug. It is therefore important to incorporate a model which
simultaneously decides the positions of n elements in N positions of the chemical
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structure. Additionally, the model incorporates that a particular element can sit in
different positions of the structure to enhance the net utility. To enhance the rele-
vance of the model, the lower and upper bounds of therapeutic and toxicity property,
respectively, have been incorporated. In addition, the model ensures that no element
is being considered where the utility, i.e., the difference between therapeutic and
toxicity, is always positive. Non-negativity constraints have been ensured as per the
practical relevance. The given model is a binary integer programming model, where
the decision is to fix the choice of n elements in N positions, given that the individual
properties (parameters) in each combination are known to the user.

Maximize NUXi j =
N∑

i=1

n∑

j=1

Xi j Mi j (Ai j − Bi j )

subject to

Ai j ≥ α,

Bi j ≤ β

Ai j − Bi j ≥ 0

n∑

i=1

XNi = 1

α,β, Ai j , Bi j , Mi j , n, N, Xi j ≥ 0; Xi j = Binary

5 Numerical Validation of the Model

We provide empirical validation of our model by testing the same with different
parametric values. To ensure the flexibility of the model, we tested the same in e
different cases. Case 1 represents a balanced problem where there are six positions
in the chemical structure (N = 6) and there are six elements which need to be tested
for each position (n = 6). The results, shown in Table 1, ensure that the model works
N x n cases where bothN is equal to n. In each of the models, we assumed α ≥ 20 and
β ≤ 40. However, the structural model holds for different values of α and β. Values
of different parameters have been taken in such a fashion where there are elements
with both high and low ADMEs, therapeutic and toxicity property in order to test
the model in different scenarios. A careful examination reveals that the designated
second element is favorable for position 6 and substantiated the earlier claim that
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Table 1 Excel solver optimal solutions for N = 6 and n = 6

Net U lity = (A-B)*M*X
0 0 0 0 0 11.25

M11 M12 M13 M14 M15 M16
0.4 0.45 0.39 0.59 0.55 0.75
A11 A12 A13 A14 A15 A16
24 32 20 35 29 42

B11 B12 B13 B14 B15 B16
31 21 12 22 20 27

X11 X12 X13 X14 X15 X16
0 0 0 0 0 1 

POSITION 1

Net U lity = (A-B)*M*X
0 0 6.8 0 0 0 

M21 M22 M23 M24 M25 M26
0.6 0.43 0.4 0.65 0.72 0.49
A21 A22 A23 A24 A25 A26
35 26 35 27 29 32

B21 B22 B23 B24 B25 B26
30 40 18 26 21 24

X21 X22 X23 X24 X25 X26
0 0 1 0 0 0 

POSITION 2

Net U lity = (A-B)*M*X
6.75 0 0 0 0 0
M31 M32 M33 M34 M35 M36
0.75 0.56 0.52 0.68 0.32 0.41
A31 A32 A33 A34 A35 A36
27 34 30 28 30 21

B31 B32 B33 B34 B35 B36
18 31 19 25 20 30

X31 X32 X33 X34 X35 X36
1 0 0 0 0 0

POSITION 3

(continued)
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Table 1 (continued)

Net U lity = (A-B)*M*X
0 8 0 0 0 0 

M41 M42 M43 M44 M45 M46
0.52 0.5 0.47 0.65 0.34 0.7
A41 A42 A43 A44 A45 A46
25 28 21 32 36 28

B41 B42 B43 B44 B45 B46
14 12 19 26 21 20

X41 X42 X43 X44 X45 X46
0 1 0 0 0 0 

POSITION 4

Net U lity = (A-B)*M*X
0 0 11.96 0 0 0

M51 M52 M53 M54 M55 M56
0.35 0.72 0.46 0.67 0.61 0.57
A51 A52 A53 A54 A55 A56
38 34 39 21 19 26

B51 B52 B53 B54 B55 B56
20 29 13 30 9 13

X51 X52 X53 X54 X55 X56
0 0 1 0 0 0

POSITION 5

Net U lity = (A-B)*M*X
0 7.28 0 0 0 0 

M61 M62 M63 M64 M65 M66
0.45 0.52 0.39 0.67 0.8 0.48
A61 A62 A63 A64 A65 A66
35 30 26 21 38 28

B61 B62 B63 B64 B65 B66
26 16 20 11 35 21

X61 X62 X63 X64 X65 X66
0 1 0 0 0 0 

POSITION 6
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the same element can be bonded at different positions to improve the net utility. The
same logic is applicable for the third element which sits on both positions 2 and 5.

Case 2 represents a scenario where the number of elements is less than the vacant
positions in the structure. We present the results in Table 2. Here, we purposefully
eliminated element 6 from the previous case to observe the changes in the structure
as element 6 was the optimal choice for position 1 in the previous case. We observe
that the revised optimal solution suggests that element 4 is most suitable for position
1 given the absence of element 6. A different perspective can be brought in with
regard to the elimination strategies of the elements. If we start decreasing the gap
between therapeutic and toxicity parameter bounds (α andβ), automatically desirable
elements will be removed from the model and revised optimal solutions will start
appearing.

Similar results are shown for Case 3 in Table 3 where an additional element has
been introduced from Case 1 with relatively higher ADME structure. We observe
that due to high ADME parameter values, the newly inserted element is the optimal
choice for positions 1, 2, 3, and 4, respectively, indicating the relevance of chemical
structure with high ADME quotient.

It takes a huge amount of financial resources and scientific efforts to come up
with a potential drug candidate. As an optimal therapeutic activity, the correct set
of physicochemical properties or ADME properties and low toxicity profile are the
characteristics of a drug molecule that cannot be compromised under any circum-
stances; a drug design study focused only on the QSAR, QSPR, or QSTR model, is
likely to generate huge amount of drug candidates that can turn out to be erroneous,
and is the synthesis and testing phase. Utilizing this mathematical model ensures
“best” choice drug candidate and most preferable element/functional group choice
for each position in the chemical structure. This reduces the chances of occurrences
of false positive drug candidates.

This study although explained each possible scenario or cases hypothetically is
consistent with the literature which suggests that we need to maintain one structure
for testing. As a proper validation of a known core chemical structure, studies on
QSAR, QSPR, and QSTR have to be completed under the same “testing” condition.
This is to test how this optimization model helps us to come up with a suitable new
chemical entity with a new incoming chemical group. We took simplistic aromatic
ring, i.e., benzene where entry of the new element is restricted for six positions of
the carbon and numerical analysis is done for cases where five, six, and seven new
elements entered into the structure. This shows that this model is capable to handle
number if new entrant groups are less, equal, and more than the available position.

For the readers of the chapter, we provide a separate tutorial section at the end of
the chapter as appendices so that one can cross-verify their own optimization model
with the current one in a step-by-step manner.
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Table 2 Excel solver optimal solutions for N = 6 and n = 5

Net U lity = (A-B)*M*X
0 0 0 7.67 0 

M11 M12 M13 M14 M15
0.4 0.45 0.39 0.59 0.55
A11 A12 A13 A14 A15
24 32 20 35 29

B11 B12 B13 B14 B15
31 21 12 22 20

X11 X12 X13 X14 X15
0 0 0 1 0 

POSITION 1

Net U lity = (A-B)*M*X
0 0 6.8 0 0 

M21 M22 M23 M24 M25
0.6 0.43 0.4 0.65 0.72
A21 A22 A23 A24 A25
35 26 35 27 29

B21 B22 B23 B24 B25
30 40 18 26 21

X21 X22 X23 X24 X25
0 0 1 0 0 

POSITION 2

Net U lity = (A-B)*M*X
6.75 0 0 0 0 
M31 M32 M33 M34 M35
0.75 0.56 0.52 0.68 0.32
A31 A32 A33 A34 A35
27 34 30 28 30

B31 B32 B33 B34 B35
18 31 19 25 20

X31 X32 X33 X34 X35
1 0 0 0 0

POSITION 3

(continued)
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Table 2 (continued)

Net U lity = (A-B)*M*X
0 8 0 0 0 

M41 M42 M43 M44 M45
0.52 0.5 0.47 0.65 0.34
A41 A42 A43 A44 A45
25 28 21 32 36

B41 B42 B43 B44 B45
14 12 19 26 21

X41 X42 X43 X44 X45
0 1 0 0 0 

POSITION 4

Net U lity = (A-B)*M*X
0 0 11.96 0 0 

M51 M52 M53 M54 M55
0.35 0.72 0.46 0.67 0.61
A51 A52 A53 A54 A55
38 34 39 21 19

B51 B52 B53 B54 B55
20 29 13 30 9 

X51 X52 X53 X54 X55
0 0 1 0 0 

POSITION 5

Net U lity = (A-B)*M*X
0 7.28 0 0 0 

M61 M62 M63 M64 M65
0.45 0.52 0.39 0.67 0.8
A61 A62 A63 A64 A65
35 30 26 21 38

B61 B62 B63 B64 B65
26 16 20 11 35

X61 X62 X63 X64 X65
0 1 0 0 0 

POSITION 6
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Table 3 Excel solver optimal solutions for N = 6 and n = 7

Net U lity = (A-B)*M*X
0 0 0 0 0 16.4 0 

M11 M12 M13 M14 M15 M1New M16
0.4 0.45 0.39 0.59 0.55 0.82 0.75
A11 A12 A13 A14 A15 A1New A16
24 32 20 35 29 52 42

B11 B12 B13 B14 B15 B1New B16
31 21 12 22 20 32 27

X11 X12 X13 X14 X15 X1New X16
0 0 0 0 0 1 0

POSITION 1
Net U lity = (A-B)*M*X

0 0 0 0 0 12.48 0
M21 M22 M23 M24 M25 M2New M26
0.6 0.43 0.4 0.65 0.72 0.78 0.49
A21 A22 A23 A24 A25 A2New A26
35 26 35 27 29 42 32

B21 B22 B23 B24 B25 B2New B26
30 40 18 26 21 26 24

X21 X22 X23 X24 X25 X2New X26
0 0 0 0 0 1 0 

POSITION 2

Net U lity = (A-B)*M*X
0 0 0 0 0 14.4 0 

M31 M32 M33 M34 M35 M3New M36
0.75 0.56 0.52 0.68 0.32 0.8 0.41
A31 A32 A33 A34 A35 A3New A36
27 34 30 28 30 39 21

B31 B32 B33 B34 B35 B3New B36
18 31 19 25 20 21 30

X31 X32 X33 X34 X35 X3New X36
0 0 0 0 0 1 0 

POSITION 3

(continued)
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Table 3 (continued)

Net U lity = (A-B)*M*X
0 0 0 0 0 12.07 0 

M41 M42 M43 M44 M45 M4New M46
0.52 0.5 0.47 0.65 0.34 0.71 0.7
A41 A42 A43 A44 A45 A4New A46
25 28 21 32 36 35 28

B41 B42 B43 B44 B45 B4New B46
14 12 19 26 21 18 20

X41 X42 X43 X44 X45 X4New X46
0 0 0 0 0 1 0 

POSITION 4

Net U lity = (A-B)*M*X
0 0 11.96 0 0 0 0

M51 M52 M53 M54 M55 M5New M56
0.35 0.72 0.46 0.67 0.61 0.84 0.57
A51 A52 A53 A54 A55 A5New A56
38 34 39 21 19 40 26

B51 B52 B53 B54 B55 B5New B56
20 29 13 30 9 27 13

X51 X52 X53 X54 X55 X5New X56
0 0 1 0 0 0 0 

POSITION 5

Net U lity = (A-B)*M*X
0 7.28 0 0 0 0 0 

M61 M62 M63 M64 M65 M6New M66
0.45 0.52 0.39 0.67 0.8 0.61 0.48
A61 A62 A63 A64 A65 A6New A66
35 30 26 21 38 38 28

B61 B62 B63 B64 B65 B6New B66
26 16 20 11 35 30 21

X61 X62 X63 X64 X65 X6New X66
0 1 0 0 0 0 0 

POSITION 6
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6 Discussion on the Scope of Optimization in Automatic
NCE Identification

The previous section of the chapter contributes to the application of the mathemat-
ical optimization technique in the domain of computational chemistry. Till now, the
computational design of drugs mainly utilizes statistical techniques like regression
to come up with a successful model. However, in this study, we demonstrate why
a regression model considering only QSAR or QSPR or QSTR parameters is not a
goodmodel to proceedwith chemical experimentation.Rather, using theoptimization
technique,we can comewith amore accurate and theoretically correctmodel.Numer-
ical analysis of a simple six-carbon core structure shows the utility of the model in
realistic scenarios with a different number of entrant groups in the core structure.
This study contributes to the novel application of optimization in a completely new
domain which has a lot of opportunities to explore further by future researchers.

Since validation with the real-life experimental data for computationally devel-
oped QSAR models is an integral part for scientific robustness [26, 27] which is
absent in this chapter, a practical example for the validation is the main limitation
and a potential future direction for this study. Future academicians may opt to “val-
idate” this model with different core chemical structures and can come up with the
findings that for what type of structure relationships this mathematical model holds
correct and illuminate on the limitation of the model with the experimental data.

Scope of optimization in automated NCE identification is immense as it can aid to
reduced human effort, effective discovery process handling, and the reduced timeline
for the development of the new drug molecule.

7 IoT: The Road Ahead for Healthcare Producers

It is clear that standing in the era of Industry 4.0, the utility of IoT technologies
will increase exponentially over the coming decade as IoT can both contribute to
cost-cutting and increased productivity in the context of healthcare producers [5].

The following are the avenues of implementation of IoT-based technologies for a
healthcare producer firm:

• Application of radio-frequency identification (RFID) technologies may aid us to
real-time monitoring of the medicines that drastically reduce drug counterfeiting,
managing quality inventory, and improving production planning and distribution
mechanism by using itemized data obtained from the sensor.

• Item-wise automatic traceability will be the advantage for the pharmaceutical
supply chain managers while making any decision. IoT helps us to develop this
context-aware RFID-based drug-tracing mechanism [28, 29].

• IoT-based technologies can help us to identify if any combination of medicines has
any interactions or if the patient condition (e.g., pregnancy, liver, or renal disease)
is not suitable for any medicines to be prescribed and delivered accordingly. Item-
wise medicine data aid the prescription for any patients [30, 31].
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• Identification of medicine interaction reduces malaise in patients due to the avoid-
ance of all medicine combination that has an interaction. This improves patient
compliance withmedicine [31]. Also, IoT technologies are implemented to deliver
medicines in an intelligent box (iMedBox), which, like a personal pharmacist, aid
a patient for the dose and medicines [32]. IoT-based wearables have immense
potential for delivering patient-centric care as well [33].

• Real-time diagnostics with the help of IoT technologies have been explored by the
Sysmex, a global leader in the diagnostics services [4].

Where it is clear that IoT technologies have immense prospect to emerge as a domi-
nant adoption concept in the upcoming years, it also has limitations. First, the security
of itemized data for the pharmaceutical supply chain must be protected data security
practices; otherwise, it can be traced by the illegal people/organization who might
be interested in some specific chemical item to produce illegal substances such as
narcotic substances. Second, the advent of IoT-based manufacturing may further
automate the pharmaceutical manufacturing process which might lead to unemploy-
ment of semiskilled or skilled workers. Social impact of the same must be kept in
mind before implementing the IoT-based automation practices.

Despite the limitation, it is evident that IoT-based technologies will reduce cost,
improve productivity, and generate new avenues of employment in the future.

8 Conclusion

This chapter is intended to emphasize the application of IoT in the healthcare pro-
ducer side. First, it introduces the IoT applications in pharmaceutical manufacturing
and supply chain management with real-life contexts. Next, it describes how the
introduction of IoT-based technologies has the promise to revolutionize the phar-
maceutical drug development procedure and reduce the involvement human efforts,
and thus significantly bolster efficient discovery of designed drug candidate within
a lesser time span. However, in order to achieve profuse usage of IoT, we must be
able to conceptualize the aspects of the drug discovery where IoT can be utilized.
Computational drug design seemed to be a relevant context where automatic identi-
fication and data capturing principles can be helpful. We deduce a simplistic linear
mathematical optimization model that will integrate the principles of current compu-
tational drug design concepts such as QSAR and QSPR and can be tested through a
simplistic chemical structure to verify the prowess of suggestedmathematical model.
Finally, the chapter discussed the utility of such models to build a cost-effective and
the potential IoT for the healthcare producers. The chapter concludes with the cur-
rent state of developments with relevant references and challenges such as security
of data generated by RFID-based itemization in a pharmaceutical firm.

In a nutshell, the chapter elaborates the impact that IoT can bring to the producer
side of the healthcare industry, point out the present state of developments, and
provide a mathematical model with numerical validation to bolster the argument
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that use of IoT in the pharmaceutical drug discovery process is beneficial. Then, it
explains the current challenges and future avenues of IoT on the producer side.

Appendix: Tutorial for Building Optimization Model
in Excel Solver

We have provided a step-by-step procedure to prepare the excel solver input–output
analysis for solving the linear optimizationmodel.After each step, readers are advised
to check their formulated model in the excel file with the figures provided for the
proper reproducibility. However, it is a better approach to build own model first and
then cross-verify with the tutorial figures for a complete understanding.

STEP 1: Writing the decision variable and parameters row-wise so as to ensure that
multiplication and addition between variables and parameters turn out to be easy
when we formulate the objective function. For all the six positions in the structure,
we prepare the excel for ADME property, therapeutic value, toxicity value, and the
decision variable line, i.e., choice of ith element in the Nth position. We then provide
the value for the parameters and set the value of the cells under decision variables to
zero. Figure 1 is the screenshot for further understanding.
STEP2: Next, we prepare and formulate the objective functionwith the help of STEP
1 where we prepared the entire input matrix of decision variables and parameters.
Therefore, we first prepare the multiplicative operations, i.e., ADME Property *
(Therapeutic Value – Toxicity Value) * Decision Variable. We then add all such cells
for each of the cells prepared from the input matrix. Please refer Fig. 2a, b for further
clarity in this regard.
STEP 3: Now we prepare the constraints in the excel sheet. The first constraint is
to ensure that all the values as entered in STEP 2 are greater than or equal to zero.
In the absence of this constraint, the excel solver may assume negative values for
a particular cell. The next set of constraints (one constraint for each position) is to
ensure that only one element is fixed to a position. We show the formula for each
constraint in separate screenshots as shown in Fig. 3a–g for the purpose of clarity to
the students.
STEP 4: Next we prepare the optimization algorithm by initiating the solver function
in excel. Students should first go to the “Data” tab and at the right-handmost corners,
EXCEL SOLVER will be present. Students are advised to first click the button. A
pop-up screenwill appear. Students will just need to select the (A) objective function,
(B) maximization or minimization option, (C) select the decision variables, and (D)
select the constraints. Please note that in addition to the constraints explained in STEP
3, we have also incorporated the binary constraint for the decision variable. Then, we
have to click the options button and then click “AssumeNon-Negative” and “Assume
LinearModel” to ensure that the optimizationmodel is a linear programmingproblem
and all the decision variables are non-negative. Then,we click solve to get our answer.
Refer Fig. 4a, b for further understanding.
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Cybersecurity Vulnerabilities
in Biomedical Devices: A Hierarchical
Layered Framework

F. Badrouchi, A. Aymond, M. Haerinia, S. Badrouchi, D. F. Selvaraj,
K. Tavakolian, P. Ranganathan and Sumathy Eswaran

Abstract Any biomedical device requiring power from a source other than the
human body or gravity is considered an active device. Currently available active
biomedical devices encompass an enormous variety of technologies, ranging from
large imaging machines to miniature implantable stimulators. These devices are
vulnerable to cybersecurity threats, especially for devices capable of communication
with an internet network.An attack exploiting these vulnerabilities can cause a variety
of consequences, including data theft, denial-of-service, and serious patient harm.
The chapter provides a comprehensive review of cyberattacks on biomedical devices
in a hierarchical layered framework (e.g., sensing, communication, and control)
with three specific attacks as case studies: (1) MRI unit-based attack, (2) infusion
pump-based attack, and (3) implantable medical device attack.

Keywords Cybersecurity · Biomedical devices · Hierarchical layers

1 Introduction

In fall 2013, a team of elite security researchers known as “white hat hackers” was
invited to the Mayo Clinic in Minnesota. They were given 40 different medical
devices and told to break into them any way they could in an effort to expose vul-
nerabilities. The team spent one week analyzing the devices and found that every
device had backdoor access points making them vulnerable to unauthorized users.
The hackers were able to access the devices’ control systems via generic default
passwords and unsecured operating systems. After gaining access to the system, the
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hacker can launch a potentially lethal attack, such as causing a medication infusion
pump to over administer medication without alerting staff [1].

Any medical device relying on an external power source is known as an active
device [2]. Most modern active medical devices utilize some type of processor or
computer to execute preprogrammed commands and to communicate with the hos-
pital’s network. These computers, particularly their communication channels, pose
a security risk due to insufficient communication restriction, encryption, and mon-
itoring. Once a hacker has accessed the device’s processor through these insecure
channels, he is able to spread the attack throughout the device’s control system,
actuators, and potentially out through the communication channels to the rest of the
hospital network. The insufficient security protocols for these devices, and for the
hospital network in general, are due to many factors, including lack of funding for IT
specialists in health care, rapid growth of the variety and number of devices sharing a
hospital network, and lack of cybersecurity training for the designers of the medical
devices [3].

Themain focus of this chapter is the cybersecurity threats on active and connected
biomedical devices. As cyberphysical systems, biomedical devices are vulnerable to
attack vectors such as eavesdropping, spoofing, and jamming. It is important to under-
stand the interaction between sensors, communication, and computing platform of
various medical devices in order to gain insights on how these devices are susceptible
to cyberthreats.

A hospital network connects various medical technologies used to provide care to
patients, including diagnostic, medication delivery, surgical, and life support equip-
ment. Proper cybersecurity must be maintained to protect patient information and
insure its confidentiality from unauthorized access and use. A closer partnership
and collaboration is required between multiple entities such as hospitals, vendors of
medical devices/equipment, and government agencies to mitigate cyberthreats. The
United States Food and Drug Administration (FDA) recently started paying more
attention to cybersecurity threats. In 2018, the FDA updated the guidance document
entitled “Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices” which was originally issued in 2014. This document outlines the
expectations of newbiomedical devices seekingFDAclearance.When comparing the
modern cybersecurity demands for insurance companies and financial institutions,
the FDA is still behind in making strict regulations controlling connected hospitals
and devices [4, 5].

2 Overview of Existing Technologies

Medical devices havemany forms and functions inmodern health care. Somemedical
device such as pacemaker is used by an individual, whereas sphygmomanometer or
infusion pump is used clinically to assess and treat many people daily. Key security-
relevant differences for these device usage scenarios are the amount of personal
data stored in the device, sensitivity and quantity of data collected, and type or
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specificity of therapy delivered. Large clinical facilities have a much greater risk of
information theft-type attack for their electronic medical records and billing info
but may have fewer security concerns at the device level than do personal users.
Hospital medical devices are de-identified, which lessens the risk of a personally
targeted attack. However, personal devices and hospital devices are both susceptible
to denial-of-service and improper functioning attacks, which will be elaborated upon
later in this chapter. The rest of this chapter will primarily focus on personal medical
devices; however, the security topics discussed are also relevant to devices used in a
commercial setting.

– Connectivity

Connected medical devices optimize the continuous exchange of information
between healthcare providers and the devices in contact with the patient [6]. This
communication may occur on wired or wireless networks, or using Near-Field Com-
munication (NFC). Wired networks offer benefits of increased speed and reliability
compared to wireless networks; however, the wired networks require that equip-
ment be physically connected and thus cannot be transported freely with the patient
throughout the hospital. Wired networks may also be more costly due to the custom
designing required to fit the systemwith the existing hospital infrastructure [7]. Some
benefits and architectures of medical device connectivity are presented below.

• Reasons for connectivity

– Connection of multiple sensors and actuators in body.
– Record data and transmit to practitioner (e.g., Holter monitor, EEG, EKG).
– Monitor health status and treat (e.g., artificial pancreas, pacemaker).
– Storage of personal data for device operation (e.g., patient’s goal blood sugar
level).

• Various connection capabilities of existing devices are ranked by increasing
security concerns:

– Isolated (no external communication from device),
– Programmable with wand or physical contact by practitioner,
– Isolated with sensor,
– Wirelessly connected,
– In-home data connection (e.g., nightstand data transfer system),
– Interoperable network (connection of multiple devices),
– Interoperable network with sensors, and
– Smartphone-connected devices.

Some examples of connectivity type based on the class of medical devices
are presented in Table 1. In addition, the information on some of the work-
ing groups/organizations involved in medical device connectivity and the relevant
standards are furnished in Tables 2 and 3, respectively.
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Table 1 Examples of connectivity type depending on device class

Class of medical device Examples Wiring Connectivity

Implantable devices Cardiac
defibrillator/Pacemaker

Not wired Wireless body area
network (WBAN)

Cochlear implant Not wired Wireless body area
network (WBAN)

Neurostimulator Not wired Wireless body area
network (WBAN)

Imaging devices X-ray scan Not wired WLAN-based DDR
portable radiography

CT scan Not wired WLAN-based DDR
portable radiography

MRI Wired Local area network
(LAN)

Medication delivery Infusion pumps Not wired WLAN

Insulin pumps Not wired WLAN

MEMS piezoelectric
micropump

Not wired PAN–WLAN–WPAN

Table 2 Organizations/working groups involved in medical device connectivity

Organization/Working group Areas of focus

Association for the Advancement of Medical
Instrumentation (AAMI)

Initiatives toward decreasing preventable
damage to patients and enhance results when
the use of complicated health technology is
involved in health care [8]

Health Level 7 (HL7) Standards and framework for exchanging the
electronic health records that supports better
clinical practice and health service
management [9]

CEN/TC 251 Standards for health information and
communication technology (ICT) in the
European Union [10]

Personal connected health alliance Supports a patient-centric strategy to health
and wellness improvement through private
technology and promotes safe clinical-grade
data that changes health behaviors [11]

National Institute of Standards and
Technology (US)—Health Information
Technology

Promotes point-of-care and personal health
environments’ device communication by
developing and advancing software test tools
[12]
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Table 3 Standards related to medical device connectivity

Standard Description

Digital imaging and communications in
medicine (DICOM)

It describes medical image formats to
guarantee that documents are exchanged for
clinical use with the required data quality [13]

ISO/IEEE 11073 Standards addressing communication between
external computer systems and medical
devices and provide comprehensive electronic
data capture of information [14]

ISO/TC 215 Enables compatibility and interoperability
between autonomous devices, standardization
of information and communication
technology (ICT) for health sector [15]

3 Active Medical Devices Cyberattacks

Active medical devices rely on alternative source of power, and some examples
include Magnetic Resonance Imaging (MRI) scanners, defibrillators, and infusion
pumps. These active devices are often connected to a hospital network which allows
communication between the diverse devices on the network, including computers,
mobile devices, imaging systems, and medication delivery systems. While this net-
work improves the efficiency and continuity of health care, it also creates significant
risks due to insufficient monitoring of the network security. Healthcare IT networks
are much more vulnerable than other sectors, such as financial services or insurance
companies [3]. One reason for the increased cybersecurity risks of hospital networks
is the lack of experienced IT professionals employed in the healthcare sector [16].

The motivation behind attacks could be stealing data, causing bodily harm, extor-
tion or threat (e.g., cause diabetic coma by hacking insulin pump), and non-malicious
(e.g., caused by unintended commands or interference). The attacks have different
types including eavesdropping, denial-of-service, power system disruption, physical
damage, artificial sensor readings (to cause incorrect therapeutic output), artificial or
unauthorized command, and misuse by authorized programmers. To analyze com-
mon active medical devices’ cyberattacks, the attack points are identified, a review of
biomedical cyberattacks is presented inTable 4, and examples of commonbiomedical
devices and related attacks are studied.

The examples of common biomedical devices and related attacks are presented
as follows:

(A) Magnetic Resonance Imaging (MRI)

During the use of an MRI, a patient’s physical safety is breached if a metal object in
the treatment room is forcefully pulled toward the MRI’s very strong magnetic field.
Metal objects can be pulled into the MRI with considerable force, thus breaking the
MRI and causing a user to be struck, trapped, or otherwise injured by themetal acting
as a projectile. This risk is mitigated by placing metal detectors at the entrance to the
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Table 4 A review of biomedical cyberattacks

Security
property/attack
type

Attack examples References

Authentication
(Spoofing)

Impersonate
programmer (in order
to alter system
programming or
internal controls only
available to device
designer/programmers)

[18–28]

Impersonate
controller/user (in order
to spoof system
controls normally
available to a patient,
physician, or
technician)

[19–25, 29–36]

Impersonate the
medical device

[24, 31–37]

Impersonate the
external device/receiver

[19, 20, 22, 26, 31, 33–39]

Other attacks not listed
above

[40–42]

Countermeasures to
above attacks

[18, 20, 22–24, 30–34, 39, 41–51]

Integrity
(Tampering)

Patient data tampering [19–21, 25, 33–35, 39, 46, 52, 53]

Malicious inputs:
incorrect sensor data

[18, 20–22, 29, 31, 33–35, 37, 49, 52–55]

Malicious inputs:
jamming

[18, 20, 24, 49]

Malicious inputs:
incorrect control
commands

[19, 21, 23–25, 34, 38, 44, 49, 55]

Modify
communications: alter
output signal

[20, 22, 33, 46, 48, 49, 56]

Countermeasures [20, 23, 24, 31, 33, 43–46, 48, 51, 52, 56]

Non-repudiation
(Repudiation)

Delete access logs
(hide attack history)

[20, 24, 46, 48]

Repeated access
attempts

[20, 24, 33]

Devices lacking access
logs

[20, 24]

Countermeasures [19, 20, 23, 24, 33, 44, 48]

(continued)
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Table 4 (continued)

Security
property/attack
type

Attack examples References

Confidentiality
(Information
Disclosure)

Disclose medical
information (Data theft)

[19–26, 29–33, 37–39, 46, 52, 54]

Determine type of
device or disclose
existence of device (for
implanted or
non-visible devices)

[20, 23, 31, 34, 52, 54]

Track the device (for
implantable or mobile
devices)

[20, 30, 31, 34]

Eavesdropping [18, 20, 22–26, 30, 31, 33, 34, 38, 39, 44, 46, 48, 55]

Countermeasures [18, 20, 24, 26, 31, 33, 45, 46, 48, 52, 54, 57]

Availability
(Denial-of-service)

Drain battery (for
mobile or implanted
devices)

[20, 23, 24, 26, 29–31, 34, 38, 44, 49, 55]

Interfere with
communication
capabilities: electronic
attack

[18–20, 24, 26, 29–31, 34, 37, 38, 46]

Interfere with
communication
capabilities: physical
attack (e.g., Physical
destruction of antenna
or disconnection from
wired network)

[18, 24, 30, 37, 54]

Flood device with data
(jamming)

[18, 20, 30, 33, 44]

Prevent access by
authorized personnel
(e.g., Prevent access by
physician)

[18, 22, 23, 29, 30, 37, 52]

Countermeasures [20, 24, 26, 30–32, 43–45, 49, 55, 58]

Authorization
(elevation of
privileges)

Reprogram the device [19–21, 23, 24, 29, 34, 37, 38, 46, 54, 55, 59, 60]

Update/alter therapy of
patient

[18–24, 26, 29–31, 33, 34, 44, 54, 61, 62]

Maliciously change
device functioning
(e.g., Too much
radiation delivery in
imaging device or
cause device to shock
patient)

[18, 19, 21, 22, 24, 26, 29, 31, 34, 44, 46, 54]

Turn-off device [20, 29, 44]

Countermeasures [20, 23, 24, 26, 45–47, 49, 50]
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MRI room towarn staff ofmetal objects thatmust be removed before approaching the
MRI machine. A physical safety breach could be enhanced by a hacker if he disables
the metal detectors at the entrance to the MRI room [16, 17]. Table 5 represents
potential MRI cyberattacks.

(B) Infusion Pump

An infusion pump delivers liquid medications to the patient’s circulation via an
intravenous tube. The pump uses an internal motor to deliver the medications at
a controlled rate and pressure as set by the pump control system. These systems
include alarms to warn staff of potential physical tampering or complications with
the medication delivery. The pumps are often wirelessly connected to the hospital
network, thus making them vulnerable to a cyberattack via the infusion pump’s com-
munication channels. In the event of an attack, the hacker could cause serious harm
to patient or even death by altering the medication delivery schedule and pressure
or by halting the medication delivery completely. The hacker could also deactivate
the system alarms to prevent intervention by care staff [17]. Following the discov-
ery and publication of several infusion pump vulnerabilities, the FDA has launched
an infusion pump improvement initiative which aims to reduce the current security
risks present in infusion pumps from many manufacturers by implementing stricter
regulations which much be satisfied before new pumps may be sold for use in US
healthcare systems [63]. Somemanufacturers have begun to implement new technol-
ogy and control architectures into “smart pumps” which satisfy the new FDA criteria
[16]. Table 6 shows potential infusion pump cyberattacks.

(C) Medical Laboratory

A crucial component of the modern hospital system is a medical laboratory, which
processes biological specimens from patients to provide diagnostic data to medical
practitioners. The lab’s infrastructure is maintained by the Laboratory Automation
System (LAS), which regulates equipment such as refrigerators, fume hoods, bio-
logical hazard containment systems, ventilation, and other critical safety equipment.
Interruptions to this system, as in the event of a hacker attack, could lead to injury of

Table 5 Potential
cyberattacks on MRI [17]

Attacker malicious activity Consequences

Override magnetic field
strength limit

Possible patient tissue burns
Possibility of damaging the
machine

Disable alarms Unawareness of dangerous
conditions by technician

Reboot the machine Delete configuration settings

Change information of
display

Leads to a technician
confusion to follow the
protocol

Replace patient’s files Wrongly sent diagnosis to a
patient
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Table 6 Potential cyberattacks on infusion pump [17]

Attacker malicious activity Consequences

Alter air purge rate or purge process Syringe line may contain air during therapy

Disable alarms Unawareness of dangerous conditions by
nurse

Reboot the pump Delete configuration settings

Change information of display Leads to a nurse confusion to follow the
treatment process

Replace patient’s files Wrongly delivered medication to a patient

Falsifying information on the dosage delivered The equipment shows that the patient received
the required dose, however, he did not

the lab employees, loss of patient’s specimens, and delivery of incorrect test results
to the practitioners [17]. Table 7 depicts potential medical laboratory cyberattacks.

(D) Heart–Lung Machine

A heart–lung machine is a device used to maintain an extracorporeal circuit of the
patient’s blood, called cardiopulmonary bypass. This is necessary during an opera-
tion which requires the patient’s lungs and heart to be temporarily arrested, such as
during a cardiac artery bypass or a lung transplant.While the patient’s heart and lungs
are nonfunctional, the heart–lung machine draws blood from the body, oxygenates
it, and then pumps it back through the patient’s circulation. The drug heparin is used
to prevent coagulation of the blood as it passes through the machine. Heart–lung
machines are critical life support technologies designed for use during difficult and
challenging operations. Any alteration to the functioning of the machine poses a
significant risk for patient harm or death. If an attacker gains access to the machine
through the hospital network, hemay cause damage throughmany different methods.
Table 8 explores some possible cyberattacks of the heart–lung machine [17]. Other
than studied cases, there are other biomedical devices and systems susceptible to
cyberphysical attacks including dialysis machine, medical ventilator, robotic surgi-
cal machine, anesthetic machine, active patient monitoring devices, Extracorporeal
Membrane Oxygenation (ECMO), medical lasers, Medical Device Data Systems

Table 7 Potential medical laboratory cyberattacks [17]

Attacker malicious activity Consequences

Block the transfer of information Critical information are not communicated

Modify test procedures or lab equipment
settings

Wrong test results

Corrupt laboratory test results Makes specialist misdiagnose patient
condition and settle on inaccurate treatment
choices, recommend an inappropriate
medications or direct wrong consideration

Change work orders Affects patient’s treatment
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Table 8 Potential heart–lung machine cyberattacks [17]

Attacker malicious activity Consequences

Alter pump’s heparin dosage (excess) A potential internal bleeding can result from a
non-appropriate clot of the blood

Heparin pump shut down Patient blood clotting possible

Disable alarms Unawareness of dangerous conditions by technician

Change information of display Leads to a technician confusion to follow the protocol

Cause random alarms Leads to a technician confusion to follow the protocol

Reboot the machine Delete configuration settings

(MDDSs), storage devices for medical images, communications devices for medical
images, and Health Electronic Records (HERs).

4 Cyberattack Detection and Prevention

4.1 Medical Device and Hospital Network Cyberattack
Anatomy

In order to attack or control a hospital network or medical device, attackers follow
an attack procedure composed of five stages [64]:

– Stage 1: Find a target, choose one or more approaches, and then execute attacks,
penetrating at least once.

– Stage 2: Gain foothold in amedical device and cautiously seek general information
and escalation of privileges. Then begin a lateral movement.

– Stage 3: Continue reconnaissance and identify targets, and move laterally within
networks.

– Stage 4: Engage with chosen targets, exfiltrate confidential patient healthcare data
and financial records, clean up the artifacts of attack as best as possible, and leave.

– Stage 5: Leave a ransomware tool to run in the network to extort funds directly
from the healthcare institution.

Anatomy of medical device and hospital network cyberattack is shown in Fig. 1.

4.2 Tools and Procedures for Detection and Prevention

Aneffective and efficient cybersecurity plan is necessary for healthcare organizations.
According to the CiscoMidyear Cybersecurity Report released in 2016, it takes 100–
200 days for an organization to detect possible threats. An effective plan possesses
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Fig. 1 Medical device and hospital network cyberattack anatomy

strong IT security tools, a strategy to stop emerging threats, and education programs
for staff [65]. The robust plan has to secure sensing, control, and communication
layers.

The sensing layer of amedical device is responsible for identifying anyphenomena
in the devices’ peripheral and collecting data from the real world. This layer consists
of a sensor hub using several transport mechanisms for data flow between sensors
and applications [66]. The main attack points for the sensing layer are the sensor’s
communicationwith the device and spoofing of the sensor itself to transmit inaccurate
sensor information [35, 36, 40, 42, 41, 51]. The sensor link or communicationwith the
device can be secured by encrypting the channel and bymaintaining a secure hospital
network. Spoofing can be avoided by ensuring proper authentication of the sensor
before accepting the data. Many of the novel security approaches for biomedical
devices concern body area sensor networks, similar to a local Internet of Things.
The main control device on or in the body communicates with several other sensors
on the person to establish the network. One current experimental approach to body
area network security is to only authenticate sensor nodes within a physical distance
from the device to prevent remote attacks. Another method is to use the body’s own
physiological signals, mainly electrocardiogram (ECG), to generate secure keys.

Wireless connection is the major security concern of the communication layer.
Wi-Fi, Bluetooth, and cellular communications may all be victim to eavesdropping,
jamming, spoofing, and other remote attacks [38, 20, 33, 18, 24]. Devices should
have all unused channels and ports secured to prevent unauthorized access. The
network should utilize encryption and firewalls help to secure transmitted data, but
these techniques rely on proper maintenance, such as regular password changes
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and encryption algorithm updates. Many healthcare facilities lack the financial and
technical resources to properly maintain such systems, leaving the hospital network
and connected devices vulnerable to attack.

Typically, the control layer falls into four categories [23]:

– Access control based on user’s identity to get access.
– Access control based on user’s role to decide if he is allowed to access or not.
– Access control based on requesting user’s set of attributes to decide if he is allowed
to access or not.

– Access control based on a risk adaptive model intended to adapt risk-awareness
for making decision.

Risks to the control layer involve denial-of-service and reprogramming, which cause
the device to stop functioning or to deliver inappropriate therapy. These attacks can
be initiated by spoofing, password tracking, or attacks throughout the healthcare
network, and result in unauthorized access to the device controls. A large healthcare
team can further complicate security issues, as there aremany authorized users which
may compromise passwords or the network [29, 22–24, 54].

Prevention of control layer attacks can involvemore robust encryption and authen-
tication schemes, as well as practice of proper cybersecurity hygiene, such as updat-
ing and securing passwords and maintaining an uncompromised hospital network.
Maintaining good cybersecurity practices throughout the network prevents attacker
access to the device to prevent the opportunity for a control layer attack.

The cyberattack detection tools can be used to identify rogue access points, hid-
den networks, and stealth port scans. The common cyberattack detection tools for
hospitals and healthcare facilities are given in Table 9. To protect against possible
security breaches from inside or outside an organization, suspicious activities should
be monitored. Table 10 presents the cyberattack indicators and suspicious behaviors
[16].

To effectively detect and prevent the cyberattacks in healthcare organizations,
some solutions are provided as follows [65, 67, 16]:

• It is important to discover where sensitive data exists, so it can be protected. A
reliable way to protect sensitive data is to classify and modify medical database
constantly. The sensitive data is usually in the cloud and on-premises. To reduce

Table 9 Cyberattack detection tools

Cyberattack detection tool Description and function

Wireshark A network protocol analyzer provides detailed information about
the network

Kismet A wireless network detector

Net Stumbler A wireless network detector

Snort A network intrusion detection system for finding attacks and
stealth port scans
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Table 10 Cyberattack indicators and suspicious behaviors

Suspicious system behaviors Suspicious user behaviors

• Unplanned reboots
• Very slow performance of CPU
• Unusual cycles of CPU
• Doubtful configurations/software on a
server

• Connecting information assurance and
cybersecurity (BCS) to an unknown IP

• Heavy network traffic
• Clearing log files
• Unwanted patch modifications

• Continuous logins and logouts
• Change of software configuration
• Increasing account access rights and
privileges

• Failed login attempts
• Account’s connection at non-expected time
periods

• Creating new user accounts
• Asking for information regarding the
function of the system

the attack surface, sensitive data in non-production environments should be elim-
inated. Instead, sensitive data can be replaced with realistic, fictional data for test,
development, and market research purposes. Data usage activity across a broad
range of data stores should be monitored in the cloud and on-premises including
databases, big data platforms, SharePoint portals, and file stores.

• Targeting users with excessive access rights and dormant user accounts is an easy
way for attackers to access sensitive data. To reduce the risk of data breach, health-
care organizationuserswhohave excessive privileges anddeactivateddormant user
accounts must be identified and monitored. The unusual password activities must
be investigated. The password change of communication network or email can be
notified by an email. To avoid these types of attacks, a strong password for email
and the communication network must be updated at least every 6 months. The
unknown emails should be identified. Phishing emails are growing enormously;
therefore, the medical and technical staff need to practice safe email protocol and
have to be cautious when clicking on online links from unknown sources and
opening email attachments.

• Establishment of an intrusion prevention system to detect potential breaches and
halt the attack before the target is reached. Installation of a firewall would aid in
isolating threats and preventing the spread of attacks between components of a
network. Installation of an appropriate antivirus software is required to prevent
network users from accidentally downloading malicious software from websites
and to filter phishing emails. The cyberattack detection and prevention tools are
shown in Fig. 2.

5 A Hierarchical Layered Framework for Biomedical
Devices

Biomedical devices are extremely diverse in complexity, connectivity, and implemen-
tation environment. Devices vary from an extremely large, stationary MRI machine
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Fig. 2 Cyberattack detection and prevention tools [67]

to a small, implantable stimulator. Previously, in this chapter, cybersecurity topics for
biomedical devices have been discussed in general situations to allow the concepts
to be applied to as many distinct devices as possible. Three specific examples of
biomedical devices are now explored as case studies to further illustrate the cyber-
security concerns of real applications. Three devices considered further are (i) MRI
machine, (ii) infusion pump, and (iii) implanted pacemaker. Each of these devices
will be examined using a three-layer architecture consisting of sensing, communica-
tion, and control layers. The sensing layer includes sensors in communication with
the device, which may be internal or external to the device. The communication layer
includes the device’s communication hardware and software, as well as the networks
to which the device is connected. The control layer includes the device hardware
and software that handles processing, programming, and device access. The control
layer may include cloud processing or other external components.

5.1 Case Study: MRI Unit Cyberattack

MRI units are one of several connected devices that can be attacked by hackers.
By gaining access to the MRI unit, hackers can access patient’s files and protected
information and even change the test procedure and parameters. The attack starts
through the communication layer, which is generally the Internet network, and then
the hacker can go laterally to gain access to the device’s different control layers.

• Sensing layer attack:

A hacker can exploit the sensing layer of an MRI unit, for instance, by using metal
detectors in the MRI room, a serious physical threat can be created by deactivating
these important safety sensors.

• Communication layer attack:

The communication is the start point of many attacks on medical devices. The com-
munication layer provides the hacker with access to the system, and from there he
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Fig. 3 Three layers in MRI unit

can gain full control of the device. In MRI, one of the communication layer potential
attack points is the communication control module. It helps to translate messages
between varying wireless communication standards and protocols for retransmission
to other devices. The communication system is meant to transmit and/or receive data
between physiological sensors, MRI controller, patient monitoring devices, patient
entertainment devices, and other computers [68].

• Control layer:

The hacker can exploit the computers associated with MRI to change and monitor
the operation procedures and parameters as well asMRI system components to cause
damage to the equipment. In addition, the attack can reach the Picture Archiving and
Communication System (PACS) and gain access to many patients’ data.

• PACS attack:

The PACS serves to store medical images files such as X-ray, MRI, and CT scan
images in Digital Imaging and Communications in Medicine (DICOM) format. It
also includes a different type of data, like PDF files, that may be compressed within
DICOM files. Hospitals have at least one centralized PACS system connected to all
workstations and to the server. If an attacker succeeds to obtain access to the PACS,
he can easily spread the malware or gain control to every internal and/or external
connected device in the hospital. Figure 3 shows a three-layered framework for an
MRI unit.

5.1.1 Attack Overview

In 2015, TRAPX security developed a cybersecurity product and tested it in four US
hospitals. The product deploys a shifting minefield of Traps (decoys) and Deception
Tokens (lures) that appear identical to the hospital’s real IT and IoT assets that no
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attacker can avoid [69, 70]. The product decoys were deployed inside the VLANs of
the medical device networks and the IT corporate network. After several hours, the
decoys were an integrated part of the network and acted as medical devices (from
a network perspective). Shortly after, malware touched a medical device decoy and
tried injecting malicious files into it. The moment the decoy was touched by the
attacker, the platform automatically generated the first high-confidence alert. The
alert showed that an MRI device was compromised through an internal IT desktop
and then began acting as a staging point that allowed the attacker to execute multiple
attacks against the hospital’s internal network. The attacker gained medical device’s
administrator access using a well-known exploit of Windows XP. The attacker used
this staging point to run more attacks against the network using the “pass the hash”
attack, which leverages the PsExec tool and other malicious payloads [64, 71, 72].

A hacker can gain access to a remote server without requiring, usually manda-
tory, plaintext passwords. This is possible if the attacker uses the underlying NTLM
(Microsoft NT Lan Manager) hash of user’s password, and this type of attack is
commonly called a pass the hash hacking technique. For systems requiring true
authentication, this hacking technique is usually unsuccessful; however, the decoy
PACS system used as a trap captured the malicious load to allow the success of the
attack. By the second day, a malware was discovered in the PACS trap allowed the
company to follow the traces of the attack, detect the origin, and collect its details.
The origin of the attack was from a device from a totally different segment of the
hospital network. The malware learned the PACS location within the network and
attempted to access to the PACS trap by performing pass the hash hacking technique.
The trap allowed to detect a hidden malware in the hospital network; however, the
attack was unsuccessful on the real PACS but the attacker had the impression that
the attack was successful [1, 3, 73]. Table 11 presents the threat behaviors in PACS.

Table 11 Threat behaviors in PACS

Type of file 32-bit portable executable application identified as UPX 0.60-3.x

Application used The application used the Windows graphical user interface (GUI)
subsystem

Attack initiation The malware virus dropped and executed an UPX packed executable
in the user temporary directory

Structure of the attack The malware virus spread via infected local drives, removable drives,
emails, and network shares

Attack execution The file was a DLL. The DLL was injected into the EXPLORER.EXE
process, thereby keeping the malware resident in memory. Part of the
medical devices had a mapped network share to a central server where
medical files were saved (for instance, medical images). The malware
attempted to take advantage of this network share and compromised
these servers as well, using the same spreading method. In this case,
the malware virus used an administrator account that allowed the
attacker to access more medical devices from the same vendor.
However, the security program alert allowed the security team to
mitigate the attack quickly and avoid any further damage
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5.2 Case Study: Infusion Pump Cyberattack

The components of an infusion pump that are relevant to cybersecurity can be clas-
sified into three layers: sensing, communication, and control. If an attacker is able
to access one of these layers, he may then be able to spread the attack to the other
layers. The components of each layer and some possible attack scenarios are given
below.

• Sensing Layer

The sensing layer of an infusion pump is primarily composed of internal device sen-
sors whichmonitor pump function and body-worn sensors to detect the patient’s vital
signs. To ensure accurate delivery of medication, the pump’s flow rate and pressure
should be monitored by the internal sensors. The patient vital status is monitored
by the body sensors to detect any adverse reactions to the delivered medication.
The body-worn sensors may communicate with the device controller via wireless or
wired link.

Threats to the sensing layer are loss of sensor function and delivery of incorrect
sensor data to the control layer. These attacks may cause the device to deliver inap-
propriate treatment or to cease treatment altogether. The sensors may be vulnerable
to physical or electronic attacks, either of which can modify the sensor data before
it is sent to the control layer.

• Communication Layer

The communication layer of the infusion pump includes wireless communication
with the hospital network and possiblywith body-worn sensors. Thewireless hospital
network allows healthcare providers to communicate with the device to schedule
and monitor patient treatment. The hospital network also includes many connected
computers, mobile devices, and biomedical devices, forming an Internet of things
[74].

The most common attack point for an infusion pump is through the communi-
cation layer. The wireless connection is often weakly secured, and the passwords
and security that are used may not be adequately updated [74]. Threats to the com-
munication layer include eavesdropping, theft of protected health information, and
execution of unauthorized commands.

• Control Layer

The device control layer for the infusion pump is an embedded system, onboard
firmware and software, and online programming and updates. Loss of function of
the infusion pump may occur in a non-attack scenario if a software or firmware
update is interrupted or if exposure to harmful conditions (such as a strong MRI
magnetic field) causes loss of data on the embedded system.

A common attack point for the control layer is through downloaded updates. If
the updates are modified by an attacker, the pump’s functioning may be maliciously
altered. Inappropriate updates may also cause denial-of-service attacks, such as bat-
tery drainage or lockout of authorized personnel [74]. Figure 4 represents three layers



174 F. Badrouchi et al.

Fig. 4 Three layers in infusion pump

in infusion pump.

• Attack Overview

Concern about infusion pump performance and potential malfunction has been grow-
ing in recent years, prompting notices by the United States Food and Drug Admin-
istration (FDA) to pump manufacturers [63] and the creation of the FDA infusion
pump improvement initiative [63]. The lack of continuous monitoring of pump per-
formance after its implementation in the clinical setting is the central issue of the FDA
communications. It is likely that some of the malfunctions are due to cyberattacks,
but many clinical systems lack the resources to detect such an attack [75]. Because
the devices are not adequately monitored by the manufacturer after implementation,
their malfunctions may go undetected or undiagnosed [63].

In July 2015, the FDA issued a safety communication, warning healthcare teams
that security vulnerabilities had been identified in certain Hospira Symbiq and Life-
Care infusion pump models [76]. These vulnerabilities allowed the pump system
to be remotely accessed through the hospital’s wireless network via the system’s
communication layer [75]. The attacker could then gain access to the control layer
to deliver inappropriate medication dosage or launch a denial-of-service attack [76].
The vulnerabilities in the device were not identified by the manufacturer, but rather
by an independent hacker who reported the flaws to the United States Department
of Homeland Security (DHS) [77], which then issued a statement about the security
vulnerabilities [78]. Although no known attacks were launched on the devices, the
affected pump models were pulled from market citing issues unrelated to cyberse-
curity after the FDA safety communication [76]; however, an unknown number of
affected pumpmodels remained in use andwere still available from third-party retail-
ers [79]. The DHS Advisory identified several security flaws in the pump devices,
including failure to close unused ports (FTP and telnet ports), continued use of a
default manufacturer password on port 8443, communication keys stored in plain
text on the device, absence of authorization checking on the device, as well as other
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Table 12 Cyber threats in infusion pump

Method of attack entry Attacker gains remote access to the pump via the hospital
network, which could be compromised through unsecured emails,
etc.
Hospira pump shipped with default password that went
unchanged in many hospitals

Device vulnerabilities [78] • Stack-based buffer overflow (can be exploited to execute attack
code)

• Improper authorization
• Insufficient verification of data authenticity (device accepts
updates without requiring authentication)

• Default hard-coded password
• Clear text storage of vital information
• Poor key management (private keys and certificates stored on
device)

• Use of vulnerable software (versions of AppWeb)
• Uncontrolled resource consumption (requires manual reboots)

Attack types Reprogram device, denial-of-service, eavesdrop, track device

Attack outcome No reported attacks actually occurred. In the event of a real
attack, reprogramming the device to inappropriately deliver or
withhold medication could lead to patient injury or death. Other
attacks include eavesdropping to steal private health information,
denial-of-service or jamming to make pump nonfunctional, or
tracking the device within the hospital network to track the patient

vulnerabilities [75, 79, 76, 77]. Table 12 presents threat behaviors in infusion pump.
Figures 5 and 6 represent network diagram of an MRI unit and an infusion pump,
respectively.

5.3 Case Study: Implantable Medical Device Cyberattack

Implantable Medical Devices (IMDs) are used for diagnostic, monitoring, and ther-
apeutic purposes. IMDs should be not only robust and effective but also secure and
safe. Since the patient’s life is depended on these electronic devices, only the autho-
rized medical personnel should have access to the devices. There are several types of
attacks reported by users and hospitals such as theft of protected health information
and execution of fraudulent device commands. In this section, control, communi-
cation, and sensing layers in IMDs are studied and potential threats in the access
schemes are presented to prevent unauthorized access.

The IMD access control schemes are divided into four categories including the
access control architecture, the communication channel security keys type, the access
control logic, and the access control channel [23].
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Fig. 5 Network diagram of an MRI unit

Fig. 6 Network diagram of an infusion pump
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• Control Layer

Access Control Architecture: The authorized person is able to communicate with
IMD directly and indirectly. In the case that user connects to IMD via a proxy device
(indirect control), the user is able to specify proxy parameters [23].

Type of Keys: The preloaded permanent keys and the temporary keys generated
from a certain source can be used to have direct and indirect access control [23].

Access Control Channel: The access control panel can be managed by ordinary
activities such as human muscle motions and sound/video [23].

Access Control Logic: The logic of IMD access control using temporary and per-
manent keys is different. Access control logic is the key matching for the permanent
keys and the access control logic for temporary keys is defined by the properties of
the physical channel [26].

• Communication Layer

The other layer is communication. It is mandatory to study safety and protection
conditions and risks to the Wireless Body Area Network (WBAN) communication
structure [52].

The communication design in WBANs system has three levels as follows:
Intra-WBAN communication, the signals measured by sensors will be received by

a personnel server (PS) acting as an entrance. The PS sends the collected data to the
next level.

Inter-WBAN communication, the second tier is like a bridge between the PS and
the user via Access Points (APs) that are accounted as a key component of the
communication network.

Beyond-WBAN Communication, in this level, the medical history and specific
profile of the patients are accommodated; therefore, a medical environment database
is a necessity. It is worth mentioning the personal server in first level can directly
connect to the third level of network via General Packet Radio Service (GPRS) or
broadband cellular networks.

There are two modes of inter-WBAN communication, infrastructure-based mode
communication and ad hoc-based mode communication. The infrastructure-based
mode communication is used for most of theWBAN applications and provides better
security than ad hoc-based mode communication and also performs like a database
server. Although the ad hoc architecture setup is bigger, it promotes motion across
much bigger areas [52].

5.3.1 Sensing Layer

The sensors are embedded in sensing layer. The aim of the sensing layer of
implantable medical devices is to identify phenomena in human body and obtain
data [66]. It is worth mentioning that the locations of sensors are not fixed because
the body changes position [52]. Figure 7 depicts three layers in implantable medical
devices.
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Fig. 7 Control, communication, and sensing layers in IMDs

5.3.2 Attack Overview

A new generation of pacemakers is equipped with wireless technologies to help
cardiologists monitor how well the devices are functioning. There is a growing inter-
est in using wireless systems for medical implants for data communication and in
charging batteries of medical implants using Wireless Power Transfer (WPT) [80,
81]. Developing medical implants such as the pacemaker with wireless capabilities
increases vulnerability to hacking attacks. The hacking attack of pacemakers was
reported by the US Food and Drug Administration (FDA) in 2012. According to this
report, in some cases the batteries in pacemakers were prematurely drained and in
some others the devices were forced to excite the heart at deadly speeds [82]. In this
case, the attack occurred in communication layer. To avoid these types of attacks, the
patients are required to update their devices’ firmware. The update can be done by
trained medical staff and there is no need for any invasive surgery. Pacemakers with a
remote monitoring unit last longer, have better battery life, have fewer inappropriate
shocks and malfunctions, and have improved overall health management [82].

There was another alert issued by FDA regarding safety communication of
implantable cardiac devices including Medtronic’s Implantable Cardioverter Defib-
rillators (ICDs) and Cardiac Resynchronization Therapy Defibrillators (CRT-Ds).
This FDA communication alerts users to the security vulnerabilities present due
to communication between various components of these systems, including the
implanted device itself, the home monitoring and data transmission stations, and
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Table 13 Potential Implantable Medical Devices (IMDs) cyberattacks

Malicious hacker activity Consequences

Manipulating access control of an affected
product

The attacker is able to inject, modify, and
intercept data within the telemetry
communication [84]

Connecting to communication protocol The attacker can change memory in the
implanted cardiac device [84]

Having access to external controller unit of
IMD

The attacker can reprogram the medical
implants [85]

Connecting to medical history database server The attacker can steal confidential information
of the patients

Having access to the sensing layer The unauthorized personnel are able to
monitoring information collected by the
sensors and manipulate data from sensors [86]

Controlling power range of transmitter in case
that it is used for wireless power transfer
(WPT)

The attacker can damage or burn the medical
implants

programming devices in the clinic. The manipulation of cardiac device configured
by clinic programmers is to be considered an attack in control layer [83].

TheMedtronic ConexusRadio FrequencyTelemetry Protocol is released byCISA
in 2019 [84]. This protocol allows the Medtronic cardiac devices to wirelessly com-
municate between the implanted device, clinic-based programming and data-display
stations, Medtronic-operated programming and update stations, and home data col-
lection stations. Beyond safety features in the current Medtronic’s implantable car-
diac devices,multiple research teams are developingnovel authentication and encryp-
tion strategies to improve robustness of medical device cybersecurity. The potential
cyberattacks against Implantable Medical Devices (IMDs) are presented in Table 13.

6 Conclusion

A three-layered hierarchical framework categorizing the attack vectors of biomedical
devices was discussed. Specifically, how the isolation of sensing, communication,
and control layer framework in threemedical devices as use cases:MRI unit, infusion
pump, and implantablemedical deviceswill help inmitigating the cyberattack vectors
was presented. A review of several literatures on possible cyber threats that can occur
in biomedical deviceswas detailed in this chapter. Such a frameworkwill help provide
some isolation and lead time to thwart attacks, and enable in implementation of
cybersecurity policies in the intrusion detection systems or firewall units in healthcare
organizations.
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Smart Healthcare Use Cases
and Applications

A. R. Charulatha and R. Sujatha

Abstract The growth of IoT is tremendous and is making its presence into nearly
every space from industries to health care. The healthcare industry is now getting
embraced by technological innovations. IoT is making the promise of smart and
connected care a reality. Leading technologies such as Big Data, IoT, advanced ana-
lytics, and many other technological modernizations have turned the old-style health
care into smart health care. Smart health care can be defined as using mobile and
electronic technology for efficient diagnosis of the disease, better-quality treatment
of the patients, and improved quality of lives. The healthcare industry is rapidly
adopting Internet of things technologies in everything from wearable’s to patient
monitoring, in order to improve precision, endorse efficiency, cut costs, and boost
health and augment safety. The newest research conducted by industry experts shows
how the market for smart healthcare solutions is growing at a tremendous pace. IoT
is an enabler to drive better asset utilization; new revenues achieve improved care
for patients and reduced costs. In addition, it has the potential to revolutionize how
health care is delivered. The new features offered by distributed analytics and edge
intelligence, if successfully applied for time-sensitive healthcare applications, have
great potential to accelerate the discovery of early notification of emergency situ-
ations to support smart decision-making. Smart health care, which monitors users’
living settings and health status using wearable sensing devices and collecting their
data over a network under daily life, is expected as a new trend. It is getting more
attention along with the increase of demands of preventive care. This chapter gives
an overview on the range of applications for the Internet of Things, share examples
that illustrate how IoT products and services are being deployed around the globe,
by heathcare industry in some areas like image management, visualization, remote
health and monitoring, healthcare asset tracking, health monitoring using wearable
devices, enhanced drug management, and patient flow analysis. IoT customer case
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studies help to demonstrate the breadth of possibilities for IoT applications in health
care.

Keywords Health care · Big data analytics · Distributed analytics · Edge
intelligence · Hospital management

1 Introduction

1.1 Health Care

The health of human is primary for the growth of the nation in both technical level
and economical level. Normally, health is classified into physical, emotional, men-
tal, social, environmental, and spiritual. Ensuring ill-free pleasant state is called as
health and in the process of maintaining and improving the same falls under health
care. Health care is the largest sector in any nation and need for the well-being in
ultimate need of all the people surviving in the world. A large amount of revenue
flow is prevailing along with ample employment opportunities in all various phases.
Health care encompasses clinics, devices, and gadgets to address the various issues,
insurance sector, drugs, and so on. Digitalization and systemization of traditional
healthcare unit made it support all the stakeholders in a big way. The proposed soft-
ware framework in this chapter is a great step toward health surveillance [1]. The
work carried out this challenging particularly for elderly people health by track-
ing and observing with the help of the multi-agent system and used efficient highly
user-friendly interface along with reinforcement technique to strengthen the system
[2–4]. Data sharing in health care is a significant and cumbersome process with var-
ious stakeholders from patient, hospital, private clinics, insurance, and pharmacies.
Work insists on sharing data among cross-organization for providing best and timely
service to all involved based on the time frame. Still, policies prevail for exchange
of data but perfect designing of the system is required to smooth the process [5].
Data sharing comes with the issue of security. Various technologies used are authen-
tication, encryption, data masking, and access control to tackle cross-organization
in the process of sharing data. These have given a preview about laws governed
in different places across the globe. Privacy-preserving is challenging due to the
hefty data generated in each process [6]. The exponential growth of data made the
decision-making process tough and at times impossible. Researchers normally use
statistics and economy-related stuff to narrow down. But all this cumulated pave way
for data mining and its highly interdisciplinary field that fetched ideas of various dis-
ciplines. Various tasks like anomaly detection, classification, clustering, association
rulemining, regression, and summarization accumulated the data. Usage of datamin-
ing is inevitable and in the healthcare industry, it’s widely used along with machine
learning concept for faster decision-making [7]. Global healthcare outlook given by
Deloitte in shaping the future indicates the need for care outside the walls of the
hospital and also mentions it as an increasing trend. This could be aided with the
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Fig. 1 Healthcare spending in USD Billion

help of virtual health. Digital reality—combination of augmented, mixed, and virtual
reality component, IoMT—interconnected all devices with the patient for monitor-
ing and tracking and so on to address the challenges in a medical environment for
ensuring treatment at earliest. So many challenges are faced based on demographic
and economic policies across the world. In spite of so many hurdles, the spending
on a reliable system to serve patient is on a steep increase. Figure 1 illustrates the
healthcare spending provided by economic intelligence unit [8].

1.2 IoT

Internet of things (IoT) is one of the main favorable technologies within the modern-
day age. The worldview evaluation is taken into consideration by way of utilizing
savvy and self-configuring items which could interact with each different by means
of the worldwide setup framework. Ultimately, these unified in-built among large
quantities of various gadgets talk to IoT as a taxing innovation that empowers plen-
tiful and inescapable computing programs. Hence, the exact range of commercial
enterprise IoT applications is developed and deployed in several domain names
like transportation, agriculture, energy, health care, food technique business, mil-
itary, environmental observance, or security police work. Eventually, IoT unites the
devices and different gadgets to the Internet; it performs a core function to hold the
development of smart facilities. The dynamic matters accumulate diverse varieties
of statistics from this present reality circumstance [9]. Sometime later, the extrac-
tion of essential information from IoT data can be applied to improve and boost our
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everyday lifestyles with setting aware applications that may, for example, display
substance identified with the prevailing circumstance of the client. The combina-
tion of huge facts and IoT advances has made opportunities for the development
of administrations for a few complex structures like clever cities. A few big record
advances have developed to support the dealing with the extensive volumes of IoT
records, which are collected from various sources within the savvy environment. But
the progression of IoT and its programs in many exclusive spaces are causing a note-
worthy increment of the massive amount and numerous kinds of statistics. Within
the period in-between, massive facts and its advancements have opened new appli-
cation openings for industries and the scholarly world to grow new IoT preparations.
Consequently, the combination of large records and IoT, just because the particularly
dynamic evolution of the two areas, make new research challenges, which anyway
have up to now not been perceived and tended to by way of the explore community
[10].

The essential motivation behind making use of IoT in social insurance is col-
lectively and dissects nonstop restorative information with a purpose to limit the
constraints of conventional healing remedy, except cloud ranges are utilized to keep
and analyze the gathered medicinal facts circulate. Consequently, the assembled data
approximately the patient’s well-being repute permits the human offering institutions
to create typical social coverage programs and advance the contemporary adminis-
trations and preparations, for instance, programs for far off observing, nourishment,
therapeutic merchandise, scientific gadgets, restorative workplace, or clinical cover-
age. Consequently, the utility of IoT in human offering area allows discovering the
satisfactory health situation and getting a better plan for patients [11].

1.3 Big Data Analytics

The growth of big data is well mentioned by Domo.
According to Domo, world’s Internet usage has increased steeply. On comparison

of the year 2016 with 2017, the global Internet population has grown 7.5%. Data
never sleeps 6.0 that provides the insights of the generated data for every minute.
It’s predicted that by 2020, each resident on earth will create 1.7 MB of data each
second [12].

• The weather channel receives 18,055,555 forecast requests.
• Giphy serves 1,388,889 GIFS.
• Netflix users stream 97,222 h of video.
• Snapchat users share 2,083,333 photos.
• LinkedIn gains 120+ new professionals.
• YouTube users watch 4,333,560 videos.
• Twitter users send 473,400 tweets.
• Texts sent 12,98,611.
• Skype users make 176,220 calls.
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• Instagram users post 49,380 photos.
• Americans use 3,138.420 GB of Internet data.
• Spotify streams over 750,000 songs.
• Uber riders take 1,389 trips.
• Venmo processes $68,493 peer-to-peer transactions.
• Google conducts 3,877,140 searches.
• Bitcoin 1.25 new are created.
• Reddit receives 1,944 comments.
• Tumblr users publish 79,740 posts.
• Amazon delivers 1,111 packages.

The above stats show us that huge data is generated via various sectors [13].
Big data is retrieving of hefty data from various sources like web, mobile devices,

and other sorts of electronic gadgets. Integrating the data andmanaging and analyzing
the data are a challenging task. The characteristics of data are volume, veracity,
velocity, and variety. Best practices are based on goals align big data, use the center
of excellence to optimize the transfer of knowledge, and cloud operating makes it
still more useful [14].

The ultimate need for big data analytics is that it provides the patient-centric
facility, tracking the disease spread at earlier by analyzing data, hospital quality
validating and optimize treatment strategy, and so on. Each and every researcher
works with a different strategy and brings a versatile framework to ensure optimal
usage of data among various stakeholders. Electronic health record acts as the base
to serve all sorts of service for taking the decision and achieved by integrating the
required algorithm in a tactical manner [15]. IoT is the important counterpart of big
data. Sensors produce data at each time stamp and interconnection of various devices
makes the framework potential resource for researchers. This chapter shows clearly
the combination of IoT with big data in the manufacturing industry and similar
happens in the healthcare industry [16].

Big data analytics relying on IoT finds great application in health care like health
monitoring system in a real-time and remote fashion, ubiquitous recognizing using
inference system, life care, and emergency system, treating the disease at earliest [17].
Research is carried out for analyzing big data with the healthcare wearable devices.
Model is designed based on consumer and providers’ perspective. Efficiency and
privacy risk are taken into consideration in consumer and benefit and cost based on
the provider’s point of view, respectively. Scope of work is possible by taking into
account all perspectives [18].

Gartner provided great insight into big data in various industries, and it illustrates
medical and insurance having great hands in Fig. 2 [19].

1.4 Smart Health Care

Smart Health Care
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Fig. 2 Gartner—big data applications in industries

A smart cities concept joins hands with electronic health to provide smart health.
Fascinating words like e-health, m-health, and s-health are made this era of ICT
prudent. Machine learning concept is rocking s-health with its fast algorithms like
deep learning, deep forest to make highly accurate decision-making in various places
like glaucoma diagnosis, Alzheimer disease analysis, bacterial sepsis diagnose, and
cataract treatment. Smart health is a framework comprising data acquisition, the
flow of data, and processing of the same with trending algorithms [20]. Google trend
illustrated in Fig. 3 shows that e-health, m-health, and s-health are active research
terms in recent years. The interest of researchers and the popularity of the terms are

Fig. 3 e-health, m-health, and s-health based on Google trend
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competing in nature. Technologies are making door to serve people at a faster phase
in health industry [21].

Medical ontology is a greatmilestone in organizing the related terms under a single
umbrella. Preparing ontology is a lengthy process after the number of discussions.
Various steps are entity extraction and taxonomy formation, and interactions among
concepts are mentioned as relationships and axioms creation. Consistency checking
is made finally to ensure no redundancies. Ontology-based system is a great boon to
the remote area and in absentee ofmedical experts to give preliminary guidance based
on medical history and semantic of constructed ontology [22–24]. A smart home is
an interesting phenomenon, and they have developed a home ontology that helps in
providing semantics for thewords exchanged via devices interconnected in the home.
Knowledge sharing is performed by combining smart home with cloud computing
to make the processing faster and accurate. Health monitoring system is optimized
by incorporating cloud environment and patients get an immediate response [25].

1.5 Distributed Analytics and Edge Intelligence

In the current era, the data to be handled is large and faster processing is a quiet
challenging task. To overcome this, edge along with distributed analytics is utilized.
In the distributed analytics process, data is spread across multiple nodes and algo-
rithms run and finally aggregated to get insights. In massive data scenario, a fast
solution is possible by working on nodes. Smart farming and smart homework with
the help of these technologies [26]. Decentralized way of handling data is the unique
feature of edge computing process. The nearby spot is utilized for analyzing the
data. Introduction of intelligence in the computing process is the great shift from the
traditional way of handling data. Benefits of edge computing are decision-making
is faster, communication cost is reduced, and based on requirement load balance is
maintained. Characteristics like mobility, autonomy, security, local and WAN net-
work bandwidth, prioritization, peer communication, and self-organization need all
sectors resolved by using a tactical manner of intelligence with machine learning
algorithms [27]. Slotted way of collecting the data is taken into consideration to
make the environment hassle-free and efficient data analysis.

The work was carried out with edge of thing to make it cost-effective in nature
[28]. By combining the idea of edge computing work carried out in all sectors and in
this work, care is taken to consider the emergency situation of the patient and serving
them at the fast phase to ensure safety. Integrated cognitive concept is based on data
and resource along with cloud and edge platform based on the situation healthcare
function [29].
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2 Smart Healthcare Use Cases and Applications

The world population grows at a faster pace and so is the addition of new diseases
in people. People of all ages are affected, and the hospitalization costs of health
care for these diseases are more. The health monitoring of the common people with-
out hospitalization is made possible with help of technologies like IoT, EoT, and
CoT. More advancements and findings in sensing technologies create possibilities
to develop wearable devices to monitor health and human behavior. These transfor-
mations through these technologies are a boon to elderly people in particular. The
innovation of sensing technologies facilitates to develop smarter systems to monitor
human behaviors regularly. In recent years, the mobile and wearable technologies
which are developed to collect data from human based on their activities and vital
signs have increased. Wrist wearables, accelerometer, pedometer as well as sensors
which are used to calculate heart rate and those devices that provide important data
are commonly available in market. Also, people use devices which monitor their
sleep and stress levels to help people on the regulation of their activities [30].

The IoT concept in healthcare domain involves tracking, authentication, auto-
matic data collection, and sensing. The medical condition data about a person is
confidential, and data should not be exposed to unauthorized party. If there is no
proper security mechanism, then data can be mishandled by malicious user leading
to the doctor prescribing wrong medicines or giving bad treatments to their patient.
For example, changes to a blood test result may exacerbate the patient’s condition
because of accepting a mismatched blood during blood transferring process [31].

2.1 Healthcare Monitoring

A typical healthcare architecture of wearable devices is shown in Fig. 4. Many
researches are undertaken in identifying various sensors and algorithms to extract
data from these wearables in an efficient way.

Md. Zia Uddin, in his work, proposes a sensor-based wearable system for fore-
seeing the activity by means of recurrent neural network on device like PC or laptop.
Multiple wearable healthcare sensors supply the input data of the system with help
of sensors like electrocardiography, magnetometer, etc. An recurrent neural network
is trained based on the features, which is then used for predicting the activities [32].

Sun, Zang et al. proposed a study on emerging technology identity recognition
with respect to gait pattern of an individual. Elderly patients tend to share their
wearable devices with other family members or friends of their age. To access these
wearable devices, it would be difficult for them to remember passwords. Also, the
data present in these wearable devices should be secured. To protect the data as well
as making it easily accessible by elderly, a gait-based identity recognition method
used for the access control of aged people wearable healthcare devices is introduced.
This lessens the problem that occurs because of gait fluctuation within a person and
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Fig. 4 Typical architecture of wearable devices in health care

provides a considerable access control recognition rate improvement more than 95%
when compared to existing methods [33].

Romare et al. suggested that intensive care unit patient’s conditions can change
at a rapid rate, necessitating a quick and correct response from staff in charge of
the unit to save life. For making proper decision on treatment to be offered to these
patients, vital signs are important. Smart glasses are a relatively new platform for
applications that works by touch or voice and can display text, images, take pictures,
and transfer these data using Wi-Fi or Bluetooth to communicate, which thereby
possibly improves observation and safety of patients in intensive care [34].

Zouka and Hosni aim at combining artificial technology in a healthcare moni-
toring system. This actually facilitates the system to work as an independent smart
healthcare model which decides the treatment priority by itself depending on the
collected health parameters from the sensors. The researcher proposes a model con-
taining a trust environment which is in charge for collecting the physiological data
from the patient’s body. The collected data is communicated throughmobile commu-
nication to IoT hub where the raw data using logic-based algorithm gets converted
into linguistic form. The fuzzy-based algorithm is skilled in inference system to get
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the patient status. The proposed system, then, provides reliable, accurate, secure, and
real-time patient monitoring [35].

2.2 Other Healthcare Sectors

Drug management

To prevent any dysfunction or illness, patients have to take medicine on time. Elderly
people often miss their medicine dosages at the correct time and also forget which
medicine they have to take at that time. Minaam, D. S. A. and Abd-ELfattah build a
pillbox for medicine monitoring and reminder system. The time the medicine has to
be taken needs to be set. The pillbox will then remind the patients using an alarm and
light. The details regarding the pill to be taken are displayed by a mobile application
held by the client. The traditional pillbox needs to be stacked by the client or caretaker
on a weekly or daily basis which is a cumbersome task. This model comes as an aid
to elders to intake their medication on time [36].

Employee health management

Kati andOtto proposed an approach thatwill handle various problems taking into con-
cern the characteristics and the limitations of the industryworkers. Several devices for
monitoring the workplace, discovering a varied range of biodata, which are analyzed
based on objective details, are collected. The worker’s biodata are sent to e-health
server, which will be gone through by family doctor. The details are reviewed and
suggestions are given based on the details collected over a period of time. This helps
the industry to have a concern on their employees and also increase the employee’s
performance by taking care of his health issues at the correct moment [37].

Patient Identity management

Benjamin et al. proposed an algorithm to collect consistent patient’s health data in
a uniform and well-timed manner which is the prime factor in making healthcare
decisions. Cloud infrastructure is proposed to maintain a consolidated view of data
appropriate to patient for hospital management and doctors, an essential requirement
for facilitating performance management of care processes. Cloud computing tech-
nologies help healthcare providers to communicate information, improve association,
and reduce cost on computing infrastructure [38].

Remote health monitoring

Majeed et al. developed “CogSense” an IoT device system that uses conventional
sensors to enable instantaneous concern for patients, and professional response with
the caretakers and doctors in a combined framework. This researcher captures a
person’s emotions and approximate physiological changes using voice recorder and
camera to identify the emotions of the person and to predict the physiological changes
such as heartbeat and blood pressure [39].
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2.3 Wearable Devices

Wearable devices have been life-changing for those with chronic disease like dia-
betes, pain, and heart ailments. Companies produce various wearable devices like
fitness trackers, smartwatches, etc., as illustrated in Fig. 5.

In a survey conducted in 2017, 45% of the smartwatches are used for activity
tracking (Fig. 6) which is one way of monitoring health.

Fig. 5 Innovation of health monitoring wearable devices

Fig. 6 Usage of smartwatches
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Fig. 7 Remote health monitoring through wearable

There are smart glucose monitors (Dexcom G5) which placed on the body and
linked wirelessly with mobile devices to monitor blood sugar continuously. An elec-
trical nerve stimulation wearable to relieve pain (Quell) can be used to track activities
and sleep patterns to adjust pain-management intensity, as well as provide proper
sleep and practical relief throughout the night for patients with severe pain. For
elderly persons to monitor whether they have fallen and intimate to their relations or
caretakers a vital-sign monitor wearable UnaliWear’s Kanega with an accelerometer
and GPS tracking is a voice-controlled watch which helps elderly to be independent.

The benefits of wearable devices are not restricted to only monitoring and noti-
fication but also for remote treatment and preventive care. A typical process flow is
specified in Fig. 7.

In terms of remote treatment, wearable like OmniPod is used as insulin pump
that automatically administers exact dosage required by coordinating with glucose
monitor. LifeVest is used by patients who are at the risk of having heart attacks; it
gives electrical shock to restore normal heart rhythms.

Many wearables with fitness tracking capabilities help people to maintain proper
lifestyle and help them to keep track of their health and defend against chronic
diseases. Also, these wearable devices come in an attractive shape, form, and ease
functionality that people of all ages can wear it modestly and these devices are very
much user-friendly.

Triboelectric nanogenerators (TENGs) which are sensors for extracting energy
from the mechanical vibrations of humans have been the area of interest for many
research groups working in nanotechnology worldwide. This extraction of energy
from vibrations is done through medical devices and small systems which are
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Fig. 8 Typical application of TNEGs in health monitoring

implanted in human body. Few of the TENG sensors which can be implanted in
human body are shown in Fig. 8.

The review covers in-depth textile and non-textile TENGs as self-powered health
monitors. Textile-based TENGs have advantages like fine air permeability, flexibility,
and huge production, which make them very appropriate for wearable applications.
Textile-based sensors are self-powered and used to monitor sleep and respiration,
whereas non-textile sensors are generally placed on the skin or on outfits. Most
non-textile sensors which are self-powered have the capability of multiple sensing
abilities, while few have single sensing ability. Examining and supervising motion
like joint, biceps, and abdominal respiration plays a major role in postoperative reha-
bilitation, particularly in the area of sports and fitness management. Heartbeat and
pulse when compared to biceps have small amplitudes; thus, it requires the sensors
to have high-pressure sensitivity and less detection limits to obtain the heartbeats and
pulses information. These TENG sensors have also been useful to monitor voice and
work as hearing aids which will be an important application in vocal rehabilitation.
TENGs are also used to detect chemicals related to health care [40].

Though wearables are existing in market for longer period, the development of
mobile technologies and the awareness on fitness and sport activities has led to gain
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Fig. 9 Wrist wearable market share

a huge market share of wearable devices. Out of a wide range of wearable devices,
smartwatches and wrist/fit bands appear to have major market share. Estimations
indicate that by 2022 wrist wearables will attain 121 million sold units as shown in
Fig. 9 [41]. In addition to their compact size and comfy use, wrist wearables also
include sensors for providing constant data with regard to vital signs like heart rate,
temperature, and environmental variables related to movements that can be used for
a variety of purpose. Similarly, other wearable sensors, such as tattoos, outfits worn,
or diapers, have a good market share.

3 Smart Home

It’s latest in the IoT market to provide the comfortable life to elderly people. The
population of elderly people is on an increasing level. Due to the lifestyle change,
independence is required in all ways. It’s time to ensure that elderly people are out
of risk in all ways. To face this task, a number of sensors and devices are on the
market. The main challenge in this group is a health issue. Constant monitoring and
helping themwith required assistance is on great demand. In these initial stages, home
automation is the process involved remote control of lights, entertainment system, and
other appliances. But recent days, it’s incorporated with elderly care and research
on progress with robotics for this purpose [42]. Great leap to this robotics-based
work on the previous is the privacy deduction scheme and purely to handle attackers.
Lot of work was carried out on using supervised and unsupervised algorithms for
monitoring the activities happening inside the home. In this privacy-based system,
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Fig. 10 PDS workflow

concern is with aiding privacy for elderly people and multiple sensors used for this
purpose in his case study. He has made clear flow of task like shown in Fig. 10 [43,
44].

4 Benefits and Challenges of IoT in Health Care

Benefits

Joyia et al. explained that IoT has lots of benefits in the field of healthcare monitoring
especially for aged people and those with chronic diseases. These devices are used
in monitoring and as preventive care. Some of the benefits are listed below:

• Convenient lifestyle.
• Health care is economical.
• Survival rate of patient is improved.
• Disease management is instantaneous.
• Life’s quality is improved.
• End user (patients) experience is enhanced.
• Patient care is better.
• Reduction in cost.

Major variation in patient’s health will make an automatic alert to their caretakers,
lifesavers, and different parties, thereby saving lives and time.

Challenges

The author lists some important challenges that need to be taken care in the healthcare
domain of IoT. A huge growth and change in IoT and Internet communication field
has also undergone a major change, contributing particularly in the healthcare sector.
This has led way to reduce the gap between doctors, healthcare services provided by
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them, and patients enabling ease to use, accuracy, and flexibility. Some of the major
challenges are listed below:

• Managing device diversity scale, unstructured, growing, and diverse data at
exponential rate;

• Flexibility and evolution of applications;
• Maintaining privacy of data;
• Expertise in medical field is required;
• Hardware-related issues like network performance or memory capacity has to be
monitored, while data is shared and stored;

• Security challenges;
• Understanding the working of the wearable devices; and
• Power consumption needs to be less.

These are the challenges that need to be addressed in the field of medical care [45].

4.1 Privacy and Security

Data privacy is essential in the IoT-based health cloud. Healthcare cloud applications
are planned and developed based on the different ways of acquiring data from IoT
devices. Confidential information of patients are collected from smart devices, sum-
marized through smartphones and uploaded to the healthcare cloud, or transmitted
back to smartphones from the cloud. This patient information could also be passed
on to third parties. Such information could indicate patients’ preferences, behaviors,
and habits. Therefore, all agencies who are working in collecting, storing, and com-
municating patient’s information should protect the privacy and secrecy of patient
information and avoid compliance and legal suits. Only encrypted details of patients
should be shared in cloud.

Authorizing credentials to applications and patient’s confidential information is
the prime challenge. Cryptographic protocols in health cloud should be implemented
and deployed correctly. There is a chance of security breach when the healthcare
professionals bring personal devices to have access to medical applications and
services.

Vulnerabilities caused in devices and deploying firmware patches is a challenge
that causes a dilemma in cloud which maintains the patient data. Many smart appli-
cations are vulnerable to code injection attacks, thereby giving provision to attacker
to take complete control of the program and memory.

Data packets which are lost during transmission flow through the networks which
have to be identified and diagnosed in well-organized manner. Health networks need
to be secured, and data loss has to be minimized [46].



Smart Healthcare Use Cases and Applications 201

5 Conclusion

With the growing population, increase in medical expenditure and new diseases
more focus is given to the healthcare sector. With efficient monitoring, most sudden
abnormalities in health or chronic diseases can be detected at right time and can be
prevented too. These health monitoring tools/wearable devices help patients espe-
cially elders to have a check on their health and also help doctors to attend patients
remotely, thereby attending immediately on emergency situations. These devices
ease the diagnosis work with reference to the data collected from the patient [47].

The IoT also can be implemented in clinical care where critical care patients or
patients hospitalized and whose physiological status needs to be monitored contin-
uously can be done using IoT-driven smart devices. This noninvasive monitoring
involves sensors to collect complete physiological data of the patients and makes use
of gateways and cloud to store, analyze, and transmit the information to caretakers
for further necessary analysis and assessment of the patient’s health [48].With proper
adherence to privacy policies and an efficient security measures in data handling, the
IoT in healthcare sector is definitely a boon to patients and doctors.
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G. Priya, M. Lawanya Shri, E. GangaDevi and Jyotir Moy Chatterjee

Abstract IoT in health care is wireless communication system of applications and
devices which connects health providers and patients to detect, observe, track, and
store medical information and statistics. In this chapter, various case studies of smart
healthcare system have been discussed. A model which would monitor aspects of
a human body such as his pulse rate and temperature are described. Smart IOT-
enabled healthcare wearable device is used to aid paralyzed person for daily chores
using machine learning to get better in understanding the patient gestures over
time. Health monitoring system pill box and a pulse rate sensor is discussed for
Alzheimer’s patients. The system is based on Arduino-Uno microcontroller and uses
accelerometer and pulse sensor to get data from the patient.

Keywords Internet of things · Healthcare system · Arduino-microcontroller ·
Machine learning

1 Introduction

The Internet of things plays an significant role in the healthcare industry. Healthcare
industry is improved in terms of increasing efficiency, low costs, and having more
focus on patients care. We have discussed a model which is helpful to the elderly
people and the patient who need constant health inspection. His data can be accessed
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by his/her doctor, and immediate actions can then be taken. The data which are
obtained from sensors are uploaded in the cloud, and they can be accessed by anyone.
The data collected from sensor can be accessed from smartphone app which shows
us the whole information of the user’s body. In the next case study, the data that is
transmitted over low power 433 MHz transmitter to local computer which further
performs the data processing and store onto the cloud. Some hospitals and NGOs
are coming forward to serve paralytic patients whose whole or partial body disabled
by the paralysis attack. Those people are unable to deliver their requirements as they
are unable to speak well nor do they deliver via sign language. In such scenario,
the proposed structure helps disabled people in presenting a message on the LCD
by simple gesture of any portion of his body. This system helps the patient to send
message via GSM whatever he wants to send in SMS when there is no one to take
care of him. In the third analysis, medicine dispenser is implemented. Generally,
every person forgets to take their pill at once or more than once, but for patients who
are on a multifaceted pill administration, not taking prescribed medicines at the right
dosage and at the exact time can have main consequences, predominantly if they are
elderly people. To our pillbox, we have attached a buzzer that will buzz every time
a patient has to take a medicine. We have also included a pulse sensor which will
detect the heart rate of the patient and indicate the agitation state of the patient. The
results will be displayed using an LCD.

2 Pulse Rate Monitoring System

IOT is nothing but transforming or converting information of data from the physical
world into the digital world for making it possible to analyze data to operate tasks [1].
Since our objective is based on health care, the proposed system should be able to
manage huge volume of patient’s medical data. The need for health care is growing
nowadays to improvise admittance to health precaution, raise quality, and reduce
cost. In IoT, devices collect and share data directly with others and the cloud is to
assemble record and study new data streams quicker and more precisely.

The base for integrating all the things that are all the physical objects such as
sensor-based networks is accomplished by using radio radio-frequency identifica-
tion (RFID), NFC, and other wireless technologies [2]. The Internet-oriented vision
provides connection betweendevices and Internet that described as smart objects. The
data collected from sensors is analyzed and interpreted by semantic-oriented vision.
When building a device related to health care, three main categories to be consid-
ered are tracking of objects, identification, and automatic sensing. The IoT adopts
a notable part in a wide scope of public assurance applications, from overseeing
chronic diseases toward one side to anticipating malady at the other side.
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2.1 Clinical Care

The physical status of hospitalized patients needs continual observation by utilizing
IoT-driven and noninvasive checking. This organization uses sensors to collect wide-
ranging physical data and uses the cloud to store the data and then send the inspected
data remotely to parent for helping investigation [3]. It exchanges the method toward
having a comfort proficient stopped by common interims to plaid the patient’s imper-
ative symbols, rather than specifying a nonstop computerized sequence of data. At the
same time, it improves the environment of care through steady attention and reducing
the cost of care by providing the necessity for a parental figure to efficiently take part
in data collecting and examination.

2.2 Remote Checking

There are persons universally all over the world whose well-being may suffer in
light of the information that they don’t have organized admittance to viable health
checking [4]. These provisions canbeused to safely understandinghealth information
from a variety of sensors, apply difficult designs to separate the data, and then share
it over remote availability with restorative professionals who can create suitable
healthyproposals.Wearable healthcare systems contain pulse sensors, pulse oximetry
sensors, respiratory rate sensors, blood pressure, and body temperature sensors.

Technologies that enable the IoT in health care possible are as follows:

1. Low-power operation,
2. Integrated precision—Analog capabilities, and
3. GUI.

We have built a framework that will plan a calendar which is properly planned for
the entire worker in light of their heartbeat rate and the quantity of hours they spent
working. The principle intention is the representative to client proportion which is
a disturbing number. To counter this worry, this framework is going to be built. It
includes fields such as defence, security, finance, banking, etc. Before we start, we
have to ensure about the worker part we are thinking about. The high representative
to client proportion pushes the worker past their well-being limits. These situations
prompt individuals sitting and working for extended periods or extra timework [5]. It
influences them socially by diminishing their available time. In this proposedmethod,
we have built a heartbeat checker by using Arduino board, temperature sensor, pulse
rate generator, and some wires (Fig. 1).
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Fig. 1 Architecture of microcontroller

3 Hardware Components

Working With Node MCU:
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Trying with Arduino UNO:

Output Screens

Verifying code:



210 G. Priya et al.

Uploading code to NodeMCU/Wi-Fi module Successfully:

Open Source (AdaFruit compiling): Through Wi-Fi Module:
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Analytics part:
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Values:

NodeMCU uses a Wi-Fi module which is an advantage over Arduino since it makes
easier for user to understand and process but still we can use better pulse sensors so
that it would read input values so quickly and can work efficiently.

4 Smart Glove for Paralyzed Patients

In our body, if a muscle loses its function, it causes paralysis. This is due to the
information which is sent our brain and muscle goes wrong. The sudden happening
of paralysis can be partial or to a greatest extent. It can occur on one or both halves
of our body. It can also take place in one region of our body, or it can be generalized
[6]. This makes it difficult for the person with paralysis to perform daily tasks such as
turning on lights, asking for help, etc. Another problem is that a paralyzed person is
more prone to diseases related to the heart, since they restrict their daily movements
and spendmost of their time sitting or lying down.A solution proposed in thismethod
is a smart device similar to a glove that the person can use and with simple gestures
with the hands performs a variety of functions.

The glove will be a Arduino-based IOT device mounted with the accelerometer
and a pulse beat sensor. The communication would be done through 433 MHz trans-
receiver module. The transceiver is composed of a transmitter and a receiver in a one
unit as a pair. It also suggested to wireless communication devices like handphones,
two-way radios, cordless telephone sets, and mobile two-way radios [7]. An RF
transmitter unit is a minute size PCB efficient to transfer radio wave and balance
radio wave to carry bits of data. RF transmitter modules offer data to the transmitted
phase,when it isworkedwith amicrocontroller. These transmitters are used to control
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Fig. 2 Block diagram for trans-receiver module

the requirements to order the maximum acceptable transmitter power output, band
edge, and the requirements of harmonics.

An RF receiver unit holds the modulated RF signal to demodulate them. There
two different types of RF receivermodules are superregenerative receivers and super-
heterodyne receivers. In general, superregenerative modules are very low-cost one.
The projects which cost low will use a series of amplifiers to remove the data modu-
lated by a carrier wave. The given modules vary and they are inaccurate due to their
frequency operation with the voltage and temperature of the power supply [8]. The
main advantage of heterodyne super receiver modules is a high efficiency compared
to the superregenerative. They offer high stability and precision in a wide range of
temperatures and voltages. This stability arises from a stable glass design which in
turn leads to a relatively more expensive product (Fig. 2).

The equipped accelerometer is ADXL330 which uses a lot of less power and
is a three-axis accelerometer. It continuously monitors the movement and sends
the data over the Arduino for transmission. The heart pulse sensor is connected to
Arduino as analog input. The main technique of working with the heartbeat sensor is
photoplethysmograph [9]. With the help of this principle, the variation in the volume
of blood in an organ is calculated by the changes in the intensity of the light which
passes through that organ (Fig. 3).

The data sent over the transmission is a string enclosed within two parentheses,
and extra bit of string is attached at the end. This is due to accommodate the loss
last strings sent over transmission as the 433 MHz cannot support high speed, e.g.,
“[25,2,8,62]LOSS”. On the receiver side, the string is parsed and if the data is highly
corroded it is discarded. On the practical basis, the trans-receiver can support up to
3000 bits/s which is enough to send the sensor data. The recognized movement can
be uploaded to cloud for further data analytics or be used to call specific functions
from the receiving computer to perform operations which helps the paralyzed person
[10].
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Fig. 3 Schematic of heartbeat sensor

4.1 Machine Learning on the Incoming Data

After the three-axis data and the heartbeat sensor data are received, the ML is per-
formed to recognize the gesture. The model we use is K-nearest neighbor. A good
classification algorithm which is simple and robust is KNN algorithm. And because
of this, the algorithm can give highly good results. KNN algorithm can also be used
for regression problems also. Instead of voting from the nearest, this methodology
will be used for averages of nearest neighbors, which is the main difference here
[11]. At first, the glove is trained over a gesture where the patient repeats a particular
movement and all the data are recorded. This gives a specific pattern of values for
each axis. After the training, the system is ready to perform whenever the movement
is applied.
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4.2 Data Analytics Over Collected Data

After sufficient data about patient is collected, we can perform data analytics to get
hidden information such as what requirements he desire at a particular point of day.
These data can be uploaded to cloud for further processing. Also, cloud will enable
remote monitoring of the data through web or mobile app. Data was able to travel
within the range of several feet which makes the 433 MHz trans-receiver perfect for
home applications. It is better than other alternatives such as Bluetooth and Wi-Fi
Shield as it is a low cost for small data transmission and is extremely power efficient.
The range can be improved using an antenna.

However, for continuous large data transmission, other alternatives such as Blue-
tooth and 2.4 GHZ transmitter may be used. The machine learning model is efficient
to recognize the simple gestures like horizontal/vertical waves [12]. However, for
complex gesture, it was not accurate because the accelerometer was not sufficient.
For this, we need gyroscope and bend sensors. But this would increase the cost of
the plan.

5 Automatic Medicine Dispenser

With the development of Internet of things in various fields, we came up with its
application in the healthcare domain. This is specifically designed for those on a
complex and vulnerable medicine regime where missing even a single medicine
becomes a huge risk in their life [13]. The medicine dispenser has also been proved
to be useful where patients don’t have a caretaker. It is affordable and easy to use.
In our proposed method, we have programmed our medicine dispenser according to
the regime of user [14]. An alarm has been set up to make the user to remember to
take which medicine at what time. The sensor is attached to the medicine cap, whose
opening denotes that the patient has taken his medicine and the signal is sent to the
Arduino accordingly [15].

If the patient fails to take his medicine, a GSM module attached will send a
message to the user that he hasn’t taken his medicine. If he still ails to take the
medicine, then the message will be sent to his doctor notifying this. The best part of
our work is we can have multiple medicine reminders [16]. As a part of innovation,
we will be storing his data in a database and uploading it to “ThinkCloud”. From
here, the user will be able to see how many times he took his medicine in a given
month.
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5.1 Smart Automatic Medication Dispenser

This was made for those who take medicine without help and aimed for avoiding
the consumption of wrong medicine at the wrong time. The components needed
for design of reminder to smart medication are raspberry pi zero W (core type-
ARM1176JZF-S) interface with LCD16×4, buzzer, led, alarm module (DS3231),
multiple pill container, and a stepper motor [17]. At the starting point, switch on the
kit and the device will be asked to set the time for alarm and likewise set for the next
alarm by allowing the pill into pillbox and close it. As the user sets the time for alarm,
the sound is made by the buzzer and also makes the LED blink which is present in
the pillbox separately. With the help of using raspberry pi zero W, the interfacing
is very easy and simple. The software and the language used for programming are
PyCharm and python, respectively.

5.2 Automated Drug Dispensing Systems

This chapter focuses on issues such as the continuous occurrence of errors, wastage
ofmedication, and the inappropriate use of nursing time because of themultiple-dose
drug distribution systems which were accepted throughout the world before the unit-
of-use packages or unit-dose systems were introduced in early 1960s [18]. These
systems replaced multidose systems in which nurses had the greater responsibility
for the entire system of medication, which gathers the administering of hundreds of
doses of medicine along with paperwork, inventory control, and dose preparation.
On the other hand, unit-dose systems facilitate the nurses with separately pack-
aged and labeled doses at eight or more hour intervals that are ready to administer
according to the routine schedule determined by the nurse narrated by [19]. Building
on this success, Johns Hopkins Hospital further introduced an automated feature
into this existing unit-dose system by making the whole technique, from physician
prescription entry to hourly dose administration, computer-assisted [20].

5.3 Construction of a Smart Medication Dispenser with High
Degree of Scalability and Remote Manageability

This method proposes a smart medication dispenser which is of a high degree
of remote manageability. The hardware architecture which aims for scalability is
designed for a dispenser in order to gain an extensible hardware architecture and to
focus for remote manageability, an agent program was also installed. The working
of the dispenser is, when the real-time clock attains the predetermined medication
time and the user tends to press the dispense button at that duration, the predeter-
mined medication is dispensed from the medication dispensing tray (MDT) [21]. In
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the proposed dispenser, the medication allotted for each patient is maintained in an
MDT. One smart medication dispenser consists of only one MDT. With respect to
this aspect, the dispenser can be extended to add more and more MDTs which will
support multiple users to use one dispenser. The final observation of implementation
and verification proved that the proposed dispenser operated in a normal way and it
performs the management operations from the medication monitoring server.

5.4 Design of Automatic Medication Dispenser

This paper importantly focused on providing medication to aged persons on time.
This automatic medication dispenser is architectured especially for users who cannot
afford professional supervision at all times. The population of adults and elders can
benefit from this design of device as it neglects expensive in-home medical care.
The major objective of this design was to keep the device simple and cost–benefit.
It relieved the user of the error-prone tasks of doing wrong medicine at wrong time.
The important parts of this medication dispenser were a microcontroller interfaced
with a keypad, an LED for displaying, a controller, an alarm system, a multiple pill
container, and a dispenser. The user is asked to press a button to get the pill and to reset
the alarm button. The second alarm was installed to indicate the optimal availability
of the pills stored in the container to intimate the user to refill the dispenser with
the required quantity of pills. First, we will connect and complete the setup and the
circuit. Real-time clock will be running and as soon as it reaches a current time, we’ll
code the Arduino to send the output to the LCD display and the buzzer. The LCD
display will display the time slot of the medicine and buzzer will keep on buzzing.

6 Architecture

Now if the person or user takes the pills, i.e., by opening the lid, the IR sensor attached
to the lid which will detect that the lid is opened and hence will send the output to
Arduino which will stop the buzzer from buzzing, and this action performed will
be sent into the log that the person has taken his medicine successfully. In case the
person forgets to take the medicine (Lid is not opened), the buzzer will automatically
get stopped after that time and will be put on for snooze. If a person once again
misses the medicine, the output will be sent to GSM module which in turn will send
a message to the person reminding him that he has missed a pill. And if once again
the person misses the pill as a last chance, a message will be sent to family members
or to the hospital. We will be uploading all the data about the patient whether he has
taken his medicine or not in a database and will upload it to the cloud. At the end of
the month, the patient will be able to analyze how many days did he/she consume is
medicine (Fig. 4).
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Fig. 4 Architecture

7 Conclusion

In the first case study to monitor the pulse rate, we can implement NodeMCU with
a Wi-Fi module used in various workspaces like IT industries and can come up
with various solutions so that we can use manpower correctly. The cloud or open
source is also user-friendly to operate and shows direct graphical analysis which is
an easier way to understand. In the next case study of smart glove for paralyzed
patients, few attempts have been made to activate Smart Gloves as tools for hearing
problems and speech disabilities. Most of these devices use any one of the following
requirements: CMOS cameras, leaf switch-based gloves, copper plate-based gloves,
and flex sensor-based gloves, with no innovation presented. In the same order, the
different components of each device are common inmost cases likemicrocontrollers,
flex sensors, accelerometers, and communicationmodules. In the scientific literature,
four gloves were found and they were compared by analyzing their advantages and
disadvantages to make a comfort solution for the end users. The first glove which
is developed has the capability to recognize gestures in order to translate them into
speech or messages. In certain cases, the main disadvantage of this method is its bend
sensors that have limited sensing capacity,which limits its usability. The second glove
produced by has the ability to convert language into voice; nonetheless, it uses flex
sensors which don’t allow a high degree of sensitivity due that they can’t bend more
than 90°. It also uses sign language as its main tool which is not a universal language.
A third glovewhich can interpret sign language using awireless function and a screen
to display its results has also been presented but it lacks the functionality to translate
into voice. Finally, a glove that can translate sign language into audible language has
also been designed but a has a limit capacity of storing just 30 gesture.
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In the third case study, the proposed work enables the user in a significant way to
maintain the health-related issues efficiently by taking medicines on due time. This
device is a great relief in a time of competition where under the pressure of work
and other liabilities one might forget to take his medicines on the prescribed timing.
Making the health a lower priority, hence, the device is a greatly useful one in times
like today.
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Internet of Things for Ambient-Assisted
Living—An Overview

A. Vijayalakshmi and Deepa V. Jose

Abstract The traditional family setup that ensures safety and caring for the elderly
has changed due to the change in work culture and societal setup. Caring for the
bed-ridden with chronic diseases consumes time and money which can be beyond
imagination. Ambient-assisted living (AAL) is a boon as it provides an improved
quality by monitoring daily routines to provide immediate healthcare services as and
when required. Internet of things (IoT) plays a great role in developing technologies
for ambient-assisted living. The adoption of this technology has given enormous
improvement in the medical and healthcare domain, especially in diagnostic, pre-
vention and patient care activities ensuring utmost comfort. This smart technology
has opened up a wide world of possibilities in healthcare which is quite obvious
by the massive usage of IoT devices in diagnostic medical equipment and wearable
healthcare devices.

Keywords Internet of things · IoT · Sensors · Ambient-assisted living · Elderly
care · Palliative care ·Medical devices · Pressure ulcer

1 Introduction

Ambient-assisted living (AAL) is an emerging multidisciplinary field which aims to
improve the quality in all aspects of our life. This is a concept which includes various
products and services enabled with high-end technology which is quite economical
and user-friendly. AAL builds a comfortable ecosystem by using various sensors,
computing/mobile devices and applications for individual health monitoring. IoT
technologies have already proved to be an effective healthcare aid for the elderly and
the bedridden with chronic diseases. The wide acceptance of this technology helps
in offering better service on time for the needy and relieves the mental stress of the

A. Vijayalakshmi (B) · D. V. Jose
Department of Computer Science, CHRIST (Deemed to be University), Bangalore, India
e-mail: vijayalakshmi.nair@christuniversity.in

D. V. Jose
e-mail: deepa.v.jose@christuniversity.in

© Springer Nature Switzerland AG 2020
P. Raj et al. (eds.), Internet of Things Use Cases for the Healthcare Industry,
https://doi.org/10.1007/978-3-030-37526-3_10

221

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-37526-3_10&domain=pdf
mailto:vijayalakshmi.nair@christuniversity.in
mailto:deepa.v.jose@christuniversity.in
https://doi.org/10.1007/978-3-030-37526-3_10


222 A. Vijayalakshmi and D. V. Jose

caretakers as continuous monitoring and timely notification will be provided to them
by such applications.

2 Internet of Things—An Overview

The word “internet” means a number of applications and rules which are built on
computers that are sophisticated and interconnected with each other, which serve
people all around the world for communication and connectivity. Now the focus has
shifted from the internet to internet of things which reveals two important terms
“internet” and “things”. The integration of these two terms converges the realm of
things into human-made virtual environment which eventually creates internet of
things (IoT) phenomena [1]. “Things” refer to any smart devices, sensors, human
beings or other objects which are capable of connecting to the internet anywhere
without any time constraints. These objects need to be able to communicate with the
entities and hence implying that they need to be accessible at any time in any place
[1], that is, connectivity at any place and any time is the most important factor in an
IoT application. This can be achieved with various types of sensing and computing
devices and its communication protocols. Before the emergence of IoT, radio fre-
quency identification was the main sensing technology. As the technology advances,
there have been new trends such as wireless sensor networks (WSNs) and Bluetooth
devices which helped in the emergence of IoT field.

IoT is widely accepted as it facilitates the interconnection between “things”
through the internet. It is a multidisciplinary field which is a combination of data
sensing and aggregation techniques, optimization of technologies, data analysis and
decision making, artificial intelligence, network and communications and so on. It is
quite evident through various applications that the IoT is used not only for just inter-
connecting various devices but to make important insights and act accordingly which
was only in our imaginations a decade ago. These smart devices act as a replacement
for humans in many time-consuming, risky and tiring tasks. The whole crux of this
technology lies in the ability of these smart devices to identify, communicate and
interact among themselves and with everything within its network [2, 3].

All IoT objects possess the characteristics of existence, sense of self, connectivity,
interactivity, dynamicity and environmental awareness. With these features, IoT is
enabled to offer multitude of services in various fields, including agriculture, moni-
toring, surveillance and rescue applications, weather forecasting, automating home
and personalized healthcare, energy conservation, supply chain, inventory manage-
ment and control and so on [4]. A comprehensive summary of the same is depicted
in Fig. 1 [5].

Because of its distributed nature, huge numbers, heterogeneity and resource con-
straints, developing security mechanisms for IoT is a daunting task as it creates weak
links that malicious entities can easily exploit. A model of IoT with the various com-
ponents, the IoT devices, gateways, interconnections through internet, cloud storage
and the users is represented in Fig. 2.
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Fig. 1 Overview of IoT applications

2.1 Architecture and Components of IoT

There does not exist any point of reference architecture for IoT as of today. The
IoT architecture is usually application-dependent. It is also very essential to have
an understanding of the difference between cyber physical systems (CPS) and an
IoT application which are used quite synonymously. Lot of research is happening
in this area and many architecture models have been proposed [6] in which three-
and five-layer architectures are used by majority of applications. Figure 3a, b dia-
grammatically represents the same. The three-layer architecture has the application
network and perception layers. The perception layer or the physical layer is respon-
sible for sensing. The main function of this layer is sensing environment parameters.
The interconnections and communications to and from the devices are done by the
networking layer, while the application layer provides user-friendly interfaces suiting
to the user requirements.
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Fig. 2 A model of IoT

The data transfer from the physical to various upper layers happens via various
networks. The processing of the data accumulated from the transport layer is the
responsibility of the processing layer which employs many technologies for storing
and processing data along with providing services to the layers below. The business
layer is concerned with the management of the IoT system as a whole including
the security and integrity aspects. Any architecture of IoT demonstrates the major
functionalities of sensing, processing and networking. IoT devices are a combination
of hardware and software, like sensors, actuators Wi-Fi, Bluetooth, Zigbee, and so
on. The data processing layer processes the data, analyzes it and take appropriate
decisions. For a normal user the direct point of interaction is through the application
which is designed for specific applications [7, 8].

To build an IoT application, different IoT frameworks are available which pro-
vide guidelines, standards and protocols required for implementation. Some com-
mon examples are Eclipse SmartHome, ThingsSpeak, ThingWorx, IoTivity, Open-
HAB, Node-RED, AllJoyn, DigitalSTROM, WebNMS, IPSO Alliance, Thread,
OpenMobile Alliance, LightWeightMachine toMachine Framework, ThingSquare,
AXCIOMA, Xively, The Thing System, IoT ToolKit, ZERYNTH and Cayenne. The
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Fig. 3 a Three-layer architecture b Five-layer architecture

acceptability of these frameworks is dependent on the features it provides especially
related to security and privacy aspects. Each of these frameworks has its own features
and limitations. The selection of the framework is also dependent on the application
requirements.A summary of the various commonly used IoT frameworksmentioning
the features of each is mentioned in Table 1 [9].

2.2 Features and Challenges in IoT

IoT differs from the traditional networking applications in varied facets. Majority
of the IoT devices have resource constraints especially related to size, power and
processing capabilities. As these devices are designed mainly for monitoring and
surveillance applications, constraints are there in incorporating additional facilities
as it will not benefit the used intended. The main features of IoT are depicted in
Fig. 4 [9], which differentiate it from the traditional network. Each feature can be a
hitch and a boon at various scenarios.

The major challenges that are faced by IoT applications include security, connec-
tivity, reliability and interoperability [10]. Besides that, there are various attacks and
threats related to IoT. As IoT is an IP-based network, it is also vulnerable to various
attacks. Besides that, IoT lacks a standardized architecture and is prone to various
attacks in different layers. Each layer has a number of threats and risks associated
to it and the severity of the same depends on the application also. The concept map
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Table 1 IoT frameworks

Framework Company Features

AWS IoT Amazon Easy to connect and ensures secure interaction in offline mode
also

ARM Mbed IoT ARM Easy connectivity and automatic power management

Azure IoT Suite Microsoft Vast range of support irrespective of hardware and software
diversity

Brillo/Weave Google Specific support for home automation

Calvin Ericsson Uses flow-based computing paradigm methodologies

HomeKit Apple Developed for easy configuration, control and management of
home automation devices

Kura Eclipse Kura offers easy interaction IoT devices and the public internet

SmartThings Samsung Enable user-friendly access of smart home application through
smart phones

Watson IBM Provides dynamic configuring and connections of the smart
devices with any range, enables the consumer to add devices
and connect the newly configurable device without need to
enroll with database

Fig. 4 Overview of IoT
features

represented in Fig. 5 helps to gain an understanding of the current state-of-the-art,
features, applications, architecture, advantages and limitations of the IoT.

In any IoT application, devices and internet are unavoidable. An edge IoT gadget
faces attacks from the internet on one hand and through associated gadgets on the
other. An intruder can easily infuse devices into the system. These dangers require
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Fig. 5 Concept map

Table 2 Security issues in various layers of IoT architecture

Layer Security issues

Perception Device-level threats, denial of service, jamming, tampering

Network Confidentiality, integrity, compatibility, security, privacy

Application Software vulnerabilities, authentication, identity and access permission issues,
recovery and data security

a complex security design, which needs to consider quite certain imperatives and
prerequisites of the IoT. Considering all the features of IoT and how it acts as a
challenge is explained mentioning the possible threats to be taken care of. A brief
mention of all the threats based on various layers is given in Table 2 [10].

3 Overview of Ambient-Assisted Living

The population of elderly are growing and it is very well noted that majority of them
have a desire to live their old-age life at home without bothering their relatives or the
caretakers [11]. With advancement in technology, effective support for the elderly in
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various situations of unpredictable falls, sudden sickness and so on can be provided
with continuousmonitoring alarm systems.Ambient-assisted living is one of themost
rapidly expanding areas which support elderly people with embedded equipment that
helps in having an independent and monitored life [12]. The concept of AAL is to
imbibe the technology to assist the elderly or the people with unusual requirements
in their day-to-day activities. It helps them to achieve independence or autonomy to
a great extent. Since such applications are designed with utmost security concerns,
the reliability and acceptability is increasing and resulted in wide usage of AAL
applications. It is very advantageous in the current world by having greater benefit
on their health and security. AAL solutions provide a greater contribution toward
the safety of elderly by helping in continuous monitoring of their daily activity [13,
14]. These technologies promise the elderly to stay safe and independent within
their houses [11, 15]. It is very well observed that people these days prefer moving
to metropolitan cities for living or work, making it difficult to take care of elderly.
For these situations, ambient-assisted living helps the aged to live in their comfort
zone independently especially in an environment like home [16]. Considering the
advantages of AAL systems, the demand for these systems is increasing as health of
a person at home can be monitored from anywhere and assistance can be given at any
point of time [16, 17]. Moreover, individual health monitoring is most commonly
followed due to the massive population and the understanding of systems in medical
field. However, the con of these systems lies in the fact that they are yet not fit to
accomplish the immense power of human interaction and activities.

3.1 Architecture of AAL

Figure 6 presents the architecture of an ambient-assisted living. The entire architec-
ture can be divided into three layers. Daily routine and issues related to health of
an elderly at home can be monitored using data collected from wired, wireless and
wearable devices. For this purpose hardware devices aremounted at home. Hardware
devices like sensors collect data from the environment and are transferred to a gate-
way which can communicate with the framework so that monitoring and controlling
of all the connected devices could be carried out from the installed location.

Local subsystem consists of devices that are installed at home of an elderly which
communicates with the core subsystem via a local area network or wireless network.
Local subsystem controls the physical devices and collects the result to transfer them
to core subsystem. This is a combination of hardware and software gateway.

Nomadic subsystems are worn by the caregiver. It enables the outdoor activities
in places not covered by the local subsystem.

Core subsystem is a software component that is in charge of controlling the system
and functions of the data store. Core subsystems can be installed on a local server or
in the cloud server.
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Fig. 6 Architecture of ambient-assisted living

The data collected from the sensors are transferred through communication chan-
nels, namely wireless or mobile network, to the gateways. The objectives of the
gateways are to collect data from sensors mounted at home.

Monitoring control system includes all those equipment and software components
used by caretakers and the staff. The function of this module is controlling, data
management and presentation of data to the end-user [18].
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3.2 Challenges in AAL

Ambient-assisted living promoted various ways to help the living of people who
are aged assisting them to live securely and freely in their own home. Nevertheless,
there exist few important issues in ambient-assisted living. Few of the challenges are
discussed here.

Dynamic service availability: One of the most important challenge with AAL is
service availability. As there are no formal caretakers, there will be an increase in
need of social resources and social connections. The availability of these services
is very dynamic and handling this dynamicity is a big challenge. There should be a
way to institute a structure so that various devices can be connected to each other
and mechanically called, started or stopped.

Service mapping: Another challenge with ambient-assisted living is establishing
a technique that can automatically map the services that are requested. Some of the
service mapping tools that could be developed can overcome this challenge.

Willingness: There should be massive encouragement given to people to partici-
pate in AAL system [19].

4 IoT in Ambient-Assisted Living

The population of elderly in this era is much higher when compared to the birth
rate. When elderly person prefer to stay at home and are not able to take care of
themselves, it is very much necessary that the family or a caretaker has to pay extra
attention to them. The costs of the caretakers are increasing and it is necessary that the
family has to spend a good financial amount to the caretakers or to the nurses. These
can lead to financial pressure in families with aged people. Wearable technologies
are a potential solution to this issue. These devices have helped in monitoring the
daily activities of elderly at home as well as assisting them. Figure 7 depicts different
types of IoT devices for elderly. IoT-enabled devices can be categorized as wearable
and non-wearable. At present, advances in wearable and sensor technology help in
designing devices that play an important role in monitoring and assisting elderly
people.

As most of the elderly suffer from problems and issues related to age, the health-
related issues and their symptoms can be monitored continuously that will help in
taking effective precautions. Pressure ulcer formation is a serious problem among
elderly and bedridden patients that needs utmost care. IoT-enabled devices that help
in preventing formation of pressure ulcers in elderly are explained here.

At present, devices like smart watch, smart phone and smart clothing are some
of the major wearable technologies assisting elderly at home for conveying health
information. Smart phones are ubiquitously carried by everyone every day. Smart
watches, on the other hand, can be considered as a networked computer with inbuilt
sensors that can capture the physical signals as they are in touch with the skin.
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Fig. 7 Types of IoT devices

Smart clothing is a device that helps in capturing information from the body through
the sensors connected with the fabric. Smart clothing can capture more information
when compared to smart watch and smart phones. There are smart shirts [14] that
can capture the heartbeat of a person. There are many similar smart clothes that are
designed that could be used for elderly care to monitor physical activity.

Elderly care using IoT is made possible with the help of physical devices posi-
tioned for monitoring their activities and health. These devices that are used for
monitoring can be categorized as outdoor and indoor positioning systems. Outdoor
positioning systems provide services based on locations with nearest accuracy level
[20]. Indoor positioning systems are those systems that have the capability to func-
tion in real time and thus help in the ambient-assisted living by providing the precise
locations of human in the indoor areas [21]. These systems are well suited for detect-
ing and tracking objects. Further, they help in providing support for elderly in their
everyday doings.

4.1 Pressure Ulcer Detection in Elderly by Using IoT Devices

From [11] it is clear that friction plays an important role in pressure ulcer formation.
Keeping this as a basic cause, bed sheets are designed that could cause reduction in
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the friction and the shear force formed in patients who are on bed. Figure 8 presents
the risk of pressure damage due to microclimate conditions in human body.

Authors in [22] designed a bed sheet that could reduce discomfort for those with
pressure ulcer and can reduce the probability of a patient with developing pressure
ulcer. Spacer fabrics were used for designing the sheet. Spacer fabrics is a three-
dimensional knitted fabric that uses a tuck loop stitching to connect with a filament
yarn at the top and bottom of the fabric. The authors in this study investigated
various features of the fabric, like air permeability, water vapor permeability, thermal
conductivity, absorbency and compression. The bed sheet is designed to ensure low
friction coefficient between the skin of the patient and the bed sheet. The design
ensures that the skin stays dry by enabling high wicking and evaporation capability
which in turn ensures low friction coefficient. The compressibility of a 3D knit spacer
bed sheet is high so that the pressure is distributed evenly and enables the caretaker
to change the position of an immobile patient to a different position. The bed sheet
proposed in this work is designed so that it can be easily washable. This sheet is

Fig. 8 Risk of pressure damage
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also expected to stay longer than a usual bed sheet used in the hospitals. The anti-
microbial finishes in the blanket will protect it from pollutants. The anti-creasing
finishing used in the sheet will protect the sheet from wrinkling and hence reduces
the chance of creating friction points [23].

A pressure-sensitive bed sheet is designed with sensing e-textile layers that help
in monitoring pressure ulcer occurrence. The designed sheet involves three differ-
ent components: an array of pressure sensors, a unit for sampling the data and user
interface using a tablet. Sensor array is an e-textilematerialwhich has afiber yarn cov-
ered with piezoelectric polymer. The bed sheet has three sheets which are crammed
together. The topmost sheet is designed with a normal fabric which has parallel con-
ductive lines 64 in number. The central sheet is the e-textile and the bottommost
sheet has 128 conductive lines organized vertically to the upper 64 lines. At each
connection of conductive lines, the structure has a pressure-sensitive resistor [24].
Pressure image analysis is carried out to obtain the body part localization. Through
continuous monitoring the risk of pressure locations in the body is analyzed to avoid
formation of ulcer. This data will be embedded in tablets to perform data analysis so
as to track the data and generate alerts [25].

Smart hospital beds are designed that consist of an actuating mechanism that is
capable of controlling patient’s body without the assistance of a caretaker. When
the pressure is exerted at a particular point, the surface of the mattress deforms by
distributing force at each contact point. This helps in offloading the pressure with
minor repositioning, which in turn decreases the shear on the skin of a patient due
to manual turning or repositioning.

Monitor Alert Project (M.A.P) systemmat uses a specializedmat that canmeasure
the pressure of contact between the person and the surface. The M.A.P. system of
Wellsense, Inc. is an equipment that is designed in such a way that it creates a heat
map-like display in real time, which shows the pressure that has high probability of
producing ulcers. The disadvantage of the system is that the pressure is measured
along the coordinate of the grid rather than the person lying on the mat. Simply
indicates that even if the patient is not on the mat and a dummy pressure is applied
the system won’t be able to differentiate [26].

Dyna-FormMercury Advance mattresses are tested to be appropriate for patients
at very high threat of ulcer development and are very much prone to treatment of
the same. Dyna mattress is a fixed mattress that is in combination with the feature
of dynamic alternating system. These mattresses can be used within patients home
or in a palliative care environment. The major advantage with this mattress is that
the parts of the mattress are replaceable. The outer cover of the Dyna mattress is
of high-frequency connected, multirigid, vapor-permeable fabric strictly controlling
the infection policies so that the patient is safe from causing any kind of infections.
This mattress is capable of holding a weight of 254 kg. Studies have proved that the
best outcome is when the weight is up to 152 kg [27].

The Softform Premier Active mattress is also used for all those bedridden patients
who are at high threat of pressure ulcer development. It comprises a froth mattress
with an underlay that dynamically alternates on two-cell 10-min cycle time through
the pump. The pump is designed in such away that it can judge the weight of a patient
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and accordingly regulate the appropriate amount of air. This helps in controlling the
development of pressure ulcer in patients. The weight that this mattress can hold is
up to 248 kg.

A system was developed that could be used in home scenarios for monitoring the
possibility of pressure ulcer development. The feasibility of the study is conducted
with people who are clients of the caregiver company. A pressure ulcer risk screening
module is developed that includes a software module developed using android that
acquires the pressure ulcer risk of the patient based on the Braden scale of risk
assessment. This is integrated with the system for monitoring the pressure ulcer.
The system includes three basic modules to detect the motion of the patient using
accelerometer and pressure, a module for collection of data and pre-processing the
same and a user interface. Authors claim that this system could be mounted on any
type of mattresses and it does not have any effect on the sleep comfort of the patient
[28].

Figure 9 presents a pressure ulcer risk alert system in which sensor patches are
positioned on threat areas on the skin of the patient. These sensors will monitor the
pressure, temperature, humidity and motion in communication with the skin. The

Fig. 9 Pressure ulcer risk alert system
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data collected from the sensors are communicated to the base station device or the
smart phone [29].

EHealth image system is a pressure preventive sitting mat with components like
monitoring sensor, main board, a unit to control the power supply and an electronic
switch. The monitoring sensor is used to identify the body position of the patient,
the factors like, temperature and humidity and the level of pressure exerted by the
patient. With a particularly established EHealth image system for pressure ulcer, all
the sensors that are used to collect this information are mounted on the matt. The
design uses medical pressure mapping system that can be applied at the interface of
the seat/skin. An user interface is designed so that it can display the real-time data
from the sensors [30].

Smart bed system is designed to assist the caretakers in nursing of the elderly.
Based on the factors, age and body weight, the system can recognize the risk points
of the body where ulcers are prone to occur. The smart bed designed in this study is
claimed to provide intensity of pressure at risk points or area in the body of a patient.
This information helps to determine the posture of the patient, if it is the supine or
lateral position. The information regarding the duration of pressure exerted at this
particular body position is also captured. These information will help the caretakers
in preventing the occurrence of bedsores [31].

The technique designed by Leaf Healthcare is based on an accelerometer-
containing electronic sensor. Leaf Healthcare created such a product that could sense
the motion and then predict whether or not the patient is at threat of occurrence of
pressure ulcer based on the data captured from motion. A motion sensing device
claims to increase the accuracy of preventing pressure ulcer when compared to the
traditional methods that is followed in hospitals, like turning the patient in a spec-
ified interval to avoid the occurrence of pressure ulcer. The main drawback of this
device is that it does not measure pressure in the body’s at-risk areas, so its predictive
capabilities cannot be accurate [26].

Subepidermal moisture (SEM) is a biometric scanner that could be handheld and
has various sensors that are incorporated in the device. It helps to detect commence-
ment of pressure ulcers before they actually appear on the skin. This equipment helps
in evaluating the subepidermalmoisture level, which is amajor factor associatedwith
the localized epidemic in the initial inflammatory phase of pressure ulcer. Caretakers
or nurses can place it in the body of the patient in the areas that are prone to get
ulcers to check if there is tissue damage.

4.2 Wearable Devices

An adhesive patch is developed that adheres to a body area that is prone to the
development of pressure ulcer. The idea was that the patch that is designed for
detecting the risk of pressure ulcer should stay on the body for at least seven days, be
water-resistant and be biocompatible. The material used for the patch was Tegaderm
Film dressing by 3 M Co. It remained for an average of 5 days on the participants,
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was water-resistant after 5 h and caused no skin damage that led the team to select
this medical bandage as the final material to be used for detecting the risk of pressure
ulcer [26].

The heels of the patient can be easily prone to shear and pressure. Heels are always
in contact with bed surface for patients lying down and hence they are more prone
to shear. When the patient is lifted out of the bed the patient is more prone to shear
if proper handling techniques are not used. Pillow and heel lift boots can be used to
reduce the cause of pressure ulcer formation.While using pillows the caregivers need
to make sure that the heel does not come in contact with mattress. The caregivers
need to make sure to use the heel boot devices very carefully. Straps need to be in
place so that it does not come in contact with the skin.

Cervical collars are one more device which surges the risk of increasing pressure
ulcer at chin, shoulder and ear. It was found that lengthier period of collar use was
connected with amplified risk of developing pressure ulcer in studies of trauma
patients with cervical collars. Further than five days, the usage of cervical collars is
related with a 38–55% risk of increasing pressure ulcers. Inflexible collars prepared
of foam or plastic are related with a greater risk of evolving pressure ulcer than
padded collars. When used suitably, padded collars such as the Aspen or Miami
cervical collar can stop the progress of pressure ulcer [32].

Intelligent monitoring and caution systems are developed with five functional
components: profile of the patient that stores patient data, sensor settings to set up
the parameters of the sensor nodes, informationmanagement of staff thatmanages the
data of the caretaker, monitoring of patient state that contains dynamic information
about the patients state, monitoring pressure contains data monitoring and querying
for caretakers to get an update of patients present status. This module also takes
care of setting the frequency of data transmission, threshold for the sensors and
the threshold for alarms. This system helps to prevent pressure ulcer formation in
mobility-impaired people. It also works as a precautionary system. It can monitor the
patient while he is in the lying position. Also the data can be continuously monitored,
transmitted, processed and recorded. And with all this data, repositioning schedule
can also be generated [23].

The wearable sensing system with sensor placed in wearing gowns is an IoT-
enabled technique which supports taking care of hospitalized elderly at home and
also tele-monitoring them. It is a very useful method which will benefit the elderly
patients and their families. Because of such initiative, timely care can be provided in
a comfortable environment and also this reduces risk. The sensing system is reliable
and robust inmonitoring actions through different mobile devices. It manages patient
data, alerts nurses and caregivers through web applications [33].

5 Conclusions

There is an immense increase in the number of elderly citizenswho are prone to health
problems and hence this leads to increase in demand for healthcare services. With
advancement in technology, effective support for the elderly in various situations
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of unpredictable falls; sudden sickness and so on can be provided with continuous
monitoring alarm systems. Ambient-assisted living is aimed to support active and
healthy aging of the elderly through emerging technology like internet of things
(IoT). The concept of AAL is to imbibe the smart technology to assist the elderly
or the people with unusual requirements in their day-to-day activities. It helps them
to achieve independence or autonomy to a great extent. Since such applications are
designed with utmost security concerns, the reliability and acceptability is increasing
and resulted in wide usage of AAL applications.

6 Future Scope

With increasing population of elderly and no one tomonitor them continuously, there
is a need for a system that could help in taking care of the aged. With advancement
in technology, there is increase in the development of IoT-integrated devices that
help to give a safe and healthy living for elderly. There are many devices that are
developed with the objective of assisting the elderly by monitoring their health on a
real-time basis. It is very much necessary to encourage people to use AAL systems
for a better and safe life. AAL could be extended by establishing a technique that can
automatically map the services that are requested. Some of the service mapping tools
could be developed that could overcome this challenge of current AAL systems.
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Smart Healthcare Applications
and Real-Time Analytics Through Edge
Computing

Parul Verma and Shahnaz Fatima

Abstract The healthcare industry is growing with leaps and bounds. These services
are getting costlier day by day. As the population is growing and so the number of
diseases, there is a need for easy, economical, and reachable healthcare solutions.
Technology can help in a great way by just changing the scenario and moving medi-
cal regular medical checkups from hospital to your home. Even in the case of chronic
diseases, regular remote monitoring of patients can be a great help. IoT has a great
impact on healthcare industry and is supporting all sectors of health care. IoT has
revolutionized the healthcare systems by connectingmedical devices, sensors, equip-
ment to Internet, and collecting invaluable data which is being used for treatment,
forecast, study of trends, analytics, and so on. IoT for healthcare systems uses cloud
to store and process voluminous data produced bymedical devices and sensors. Edge
computing has been introduced to reduce overburdening on cloud servers and also
facilitates real-time analysis of medical data. The chapter focuses on using edge
computing for real-time analysis of healthcare system. The chapter will also discuss
challenges of edge computing.

Keywords Healthcare systems · Real-time analytics · Edge computing · Real
time · Edge computing use cases · Issue and challenges edge computing

1 Introduction

Health care is huge and dynamic industry which is always ready to adopt revolution-
ary technologies. Though the industry is changing dynamically, still there are some
lacunae due towhich the benefits are not reachable to themasses.Collaboration of IoT
with healthcare applications is done in order to drawmaximum benefits of healthcare
applications. IoT-based healthcare services are reducing the cost, enhancing user’s
experience and hence increasing the quality of life.

Microelectromechanical Systems (MEMS) have been acknowledged to be one of
the most sought for technologies for times to come and this MEMS has the potential
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to transform consumer and industrial products by merging both microelectronics and
micromachining technologies. This joint system has been witnessed to initiate and
propagate opportunities for implementation of the smart surroundings. It is a great
help especially in the field of medical sciences, forensic sciences, applied sciences,
and numerous sensors to assess different types of essential symptoms, viz., heartbeat,
blood pressure, body temperature, ECG, profile, etc. This is where the emergence
and importance of IoT-enabled design of innovative services are found essential for
better health care of citizens. The lives of citizens will be dramatically affected by
infusion of microelectromechanical system-based devices and technologies [1].

The latest advancements in the design of IoT technologies are stimulating the
development of improved version of healthcare systems. With the IoT-enabled range
ofMEMS sensors and actuators, the observable facts that can be sensed or acted upon
with MEMS devices are more of challenge in today’s scenario. The system having
automatic identification and tracking of individuals and certain specific biomedical
machines/devices in healthcare units along with real-time examining of individual’s
physiological parameters for early or at least timely detection of clinical deterioration
are few of the good examples to be mentioned [1].

The health care is a very vast domain and it also includes personal health care,
pharmaceutical industry, healthcare insurance, biosensors, ingestible sensors, smart
pills and beds, and many other things. The list of IoT applications in health care is
endless. Other areas of IoT applications in health care are monitoring, tracking, and
maintenance of patient’s health status, device’s working status, maintenance status
of device, and many more.

Most of the organizations look for cloud for data access, analysis, and storage as
well. Though there are numerous advantages of using cloud, still it is not a viable
solution for storing and analyzing the huge volume of data that is produced by
connected medical devices and IoT. Moving all data to a centralized data center is an
inefficient way of handling huge volume of data generated by numerous IoT devices.
Edge computing provides solution by creating small network of data centers with
specific features for data processing. Digital projects that create or require data can
be processed much faster when the computing power is close to the device or person
generating it. The functioning of edge is quite similar to the traditional data center
and it changes the way of processing information and delivery to the end users.

1.1 IoT Application in Healthcare Systems

Application area of IoT is quite diversified. IoT-enabled devices facilitate remote
monitoring in the healthcare system. IoT is playing a crucial role in transformation of
healthcare industry. IoT has applications in health care that benefit patients, families,
physicians, hospitals, and insurance companies.

Following are the various IoT healthcare application areas which can be
categorized as follows:
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For Patients

Nowadays, it has become a trend of showcasing or having wearable devices driven
with the Internet of Things (IoT). However, the fundamental idea is nothing new at
all. The latest wearable devices can connect with your existing devices like personal
computers, etc. which makes it quite obvious that by getting access to them it can
do lot of interesting activities. These devices have gone quite smart and they are
helping especially old age people who are living alone or living in some remote
areas. The device will not only notify the person itself, besides that the notification
will also be to their caretakers may be their family or healthcare centers. Such kind
of instant notification will definitely help them in taking crucial decisions related to
their health.

For Physicians

Wearable devices used by patients can help the doctors to monitor their patient’s
health. Doctors can proactively suggest treatment plans for their patients by getting
updated information on various parameters through these wearable devices. Identi-
fication and persuasion of best possible treatment in record time is one of the major
outcomes from IoT-enabled healthcare devices as these devices assist physicians
with correct data collection and may assist physicians for suggesting appropriate
prescription based on symptoms (data collection).

For Hospitals

IoT can be a big help in hospitals also by facilitating the complete healthcare system
in many ways. Doctors or physicians can make use of Real-Time Location Services
(RTLS) to locate various IoT-enabled devices in hospitals. While duty shifts, various
medical devices kept by earlier staff are difficult to locate, and hence real-time loca-
tion services can be of real help to them in locating various devices like wheelchairs,
nebulizers, pumps, etc.

Doctors can also predict and analyze the arrival of remote patients in Post-
anesthesia Care Units (PACU). IoT-enabled healthcare monitoring systems can
provide the real-time status of patients to the doctors.

The system of hand hygiene is another very crucial concern to monitor the reck-
lessness caused due to unhygienic touch to patients. As per the records of Center of
Disease Control and Prevention in USA, it is about 5% patients who get infections
caused by the lack of proper hand hygiene in the hospitals [2].

For Medical Insurance Companies

With reference to processes of health insurance, the recent reports byGrowth Enabler
refer to a futuristic claim of about 20 billion connected devices by the year 2020.
Thesefigures are quite promising and sowecan look forward in the directionof digital
transformation which will be sensor-powered in many industries including health
insurance as well. [3] Insurance companies are now incorporating the monitoring
system through various wearable devices and identifying the kind of policy needed
by the person.
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In current scenario, the whole healthcare system is somewhere revolving around
the IoT technology. Be it patient, doctors, hospitals, or medical insurance companies,
all are drawing benefits out of this digital innovation.

There are varieties of healthcare system devices available these days like heart
rate monitors, electronic wristbands. These devices help physicians and doctors to
give more personalized advice to their patients. Patients also interact with the doctors
seamlessly and the benefits are increased manifold.

1.2 Devices Being Used in Healthcare Systems

IoT has revolutionized the healthcare system and opened up versatile opportunities.
Ordinary medical devices are capable of collecting less valuable data. However,
when they are connected to Internet, they collect invaluable data which provides
wide insight of patient symptoms, remote monitoring of chronic patients, and they
facilitate patients to have control over their lives and treatment. Following devices
are popularly being used by patients involved in IoT-based healthcare systems.

Wearables

These devices are getting popular and are first-hand tools to monitor personal health.
Wearables are available to keep a track of an individual’s health as well as keep
alarming them in critical situations as well.

Activity Tracking

The Runtastic Orbit is an activity tracking device which tracks daily movements,
sleep, and fitness routine of the end users. Like any other wearable devices, it is also
designed for versatile usability. It can be worn on a wrist, belt, or any other location.
Orbit features time, alarm, OLED display, and Bluetooth Smart Technology. It is
waterproof up to 30 feet.

Weight Loss

Lose It! is one of the weight loss utility. It offers numerous services majorly counting
calories, logging meals, sending reminders/reports on weight loss goals, and many
more. The real purpose of this wearable device is to motivate people to sustain
healthy lifestyle and to lose weight. It is quite compatible with numerous healthcare
technologies and fitness devices that include FitBit, Misfit, Google Fit, Strava, and
Runkeeper, available a Bluetooth-coupled scale for uploading data to the application.

Consultation with Virtual Doctor

HealthTap is one of its kinds of health and fitness management networks which help
patients cum consumers with wide-ranging virtual care from remote.

Hydration Tool

Water balance is a hydration tool introduced in the form of watch. It is quite useful
wearable device which helps users to maintain their water level and also help them in
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improving their hydration habits. Hydration tool identifies the need of the amount of
water of an individual depending upon consumers’ age, height, weight, and level of
burning calories by physical activities. It also keeps needful records of the beverages
end user drinks to meet this goal throughout the day [4].

BioSensors

BioSensors are introduced as analytical tools for analyzing the biochemical and bio-
material samples. The biosensors are used for understanding of bio-composition,
structure, and functions of the samples by changing a biological response in equiv-
alent electrical signal(s). These analytical devices or tools comprise a biological
recognition constituent openly linked to a signal transducer that jointly relates the
concentration of an analyte (or groupof related analytes) to awell-definedmeasurable
response [5].

Biosensors are quite smart as they record patient’s health data in real time and
provide updated information to the doctors in order to avoid disease complications. In
healthcare systems, biosensor collects various physiological data and then transmits
it to the healthcare monitoring systems where the caretakers have a look on the data
and reports doctor if any unusual change is found in regular pattern of the data. In
this way, biosensors patch up the whole network of healthcare system and are trying
to convert it into Medical IoT.

Sensiotec Virtual Medical Assistant

This is the first cardiorespiratory remote patient monitoring system. It is called as
Virtual Medical Assistant (VMA). VMA tends to work as a decision support system.
It has a potential to identify health crisis at an early stage. The VMA generates
continuous cardiorespiratory information, and the data served with such system is
having its tremendous usefulness in decision support systems and may also be used
fundamentally in recognizing the problems before they take a serious shape.

Freestyle Libre Flash

It is freestyle way of glucose monitoring where you do not have to prick instead
of that you can scan. It is a small sensor which automatically measures and stores
glucose readings throughout day and night. While doing any activities even if you
are swimming or bathing it keeps on monitoring as it is water resistant. It is user-
friendly in nature which keeps you updated about the last 8 h glucose status and also
shows the direction of high or low glucose level. It provides various types of reports
based on various parameters which give detailed and intricate information about the
glucose level in your body.

Health Patch

Health patches are a kind of wearable wireless device. It is a waterproof sensor for
heart rate monitoring which seems like a Band-Aid which is highly technical. It
consists of Bluetooth connectivity, internal memory which can hold data up to a day
and a battery that persists for a week and can be easily charged by putting up the strip
on an inductive charging pad. It is entirely made up of silicon and has an electronic
module with single-lead ECG. It also consists of skin temperature sensor.
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2 Challenges of IoT-Based Healthcare Applications

IoT has changed the way healthcare applications were working. Connected devices
through healthcare applications allow elderly people to be connected to the healthcare
system, people living in remote areas get healthcare advice through medical advisors
without visiting their place, and patient’s suffering from chronic diseases can be
monitored by medical advisors on regular basis. In spite of all these benefits of IoT,
there are various challenges also which are given below:

Success Rate of IoT applications

Faster data transmission and convenience of using IoT applications motivate health-
care providers to explore healthcare applications using IoT. As per Cisco research in
2017, it has been revealed that only 26 percent IoT-based projects were successful.
The research also revealed the fact that 60 percent of the IoT projects encounter
trouble at the stage of proof of concept. However, most of the IoT-based projects uti-
lized external partnership for success. Although Cisco research did not focus on IoT
based healthcare applications. Cisco research underlines that organizations should be
cautious while planning IoT solutions for their organizations. Organization should
focus on prioritizing their business projects and their objectives or needs of patient.

Voluminous data generated by health care

Healthcare initiatives had brought revolution to medical industry. Reducing emer-
gency roomwaiting times, tracking assets and devices, trackingmovement of patients
throughout hospitals, and medical device monitoring all such kind of applications
generate huge volume of data. The forecast says that by 2025, healthcare sector will
only produce major portion of data by IoT devices as compared to any other sec-
tor. The flooding data generated by IoT health devices used in healthcare industry
could also cause unforeseen problems. Healthcare organizations dealing with that
data should be capable enough to handle it properly and also verify its quality.

Vulnerability of IoT devices

The vulnerability of IoT devices increases as its usage. Hackers are using a variety
of techniques for data filtration in order to mine valuable data and misuse it. As per
the study of Zingbox, it has been observed that hackers could identify the connected
medical devices and understand their working by getting into the system. Hackers
can break into a healthcare network and can manipulate the readings or data gener-
ated by the IoT device, hence affecting patient care. However, serious efforts have
been taken by researchers and technology experts by reinforcing security standards
and protocols. Organizations should plan in prior and should increase awareness of
existing threats of the IoT-based systems and also how to protect their network and
devices from these threats.

Obsolete Infrastructure

Even though retrofitting can breathe new life into aging infrastructure, truly taking
advantageof IoT is tricky if an infrastructure is outdated.Old infrastructure is a known
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issue in health care. When hospitals are in dire need of revamped infrastructure, they
also have difficulty hiring the staff to make upgrades. Tech talent is in high demand.
Prospective candidates may not want to tackle old infrastructure.

3 Cloud Computing/Edge Computing/Fog Computing

IoT devices are flooding the market and our life will seem impossible without IoT
devices these days. Sending or receiving data over the internet or the cloud is quite
easier now but data processing is quite challenging.

Cloud computing simply means storage of data and access of programs over the
Internet instead of accessing it from your own computer. Cloud computing enables
organization by providing them computer infrastructure in the form of various
resources like virtual machines, storage of data, networking, software, analytics,
etc. Cloud may belong to a single organization (private cloud) or it is available to
many organizations (public cloud) or it can be a combination of both (hybrid cloud).
Cloud provides various services to the client in the form of Software (SaaS), Platform
(PaaS), and Infrastructure (IaaS).

Cloud environment has a great impact on the performance of various enterprises.
Upgradation of infrastructure is always a big challenge for the enterprises, and hence
switching to the cloud-based service helps enterprises to meet the demand instantly.
This improvement andflexibilitywillmake a significant improvement in performance
of your enterprises. This is one of the reasons for adopting cloud computing which
helps in fulfilling the demands of business instantly (Fig. 1).

Fog computing refers to the extension of cloud computing to the edge of the network
of enterprise. It is an additional layer of a distributed network and it is closely related

Fig. 1 Cloud computing
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Fig. 2 Fog computing

to cloud computing. Fog network is an extension cloud and hence makes it ideal
for IoT and other applications that run on real-time data. Fog networking basically
makes use of local resources in spite of accessing remote one and hence decreasing
the latency and making it more powerful and efficient (Fig. 2).

It is an improvement over cloud computing by reducing the amount of data to
be transported to the cloud for analysis, storage, and processing. Though it makes
the things quite efficient, it can also be used for security reasons and it also has low
latency in terms of network. It also reduces the amount of data that is sent to the
cloud. Mostly fog computing is used for efficient data processing but it can also be
used for security and compliance. Low latency of fog computing in terms of network
is also one of the reasons for its popularity. It also reduces the amount of data sent
over the network, and response time is quite high. Cloud can only integrate multiple
data sources, whereas fog can integrate both data sources and multiple devices too.
Fog is also popular because of its access speed which is promising in comparison to
cloud which depends on VM connectivity.

Edge Computing processes the data where it is created around the network rather
than in centralized form. There are dedicated edge devices that are used which enable
the entry into the core networks. In edge computing, the processing is done majorly
on distributed device nodes referred as smart devices or edge devices opposite to
cloud where processing is done on centralized cloud (Fig. 3).

Edge computing is popularly used by autonomous vehicles. Edge computing and
its integration with AI are working for automated cars and are replacing humans.
However, technology needs to work on properly to perform real-time analytics in
order to avoid road accidents. Another great example of the edge technology is the
predictive maintenance. The applications of edge computing enable the IoT wireless
sensor network to scrutinize the machine health in real time. The data collected
through the various edge devices is most of the times sent to the central cloud data
center for further analysis.
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Fig. 3 Edge computing framework

Edge networking offers resource optimization over cloud computing system. All
computations are performed at the edge of the network which helps in reducing
network traffic, hence decreasing the risk of a data bottleneck.

4 Need for Edge Computing

The virtualization of services is getting popularity with the spread of cloud services
everywhere and information technology is undergoing a revolution with the two
cutting-edge technologies, edge computing and fog computing.Both the technologies
pay emphasis on processing data at the edge of networks and not sending it back
and forth to the data center. These technologies play vital role in reducing round trip
times, and hence critically increase the performance of various applications.

Cloud is not all a new buzzword in the industry. It has been there for decades.
Using cloud simplymeans storing and accessing data over the Internet instead of your
own computer hard drive. Companies these days do not need to develop their own
infrastructure and they are exploiting resources like virtual machine, storage, or an
application all these as a utility. Cloud computing is providing various services like
databases, storage, intelligence, virtual networks, analytics, hybrid cloud intelligence
to name a few.

The idea of edge and fog computing is being motivated by introducing improve-
ments upon the model of cloud services currently in use. In 2018 itself, the market
of cloud services has been increased by 21%, i.e., which as $145.3 billion in the year
2017. The major cloud market is covered by AWS, Microsoft Azure, and Google
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cloud but this is not stopping fog and edge computing by standing next to cloud
computing and being considered as the next step onward from cloud.

The technology that is promoting edge and fog computing is IoT and things.
IoT devices are getting popular day by day and it has been forecasted that they are
going to outnumber mobile devices in the coming future. IoT devices are versatile in
their shape, sizes, and also their application area. Almost more than 90% of business
organizations that have implemented IoTdevices have got returns on their investment.

The growth of IoT in healthcare field with the huge production of data from the
numerous sensors produces versatile opportunities and challenges in this field. The
advancement of the technology is opening new avenues for healthcare systems with
the demand of holistic view of patient. This is also putting pressure and challenge for
existing healthcare systems where addition or changes in existing systems is cumber-
some due to tightly coupled operating system, hardware, and firmware. Addition of
new devices and upgradations in technology demand for flexible and more advanced
ways of data management in order to provide time valuable data to the systems and
organizations.

Technology is ready to converge data into actions which is produced by analytics
using AI, machine learning, inference, and deep learning. All these technologies are
becoming an integral part of the healthcare systems and are routine for ensuring
patient safety and quality of care. Edge computing places the data and the processing
capabilities at the edge of the network, which is quite close to the relevant data and
its operational or diagnostic module.
Edge computing showcases following benefits of processing data at the edge:

Low latency

The problem of cloud environment is high latency which means that data collected
from millions of devices connected in a particular system has to reach the cloud for
further processing which is far away from the position data is being generated. Many
sensors do not meet the demand of power consumption required for transmission of
data to the cloud. Edge computing provides solution to this issue and tries to process
the data by sensors or nearly connected device and analyzes it, hence reducing the
latency. Even machine-learning algorithms can run directly on edge devices, only
interacting with the cloud when needed.

Reliability

Establishing connection with the remote cloud data center can be not unreliable as
at remote locations data connectivity is poor or discontinuous. Shifting distributed
computing to the edge also ensures reliable processing, in case if one edge device
fails, other processing resource will take over.

Scalability

Edge computing expands its capacity with the combination of IoT devices and data
centers working at edge. It offers less expensive ways to implement scalability.
Adding edge computing devices which are capable of processing does not put an
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overhead of growth costs as addition of each new device demands for substantial
bandwidth at the core of a network.

Cost savings

Transferring data to a cloud needs higher bandwidth. Hence, if all data to be analyzed
has to be transferred to cloud, it will be a costly issue. If preliminary analysis of data
is performed at edge before sending it to cloud it will save cost and only that data is
transferred to the cloud which is required for aggregate analysis.

Security

Data processing at edge or close to IoT device improves security and privacy of data.
The data that is transferred to the cloud is prone to be attacked. There are high security
concerns as the data transfer relies on the public Internet. Lot of critical information
can be intercepted by malicious third parties. An edge computing application can
ensure that sensitive data is preprocessed on-site, and only after having passed the
data through a first layer of anonymizing aggregation, the application sends the data
to the cloud for further analysis.

Versatility

Scalability adds up to the versatility of edge computing. Organizations can promote
partnership with local edge data centers, and hence they need not invest in expensive
infrastructure. The partnership with these edge data centers allows them to provide
efficient services to the end users with low latency. The robustness of edge computing
supports IoT devices to gather exceptional amount of data on which certain action
can be taken. Edge computing devices are always connected, in spite of waiting for
people or device to log in and interact with connected central cloud servers, and
it always generates data for future analysis. Huge amount of unstructured data is
collected by edge network data centers; either that data is processed locally by edge
centers or transferred to the core network servers where robust analytical techniques
will analyze it to identify trends and crucial data points. This information can be
used by healthcare centers for better decision-making.

5 Edge Computing and Healthcare Systems

Edge computing is drawing attention of companies as it offers basket of benefits
and tries to overcome the limitations imposed by cloud-based environment. Though
cloud has its own important role, there are numerous possibilities offered by IoTwith
edge computing. All traditional network architecture used to have data processing
center at the heart of it. The devices, systems, and tools forward their data to central
hub for storage, processing, and further transmitting to another system, device, or
network. The transmission of high volume of data to a centralized location before
its analysis and sending it back to the device is not suggested as it is inefficient and
leads to bottleneck. Decentralization of data pathways will help in saving time and



252 P. Verma and S. Fatima

bandwidth and will result in fast delivery of data. In spite of centralized data centers
in edge computing, data centers are shifted to the edge in order to reduce transmission
time and processing the data where it has been produced. Data centers added at the
edge will give opportunity to doctors and healthcare staff to process their data in
the close proximity of the source of data and it can reduce data transmission times
also. The basic three benefits of edge computing are easy access to real-time data,
security, and data transmission efficiency.

Each data center at edge handles limited amount of data which improves security
as volume of vulnerable data at each data center at edge is quite lower. It makes
things difficult for cyberattackers as at particular location there is limited volume of
data that can be compromised in comparison to centralized data center. Monitoring
of security issues is easier as it is all closer to the source and IT staff can react quickly
and take serious steps in order to avoid such security breaches. The proactive data
security approach is easily implemented in this scenario.

Data access also shows improvement in edge computing as data is quite near to
the source. Data can also be accessed even if you are offline as all data is stored
near to the source and does not depend on wireless network. Such kind of setup is
quite useful in healthcare systems because clinical staff often depends on network
channel for easy access of patient information. Since the data transmission distance
is reduced due to the closeness of edge data center, the cost of data transmission is
also reduced. Not all data generated by the IoT devices have to be transmitted to
central cloud as majority of it will be processed by edge data centers, and hence it
reduces the cloud storage requirements.

Edge computing can be well exploited in healthcare systems. It can be imple-
mented for closed-loop systems in ICU for the monitoring of seriously ill patients
using smart sensors. Clinicians can respond immediately to any adverse situation of
patients. In an ICU system, edge computing connects system sensors to localized
control system which will handle all processing and communication. “The result of
edge computing can be rapid machine-to-machine communication or machine-to-
human interaction. This paradigm takes localized processing farther away from the
network right down to the sensor by pushing the computing processes even closer to
the data sources.”

The sensors attached to the system work as a dispatcher. The role of dispatcher
is to pass information to another edge device in the close proximity and sometimes
even to cloud also. In this way, all edge devices work as a part of the information
processing rather than sending all data to a central cloud. In healthcare systems,
edge computing distributes workloads on the branch data centers in order to deliver
applications and services to remote areas. The effective usage of edge computing
in health care can be by bringing services near to the patients by virtualization and
helping patients at the remote location in an effective manner.

The edge computing also plays an important role in telemedicine. Doctors
in metropolitan areas can treat remote and rural patients reliably. Telemedicine
programs can also utilize specialized care especially for patients who travel.
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The edge node need not be large enough like cloud and it can be a small entity
which basically brings healthcare application and data closer to the patient. Edge
devices can have a great impact on telemedicine through patient monitoring.

Wearable devices are, in general, example of edge solution. The purpose of wear-
able device is to analyze health-related data like blood pressure, heartbeat rate,
sleeping patterns, and other activities in order to provide recommendations without
connecting to the cloud.

6 Edge Computing General Framework

There are no defined boundaries of edge network; it depends upon a particular appli-
cation. Edge is basically a logical layer rather than physical. As per the business
perspective, location of edge can be defined by the business problems to be handled
or key objectives of the business. Basically, edge computing comprises following
three layers:

Lowest Layer

It consists of large number of versatile devices ranging from sensors, smartphones,
actuators, andwearables. Someof these devices are dynamic in nature likemobile IoT
objects while some are static. Voluminous amount of raw data is produced by these
devices which are further transmitted to higher layer devices for further processing.

Middle Layer

This layer is actually edge layer. An edge can be a computer or a processor inside an
IoT camera, router, local edge, or ISP all can be considered as edge. Edge computing
can be defined in terms of relative position of processing power, communication
function, and intelligence to the end user. It consists of devices that have computing
capability like routers, switches, set-top boxes, etc. The basic role that edge nodes
have to perform is to provide services to the end users. These services vary from
delivery of service, caching, or may be data storage, especially transient data from
cloud to the end users. The basic aim of edge is to divest some tasks from the cloud
to the edge. Further edge nodes can provide services to the users in collaboration and
cooperationwith other edge nodes. For example, Shi et al. [6] introduced a use case of
connected health in which hospitals, pharmacies, logistics companies, governments,
and insurance companies form a collaborative edge to provide healthcare services.

Highest Layer

This layer is made up of decentralized computing infrastructure which comprises
data, computational power, storage space, and various applications which together
work in a distributed manner between edge node and centralized data center/cloud. It
takes data processing one step further from the preprocessed data from edge nodes.
Few tasks are assigned to the edge nodes. In two situations, cloud server requires
to provide its services: (i) when edge nodes require coordination among themselves
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and (ii) when large-scale data analysis is performed; in this case, edge nodes send
data to cloud server after preliminary analysis [7].

Edge computing allows data from IoT device to be processed and analyzed at
edge local processing and then further transmits it to cloud or corporate data center.

Edge Computing Components

Edge computing setup uses various terms. Following are the terms that are being
used with edge computing:

EdgeDevices: Any device like sensors,machines,mobiles, or any other devicewhich
produces data or collects data.

Edge: The edge does not have standard definition. The boundary of edge varies from
application to application, for example, telecommunication filed it can be mobile or
may be mobile tower. In the case of automotive edge, it can be a car. Edge can be a
machine in a shop floor or a laptop in IT.

Edge gateway: It is a buffer zone where processing is done in between broader fog
and edge computing. It basically works as a window between larger environment
that exists beyond the boundary of the edge.

Fat client: It is basically an application used for data processing on edge devices in
contrast to thin client which simply transfers data.

Edge computing equipment: Various sensors, mobiles, router, and switches can
be used as an edge computing equipment simply by connecting them with Internet.
A range of computing servers, converged systems, and even storage-based hard-
ware systems like Amazon Web Service’s Snowball can be used in edge computing
deployments [8].

7 Edge Computing Use Cases

IoTdevices are becomingmore popular day by day and edge computing has expanded
its wings and tries to accommodate every domain. Healthcare industry is also ready
to exploit the benefits of edge computing. The healthcare industry is ready to be
benefitted by the expanded use of IoT edge devices and other latest advancement in
the computing architecture. Edge is considered as a complement to cloud computing
rather than as a replacement. Cloud has contributed to several benefits for IT health
care but now cloud alone is not considered as the best solution for divesting core
applications.

To implement edge computing ecosystem, organizations have to define a use case
which describes each and every aspect of an organization which includes IT setup,
management, and patient care as well. The healthcare organizations have to perform
brainstorming in order to identify which service will have benefit from edge service,
like EHR systems, telemedicine, digital imaging to name a few. Organizations have
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to assess each and every aspect like network bandwidth to handle needs of remote
patients and what other devices need to be connected in near future.

Implementing edge computing in the organization is not only the solution. There
is a requirement of skilled staff also in order to deploy edge solution. Organizations
that attempt to deploy edge network without required expertise will definitely end
up in wasting money. Organizations have to decide location, storage system, and
amount of data to be processed and people who will access it in order to build
secured and compliant edge system. Well-defined and secured edge computing will
bestow following benefits:

• Data in a close proximity increases efficiency.
• Integration of IoT data and healthcare systems.
• More precise and in-time data about patient health.
• Telemedicine.
• Real-time monitoring of patients that influences medical devices.
• Health apps and wearables that keep a track of various health metrics.

Edge computing will benefit by reducing transmission costs, improvement in
delivery of services, and have a great impact on people lives by managing their
health issues. The ultimate result is to make health care available to those people
who are in great need of it. It improves patient care and also increases efficiency
from business perspective. Following are the use cases that justify the success and
usage area of edge computing:

Rural Medicine

Quality health care for the rural areas which are isolated has been a biggest challenge
for healthcare industry. Even with the latest innovations in telemedicine, the quality
care is not easily reachable to the remote areas in the time of emergency. Traditional
healthcare databases are facing challenges and the biggest challenge is connectivity
but the edge computing along with the IoT healthcare devices are making it easier
in overcoming these difficulties.

Edge computing along with IoT healthcare devices together have the potential to
store, process, generate, and analyze critical data of patients without having continu-
ous connection with network infrastructure. Patients using wearable devices can get
their diagnosis quite quickly and effectively on-site and gathered information can be
fed to the central servers as soon as connection is established. IoT healthcare devices
can extend their reach to other existing networks by connecting with an edge data
center. By connecting it through edge data center, the medical personnel is ready to
access critical patient data in the areas where there is poor connectivity. This par-
ticular use case of edge computing has the potential to expand the reachability of
healthcare service to a great extent.

Closed-loop system in ICU

Implementation of closed-loop system to monitor patients that are critically ill in an
ICU system is also one of the useful use cases of edge computing. The system will
respond to the changes in conditions of the patients in ICU.
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The implementation of closed-loop ICU can be attained by all the sensors in the
system to local control systems which can handle processing and further commu-
nication. The edge computing will result in rapid interaction and communication
between machines. This system performs localized processing by pushing the com-
puting power close to the source of data. Sensors in the systems work as a dispatcher
which transmits information further to another connected edge device or may be to
centralized cloud.

Patient’s data generated by numerous devices

Patient health-related data is generated by numerous IoT medical devices like wear-
able devices, glucometer, and other healthcare apps and devices. The data generated
by all these devices is being effectively used by healthcare industry experts and cre-
ates the potential for improved results. Such data is analyzed by the medical experts
to analyze and provide medical help to the patients who are at remote areas.

The huge amount of this PGHD produced by all these devices is putting challenge
for the healthcare providers to manage all such unstructured data and also keeping
it secure. The data produced by these devices is poorly defined and usually passed
to the cloud infrastructure which is not often prepared to analyze it and draw some
inferences which can be well utilized by the healthcare providers. By the time data
reaches the central servers and is analyzed it may be too late to respond to the
critical changes in a patient’s condition. The problem can be rectified by keeping the
processing of critical data at edge near to the data source. IT architectures gain benefit
of collecting data and also performing real-time analytics which can perform to solve
or respond to medical emergencies. The medical devices in IoT-based healthcare
systems monitor patient’s current condition and send alerts the moment anomalies
are detected. The system needs to follow rapid response in order to save patient’s
life.

1. Improvement in Patient Experience

IoT medical devices with edge computing are making things easy for patients vis-
iting the hospital. The smart devices are helping patients in finding offices, guiding
them through proper notifications. Hence, edge computing with IoT devices has the
potential to transform healthcare industry.

Patient health and satisfaction are the ultimate issues of healthcare industry. Edge
computing companies play a crucial role in healthcare infrastructure. Numerous
healthcare devices are ready to provide their services to patients and are trying to give
patients convenient and accommodating results. Many hospitals are ready to offer
contents likemovies, games, and interactive educational programs by streaming. The
data can be decentralized by edge data center and will be made available widely with
minimum latency.

2. Supply Chain System

IoT edge devices also make a noticeable contribution to the supply chains. The
hospitals and healthcare centers in today’s era are using numerous edge medical
devices along with various hardware components in order to provide best possible



Smart Healthcare Applications and Real-Time Analytics … 257

care. The hospitals are equipped with various sophisticated medical equipments
which are required on daily basis for the lifesaving procedure in hospitals. Keeping
these facilities runningwithout hindrance is one of the important aspects of healthcare
industry. Disruption to supply chain by any means will break the smooth functioning
of healthcare system. The requirement of expensive medical equipment, robotic-
assisted tools to the smallest bandage all support the smooth functioning of the
systems. Hence, full proof supply chain system should be established.

Healthcare system requires variety of tools, machines, equipment, and medical
accessories for their smooth functioning. Any hindrance to the supply of any of these
items will create significant effect on the functioning of healthcare systems.

IoT edge devices that are well equipped by sensors have the capacity to manage
the inventories in healthcare systems. The whole inventory and supply chain are
dependent on the data collected by usage patterns. The predictive analytics can be
done to find out about a working status of a particular device and when it will
fail. Real-time situation of crucial shipments can be tracked by GPS and sensors.
Innovations in supply chain of IoT-based healthcare have given the opportunity to
the organizations which are struggling to put a control on the rising cost of supply
chain, and hence represent one of the compelling use cases of edge computing.

3. Cost Driver

Widespread usage of IoT edge devices is helping healthcare organizations to save
up to 25% cost. Few savings come from day-to-day applications of security and
surveillance and also from smart building controls but most of the cost saving will
come from patient monitoring. IoT medical devices, wearables, implantable sensors,
and other IoT services that are based on data analytics are all included as the use
case of edge computing which are significantly reducing per patient cost.

Another costly issue involved with IoT-based healthcare systems is interconnec-
tivity among various devices. Healthcare providers are facing issues of incompatible
systems and also they have to manage huge recordkeeping which is quite challeng-
ing. All this can be handled easily by edge computing devices that communicate
quickly and easily across organizational boundaries. The cost of healthcare services
is rising day by day. The innovations in healthcare industry with IoT and edge will
boost up the efficiency and deliver better value which surely promotes end user to
embrace it.

Monitoring of Patients (Critically Ill)

Edge computing gathers the data of patients by monitoring their behavior and watch-
ing out for anomalies. For example, epileptic patients in healthcare system’s edge
computing devices can be utilized to monitor their health condition, an early detec-
tion of attack can be notified timely to family members or related people to ensure
timely care provided to the patients.

There is software that can create a diary of events and patients’ vitals (jerking
movements, physical vibrations, whether the body is stable or falling, heart rate, and
so on) to determine treatment patterns. These diaries at edge can help in making
preemptive analysis for the patient’s critical condition.
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A. Response Time

Huge hospitals have numerous devices connected to the patients; sometimes this
number reaches 20 devices per bed. Managing data generated by all those devices
is cumbersome job. Transferring this volume of data to a centralized data center
for further processing creates a bottleneck and also increases the response time.
Edge computing provides solutions in such cases where preliminary analysis and
processing of data can be done at the edge and only data that requires supporting
data from other devices too will be sent to the centralized cloud data center. This
helps in reducing response time and timely decision and care to the patients.

B. Mobility of Patients

Hospitals these days have very specific infrastructure, and monitoring of patients
is also restricted due to limitations of the infrastructure. The issue is that when the
patient leaves the instrumented infrastructure furthermonitoring of patient’s activities
has to be ensured by the healthcare systems.

Edge computing is considered as the fruitful resources in such transitional envi-
ronments and monitoring can be managed effectively. Edge computing along with
IoT is considered as the robust solution for both patient and healthcare providers.
Following are the different ways of managing these resources with the combination
of IoT and edge computing:

On the body: Wearable devices, implants, and peripherals fall into this cate-
gory. These devices constantly monitor the patient’s health patterns and note the
abnormalities before sending alerts to the healthcare provider.

At the hospital: The patient will be connected to smart devices and monitors that
will continuously monitor the patient’s location in real time. The data from all the
devices will be networked and analyzed.

At home: There are plenty of homemedical devices, activity monitors, and virtual
assistants that would aid in monitoring the health condition of the patients, especially
elderly patients who live alone.

1. Identification of Vital Signs in Disasters

In the case of major disasters, prompt medical help is required in order to save the
lives of injured ones in emergency. The basic disaster management in such cases
includes wearable biosensors which should be attached to the body of injured person
by the medical officer available on-site. The biosensor will provide critical informa-
tion about the current medical condition of patient and guides in the form of queue of
priority action required for patient processing. Very soon the attached sensors start
emitting data to the edge devices that are located nearby. These edge devices can per-
form only basic and lightweight analytics just to determine the current state of injured
person and informing the status to the on-site medical officer. On availability of net-
work connection, selected data will be further transferred to the cloud for detailed
and complex analysis. This further analysis of data will make more precise predic-
tions for treatment of patients, improving coordination between healthcare centers,
time optimization for reaching hospital, and also providing timely information about
patient current condition.
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2. Identification of Vital Signs in Everyday Life

Biosensors are used to record patient’s vital symptoms during everyday life activities.
For example, sensors keep on streaming data of electrocardiogram to the nearby edge
device which will perform preliminary analysis on the data. In case of any deviation
being found from standard data, it will be notified immediately to the emergency
services. Filtered and preprocessed data is further sent to the cloud where elaborated
analytics on that data is being performed to get better insight about overall health
condition of patient that will finally help in precise diagnosis.

3. Activity trackers during cancer treatment

Patients undergoing cancer treatment can make use of wearables and apps to check
on the diagnosis and treatment through the data collected on a daily basis. This will
also monitor their appetite, lifestyle, activity level, and fatigue level.

4. Ensuring adherence to treatment plans

Doctors can now be assured that their patients stick to the treatment plan through
devices connected to mobile apps. It will also remind the patients to take their
medicines on time.

8 Edge Computing for Real-Time Analysis

It has been notified and justified that there is a need for collaborating cloud with
edge computing real-time analysis in order to exploit its maximum benefits. The
collaboration also helps in a prompt reaction to the changing state of patient. In
cloud computing, the processed data after compilation is sent back to the source of
data. Contrast to that edge computing computes and analyzes data near to the data
source. In edge analytics, there is a paradigm shift of processing control of all data
and applications from cloud to the edge, which is quite near to the source of data.
Edge computing glues various technologies together like Cloud, Grid, and IoT. Edge
is an additional layer between cloud data center and end user devices. The purpose
of this layer is to relocate computational power near to end device. Edge computing
can perform real-time analytics which can be applied to all devices, applications,
and services.

Themost prominent benefit of edge computing is the reduced latency and improve-
ment in quality of service. There are many heavy tasks of big data processing, video
processing, and artificial intelligence that require huge computational power. If the
computation is required to be done in real time using cloud and Internet, it is simply
not preferable. Any real-time system is supposed to react to its environment in the
specified time interval.

Real-time computing can be categorized into three types [9].
Hard Real Time: In hard real-time systems, strict real-time clause should be fol-

lowed. For example, in cars, if airbags deflate after or before the specific time interval
it loses its importance and it will be fatal for the consumers [10].
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FirmReal Time: It is in between the hard and soft real time. Systemswith firm real
time can bear some lapses in deadline; however, increase in these lapseswill definitely
degrade the performance of the system, and hence making system unacceptable [11].

Soft Real Time: The real-time applications which demand for less strict time-
line and also have wide deadline interval are called soft real-time applications. For
example, voice or video streaming can bear loss of some data packets.

There are systems which produce huge volume of data per second. Since we live
in an era where billions of devices are producing data and processing data, there is a
need for filtering data at the source itself. In these situations, data can be off-loaded
to the edge node for filtering and some preprocessing and perform some real-time
analytics. Nowadays, cloud computing and edge are working in tandem to maximize
the output of IoT, cloud, and edge computing.

The edge analysis architecture has been utilized by several IoT-based healthcare
systems. Lv et al. [7] proposed to analyze physiological data of patients at local end in
order to implement authenticity. They mentioned if data will be forwarded to global
cloud for analysis it will surely experience some data loss. After local analysis, data
is collected and stored to build up an information system for patients.

Bourouis et al. [12] proposed the concept of Intelligent Central Node (ICN) which
allows to analyze data on a smartphone. The operating system in a smartphone
performs real-time data processing. The role of ICN is to determine whether data
needs to be forwarded further to the cloud storage or not using comparison algorithm.

In [13], smartphones perform basic data analysis on the data collected by the
sensors. However, in such cases, there is huge risk of data security which can be
avoided by getting acknowledgement of user before any critical data processing.

@Home [14] and PhMon [15] are the systems that locally analyze data between
its source and control center. Such systems comprise biosensors (wearable) which
are connected to a monitoring system through Bluetooth/Zigbee. The monitoring
systems work as an efficient alert system and send alarm after processing of data in
case it is required. The system presented in [16] carries out some basic analysis on
the cell phone by employing wireless sensor networks and some complex detection
algorithm.

Kosisochukwu et al. [17] proposed system makes use of edge analysis which is
transparent, free, and works for both structured and unstructured data. The proposed
platform is used for analysis of raw data produced by various IoT healthcare devices.
Their platform also employs KAA platform in the design of an IoT-based healthcare
system. Using platform rather than writing algorithms provides a better IoT solution
and product for healthcare systems. The proposed system consists of a heart rate
sensor which is connected to a mobile application (android based) for remote moni-
toring of patients. The focus of the platform is to provide easy usage of visualization
of data related to patients of different classes.
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Few other works of edge computing using real-time analysis are discussed below:

Icare: Real-Time analysis with Edge computing

Icare is the solution for healthmonitoring of elderly people. It uses the combination of
wireless sensor technology along with smartphone, body sensors, and web technol-
ogy which offers real-time health monitoring. The system will collect physiological
data through body sensors and other devices attached. The collected physiological
data will be analyzed locally at the edge and it will alarm the emergency healthcare
center whenever data collected exceeds the threshold values. The emergency health-
care center will send an ambulance to the current location of the elder person who is
in trouble.

Body sensors and other devices will be customized as per the old people’s health
condition. The data collected will not only be analyzed at the local level, besides that
it will be sent to the server in bulk in order to maintain personal health information
system. The comparative analysis of history data and current data helps doctors to
set the thresholds from remote location and elderly people can be guided accordingly
[18].

Serverless Framework for Real-Time Analysis

The purpose of cloud storage and computing is to perform analysis and deriving
patterns in a huge amount of data. In the combined architecture of edge and cloud,
edge device plays a role of gateway. The edge devices perform preprocessing and also
perform filtration of data which is further transmitted to the cloud. The transmitted
data at cloud is converted into persistent data and is further available for complicated
analysis. The presented framework by researchers establishes the need of combining
cloud and edge based analytical technique. The suggested framework will process
patient’s data at the edge in a real time using low latency algorithms.

The proposed full-stack framework performs uniform real-time data analytics
between cloud and edge. The basic role of the cumulative cloud and edge is to
facilitate management of the underlying resources in the framework. The cumula-
tive framework also optimizes the placement of various analytics functions in order
to support execution of serverless model. This serverless approach combines the
benefits of edge like latency, heterogeneous data management along with the com-
putational power of cloud. For example, if in a healthcare system, the patient is
visible in some critical position then the particular data is analyzed at the edge in the
close proximity where it is generated and some initial results and suggestions are
transmitted to the patient. However, further selected data will be forwarded to cloud
to perform some powerful analysis and data will be stored for long-term storage.

The serverless framework proposed is capable of managing bottom up approaches
of data analytics of varied granularity. This means that the focus of edge is on local
analysis that is per edge gateway, whereas cloud supports global views which means
analysis of data from varied edge devices that belong to different regions or even
domains. Consumption API is used to deliver collected data from the connected
devices to the applications. The important fact is that analytics can be performed
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either on cloud or edge node or may be both and finally delivered to application from
any node.

The core concept of the model is a transforming function that encapsulates data
analytics logic defined by the user for data processing along the stream. The set
of such function is then composed into a topology which facilitates complex data
processing applications. The model considered streams as the most important aspect
as it is defined throughout all the presented concepts [19].

Real-Time Map-Reduce Framework Using Edge

Kang et al. [20] proposed a framework for soft real-time analysis performed at
network edge. The basic feature of framework is (a) transfer of data form adaptive
sensor to the edge based on their importance and (b) periodic real-time analytics
performed in memory of the edge server handled by real-time scheduling and map-
reduce functions originated in functional programming which is not related to a
specific implementation [21].

Though the demand for real-time analytics has been increasing drastically, related
work is relatively unavailable. There are various advanced data stream management
systems, for example, Storm [22], S4 [23], andSparkStreaming [24] that support real-
time streamprocessingbut donot consider timedeadlines andnot ensure timeliness of
data processing. Hadoop framework faces the problem of meeting deadlines [25–27]
as it is optimized for processing in batches of data in secondary storage space.

To address this issue, the proposed work of a real-time map-reduce framework
is suggested as a solution called as Real-Time Map-Reduce framework (RMTR). It
provides various unique features (Fig. 4).

Framework offers transfer of periodic data from IoT devices to edge server
on the basis of their relative importance mentioned by the sensors/IoT devices.

Fig. 4 RMTR framework for real-time analysis (Source [20])
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Generic transfer adaptation scheme is proposed which supports different parameters
of importance of data that depends on a specific real-time analysis application.

Framework provides API for RMTR, which can be used to write serial map() and
reduce() functions by application developer for a particular real-time data analyt-
ics application and can also specify parameters for timelines and intervals for data
analysis task.

Framework provides a test for the earliest deadline first scheduling algorithm in
order to check the performance level of computation and data access delay. The
framework performs periodic real-time analysis of sensor data.

Framework also supports various efficient mechanisms for in-memory sensor data
analysis. These schemes are as follows:

• Sensor data is streamed into main memory directly so that RMTR can fetch
information from it on the fly.

• Unlike Hadoop and its variants, intermediate data generated by the map/reduce
phase is directly transferred to the next phase without being stored locally in a disk
or distributed file system.

• For each input/output and intermediate data memory, reservation is done in prior.
• Wireless transfer of data as per their importance. An RMTR prototype is made
which extends Phoenix [28] which is an open-source multicore/multiprocessor
map-reduce framework. Phoenix supports RMTR features used for real-time
analytics.

Collaborative Framework for Real-Time processing in wireless network

Edge and cloud computing solutions both have their own unique merits and demer-
its in context of real-time data analytics in wireless IoT networks. The framework
combines features of centralized cloud and real-time analysis benefit of edge which
is capable of addressing various issues related to wireless network.

Sharma et al. [29] proposed a collaborative edge-cloud framework for wireless
IoT networks. In the proposedmodel, edge gateways are fortifiedwith cachememory
which facilitates edge-caching and helps in delivery of local popular contents. The
edge nodes may be any device having computational capability along with storage
and network connectivity. It may be sensor, router, smartphone, and video camera
depending on various application scenarios. IoT networks may be heterogeneous
comprising of various unique characteristics.

IoT devices are diversified in nature. They have heterogeneous features of com-
puting capabilities, intelligence, and processing power. There is a need for one mon-
itoring agent that can guide edge nodes to make maximum utilization of available
communication and computing resources. The proposed framework in this lineworks
in the same manner and lures benefits of both cloud and edge. The framework uses
cloud center as monitoring agent to have effective real-time data processing.

In this framework, information/data is gathered by edge computing from the sur-
rounding radio environment. The role of cloud is tomonitor and give suitable instruc-
tions to the edge nodes for operations. There are various operations on the edge side
like filtering, data compression, power control, and decision-making on the various
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Fig. 5 Collaborative framework for real-time processing in wireless network

types of data which is well supported by cloud center which gives suitable signals
(Fig. 5).

Real-Time Analysis of Patients through voice communication

The reachability of technology has now opened doors for early diagnosis of a variety
of diseases. Application of voice communication in healthcare application is set to
revolutionize health care in many countries. Let us take an example, Person worried
for his mother as she has issues related to memory loss and calls to the clinic, nurse
at the clinic asks few questions to her and gathers some information for preliminary
detection of disease. The analysis has been done on the basis of vocal communication
anddata collected fromherwearable device. The analysis helps the nurse to determine
and diagnose Alzheimer’s disease to the patient with the high probability. Hence,
the preliminary detection helped the patient in taking early medical action for his
mother. With the overloaded connected devices available these days, diagnosis by
simple voice communications is really ultimate.

Using analytics in voice communications for the diagnosis of early symptoms
of any disease is actually quite close to reality. Apple recently released new Apple
watch series 4with a feature of electrocardiogram.Thewatch is capable ofmonitoring
heartbeat of the person wearing it and will alert them in any undiagnosed condition.
This real-time data provided by Apple watch helps in diagnosis of certain health
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conditions. It alerts the users to consult their health provides detecting any significant
reaction or change in standard health data.

Role of Analyst in detecting medical fraud

Healthcare industry is dealing with numerous frauds. In 2017, US faced $1.3 billion
of false billings as per the records of Inspector General of the U.S. Department of
Health & Human Services. Real-time analysis can play a vital role in detection of
these medical frauds.

Analytics at the medical call center using voice analytics can deal with this issue.
The tone of patient’s voice can be detected and the person at call center can pinpoint
it. The person attending the call could alert the concerned person to investigate the
case to the deeper level. The role of analytics is to identify medical fraud in order to
warn organizations at the preliminary stage of appointment scheduling.

The real-time analytics with edge computing has the great potential in order to
meet varied challenges of healthcare industry. The efforts are made to propel health
care to next generation and deploy real-time analytics for early medical diagnosis
and fraud detection.

9 Challenges for IoT-based Edge computing

The future of edge computing seems bright and promising. But there are always
some loopholes of every technology. Security, performance level, managing so many
devices all these issues are quite challenging.

9.1 Security

The edge devices are quite vulnerable and lot of security measures is needed to
be implemented for its secure implementation. Security is one of the complicated
issues while implementing the edge computing environment. The security issue of
edge computing has different reviews. Few people mention that security in edge
computing is better as compared to cloud as data need not to travel over a network
and is closer to the place of generation. Opposite to it, few believe that edge devices
are quite vulnerable. Hence, security issue should be vital while deployment of edge.
Security also makes deployment of edge complicated. Displacing important device
toward the edge makes them vulnerable.

Following measures can be taken in order to implement secure edge computing
framework:

Secure Data Collection: The first and foremost step of data processing is to collect
data from various sources. The quality and integrity of data affect the data analy-
sis accuracy. Hence, there is a need of secure data collection methods. Following
strategies can be followed for secure data collection:



266 P. Verma and S. Fatima

Authentication of the User

A foolproof user authentication mechanism is required in case of outsourcing data
analytics which is a crucial requirement for the reliability of data source. The authen-
ticationmechanismwill validate the user identity and guarantees that the user access-
ing the cloud server and the edge node is legitimate [30]. There are some common
authentication ways that can be utilized for authentication of users. Password-based
authentication method: This is the most basic one where every user while register-
ing sends their user ID and password. Every time the user accesses the network its
identity will be authenticated by the remote server. Smart Card-Based Authentica-
tion Method: It is a non-reproducible card and while registration it is being issued
and authenticity of the user is verified by its details. Dynamic Password: It allows
user to change their passwords dynamically number of times. Biometric Authenti-
cation: In this, users’ unique credentials are stored for authentication purpose while
registration.

Data Processing in a Secure Manner

The data is being outsourced to cloud or edge node for analysis. Once the data moves
out of the users’ end, the owner of the data loses the control. The personal data on
the healthcare system can be revealed or shared by attackers. Following methods
are used to secure data processing. Encryption: Encryption of all data that is being
outsourced to edge through end user device. Differential Privacy: It is one of the
privacy-preserving techniques which is used to guarantee privacy for users by adding
a random noise to user data [31]. Pseudonym: This technique allows the users to
request for services offered by edge or cloud using pseudonym. Users do not reveal
their identity on cloud. Hence, their personal data cannot be related to them and if
accessed by intruders it will not harm them personally [32].

Secure Data Storage

Due to cost of data storage, some results of data processing are stored on edge nodes
or cloud. These results can be tampered or misused by the attackers. If we keep all
processed data in encrypted form, it will hinder further processing. Hence, other
mechanisms are used to handle this issue.

Access Control

This mechanism allows only authenticated user to access processed data results.
There are various access control mechanisms. Role-Based Access Control: In this
mechanism, the access policies are related to different roles and these roles are
assigned to the users to authorize them for particular roles [33]. Attribute-Based
Access Control: It is a cryptographic technique where secret key of the owner and
ciphertext relies on attributes of recipients. This technique offers fine-grained access
control by providing ability to data owner to set its own access policy in order to
prevent private data of data owner. The recipients can only encrypt data when their
attributes match to the specific access policy.
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Searchable Encryption

It is being proposed bySong et al. [34]which is capable of performing data encryption
along with keyword search over ciphertext. It is one of the promising solutions for
the security of the outsourced data on edge/cloud which is kept in encrypted manner.
The data need not be decrypted for searching purpose. There are two categories of
searchable encryption, symmetric and asymmetric.

9.2 Performance and Deployment of Edge

Performance of the device is another one challenge and deployment of edge comput-
ing is also a complicated process. Engineers and founders quote that the life cycle of
deployment of edge computing has many iterations and experiments before landing
up to the feasible solution. Going throughmuch iteration, many projects did not work
out because of the complex production. There are many profiling tools available for
developers but they are quite limited in guiding how to optimize the entire hardware
and software layers.

9.3 Defining Use Case

Use case definition is another bottleneck for edge computing projects. There are idea
and concept but sometimes unavailability of clear definition of use case becomes a
barrier. The reason is not properly defined requirements of patients or end users and
improper alignment of requirements with management. It is not mandatory that an
edge expert can only define use case for its deployment. The basic requirement is to
align infrastructure and business requirements to ensure that your use case or plan
for the project can take off.

9.4 Less Expertise

There is a serious lack of expertise when we are deploying edge solutions. Even
if a health care or any other business organization has well-defined use case, lack
of expertise puts a hindrance on successful implementation of edge solutions. The
reason behind all these complications is that edge is quite different from typical
data center. The deployment needs to consider various parameters like space, power,
connectivity, management, density to name a few. To manage all these parameters,
we require skilled person for planning and implementation.
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9.5 Data Management

This is also a major concern while deploying edge solutions. Data is the most crucial
aspect of any edge computing solutions. The requirements and management of data
need to be crystal clear. There are various issues regarding data management in edge
like which data has to be processed where and is data transient or it will be stored.
The integrated solution for edge has to define solutions for these aspects. Security of
data is also one of the crucial issues that should be taken care while deployment of
edge solutions.

10 Conclusion

IoT-based healthcare systems are in use over the last decade. These healthcare sys-
tems are quite complex to be managed effectively. With the growing technology,
various solutions have been given time in order to handle IoT-based healthcare sys-
tems effectively. Latest transformation of healthcare system is making use of effec-
tive edge computing. Edge computing provides analysis and processing closer to the
source of data. Hence, it improves security, latency, and real-time analysis to add on
to the performance of the IoT-based healthcare systems. Edge computing is consid-
ered as an efficient way to solve the issue of moving all data to a central cloud. It
forces to create small data centers near to point of data source. It is true that there are
benefits of using edge in IoT-based healthcare systems but there are some challenges
of planning, creating, deploying, andmaintenance of edge-based healthcare systems.
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Clinical Data Analysis Using IoT Data
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Abstract Public aid knowledge management needs actions, definitions, and laws
so as to produce enhancements over public health treatment and designing. These
enhancements have often supported a collection of data and indicators, and the health
administrators must own admittance to machines that offer elasticity to manage
the efficient analysis. Several technologies will cut back overall prices concerning
the interference about the administration of persistent diseases. The clinical study
intends to discover novel and better ways to recognize, diagnose, check, or manage
a distinct disordered manner. With the IT support supervision of chronic pathogen-
esis, home rehabilitation, patient direction, and coordination of clinical pathways
including multiple actors’ makes it potential and IT adoption permits innovating
or re-engineering lending divisions to market the commercial property of lending
assistance and enhance their feature. Healthcare assistance supports the continual
therapy, observance of victims at intervals the unit, and offers around the timekeeper
help and makes sure that the encircling setting does not hinder their treatment and
observance. Recently, an IoT (Internet of Things) possesses interesting in the eyes of
creators of care systems. World Health Organization is integrating numerous med-
ical practices with IoT technologies to supply top-quality cheap care services to
patients. Additionally, few IoT gadgets communicate with cellular gadgets through
wireless device-to-device communication networks for the transmission of knowl-
edge, which may be obtained via the apps for data retrieval, creating choices or
information warehouse for eventual way.
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1 Introduction

1.1 Clinical Data

In hospital and healthcare environment, information about patient acts as a vital
ingredient in taking decision. Visit of each time and tests taken needs to be in cumu-
lative manner to help in the process of diagnosis. Irrespective of the past, present,
or future, this is going to be inevitable in clinical perspective. Papers and filing of
the same in the name of physical charts were maintained for the past so many years.
Invention of digitalization and Internet utilization made the drastic change in this
field in the name of Electronic Health Record (EHR). In this process, electronic
information pertaining to patient is stored and retrieved based on the requirement.

To discuss, in precise, clinical data holds collection of data gathered by observing
a sick person’s health condition over time span. Normally, a datum comprises of
the patient, the attribute, value of the attribute, and observation time. The data pops
from disease, follow-up of the same, screening data and examination data. Based on
the nature of data it is classified into various types, namely, narrative documented
by clinician, numerical reading like blood pressure, lab values, coded data gathered
from terminals, textual data in the form of text, recorded signals like EEG, ECG, and
pictures like radiographs, and so on. Uses of clinical data are manifold in nature by
acting as source of historical record, future health could be diagnosed, aids in clinical
research, helps in coding and billing purpose, communication, and provide glimpse
of preventive measures in times of spread of epidemic disease when considered in
cumulative manner.

National committee on vital and health statistics has been established in the last
decade and acts as the statuary body in handling the rules governing to health data
of US citizens. Ultimate aim of the committee is to handle the data in meticulous
manner to get great insights. They have illustrated the data stewardship for individual
personal health information in tactical manner as mentioned below.

Data sources—hospital, payer, public health, person/patient, ambulatory centers,
prescriptions, and labs.

Data users Data uses

Hospital Discharge summary, quality reporting, operational assessment

Physicians Office visits, quality reporting

Person/Patient Personal health record

Labs Test results

Public health Communicable disease reporting

Payer Benefit checking claims quality audits

Researchers Research studies
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2 IoT World

The IoT denotes a setup of physical devices and alternative things, implanted with
natural philosophy, software, sensors, and network property that allows those objects
to gather and reciprocate knowledge. By 2020, four-hundredth of IoT-related tech-
nology based on health-related issue is quite possible of creating $117 billion busi-
ness. The confluence of drugs and knowledge technologies, like medical information
science, can improve health care as we all acknowledge it, curb prices, decreasing
incompetence, and protecting lives [1].

2.1 Medical IoT (mIoT)

Wearable and portable apps these days sponsor fitness, health training, symptom
pursuit, including cooperative illness administration and care coordination. All these
principles of analytics will increase the relevance of information interpretations,
degrading the number of times that finish user’s pay to piece along with knowledge
outputs. Insights obtained frommassive information outline can stimulate the digital
separation of the attention world, marketing methods, and period decision-making.
A brand-new class of “personalized preventative health coaches” (Digital Health
Advisers) can rise. These employees can maintain their abilities, and therefore the
capacity to evaluate and perceive strength and welfare data. They are going to facil-
itate their shoppers to avoid chronic and diet-related sickness, improve cognitive
features perform, deliver the goods, enhanced subjective strength, and deliver the
goods obtained lifestyles overall. Several technologies will cut back overall prices
for the interference or administration of persistent diseases. Certain embody materi-
als that perpetually control health indicators, tools that auto-administer treatments,
or a device that tracks the period health information once a patient self-manage a
medical aid. As a result of the need for expanded admittance to fast web and smart-
phones, several victims have begun to utilize cellular applications (apps) to achieve
varied health desire. These methods and movable apps square measure currently
more and more related and are used with telemedicine and telehealth through the
medical IoT (mIoT). mIoT may be an important section of the digital conversion
of concern because it permits distinct market patterns to develop and allows mod-
ifications in business methods, productivity enhancements, price containment, and
increased client practices [2].
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2.2 Linked Medical Data

The clinical analysis intends towards finding new and more reliable systems to
learn, diagnose, monitor, or handle a definite neurotic method, e.g., complaints or
unfavorable situations. It includes three chief sections:

(i) The patient-centric examination which suggests individual subjects;
(ii) The hygienics and social researches which explore the distribution of infection

and the agents that harm circumstance; and
(iii) The results and health assistance investigation which tries to recognize the best

persuasive and adequate mediations, procedures, and services.

Linked Medical Data Access Control (LiMDAC) methodology which capitalizes
on linked information methodologies to facilitate measuring access to preventive
information among classified origins having distinct access limitations. Linked data
is amethod for obtaining and attaching information using free network standards. The
Linked Data publishing method normally starts with actual, organized information
in different organizations (CSV, social information, XML, and so forth), which are
changed over to RDF. The distribution depends on a Linked information model
that can be delivered either by formulating an unmistakable nearby pattern (in RDF
Schema, OWL, and so forth), or by reusing existing, broad lexicons, (for example,
FOAF, Dublin Core, and SKOS). From that point, URIs are relegated to the things
in the dataset on the occasion level and between connections are set up with various
datasets. There are commonly several models of areas that can be built up used to
relate URI anonyms and other space explicit RDF bonds. The impact of announcing
restorative information as Linked Data coordinates obviously in the event that we
reuse generally utilized philosophy or connected datasets [3].

2.2.1 LiMDAC

LiMDAC principles are to empower controlling access to restorative information.
Aside from the LiMDAC measures, the structure contains an authorization mecha-
nism module and an authorization interface module. The authorization interface lies
between data clients and suppliers. It empowers data customers to (i) create client
structures dependent on the LiMDAC client profile model and (ii) mission for shared
restorative data. The data shopper characterizes the extent of getting therapeutic data
being either persistent arranged examination or epidemiological study. The explo-
ration principles depend on the components of the data cubes that are saved in the
conveyed RDF data stores. Following each mission principles, there is a range for
choosing its incentive from a drop-down rundown of conceivable keys.Moreover, the
authorization interface makes an interpretation of data purchasers’ investigation into
SPARQL inquiries and moves them over the authorization mechanism. At first, the
authorizationmechanism recovers the entrance strategies from conveyed data suppli-
ers. From that point, the authorization mechanism checks whether the profile of the
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data purchaser coordinates the client profile characterized by each entrance strategy.
On account of progress, the authorization mechanism makes and sends SPARQL
questions to disseminated data suppliers. The inquiries scan for data that match
both the data customer’s inquiry and the fulfilled access approaches. On account of
accomplishment, they came about datasets are come back to the data customer by
means of the authorization interface. The impact of this technique is except if (i) (for
patient-arranged investigation purposes) the quantity of exploited people coordinat-
ing explicit examples, alongside the name of the data supplier issuing certain data or
(ii) (for epidemiological examinations sees) the few connected data cubes [3].

3 Electronic Health Record Data (EHR)

Healthcare analytics influences clinical and managerial knowledge in EHRs and data
regarding clinical observe patterns and pointers, to maintain metric-driven feature
enhancement. Objects combine characteristic incapability in healthcare delivery and
deviations from the following criteria: characteristic possibilities for increasing aids
assumed to boost the degree of responsibility, economical targeting of inadequate
supplies, and also examination of risk-adjusted performance to count establishments.
Procedures embrace retrospectively characteristic groups with large or below risk-
adjusted metric records that describe patterns of top-quality concern and measures
for development, severally. Subject features, or phenotypes, with sturdy similarities
with effects of care, might facilitate to make a case for such records. Phenotypes
obtained fromEHR information additionally could also obtain organized as variables
within prophetical figures that prospectively cipher including gift patient-specific
prospects through clinical call comfort. Certain analytic strategies need to experience
EHR implementations. EHRs with the desired extent of information more and more
square measure obtainable at giant hospital systems. Establishments might create
certain data obtainable throughout a clinical information repository, some computer
database maintained by AN EHR’s transactional systems which promote economic
population questions. Federal storehouses of body and general clinical information
give establishments with admittance to comparative information, e.g., UHC’s CDB.
Certain native and general datasets along describe an expensive potential supply of
data for analytics; however, others gift abundant trials in their practice. Examinations,
co-morbidities, and schemes usually square measure described indirectly as request
principles. Clinical information like lab takes a look at results and medical histories
could also be marked as native rules or in the document, and those they might need
abundant clinical circumstances to perform. Attempts square measure afoot to form
in public obtainable institutions of phenotypes outlined in the duration of patterns
in systems and distinct information like eMERGE. eMERGE’s phenotypes are in
public obtainable in a record kind. Accessories for transposing these phenotypes
into questions of native information repositories and national storehouses may create
data-driven quality gain higher generally sensible [4].
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4 Analytic Information Warehouse

Analytic InformationWarehouse (AIW) is to deal with the requirement of EHR. This
maintains defining phenotypes through a database-agnostic practice as teams about
body systems, classes of digital take a look at outcomes and important symbols,
also incidence, consecutive, and different temporary designs in coded and separate
information. The capacity permits defining phenotypes like Victims with replicated
high-pressure level studies that have diagnosed hypertension and continue signify-
ing handled with a water pill in the duration of those information. The AIW obtains
information and determined variables denoting phenotypes of concern into delim-
ited records appropriate for applied math analysis and mining with customary tools.
I2b2 (Informatics for integration Biology and therefore the Bedside) may be a gen-
erally utilized clinical analysis information repository operation. The AIW’s growth
becomes initiated and managed by an operational scheme through our establishment
to grasp the elements of clinic readmissions regionally and across the nation [5].

The AIW may be a care analytics sandbox. Its code well reaches a temporal con-
cept method, PROTEMPA, to maintain information retrieval and make up discovery
in performance analytics, a capacity that was not antecedently approved by PRO-
TEMPA’s architecture. Fields of expansion embody versatile configuration to provide
immediate admittance by the code to enterprise information repositories; a config-
urable tool to remodeling information from its supply mode illustration toward a typ-
ical information design; guide for stipulating considerations in terms of knowledge
as diagrammatical in the traditional pattern to permit theirs reprocess over datasets;
guide for investing connections within information parts within the standard form in
concept estimate; economical process of enormous databases that manage cradle of,
however, considerations were calculated and the AIWwill estimate to tens of immea-
surable conflicts, corresponding to a various classes ofmeasure increases in advanced
statistics as analyzedwith PROTEMPA, and configurablemaintenance for commerce
treated information and located phenotypes into existing review, mining, and ques-
tion tools. The most participation of the practice is this software’s widespread design
and free supply implementation. Whereas quality development analytics has been
the driving clinical drawback for AIW development, AIW is additionally extended
during a kind of comparative effectiveness and different in-progress studies that use
EHR information. The AIW code involves abundant extensions of PROTEMPA as
corresponded therewith represented in AN earlier notification. Certain expansions
maintain the info amount, information and makeup representation and distribution,
and product form desires of clinical analytics. The AIW design defines cooperation
implementing online database access (data source), descriptions of data also con-
cepts (knowledge source), and implementations of algorithms that cipher groups of
your time-series data (algorithm source). Thework fiduciary part achieves processing
flows via organizing notes to the assistance suppliers to recover data and abstrac-
tion outlines, and cipher recurrence, and regular and different temporary designs.
Expansions being associated with PROTEMPA embody the following:
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(1) A data supply service provider which enables defining nontemporal, addition-
ally, to temporary concepts during temporal abstraction metaphysics;

(2) A data source service supplier which executes theVDMcapability and produces
including performs SQL applicable for databases of interest;

(3) Re-architected information supply and work fiduciary parts that flow informa-
tion from supply orders within temporary concept process, thus permitting tens
of immeasurable polyclinic encounters to be treated expeditiously on custom-
ary server hardware configurations and while not this requirement for on-disk
caching; and

(4) A plug-and-play method within the work fiduciary referred to as the Yield Han-
dler for performing and configuring; however, PROTEMPA products calculated
periods and data [5].

The AIW permits feature development knowledge to leverage phenotypes repre-
sented in EHR knowledge as classes of principles and ideas and as frequency, con-
secutive, and different temporary attachments. It promotes the process and measure-
ment of different knowledge experts through skills to justify phenotypes in database-
agnostic form and rework reclaimed knowledge toward that type. These characteris-
tics provide a large-scale measurement of readmitted subjects on our establishment
with these during a general dataset. The AIW’s temporal abstraction capacity con-
tributes vital and required versatility in defining phenotypes in quality improvement.
Its data mapping ability might eventually offer a method for cross-institutional clin-
ical constitution reprocess. The provision of software which permits easy reading
of constitution repositories might considerably boost the appliance of EHR data in
related and clinical effectiveness [5].

5 Data Warehousing

Public aid knowledge management needs actions, definitions, and laws to produce
enhancements to public health treatment and designing. These enhancements have
often supported a collection of data and indicators, and the health administrators
must own access to tools that offer versatility to handle the efficient study. The info
Warehouse (DW) is a vital tool for such circumstances, as a result of its outlined
as comprehensive information designed to help on the higher cognitive process in
business management. DW holds the features of being integrated, subject-oriented,
nonvolatile, and time-variant. Knowledge reposting could be a wide setting targeted
in an exceeding DW. Its implementation needs the mixing of knowledge returning
from many inward and outward sources (legacy and internal transactional environ-
ments), to larger functional information. This setting affords a complete read of
the whole system by the way to traditional and authentic knowledge to promote
the decision-making, with the most limited potential overload on the transactional
practices.
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Typical knowledge reposting design includes a mix of components that creates an
upscale setting for the data warehouse, namely, operational supply systems, knowl-
edge frame-block, data presentation area, and data access tools. The primary compo-
nent of the info reposting design is that the operational source systems that embrace
varied heterogeneous knowledge experts with completely various formations and
compositions, such as relative and non-relational databases, flat files, spreadsheets,
etc. The next component is the knowledge field that includes some knowledge pre-
processing tasks, like as services of cleanup, connecting, regulating, and knowledge
storing, and therefore the sorting and consecutive process. The third component is
the performance space whereby the info is organized in data markets (a subset of
a DW) supported one business process; furthermore, the info markets are settled in
an exceedingly regulated thanks to being additionally integrated. The last compo-
nent represents the info access devices, which include circumstantial question tools,
article writers, analytic applications, information processing, and others. Among
the primary, second, and third components, there is the Extract, Transact, and Load
(ETL) method. Essence entails that knowledge is obtained by varied information
sources and derived to different integrated information for additional preparation.
Remodel entails correcting knowledge inconsistencies, cleansing andmixing knowl-
edge returning from various origins, and reducing data repetitions. The load is the
transportation of the ready knowledge to the DW repository. Other necessary com-
ponent of an information reposting setting is that ODS (Operational Data Store) that
is AN extension of the DW design and it includes operational data that are integrated
from bequest data experts’ systems [6].

6 Clinical Data Warehousing

Clinical data warehouses signify typically headed to combination and investigation
of coded information. Designed on high of EHRs, Clinical DataWarehouses (CDWs)
modify assortment and subsequent practice of tending information for several func-
tions as well as analysis. CDWs are used for several kinds of statements comprising
all the areas of medication: Phenome-wide summary, record mining, epidemiologic
police investigation, pharmacovigilance, etc. CDWs are typically won’t leverage
structured information (for example, asking principles, procedures, laboratory out-
comes, and treatments). However, despite vital purpose approaching the regularity
of knowledge assortment, an oversized portion of the medicinal information remains
implanted in free-text clinical narrative [7].
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7 Process Analytics Techniques

Most recent subjects and healthcare practices are frequently increased in Electronic
Healthcare Records (EHR) generating an enormous quantity of information. Further,
especially, Process Analytics (PA) procedures could help us using certain penetra-
tions because of the active outlook others contribute to the captured entity. The
benefits of PA can perform to the healthcare conditions and more particularly the
diabetes domain. Type 2 diabetes mellitus (T2DM) is a growing and highly exist-
ing disorder in our community. Furthermore, it suggests extra requests both from a
cultural and informatics perspective.

PA can address important penetrations into patients’ concern courses though the
existing challenges in the healthcare field bring with its difficulties. Hence, the anal-
ysis displays a procedure comprising of six stages toward applying PA on human
services data. This system plans to control clients through the different difficulties
experienced while applying PA to EHRs. Besides, the various advances must be
considered as an iterative method of progress toward well-supported outcomes. As
such, explicitly consider the need for iterative utilization as a deficiency of earlier
studies [4].

Log preparation: This stage includes the collection of event data from various
data experts into a single event record. The aggregation of EHRs brings along its
challenge. Although PA procedures can help to identify and determine data feature
issues.

Log inspection: In this phase, it relates to the initial search of the data utilizing
statistics and easy PA techniques. The purpose of this level is to fully experience the
dataset and its constraints and possibilities. General abnormalities can previously
be found. As such, one can examine which medicinal sources provided the numer-
ous preventive aids and whereby numerous medical services the common subject
accepted. This previously presents an abundance of knowledge for health coverage
and preventive situations. A common idea in PA is the method plan which reflects the
patient’s care course. This could be connected to event incidence, i.e., how frequently
a victim suffered a cooperation at most concise earlier and certain regularity, i.e.,
how regularly service is supported in certain courses.

Abstraction and selection: This phase is a necessary measure for unorganized
methods. Abstraction eliminates unnecessary features and supports to concentrate
on the numerous vital features of themethod. An identity solution is to combine prac-
ticed information. Based on custom and communication with a medicinal specialist,
we obtained information on the divisions about attention and their classification
principles. Hence, we substituted the exercises with this abstraction. Keep in mind,
in any case, that one can no longer dispread ways between exercises inside these
classifications. Another arrangement dynamic practices consequently. The structure
thought methodology bunches the tasks that normally perform all in all. The client
can figure out how to digest these examples into an alternate exercise in the occasion
log. This technique can likewise be connected iteratively when the first occasion
log is utilized as data for the module. Another procedure is movement grouping
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mining. This method distinguishes exercises that consistently occur in arrangement
and that offer a few qualities, for example, indistinguishable therapeutic specialist
co-ops. Both computerized deliberation techniques were chosen as a result of their
appropriateness on human service datasets, and be a reason for their inside on the
dynamical highlights of the dataset. Separation systems are exciting to concentrate
on a subpart of the occasion log which frequently prompts progressively organized
outcomes. Occasion logs were separated per subgroup for specific classifications,
for example, training to contrast patients that match a few rules and sufferers who do
not, or, for example, “ophthalmology” to coordinate on this period of the diabetes
procedure.

Clustering: This stage manages dependable tracks into discrete parts with their
qualities. A sub-log is made by bunching the follows in gatherings that have fun-
damentally the same as qualities. Patients are hence bunched not (just) founded on
the patient data however on the attributes of their consideration ventures. There are
two significant grouping strategies from an expert less point of view, specifically
follow bunching and succession bunching. Follow bunching groups care adventures
dependent on follow profiles. A follow profile contains certain qualities of the follow
that one finds significant, for example, exercises, a specific arrangement of activities,
preventive specialist organizations, and so forth. ActiTrac has actualized this tech-
nique. ActiTrac is especially valuable because it explicitly recognizes health projects,
because of its visualization attributes, and because of its assuring outcomes in for-
mer benchmark research. Sequence clustering directs totally on the series of actions
in shades and designs more easy patterns than trace clustering. Clustering not only
allows discovering numerous comprehensible models but also allows identifying or
confirming subgroups based upon their performance.

Process mining: When the event log is isolated and collected, the genuine proce-
duremining can start. The strategies are the specked graph examination and the fluffy
excavator from a procedure point of view, and the job chain of command module
and the informal community digger from a hierarchical perspective. The specked
diagram can incorporate a prepared perception of the scope (a category) of cases.
This technique was expressly picked for its optical and reasonable outcome which,
additionally, improves collaboration with human service specialists. This may be
utilized for verifying agreement with preventive guidelines or to the optimization of
sources and methods.

Validation: Hence, the outcomes must be granted to the healthcare situation and
approved by experts. Furthermore, private communicationwith authorities during the
performance of the early levels is meant to manage the examination (as illustrated in
Fig. 1).
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Fig. 1 Process analytics
techniques

8 Mobile Health Care (M Health Care)

Phone and tablet area units help doctors to solve issues quicker with less stress.
Physicians will use mobile devices to record patient history with borderline errors.
These devices offer higher access to the latest drug info, and therefore facilitate to
create higher choices. Themobile health care (mhealthcare) appeals with the IoT area
unit allowing the assorted dimensionalities and therefore the online assistance. These
applications should afford brand unique principles to the many folks for obtaining
profit above the health advice often for being a healthy life. Once the initiation of IoT
technology and therefore the connected tools that area unit employed in the medical
field reinforced the assorted options of those aid online requests. Themassive amount
of huge knowledge is formed by IoT gadgets in aid atmosphere. Cloud computing
technology is employed to manage the massive amount of information and also
additionally offers the convenience of usage. During this state of affairs, a cloud
primarily based utilization area unit is taking part in a significant role during this
quick environment. These preventive treatments also have used the cloud computing
for secured storage and convenience [8].
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9 Cognitive Data Transmission Method (CDTM)

Medical trade with medicinal knowledge is growing day by day. It is simple to diag-
nose and handle varied forms of conditions efficiently. It is a chance for improving
the QoS in the medicinal analysis. Cognitive feature technology could be a higher
answer in healthcare trade to open the medicinal benefits. Cognitive feature tech-
nology implements policies for medical examiners to mix different patient data into
massive extentmedicinal big data, wherever this serves to diagnose and determine the
medication from the obtainable related medicinal reports. Varied analysis purposes,
patient medicinal reports, success stories of medication ways, and literature are the
possible sources for medicinal examiners and doctors to try effectively diagnosing
and treatment, if and as long as, it is simple to locate the present medicinal data,
whereas standard ways cannot scale the medicinal data of a brand unique outpatient
with crucial conditions. Varied styles of medical information from totally different
sources will give innovative and fascinating data to decide, to permit, and to assist the
medicinal practice. Cognitive feature technology performs the corrective examiners
to grasp varied styles of medicinal data connected to the patient’s fitness status. Cog-
nitive feature technology obtains the medicinal information victimization healthcare
observation devices, converts into helpful data and then transfers to medicinal ana-
lysts, where the medicinal examiners will get the patient information, analyze, and
counsel the relevant treatment supported the patient’s fitness status. In this manner,
cognitive feature technology serves to enhance the clinical call method wherever
the medicinal examiners will connect with the present reports and counsel higher
therapy [9]. Numerous benefits are obtained from cognitive feature technology in
the healthcare trade, as follows:

• Rising the interaction between the consultant and outpatient,
• Economical administration of medicinal information frequency and content
authority,

• Integration of the structured and unstructured information, and
• Grants information access.

10 Digital Health Ecosystem

Modern courses in aid assistance offering support-integrated and patient-centric
attention afforded by multidisciplinary groups and various supplying perspectives
on the time of sickness. Before position, the victim during attention suggests that
additionally to target interference and well-being, and to serve to the physical, men-
tal, and non-secular wants of the national. The existent tending practices do not seem
to be appropriate to fulfill these requests as a result of their homeward-bound to acute
sickness care, emphasize low conflicts of victims with their caregivers wherever the
tending experts square measures the most leads, promotes designation and treatment
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of modern signs, and typically maintains the caregiver’s exercise in isolation. Tend-
ing methods square measure, however, for the most part paper-based mostly, ignore
data tools which will promote evidence-based most excellent methods, and perfor-
mance while not analytics to restrict and quantify the problem they supply.Medicinal
choices square measure created in keeping with absolute standards located within
the physician’s logic and data instead of express criteria that square measure external
data which will be reviewed, estimated, and refreshed. To meet such a demand, the
change of the fitness standard a scientific selection of tending Data Technologies (IT)
is taken into account necessity, not solely a chance. With the IT support authority of
enduring diagnostics, home recovery, patient direction, and coordination of clinical
pathways with various actors’ makes it potential and IT support allows innovating or
re-engineering tending areas to market the commercial property of tending services
and improve their condition. The tending it is additionally the instruments which will
remodel tending to resist the unsustainable price drop. For this, applications, meth-
ods, andworkflowswill enhance quality, protection, access, and value potency square
measure required. Fostering Electronic Health Record (EHR) methods have existed
among the earliest analysis issues of the eHealth strand. The constant assurance has
begun to repay as numerous eHealth solutions square measure being adopted on AN
increasing scale [10].

11 IoT-Based Healthcare Devices and Technologies

Healthcare assistance promotes the continual practice, observance of patients at inter-
vals the unit, offers around the clock help, and makes sure that the encircling set-
ting does not hinder their treatment and observance. Implants area unit devices are
designed for a few specialized care services provided by medical specialty. These
embrace aids granted to watch or handle internal body organs. Mobile care assis-
tance talks to help that ought to not be affected even though the patient’s area unit
toward the progress and so needs design and technologies whichwill assist a patient’s
quality. Remedy suggests to, however, the particular doses of medicine provided to
victim’s area unit established or controlled with the help of technology. This may
be a specialized technology-based medicine invented to handle sure illnesses and
disorders. Surgical health services peoples, who need a read of the inner organ to
control on a victim to revise any exception ormake a certain process. To attain certain
objects, the care division has been utilizing numerous kinds of hardware, software,
and networking technologies in their Information and Communication Technology
(ICT) framework. Most recent IoT becomes attracting the eye of creators of care
practices. World Health Organization is integrated with numerous medicinal prac-
tices and IoT technologies to provide top-caliber cheap care assistance to subjects
[11].
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• Mobile Device

Mobile devices (e.g., smartphones) and tablets became the foremost widespread
handheld computing systems. They are currently omnipresent and possess filtered
each facet of life. Once connectedwith cellular package applications (apps)which are
produced for numerous user desires, mobile devices will reduce personal communi-
cation and contributes numerous sorts of settings. Additionally, fascinating IoT tools
interact mainly with cellular gadgets through broadcast device-to-device communi-
cation networks for the transfer of knowledge, which may be located via the apps
for data accumulation, creating choices or information storage for ultimate access.

• Wearable Device

Wearable gadgets are tiny, on-body gadgetsworn by individuals. They are perpetually
attached, hands-free, less distractive, and have various information access interfaces.
These tools embody hand-worn terminals, body-mounted cameras, or increased real-
ity headsets. The wearable innovation is supplemented by cell phone innovation (cell
phones) and mobile package applications (apps). The program of a wearable is an
application that is accessible on a cell phone or an individual system. Hence, cell
phones are expected to hold out the task of the procedure and sending the data
delivered by a wearable gadget to the cloud for capacity.

• Body Area Network (BAN)

A BAN might be a healthcare custom-made communication correspondence net-
work that advances the perception of the health remaining of somebody wherever,
whenever. Sensors with remote correspondence ability are inserted in the internal
or potentially outer pieces of a patients’ body. The detecting component data got
is then forwarded over a low control remote system to the worthy server inside a
door gadget. For the IoT-based medicinal services applications, the Wireless BAN
(WBAN) is acquiring quality in light of the fact that the range additionally sorts
of wearable gadgets still develop and become less expensive. To understand certain
reasons, the medicinal services division has been using various sorts of equipment,
programming, and organizing advances in their ICT frameworks.

12 Healthcare Monitoring System

Healthcare observation is usually rising because of completely different IoT capa-
bilities and instrumentality that should track a patient’s health parameters unend-
ingly. Because of the vital nature of healthcare systems, several healthcare devices
squaremeasure developed using numerous ideas and procedures like distantmonitor-
ing/diagnostics and air ambulances that are launched in several countries to contend
among the quick-growing requirements of health care throughout difficulties and
promote sufferers’ recoveries. The description of the transmission protocol and prac-
tice design describes attention-grabbing and difficult assignments during the aspect
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healthcare observation ought to be continuous to trace the patient’s body parameters
and supply a standardized and substantial knowledge to the experts or the preventive
unit for designation. These approaches specifically are going to be of a nice facility to
patients and old users once assistance is required just in case of medical emergencies.
Healthcare observation ought to be continuous to trace the patient’s body parameters
and supply a standardized and substantial knowledge to the doctors or the preventive
unit for designation [12].

13 Smartification of IoT

The IoT is an associate in nursing scheme which comprises gadgets implemented
with sensors, computing, associate in nursing networkingmethodologies cooperating
tomake an independent settingwithinwhich sensible assistance area unit is produced
to boost the standard of individual life. The current administration field wherever the
conception of IoT is presently being examined and used combines voltage conserva-
tion and management, transportation, health, logistics, urban living, and education
[13]. In IoT, smartification implies to nearly each gadget (home appliances to wear-
able devices) within the scheme. IoT smartification discusses a fascinating level of
intelligence to a policy providing assistance among the scheme. Hence, guarantee-
ing ability and QoS is of dominant influence within the performance of any sensible
service [14].

14 Secure Health Using IoT

Commonly for home primarily based health care, the organization embraces infor-
mation, imaging, sensing, and personal laptop cooperation technologies mobilized
at identification, practice, and observance subjects while not perturbing the standard
of mode. It may be able to attain the event of an occasional price preventive sens-
ing, information, and analytics device that is period observance net allotted subjects’
physical fitness. IoT network can give fresh and period selection of the subject, clin-
ics, guardian, and experts except this the acquired information transmission from
supply purpose to address for the aim of primitive observance there would be like
of the design of an occasional price secured principles for web-based observance.
The further observance is formed attainable by mistreatment numerous medical spe-
cialty designs, and they exist and broadcast information through Bluetooth/ZigBee
to a system which controls devices (PC, iTV). The handled data is also kept on
the device or transmitted to a center that has an entire observance, for each fitness
specialist and subjects. Introduction to the medical center may be approved through
the web and through mobile devices or computers. The IoT and RFID additionally
execute an important part in object detection and private description that might be
using classified person, whereas remote observance once a variety of individual data
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have determined which can be used for distinctive identity of every patient and their
individual information are going to be stored [15].

15 Healthcare Information Systems

Healthcare info systems analysis (often named as health info technology or HIT
research) in infoSystems (IS), and therefore the ISdiscipline to expand its “contextual
envelope” by grasp the fitness care division as a sociably necessary and in theory
fascinating circumstances to improve and clarify info systems approach similarly
on offer contextually relevant penetrations on healthcare info methods extension
and management. This ascent in HIT analysis may be attributed in massive half to
socioeconomic and technological advancements at intervals in the healthcare division
that have contributed further possibilities and demand for HIT analysis. In most
social prosperity, healthcare defrayment proceeds to develop speedily as a community
period and measures chronic illnesses further. HITs, which embrace software system
and support utilized in the clinical observe of drugs similarly as technologies to
collect, distribute, and examine fitness info, are touted as important elements to scale
back healthcare prices and conjointly to boost healthcare status, admittance, and
fitness concerns [16].

16 Long Short-Term Memory and DeepCare

Personalized prognostic medication requires the modeling of subject unhealthiness
and application manners that essentially have large temporary dependencies. Aid
views keep in automated restorative reports are episodic and variable in time. Deep-
Care is the associate end-to-enddeepdynamic neural networkwhich showsmedicinal
reports, reserves earlier unwellness history, suggests common unwellness states, and
divines expected medicinal consequences. At the info level, DeepCare expresses
care events as vectors and registers stable fitness status trajectories by the vision of
ancient documents, engineered on Long Short-Term Immediate Memory (LSTM);
DeepCare introduces ways to achieve on an occasional basis regular effects by leni-
tive forgetting and compression of memory. DeepCare additionally expressly models
medical gadgetswhichmodify the course of unwellness and form futuremedical risk.
DeepCare associates end-to-end deep dynamic memory neural network which dis-
cusses the four aforesaid challenges.DeepCare ismade onLongShort-TermMemory
(LSTM), a repeated neural network furnished with memory cells to save activities
[17]. About each time step, the LSTM states associated information, updates the
memory cell, and associated returns an output. Memory is managed over an over-
look portal that moderates the passing of memory from just one occasion level to a
different and is renewed by attending different data at any time level. The product is
set by the memory associated tempered by an output gate. In DeepCare, the LSTM
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displays the unwellness mechanical phenomenon and aid rules of a patient encapsu-
lated in an exceedingly time-stamped series of admittances. The information to the
LSTM is data derived from admittances. The outputs express unwellness events at
the point of admittance [18]. To review, through offering DeepCare, there are four
modeling supplements:

(i) Managing large dependences in health care;
(ii) Presenting a unique illustration of variable-size disclosure as mounted size

continuous vectors;
(iii) Molding indirect reporting and strange timing; and
(iv) Capturing contradictory communications among sickness including interven-

tions.

17 Clinical Pathways

A complete simulation of patient responsibility implemented in the aid units needs
analysis of this method from various positions of reading. The method includes mul-
tiple activities, several sorts of projects, completely distinctive actors with specific
tasks, experience level, information, etc. Further, the various fields and phases of the
aidmethod are thought-about (departments’ source capacity, hospital accounting sys-
tems, patients’ practices throughout the care method, and lots of others). It becomes
far more necessary as patient care (including unwellness progress and medication)
prolongs on the far side of the clinic visit [19]. Operating with such approaches
typically needs a practice of automated or semiautomatic methods to investigate
numerous information sources, together with medical records, exploitation machine
learning, data processing, method mining procedures, communication with victims,
and alternative strategies. The list of issues includes the absence of flexibility, com-
pleteness, and accuracy of corrective information to be examined, low coverage of
unique problemswithClinical Pathways (CP), weak rationalization, and huge change
in core preventive information. To beat these problems, a composite strategy with a
mix of techniques from information, method, and text mining is projected to support
computer-aided simulation [20].

18 Online Health-Oriented Chat Logs

Easy and Internet-based friendly communications like online healthcare-oriented
discussion associations offer a handy way for victims and other peoples involved
concerning tendency to speak and partition data. The chat logs of a web healthcare-
oriented chat cluster will doubtless be accustomed to obtain potential issues, to
promote cooperation, and to suggest relevant aid data to users. Online healthcare-
oriented discussion groups typically turn out an oversized quantity of chat logs,which
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could include necessary data that is instantly or lengthily associated with potential
issue analysis and preventive assistance performance. As a result of potential issues
in aid, chat logs are significantly connected among the public health considerations
of patients, aid experts, and customers, and agency ordinarily utilizes friendly com-
munications to begin discussions among one another; the matter of identifying these
potential issues signifies an encouraging and fascinating analysis subject within the
area of health data processing [21].

19 Wearable IoT Data Stream

Among the IoT, available devices (or articles) like sensible sensors and different
environmental materials that area unit ideally negatively viewed as processors will
act with few social interferences. This has provided an increase to the distinct appli-
cation within the administration and associating private information with doctors
wherever sensors and smartwatches will circulate particular vitals, a region referred
to as wearable IoT. This can be ordinarily observed in fitness and health watching
applications. But, in wearable IoT, for example, users of World Health Organization
area unit running their vital organ to backend services (e.g., fitness info systems
within the cloud) or across various private agents (e.g., streaming within sensors and
smartphones for health tracking) is not solely in danger from hackers. Still, there
are units of rising care system problems with the correct management of the various
information streams and that constitutes the requirement to supply analysis solutions
on the way to dependably discover, record, and balance the patients to their scheme
in shared designs [22].

20 Big Data Analytics with Application to Health Care

With the advanced ordered endorsement of EHRs by the US Department of Health
and Human Services (HHS), tending professionals have gotten access to luxuriant
volume of knowledge which may give additional insights and higher takeaways that
were not attainable before. EHRs do not seem to be the sole ample and wealthy sup-
ply of care information, for example, broadcast forms observance tools and activity-
friendly communication origins additionally give additional possibilities and will be
dangerous game changers. Various information analytics computer code merchants
are producing devices that are related to those origins and are specifically tailored to
care. Several enterprises are driving the flow of massive information because the cur-
rent period of data-driven deciding is unveiling. The sector of massive information
analytics is obtaining quick traction in business, domain, and also administration;
the care field is not any different. During this chapter, huge information analytics are
employed to care information that is gathered from various experts to realize feature
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penetrations and comprehend the most excellent systems of the sector (handling dis-
tinct care-specific huge information devices). Health consultants perpetually advo-
cate nearer immersion in one’s fitness and additional commitment to precautionary
care [23].

21 Big Data and Analytics in Mobile Healthcare Market

With the recent mandated adoption of electronic health record EHRs by the HHS,
tending professionals have gotten access to luxuriant amounts of knowledge that may
give additional insights and higher takeaways that were not attainable before. EHRs
do not seem to be the sole ample andwealthy supply of care information, for example,
wireless health observance devices and activity socialmedia sources additionally give
additional opportunities and will be serious game changers. Multiple information
analytics computer code vendors are building tools that are connected to those sources
and are specifically tailored to care. Several industries are riding the wave of massive
information because the new era of data-driven deciding is unveiling. The sector of
massive information analytics is gaining quick traction in business, domain, and also
the government; the care arena is not any totally different. During this paper, huge
information analytics are applied to care information that is collected from multiple
sources to realize quality insights and apprehend best practices of the sector (using
new care-specific huge information tools). Health consultants perpetually advocate
nearer immersion in one’s health and additional engagement with preventive care
[24].

22 Big Data in Health Care

BigData Analytics (BDA) aremaking gigantic effects in various fields, together with
retail, account informal communities, and so forth. In consideration division, BDA
has shown unmistakable advantages on up consideration power. BDAwill recognize
people’s consideration conditions, set up dangers for genuine medical problems,
supply customized care administrations, and so forth; moreover, BDA conjointly has
possibilities to decrease care cost by trademark care assets squander, giving closer
perception and expanding care intensity. Inside the strategy for BDA execution in
consideration segment, wearable gadgets territory unit demonstrated to be a much
better data supply looking on its regular advantages in consideration and its quality.
The consideration wearable gadgets will gather and redesign constant timeframe
care data and uncover concealed checking and tangible alternatives. As of now,
wearable gadgets territory unit is widely utilized in consideration field. The wellness
screens as Fitbit, Jawbone, Garmin, and Suunto, zone unit intended for the clients
to watch day-by-day care conditions. Furthermore, some consideration wearable
gadget provider’s territory unit is making endeavors on exploring new gadgets with
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restorative capacities. For instance, Apple has an enthusiasm for blood perception
through skin and medicinal sensor-loaded gadgets that expect to explore aldohexose
levels [25].

23 Big Data Privacy in Health Care

The present pattern toward digitizing medicinal services work processes and moving
to electronic patient records has seen a change in outlook inside the social insurance
business. The measure of clinical information that square measure offered electron-
ically will be then drastically swelled as far as quality, assorted variety, and practi-
cality, following what is called immense learning. Driven by important necessities
and along these lines the possibility to improve care spare lives and lower costs,
enormous learning holds the guarantee. To hinder ruptures of delicate information
and elective types of security occurrences, a proactive and preventive methodology
and measures ought to be taken by every medicinal services association focusing on
future security and protection wants. Driven by vital necessities and in this manner
the possibility to upgrade care, spare lives and lower costs, tremendous information
hold the guarantee of supporting a decent shift of uncommon chances and use cases,
togetherwith these keymodels: clinical call support, protection,wiped outness police
examination, populace well-being the board, unfavorable occasions recognition, and
treatment improvement for infections moving various organ systems [26].

24 Challenges of mIoT

The mIoT is patching up consideration administrations as people have begun
exploitation of IoT to deal with their well-being needs. For instance, people will
utilize IoT gadgets to advise those with respect to arrangements, changes in power
per unit region, calories consumed, and substantially more. One among the best com-
ponents of the IoTs inside the consideration business is that the remote well-being
watching framework, where patients will be observed and recommended from wher-
ever. Continuous area administrations zone unit is another real approach IoT offers.
By exploitation of the administration, specialists will basically follow gadget areas,
which straightforwardly diminish overabundance time spent. Cell phone utilization is
expanding apace, and people have begun utilizing versatile applications for basically
everything. When it includes the consideration business, portable applications will
improve correspondences among patients and specialists over a verified association.
The essential obligation of Digital Health Advisors and likewise the clinicians will
be to figure cooperatively once the association is moving toward IoT-empowered
foundation. Right training and input zone unit are essential for higher arrangement.

The standard technique for recording a patient’s subtleties, i.e., a stack of paper
holding tight the patient’s bed, is not intending to work anymore, since such records
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region unit exclusively available to a confined few and can be lost or complicated.
This can be an application with any place on-field portable/tablet innovation may
work, since they give bother free record the executives on the applications inside
the two gadgets. Well-being learning data will be offered in definitely a spigot when
information is recorded electronically, when security and protection issues region
unit is met [2].

25 Conclusions

Along with the support of vastly complicated procedure, the medical field has grown
up exponentially with good quality in the numerous accomplishment time of han-
dling andmakes a diagnosis. Healthcare inspection is typically expanding because of
totally unlike IoT capability and instrumentality that must follow a patient‘s health
parameters continuously. Because of the crucial nature of healthcare systems, health-
care approach square measure is developed using various thoughts and techniques
like distant monitor/diagnostics and air ambulances that are launched in several
countries so as to compete with the rapid mounting demands of health care through-
out emergencies and speediness aware of patient’s recoveries. The identification of
the communication procedure and structure plan represents really mesmerizing and
complex responsibilities during this perception healthcare inspection necessity to
be constant so as to trace the patient’s body parameters and deliver consistent and
trustworthy information to the health center or the medicinal panel for description.
The software system and communications utilized in the medical survey of drugs,
likewise as technologies to accumulate, collectively investigated physical condition
info, are touted as vital essentials to balance back healthcare prices and conjointly
to improve healthcare feature, right to use, and health outcomes.
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