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Abstract With the increase of technological capabilities of automated systems, the
use of unmanned aerial vehicles (UAVs) has also increased in many military and
civilian applications. UAVs today play an important role in many other areas like
wildlife surveys, weather monitoring, monitoring natural disasters affects etc. It is
also expected that UAVs will be a major part of future smart cities. The amount and
type of information present with UAVs makes it an extremely interesting target for
cyber-attacks. However, the cybersecurity aspect of UAVs has not been fully consid-
ered while building UAVs. As a result, UAVs are more vulnerable to cyber-attacks.
Potential security vulnerability may exist in the modules, which are responsible
for their proper working or may exist during communication between UAVs and
control station. Out of these two, communication security is critically important
for the success of UAVs as they often carry sensitive information that adversaries
might try to get hold of. Wi-Fi attacks such as Eavesdropping, Information Injection,
Denial-of-Service, andDistributedDoS are the possible security threats toUAVcom-
munications. Recently, GPS spoofing attack, session hijacking, and compromised
surveillance are also reported. The goal of this paper is to provide the different levels
of vulnerabilities along with the prevention measures required at each level, some
major attacks that can be performed on a UAV along with their cause, impact and
the precautions required to avoid that attack. It has been observed that the most eas-
ily attackable vulnerability on the UAV system is flooding the UAV using the radio
communication and the most harmful vulnerability is acquiring complete control
through Man-in-the-Middle attack.
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1 Introduction

Unmanned Ariel Vehicle is a drone without any direct human control. It is helpful
in various tasks such as guided surveillance [1], weather monitoring [2], unmanned
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attacks, covert intrusions, enemy reconnaissance, aircraft maintenance and repair
operations, military training [3], cargo transportation, disaster relief [4], rescue oper-
ations [5], search operations, tracking operations [6] etc. It is operated and guided
from a remote location also known as the control center. A control center is typically
a place with a transmitter and a controller (human) that gives commands to the UAV
with the help of remote connection sending instructions through a communication
channel using radio waves. Apart from radio waves, GPRS & EDGE technologies
are also used for communication between the UAV transceiver and the control center
transceiver.

The surveillance video data collected by UAVs is confidential and time sensitive
that need to be shared on immediate basis. Any unauthorized access or delay in data
transmission can result in mission failure [7]. Since there is a remote communication
between the UAV transceiver and the control center transceiver through the atmo-
sphericmedium, it is susceptible to a huge number of cyber-attacks. The technologies
used for communication with UAV such as radio, GPRS & EDGE works by means
of packets contacting a small block of data. A packet traveling over a network needs
to be secured from various threats that can in any way change the packet or result in
sharing the data with unauthorized users.

The contents of this paper organized in eight sections. The first section aims at
providing an introduction about the role of a UAV and the importance of its security.
The second section deals with the various vulnerabilities associated with the UAV.
Categorization of Attacks are discussed in the third section. The attacks that can be
performed on a UAV are explained in the fourth section. The fifth section deals with
the recent attacks on UAVs, their cause and cure. Prevention measures required on
different levels of UAVs are explained in sixth section. The seventh section suggests
somemeasure to protect UAVs against these attacks. Finally, section eight concludes
the paper.

2 Vulnerabilities

In UAVs, the vulnerabilities can be at any of the following three levels: Transceiver
Level, Control Center Level and Communication Channel Level. Out of these three
levels, the threats at transceiver level and communication level are from outsiders but
in case of control center, an insider can also be a threat [8]. The following subsections
gives a brief overview of the vulnerabilities associated with each level.

2.1 Transceiver Level

The UAVs major component is its CPU along with its transceiver. The transceiver
fulfills the function of transmitting and receiving packets to and from the control
center through the communication channel. Since UAVs are also used for military
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surveillance thus, the traffic that is incoming as well as outgoing can be highly
crucial and sensitive. The UAV should verify the incoming traffic for authenticity
and integrity but if it fails to do so, there can be a flow of some illegitimate packets
that can contain some wrong instructions for the UAV. The main vulnerability at this
level is non-validation of the packets received. If any unwanted command is issued
to the UAV and it acts upon it then, it may lead to unauthorized and unaccounted
attacks. In addition to that, the whole surveillance system can be taken down.

2.2 Control Center Level

The control center is the brain of the UAV since all the control lies within the control
center. The main threat to any asset is always the insiders i.e. any user who has rogue
intentions. Other vulnerability lies on the network providing access to the control
center where various attacks can be performed. If the control center is compromised,
then the surveillance system can be hijacked. The access to control center network
may contain vulnerabilities such as SQL injection which may lead to access to the
network from a person who can be a threat. Also, if there are no Backup servers in
the control center or load balancers are not set up then the whole control mechanism
service can be taken down by flooding requests that will cause incomplete TCP
Handshake [9].

2.3 Communication Channel Level

All the control instructions for the UAV travels through this medium. The data trav-
eling needs to be encrypted else if intercepted can cause major harm to the UAV
and the organization owning it. Apart from interception, the communication channel
can be a medium to perform various types of active attacks. Various vulnerabilities
from the OWASP top 10 list can be found over the communication medium. Since
communication is mainly done using radio waves or GPRS/EDGE, the connection is
very insecure and can be compromised easily. Also, while establishing a connection,
using less secured protocols can also lead to compromised security [10].

3 Types of Attacks

The attacks that can be performed on a UAV depends on the vulnerability that the
attacker is targeting. Since, there are three major targets in the whole UAV system i.e.
UAV transceiver, communication channel, and the control center, there can be single
or multiple vulnerabilities that can be targeted at a particular instance of time. The
attacks that can be performed can be categorized into the following two categories.
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3.1 Active Attacks

This type of attacks comes under the penetration testing part of the Ethical Hacking
system. In such attacks, the main aim is to disrupt the services or perform a breach
without caring about the interruption in the original transmission. These attacks are
done in the real-time i.e. at t = 0 and are completed as soon as the required data or
aim is achieved.

3.2 Passive Attacks

This type of attacks usually involves network monitoring, port listening or packet
sniffing. In such attacks, the attacker usually sits on the network silently without the
knowledge of the user and thus there is no interruption in the original transmission.
The attacker captures the needed packets and afterward performs analysis on them
to attain the required information such as secret keys or digital certificate algorithms.

4 Attacks and Their Risk Factors

Man-in-the-Middle attack, Denial of Service attack and Command Injection attack
are the three main attacks that can performed on a UAV [11]. Each attack will cause a
different kind of loss. That loss can be either aminor financial loss or amajor industry
collapse or a security threat. The cause and risk factor associated with the attacks
that can be performed on a UAV system are explained in the following subsection.

4.1 Man-in-the-Middle Attack

This attack can be of both types either passive or active. In this attack, the attacker
intercepts the traffic between the legitimate sender and the receiver and performs
either reconnaissance or data tampering. This attack may lead to a data breach or a
major loss in data integrity. Data Integrity is the most important part of the CIA triad
and it needs to be preserved. This attack is possible by capturing the sharing of keys
at the time of connection establishment. Other possible ways to attain this attack are
IP spoofing, ARP poisoning, DNS poisoning, ARP spoofing, DNS spoofing, SSL
hijacking, HTTPS spoofing and many more. The following image depicts a simple
Man-in-the-Middle attack and demonstrates how the traffic is redirected from sender
to attacker and then to the receiver [12] (Figs. 1 and 2).

The main concept on which this attack works is multiple TCP handshake
establishments [13].
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Fig. 1 Man-in-the-Middle attack [12]

Fig. 2 Multiple TCP handshake in MITM attack

In the UAV communication channel if a MITM attack is performed it may lead to
compromised surveillance, session hijacking, unauthorized activities, unauthorized
attacks (in case of military UAVs), wrong data, change of projectile of UAV and
much more.
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Fig. 3 Representation of distributed denial of service attack [14]

4.2 Denial of Service Attack

This is a type of active attack. In this attack, the attacker floods a huge number
of packets to the target. These packets serve as multiple requests to the target and
when the target is unable to serve these many requests, it crashes. These packets can
be either TCP SYN packets or normal ping packets. An upgraded version of this
attack also exists known as the Distributed Denial of Service attack (DDoS). In this
attack instead of using a single source to flood packets, the attacker uses multiple
sources controlled by him to flood packets. These sources are known as zombies.
The complete network of zombies used to perform the attack is known as Zombie
Net. The Fig. 3 explains the DDoS Attack.

As a result of a DDoS attacks the server will not be able to serve the requests of
legitimate users. Thus, if a DDoS attack has been performed on the UAV transceiver
or the control center using the UAV communication channel it may lead to loss of
communication between the UAV and the control center. As a result, the UAV can be
lost and some packets containing sensitive information may also be destroyed [14].

4.3 Command Injection Attack

This is also a type of active attack. In this attack, a piece of code is injected in the
HTML based application. This injected code is malicious in nature and runs a script
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that can help in providing unauthorized access and data tampering. If a command
injection vulnerability exists in the UAV control center or the UAV Drone, then the
whole system can be compromised and taken in control by some external entity.

4.4 Privilege Escalation Attack

This is also a type of active attack. In this attack, the user performs operations that
he/she is not authorized to perform by acquiring privileges of a higher authority. This
happens due to weak access control systems or default passwords usage in admin
systems.

4.5 IP Spoofing Attack

This is also a type of active attack. In this attack, the source of the requests is changed
to a legitimate source by means of IP Spoofing. It refers to disguising the original IP
address with some other fake IP address. Thus, if a firewall is configured in the UAV
system to allow access from certain fixed IPs, this attack can be used to gain access.

5 Cyber Attacks on UAVs

UAV’s could be hacked and turned into weapons. Thus, monitoring of UAVs is a
big issue that needs to be addressed. Following are some attacks performed by using
UAVs

I. In 2009, a terrorist groupwas found to have captured an unencryptedUAVvideo
feed using SkyGrabber (a software for capturing free satellite videos) [15].

II. In 2011, Iran Cyber unit was able to acquire control over US army drones and
received various sensitive information from these drones. This was also possible
due to the weak security measures implemented on the drones [16].

III. In 2017, a Chinese drone was hacked. A Cyber Security Response Team from
US did this and this team was able to find many vulnerabilities in this drone
[17].

IV. On August 5, 2018, two drones were used by some terrorist organizations to
carry out an attack on the President of Venezuela. These drones were packed
with explosives. The main area of concern lies at how these drones were able
to reach that near to the President [18].
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6 Prevention of Vulnerabilities in UAV

There are various ways to prevent the UAV system from the attacks and threats that
can exploit the vulnerabilities that exist in different modules of the UAV system.
The prevention measures required at each level are explained in the following sub
sections.

6.1 Communication Channel Level

The traffic that travels on the network, typically the sensitive information or the UAV
control commands should be sent in an encrypted manner using some asymmetric
cryptographic algorithms. Also, to provide safe integrity these packets should be
associated with a hash value that can be checked at a later stage. Another measure
that can be applied is checksum that also serves as a check to integrity. Also, while
using wireless communication some secure protocols such as HTTPS, SSL, TLS,
etc. should be used so as to serve requests in a better way using secure session
management techniques.

6.2 Transceiver Level

Since thismodule is susceptible to various attacks such asDDoS&SessionHijacking
so there should be some security and intelligent rules that should be implemented.
The most secure way is to implement a firewall at the UAV that can filter the packets
that are received. Rules should be configured in the firewall so that it only allows
traffic fromonly one IP address i.e. from the control center server. This IPwhitelisting
will prevent DoS attacks as all other packets will be dropped immediately and also
no malicious code will be able to reach the UAV. Since there are still chances of
IP spoofing in this implementation thus an IDPS (Intrusion Detection & Prevention
System) should be implemented to prevent any further intrusion.

6.3 Control Center Level

Since control center also has various vulnerabilities thus the first thing that shall be
acted upon is access management. The access to the control center should be well
maintained as it comes under a high-security zone.Measures such as InputValidation,
Access log management, Concept of Least privilege should be implemented. In
addition, since there is a huge possibility of DoS attack on the control center server,
firewall and load balancers should be implemented with IP whitelisting rules. Also,
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the internet and the intranet should be bridged by a secure firewall or IDPS. To
prevent data breaches or data destruction attacks, backup servers should be kept and
updated at fixed intervals so that no crucial information is lost.

7 Results

It has been found that there are many vulnerabilities that exist on the UAV system
like SQL injections, DoS attack, Man-in-the-Middle attack, Elevated Privileges and
IP spoofing. Among these vulnerabilities, few are of high risk and few of low risk.
The precautions required to avoid the vulnerabilities are as follows:

i. SQL/Command Injection vulnerability can be fixed by using input validation
and strict type checking using sanitization of data received.

ii. To avoid DoS attack, the server and the UAV should be both able to handle
huge number of packet flooding. This can be fixed using load balancers or IP
whitelisting rules. Also, an IDPS or firewall should be setup that can detect and
prevent from a possible DoS attack.

iii. Man-in-the-Middle vulnerability can be prevented by using secure transmission
protocols, integrity checks, encrypted traffic and usage of VPNs (Virtual Private
Networks).

iv. To prevent Elevated Privileges vulnerability strict access control mechanisms
and access rights systems should be implemented. The network administrator
should also regularly change default passwords and delete unused accounts.

v. IP spoofing vulnerability can be prevented by performing IP subnetting and
masking. Also, there should be confidentiality involved while sharing these IP
addresses as they are a crucial asset in this communication system.

8 Conclusion

The most easily attackable vulnerability on the UAV system is flooding the UAV
using the radio communication. The most harmful vulnerability on the other hand
is acquiring complete control through Man-in-the-Middle attack. These things need
to be carefully addressed and worked upon. The amount of security measures to
be deployed on a UAV depends upon the type of task it is being used for. Some
crucial UAVs that are used for military or weather surveillance are more susceptible
to attacks rather than normal event coverage drones. Also, the UAVs performing
delivery operations can be targeted by some thieves. Specially the military drones
that also have the capabilities to attack can be most targeted ones and need to have
best security measures to be implemented.

Along with cybersecurity threats associated with UAV, we should always keep
into consideration the other threats such as physical security threats, weather related
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issues, accidental collisions or intentional collisions and also most importantly drone
capturing. Although UAVs bring a lot of automation and ease at many tasks, they
also bring along a huge number of threats that needs to be addressed and worked
upon based on their risk assessment depending on their impact and likelihood
determination.
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