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Over the past decades, voting plays a critical role for people to exercise their
power in modern society since its generation. As a problem-solving approach,
it provides a straightforward and convenient way to make a decision according
to a number of opinions especially when there are multiple choices. It ranges
from boardroom voting, classroom voting and national election, etc. Traditional
paper voting suffers from low efficiency, high cost and unintentional errors, thus
it has gradually been replaced by electronic voting (e-voting) system which owns
outstanding advantages and meets the development trend in modern society.
E-voting generally means the transmission and collection of people’s suffrages
by means of an electronic manner [1], which has obtained considerable concerns
and interests as one of the most intractable cryptographic protocol problems [2].
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Abstract. In order to achieve anonymous voting, various cryptographic
techniques are usually leveraged to avoid privacy leakage. However, tra-
ditional e-voting systems are excessively dependent on a centralized
platform for publishing voting activity and storing ballots, which can-
not ensure the security against tampering. Recently, numerous solutions
based on blockchain are proposed to eliminate this threat. Nevertheless,
these schemes are not applicable for wide adoption owing to the ineffi-
ciency in detecting double-voting. Meanwhile, there are no novel manners
can both trace back to a malicious voter who voted twice, and discover
his real identity simultaneously. Therefore, to settle the two aforemen-
tioned issues effectively, the first blockchain-based anonymous and trace-
able decentralized voting scheme called LaT-Voting is proposed in this
paper. To better coordinate the conflict relationship between anonymity
and accountability, we propose a new notion called prefiz-based linkable-
and-traceable anonymous authentication, which (i) achieves the authen-
tication process without disclosing user privacy; (ii) provides a practical
linkability to rapidly link two messages originated from a user; (iii) real-
izes a subtle traceability to track the user who authenticated twice.
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Fig. 1. Traditional e-voting system.

A typical e-voting model consists of three roles as illustrated in Fig. 1, i.e., an
election committee, voters and a centralized voting system. An election com-
mittee publishes an election activity which usually includes multiple candidates
through the centralized system. A large number of voters who have an eligible
identity could cast ballots through the centralized voting system, while the elec-
tion committee will then finish the ballot counting. A centralized voting system
acts as a bulletin board to broadcast voting activity and collect all the ballots,
which actually plays a role as a centralized database. Different cryptographic
techniques have been proposed to establish e-voting systems, such as mix-net
[3], blind signature [4], homomorphic encryption [5], group signature [6], ring
signature [7], etc.

It is well known that reducing dependency of a centralized platform is desired
in practice. However, in Fig. 1, a centralized platform unavoidably faces all the
weaknesses of single point of failure. In contrast, the emerging blockchain tech-
nology provides a distributed, transparent and immutable ledger that ensures
the transparency and reliability. The ledger is maintained by a group of nodes
in a P2P network, and is verified by the whole network on the basis of a des-
ignated consensus protocol. This guarantees the realiable transmission through
an untrusted network environment. More interestingly, the smart contract on
top of blockchain can be automatically and securely executed, and will faith-
fully deal with all the message transmissions and perform related computations.
Hence, blockchain can improve the transparency and ensure immutability in
voting together with smart contract.

Despite of the limitation of the centralized model, e-voting schemes are sub-
ject to other unavoidable challenges. Firstly, traditional e-voting systems are so
vulnerable to be tampered with, thus, it is naturally to be suspicious of the
trustworthiness of the voting result. Secondly, users’ sensitive information may
be stored on the voting system together with the corresponding votes, which
will raise the risk of privacy leakage. More importantly, double-voting is always
unavoidable in most voting schemes, but there is no high-efficiency operations
to check whether it happens. Last but not least, if a malicious voter casts twice,
effective ways are needed to trace back to this voter without the cooperation of
other parties.

There have been numerous researches to address these above mentioned chal-
lenges. Distributed architecture is designed to address single point of failure
[8], but the blockchain technology not only realizes distributed storage but also
maintains a immutable ledger to avoid data modification in a decentralized way.
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Encryption schemes and signature mechanisms are generally applied to preserve
voter’s privacy. To check the double-casting while achieving anonymity, linkable
group signature [6] and linkable ring signature [9] can be used as tools to link any
two ballots sent by an identical voter, but they need considerable exponent calcu-
lations which are inefficient to implement linkability quickly. Furthermore, to find
out who casts twice, Tracing-by-Linking group signature [10], linkable thresh-
old ring signature [7], traceable ring signature [11] can realize the function of
traceability. However, these related implementations are impractical since these
schemes involve complicated constructions and massive computations. In order
to track a misbehaving voter, the group manager in the general group signature
schemes is capable of opening all members’ signatures [12] while increasing the
risk of privacy breach. Other related threshold schemes in [13] and [14] can trace
a ballot and its owner, but they need to introduce additional trusted parties to
join in.

Until now, none of the existing researches has resolved all of the above men-
tioned issues simultaneously. Therefore, our work is motivated to design and
achieve a decentralized e-voting with security, anonimity, linkability, traceabil-
ity in a concise and efficient manner. To fulfill this task, we have to address
three challenges: design a rapid method to link two ballots voted by the same
voter, coordinate the conflict relationship between anonymity and accountabil-
ity. Accordingly, we investigate an effective manner for not only rapidly detecting
double-casting, but also grasping the double-voted voter and exposing his iden-
tity. To achieve the rapid linkability, we choose the innovative trick of common-
prefix in [15] to reach this goal. We also realize the public traceability based on
[16] so as to further reveal the double-voted voter’s identity without any trusted
authority.

Our Contributions. In this paper, we propose the blockchain-based anony-
mous and traceable decentralized voting scheme called LaT-Voting, which
ensures the ballots confidentiality and voter anonymity while achieving stronger
accountability. Specifically,

(1) We design and construct a blockchain-based decentralized e-voting scheme,
which is not dependent on any central third party to complete voting pro-
cess. It ensures the security of ballot content by supporting a distributed
way to store encrypted ballots. Moreover, the immutable ledger of blockchain
acts as a secure and tamper-resistant database so that to avoid data modi-
fication.

(2) To achieve the speedy linkability while better coordinating the anonymity
and accountability, we propose a concrete scheme called prefix-based
linkable-and-traceable anonymous authentication, which realizes authenti-
cation without any privacy disclosing, and provides a practical linkability to
rapidly link two authenticated messages sent from an identical user. More
importantly, the public traceability is implemented to track the misbehav-
ing user who authenticated twice or more. Particularly, it is anonymous if
a user authenticates once, since anyone cannot tell one’s identity from the
authentication transcript. However, the linkability and public traceability
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are activated as long as two messages authenticated by a same key, every-
one can link the two messages and expose the user’s identity.

(3) We design the voting scheme on top of blockchain, and illustrate the voting
process by smart contract. Smart contract is used for collecting ballots and
verifying their validity, and exposing the double-voted voters. In addition,
we provide the security analysis of our proposed voting scheme.

The remainder of the paper is organized as follows. The related work is
present in Sect.2, and in Sect.3 we will give the essential preliminaries. We
describe the system model in Sect.4, and propose the concrete voting scheme
together with the linkable-and-traceable anonymous authentication in Sect. 5.
Next, we will give the correctness and security of LaT-Voting in Sect. 6, and
analysis the evaluation results in Sect.7. Finally, we summarize our research
work of this paper in Sect. 8.

2 Related Work

Researching on e-voting has gained considerable attention and interest with the
swift development of the Internet. We review some representative works.

Centralized Voting. Numerous e-voting systems are usually carried out in a
centralized manner. The essential processes of voting, like ballots collection and
ballots tallying, are executed and managed by the role of authority, such as the
system administrator or the group manager, which may make the privacy in
danger. The centralized services are involved in the execution of voting protocol
in [17] and [18], but [17] can keep voters in anonymity and [18] distributes trust
to different authorities. In addition, a centralized platform is normally used to
store voting data, which is easily attacked by malicious adversaries and will be
subject to the trouble of single point of failure and privacy disclosure. Helios in
[19] and the protocol in [20] are both implemented with a web-based bulletin
board that enables anyone to observe the dynamic process in the voting, but it
usually suffers from privacy disclosure and the awkward issue of single point of
failure.

Distributed Voting. There are several studies on the distributed voting
schemes. [21] considers a distributed asynchronous system to realize the ballot
collection in every server. [22] introduces a distributed architecture for web-based
voting, which distributes the task of collecting ballots over multiple servers to
reduce the opportunity of the single failure in tallying. [23] designs a distributed
architecture for allowing to vote at any voting station, [24] implements a dis-
tributed processing architecture to process ballots over several web servers. [25]
presents a distributed voting system with a fully asynchronous ballot collection
subsystem which includes a number of nodes to provide immediate assurance
that the ballot is recorded as the voter cast. Although the researches in [21-25]
aim to convert the treatment to a distributed fashion in e-voting, their schemes
are actually dependent on a centralized system to offer services, which is incon-
sistent with our purpose to devise a decentralized e-voting protocol.



238 P. Li and J. Lai

Decentralized Voting. There are also various researches concentrated on
designing voting protocols without relying the role of authority or a central
platform. The typical self-tallying (such as [2,26,27]) protocol achieves that the
process of voting is carried out by the voters themselves without the involve-
ment of other parties, which provides stronger privacy protection and supports
the dispute-freeness. But the drawback of this kind of protocol is that it requires
all the voters must join in the voting. Unfortunately, even a single one that devi-
ates from the protocol will result in the failure of tallying. Therefore, it is not
suitable for large scale voting due to its non-scalability.

Blockchain-Based Voting. [28] realizes a self-tallying voting using Bitcoin,
the ballots are not required to be encrypted, but with the help of a commitment
process which chooses a randomness to hide the real value of the ballot and
needs the sum of all the random numbers is zero. [29] also implements a self-
tallying voting on blockchain through designing a two-round protocol. However,
[28,29] only support two candidates, even though they are decentralized via
taking advantage of the self-tallying. [30] is a decentralized voting which supports
self-tallying and multiple candidates. In addition, [31] establishes a platform-
independent voting system to eliminate the limitations on the number of voters
and candidates, [32] attempts to remove the role of any trusted party by using
blockchain, but both of them only make the ballots to be secret. The above
mentioned researches are limited to their specific requirements, but our work
focus on holding the anonymity while keeping the accountability.

Traceable Voting. In order to preserve privacy, typical e-voting systems usu-
ally reveal the feature of untraceability [21,33-35] that separates the relevancy
between the ballot and its owner. Mixnet [35], DC-net [33,36], blind signature
[37] and ring signature [38] make it possible to attain untraceability, but the
double-casting becomes an intractable issue needs to be worked out. It is nec-
essary to balance privacy and accountability so as to prevent from abusing the
anonymity. Linkable group signature in [6] and linkable ring signature in [1,9]
have been suggested to be used in constructing e-voting system, but it can only
verify whether two valid signatures are from the same signer. However, the two
kinds of signature schemes make linking-and-tracing come true in [10] and [7].
But both the ring signature and group signature schemes are not succinct to
reach the goal of traceability. Similarly, traceable ring signature [11] could be
applied to voting, which realizes the public traceability that can track the public
key of the owner who signed two signatures, but massive computation and com-
plex operations are involved. In addition, [13] introduces revocable anonymity to
voting, which can recover the identity of the voter, yet it must rely on the coor-
dination with other parities. [14] constructs a complex voting protocol which
satisfies the anonymity and traceability simultaneously, but only allowing the
administrator to track the ballot and locate the voter with the help of other
trusted parties. The above mentioned studies are constrained to accomplish the
public traceability while holding the anonymity. By comparison, our scheme pro-
vides a subtle protocol with anonymity and public traceability in e-voting for
the purpose of avoiding anonymity misuse and holding accountability.
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3 Preliminaries

3.1 Blockchain

Blockchain is a distributed, transparent and immutable ledger that consists of a
large number of transactions which are recorded in blocks. Each block involves
a certain number of transactions and a hash of the previous block, and is gener-
ated according to a predefined consensus protocol. Numerous blocks in sequence
connect to a chain which we called blockchain. Blockchain offers a distributed
manner to keep a consistent replicate and avoid data tampering by rewarding
miners for jointly maintaining the blockchain network.

In general, blockchain can be regarded as a public ledger. The data that will
be recorded on the blockchain is sent to the blockchain network in the form
of a transaction, which is signed and sent by the user. After the transaction
is broadcast to the whole network, it will be verified and packed into a block
together with other transactions, these transactions will be written into the
blockchain after the block is confirmed. On the other hand, it is visible to view
all the data transmissions for the public, thus, anyone is available to check the
validity of all the transactions.

A blockchain address is a randomly generated anonymous address by comput-
ing a hash of the public key. Thus, the address acts as a pseudoym to hide user’s
identity. A transaction should be signed by the corresponding secret key, no one
can send a transaction through a random address without the corresponding
secret key.

3.2 Smart Contract

A smart contract can be considered as a self-executing computer program [29]
which transfers the running processes into executable codes as a legal agree-
ment. The necessary fairness and credibility can be ensured directly through
the automated execution of contract code. The reason that it cannot be widely
applied to represent its intelligence before is mainly due to the lack of a secure
and decentralized development environment [8]. However, in the blockchain dis-
tributed network, each node updates the duplicate locally based on the current
execution result after runing the smart contract. Blockchain has the possibility
of providing a trustworthy and decentralized mode to accelerate its exploitation.
Currently, smart contracts are designed as multiple kinds of reliable and decen-
tralized applications while offering fair and secure services to avoid dishonesty,
downtime and tampering.

3.3 zk-SNARK

Zero-knowledge proof is a delicate cryptographic protocol, which enables a prover
to generate a proof and convince the verifier that he indeed knows a secret
without leaking any additional knowledge of the secret. In voting protocols,
zero-knowledge proof is widely employed to guarantee the operations are not
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deviated from the required rules. In this paper, we exploit the zk-SNARK [39]
to accomplish the specific proof for a NP-language £ = {z|3w, s.t.,C(z,w) = 1}
[15], where z is a statement, w is a witness for =, and C is a boolean circuit.
Informally, zk-SNARK is made of three algorithms:

4

KeyGen(1*,C') — (pk, vk). The KeyGen algorithm inputs a security parame-
ter 1* and a circuit C, and outputs a proving key pk and a verification key
vk. Both of the keys are public parameters.

Prover(pk,z,w) — 7. The Prover algorithm inputs the proving key pk, a
statement x, and a witness w. It outputs a proof .

Verifier(vk, z,m) — 0/1. The Verifier algorithm inputs the verification key
vk, the statement x, and the corresponding proof «. It outputs 1 if 7 is a valid
attestation for z € L.

Informally, the zk-SNARK satisfies the following properties.

Completeness. A prover can generate a proof such that it can be passed
through the verification by the verifier with probability 1.

Soundness. No polynomial-time adversary is capable of forging a valid attes-
tation that can be accepted by the verifier with non-negligible probability.
Efficiency. The randomized algorithms run in time polynomial in the sizes of
the corresponding input.

Zero-knowledge. The procedure only reveals the statement rather than any
secret.

Proof of knowledge. If the verifier accepts a statement from a prover, there
is a polynomial-time extractor who can generate a valid witness when giving
oracle access to the prover.

System Model

4.1 Entities

As shown in Fig. 2, four entities are involved in the voting protocol, namely, the
certificate authority, the election committee, voter and the smart contract.

Certificate Authority, identified by CA, is mainly to certify and manage the
user’s identity, and issues a related certificate to the user.

Election Committee, identified by EC, is the organizer of voting, whose task
is to post a voting activity and compute the election result.

Voter, identified by V;, is the participant who has the right to cast a ballot
before deadline.

Smart Contract, identified by SC, is designed primarily for collecting and
verifying ballots, detecting double-voting and tracing the double-voted voters.
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Fig. 2. The system model of LaT-Voting.

4.2 Requirements

Our LaT-Voting scheme requires the following properties.

5

Privacy: The content of ballot is kept secret from the public, except the role
who performs the tallying.

Anonymity: The voter should be kept anonymous when casting a ballot, and
no one can link a ballot to a voter.

Unforgeability: No one can forge user’s identity to generate a ballot, and
anyone can test whether a ballot is generated correctly.

Public verifiability: Any party should be convinced that all ballots have been
counted when tallying, and the final election result can be verified.
Traceability: Double-voted behavior can be detected by seeking the linkability
of two ballots. Any voter who voted twice will be discovered and his identity
will be tracked and exposed.

Traceable Anonymous E-Voting

In this section, we will firstly present the new notion, called prefix-based linkable-
and-traceable anonymous authentication, to support an anonymous yet account-
able requirement, and then describe how our decentralized e-voting scheme works
so as to ensure security, anonymity, linkability and traceability. The voting pro-
tocol is tested on an open blockchain.

5.1 Prefix-Based Linkable-and-Traceable Anonymous

Authentication

The prefix-based linkable-and-traceable anonymous authentication can be built
on any certificate generation procedure, and therefore we can construct it as
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other existing schemes. Meanwhile, we prefer to design a non-interactive authen-
tication which can be represented as algorithms rather than protocols.

Syntax. Formally, a prefix-based linkable-and-traceable anonymous authentica-
tion (PLTAA) scheme consists of the following six algorithms.

— Setup(1*) — (MPK, MSK). The setup algorithm is a function that takes as
input a security parameter 1*, and outputs a master public key MPK and a
master secret key MSK.

— CertGen(pk, MSK) — o. The certificate generation algorithm takes as input
a user’s public key pk and the master secret key MSK. It outputs a certificate
o that can validate the corresponding public key pk.

— Auth(m = my||m,, pk, sk, 0, MPK) — . The authentication algorithm takes
as input a message m that has a left part m; (i.e. a prefix) and a right part
m,, the user’s public key pk and secret key sk, the certificate o, and the
master public key MPK. It outputs an authentication token 7 on the message
m to show that the user who created the message m indeed has the secret
key corresponding to a valid certificate.

— Verify(m, 7, MPK) — 1/0. The verification algorithm takes as input a mes-
sage m, an authentication token m and the master public key MPK. It outputs
1 or 0 to decide whether the proof is valid or not.

— Link(my, mg, w1, m2) — 1/0. The link algorithm takes as input two messages
m1,mso and their corresponding authentication tokens 7y, 7o. It outputs 1 if
m1 and mo have a common prefix with a fixed length; otherwise, it outputs
0.

— Trace(m1, m2) — pk. The trace algorithm takes as input the two authentica-
tion tokens 71, mo corresponding to the linked two messages. It outputs the
traced public key pk, which points to the user who authenticates two messages
having a common prefix.

Correctness. Correctness of PLTAA scheme must satisfy:

o Verification correctness. Authentication tokens generated according to spec-
ification will successfully pass the verification by Verify.

e Linking correctness. If two messages sharing a common prefix are authenti-
cated by a user, they can certainly be linked by Link.

e Tracing correctness. If two messages are linked, the same originator who
authenticated them will be traced by Trace.

Notions of Security. Security of PLTAA schemes has four aspects: unforge-
ability, anonymity, linkability and accountability.

Unforgeability. Unforgeability for PLTAA schemes is defined as the following
game between the Challenger C and the Adversary A.

1. A creates a master key pair (MPK, MSK).
2. A performs the certificate generation process with C. When C submits a public
keys pk to A, A returns a certificates o to C.
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3. A randomly chooses ¢ message my, ..., mq and asks C to authenticate them.
C produces and outputs the corresponding authentication tokens m,...,m,.
4. A selects a message m and creates the corresponding 7, and outputs (m, 7).

A wins if:

1. Verify(m, 7, MPK) = 1;
2. me{mq,...,mg}.

We denote by
Advy™°(\) = PrlA wins the game].

Definition 1 (Unforgeability). A PLTAA scheme is unforgeable, if for all
PPT adversary A, Advfi"fo()\) is negligible.

Anonymity. Anonymity for PLTAA schemes is defined as the following game
between the Challenger C and the Adversary A.

1. A creates a master key pair (MPK, MSK).

2. A performs the certificate generation process with C. When C submits two
public keys pkq, pks to A, A returns the corresponding certificates o1, 09 to
C.

3. A chooses a messages m and asks C to authenticate it. C randomly picks
b € {1,2}, uses (pky, sky, 0p) to authenticate m, and sends the newly generated
authentication token m to A.

4. After receiving mp, A outputs the guess b'.

A wins if ¥’ = b. We denote by

1
Adv4""(\) = |Pr[A wins the game] — 3|

Definition 2 (Anonymity). A PLTAA scheme is anonymous, if for all PPT
adversary A, Advﬁ"on(/\) is negligible.

Linkability. Linkability for PLTAA schemes is defined as the following game
between the Challenger C and the Adversary A.

1. C creates a master key pair (MPK, MSK) and gives A the master public key
MPK.

2. C performs the certificate generation process with A. When A submits a
public key pk to C, C returns a certificate o to A.

3. C chooses two messages my|[my,m;||mzy sharing a common prefix m; to A,
and asks A to authenticate them. A creates the corresponding authentication
tokens 71, e, and outputs (my||mq, 1), (my||me, m2).
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A wins if:
1. Verify(my||m;, m;, MPK) = 1 for i = 1, 2;
2. Link(my||m1, my||me, w1, m) = 0.

We denote by

AdvE™ (\) = Pr[A wins the game].

Definition 3 (Linkability). A PLTAA scheme is linkable, if for all PPT adver-
sary A, Adv'{™ () is negligible.

Accountability. Accountability for PLTAA schemes is defined as the following
game between the Challenger C and the Adversary A.

1. C creates a master key pair (MPK, MSK) and gives A the master public key
MPK.

2. C performs the certificate generation process with A. When A submits a
public key pk to C, C returns a certificate o to A.

3. C chooses two messages my||my, my||ms sharing a common prefix m; to A,
and asks A to authenticate them. A creates the corresponding authentication
tokens 1, 7o, and outputs (my||mq,m1), (my||ma, m).

A wins if:

Verify(my||m;, m;, MPK) = 1 for i = 1, 2;
Link(my||ma, m;||ma, 71, m2) = 1;
3. Trace(m,m) = pk’, but pk’ # pk; or, Trace(m,m) = L.

We denote by

N —

Adv°°(\) = PrlA wins the game].

Definition 4 (Accountability). A PLTAA scheme is accountable, if for all
PPT adversary A, Ad'vﬁcco()\) is negligible.

Construction. We proceed to construct such a PLTAA scheme. Similar to
other anonymous authentication schemes, we also utilize the zero-knowledge
proof technique to achieve anonymity. Specifically, we apply zk-SNARK to
obtain an efficient construction. Since the assurance contributing to linkability-
and-traceability is the prefix, consequently, we will exploit it to support an
anonymous-yet-accountable requirement. In a nutshell, the authentication pro-
cess creates a linking tag committed to the prefix and the user’s secret key. To
satisfy the requirement of accountability, we will also provide a tracing tag which
will be used for tracking.

Let S = (S.Setup,S.Sign,S.Verify) be a signature scheme, Z =
(Z.Setup, Z.Prover, Z Verifier) be the zk-SNARK protocol. Also, assume H :
{0,1}* — {0,1}™ represents a secure hash function, the public function
F : pk = F(sk) denotes a key-pair verification algorithm. The PLTAA scheme
is as follows.
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— Setup(1*). The setup algorithm first invokes S.Setup(1*) to create a signing
key msk and a verification key mpk, and calls Z.Setup(1*) to obtain the
public parameters PP for zk-SNARK. The public parameters are MPK =
(H, mpk, PP), the master secret key is MSK = (msk).

— CertGen(pk;, MSK). The certificate generation algorithm calls S.Sign(m, msk)
to compute a signature o; on a public key pk;, and outputs o;.

— Auth(p||m,, pki, ski, o;, MPK). On input a message p||m, including a prefix p,
the authentication algorithm dose the following;:

1. Compute a linking tag t; = H(p,sk;) and a tracing tag to =
H(p, pki, sk;) +m,. - sk;.

2. Let = (p||m,, MPK) be the common knowledge, w = (pk;, sk;,o;) be
the private witness. Call key-pair verification algorithm pk = F(sk), cer-
tificate verification algorithm S.Verify(mpk, m, o) for the language

L ={t1,ta, 2 = (p||m,, MPK)| Jw = (pk;, sk;, 0;), s.t.,
pk; = F(sk;) N\ S Verify(pk;, o;, mpk) = 1A
t1 = 'H(p, Skz) Nty = ’I'((]),])]Ci7 Sk’l) + m, - Sl%} ,

where the function F is to confirm if the two keys correspond to

a public-secret key pair, the S.Verify algorithm is used for checking

whether o; is a valid certificate. Next, call zk-SNARK proving algorithm

Z.Prover(z,w, PP) to produce a proof 7 related to the statement x € L.
3. At last, the algorithm outputs an authentication token 7 = (t1,t2,n).

— Verify(p||m,., 7, MPK). The verification algorithm invokes Z.Verifier(z, 7, PP),
and outputs 0 or 1 for invalid or valid, respectively.

— Link(my,mg, m1,ma). Let m = (t1,t3,m), ma = (13,13,72), the link algorithm
checks whether t} in 71 equals to t? in my. If ¢} = 2, it outputs 1 for linked;
otherwise, it outputs 0.

— Trace(my,m2). If t1 = 2. the trace algorithm computes a derived secret key sk;
and calls the function F to calculate the corresponding public key pk; = F(sk;)
pointing to the user 3.

The correctness and security theorems are given in Appendix A.

5.2 The LaT-Voting Protocol

Now we prepare to describe a general protocol for a type of voting scheme with
traceability back to malicious voters who voted twice or more in a voting activity.
Notice that we let each user generate a distinct blockchain address for a voting
activity, namely, each user has a unique address, which is regarded as a simple
solution to achieve anonymity in the blockchain network. And on the basis of
this protocol, we can also extend it to additional voting schemes by appending
an incentive mechanism to reward honest participants.

The workflow of LaT-Voting is depicted as follows.

(1) Each participant should register at CA to obtain a certificate. Then, they
can post a voting activity or cast a ballot.
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(2) EC prepares to post a voting activity. After the voting is announced, each
voter is allowed to join in.

(3) When receiving the notification of voting, each voter can cast a ballot before
deadline.

(4) SC verifies every ballot and picks out all double-voted ballots. Then EC
calculates the election result according to the valid ballots.

(5) SC tracks the identities of double-voted voters according to the linked bal-
lots.

The whole process of our LaT-Voting protocol is shown in Fig. 3, more details
are described as follows.

V- [ ]
Certificare Election Smart
Authority Committee Contract Voters

register

register

trigger the start of voting

verify ballots <
) link ballots
tally ballots

verify result
trace double-casting voter C

Fig. 3. The process of LaT-Voting.

cast ballots

Register. CA calls S.Setup to create the signing key pair (mpk, msk). EC gen-
erates his key pair (pkpc, skgc), and registers at CA to get a certificate ogc.
Similarly, V; also creates his key pair (pk;, sk;), and registers at CA to get a cer-
tificate ;. This registration process is normally done offline only once for each
user by calling S.Sign algorithm.

Publish. Before starting a voting activity, £C should create a new blockchain
account address agc, a key pair (epk, esk) that is only for this activity, and the
epk will be used for voters to encrypt their own votes. EC prepares the related
parameters Param containing a unique voting activity serial number Num, a list
of k candidates (each one corresponds to a unique identifier ID;), the public
parameters MPK (i.e. a hash function H, CA’s public key mpk, the SNARK’s
public parameters PP), the encryption key epk, the deadline ¢, the tally mecha-
nism T, and an authentication token mgc on Num and agc. mgc can be created
through calling Auth algorithm, i.e.,

mec = Auth(Num||agc, pkec, skec, orc, MPK).
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Then EC codes a voting smart contract SC' which contains all above public
parameters for this voting activity. After successfully compiling the contract SC,
he puts the code of SC into a transaction, and sends the newly constructed trans-
action into the blockchain network through the previously generated address
apC.

Cast. Once a new generated block includes the above transaction in blockchain,
everyone could retrieve the transaction and the contract SC. Voters first check
if the address agc corresponds to the one in contract SC, and test the validity
of contract SC. Then, V; starts to create his one-time anonymous blockchain
address «;, then encrypts his ballot with the public key epk to produce a corre-
sponding encrypted ballot C;.

Additionally, V; invokes Auth algorithm to attach an authentication token

T, = Auth(NumHCi,pki, ski, o4, MPK)

Finally, V; puts (C;, ;) into a transaction and sends them to the blockchain
network using the one-time address a; before the deadline.

Tally. SC runs Verify(Num||C;, m;, MPK) to check the validity of ;. If m; is valid,
SC will proceed to run Link(C;, Cy, m;, m,) for each ballot and its authentication
token. C, is the verified ballot which has passed through the Verify algorithm, 7,
is the corresponding authentication token. This operation ensures that C; is the
first and valid submission from an eligible voter. Yet for any unauthenticated or
double-voted ballot, the contract will drop it.

Finally, SC picks out all the valid votes till the deadline. Then FC will
retrieve them, encrypt and calculate the election result r» = (ry,...,r;). EC
publishes r together with a corresponding zero knowledge proof 7yt to prove
the process is properly executed. Concretely, m,.csy¢ is for the NP-language

L, = {Param,C*,r| Jesk, s.t.,epk = F(esk) A B; = Dec(esk, C;)
/\?erj = T(IDJ, Bl, ceey Bn)} ;

where C* contains all the valid ballots in tallying, B; indicates the plaintext of
the encrypted ballot Cy,  represents the final voting result for k£ candidates, the
Dec algorithm is to decrypt each encrypted ballot, 7; is the sum of ballots of
each candidate, T denotes a tallying mechanism for all the candidates. And the
secret key esk acts as the witness to establish an effective attestation.

At last, EC puts the result r and the corresponding proof 7,.cs,;: into a
transaction, and sends it to the blockchain network using his address agc. After
a new block containing r and 7,.sy: i appended to the blockchain, each one
can verify the correctness of the election result.

Trace. If a voter casts two ballots C; and C}, there will be two authenticated
tokens m; and 7} containing two distinct tracing tags. Specifically,

to = H(Num, pk;, sk;) + C; - sk;,

th, = H(Num, pk;, sk;) + C; - sk;.
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Since the encrypted vote is randomly generated even though it encrypts a
same value, thus C; and C; are different. Consequently, the secret key of the
double-voted voter can be easily derived by calling Trace algorithm, i.e.

ty — t)
sk; = —=.
o

Then SC can locate this voter according to the public key pk; = F(sk;).

6 Correctness and Security Analysis

6.1 Correctness Analysis

The correctness is satisfied by the public verifiability which is provided by the
cryptographic schemes and the blockchain platform. The cryptographic schemes
achieve: (i) the certificate generated by S.Sign can be verified by S.Verify, (ii) the
key pair can be verified by the function F; (iii) the proof created by Z.Prover can
be verified by Z.Verifier; (iv) the linking-and-tracing correctness can be ensured
by our PLTAA scheme. In addition, the blockchain platform serves as a decen-
tralized public bulletin which contains the overall ballots from all the qualified
voters. Meanwhile, the blockchain also ensures the consistent execution of all
the transactions, which makes all the mining nodes mutually maintain an iden-
tical distributed ledger that contains the overall transactions mentioned above.
And any inconsistency that causes an error would lead to the rejection of the
transaction. It means that all the voters can be convinced that each ballot on
the blockchain will be checked and verified by all the mining nodes, and any
invalid ballot in the transaction will be refused to be appended to the ledger
unless an adversary takes control of a certain percentage of compromised nodes
in the blockchain network.

6.2 Security Features of the LaT-Voting Protocol

e Privacy: The ballots stored on the blockchain are in the form of ciphertext,
which are encrypted by the key epk, and only the corresponding key esk
could decrypt them. It realizes the ballot confidentiality that only FC with
the esk other than anyone can calculate the final election result, and the
ballot information is unknown to other parities.

o Anonymity: Every voter casts his ballot using a randomly generated one-
time address «; which prevents an adversary from linking a voter through
his multiple addresses that have ever been involved in various transactions.
Meantime, each authentication token m; = (t1,t2,m) created by Auth has
two hash values H(Num, sk;), H(Num, pk;, sk;) that can be considered as
random numbers without revealing voter’s any information, which realizes
the anonymity based on our PLTAA scheme.
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e Unforgeability: No one can forge a linking tag t; = H(Num, sk;) in his authen-
tication token such that it will be linked with another linking tag which is
not generated by him. That is to say, an adversary cannot fake other voters’
identities to cast a ballot. It is guaranteed by the unforgeability feature of our
PLTAA scheme. Consequently, an adversary cannot forge a ballot in the name
of a voter or fabricate an authentication token to track the voter’s identity.

o Public verifiability: The whole process of voting is presented as a series of
transactions, and stored as multiple blocks in a distributed ledger. Due to
the openness and verifiability of the blockchain platform, the public have the
right to verify whether all the ballots are recorded on the blockchain and the
related authentication token are correctly generated, and check the validity
of the final election result. In other words, it ensures the truthfulness in a
transparent and verifiable fashion.

o Traceability: We fully capitalize on the PLTAA scheme so as to establish the
linkability in a novel manner. It can rapidly detect whether there exists two
messages authenticated by a same voter according to H(Num, sk;), thus it
is impossible for an adversary to authenticate two messages without being
linked. Besides only linking the two ballots when double casting happens, on
the contrary, we further try to infer his real identity based on the submitted
information, even though he did that anonymously. Therefore, PLTAA scheme
also provides an innovative strategy for tracking back to the double-casting
voter who indeed submitted two authenticated ballots according to the tracing
tag to = H(Num, pk;, sk;) + C; - sk;. Hence, as long as any two valid ballots
corresponding to an identical voter, our solution could make his identity to
be forcibly disclosed to the public in an ingenious way so as to enable the
double voting can be avoided.

7 Conclusion

We present the LaT-Voting, a blockchain-based anonymous and traceable decen-
tralized voting protocol, which provides novel privacy protection against dis-
closing personal identity information, and a practical linkability to rapidly link
two ballots sent from the same voter. Moreover, to relieve the tension between
anonymity and accountability, we achieve a subtle traceability to track the par-
ticipant who is double-voted. We put forward a new notion called linkable-and-
traceable anonymous authentication to meet the anonymous yet accountability
requirement. A specific construction of this scheme is proposed, and it shows the
usability and compatibility to the voting protocol and the blockchain infrastruc-
ture. We further list the security features of our voting protocol.

A Correctness and Security Theorems

We outline the correctness and security theorems for the construction of our
PLTAA scheme.
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Correctness. Given a key pair (pk,sk) and a prefix p, we assume that the
certificate o is the output of S.Sign(sk, MPK), the authentication token m =
(t1,t2,m) is the output of Auth(p||m,pk, sk,o, MPK). We depict three types of
correctness in turn.

1. Assume a statement z = (p||m,, MPK), a witness w = (pk,sk,o). Since
o = S.Sign(sk, MPK), we have S.Verify(pk, o, MPK) =1 by the correctness of
signature scheme S. Since sk exactly corresponds to pk such that pk = F(sk),
the correctness is ensured by the function F. Since n = Z.Prover(z,w, PP),
we have Z.Verifier(x, 7, PP) = 1 by the correctness of algorithm Z. Thus, the
verification correctness is ensured.

2. Let ‘H denote a secure hash function, p||mi, p||ms be two messages with a
common prefix p. Assume 7y, 7o are the corresponding authentication tokens,
we can achieve the linking correctness. If Verify(p||m;, 7;, MPK) = 1 for i =
1,2. Since t; = H(p, sk), there must be the same value of H(p, sk) in 7, 7o
such that the two messages are linked by the correctness of the hash function
H.

3. Meanwhile, the tracing correctness is also similar. If Verify(m;, m;, MPK) = 1
for i = 1,2; Link(mq,ma,m,m2) = 1. Since t3 = H(p, pk, sk) + m - sk, thus,
71, T2 have the same value of H(p, pk, sk) due to the correctness of the hash
function H, and the remaining part of ¢, will be used for inferring the public
key pk.

Security. We list the security theorems in the following aspects.

Theorem 1 (Unforgeability). A PLTAA scheme is unforgeable under the ran-
dom oracle model.

Proof. We require any uncertified attacker cannot forge one’s identity to authen-
ticate a message due to the lack of a secret key which corresponds to a public key
and a certificate. Assume a user with (pk, sk) obtains a certificate o. For a mes-
sage p||m, the user calls Auth to produce an authentication token 7 = (t1,t2,7),
which will be successfully verified by invoking Verify. For the authentication
token 7, it consists two hash values and one proof, which is the only transcript
that can be seen by the attacker. The two hash values are computed by H(p, sk)
and H(p, pk, sk). In order to forge a valid authentication on p||m, the attacker
needs to obtain the secret key sk that can be extracted from randon oracle
queries. Therefore, even an adversary obtains the pk and o, there is no way to
forge a ' using a forged sk’ such that it can pass the verification without the
corresponding sk.

Theorem 2 (Anonymity). A PLTAA scheme is anonymous under the random
oracle model.

Proof. We require that the attacker cannot tell the user after he got the authen-
tication transcript. Assume a user with (pk, sk) obtains a certificate o and create
an authentication token m = (t1,t2,7n) on the message p|lm. But t1, to in the
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authentication transcript can be viewed as random values, which are unable
to discover one’s sk. That is to say, none can recognize the difference between
H(p, sk), H(p, pk, sk) + m - sk and a random value.

Theorem 3 (Linkability). A PLTAA scheme is linkable under the random ora-
cle model.

Proof. The linkability is ensured by generating the tag ¢; in Auth. An attacker
with (pk, sk) chooses two message p||mi, p||me sharing a common prefix p,
invokes Auth to authenticate them and obtains 71, mo. Apparently, 71, mo will
pass verification by calling Verify. However, H(p, sk) in tag t; of the authenti-
cate transcript makes all messages authenticated by using an identical sk to be
linked, i.e., p||m1 and p||mg will be linked.

Theorem 4 (Accountability). A PLTAA scheme is accountable under the
random oracle model.

Proof. The accountability is achieved by creating the tag to in Auth. An attacker
with (pk, sk) chooses two message p||m1, p||ms sharing a common prefix p, calls
Auth to authenticate them and obtains the corresponding authentication tokens
71, mo. Apparently, 71, m will pass verification by calling Verify, and mq, mo will
be linked by calling Link. However, 71, mo will get the same value of H(p, pk, sk)
in tag to if using the same (pk, sk). Accordingly, the pk is exposed with the help
of the rest part of tag ts, i.e., m; - sk fori =1, 2.

Summarizing the above aspects, we have:

Theorem 5 (Security). A PLTAA scheme is secure provided the discrete log-
arithm problem is difficult under the random oracle model.
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