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Abstract. Research on blockchain (BC) and Internet of things (IoT)
shows that they can be more powerful when combined or integrated
together. However, the technologies are still emerging and face a lot
of challenges. The paper focuses on Internet of things integration with
the blockchain technology. We reviewed these technologies and identified
some use cases of their combination and key issues hindering their inte-
gration. These issues are scalability, interoperability, inefficiencies, secu-
rity, governance and regulation. While these issues are inherent in the
current generations of blockchain such as Bitcoin and Ethereum respec-
tively, with a well-designed architecture, the majority of these issues can
be solved in the future generation. This work is inspired by the rapid
growth in the number of connected devices and the volume of data pro-
duced by these devices and the need for security, efficient storage and
processing.
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1 Introduction

Blockchain and Internet of Things (IoT) are emerging Internet-based technolo-
gies that will have a tremendous disruptive effect in all disciplines, industries and
economies [1]. Blockchain (Distributed Ledger Technology, (DLT)) is a decen-
tralized network that constitutes of nodes or parties where all nodes in the
network maintain a copy of the blockchain (i.e. have the same data, keeps a his-
tory of the transactions and receive the same transaction). The blockchain uses
cryptography and consensus algorithm to make transaction secure and records
immutable in a distributed fashion. Blockchain technology started with Bitcoin
in 2008 which is referred to as the first generation blockchain. Today, we have
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the second generation blockchain like the Ethereum blockchain, NEO blockchain
and Waves blockchain with smart contract support, a feature that makes it
programmable. The property of programmability makes the second generation
blockchain adaptable to a whole lot of application beyond Bitcoin, especially in
the area of Internet of thing.

Applications of blockchain beyond bitcoin include IoT security, management
of IoT devices and service provision in IoT, data management, data security,
greater efficiency etc [2–6,9–17]. Blockchain has gained so much attention from
the private and public sector, especially in the financial industry. The major
attractions for the blockchain technology are its distributed nature, security
(immutability) and applicability to a whole lot of domains.

While this paper is focused on IoT integration with blockchain, AI and the
cloud will have a crucial role to play in this integration. While IoT devices
produce enormous quantity of data, these data are usually aggregated for com-
putation and processing in the cloud and AI applied to further turn these big
data into actions and insights. Accordingly, IoT, AI, and blockchain can be con-
sidered as interconnected organic processes where IoT plays the role of sensing,
AI handles reasoning and the blockchain acts as the memory [18].

Blockchain technology converged with Internet of things, artificial intelli-
gence (AI) and cloud computing will bring solutions to problems, leading to
greater trust and reliability as well as extended advantages within these tech-
nologies. Efficient and secure integration of emerging technologies and IT systems
of diverse types, needed to build smart industrial, city and home applications and
services, remains the greatest challenge to overcome today. This paper investi-
gates current issues in blockchain technology with respect to its application and
integration in the Internet of things, while considering AI and the cloud as a
vital components of this integration.

The rest of this paper is organized as follows. Section 2 presents an overview
of the technological components of blockchain and Internet of things (IoT). The
Integration of blockchain and IoT, that is bringing blockchain and IoT to func-
tion together is discussed in Sect. 3. Section 4 is a summary of the use cases of
integrating blockchain and IoT. The issues we found to be the major issues hin-
dering blockchain and IoT integration are presented and analyzed in Sect. 5 and
lastly our conclusion and future directions is presented in Sect. 6.

2 Overview of the Basic Concepts

In this section we give a brief overview of the basic concepts of blockchain,
Internet of Things and associated technologies.

2.1 Blockchain Technology

Blockchain refers to a decentralized network of databases in the form of blocks
capable of holding and transferring digital assets or data in a tamper-proof
manner. Blockchain is designed with the properties of immutability, no central
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authority, irreversibility, time-stamping, replication and cryptography. It uses
elliptic curve cryptography (ECC) and various hashing schemes like KECCAK-
256 and secure hashing algorithms (e.g. SHA-256) for security, business logic
and replicated ledger [14,19]. Figure 1 is a simplified structure of the blockchain.
Each block in a blockchain is linked cryptographically to the previous blocks to
maintain immutability as shown in Fig. 1 (i.e. the parentHash of any block must
be same as the hash of the previous block). The genesis block (first block) has
index of 0, timestamp of 0, parentHash of 0 and a preassigned nonce value while
the second block derive most of its values computationally or cryptographically
from the genesis block and so on. The nonce is a 32 bit random number taken
into account during consensus process. The consensus algorithm is used to reach
decision on a single version of the data to get stored in the blockchain. Trans-
actions are events allowed to take place within the blockchain protocol such as
sending and receiving data (e.g. cryptocurrency) from one node to another and
are stored in blocks.

Fig. 1. Basic structure of blockchain.

Some examples of blockchain are Bitcoin, Ethereum, Corda, Hyperledger,
Komodo etc. We have prepared a list of popular blockchain platforms as shown
in Fig. 2. The blockchains are categorized as private or permissioned, public
blockchains or unpermissioned blockchain and consortium blockchain [6]. A pub-
lic blockchain are free to the public to join without restrictions but the private
blockchain are restricted and can only be connected to with valid credentials.
An example of permissioned blockchain are Hyperledger fabric and Ethereum is
an example of permissioned blockchain.

2.2 Smart Contracts

Smart Contract is an executable code representing a set of promises or agree-
ments that automatically runs on the blockchain and is self-enforced [20]. Just
like a computer program, a smart contract is written in a smart contract lan-
guage (Solidity) or general-purpose language (Java, Go or node.js), compiled and
run on a blockchain. The smart contract is compiled into two separate parts, the
application binary interface (ABI) and the bytecode [9]. The bytecode is the
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Fig. 2. Blockchain platforms.

actual machine instructions that is made up of opcodes; whereas the ABI is
data formatted in JavaScript Object Notation (JSON) that describes the vari-
ous functions (methods) in the smart contract. ABI also provides a convenient
way to interact with the smart contracts.

Smart contract is a feature of blockchain that makes it programmable
and therefore possible to develop flexible and decentralized applications on
blockchain. These applications run on blockchain when predefined conditions
are met and are tamper proof, secure and transparent [20]. A typical smart con-
tract specifies the parties involved in a transaction, what the transaction should
do and the state transitions in the blockchain. Therefore, the smart contract
removes the need for a trusted third party in a blockchain technology. Most
blockchains supports smart contracts.

2.3 Internet of Things

Internet of things (IoT) is simply the enabling of non-traditional computing
devices for Internet connectivity. IoT refers to anything (e.g cars, smart devices,
objects, wearables, etc.) enabled to communicate (send and receive data) using
the Internet network. Edge devices in Internet of things paradigm are often
limited in memory and computational capability and thus uses specialized pro-
tocols MQTT, CoAP, ZigBee, Bluetooth, LoRaWan etc. for communication and
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are inherently distributed. Internet of things thus involves devices of various
types, sizes and capabilities that are distributed [10].

The rapid growth of Internet of things poses serious challenge to the central-
ized or the client-server model which involves having these many IoT devices
connected to a single server with high computational and storage resources for
management and control. The centralized model is expensive and suffers from
single point of failure when compromised by cybersecurity attacks (e.g. Denial
of Service (DoS) and ransomware attacks) [11,14,21]. A solution to this problem
is a decentralized model for IoT where nodes will share the computational power
as well as the storage resources required in the network and can tolerate faults
[11].

Internet of Things (IoT) are widely being adopted in industries such as man-
ufacturing, healthcare, finance, logistics, energy etc where it helps in making
automation of industrial processes a lot more efficient. The IoT also empowers
flexible information and resource sharing in the industry as well as enhanced
collaborations. The IoT is therefore very essential for expanding growth and
productivity in Industrial sector.

3 Blockchain and IoT Integration

The centralized architecture where a central server provides services to clients on
the network has downsides of high maintenance costs, poor interoperability and
single point of failures from security threats [4]. A decentralized architecture on
the other hand will eliminate the disadvantages of the centralized architecture.
A rising decentralized management platform for IoT is blockchain. By design,
the blockchain network operates in a decentralized fashion where network nodes
can communicate in a peer-to-peer fashion.

Blockchain and Internet of things integration will strengthen the security of
the future Internet as this integration will incorporate the security features of
blockchain. Requirements for the implementation of the aforementioned inte-
gration will depend on hosting platform (cloud or fog), use case and choice of
blockchain platform (such as Ethereum, Hyperledger etc.) [7]. We have shown
this integration where Internet of things integrates the cloud and AI for extended
advantages in Fig. 3.

The Internet of things in the block diagram (Fig. 3) contains the actors in the
network such as user applications and IoT devices and communicate to the cloud
network using the gateways. The cloud network aggregates sensor data in the
cloud storage for computation and analytics using built-in AI capabilities. The
capabilities of the cloud network and smart contracts efficiently monitors raw
telemetry data (sensor data), converts it to the appropriate format and routes
it to the blockchain. IoT devices are also able to receive services (e.g. secure
updates) from the blockchain on a regular basis as the case may be. The block
diagram also shows that the cloud network houses Application Programming
Interface (APIs) or access layer that give enterprises and cloud providers access
into the blockchain. Also note that from Fig. 3, the gateway functions as a node
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Fig. 3. Block diagram of blockchain and IoT integration.

on the blockchain (external to the cloud network but local to the IoT devices)
and therefore decentralized.

4 Use Cases of Converging Blockchain and IoT

Many industries today are using blockchain to solve most IoT issues such as
security and identity management. Extended advantages are also derived by
combining these two technologies. The following are the use cases of combining
blockchain and Internet of Things [8].

– Access Control and Identity Management : Using smart contracts, fea-
tures of a blockchain can be extended to adapt to a variety of use cases. A
contract for access control will enforce access control of the various resources
on the blockchain network and a smart contract for identity management will
enhance the identity management capability of the blockchain for various IoT
devices on the network [15].

– Secure Update of Edge Devices in IoT : Blockchain combined with Inter-
net of things can be used to provide firmware or software update in scenarios
like the smart cities and smart homes. Here, smart contracts are used to
define the update conditions and the secure nature of blockhain make them
resistant to cyberattacks.

– Logistics and Supply Chain Management : In IoT-enabled supply chain
where vehicles and cargoes are equipped with sensors, combining blockchain
and Internet of things enables near real time access to status information
regarding shipment, increasing visibility and reliability within the supply
chain.
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– Automobile Industry : Automobiles are becoming highly equipped with
sensors and Internet capabilities making them part of the IoT ecosystem.
Connecting smart cars to the blockchain network will enable trusted exchange
of information, improved connectivity and security as well as accurate vehicle
records (e.g. trip information, service, fault information etc.).

– Sharing Economy : As the sharing economy is rapidly growing in adoption,
blockchain can enable a decentralized application on shared economy, making
the exchange of value, goods and services seamless at reduced cost.

– Healthcare Industry : Blockchain by enabling transparency and traceabil-
ity in pharmaceutical supply chain can drastically reduce the problem of fake
medicines (one such application is mediledger project). Also patients using
monitoring healthcare devices connected to the blockchain can choose who to
share their data and be guaranteed that only healthcare professional respon-
sible for their care can have access to such data.

– Agriculture: Sensor data from farms stored on the blockchain can provide
useful information regarding provenance of products, improved transparency
in agricultural supply chain and informed decision making for farmers and
customers.

– Micropayments: Micropayments in IoT will involve either machine to
machine or person to machine transactions using crypto currencies without
involving centralized third parties like the banks. Examples are a smart con-
nected electric vehicle making payment to a charging station and a person
making payment for a product from a connected vending machine. Micropay-
ment enables faster and cheaper payment among the parties involved.

– Data Integrity in IoT : Combining IoT and Blockchain will ensure IoT
data integrity automatically using the digital signature and hashing technique
that are inbuilt by design on the blockchain. This is especially very useful in
scenarios where multiple parties are involved like the smart energy grid to
eliminate fraud and rip-offs by the participants in energy trading.

5 Major Blockchain and IoT Integration Issues

Blockchain has a number of technological limitations as well as non-technological
limitations, although it is a very powerful technology. We have reviewed and
identified the major problems that hinders blockchain integration with Internet
of things as shown in Fig. 4. They are scalability, interoperability, inefficient
consensus algorithm, security, privacy, governance and regulations.

5.1 Issue with Scalability

A major issue in the integration of blockchain with Internet of things is scalability
[4]. The problem of scalability in the context of blockchain integration with
Internet of things is caused mainly by ubiquitous nature of IoT [22] and the
limitations inherent in a typical IoT device. An optimal blockchain solution
must be scalable with the number of IoT devices or gateways (i.e. nodes on the
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Fig. 4. Internet of things and blockchain integration challenges.

blockchain network) and be able to handle high transaction rates. The block
size and block generation interval will vary with the number of IoT devices
and will reach a maximum set size at a point. The transaction throughput or
performance increases with the number of IoT devices up to a maximum while
the block generation interval decreases as the number of IoT devices increase
up to an optimal point [4]. The blockchain is initialized with the genesis block
and grows according to the configuration settings for the genesis file, e.g. the
gas limit, mining difficulty, etc. In bitcoin, however the block size determines
the rate of growth. In each case, a high number of transactions will result in a
corresponding decrease in throughput. The number of transactions per second is
governed by: (i) the block generation time, (ii) the number of transaction that
a block can hold, and (iii) the time it takes to reach a consensus.

“Blockchain pruning” (i.e., erasing unnecessary record to avoid holding the
entire blockchain on a single node) is a possible solution to the ever-growing
blockchain [23]. With the help of AI, federated learning, a new decentralized
machine learning system can also be used along with other techniques such as
sharding technique to make the blockchain system more efficient.

5.2 Issue with Interoperability

Interoperability is the ability to transact and share data across blockchain and
non-blockchain systems. Today, interoperability is a big issue facing the inte-
gration of blockchain with other systems such as Internet of things, AI and
cloud computing. Blockchain was originally designed to operate with comput-
ers with high computational powers on the Internet. Internet of things (edge
devices/sensors) on the other hand has low computational powers by design.
IoT and blockchain are therefore mismatch in computational powers. IoT sense
and transmit enormous data in Terabytes while the blockchain is limited by
design on storage capacity. This is another important bottleneck that need to
be addressed.

AI and cloud computing when combined with this integration will play a huge
role in solving the interoperability issue faced with Blockchain and IoT. While the
AI will help reduce this data to a form that can be handled by blockchain through
techniques such as data compression, data normalization, data smoothing etc.
[24], cloud computing will provide a suitable computation environment for these
data.
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5.3 System Inefficiency

Blockchain is slow in running codes and smart contracts on traditional computing
devices. This is because the process of mining in blockchain requires a lot of
computational power. Therefore, miners or special hardware are required to carry
out mining in a typical blockchain solution. This could lead to inefficiencies and
extra investment.

Popular consensus algorithm used in a blockchains today are modified Proof
of Work (PoW), Practical Byzantine Fault Tolerance and Binary consensus [11].
Major concerns about these consensuses are the high computational power con-
sumed in the mining process and the time taken (high latency) to reach consensus
[11,25]. The Proof of Work is also vulnerable to majority hash rates or the 51%
attack which makes it possible for someone to reverse transaction history and
prevent incoming transaction from confirmation by controlling most of the net-
works hash rate. Examples of where this attack has occurred are Bitcoin Gold,
Verge, ZenCash, and other POW-based cryptocurrencies [5]. Other consensus
protocol used in blockchain are Proof of Stake and (PoS), Proof of Burn (PoB),
Proof of Activity, Proof of Capacity (PoC), Proof of Elapsed Time (PoET),
Proof of Authority (PoA), Proof of Importance (PoI) [17,26]. These consensus
algorithms have issues to be addressed as well.

5.4 Issue with Security

Blockchain is said to be immutable and hack resistant. In scenarios such as
Decentralized Autonomous Organization (DAO) and Bitfinex [27], where extra
layers of applications are involved however, security could be a major concern.
This will also be the case when blockchain is integrated with other technology
like the Internet of things, AI and the cloud.

The security of blockchain rests upon two one-way cryptographic technolo-
gies: cryptographic hash functions and digital signatures. Most blockchain plat-
forms generate this digital signature using the elliptic curve public-key cryptog-
raphy (ECDSA) or the large integer factorization algorithm (RSA) [27]. Unfor-
tunately, what determines the security of these algorithm is the computational
complexity of some mathematical algorithms. Unfortunately computers like the
quantum computers could solve these algorithms thereby making underlying
digital signature algorithm vulnerable to attack. The Grover search algorithm
for example could lead to the 51% attack by enabling a quadratic speedup in
calculating the reverse hash function used in blockchain.

Another security concern in blockchain is smart contracts. Smart contracts
cannot access data outside of their network without the use of external third-
party services. This third-party service uses what is known as oracles, a data feed
or an agent that communicate real world occurrences to the blockchain. Effective
implementation of an oracles come with huge security challenges because third
party data sources cannot be fully reliable for trustless execution in a blockchain
network. Data from oracles should therefore be properly authenticated using
appropriate methods. Finally, a smart contract should be developed following
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best practices in software engineering to ensure code security and quality. A
poorly written smart contract may contain a bug or security hole that attacker
may leverage to compromise the system.

5.5 Issue with Privacy

An important feature of the blockchain is transparency where transactions can
be audited, traced back and verified from the first transaction. In fact, all data in
a blockchain is public by default and this means no privacy. Trust is maintained
in the blockchain by keeping data transparent in this way. This situation directly
raises the issue of privacy in blockchain and it becomes even more serious with
the Internet of things when it involves a privacy sensitive information such as
smart home devices and smart medical devices.

The current anonymity features in blockchain is not be enough to protect pri-
vacy and it is highly recommended that more efforts should be made to provide
stronger pseudonyms [9] as the data in a blockchain can be accessed by any-
one [30]. In order to solve the problem of privacy in blockchain, homomorphic
encryption can be used on blockchain data. Homomorphic encryption is the abil-
ity to perform compute operations directly on encrypted data. Blockchain like
Enigma is able to perform computation on data without exposing the raw data
to the nodes of the network by encrypting data and then splitting the data in
the network. Zerocash [30] improves upon user privacy by hiding user attributes
such as identity, transaction activities and account balances from public access.

5.6 Issue with Governance and Regulation

Governance and Regulation is very important for blockchain standards, interop-
erability, integration, and architecture. Work in this area has been slow probably
due to the complexity of blockchain technology and early stages of its develop-
ment. According to [6], standard making bodies such as IEEE, NIST and ITU
are making progress towards standardizing blockchain. Regulating blockchain is
not going to be easy because of the nature of the technology as it was designed
with no regulation in mind. However, some level of regulation in form of private
and consortium blockchains are currently present [9].

A new set of regulations has to be made to guide the integration of blockchain
with other technologies such as IoT, AI and Cloud computing. This could help
set standards for the security features that these technologies must have in order
to operate.

6 Conclusion

In this work, we reviewed Blockchain technology and identified its integration
issues with Internet of things and the need to further extend this integration to
include AI and cloud computing. We introduced current state of affairs in the
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blockchain space and how blockchain is being adopted in areas such as health-
care, government, supply chain management etc. with the Internet of things. We
have an integration diagram for blockchain in action with IoT, AI and the cloud.
The issues discussed in this paper must be solved to achieve a successful integra-
tion of Blockchain and IoT. We summarized major blockchain implementations
taking the consensus algorithm used into consideration. There are significant
improvements on the Proof of Work (PoW) consensus seen in early blockchains
like the bitcoin and Ethereum in form of Proof of Stake (PoS), Proof of Space
(PoS), Proof of Burn (PoB), Proof of Importance (PoI) etc. However, the con-
sensus layer still remains an open research issue to be solved in the upcom-
ing generations of blockchain. Other open issues are scalability, interoperability,
security, privacy, efficiency and regulation. These issues are currently standing
on the way of a successful integration of blockchain and Internet of Things and
may take a while to fully resolve.
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