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Abstract. Long-term preservation of digital information requires confidence in
the credibility and ability of digital archives and systems to consistently provide
accessible and usable content. Ensuring that the provided information has
remained unchanged over time is a particular challenge. Trusted timestamping is
an effective method that allows anyone to prove without any doubt that specific
content existed at a particular date and time. A practical approach for trusted
timestamping using the Ethereum blockchain is presented here. A complete
metadata record is stored as transaction input data along with a document hash
digest. The approach is uncomplicated, human and machine readable, self-
explanatory, and modular. It supports metadata preservation and copyright
protection of digital documents applying verification without disclosure. The
approach aims at extending current digital archives and systems using existing,
well-tested technology.
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1 Introduction

Long-term preservation of digital information requires confidence in the credibility and
ability of digital archives and systems to consistently provide accessible and usable
content. Information generated today must survive long-term changes in storage media,
devices, and data formats [1]. Ensuring that the provided information has remained
unchanged over time is a particular challenge. Trusted timestamping is an effective
method that allows anyone to prove without any doubt that specific digital content
existed at a particular date and time [2]. Blockchain technology has emerged as a
means of storing information on decentralized networks, secured from tampering and
revision [3]. Ethereum is an open-source, globally decentralized computing infras-
tructure that executes programs called “smart contracts” [4]. It uses a blockchain to
synchronize and store the system’s state changes, along with a cryptocurrency called
“ether” to meter and constrain execution resource costs [4].

A practical approach for trusted timestamping using the Ethereum blockchain is
presented here. A complete metadata record is stored in transaction input data, along
with a document hash digest. The approach is uncomplicated, human readable as well
as machine readable, self-explanatory, and modular. It supports metadata preservation
and copyright protection of digital documents without revealing the content of the
documents. The approach aims at extending current archives and systems using
existing, well-tested technology.
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2 Related Work and Background

Timestamping is a technique used to prove the existence of certain digital data prior to
a specific point in time. When one uses a certain timestamping service, he should
confirm in advance that its security level sufficiently meets his security requirements
[2]. However, before the advent of blockchain technology, timestamping schemes were
generally so complicated that it was not easy to evaluate their security levels accu-
rately [2]. More recently, authenticity of information has become a core issue due to
the spread of false news. Research on the subject has showed that falsehoods diffuse
significantly farther, faster, deeper, and more broadly than the truth in all categories of
information [5].

Blockchain technology can be used to address issues associated with information
integrity in the present and near term, assuming proper security architecture and infras-
tructure management controls. It does not, however, guarantee reliability of information
in the first place, and would have several limitations as a long-term solution for main-
taining trustworthy digital records [6]. Recently, the European Union launched the
International Association of Trusted Blockchain Applications, aiming to bring block-
chain and distributed ledger technology into the mainstream [7]. Blockchain technology
has the potential to change the practices and systems used for archival functions, both for
the storage of digital resources and of the metadata describing them [3].

2.1 Overview

One of the most well-known services is OriginStamp, which is a trusted timestamping
service that enables anyone to prove ownership of information on a specific date and
time. It is provided both as a free service [8] saving data on blockchain once a day or as
a paid service for instant entry [9]. It utilizes bitcoin [10], “because it has achieved the
largest market capitalization and has attracted the highest number of participating
computing nodes” [11], while more blockchains were added recently. A unique SHA-
256 hash is generated from all content and is contained in a bitcoin transaction [12].
The free service keeps the transaction costs in the blockchain to a minimum by col-
lecting all hashes received over a 24 h period and computing a single aggregate SHA-
256 hash from the list of hashes [13]. The service exclusively stores which hashes were
included in which transaction. This information allows verification of any hash using
the blockchain [11]. This means that trust in a third party and/or firm cryptographic
knowledge is required.

Proof of Existence is a similar solution providing only paid service to store the
document proof on the bitcoin blockchain [14]. The document is certified via
embedding its SHA-256 digest in the bitcoin blockchain. This is done by generating a
special bitcoin transaction that encodes/contains the hash via an OP_RETURN script.
Thus, no other information is provided except the document digest. The service costs
much more than OriginStamp and has no free plan. Thus, the same limitations apply.

Garcia-Barriocanal et al. proposed an approach in which a blockchain combined
with other related technologies can be arranged in a particular way to obtain a
decentralized solution for metadata supporting key functions [3]. The proof-of-concept
implementation of a decentralized metadata system considers the different functions of
metadata as points of departure, thus building the solution based mainly on blockchain.



Timestamping Metadata Using Blockchain: A Practical Approach 453

Lemieux has presented a synthesis of original research documenting several cases
of the application of blockchain technology, considering the different types of solutions
in relation to implications for record keeping and long-term preservation of authentic
records [15].

The proposed solution in this paper belongs in the first type of system — according
to Lemieux — the “mirror” type, where the blockchain serves as a repository of “digital
fingerprints” of the records in an originating system [15, p. 2273]. Including a docu-
ments digest, the original file content has essentially been encoded into the blockchain,
and the blockchain can serve as a document registry [16, p. 37].

3 Timestamping (Meta) Data on Blockchain

3.1 Description

The method consists of storing a metadata record along with any document hash digest
on the Ethereum blockchain. The record, stored as a JSON object, is inserted in the
“input data” field of a zero-value transaction. Each transaction contains a single record.

Transaction Details

Transaction Hash:

0x1181851f70db387¢12d75bf17¢0a2d20220fbd945d86d961b3c1325d10c63476 ()

Status: © Success

Block: 8045189 51 Block Confirmations

Timestamp: ® 10 mins ago (Jun-28-2019 08:08:19 AM +UTC)
From: 0xa741cb1f25c8d358aeae7dc33fe8671838c20094
To: 0Oxa741cb1f25c8d358aeae7dc33fe8671838c20094 [0
Value: 0 Ether  ($0.00)

Transaction Fee:

0.000114488 Ether ($0.03)

Gas Limit: 57,244
Gas Used by Transaction: 57,244 (100%)
Gas Price: 0.000000002 Ether (2 Gwei)

Nonce Position

Input Data:

Fig. 1.

6 187

ox{"dc.Title": "Fiction Moments", "dc.Creator": "Igétoag, Kupidkog (Sfetsas,
Kyriakos)", "dc.Description": "Proof of composition", "dc.Identifier":
"https://www.kolydart.gr/handle/1001", "dc.Format": "application/pdf", "dc.Rights":
"All rights reserved by the author", "dc.Source": "https://www.kolydart.gr/download?
name=fiction-moments", "kolydas.Hash":
"'52974bec2f5c33209f60acclcd1f86ccfbefb39bocbab3162d236bc749c7a2622b5b83f c5d5de9e6add500
374db2bd1434e3338472a16d113ee352786a0b0@7a", "kolydas.Hash.Type": "sha512sum"}

Transaction viewed from EtherScan.io blockchain explorer [17].
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Verifying the metadata record is as simple as retrieving the transaction content and
decoding the input data from hexadecimal to UTF-8. Some blockchain explorers, like
EtherScan, provide the function on their web applications (see Fig. 1). Validating the
document requires an extra step of hashing the original bitstream and comparing it with
the included digest.

The process from the digital archive’s point of view includes the secure storage of
each digital document for the specific transaction in which it is included as well as the
identifier of the transaction, known as the “transaction hash”. Having these two, anyone
can verify the metadata record or the document’s content for any changes against the
timestamped content. Therefore, the responsibility for metadata creation and storage
remains in the archive’s system.

Creating a New Transaction:

from web3 import Web3, HTTPProvider

w3 = Web3(HTTPProvider(provider)) # connect to blockchain network
node

transaction_content = dict(
nonce = w3.eth.getTransactionCount(address),
gasPrice = w3.eth.gasPrice,
gas = w3.eth.estimateGas({'to': address, 'from': address, ‘'value':
0, 'data': record_hex}),
to = address,
value = 0,
data=record_hex,

) # prepare transaction content

signed_txn = w3.eth.account.signTransaction(transaction_content, pk)
# sign transaction

transaction_hash =
w3.eth.sendRawTransaction(signed_txn.rawTransaction) # send trans-
action

print(transaction_hash.hex()) # retrieve transaction hash

Retrieving a Stored Record’s Element:

from web3 import Web3, HTTPProvider

import json

w3 = Web3(HTTPProvider(provider)) # connect to blockchain network
node

transaction = w3.eth.getTransaction(transaction_hash) # get transac-
tion

inputData = transaction.input # get record from transaction input
data

json_data = bytearray.fromhex(inputData[2:]).decode() # decode hex to
utf-8

print(json.loads(json_data)['dc.Title']) # retrieve record element

print(json.loads(json_data)[ 'kolydas.Hash']) # retrieve record ele-
ment
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The simplicity of the approach adheres to the design and philosophy of the
Ethereum blockchain as described in the white paper: “An average programmer should
ideally be able to follow and implement the entire specification so as to fully realize the
unprecedented democratizing potential that cryptocurrency brings and further the
vision of Ethereum as a protocol that is open to all” [18]. Also, the transaction input
data field accepts any data. Transactions contain an optional data field that has no
function by default [18]. The term “transaction” is used in Ethereum to refer to the
signed data package that stores a message to be sent from an externally owned account.

3.2 Implementation

Multiple packages are available for interacting with the Ethereum blockchain. The
Python package web3.py (https:/github.com/ethereum/web3.py) was selected for this
implementation. The code is available at https://www.kolydart.gr/download?name=
mtsr-2019-kolydas-code.

Transaction. The proposed solution was used to create the transaction hash Ox11818
51£70db387¢c12d75bf17c0a2d20220fbd945d86d961b3c1325d10c63476. For improved
security, the SHA-512 algorithm was used for the document hash value. The metadata
record is available from https://www.kolydart.gr/handle/1001.

4 Evaluation

The suggested approach contains most of the well-known benefits of blockchain
technology. Stored records are immutable, every transaction is timestamped, and data
are interconnected in such a way that upon tampering, the structure becomes invalid.

Centralization is a process where the authority to make decisions lies in the hands
of only a few. In other words, centralization is the consistent and systematic way of
entrusting authority to people who are in the center of the organization [19]. Using
blockchain in a decentralized network, everyone holds the same information. Inter-
acting with anyone in the network is possible without the need for any third party.
Furthermore, the proposed solution interacts directly with the blockchain and is
platform-independent, without any third-party involvement. Actually, entrusting the
timestamping process to a third party to store it for you on a decentralized blockchain is
a kind of paradox.

Access to the data is public, and information is freely available. Each entity is
responsible for the information it stores on the blockchain. At the same time, digital
document content remains private, and verification of the authenticity of a document
takes place without disclosing its content.

Simplicity is a key feature of the approach. The principle of least effort (PLE) is
having a growing influence on library and information science research, becoming
increasingly important in various subfields [20]. It postulates that people, and even
well-designed machines, will naturally choose the path of least resistance or “effort.”
Thus, a lightweight approach implemented with a few lines of code might in many
cases be preferred.
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Portability and interoperability are key elements in the life cycle of metadata.
Using JSON formatted data, and being able to manually verify authenticity using a
single hash function is an important advantage. Also, it is possible to use different hash
algorithms, depending on the circumstances, as long as it is documented in the
metadata.

Document size does not affect the proposed timestamping procedure because the
hash digest’s string length is fixed. The size of the metadata record is the same, whether
describing a small or large document. File size is a factor that could be examined
during hashing when processing resources are limited, so the above-mentioned flexi-
bility to use different hash algorithms is a major advantage over other solutions. When
speed is a priority, a less resource-intensive hash function could be used to quickly
compute the hash output of a large document. Alternatively, if security is a concern, a
state-of-the-art collision-resistant hash function could be used — like the proposed SHA-
512 - in order to make it infeasible to produce the same hash value from two different
documents.

Privacy is another important aspect of the proposed method. While we all reap the
benefits of a data-driven society, there is a growing public concern about user privacy
[21]. Centralized organizations — both public and private — amass large quantities of
personal and sensitive information [21]. Using a third-party platform that requires some
kind of user registration poses a security risk when data breach incidents occur or users’
data are misused. The proposed method ensures that users own and control their
personal data. No interaction with third parties is involved, and storing data on the
blockchain requires only the cryptographic key of a digital wallet and some ether.

The cost of the solution is variable, depending on the STARTGAS and GASPRICE
values used in the transaction and also the size of the input data field [18, “Messages
and Transactions”]. The cost is competitive compared to other blockchain solutions and
extremely low compared to non-blockchain solutions. Since each transaction contains a
single metadata record stored in real time, the solution provides a service comparable to
the above-mentioned platforms OriginStamp and Proof of Existence. Using the code
mentioned previously, the cost of storing the record on the Ethereum blockchain was
0.000114488 ether (about $0.025); validating the document digest is free. Proof of
Existence requires a fixed payment of 0.00025 btc (about $2.4) per transaction [14];
validation is also free. OriginStamp has multiple price plans; a free plan is sufficient for
uses such as creating eight timestamps and downloading the corresponding proofs each
month (50 credits). Paid plans vary from $39 for 1,000 credits per month to $249 for
100,000 credits per month [9]. The Hellenic Copyright Organization has developed a
non-blockchain online timestamping service that charges based on the size of the
uploaded file. Prices range from €10 for timestamping a 3 MB file to €70 for a 2 GB
file; the verification process costs one hundred euros (€100) [22].

The proposed solution provides added value to digital libraries and archives, which
can offer copyright protection as a service to their content providers. This creates an
additional incentive for digital content creators to trust their creations to digital archives
since they will automatically have their copyright protected.
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S Implications

Since it is so easy to apply a trusted timestamp to your data, you have to immediately
timestamp your original content. Otherwise, you risk having your content claimed by
others who take advantage of their knowledge of the timestamping procedure and
benefits. Protecting original content implies that timestamping should be performed
even on works in progress.

Timestamping works in progress and re-timestamping updated info add complexity
to the design of the archives because multiple transaction hashes have to be stored in
order to follow intermediate states of information.

Last but not least, privacy is an important factor that must be considered. Private
key management is essential in a system that relies upon cryptography, such as
blockchain. This includes the generation, exchange, storage, use, and replacement of
keys, which is difficult to achieve in practice [6, p. 129]. Effective key management,
including system policy, user training, and organizational and departmental interac-
tions, is a critical factor for the success of the solution.

6 Conclusion

A practical approach for trusted timestamping metadata records and digital documents
has been demonstrated. Most digital library packages lack such an implementation for
the moment. But interest in blockchain solutions for metadata is rapidly gaining
traction. The effect that the web “fabric” had on the world during the 1990s seems
comparable to the impact of the information “locking” that blockchain provides today.

Future research could explore timestamping large collections — even complete
archives — in a single transaction using a Merkle tree, also known as a binary hash tree,
which is a data structure used for efficiently summarizing and verifying the integrity of
large sets of data [23]. This structure could be used to summarize all documents in a
collection, producing an overall digital fingerprint of the entire set while providing an
efficient process for verifying whether a document was included in a collection on a
specific date and time.
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