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On the Secure Routing Protocols,
Selfishness Mitigation, and Trust in Mobile
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Abstract In the era of big data, the data are produced by numerous sources.
Though, Mobile Ad hoc Network (MANET) would not be directly related to big
data technology, there are at least two issues that relate MANET with big data sce-
nario which are: (i) collecting reliable data securely from MANET (ii) obtaining
meaningful data from the huge data sets and transmission of that securely through
MANET. This is why it is needed to talk about the secure routing protocols in
MANET as in some way; such network setting also would be related to contributing
to the big data environment. The intent of this chapter is to present a survey on the
secure routing protocols in MANET.

1 Introduction

The tremendous advancement in nomadic communication and wireless hand-held
devices yields the communication network paradigm known as Mobile Ad hoc
Network (MANET), where hand-held mobile devices are collectively organized in
a network without any preexisting infrastructure (see Fig. 1). The devices are com-
monly referred to as nodes. The main applications of such networks can be found in
emergency conditions like earthquakes, Tsunami, and other natural disasters,
unmanned terrain explorations, defense related applications, etc. Also, MANET is
considered the foundation of Wireless Sensor Network (WSN), Vehicular Ad hoc
Networks (VANET), Wireless Mesh Network (WMN), and the pervasive networks.
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Fig. 1 Mobile ad hoc network

MANETS are useful for commercial and civilian applications like managing hospi-
tals, classrooms, seminar halls, shopping malls, etc., as well.

This kind of network has already gained popularity. However, some inherent
features of a MANET give rise to some challenges to the developers for various
practical application scenarios. In the last few years, extensive research works have
been carried out on the issues like routing, location management, connectivity,
security, and other related fields. Security, scalability, robustness, availability are
some of the most explored issues in this paradigm.

In this chapter, we present a review of the state-of-the-art research carried out in
various fields of MANET like secure routing along with selfishness mitigation and
trust aware security solutions. Secure end-to-end delivery is one of the most impor-
tant issues related to this kind of infrastructure-less distributed networks.

2 Secure Routing in Manet

In a MANET, a node can communicate directly with nodes within its radio range. If
a node S has to send a packet to D which is not in its radio range, it has to rely on
other intermediate nodes to forward the packet to reach D. As it is an infrastructure-
less dynamic network, wired routing protocols are almost inapplicable. Therefore,
specialized routing protocols are required which could adapt dynamically to the
changing topologies in MANET. Routing protocols can be broadly classified into
three categories based on the underlying routing information update mechanism
employed: reactive (on-demand), proactive (table driven), and hybrid.
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Fig. 2 AODV (a) Route Discovery: source node S floods a RREQ message to the entire network;
D unicasts RREP message back to S; computed route is S-B-C-D. (b) Route Maintenance: C
detects link failure to D; C sends RERR message through B to S; S discovers new route
S-A-E-F-D

In a reactive routing protocol, it is initiated on a demand basis i.e., whenever
source requires path to the destination. There is no need to maintain routing tables
between all the nodes at all times. Therefore, it utilizes network energy and band-
width resources more efficiently, at the cost of increased route discovery delay.
Ad-hoc on demand distance vector (AODV) [1] and dynamic source routing (DSR)
[2] are the popular protocols in this category.

AODV has route discovery, route maintenance and neighbor maintenance phases.
Figure 2a illustrates an AODV route discovery process, where source node S wishes
to send data packets to destination node D for which it has no route. S broadcasts a
RREQ (Route Request) message which is flooded to all nodes in the network. When
D receives multiple RREQ messages from C and F, it computes the shortest path in
terms of hop-count from source to destination. Thereafter, D unicasts RREP (Route
Reply) message back to S using the reverse path C and B.

In route maintenance phase, each node monitors the link status of the next hops
in active routes. When a node detects a link break in an active route, it unicasts a
Route Error (RERR) message along the reverse route towards source node. The
route maintenance process is shown in Fig. 2b. Here, node C detects the link break
and sends RERR to S through B. On receiving RERR message, S re-initiates the
route discovery process and discovers a new route S-A-E-F-D again. In neighbor
maintenance phase, each node periodically sends HELLO messages to keep the
track of its neighboring nodes.

DSR is designed based on the concept of source routing. The source knows the
complete hop-by-hop route to the destination. The routes are stored in a route cache.
DSR uses route discovery and route maintenance phases. It works in a similar way
like AODV except that DSR caches entire route information in each node and does
not have neighbor maintenance phase. Figure 3a shows a DSR route discovery pro-
cess, where source node S wants to communicate with destination node D. As no
route exists, S broadcasts a RREQ message which is flooded to all nodes in the
network. After receiving RREQ, each intermediate node appends its address and
rebroadcasts towards D. On receiving multiple RREQ messages from C and F, D
computes the shortest path from source to destination and uses the route cache to
unicast a RREP message back to S. The route maintenance phase is shown in Fig. 3b
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Fig. 3 DSR (a) Route Discovery: source node S floods a RREQ message to the entire network;
Each intermediate node forwards RREQ after appending its address; D sends RREP message back
to S with entire route information <S, B, C > in a cache. (b) Route Maintenance: C detects link
failure to D; C sends RERR message through B to S; S either uses another route from its cache or
it discovers new route <S-A-E-F> to D

where C detects the link failure and sends a RERR to S. On receiving RERR, S
removes link and its route cache reinitiates the route discovery process.

In a proactive routing protocol, such as DSDV [3], each node maintains the net-
work topology information in the form of routing tables. These tables are main-
tained by periodically exchanged routing information, which is generally flooded
throughout the network. Whenever a node requires a path to a destination, it runs an
appropriate path finding algorithm on the topology information it maintains. If
bandwidth and energy resources permit, it is suitable for MANET due to its low
route discovery latency.

Hybrid routing protocols like zone routing protocol (ZRP) [4] combine the best
features of both reactive and proactive routing protocols. Each node uses proactive
routing protocols to reach nodes within certain geographical area (zone), and reac-
tive routing protocols for the rest.

In the following sections, some well-known security schemes will be discussed
with the merits and demerits of the same. These are designed to provide security to
reactive and proactive routing protocols using both symmetric and asymmetric key

cryptography.

2.1 Secure Reactive Routing Protocols

Reactive routing protocols such as DSR and AODV assume that participating nodes
do not maliciously disrupt the operation of the protocol. Secure routing protocols
cope with malicious activities like modification of routing information, fabricating
false routing information, impersonation, etc. These protocols are either completely
new stand-alone protocols, or in some cases incorporations of security mechanisms
into existing protocols. Routing protocols incorporate conventional authentication
and encryption schemes based on cryptography to provide a first line of defense.
These include asymmetric and symmetric cryptography. Cryptographic primitives
such as hash functions (message digests) can be used to enhance data integrity in
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transmission as well. Threshold cryptography can be used to hide data by dividing
it into a number of shares. Digital signatures can be used to achieve data integrity
and authentication services as well. As a second line of defense, trust/reputation
mechanisms are implemented with the routing protocols in MANET to defend
against attacks or enforce cooperation, reducing selfish node behavior.

2.1.1 Secure Routing Based on DSR

Ariadne [5] is a secure on-demand ad hoc routing protocol based on DSR. It pre-
vents attackers or compromised nodes from tampering with routes consisting of
legitimate nodes, and many types of Denial-of-Service (DoS) attacks. It uses only
highly efficient symmetric cryptographic primitives. One-way hash functions are
used to verify if any hop has been omitted on the route, which is known as per-hop
hashing. Ariadne can authenticate messages one of three ways: sharing secrets
between each pair of nodes, sharing secrets between communicating nodes com-
bined with broadcast authentication, or digital signature. Ariadne uses pair-wise
shared keys, avoids the need for time synchronization but at the cost of higher key
setup overhead.

Papadimitratos et al., proposed the secure routing protocol (SRP) [6] that can be
used with DSR and ZRP. SRP provides end-to-end authentication with the addition
of several security extensions. SRP can detect modification of the route request
(RREQ) at the target and route reply (RREP) at the source. However, it does not
attempt to prevent unauthorized modification of fields that are ordinarily modified
in the course of forwarding packets. A shared secret is established between two
nodes, and the non-mutable fields of the exchanged routing messages are protected
by this shared secret. The scheme is robust in the presence of a number of non-
colluding malicious nodes, and provides accurate routing information in a timely
manner. SRP makes no assumption regarding the intermediate nodes, which exhib-
its arbitrary and malicious behavior. Nodes use secure message transmission (SMT)
[7] to ensure secure successful delivery of data packets.

2.1.2 Secure Routing Based on AODV

Sanzgiri et al., develop authenticated routing for ad hoc networks (ARAN) [8],
which is based on AODV and utilizes cryptographic public key certificates signed
by a trusted third party. The certificate associates an IP address with a public key in
order to achieve the security goals of authentication, message integrity and non-
repudiation to the route discovery process. The cost of ARAN is a larger routing
packet, which results in a higher routing load and latency in route discovery due to
the cryptographic computation.

Zapata et al., proposed secure AODV (SAODV) [9], to enforce security in
AODV. The idea behind SAODV is to use a signature to authenticate most fields of
RREQ and RREP. Two mechanisms are used to secure the AODV messages: digital
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signature to authenticate the non-mutable fields of the message and hash chain to
secure the hop count information [10, 11]. Nodes authenticate AODV routing pack-
ets with an SAODV signature extension that prevents certain impersonation attacks.
Since the protocol uses asymmetric key cryptography for digital signature, it
requires the existence of a key management mechanism that enables a node to
acquire and verify the public key of other nodes in the network.

Ghosh et al., proposed an identity-based scheme, Secure Dynamic Routing
Protocol (SDRP) [12] which uses digital signature and message authentication code
algorithms to provide end-to-end, hop-to-hop and whole-route authentications. The
protocol has several advantages over the existing RSA-based secure routing solu-
tions as it requires fewer signature generations and verifications on a route. SDRP
uses an identity-based scheme with a small-size of public key, which is certificate-
less, thus saving routing overhead (RO) and storage. ID-based scheme secures
AODV and transmits TCP data to the authorized hosts. The authors also proposed a
RSA based Scheme [13] that uses a SAS (Sequential Aggregate Signatures) to
secure AODV. The scheme can securely generate the session key for the MANET
nodes to secure the TCP.

2.2 Secure Proactive Routing Protocols

Hu et al., proposed secure efficient ad hoc distance vector routing protocol (SEAD)
[14] based on DSDV. It is robust against multiple uncoordinated attackers creating
incorrect routing state at other nodes in the network. Efficient one-way hash chains
are used in the authentication of the sequence number and the metric (hop count)
field of a routing table update message.

Zhao et al.’s work presented in [15] is a secure routing protocol which uses
identity-based cryptography in a proactive security approach. The authors name the
protocol “proactive” or “preclusive” because they assume security at the beginning
of starting the operation, and preclude insecurity proactively. They show the com-
parative advantage against some other alternative secure routing protocols in terms
of routing setup and maintenance. As the protocol does not need any side channel or
secret channel at all, that simplifies the lower layer design and saves administrative
overhead. Also, it does not use flooding to set up initial routing and does not use
multicast to update secret, which improves efficiency. However, this protocol has a
tricky and strong assumption that the authors are always able to update system
secret before the adversary nodes in surrounding area can compromise a number of
nodes and break the secret. In some controlled deployment scenario, this may be
achieved however, for many cases, it would be impractical. Even the authors also
mentioned about this assumption, “This is an essential bedrock of the security of the
system, but is the most tricky assumption.” And “If we can achieve this, we can
exclude the adversary nodes all through.” Hence, implementation of this protocol in
most of the practical/usual cases would be really difficult.
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The secure link-state protocol (SLSP) [16] is proposed by Papadimitratos et al.,
which provides a proactive secure link state routing solution for ad hoc networks. It
uses digital signature and one-way hash chain to ensure the security of link-state
updates. SLSP can be used as the intra-zone routing protocol in ZRP. It is a periodic
protocol that receives link-state information through a periodic neighbor location
protocol (NLP). When receiving a link state update (LSU) packet, nodes verify the
attached signature using a public key that they have cached in the pubic key distri-
bution phase of the protocol and authenticate the hop count by one-way hash chains.
Link state information was broadcasted periodically using NLP to detect discrepan-
cies between IP and MAC addresses. SLSP offers protection against individual
malicious node by securing neighbor discovery process. However, SLSP is vulner-
able to colluding attackers that fabricate non-existing links between themselves and
flood information to colluding neighbors.

From the above discussion, it becomes clear that security protocols mainly focus
on authentication based on cryptographic techniques as a first line of defense. This
may prevent a MANET from being attacked by outsider malicious nodes. However,
an authenticated node can still compromise the MANET or may behave maliciously
or selfishly. Therefore, authentication based techniques are not sufficient to prevent
insider attacks. We need second line of defense to prevent these kinds of attacks.

Another important category of secure routing is cooperation enforcement
between the nodes; thus increasing the availability. If the primary goal is to increase
the availability and overall throughput, and achieve the robustness of the network,
the cooperation enforcement techniques may fit better. In the next section, a brief
review of works done on such techniques is discussed.

3 Selfishness Mitigation

Cooperation enforcement approaches are categorized as reputation based (based on
reputation building, supports monitoring of neighbors’ activities) and credit based
(based on economic incentives: pricing requires the existence of tamper-resistant
hardware or a virtual bank). These approaches can be used in collaboration with the
existing secure routing protocols to provide comprehensive security for the data in
the network.

3.1 Reputation Based Schemes

The reputation based schemes use the reputation of the nodes to forward packets
through the most reliable nodes. The reputation value (RV) of a node is measured by
its behavior towards forwarding others’ packets. RV increases if the node rightly
forwards the packets of its neighbors without modifying them, and decreases other-
wise. They also incorporate techniques to isolate the misbehaving nodes (nodes
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with a low RV). Depending on the type of observation about a neighbor node, the
reputation based models can be further divided into two subclasses: models where
the reputation is based only on a node’s personal/self observation (first-hand reputa-
tion information) and models according to which recommendations/observations of
other nodes are taken into consideration (second-hand reputation exchanges). If a
node observes that another node does not behave rightly, it reports this observation
to the other nodes in the MANET.

Buchegger et al., design a protocol namely Cooperation Of Nodes: Fairness In
Dynamic Ad-hoc NeTworks (CONFIDANT) [17] as an extension to DSR. The
scheme facilitates monitoring and reporting for a route establishment that avoids the
misbehaving nodes. Both direct and indirect observations are used to detect a mis-
behaving node. Revocation and reintegration of a non-malicious node into network
is permissible in CONFIDANT if the node is incorrectly accused or turns out to be
a repentant and no longer malicious. The disadvantage here is the requirement of a
pre-existed trust relationship.

The first version of CONFIDANT was vulnerable to rumor spreading phenom-
ena [18]. Further, this problem has been addressed through a Bayesian model [19,
20] that classifies and excludes the liars. Both positive and negative reputations are
used to calculate a cooperation factor that consists of the frequency of misbehavior
in relation to the cumulative activity of the node.

CORE [21], introduced by Michiardi et al., relies on the DSR routing protocol. It
uses first and second-hand experiences, combined by a specialized function, which
is used by the Watchdog mechanism [22]. The CORE scheme is immune to attacks;
as no negative ratings are spread; the malicious decrease of node’s reputation is not
possible. CORE gradually isolates misbehaving nodes when the reputation assigned
to a neighboring node falls below a predefined threshold. However, misbehaving
nodes can be reintegrated into the network if they purposefully increase their
reputation by cooperating with the network operation. CORE does not discriminate
between malfunctioning and misbehaving nodes. It assumes that every node uses
identical calculations of the RV, assigning the same weights to the same functions.
As MANET:s consist of devices equipped with different resources providing discrete
services, they prefer to use different levels of importance on functions [23].

Bansal et al., proposed the Observation-based Cooperation Enforcement in Ad
hoc Networks (OCEAN) [24], based on DSR, which introduces an intermediate
layer between the network and the Medium Access Control (MAC) layers for mak-
ing intelligent routing decisions. Every node maintains an avoid list through the
ratings for each neighboring node. Checking this list, a route is rated good or bad,
and eventually misbehaving nodes are isolated. However, a second chance mecha-
nism is used to allow nodes that misbehaved in the past to become operational
again. OCEAN uses a credit-based policy, to deal with nodes that do not participate
in the route discovery process. It does not require any tamper-proof hardware or a
centralized server. However, as OCEAN is sensitive to the tuning of the faulty
threshold parameter, second-hand schemes perform better over a broader range of
tunings. Additionally, it is not effective in reducing the throughput of misbehaving
nodes and takes no countermeasures to prevent collusion.
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The Secure and Objective Reputation-based Incentive (SORI) Scheme [25], pro-
posed by He et al., focuses on the packet forwarding function. SORI combines feature
of the first-hand and reputation spreading schemes. It takes into account the credibility
of the nodes which contribute to the calculation of the reputation. This makes it difficult
for an attacker to test multiple identities, trying to impersonate one identity in order to
improve its reputation. This mechanism is designed to treat generously the nodes that
do not intentionally drop packets. The security mechanism is based on a one-way hash
chain and MAC. SORI takes no countermeasures to prevent collusion.

Dewan et al., introduce a first-hand reputation information model [26], based on
AODV. It uses acknowledgements to observe the behavior of adjacent nodes, rather
than complex operations to decide the reputation of a node. The source node finds a
set of paths to a destination using AODV. The first hop node forwards packet to the
next hop node with the highest reputation and the process is repeated till the packet
reaches its destination. The destination acknowledges the packet to the source. The
corresponding entry of the reputation table is updated by rewarding the first hop. If
anon-cooperative node resides in the route and drops packet, source may not receive
an acknowledgment within a predefined interval. A load balancing method that bal-
ances the load among the well-reputed nodes might overcome such phenomena. It
does not include an explicit mechanism for giving a second chance to nodes that
experience relay failures or have low recourses. However, the authors proposed two
techniques that extend the basic scheme and handle these situations.

3.2 Credit Based Schemes

For credit based models, the packet forwarding task is treated as a service which can
be evaluated and charged. These models incorporate a form of virtual currency to
regulate the dealings between the various nodes for packet forwarding. They require
the existence of tamper-resistant hardware or a virtual bank.

Tamper resistance is basically some kind of resistance to tampering or inten-
tional sabotage by either the normal users of a system or others with physical access
to the device/hardware. On the other hand, virtual bank offers trusted third party
services to the nodes. Sprite, a simple, cheat-proof, credit-based system for
MANETS [27] was proposed by Zhong et al. It does not require tamper-proof hard-
ware but incorporates a centralized credit clearance service (CCS). The CCS
believes that a node has forwarded a packet if there is a successor of that node on
the path reporting a valid receipt of the packet. A potential disadvantage of Sprite is
the assumption that a fast connection to the CCS is needed for reporting the obtained
receipts. A generalization of Sprite that encourages the participation of nodes dur-
ing the route discovery is also introduced.

Another Scheme [28], introduced by Yang et al., protects both routing and packet
forwarding in the context of AODV protocol. It is self-organized and does not
assume existence of any a-priori trust between the nodes or centralized trust entity.
It isolates the misbehaving nodes and employs threshold cryptography to enhance



96 U. Ghosh et al.

the tolerance against these nodes. Nodes actively and collaboratively monitor oth-
ers’ traffic to detect any misbehavior. The neighbor verification employs the RSA
based cryptographic primitives. Regarding the key setup complexity and the require-
ment for the threshold cryptography, the authors mention that; when light-weight
cryptography is employed, the computation complexity is decreased whilst hashing
techniques might decrease the storage overhead.

Anderegg et al. propose the ad hoc-VCG Scheme [29] based on DSR. It is a
credit-based model based on a second best sealed type of auction. The adhoc-VCG
scheme estimates this cost through the cost-of-energy parameter. If an intermediate
node does not get a payment to cover its forwarding costs, it refuses to forward. The
nodes determine the energy emission levels to reach their neighbors using a signal-
ing process and additional control fields on packets. The ad hoc-VCG may fail in
the presence of collusion of nodes, trying to maximize their payments. Moreover, it
requires complete knowledge of the network topology to construct the graph, which
creates significant overhead during the route discovery phase. Finally, it does not
focus on the actual payment delivery, but only on the estimation of the payments.

The protocols that have been discussed so far provide security to routing proto-
cols either by using cryptography primitives or using trust and reputation based
schemes to ensure security and availability. Apart from those, there are few proto-
cols which rely on trusted framework to achieve security objective. In the following
section, some other trust based protocols are briefly described.

4 Trust Management Schemes

This section summarizes the trust management schemes that have been developed
for ad hoc networks. We describe trust management schemes based on specific
design purposes such as secure routing, authentication and key management.
Further, we also describe the existing general frameworks for trust (or reputation)
evidence distribution and evaluation.

4.1 Secure Routing Using Trust

Most reputation-based trust management schemes are devised for collaborative
secure routing by detecting misbehaving nodes that are either selfish or malicious.
The cooperation enforcement schemes for selfish nodes are described in Sect. 3 and
different secure routing schemes have been already discussed in Sect. 2. In some of
the secure routing protocols, a-priori trust relationships are assumed. Here, some
other trust based secure routing protocols are discussed.

Nekkanti et al., proposed an extension to AODV [30] using trust factor and secu-
rity level at each node. This approach deals differently with each RREQ based on
the node’s trust factor and security level. The routing information for every request
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is encrypted which leads to large overheads. However, the approach does not address
evaluation of trust itself.

Pirzada et al. proposed and examined the efficacy of trust based reactive routing
protocols in the presence of attacks. This work [31] only considers first hand
information to evaluate others’ trust values. Their trust evaluation scheme is restricted
to direct neighboring nodes. Pissinou et al. devised a secure AODV based routing
protocol [32] for multi-hop MANET to discover a secure end-to-end route. The
protocol calculates the trust values based only on direct observations, assuming that
trust is transitive. Ghosh et al., enhanced trust management in their proposal [33] by
considering the confidence level of trust. The confidence level is used as a weight on
the computed trust value and the method for calculating trust in a fully distributed way
provides a general framework that can be applied to non-trust aware routing protocols.

Zouridaki et al., proposed a trust establishment mechanism [34] called Hermes
to improve the reliability of packet forwarding over multi-hop routes in the presence
of potentially malicious nodes. Direct observations are used to evaluate opinions
about others. As an extension, Zouridaki et al., employed both first-hand trust infor-
mation and second-hand trust information forwarded from neighboring nodes about
non-neighboring nodes. This trust establishment Scheme [35] can cope with more
attacks, including propagation of false recommendations or information, identify-
ing bad nodes among neighboring nodes, colluding attacks, replay attacks, and
duplicate attacks.

Li et al., also extended AODV and adopted a trust model to guard against mali-
cious behaviors of nodes at the network layer [36]. They represented trust as opin-
ions stemming from subjective logic. They proposed an Objective Trust Management
Framework (OTMF) based on both direct and indirect information for reputation
management and showed the effectiveness of OTMF. However, this work did not
consider node collusion in obtaining second-hand information, which may lead to
incorrect recommendations. Sun et al., proposed trust modeling and evaluation
methods [37] for secure ad hoc routing and malicious node detection. The unique
part of their design is to consider trust as a measure of uncertainty that can be cal-
culated using entropy. However, this work considers packet dropping as the only
component of direct observations to evaluate trust.

Abusalah et al., proposed a trust aware routing protocol (TARP) [38] and devel-
oped a trust metric based on six trust components including software configuration,
hardware configuration, battery power, credit history, exposure and organizational
hierarchy. However, no consideration was given to trust decay over time and space
to reflect uncertainty due to dynamics and incomplete information in MANET
environments.

Balakrishnnan et al. developed a trust model [39] to strengthen the security and to
deal with the issues associated with recommendations. This work uniquely considered
a context dependency characteristic of trust in extended DSR. Their model utilizes
only trusted routes for communication, and isolates malicious nodes based on the
evidence obtained from direct interactions and recommendations. In quorum or
threshold cryptography schemes, a node must successfully interact with at least k of
n distributed trusted authority (TA) nodes. Finding k such nodes can be resource
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intensive. Reidt et al., prioritize the TA nodes in their proposal [40]. They find a route
to connect to k desirable TA nodes so as to minimize a performance metric such as
overhead, taking into account reliability, and energy consumption of individual nodes.

Wang et al. proposed a mechanism [41] to distinguish selfish peers from coop-
erative ones based solely on local observations of AODV. They use a finite state
machine model of locally observed AODV actions to construct a statistical descrip-
tion of each peer’s behavior. A series of well-known statistical tests are applied to
features obtained from the observed AODV actions.

4.2 Authentication Using Trust

There have been efforts to establish trust relationships to ensure authentication in ad hoc
networks. Weimerskirch et al., developed a trust model [42] based on human behavior,
noting that society can be considered as an ad hoc network. They used recommendations
from a distributed trust model to construct trust relationships and extended the proposal
by adding a request for recommendations. The assumption of low value transactions
does not require any evidence based mechanism to ensure trust such as authentications
using public/private keys. Consequently, it is not applicable to systems where hostility
may be high, or where consequences of misplaced trust can be severe.

Verma et al., presented an overview of a trust negotiation Scheme [43] using
DSR and ZRP. This scheme consists of two components. The peer-to-peer compo-
nent deals with secure communications with neighbors in a lightweight manner. The
main goal of this work is to add robustness to the process of trust negotiation rather
than trust evaluation. Pirzada et al. proposed a trust based communication model
[44] based on a notion of a belief. It provides a dynamic measure of reliability and
trustworthiness in MANETSs. The merit of this work can be precisely identified as it
incorporates utility as general trust and time as situational trust into the overall trust
metric to evaluate an agent in the network. However, the situational trust considered
is limited to monitoring dynamics of packet forwarding behaviors.

Ngai et al. proposed a secure public key authentication service using a trust
model [45] to prevent propagation of false public keys in the presence of malicious
nodes. Trust is evaluated based on direct monitoring as well as recommendation.
However, this work does not consider group membership changes, the distance
from the evaluator, and their effect on the performance of the trust
management scheme.

4.3 Key Management Using Trust

A survey of key management techniques for network layer security is presented in
[46]. Virendra et al. proposed a trust based security architecture [47] for key man-
agement in MANET. It aims to establish keys between nodes based on their trust
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relationships and to build a secure distributed control framework using trust as a
metric. The unique part of this work is that it considers the trust level of each node
in a physical as well as a logical sense. However, establishing pairwise keys based
on pairwise trust relation may not be feasible in terms of scalability and in the pres-
ence of high network dynamics in a large network.

Li et al. demonstrated an on-demand, fully localized, and hop-by-hop public key
management protocol [48] for MANETs. In this protocol, each node generates its
own public/private key pair, issues its certificate to neighboring nodes, and provides
authentication service by adapting to the dynamic network topology, without reliance
on any centralized server. However, only certificate chains are used to derive trust.

Chang et al., proposed a Markov chain trust model [49] to obtain the trust values
(TVs) for one-hop neighbors. They designed a trust based hierarchical key management
scheme by selecting a certificate authority server (CA) and a backup CA with the highest
TVs. This work gives a rigorous analysis of TVs and considers a variety of attacks.

4.4 Trust Evidence Distribution and Evaluation

Several trust management schemes have been proposed in order to provide a general
framework for trust evidence distribution or evaluation in ad hoc networks. Yan et al.
proposed a trust evaluation mechanism based security solution [50] for data protection,
secure routing and other network activities. This trust evaluation model is called
personal trusted bubble (PTB). It considers many factors including experience statistics,
data value (the higher the value of the data, the higher is the trust needed from other
PTBs to transfer it), intrusion black list, reference, personal preference, and PTB policy.

Jiang et al. proposed Ant Based trust Evidence Distribution (ABED) [51] based
on the swarm intelligence paradigm, which is highly distributed and adaptive to
mobility. In ABED, pheromones are deposited at nodes by mobile agents called ants
and pheromones provide the mechanism for information exchange and interactions.
However, no specific attackers are considered to prove the robustness of the scheme
in presence of attacks. In the continuing work, Jiang et al. [52] addressed distributed
trust computation and establishment using random graph theory and the theory of
dynamic cooperative games. Trust relationships are ternary (yes, no, don’t care) and
the emphasis is on understanding steady state behaviors. This model incorporates
trust variables with continuous value, dynamics, and transient behaviors.

Theodorakopoulos et al. proposed a trust evidence evaluation Scheme [53] for
MANETS. The evaluation process is modeled as a path problem in a directed graph
where vertices represent entities and edges represent trust relations. Their case
study uses the Pretty Good Privacy (PGP) web of trust to express an example of
trust model based on semirings and shows that their scheme is robust in presence of
attackers. However, their work assumes that trust is transitive. Further, trust and
confidence values are represented as binary rather than continuous values. Even
though no centralized trusted third party exists, their work makes use of a source
node as a trusted infrastructure, which incurs vulnerability in MANET.
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Boukerche et al. proposed a distributed reputation management mechanism [54]
known as generalized reputation evaluation (GRE), using a comprehensive compu-
tational reputation model. GRE seeks to prevent malicious nodes from entering a
trusted community. However, no specific attack model was addressed.

Cho et al., proposed a trust management Scheme [55] for group communication
systems in MANETSs. This work proposed a composite trust metric reflecting vari-
ous aspects of a node such as sociability (i.e., social trust) and task performance
capability (i.e., QoS trust), and investigated the effect of the trust chain length used
by a node to establish acceptable trust levels through subjective trust evaluation.

Chatterjee et al., proposed a distributed secure trust aware clustering protocol
[56] that provides secure solution for data delivery. The proposed trust model calcu-
lates the trust of a node using self and recommendation evidences of its one-hop
neighbors. The proposed clustering protocol organizes the network into one-hop
disjoint clusters and elects the most qualified, trustworthy node as a cluster-head.
The cluster-head election is made secure by an authenticated voting scheme that
uses parallel multiple signatures.

5 Conclusions

In our investigation of the area, we have found that most of the secure routing pro-
tocols are based on complex cryptographic computation or key management using
trusted third party for key distribution. Mitigating selfishness of nodes in MANET
is an important issue to be handled to achieve proper functionality and availability
of nodes in the network. Moreover, the security measures must be energy efficient
to increase the lifetime of nodes as well as the network. Therefore, though trust and
security are often considered separately [11], trust can play a vital role for securing
ad hoc routing protocols for MANET (and WSN as well).
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