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Abstract. Multipartite secret sharing schemes are those having a mul-
tipartite access structure, in which the set of participants is divided into
several parts and all participants in the same part play an equivalent role.
Secret sharing schemes for multipartite access structures have received
considerable attention due to the fact that multipartite secret sharing can
be seen as a natural and useful generalization of threshold secret sharing.

This work deals with efficient and explicit constructions of ideal mul-
tipartite secret sharing schemes, while most of the known constructions
are either inefficient or randomized. Most ideal multipartite secret sharing
schemes in the literature can be classified as either hierarchical or compart-
mented. The main results are the constructions for ideal hierarchical access
structures, a family that contains every ideal hierarchical access structure
as a particular case such as the disjunctive hierarchical threshold access
structure and the conjunctive hierarchical threshold access structure, and
the constructions for compartmented access structures with upper bounds
and compartmented access structures with lower bounds, two families of
compartmented access structures.

On the basis of the relationship between multipartite secret sharing
schemes, polymatroids, and matroids, the problem of how to construct
a scheme realizing a multipartite access structure can be transformed
to the problem of how to find a representation of a matroid from a
presentation of its associated polymatroid. In this paper, we give effi-
cient algorithms to find representations of the matroids associated to the
three families of multipartite access structures. More precisely, based on
know results about integer polymatroids, for each of the three families of
access structures, we give an efficient method to find a representation of
the integer polymatroid over some finite field, and then over some finite
extension of that field, we give an efficient method to find a presenta-
tion of the matroid associated to the integer polymatroid. Finally, we
construct ideal linear schemes realizing the three families of multipartite
access structures by efficient methods.
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1 Introduction

Secret sharing is an important cryptographic primitive, by means of which a
secret value is distributed into shares among a number of participants in such
a way that only the qualified sets of participants can recover the secret value
from their shares. A scheme is perfect if the unqualified subsets do not obtain
any information about the secret. The first proposed secret sharing schemes
[8,31] realized threshold access structures, in which the qualified subsets are
those having at least a given number of participants. In addition, these schemes
are ideal and linear. A scheme is ideal if the share of every participant has the
same length as the secret, and it is linear if the linear combination of the shares
of different secrets results in shares for the same linear combination of the secret
values. Even though there exists a linear secret sharing scheme for every access
structure [6,24], the known general constructions are not impractical because
the length of the shares grows exponentially with the number of participants.
Actually, the optimization of secret sharing schemes for general access structures
has appeared to be an extremely difficult problem and not much is known about
it. Nevertheless, secret sharing schemes have found numerous applications in
cryptography and distributed computing, such as threshold cryptography [16],
secure multiparty computations [5,11,14,15], and oblivious transfer [32,36]. In
many of the applications mentioned above, we hope to use practical schemes,
namely, the linear schemes in which the size of the share of each participant is
a polynomial of the size of the secret. In particular, we want to use the ideal
schemes since they are the most space-efficient.

Due to the difficulty of constructing an ideal liner scheme for every given
access structure, it is worthwhile to find families of access structures that admit
ideal linear schemes and have useful properties for the applications of secret shar-
ing. Several such families are formed by multipartite access structures, in which
the set of participants is divided into different parts and all participants in the
same part play an equivalent role. Weighted threshold access structures [4,31],
hierarchical access structures [18,34,35], and compartmented access structures
[9,22,37] are typical examples of such multipartite access structures. Readers
can refer to [19] for comprehensive survey on multipartite access structures. A
great deal of the ongoing research in this area is devoted to the properties of
multipartite access structures and to secret sharing schemes (especially ideal and
linear ones) that realize them.

The first class of multipartite access structures is weighted threshold access
structures which appeared in the seminal paper by Shamir [31]. Weighted thresh-
old access structures do not admit an ideal secret sharing scheme in general. Ideal
multipartite secret sharing and their access structures were initially studied by
Kothari [25] and by Simmons [34]. Kothari [25] presented some ideas to construct
ideal linear schemes with hierarchical properties. Simmons [34] introduced the
multilevel access structures (also called disjunctive hierarchical threshold access
structures (DHTASSs) in [35]) and compartmented access structures, and con-
structed ideal linear schemes for some of them by geometric method [8], but
the method is inefficient. The efficient method to construct ideal linear schemes
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for DHTASs was presented by Brickell [9] based on primitive polynomials over
finite fields. He also presented a more general family, that is the so-called com-
partmented access structures with lower bounds (LCASs) as a generalization of
Simmons’ compartmented access structures and offered a method to construct
ideal linear schemes realizing LCASs too. This method is efficient to construct
schemes realizing Simmons’ compartmented access structures but is inefficient
to construct the schemes realizing LCASs in general because it is required to
check (possible exponentially) many matrices for non-singularity. Tassa [35] pre-
sented conjunctive hierarchical threshold access structures (CHTASs) and offered
a method to construct ideal linear schemes realizing them based on Birkhoff
interpolation. In the case of random allocation of participant identities, this
method is probabilistic. A method is probabilistic if it produces a scheme for
the given access structure with high probability. In the probabilistic method, it
is still required to check many matrices for non-singularity. In general, we hope
to construct schemes by efficient methods. By allocating participant identities
in a monotone way, Tassa gave an efficient method to construct ideal linear
schemes for CHTASSs over a sufficiently large prime field based on Birkhoff inter-
polation. Tassa and Dyn [37] presented compartmented access structures with
upper bounds (UCASs) and offered probabilistic methods to construct ideal lin-
ear schemes for UCASs, LCASs and CHTASs based on bivariate interpolation.

Another related line of work deals with the characterization of the ideal mul-
tipartite secret sharing schemes and their access structures. This line of research
was initiated by Brickell [9] and by Brickell and Davenport [10]. They introduced
the relationship between secret sharing schemes and matroids, and character-
ized the ideal secret sharing schemes by matroids. Beimel et al. [4] characterized
ideal weighted threshold secret sharing schemes by matroids. The bipartite access
structures were characterized in [29] and some partial results about the tripartite
case were presented in [13] and [22]. On the basis of the works in [9,10], Farras
et al. [17-19] introduced integer polymatroids for the study of ideal multipar-
tite secret sharing schemes. They studied the connection of multipartite secret
sharing schemes, matroids and polymatroids, and presented many new fami-
lies of multipartite access structures such as ideal hierarchical access structures
(THASs) and compartmented access structures with upper and lower bounds.
Their work implies the problem of how to construct a scheme realizing a mul-
tipartite access structure can be transformed to the problem of how to find a
representation of a matroid from a presentation of its associated polymatroid.
Nevertheless, Farras et al. [17,19] pointed out it remains open whether or not
exist efficient algorithms to obtain representations of matroids from representa-
tions of their associated polymatroids in general.

1.1 Related Work

Efficient Explicit Constructions of Ideal Multipartite Secret Sharing.
The most of the known constructions of ideal multipartite secret sharing schemes
are either inefficient or randomized in the literature. Efficient methods to con-
struct ideal hierarchical secret sharing schemes were given by Brickell [9] and by
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Tassa [35]. Brickell’s construction provides a representation of a matroid asso-
ciated to DHTASs over finite fields of the form F,» with A > mk?, where ¢ is
a prime power, m is the number of parts that the set of participants is divided
into, and k is the rank of the matroid. An irreducible polynomial of degree A
over F, has to be found, but this can be done in time polynomial in ¢ and A
by using the algorithm given by Shoup [33]. Therefore, a representation can be
found in time polynomial in the size of the ground set. Accordingly, ideal linear
schemes realizing DHTASs can be obtained by an efficient method. Tassa [35]
offered a representation of a matroid associated to CHTASs over prime fields
F, with p larger than 27%+2(k — 1)(*=1/2(k — 1)IN(R=D(*=2)/2 where k is the
rank of the matroid and N is the maximum identity assigning to participants.
A matrix M is the representation if some of its submatrices are nonsingular.
The non-singularity of these submatrices depends on the Birkhoff interpolation.
There is an efficient algorithm to solve this kind of interpolation over the prime
fields IF,,, and consequently, ideal linear schemes for CHTASs can be obtained by
an efficient method. Ball et al. [1] extended the methods in [9,35] and obtained
two different kinds of representations of biuniform matroids, one by using a
primitive element of an extension field and another one by using a large prime
field. The schemes for some bipartite access structures can be obtained based
on these representations. In addition, efficient methods to construct schemes for
some multilevel access structures with two levels and three levels were presented
in [7] and [21], respectively.

Multipartite Secret Sharing, Polymatroids and Matroids. On the basis
of the connection of multipartite secret sharing schemes, matroids and polyma-
troids, Farras et al. [17-19] introduced a unified method based on polymatroid
techniques, which simplifies the task of determining whether a given multipar-
tite access structures is ideal or not. In particular, they characterized ideal secret
sharing schemes for hierarchical access structures in [18] by the unified method.
They defined the accurate form of IHASs and showed that every ideal hierarchi-
cal access structure is of this form or it can be obtained from a structure of this
form by removing some participants. Moreover, they presented a general method
to construct ideal linear schemes realizing multipartite access structures. Spe-
cially, to construct a secret sharing scheme realizing a given multipartite access
structure, first find an integer polymatroid associated to the access structure,
then find a representation of the integer polymatroid over some finite field, and
third find a representation of the matroid associated the access structure over
some finite extension of the finite field based on the representation of the integer
polymatroid. The result in [17] implies the matroid can be used to construct an
ideal linear scheme realizing the access structure.

1.2 Our Results

In this paper, we study how to construct secret sharing schemes realizing mul-
tipartite access structures. The main results are the constructions for THASs,
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a family that contains all ideal hierarchical access structure as a particular case
such as DHTASs and CHTASs, and the constructions for UCASs and LCASs,
two special families of compartmented access structures. We give efficient meth-
ods to explicitly construct ideal linear schemes realizing these access structures
combining the general polymatroid-based method in [17] and Brickell’s method
to construct ideal linear schemes for DHTASs in [9]. The ideal of our construction
is described as follows.

Our method to construct multipartite schemes is closely related to the rep-
resentations of the multipartite matroid associated to the given multipartite
access structure. The problem of how to obtain a representation of the multipar-
tite matroid can be transformed to find a matrix M such that its some special
submatrices are nonsingular. Thus, our main goal is that providing a polynomial
time algorithms to construct such a matrix M such that all the determinants of
those special submatrices are nonzero over some finite fields. More precisely, we
construct the matrix M with special form such that every determinant of those
submatrices can be viewed as a nonzero polynomial on x of degree at most ¢
over some finite field F,. Based on such a matrix M, over F x with A > ¢, the
algorithm given by Shoup [33] implies a representation of the matroid associ-
ated the given access structure can be found in time polynomial in the size of
the ground set.

The idea of finding a matrix M such that the determinants of some of its
submatrices are denoted by a nonzero polynomial on = comes from Brickell [9].
This is the key to find a representation of the matroid. This is related to the
determinant function of matrix. To solve this question, we introduce approaches
to calculate two class of matrices with special form, one can be applied to the
constructions for IHASs and another one can be applied to the constructions for
UCASs and LCASs.

Specifically, based on the integer polymatroids associated to the three families
of multipartite access structures presented in [17-19], for each of the three fami-
lies of access structures, we give an efficient method to find a representation of the
integer polymatroid over some finite field, and then over some finite extension of
that field, we give an efficient method to find a presentation of the matroid asso-
ciated to the integer polymatroid. Accordingly, we construct ideal linear schemes
for these access structures. First, we construct a F,-representation of an integer
polymatroid that is as simple as possible. In the constructions for IHASs, the
representation is constructed based on unit matrix, and in the constructions for
UCASs and LCASs, the representations are constructed based on Vandermonde
matrix. Second, based on the special representation for some access structure,
we construct the matrix M satisfied the required conditions such that every
determinant of some of its submatrices can be viewed as a nonzero polynomial
on x over F,. Thus, a representation of the matroid associated the given access
structure can be found in time polynomial in the size of the ground set by the
algorithm in [33].

In addition, we compare our results with the efficient methods to con-
struct multipartite secret sharing schemes from [9,35] in Sect. 4.3. In particular,
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we point out that our construction for DHTASs is the same as the one in [9],
but we improve the bound for the size of the ground set.

1.3 Organization of the Paper

Section 2 introduces some knowledge about access structures, secret sharing
schemes, polymatroids, matroids, and the methods to construct secret sharing
schemes by matroids and polymatroids. Section 3 introduces the approaches to
calculate the determinant functions of two classes of matrices with special form.
Section 4 gives two classes of constructions for ideal linear secret sharing schemes
realizing THASs. Section 5 construct ideal linear secret sharing schemes realizing
UCASs and LCASs.

2 Preliminaries

We introduce here some notation that will be used all through the paper. In
particular, we recall the compact and useful representation of multipartite access
structures as in [17-19].

We use Z, to denote the set of the non-negative integers. For every positive
integer ¢ we use the notation [i] := {1,...,i} and for every 4,j € Z; we use
the notation [, j] := {i,...,j} with ¢ < j. Consider a finite set J and given two
vectors u = (u;)ies and v = (v;);es In Zi, we write u < v if u; < v; for every
i € J. The modulus |u| of a vector u € Z7 is defined by |u| = >, ; u;. For
every subset X C J, we notate u(X) = (u;)iex € Zf. For every positive integer
m, we notate J,, = {1,...,m} and J/ = {0,1,...,m}. Of course the vector
notation that has been introduced here applies as well to Z™" = Zi’".

2.1 Access Structures and Secret Sharing Schemes

Let P ={p1,...,pn} denote the set of participants and its power set be denoted
by P(P) = {V : V C P} which contains all the subsets of P. A collection
I' C P(P) is monotone if V € I" and V C W imply that W € I'. An access
structure is a monotone collection I' C P(P) of nonempty subsets of P. Sets in
I are called authorized, and sets not in I" are called unauthorized. An authorized
set V € I' is called a minimal authorized set if for every W ¢ V, the set W is
unauthorized. An unauthorized set V ¢ I' is called a mazimal unauthorized set
if for every W D V, the set W is authorized. The set I'* = {V : V° ¢ I'} is
called the dual access structure to I'. It is easy to see that I'* is monotone too.
In particular, an access structure is said to be connected if all participants are
in at least one minimal authorized subset.

A family II = (II;);e,, of subsets of P is called here a partition of P if
P = UiEJm II; and IT; N II; = () whenever ¢ # j. For a partition II of a set P,
we consider the mapping II : P(P) — Z7 defined by II(V) = (|V N1L|)ics,,. We
write P = II(P(P)) = {u € Z7" : w < II(P)}. For a partition II of a set P, a
TI-permutation is a permutation o on P such that o(Il;) = II; for every part II;
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of TI. An access structure on P is said to be II-partite if every II-permutation is
an automorphism of it.

As in [17-19], we describe a multipartite access structure in a compact way by
taking into account that its members are determined by the number of elements
they have in each part. If an access structure I" on P is II-partite, then V € I if
and only if II(V) € TI(I"). That is, I" is completely determined by the partition
IT and set of vectors II(1") € P C Z!'. Moreover, the set II(I") C P is monotone
increasing, that is, if w € II(I") and v € P is such that w < v, then v € II(I).
Therefore, II(I") is univocally determined by min II(I"), the family of its minimal
vectors, that is, those representing the minimal qualified subsets of I'. By an
abuse of notation, we will use I" to denote both a Il-partite access structure on
P and the corresponding set II(I") of points in P, and the same applies to min I".

Now, we introduce some families of multipartite access structures.

Definition 1 (Ideal hierarchical access structures). Take k, k € 71 such
that ky = 0 and ki < ifi_H < ki < kiy1 fori € [m —1]. The following access
structures are called ideal hierarchical access structures (IHASs)

I'={uecP:|u(l])| >k for some £ € J,, and |u([i])| > ki, for all i € [(—1]}.
(1)

In particular, if /2:Z =0 for every ¢t € Jp, and 0 < k1 < -+ < ky,, = Kk,
then THASs is the disjunctive hierarchical threshold access structures (DHTASS),
which can be denoted by

I' ={u e P:|u([i])| > k; for some i € Jy,}, (2)

andif 0=k < --- < fcm and ky = --+ = k,,, = k then IHASs is the conjunctive
hierarchical threshold access structures (CHTASs), which can be denoted by

I'={uecP:|u(i])| >k foralieJy,}, (3)
where k; = ]%iJrl for i € [m — 1] and [ .

Definition 2 (Compartmented access structures). Taket € 27 andk € N
such that k > [t|. The following access structures are called compartmented
access structures with lower bounds (LCASs)

minl"={ue€P:|ul=Fkand u > t}. (4)

Take v € ZT such that r < II(P) and r; < k < |r| for every i € Jy,. The
following access structures are called compartmented access structure with upper
bound (UCASs)

minI"'={ueP:|u/=Fkand u<r}. (5)

We next present the definition of unconditionally secure perfect secret sharing
scheme as given in [3,12]. For more information about this definition and secret
sharing in general, see [2].
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Definition 3 (Secret sharing schemes). Let P = {pi,...,pn} be a set of
participants. A distribution scheme X' = (@, u) with domain of secrets S is a pair,
where p is a probability distribution on some finite set R called the set of random
strings and @ is a mapping from S X R to a set of n-tuples S; X Sy X -+ X S,
where S; is called the domain of shares of p;. A dealer distributes a secret s € S
according to X by first sampling a random string r € R according p, computing
a vector of shares ®(s,r) = (81, ..., 8n), and privately communicating each share
s; to participant p;. For a set V C P, we denote ®y(s,r) as the restriction of
D(s,r) to its V-entries (i.e., the shares of the participants in V).

Let S be a finite set of secrets, where S > 2. A distribution scheme X = (D, )
with domain of secrets S is a secret sharing scheme realizing an access structure
I' CP(P) if the following two requirements hold:

CORRECTNESS. The secret s can be reconstructed by any authorized set of
participants. That is, for any authorized set V € I' (where V = {p;,, ... s Dijy, b,
there exists a reconstruction function Recony : S;; X --- x 8;,, — S such that
for every s € S and every random string r € R,

VI

Recony (Dy (s, 7)) = s.

PRIVACY. Every unauthorized set can learn nothing about the secret (in the
information theoretic sense) from their shares. Formally, for any unauthorized
set W ¢ I', every two secrets s,s' € S, and every possible |W|-tuple of shares

(Si)uiEV\U
Pr(@w(s,r) = (si)u;ew] = Pr[®w(s’,7) = (si)u;ew]
when the probability is over the choice of r from R at random according to .

Definition 4 (Ideal linear secret sharing schemes). Let P = {pi,...,pn}
be a set of participants. Let X = (P, ) be a secret sharing scheme with domain
of secrets S, where p is a probability distribution on a set R and @ is a mapping
from S X R to 51 X Sz X - -+ X S, where S; is called the domain of shares of p;.
We say that X is an ideal linear secret sharing scheme over a finite field K if
S=85=---=8,=K, R is a K-vector space,  is a K-linear mapping, and p
is the uniform probability distribution.

This paper deals with unconditionally secure perfect ideal linear secret sharing
schemes.

2.2 Polymatroids and Matroids

In this section we introduce the definitions and some properties of polymatroids
and matroids. Most results of this section are from [17-19]. For more background
on matroids and polymatroids, see [23,28,30,38].

Definition 5. A polymatroid S is defined by a pair (J, h), where J is the finite
ground set and h : P(J) — R is the rank function that satisfies
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(1) h(0) = 0;
(2) h is monotone increasing: if X CY C J, then h(X) < h(Y);
(8) h is submodular: if XY C J, then h(X UY)+h(XNY) <h(X)+ h(Y).

An integer polymatroid Z is a polymatroid with an integer-valued rank function
h. An integer polymatroid such that h(X) < |X| for any X C J is called a
matroid.

While matroids abstract some properties related to linear dependency of
collections of vectors in a vector space, integer polymatroids do the same with
collections of subspaces. Suppose (V;);c; is a finite collection of subspaces of
a K-vector space V, where K is a finite field. The mapping h(X) : P(J) — Z
defined by h(X) = dim(} ;. yx V;) is the rank function of an integer polymatroid
with ground set J. Integer polymatroids and, in particular, matroids that can
be defined in this way are said to be K-representable.

Following the analogy with vector spaces we make the following definitions.
For an integer polymatroid Z, the set of integer independent vectors of Z is

D={uecZ]: |uX)| <hX) for every X C J},

in which the maximal integer independent vectors are called the integer bases
of Z. Let B or B(Z) denote the collection of all integer bases of Z. Then
all the elements of B(Z) have the identical modulus. In fact, every integer
polymatroid Z is univocally determined by B(Z) since h is determined by
h(X) = max{|u(X)| : u € B(2)}.

Given an integer polymatroid Z = (J,h) and a subset X C J, let Z|X =
(X, h) denote a new integer polymatroid restricted Z on X, and B(Z,X) = {u €
D : supp(u) C X and |u| = h(X)} where supp(u) = {i € J : u; # 0}. Then
there is a natural bijection between B(Z, X) and B(Z|X).

We next introduce a class of polymatroids as follows.

Definition 6 (Boolean polymatroids). Let S be a finite set and consider
a family (S;)ics of subsets of S. The mapping h : P(J) — Z defined by
h(X) = [U;ex Sil is clearly the rank function of an integer polymatroid. Integer
polymatroids that can be defined in this way are called Boolean polymatroids.

Boolean polymatroids are very simple integer polymatroids that are repre-
sentable over every finite field K. If |S| = ¢, we can assume that S is a basis of the
vector space V = K. For every i € J, consider the vector subspace V; = (S;).
Obviously, these subspaces form a K-representation of Z.

2.3 Secret Sharing Schemes, Matroids and Polymatroids

In this section we review the methods to construct ideal linear secret sharing
schemes for multipartite access structures by matroids and polymatroids. Most
results of this section are from [17-19]. We first introduce the method to con-
struct ideal linear schemes by matroids.
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Let P = {p1,...,pn} be a set of participants and py ¢ P be the dealer.
Suppose M is a matroid on the finite set P’ = P U {po}, and let
Ipy(M) ={AC P:h(AU{po}) =h(A)}.

Then I, (M) is an access structure on P because monotonicity property is
satisfied, which is called the port of the matroid M at the point py.

Matroid ports play a very important role in secret sharing. Brickell [9] proved
that the ports of representable matroids admit ideal secret sharing schemes
and provided a method to construct ideal schemes for ports of K-representable
matroids. These schemes are called a K-vector space secret sharing schemes. This
method was described by Massey [26,27] in terms of linear codes. Suppose M is
a kx (n+1) matrix over K. Then the columns of M determine a K-representable
matroid M with ground set P’ such that the columns of M are in one-to-one cor-
respondence with the elements in P’. In this situation, the matrix M is called a
K-representation of the matroid M. Moreover, M is a generator matrix of some
(n+ 1, k) linear code C over K, that is, a matrix whose rows span C. A code C
of length n+1 and dimension k is called an (n+1, k) linear code over K which is
a k-dimensional subspace of K"*1. A secret sharing scheme can be constructed
by the matrix M based the code C as follows.

Let s € K be a secret value. Secret a codeword ¢ = (cg,¢1,...,¢,) € C
uniformly at random such that ¢y = s, and define the share-vector as (cy, ..., ¢,),
that is ¢; is the share of the participant p; for ¢ € [n]. Let LSSS(M) denote this
secret sharing scheme.

Theorem 1 ([26]). LSSS(M) is a perfect ideal linear scheme such that a set
V C P is qualified if and only if the first column in M is a linear combination
of the columns with indices in V.

The dual code C* for a code C consists of all vectors ¢t € K"+ such
that (ct,c) = 0 for all ¢ € C, where (-,-) denotes the standard inner product.
Suppose M and M* are generator matrices of some (n+ 1, k) linear code C and
its dual C+ over K, respectively. Then LSSS(M) and LSSS(M*) realize I' and
I'*, respectively. Sometimes it is not easy to construct an ideal linear scheme for
a given access structure I" directly. In this case we can first construct a scheme
for I'* and then translate the scheme into an ideal linear scheme for I'* using
the explicit transformation of [20]. In Sect. 5.2, we will present the construction
for LCASs (4) by this method.

This paper deals with unconditionally secure perfect ideal linear secret shar-
ing schemes. Brickell’s method can be applied to construct such schemes. Nev-
ertheless, it is difficult to determine whether a given access structure admits an
ideal linear secret sharing scheme or not. Moreover, even for access structures
that admit such schemes, it may not be easy to construct them. Some strategies
based on matroids and polymatroids were presented in [17,19] to attack those
problems for multipartite access structures.

The relationship between ideal multipartite access structures and integer
polymatroids is summarized as follows.
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Theorem 2 ([17]). Let II = (I1;);c,, be a partition of the set P, and Z' =
(J!,,h) is an integer polymatroid such that h({0}) = 1 and h({i}) < |II;| for
every i € Jy,. Take IH(Z2) ={X C Jp, : h(X U{0}) = h(X)} and

Io(2',11) = {u € P : there exist X € I1(Z) and v € B(Z'|Jm, X) such that v < u}.

Then I' = I3(2',11) is a H-partite access structure on P and a matroid port.
Moreover, if Z' is K-representable, then I" can be realized by some L-vector
space secret sharing scheme over every large enough finite extension L of K. In
addition, Z' is univocally determined by I' if it is connected.

The general method presented by Farras et al. [17] to construct ideal schemes
for the multipartite access structures satisfying the conditions in Theorem 2 is
summarized as follows.

Let Iy = {po} and II" = (II;);cs; be a partition of the set P’ = P U {po}
such that |II;] = n;. Given a connected II-partite access structure I" satisfying
the conditions in Theorem 2.

Step 1. Find an integer polymatroid Z’ such that I" = I'5(27,11);

Step 2. Find a representation (V;)ics: of Z" over some finite field K;

Step 3. Over some finite extension of K, find a representation of the matroid
M such that I' is a port of M. More precisely, construct a k x (n+ 1) matrix
M = (M| M| -+ |My,) with the following properties:

1. k=h(J),) and n=>""" n;

2. M; is a k x n; matrix whose columns are vectors in V;;

3. M, is nonsingular for any u € B(Z’), where M, is the k x k submatrix
of M formed by any w; columns in every M;.

Farras et al. [17-19] proved that all the multipartite access structures introduced
in Sect. 2.1 are connected matroid ports. Moreover, they presented the associated
integer polymatroids and proved that they are representable. Therefore, the
results in [17-19] solve Step 1. In this paper, we will give an efficient method
to explicitly solve Steps 2 and 3, and hence to construct ideal linear schemes
for those families of access structures. Our method is based on the properties of
determinant functions.

3 Some Properties of Determinant Functions

In this section, we study determinant functions of two classes of matrices with
special form, which will be applied to the constructions of representations of
matroids associated to multipartite access structures.

3.1 The First Class of Matrices

In this Section, we introduce the approach to calculate the determinant of a
class of matrices with special form. This approach is very useful to calculate the
determinant of the matrices with some zero blocks. This class of matrices will be
applied to the construction of representable matroid associated to IHASs. We
will use the well known Laplace Expansion Theorem of determinant.
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Theorem 3 (The Laplace Expansion Theorem). Take a n x n matriz A.
Let r = (r1,...,rg) be a list of k column indices for A such that 1 <r; <---<
ry <n where 1 <k <n andt = (t1,...,tx) be a list of k row indices for A
such that 1 < t; < -+ <t < n where 1 < k < n. The submatrix obtained by
keeping the entries in the intersection of any column and row that are in the
lists is denoted by S(A : r,t). The submatriz obtained by removing the entries
in the columns and rows that are in the list is denoted by S’(A : v, t). Then the
determinant of A is

det(A DI (=) det (S(A : 7,t)) det (S'(A : 7,1)),
teT

where T denotes the set of all k-tuples t = (t1,...,tx) for which 1 <t; < --- <
tr <n.

Ezample 1. Take a 7 x 7 matrix A = (A;|A2|As) where A; and A are 7 x 2
blocks, and Az is a 7 x 3 block. Then the determinant of A can be calculated as
follows.

Take r1 = (r11,71,2) = (1,2) and ;1 = (f1,1,%1,2). Then from Theorem 3,

det(A) DN (<)l det (S(A :ry,ta)) det (S'(A 71, t)),
t1€Ty
where 77 denotes the set of all 2-tuples 1 = (t1,1,¢1,2) for which 1 < ¢ <
t1,2 < 7. We proceed to calculate det(S’(A : 71,%1)) by Theorem 3. Take rp =

(ro1,m22) = (3,4), » = (r1,72) = (r1,71,2,721,72,2), t2 = (t21,t22), t
(t1,t2) = (t1,1,t1,2,t2,1,t2,2), and let 75 denote the set of all 2-tuples o
(t2717t272) for which 1 < t271 < t272 < 7. For a given t1 = (tl,l,t172), let

To(t1) = To\{(t2,1,t2,2) : ta1 € {t1,1,t1,2} or tao € {ti1,t12}}.

Then
det(S"(A:ry,t0)) = 1)Im2l Y™ (—1)2ldet(S(A < 7y, t2)) det(S'(A : 7, t)).
t2€72(t1)
Hence the determinant of A can also be denoted by

det(4) = (D' 3" 37 (=1)"det (S(A s r1,t1)) det (S(A : 72, t2)) det (S'(A: 7, 1)).

t1€T1 t2€Ta(t)

In general, we have the following result.

Proposition 1. Take a n x n matrix A = (Ay|---|An,) where A; is a n X n;
matriz, qnd take ng = 0. For everyi € Jp,, let vy = (ri1, ..., Tin;) = (Z;;E n;+
1,..., Z;ZO n;), and t; = (ti1,...,tin,) be a list of n; row indices for A; such

that 1 <tj1 < -+ <tim, <n. Toker = (r1,...,7m) and t = (t1,...,ty ). Let
T, denote the set of all n;-tuples t; = (t;1,...,t1n,) for which 1 <t;; <--- <
t1n, < n. For a given t; = (t;1,...,t1,n,), take S(t;) = {ti1,....tin,t, and for
given tyr = (tir 1, ... tirn, ) with i’ € [i — 1], take

Ti(tir, 1 € [i—1]) :’E\{(tm,... ing) tig € U S(t;s) for some j € [m]}
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Then
m—1
det(4) = (-nl"1 37 S 3 (=D TT det (S(A: i, ¢;)) det (S'(A: 7 1)).
t1€7T1 ta€T5(t1) tr —1€Tm—1(t;7, i=1
i’ €[m—2])

Proof. Theorem 3 implies

det(A) = (=1)I"! Z Dltl det(S(A : 71, 1)) det(S"(A : 71, t1)).

t1€Ty

We proceed to calculate det(S’(A : r1,t1)) by Theorem 3 and the following result
can be obtained

det(S'(A:r1,t1)) = (—D)I"2l 3™ (—1)lt2ldet(S(A 1 r2,t2)) det(S'(A : (r1,72), (£1,t2)).
t2€T2(t1)

Accordingly, det(S"(A : (r1,...,7;),(t1,...,t;))) can be obtained by Theorem 3
for ¢ € [2,m — 1], and the result follows. O

Ezxample 2. Take

a171 a172 O 0 O 0 O
az1 azzlazz azsl 0 0 0
a3,1 43,2|03,3 43,4|A3,5 43,6 43,7
A= 0 0 |¢a3aa4|Ga5 a6 Qa7
0 0 |as3 as4las s ase as.z
0 0 0 0 ag,5 06,6 46,7
0 0 0 O a775 (17_’6 a777

Then from Example 1,

det(A) = (=D 3" 3 (=)l det(S(A : r1,t1)) det(S(A : 72, t2)) det(S'(A : 7, t)).

t1€T1 t2€To(t1)

Note that the 7; and 75 are different from the ones in Example 1. Here, there
are some zero blocks in A. In this case, 77 denotes the set of all 2-tuples t; =
(t1,1,t1,2) for which 1 < ¢17 < t12 < 3 and T5 denotes the set of all 2-tuples
to = (tz’l,tgyg) for which 2 < tg’l < t2,2 <5.

This example implies that Proposition 1 is more suitable for calculating the
determinant function of the matrix which has more zero blocks in its submatrices
consist of some columns.

3.2 The Second Class of Matrices

In this section, we introduce the calculation approach to the determinant func-
tion of another class of matrices with special form. These matrices will be applied
to the construction of representable matroid associated to UCASs and LCASs.
Recall that the determinant function is linear in the columns of a matrix as
follows.
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Proposition 2. If a and b are scalars, & and B are columns vectors, and B is
some matriz, then det ((ac + b8 |B)) = adet ((& |B)) + bdet ((8 |B)).

Ezample 3. Let A; = (ay,v)2x3 and B; = (by)3x2 be a 2 x 3 matrix and a 3 x 2
matrix, respectively. Then AB = (Z§1=1 bi1?1&i1|21=1 bi, 2@i,) is a 2 x 2
matrix, where a; denotes the ith column of A. Hence, from Proposition 2,

3
det(AB) Z bi, .1 det ((ail 3 biz,zaiz))

i1=1 i9=1
3 3
=D biyabiy 2 det (@i |@55))
i1=1ig—1

= by,1b2,2 det ((61|F12)) + b1,1b3,2 det (( | )) + b2,1b1,2 det (( ‘ ))
+ b2,1b3,2 det ((5.2|C_L3)) + b3,1b1,2 det ((C_L ‘(_11)) + b3,1b272 det ((C_L ‘(_12))

= Y det <b?1’1 251’2) det (@, |@j,))-

b
151 <72 <3 g2t D22
In general, we have the following proposition.

Proposition 3. Take a kxk matriz (AB|D) where A = (ay,v) s a kX1 matriz,
B = (byw) is ar x 1 matriz, and k > r > 1, and take § = (j1,...,ji1) such that
1<j1 < <gi <r. Let A(j) and B(j) denote the k x | submatriz formed
by the jith column, ..., jith column of A and the |l x | submatriz formed by the

jith row, ..., jith row of B, respectively. Then
det ((AB|D)) = _ det (B(4)) det ((A(4)|D)),
jeJ

where J denotes the set of all l-tuples j = (j1,...,J1) for which 1 < j; < -+ <
s

Proof. If there are two identical columns in a square matrix, then its determinant
equals 0. Therefore, from this and Proposition 2,
-
det ((AB\D = det (( Z biy 1@, | ‘ Z bi, 1@, D>>
i=1

- ( I1 b) det (@i, |---|a@;, | D))

iy E[r],vell] well]

S (T biuw) det (@, |-+l D)),

i ve(l]
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where the summation is over all [-tuples ¢ = (iy,...,4;) for which i, € [r] and
Ty 7& Tyry U 75 v e [l]
For a given j = (j1,...,7;) such that 1 < j; < -+ < 7, < r, let S(j) denote

the set of all the permutations on the set {ji,...,J;}. we claim that
S (T biuw) det (@i, |-+l D) = det (B(5) det ((A()|D)
i€S(j) well]

Without loss of generality, we may assume that j = (1,...,1), that is j, = v
with v € [I]. Then

(T biuo) det (@i -+ @i 1)) = sgn(@) ( [T bi..o ) det (@l--lalD)),
vell] vel(l]
where sgn(z) denotes the sign of ¢. Note that for j = (1,...,1),
Z sgn (e ( H bi,, v) = det (B(j)).
1€S(7) ve(l]
This implies the claim, and the result follows. a

We next give a formula to calculate the determinant function of a matrix
with special form which will be used to the scheme for UCASs and LCASs.

Proposition 4. Let G = (A1B1] - |AnBm) be a k x k matriz such that A; is a
k x r; block and B; is a r; X l; block, where l; < r; <k and Z?ll l; = k. For any
Ji = (Gias---ydig;) with i € Jp, such that 1 < jiq < -+ < jig, <1y, let Ai(Js)
and B;(j;) denote the k x l; submatriz formed by the j; 1th column, ..., j;;,th
column of A; and the l; x l; submatriz formed by the j; 1th row, ..., ji i, th row
of B;, respectively. Then

det(G) Z (Hdet )det ((Al(j1)|...|Am(jm))),
Jii€[m]

where the summation is over all l;-tuples j; = (Ji1,---,Ji1;) With i € Jp, for
which 1 < g1 < -+ <y, <74

Proof. Let A; := (a&%) with u € [k] and v € [r;], B; := (b(i) ) with w € [r;] and
v € [l;], and a( ) denote the jth column of matrix A;. From Proposition 3,

det(G) = det (( Z b§111, _1(11)1 ’ ‘ Z bllll,llal(l)z

i1,1=1 11,0, =

A2BQ‘ ’AmBm))

= Zdet (B1(j1)) det ((A1(j1)|A232| o |AmBm))7
J1
where the summation is over all l;-tuples j1 = (j1,1,--.,J1,;,), for which 1 <
Ji,1 < -+ < ji, < ri. The conclusion can be obtained by computing A;B; for
i € [2,m] using the similar method to A; B;. O
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4 Secret Sharing Schemes for Ideal Hierarchical Access
Structures

In this section, we construct ideal linear secret sharing schemes realizing ITHASs
by an efficient method. We will present two classes of constructions based on
the same representation of an integer polymatroid. We first present an integer
polymatroid Z’ satisfying Theorem 2 such that the THASs (1) are of the form
Iy(2',1).

Given two vectors l%, k € Zf" such that 12:0 = 12:1 =0,ky=1, k,, =k, and
ki < ]%1'4'_1 < ki < kiyq for i € [0,m — 1], consider the subsets S; = [iﬂb + 1, k]
of the set S = [k] and the Boolean polymatroid 2’ = 2’(k, k) with ground .J/,
defined from them. The following result was presented in Section IX of [18].

Lemma 1. Let II = (II;);e,, be a partition of the set P with |II;| > h({i}) =
ki — ki. Then the IHASs (1) are of the form I[,(Z',10).

Now we introduce a linear representation of the polymatroid defined in
Lemma 1, that is a collection (V;);¢ s, of subspaces of some vector space. Recalled
that Boolean polymatroids are representable over every finite field. Here, we give
a simple representation of Z’ based on the unit matrix as follows.

Take a k x k unit matrix Iy, and for every i € J/,, let E; denote the submatrix
formed by the (l%i +1)th column to the k;th column of Ij,. Consider the F,-vector
subspace V; C IE"; spanned by all the columns of E;. Let the integer polymatroid
Z' = (J},, h) such that h(X) = dim (Y, Vi) for every X C J),. We have the
following result.

Proposition 5. For the integer polymatroid Z' defined above, the IHASs (1)
are of the form Iy(Z2',11) and B(Z') = By U By, where

By ={ueZ™ :|u| = kuo =0 and kip1 < |u(li])] < ki forall i € m—1]},  (6)

By ={ueZ™ :|u| = kuo=1and kips — 1 < |u([i])] < ki — 1 for all i € [m — 1]}.

Proof. Suppose the set S = [k] and the subsets S; = [k; + 1, k;] for every i € J/,.
Then for every X C J;, h(X) =dim (},cx Vi) = |Uiex S;|. This implies Z’ is
a linear representation of the polymatroid Z’ (IAe, k), and the first claim follows.
In addition, since I}, is nonsingular and F; is an submatrix of I}, for every i € J/, ,
it follows that any k distinct columns vectors from E; with ¢ € J/ are linearly
independent, and the second claim follows. a

This proposition implies that the collection (V;);c is a linear representation
of the integer polymatroid Z’ associated to the THASs (1). We will present two
class of constructions for ideal linear schemes realizing IHASs by representable
matroids obtained based on Z’.
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4.1 Construction for Ideal Hierarchical Access Structures

In this section, we represent a class of ideal linear scheme for IHASs, which can
be obtained by a representation of the matroid associated to IHASs.

Suppose Il = {po} and let IT" = (II;);c s, and IT = (II;);e s,, be the partition
of P/ = PU{po} and P, respectively, such that |II;| = n;. For every i € J,,, take
different elements 3;,, € F\{0} with v € [n,] and define a (k; — k;) x n; matrix

B, = ((6i7vl‘m_i)u_l) u e [kﬁl — ]%i}, v E [Tll]
Let a k x (n + 1) matrix be defined as

where My = (1,0,...,0)7 is a k-dimensional column vector and M; = E;B; for
every i € Jy,. Then the secret sharing scheme LSSS(M) is as follows:

Secret Sharing Scheme.

1. Let s € K be a secret value. The dealer chooses randomly a k-dimensional
vector a such that aMy = s;

2. The share of each participant p; ; from compartment II; is abg: > where bg: j
denotes the jth column of M; with i € J,,, and j € [n;].

We proceed to show that LSSS(M) is a perfect ideal linear scheme realizing
THASs. This can be done by proving M is a representation of the matroid asso-
ciated the IHASs (1). Obviously, M satisfies the first two conditions in Step 3
of Sect. 2.3. We will prove that it satisfies the third condition too. We first give
the following lemmas.

Lemma 2. For any u € By, (6), det(M,) is a nonzero polynomial on x of
degree at most K where

m—1 m—1
1 A
K== (1) — ik — ke Ve
5 ZE=1 ki (ki ) ;=2 (m — i) (ki — ki—1)k;

Proof. For every ¢ € J,,, take
B; = (ﬂx;l) u e [kz — ]%i}, NS [’I’Ll],

and for any u € By, (6), let B;(u;) and B(u;) denote the submatrices formed
by any w; columns in B; and B], respectively.

Let us exemplify how such an event may occur. Assume, for example,
that m = 3, k = (ky, ko ks) = (3,5,7), k = (k1 ko, ks) = (0,1,2). Take
u = (ug,u9,u3) = (2,2,3) and the corresponding matrix M, has the follow-
ing form:

1 1 0 0 0O 0 0
61711'2 /81,2932 1 1 0 0 0
(B112%)? (B122%)?| Bonz  Popx |1 1 1
M, = 0 0 (B2,12)? (B2,22)?|B3,1 B3,2 B33
0 0 |(B21)? (Ba22)?|05 1 85 B3 3
0 0 0 0 |831 052 B85
0 0 0 0 |851055 055
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Suppose 1< t171 < tl,g <3,2< t271 < t2,2 <5,3<L t3,1 < t3,2 < t373 < 7, and
{tlﬁl,tl’%t2’1,t2’27t3’1,t3’27t3,3} = [7] Let Bl and Bi be the blocks formed by
the ¢q,1th and ¢; oth rows of B1(uq) and B/ (u1), respectively, By and B’é be the
blocks formed by the t5 1th and t2 oth rows of Ba(uz) and Bj(us), respectively,
and Bz and B} be the blocks formed by the t31th, t3th and t3sth rows of
Bs(ug) and Bj(us), respectively. Then Proposition 1 implies that the summation
in det(M,,) can be denoted by

lagzt| == det(B;) det(Bs) det(Bs) = det(By) det(BS) det(B5)z!

where t = 2(t11 —1)+2(t1,2 — 1) + (t2,1 —2) + (t2,2 — 2). Therefore, when t1 1 = 1,
t12=2,t1 =3 and tg o =4, t is minimal. In this case t = 5 and E; with ¢ € [3]
are all nonsingular. This implies a5 # 0.

In addition, take uw’ = (u},ub,us) such that u’([i]) = k; for every i € [3].
Then u’ € By. In this case let t} ; = 1, t) 5 = 2,113 = 3,15, = 4, th, = 5,
thy = 6and thy = 7, then t < 2375 (t), — 1) + Y0 _ (th, —2) = 1L.
Therefore, det(M,,) is a nonzero polynomial on x of degree at most 11. In fact,
by computing, we have ¢t < 11.

In general, for any u € By, let B; and B; be the blocks formed by all the
t;th rows of B;(u;) and B(u;), respectively, where i’ € [u;] such that

ki +1<ti1 <-<tiy <k;and Unil {tiir 4 € [wi]} = [K].

Then Proposition 1 implies that the summation in det(M,,) can be denoted
by
m N m A
lagzt| = Hi:l det(B;) = Hi:1 det(B!)a"

where
m—1 u; m—1 J Uuj
( Z(tm' — ki — 1)) = (Z (Z(’f“ — ki — 1)))- (8)
i=1 ir=1 j=1 Ni=1 =1
For every j € [m — 1], take T; = Y7 (Y0 (¢ — k —1)). We have that
Typ—1 is minimal if [ J]*] ! {tl o wl} = [ 1])]]. In this case Tp,—2
is minimal if Ui:l {t“ 21 € Juy } = Hu([ ])\] Therefore, ¢ is minimal if

, {tiir : 7" € [u]} = [|u([j])|] for all j € [m — 1]. This implies that t;; = ¢’
and t; ;v = |u([t — 1])| + 4’ for ¢ € [2,m — 1]. Hence,

ul m—1 U;

t2m-D) Y@=+ (m=0) > (lulli = 1)+ — ki~ 1)) =to.

/=1 =2 /=1

In this case each B/ is nonsingular since it is the square submatrix formed by
the successive u; rows of B}(u;). This implies that a;, # 0.
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In addition, take a vector u’ € ZT such that |u([i])] = k; for every i € Jp,
Then w’ € B;. In this case 1+ = i/ with ¢ € [ki] and tw’ = ki1 +7 Wlth
1 €[2,m—1] and ¢ € [k; — k;i—1]. Then

ki—ki—1

S

_1 Z(’L —1 + ((m—z) Z (k‘ifl —‘ri/—];'i—l))
i’=1 =2 i’=1
k1 m—1 ki—ki—1 m—1 ki—ki—1
—m-1> @ -1+ ((m—i) 3 (ki_1+i’—1))— (m — i) ki
/=1 i=2 i’=1 =2 i’=1
m—1 m—1
At24-+ (ki —1) = > (m—i) (ki — ki1)ks
i=1 1=2
1 m—1 m—1
a z - 1 — N —
P ki (ki ; ) (ki — ki—1)k;.

9)

This implies the conclusion.

Lemma 3. For any u € Ba, (6), det(M,) is a nonzero polynomial on x of
degree at most K.

Proof. Let M’ denote the submatrix obtained by removing the first row and the
first column of M and take k/, k' € 77 such that for every i € Jp,, ki = k; — 1,
and l%; =k; if k; = 0 and l%g =k; —1if k; > 0. For every i € Jp, let E! denote
the submatrix formed by the (k, + 1)th column to the k/th column of I_;. Let
D, and D} denote the submatrices formed by the last k} rows of B; and Bj,
respectively. For every i € [2,m], if k; = 0, let D; and D] denote the submatrices
formed by the last k. — 1 rows of B; and B, respectively, and if ki > 0, let
D; = B; and D} = B.. Then

M’ = (M]---|M;,)

where M/ = E!D; and for any u € By, (6), det(M,,) = det (M (T )) In partic-
ular, for any u € B, (6), k;+1 <|u([@])] <k} for all i € [m — 1] and |u| =k — 1.
Therefore, this claim can be proved by the same method in the proof of Lemma 2.

For any u € By, (6), let D}(u;) denote the block formed by any u; columns in
D;, and let D} be the block formed by all the ¢; ;sth rows of D (u;). Here, i’ € [u]
such that &/ +1 <t;1 < --- < t;,, <kiandJ", {t;;i : 7" € [u;]} = [k—1]. Then
the summation in det (M;(Jm)) can be denoted by |byz!'| = [, det(D})z*
Similar to (8),

m—1 Uq

(m =) (s — = w))

i=1 i'=1

Whereyi:Oifl%gzoandyizlifff;>0.Fr0m/%§zl%iiffci:Oandffg:l%i—l

if k; > 0, we have
( m—i Z(t —l%))

i=1 i'=1

m—1
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Similar to the proof in Lemma2, we can obtain ¢’ is minimal if ¢; = ¢ and
ti,iv = |u([i — 1])| + ¢ for i € [2,m — 1], and in this case each D) is nonsingular,
thus det( M’ w(Jm )) is a nonzero polynomial on z. In addition, take a vector

u’ € Z7 such that |u([i])| = k] for every i € Jp,. Then le < J/([i])] < K
for all i € [m—1] and |u/| = k— 1. In this case t14 =4 with ¢/ € [k}] and
ti g =ki_y +4 with i € [2,m — 1] and i’ € [k] — k{_,]. Similar to (9),

kl_k}/li—l
v < ( _1zz+z( ) Y i )
=1 ir=1
ki—ki—1
:(mfl)szlJrZ( > (ki_lei’,kifl)):K
ir=1 ir=1
since k} = k; — 1 for every ¢ € J,,. This implies det (M;(Jm)) is a nonzero
polynomial on x of degree at most K, and the claim follows. a

The following result was proved by Shoup [33].

Theorem 4 ([33]). Take a finite field Fx where q is a prime power and X is
a positive integer. Then there ewists an element © € Fyx such that its minimal
polynomial over Fy is of degree A which can be found in time O(q, A).

Now, take a finite field F,x, where ¢ > max;c,,{n;} is a prime power and
A > K. Take all 3;, in the matrix (7) from F,\{0} and take x € F » such that
its minimal polynomial over I, is of degree A. We have the following result.

Theorem 5. The matriz (7) is a representation of the matroid associated to
IHASs (1) over F s for some prime power q > max;e s, {n;} and some A > K.
Moreover, such a representation can be obtained in time O(q, ).

Proof. Since all the entries in the matrix (7), except the powers of z, are in Fg,
and Theorem 4 implies that such an element z can be found in time O(q, A), it
follows that for any w € B(Z’), (6), det(M,, ) must be a nonzero Fy-polynomial
on z with degree smaller than A\, and consequently, the matrix M, is nonsingular.
This implies the claim. a

Proposition 6. Suppose M is the matriz (7). Then LSSS(M) realizes the
IHASs (1) over Fyx defined as in Theorem 5. Moreover, such a scheme can be
obtained in time O(q, \).

Proof. Theorem 1 implies that proving this claim is equivalent to proving that
v(Jm) € I'if and only Mp is a linear combination of all the columns in M, ).

Let v(Jy,) € minI', (1), namely, v(Jp) = (v1,v9,...,0,0,...,0) for some
{ € Jp, such that k;yy < |v([i])] < k; for all i € [¢ — 1] and |v([€])| = k¢. Then
there must exist a vector u € By, (6), such that w > v and u; = v; for every
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i € [f]. Note that the last k — k¢ rows of M, (;, ) are all zero rows, it follows that
My (;,,) has the following form

_ Mv(Jm)Al
Mu(Jm)—( 0" A,

where Mv( J,,) is the square block formed by the first k; rows of M, (s, ), A1 is a
(k—ke) x kg block and As is a (k—kg) x (k—Fk¢) block. From Theorem 5, M,,(, ) is
nonsingular. This with det(M,(s,.)) = det(Mv(Jm))-det(Ag) implies that MH(JM)
is nonsingular. In this case, the k,-dimensional column vector formed by the first
k¢ elements of My can be spanned by the columns of Mv( Jm)- Accordingly, Mo
can be spanned by the columns in M, (,,) as the last k—k, elements of My are all
zero. Hence, My can be spanned by the columns in M,;,  for any v(J,,) € I'".

Assume that v(Jp,) ¢ I'. We know every unauthorized subset may be com-
pleted into an authorized subset (though not necessarily minimal) by adding to
it at most k participants. Without loss of generality, we may assume that there
exists a vector v’ (J,,) € I' such that v/(J,,,) > v(Jp) and |0/ (Jy,)| = [v(Jn)]+1.

First, assume that v(J,,) = (v1,v2,...,v.,0,...,0) for some ¢ € J,, such
that kip1 — 1 < |o([i])] < k; — 1 for all ¢ € [¢ — 1] and |v([¢])| = k¢ — 1. Then
for the vector v(J!)) with ug = 1, namely, v(J},) = (1,v1,v2,...,0¢,0,...,0),

there must exist a vector u(J),) € Ba, (6), such that w(J),) > v(J),) and
u; = v; for every i € [0,/]. From Theorem 5, My ;) is nonsingular. This with
v(Jm) < u(Jy,) implies that My can’t be spanned by all the columns in M, ).

Second, assume that v(J,,) = (v1,va,...,Uy) with |v(J,,)| > k such that for
some £ € Jp, [0([0))| = kig1 — 1, kig1 — 1 < |v([i])| < k; for every i € [¢ — 1],
and v; = n; for every i € [¢ + 1,m]. Then My can’t be spanned by the columns
in My, for any v’(Jy,) < v(Jy,) if My can’t be spanned by the columns in
My (s,,)- We claim that every column in M, ,.) can be spanned by the columns in
My, for any w(J;,) < v(Jy) with |w(J;,)| = k— 1 such that |u([i])| = [v([i])|
for every i € [I] and ki1 — 1 < |u([i])] < k; for every i € [( +1,m — 1].

For such a vector w(Jy,), if ug = 1, then w(J},) € Ba, (6). This implies M
can’t be spanned by the columns in M,,(;,.). Furthermore, My can’t be spanned
by the columns in M, ;) if the claim is true.

We proceed to prove the claim. Note that

D, O
My (1) = (Muo,0)| Mu(es1,m)) = (D2 Mu([€+1m]))

where MU([ZHM]) is the square block formed by the last & — ]%e+1 rows of
My (je+1,m))- As My () is nonsingular, thus My, ((¢11,m)) is nonsingular. On the
other hand, MU(Jm) = (Mv(m) ‘Mv([ul’m])) , where

0
My ((e4+1,m)) = (Mv([e+1 m]))

for which Mv([5+17m]) is the block formed by the last ktl%(Jr] rows of My ((¢41,m])-
Since My (j¢41,m)) 18 a submatrix of My ((r41,m)) and My ((¢41,m)) is nonsingular,
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it follows that any column in Mv([5+1’m]) can be spanned by the columns in
My ((¢41,m))- Accordingly, any column in My (11 m)) is a linear combination of
the columns in My, ((¢41,m))- This with My gy = My ((¢)) implies the claim. a

4.2 Another Construction for Ideal Hierarchical Access Structures

In this section, we give another construction of ideal linear secret sharing schemes
for IHASs using the similar technique in Sect.4.1. The parameters of this con-
struction may be better than the construction in Sect. 4.1 in some cases.

For every i € Jp,, take n; different elements 3; , € F\{0} and let the (k; —

ki) x n; matrix B; be defined as follows:

Bz = ((6i,’uxi_1)ki_g)i_u) u e [k’b — k2]7 v E [nz]

Take a k-dimensional column vector My = (1,0,...,0)T and M; = E;B; for
every i € J,,. Define a k x (n + 1) matrix as

M = (Mo|My] -+ [My). (10)

Similar to the case in Sect.4.1, we will prove that LSSS(M) realizes THASs.
First, we give an example to explain this construction as follows.

Ezample 4. As in Lemma 2, assume that m = 3, k = (k1, k2, k3) = (3,5,7), and
E = (k1 ko, k3) = (0,1,2). Take w = (u1,up,u3) = (2,2,3) and the matrix M,
has the following form:

Bt Bia] 0O 0 0 0 0
Bi1 Br2|(Bea1)? (B227)3 0 0 0
11 [(Bo12)? (Bo22)?|(B3122)* (Bs222)* (B3 327)*

)
My=1 0 0| Bz B2z |(B3122 ) (Bs,20%)% (35 32%)>
0 0 1 1 |(B312%)? (B, 21’2)2 (B3,322)*
0 0 0 0 B3z Baax? P sa?
0 O

0 0 1 1 1

Note that M, can be transformed to the following form by exchanging rows and
columns

1 1 1 0 0 0 0
B3az?  Baoz? [ 327 0 0 0 0
B (s, 172)? (B327%)% (B332°)%| 1 1 0 0
M, = | (83.12%)° (B3,20%) (B3322)%| fogz  foox | 0 0 |,
(B3, 11?2)4 (B3,222)* (B3,32%)*(B2,12)? (Bopz)?| 1 1
0 0 (52,115)3 (ﬁ2,2$)3 51,1 51,2
0 0 0 0 0 |67, 087,

Therefore, | det(M,)| = | det(M,)|.
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Take &k = (K1,k2,k3) = (k — ks, k — ko, k — l%l) = (5,6,7), and & =
(1%1, '%.2’ 1%3) = (k’ — ]Cg, k — kg,k - ]431) = (072,4) Then Lemma 2 implies that
det(M,,) is a nonzero polynomial on z of degree at most L with

2
Zm i — 1) — (Ko — K1)Rka = 23.

i=1

l\.')\)—l

Accordingly, det(M,,) is a nonzero polynomial on x of degree at most L.
In general, we have the following lemma.

Lemma 4. For any u € B(Z'), (6), det(M,,) is a nonzero polynomial on x of
degree at most L where

L:%Z(kfi%)( Z (i — 1) (kiy1 — ki) (k — k;).

Proof. For every i € J,,, take

B; = ((5m—i+1,v3€m7i)u71) U € [km—itv1 — Fm—it1], V€ [Nm—iy1]

and let E; be the submatrix formed by the (k — kp—i41 + 1)th column to the
(k — km—i+1)th column of I. Let

M = (M| My| - -+ | M),

where My = (0,0,...,0, 1~)T is a k-dimensional column vector and M; = E;B;
for every i € Jp,. Take Il = Il and II; = II,,_;41 for every i € J,,. Then
= (ﬁi>ieJ,’n is a partition of P" = P U {po} too. Moreover, take k, & € Zi’”
such that kg = k, kg = k — 1, and for every ¢ € J,, ki = k — lAcm_H_l and

Ri=k—kmp_it1. Then &; < Rip1 < ki < Kijyq for i € [m —1].
If w € By, (6), then for any matrix M, as in Example 4, by exchanging rows
and columns we can obtain the matrix M, such that |det(M,)| = | det(M,)|.

AS ki1 < [u([m —i])| < kp_; for every i € [m — 1],
Riv1 =k —kp—i < |u([m —14 1,m])| <k- I%mfi+1 = K;

for every i € [m — 1]. From Lemma2, det(Mu) is a nonzero polynomial on z of
degree at most L where

1 m—1 m—1
L=— —10)(Ks — Ki—1)Ri
2 i=1 i=2
1 m ) m—1 R
:52(/@—1%)( = (= D) (kigr — ki) (k — k).
i=2 i=2

If w € By, (6), then for any matrix M, we can obtain a matrix M,, such that
| det(M,)| = | det(M,)| = | det(M],)|, where M, is the submatrix obtained by
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removing the first column and the last row of M,,. In this case I%m—i-i—l —-1<
lu([m —i])| < kpm—; — 1 for every i € [m — 1], hence

figr=(k—=1) = (km—i —1) < Ju(fm =i+ Lm])| < (k—1) = (km—iy1 — 1) = 5

for every i € [m — 1]. Lemma 2 implies that det(M,) is a nonzero polynomial on
x of degree at most L too, and the claim follows. O

Now, take a finite field F,x, where ¢ > max;c,,{n;} is a prime power and
A > L. Take all 3;, in the matrix (10) from F,\{0} and take = € F,» such that
its minimal polynomial over F, is of degree A. Using the similar method to prove
Theorem 5 and Proposition 6, we can obtain the following results.

Theorem 6. The matriz (10) is a representation of the matroid associated to
IHASs (1) over Fyx for some prime power q > maxe,, {n:} and some A > L.
Moreover, such a representation can be obtained in time O(q, ).

Proposition 7. Suppose M is the matriz (10). Then LSSS(M) realizes the
IHASs (1) over Fyx defined as in Theorem 6. Moreover, such a scheme can be
obtained in time O(q, \).

Remark 1. In some cases, Proposition 7 can give schemes for IHASs superior to
the ones given by Proposition 6. For example, Proposition 6 can give the scheme
for the DHTASs (2) over Fn with A > K = 1S M k(k; — 1) since &y =
= km = 0 and the scheme for the CHTASs ( ) over Fox with A > K =
i :I ki(ki —1) = 1(m — 1)k(k — 1) since 0 = k<< km and by =--- =
=k.
On the other hand, Proposition7 give the scheme for the DHTASs (2) over
For with A > L =15" (k—k;)(k— ki —1) = (m— 1)k(k 1) a{ld the scheme
for the DHTASs (3) over Fyx with A > L =1 Zm Yk — ki) (k — kK — 1).
Therefore, Proposition 6 gives the scheme for DHTASs superior to the one
given by Proposition 7. Nevertheless, Proposition 7 gives the scheme for CHTASs
superior to the one given by Proposition 6.

??‘

4.3 Comparisons

Comparison to the Construction of Brickell. Brickell [9] presented an
efficient method to construct the ideal linear scheme for the DHTASs (2) over
F v with ¢ > max;e s, {n:} and X > mk?. Proposition 6 gives a scheme for the
DHTASS (2) too. In fact, our scheme is the same as Brickell’s scheme. Neverthe-
less, Proposition 6 implies the scheme for the DHTASs (2) can be obtained over
Fox with A > K = %Z:’;l ki(k; — 1). Therefore, we improve the bound for the
field size since

1 1 1 ) 5
5; i(ki =1) +1 < S(m = D1 (b1 = 1) +1 < S(m — D7y < mhk?

The reason for the improvement is that we give a relatively precise description
of det(M,) by the formula provided in Proposition 1.
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Comparison to the Construction of Tassa. Tassa [35] presented an efficient
method to construct the ideal linear scheme for the CHTAS (3) over F,, where

p> 27k 2 (g — 1)(F=D/2(f — 1) IN (=D (R=2)/2 (11)

is a prime and N is the maximum identity assigning to participants. Proposition 7
gives a scheme for the CHTAS (3) over F » with ¢ > max;e s, {n;} and A > L =
I Nk — Ky (k =k — 1).

Since (k — 1)! > 28=2 when k > 2, it follows that the right hand of (11) is
great than or equal to (k — 1)("“’1)/2N(k*1)(7€*2)/2. From this with N > n >
max;e s, {n;}, we have

b < NE=D0=2)/2 o g=ht2(p ) (h=1)/2(p _ 1)) N (k=1)(h=2)/2

if L < 1(k—1)(k—2).In fact, max;e s, {n;} < N in general. This implies in
this case 27F2(k — 1)(F=D/2( — 1)IN(k=D(k=2)/2 5 oL and consequently, our
result is superior to Tassa’s result. In the case of L > 1 (k —1)(k — 2), it is very
possible that ¢ is smaller than the right hand of (11). In particular, our efficient
methods can also work for non-prime fields.

5 Secret Sharing Schemes for Compartmented Access
Structures

In this section, we study ideal linear secret sharing schemes for two families of
compartmented access structures by efficient methods.

5.1 Construction for Compartmented Access Structures with
Upper Bounds

In this section, we construct ideal linear secret sharing schemes realizing UCASs.
We first present a representation of the integer polymatroid Z’ satisfying Theo-
rem 2 such that the UCASs (5) are of the form I'y(Z’,II).

Take II = (IL;);cs,, be a partition of the set P such that |II;| = n,. Let
rc Zi’/” and k € N such that 7o = 1, 7(J,,) < II(P) and r; < k < |r(Jp,)]| for
every i € J,,. The following result was presented in Section 8.2 of [17].

Lemma 5. Suppose Z' = (J! ,h) is an integer polymatroid such that h(X) =
min {k, |r(X)|} for every X C J.. Then the UCASs (5) are of the form
Io(2',10).

Now, we introduce a linear representation of the polymatroid defined in
Lemma 5. Take different elements o, ; € F, with ¢ € J/, and j € [r;], where
q > max;ey, {ni, |r(Jm)| + 1} is a prime power. For every i € J,, let

A = (04“_1) u € k], v € [ri]

R
and consider the [F -vector subspace V; C IF’; spanned by all the columns of A;.

Let the integer polymatroid Z’ = (J/,, h) such that A(X) = dim (Y, x V;) for
every X C J/.. We have the following result.
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Proposition 8. For the integer polymatroid Z' defined above, the UCASs (5)
are of the form Iy(2',II) and

B(2)={ueZ :|ul=kandu<r}. (12)

Proof. Let A = (Ao|A1]---|Am). Then it is a k X (|r(Jy)| + 1) Vandermonde
matrix. Therefore, any k x k submatrix of A is nonsingular. This with dim(V;) =
TZ for every i € J! implies the second claim. In addition, ’U1€X{a@ v LU E
[r; }‘ X)| for every X C J/ where a;, denotes the vth columns of A;.

Hence, h(X) min {k, [r(X)|} for every X C J; , and the first claim follows. O

This proposition implies that the collection (V;);c: is a linear representation
of the integer polymatroid Z’ associated to the UCASs (5). We next present a
matrix M based on Z’, which is a representation of a matroid M such that the
UCASs (5) are of the form I, (M).

Let IIp = {po} and let II" = (II;);c s, and II = (II;);c s, be the partition of
P’ = PU{po} and P, respectively, such that |II;| = n;. For every i € J/ , take
n; different elements 3; , € F, with v € [n;] and let

B; = ((ﬁmx)“*l) u € [r], v € [ny.
Let a k x (n + 1) matrix be defined as
M = (Mo| M| -+ | M) (13)
where M; = A; B;. We have the following result.

Lemma 6. For any u € B(Z'), (12), det(M,,) is a nonzero polynomial on x of
degree at most k(r — 1), where r = max;ey, {r:}-.

Proof. Without loss of generality, we may assume that M, is the k x k submatrix
of M formed by the first u; columns in every M;. For every i € J! , take B; =
(B¢, 1) with w € [r;] and v € [n;], and let B} and Bj denote the submatrices
formed by the first u; columns in B; and B, respectively. In addition, for any
Ji = (Jits---,Jim;) with @ € J), such that 1 < j;1 < -+ < ji 0, <74, let Bi(J;)
and B!(j;) denote the u; x u; submatrices formed by the j; 1th row, ..., j; 4, th
row of B! and B!, respectively, and let A;(j;) denote the submatrix formed by
the first u; columns in A;. Then

det (B!(ji)) = det (B/(ji))aZrr oD,
If j; » = 1i—u;+v for v € [u;], then the exponent of z in det(B}(7;)) is maximum,
that is

U; u; u;—1

Z(ji,v_l) = Z(Ti_ui“r’l)—l) = Ui(Ti—ui)-i- Z V= %ui(%i—ui—l). (14)

v=1 v=1 v=1

Note that in this case Bl(ji) is the submatrix formed by of the last u; rows of
B!, it follows det(B(j;)) # 0. Hence, Proposition 4 implies that det(M,, ) can be
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viewed as a polynomial on z and the summation with maximum exponent of x
in it is

(ﬁ det (Bi(ji))) det ((Ao(j0)|A1(j1)| A (Gm )))mt» (15)
i=1

where for i € J,,, and v € [u;], i =1 —u; +v. As >0 u? > Y7 w,; and
S u; =k or k—1, from (14), we have

m

t= 3 ;ui(%i —u; —1)= ;uiri ~3 Z(“z +u;) < k(r—1). (16)

i=1

In addition, the matrix (Ag(jo)|A1(j1)| - |Am(Jm)) is nonsingular, thus
det(M,) is a nonzero polynomial on z of degree t. Using the same method,
we can prove this claim for any w € B(2’), (12). O

Now, take a finite field F », where ¢ > max;e s,, {14, [r(Jm)| + 1} is a prime
power and A > k(r —1). Take o, and 3, , in the matrix (13) from F, and take
x € [Fyx such that its minimal polynomial over I, is of degree A. Then similar
to Theorem 5 and Proposition 6, from this lemma, we can obtain the following
result.

Theorem 7. The matriz (13) is a representation of the matroid associated to
UCASs (5) over Fya for some prime power ¢ > maxic .z, {ni, |r(Jm)| + 1} and
some A > k(r — 1). Moreover, such a representation can be obtained in time

O(q, N).

Proposition 9. Suppose M is the matriz (13). Then LSSS(M) realizes the
UCASs (5) over F x defined as in Theorem 7. Moreover, such a scheme can be
obtained in time O(q, \).

Proof. If w(Jy,) € minI" and ug = 0, then w(J),) € B(Z’), (12). Theorem 7
implies M, ,,) is nonsingular. Accordingly, Mo can be spanned by the columns
in My j,,) for any u(Jp,) € I'. Assume that w(J) ¢ I'. As h({(i)}) = r; for every
i € Jm, thus without loss of generality, we may assume that w(J,,) < 7(J,).
Furthermore, we may assume that |u(J,,)| =k — 1, since if |u(J,,)| < k —1, we
may find a vector w'(J,,) > u(Jy,) such that w’(Jy,) < r(Jp) and v/ (Jn)| =
k — 1. In this case if ug = 1, then u(J},) € B(Z'). Theorem 7 implies M, y is
nonsingular, and the claim follows. |

5.2 Construction for Compartmented Access Structures with Lower
Bounds

In this section, we describe ideal linear secret sharing schemes realizing LCASs
based on the schemes for the dual access structures of LCASs.
The dual access structures of LCASs (4) presented in [37] are defined as

I'"={ueP:|ul>1oru; > for some i€ J,} (17)
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where l = |P|—k+ 1,7, =|I;|—t;+1forie J,and |[7| > 1+ m — 1.

We first present a representation of the integer polymatroid Z’ satisfying
Theorem 2 such that the access structures (17) are of the form I(Z2’,1I).
Take II = (II;);c,, be a partition of the set P such that |[II;] = n;. Let

T € ZJJF’”’ and | € N such that 79 = 1, 7(Jp,) < I(P) and |7(Jy)| > 1+ m — 1.

Take 7/ € Zi’/" such that 7} =1 and 7/ = 7; — 1 for every i € J,,,. The following
result was presented in Section IV-D of [19].

Lemma 7. Suppose Z' = (J] ,h) is an integer polymatroid with h satisfying
(1) h({0}) = 1;

(2) h(X)=min{l,1+ |7/(X)|} for every X C Jy,;
(3) h(X U{0}) = h(X) for every X C J,,.

Then the access structures (17) are of the form I'o(Z',11).

We next introduce a linear representation of the polymatroid defined in
Lemma?7. Take elements o;; € F, with ¢ € J/ and j € [r;] where ¢ >
max;e g, {ni, |7/ (Jm)|} is a prime power such that

o a;1 = forallie J), and
e the elements ag and «; ; with ¢ € J,,, and j € [2,7;] are pairwise distinct.

For every i € J},, let

A, = (a“fl) u€ll], veln

R
and consider the F,-vector subspace V; C F’; spanned by all the columns of A;.

Let the integer polymatroid Z’ = (J},, h) such that h(X) = dim (Y, ¢ V;) for
every X C J/ .

Proposition 10. For the integer polymatroid Z' defined above, the access struc-
tures (17) are of the form I'y(Z',11) and B(Z') = By U Bs, where

By ={uce€ Zf" sl =1, up =0, uy <7y for some i’ € J,
and u; < 7] for all i € J,,\{i'}}, (18)

By={uecZ™: |ul=1, up=1and u(J) < 7'(Jm)}.

Proof. Proving the first claim is equivalent to proving that h satisfies the three
conditions in Lemma 7. First, h({0}) = 1 as dim(Vj) = 1. Let A be the matrix
formed by the column A and the last 7/ columns of A; for every i € J,,.
Then it is a I x (1 + |7/(Jn)|) Vandermonde matrix. Accordingly, any [ x [
submatrix of A is nonsingular. Since |{J;cy{@i : v € [R]}| = 1+ |7/(X)|
for every X C J,, where a;, denotes the vth columns of A;, it follows that
h(X) = min{l,1 + |7/(X)|} for every X C J,. Moreover, V; C V; for every
X C Jp, Therefore, h(X U {0}) = h(X) for every X C .J,,.

In addition, since any [ x [ submatrix of A is nonsingular, on the one hand,
any [ distinct columns from A; with ¢ € J,, are linearly independent, and on
the other hand, Ay and any ! — 1 columns from the last 7/ columns of A; with
i € Jp, are linearly independent too. This implies the second claim. O
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We next present a matrix M which is a representation of a matroid M such
that the access structures (17) are of the form I}, (M).

Suppose Iy = {po} and let I = (II;);c s, and IT = (II;);c s, be the partition
of P/ = PU{po} and P, respectively, such that |II;| = n;. Take Bp1 = 0 and
for every i € Jy,, take n; different elements 3;, € F, with v € [n;] such that
Biw # 0. For every i € J),, take

B; = ((ﬁi,vx)“_l) u € [13], v € [ng]
and M; = A;B;. Define a l x (n + 1) matrix as
M = (Mo|My|- - |Myp,). (19)

Lemma 8. For any u € B(Z'), (18), det(M,,) is a nonzero polynomial on x of
degree at most l(T — 1), where 7 = max;ecy, {7}

Proof. Without loss of generality, we may assume that M, is the [ x [ submatrix
of M formed by the first u; columns in every M;. For every i € J!  take B; =
(Bi5 ") with u € [r;] and v € [n;], and let B/ denote the submatrix formed by
the first w; columns in B;. Proposition 4 implies that det(M,) can be viewed as
a polynomial on x.

In the case of u € By, let the summation with maximum exponent of z in
det(M, ) be denoted by a;, z'*. Then similar to (15),

aj, @’ = (] det (Bj(5:))) det ((A1(g)] -+ [Am(dm))) 2",
=1

where j; = (§i1,---,Jiu;) With ¢ € J,, such that j; , = 7, —w; +v for v € [y;]. In
this case the matrix (A4;(j1)| - |An(jm)) is nonsingular since its all columns
are pairwise distinct. From this and each B.(j;) is nonsingular, we have that
ay, # 0. In addition, as u; < 7; for every i € J,,, the inequality (16) implies
tl S l(T - 1)

In the case of u € By, let the summation with maximum exponent of z in
det(M, ) be denoted by as,z'2. Then

a, 2" = ([ ] det (Bi(5:))) det ((AolA1(G1)] - .- |Am (Gm))) 2",
i=1

where j; = (Jia,-- - Jiu;) With ¢ € Jy,, such that j;, = 7, — u; + v for v € [w].
In this case u; < 7; — 1 for every i € J,,,. Therefore, from the inequality (16),
ty < I(T—1). Moreover, a;, # 0 as B(j;) with i € J), and (Ao (jo)| - - - [Am (Gm))
are all nonsingular. a

Now, take a finite field F,» with ¢ > max;c s, {ni, |7/ (J;)|} is a prime power
and A > I(7 — 1). Take «; , and §;, in the matrix (19) from F,\{0} and take
z € Fyx such that its minimal polynomial over F, is of degree A. Similar to
Theorem 7, we can obtain the following result.
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Theorem 8. The matriz (19) is a representation of the matroid associated to
access structures (17) over F x for some prime power ¢ > max;e g, {ni, |7/ (Jm)|}
and some A > l(T — 1). Moreover, such a representation can be obtained in time

O(g, N).

Proposition 11. Suppose M is the matriz (19). Then LSSS(M) realizes the
access structures (17) over Fyx defined as in Theorem 8. Moreover, such a scheme
can be obtained in time O(q, A).

Proof. Let u(Jy,) € I'*, (17), be a minimal set, then |u(J,,)| =1 and u(J,) <
7' (Jm), or u; = 7; for some ¢ € J,,. In the first case, Theorem 8 implies M is can
be spanned by all the columns in M, ). Moreover, Theorem 8 implies any 7;
columns of M; are linearly independent. From this with A({0,i}) = h({i}) = 7;
for every ¢ € J,,, My is a linear combination of any 7; columns in M;. Hence, in
the second case My can be spanned by all the columns in M,;,.) too.

Assume that w(J,,) ¢ I'*, (17). Then w(Jy) < 7/(Jpn) and |u(Jp)] <1—1.
Without loss of generality, we may assume that |u(J,,)| = -1, since if |u(J)] <
I — 1, we may find a vector w'(J,,) > u(Jy,) such that w’(J,,) < 7/(J,,) and
|v ()| = 1—1. As 1 < |7/(Jn)|+1, the above-described procedure is possible. In
this case if ug = 1, then u(J),) € Bs. Theorem 8 implies M.y (J: ) 1s nonsingular,
and the claim follows. O

Remark 2. From the dual relationship of the access structures (17) and the
LCASs (4), we can translate the scheme in Proposition 11 into an ideal linear
scheme for the LCASs (4) using the explicit transformation of [20]. Specially, the
efficient construction of ideal linear schemes realizing LCASs (4) can be obtained
over F» in time O(g, A) for some prime power ¢ > max;c s, {n:, Y1 (n; —t;)}
and some A > (n — k + 1)t, where t = max;ej, {n; — t;}.
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