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Abstract. The automotive industry is maximizing cooperative interac-
tions between vehicular sensors and infrastructure components to make
intelligent decisions in its application (i.e., traffic management, nav-
igation, or autonomous driving services). This cooperative behaviour
also extends to security. More connected and cooperative components of
vehicular intelligent transportation systems (ITS) result in an increased
potential for malicious attacks that can negatively impact security and
safety. The security risks in one architecture layer affect other layers of
ITS; thus, cooperation is essential for secure operations of these systems.
This paper presents results from a comprehensive literature review on
the state-of-the-art of security risk management in vehicular ITS, eval-
uating its assets, threats/risks, and countermeasures. We examine these
security elements along the dimensions of the perception, network, and
application architecture layers of ITS. The study reveals gaps in ITS
security risk management research within these architecture layers and
provides suggestions for future research.

Keywords: Cooperative intelligent transportation systems (ITS) -
vehicular ITS - Internet of Things (IoT) - STRIDE - Information
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1 Introduction

Transportation is one of the cornerstones of human civilization, facilitating the
mobility of people and goods. Intelligent transportation systems (ITS) provide
such mobility through cooperative sensing, processing, and communication tech-
nologies [13]. To improve transportation efficiency in an ITS, sensors and objects
have to interact to collect and exchange data over vehicular and infrastructure
networks, and make intelligent predictions and decisions.

Due to the potential threat to critical business assets and the possible catas-
trophic physical effects that can endanger human lives [18,20] it is essential to
consider ITS security covering all its components [20]. Security threats in this
domain are multifaceted, including transportation, IoT, and distributed system
type threats to ITS components and thus require security risk management.
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ITS security risk management [28,41,42] is crucial to ensure the confidentiality,
integrity, and availability of the data that is being collected and aggregated to
ensure safe and efficient operation of transportation systems (e.g., speed man-
agement, navigation and traffic management [13]). There is thus a need to under-
stand the current state of ITS security risk research related to the cooperative
architecture of ITS. We seek to provide an overview of the current start-of-the-
art in this field to foster continuous research and development of ITS security
risk management by addressing the following main research question:

How can we manage security risks in ITS?

To answer this research question, we conducted a systematic literature review
(SLR) (following the [26] guidelines) to aggregate existing analysis on security
risk management in vehicular ITS [56]. We then analyze the results following
the security risk management ontology [14].

The contribution of this paper is threefold. First, based on [30,51,52,54], we
provide an overview of the I'TS architecture and its protected assets. Second, we
provide a state-of-the-art overview of security threats and their countermeasures
within each ITS architecture layer. Third, we discuss the current state of security
management research in ITS and highlight future research directions.

2 Background

In this section we ground our work in existing literature covering ITS, its struc-
ture, security risk management in information systems and secondary studies on
ToT security risk management (Sect.2.3).

2.1 Overview of ITS

ITS — based on the internet-of-things (IoT) paradigm [5] — utilize cooperative
sensing and networking capabilities to manage people and goods for transporta-
tion via road, air, rail, and water. ITS encompass systems responsible for the
collection, storage, transmission and manipulation of data involving vehicles,
individuals (drivers, passengers, road operators, and managers), mobile devices
and infrastructure (road units, video monitoring, traffic lights, internet) cooper-
ating within each other and the environment [41]. System components include
(7) systems that collect data (7i) systems that transmit collected data and (i)
systems that provide the data to end-users following predefined processes [41].

ITS can be perceived as IoT system since they consist of various objects that
form a cooperative system to reach a common goal [2]. IoT systems consist of
three architectural layers [30,51-55] as illustrated in Fig. 1:

— Perception: The perception layer consists of hardware and software compo-
nents (sensors, actuators, visioning, and positioning devices), carrying out
basic functions such as collecting, controlling, and storing data.
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— Network: The network layer facilitates wireless or wired transmission (in-
vehicle, vehicle to vehicle, and vehicle to infrastructure) of collected data
from perception components.

— Application: The application layer connects the network layer with the end-
user, application processes, computing, and storage, allowing high-level intel-
ligent processing of the generated and transmitted data. These applications
include speed and traffic management [17,23,43,48], navigation [6,36], and
driver-related services [4,7,32,46,49] in the context of ITS.

Perception layer

Sensing Vision Positioning Actuating

Network layer

Vehicle to Vehicle to
Vehicle Infrastructure

In-Vehicle

Application layer

Computing/ Data Storage
Server

Human

Fig. 1. Architecture layers of ITS

The layers are interconnected having a high impact on connected layers and
collectively serving to deliver better mobility improvements for various forms of
transport [13]. Dependencies between layers demand thorough security risk man-
agement consideration within all three layers to ensure confidentiality, integrity,
and availability of data.

2.2 Security Risk Management

“Security engineering is concerned with lowering the risk of intentional unautho-
rized harm to valuable assets to a level acceptable to the system’s stakeholders
by preventing and reacting to malicious threats and security risks” [18]. Hence,
security in the context of this paper deals specifically with intentional unau-
thorized threats and risks that explicitly pose harm to system assets. Security
engineering is thus different from safety engineering dealing with unintentional
risk, and privacy engineering dealing with accidental information leakage.
Previous work on security risk management methods [14] covers a number of
standards and methods [9, 16,25] to secure assets and manage security or security
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risks. The review conducted by Dubois et al. [14] resulted in the development of
the ISSRM method and its domain model, compliant to the concepts and defi-
nitions we found in our review of security standards and methods. The ISSRM
domain model (see Fig.2) consists of an ontology to compare, select, or improve
security risk management methods used in organizations. This domain model
suggests three conceptual parts covering assets (business and system assets),
security risks and countermeasures.

Risk treatment decision to treat B> Risk significance assessed by B> Security criterion
1.* 1.* 0.* 1.*
1. 1.7 1.
. 0.1 0.*
refines A mitigates | A negates B
constraint of| ¥
0. 1 1. |o..*
Security requirement Event leads to B Impact hars Asset
0.* 0.*  0.* 0. 0.2
1. . 0.* 0.-*
. 0..1 0. provokes B
implements| A
{complete, disjoint}
1. ,1— 1..*
Control Threat Vulnerability . IS asset Business asset
exploits B ———————characteristic of B>
0.* 0.* ———J0.* 1.*
0.* 1.* 0. L.*
0.%| 0.
targets B supports B>

1 1
Threat agent uses B> Attack method

Fig. 2. ISSRM domain model adapted from [14,33]

— Asset-related concepts: Business assets are defined as information, data and
processes that bring value to an organization. System/IS assets support busi-
ness assets. Security criteria (confidentiality, integrity and availability) are
constraints that define the security needs [14] of each business asset.

— Security risk-related concepts: A security risk is the combination of a secu-
rity event and its impact (negation of the security criterion harming at-least
a business and IS asset, c.f. Sect.5.1 for an example scenario). A risk event
is defined as the aggregation of a threat that exploits a vulnerability [33]. A
vulnerability is a characteristic of a system asset, constituting its weakness.
A threat targets a system asset by exploiting its vulnerability. It is a combi-
nation of a threat agent — an entity with interests to harm the assets — and
an attack method — the means to carry out the threat. Methods of discov-
ering this threat combination have been proposed and developed by security
experts [24]. We selected the STRIDE method [44] for security threat analysis
for this work due to its industrial usage, maturity, and high research concen-
tration within the security community.

The abbreviation STRIDE stands for Spoofing (S) — pretending to be some-
thing or someone, Tampering (T) — modifying something that you are not
supposed to modify, Repudiation (R) — claiming you didn’t do something
(regardless of if this is true or not), Information Disclosure (I) — exposing
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information to those who are not authorized to view it, Denial of Service (D)
— attacks designed to prevent a system from providing its intended service by
crashing it, slowing it down, or filling ts storage, and FElevation of Privilege
(E) — when a program or user can to do things (technically) that they are
not supposed to be able to do [44]. We use STRIDE to elicit and categorize
security threats as well as for risk treatment.

— Security risk treatment concepts include security requirements that define
conditions to be reached by mitigating the security risks and the controls
implement the defined security requirements. Security requirements can be
classified into different types [19] including identification, authentication,
authorization, immunity, integrity, intrusion detection, non-repudiation. Each
type of security requirement potentially corresponds and mitigates threats
covered by STRIDE [44]: Spoofing can be mitigated by Authentication, Tam-
pering - Integrity, Repudiation - Non-repudiation, Information Disclosure -
Confidentiality, Denial of Service - Awailability and Elevation of privilege -
Authorization.

2.3 Secondary Studies

Secondary studies have been carried out in literature [53,55] to analyze assets,
threats, and security solutions in IoT security architecture. This paper, however,
presents a study of these cooperative architecture layers, focusing on ITS asset,
risk, and risk treatment concepts. We assess I'TS security risk management efforts
following the ISSRM domain model [14].

3 Review Protocol

Figure 3 illustrates the review protocol used for this work. It is based on the
proposed guidelines by Kitchenham et al. [26]. The review goal is to survey
primary literature covering security risks in ITS.

Research Search Paper Result
question execution selection presentation
definition
Section 3.1 Section 3.2 Section 3.3 Section 4

Fig. 3. Systematic literature review protocol

3.1 Research Question Definition

We derived the following the sub-questions from our main research question to
study security risk management in I'TS:

RQ,. How are asset-related concepts in ITS addressed?
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RQ,. How are risk-related concepts in ITS addressed?
RQ;. How are risk treatment-related concepts in ITS addressed?

RQ); focuses on assets that are of high value to vehicular ITS. We thus focus
on assets that will have a considerable impact in the event of a security threat
and therefore pose a security risk. RQ, focuses on known threats to ITS and
their resulting risks. RQs focuses on countermeasures for risks to each ITS layer.
We use the research questions to generate keywords used in the search process
for relevant studies within the ITS domain (see Sect. 3.2).

3.2 Search Process

For our review, we used selected digital libraries, including IEEE Explorer, Sci-
ence Direct, ACM Digital Library, and Springer. The search queries include
“Transport system, intelligent transportation systems, vehicles, smart car, con-
nected wvehicles, security threats, security vulnerabilities, security countermea-
sure”. These search queries are connected using Boolean operators tailored to
each digital library. Also, we conducted manual searches [3,50] to complement
the search procedure. Table2 shows the results of the search results from the
sources. We identified a total of 134 results (see Table2) from which we eventu-
ally selected 26 for analysis based on the following inclusion/exclusion criteria.

3.3 Paper Selection

We subjected the identified papers to an initial screening which covered title,
keywords, abstract, results, and conclusion. To select relevant papers, we applied
the following two filters based on our research questions:

1. Filter 1: Applying inclusion/exclusion criteria in Table1 on the selected
papers. Table 2 presents the results of applying the inclusion /exclusion criteria
resulting in a total of 58 results.

2. Filter 2: Quality assessment of the papers that passed Filter 1 following the
Kitchenham quality guidelines [27], with the questions:

— Does the study cover the scope of work?

— Does the study describe security risks on information transportation sys-

tems?

— Does the study provide the countermeasures to mitigate security risks?
The answers to above questions are scored as follows: 1 = Fully satisfied, 0.5
= Partially satisfied, 0 = Not satisfied. We included studies with 2.5 or more
points, resulting in a total of 26 final paper for data extraction and further
analysis (see Table2).
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Table 1. Inclusion/exclusion criteria on the selected papers

Inclusion criteria Exclusion criteria

Papers in the area of IoT, research | Papers that focus on security in limited
scope is cooperative ITS and aspects of vehicular transportation systems
sub-scope of vehicular I'TS

Papers that explicitly carry out Papers that discuss safety — unintentional
security risk assessment or analysis | harm to systems

Papers that present security risk Non-English papers
solutions

Academic papers that are Duplicate works
accessible in full text from the
university

Table 2. Selected sources and corresponding results for literature review

Sources IEEE | ACM | Springer | ScienceDirect | Manual | Total
Returned 18 43 49 14 10 134
Filter 1 14 12 15 8 9 58
Filter 2 (Final selection) | 6 7 4 2 7 26

3.4 Threats to Validity

There are multiple threats to the validity of this work. First, the derived key-
words might not adequately address the scope defined by the research ques-
tions. Second, we might have missed relevant articles due to the quality of the
keywords. Third, the studies selected might not meet scientific standards. To
mitigate these threats, we conducted quality assessments based on the inclu-
sion/exclusion criteria. Finally, the adoption of a three layers ITS model may
pose a threat. Nonetheless, this work follows the IoT structure/layer state-of-art
that propose these three layers as well.

4 Result Presentation

In this section, we summarize the results of our analysis. From 134 articles
investigated, we discarded 108 papers while applying the filters from Sect. 3.3.
The remaining 26 papers were analyzed to answer the research questions.

4.1 Protected Assets

Table 3 summarises ITS assets (system and business assets), classify these assets
and in addition, illustrate basic functional areas of each layer.
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Perception Layer Assets are illustrated in Table3. This layer consists of
devices for sensing (e.g., ranging devices, thermometers), vision (e.g., Closed-
circuit television camera (CCTV), HD camera), positioning (e.g., GPS receiver
and Radars) and actuating (e.g., ECU, key/remote device). These devices are
system assets that support data perception and primary actuating functions. The
business assets are data generated or stored at this layer supported by its system
assets. For example heat measurement (sensing — thermometers), surveillance
data (vision — CCTV, HD camera), pseudo-range measurements (positioning —
GPS receiver), and error codes (actuating — engine control unit (ECU)).

Network Layer Assets cover in-vehicle networks facilitating the transmis-
sion of data collected from the perception layer (e.g., controller area network
(CAN), vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)). Related
business assets include, e.g., tire pressure monitoring systems (TPMS) messages
(supported by CAN) and vehicle range data (supported by V2V or V2I).

Application Layer Assets collated in Table 3 cover computing/server devices
(e.g., web application server), data storage devices (e.g., data center), and human
assets (e.g., driver, administrator). Examples for business assets are smart appli-
cation services (running on a web application server), vehicle location data
(stored in a data storage) and application processes (executed by the driver).

4.2 Security Risks

We have defined security risk-related concepts in Sect.2.2 which covers vulner-
ability, threat, impact, and the resulting risk. While not all risk-related concepts
are fully covered in ITS security research, threat risk-related concept is widely
covered. Tables4, 5, and 6 summarize security threats at different architectural
layers of I'TS. We categorized these threats following the STRIDE threat model.

Perception Layer Threats (see Table4) include threats to sensing, vision,
positioning and actuating ITS components. The spoofing category (S) contains
6 threats (15 occurrences) with spoofing reported to be the most common. The
tampering (T) presents 5 threats (6 occurrences) with tampering reported to be
the most common. The repudiation (R) presents 1 threat — bogus messages. The
information disclosure (I) contains 2 threats — stored attacks and eavesdropping
each having 1 occurrence. The denial of service (D) presents 5 threats (6 occur-
rences) with jamming reported to be the most common. Lastly, the elevation of
privilege (E) contains 5 threats (6 occurrences) with malware to be the most
common.

Network Layer Threats are covered in Table 5. These threats affect the abil-
ity of system assets to transmit necessary data for ITS functions. ITS typi-
cally transmits data through in-vehicle, vehicle-to-vehicle (V2V), and vehicle-
to-infrastructure (V2I) communication technologies. The spoofing category (S)
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Table 4. Perception layer security threats

System Security Threats
Asset
S T R I D E
Sensing, Spoofing (6), Forgery (1), Bogus Stored Message Backdoor (1),
Position- |Node Imperson- |Data manipula- |message (1) |attacks (1), saturation (1), [Unauthorised
ing, and |ation (1), tion (1), Eavesdrop- Jamming (3), |access (1),
Vision Illusion (3), Tampering (2), ping (1) DoS (1), Malware (2),
Technolo- |Replay (3), Falsification of Disruption of |Elevation of
gies Sending readings (1), system (1) privilege (1)
deceptive Message Remote update
messages (1), Injection (1) of ECU (1)
Masquerad-
ing (1)
Total 6 threats 5 threats 1 threat 2 threats 5 threats 5 threats
(15 occurrences) |(6 occurrences) |(1 occurrence)|(2 occurrences)|(6 occurrences)|(6 occurrences)

contains 12 threats (56 total occurrences) with spoofing threat reported to be
the most common (13 occurrences). The tampering category (T) contains 7
threats (29 total occurrences) with injection (message, command, code, packet)
and manipulation/alteration/fabrication/modification reported to be the most
common (7 occurrences each). The repudiation category (R) contains 3 threats
(5 total occurrences) with bogus messages reported to be the most common (3
occurrences). The information disclosure category (I) contains 11 threats (30
total occurrences) with eavesdropping reported to be the most common (10
occurrences). The denial of service category (D) contains 7 threats (29 total
occurrences) with denial of service/distributed denial of service (DoS/DDoS)
reported to be the most common (10 occurrences). Lastly, the elevation of privi-
lege category (E) contains 7 threats (16 total occurrences) with malware reported
to be the most common (7 occurrences).

Application Layer Threats (see Table6) involve attacks to disrupt or cor-
rupt high level ITS processes and services enabling intelligent transportation.
In the application layer, the spoofing category (S) contains 3 threats (3 total
occurrences) with spoofing, sybil and illusion attack, each having 1 occurrence
in literature. The tampering category (T) contains 1 threat — malicious update (1
total occurrence) in literature. The repudiation category (R) contains no threats
in literature for this layer. The information disclosure category (I) contains 3
threats (4 total occurrences) with eavesdropping reported to be the most com-
mon (2 occurrences). The denial of service category (D) contains 1 threat — DoS
(2 total occurrences). Lastly, the elevation of privilege category (E) contains 4
threats (4 total occurrences) with malware, jail-breaking OS, social engineering
and rogue data-center each reported to be the most common (1 occurrence each)
in literature.
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Table 5. Network layer security threats

System asset

Security threats

S

T

R

I

D

E

In-vehicle
network,
Vehicle-to-
Vehicle (V2V),
Vehicle-to-
Infrastructure
technologies
(vaI)

Sybil (10),
Spoofing (GPS)
(13), Replay
attack (11),
Masquerading
(7), RF
Fingerprinting
(1), Wormbhole
),
Camouflage
attack (1),
Impersonation
attack (2),
Illusion attack
@),
Key/Certificate
Replication
(1), Tunneling
(1), Position

Timing attacks
(1), Injection
(message,
command, code,
packet) (7),
Manipula-
tion/Alteration/
Fabrica-
tion/Modification
(7), Routing
modifica-
tion/manipulatio
(5), Tamper-
ing(broadcast,
message
transaction,
hardware) (6),
Forgery (1),
Malicious update

Bogus
messages (3),
Rogue
Repudiation
(1), Loss of
event
trace-ability

(1)

Eavesdropping

DoS/DDoS

(10), Man-in- |(10), Spam
the-middle (5),

(5), ID Jamming
disclosure (1), [(5),
Location Flooding
tracking (5), [(3), Message
Data sniffing [suppression
(1), Message (1), Channel
interception |interference
(2), (1), Black
Information |hole (4).

disclosure (1),
Traffic
analysis (1),
Information
gathering (1),
TPMS
tracking (1),

Malware (7),
Brute Force
(2), Gaining
control (1),
Social
engineering
(3), Logical
attacks (1),
Unautho-
rised access
(1), Session
Hijack (1)

Faking (1) (soft- Secrecy
ware/firmware) attacks (1)
(2)
Total 12 threats (56 |7 threats (29 3 threats (5 11 threats (30 |7 threats (29|7 threats (16
occurrences) occurrences) occurrences) |occurrences) |occurrences) joccurrences)
Table 6. Application layer security threats
System asset | Security threats
S T R I D E
Application Spoofing Malicious Eavesdropping | DoS (2) | Jail-breaking OS
server, Edge (1), Sybil | Update (2), Location (1), Social
data center, (1), (1) tracking (1), engineering (1),
Human Tllusion Privacy Rogue Data-center
attack (1) leakage (1) (1), Malware (1)
Total 3 threats 1 threat |0 |3 threats (4 1 threat |4 threats (4
(3 occur- (1 occur- occurrences) | (2 occur- | occurrences)
rences) rence) rence)

4.3 Security Countermeasures

We illustrate the security countermeasures proposed in surveyed literature to
address security risks in ITS for each layer in Table 7. Security risks are classi-
fied into the following security requirements: confidentiality, integrity, availabil-
ity, authentication, authorization, and non-repudiation. Our findings indicate
that related work mainly covers network layer threats, e.g., spoofing by authen-
tication controls and denial of service by availability controls. Repudiation cate-
gory threats in the network and application layers and denial of service category
threats in the perception and application layers are not as frequently covered.
However, we did not identify non-repudiation and availability countermeasures
to mitigate security threats.
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Table 7. Security countermeasures in I'TS layers.

Security Req
types

Perception layer

Network layer

Application Layer

Authentication Spoofing resistant positioning | ID authentication [15], Digital certificates
system [38], device level user | radio-frequency identification | and digital
authentication [40], digital (RFID) tokens, public key signatures [10,34]
certificates, digital signature infrastructure [8,47], WAVE
of software and security standard [29], secure
sensors [10, 34], routing protocol [45],
challenge/response reputation scoring [22],
mechanism [34], encrypted central validation authority
Precise Positioning System (CVA) [21,34], secure
(PPS) location verification [34],
digital certificates and digital
signatures [10,22,34], bit
commitment and
zero-knowledge
mechanisms [34], variable
MAC and IP addresses,
challenge/response
mechanism [34]
Integrity Restricted physical Public key infrastructure Plausibility

access [10],
challenge/response
mechanism [34], use trusted
hardware piratically
impossible to alter existing
values unless authorised [34]

(PKI) [1,15], hashing
function, cryptographic
primitives [34], security
protocol [15], plausibility
validation network (PVN) [1]

Validation [35]

Non-repudiation

Use trusted hardware
piratically impossible to alter
existing values unless
authorised [34]

Confidentiality

Encryption [47]

Vision integrated
pseudorange error removal
(VIPER) algorithm [34],
encryption [15,34,47], secure
routing protocol [45], key
management [11,15,45],
digital signatures [11,15],
WAVE security standard [29],
firewall [47]

Firewall [47],
cryptography
services [29]

Availability

Frequency hopping spread
spectrum (FHSS)

technique [21,22,34], secure
routing protocol [22,45], time
stamping mechanism [34], bit
commitment and signature
based authentication
mechanisms [34], WAVE
security standard [29],
firewall [47]

Authorization

Threat modelling [45],
hardware and software access
control [34], upgrading
on-board diagnostics
(OBD)-II port [11]

Variable MAC and IP
addresses [34], WAVE
security standard [29],
intrusion detection system,
honeypot system [11,45]

Firewall [47]
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5 Discussion

This study presents results from a literature analysis on security risk manage-
ment in ITS. From this study, we gained the following three distinct insights:

— the importance of defining security risk-related concepts in the I'TS domain.
— research concentration in security risk management within layers of I'TS.
— an evaluation of the ITS layer with the lowest research concentration.

This section will present a discussion of these concerns based on our results.

5.1 Security Risk-Related Concepts

The benefits of the ISSRM method, its domain model and domain model con-
cepts for security risk management is highlighted in [14]. However, risk-related
concept analysis, in combination with associated asset-related concepts to allow
sufficient risk treatment analysis, is lacking in most papers. It is essential to
understand the cause of risk, and its consequences on assets to deciding for
appropriate countermeasures.

We provide security risk analysis in each ITS layer (Table8) following the
asset-related and risk-related concepts of the domain model. Common threats
discovered in each layer were selected to form each scenario. As we consider
security risk management concepts in the following examples, concepts relating
to the measurement of risk is out of the scope of this work.

— Perception layer risk example. Spoofing threat is commonly mentioned in the
reviewed literature for the perception layer. In Table 8-column 1, an attacker
provides a vehicle GPS receiver with false information about its pseudo-
range measurements. When such information is accepted by the vehicle GPS
receiver and transmitted to the application layer, it misleads the application,
sending wrong location information e.g., in case of an emergency.

— Network layer risk example. A common threat in this layer is the Sybil attack.
In Table 8-column 2, an attacker can create multiple false identifications. One
vehicle can send traffic data associated with multiple identities at the same
time, creating the illusion that the same messages come from multiple vehi-
cles. This threat leads to the loss of integrity of traffic data, and an attacker
can deceive the traffic management application and other vehicles that there
is e.g. a traffic jam.

— Application layer risk example. A common threat is the DoS attack. An appli-
cation layer example is a driver-less valet application [12] where a human
driver, having arrived at a parking garage, initiates a parking space alloca-
tion service. The vehicle communicates with the parking allocation server to
autonomously navigate to the parking space allocated. In Table 8-column 3,
an attacker can induce a traffic jam to freeze the driver-less valet applica-
tion by launching a denial of service attack on the parking space allocation
server which for example, does not protect against malicious connections.
This attack can lead to a shutdown of the parking space allocation service.
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Table 8. Security risk analysis examples in ITS layers

Risk Scenario

Perception Layer

Network Layer

Application Layer

Spoofing [37] Sybil Attack [11] Denial of Service [12]
Business Asset Pseudo-range Traffic data Parking space
measurements, allocation service

location data

Security Criteria

Integrity of
Pseudo-range
measurements,
location data

Integrity of traffic
data,

Availability of
Parking space
allocation service

System Asset

Vehicle GPS receiver

Communication
medium V2I (Cloud)

Parking space
allocation server

Vulnerability Vehicle GPS receiver | Ease of generation of | Parking space

is not spoof resistant | node identities allocation server does
not protect against
malicious connections

Threat An attacker carries An attacker creates An attacker induces a
out a spoofing attack | numerous false traffic jam or to freeze
to mislead a identities to create the | the driver-less valet
vulnerable vehicle illusion that the traffic | service by launching a
GPS receiver and data broadcasts come | denial of service
inject counterfeit from multiple vehicles | attack on the parking
pseudo-range to deceive other space allocation server
measurements, vehicles that there is a
disrupting the traffic jam
emergency response
system of the vehicle

Impact loss of integrity of loss of integrity of loss of availability of
Pseudo-range traffic data parking space
measurements, allocation service
location data, the
vehicle sends wrong
location information
in emergency

Risk An attacker carries An attacker creates An attacker induces a

out a spoofing attack
to mislead a
vulnerable GPS
receiver and inject
counterfeit
pseudo-range
measurements leading
to wrong location
data transmitted and
used by emergency
response system

numerous false
identities to create the
illusion that the traffic
data broadcast come
from multiple vehicles
to deceive other
vehicles that there is a
traffic jam leading to
the loss of integrity of
traffic data

traffic jam to freeze
the driver-less valet
application by
launching a denial of
service attack on the
parking space
allocation server
leading to the loss of
availability of parking
space allocation
service
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5.2 Security Risk Research Concentration

Research in ITS currently concentrates on vehicular network layers and percep-
tion layer devices. Security efforts thus tend to be focused on those layers. Only
a few papers discuss security issues of the ITS application layer leading to an
incomplete state-of-the-art about security risks in I'TS in literature.

The application layer provides functions that connect ITS and end-users.
However, this layer is also prone to security risks as it is primarily supported by
system assets (web, internet, and cloud services) known for security vulnerabil-
ities [39]. It is thus imperative to encourage risk analysis and to propose coun-
termeasures for this layer. This section evaluates ITS application layer security
risk and countermeasure dependencies requiring cooperative security efforts.

Security Risk Impact. Security risk impact in the application layer can stem from
attacks within this layer or the perception and network layers forming a ripple
effect [35]. A false GPS time originating in the perception layer can e.g., inhibit
application processes. Sybil and illusion attacks can flood the application with
incorrect information, hindering its service process.

Security Defence. ITS demands cooperative security defence. The application
layer can provide defence for threats originating within its layer and perception
or network layers. Attacks can be challenging to resolve on the perception and
network layer, requiring a significant amount of time and resources to identify
and revoke an attacker from negatively impacting ITS. Here, countermeasures
can be implemented in the application layer as a last line of defence. To protect
against spoofing threats (e.g., sybil, replay, and illusion threats), plausibility
checks on information from vehicle nodes to validate the correctness of the data.
The application layer can deal with ripple effect risks from other layers. It is also
the last line of defence against threats to ITS. Future research within this layer
is encouraged to realize its opportunities fully.

6 Concluding Remarks

The possibilities of making intelligent decisions and predictions through func-
tional and operational cooperation within ITS components have created oppor-
tunities in the transportation industry, research, and development. This cooper-
ative behaviour extends to security within its functions and operations. In this
paper, we presented an extensive and comprehensive literature review on the cur-
rent state of the art in I'TS security risk management along with the layered archi-
tecture of IoT — perception, networking, and application layers. ITS stakehold-
ers must ensure the required security criteria (i.e., confidentiality, integrity, and
availability) within each architecture layer and its cooperative interactions. We
explored in each architecture layer, asset-related concepts to elicit assets, risk-
related concepts to document possible threats to these assets, and risk treatment-
related concepts to provide security solutions. Also, our research revealed a lack
of analysis for risk-related concepts with its connected asset-related concepts to
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allow risk treatment-related analysis. Results also reveal low research concen-
tration for the application architecture layer despite its cooperative functional
and security importance within ITS layers. Research in the field of ITS security
risk management, especially the application layer needs to be explored further
to develop innovative security solutions and applications.

Acknowledgments. This paper is supported in part by European Union’s Horizon
2020 research and innovation programme under grant agreement No 830892, project
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