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Abstract The problem of assessment of the state of production systems is consid-
ered. The chapter is suggested applying the technology of digital twins to solve the
problem of diagnosing and predicting the state of the components of the production
system. The hierarchical structure of modern production is described, as well as the
interaction of the production system and its digital twin. The correspondence of the
system components and models of their state assessment is indicated. Methods and
tools for assessing the state of the components of different hierarchical levels of the
production system representation are proposed. As an example, the assessment of
the state of stamp-tool production is considered and the models for assessing the
state of its components for the digital twin are given. Also, a criterion and method
for assessing the state of the upper organizational and technical level of this system
are proposed.

Keywords Cyber-physical system · Production element · State assessment ·
Model · Digital twin

1 Introduction

An assessment of the state of the production system for the purpose of diagnosing
it is an important and crucial task. In the process of its solution, they reveal, ana-
lyze and evaluate the level of efficiency and development of its various components
(equipment, technology, personnel, resources, etc.). The problem is that production
is a hierarchical structure, each level of which has its own specifics. At the same
time, components of each level contribute to ensuring trouble-free and uninterrupted
operation of the entire production. For the diagnosis of different types of components
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apply their methods and approaches. The methods of technical diagnostics applied
to the lower hierarchical level have the most development [1–3].

There are three main types of technical diagnostics: (1) planned diagnostics—
periodic testing of equipment performance according to a predetermined schedule;
(2) unscheduled, emergency diagnostics—identifying the causes and conditions that
caused the faults, andmaking informeddecisions to eliminate them; (3)monitoring—
recognition of the current technical condition of the equipment to predict possible
failures. Regardless of what type of diagnosis is implemented, methods and means
of its implementation are necessary. Moreover, at present, they are one of the most
important factors for increasing the efficiency of using equipment, mechanisms, and
machines in the industry [4–6].

At the same time, the problem of assessing the state of upper levels of the pro-
duction system, in the process of their continuous monitoring, remains relevant.

2 Purpose of Research

The tasks of monitoring and assessing the state of production are particularly rel-
evant for cyber-physical systems. Being fundamentally distributed, such systems
are characterized by a high saturation of sensors and actuators, providing automatic
operation of production facilities, minimizingmaintenance personnel and visual con-
trol of equipment operation, especially at lower hierarchical levels of the production
process [7–10].

At the same time, despite the high level of automation of information processing
and management decision-making, an important element in cyber-physical systems
remains a person who makes important decisions at various hierarchical levels of
production [11–13]. At the dispatch level, the state of a human operator largely deter-
mines the quality indicators of the production process. The staff of the upper orga-
nizational and technical level ensures uninterrupted logistical support. For assessing
the state of the entire enterprise, it is necessary to monitor the functional state of the
upper organizational and technical level.

Currently, the problems of monitoring and predicting the state of the components
of the production system can be successfully solved within the concept of digital
twins. The concept is based on the technology of mathematical modeling of business
processes of a production system and, in particular, the model of the dynamics of
executive bodies, including the human operator. The concept of digital twins is a log-
ical continuation of the development of CALS technologies, mathematical modeling
and diagnostic models [14–16]. The technical realization of the digital twin became
possible due to the development of computer technology, the Internet and wireless
sensors.

This study aims to analyze the hierarchical levels of the production system, based
on the requirements of assessing its state in the process of monitoring, as well as the
development of criteria andmethods for assessing the state of the upper organizational
and technical level.
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3 Representation Levels of the Production System

In themodern production system, it is possible to distinguish several hierarchical lev-
els corresponding to various types of system components. The lower level includes
production equipment (machine tools, mechanisms, machine equipment, and other
production components), that process raw materials into the finished product fol-
lowing the technological route. At the middle level, we will include workers who
support production processes, including the human operator, who manages complex
equipment. The upper level of the production system is usually the level of manage-
ment personnel who make the most responsible decisions on the material, technical
and personnel support of production.

The structure of the system “real production—digital twin” is shown in Fig. 1.
For simplicity, the division into levels is made on information types and not on the

Fig. 1 Interaction of production system and digital twin
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types of system components. Therefore, production is represented by a two-level
hierarchical system, where the human operator is included in the lower production
level.

The upper level of the production system is the organizational and technical level,
the level of managerial personnel. Information on this level in the form of planning
tasks, specifications, technological maps, standards, and other similar documentation
is transmitted to the database (DB) of the digital twin. The lower level represents
the sequence of production element (PE), processing raw materials into the finished
product in accordance with the technological route. In this case, a human operator
(HO) is included in the control loop at the lower level.

The state of production elements is estimated on the basis of signals recorded by
various sensors S1, . . . , S1n . To assess the state of a human operator, biosignal sensors
(BSS) of various physiological nature are used. Measuring information recorded by
sensors is transmitted via communication channels to a computer center, where a
digital twin is implemented in the form of assessed by a virtual physiological image
of a person (VPIP) [17–19].

From the point of view of technical implementation, the digital twin is a structured
set of data and algorithms that allow one to programmatically simulate the state
and behavior of the production system and its components under various external
and internal influences. Therefore, using digital twin technology for diagnostics the
production system, models are created for each hierarchical level, allowing the state
assessment of the corresponding components.

On Fig. 2 there is the hierarchical structure of the representation of the production
system components and models for assessing the state of its components for the
digital twin technology.

Next, as a production system, we consider stamp-tool production (STP) (Fig. 3).
We will highlight the main components responsible for the passage of the order for
the manufacture of technical equipment and tools (TET).

Fig. 2 Compliance of system components and its models



Assessment of the State of Production System Components … 257

Fig. 3 The interaction of components STP

These include: planning and production bureau (PPB); planning and dispatch
bureau (PDB); technology regulation bureau (TRB); bureau of technical supervi-
sion; bookkeeping; bureau of external relations (BER); bureau of instrumental house
(BIH)—warehouses; quality control department and masters of production sites;
technologists and designers engaged in coding cutting tools, stamps and their com-
ponents.

Since it is impossible to operate personal computers under industrial production
conditions, thenmodernized terminalsBDTK8901 (recorders) are used for operating
data collection. The terminals, that control by a server on the Unix platform, are
located directly in the workshop near the machines and production equipment.
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Data from registrars arrive at the Unix server and are written to the intermediate
database, fromwhere they are read programmatically into a common database. Thus,
the automated management system of the supply and production of TET allows in
real time to collect and process the necessary information, and also to control the
presence of the tool in all departments of the enterprise, as well as the passage of
orders for its purchase and/or production.

4 Approaches for Assessing the State of Components
of the Production System

At present, effective methods and means of assessing the working capacity of the
production system under consideration at the lower (third) hierarchical level have
been developed. Assessment of the state and diagnostics of operability can be per-
formed in various ways, for example, using information-control and test benches
based on SCADA technologies [20, 21]. An example of a diagnostic bench complex
based on LabView is shown (Fig. 4). The complex can be used for diagnostics of
machine tool elements.

This standwas used to diagnose the spindle feed-in grindingmachines of the AGL
series. The algorithm is worked out using LabVIEW software and a NI cRIO-9014
microcontroller with a real-time OS developed by National Instruments.

Assessment of the state and diagnosis of the system at the second level is primarily
carried out to determine the performance of the person making decisions on the
control of complex equipment and machinery. In such a high-tech environment,
human interaction with information technology systems is becoming more complex
and diverse, which creates a significant load on the operator and can lead to erroneous

Fig. 4 Diagnostic bench complex
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reactions in the control loop. Moreover, the activity of a human operator operating
a complex device or equipment is characterized by high psycho-emotional stress,
which can also have a negative impact on its performance. Therefore, in cyber-
physical systems, it is necessary to constantly monitor the state of not only the
technical means and equipment but also the human state.

Issues related to the assessment of the state of a human operator were studied in
detail by the authors, for example, in [18, 19, 22, 23].

The first, upper level, associated with organizational and technical management,
has a significant impact on the functioning of the entire production system. At this
level, the most responsible decisions are made to ensure a clear and uninterrupted
operation of the system. Therefore, criteria and methods are needed to assess the
state of this level of management.

The production structure includes units of different types that are directly or indi-
rectly related to each other. These various divisions and their relationships determine
the complexity of the system. Various methods for estimating the complexity of pro-
duction are known [24, 25]. Among them, the most generalized complexity estimate
is entropy.

Existing approaches to the entropy estimation of production complexity are
mainly used to assess the complexity of the equipment used. This assessment makes
it possible to simplify production chains and reduce costs accordingly.

In [26], the entropy indicator is used to assess problems with the execution of
orders caused by changes in customer requirements and the corresponding increase
in the complexity of production. At the same time, the complexity of order execution
is determined by the deviation of the planned deliveries from the deliveries modified
by the customer. Note that the entropy complexity indicator can also be interpreted as
an indicator of system organization, which can be used to assess its state. Therefore, it
is proposed to accept the deviation from the planned indicators as initial information
for assessing the state of the production system.

Then, to assess the functional state of the upper organizational and technical level
of the cyber-physical system, an entropy indicator can be used, which is calculated
based on the possible states of the production system. If the production operates in
accordance with the planned tasks, then this state of the system corresponds to a
certain indicator of organization. Various production disruptions lead to changes in
interconnections and intensification of material and information flows. As a result,
the entropy indicator of complexity increases, which indicates the occurrence of
problems in the organization of production.

Consider the example of the production of cutting tools. Suppose that according
to the plan it is necessary to manufacture n j cutters in a day, where j denotes the
number of the day of the planning period, and in fact, m j cutters are made in a day.
Then the daily deviations from the norm will be d j = n j −m j . In this case, the value
of d j is an indicator of the state of the organizational and technical system in the
manufacture of cutting tools. Then N deviation ranges of d j are set and a histogram
showing the probability of falling into each range is plotted. The entropy indicator
is calculated by the known formula:
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H(D) = −
N∑

i=1

p(di ) log2 p(di ). (1)

Here H(D) is an indicator of the organization of the system in the production of
cutting tools; p(di) is the probability of hitting the deviations in the range i.

For a comprehensive assessment of the state of the organizational and technical
system, it is necessary to take into account all material and information flows [27].
Then we get

H� = −
M∑

i=1

Ni∑

j=1

pi j log2 pi j . (2)

Here H� is an indicator of system organization; pi j is probability that the resource i,
(i = 1, . . . ,M), is in the state j, (j = 1, . . . ,Ni); M is number of resources (flows);
Ni is the number of possible states for the resource i.

The advantage of the proposed criterion and method for assessing the state of the
upper organizational and technical level is the availability of initial information, the
ability to identify the most responsible and/or problematic production areas in the
monitoring process.

5 Conclusion

Thus, a characteristic feature of cyber-physical systems is information monitoring
and assessment of the state of production components of all hierarchical levels. The
use of digital twin technology allows you to more effectively assess the state of the
production system components.

Methods of diagnostics of the machine park, based on mathematical models of
physical processes implemented in digital twins, have received themost development.
Although methods of assessing the state of a human operator have a long history,
they are still at the research stage. Methods and criteria for assessing the state of the
organizational and technical system are at the stage of the problem statement and the
choice of mathematical support. The proposed method of state estimation based on
the entropy criterion is very promising, given its advantages.

Further research should be directed to the study of alternative options for assess-
ing the state of the production system components. The final stage should be the
development of a methodology for integrated assessment of the state of production
systems.



Assessment of the State of Production System Components … 261

References

1. Nikolova, N., Hirota, K., Kolev, K., Tenekedjiev, K.: Technical diagnostic system in themainte-
nance of turbomachinery for ammonia synthesis in the process Industries. J. Loss Prev. Process
Ind. 58, 102–115 (2019). https://doi.org/10.1016/j.jlp.2019.02.002

2. Efthymiou, K., Papakostas, N., Mourtzis, D., Chryssolouris, G.: On a predictive maintenance
platform for production systems. Procedia CIRP 3, 221–226 (2012). https://doi.org/10.1016/j.
procir.2012.07.039

3. Kumenko, A.I.: The improvement modification of rotor unbalance verification technique in
monitoring systems and automatic diagnostics. Procedia Eng. 113, 324–331 (2015). https://
doi.org/10.1016/j.proeng.2015.07.273

4. Protalinsky, O.M., Shcherbatov, I.A., Stepanov, P.V.: Identification of the actual state and entity
availability forecasting in power engineering using neural-network technologies. J. Phys.: Conf.
Ser. 891(1), 10. Nov 2017, Article 012289 (2017). https://doi.org/10.1088/1742-6596/891/1/
012289

5. Protalinsky, O., Khanova, A., Shcherbatov, I.: Simulation of power assets management process.
In: Dolinina, O. et al. (eds.) Recent Research in Control Engineering and Decision Making,
ICIT-2019. Studies in Systems, Decision and Control, vol. 199, pp. 488–501 Springer, Cham
(2019). https://doi.org/10.1007/978-3-030-12072-6_40

6. Lu, Y.: Industry 4.0: a survey on technologies, applications and open research issues. J. Ind.
Inf. Integr. 6, 1–10 (2017). https://doi.org/10.1016/j.jii.2017.04.005

7. Lee, J., Bagheri, B., Kao, H.A.: A cyber-physical systems architecture for industry 4.0-based
manufacturing systems. Manuf. Lett. 3, 18–23 (2015)

8. Hermann,M., Pentek, T., Otto, B.: Design principles for industrie 4.0 scenarios. In: Proceedings
of theAnnualHawaii InternationalConference onSystemSciences,Article 7427673, pp. 3928–
3937 (2016). http://dx.doi.org/10.1109/HICSS.2016.488

9. Herwan, J., Kano, S., Ryabov, O., Sawada, H., Kasashima, N.: Cyber-physical system architec-
ture for machining production line. In: 2018 IEEE Industrial Cyber-Physical Systems (ICPS),
pp. 387–391 (2018). https://doi.org/10.1109/ICPHYS.2018.8387689

10. Koval’, V.A., Osenin, V.N., Suyatinov, S.I., Torgashova, O.Y.: Synthesis of discrete controller
for construction of a distributed controller of temperature conditions of steam oil heater. J.
Comput. Syst. Sci. Int. 50(4), 638–653 (2011). https://doi.org/10.1134/S1064230711040125

11. Sowe, S.K., Zettsu, K., Simmon, E., de Vaulx, F., Bojanova, I.: Cyber-physical human systems:
putting people in the loop. IT Prof. 18(1), 10–13 (2016). https://doi.org/10.1109/MITP.2016.14

12. Sénéchal, O., Trentesaux, D.: A framework to help decision makers to be environmentally
aware during the maintenance of cyber physical systems. Environ. Impact Assess. Rev. 77,
11–22 (2019). https://doi.org/10.1016/j.eiar.2019.02.007

13. Sharpe, R., Lopik, K.V., Neal, A., Goodall, P., Conway, P.P., West, A.A.: An industrial eval-
uation of an Industry 4.0 reference architecture demonstrating the need for the inclusion of
security and human components. Computers in Industry, vol. 108, pp. 37–44 (2019). https://
doi.org/10.1016/j.compind.2019.02.007

14. Skvortsov, V., Proletarsky, A., Arzybaev, A.: Feature recognition module of the CAPP system.
In: Proceedings of the 2019 IEEE Conference of Russian Young Researchers in Electrical and
ElectronicEngineering, ElConRus (2019). http://dx.doi.org/10.1109/EIConRus.2019.8656655

15. Tarassov, V.B.: Enterprise total agentification as a way to industry 4.0: forming artificial soci-
eties via Goal-resource networks. In: Abraham, A., Kovalev, S., Tarassov, V., Snasel, V.,
Sukhanov, A. (eds.) Proceedings of the Third International Scientific Conference “Intelli-
gent Information Technologies for Industry” (IITI’18). Advances in Intelligent Systems and
Computing, vol. 874, pp. 26–40. Springer, Cham (2019). http://dx.doi.org/10.1007/978-3-030-
01818-4_3

16. Bozhko, A.: Math modeling of sequential coherent and linear assembly plans in CAD systems.
In: 2018 Global Smart Industry Conference (GloSIC), pp. 1–5 (2018). http://dx.doi.org/10.
1109/GloSIC.2018.8570090

https://doi.org/10.1016/j.jlp.2019.02.002
https://doi.org/10.1016/j.procir.2012.07.039
https://doi.org/10.1016/j.proeng.2015.07.273
https://doi.org/10.1088/1742-6596/891/1/012289
https://doi.org/10.1007/978-3-030-12072-6_40
https://doi.org/10.1016/j.jii.2017.04.005
http://dx.doi.org/10.1109/HICSS.2016.488
https://doi.org/10.1109/ICPHYS.2018.8387689
https://doi.org/10.1134/S1064230711040125
https://doi.org/10.1109/MITP.2016.14
https://doi.org/10.1016/j.eiar.2019.02.007
https://doi.org/10.1016/j.compind.2019.02.007
http://dx.doi.org/10.1109/EIConRus.2019.8656655
http://dx.doi.org/10.1007/978-3-030-01818-4_3
http://dx.doi.org/10.1109/GloSIC.2018.8570090


262 T. I. Buldakova and S. I. Suyatinov

17. Prado, M., Roa, L., Reina-Tosina, J.: Virtual center for renal support: technological approach
to patient physiological image. IEEE Trans. Biomed. Eng. 49(12), 1420–1430 (2002)

18. Suyatinov, S.I.: Criteria and method for assessing the functional state of a human operator in a
complex organizational and technical system. In: Global Smart Industry Conference (GloSIC),
pp. 1–6. Chelyabinsk, Russia (2018). http://dx.doi.org/10.1109/GloSIC.2018.8570088

19. Buldakova, T., Krivosheeva, D.: Data protection during remote monitoring of person’s state.
In: Dolinina, O., et al. (eds.) Recent Research in Control Engineering and Decision Making,
ICIT-2019. Studies in Systems, Decision and Control, vol. 199, pp. 3–14. Springer, Cham
(2019). https://doi.org/10.1007/978-3-030-12072-6_1

20. Qian, P., Zhang, D., Tian, X., Si, Y., Li, L.: A novel wind turbine condition monitoring method
based on cloud computing. Renew. Energ. 135, 390–398 (2019). https://doi.org/10.1016/j.
renene.2018.12.045

21. Chattal, M., Bhan, V., Madiha, H., Shaikh, S.A.: Industrial automation control trough PLC
and labview. In: 2nd International Conference on Computing, Mathematics and Engineering
Technologies, iCoMET (2019). https://doi.org/10.1109/ICOMET.2019.8673448

22. Buldakova, T.I., Suyatinov, S.I.: Registration and identification of pulse signal for medical
diagnostics. In: Proceedings of SPIE—The International Society for Optical Engineering, vol.
4707, Article 48, pp. 343–350 (2002)

23. Buldakova, T.I., Suyatinov, S.I.: Reconstruction method for data protection in telemedicine
systems. In: Progress in Biomedical Optics and Imaging—Proceedings of SPIE, vol. 9448,
Article 94481U (2014). https://doi.org/10.1117/12.2180644

24. Efstathiou, J.,Calinescu,A.,Blackburn,G.:Aweb-based expert system to assess the complexity
of manufacturing organizations. Robot. Comput. Integr. Manuf. 18, 305–311 (2002). https://
doi.org/10.1016/S0736-5845(02)00022-4

25. Modrak, V., Soltysova, Z.: Novel complexity indicator of manufacturing process chainsand
and its relations to indirect complexity indicators. Complexity, Article ID 9102824, pp. 1–15
(2017). https://doi.org/10.1155/2017/9102824

26. Kedadouche, M., Thomas, M., Tahan, A., Guilbault, R.: Nonlinear parameters for monitoring
gear: comparison between Lempel-Ziv, approximate entropy, and sample entropy complexity.
Shock. Vib., Article ID 959380, 1–12 (2015). http://dx.doi.org/10.1155/2015/959380

27. Isik, F.: An entropy-based approach for measuring complexity in supply chains. Int. J. Prod.
Res. 48(12), 3681–3696 (2010)

http://dx.doi.org/10.1109/GloSIC.2018.8570088
https://doi.org/10.1007/978-3-030-12072-6_1
https://doi.org/10.1016/j.renene.2018.12.045
https://doi.org/10.1109/ICOMET.2019.8673448
https://doi.org/10.1117/12.2180644
https://doi.org/10.1016/S0736-5845(02)00022-4
https://doi.org/10.1155/2017/9102824
http://dx.doi.org/10.1155/2015/959380

	Assessment of the State of Production System Components for Digital Twins Technology
	1 Introduction
	2 Purpose of Research
	3 Representation Levels of the Production System
	4 Approaches for Assessing the State of Components of the Production System
	5 Conclusion
	References




