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Abstract. We consider the problem of synthesizing distributed algo-
rithms working on a specific execution context. We show it is possible to
use the linear time temporal logic in order to both specify the correctness
of algorithms and their execution contexts. We then provide a method
allowing to reduce the synthesis problem of finite state algorithms to
some model-checking problems. We finally apply our technique to auto-
matically generate algorithms for consensus and epsilon-agreement in the
case of two processes using the SMT solver Z3.

1 Introduction

On the Difficulty to Design Correct Distributed Algorithms. When designing
distributed algorithms, researchers have to deal with two main problems. First,
it is not always possible to find an algorithm which solves a specific task. For
instance, it is known that there is no algorithm for distributed consensus in the
full general case where processes are subject to failure and communication is
asynchronous [6]. Second, they have to prove that their algorithms are correct,
which can sometimes be very tedious due to the number of possible executions
to consider. Moreover distributed algorithms are often designed by assuming a
certain number of hypothesis which are sometimes difficult to properly formalize.

Even though most distributed algorithms for problems like leader election,
consensus, set agreement, or renaming, are not very long, their behavior is diffi-
cult to understand due to the numerous possible interleavings and their correct-
ness proofs are extremely intricate. Furthermore these proofs strongly depend
on the specific assumptions made on the execution context which specifies the
way the different processes are scheduled and when it is required for a process to
terminate. In the case of distributed algorithms with shared registers, interesting
execution contexts are for instance the wait-free model which requires that each
process terminates after a finite number of its own steps, no matter what the
other processes are doing [8] or the obstruction-free model where every process
that eventually executes in isolation has to terminate [9]. It is not an easy task
to describe formally such execution context and the difference between contexts
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can be crucial when searching for a corresponding distributed algorithm. As a
matter of fact, there is no wait-free distributed algorithm to solve consensus [10],
even with only two processes, but there exist algorithms in the obstruction-free
case.

Proving Correctness vs Synthesis. When one has designed a distributed algo-
rithm for a specific execution context, it remains to prove that it behaves
correctly. The most common way consists in providing a ‘manual’ proof hop-
ing that it covers all the possible cases. The drawback of this method is that
manual proofs are subject to bugs and they are sometimes long and difficult
to check. It is often the case that the algorithms and their specification are
described at a high-level point of view which may introduce some ambiguities in
the expected behaviors. Another approach consists in using automatic or partly
automatic techniques based on formal methods. For instance, the tool TLA+
[3] provides a language to write proofs of correctness which can be checked
automatically thanks to a proof system. This approach is much safer, how-
ever finding the correct proof arguments so that the proof system terminates
might be hard. For finite state distributed algorithms, another way is to rely on
model-checking [2,14]. Here, a model for the algorithm together with a formula
specifying its correctness, expressed for example in temporal logics like LT'L or
CTL [5], are given, and checking whether the model satisfies the specification is
then automatic. This is the approach of the tool SPIN [11] which has allowed
to verify many algorithms.

These methods are useful when they succeed in showing that a distributed
algorithm is correct, but when it appears that the algorithm does not respect
its specification, then a new algorithm has to be conceived and the tedious work
begins again. One way to solve this issue is to design distributed algorithms which
are correct by construction. In other words, one provides a specification and then
an automatic tool synthesizes an algorithm for this specification. Synthesis has
been successfully applied to various kinds of systems, in particular to design
reactive systems which have to take decisions according to their environment:
in such cases, the synthesis problem consists in finding a winning strategy in a
two player games (see for instance [7]). In a context of distributed algorithms,
some recent works have developed some synthesis techniques in order to obtain
automatically some thresholds bounds for fault-tolerant distributed algorithms
[12]. The advantage of such methods is that the synthesis algorithm can be used
to produce many distributed algorithms and there is no need to prove that they
are correct, the correctness being ensured (automatically) by construction.

Our Contributions. In this work, we first define a simple model to describe
distributed algorithms for a finite number of processes communicating thanks to
shared registers. We then show that the correctness of these algorithms can be
specified by a formula of the linear time temporal logic LT L [13,15] and more
interestingly we show that classical execution contexts can also be specified in
LTL. We then provide a way to synthesize automatically distributed algorithms
from a specification. Following SAT-based model-checking approach [1], we have
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furthermore implemented our method in a prototype which relies on the SMT-
solver Z3 [4] and for some specific cases synthesizes non-trivial algorithms. Of
course the complexity is high and we can at present only generate algorithms for
two processes but they are interesting by themselves and meet their specification
w.r.t. several execution contexts.

2 Distributed Algorithms and Specification Language

2.1 Distributed Algorithms with Shared Memory

We begin by defining a model to represent distributed algorithms using shared
memory. In our model, each process is equipped with an atomic register that it
is the only one to write but that can be read by all the others processes (single
writer-multiple readers registers).

The processes manipulate a data set D including a set of input values Dz C D,
a set of output values Do C D and a special value L € D\ (D7 U Do) used to
characterize a register that has not yet been written. The actions performed by
the processes are of three types, they can either write a data in their register,
read the register of another process or decide a value. For a finite number of
processes n, we denote by Act(D,n) = {wr(d),re(k),dec(o) | d € D\ {L},k €
[1,n],0 € Do} where wr(d) stands for “write the value d to the register”, re(k)
for “read the register of process k”, and dec(o) for “output (or decide) the
value o0”.

The action performed by a process at a specific instant depends on the val-
ues it has read in the registers of the other processes, we hence suppose that
each process stores a local copy of the shared registers that it modifies when it
performs a read or a write. Furthermore, in some cases, a process might perform
different actions with the same local copy of the registers, because for instance it
has stored some information on what has happened previously. This is the reason
why we equip each process with a local memory as well. A process looking at
its copy of the registers and at its memory value decides to perform an unique
action on its local view and to update its memory. According to this, we define
the code executed by a process in a distributed algorithm as follows.

Definition 1 (Process algorithm). A process algorithm P for an environ-
ment of n processes over the data set D is a tuple (M, ) where:

1. M is a finite set corresponding to the local memory values of the process;

2. 0 : Dz U (D" x M) Act(D,n) x M is the action function which determines
the next action to be performed and the update of the local memory, such that
if 0(s) = (dec(o),m’) then s = (V,m) € D" x M and m = m/.

A pair (a,m) € Act(D,n) x M is called a move. The last condition ensures
that a process first move cannot be to decide a value (this is only to ease some
definitions) and when a process has decided then it cannot do anything else and
its decision remains the same. Note that the first move to be performed by the
process from an input value ¢ in Dz is given by 6(4).
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A process state s for a process algorithm P is either an initial value in Dz
or a pair (V,m) € D" x M where the first component corresponds to the local
view of the processes and m is the memory value. Let Sp C Dz U (D™ x M)
the states associated to P. An initial state belongs to Dz. We now define the
behavior of a process when it has access to a shared memory R € D™ and its
identifier in the system is ¢ € [1,n]. For this we define a transition relation

iNg (Sp xD") x (Act(D,n) x M) x (Sp x D™) such that (s,R) Slem), (s',R))
iff for all j € [1,n] if i # j then R[j] = R'[j], and we are in one of the the
following cases:

1. if @ = wr(d) then R'[{]] = d and s’ = (V’,m’) such that V'[i] = d and, for all
j e 1,n]\{i}, if s = (V,m) (i.e. s € Dz) then V'[j] = V][j] and otherwise
V'[j] = L i.e. the write action updates the corresponding shared register as
well as the local view.

2. if a = re(k) then R’ = R, and ¢’ = (V',m/) (i.e. s & Dz) with V'[k] = R[]
and, for all j € [1,n]\ {k}, if s = (V,m) then V’[j] = V][j]| and otherwise
V'[j] = L, i.e. the read action copies the value of the shared register of process
k in the local view.

3. if a = dec(o) then R’ = R and s’ = s, i.e. the decide action does not change
the local state of any process, neither the shared registers.

The transition relation i'>p§ (SpxD™) x (Sp x D™) associated to the process

algorithm P is defined by: (5,R) p (s, R') iff (s,R) 2% (s, R’). Different
process algorithms can then be combined to form a distributed algorithm.

Definition 2 (Distributed algorithm). A n processes distributed algorithm
A over the data set D is given by PLQP>®...Q P, where P; is a process algorithm
for an environment of n processes over the data set D for all i € [1,n].

We now define the behavior of such a n processes distributed algorithm P; ®
Py®...®P,. We call a configuration of A a pair of vectors C = (S, R) where S is
a n dimensional vector such that S[i] € Sp, represents the state for process i and
R € D" represents the values of the shared registers. We use C 4 to represent the
set of configurations of A. The initial configuration for the vector of input values
In € D% is then simply (In,R) with R[i] = L for all ¢ € [1,n]. Given a process
identifier ¢ € [1,7n] and a pair (a,m) where a € Act(D,n) and m is a memory
value for process i, we define the transition relations % over configurations
as (S,R) Llam) (S’,R/) iff we have (S[i],R) (S’[i], R’) and for every
j # i: S'[j] = S[j]. The execution step =4 of process i for the distributed
algorithm A is defined by (S,R) =4 (S’,R/) iff (S[i], R) =p, (S'[i], R’), note
that in that case we have (S,R) caicid (S',R/) if §; is the action function
of Pz

i(a,m)
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2.2 Example

Algorithm 1 provides a classical representation of a tentative distributed algo-
rithm to solve consensus with two processes. Each process starts with an input
value V and the consensus goal is that both processes eventually decide the same
value which must be one of the initial values. It is well known that there is no
wait-free algorithm to solve consensus [6,8] hence this algorithm will not work
for any set of executions, in particular one could check that if the two processes
start with a different input value and if they are executed in a round-robin man-
ner (i.e. process 1 does one step and then process 2 does one and so on) then
none of the process will ever decide and they will exchange their value for ever.
We shall see however later that under some restrictions on the set of considered
executions this algorithm solves consensus.

Algorithm 1. Consensus algorithm for process i with i € {1,2}

Require: V: the input value of process i
1: while true do

rfi]:=V

3 tmp:=r[3-i]

4 if tmp=V or tmp = L then
5 Decide(V)

6: Exit()

7 else
8

9

10:

V:=tmp
end if
end while

Fig. 1. View of a process algorithm P for a process with identifier 1

Figurel gives a visual description of the process algorithm corresponding
to the Algorithm 1 supposing that the corresponding process has identifier 1.
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In this graph, each nodes represents a process state, the memory is the set { A, B}
and the data belongs to {o, e}. From each node, we have some edges labeled with
the action to perform according to the process state. The first action consists
in writing the input data in the register, which leads to a state where the local
view contains the data in the first register and L in the local copy of the second
register and the local memory cell is A. Afterwards, the process reads the second
register and on Fig.1, we represent all the possible data that could be in this
register (i.e either o, @ or L) in the local view and the memory cell evolves to B.
Hence, the elements A and B of the memory set are used to represent the local
state of the algorithm: when the local memory is A it means that the last action
performed by the process was the write action corresponding to the Line 2 of
Algorithm 1 and when its value is B, it means that the Algorithm has performed
the read action corresponding to the Line 3. We only need these two values for
the memory, because in our setting after having read the memory, the read value
is stored in the local copy of the register and according to it, the algorithm either
decides or goes back to Line 2. Note that when we leave one of the state at the
bottom of the figure by reading the second register, we take into account that |
cannot be present in this register, since at this stage this register has necessarily
been written.

3 Using LTL to Reason on Distributed Algorithms

3.1 Kripke Structures and LTL

We specify distributed algorithms with the Linear time Temporal Logic (LTL).
We recall here some basic definitions concerning this logic and how its formulae
are evaluated over Kripke structures labeled with atomic propositions from a
set AP.

Definition 3 (Kripke structure). A Kripke structure K is a 4-tuple
(Q, E, 4, qinit) where Q is a countable set of states, qinit € Q 1is the initial state,
E C Q2 is a total* relation and £: Q — 277 is a labelling function.

A path (or an execution) in K from a state ¢ is an infinite sequence gog1 g2 - - -
such that ¢y = ¢ and (g;, gi+1) € F for any i. We use Pathi(g) to denote the set
of paths from ¢. Given a path p and i € N, we write p’ for the path ¢;q;1git2 . ..
(the i-th suffix of p) and p(i) for the i-th state g;.

In order to specify properties over the execution of a Kripke structure, we use
the Linear time Temporal Logic (LT L) whose syntax is given by the following
grammar ¢,¢ = p | ¢ | oV | X¢ | U where p ranges over AP. We use

standard abbreviations: T, 1, V, =...as well as the classical temporal modalities

F¢ €of TU¢ and G¢ €of -~ F—¢. Given a path p of a Kripke structure K =

(Q, E, ¢, ¢init ), the satisfaction relation = for LT Lis defined inductively by:

! Le., for all ¢ € Q, there exists ¢ € Q s.t. (¢,¢') € E.
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p = piff p € £(p(0))
pE—oifplEd
pEOVYiff plEdorpEp
p = Xoiff p = o
pEGUYIF 3 >0. p' = andV0 < j <i. p) = ¢

We then write K |= ¢ iff p = ¢ for any p € Pathi(ginit). Since we quantify
over all the paths, we speak of universal model-checking.

3.2 Specifying Distributed Algorithms

We will now see how to use LT L formulae for specifying the correctness of dis-
tributed algorithms under specific execution contexts. We consider distributed
algorithms for n processes working over a data set D. The set of atomic proposi-
tions that we will use in this context will then be : AP} = {active;, D;}i<i<n U
{lng}lgign’depl U {OUt?}lgign,deDo where active; represents the fact that pro-
cess i has been the last one to execute an action, D; that process ¢ has decided,
Inf»l that the initial value of process i is d and Out;-i that the output value of
process i is d. Note that we always have: D; < \/, Outf.

We shall now see how we associate a Kripke structure labeled with these
propositions with a distributed algorithm. Let A = P, @ P, ® ... ® P, be a
n process distributed algorithm over the data set D. The states of the Kripke
structures contain configurations of A together with information on which was
the last process to perform an action as well as the output value for each process
(set to L if the process did not output any value yet). Formally, we define
Ka= (QA,EA,KA,(]{;{“) with:

— Qa={¢2,}U(Cax[0,n]x (Do U{L})"), the first component is a configura-
tion of A, the second is the identifier of the last process which has performed
an action (it is set to 0 at the beginning), the third contains the output value;

— F4 is such that:

e (¢, ((In,1),0,1)) € E for all initial configurations (In, L) of A (here
1 stands for the unique vector in { L}"), i.e. the initial configurations are
the one accessible from the initial state gj,i; after one step,

e (((S;R),i,0),((S',R),4,0)) € E4 iff (S,R) < 4 (S,R/) and if the
action performed by process j (from S[j] to S’[j]) is dec(o) then O'[j] = o
and O’[k] = O[k] for all k € [1,n] \ {j}, otherwise O = O’.

— the labelling function £4 is such that:

b ZA(qi?lit) = Q’

o active; € £4((S,R),4,0) and active; € ¢((S,R),4,0) if j # 4, i.e the last
process which has performed an action is i,

. In;l € LA((S,R),4,0) iff S[j] € Dz and d = S[j], i.e. process j is still in
its initial configuration with its initial value d,

o D; € 04((S,R),4,0) iff O[j] # L, i.e. process j has output its final value;

. Out? iff O[j] = d, i.e. the value output by process j is d.
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For a LTL formula ¢ over AP, we say that the distributed algorithm A
satisfies ¢, denoted by A = ¢, iff L4 E ¢.

The LT L formulae over {ln?}lgiénvdepz U {OUt?}lgiSn,deDo will be typi-
cally used to state some correctness properties about the link between input and
output values. The strength of our specification language is that it allows to spec-
ify execution contexts thanks to the atomic propositions in {active;, D;}1<;<n.

Even if this is not the main goal of this research work, we know that given a
n processes distributed algorithm A over a finite data set D and a LT L formula
& over AP, one can automatically verify whether A = & and this can be done
in polynomial space. Indeed model-checking an LT L formula @ over a Kripke
structure can be achieved in polynomial space [15]: the classical way consists in
using a Biichi automaton corresponding to the negation of the formula @ (which
can be of exponential size in the size of the formula) and then checking for
intersection emptiness on the fly (the automaton is not built but traveled). The
same technique can be applied here to verify A = & without building explicitly
K 4. Therefore we have the following result which is a direct consequence of [15]:

Proposition 1. Given a n processes distributed algorithm A over a finite data
set D and a LTL formula ® over AP%, verifying whether A |= @ is in PSPACE.

3.3 Examples

Specification for Consensus Algorithms. We recall that the consensus
problem for n processes can be stated as follows: each process is equipped with
an initial value and then all the processes that decide must decide the same value
(agreement) and this value must be one of the initial one (validity). We do not
introduce for the moment any constraints on which process has to propose an
output, this will come later. We assume that the consensus algorithms work over
a data set D with Dz = Dg, i.e. the set of input values and of output values are
equal. The agreement can be specified by the following formula:

e G N ((Di/\Dj):>(/\Outf(:>Out?))

agree
1<i#j<n deDo

We state here that if two processes have decided a value, then this value is the
same. For what concerns the validity, it can be expressed by:

aa®X N\ A ((Foud) = (V)

1<i<n deDzr 1<j<n

In this case, the formula simply states that if eventually a value is output, then
this value was the initial value of one the processes. Note that this formula begins
with the temporal operator X because in the considered Kripke structure the
initial configurations are reachable after one step from gipit-

We are now ready to provide specifications for the execution context, i.e. the
formulae which tell when processes have to decide. First we consider a wait-free
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execution context, each process produces an output value after a finite number
of its own steps, independently of the steps of the other processes [8]. This can
be described by the LT L formula:

def

Gt N\ ((GFactivei) = (F Di)>

1<i<n

This formula states that for each process, if it is regularly (infinitely often) active,
then at some point (i.e. after a finite number of steps) it must decide. Conse-
quently if a distributed algorithm A is such that A |= @, c0 A PLopq A Put, then
A is a wait-free distributed algorithm for consensus. However we know that even
for two processes such an algorithm does not exist [6,8]. But, when considering
other execution contexts, it possible to have an algorithm for consensus.

An another interesting execution context is the obstruction-free context.
Here, every process that eventually executes in isolation has to produce an out-
put value [9]. This can be ensured by the following LTL formula which exactly
matches the informal definition.

Dot = N\ ((F Gactive;) = (F D))

1<i<n

The distributed algorithm Agf = P; ® P, where P; is the process algorithm
described by Fig.1 and P, is the symmetric of P; obtained by replacing the
action re(2) actions by re(1), is such that A5, & @gye0 A Py A Pot-

Finally, another interesting context is the one corresponding to a round-robin
scheduling policy. This context is given by the LT L formula, which basically
states that if the n processes behave in a round-robin fashion, i.e. there are

active one after another, then they all have to decide.

@, [G( /\ (active; = Xactive(1+i%n)))} = [ /\ (F Dl)}

1<i<n 1<i<n

For the previously mentioned algorithm, we have Agf K &, in fact as said
in Sect. 2.2, if the processes are scheduled in a round-robin fashion and if their
input values are different, then they will exchange their value forever and never
decide. Note that we could easily define some ®F formula to specify a round-
robin policy where every process performs exactly k successive moves (instead
of 1).

Specification for e-Agreement Algorithms. We assume that the data set
D is such that D7 and Dy are finite subset of Q. We now present a variant of
the e-agreement. As for consensus, each process receives an initial value and the
output values must respect the following criteria: (1) they should be between the
smallest input value and the greatest one (validity) and (2) the outputs values all
stand in an interval whose width is less or equal to e (agreemeent). For instance,
if we take Dz = {0,1} and Do = {0, 4,1}, then if the two processes have
input 0 and 1 respectively, the sets of accepted output values for %—agreement is
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{{0},{1},{51},{0, 3}, {35, 1}}. In this case, we can rewrite the formula for validity
and agreement as follows:

défX[ \/ [( \ Iy aC\/ nd) A

dm<dp €Dz - 1<i<n 1<i<n

o[ A A cou)a( A A ou)]]

d<dm€Do 1<i<n d>dpy Do 1<i<n

And:

Poee = G\ <(Di/\Dj):>( \V OuthOut;l'))

1<i#j<n d,d'€Dos.t.|d' —d|<e

For what concerns the specification of the execution context, we can take the
same formulae @y, @or and P, introduced previously for the consensus.

4 Synthesis

4.1 Problem

We wish to provide a methodology to synthesize automatically a distributed
algorithm satisfying a specification given by a LT L formula. In this matter, we
fix the number of processes n, the considered data set (which contains input and
output values) D and the set of memory values M for each process. A process
algorithm P is said to use memory M iff P = (M,¢). A distributed algorithm
A=P ®..® P, uses memory M if for i € [1,n], the process P; uses memory
M. The synthesis problem can then be stated as follows:

Inputs: A number n of processes, a data set D, a set of memory values M and
a LTL formula ¢ over AP}

Output: Is there a n processes distributed algorithm A over D which uses mem-
ory M and such that A | &7

We propose a method to solve this decidability problem and in case of positive
answer we are able to generate as well the corresponding distributed algorithm.

4.2 A Set of Universal Kripke Structures for the Synthesis Problem

We show here how the synthesis problem boils down to find a specific Kripke
structure which satisfies a specific LT L formula. In the sequel, we fix the param-
eters of our synthesis problem: a number n of processes, a data set D, a set
of memory values M and a LTL formula ®gpe. over AP%. We build a Kripke
structure K,, p as similar to the Kripke structure K4 associated to a distributed
algorithm A but where the transition relation allows all the possible behaviors
(all the possible move for every process in any configuration).
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First, note that each process algorithm P for an environment of n processes
over the data set D which uses memory M has the same set of process states Sp.
We denote S = Dz U (D™ x M) this set. Similarly each n processes distributed
algorithm A over D which uses memory M has the same set of configurations
Ca that we will denote simply C. We recall that these configurations are of the
form (S,R) with S € 8™ is a vector of n processes states and R € D™.

The Kripke structure K, p s uses the set of atomic propositions APpH U
AP¢.o where APco = {Pco | C €C,0 € (Dp U {L})"} contains one atomic
proposition for every pair made by a configuration C' and vector of output values
O. Its states will be the same as K 4 but for every possible actions there will be
an outgoing edge. Formally, we have KC;, p v = (Q, E, £, ginit) With:

— Q ={gmit} U (C x[0,n] x (Do U {L}H™) (as for K4)
— F is such that:
. (Qini‘m ((In, L),0, J_)) € E for all initial configurations (In, L) in D} x
{L}"), (as for K4),

e ((8,R),,0),((S",R),5,0") € E iff (S,R) 22" (§/ R’) for some
(a,m) € Act(D,n) x M. And:

* if @ = dec(o) then S[j] = (V,m) for V € D" and O’[j] = o and
O'[k] = O[k] for all k € [1,n]\ {j}, otherwise O = O’ (the memory
cells does not change once the decision is fixed),

x if O[j] # L, then a = dec(OJj]) (the decision cannot change, no other
action can be performed).

— the labelling function ¢ is defined the same way as in K4 for the atomic
propositions in AP and Pc o € ¢((S,R),,0) iff C' = (S,R) and O = O.

Hence the relation E simulates all the possible moves from any configuration
(S,R) and the Kripke structure K, p as contains all possible executions of any
n processes algorithms over D using memory M.

Defining an algorithm consists in selecting exactly one action for each process
in every configuration. Here we do this by adding to the structure extra atomic
propositions PZ( am) With 1 <@ <n and (a,m) € Act(D,n) x M which specifies
for each Conﬁguratlon what should be the next move of process i. We denote by
AP’} . this set of new atomic propositions. An algorithm labellmg for Ky o, 1

is then simply a function ¢ : Q — 2AP4e . We denote by Y n.p.n the Kripke
structure obtained by adding to KC,, p as the extra labelling prov1ded by ¢. When
defining such an algorithm labelling, we need to be careful that it corresponds
effectively to a distributed algorithm: our processes are deterministic (only one
action is allowed for P; in some configuration) and a process has to choose the
same action when its local view is identical. Such an algorithm labelling ¢ is
said to be consistent iff the following conditions are respected:

1 g (Q1n1t) = @ .
2. for all ((S,R),7,0) € @Q, for all j € [1,n] there exists a unique Pfaym) €
?((S,R),i,0), each process has exactly one move in each configuration,
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3. for all ((S,R),7,0),((S",R/),;,0’) € Q, if S[k] = S'[k] and if Pé"aym) €
((S,R),i,0) then P?a)m) e V'((S',R),4,0), i.e. in all configuration with
the same state of process k, the moves of process k must be the same.

A consistent algorithm labelling ¢ induces then a distributed algorithm AY =
P, ®...® P, where for all j € [1,n], we have P; = (M, ;) and d;(s) = (a,m
iff for all configurations ((S,R),j, O) € @ such that S[i] = s, we have Péa,m) €
Z(((S,R), 4, 0)). Conditions 1. to 3. ensure that this definition is well-founded.

To check by the analysis of the Kripke structure ICﬁD’ u Whether the algo-
rithm A% induced by a consistent algorithm labelling satisfies the specification
Dpec, We have to find a way to extract from ’Cﬁ/p, a the execution corresponding

to A?. This can be achieved by the following LTL formula:

def i .
ot = XG |: \/ \/ \/ (P(a,m) A PC,O A X(actlvei = PNext(C,O,i,a,m))>:|
CeC0e€0i,a,m

where Next(C, O,4,a,m) is the (unique) extended configuration (C’,0’) such

that ¢ 2™ ¢ and O[] = O'[j] for all j # i and O'[i] = o if a = dec(o)
otherwise O'[i] = L. We can then combine @,,; with the correctness specification
Pgpec to check in ICf;D s whether the executions of A? (which are the executions
of K 4v) satisfy Pgpec-

Proposition 2. Given a consistent algorithm labelling ¢' and its induced dis-
tributed algorithm AY,

Aé/ ): éspec Zﬁ K:f:)’DJL[ ): ¢out = ¢spec

Sketch of Proof. To prove this it is enough to see that the control states of
K 4o and of ICf;n a are the same and that any infinite sequence of such states p
beginning in ginit is an execution in K 4 iff it is an execution in ICf;a a verifying
éout‘ D

Consequently, to solve the synthesis problem it is enough to find a consistent
algorithm labelling ¢’ such that le;D} v E Pout = Pspec- Note that as explained

before this produces exactly the correct algorithm AY . We have hence a decision
procedure for the synthesis problem: it reduces to some instances of model-
checking problem for LT L formulae.

5 Experiments

We have implemented a prototype to automatically synthesize algorithms for
consensus and e-agreement problems. For this we use the SMT solver Z3 [4]: it
is now classical to use SAT solver for model-checking [1] and it was natural to
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consider this approach especially because we need to add an existential quantifi-
cation over the atomic propositions encoding the moves of the processes?. Qur
prototype is however a bit different from the theoretical framework explained in
Sect. 4 and we explain here the main ideas behind its implementation.

First, the implementation does not consider general (quantified) LTL for-
mulas but encodes directly the considered problem (consensus or e-agreement)
for a set of parameters provided by the user into a Z3-program, and the result
provided by the SMT solver Z3 is then automatically analysed in order to get
algorithms for processes.

We now sketch the main aspects of the reduction to Z3. The code starts by
existentially quantifying over the action functions for each process: an action
function é? for a process p is encoded as an integer value % for every process
state s which gives the next action to performed. In Z3, such a 67 is a bitvector
(whose size is logy(|Act(D,n) x M| + 1)). It remains to encode the different
properties we want to ensure (depending on the considered problem). Here are
several examples:

— To deal with the formula &, for the consensus, we use a set of Boolean
constants (one for every global configuration C'). Their truth value can be
easily defined as true when all processes in C have terminated and decided
the same value, or as false when at least two processes have decided different
values in C. For the other cases, we add constraints stating that the value
associated with C' equals true when for every successor (here a successor is
any configuration reachable after an action (a, m) of some process p such that
this action (a,m) corresponds to the value 62 where s is the state of p in C).
It remains to add a last constraint: for every initial configuration Cy, the
constant associated with @3, has to be true. Note that this definition is
based on the fact that the property is an invariant: we want to ensure that
no reachable configuration violates a local property.

— Encoding the formula @¢ ,,, follows the same approach: we use a boolean
value for every configuration C' and for every input data d, and define their
truth value in such a way that it is true iff the value d cannot be decided
in the next configurations. If some process has already decided d in C, the
constant equals to false. If all processes have decided and no one choose d, it
is true. Otherwise a positive value requires that for every successor C’, the
constants are also true. Finally we add constraints specifying for every initial
configuration Cy the values d that cannot be chosen by requiring that their
corresponding values are true.

— The obstruction free context @ is encoded as follows: we need two sets of
constants for every process p. The first set contains one integer value (encoded
as a bitvector in Z3) for every configuration and it is defined in order to
be the number of moves that process p has to perform (alone) to decide
(and terminate). This distance is bounded by the number of states nbsiqte

of process p (and we use the value nbsire to represent the non-termination

2 We do not describe here the reduction: it uses standard techniques for encoding LT L
formulae to SAT instance.



Towards Synthesis of Distributed Algorithms with SMT Solvers 213

of the process). In addition, we consider a set of boolean values (one for
every configuration) which are defined in order to equal to true iff for every
reachable configuration from C', the computed distance is strictly less than
nbloc'

— Encoding the wait-free context uses the same idea. We have to verify that
from every reachable configuration, every process will terminate (for this we
use the fact that when a process decides a value, it does not perform action
anymore, and then other processes progress). Note that in this case, the bound
on the distance is the number of global configurations.

In addition to this encoding, we can also use standard techniques of bounded
model-checking by fixing a smaller bound for the computation of the distances
described above. When this is done, the program may provide an algorithm, or
answer that an algorithm with this bound does not exist (it remains to try
with a greater bound). This heuristic is crucial to synthesize algorithms in many
cases (the computation of distances is quite expensive since it is connected to
the number of states or configurations).

The parameters of our prototype are then: (1) the number of processes: n,
(2) the range of initial values and the range of possible values in registers, (3)
the size of the processess memory, (4) the types of scheduling policy (wait free,
obstruction free, round-robin, or a combination of them), and (5) the value of €
for the e-agreement problem. Finally one can ask for symmetric programs (each
process has the same action function) and in the following we only consider
symmetric solutions.

State Fxplosion Problem. As explained in previous sections, we are faced with a
huge complexity. For example, with 2 processes, two possible initial values and
a memory size equals to 2, there are more than 450 configurations for the dis-
tributed algorithms. If we consider 3 processes, 2 initial values et a memory size
equals to 3, we get more than 240 thousands configurations! This gap explains
why our prototype only provides algorithms for 2 processes. Note that even for
the case n = 2, the complete encoding of the problem may use several thousands
of variables in the Z3 code, and the SMT solver succeeds in providing a result.
Of course, the implementation of our prototype in its current form is quite naive
and some efficiency improvements are possible.

Moreover note that our prototype is often more efficient for finding algo-
rithms when they exist than for proving that no algorithm within the resource
fixed by the parameters® exists. First it is often easier to find a valuation than
verifying that no valuation exists, and secondly we can use heuristics to accel-
erate the procedure (for example by bounding the length of computations: in
this case, if a valuation is found, we can stop, otherwise we have to try again
with different settings). This fact can be seen as a variant of a well-known

3 Note that we cannot prove that no algorithm exists, but only that no algorithm with
this memory bound exists if the corresponding SAT instance has no solution.



214 C. Delporte-Gallet et al.

phenomenon in sat-based model-checking: it is usually very efficient to find a
bug (that is an execution satisfying or not a formula), but it is not the case to
prove full verification.

Consensus. For 2 components, 2 initial and final values, a memory of size 2 and
the obstruction free policy, we get the algorithm of Sect. 2.2 (Fig. 1) except that
the processes use their register to write the value they do not plan to decide (it
is clearly symmetric to the previous algorithm). Note that the size of memory
is important: there is no algorithm with memory of size 1: indeed we need to
distinguish the configuration (0,0) (the proper register equals to 0 and the last
read value of the register of other process is 0) when it is reached after a Read
(both process agree on the value to decide) and when it is reached after a Write(0)
performed by the process to update its register in order to agree with the other
process. This absence of algorithm with a memory of size 1 corresponds to an
UNSAT result for the program: the formula @gyne, With these parameters is not
satisfiable. When we tried to look for algorithms for wait-free case, we found no
solution with our program: indeed we know that there is no such algorithms!
More interestingly we can ask for a program correct w.r.t. several execution
contexts. For example, we can ask for program correct w.r.t. obstruction free,
round-robin for one step and also round-robin for two steps. The program gen-
erates? the algorithm depicted in Fig.2 (we follow the same presentation as in
Sect. 2 for the algorithm and since we have only two processes, we use (re,—)
instead of (re(1), —): a read operation always deals with the other process).

(dec(e), B) (wr(e), A)

[T} 5 *[L4]

(re, B)

Fig. 2. View of a process algorithm P for consensus, w.r.t. to obstruction free and
round-robin 1 and 2.

4 Tt takes few seconds to produce the algorithm on a standard laptop.
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(dec(2),B)  (dec(2), A) (wr(0),

(dec(2), A) (dec(2), A)

1
5

Fig. 3. View of a process algorithm P for =-agreement, w.r.t. wait free scheduling.

e-agreement. For this problem, we have to fix €. In Fig. 3, we present an algorithm
for é—agreement for 2 processes, with initial values {0, 1} and memory 3. The set
of possible decision values is {0, %, %, %, %, 1}. Note that this algorithm works for
the wait-free execution context, and therefore also for round-robin (for any step)
and for obstruction free. Here the memory size equals to 3: this is illustrated by
the fact that the configuration (0,0) (the register’s value is 0 and the last read

value from the other process is 0) appears in three nodes.

6 Conclusion

We have shown here that in theory it is possible to solve the synthesis problem
for distributed algorithm as soon as we fix the set of data that can be written in
the registers and the memory needed by each process in the algorithm. However
even if this problem is decidable, our method has to face two different problems:
first, it does not scale and second, when the answer to the synthesis problem
is negative, we cannot conclude that there is no algorithm at all. In the future,
we will study more intensively whether for some specific cases we can decide
the existence of a distributed algorithm satisfying a given specification without
fixing any restrictions on the exchanged data or on the size of the algorithms.
We believe that for some specific distributed problems, this is in fact feasible.
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