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Abstract. We formulate cyber security problems with many strategic
attackers and defenders as stochastic dynamic games with asymmetric
information. We discuss solution approaches to stochastic dynamic games
with asymmetric information and identify the difficulties/challenges asso-
ciated with these approaches. We present a solution methodology for
stochastic dynamic games with asymmetric information that resolves
some of these difficulties. Our main results are based on certain key
assumptions about the game model. Therefore, our methodology can
solve only specific classes of cyber security problems. We identify classes
of cyber security problems that our methodology cannot solve and con-
nect these problems to open problems in game theory.

1 Introduction

The high and continually increasing connectivity of modern cyber networks
has resulted in significant improvement in the functionality and efficiency of
our networked systems, but has also created new entry points for attackers,
thus making these systems more vulnerable to intrusion. As noted by Miehling
et al. [23], recent events such as information leakage and theft [7], car hack-
ing [11], and denial of service attacks [6], have highlighted this vulnerability. Such
vulnerability has become an issue of great concern because (i) the operation of
critical infrastructure is increasingly reliant upon (potentially unreliable) net-
worked systems and (ii) cyber attacks are becoming persistent and increasingly
sophisticated. As reported by the Department of Homeland Security’s Industrial
Control Systems Cyber Emergency Response Team (ICS-CERT), attacks on the
critical infrastructure sectors (such as energy, communication, manufacturing,
transportation, and water systems) have remained persistent over the past few
years, with 245 in 2014, 295 in 2015, and 290 in 2016 [28], and many of the
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recent intrusions have had the potential to inflict severe and widespread dam-
age (an increasing number of attacks have reached the system’s control system
layer [28]). Therefore, it is imperative to detect and mitigate cyber attacks so as
to ensure secure operation of society’s critical systems.

Cyber security is a complex problem. The complexity of the problem stems
primarily from the fact that many individuals/agents (attackers, defenders) with
different objectives, and different information about the cyber network’s struc-
ture/topology and security status interact with one another through the network.
At each time instant the cyber network’s security status and each agent’s infor-
mation depend, in general, on exogenous random events (e.g., random failures in
hosts and connections among hosts) and all the agents’ strategies; such strategies
are not common knowledge [1,41] among all agents. Furthermore, the degree to
which each agent achieves his objectives depends on his strategy and all the other
agents’ unknown strategies. Agents can use these these features of the cyber secu-
rity problem to their advantage. For example, an attacker can take undetectable
actions, or detectable actions that do not fully reveal intent; a defender can like-
wise take actions that are not observable by attackers. Under these conditions,
the determination of strategic equilibria—configurations of strategies that leave
no agent any incentive to deviate—is a formidable problem.

In this chapter we propose and present a game-theoretic approach to the
cyber security problem. In Sect. 2 we explain why the formulation of the cyber
security problem as a stochastic dynamic game with asymmetric information
provides a reasonable approach to the problem. Then, in the remainder of the
chapter we present: the game model that captures the salient features of cyber
security problems (Sect. 3); current approaches to stochastic dynamic games with
asymmetric information and the difficulties/challenges associated with them
(Sect.4); a new approach/methodology that resolves some of these difficulties
along with a discussion of the methodology’s key results (Sect.5); the literature
on game theory that is relevant to cyber security problems (Sect. 6); some open
problems in game theory that are tightly connected to cyber security (Sect. 7).

The literature on stochastic dynamic games with asymmetric information is
rich in deep ideas and is very technical, therefore, it is not easily accessible. Our
goal in this chapter is to present and explain, in as plain language as possible, the
key ideas behind the approaches to stochastic dynamic games with asymmetric
information along with the main results of our approach to these games. For
this reason we provide an informal presentation of the approaches to and the
results on dynamic games of asymmetric information along with references that
formally describe these approaches and results. The results presented in this
chapter summarize a series of papers describing our work, motivated by issues
in cyber security, on dynamic games with asymmetric information [30,31,36-39].

2 The Cyber Security Problem as a Stochastic Dynamic
Game with Asymmetric Information

As pointed out in the introduction, cyber security is a multi-agent problem
involving attackers and defenders. The salient features of cyber security problems
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are: (1) Attacks are progressive in nature. Attackers are using their capabilities to
attack and capture computers/hosts. Defenders attempt, through their actions,
to retake hosts that are under the attackers’ control and to limit the attackers’
exploits (e.g., by isolating certain hosts from the rest of the network). As a
result of the attackers’ and defenders’ actions, the security status of the network
changes/evolves over time. The evolution is also affected by the occurrence of
random events (e.g., random failures in hosts and connections between hosts) in
the cyber network. (ii) Each agent has different information about the network’s
security status. For example: each defender knows in part the network’s topology,
but does not know the hosts/computers that are under the attackers’ control
and the information of other defenders; each attacker knows the hosts he has
captured, but does not know the network’s topology and the hosts captured by
other attackers. In addition to their private information, attackers and defenders
possess, at any time instant, some common information, consisting of events
which they all observe, such as an attack to a group of servers that is detected and
the detection is common knowledge [2,41] among all attackers and defenders (for
examples of events that are common information see [6,7,11,28]). (iii) Attackers
and defenders are strategic and self-interested: each agent attempts to optimize
his own objective rather than a social/agent-wide objective. (iv) Each agent has
different objectives. An attacker’s objective is to acquire the information he is
looking for and to take control of the cyber network. A defender’s objective is
to protect the information that is stored in the network without compromising
too much the network’s integrity and availability (a defender can protect his
network by turning off the corresponding section of the network, however, such
an action would make that section unavailable to its users).

As a result of the above features, the cyber security problem can be formu-
lated as a dynamic game with asymmetric information where the underlying
system is stochastic and dynamic. The attackers’ and defenders’ different objec-
tives along with their strategic behavior lead to a game. The stochastic and
dynamic nature of the game is due to the fact that the attackers’ and defenders’
information changes over time (it increases over time) and the network’s secu-
rity status evolves randomly over time. The fact that attackers and defenders
possess, at every time instant, private information (in addition to their common
information) results in an asymmetric information structure, thus a game with
asymmetric information.

3 The Game Model

We present a model that captures the salient features of cyber security problems
discussed in the previous section. We consider a stochastic dynamic system the
evolution of which over a time horizon T is affected by the decisions/actions
of N strategic agents along with random events that occur in nature. Such a
system is described by a stochastic difference equation. Specifically, the system’s
state at time t + 1, X¢y1, is a function of its state X; at time ¢, the actions
Al i = 1,2,...,N, of the N strategic agents at ¢, and random events that
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occur at time ¢ and are statistically independent of the system’s state at ¢ and
the agents’ actions at t. At each time ¢, each agent has some noisy/imperfect
private information about the system’s evolution up to time ¢; such infor-
mation is described by noisy observations of X; and all the agents’ actions
Ay 1= (Al_,,i=1,2,...,N) at time t — 1. Furthermore, all agents have some
noisy/imperfect common information about the system’s evolution up to t; such
information is described by common noisy observations of the system’s state
X, and all the agents’ actions A;_;. We assume that the system’s state, all the
agents’ private and common observations, and all the agents’ actions are finite-
valued. All agents have perfect recall, that is, at any time ¢, they remember
everything they have observed up to ¢ and all the actions they have taken up to
t — 1. Denote by P} agent i’s private information at ¢ and by C; the agents’
common information at ¢, i =1,2,..., N, t =1,2,...,T. At each time ¢, agent
i’s action, i = 1,2,..., N, is generated by gi, his strategy at t; g! is a function of
i’s private information P} at t and the common information C; at t. We denote
by ¢° agent i’s strategy profile in the T-horizon game; g° is the collection of
strategies g, t = 1,2,...,T. We term the collection of the agents’ strategy pro-
files ¢*, i = 1,2,..., N, the strategy profile g in the T-horizon game. At each ¢,
agent i has an instantaneous utility Uf(X;, A;) that is a function of the system’s
state X; and all the agents’ actions A%, i = 1,2,..., N. Each strategic agent’s
objective is to determine his strategy profile so as to maximize the expected sum
of his instantaneous utilities from the beginning (time 1) until the end of the
game (time 7T').

The state X; represents the system’s/network’s security status at time ¢.
The progressive nature of cyber attacks is captured by the fact that X; evolves
dynamically over time, and its evolution at any time ¢ is affected by the agents’
(attackers’ and defenders’) actions at ¢ and random events that occur in nature
at ¢, such as network failures, and are independent of the agents’ actions and the
system’s security status. Since cyber security systems are networks consisting of
a finite number of computers, each computer’s security status can be described
by one of a finite number of states and each agent can take at any time ¢ a finite
number of actions, it is reasonable to assume that the system’s state space along
with the observation and action spaces are finite. We assume that all agents
have perfect recall, that is, every agent remembers everything he has seen and
every thing he has done. We will discuss the implication of this assumption
in the analysis of dynamic games with asymmetric information later in this
chapter. We wish to bring to the reader’s attention two important features of
the above-described model. (1) The instantaneous utility of each agent (hence his
overall utility) depends on all agents’ actions that are not all perfectly observable
and are generated by their respective strategies. Therefore, each agent’s choice
of strategy must take into account all the other agents’ choice of strategies,
thus the agents’ strategy choices are inter-dependent. (2) Since the dynamic
system’s evolution over time depends on all the agents’ actions through their
strategy choices, at any time t, each agent’s information, private and common,
depends on all agents’ strategies up to ¢ — 1. These two features of the model
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result in significant difficulties in the analysis of dynamic games with asymmetric
information and in the computation of the appropriate equilibria. We will discuss
these difficulties along with ways of overcoming them in the rest of this chapter.

We conclude this section by presenting an example, drawn from [30,31], that
we will use throughout the chapter to illustrate the ideas and results we present.
Even though the model of the example does not capture all the essential features
of cyber security problems, (the current state of the art on stochastic dynamic
games with asymmetric information cannot be used to solve the cyber security
problem in its full generality), we hope that it will help the reader to understand
and appreciate the difficulties/issues that arise in these games along with the
key ideas of our approach.

An Example

Consider a game, played over a time horizon T, with N agents that are split
into two groups. Group 1 consists of N7 agents, group 2 consists of Ny agents,
N7 + Ny = N. The state of the dynamic system at time ¢ is denoted by X; =
(X!, X2,...,X"). The component X" of the state is privately observed by
agent n in group 1. The private state X" has uncontrolled Markovian dynamics
with given time-invariant matrix of transition probabilities @™, n =1,2,..., Ny.
At the beginning of time t, each agent n in group 1 observes X*, n = 1,2,..., N}
and takes an action A}. The actions A; = A}',n =1,2,..., N; are announced
to all N agents. After this announcement, agent m, m = 1,2,..., Ny, in
group 2 makes a decision D" = (Dy*(1),D(2),...,D{*(Ny1)). Let Dy =
(D}, D?,...,DYN?) denote the decisions of the agents in group 2 at time t. The
decisions D, are observed by all N agents. After the decisions D; are made, all
agents receive noisy observations Y;!, Y2, ... ,Y;Nl of the states X}, X2,..., XtNl7
respectively. The utility of agent n, n = 1,2,..., Ny, in group 1 is given by
Ut"’l(At, D;) = (A} — c)(zf\fl Di(n)). The utility of agent m, m =1,2,..., Ny,
in group 2 is given by u*(Y;, Dy, A;) = V™ (Yy, Dy) — (XN, Dy (i) AL), where
Vi™(Y;, Dy) is a given function of ¥; and Dy, and Y, = (Y;!, Y2,..., YV,

We assume that the state X; of the dynamic system, the agents’ actions
A, D; and the observations Y;, t = 1,2,...,T take values in finite spaces. Fur-
thermore, we assume that the Markov state processes X/',t = 1,2,...,T,n =
1,2,...,, N1, describing the evolution of the dynamic system, and the observa-
tions Y%, conditioned on X, t =1,2,...,T, are all mutually independent.

In this game, the private information of agent m in group 1 at time
t, before any action/decision is made at ¢, is P = X7, where X7\, =

X2, .., XPn = 1,2,...,N;. Agents in group 2 have no private infor-
mation at any time. The common information of all N agents at time ¢ is
Ct = Al:tflv Dl:tfla Yl:tfly

The action/decision of agent n, n =1,2,..., N, at time t is a function g}* of
his private information P[* at ¢ and the common information C at ¢. The func-
tions g, t = 1,2,...,T define agent n’s strategy ¢” in the game. The collection
of strategies g",n = 1,2,..., N, define the strategy profile played in the game.
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4 Current Approaches to Dynamic Games with
Asymmetric Information and the Associated
Challenges

We provide an informal presentation of the key ideas underlying current
approaches to dynamic games with asymmetric information along with the chal-
lenges associated with these approaches. For a formal presentation of current
approaches to dynamic games with asymmetric information we refer the reader
to [9,25,29].

The fundamental difficulties in the analysis of stochastic dynamic games with
asymmetric information arise from the fact that the agents involved in the game
(e.g. attackers and defenders) are strategic, they possess private information,
their private and common information increase over time, their strategy choices
are inter-dependent, and each agent’s information depends, in general, on the
strategies employed by all other agents.

To address these difficulties, classical approaches to dynamic games with
asymmetric information proceed by taking into account the following considera-
tions. At every instant of time, each agent has to form: (i) An appraisal about the
current state of the (stochastic dynamic) system (e.g., the current security status
of the network) and the other agents’ private information; such an appraisal is
about the history/past of the game. (ii) An appraisal about how other agents
will play in the future so as to evaluate the performance of his strategy choices;
such an appraisal is about the future of the game. Consider any agent, say agent
i; given the other agents’ strategies, at each time ¢, agent i can utilize his infor-
mation (private and common) at ¢ along with (i) all other agents’ past strategies
up to time ¢ — 1 and (ii) all other agents’ future strategies from ¢ up to T to form
these appraisals about the history/past and the future of the game, respectively.

Since each agent has his own objective, each agent’s strategy is his own pri-
vate information, thus, it is not known to other agents. Therefore, each agent
has to form a prediction about the other agents’ strategies. According to Nash’s
idea/model, all agents have a “common prediction about the strategy profile”
played in the game (as stated in Sect. 3, a strategy profile describes all agents’
strategies at all times). Such a prediction strategy profile does not necessar-
ily coincide with the actual strategy profile that is being played in the game.
Thus, it is possible that an agent’s strategy, say agent ¢’s strategy, is differ-
ent from the prediction strategy profile. Denote by g* := (¢*1,¢*2,...,9*") the
common prediction about the agents’ strategy profile, where ¢g** is the strategy
prediction profile for agent i (his strategy from time 1 up to time T'); denote
by g := (g%, 9%, ...,9") the actual strategy profile, that is, the strategy profile
that is being played by the agents, i.e. ¢g*'#g¢’, in the game. Below we discuss
the implications of agent i’s deviation from the prediction strategy profile on all
agents’ behavior. For that matter, we first consider agent ¢ who may want to
deviate from his predicted strategy, then we examine the response of an agent
who faces such a deviation, and finally we discuss how an agent determines his
optimal strategy at each time t for all realizations of his information.
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When agent ¢ chooses a strategy, he needs to know how other agents will
play/react for any choice that is different from the prediction strategy profile
g*'. Since a deviation from agent i may generate information (e.g. an obser-
vation) that is not expected when the prediction strategy profile g* is played
by all agents, (that is, information that has zero probability according to g*),
the prediction strategy profile g* has to determine how agents will act for all
possible realizations of their information, even those realizations that have zero
probability according to it. Then, using ¢g*, agent ¢ can form an appraisal about
the future of the game for any choice of his own strategy and can evaluate the
performance of that strategy.

By the same rationale, when agent i chooses any strategy g¢¢, he needs to
determine that strategy for all possible realizations of his information, even
those that have zero probability according to the prediction strategy profile
gt g2, . .., g 0D g*tD)  g*N_ This is because some other agent j, dif-
ferent from %, may deviate from the prediction strategy profile ¢*7, therefore,
agent ¢ must foresee such a possible deviation and must determine his response
(according to g*) to these deviations.

To determine his optimal strategy for all realizations of his information (those
that have positive or zero probability under the prediction strategy profile g*), at
each time ¢, an agent, say agent i, needs to form an appraisal about the history
of the game at ¢t along with an appraisal about the future of the game under
the assumption that all other agents follow the prediction strategy profile g*.
To form an appraisal about the history of the game at t, agent ¢ proceeds as
follows. For all realizations of his information up to and including ¢ that have
positive probability under ¢g*, he uses Bayes’ rule to form this appraisal. For
any realization of information up to and including ¢ that has zero probability
under g*, agent ¢ cannot rely on the strategy prediction g* up to time ¢t — 1
and use Bayes’ rule to form this appraisal. The realization of information of zero
probability under g* tells agent ¢ that his original prediction up to time ¢ — 1
is not completely correct, consequently, he needs to revise his original strategy
prediction up to ¢t — 1 and to form a revised appraisal about the history of the
game at t. Therefore, agent ¢ must determine how to revise/form his appraisal
about the history of the game at t for all realizations of his information that
have zero probability under the prediction strategy profile g*.

In the game theoretic literature [9] the above considerations are formalized as
follows. Each agent’s appraisals, say agent ¢’s appraisals, about the history and
future of the game are captured by an assessment which consists of a strategy
prediction profile g* (that is common to all agents) and a belief ¢, for each time
t, on the system’s state and the other agents’ private information at ¢, based
on agent ¢’s information at t; for each ¢, the realization of such a belief is, in
general, agent i’s private information. The collection p := (ut,i =1,2,...,N,t =
1,2,...,T) of all agents’ beliefs at all times is called a belief system p. At any
time ¢ and for any realization of agent #’s information at ¢ (such a realization
may have positive or zero probability under the strategy prediction profile g*)
agent ¢’s belief at ¢ determines his appraisal about the history of the game at ¢;
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agent ¢’s appraisal at ¢t about the future of the game is determined by his belief
i at ¢ and the prediction strategy profile gy = (97,9711, --,95) from ¢ until
T (the end of the game).

Based on the definition of assessment, game theorists extended the concept
of Nash equilibrium to dynamic games with asymmetric information. An equi-
librium of the dynamic game is defined as a common assessment among the
agents that satisfies the following conditions under the assumption that agents
are rational. (1) Agent i, ¢ = 1,2,..., N, chooses his strategy to maximize his
total expected utility in all continuation games (i.e. the game’s continuation from
tuntil T for all t = 1,2,...,T —1) given the assessment about the game. Conse-
quently, the prediction about agent i’s strategy that other agents hold must be
a maximizer of agent i’s total expected utility under the assessment about the
game. (2) For all times ¢, any agent i’s belief at ¢ that is based on a realization
of information that has positive probability under the common assessment must
be equal to the conditional probability, under the strategy prediction profile
of the common assessment, of the system’s state and the other agents’ private
information at ¢; this conditional probability for agent i is determined via Bayes’
rule when all other agents play according to the common assessment’s prediction
strategy profile. When the realization of agent ’s information at ¢ has zero prob-
ability under the prediction strategy profile of the common assessment, his belief
at t cannot be determined via Bayes’ rule and must be revised. The revised belief
must satisfy a certain set of reasonable conditions so as to be compatible with
agent 4’s rationality. Game theorists have proposed various sets of conditions (see
[9,25,29]) to capture the notion of reasonable beliefs that are compatible with
the agents’ rationality. Different sets of conditions for off-equilibrium beliefs, that
is, beliefs along off the equilibrium paths of the game (i.e. paths of zero probabil-
ity under the common strategy prediction component of the assessment) result
in different equilibrium/solution concepts (such as perfect Bayesian equilibria,
sequential equilibria, perfect equilibria, proper equilibria, persistent equilibria,
etc) that have been proposed for dynamic games with asymmetric information
(see [9,25,29] for the definition and meaning of all these equilibrium concepts).

Perfect Bayesian Equilibrium (PBE) [9,42], is an equilibrium concept that
has been widely accepted as an appropriate solution concept for dynamic games
with asymmetric information. A PBE is defined as an assessment (a strategy
prediction ¢* and a belief system u) that satisfies the sequential rationality and
consistency conditions. The sequential rationality and consistency conditions
for dynamic games with asymmetric information where the underlying system is
dynamic are formally defined in [36]. Here we verbally describe these conditions.

Sequential Rationality. Consider any agent at any time, say agent i at timet.
Given agent i’s information (private and common) at t, his belief at t according
to the assessment, and the prediction of all other agents’ strategies from t until
T according to the assessment, agent i’s strategies that mazximize his (total)
expected utility from t until T are the same as his corresponding strategies from
t until T in the assessment.
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Sequential rationality requires that the common prediction g** about agent i’s
strategy must be an optimal strategy choice for him since it is common knowledge
that he is a rational agent. We note that the sequential rationality condition is
more restrictive than the optimality condition for Bayesian Nash Equilibrium
(BNE) which requires that the optimality condition in italics above should hold
only for t = 1. By the sequential rationality condition we require the optimality
of the strategy prediction g* even along paths of the game’s evolution that are off-
equilibrium (4.e. paths that have zero probability under g*), thus, we rule out the
possibility of non-credible threats. Consider for example an agent who threatens
to play an action that is suboptimal for himself upon the realization of a history
that has zero probability under the strategy prediction g* of the assessment. Such
a non-credible threat is ruled out by sequential rationality (hence by PBE) but
is not ruled out by BNE. Sequential rationality gives rise to a set of conditions
that the strategy prediction g* must satisfy given the belief system p of the
assessment. As discussed above, the belief system p of the assessment should
also be compatible with g*. The compatibility between the strategy prediction
component of the assessment and the belief system component of the assessment
is captured by the consistency condition.

Consistency. The consistency condition requires that along all equilibrium paths
(that is, game histories that are realized when all agents play an equilibrium
strategy profile) the agents’ beliefs should be updated/evolve according to Bayes’
rule. Along all other paths of the game’s evolution, the consistency condition
requires that if the information received by an agent i at timet has zero probability
under the assessment, agent i’s belief at t must be revised in a “reasonable”
manner.

The work in [36] presents a set of “reasonable” conditions for revising an
agent’s beliefs along off-equilibrium paths of the game’s evolution.

Even though the definition of PBE provides a general formalization of out-
comes that are rationalizable (that is, consistent with agents’ rationality) under
some strategy profile and belief system, computation of PBEs is a formidable
task. There are two major challenges in computing a PBE (g*, p). First, there is
an inter-temporal coupling between the agents’ strategy prediction g* and the
belief system p. As discussed before, according to the consistency requirement,
the belief system p must satisfy a set of conditions given a strategy prediction g*
(see [36,39]). On the other hand, sequential rationality dictates that a strategy
prediction g* must satisfy a set of optimality conditions given the belief system
 (see [36,39]). Therefore, there is a circular dependency between a strategy pre-
diction g* and a belief system . For example, by sequential rationality, agent ¢’s
strategy ¢gi* at time ¢ depends on the agents’ future strategies g;.;-, (where ¢t : T
denotes the time interval ¢,t 4+ 1,t+2,...,T), and on the agents’ past strategies
g%, indirectly through the consistency condition for uf. As a result, one has
to determine the strategy prediction g* and the belief system p simultaneously
for the whole time horizon so as to satisfy all the sequential rationality and con-
sistency conditions; consequently, one cannot sequentially decompose over time
the computation of PBEs. Second, since the agents’ are assumed to have perfect
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recall their information (private and common) increases over time, thus, their
strategies have a growing domain over time; this feature of the agents’ strategies
further complicates the computation of PBEs.

We continue discussing the example we introduced at the end of Sect. 3. Here
we illustrate the concepts introduced in this section along with the difficulties
that arise in the determination of equilibrium strategies in dynamic games with
asymmetric information.

An Example (continued)

An assessment of the game is described by a strategy prediction profile
g* = (g*',9*2,...,g*"), that is common to all agents, and a belief system pu¢, i =
1,2,...,N,t=1,2,...,T. The component ¢* = (¢i%, g3*, ..., g%%) describes the
strategy player i is predicted to play in the game. The strategy g¢** may be
different from the actual strategy g° player 4 plays in the game. The component
ué describes agent i’s belief at time ¢ about the state of the system X; and the
private information P} of all agents j other than 4 at time ¢, conditioned on
agent 4’s private information P} and the common information C} (the private
and common information for all agents at all times have been specified at the
beginning of this example, at the end of Sect. 3).

At any time t,the beliefs u¢, i = 1,2,..., N, depend on g1.;_1, the strategies
of all agents up to time ¢ — 1. At each time ¢, when an agent, say agent i,
determines his best strategy from ¢ up to time T according to the sequential
rationality requirement, he takes into account the strategy prediction profile for
all other agents form ¢ up to T and his belief u!. Therefore, the (equilibrium)
strategies and beliefs of all agents are interdependent over time and must all
be determined simultaneously for the whole duration of the game. This fact
highlights one of the major difficulties associated with the current approaches
to stochastic dynamic games with asymmetric information.

As pointed out at the beginning of this example, (end of Sect. 3), the private
information of each agent i in group 1 at time t is P} = X{,,i = 1,2,..., Ny.
The common information of all agents at time ¢ is Cy = Ay.4—1, D141, Y1.4-1.
Consequently, the domains of private and common information increase with
time, therefore, for large time horizons T, the computation of equilibria becomes
a formidable task. This fact highlights another difficulty associated with the
current approaches to stochastic dynamic games with asymmetric information.

In the next section we present an approach to dynamic games with asym-
metric information that addresses and partly resolves the above challenges.

5 A Sufficient Information Approach to Stochastic
Dynamic Games with Asymmetric Information

The definition of PBE requires agents to keep track of all the information they
acquire over time and to form beliefs about the private information of all other
agents. In this section we show that agents do not need to keep track of all
their past information to reach an equilibrium; at any time ¢, they can take
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into account only a subset of the information available at ¢ that is relevant to
the continuation of the game, and ignore the rest of it. Such a selection of the
relevant information is motivated by computational and philosophical reasons:
the resulting strategies are simpler and the corresponding PBE are easier to
compute; furthermore, the simpler strategies proposed in this section offer a
more plausible prediction of the outcome of the interactions among strategic
agents in cyber security games where the underlying system is dynamic (due
to the progressive nature of attacks) and there is significant asymmetry in the
information possessed by the agents (attackers and defenders).

The above discussion motivates the approach to dynamic games with asym-
metric information that we present in this section. The key steps of our approach
are as follows.

1. We present conditions sufficient to guarantee that all the agents involved in
the game can compress their private information in a mutually consistent
manner. Such a mutually consistent compression leads to the notion/concept
of sufficient private information.

2. Using the notion of sufficient private information, we present a compression
of the common information. Such a compression of the common information
leads to the concept of sufficient common information.

3. Using the notions of sufficient private information and sufficient common
information we define a set of strategies termed sufficient information based
strategies (SIB strategies), and a set of PBE termed Sufficient Information
Based Perfect Bayesian Equilibria (SIB-PBE). We show that the set of suffi-
cient information based strategies is closed under the best response correspon-
dence. Thus, we establish the following result: if all agents except one, say
agent ¢, play sufficient information based strategies, then there exists a suffi-
cient information based strategy for agent ¢ that is a best response to those
strategies. The implication of this result is that one can restrict attention to
SIB strategies to determine SIB-PBE.

4. Using the sufficient common information as an information state we provide a
sequential decomposition of stochastic dynamic games with asymmetric infor-
mation. Such a decomposition leads to an algorithm for the determination of
SIB-PBE. We identify instances of games where SIB-PBE exist.

5.1 Sufficient Private Information

Let C; denote the agents’ common information at time ¢, and let P} denote agent
i’s private information at ¢, ¢ =1,2,..., N.

Sufficient Private Information. We say that the collection S; = (S},i =
1,2,...,N), (where each S} a function of C; and P}), is sufficient private infor-
mation for the IV agents if the following conditions are satisfied for all agents
and for all times: (i) Each S} can be updated recursively, that is, S} can be deter-
mined from S}_; and the new information agent i acquires at time ¢. (ii) S;,C;
and the agents’ actions A; at ¢ provide the information sufficient to statistically
determine the sufficient private information S;1; and the common information
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Ci41. (iii) Agent ¢’s expected utility at ¢ conditioned on his private information
P{, the common information C;, and the agents’ actions A; at ¢, is the same
as his expected utility at ¢ conditioned on his sufficient private information S,
the common information C; and the agents’ actions A; at t. Furthermore both
expected conditional utilities at ¢ are independent of agent i’s strategy. (iv)
The information provided by agent i’s private sufficient information S; and the
common information C; is sufficient for agent i to statistically determine/predict
the sufficient private information of all other agents. Furthermore, this statistical
determination/prediction is independent of agent i’s strategy.

The above discussion provides an informal presentation of conditions (i)-(iv);
a formal/mathematical description of these conditions can be found in [36,38,39].

We now provide an intuitive interpretation of the above conditions. Condi-
tion (ii) requires that that agents’ sufficient private information must be rich
enough so that, combined with their common information and actions at any
time ¢, it leads to the same prediction of the sufficient private information and
the new common information at ¢ + 1 as the one that would be obtained if
agents used all their information at ¢. Condition (iii) is similar in spirit to one of
the requirements defining an information state in centralized stochastic control
[18]. The essence of conditions (ii) and (iii) is that sufficient private informa-
tion must be a component of a statistic that is sufficient for decision making
purposes. Therefore, sufficient private information must be updated recursively
(condition (i)). The essence of condition (iv) is the following: the agents’ suffi-
cient private information must be defined by a mutually consistent compression
of all the agents’ private information. Such a compression must not entail any
loss of information, as far as an agent’s ability to statistically predict the other
agents’ sufficient private information is concerned; furthermore, such a private
information compression must be robust to agents’ possible unilateral deviations
from the strategy prediction g*.

We would like to point out that the above conditions do not uniquely deter-
mine the agents’ sufficient private information. These conditions may lead to
many solutions including the trivial one S} = P} for all agents i, i = 1,2,..., N.
Therefore, an important question is: is there a minimal sufficient private infor-
mation for the agents? The existence of a minimal sufficient private information
for all agents is currently an important open problem.

5.2 Sufficient Common Information

Based on the characterization of sufficient private information, we introduce
the notion of sufficient common information which at any time ¢ is a statis-
tic/compressed version of the common information C; at t.

Sufficient Common Information. We define the agents’ sufficient common
information at any time ¢, denoted by Il;, to be the agents’ belief about the
dynamic system’s state X; at ¢, and all the agents’ sufficient private information
S; at t, conditioned on the common information Cj.

We call TI; the Sufficient Information Based (SIB) belief at t. The agents’
SIB belief at ¢ is computable by all agents, thus, it is common information [1,41]
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among all agents. The SIB belief II; is recursively updated according to a SIB
update rule 1. Specifically, I, is determined by II; and the common informa-
tion that becomes available at ¢, that is Z; = C;\C(;_1), according to ¢;. If the
realization of the information Z; has non-zero probability according to the strat-
egy prediction ¢g*, then 1; updates II; according to Bayes’ rule; if the realization
of Z; has zero probability according to g*, then Il;;; is updated according to
¥ in a reasonable manner that is consistent with the agents’ rationality (see
for example [36]). We denote by I1¥ = (Hf, t=1,2,...,T) the sequence of SIB
beliefs generated by the update rule ¢ := (¢4, t =1,2,...,T).

The above discussion provides an informal presentation of the concept of suf-
ficient common information. For a formal/mathematical description of sufficient
common information and its update we refer the reader to [36,38,39].

5.3 Sufficient Information-Based Strategies and Sufficient
Information-Based Perfect Bayesian Equilibria

The combination of sufficient private information (Si,i = 1,2,...,N,t =
1,2,...,T) and sufficient common information IT;, ¢t = 1,2,...,T, provides a
mutually consistent compression of the agents’ private and common information,
respectively. Using this information compression we define a class of strategies
ot that are based on S} and II; for each agent i at each time ¢t. We call o} a
Sufficient Information Based (SIB) strategy for agent i at time ¢. A collection of
SIB strategies o}, i =1,2,...,N,t=1,2,...,T, is termed a SIB strategy profile
0. We note that at any time ¢ the set of SIB strategies is a subset of all possi-
ble strategies agents can choose at t by using all of their private and common
information at ¢. SIB strategies are simpler than general strategies because they
have a smaller domain than general strategies as they are based on compressed
versions of the agents’ private and common information at any time t. We fur-
ther note that if the dimensionality of S}, agent i’s sufficient private information,
i=1,2,..., N, remains fixed over time then the domain of SIB strategies is time-
invariant. In Sect. 5.5 we present instances of dynamic games with asymmetric
information where the domain of SIB strategies is time-invariant.

Based on the concept of SIB strategies we introduce the concept of Sufficient
Information Based-Perfect Bayesian Equilibrium (SIB-PBE) that is informally
described as follows.

Sufficient Information Based-Perfect Bayesian FEquilibrium (SIB-
PBE). A SIB-PBE is a PBE in which all agents play SIB strategies.

For a formal definition of SIB-PBE we need to consider, as in the case of
PBE, a SIB assessment that consists of a SIB strategy prediction profile ¢ and
a SIB belief system ¥, and to define the sequential rationality and consistency
conditions that ¢ and p¥ must satisfy so that they should specify a SIB-PBE.
A formal definition of SIB-PBE can be found in [36].

The class of SIB assessments needed to formally define a SIB-PBE imposes
two additional restrictions/requirements on the agents’ strategies and beliefs as
compared to the general class of assessments presented in Sect.4. First, SIB
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assessments require that each agent i, ¢ = 1,2,..., N, must play a SIB strategy
o’ instead of a general strategy g°. Second, SIB assessments require that at every
time ¢ each agent ¢ must form a belief about the status of the game using only the
SIB belief IT; along with his sufficient private information S¢ (instead of a general
belief 1i¢ that is based on his private information P} and the common information
C}). Such restrictions generate the following strategic concerns. First, a strategic
agent does not have to restrict his choice to SIB strategies, he may deviate from
a SIB strategy o' to a non-SIB strategy ¢ if such a deviation is profitable for
him. Second, at any time ¢, a strategic agent does not have to limit himself to
forming a belief about the status of the game by using only the SIB belief IT;
and sufficient private information S}; he may want to form a belief using all of
his private information and all the common information if such a belief enables
him to improve his overall expected utility. These concerns are addressed by the
results of our methodology that appear in the next section.

5.4 Main Results

The results we present in this section address the difficulties associated with cur-
rent approaches to dynamic games with asymmetric information, specifically: the
inter-dependence over time between strategies and beliefs (Sect. 4); the growing
domain of the agents’ strategies (Sect. 4); and the strategic concerns arising from
restricting attention to SIB strategies and SIB beliefs (Sect.5.3). These results
have been derived under the following key assumption, the meaning of which we
discuss in the following subsection.

Key Assumption. At any time ¢, t = 1,2,...,T, and for any sequence of
all the agents’ actions up to time ¢ — 1 the following conditions are satisfied:
(C1) Every possible value x; of the system state X; can be realized with positive
probability. (C2) For every agent, every possible value of his private observations
can be realized with positive probability.

We present an informal statement of the four main results of the sufficient
information approach to dynamic games with asymmetric information. A formal
statement of conditions (C1) and (C2) along with a formal statement of the four
main results and their proofs can be found in [36].

Result 1. At any time t, every agent ¢’s private belief about the state of the
dynamic system and the the private information of all other agents is indepen-
dent of his own strategy.

Result 2. If every agent j # i plays a SIB strategy o/, then there exists a SIB
strategy o* for agent i that is a best response to the strategies (o7, # 7).

Results 1 and 2 address the strategic concerns created by focusing on SIB
strategies and SIB beliefs, and, in part, the growing domain of the agents’ strate-
gies. Result 1 shows that no agent can alter his private belief about the state of
the dynamic system and all the other agents’ private information by deviating
from the predicted strategy profile. Thus, when all agents j # ¢ play according
to a SIB assessment (o*, u%) (where the belief system u¥ is determined by the
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update rule ¢ described in Sect. 5.2), agent i cannot mislead these agents by play-
ing a strategy ¢* different from o**, thus, creating dual beliefs (one belief that is
based on the SIB assessment (0%, u¥) the functional form of which is known to
all agents, and another belief that is based on his private strategy g* that is only
known to him) which he can use to his advantage. Result 2 shows that when all
agents play SIB strategies, no agent can profit by deviating from his SIB strategy
to a non-SIB strategy. Therefore, we can restrict attention to SIB strategies and
attempt to determine PBE within the class of SIB assessments, i.e. SIB-PBE. As
pointed out above, SIB strategies are simpler than general strategies (which, at
any time, are functions of all the private and common information available to an
agent at that time) because they are based on compressed information. However,
SIB strategies do not have, in general, a time-invariant domain. Nevertheless,
there are several instances in practice where SIB strategies have a time-invariant
domain [30,31,37].

Using Results 1 and 2 we can obtain a sequential decomposition of stochastic
dynamic games with asymmetric information. Such a decomposition is described
by the following result.

Result 3. SIB-PBE can be determined by the solution of N coupled dynamic
programs (one for each agent). These dynamic programs determine sequentially
(moving backwards in time) SIB-PBE via the solution (i.e. the Bayesian Nash
equilibria) of a series of T static Bayesian games that have the following form.
For the game at time 7', and for any realization 7, s = (s%,i = 1,2,...,N)
of the SIB belief I and the sufficient information Sy = (Sk,i = 1,2,...,N),
respectively, agent i’s utility is the expectation of his original utility U% (see
Sect. 3) conditioned on the 7 and sp. For the game at time ¢, ¢t =1,2,...,T —
1, and for any realization 7, s; = (st,i = 1,2,...,N) of the SIB belief II,
and the sufficient private information S; = (S{,i = 1,2,...,N), respectively,
agent i’s utility is the sum of two terms: (i) the expectation of his original
utility U} conditioned on m; and s;; and (ii) his expected payoff from time t+1
until time T, due to the continuation of the game, conditioned on m; and s;.
The second term of the above sum is a function of the SIB belief II;41 (which,
according to Sect.5.2; is recursively determined form m; and the new common
information Z;,1 acquired at ¢t + 1) and the sufficient private information Sy
(which, according to Sect.5.1, is recursively determined from s; and the new
information the agents acquire at t + 1).

Result 3 shows that for finite horizon stochastic dynamic games with
asymmetric information our approach resolves the difficulty due to the inter-
dependence over time between strategies and beliefs (discussed in Sect.5.4) by
providing a systematic method for determining the components of SIB-PBE one
at a time, starting at time T and sequentially moving backwards in time. The
N coupled dynamic programs provide an algorithm for determining SIB-PBE.

Results 1 and 2 hold for both finite and infinite horizon games. Under certain
additional assumptions, Result 3 can be extended to infinite horizon games (see
[36,39]).
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Result 4. (i) SIB-PBE exist for zero-sum games. (ii) For nonzero-sum games
there exists at least one SIB-PBE (o*, u¥), if the following condition is sat-
isfied. There exists sufficient information S} such that the update rule ¢ is
independent of the strategy profile o*.

The independence condition of Result 4 is not satisfied for all cyber security
games. In [36] we present several classes of dynamic games with asymmetric
information where the condition of Result 4(ii) is satisfied.

We illustrate the results of our approach to stochastic dynamic games with
asymmetric information through the example introduced in Sect. 3.

An Example (continued)

For the example introduced in Sect. 3, at any time t the sufficient private infor-
mation of agent i in group 1 is S! = X!. As pointed out earlier, all agents in
Group 2 have no private information, thus, no sufficient private information. The
sufficient common information for all agents at time t is the belief on the system
state X; conditioned on the common information C; = Ay.4_1, D141, Y1.4-1-
Note that the sufficient private information of each agent, and the sufficient
common information for all agents have time invariant domains.

Using the sufficient common information as an information state, we can
show [30,31] that PBE assessments can be determined sequentially in time by a
backward induction algorithm.

Therefore, for the game of the example introduced in Sect. 3, our method-
ology resolves the key difficulties (discussed in Sect.4) that are associated with
previous approaches to dynamic games with asymmetric information. That is,
it breaks the interdependence over time between strategies and beliefs (through
the sequential decomposition of the game) and discovers, for each agent and each
time, sufficient private information and sufficient common information that have
time invariant domains.

5.5 Discussion of the Main Results

Our main results show that the mutually consistent compression of the agents’
information (private and common) leads to SIB strategies, SIB beliefs, and SIB-
PBE which have several desirable features. Specifically, SIB strategies are simpler
than general strategies, and SIB beliefs, which are common knowledge among
all agents, can serve as information states in the sequential decomposition of
stochastic dynamic games with asymmetric information. In general, the set of
SIB-PBE of a dynamic game is a subset of all PBE of the game. This is because
in a dynamic game agents can incorporate their past irrelevant observations into
their future decisions so as to create rewards (respectively, punishments) that
incentivize them to play (respectively, not to play) specific actions over time. By
compressing the agents’ private and common information, we do not capture such
punishment /reward schemes that are based on past irrelevant observations. An
example of such a situation appears in [36,39] within the context of a repeated
game, where the set of PBE that can not be captured as SIB-PBE are the ones
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that utilize payoff-irrelevant information to create reward/punishment schemes
in the continuation game.

We would like to note that in dynamic games where the agents’ equilibrium
payoffs are unique, we can restrict attention to SIB-PBE because the above-
described punishment/reward schemes do not lead to additional equilibrium
payoffs. One class of such games is the class of zero-sum games (e.g., attacker-
defender games within the context of cyber security where the defender’s only
concern is the network’s security). In a zero-sum game agents have completely
opposite interests, therefore, it is not rational for them to cooperate on the for-
mation of such punishment/reward schemes; we refer the interested reader to
[36,39] for more discussion and the proof of existence of SIB-PBEs in zero-sum
games.

Even though it is true that, in general, the set of PBE of a dynamic game
is larger than the set of SIB-PBE, in our opinion there are reasons on why in
a highly dynamic environments, such as the the environment of cyber security
problems, SIB-PBE are more plausible to arise as an outcome of the game.

First, we argue that in a highly dynamic environment with signif-
icant information asymmetries among agents, the creation/formation of
reward/punishment schemes that utilize the agents’ payoff-irrelevant informa-
tion requires prior complex agreements among the agents. These complex agree-
ments are more likely to occur in games where the underlying system is not highly
dynamic (as in repeated games [19]) and there is no much information asymme-
try among agents. In a highly dynamic environment with significant information
asymmetries among agents (as in cyber security games) the formation of such
complex agreements becomes less likely for the following reasons. First, in these
environments each agent’s individual decision making process is described by a
complex Partially Observable Markov Decision Process (POMDP); thus, strate-
gic agents are less likely to form a prior common agreement (that depends on the
solution of their POMDPs) in addition to solving their individual POMDPs. Sec-
ond, as the information asymmetry among agents increases, reward/punishment
schemes that utilize payoff-irrelevant information require an increasingly com-
plex agreement that is sensitive and not robust to changes in the assumptions
on the information structure of the game. An example illustrating the lack of
robustness of these agreements to changes in the information structure of the
game is provided in [36,39]. The author of [24] provides a general result on
the robustness of the above mentioned reward/punishment schemes in repeated
games; he shows that the set of equilibria that are robust to changes in the game’s
information structure that affect only payoff-irrelevant signals do not include the
set of equilibria that utilize the reward/punishment schemes described above.

Second, the proposed solution concept SIB-PBE can be viewed as a general-
ization/extension of Markov Perfect Equilibrium (MPE) [21] to dynamic games
with asymmetric information. Therefore, a similar set of rationales that support
the notion of MPE also applies to the notion of SIB-PBE as follows. First, the
the set of SIB assessments, as presented in [36,39], describes the simplest form
of strategies capturing the agents’ behavior that is consistent with the agents’
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rationality. Second, the class of SIB-PBE captures the idea that “bygones are
bygones”, which also underlies the requirement of subgame perfection in equilib-
rium concepts for dynamic games. That is, the agents’ strategies in two contin-
uation games that differ only in the agents’ information about payoff-irrelevant
events must be identical. Third, SIB assessments embody the principle that
“minor changes in the past should have minor effects”. This implies that any
perturbation in the specification of the game or in the agents’ past strategies
that are irrelevant to the continuation game should not change drastically the
outcome of the continuation game.

We would like to emphasize that the key assumption of Sect. 5.4 is essential
in establishing the assertions of the main results of the approach presented in
this section. Condition (C1) says that there is enough exogenous uncertainty (i.e
random uncontrollable events) in the system’s evolution so that at each time ¢
all states in the system’s state space can be reached with positive probability;
condition (C2) says that no agent can infer perfectly another agent’s actions
based only on his private observations; equivalently, condition (C2) says that any
deviation that is detected by a certain agent is also simultaneously detected by all
the other agents. We believe that within the context of cyber security problems
these conditions are fairly reasonable. For example, when the system/network
is heavily used there is a high likelihood that random failures induced by the
heavy load can potentially lead to one of many security states. Furthermore, the
information agents receive from their own (private) sensors can be very noisy,
thus they are not able to perfectly detect other agents’ actions. Nevertheless,
there are instances of cyber security games with many players/agents (attackers
and defendants) where an agent’s deviation may be detected by a subset of the
rest of the agents (this subset of agents use their private information to detect
the deviation). The methodology presented in this section cannot address these
instances. We present some ideas on how to address these instances in Sect. 7.

Even though there are instances of dynamic games with asymmetric infor-
mation where the domain of SIB strategies is time-invariant, e.g. [31,37], the
methodology for information compression presented in this section does not
always result in sufficient private information the domain of which is time-
invariant. Thus, our methodology does not completely resolve the difficulty aris-
ing from the growing domain of the agents’ strategies in dynamic games with
asymmetric information. In Sect.7, we present some ideas on how to address
this difficulty.

We conclude our discussion by pointing out that the main results 1-3 can be
obtained if we replace the key assumption of Sect. 5.4 with another one where
each agent’s actions are always observable by all other agents. However, such an
assumption is not realistic for cyber security problems.

6 Relevant Literature

The literature on dynamic games with asymmetric information can be divided
into two categories: (1) games where the underlying system is static (repeated
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games); and (2) games where the underlying system is dynamic. There are sig-
nificant philosophical differences between the approaches to games in the above
categories.

Dynamic games where the underlying system is static (repeated games) arise
primarily in economic problems where the environment does not change with
time or evolves very slowly over time. Works on (discounted) repeated games
study primarily their asymptotic properties, specifically their properties when
the horizon is infinite and agents are sufficiently patient (that is the discount fac-
tor is close to 1). In repeated games agents play a stage (static) game repeatedly
over time. The main objectives of the literature on these games are: (i) to analyze
situations where the agents can form self-enforcing punishment/reward mecha-
nisms so as to create additional equilibria that improve the payoffs they obtain
by playing an equilibrium of the stage game over time; and (ii) to characterize
the payoffs corresponding to all the equilibria of the repeated game.

Dynamic games where the underlying system is dynamic arise in engineer-
ing problems where the environment evolves rapidly over time. For example, in
cyber security, the progressive nature of cyber attacks results in a rapidly chang-
ing environment, this is why the underlying system is modeled by a stochastic
difference equation (see Sect.3). The work existing on games with asymmetric
information where the underlying system is dynamic does not restrict attention
only to situations where the horizon is infinite and agents are sufficiently patient.
The literature addresses situations where the decision problem for each agent,
in the absence of interactions with other agents (i.e. assuming fixed strategies
for the other agents), is a POMDP. Therefore, the determination of a set of
equilibrium strategies is a complex problem. Consequently, it is unlikely that
the agents seek equilibria that result from the formation of self-enforcing pun-
ishment/reward mechanisms that are similar to those used in infinitely repeated
games. Existing approaches to and results on dynamic games with asymmet-
ric information where the underlying system is dynamic demonstrate that the
equilibria of these games have the same features as the equilibria determined by
our approach (see Sect.5.5). For this reason, in this section we will provide a
detailed description of the literature on stochastic dynamic games with asym-
metric information where the underlying system is dynamic. At the end of the
section we will provide a few key references on dynamic games with asymmetric
information where the underlying system is static.

Stochastic dynamic games with asymmetric information where the under-
lying system is dynamic can be classified into two categories, zero-sum and
nonzero-sum. Cyber security problems are usually modeled as non zero sum
games because the attackers’ and defenders’ objectives are not exactly the oppo-
site of each other (see Sect.3). For this reason, first we will briefly review the
literature on zero-sum dynamic games and then we will provide a more detailed
discussion of the literature on non zero-sum games.

The works in [3,10,16,17,32] consider dynamic zero-sum games with asym-
metric information. The authors of [3,32] study two-player games with Marko-
vian dynamics and lack of information on one side (that is, one player/agent who
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has perfect knowledge of the game that is being played and one player who has
partial /incomplete knowledge of the game that is being played). The authors of
[10,16] study two-player zero-sum games with Markovian dynamics and lack of
information on both sides (that is, both players possess only partial/incomplete
knowledge of the game that is being played). We would like to point out that
the authors of [3,10,16,32] consider models with specific Markovian dynamics
where each agent observes perfectly a local state that evolves independently of
all other local states conditioned on the agents’ observable actions. Thus, even
if one attempted to formulate cyber security games as dynamic zero-sum games
with asymmetric information, the results of the above mentioned papers could
not provide any answers or insights because in cyber security games the agents’
actions are not, in general, observable, agents have imperfect (noisy) observations
of the system’s/network’s security status, and the game’s information structure
(who knows what and when) is considerably more complex than that of the above
mentioned references. One instance of zero-sum stochastic dynamic games where
the agents’ actions are not observable is analyzed in [26]. The authors of [20]
consider zero-sum games with asymmetric information where the agents, in addi-
tion to having private information, share, at each time instant, some common
information, and they play pure strategies. They prove that if the set of saddle
point equilibria of the above games is non-empty, then the (minmax) value of
these games is the same as the value of the (symmetric) games where the agents’
only information is their common information. They provide an algorithm for
determining the value of the symmetric information games.

The literature on stochastic dynamic non zero-sum games with asymmetric
information, where the underlying system is dynamic, addresses mostly situa-
tions where, in addition to their private information, all agents have some com-
mon information (see [5,12,15,27,30,31,33,35-37,39,40]). References [5,15,35],
consider infinite horizon discounted games where the underlying system is a con-
trolled Markov chain. The approach taken in [5,15,35] is based on the philoso-
phy and ideas used to analyze infinitely repeated games. In the work reported
in [15] the system’s state is perfectly observed by all agents at all times, and
each agent’s actions are his private information (hidden actions); attention is
restricted to Perfect Pubic Equilibria (PPE), that is, equilibria that result in
when agents play only common information-based strategies. The authors of [15]
characterize, under certain assumptions that appear in [15], the set of the agents’
payoffs that correspond to all PPE when all agents are sufficiently patient, that
is, the discount factor § approaches 1. The authors of [5] consider games where
at each time all agents observe perfectly each others’ actions but each agent has
imperfect private information about the system’s state. They consider PBE as a
solution/equilibrium concept, and characterize, under certain assumptions that
are explicitly stated in [5], the set of the agents’ payoffs corresponding to all
PBE of the game when all agents are sufficiently patient. Sugaya [35] analyzes
instances of games where each agent has imperfect private information about the
system’s state and private monitoring of the other agents’ actions; furthermore,
he assumes that agents communicate with one another via perfect and public
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cheap talk. He adopts PBE as the equilibrium/solution concept and character-
izes, under certain assumptions that are explicitly stated in [35], the agents’
payoffs that correspond to all PBEs of the game when the agents are sufficiently
patient. References [12,27,30,31,33,36,37,39,40] analyze finite and/or infinite
horizon discounted dynamic games. In all of these references, the agents’ common
information is used as an instrument for coordination of the agents’ strategies. In
[12,27,30,31,33,37,40], the Common Information Based (CIB) belief (the belief
on the dynamic state state at time ¢, and all the agents’ private information at t,
based on the agents’ common information at ¢, ¢ = 1,2,...,T) is an information
state/sufficient statistic for decision making for each agent at ¢. In [36,38,39]
the SIB belief 11;,t =1,2,...,T, defined in Sect. 5.2, is an information state for
decision making for each agent at time t. In the game instances investigated in
[12,27] the CIB belief is independent of the agents’ strategies; in such a situation,
assessments (defined in Sect.5.4) can be described simply by the agents’ strat-
egy prediction (defined in Sect.5.4), and an appropriate equilibrium concept is
Common Information Based Markov Perfect Equilibrium that was introduced in
[27]. In the game instances investigated in [30,31,33,40], the CIB beliefs depend
on the agents’ strategies, the agents’ actions are always perfectly observable, and
the agents’ (private) beliefs (defined in Sect.5.4) are common knowledge [1,41]
among all agents. An appropriate equilibrium concept for these instances of
games is Common Information Based-Perfect Bayesian Equilibrium (CIB-PBE)
that was introduced in [30,31]. In the game instances investigated in [36,37,39]
the agents’ SIB beliefs depend on their strategies, the agents’ actions are not
observable, and the agents’ (private) beliefs are their own private information.
An appropriate solution concept for these game instances is SIB-PBE that was
introduced in [36,39] and presented in Sect. 5.3. Since cyber security games have
asymmetric information, unobservable actions, and the domain of the agents’
strategies’ grows with time, the work of [35] along with the methodology and
results reported in [36,39] and informally presented in Sect.5 is the literature
that is the most relevant to these games.

Infinitely repeated games have been extensively studied, primarily by
economists. There is a rich literature available on these games; the book by
Mailath and Samuelson, [19], presents the main results on this topic until its
publication date. In this chapter we briefly discuss this literature, because some
of the ideas and philosophy behind the development of key results for this class
of games played a significant role in the development of key results for dynamic
games with asymmetric information where the underlying system is dynamic
[5,15,35]. Infinitely repeated games can be divided into two categories, zero-sum
and non-zero sum.

Infinitely repeated zero-sum games with asymmetric (incomplete) informa-
tion were initially studied by Aumann et al. [2]; an excellent survey and discus-
sion of results on this class of games can be found in [44].

Infinitely repeated non-zero sum games with asymmetric information can
be classified into three categories: games with perfect public monitoring, in
which the agents observe perfectly each others’ actions, and Nash equilibrium or
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perfect equilibrium as a solution concept (see [19,20] and references therein);
games with imperfect public monitoring, in which the agents can observe pub-
lic noisy signals about the action profile and focus on perfect equilibria where
each agent’s continuation strategy depends only on past public signals (see [8,19]
and references therein); and games with imperfect private monitoring, in which
players observe private noisy signals about other players’ actions, and sequen-
tial equilibrium as a solution concept (see [22] for two-player games and [34] for
many-player games, and references therein). In all of the above categories the
authors consider infinitely repeated discounted games and characterize the set
of equilibrium payoffs corresponding to all equilibria in the limit as the discount
factor approaches one.

7 Conclusion

We have argued that cyber security problems are stochastic dynamic games
with asymmetric information where the underlying system is stochastic and
dynamic. We presented current approaches to analyzing dynamic games with
asymmetric information along with the currently available literature and the
challenges/difficulties associated with these approaches. As we pointed out in
Sect. 4, two major difficulties are the interdependence over time between strat-
egy prediction and beliefs, and the increasing domain of the agents’ strategies.
We presented a “sufficient information approach” (Sect.5) which breaks the
interdependence over time between strategy prediction and beliefs, leads to a
sequential decomposition of the dynamic game and specifies an algorithm for
determining the SIB-PBE of the game; we also identified instances of games
where the sufficient information approach results in a time-invariant domain of
the agents’ strategies. The results of the sufficient information approach were
developed under a key assumption, stated in Sect.5.4, which in essence says
that any deviation by one agent is either not detected or it is detected simulta-
neously by all other agents and the detection is based on the agents’ common
information.

In cyber security problems the domain of the agents’ strategies increases, in
general, with time. Furthermore, a deviation from one agent may not be detected
at all, or it may be detected at different times by different agents. These two
features of cyber security games cannot be captured by the approach presented in
Sect. 5. In the rest of this section we present some ideas on how to address them,
and we identify open problems in dynamic games with asymmetric information
that are tightly connected to cyber security games.

First, consider the situation where the agents’ sufficient private information
increases with time. In this case assume that each agent has finite memory which
he updates at each time instant; specifically, assume that at any time ¢ part of
each agent’s memory is used to store his private information and another part is
used to store his SIB belief about the system state and all the agents’ (including
himself) private information. At time t + 1, each agent’s private information
is determined by an update rule which combines his private information at t
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and the new information he receives at ¢ + 1; similarly, the SIB belief at time
t+1 is formed by an update rule which combines the SIB belief at ¢ and the new
common information received at t+1. Under these constraints, the objective is to
determine decision strategies (that are based on the agents’ private information
and the SIB belief), private information update rules, and common information
update rules that are in equilibrium.

Next, consider the situation where the key assumption of Sect. 5.4 is relaxed.
In this case the challenge is to create public monitoring structures/mechanisms
that allow each agent to detect deviations from other agents. Within the context
of infinite horizon discounted games (with discount factors close to 1) such moni-
toring structures are presented (i) in [35] for games where the underlying system
is dynamic and is described by a controlled Markov chain, the agents’ actions
are hidden (unobservable) and the agents’ private state observations are imper-
fect (noisy), and (ii) in [34] for repeated games with an information structure
similar to that of [35]. These monitoring mechanisms are described by “review
phases” the duration of which is chosen appropriately so that at the end of each
phase the law of large numbers should hold with high probability, therefore,
allowing agents to detect each others’ deviations (see [34]). Such ingenious mon-
itoring structures work well for infinite horizon games but can not be used in
finite horizon games. The discovery of monitoring structures that allow agents to
detect each others’ deviations in finite horizon games where the key assumption
of Sect. 5.4 is relaxed and the information structure is similar to that of [35] is
a challenging and important open problem that is closely connected to cyber
security games.

To alleviate the difficulties arising when the key assumption of Sect.5.4 is
relaxed and public monitoring mechanisms are not in place we can focus on
belief-free equilibria. An equilibrium is belief-free if, after each history profile,
each agent’s continuation strategy is optimal independently of his beliefs’ of
the other agents’ history profiles. Game theorists have analyzed and solved
repeated infinite horizon discounted games with private imperfect state infor-
mation, observable actions, and belief-free equilibrium as the solution concept
(see [4,13,14,43] and references therein). The analysis and solution of games
where the underlying system is dynamic, the agents’ private state observations
are imperfect (noisy), actions are hidden, and the solution concept is belief-free
equilibrium, is an important class of open problems. Such problems are tightly
connected to cyber security as they capture several important key features of
cyber security games.
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