
Chapter 8
Erosion of Civil Rights in a Digital
Society—Maintaining the Democratic
Society

Jimmy Schulz

Vigilance Is Required

A Democratic, Federal and Free State Under the Rule of Law

After the Second World War, Germany was in need of a new constitution that would
protect the people from the state and guarantee their fundamental rights. Therefore,
theBasicLaw for the FederalRepublic ofGermanywas promulgated on 23May1949
in Bonn, Germany. At the same time, the Federal Republic of Germany was founded.
This constitution substantiates the nature of the Federal Republic of Germany as a
democratic, federal and free state under the rule of law. The essential characteristics
are the Fundamental Rights, named in Article 1 to Article 19, which guarantee
freedom and equality to German citizens. They are binding for all three powers:
legislative, judiciary and executive power. Article 19, Paragraph 2 says: “In no case
may the essence of a basic right be affected” (Tomuschat and Currie 2014). With this
important paragraph, the German constitution protects itself from over-ambitious
politicians. The authors of the Basic Law for the Federal Republic of Germany
surely had no idea how digital transformation would affect our society. But that does
not matter. Fundamental Rights are always valid, regardless of whether we need
protection from the state in analogue life or in cyberspace.

With the progress of digital transformation, more and more decision-makers rec-
ognize challenges and possibilities of increased networking. But possibilities are
not always positive, some of the new opportunities even have the power to destroy.
To be able to focus on the positive ones and to avoid temptation, staunchness and
conscience are the key required characteristics of decision makers.
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The Big Eavesdropping Operation

Twenty years ago, in 1998, politicians in Germany decided to change one of the
Fundamental Rights with the purpose of improving police work. Technical develop-
ments led to new possibilities, which brought forth a change in Fundamental Rights.
This change affected Article 13: Inviolability of the home. The paragraphs 3–6 were
added. These additions empowered executive authorities to use measures of acous-
tical surveillance in any home in which the suspect is supposedly staying, but only
“pursuant to judicial order” and only under strict conditions. Furthermore, the idea of
checks and balances is clearly reflected in this change. The executive power gets the
right of acoustical surveillance, but only in consideration with the judiciary power.
Additionally, the legislative power has to be informed regularly, which is specified
in Article 13, paragraph 6.

Nevertheless, 20 years ago, this issue caused a huge controversy. A leading figure
of the opponents of this FundamentalRight changewas the formerFederalMinister of
Justice from theLiberalDemocratic PartyFDP,SabineLeutheusser-Schnarrenberger.
She tried to prevent the change of the law in her role as Federal Minister. When she
realized she could not stop the law from passing, she consequently resigned from
her post. But she did not stop fighting and brought an action before the Federal
Constitutional Court (GE: Bundesverfassungsgericht) in Germany. With her liberal
supporters—Gerhart Baum, the former FederalMinister of the Interior and Burkhard
Hirsch, the former Vice-President of the German Federal Parliament—she finally
succeeded in 2004, when the court delivered the judgment that large parts of the
law violated human dignity and were therefore unconstitutional. The judges did
not declare the changes in Article 13 themselves as unconstitutional, but numerous
regulations in the Code of Criminal Procedures based on the changes of Article 13.
Furthermore, surveillance should only be ordered on the suspicion of particularly
serious crimes. Additionally, conversations between close relatives may only be
intercepted if all involved parties are suspects and the conversation has criminally
relevant content. If these conditions are not fulfilled, the corresponding records are
not only worthless as evidence, but are not allowed to be made at all. In order
to establish constitutionality in the conduct of surveillance, surveillance must be
actively pursued by an official who, if necessary, stops monitoring as soon as the
conditions specified by the court cease to exist. Any form of automatically recorded
surveillance is considered non-constitutional. In summary, the right of the state to
intrude into citizens’ privacy is limited to situations that may pose significant risks
for the community (1 BvR 2378/98 2004).

We can summarize that 20 years ago, when the process of digital transformation
was still at its very beginning, politicians’ ideas for using new technology for surveil-
lance found fertile ground. It was the beginning of a steadily increasing number of
comprehensive proposals to limit freedom.
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But the plans from 20 years ago might seem kind of innocent compared to today’s
ideas. This development shows that we are still at the beginning of a revolution
that might cause a huge impact on our free and democratic society. The following
examples will underline this concern.

The Basic Law in Times of Digital Transformation—Under
Constant Fire

Digital transformation is speeding up. New technologies like autonomous driving,
hybrid humans, smart living and smart homes, new applications to simplify life,
artificial intelligence in general and even digitized clothing are booming. A new
generation of people, the so-called digital natives, are growing up with all these
things, taking them for granted. But will this new generation also consider their civil
rights as important, or will they become used to the fact that they are “transparent”?
What is our duty now?

Data Retention

One of the key terms is data retention. For years, experts have emphasized that storing
all communication without links to terrorism or even an involvement in crime is
absolutely the wrong way to go. This does not lead to greater safety, but only to
less privacy. With these data, it is possible to create a detailed profile of people.
The state has access to information about the websites that citizens visit, who they
called and where they were called from. Data retention can be used to identify social
relationships and to provide a comprehensive background about people’s private
lives. Politicians who support this procedure consider every citizen a suspect.

In cooperation with supporters of civil rights, several politicians from the liberal
party brought an action before the Federal Constitutional Court in Germany to stop
data retention.At themoment, due to anunclear jurisdiction and several constitutional
complaints, the law was put on hold until there is a judgment from the Federal
Constitutional Court. Maybe it is easy to store all these data and then just look for
what is needed to fight crime. It would even be easier to have a saliva sample of
every person in a database and install surveillance software in every smartphone or
computer (and car). Just because it is easy and possible, does not make it the right
way to go. Unfortunately, the right way to go is complicated and expensive. Many
people believe this is a price we should be willing to pay. About 40% of the German
citizens are concerned that the state has steadily increased monitoring them as a
result of technological development (Statista 2016).
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Governmental Malware—Spyware Made by the Government

Another issue is a disturbing new law that was passed by the Conservatives and the
SocialDemocrats in 2017with regards to online searches and surveillance of telecom-
munication. The way this extension of state power passed the legislative process was
considered controversial by many citizens and media: Two unrelated draft laws were
in the middle of the normal legislative process when the Committee on Legal Affairs
and Consumer Protection of the German Bundestag silently included (Deutscher
Bundestag 2017) these far-reaching surveillance instruments into these draft laws.
The “Gesetz zur effektiveren und praxistauglicheren Ausgestaltung des Strafver-
fahrens” (BT-Drucksache 18/11277) (EN: Law on the more effective and practicable
design of criminal proceedings) and the “Gesetz zur Änderung des Strafgesetzbuchs,
des Jugendgerichtsgesetzes, der Strafprozessordnung und weiterer Gesetze” (BT-
Drucksache 18/11272) (EN: Law amending the Criminal Code, the German Juvenile
Court Act, the Code of Criminal Procedure and other laws) normally would not be
associated with online searches and surveillance of telecommunications. However,
following the decision of the Committee on Legal Affairs and Consumer Protection
(BT-Drucksache 18/12785) adopted by the plenary, the amendments had been incor-
porated into the laws. Therefore, the legal foundation has been extended to allow the
so-called “Quellen-TKÜ” (GE: Quellen-Telekommunikationsüberwachung), which
means lawful interception at the device-level by malware, before any end-to-end
encryption can be applied. Also, online searches were added, which provides the
executive powers the right to search computers and smartphones by installing mal-
ware.

By pursuing this legislative procedure, silently including far-reaching restrictions
on privacy in the middle of the legislative process, a public debate nearly failed
to appear. The government avoided the standard process, which consists of three
readings in plenary and the involvement of the German Bundesrat. In the German
Bundesrat, the federal states participate in the legislation of the federation. The Fed-
eral Data Protection Commissioner was also not involved (cf. Beuth and Biermann
2017; Grunert 2017).

With this new law, the state granted itself the right to use spy software on
smartphones and computers of suspects—not only to prevent terrorism, but also
to detect, for example, counterfeiting of documents or tax evasion. Nevertheless,
online searches should only be applied if the alleged offense is particularly serious.
But this is not the case with the use of spy software for the purpose of telecommu-
nication surveillance. The problem is that the software used for telecommunication
surveillance is able to monitor much more information than lawfully permitted.

The “Quellen-TKÜ” has the goal of lawfully intercepting encrypted communica-
tion. The other part, the online searches, goes a significant step further and implies the
ability to search through all data—for example, data that is stored on a smartphone
(or accessible via the cloud). The Quellen-TKÜ is supposed to be similar to the inter-
ception of a telephone call, and the online search is comparable to the search of an
apartment. However, this important separation, which the legislator has envisaged,
is extremely difficult to implement from a technical point of view. Unfortunately,
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past reports have shown that the state has been using software that was not covered
by the legal framework, because the trojan used had significantly more capabilities
than permitted by law.

In addition, the installation of this malicious software obviously requires the
exploitation of existing vulnerabilities in IT systems. This constitutes a weak point
for overall IT security, as the state participates in the trade and the dissemination
of IT security vulnerabilities and prevents their effective remediation. This can lead
to major collateral damages to innocent citizens, as well as companies. The use of
backdoors and the participation of the state in digital black and grey markets in order
to acquire knowledge about security vulnerabilities or so-called zero-day exploits
from third parties are incompatible with the basic values of our liberal-democratic
order.

What’s Next? Public Surveillance Ideas

Data retention and governmental malware are two examples of these kind of ideas
that should make “evil” cyberspace safer, better or less complicated. But in the end,
they restrict the freedom of citizens. There are many other suggestions, such as face
recognition in public, which has already been tested by the federal government at
Berlin-Südkreuz, a heavily frequented train station in themiddle ofGermany’s capital
city.Another suggestion is the possibility of recognizing emotions via software. Some
politicians think that terror attacks could be prevented—for example, at an airport—
by identifying potential terrorists via monitoring of “dangerous” facial expressions.
One can imagine many different reasons that a person might look stressed, angry or
in any other form “dangerous” at an airport, such as if a flight is cancelled at the last
minute. Such a surveillance of emotions would significantly curtail citizen liberties
and constitute a huge loss of freedom.

Freedom of Speech—Online and Offline

In a democratic society, freedom of speech is fundamental. In Germany, it is written
down inArticle 5 of the constitution: Freedomof expression, arts and sciences. It says
in paragraph 1: “Every person shall have the right freely to express and disseminate
his opinions in speech, writing and pictures, and to inform himself without hindrance
from generally accessible sources. Freedom of the press and freedom of reporting by
means of broadcasts and films shall be guaranteed. There shall be no censorship”
(Tomuschat and Currie 2014). Today, many people get their information through
socialmedia platforms. They use them to get updates and news from their friends or to
share their thoughts and opinions. This novelty that allows everybody to express him-
or herself online through a blog or a social media profile has advantages for a great
majority of people. But some people use this chance to distribute lies, hate speech and
even illegal content. This has led German politicians to propose the rules to require
that social media companies like Facebook and Twitter quickly remove this kind of
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content from their sites, or face having to pay high fines. This model is now also
being discussed on the European level. About 45% of the German citizens believe
the so-called German Netzwerkdurchsetzungsgesetz or “NetzDG” (EN: Network
Enforcement Act) constitutes a serious threat to the freedom of expression of the
public (Civey 2018). It therefore should not become a role model. The concern about
this model is that there is a risk that, in case of doubt, the companies concerned will
opt for deletion of online content in order to avoid paying high fines.

Moreover, it is unacceptable to allow companies to act like judges and decide
which content is covered by the right to freedom of expression and which is not. This
is primarily a governmental task and will cost money, because more judges with a
special training are needed.

Some European politicians even promote the idea of obligating online services
to monitor and filter content, even before it’s uploaded, by introducing so-called
“Upload Filters”. This would mean that private companies decide which content is
allowed to be distributed online—taking a significant step towards censorship.

Bavarian Surveillance Fantasies Threatening a Whole Country

The past has shown that many ideas curtailing civil rights came from the conservative
side of the political spectrum. Many of these ideas have their origin in Bavaria.
The conservative party, called CSU (DE: Christlich Soziale Union), has governed
Bavaria since 1957. This is a local Bavarian party, which builds a union with the
CDU (DE: Christlich Demokratische Union Deutschlands) on the federal level. The
CSU had a majority in the Bavarian Parliament in 2018, meaning they could easily
make far-reaching political decisions. Furthermore, a new party appeared and gained
strength against the background of the refugee crisis in 2015 in Germany. The AfD
(Alternative für Deutschland) is another very conservative and nationalistic party
that seems to be attractive to very conservative, perhaps some of them former CSU,
voters. Therefore, the CSU had to regain their attention, especially with regard to
the Bavarian State Elections on 14 October 2018. Additionally, the former Bavarian
PrimeMinister was nominated asGerman Federal InteriorMinister half a year before
the elections. In his first speech in theGermanBundestag as Federal InteriorMinister,
he announced the desire to make Bavaria a role model for Germany as a whole.

Police with Secret Service Tasks

In 2018, the Bavarian government (CSU-led) drafted a law for the Bavarian parlia-
ment (CSU majority) that many have equated with turning the police force into an
intelligence service. The plans of the so-called “Gesetz zur Neuordnung des bay-
erischen Polizeirechts” (BayLT-Drucksache 17/20425) (EN: Law on the reorganiza-
tion of the Bavarian police law) lead to a weakening of judiciary power. As was the
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case 20 years ago, surveillance only was permitted “pursuant to judicial order” under
strict conditions. The CSU wants to change this. Additionally, the law would allow
the police to make videos while people participate in peaceful assemblies, butting
up against Article 8 of the Federal Constitution, which guarantees the “Freedom
of assembly”. The draft law includes additional controversial ideas. It would allow
police to spy on computers and smartphones if they think there is an imminent dan-
ger. The police could also change and delete information on these computers under
special circumstances. Since the foundation of the Federal Republic of Germany and,
thereby, the establishment of the German Basic Law, no police force ever had similar
powers. Additionally, Members of the Bavarian Parliament submitted amendments
to make this law even stricter—for example, by obligating IT companies to imple-
ment vulnerabilities in their products that could be used by the state. People all over
Germany (more than 30,000 citizens inMunich, the capital of Bavaria) demonstrated
against this law (Süddeutsche Zeitung 2018).

Recommended Steps to Protect Civil Rights

Transforming Possibilities into Chances

New technologies offer many possibilities to make police work more efficient but
also to restrict the civil rights of a country’s citizens. There are many controver-
sial ideas popping up that are discussed, decided upon, implemented, concretized
and sometimes even withdrawn. Without a doubt, the digital transformation has the
potential to lead people to another age of democracy, with another view on civil
rights and transparency—this is already happening.

The previous explanations focused on the dangers to civil rights while a demo-
cratic digital transformation is happening. But citizens should not be scared when it
comes to the future and technical innovations. There is a lot of power in this digital
transformation, along with many positive ideas that can help save and improve lives.
Politicians and citizens would do well to focus more on these beneficial ideas. The
question is: How can they succeed?

Investing in Education—Sensitizing People—Enlightening Politicians

To seize the full potential the digital transformation has to offer for society, there
are three tasks that can be focused on: providing a better (also digital) education,
raising awareness and being persistent. The future generations must be prepared to
handle new technologies at school and older generations should never stop learn-
ing. In particular, multipliers like politicians or teachers should refresh their knowl-
edge of history and explain the reasons and the importance of fundamental rights to
everyone. Furthermore, today’s stakeholders have the responsibility to deal with the
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consequences of their decisions. There need to be social debates about civil rights
in the digital world, and multipliers need to be able to counter the attitude of people
who say, “Surveillance is ok. I can accept it because I have nothing to hide”.

A Right to Encryption

One of the basic rights in a digitized society is online privacy. On the one side,
Article 10, paragraph 1 of Germany’s Fundamental Rights states that “the privacy
of correspondence, posts and telecommunications shall be inviolable” (Tomuschat
and Currie 2014). If people send letters, they regularly use an envelope. But emails
are often sent unencrypted, which is comparable to a postcard—anyone could read
it. For that reason, a right to encryption is needed. This implies that all providers of
telecommunication services should be obligated to offer the standard version of their
communication service (end-to-end) encrypted.

Good Ideas from Politics

Luckily, there are alsomany positive political initiatives. Two of them are particularly
noteworthy.As early asApril 2016, theEuropeanGeneralData ProtectionRegulation
(GDPR) (EU 2016/679) was adopted, and it became effective on 25May 2018 after a
two-year transition period. It establishes a harmonized data protection framework in
all 28 Member States of the European Union. This regulation enables all individuals
in theEuropeanUnion to have control over their personal data via several instruments.
The GDPR is based on several principles. One is the principle of explicit consent as
the foundation for data collection and processing (opt-in), which also strengthens the
data protection authorities as it provides for the possibility to impose severe sanctions
in the case of data protection infringements—such as fines of up to e20 million, or
4% of the annual worldwide turnover of a company, depending on which sum is
higher.

Furthermore, negotiations of the so-called ePrivacy Regulation, are taking place
on the European level. The regulation’s goal is to ensure “the protection of funda-
mental rights and freedoms […] in particular, the rights to respect for private life and
communications and the protection of natural persons with regard to the processing
of personal data” (COM/2017/010 final—2017/03 (COD), Article 1). It will com-
plement the GDPR with regard to electronic communications data. The ePrivacy
Regulation could ensure that the same high privacy standards apply for so-called
Over-the-Top communications services (e.g., widely used messenger services), as
well as “traditional” telecom operators in the future.

The GDPR and the ePrivacy Regulation are important steps to ensure that all over
Europe, people and businesses profit from a harmonized set of rules that strengthen
the sovereignty over their own data. Data sovereignty is fundamental, if we want to
ensure the autonomy of each citizen in the digital world.
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Courage First—Concerns Second

“Digital first—Bedenken second” (EN: digital first, concerns second)—this claim
was used by the Free Democratic Party (FDP) to promote innovative ideas for the
digital sphere in the campaign for the Federal Elections in 2017 in Germany. This
is the attitude toward new technologies that leads to great innovation. There is not
a contradiction between this claim and the former explanations, as long as the fun-
damental rights of all people are guaranteed, and they are empowered to profit from
the opportunities offered by digital transformation.

This is the guiding principle on which an international ethical fundament could
be built on. The internet is a good thing after all!
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