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Introduction

One of the most significant—and overlooked—lessons of the NSA-Affair, which
Edward Snowden triggered with his massive disclosures about American intelli-
gence operations, is that a vast chasm exists between American and German per-
spectives on privacy. This has been a favorite theme of well-known comparative law
scholars such as Yang (1966), Walsh (1976), Barnett (1999), Bignami (2007), Lach-
mayer (2014), and Krotoszynski (2014). In fact, the different American and German
reactions to Edward Snowden’s leaks demonstrate that there is hardly another issue
about which transatlantic attitudes diverge so sharply. Americans do not understand
Germans’ outrage over the collection of seemingly meaningless and mostly inno-
cent information that, when deployed creatively, has pragmatic value for promoting
security and commercial innovation. At the same time, Germans do not understand
Americans’ seeming indifference toward the profound personal privacy implicated
by access to highly-revealing telecommunications and Internet data. The so-called
“NSA-Affair”—as it is referred to in Germany—once again proves that there are
“significant privacy conflicts between the United States and the countries of Western
Europe—conflicts that reflect unmistakable differences in sensibilities about what
ought to be kept private” (Whitman 2004).

Transatlantic disagreement over the social, political, and legal meaning of privacy
calls into question thewidespread conviction that privacy is a shared and fundamental
Western value, not to mention the view that privacy is a universal norm. That is a
confounding conclusion for any discussion about managing our digital and data-
centric future.

This chapter is an extensively edited and revised version of the author’s contributions to the book
Privacy and Power: A Transatlantic Dialogue in the Shadow of the NSA-Affair (Miller ed., 2017).
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The critical insight I intend to advance with my contribution to this expansive col-
lection grappling with the issues of data privacy and digital security is this: Privacy,
especially when expressed as a norm within a domestic legal framework, necessarily
reflects a society’s culture (Altman 1977; Richter and Albrecht 2013). Our differ-
ent legal notions of privacy are rooted in different histories, different social forces,
different political traditions and institutions, different legal cultures, and different
economic conditions and orientations. On these terms, there is no privacy. There are
only privacies (Nissenbaum 2009).

First, I will document the dramatically different reactions to the NSA-Affair in the
United States and Germany. This substantiates my fundamental claim that America
and Germany have different views about privacy. Second, I will describe some of
the social and political factors that unavoidably influence the two countries’ very
different legal understandings of privacy.

Different Reactions to the NSA-Affair

I have used the phrase “NSA-Affair” to refer to the political and legal turmoil—
both domestic and international—loosed by Edward Snowden’s disclosures. And
that is precisely how Germans view the NSA operations exposed by Snowden:
the NSA’s activities were scandalous, unethical and illegal. But the developments
swirling around Snowden’s revelations are not seen in singularly appalling terms
by most Americans. It is telling, for example, that Snowden’s revelations have not
widely earned the label “NSA-gate” or “Snowden-gate” in the popular American
coverage of the story. That would have been in keeping with the tiresome American
practice of borrowing the suffix “-gate” from the Nixon-era “Watergate scandal”
to create a catchy label for every contemporary controversy worthy of Americans’
attention. But Americans apparently view Snowden’s revelations as less problematic
than under-inflated footballs (“Deflategate”) and “wardrobe malfunctions” during
the Super Bowl halftime show (“Nipplegate”).

Besides the very different ways in which Americans and Germans speak about the
NSA-Affair, other anecdotes point to the radically different responses to Snowden’s
revelations in the two countries. Germans have sought to recognize Snowden as an
advocate for freedom, bestowing honorary degrees or other awards of distinction on
him, or by naming plazas and streets after the former NSA contractor. The Academic
Senate of the Free University of Berlin granted Snowden an “honorary membership”
in appreciation for his “exceptional commitment to transparency, justice and free-
dom” (ASTA FU 2014). Just blocks from Dresden’s marvelously restored baroque
Frauenkirche, a private landowner has named a plaza in Dresden’s Neustadt district
“Edward Snowden Platz” (Noack 2015). There have been few such gestures of ven-
eration in the United States, where Snowden still faces a federal criminal indictment
that could result in a lengthy prison sentence—if the American authorities can get
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their hands on him. Perhaps worse than the government’s strong condemnation, it
seems that the American public quickly lost interest in Snowden. One commen-
tator wondered if Snowden’s revelations have grown stale or have “proven to be
inaccessible or not titillating enough for the American public” (Chandler 2015).

There can be little doubt about Americans’ and Germans’ dramatically different
responses to Snowden and the NSA intelligence-gathering operations he disclosed.
Germans are inclined to see Snowden as a hero who cast light on highly intrusive
and unnecessary surveillance programs. Americans are inclined to see Snowden as
a well-intentioned criminal who jeopardized valuable anti-terrorism programs. A
large majority of Germans (61%) approved of Snowden’s actions, even if they were
illegal. Sixty percent see him as a “hero” and not as a “criminal” (Spiegel 2013).
PEW Research (2013), on the other hand, registered an increase in the percentage
of Americans who believe the government should pursue a criminal case against
Snowden (Motel 2014). On the basis of a survey conducted in the days immediately
following the media’s initial extensive coverage of Snowden’s disclosures, PEW
reported that a narrow majority of Americans (56%) found the NSA’s intelligence-
gathering operations to be acceptable (Cohen 2013). In June 2013—at the height
of the sensational coverage of Snowden’s leaks—a majority of Americans (53%)
believed that the NSA’s programs helped prevent terrorist attacks (PEW 2013).

American and German differences with respect to personal information privacy
and intelligence-gathering—and the resulting different reactions to Snowden’s rev-
elations—are not just reflected in labels and anecdotes. Social science research and
survey data confirm the differences.

Research that draws on the characteristics of national culture described by G.
Hofstede (1980, 1991) assigns the United States and Germany to different (albeit
adjacent) clusters of national culture, identified respectively as the “Anglo” and the
“Germanic Europe” cultural groups (CCL 2014). Building from these claims, many
authors in the area of Information Science argue that they have “identified a relation-
ship between national culture and attitude to information privacy” (Cockcroft 2007).
Concerns about personal information privacy are stronger, the research suggests, in
societies characterized by higher levels of power equality, higher levels of commu-
nitarianism, and higher levels of uncertainty avoidance (Bellman et al. 2004). In one
study, Germans were found to be twice as likely as Americans to be concerned about
personal information privacy (IBM 1999). Social and Information scientists seem
willing to attribute this result to a German national culture that is—at least relative
to America—more egalitarian, more communitarian and more averse to uncertainty.

The 2014 “Privacy Index” produced by the German Internet and technology con-
sultancy EMC (see also Rosenbush 2014), and a parallel survey produced by the
Boston Consulting Group (Rose et al. 2014), substantiate the claim that Americans
and Germans have different expectations with respect to personal information pri-
vacy. The former report found, for example, that Germans are much less willing
than Americans—by almost 20 percentage points—to trade some privacy for greater
convenience (EMC 2014). Underscoring their general aversion to trading privacy
for convenience—even in the commercial or consumer context—EMC’s “Privacy
Index” reported that Germans were more likely than Americans to believe that the
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law should prohibit businesses from buying and selling data without an individual’s
consent. While 92% of Germans thought that businesses should be legally barred
from selling consumer information without consent, only 88% of Americans felt the
same way. The latter report shows that, across a broad range of categories, Germans
are significantly more likely than Americans to consider data to be “moderately” or
“extremely” private (Rose et al. 2014), including: social network information (14%
higher); information aboutmedia usage and preferences (10%higher); dialed-phone-
number history (9% higher); exact location data (6% higher); and surfing history (5%
higher).

The significant American andGerman differences regarding personal information
privacy are also evident in the work of scholars and commentators.

German privacy scholars, for example, are inclined to see technology almost
exclusively as an ominous threat. They devote large parts of their work to document-
ing the new and ever-deeper ways technology is intruding upon our privacy. In 2009,
Peter Schaar, the former Federal Commissioner for Data Protection and Information
Freedom (Bundesbeauftragter für Datenschutz und Informationsfreiheit) published
a representative manifesto entitled Das Ende der Privatsphäre (The End of Privacy).
His alarm taps into Germans’ awareness of the fact that IBM punch card technology
was used in theNazis’ 1938 census, which helped theReich develop the demographic
profiles it needed to implement the Holocaust.

Computing technology, Schaar warns, can lead to an all-encompassing surveil-
lance state of the kind Orwell imagined. The first fifty pages of Schaar’s book con-
stitute a careful accounting of the many ways in which Orwell’s vision is now being
realized. Schaar concludes, for example, that the Internet “has a shadowy side”.
He warns against the state’s collection of data about our normal activities and the
grave risks for data protection that result from our deepening “Vernetzung” (increas-
ing use of the Internet). The most threatening possibility, Schaar notes, comes from
the role technology is coming to play in the health care sector, including digital
and networked records-keeping and data-driven or biometric research and treatment.
Christine Hohmann-Dennhardt, in a 2006 essay published during her service as a
Justice at the Federal Constitutional Court, also lamented the way in which technol-
ogy seems to have rendered privacy an “antiquated description of an idyllic condi-
tion that belongs to the past”. The year before he joined the Federal Constitutional
Court as the reporting justice for matters concerned with, inter alia, personal liberty
and data-protection, Wolfgang Hoffmann-Reim wrote about the “new risks” result-
ing from “new technologies”, a development he compared to an arms race (1998).
In 2014, Spiro Simitis, one of Germany’s best-known experts in the field of data
protection, took a similar approach, expressing particular concern about the ways
in which technology is helping businesses track—perhaps even manipulate—con-
sumers’ shopping activities (Simitis 2005). If they do so at all, these German scholars
only reluctantly acknowledge the ways that the same technologies have improved
our lives.

The general skepticism towards technology in German privacy scholarship is
accompanied by a contrasting pastoral, quasi-spiritual conceptualization of privacy.
Wolfgang Schmale and Marie-Theres Tinnefeld represent the most extreme version
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of this posture. In their 2014 book, Privatheit im digitalen Zeitalter (Privacy in the
Digital-Age), they draw on the Bible’s “Garden of Eden” as a metaphor for privacy,
because it points to the deeply-rooted cultural significance we place on the need for a
protected retreat in which we can think and compose ourselves in full acceptance of
nature and our bodies. The tangible garden, Schmale and Tinnefeld believe, should
allow us to understand the abstract notion of data protection in more concrete terms.
Sadly, they miss the chance to point out that it is in no small part the technology of
a company called “Apple” that has chased us from privacy’s paradise—or that the
Garden of Eden may have been the most comprehensively surveilled place in human
history (thanks to God’s worrisome monitoring of the actions taken by Adam and
Eve). In any case, Schmale and Tinnefeld see the European Union, with its culture
and tradition of rights, as the “paradise” in which privacy can be restored. Hohmann-
Dennhardt, taking a more secular turn, compared privacy to Rousseau’s garden,
in which one lives in simple harmony with nature. Simitis also understands data
protection as part of an effort to fashion a utopian paradise. Schaar sees something
of the sacred in privacy. He approvingly quotes Philippe Quéua, the former Director
of the UNESCO’s Division on Information and Society, who called privacy the
“foundation of human dignity and the sacred nature of the human person”. It is
this quasi-spiritual approach to privacy that helps make sense of Schmale’s and
Tinnefeld’s appeal for data and information aestheticism.

Daniel Solove, America’s leading privacy scholar, sees things differently. First,
Solove takes a more balanced approach to technology. He acknowledges that tech-
nology raises concerns about privacy. But Solove leaves space for an alternative view
of these developments by acknowledging that “not everyone is concerned”. He is less
willing than the German privacy scholars to see technology in exclusively menacing
terms. On the one hand, he characterizes many of the problems facing privacy as
traditional or historical concerns, including risks to communications privacy (going
back to the eras of letters, telegraphs, and telephones), risks resulting from informa-
tion collection and surveillance (going back to ancient Jewish law and the original
“peeping Tom” in the middle-ages), and risks resulting from information process-
ing and aggregation (going back to the accelerating use of computers in the 1960s).
These are old problems that are not exclusively linked to advances in technology.
Nor is technology, for Solove, exclusively a threat. He is able to acknowledge the
benefits of modern technology, even in areas (such as consumer data aggregation)
that Schaar vilifies. “Identification is connecting information to individuals”, Solove
explains. While accepting that “identification” creates special problems, Solove rec-
ognizes that it also provides many benefits. Solove obviously cares a great deal about
privacy. But he does not succumb to German scholars’ Neo-Luddism.

Solove’s most significant contribution to the theory of privacy is precisely his
rejection of the broad and abstract approach adopted by German privacy scholars.
Solove proposes a pragmatic, context-specific understanding of privacy. His is a
“pluralistic” and not a “unitary” theory. Most conceptions of privacy suffer, Solove
explains, because they are too broad. This is true of Louis Brandeis’ and Samuel
Warren’s famous conclusion that privacy is the “right to be let alone”. It is true
of the notion that privacy involves a right to limit others access to the self, which
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Solove sees as “too broad and vague”. It is also true of the idea that privacy involves
the right to control one’s personal information. This approach is too broad, Solove
explains, “because there is a significant amount of information identifiable to us that
we do not deem as private”. According to Solove, each of these general theories of
privacy (and others I have not mentioned here) suffers from being “too vague” or “too
broad”. To solve this problem—which plagues the German approach to privacy—
Solove proposes treating “privacy” as an “umbrella term that refers to a wide and
disparate group of related things”. Those “things”, Solove urges, must be assessed
pragmatically in their specific contexts. He quotes Serge Gutwirth, who observed
that “Privacy … is defined by its context and only obtains its true meaning within
social relationships”. With this admonition in mind, Solove proposes differentiated
concepts of privacy for distinct circumstances, including private relations in the
family, privacy relating to one’s body and sex, privacy associated with the home and
privacy connected with communications.

America and Germany have different cultural expectations of personal informa-
tion privacy. The question remains: how are these cultural differences reflected in
the two countries’ legal regimes for privacy?

Different Transatlantic Privacies

The different conceptions of privacy in America and Germany are shaped by and
reflected in discordant regulatory regimes for the protection of privacy, especially in
the context of the state’s surveillance and intelligence-gathering activities. Our differ-
ent notions of privacy are the consequence of different histories, different social and
cultural forces, different political traditions and institutions, different legal cultures
and different constitutional regimes. I will highlight only a few of these differenti-
ating factors, including different American and German histories regarding privacy
and intelligence-gathering; the two countries’ different political cultures, which lead
policy makers in the two systems to strike different balances with respect to the
protection of privacy and the threat posed by terrorism; and the ways in which their
different constitutional regimes operationalize different legal conceptions of privacy.

Different Histories

A common explanation for Americans’ and Germans’ different responses to the
NSA-Affair is that their reactions reflect the disparate experiences they have made
with respect to terrorism and their countries’ use of personal surveillance. On both
points, America and Germany have very different histories.
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On the one hand, while the American government has long had an excessive inter-
est in collecting information about its citizens, Americans have not had to confront
brutal and invidious totalitarian dictatorships, such as those that used personal infor-
mation to terrorize all Germans between 1933 and 1945 and East Germans between
1949 and 1990. On the other hand, the contemporary American acceptance of gov-
ernment intelligence gathering reflects the still-recent trauma of the 11 September
2001 terrorist attacks in the United States. Germany has its own history with terror-
ism. And Germany is a target of the current brand of Islamist terrorism (Deutsche
Welle 2015; VICE 2016). Yet, the terror of the German Autumn is now several gen-
erations old, and the country—unlike its European neighbors in Spain, England, and
France—has so far avoided large-scale Islamist terror attacks. The experience Ger-
mans had (and have been socialized to remember in subsequent generations) with
Nazi and East German authoritarian surveillance and control helps to explain why
German law places such a high priority on personal information privacy as a funda-
mental liberty protection (Gujer 2010). Germans have deep and profound historical
reasons to prioritize privacy and no recent terrorist trauma that would suggest the
need to sacrifice privacy in the name of security.

America’s spies, domestic and foreign, have not been angels. But comparisons
with the Gestapo and Stasi are fallacious. The FBI has played a role in curtailing
personal freedoms. The CIA has killed and sown the seeds of bloody discord around
the world. But it cannot be said that the American intelligence community was a
central cog in one of history’s largest and most gruesome genocides, or that it imple-
mented one of history’s most thorough, invasive and sinister regimes of surveillance
and social control. It is an unfortunate fate, but those are distinctly German histories.
The intrusions on privacy with which the American public has been confronted—
including the programs revealed by Snowden—are a pale reflection of the domestic
terror German governments have (relatively recently) inflicted on their citizens with
the help of secret, state-sanctioned surveillance and intelligence gathering.

But it is not only the different quality (or quantity) of intelligence abuses that
distinguishes the American and German histories. The consequences of the abuses,
once exposed, also differ in significant ways. Americans have come to understand
that intelligence abuses inevitably come to light and can be met with democratic
responses inside the state’s institutions and structures. This is the enduring lesson of
the Church Committee (Miller 2008). It has also been true in the post-9/11 era. The
scandal involving the Terrorist Surveillance Program prompted President GeorgeW.
Bush to discontinue the NSA initiative and to place future surveillance programs
under the authority of the Foreign Intelligence Surveillance Act and the Foreign
Intelligence Surveillance Court (NYT 2007). Snowden’s revelations have generated
significant reform, including President Obama’s Policy Directive 28 and the USA
FreedomAct (TheWhite House 2014). By contrast, the only outcome of the extreme
intelligence abuses Germans endured in the 20th century (under the Nazis and in East
Germany) was the complete dissolution of the respective states. External forces were
needed in both cases—with respect to theGermanReich and theGermanDemocratic
Republic—to overcome the political cultures that had fostered and facilitated mas-
sive surveillance regimes. Unlike the Americans, the Germans have not experienced
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the corrective possibility of an existing democratic system confronting their worst
intelligence abuses.

Different Political Cultures

A country’s response (legal or otherwise) to the threat of terrorism is affected by
many factors. It is the most straightforward republican calculation, but one factor
is the degree to which the political class is required to be attuned and accountable
to popular sentiments, such as fear of terrorism. The American and German polit-
ical systems calibrate this dynamic differently. According to typologies originally
mapped by comparative political scientists such as Lijphart (1999), American poli-
tics are seen as more majoritarian while German politics are seen as more consensual
(Dickovick and Eastwood 2013). Democracies classified as majoritarian are charac-
terized by high levels of subsystem autonomy and intense competition for majoritar-
ian support among elites (Lijphart 1969). Consensual democracies are characterized
by limited subsystem autonomy and deliberate efforts on the part of elites to take
actions that counteract the potentially destabilizing impulses of shifting majorities.
Confirming Germany’s classification as a consensual democracy, Ralf Dahrendorf
famously described German politics as “government by elite cartel” (1967). Else-
where, Lijphart has used the concepts “mass political culture” and “elite political
culture” to describe these distinct democratic approaches (1971).

A number of features in the two systems confirm these labels. America is a het-
erogeneous society with strong subsystem autonomy. Politics in the United States
harnesses these forces through multi-level and nearly constant competition in the
formation of governing majorities and for the framing of policy. The majoritarian
and accountability elements of the systems are institutionally secured through bien-
nial, direct elections for Congress and the (seeming) direct election of the president
(U.S. Const. art. II, § 2–3; Dahl 2003). The autonomy of subsystems can be seen
in the relative lack of party discipline and the mélange of civil society advocates,
activists and lobbyists (Beutler 2014). Germany is a more homogenous society with
weaker subsystem autonomy. Elites in Germany have seized on these factors to fash-
ion and maintain a governing consensus. In its most benign form, this has served as
a curative to the highly-fractious and unstable politics of the Weimar era (Schwarz
2010). Germany’s consensus politics are facilitated by a number of structures, includ-
ing the so-called Parteienstaat (which almost exclusively privileges the traditional
political parties in the democratic process); proportional, party-based election of half
the parliamentarians; and the proportional-parliamentary election of the chancellor
(Kommers and Miller 2012). Grand coalitions featuring the largest center-right par-
ties (CDU-CSU) and the largest center-left party (SPD) are a prominent example of
Germany’s consensus politics (Lijphart 1969). Three of the last four governments
have been formed through grand coalitions of this type.

The distinct political cultures, and the institutions that reinforce them, pro-
duce different conditions with respect to the control and oversight of intelligence
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services—and, by extension, the two societies’ understanding of privacy. The
strict separation of powers in America’s Madisonian system, for example, per-
mits Congress to play a significant role in overseeing the executive’s intelligence-
gathering operations. This can be reinforced by frequent partisan splits between the
presidency and the Congressional majority. Again, this was the lesson of the Church
Committee. Especially in the wake of the 11 September 2001 terrorist attacks, an
inter-branch and bipartisan security consensus formed in America that undermined
the possibility that checks and balances would be an adequate brake on the govern-
ment’s intelligence-gathering activities. Still, Congress found extremely rare com-
mon ground to enact the USA Freedom Act in 2015, a move that one commentator
described as a signal “that the days when Congress gave maximal deference to
the executive branch might finally be over” (Lemieux 2015). The success of this
reform was also a product of America’s strong subsystem autonomy, which helps to
explain the emergence and political success of the “Tea Party” movement (Beutler
2014). The Tea Party movement has, in part, been animated by libertarian concerns
about government overreach, including on issues of intelligence gathering and secu-
rity (Clement 2013). The 2012 Senate Intelligence Committee’s historic “Study of
the Central Intelligence Agency’s Detention and Interrogation Program” may be a
more inspiring example of the possibility in the American system for inter-branch
oversight. The Bundestag’s intermingled relationship with the chancellor and her
cabinet—typical of the parliamentary model—leaves the German parliament with a
smaller role in controlling the executive’s intelligence-gathering function. The suc-
cess of the Bundestag’s Investigative Committee on the NSA-Affair, for example,
will largely depend on the engagement of the parliamentary opposition, which held
only four of the Committee’s sixteen seats. With these structural differences in mind,
it is not surprising that the American judiciary has shown more restraint than the
German judiciary in its review of privacy and intelligence-gathering cases.

Different Constitutional Laws of Privacy

An examination of the two countries’ constitutional systems reveals dramatic dif-
ferences with respect to privacy. These regimes are distinguished, in part, by their
different constitutional texts and a resulting, very different jurisprudence of privacy.

If constitutional text is the beginning of constitutional analysis, then American
and German constitutional law start from very different places with respect to the
issue of personal information privacy. It is an old trick, for example, to note that
the U.S. Constitution never uses the term “privacy” while the German constitution
does. Article 10 of the Basic Law provides that “the privacy of correspondence,
posts and telecommunications shall be inviolable”. More than its mere invocation
of the term “privacy”, Article 10 is significant because it establishes a concrete
constitutional protection for the exact activities involved in the NSA-Affair. With its
modern outlook, Article 10 also seems to better anticipate the contemporary forms of
electronic communication—such as email and smartphone usage—that are central to
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reimagining privacy for our digital age (Fetzer and Yoo 2013). Naturally, America’s
18th century text is more awkwardly suited to that project.

Of course, constitutional law is not bound to the narrowest construction of the
charter’s text. Slightly broader readings of both constitutions reveal a number of
liberty protections that serve the same interests as those we imagine to be involved in
privacy (de Vries 2013).Without using the term “privacy”, the Fourth Amendment to
the U.S. Constitution nevertheless protects Americans from unreasonable searches
and seizures “in their persons, houses, papers, and effects”. This has been extended
to include some of the forms of communication covered by Article 10 of the German
Basic Law (Fetzer andYoo 2013). Both constitutions also protect against government
intrusions into the home (U.S. Const. amends. III, IV, Basic Law art. 13).

The Basic Law, however, prominently includes text that identifies and protects
liberty interests and values that can be more easily read to be constituent elements
of privacy. Articles 2 and 1 of the Basic Law, for example, are clear and very expres-
sive commitments to personal freedom and human dignity. The human condition
to which these protections aspire—including the relationship to state power—obvi-
ously involves an inviolable intimate sphere (Kommers and Miller 2012). America’s
Due Process Clause has been put to similar use, but without the same clarity and
expressive force (Stephens 2015). Similarly, the Eighth Amendment to the U.S.
Constitution, which prohibits “cruel and unusual punishments”, asserts a dignified
(privacy-respecting) image of the human condition, but does so chiefly in the limited
circumstances of the state’s penal function.

On the basis of their distinct constitutional texts and traditions, the American and
German courts have developed dissimilar jurisprudences on the issues of personal
information privacy. German law resorts to a general concept of privacy derived from
Articles 2 and 1 of the Basic Law. American law recognizes discrete privacy interests
to which it extends distinct legal protections. The privacy interests implicated by the
NSA-Affair, for example, are chiefly a concern of the Fourth Amendment to the U.S.
Constitution.

A number of recent cases decided by the Constitutional Court have recognized
a right to personal information privacy in surveillance or data-collection scenarios
on the basis of the Court’s pioneering jurisprudence that conceived a right to “infor-
mational self-determination”. The right was first articulated in the 1983 Census Act
Case (65 BVerfGE 1, 1982). The Constitutional Court demanded that the parliament
amend the federal census statute to ensure that there would be no abuses in the col-
lection, storage, use and transfer of the personal data gathered during the census. The
Constitutional Court demonstrated remarkable foresight—with respect to technol-
ogy, data collection and the potential for the chilling effects of surveillance—when
articulating the basis for the new right.

The Constitutional Court derived the right to informational self-determination
from the general personality and dignity protections secured by Articles 2 and 1 of
the Basic Law. That constitutional doctrine has provided a foundation for a general
concept of privacy that finds relevance in a number of settings. The easy application
of this general privacy interest in circumstances as various as transsexual rights and
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information privacy is a consequence of the German legal culture’s preference for
abstract concepts.

The right to informational self-determination has taken on increasing relevance as
Germany pursued its own counter-terrorism measures in the wake of the 11 Septem-
ber 2001 attacks in the United States. Perhaps the most dramatic example of the
Constitutional Court’s promotion of privacy in the context of those policies was the
Online-Durchsuchungen Entscheidung (Online Computer Surveillance Case), which
was decided in 2008 (120 BVerfGE 274). The Court issued a landmark ruling in
defense of the “right to the confidentiality and integrity of information technological
systems”. The Constitutional Court derived this right from the general personality
protection secured by Articles 2 and 1 of the Basic Law. The case involved chal-
lenges to a state law that empowered intelligence officials to conduct surveillance
and collect data by covertly infiltrating computer systems through the Internet. The
decision extended the Basic Law’s privacy protection to personal computers. The
Constitutional Court explained that “today’s personal computers can be used for
a wide variety of purposes, some for the comprehensive collection and storage of
highly personal information… corresponding to the enormous rise in the importance
of personal computers for the development of the human personality”. The right to
informational self-determination, said the Constitutional Court, protects individuals
against the disclosure of personal data unless surveillance and data collection is nec-
essary to avoid a “concrete danger” to human life or the security of the state. The
Constitutional Court noted, “the fundamental right to the integrity and confidentiality
of information technology systems is to be applied… if the empowerment to encroach
covers systems that, alone or in their technical networking, contain personal data of
the person concerned to such a degree that access to the systems facilitates insight
into significant parts of the life of a person or indeed provides a revealing picture of
his or her personality”. The Constitutional Court concluded that general exploratory
online searches based on mere suspicion of some remote danger, however serious,
is constitutionally impermissible.

American courts, if they are willing to engage with the issues raised by the NSA-
Affair, have largely been concerned with the discrete privacy protection provided
by the Fourth Amendment to the U.S. Constitution. The broader notion of privacy,
anchored in the due process clauses of the Fifth and Fourteenth Amendments, has
not played a role.

The Fourth Amendment was implemented in response to the British practice of
issuinggeneral searchwarrants that lackedprobable cause (Pittman1954).And, to the
degree that it secures protection of the individual against the overwhelming power
of the state, the Fourth Amendment also is a reflection of the founding precepts
of American democracy (Newman 2007). In its seminal decision in Katz v. U.S.,
the Supreme Court rejected the traditional jurisprudence that had aligned the Fourth
Amendment’s privacy protectionwith notions of property and trespass (389U.S. 347,
1967). TheCourt inKatz emphatically declared that “the FourthAmendment protects
people, not places”. The substance of this protection consists in the requirement that
government searches may be performed only when authorized by a detailed and
specific warrant that has been issued by a neutral and detached magistrate on the
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basis of sworn evidence demonstrating probable cause (McInnis 2009). The Court
has, however, identified a number of exceptions to the Fourth Amendment’s warrant
requirement, permitting searches that are otherwise “reasonable”. Some contend that
these exceptions have swallowed the rule, leaving the Fourth Amendment a hollow
form that no longer provides meaningful privacy protection (Starkey 2012).

A threshold question is what constitutes a “search” for Fourth Amendment pur-
poses. Far more than the substantive scope of Fourth Amendment protection, this
preliminary issue has complicated the application of the Fourth Amendment to
intelligence-gathering cases. After Katz, the occurrence of a “search” no longer
depended on evidence that the state had made a physical intrusion into a private
space. Instead, the Court found an intrusion into Katz’s personal sphere of privacy.
In Katz, a wiretap had been placed on the outside of a glass pay phone box permit-
ting law enforcement officers to listen to Katz’s phone conversation. Although no
physical intrusion into the pay phone box had taken place, the Court reasoned that
Katz had a subjective expectation that “the words he utters into the mouthpiece will
not be broadcast to the world” and that society would accept Katz’s expectation as
reasonable. This is now the standard for determining whether a “search” has taken
place, without which the substantive protections of the Fourth Amendment will not
apply: (1) a person “has exhibited an actual (subjective) expectation of privacy”; and
(2) society is prepared to recognize that this expectation is (objectively) reasonable.

The Supreme Court applied this standard in Smith v. Maryland and found that a
Fourth Amendment search had not occurred (442 U.S. 735, 1979). This is relevant
because the circumstances of the Smith case might be seen as closely analogous
to those involved in the NSA-Affair. In Smith, law enforcement officers collected
evidence of the suspect’s telephone contacts by installing a “pen register” on his
telephone line at the telephone company’s offices. An electronic device, the pen
register records only the numbers called from a particular telephone line. The content
of phone calls is not documented. The Court concluded that neither of the elements
necessary for a Fourth Amendment search existed in the case.

First, Smith did not have a subjective expectation in the privacy of the telephone
numbers he dialed because “people in general [do not] entertain any actual expecta-
tion of privacy in the numbers they dial”. The Court reasoned that telephone users
know that the phone company registers the numbers they dial and keeps permanent
records of that information for billing purposes.

Second, the Court found that a subjective expectation of privacy with respect to
the phone numbers one dials—as unlikely as that expectation would be—cannot
be regarded as reasonable. Society appreciates, the Court explained, that electronic
equipment is used extensively to track and catalogue the telephone numbers called
from any particular phone. At the very least, the Court concluded, this is common
(and commonly known), because it is necessary for the telephone company to keep
billing records. The Court ruled that, in dialing the telephone numbers, Smith held
that information out to third parties (at least the telephone company). Exposing infor-
mation in such an indiscriminate way, which stripped it of any subjective or objective
expectation of privacy, meant that the government’s collection of the telephone num-
bers involved only the acquisition of non-private information. On the basis of the
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third-party doctrine, the Supreme Court ruled that a search had not occurred and that
the Fourth Amendment had no applicability to the case whatsoever.

Judge William Pauley of the Southern District of the New York Federal District
Court drew on the obvious parallels between the facts in the Smith case and the NSA’s
bulk telephonymetadata collection programwhen he dismissed a FourthAmendment
challenge to theNSA’s surveillancemeasures inDecember 2013. Citing Smith, Judge
Pauley ruled that phone users had no reasonable expectation of privacy that would
give them Fourth Amendment rights, especially with respect to information they
voluntarily provide to third parties, such as telephone companies (American Civil
Liberties Union v. James Clapper). In 2015, on appeal from Judge Pauley’s order,
the United States Court of Appeals for the Second Circuit found that the NSA’s bulk
telephony metadata collection program exceeded the surveillance authority estab-
lished by the relevant statutory provisions. But the Appeals Court refused to rule
on the constitutional issues in the case, even as it expressed grave misgivings about
the continuing adequacy of the Smith case and the third party doctrine for ensuring
privacy under present technological conditions.

In at least two other lawsuits filed in response to the NSA-Affair (Smith v. Obama
and U.S. v. Muhtorov), the first-instance courts found that the Smith precedent and
the third-party doctrine precluded a Fourth Amendment challenge to the NSA’s data-
collection programs.

The high courts in both countires are increasingly aware of the challenge mod-
ern telecommunications technology poses to their respective privacy traditions. The
German jurisprudence seems better adapted to the new circumstances. The German
jurisprudence, dating back to the Census Act Case, has been conscious of the dis-
tinct privacy harm that could result from the accumulation of personal information
data. In its recent cases, the Constitutional Court has sought to strengthen constitu-
tional privacy protection in response to the sweeping personal portrait our ever-more
extensive use of technology makes it possible for the state to develop from mere
telecommunications metadata. This approach is in line with what is referred to as
the “mosaic” theory of privacy, which seeks to account for intrusive conduct as a
“collective whole”, rather than as isolated or sequential incidents (Kerr 2012).

The American jurisprudence is just beginning to struggle with the dramatic chal-
lenge contemporary telecommunications technology poses for privacy. If the courts
will hear the cases at all, then so far they have hewn to the traditional sequential
approach to enforcing the Fourth Amendment. The clearest move in the direction of
the mosaic approach occurred in the Carpenter v. United States case decided by the
Supreme Court in 2018. Carpenter challenged the government’s use of cell-site loca-
tion information (CSLI) as evidence of his proximity to a number of robberies. CSLI
is created as users’ cell phones constantly scan their vicinity for the most effective
available cell tower. This record produces an increasingly precise record of a cell
phone’s geographic location. Cell phone network providers routinely document this
information. The Supreme Court ruled that the use of the CSLI records should be
distinguished from the dialed phone numbers involved in Smith, and that their use in
Carpenter’s trial constituted an illegal “search” under the Fourth Amendment. Chief
Justice Roberts wrote the opinion for the Court. First, the Court nodded towards the
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mosaic theory of privacy by noting that CSLI records represent a different quantity
and quality of information, which is comprehensive, encyclopedic and effortlessly
compiled. This information, Justice Roberts explained, touches on the concern the
Supreme Court has shown for the privacy owed to “the whole of a person’s physical
movements”. Justice Roberts warned that CSLI represents near perfect surveillance
of a person’s location—going back almost five years. The risk of excluding CSLI
from the protection of the Fourth Amendment, the Court insisted, results in part
from the pervasive and insistent role of cell phones in modern life. Second, the Court
distinguished the CSLI from the dialed phone numbers in Smith by noting that the
information involved is not voluntarily shared in any common understanding of that
term. Justice Roberts explained that cell phones automatically and constantly pro-
duce CSLI, even when the phone’s user is not actively employing one of the phone’s
applications.

For all their differences with respect to the constitutional protection of privacy,
the Supreme Court’s decision in the Carpenter case suggests that American and
German jurisprudence might be converging in this discrete but profound way. It
would bewrong, however, to rush from this conclusion to any claim of harmonization
or a hoped-for universalization of privacy rights. The Supreme Court insisted in
Carpenter that its decision was narrow and does not disturb the broad and general
application of the third-party doctrine articulated in the Smith case.

History, politics and law confirm and explain the different notions of privacy
prevalent in America and Germany.

Conclusion

The different responses to the NSA-Affair in America and Germany are the product
of the two countries’ different notions of privacy. Those distinctions are embodied
in—and foster—very different legal regimes for the protection of privacy.

TheAmerican approach shows greater confidence in the political process for strik-
ing the balance between privacy and security.When the courts become involved, they
enforce a specialized constitutional privacy right that has been calibrated to respond
to the state’s surveillance and intelligence-gathering activities. This jurisprudence,
so far, has only cautiously embraced the mosaic approach to privacy, which seems to
better account for the comprehensive and intimate uses to which we put technology
today. The German approach emphasizes the judicial enforcement of a broad and
general concept of privacy. In its sensitivity to technology’s ubiquity and the deeply
revealing portraits that can be developed through the accumulation of a vast amount
of discrete data, the German jurisprudence has been a pioneer of themosaic approach
to privacy.

Most profoundly, operating in their unique socio-legal contexts, the two constitu-
tional privacy regimes offer very different visions of personhood. On the one hand,
the German Constitutional Court has imagined and enforced a substantive and objec-
tive vision of personhood that includes a protected private and intimate sphere. The
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state is obliged to help realize this vision. On the other hand, the American courts
have reinforced individuals’ freedom of action, including the autonomy to dispose
of one’s privacy. This is an autonomous and subjective vision of personhood.

The challenge posed by the NSA-Affair—a challenge that underlies all our dis-
cussions about privacy in our increasingly digitalized and data-centric future—is not
to envision and enforce a harmonized approach to privacy, but to come to accept
with William Shakespeare that “a rose by any other name would smell as sweet”.
Our best chance for acting productively to ensure privacy is to appreciate and respect
our different notions of privacy.
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