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Abstract. Incorporating network connectivity in cyber-physical sys-
tems (CPSs) leads to advances yielding better healthcare and quality of
life for patients. However, such advances come with the risk of increased
exposure to security vulnerabilities, threats, and attacks. Numerous vul-
nerabilities and potential attacks on these systems have been demon-
strated. We posit that cyber-physical system software has to be designed
and developed with security as a key consideration by enforcing fail-
safe modes, ensuring critical functionality and risk management. In this
paper, we propose operating modes, risk models, and runtime threat esti-
mation for automatic switching to fail-safe modes when a security threat
or vulnerability has been detected.
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1 Introduction

Advancements in computational resources, sensors, and networking capabilities
have led to the incorporation of Internet-connected devices in our lives [14]. These
developments have also strongly influenced advances in healthcare and medical
devices that have become part of digital health ecosystems [3]. Continual patient
monitoring and services, interoperability, and real-time data access has become a
normality. Life-critical devices, including implantable pacemakers and wearable
insulin pumps, are essential for patients’ health, well-being, and life. However,
they pose additional security challenges in addition to those being considered for
regular IT [17]. This is particularly exacerbated due to communication methods
like Wi-Fi or Bluetooth that enable remote monitoring, real-time data analysis,
and remote updates and configurations of device parameters [13].

2 Related Work

Considerable work has been done in the analysis of multi-modal CPSs with
adaptive software for efficient resource utilization, incremental integration and
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adaptability [8]. Mode change protocols are either event or time triggered [9].
Much work exists in real-time threat assessment and management particularly
in intrusion detection systems, that however do not have the rigid timing and
robust requirements found in medical CPSs [2,5]. Several works have been pro-
posed for ensuring safety and security in medical devices, in broad areas of risk
management, hardware devices, formal modeling and verification, and security
schemes [4,15,19]. These proposed defenses require additional hardware to be
worn by the patient or involve biological authentication schemes requiring fur-
ther processing. However, security must be deeply integrated in the very design
of medical devices and suitable mitigation schemes have to be incorporated in
order to dynamically mitigate risks during deployment. Towards this direction
we previously formally modeled a multi-modal software design framework with
an adaptive risk assessment methodology and showcased preliminary findings
with an integrated threat detector [11,12].

3 Resilient Security of Cyber-Physical Systems

Resilient context-aware medical device security has been proposed in [16]. The
authors have shown the effect of sensitivity, impact, exposure, and authentication
on context-awareness and resilience. We extend these mechanisms and propose
to have resilience in CPSs by designing them in multiple modes, by modeling risk
and by adaptive update of these risks, and eventually by automatic mitigation
schemes.

3.1 Multi-modal Design

We propose to design application software for medical CPSs in a multi-modal
fashion, cf. [8,12]. The system can operate in only one mode at a time. To ensure
critical functionality of the medical device, the system has one essential mode
that runs with a minimal attack surface. Each mode consists of a set of tasks to
be performed by that mode, where a task would represent the implementation
thread. In the essential mode, the tasks performed are the critical ones required
for the essential functionality of the system. Different modes can have tasks in
common based on the functionality.

3.2 Adaptive Risk Modeling

Risk modeling is a central activity in order to ensure security of systems [7]. A
risk model is deeply integrated into the multi-modal software model by associ-
ating risk values at every hierarchical level of the mode to provide robust risk
assessment and management, cf. [10]. During the deployment of the device, risks
of the operations are assessed and updated based on the threats detected and
estimated threat probabilities of the operations. Our threat detector is imple-
mented in hardware and focuses on monitoring and analyzing the timing of the
internal operations of the target system by utilizing a sliding window [6]. At
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runtime, the timing samples inside each sliding window are analyzed, and the
probability of the current execution being malicious (threat probability) is calcu-
lated. In addition to the proposed risk update in [11], we augment an additional
risk update condition for impactful operations. Impactful operations are defined
as operations whose base risk is beyond an impact threshold that would directly
affect the critical functionality of the system. The risk update is exponential for
these operations as compared to an additive increase as proposed in [11].

3.3 Threat Estimation

For runtime risk assessment, risk values need to be updated in a composite
risk model. If we detect security threats with estimated threat probabilities, we
can update risk values accordingly, depending on the estimated security threat
probabilities. We assign initial composite risks to the modes based on their com-
position of tasks or task options that constitute the modes. For example, initial
operation risks can be assigned based on security scores as proposed in [18].

3.4 Automatic Mitigation Schemes

In many domains, including health, risks have arisen through the addition of
software and connectivity. Attack vectors that did not previously exist have
suddenly become a priority [1]. To ensure risk management during deployment
of the device, we propose an automatic mitigation scheme that changes operating
modes of the system triggered by updates in risk values in order to reduce the
effective risk of the system. The system risk is the risk of the current operating
mode. A system level risk threshold is defined by an expert that represents the
level beyond which the system cannot operate in the current operating mode. It is
assumed that during initial deployment the system always operates in the highest
mode, thus, having full funtionality and connectivity to the outside world.

3.5 Architectural Overview

Figure 1 gives an overview of the components of a secured cyber-physical system.
We can see that various modes are available that are switched depending on risk
assessment. Depending on the determination of risks, threat estimations will lead
to mitigation activities that have an effect on the operation of the CPS by means
of switching the modes. The modes have common functionalities, but the lower
the mode number, the more restrictive are activities that may lead to security
problems. We imagine that in the essential Mode 0, a CPS will only provide basic
functionlity with any communication turned off that is not absolutely necessary
for the basic functioning. Thus, Mode 0 will have the smallest attack surface
possible, while Mode n will provide full functionality of the system with the
biggest attack surface.
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Fig. 1. Architectural overview.

4 Insulin Pump

We have started to evaluate our proposal with different insulin pump scenarios.
The attacks we will use in these scenarios will be based on known malware that
we will adapt to the insulin pump model. For example, the Fuzz malware is a
common attack by malicious users, with the purpose of interfering with the pre-
defined functionality of the target system by “fuzzing”, or slightly altering the
data. The Information Leakage malware is another well-known attack, with the
goal of breaking confidentiality by extracting information from the patient and
transmitting it to an unauthorized user. We plan to use the same configuration
for all simulations. The starting point of the simulations will always be the
highest functionality mode. Then we’ll try to find out how well the system will
adapt to different threat scenarios and whether these adaptations will effectively
be able to mitigate the threats.

5 Conclusion

CPSs pose many security threats. We suggest that, in addition to considering
security issues during development from the very beginning, we have to make
sure that our systems are capable of reacting to threat scenarios not yet known
during development. Software updates are a means of adapting systems in such
scenarios. However, for CPSs, updates and patches are not always practicable.
For such cases, our proposed resilience mechanisms with a multi-mode design,
adaptive risk updating, and an automatic mitigation scheme seems a reasonable
solution. We are now in the process of experimenting with an insulin pump to
find out how our proposed solution reacts to various attack scenarios.
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