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Abstract. Countries that have a well-functioning e-governance ecosystem
(infrastructure, processes, interoperability network, user-friendly e-services etc.)
reach a particularly high e-governance maturity level. To ensure continuous
development and adoption to the changing technological environment the sys-
tematic consideration of users’ needs is important in the definition of long-term
strategical goals. Identity management is a corner stone of each mature e-
governance ecosystem. This paper focuses on the process of creating the new
Estonian strategy for identity management and identity documents and the
analysis of this process from different aspects (responsibilities, engaged stake-
holders and interest groups, key competences, scope, implementation). In
addition, we give an overview of the underlying strategical and legal regulatory
framework. The objective is to map the best practices and bottlenecks of the
strategy creation process and propose a model for area specific long-term
strategical documents. We aim at understanding best practices and bottlenecks
in the process of creating the ID strategy. In service of this, we have conducted
qualitative interviews with several high-ranking experts that have been involved
as stakeholders in the strategy building process. Based on this, we propose a
model for area-specific long-term strategical documents. Furthermore, the
research results indicate that it is necessary to invest continuously into public-
private partnership.

Keywords: Identity management � Strategy building � Electronic identity �
Change management

1 Introduction

Estonia has significant experience in the field of e-governance and e-services from
almost twenty years. The established PKI (public key infrastructure)-based e-
governance system is intensively used. 98% of the Estonian population have an ID-
card that hosts an eID (electronic identity) token; and about 2/3 of them use it regularly.
During these twenty years, more than 500 million digital signatures has been given and,
at the present time, it is possible to use more than 5000 e-services [1].

Since 2002, the system has remained quite similar with only minor changes. In the
end of the year 2018, new contract partner started to issue the fourth generation of eID
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documents. It is clear that the whole system has reached to the maturity level where
dealing with concrete developments or needs is not sufficient and there is a clear need
for an overall framework and long-term development strategy. Therefore, in September
2017, the Estonian Police and Border Guard Board (PBGB) together with the Estonian
Information System Authority (EISA) initiated a process at the level of the public and
the private sector level to agree on a long-term identity management view. The process
lasted almost one and a half years and resulted into a white paper on identity man-
agement and identity documents, henceforth abbreviated as IMIDS white paper or just
IMIDS for short.

The current article concentrates mainly on the creation process of the IMIDS white
paper and not so much on analyzing the content of the document. The aim is to map the
best practices and design an effective model for mature e-states who feel the need for a
long-term view.

During the process, common understanding on the terminology level is crucial. If
we talk about identity management and identity documents, then it is important to
understand the meaning of the term “identity management”. There is no single defi-
nition of identity management. On a very general level identity management is a
security system, which authorizes users to access to certain information or systems [2].
In the current context, identity management means keeping consistent record of a
person’s identity and managing it by the state during its whole lifecycle. Identity
documents are all documents issued by the state and stated in the Identity Documents
Act paragraph 2 Section 2 [3]. It means identity card and digital identity card (in-
cluding e-residency digital identity card), residence permit card, diplomatic identity
card, 7 types of travel documents (passports) and mobile-ID [4].

Taking into account previously described framework, it is important to emphasize
that in this article we do not focus only on the electronic part of the identity man-
agement because the strategical view is much broader covering additionally physical
identity management issues, tokens, physical identity carriers, data protection, security
issues etc.

In addition, if we talk about identity management and identity documents strate-
gical view then at the same time, we talk at least partly about the strategic management
of related information systems and IT innovation. Therefore, it is important to
understand if there is an actual need and will for innovation and this type of long-term
strategy. The same question raised during the IMIDS creation process – does Estonia
actually want to be an innovative and leading country in terms of identity management
and eID. According to the answers, Estonia clearly wants to be a successful e-country,
but this also means that the country shall be ready for early adoption of new tech-
nologies and/or applications [5]. From that point of view, it is crucial to have a long-
term perspective and common understating in the identity management area ensuring
the implementation and funding of the innovative ideas, solutions and increase user
satisfaction [6].

This article contains three main chapters. Firstly, we formulate the research prob-
lem and give methodological background with related frameworks. Then, we give an
overview about the identity management and identity documents strategy building
process and outcomes and analyze different aspects of the process. Finally, we present
the most important and interesting findings.
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2 Problem Formulation and Frameworks

2.1 Problem Formulation and Theoretical Framework

Central question of the current article is about designing an effective long-term identity
management and identity documents strategy for a mature e-state through public and
private cooperation. We analyze different aspects like responsibilities, engaged stake-
holders and interest groups, key competences, scope and implementation issues. To
support the main theme, we give an overview about the identity management and
identity documents creation process, outcomes and propose a model of best practices.

Our research methodology is oriented towards action design research (ADR) as we
were involved directly to the IMIDS creation process [7]. After the strategy document
was ready, we conducted twelve individual structured non-standardized interviews with
public and private sector experts who participated in the process (approximate duration
one hour each). Five interviewees from the twelve were public and seven private sector
representatives. Some of the examples of interviewees: PBGB head of identity and
status bureau, EISA head of eID branch, CEO of SK ID Solutions AS, head of citizen
markets of IDEMIA, CEO and vice-president of the Estonian Association of Infor-
mation Technology and Telecommunications (ITL) etc.

Theoretical background of this article bases on the three main concepts: identity
theory [8], change management [9] and public private partnership (PPP) [10]. All
previously named concepts relate and supplement each other.

2.2 Strategical and Regulatory Framework

In the context of building the national identity management strategy, it is important to
understand what kind of legal and strategical documents already exist and how they
influence the area. Political and vision documents that has no direct legal impact and
legislative acts having direct juridical impact must be distinguished.

On the state level there are in total 47 strategical documents. They are all different
in terms of their juridical status, structure, purpose and their relation to the state budget
[11]. Directly connected to the identity management area are only two of them: Internal
Security Development Plan (STAK) and Estonian Information Society Development
Plan (EISDP).

Internal Security Development Plan has eight sub programs and one of the pro-
grams is reliable and secure identity management that contains following three main
policy instruments: development of secure and smart solutions, effective and systematic
administration and management of the identity area, ensuring high quality personal data
[12].

EISDP is more detailed policy document focusing inter alia to the eID area. The
main aim of the document is to find smart solutions how to use ICT and solve
nationwide challenges [13].

Juridical framework is more determined and has direct binding effect to the parties.
Therefore, it is important to have an overview of the existing legal regulations related to
the identity management and identity documents area. In addition to that, it is important
to remark that new technological approaches and innovative solutions might presume
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changes in the existing legal environment or even establishing new regulatory
framework.

Legal framework in the identity management and identity documents area has
conditionally three main layers: pre-juridical framework, international law and EU
legislation and state law (Fig. 1).

Pre-juridical framework plays an important role especially in the identity man-
agement field consisting different technical standards (ISO, ETSI, PCI etc.) and rec-
ommendations (ICAO 9303 etc.) [14]. Even these documents do not have direct
juridical impact, they are recognized and accepted worldwide and often used, refer-
enced similarly to legal acts. International and EU law level is a set of different
directives and directly applicable regulations that directly or indirectly relate to the
identity management area.

On the state level, the main legal acts regulating the identity management regula-
tory environment in Estonia are Identity Documents Act and Electronic Identification
and Trust Services for Electronic Transactions Act [4, 15].

3 Identity Management Strategy Building Process
and Outcome

3.1 Strategy Building Process

Estonian identity management field (including eID ecosystem) is complex environment
engaging public and private sector expertise and based on a close cooperation of both
sectors. It is a well-operating network consisting of different players and roles [16].

During the first half of 2017, EISA initiated to PBGB that they would like to have a
long-term view on the eID field. As the topic is wider than digital identity and eID,

Fig. 1. Identity management legal framework layers.
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parties started to build the identity management strategy. 22.09.2017 PBGB and EISA
sent an official IMIDS creation proposal to the public sector stakeholders.1

Based on the initiative 04.10.2017 public sector stakeholders met in the PBGB.
Representatives of three different ministries (Ministry of the Interior, Ministry of
Foreign Affairs and Ministry of Economic Affairs and Communications) participated.
One of the main concerns brought out in the meeting was the juridical status of the
planned strategical document. PBGB and EISA explained that the document becomes
an input for already existing political strategical documents. It was clear that public
sector did not have a common understanding of different identity management related
issues. Therefore, the representatives decided that firstly it is important to achieve
common understanding among public sector authorities and then engage private sector
stakeholders.

First workshop for public sector stakeholders was 01.12.2017. After brief intro-
duction, the work continued in two main sections: (1) electronic identity and related
services (2) physical identity management and related topics. During the first part of the
workshop on both sections’ participants listed all bottlenecks and shortcomings related
to the theme. After that, solution brainstorming followed. The aim was to find inno-
vative solutions to the existing problems and try to think without borders. Finally, both
groups presented their results and findings.

Based on the 01.12.2017 workshop results PBGB decided to have one additional
internal workshop on 16.01.2018 where all service owners in the PBGB identity and
status bureau and one representative of EISA participated. The aim was to think
through together once more the broader picture and create links and synergies between
different services. Based on the results of these two workshops first draft of the IMIDS
was created and sent 02.02.2018 to the PBGB and EISA and shortly after to other
public sector stakeholders.

The first draft based on the overlapping part of the mission and vision of the PBGB
and EISA, as they are main implementing authorities on the identity management and
identity documents field. Second workshop for public sector stakeholders was
03.04.2018. The focus of the meeting was to discuss the received feedback and make
amendments to the IMIDS documentation.

01.06.2018 PBGB sent the IMIDS draft to the private sector stakeholders together
with a meeting proposal.2 The meeting was at EISA on 19.06.2018. EISA and PBGB
introduced the IMIDS documentation and principles, open discussion followed. Private
sector was clearly cautious and expressed their disappointment not being on engaged to
the process already earlier. It was clear that there is a need for more meetings.

IMIDS documentation was little bit modified and 06.09.2018 next meeting was
held. During the meeting, experts decided to change the document structure. Therefore,
the decision was that before planned workshop in October 2018 public and private

1 Ministry of the Interior, Ministry of Economic Affairs and Communication, IT and development
center (SMIT), Tallinn Technical University (TeleTech), Estonian Data Protection Inspectorate,
former Technical Regulatory Authority now known as Consumer Protection and Technical
Regulatory Authority and Centre of Registers and Information Systems.

2 SK ID Solutions AS, ITL, Estonian Banking Association, Cybernetica AS, Guardtime AS and
IDEMIA - representing the interest of information technology companies.
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sector experts meet one more time in a smaller circle. The task was to argue and
negotiate new IMIDS structure that is acceptable for the private and public sector.

26.10.2018 final public-private workshop took place. Based on already agreed
structure and with the help of outside moderator, experts worked in smaller groups.
During the workshop, experts mapped relevant services and roles; identified challenges
related with the services and offered possible solutions. In the end of December 2018,
new draft version of the document was ready.

On February 15, 2019, EISA presented IMIDS to the e-Estonia Council who
supported the identity management, eID and identity documents long-term plan [17].

After one and a half years of work, finally the identity management field had a
starting point. Experts started to call the IMIDS as “white paper”.

3.2 Process Outcome

IMIDS is a valuable set of area specific principles and guidelines and a starting point
for the long-term visioning.

During the discussion experts found that term identity management is too broad,
and they defined the document scope as follows:

• Identity of a person attributed by the state;
• Identity life cycle – all processes and activities;
• Identity management – management of data, tokens, Online Certificate Status

Protocol (OCSP) service etc.;
• Usage - authentication, digital signature, encryption and decryption functionalities,

eesti.ee e-mail address, NFC based services, biometrics;
• Ecosystem and cooperation – public vs private sector, research and development

activities.

It means that the IMIDS focuses on the state created identities and does not deal
with private sector identity solutions like Google or Facebook identities. Document
covers the state created identity whole life cycle management and usage from the
physical and electronic perspective.

During the process appeared that public and private sector experts understand and
use professional terminology differently. For example, term “identity” had already
various meanings and experts used it differently. Therefore, experts agreed most
important definitions like identity document, identity carrier and carrier management,
information service, clients etc. A separate glossary is a part of the document to
increase the level of common understanding among public and private sector experts.

The document itself is twenty pages long and consist of five main chapters:

1. Market and Background (Estonia, EU, international level, service providers);
2. Predictable Future Developments;
3. National Identity Management Pillars and Principles;
4. Services Related to the Identity Management;
5. IMIDS Update Mechanisms.

First two chapters give general overview of the existing market situation and
possible future trends on the state and international level. Next chapter is a set of
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general principles and guidelines for the development activities. Fourth chapter is the
core of IMIDS and reflects future development vision of identity management related
services.

First chapter contains Estonian identity management and identity documents eco-
system brief overview and description of main players and their roles. Estonian identity
management framework bases on four main pillars:

• Clients - physical persons, private and public sector entities;
• Identity carriers/tokens – all ID-1 format cards, eID, mobile-ID, smart-ID, travel

documents/passports;
• Channels – service points, e-service portal, phone, development environment;
• Services – personal identification, confirmation of the will of the person, validity

confirmation services, identity carrier management (including carrier recognition),
information services, official e-mail address, development services, service support
etc.

In addition to the Estonian identity environment overview, the chapter contains key
points that influence and shape the European Union and international market. One
interesting finding was that in past three/four years several international service pro-
viders in the security documents market have merged. For example, in 2015,
Gemalto AG acquired Swiss company Trüb AG and currently Gemalto AG merger
process with Thales Group is almost finished. In 2017, French company Morpho S.A.S
merged with Oberthur Technologies currently named IDEMIA. This situation illus-
trates the consolidation of the technologies and competences and the decrease of
competition on the international level.

Second chapter analyses possible future developments that affect identity man-
agement and identity documents field. Use of biometrics will be one of the key ele-
ments in next ten years. Countries experiment with different technologies and biometric
identifiers (face, iris, behavioral features etc.). People dependency from the technology
and relative importance of the mobile technologies increase. Smart cities become more
popular and the block-chain field of application expands. Increasing IoT numbers cause
data exchange overload. In the identity management area important developments in
the field of machine learning, mathematical modelling of nervous systems and behavior
predictability enable accurate identification from the pictures and videos. By 2035,
airports have to be able to serve highly increased number of passengers.

Third chapter presents the identity management basic principles. Estonia is open for
innovation and ready to pilot new technological solutions. On the other hand, state
ensures readiness to cope with technological crisis and creates risk management plan
with mitigation measures. To mitigate the risks the state prefers to purchase ID-1
format documents and travel documents from different companies. There is one central
identity management database and state analyses possibilities how to offer identifica-
tion service to the private sector. State wants to review and re-organize the current eID
roles and work allocation. These were only some examples of the general principles.

Identity management and related services is a central part of the strategy. Experts
pointed out under every service main challenges and directions. Personal identification
service challenges are record keeping and access management, international coopera-
tion, aging of the main information system, service availability, and unmanaged risks.
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Experts offered solutions for facing these challenges. For example, finding way to
process personal data outside of Estonia, implementing automatic biometrical identi-
fication system (ABIS), cooperating with international identity providers (GSMA,
CITIC etc.).

Carrier management contains different aspects starting from issuance process to risk
management. Identity documents application moves to the electronic environment and
state engages private businesses in the identity document issuance process. State plans
to implement Artificial Intelligence (AI) based solutions in the working processes and
searches effective PKI independent and post-quantum solutions.

In the context of digital authentication and signing, state analyzes the possibility to
use Estonian eID in international environments (Facebook, eBay, Google) and builds
more services on the Near Field Communication (NFC) technology implemented on
the new eID card starting from December 2018.

Identity systems developers need more support and attention. Experts suggested
different solutions that help to cope with the changing technical environment. Usage of
more standardized solutions is just one example.

IMIDS has no separate juridical power, but it will be an input to other political level
strategical documents as Internal Security Development Plan (STAK) in the governing
area of the Ministry of the Interior and Estonian Information Society Development Plan
in the governing area of the Ministry of Economic Affairs and Communications.

According to the strategy document, public and private sector representatives meet
once a year in the last quarter initiated by the PBGB and discuss if the document needs
to be changed. The full text of the IMIDS is publicly available in Estonian on the
PBGB and EISA web pages [3].

4 Important Findings and Discussions

4.1 General Organization

First part of the interviews focused on the IMIDS organizational side. As a warm-up
question, we asked about the experience in the identity management field. All inter-
viewees brought out approximate number of years they have worked in the area.
Remarkable was the difference in experience between the private and public sector
representatives. Public sector median experience in the area was 7.1 years and the same
result in private sector was 19.28 years. It is quite remarkable difference and may be
one of the reasons why two sectors have different views on the area.

All interviewees evaluated the necessity of the IMIDS on a ten-point scale, where
one meant that the creation of the IMIDS was not relevant and ten referred that the
strategy document was very necessary. Median score given by all interviewees was
8.92. Public sector median score was 8.8 and private sector score 9. Mainly, the
interviewees said that real actions have to follow; otherwise, the strategy document has
no practical value. In addition, it is not necessary to repeat already existing principles.
Interviewees also marked that the importance was not only coming from the docu-
mented part but from the process itself. Experts had not meet to discuss area related
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issues already long time. Therefore, it was a good opportunity to create mutual
understanding among the public and private sector.

Interviewees had a chance to bring out positive and negative elements regarding the
IMIDS creation process. The focus of the question was on the overall process structure,
meetings held during the process, e-mail communication etc.

Interviewees found positive that the white paper finally created, and the community
was around the table. They also pointed out that possibility to meet between private and
public sector representatives in a smaller round was very helpful. All interviewees liked
26.10.2018 workshop moderated by professional.

Based on the received feedback it was clear that there is room for process
improvement. Most important takeaways and findings are following:

• Engage professional methodical competence already to the strategy preparatory
activities.

• Engage public and private sector representatives at the same time.
• Using iterative workshops format is most effective (as many iterations as needed).
• It is important to answer to all comments made during the process.
• Active participation and presence of ministries and policy makers level is very

important.
• Interviewees pointed out that engaging the association level (ITL, Banking Asso-

ciation) was not sufficient.
• Telecommunication service providers (mobile operators), public sector IT houses

(RMIT, KeMIT, TEHIK etc.) and experts from standardization authority were
according to interviewees missing.

• Identity management and identity documents international level and industry view
was missing.

• Too many people from the manager level participated.
• Too long periods between the meetings.

Time planning is another relevant issue in every project context. Therefore, we
asked from the interviewees their opinion about the time actually spent (one and a half
years). It was very interesting how interviewees’ opinions about the IMIDS timeframe
differed (the range was 3 months to 1.5 years). Most optimal duration seems to be up to
six months. However, it is possible to make the document faster. The question is more
about the optimal process planning.

4.2 Substantive Analysis

Last part of the interview concentrated on the IMIDS substantive analysis. During the
IMIDS building process one of the questions that raised the debate was the juridical
status of the document and on what level and by whom it should be approved. There is
probably no right or wrong answer but based on the interviewee answers it is possible
to fit the document better in the existing framework.

Most of the interviewees (46%) found that juridical status of the document is not
necessary or important until the principles stated in the document adopt by the wider
political documents like STAK and Information Society Development Plan. Others
found that some kind of juridical or legal approval by the government or on the
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ministry level is important to ensure the enforcement of the document. Others remained
neutral or had no opinion about the topic.

Weather the document approved or not, more important is the actual enforcement
of principles. The document is expression of expert opinions and the technical envi-
ronment changes very fast; therefore, it is reasonable to keep the approval procedure
rather simple and flexible. The maximum is ministry level, who can organize the
introduction of the principles to the government and make the political selection from
the IMIDS principles.

Currently PBGB and EISA led the IMIDS creation process. One of the interview
questions was about the leadership of the project. Aim was to understand if this kind of
dual leadership earned its purpose or are there any good alternatives. Opinions about
the leadership were divergent. Interviewees who did not prefer concrete authority
brought out that PBGB and EISA could both lead their area of competence separately.
Then of course raises the question who will be responsible for putting together the
overall picture. More important was the engagement of all related experts and
authorities. To summarize this question, the leadership role can be on the ministry or
implementation authority level, more important is involvement of the stakeholders and
one responsible institution who coordinates the whole process.

In addition to concrete leadership issues, interviewees mentioned that there should
be a centralized methodical competence center on a state level, assisting, guiding and
advising the creation of similar expert level white papers. The idea is worth of con-
sidering if expert level white papers become more common in public sector.

Interviewees brought out following topics that should have been included to the
IMIDS or presented more in detail:

• AI and machine learning development (how to use AI in different processes),
because it brings lot of benefits and additional risks that need to be analyzed.

• Identity management of the things (AI-s, robots etc.).
• Risk management and related activities.
• Field of biometric solutions.
• Border crossing technical solutions (how to make border crossing faster and more

convenient).
• International dimension representation. More specifically Estonian citizens in the

international environment with tokens enabling the identification issued by Estonian
public and private sector.

• Real actions planning part and input giving to the other implementation plans.

Strategy building and visioning is only one part of the whole picture, because after
finalizing the strategy the real planning and work starts. Therefore, we asked from the
interviewees how the IMIDS principles become reality. According to the answers,
ministries should take a lead and integrate the principles coming from the IMIDS to
STAK and ISDP. It was also emphasized that strong community and stakeholder’s own
attitude is very important, and all engaged parties should take the principles agreed in
IMIDS account while planning future activities. One challenge in the implementation
process is building up strong public and private partnership again.

Based on the answers it was possible to create a simplified model of the IMIDS
implementation cycle. As first step interviewees found that it would be good to meet
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shortly in a smaller group of public and private sector representatives, prioritize the
actions, and select the most important issues that need urgent handling already during
the year 2019. After prioritization, the experts have to describe a 10-step action plan
and agree responsible authorities.

In the future, the meetings take place regularly once a year preferably in October or
November. During these meetings, parties give an overview about implementing status
and upcoming activities for the next and for the year after will be discussed (priorities
and responsibilities overlooked or set, activities added or removed etc.). The reason for
looking year and year after is the state budget planning principles that have direct
influence on the implementation actions.

Close question to the previous one was how to keep the IMIDS document itself up
to date. According to the document, experts overlook the IMIDS once a year initiated
by the PBGB [3]. Interviewees approached to the question differently. Most of them
found that need evaluation once a year is enough. Others found that evaluation shall
happen more often or based on a necessity without any excessive administrative bur-
den. They found that the focus should be more on flexibility and community-based
interaction.

Based on the feedback we should consider CA/Browser Forum work format-based
solution as an alternative. It is a strong and active expert community of certification
authorities and Internet browser software vendors discussing and influencing interna-
tional standards and principles [18]. The possibility to use similar format in Estonian
identity management field for the public and private expert’s cooperation needs further
analysis. Therefore, current research is not concentrating to this particular topic in
detail.

Two final questions were oriented to the main takeaways from the process and
freely expressed comments if interviewees had any. As follows, we present only those
takeaways and observations of the interviewees not already covered in the previous
chapters:

• Some of the participants did not realize changed context – people who participated
in the process were focusing too much to the historical context and did not realize
that the situation is changed, and the same models are not applicable.

• Using the same terminology is important (i.e. the term “identity” is overwhelmed).
• Cooperation between the public and private cooperation has become very complex

mainly because of the excessive regulatory environment and the feeling of unity is
missing.

• Private sector was more active, interested and contributed more.
• Making this kind of white papers should be a common practice in public sector.
• Academic sector could be the bridge between different sectors.

Based on interviewee’s answers to these two questions we noticed two main
important conclusions. Firstly, interviewees mentioned multiple times that the coop-
eration between the public and private sector that once was much closer has become
more reserved and complex. Mainly because of the too detailed regulatory framework
(standards, laws, policies etc.). One of the solutions to overcome this situation offered
during the interview was the engagement of academic sector who could be the bridge
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between the public and private sector. This idea very interesting but of course the
concept, format and readiness need separate analysis.

Secondly, interviewees suggested that the format of such white papers as IMIDS
should be more widely used in public sector practice. It means that on the expert level
in different areas the cooperation will become more active and documented. This wider
view and its applicability need also more detailed analysis. As mentioned previously by
one interviewee that in such cases there should be on a state level a methodical
competence center who helps to guide the process and keeps track of different existing
white papers and their changes.

4.3 Recommendations

Based on the analysis of the interviews and outcomes in combination with change
management theory and approaches it is possible to design a model for the area specific
long-term strategical documents.

The source of the initiative is not that important but usually it comes from the
implementation authority who is working on the expert level on the specific area. As a
first step, the implementation authority and responsible ministry shall meet and agree
the division of labor, general principles and the list of involved stakeholders. After that,
it is reasonable to engage methodical help. The role of the methodical help will be
coordination and preparation of the meetings and workshops on a joint and smaller
working group’s level.

It would be good to have the first meeting jointly with public and private parties.
The aim of the meeting is to introduce the initiative, agree main principles, work
allocation, further steps and time schedule. In addition, the division of work between
smaller working groups has to be agreed. Detailed work with concrete proposals shall
continue in smaller working groups. The number of meetings in smaller working
groups is not limited.

When the working groups are finished their discussions and formed their concrete
proposals, the second joint meeting will take place. It is important to consider all
proposals, negotiate if necessary and finally prioritize them. To have a systematic and
uniform approach to the topic it would be good to use “why-what-how” technique for
establishing a hierarchy for the expressed viewpoints [19]. If one meeting is not enough
for that purpose, then it is possible to arrange more meetings until achieving mutual
understanding and the public and private representatives confirm that the strategy is
ready. After that, the document moves on the political level. The responsible ministry
introduces the principles to the government, makes selection from the strategy taking
into account the priorities, and integrates them in the political strategy document.
Implementation actions will follow.

During the implementation, approximately once a year the implementation status
and the principles agreed in the strategy will be gone through by the private and public
sector representatives and changed if needed.

In addition to already above-mentioned aspects, it is important to keep in mind
following principles:

• The whole process should not take more than six months;
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• Uniform use of terminology shall be agreed in the beginning of the process;
• Continuous community building and public and private sector cooperation shall be

happening as a parallel process;
• State shall provide centrally methodical help and relation management for sector

specific strategies.

4.4 Future Direction

In the future, we would like to investigate the applicability of our findings interna-
tionally. Every country is different and therefore it is important to find universal aspects
and make generalizations while investigating other mature e-countries. As a concrete
next step, we will conduct a project with partners from the Netherlands, comparing the
Estonian eID solution with cloud-based eID solution in the Netherlands with respect to
eIDAS tiers.

5 Conclusion

Identity management and identity documents area is a complex system influencing
almost invisibly different areas of life. Estonia as one of the leading e-countries has
reached to the maturity level in terms of e-governance and it is crucial to think through
the strategic next steps to bring innovation to the existing environment and retain
competitive position on the international level.

Therefore, in the beginning of 2017 Estonian Police and Border Guard Board and
Estonian Information System Authority initiated the strategy building process in the
identity management area. After one and a half years of public and private sector
stakeholder’s meetings and workshops identity management white paper was finally
ready.

Current article focus is on the previously named white paper building process
analysis. The aim of the research was to find the answer to the main research question –

how to design an effective long-term identity management strategy for a mature e-state.
By using approach oriented towards action design research and based on qualitative
individual structured non-standardized interviews in combination with theoretical
framework, we proposed a model for building strategies on the identity management
and identity documents field.

As strategy building is only one part of the change management process it is
important that identity management and identity documents strategy does not remain
on paper and implementation actions will follow in parallel with the public and private
sector community building activities enabling one-step further as a mature e-state.
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