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Abstract. In this paper, we propose a new leakage-resilient identity-
based encryption (IBE) scheme that is secure against chosen-ciphertext
attacks (CCA) in the bounded memory leakage model. It is the first
CCA-secure leakage-resilient IBE scheme which does not depend on g-
type assumptions. More precisely, it is secure under the DLIN assump-
tion for symmetric bilinear groups and under the XDLIN assumption for
asymmetric bilinear groups, respectively.
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1 Introduction

1.1 Background

Most of the encryption schemes known so far have been proven secure by assum-
ing that the secret key is completely hidden. However, in the real world, a partial
information of the secret key may leak by side-channel attacks [6,14,20] or a cold-
boot attack [15]. In recent years, extensive research effort has been invested in
providing encryption schemes which are provably secure even in this setting.
Such schemes are said to be leakage-resilient.

Akavia et al. [2] introduced the bounded memory leakage model in which a
bounded amount of information of the secret key is leaked to the adversary. Naor
and Segev [26] showed how to construct leakage-resilient public-key encryption
schemes from hash proof systems (HPS) in this model. (Other constructions
were given by [4,18,22].) Qin et al. [28] showed a generic method to construct
a CCA-secure leakage-resilient encryption scheme from any tag-based strongly
universal, HPS.

Regarding identity-based encryption (IBE) schemes, CPA-secure leakage-
resilient IBE schemes were shown by Akavia et al. [2], Alwen et al. [3] and
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Chow et al. [8]. Furthermore, the scheme of Kurosawa and Phong [21] achieves
the leakage rate 1 — o(1) under the DLIN assumption, where the leakage rate is

defined as
size of leakage

size of secret key

On the other hand, CCA-secure leakage-resilient IBE schemes were shown
by Alwen et al. [3], Sun et al. [30] and Li et al. [24]. Unfortunately, all these
CCA-secure leakage-resilient IBE schemes rely on g-type assumptions. Due to
the Cheon attack [7], it is better to avoid such assumptions.

1.2 Owur Contribution

In this paper, we propose the first CCA-secure leakage-resilient IBE scheme
which does not depend on g-type assumptions. More precisely, it is secure under
the DLIN assumption for symmetric bilinear groups and under the XDLIN
assumption for asymmetric bilinear groups. (See Sect. 2.1 for the types of bilinear
groups. )

In fact, we construct a CCA-secure leakage-resilient IB-KEM. A CCA-secure
leakage-resilient IBE scheme is obtained by combining our IB-KEM with any
CCA-secure symmetric-key encryption scheme (which does not need to be
leakage-resilient).

Our IB-KEM scheme is obtained by applying the technique of Qin et al. [28]
to the CPA-secure leakage-resilient IBE scheme of Kurosawa and Phong [21].
Hereby, we can achieve the leakage rate 1/10. Our scheme will be able to gener-
alize to k-linear assumption.

Table 1 shows a comparison of CCA-secure leakage-resilient IBE schemes.

Table 1. Comparison of CCA-secure leakage-resilient IBE schemes

Schemes Assumption Leakage rate
Alwen et al. [3] | g-type 1/6

Sun et al. [30] |qg-type 1/6

Li et al. [24] q-type 1/4

Ours (KEM) | XDLIN or DLIN | 1/10

1.3 Various Models for Leakage-Resilient

Several researchers consider some variants of leakage models to capture practical
issues. We summarize some leakage models below.

Micali and Reyzin [25] considered the “only computation leak information”
model to deal with physical observation via side-channel attacks. However, this
model could not capture key leakage attacks, such as a cold-boot attack. To
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capture key leakage attacks, Akavia et al. [2] proposed the bounded memory
leakage model, in which an adversary can get partial information on secret keys.
Brakerski et al. [5] and Dodis et al. [9] presented a new model called continual
memory leakage model, which allows leakage on the private key in many periods
of time. In this model, the secret key is updated over time and the total leakage
over the lifetime of the system is unbounded. Dodis et al. [10] invented the
auxiliary input model, in which the entire secret could be leaked information-
theoretically, provided that it is computationally infeasible to compute the secret.

All these leakage models only consider leakage occurring before the challenge
ciphertext is given to the adversary. In response to this, Halevi and Lin [16]
proposed the after-the-fact leakage model, in which an adversary can obtain
leaked information after seeing the challenge ciphertext.

1.4 Organization

The rest of the paper is organized as follows. Section 2 introduces notations,
some building blocks, and computational assumptions. Section 3 describes the
definition of IB-KEM and the leakage-resilient CCA-security. We present the
concrete construction of our CCA-secure leakage-resilient IB-KEM scheme in
Sect. 4 and its security proof in Sect.5. Finally, the conclusion of this paper is
given in Sect. 6.

2 Preliminaries

2.1 Notations

We introduce some notations used in this paper. Let A € N denote the security
parameter. We say that a function f(X) is negligible in A if it is smaller than all
polynomial fractions for a sufficiently large A. For a finite set S, we use s «+—s S
to denote the process of sampling an element s from S uniformly at random and
let |S| denote its cardinality.

Let GGen be a probabilistic polynomial time (PPT) algorithm that
on input the security parameter 1* returns a description params =
(G1,Gs,Gr,q, g1, g2, €) of pairing groups, where G, Gy, Gp are cyclic groups
of a prime order ¢, g; and gy are generators of G; and Gg, respectively, and
e: Gy X Gy — Gr is an efficiently computable (non-degenerated) bilinear map.
Define g := e(g1, g2), which is a generator of Gr.

We refer to [31] for a description of types of bilinear groups. There are three
types of bilinear groups according to whether efficient isomorphisms exist or not
between Gy and Go [13]. In type 1, both the isomorphism 9 : Go — G; and
its inverse 1~ : G; — Gy are efficiently computable, i.e., it can be regarded as
G1 = Gs. In type 2, the isomorphism v : Go — G is efficiently computable but
its inverse is not. In type 3, there are no efficient isomorphisms between G; and
Go. Type 1 pairing groups are called symmetric, and type 2 and 3 pairing groups
are called asymmetric. We assume type 3 pairing groups in our scheme, but our
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scheme also works in type 1 and 2 setting under appropriate computational
assumptions.

We use implicit representation of group elements as introduced in [12]. For
s €{1,2,T} and a € Z, we define [a], := g¢ € G, as the implicit representation
of a in G,. Similarly, for a matrix

a1 --. G1,m
_ . . . nxm
A= o €L,
Qn,1 - Qn,m
we define " "
1,1 1,
gs . gs m
— . . . nxm
[A], = R € G;
an,1 n,m
Js g

as the implicit representation of A in G,. Note that it is easy to compute [AB],
given ([A],,B) or (A, [B],) with appropriate dimensions. We define [A]; o[B], =
e([A];,[B],) = [AB], that can be efficiently computed given [A]; and [B],.

2.2 External Decisional Linear Assumption
We assume the following property.

Definition 1 (External Decisional Linear Assumption: XDLIN [1]). Let
s €41,2}. We say that the XDLIN assumption holds relative to GGen in group
Gy if for any PPT adversary D, the following is negligible in \:

AdV)é%iﬁ,D(A) =

[Pr[D(params, [A], . [Al, [ATx] ) = 1] — Pr[D(params, [A], ,[Al, . [y],) = 1]|

where params «— GGen(1*), a1, as +sZg, T s Zg, Y s Zg, and

[ 01
A_<O a21>'

This assumption is a variant of the standard decisional linear (DLIN) assump-
tion [27] for asymmetric pairing groups. The XDLIN assumption is equivalent
to the DLIN assumption in the generic group model.

2.3 Statistical Distance, Min-Entropy and Randomness Extractor

The statistical distance between random variables X,Y over a finite domain S
is defined by

A(X,Y) = %Z |Pr[X = s] — Pr[Y = .
seES
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The min-entropy of X is defined by
H(X) = —log, (maxPr[X = x]) .
x

Furthermore, average min-entropy of X conditioned on Y is defined by

Hoo(X | Y) == —log, (Z 2~ Hoe(XI=0) prly = y]) :

y
as defined in [11], which also proved the following lemma.

Lemma 1 ([11, Lemma 2.2]). Let £ be a positive integer. Let X, Y and Z be
random variables. If Y has at most 2° possible values, then

Ho(X |Y,Z)> Hyo(X,Y | Z) =0 > Hoo(X | Z) — L.
One of main tools in our construction is a randomness extractor [11].

Definition 2 (Randomness Extractor). Let n be a positive integer, and ¢ >
n, €exe be positive reals, and D, S be finite sets. A function Ext: D xS — {0,1}"
is called a (¢, €ext)-randomness extractor if for all pairs of random wvariables
(X, 1) such that X is a random variable over D satisfying Hoo(X | I) > ¢,

A ((EXt(X, S),S, I)a (Ra S, I)) < €Ext

holds, where S is uniform over S and R is uniform over {0,1}".

2.4 Hash Functions

Let H: D — R be a hash function, where D = D(\) and R = R(\) are sets. We
require the following property of hash functions for our scheme.

Definition 3 (Target Collision Resistance). We say a hash function H is
target collision resistant if for any PPT adversary A,

Adviia(A) = Prlz* s D,z s A(z*) : ¢ # 2* AH(z) = H(z")]

18 negligible in \.

2.5 Useful Facts

Here, we introduce useful facts used in our security proof. We use the following
lemmas to prove adaptive identity security of our scheme.

Lemma 2 (Programmable hash function [17, Theorem 7]). Let m,Q be

integers. We choose h = (hy, ..., hy) € Zy* as follows: (1) set J = Q?, (2) sam-

ple u; j s {—1,0,1} fori=1,....mand j=1,...,J, (3) set h; = ZJ:1ui,j'

j
For h = (hy,...,hm), we define

Bn(x) =1+ Zx[z]hl mod g,
i=1
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where v = (x[1],...,x[m]) € {0,1}"™. Then, for any distinct ids, ..., idg,id" €
{0,1}™, we have

Q
/:\ﬂh (id;) # 0) A (Bu(id") = )z@ﬁ,

where the probability is taken over the choice of h.

Lemma 3 ([32, Lemma 5]). Let z1,...,2; € R be reals such that

N =

!
>l
i=1

Furthermore, let 01,...,0; € R be reals such that 0 < diow < 0; < Oyp for
i=1,...,1. Then, we have

5
> 6low low )

Zéml le

3 Identity-Based Key-Encapsulation Mechanism

In this section, we introduce the syntax, the correctness property, and the secu-
rity notion for IB-KEM.

Syntax. An IB-KEM scheme IT = (Setup, KGen, Encap, Decap) consists of four
PPT algorithms.

— Setup(1*) — (pp, mk). The setup algorithm takes as input the security param-

eter A\, outputs a public parameter pp and a master key mk. We assume that
pp implicitly defines an identity space ZD, a session key space I, and a secret
key space SK.

KGen(mk, id) — sk;q. The key generation algorithm takes as input the master
key mk and an identity id € ZD, outputs a secret key sk;q for the id.
Encap(pp,id) — (ct,K). The encapsulation algorithm takes as input the
public parameter pp and an id € ZD, outputs a session key K € K together
with a ciphertext ct with respect to identity id.

Decap(sk;q, ct) — K or L. The decapsulation algorithm takes as input a
secret key sk;q and a ciphertext ct, outputs a decapsulated key K € K or the
rejection symbol L.

Correctness. We require correctness of decapsulation: that is for all A, all pairs
(pp, mk) generated by Setup(1?), all identities id € ZD, and all (ct, K) «
Encap(pp, id), Pr[Decap(KGen(mk, id), ct) = K] = 1.
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Security. In this paper, we consider the IB-KEM variant of CCA-security for
leakage-resilient IBE in the bounded memory leakage model [3]. Let IT be an
IB-KEM scheme. We consider the IND-ID-IrCCA game between a challenger
and an adversary A as follows.

Setup phase: The challenger runs Setup to generate (pp, mk), and sends pp to
A.
Query phase 1: The adversary A makes queries of the following types:
— Key generation query id € ZD. The challenger computes and returns the
secret key sk;q — KGen(mk, id) to A.
— Leakage query (id, f), where f : S — {0,1} is an efficiently computable
function. The challenger returns f(sk;q) to A.
— Decapsulation query (id, ct). The challenger returns Decap(sk;q, ct) to A.
Challenge phase: A sends the challenge identity id* € ZD to the challenger.
It must be that he has never queried id* as a key generation query. The
challenger chooses a bit b+s{0,1}. The challenger runs Encap(pp,id*) to
generate (ct*, K), and chooses a random session key Kj «s/C. Then, he
sends (ct*, Kj) to A.
Query phase 2: A makes queries of the following types:
— Key generation query id € ZD, where it must be that id # id".
— Decapsulation query (id, ct), where it must be that (id, ct) # (id*, ct*).
Guess phase: Finally A outputs a guess ' € {0,1}.

Note that, in query phase 1 and 2 the challenger computes sk;; the first time
that id is queried in a key generation, leakage, or decryption query, and responds
to all future queries on the same id with the same sk,q.

Definition 4 (IND-ID-1IrCCA security). An IB-KEM scheme II is (-IND-
ID-lrCCA (indistiguishability against adaptive identity leakage-resilient chosen-
ciphertezt attack) secure if for any PPT adversary A that makes at most ¢ leakage
queries, the advantage

Prp) =b] — =

Adv%\{lX-ID-erCA()\) — :

|
18 negligible in \.

Remark: Challenge-Dependent Leakage. In the security definition, the adversary
is not allowed to obtain the leakage f(sk;q) after the challenge phase. We note
that this restriction is indeed necessary: the adversary can encode the decap-
sulation algorithm for the challenge ciphertext ct* and the challenge identity
id™.

4 Construction

In this section, we propose a new CCA-secure leakage-resilient IB-KEM scheme.
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Let params = (G1,Gz,Gr,q, 91, g2,€) «— GGen(1*), n be the bit-length of a
session key (i.e., K = {0,1}"™), m be the bit-length of an identity (i.e., ZD =
{0,1}™), £ < log, q be any positive integer, H : G} x & — Z, \ {0} be a target
collision resistant hash function, Ext : Gy x & — {0,1}" be a (logy ¢ — ¥, €gxt)-
randomness extractor. We assume that m is independent of A, eg, is negligible
in A

Our scheme IT = (Setup, KGen, Encap, Decap) is described as follows.

Setup(1*): Choose a1, az «sZg \ {0} and Bg, By, ..., By, D «s Z2*? uniformly

at random and set
_ (a1 01 2x3
A = (0 a 1) S/

Output pp = ([A]l;,[Boly,[Bily,-..,[Bm);,[D];) and mk = (a1, a2, Bo,
B.,...,B,,, D).
For an identity id = (id[1], ..., id[m]) € {0,1}™, let

m
Fiq = <AHB0 +y id[i]Bi> € 7255,
i=1
KGen(mk, id): Compute a random matrix S;4 € ngz such that
F;4S;s =D (1)
as follows. Let

1 o
L= <1 HBO + z;zd[z]BZ) € 72%%.
1=

Choose S’ +s Zg“ at random, compute

g/ — a1_1 0 D_F.S 72%2
- 0 a;l ( — Lid ) € q ’

s
Sid = (S/) .

Output skiq = [Sia], as a secret key for the id.
Encap(pp, id): Choose r «s Z(ZI and sd «<sS at random, compute

and set

[F;';lr}l € G?,
H([c], , sd) € Zg,
5 € GT,

[c],

[kalp = [rTD(1)], o [1]
(ks = [I'TD ((1))]1 o[l], € Gr.

Output ¢t = ([c]y , [kalp, sd) and K = Ext([ks] , sd).
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Decap(skiq, ct): On input skiq = [Siq], and ct = ([c];, [t] 1, sd), compute

a = H([c], , sd),

Output Ext([ks], , sd) if [t = [kq]p, otherwise L.

Correctness. Let skiqg = [Sidly, ¢t = ([c]y,[t]ly,sd), and o = H([c],,sd). If
c=F]randt=r"D(}) then

ko =¢"Si (L) =r"FiuSiuu(L)=r'D(})=t

in the Decap procedure, and it is similar to ks. Therefore, our IB-KEM scheme
1T satisfies correctness.

5 Security

In this section, we prove the IND-ID-IrCCA security of our scheme.

Theorem 1. Under the XDLIN assumption relative to GGen in group Gi, our
scheme II is (-IND-ID-lrCCA secure for any positive integer £ satisfying

t<logyq—n—m, (2)

where n = n(A\) is a positive integer such that 27" is negligible in \.
In particular, given an efficient adversary A breaking the ¢-IND-ID-lrCCA

secure of II with advantage ep == Advyg'ID'erCA(A), we can construct an adver-

xdlin

sary D breaking the XDLIN assumption with advantage ep = Advggen p(A) such
that

1
€D > €A — Adthcr()\) - — - — —— — €Ey,

)
N \/E(QKGen + QDec) 2"(1 - QDec/Q) q q5 ' |‘S.‘

holds for such X\, where Qugen = poly (A) and Qpec = poly (\) are the number of
key generation queries and decapsulation queries made by A, respectively.

Remark. Our scheme works also on type 1 or 2 bilinear groups.

Proof. Let A be an efficient adversary on the IND-ID-IrCCA security of IT.

Namely, ea > 1/poly(A) for infinitely many A\. We will consider a sequence of

games, Gamey, . .., Gameg performed by a challenger and A. At the end of each

game, the challenger outputs a bit v € {0, 1}, which will be described below.
Let W; be the event such that v = 1 in Game;.



12 T. Tomita et al.

Gameg: This game is the IND-ID-IrCCA game. At the end of the game, the
challenger outputs v = 1 if ¥’ = b, otherwise v = 0, where ¥’ is A’s guessing
bit of b. Thus,

Pr[Wy] — 5| = A (3)

|

The challenge is (ct*, K;) where ct* = ([c*],,[k}],sd”). We denote by

r*,a*, k; the corresponding intermediate values. The session key K is
Ext([k%],,sd™) or random over {0,1}", depending on the bit b.

Game;: This game is the same as Gamey except that the challenger changes

the generation of the public parameter pp and the ciphertext ct* as follows.

— In the setup phase, choose Rg,Ry,..., Ry, E s ngz uniformly at ran-

dom. Set J := (QKgen + @pec)?, sample u; ;s {-1,0,1} fori=1,...,m

and j =1,...,J, and set h; = ijl u;,5. The public parameter is defined

as
By = ARy + I,
Bi :ARZ+hZIQ for 1 = 1,...,m,
D = AE.

Output pp = ([A];, [Boly,[Bil;,--.,[Bm];; [D];). The challenger holds

(a1,a2,Ro,R1,...,Rm, E) as a master key in this game.
In Gamey, the F;4 for id € {0,1}"™ can be written by

Fis = (A|ARw + B(id)L2)

where Riq = Ro + >, id[i]R; and B, (id) =1+ >, id[i]h;.
— In the challenge phase, the challenger computes [k}], and [k}], as follows:

kilr =[] o [87 ()],

ke =[] 018" (D)l

where [S*], is the secret key for the id".
Note that this change does not affect the distributions of the public parameter
pp and the challenge (ct*, K;'). Therefore, we have

PI‘[W()] = Pr[Wl] (4)

Gamey: Let id” be the challenge identity and idy,...,idg be identities that
A queries in the key generation query and the decapsulation query, where
Q < QkGen + @pec. Define the event

Q
FORCEDABORT : \/ (Bu(id;) = 0) v (Bu(id*) # 0),

i=1
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and
n(ida) == Pr[-FORCEDABORT]

for ida = (id1,...,idg, id"), where the probability is taken over the choice
of h. By Lemma 2, this probability has a minimum value greater than 0. Let
Mow be the minimum value of 7(ida).

In the guess phase, A outputs its guess b’ € {0,1} for b. The challenger checks
the event FORCEDABORT occurs for ida. If yes, the challenger aborts the
game and outputs a fresh random bit v € {0,1}. Otherwise, the challenger
first estimates the probability n(ida) by sampling (hq,..., ) sufficiently
large amount of times. Let 7/(ida) be the estimation of n(ida). Depending
on the estimate 7'(ida) the challenger decides v as follows:

— Case 7/(ida) < Niow: The challenger outputs v = [b = V'].

— Case 1/ (ida) > Mow: With probability 0w /1’ (ida) the challenger outputs
v = [b=1V]. With probability 1 — nmiew/n’(ida) the challenger aborts the
game and outputs a fresh random bit v € {0, 1}.

Lemma4 in Appendix will show that

. 1
Mow \py[w;] — = | < |Pr[Wa] — <.
2 2
From Lemma 2, we have
1 1
PV - 5| < OViQuea + Qo [PilW - 5. 9

Games: In Games, we make the following changes to the experiment. When
A queries an identity id to the key generation oracle, the challenger checks
whether G5, (id) = 0. If so, the challenger immediately aborts and returns a
fresh random bit v. When A outputs id* as a challenge identity, if 8y, (id") # 0
the challenger immediately aborts and returns a fresh random bit ~.
Clearly, the above changes do not affect A’s environment if FORCED
ABORT dose not occur. Then, we have

PT[WQ] = PI‘[W3] (6)

Game,: This game is the same as Games except that the challenger changes
the generation of the secret key sk;q = [S;q], for id as follows.
— Case (y(id) # 0: The challenger chooses W «s Z2*?, computes W' €
72** satisfying
Br(id)W' = —AW + AE, (7)

(W — R,-dW’)
S'L'd = W’ .

and sets
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This S;4 satisfies Eq. (1) because

, W -R;;W’
FisSia = (A||ARw + 6 (id)L ) ( W )

= A (W = RigW') + (ARyq + B (id)Iy) W'

= AW + S35, (id)W’
= AW — AW + AE
=D.

Further, the above S;; has the same distribution as the secret key gener-
ated by KGen, because 6 elements are chosen at random and the remaining
are determined uniquely by Eq. (7).

Case [y (id) = 0: The challenger computes S;q € Zf’lxz such that

(I3]Ria) Sia = E (8)

as follows. The challenger computes S” := E — R4S’ where S8’ «—sZ2*?,

and sets g
Sid = <S/> .

It is easy to see that [S,q], is the correct secret key for id by multiplying
A from the left to both hand sides of Eq. (8).

We show that the above S;; has the same distribution of the original
KGen as seen from A. Now, S’ is chosen randomly. Hence, we need to
show that 2 elements in S” e.g. €S” are also random where e := (00 1).
It suffices to prove u := eE is random even given A and D = AE, since
eS” = eE — eR4S’. It is easy to see that

B)- ()

Because A’ is of full rank, the distribution of u is random and independent
from D that A knows. Hence, eS” is also random as seen from A.

Note that this change dose not affect the distribution of the secret key sk;q
for id. Therefore, we have

Pr[Ws] = Pr[Wy]. (10)

Gamej: This game is the same as Gamey except that [c*]; in the challenge is

randomly chosen from Gf. Furthermore, the challenger chooses [c*]; «sG?,
sd™ «—sS, and computes a* = H([c*]; , sd") at the beginning of the game. As
we will show in Lemma 6, we have that there exists a PPT adversary D such
that

. 1
[Pr[Wy] — Pr[Ws]| < Advign p(A) + 7 (11)
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The decapsulation oracle in this game is depicted in Fig. 1. We define that a

ciphertext [c], is valid for id if there exists r € Z2 such that [c], = [F[;r]
With pp and mk, we can efficiently check whether [c]; = [(c1, ¢2,¢5,c4,¢5) "]

1
1

is valid for id by simply verifying

[(cs, ca,05)]y = [(01’02) (agl a31> F;d} L

Decapsulation of adversarial query (id, ct = ([c], , [t] 1, sd))

—

=
o

[
—

12

13 :
14 :
15 :

© 0 N O Ut ke W N

Generate skiq = [Sid],
a <+ H([c], , sd)
if B, (id) # 0 then
return K < Decap(skiq, ct)
if ([c],, sd) # ([¢"],,sd") A= a" then
return K < Decap(skiq, ct)
if ([c],,sd) = ([c"],,sd") then
if [t]; = [k;], then return K{
else return L

if [c], is invalid for id then
T ‘ T
ol [c Lo {szd(l,a) ]2
T ‘ T
ksl < [c ]1 ° [Sld(l,ao) ]2
if [t]; = [ka]p then return Ext([k:], , sd)

else return L

return K <+ Decap(skiaq, ct)

Fig. 1. Decapsulation oracle in Games

Gameg: In this game, at line 6 in Fig. 1, the challenger returns L. Then we have

Pr[W5] = Pr[Ws A H has collision] + Pr[IW5 A H has no collision]

< Pr[H has collision] + Pr[W5 A H has no collision]
< Adviit () + Pr[Wg).

Therefore, we obtain

|Pr[Ws] — Pr[We]| < Advii™(N). (12)

Gamey: In this game, at line 13 in Fig. 1, the challenger returns L. As we will
show in Lemma 7, we have

Q Dec

IPr[We] = Pr{Well < g — 0

1
+o (13)
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Gameg: In this game, at line 8 in Fig. 1, the challenger returns L. ([c], , sd) =
([c*], , sd™) holds with probability 1/(¢°-|S|) before the challenge phase, since
A knows nothing about (c*, sd*) chosen randomly. On the other hand, after
the challenge phase (id", ct* = ([c*],, [k}, sd™)) was already announced to
A, any adversarial decapsulation query (id", ([¢*],, [ka]y,sd™)) with [¢], =
[kaly is equal to (id*, ct*). Hence, such adversarial decapsulation query is
forbidden by the restriction of IND-ID-IrCCA game.
Thus we have

QDec

@IS
Gamey: In this game, K is chosen at random from {0,1}" instead of using
Ext([k%] 7, sd™). As we will show in Lemma 8, we have

|Pr[W7] — Pr[Ws]| < (14)

1
|Pr[W8] — PI‘[WQH S €Ext T 6 (15)

In Gameg, A does not get any information about bit b because both K§ and
K7} are random. Hence, we have

1
Pr[Wy] = 3 (16)
From Egs. (3)—(6) and (10)—(16), we have shown that given an adversary A

with advantage e, there exists an adversary D with ep = Adv’é‘éleiﬂp()\) such that

EA =

MMM—%

< @(\/E(QKGen + QDec)) PI‘[WQ] Y

2

|

< Q(ﬁ(QKGen + QDec)) Z ‘Pr[Wz} — PI‘[W-H_l”

=4

Ccr Q ec 3 Q ec
= @(\/E(QKGen + QDec)) <€D + Ade—| ()\) + m + 6 + .D + €Ext>~

Therefore, we have

1 ter
en— AdvifT(\) — %P 2 Whe .
\/M(QKGen + QDec) A . ( ) 2"7(1 - QDeC/q) q q5 : |S| e
The right side of the above inequality is non-negligible, since €5 and
O1//m(Qkgen + Qpec) are non-negligible in A, other terms are negligible in .
Hence, this contradicts the XDLIN assumption. This completes the proof of
Theorem 1. g

EDZQ

6 Conclusion

In this paper, we proposed the first CCA-secure leakage-resilient IB-KEM scheme
which does not depend on g-type assumptions. More precisely, it is secure under
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the DLIN assumption for symmetric bilinear groups and under the XDLIN
assumption for asymmetric bilinear groups. A CCA-secure leakage-resilient IBE
scheme is obtained by combining our IB-KEM with any CCA-secure symmetric-
key encryption scheme (which does not need to be leakage-resilient). However,
the leakage rate of our scheme is smaller than previous works [3,24,30].

A Proof of Lemmas

To complete the proof of Theorem 1, we prove Lemmas4, 6, 7, and 8.

Lemma 4.
Mow

1
Pr[W] — 2‘ <

1
Pr[Ws] — 2‘ .
We introduce a lemma before proving Lemma 4.

Lemma 5. ([19, Claim 6.7]). Let 0 < p < 1 be a real. For a sequence of
identities id € (ZD)?*!, and ABORT be the event that the challenger aborts
with added rules in Gamey. For any fized id,

Mow (L — p) < Pr[mABORT| < niow (1 4 p) .

Proof (of Lemma4). For a sequence of identities id € (ZD)?*+!, we define Q(id)
as the event that A uses the last entry in id as the challenge and makes key
generation queries and decapsulation queries for the remaining identities. Then,
we have > ;4c rpye+ Pr[Q(id)] = 1. Let 6(id) = Pr[~ABORT], and dow and
dup be reals such that diow < 6(id) < dyp. Then, we have

Pr[Ws] — 3

|
- ZPr Q(id)] Pr[W> | Q(id)] — ;‘

- ZPr id)] (Pr{IW2 A= ABORT | Q(id)] + Pr[Ws A ABORT | Q(id)] - ;)

. e, 1 . 1
- gPr[Q(ld)] <Pr[W2 | QGd)I3(id) + 5 (1 - 3(id)) 2)‘

. . . 1
= %:a(ld) Pr[Q(id)] (Pr[W1 | 9(id)] — 2)‘

2 (Slow PI‘[Wl} — 1‘ _ w.

2

The last inequality above follows from Lemma 3, since we have

. . 1
%:Pr[g(ld)} (Pr[Wl | Q(id)] — 2>| -

PrIW,] — ;’
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and
Pr[Q(id)] (Pr[W1 | Q(id)] - ;)' < S PrOGd)] 5 = 5.
id

>

id

From Lemmab, we have dyp — Slow < 7Miowp/2. Therefore, defining p =
|Pr[W;] — 1/2|, we obtain

1
Pr[Ws] — 2‘ 2> Olow

PI‘[Wl] _ ;’ _ §up - 5low Tow

Lemma 6. For any PPT algorithm A, there exists a PPT algorithm D such that

: 1
[PH(IVi] — Pr{V¥5]] < AdvEdino () + - (17)

Proof. Let ([Al],,[Al,,[y];) € GT** x G3** x G} be an XDLIN instance, where

(a1 01
A= (0 a9 1> ’
y = ATr* or random.

Then, we build a PPT algorithm D with input ([A],,[A],,[y];) that simulates
the IND-ID-IrCCA game with A as follows.

Setup phase: D generates pp = ([A],, [Bo];,[B1l;,-..,[Bml;,[D];) as same
as the challenger, except that D computes

[B0]1 = [ARO + 12]1,
[Bi]l =[AR; + hiIz]l fori=1,...,m,
[D]l = [AEh

Finally D sends pp to A.
Query phase: D answers for each query from A as follows.
— Key Generation query id. Assume that 0j(id) # 0. D chooses
S" s Z3*? at random, computes [S"], € G5*? such that [3,(id)S"], =

[-AS’ 4+ AE],, sets
S’ —R;4S”
[Sid]g = |:( S/ ¢ >:| )
2

and returns sk;q = [Siq], to A.

— Leakage query (id, f) and decapsulation query (id, ct). If B(id) # 0,
then D can generate sk;q as above. Furthermore, even in that case that
Br(id) = 0 (i.e., id = id"), D can generate sk;q by computing S;; such
that (I3||R;q4)S:qa = E. Thus, D can answer f(sk,;q) and Decap(sk;q, ct)
for any identity.



CCA-Secure Leakage-Resilient IB-KEM from Simple Assumptions 19

Challenge phase: D generates the challenge (ct*, Kj) = (([¢*]; , [ka] 7, 5d), K})
as same as the challenger, except that D computes

= (al)],

instead of [c*]; = [Fj;.r],. Then, D returns (¢t*, K;) to A.

Finally, D outputs v = [b = V] where b’ € {0,1} is the output of A.

We will show that the distribution of (ct*, Kj) is the same as the challenge
in Gamey if y = ATr*, while if y is a random it is the same as that in Games
with overwhelming probability. First suppose that y = A Tr*. In this case,

. y . ATI'* . ) T.ox _ | %
¢’ = (RL*Y) B (RL*ATr*) = (A|ARq-) 1" = F4.17,

showing that (ct*, K}) is the challenge in Game,. Next suppose that y is random
in Zg. It suffices to prove that z := R;;*y is also random in ZZ even given A,
U = ARL*7 and y. It is easy to see that

U A
(ZT) - (yT> o
———
\%

Therefore, z is random because V is of full rank with probability 1 —1/q. Hence,
[c*]; is random as expected.

Thus, Game4 and Games are indistinguishable under the XDLIN assumption,
so that we have Eq. (17). O

Lemma 7.

QDec 1
21(1- Qow/d)

Proof. We assume that all decapsulation queries are made after the challenge
phase, but a similar (but slight simpler) argument can be used if A makes queries
before the challenge phase. Suppose that (id*, ¢t = ([c],, [t], sd)) is the first
decapsulation query such that id = id* and the condition at line 13 in Fig. 1
is evaluated. Let D = (di||d2), Sia+ = (s}[[s3), where di,dy € Z2, 87,85 € Z].
Then, we have

[Pr[We] — Pr[Wr]| < (18)

d; (A[[ARq4-) 0
d, _ 0 (A||AR;4+) CH
K cr a*er’ ss )’
ko c’ ac’

M

where k, is computed at line 11 in Fig. 1. From the supposition, we can assume
that a # o, ¢* is chosen uniformly at random, and [c], is invalid for id*. Hence,
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the matrix M is of full rank with probability at least 1 — 1/q, that implies that
the distribution of %k, is random and independent from D and k. In addition to
D and k¥, A knows at most ¢ bit leakage { f(sk;q+)} and n bit challenge session
key K that is probable to provide information on the value of k4 to A. Let K,
F, and I denote random variables induced by kq, ({ f(skia-)}, Kj), and (D, k}),
respectively. Given kg, ({f(skia~)}, K ), and (D, k}) that A knows, we have

goo(Ka|FaI)ZHoo(Ka|I)7(£+n):log2q7€7n

from Lemmal and the above discussion. Thus, for any k., we have Pr[K, =
ko] < 2847 /q. Therefore, in the first evaluation of line 11, the condition ¢ = k, is
satisfied with probability at most 27" /q. Now assuming t = k, is not satisfied,
the number of possible k, decreases one. So, in the i-th evaluation of line 11, the
probability that t = k, holds is at most 24" /(¢ — i+ 1), in the case that t = k,
is not satisfied in all previous evaluations. From the above discussion, we have

QDec2€+n + 1
q— QDec q
From Eq. (2), we obtain Eq. (18). O

Lemma 8.

[Pr[Ws] — Pr[Wr]| <

1
|Pr[Wg] — Pr[Ws]| < epxt + 6 (19)

Proof. In Gameyg, the challenger returns | to A at line 13 in Fig. 1. Hence, A
does not learn any information on k} via the decapsulation oracle, since A can
only get decapsulation results of valid ciphertexts. Now, A knows D, k), and
{f(skiq+)} as information about k*. Then, we show that the min-entropy of k*
is at least log, ¢ — ¢ with probability at least 1 — 1/q.

First, we have

kY = c*Ts’{,
and then
d; (A||AE) 0
d2 | _ 0 (A[|AE) s
I T arerT ss )’
k: C*T 0
N

The matrix N is of full rank with probability at least 1 — 1/q, since a* # 0
and [c*]; is uniformly at random. Then, the distribution of &} is random and
independent from D and k. In addition to D and &}, A knows at most ¢ bit
leakage {f(skq=)} that is probable to provide information on the value of k
to A. Let K,, D, and F' denote random variables induced by k¥, (D, k}), and
{f(skiq~)} respectively. Given k¥, (D, k), and { f(sk;q+) } that A knows, we have

Hoo(K:|D7F) EHOO(K:|D)7£:10g2q7€

from Lemma 1 and the discussion when ignoring { f(sk;q+) }. Hence Ext(K?, sd™)
is statistically indistinguishable from an n bits random string because Ext is a
(log, ¢ — ¢)-randomness extractor. Therefore, we have Eq. (19). O
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