Chapter 1
A Review of IoT Technologies, Standards, | @
Tools, Frameworks and Platforms

Eldar Sultanow and Alina Chircu

Abstract In this contribution, we present an integrated view of the technologies,
standards, tools, frameworks and platforms that support the end-to-end Internet of
Things (IoT) solutions in general terms and highlight specific Industrial IoT (IloT)
solution components. Our study goes beyond existing research, including our own
previous work, by focusing on all relevant IoT/IIoT solution components relating to
development and operation. Specifically, we discuss the communication standards,
messaging protocol standards, and communication platforms; device control, integra-
tion and simulation frameworks; tools and frameworks for modeling, development
and deployment; and IoT cloud integration platforms that support IoT solutions.
By highlighting the features as well as the advantages and limitations of different
IoT solutions, this technical analysis can prove useful to IoT practitioners designing
IoT and IIoT systems with diverse requirements; to students further learning about
IoT/HOT vision; and to researchers interested in understanding the current limita-
tions of the IoT/IIoT landscape and developing new standards, tools, frameworks
and platforms for future application.

Keywords Internet of things - IoT - Industrial IoT - IIoT - Reference
architecture - IoT development - Standards - RAMI 4.0 - Industry 4.0

1.1 Introduction

The Internet of Things (IoT), a term coined in the 1990s in the context of supply
chains [1], is one of the most exciting technology developments today. It promises to
embed sensors into physical things (personal devices, industrial machines, vehicles,
appliances, and the like) and enable them to record, process, and communicate their
status data (position, movement, temperature, operating status, errors, etc.) with other
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things or with Internet servers (directly or through gateways) for further processing.
The IoT market size is predicted to reach many hundreds of billions of dollars by
2020, with the USA, China, Germany, and UK leading the growth [2].

The Industrial IoT (IIoT), also known as the Industrial Internet, the Internet of
Industrial Things, and Industry 4.0, focuses on the IoT technologies that connect
industrial machines among themselves and to the Internet. This enables automated
instrumentation, reporting, and even manufacturing [3, 4]. With 2.6 billion connec-
tions between industrial machines predicted by 2020, IIoT is one of the top growth
sectors in the ToT scenario [2, 5], leading to an expected market size of over $100
billion by 2020 [5]. The top industries anticipated to benefit from the IIoT vision are
discrete manufacturing, transportation, logistics and supply chains, utilities such as
electricity, and health care [3-9]. IIoT applications related to smart factories, smart
warehousing, predictive and remote maintenance, freight, goods and transportation
monitoring, smart utility metering, smart grids, smart cities, smart farming, live-
stock monitoring, asset tracking and performance management, industrial environ-
ment monitoring, safety and health monitoring, and many others, are predicted to
become more efficient and productive and, in turn, enable digital transformation in
companies, in fact the entire industries [3, 10, 11].

While IoT and IIoT share the same basic building blocks including technolo-
gies, the need for integrated solutions is much more acute in the IloT space, where
standards, interoperability, and integration with legacy technologies are some of
the most important factors for successful technology development, implementation,
management, and adoption [3, 5, 8, 12, 13]. Not surprisingly, leading global com-
panies such as Bosch, Dell, GE, Huawei, IBM, Siemens, Mitsubishi, Cisco, China
Mobile, Boeing, Intel, SAP, Ericsson, and many others are taking an active interest
in defining standards, best practices, and processes through IIoT consortia and other
collaboration initiatives (as described in the next section).

In this chapter, we present an integrated view of the technologies, standards,
tools, frameworks and platforms that support end-to-end IoT (and the subset of
IIoT) solutions. We build on our ongoing research focusing on specific industries
(pharma, health care, and life sciences) and generic architectural frameworks [14,
15]. In particular, we significantly extend our recent work on an integrated IoT
reference architecture [16]. The chapter’s novel contribution is a detailed discussion
of the components necessary for a complete IoT solution and how they fit into
the IoT development, implementation, and management ecosystem. The need for
such an approach has been advocated by many other IoT researchers [5, 8, 12,
13]. While simpler analyses of individual IoT components have been published
(see, for example, [13]), to our knowledge, no other authors have discussed all the
different technologies, standards, tools, frameworks and platforms that support an
end-to-end IoT solution in the same paper. Thus, this book chapter can serve as a
reference for practitioners developing new IoT solutions. It can also help researchers
identify unmet needs and design improved or novel IoT technologies, standards,
tools, frameworks and platforms.

This chapter covers several important topics including: architectures and frame-
works; communication protocols and device connectivity; and sensors and actuators,
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among others. The chapter is organized as follows: Sect. 1.2 examines the related
work, Sect. 1.3 presents the analysis of IoT technologies, standards, tools, frame-
works and platforms, and Sect. 1.4 presents the conclusions and suggestions for
future research.

1.2 Related Work

Industrial Internet of Things (IIoT) is the application of IoT technologies to industrial
settings such as manufacturing. Based on a review of existing research, IIoT can be
defined as a system comprising networked smart objects, cyber-physical assets, asso-
ciated information technologies, and optional cloud or edge computing platforms,
which enable real-time, intelligent and autonomous access, collection, analysis, com-
munication, and exchange of process, product and/or service information, within
the industrial environment, so as to optimize overall production value. This value
may include: improving product or service delivery, boosting productivity, reducing
labor costs, reducing energy consumption, and reducing the build-to-order cycle
[17]. IIoT is closely related to the Industrie 4.0 (or Industry 4.0) concept promoted
by the German government as a way of developing the German economy through a
fourth industrial revolution (Industry 4.0) [17—-19]. The Industry 4.0 definition emerg-
ing from published research is an integrated adapted, optimized, service-oriented,
and interoperable manufacturing process which is correlated with algorithms, big
data, and high technologies [20]. Other related concepts include cyber-physical sys-
tems (which combine physical objects and processes with real-time data collection
and autonomous digital monitoring and control capabilities), and smart factories
or cyber-physical production systems (which are autonomously controlled flexible
manufacturing facilities) [17-20].

Over the last few years, researchers and practitioners alike have become more
interested in developing reference architectures for IoT and IIoT [18, 19]. Such
frameworks describe the necessary components for building integrated end-to-end
IoT solutions in general, or building industry-specific IloT applications.

Generic architectures usually organize the components necessary for building
IoT solutions in several distinct layers. Lin et al. [21] present a four-layer architec-
ture (including perception, network, service, and application layers), describe key
technologies and standards in each layer, analyze security and privacy issues, and
propose a way of processing the IoT data using fog/edge computing. Similarly, Xu
et al. [22] discuss a four-layer architecture (including sensing, networking, service,
and interface layers) as well as key enabling technologies and key applications for
industries such as health care, food supply chains, and transportation and logistics,
among others. Specific architectures are also being developed in many areas, includ-
ing those relevant for IIoT such as health care, manufacturing, transportation, and
logistics.

In the healthcare domain, Pang et al. [23] propose an architecture for in-home
healthcare devices that includes sensors, network connections to an in-home health-
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care system, and cloud connections to other information systems such as hospital
systems. Ramirez et al. [24] describe an 10T architecture for sensory impaired indi-
viduals, where sensors, actuators, and monitoring devices such as mobile phones and
tablets can transmit data over wired or wireless networks to dedicated applications
that interpret the data and intelligently respond to user needs. Dhariwal and Mehta
[25] propose a 3-layer architecture for a smart hospital that includes a perception
layer (which collects data from patients, doctors, and nurses and transmits this data
to network), a network layer (which transmits real-time data within the network and
integrates various sources of data), and an application layer (which manages hospital
operations, equipment, finances and provides decision support based on analysis of
data about diseases, patients, clinics, department, medicines, etc.).

In the manufacturing domain, Zhang et al. [26] propose a generic architecture
to attach sensing capabilities to various resources in a manufacturing environment,
capture data in real time during the production process, filter, and process data into
meaningful metrics, and provide real-time analysis and feedback based on the data.
Zancul et al. [27] develop an architectural model relevant for product—service systems
and identify key IoT impacts in processes such as remote machine setup, maintenance
(both corrective and predictive), supply chains, product pricing, and information
reporting.

Other researchers focus on IoT architectures from a specific functionality per-
spective, such as energy-efficient IIoT [28] or secure [oT [29, 30]. Last, but not
least, there are also efforts to define parts of IloT architectures, such as analytical
frameworks for describing the IIoT devices [17].

On the practitioner side, IIoT communities of interest and reference models are
also proliferating. For example, the Industrial Internet Consortium (IIC) has defined
the Industrial Internet Reference Architecture (IIRA), a standard-based open archi-
tecture for IIoT systems applicable across many industries (e.g., energy, health care,
manufacturing, transportation, etc.) [31].

IIRA includes four viewpoints: business (focused on identifying the business
stakeholders and their vision, values and objectives), usage (focused on the expected
system use), functional (focused on the functional components of the system and
their interconnections), and implementation (focused on technologies that support
the functional components).

Industrial Internet Consortium (IIC) has developed an Industrial Internet Con-
nectivity Framework (IICF), which organizes connectivity technologies into a stack
model and proposes achieving interoperability among various standards through
gateways [31].

In the Industry 4.0 area, Platform Industrie 4.0 has developed the Reference Archi-
tecture Model for Industrie 4.0 (RAMI 4.0) which is a detailed service-oriented
architecture for manufacturing. It focuses on several axes: factory (which defines
how products and manufacturing systems interact in an enterprise), product life
cycle (which captures the development, production, maintenance, usage and end of
life stages of a product), and architecture (based on six layers describing both the
real and digital world) [31].
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While IIRA and RAMI 4.0 each have a different focus (broad industry applicability
versus manufacturing only), efforts to compare and map their components to each
other are already underway in order to ensure interoperability between different IlloT
systems built on these two different architectures [31].

Major technology providers, such as IBM, are also active in the IoT architec-
ture area, proposing both general and specific reference architectures for IoT and
IIoT [32]. IBM’s IoT reference architecture consists of five layers (user, proximity
network, public network, provider cloud, and enterprise network) and has applica-
bility to multiple industries. IBM’s Industrie 4.0 reference architecture is specific to
manufacturing and consists of three manufacturing-specific layers: edge, plant, and
enterprise [32].

In addition, several other organizations are involved in developing I1oT standards
and tools that can be used to build IIoT systems. The Object Management Group
(OMG) has developed the Data Distribution Service (DDS) standard, which is pro-
moted as the first open international middleware standard directly addressing pub-
lish/subscribe communications for real-time and embedded systems, which makes it
ideal for high-performance, highly scalable Industrial Internet of Things (IoT) and
large-scale Consumer IoT application environments which require real-time data
communication exchange [33]. The Open Connectivity Foundation is focused on IoT
device interoperability for consumers, businesses and industries and on delivering a
standard communications platform, a bridging specification, an open-source imple-
mentation and a certification program allowing devices to communicate regardless
of form factor, operating system, service provider, transport technology or ecosys-
tem [34]. The Internet of Things Consortium (IoTC) is focused on IoT ecosystem
interoperability and usability, data openness and security, and market development
and provides information on IoT use cases, loT hardware and software, as well as
IoT vendors [35]. Last, but not least, the Eclipse Foundation, a nonprofit organiza-
tion where individual developers and companies from many industries collaborate on
open-source projects (providing runtimes, tools, and frameworks for many domains),
has emerged as a major IoT player over the last few years. Its Eclipse IoT Work-
ing Group involves companies such as Bosch, Huawei, IBM, Intel, Nokia, SAP, and
Siemens and has generated many relevant open-source projects for the IoT landscape
[36].

1.3 Analysis

Our review of current research reveals that the existing architectures provide only
a partial overview of the components necessary for developing an end-to-end IoT
solution. Itis usually just for sensing and networking technologies (in generic models)
and just for industry-specific functionality (in specific models). To address this gap,
we developed an integrated IoT reference architecture [16] focusing on the entire
IoT life cycle, from IoT application development to operations (solution in action).
Our proposed architecture senses the environment and collects data through IoT-
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enabled smart devices, transmits it through communication standards, protocols and
platforms, processes it using back-end systems, and uses it in front-end applications.
Figures 1.1, 1.2, and 1.3 illustrate a detailed graphical representation of the reference
architecture, organized in three components:

e devices and associated communication standards—refer to Fig. 1.1
e protocols, back end, and front end as presented in Fig. 1.2
e development platforms as shown in Fig. 1.3.

Taken together, Figs. 1.1 and 1.2 depict the necessary elements for an IoT end-
to-end solution, which can be visualized as a stack consisting of a bottom layer
describing the devices (hardware, firmware, and runtime environment), a layer of
communication standards (as shown in Fig. 1.1), and layers of messaging protocol
standards, back-end and front-end tools, frameworks and platforms (as shown in
Fig. 1.2). Figure 1.3 depicts development platforms that address the description and
integration of the devices shown in Fig. 1.1, as well as the setup of the back-end
platforms and the development of IoT applications shown in Fig. 1.2. Interested
readers should refer to our existing research [16] for an explanation of how the
reference architecture was developed.

In this chapter, we extend our previous work [16] by analyzing the various IoT
technologies, standards, tools, frameworks and platforms included in our architec-
ture. These include connected devices, communication standards, messaging proto-
col standards, communication platforms, device control, integration and simulation
frameworks, tools and frameworks for modeling, development and deployment, and
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IoT cloud integration platforms. When appropriate, we also highlight specific IloT
solution components. We focus our analysis on characteristics relevant for developers
and researchers interested in choosing one option over another (for example, band-
width, energy consumption, security for standards, or specific technical features for
platforms and frameworks), and present advantages and disadvantages as applicable.

1.3.1 IoT Devices

IoT devices, or things in the 10T, are the first building block of the IoT infrastructure.
Any physical object (including human users of the [oT) can become IoT-enabled with
the addition of IoT hardware that provides functionality ranging from simple sensing
abilities to more sophisticated processing and networking capabilities. [oT hardware
includes both embedded systems and boards (such as Arduino, Raspberry Pi, Tessel,
Espruino, Pinoccio, Beaglebone Black, and others) and stand-alone devices (such
as Samsung Gear or FitBit in the consumer-things space) [37]. Embedded systems
consist of a microcontroller (with one or more processors, memory, graphics pro-
cessing unit, general-purpose input/output interfaces, and specific interfaces such
as wireless networking, camera, or USB) as well as other parts (such as a power
source, sensors for light, heat, motion, sound or other environmental inputs, analog-
to-digital and digital-to-analog converters, various actuators, motors, smart materials,
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and devices that can control the environment usually by converting a source of energy
into motion).

In this context, many different systems exist; and IoT designers can choose the best
platform for a specific application based on a variety of factors. Interested readers
can consult the most recent detailed comparisons provided by Singh and Kapoor
[37], which is based on data collected in 2017.

1.3.2 Communication Standards

Communication standards are essential for enabling IoT devices to reliably commu-
nicate with each other and with other entities on the Internet. A comparison of the
most widely used communication standards based on current practitioner analyses
[38—45] is presented in Table 1.1.

One of the most widespread communication standards is Wi-Fi (or WiFi), which
is a wireless local area network (WLAN) standard defined by IEEE 802.11 spec-
ification. This standard enables connections directly with a server, such as in the
case of Sonoff WiFi Power Switches, which can send their readings of energy con-
sumption directly to the OpenWrt Router [38]. OpenWrt is a Linux distribution for
embedded systems like WLAN Router (e.g., Linksys provides such a router with
WRT3200ACM which is enabled with OpenWrt Open Source).

Another standard is ZigBee, an IEEE-802.15.4 specification for wireless personal
area networks well-suited for low-power devices and for building automation, sensor
networks, and light technology applications. Although ZigBee’s focus is on short-
range networks, bigger ranges up to several kilometers are still possible.

Bluetooth is another standard (based on IEEE 802.15.1 specifications) for data
transfer between devices over short distances. Typical deployment areas are mobile
loudspeakers, connections between a smartphone and PC or between a smartphone
and an onboard computer in a car, or wireless mouse and keyboard connections to a
computer.

There is also the WiMAX/IEEE-802.16 standard, which is used for example by
Sigfox and LoRa [39] and popular mobile standards like LTE—the fourth generation
(4G) high-speed mobile communication standard. For a long time, the mobile phone
industry did not show any interest in industrial wireless IoT applications, but the 3GPP
(3rd Generation Partnership Project—the worldwide cooperation of standardization
bodies for mobile industry) has, for the first time, standardized variations such as NB-
IoT specifically for machine-to-machine (M2M) wireless communication. NB-IoT,
which stands for Narrowband 10T, is a new wireless standard used, among others,
for smart gas and water meters and for smart city applications (management of street
lights, intelligent parking guidance systems, etc.) [40]. NB-IoT is similar to LTE-M,
another cellular IoT standard designed for low-power, low-range applications [41].

Other emerging communication standards include LoRa, Sigfox, WAVIoT,
DASH7, LTE-M (LTE M2M), NB-LTE-M, Weightless, 6LoWPAN (IPv6 over
LWPAN), Z-Wave, Symphony, and Wavenis [42].
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1.3.3 Messaging Protocol Standards

Messaging protocols define the syntax and semantics of the data being transferred
between IoT devices and servers. They focus on delivering entire messages, rather
than on just transferring data without worrying about its meaning, as communication
standards often do. Table 1.2 provides a comparison of most widely used protocol
standards based on current practitioner analyses [46—57]. A brief description of these
protocols is also provided below.

MQTT (Message Queuing Telemetry Transport) is an IoT messaging protocol
introduced in 2011 that is maintained and enhanced by the independent Organiza-
tion for the Advancement of Structured Information Standards (OASIS). It is highly
efficient and scalable (up to several hundred thousand clients per server) and has
a very small protocol overhead. MQTT implements a publish/subscribe messaging
model on top of the widely known TCP/IP standards. It is specifically designed for
machine-to-machine (M2M) use cases and provides reliable transfer of messages
over unreliable (such as mobile or limited bandwidth) networks and for the high-
performance deployment of IoT devices with low memory and lower processing
power [46]. It is useful in the automobile industry (for connected cars), in the energy
sector as well as in the field of building automation. Since 2016, MQTT is also an
ISO standard (ISO/IEC 20922). The requirement to use an existing network such as
TCP/IP limits the application of MQTT to devices that can support such a network.
To address this limitation, MQTT-SN (MQTT for Sensor Networks) was developed
as a version of MQTT designed specifically for wireless sensor networks (consisting
of very simple, low-cost devices with limited power, processing, and storage capa-
bilities) and their characteristics (high failure rates, lower transmission rates, shorter
message lengths) [47]. Originally implemented on top of the ZigBee open commu-
nication standard, MQTT-SN is in fact designed to work on any underlying network.
It is very close to MQTT but has several differences that enable it to support shorter
message lengths and lower bandwidths [47].

AMQP (Advanced Message Queuing Protocol) is an open standard for a com-
munication protocol between a client and a message broker, or between various
message brokers. AMQP-enabled brokers include, for example, RabbitMQ, Apache
ActiveMQ, Apache Qpid, SwiftMQ, Microsoft Azure Service Bus, and Red Hat
Enterprise MRG. AMQP was created by a consortium of software companies and
financial institutions, which include Microsoft, Red Hat, Cisco, Bank of America,
Goldman Sachs, Credit Suisse, and many others. Microsoft has integrated the AMQP
protocol directly into its Azure cloud solution.

XMPP (eXtensible Messaging and Presence Protocol), formerly known as Jabber,
is an XML-based communication protocol frequently used by instant messengers for
chat applications. It is less used in the field of IoT due to large protocol overheads
caused by XML [46] and has even been phased out of chat applications (such as in the
case of Facebook). XMPP has enhancements designed especially for IoT use cases.
These, however, are supported by very few servers and clients. The GitHub-project
XMPP-IoT provides a collection of such enhancements, including sensor discovery
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in sensor networks, efficient multicasting of sensor data, efficient data compression,
interacting with humans and systems via chat messages, and many others [54].

CoAP (Constrained Application Protocol) is often described as the HTTP for [oT.
It implements the request/response pattern—the most basic and widespread of the
client—service interaction patterns. CoAP is more efficient than HTTP as the protocol
is binary including all the headers and is thus suitable for energy-constrained wireless
sensor networks. However, it lacks security features, requiring additional protocols
for securing the network [55].

HTTP (Hypertext Transfer Protocol), the bedrock of all protocols, is still the first
choice for request/response-based IoT communication [46]. Due to very high proto-
col overheads (since HTTP is completely text-based), it is rather unsuitable for use
cases where the volume of data transferred matters (for example if mobile/bandwidth-
constrained networks are involved). Furthermore, the request/response model allows
1-to-1, but not 1-to-many communication. Therefore, HT TP is also not suitable when
a message has to be sent to several recipients simultaneously.

OPC UA (Open Platform Communications Unified Architecture) is an industrial
M2M communication protocol based on AMPQ which can securely and reliably
transport machine data (control variables, measured values, parameters) as well as
semantically describe this data in a machine-readable way. It is a de facto standard
in the automation field and is set for wide adoption in industrial IoT applications. It
is most successful for Supervisory Control and Data Acquisition (SCADA) systems
and is considered heavier than the publish/subscribe-oriented MQTT. However, OPC
UA is enhanced in real time with a publisher/subscriber mechanism [56].

LWM2M (Lightweight M2M) is a messaging protocol designed by the Open
Mobile Alliance (OMA) based on CoAP for managing IoT devices. It defines the
interfaces for bootstrapping, device discovery, registration, and device management.
It supports parameterization and monitoring of devices as well as the update of
firmware. LWM2M also supports the communication between servers (nodes in a
private or public network) and clients (embedded in a device).

As messaging protocol standards with different characteristics (message size,
overhead, power consumption, bandwidth, reliability, security, etc.) proliferate, pro-
tocols need to be carefully evaluated in order to determine their fit for a particular
IoT application [57].

1.3.4 Communication Platforms

In order for the protocols defined in the previous section (such as AMQP, MQTT,
and XMPP) to be implemented in practice, it is necessary to define the procedures
through which many IoT devices can communicate with other devices or with servers
in an organized manner. Most communication platforms use a broker model, which
provides trusted message prioritization, routing, filtering and delivery between a
publisher and a subscriber [50]. Platforms can be configured as a centralized broker
system (with all messages going through one server), a centralized multibroker sys-
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tem (with several brokers on different servers, each with its own message queue), or
a decentralized broker system (which has no central server and uses the IP multicast
protocol coupled with local client-side functionality for persistence, security, and
transactions) [50]. We present examples of such brokers below.

HiveMQ is an Enterprise MQTT Broker conceptualized for commercial use,
developed in Germany by dc-square GmbH. The broker supports the pub-
lish/subscribe MQTT standard. It has a cluster functionality to scale HiveMQ deploy-
ments (supporting millions of MQTT clients on different machines) in a horizontal
linear manner [58]. Developers can implement their own mechanisms for cluster
discovery.

An alternative for HiveMQ is the open-source implementation Mosquitto—an
open-source MQTT broker. Mosquitto is written in C and is a project of the Eclipse
IoT Working Group, which includes Bosch, Red Hat, and SAP [59]. Mosquitto also
runs on a Raspberry Pi device.

Another open-source MQTT broker written in Java is Moquette. Like Mosquitto,
it also runs on IoT devices such as on a Raspberry Pi [60]. Usually, Moquette runs
stand-alone. However, it can also be integrated into an OSGi container like Concierge
[61] or Kura [62].

Another alternative is Pivotal RabbitMQ, an open-source message broker. While
not developed specifically for MQTT, it has an MQTT adapter, thus offering a full-
fledged open-source MQTT broker as well [63].

The Eclipse Paho project provides open-source client implementations of MQTT
and MQTT-SN messaging protocols which are aligned with the new, existing, and
future 10T applications. The word Paho comes from the Maori language and means
to distribute or send. Paho is a broadcast messaging protocol for IoT. An MQTT
solution is often used by means of Paho (publisher and subscriber on client side) and
Mosquitto (broker on server side). Paho is set up as a standard messaging library in
the OSGi container Eclipse Kura [64].

1.3.5 Device Control, Integration, and Simulation
Frameworks

IoT solutions usually involve a diversity of IoT devices interacting with each other
and transmitting data to IoT-based applications. The device control, integration, and
simulation frameworks enable easy configuration of these devices and efficient man-
agement of their operation. We present examples of such frameworks below.

The Java-based framework openHAB (open Home Automation Bus) integrates
buildings automation components from different manufacturers in a single device-
independent and protocol-independent platform [65]. openHAB is continuously
adding bindings (which describe how to transport data in and out of a device) for end
devices, such as Xiaomi Mi smart home devices, IKEA Tradfri smart lighting devices,
and Gardena’s smart garden robotic lawn mowers [66, 67]. The technology-specific
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bindings communicate internally with the openHABCore via the openHAB event
bus. However, the external communication of openHAB with the outside world takes
place via an MQTT broker such as HiveMQ [66]. OpenHAB builds on the Eclipse
SmartHome project [66, 68] and is also connected to the Eclipse IoT Market, where
developers can find a connection to devices which are not included in openHAB (if
there are no open-source implementation or suitable licenses) [66]. There is also a
self-configuring Raspberry Pi setup called openHABian, which starts with an SD
card image and automatically installs Java, openHAB, Samba, and other software.
Industry giants like Z-Wave, KNX, Homematic, EnOcean and Insteon are already
integrating their smart home products (such as smart lights, thermostats, alarm sys-
tems, etc.) with openHAB in order to ensure smooth connectivity of their various
devices in smart home applications.

The Eclipse Edje project falls under the Apache license 2.0 and provides a hard-
ware abstraction Java API (application programming interface) for accessing hard-
ware features of microcontrollers such as the general-purpose input/output (GPIO)
interfaces [69]. As the smallest common point of Java SE, Java SE Embedded,
MicroEJ and Android, the Edje Device Configuration (EDC) provides a minimal
execution environment (which covers Java standard packages java.lang, java.util and
java.io) for a device compatible with Edje. Minimum requirements are a 32-bit pro-
cessor with a frequency of 16 MHz, 32 KB RAM and a 128 KB flash memory
[69].

Eclipse Ditto [70] provides access to digital twins (software abstractions of real-
world devices) and mediates between the physical world and the digital twin repre-
sentations. Digital twin is an IIoT solution that can be useful in understanding past
and current performance of real-world machines, optimizing the operation of the
machines, and predicting future operation and maintenance needs. Core aspects of
the Eclipse Ditto framework include device-as-a-service (a higher abstraction level
of the device in the form of an API, which is used to work with this device), state
management of digital twins (in terms of current state data as well as configuration
properties), and organization of the digital twins (geographic assignment and track-
ing of their geographical relationship, metadata assignment, and search functions)
[70].

1.3.6 Tools and Frameworks for Modeling, Development,
and Deployment

The development life cycle of IoT applications (specifying, modeling and developing
the system, and deploying it in production mode) is supported by specific tools and
frameworks, which we review below.

Eclipse 4diac is an Open-Source PLC (Programmable Logic Controller) platform
for distributed industrial automation and management systems that implements the
IEC 61499 standard [71]. The standard defines a domain-specific modeling lan-
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guage (DSL) for such systems. The platform includes four main components: a
runtime environment (RTE), a development environment (IDE), a function block
library (LIB), and sample system projects (SYS). The latter includes implementa-
tion of Intelligent Electronic Devices (IED) for smart grids which comply with IEC
61499 (model for distributed management systems) and with IEC 61850 (transfer
protocol for protection and control technology in electrical switchboards of medium-
and high-voltage technology for power supply system automation) [71].

Eclipse Vorto is an open-source tool for creating and managing abstract device
descriptions which are neutral in terms of technology (i.e., so-called information
models) [72, 73]. Vorto is operated by Bosch and as part of the Bosch Software
Innovations (Bosch-SI) Group. It contributes to the standardization of information
models for IoT devices. Device manufacturers can create these models with Eclipse
Vorto by means of a text-based DSL editor which provides auto-complete, syntax
highlighting and content assist (code hinting). The models are abstractions of real
devices in terms of status, attributes, and functionalities; they should facilitate the
communication between these devices.

Normally, the modeling is done by the device manufacturers. A meta-information
model along with Eclipse-based tooling has been developed for designing new infor-
mation models. Vorto provides a server-based repository for management, release,
and reuse as well as collaborative work on these models. Diverse code generators
create solutions for various environments such as for Eclipse SmartHome, openHAB,
OSGi-DAL, Bosch or Kura. These code generators are provided by the environment
providers.

There are numerous other Eclipse IoT projects [74]. Some of these projects include
relevant tools, which have been incorporated in Eclipse’s Open IoT Stack for Java
[75].

Eclipse hawkBit is a domain-independent back-end framework for rolling out
software updates to constrained edge devices as well as more powerful controllers
and gateways connected to IP based networking infrastructure [76]. This industrial
provisioning system is built on the Spring Boot framework, which can be adapted to
any cloud platform. It also supports flexible deployment management for the rollout
of updates on a massive number of devices, clustered as per separate deployment
groups including, emergency shutdown, and progress monitoring for the entire rollout
and for each group [76].

Papyrus for IoT is a modeling solution based on Eclipse Papyrus and is a part
of S3P (Smart, Safe, and Secure Software Development and Execution Platform
for IoT) research and development project. Papyrus for IoT enables specification,
design, deployment, and monitoring of IoT systems and generates code for Vortex
from PrismTech and for IoT-device-operating system from MicroEJ [74, 77].

SensIDL is an open-source development framework that helps sensor develop-
ers to specify and implement communication interfaces of intelligent sensors. The
specification is done in the same way as Vorto via a DSL [74, 78]. SensIDL uses
DSL as standard specification language for defining data provided by sensors, where
this description serves as a basis for an automated code generation for the sensors
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as well as for the recipients. The generator integrated in SensIDL uses the interface
definition as input to generate a semantically enriched interface-specific API [79].

Reactive Blocks is a tool which facilitates the development of software for IoT
gateways using graphical modeling and code generation. The generated software is
based on Java and OSGi [74, 80].

Node-RED is an open-source tool for graphical modeling and execution of pro-
cesses in [oT applications—so-called flows. It serves to connect devices, APIs, and
online services with each other. The modeled flows are interpreted for runtime. The
tool is completely based on Node.js [74, 81].

Virtual Developer is a platform based on Eclipse for automation of programming
tasks through code generators. It serves for the development of IoT applications
by means of model-driven software development and generates software code for
sensors and actors. It also has a Cloud Connector that sends models to servers and
receives the generated code [82].

Resin.io is a container-based platform to develop, deploy, and manage code on IoT
devices [83]. The platform serves for developing and deploying applications such
as environment monitoring, customized retail experiences, or drone deployment on
various devices (like Raspberry Pi, Arduino, etc.). Its features include fast itera-
tive development, lightweight and reliable deployment, and management of devices,
phased deployments, scheduled updates, etc. [83].

Eclipse Concierge is a lightweight implementation of the OSGi Core specification
(a framework for modular software development and deployment), optimized for
mobile and embedded devices [61, 84]. Thus, Concierge joins the OSGi framework
alongside Equinox, Apache Felix, and Knopflerfish. Concierge has a low footprint;
it provides itself as resources to the framework and its internal statuses via a REST
(REpresentational State Transfer) interface. Concierge can be integrated with Eclipse
SmartHome and OSGi enRoute [61, 84].

The Eclipse Hono project, supported by Bosch and Red Hat, provides a platform
for scalable messaging in the field of 10T, where AMQP middleware is connected
between devices and back-end services [85, 86]. Devices not supported by AMQP
are connected with the protocol adapter, which is responsible for the conversion of
AMQP and non-AMQP messages. Moreover, Eclipse Hono collects and processes
telemetry data from remote devices centrally by enabling devices to send data to the
messaging cloud. Additionally, back-end services can store telemetric data and send
commands to the devices.

Eclipse Milo is an implementation of the OPC UA standard, which plays an
important role in the automation industry [87]. Therefore, Milo supports IIoT needs,
such as access to real-time data, monitoring alarms and events, access to historical
data and data modeling.

Californium [88] is a CoAP framework focused on back-end services and IoT
devices. It consists of five sub-projects. The Californium-core provides the central
framework for protocol implementation in order to develop IoT applications. The
sub-project Scandium provides security for Californium and is a pure Java imple-
mentation of Datagram Transport Layer Security (DTLS), an encryption protocol
[89]. Actinium is the app-server for Californium for implementing IoT mashups.
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The sub-project Connector abstracts from the various types of transport which can
use CoAP. The sub-project CoAP tools includes tools such as a browser, a command
line client, and the CoAPBench for benchmarking customized (CoAP-based) IoT
applications [88].

Leshan depends on Californium and presents a complete infrastructure for Java
and LWM2M-based IoT solutions. This includes libraries for server and client-side
device management, a device management server with web interface as well as a
bootstrapping server which is responsible for the security setup of the connected
devices [90, 91].

Eclipse Kura is an OSGi-based container for M2M applications which enhances
the OSGi and Java standard platforms with APIs and services, which are cus-
tomized based on the requirements of M2M applications such as I/O access, data
services, network configuration and telemetry [62, 92]. Kura is not installed on sen-
sors, but on stronger devices (e.g., Raspberry PI), which function as IoT gateway
(receiver/ingestor and distributor). Therefore, Kura undertakes the role of an IoT
gateway, i.e., it is responsible for collecting messages from IoT devices and for pro-
cessing, aggregating, and forwarding these messages. The rule-based routing and
mediation engine Apache Camel is set up in Kura, which is responsible for orches-
trating the flow of messages. The setup of Camel in Kura is very useful as Camel
already includes about 200 OSGi-enabled connectors including JMS, REST, CoAP,
AMQP, MQTT, etc.; it also has client-side load balancing. A Camel OSGi Bundle is
started from Kura [62, 92]. Kura also contains an Eclipse-based development envi-
ronment, in which the M2M applications can be developed in emulators and can then
be deployed in a target gateway and subsequently transferred on the real-end devices
in the field [92].

Eclipse SCADA (also called as Eclipse NeoSCADA) is a modular kit (including
extensive IDE) used by developers to implement their own SCADA solutions. The
kit includes different protocol adapters (including MQTT, REST, JDBC, Modbus,
Siemens S7) and middleware, in order to process data from devices as well as some
modules to cover basic functions of a SCADA system (e.g., alarms and events,
recording historical data). It also includes user interface components, libraries, and
a configuration framework [93, 94].

Eclipse OM2M is an open-source service platform for the interoperability of
M2M based on the one M2M standard. OM2M follows a REST-compliant approach
with open interfaces in order to facilitate the development of services and applications
irrespective of the underlying network. The platform provides a modular architecture
above the OSGi layer, which can be enhanced through plug-ins. It supports several
protocol connections like HTTP and CoAP. Various proxies interacting smoothly
enable seamless communication with manufacturer-specific technologies such as
ZigBee [95].

Eclipse Wakaama, like Leshan, is an LWM2M implementation for the client or
device side. However, it offers a C-based implementation (and not a Java library),
which is portable on POSIX-compliant systems [96].

Temboo is a cloud-based platform with complete software stack for development
of 10T applications through code generation. It provides generated code fragments,
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which a developer adds in his program code with “Copy & Paste” and processes it
further. The code fragments support devices, APIs, databases and online services,
where the generated code is dependent on the Temboo SDKs, which are available
for different programming languages [74, 97].

Eclipse Ponte is an M2M Bridge Framework for REST development [98]. It serves
for the creation of a reusable solution for bridging multiple M2M protocols as per
REST. This means that developers formulate a REST-API to read, write and access
the history of sensors, actors and other 10T devices. In addition, developers release
the MQTT and/or CoAP messages outside using a REST-API. They define an internal
API for easy addition of new protocols via plug-ins [98].

1.3.7 IoT Cloud Integration Platforms

Several cloud providers offer IoT integration platforms to facilitate the collection,
processing, and analysis of IoT data using scalable computing. We review the main
platforms below.

AWS 10T is the Amazon cloud platform that allows connected things to collabo-
rate easily and securely with cloud applications and other devices. This platform is
designed to reliably and securely support billions of connected devices and process
trillions of messages, forwarding them to AWS end points or other smart devices.
AWS IoT also provides a separate MQTT Message Broker and MQTT Client [99].

Microsoft provides an equivalent cloud platform called Azure IoT, which func-
tions as a hub for reliable and secure bidirectional communication between millions
of IoT devices and a solution back end. It also includes an IoT Suite end-to-end imple-
mentation of this communication architecture for specific IoT scenarios along with
remote monitoring of device status, predictive maintenance and connected factory
features for industrial installations [100].

IBM Watson IoT services facilitate easy and efficient application access to IoT
devices and data, as well as real-time monitoring and analysis. These also enable
the easy building of analytic applications, visualization dashboards, and mobile IoT
applications [101].

1.4 Conclusions

In this chapter, we summarized and analyzed the components necessary for an inte-
grated end-to-end IoT solution and highlighted specific IloT components as appro-
priate. Our analysis goes beyond existing studies, including our own previous work,
by specifically focusing on all IoT solution components—rather than just subsets—
relating to both solution development and operations. To our knowledge, this is the
first attempt to provide such an examination of the state of the art. By highlighting
the advantages and disadvantages of choosing different IoT components, we hope
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that our analysis is helpful to IoT practitioners designing IoT systems with diverse
requirements. We also hope that this analysis can help students as well who are
interested in learning about IoT, as well as researchers interested in understanding
the current IoT landscape and its limitations, to support them in the creation of new
standards, tools, and frameworks.
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