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Abstract. Considering the network security aspect, one of the best way of
preventing network infrastructure against anomalous activities is to monitor its
traffic for suspicious activities. The reliable resource to accomplish this task is
past network flow data, which can be analyzed to detect congestions, attacks or
anomalies to ensure effective QoS of network infrastructure. Network traffic
prediction involves analysis of past network flow data by capturing-storing data,
preprocessing data, analyzing it based on various parameters & forming behavior
patterns for various nodes in network. Once the patterns are observed for different
nodes in network, their future communication can be predicted. Upon prediction
of anomalous behavior, the preventive action will be initiated without wasting
much of a time. Thus reducing the MTTR (mean time to respond) is the outline of
our paper. The importance of network traffic data, traffic prediction methods and
literatures available on topic are studied in this paper.

Keywords: Network traffic prediction - ARMA - SARIMA -
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1 Introduction

The various components of network infrastructure like firewalls, bridges, switching and
routing devices, etc. produce traffic data related to network. These data are also called
as network flow data. Analysis of network performance can be efficiently done using
this data. The obtained analysis would be a valuable resource for network security
teams for further network enhancement and optimization. The network flow data
reflects real-time view of the network traffic, integrated with peripheral devices and
point solutions. Peripheral devices form outermost defense line, preventing entry of
most of malicious things into the network. Still 100% capture/prevention of the
malicious things is impossible. Only single anomaly can wreak dangerous havoc and
on getting inside, peripheral devices will be of no help. Even though localized solutions
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enhance security by encountering specific problems, broad-based protection is still
unreachable for them. Thus even if various components are already present, to
strengthen network security, network traffic data analysis and prediction is required

(Fig. 1).
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Fig. 1. Network traffic data flow

2 The Importance of Network Traffic Data

A huge amount of data is been produced by traffic that goes from network infras-
tructure. This is termed as network flow data. It is a good measure for analyzing
performance of network. But if this network flow data is scanned to a very root level, it
will act as utmost important resource for securing network from various kinds of
attacks. Network infrastructure can be optimized with the output of network flow
analysis as well as strength will be added to the existing defense mechanism imple-
mented in infrastructure. Strengthening of defense mechanism is possible if mitigating
actions can be initiated within no time lag upon attack. This scenario is possible if
attack or anomalous behavior can be known or predicted beforehand. Past flow analysis
data will help for prediction of anomalous behaviors. If upon prediction, mitigating or
preventive actions can be recommended implicitly, then time required to respond to
different anomalous network situations will improve drastically.
Other advantages of network flow data analysis are listed below [19] (Table 1).

Table 1. Importance of network traffic data

Network Perceptibility Network traffic data provides complete internal perceptibility of network
Identified and Unidentified Handling know attacks is a huge task along with detection of unknown
Attacks Detection attacks, e.g. toxic data exfiltration, specially when data is unstructured

Detection of legal user acting | Insider (a legitimate user) can be a hidden threat, which will be detected
unethically with who- what- where- when analysis of network flow data

Fasten response time for threat | To save the network infrastructure from damage quick incident response
events is the need of hour

Capture policy violations Network flow analysis captures violations and alerts on policy violations
Support tracing of affected Network flow analysis can trace nodes communicated with critical data
nodes containers, alerts are obtained for such transaction with familiar threats

Network Operations User experience and network system functionality can be reviewed using
collaborate smoothly network data analysis, further helping in capacity planning. Also NetOps

and SecOps teams can collaborate smoothly using this analysis resolving
problems faster and without pointing fingers at each other

Unefficient node detection Node responding very slow can be found out and upgraded

(continued)
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Table 1. (continued)

Information Outflow detection

Improved resource uasage
record

Node grouping

Personal or confidential information flowing out of the network can be
captured

Improved resource usage records can be maintained with real-time
network bandwidth usage statistics

Depending on data flow, nodes or devices can be clubbed into logical
groups for easier report maintenance

3 Techniques for Network Traffic Prediction

The techniques can be divided as statistical & composite techniques. Statistical tech-
niques use linear & non linear time series data models. Composite (statistical plus other
domain) are based on data mining, neural network, Hadoop, PSO etc. Some have used
term decomposed models when time series is decomposed into four components.
Linear time series techniques are AR (Auto Regressive) and MA (Moving Average).
When combined together, they create ARMA (Auto Regressive Moving Average)
model [22-24] (Fig. 2, Table 2).

Statistical Techniques

Composite Technigque
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Fig. 2. Network traffic prediction techniques
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Table 2. Network traffic prediction techniques details

Statistical
Techniques

Linear time
series Model

Data points are listed in time order, forming a sequence of equally
spaced points in time[22].

{20} = {z(1), 2(2), ..., 2(N)}

={zl,22,..,2zN }

t=1,2, ..., N, t denotes instances of time when observations are taken, z;= N observation/ sample realization(i=1 to N)

AR Model

Future behavior is predicted using past behavior. The prerequisite
is correlation between time series data values and succeeding -
p ing values. Auforegressive means use only past data to
model the behavior.

v
X, =c+ Z 'p, X + 8,

X=predictor variable, &= white noise error terms

MA Model

Moving-average (MA) model uses univariate time series data. The
current as well as past values determine output variable linearly.

X, =+ g +0.8y + -+ 0,8,

X=predictor variable, &= white noise error terms, p= series mean , 6,

=model parameters
v

ARMA Model

Two parts of model are an autoregressive (AR) part and a moving
average (MA) part. AR part regresses variable on its own lagged
values. MA part models error term as a linear combination of error
terms at various times in the past. ARMA(p,q) has p as order of
the autoregressive part and ¢ as order of the moving average part.

-
X =c+ £(+E o,Xﬁ-i-E 0.5,
-1 -1

X=predictor variable, &= white noise error terms, p= series mean , 6,

=model parameters

ARIMA Model

Auto-Regressive  Integrated ~ Moving  Average(ARIMA).
Stationarized ~ series  part  forecasting  equation  means
"autoregressive, forecast errors means "moving average", and
"integrated" means time series differenced to be stationary.

Fo = pHOrYer Tt Gp Yep - 1€ - Ogeg

0s =moving average parameters, y = d" difference of Y, If d=2: y, =
= series mean

Ye-Ye) - (Yer - Ye2) = Yi-2Ye + Yoo,

SARIMA

Model

Seasonality represents regular pattern of changes in time series,
repeating over S, number of time periods after which pattern
repeats.

OB)OB)(x: - 1) = OB )O(B)w;

S= number of time periods between repeat ion of patterns, B=backshift operator to produce previous element

ARCH Model

Autoregressive  conditionally heteroscedastic(ARCH) models
variance of a time series. Suitable when increased variations are
short in period.

Var(y, [y, ) =0l = a + ayyi,

y: =model variance at time t,

GARCH Model

Generalized autoregressive conditionally heteroscedastic(GARCH)
models variance at time 7 using past squared observations and past
variances.

o = ag + @yl + ol

y: =model variance at time t,

ARFIMA
Model

Autoregressive fractionally integrated moving
average(ARFIMA) models allow differencing parameter WITH
non-integer values. Time series with long memory are modeled by
them.

(a- z.’-i

0, B')(1-B)' X,=(1+Z"

6, BY)s,

B=backshift operator to produce previous element

Composite
Techniques

LMS Algo &
ANN

The LMS(Least Mean Square) algorithm trains neural network,
minimizing cost (error) function estimates there by encouraging
present information storage only[21]. ANN(Adaline neural
network) are use only for linearly separable problems.

> JX{HOKJ
) - L g )

MLP & Back
Propagation
Algo

MLP (Multilayer Perceptron) neural network resembles to one
layer perceptron and it is trained using back propagation
algorithm[21].

RBF NN &
Wavelet
Transform

Multilayer network is used for RBF neural network containing one
sensory nodes layer, then hidden nodes layer with one output
layer.

Recurrent NN

Recurrent neural networks(NN) are beneficial for situations where
output of one stage acts as input for other and outputs can be
random real number from predecided interval.
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4 Network Traffic Prediction System

4.1 System Architecture

See Fig. 3.
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Fig. 3. Prediction system architecture

4.2 Algorithm for Prediction

45

Step 1: FLOW CAPTURE - Packet flow or network flow is captured and stored
temporarily to analyze it.
Step 2: FLOW EXPORTER- The exporter creates flow registers from network

traces.

Step 3: FLOW COLLECTOR- The Flow collector generates statistics from the

stored file data.

Step 4: FLOW ANALYZER- The behavior profiling of each device is created.
Step 5: PREDICTION MODULE- Guesses future network flow data & behavior

of related nodes.

Step 6: ACTION TAKEN- Application or invocation of various security policies,
safeguarding actions as per type of attacks will be initiated.

5 Performance Evaluation Metrics

See Tables 3 and 4.
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6 Conclusion

With the ever growing network traffic, present is the era of big data. This data can be
explored and utilized for prediction of network traffic. This prediction will help to
reduce time to respond in case of anomalies. So in this paper we studied and surveyed
various network traffic prediction techniques. Prediction methods based on statistic,
neural network are discussed. Performance metrics used in various previous studies
[10, 13, 16, 18] etc. have been enlisted. The tabular view of surveyed papers focuses on
prediction techniques for network traffic. Standard datasets used by the implemented
algorithms and metrics used to evaluate the results are grouped in the research works
surveyed. Such a review paper would help to provide an insight into the topic to new
researchers.
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