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Abstract. In this work, we investigate the non-orthogonal multiple
access (NOMA) enabled power allocation for cooperative jamming under
a two-user downlink scenario. In particular, we consider that there exists
a malicious eavesdropper overhearing the data transmission of the mobile
user (MU) with a stronger channel power gain. Meanwhile, exploiting the
simultaneous transmission in NOMA, we consider that the other MU
with a weak channel power gain provides cooperative jamming to the
eavesdropper for enhancing the secure throughput of the stronger MU.
In particular, we formulate a power allocation problem to maximize the
secure throughput of the strong MU while satisfying the throughput
requirement of the weak MU. Despite the non-convexity of the formu-
lated problem, we provide an efficient algorithm to compute the optimal
solution (i.e., the power allocations for the two users). Numerical results
are provided to validate the effectiveness of our proposed algorithm and
the performance of our optimal power allocation scheme.

Keywords: Non-orthogonal multiple access -+ Cooperative jamming -
Power allocation

1 Introduction

Non-orthogonal multiple access (NOMA), which allows mobile users (MUs) to
simultaneously use a same frequency channel for data transmission and further
adopts the principle of successive interference cancellation (SIC) to mitigate
the MUSs’ co-channel interference, has been considered as one of the enabling
technologies for the fifth generation (5G) cellular systems [1,2]. Compared with
the conventional orthogonal multiple access (OMA), NOMA has been expected
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to significantly improve the spectrum efficiency and the system throughput, and
thus has attracted lots of research efforts. Many studies have been devoted to
analyzing the potential performance advantage of NOMA [3,4], and NOMA
has been exploited for many potential applications, e.g., heterogeneous cellular
systems and mobile data offloading [5,6]. In particular, the proper radio resource
allocation plays a critical role to reap the benefits of NOMA, and thus has
attracted lost of interests for different network paradigms [7-11].

In addition to the improvement on spectrum efficiency and throughput, the
simultaneous data transmissions of different MUs over a same frequency chan-
nel can also yield an important benefit, namely, the cooperative jamming to
encounter the overhearing of some potential eavesdropper. Specifically, let us
consider that a downlink NOMA scenario in which the base station (BS) uses
NOMA to simultaneously transmit to a group of MUs. There exists a malicious
eavesdropper who intentionally overhears the transmission of a targeted MU.
Thanks to NOMA, the BS’s transmissions to other MUs provide the cooperative
jamming to the eavesdropper, which thus improves the secrecy level of the tar-
geted MU. In this work, we thus investigate this cooperative jamming provided
by NOMA via proper power allocation. Our detailed contributions in this work
can be summarized as follows.

— We consider a representative scenario in which the BS uses NOMA to send
data to two different MUs, i.e., one MU with a strong channel power gain
and the other with a weak channel power gain, and there exists a malicious
eavesdropper who intentionally overhears the strong MU’s data. Thanks to
NOMA, the BS’s transmission to the weak MU provides a cooperative jam-
ming to the eavesdropper and thus helps enhance the secure throughput for
the strong MU. To analytically study this problem, we formulate an optimal
power allocation problem that aims at maximizing the strong MU’s secure
throughput while satisfying the throughput requirement of the weak MU and
the total power capacity of the BS.

— We use the secrecy-outage probability based on the physical layer security
[12,13] to quantify how secure it is for the strong MU’s transmission. Despite
the non-convexity of the formulated power allocation problem, we identify
the monotonic property via a vertical decomposition and thus propose an
efficient layered-algorithm to compute the optimal solution. To further reduce
the complexity, we exploit the hidden unimodal property with the respective
to the secrecy-outage level and propose a low-complexity to compute the
solution.

— We provide extensive numerical results to validate the effectiveness of our pro-
posed algorithm and the performance advantage of the optimal cooperative
jamming in enhancing the user’s secure throughput.

The remainder of this paper is organized as follows. In Sect. 2, we present the
system model and problem formulation. We focus on analyzing the most general
case of the formulated problem in Sect.3 and propose an efficient algorithm to
compute the optimal solution. Numerical results are provided in Sect.4, and
conclusions are given in Sect. 5.
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Base Station
(BS)

Fig. 1. System model

2 System Model and Problem Formulation

2.1 System Model and Formulation

We consider a two-user downlink NOMA scenario as shown in Fig. 1, in which
the BS uses NOMA to simultaneously send data to two MUs. We use g1, g2, and
gg to denote the channel power gains from the BS to MU 1, MU 2, and the eaves-
dropper, respectively. For the sake of easy presentation, we assume that g; > go,
meaning that MU 1 has a stronger downlink channel power gain than MU 2.
Meanwhile, there exists a malicious eavesdropper who intentionally overhears
the BS’s data transmission to MU 1 (i.e., the strong user). Exploiting NOMA,
the transmission to MU 2 provides a cooperative jamming to the eavesdropper
for enhancing the security of MU 1’s transmission. Let p; and py denote the BS’s
transmit-powers to MU 1 and MU 2, respectively. Thus, based on the physical
layer security [12,13], the secure throughput from the BS to MU 1 can be given
as

+
P191 P19gE

R = [Wlogy(1 + —=) — Wlogy(1 + ———— , 1

1 ga( n ) 8a( nE_'_ngE) (1)

in which W denotes the channel bandwidth, ny and ng denote the power of
the background noise, respectively. Here, function [x]* denotes max(z,0). In
particular, the accurate value of gg may not be available, since the eavesdropper
may intentionally hide its location information. Thus, similar to [13], we assume
that gg follows an exponential distribution with the mean equal §. Taking into
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account the randomness in gg, we can express the probability that MU 1’s data
cannot be overheard by the eavesdropper as follows

Psecure(xhphpQ) = Pr{Ri‘eC Z x1|R§ieC 2 0}7 (2)

where variable x; denotes the assigned throughput z; for MU 1. Correspond-
ingly, the outage probability, i.e., the probability that MU 1’s data is overheard
by the eavesdropper is

Poutage(xhphp?) =1- Psecure(xlaplap2)~ (3)

With (3) we formulate the following secure throughput maximization (STM)
as follows.

(STM) maxxy (1 - Poutage(x17p17p2))
SUbjeCt to: Poutage(whplapQ) S Emax’

—
-~
N

p1+p2 < PYY, (5)
P292 re

Wlogy (1 + ———) > R 6

82 ( p1g2 + nz) 2 ©)

variables: x1,p1, and po.

In Problem (STM), the objective function denotes MU 1’s secure throughput.
Constraint (4) limits the secure-outage probability for MU 1’s transmission no
greater than the required secrecy-requirement €™?*. Constraint (5) means that
the BS’s total power consumption for both MUs cannot exceed the budget of
PEt, and finally, constraint (6) means that MU 2 can reach its throughput
requirement Ry %

2.2 Analysis of the Secrecy-Outage Probability

To solve Problem (STM), we firstly derive the analytical expression of
Poutage(xlypl,pQ) as follows.

Proposition 1. The analytical expression of the outage probability
Poutage(x1,p1,p2) can be given in the following four cases:

= (Case-1) when x1 > Wlogy(1 + B29%), then we have

Poutage($17p17p2) =1 (7)

— (Case-11) when Wlogy(1 + BL%) > a1 > Wlogy(1 + B%) — Wlogy(1 + £2)
and pa > %, then we have

1
Poutage(xlaplaPQ) =€ 9M7 (8)
where parameter M is given by:

ng 1
M=— 1 .
pr—————— — 22
(1+p191)27W171 P1
ny
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- (Case-11) when Wlogy(1 + BE2) — Wilogy(1 4+ £%) = xy and po > 1, we
have

Poutage($1ap17p2) = 0. (10)

= (Case-1V) when Wlogy(1 + EL44) > zq > Wlogy(1 + B291) — Wlog,(1 + Bt)
and pa < %, then we have

1 _1_9inp
efﬁM—e 0 n1—g1p2

Poutage(xlaplaPZ) = 1_91"E ) (11)

1—¢e @ni—g1p2

with parameter M given in (9) before.
Proof. Based on (2), we have

Plr{Rﬁec > xl}

Psecure(T1,P1, = B dsec — A1 ° 12
(z1,p1,p2) Pr{RieC > O} (12)
In particular, based on (1), we can derive Pr{R5* >0} as
1, when py > %
Pr{RieC > 0} = _1_oinp ' (13)
1 —e ?m-arz, when py < 2+

In particular, (13) is consistent with the intuition, namely, R5® is always positive
when ps is sufficiently large (i.e., MU 2 provides a sufficiently large jamming to
the eavesdropper).

To derive Pr{RieC > xl} (with 21 > 0), we consider:

P191 P19gE
Wlog,(1+——)—Wlogs(l14+ ————) >z
ga( 1 ) g2( nE+ngE) 1

PG,y > PgE (14)
n ng + p2gE
1
— B 5 - b2 (15)

pige — (14+B22-% —1  p

Notice that the equivalence between (14) and (15) requires z; < W log, (1+2:94).
Otherwise (i.e., z1 > Wlogy(1 + PL94)), there always exists Pr{R{® > z1} = 0
according to (1), which leads to Case-I in Proposition 1.

In the next, we consider x1 < Wlogy(1 + %) for Case-1I, Case-IIl, and
Case-1V.

In particular, let us first consider the case that p, > 3—11 (i.e., the case of

Pr{Ri > 0} =1 in Eq. (13)). Then, we have

Pr{Rﬁec > xl} =1 when py > m and
9

71 < W10g2(1+p711i)—W10g2(1+%). (16)
1 2
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As a result, we have Poyage(1,p1,p2) = 0, which corresponds to Case-III in
Proposition 1.
In addition, we have

Pr{RiCC > xl} = Pr{gg < M} when ps > E,
g1
and

Wiogy(1+ 29%) > 21 > Wiogy(1+ 229%) — Wlogy(1 + %1),
2

ni ni

where parameter M is given in Eq. (9) (notice that M can be derived from (15)).
As a result, we have

_1
Poutage(x17p17p2) =€ BMa (17)

which corresponds to Case-1I in Proposition 1.
_1_91mp
Finally, when ps < %, i.e., the case of Pr{Rbl'eC > O} =1—e¢ ?rmi-airz in
Eq. (13), then we again have

Pr{RieC > xl} =Pr{gr < M} when ps < E,

g1
and
Wlog, (1 + %) > x> Wlogy(1+ plﬁ) — Wlog, (1 + 22)
" 1 D2
As a result, we have
e~ M _ e~ Tm ars
Poutage(1,p1,2) = e (18)

1—e ?n1i—9g1p2

which corresponds to Case-IV in Proposition 1. Notice that based on (9), there
always exists M < nlgii’;‘fm.
We thus finish the proof of Proposition 1.

To solve Problem (STM), we need to consider the above four cases given in
Proposition 1, and the maximum secure throughput V* of Problem (STM) can
be given as:

V* = maX{VI*, VH*, VHI*, VIV*}’ (19)

where VI VI VI and VIV* denote MU 1’s maximum secure throughput
under Case-I, Case-1I, Case-III, and Case-IV, respectively. It is noticed that
Case-1 is a trivial case since V* = 0. In the following, due to the limited space
in the paper, we focus on solving Problem (STM) under the most difficult case,
i.e., Case-IV. The other two cases, i.e., Case-II and Case-III, can solved in a
similar manner.
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3 Optimization Problem Under Case IV

In this section, we focus on solving Problem (STM) under Case-IV. We introduce
an auxiliary variable € which denotes the secrecy-outage probability of MU 1,
ie.,

1 _1_9"p
67§IM —e 9mni—g1p2
€= s (20)

1 —¢e 9ni—91p2

according to (11).
Thus, based on (20), we can derive the following secrecy-based throughput
for MU 1:

P1g1

. Pz
1V (e, p1,p2) = Wlogy (1 + Tl) — Wlogy(1 + 12(e,pa)

el (T 21
nE +P22(e,p2>) &)

where parameter z(. ,, is given by:

2epn) = —On (€4 (1= e T 05 ). (22)

Notice that 2(e,pa) 18 always positive, since py < % holds in Case-IV. The secrecy-
based throughput #1V (e, p1,p2) can be treated as the maximum throughput of
MU 1, under the given transmit-powers (p1, p2) as well as the given level of the
secrecy-outage e.

An observation on #1V (e, p1, p2) is as follows.

Lemma 1. There always exists

#1Y(€e,p1,p2) > W logy(1 + 1%>  Wlogy(1+ 1L,
1

P2
meaning that fcllv(e,pl, p2) is compatible with the conditions of Case- IV in
Proposition 1.
Proof. Based on (21), we can analytically express 21V (e, p1,p2) as follows:

b1g1

s D12(e,
l‘{v(eap17p2) = W10g2(1 + Tl) — W10g2(1 + (e,p2)

NE + P22(e.p2)
> Wlogy(1 + @) — Wlog,(1 + &)
n b2
We thus finish the proof of Lemma 1.
Based on Lemmal, we can obtain the equivalent form of Problem (STM)
under Case-1V as follows:

(STM-E-1V): max &1V (e, p1,p2)(1 — €)

subject to: ps < @, (23)
91
0 <e< ™™ (24)

constraints (5), (6), and (21).

variables: pi,p2, and e.



86 Y. Wu et al.

Notice that constraint (23) comes from the condition of Case-IV. However,
directly solving Problem (STM-E-IV) is still difficult since Problem (STM-E-
IV) is a non-convex optimization problem [14].

To tackle with this difficulty, we exploit a vertical decomposition as follows.
Suppose that the values of (pa, €) are given in advance. We firstly aim at finding
the corresponding optimal p; (as a response to (pa,€)), which corresponds to
solving the following optimization problem:

(STM-E-IV-Sub) VIV-Sub — max (e + P22(epy) + 11918 F P2Z(eps))
(p2,€) n1(NE + P22(e,ps)) + P11 Z(e ps)

xeq
variable: 0 < p; < min {po (277" 7 —1)7! — —p2}. (25)

N2 tot
)

In particular, we can analytically solve Problem (STM-E-IV-Sub) based on
the following result.

Proposition 2. Given (ps,€), the optimal solution of Problem (STM-E-IV-Sub)
can be analytically given by:

RIS
IV 2% —1)71 - m2ifpy <
pl,(;ﬂz) — p2t(t ) fp2 p (26)
Pyt — pa, else
req
where piV"T" = 2 V}‘;EPZI (P + + 22), if the following condition holds:

2°W

n1(ne + P22(epy)) + 1 (p2)91(”E + P22(e,p0))

m1(NE + P22(eps)) + D] (;2)7112’( p2)

> 1. (27)

Otherwise (namely, (27) does not hold), then Problem (STM-E-IV-Sub) is infea-
sible.

Proof. The key of the proof is to show that the first order derivative of the
objective function of Problem (STM-E-IV-Sub) is increasing in p;. Therefore,
for the sake of clear presentation, we introduce the following three auxiliary
parameters:

A=mn (nE +p2z(e,p2))a (28)
B = g1(ng + P22(c.pa))» (29)
C = 77,12(671,2). (30)
With the above defined A, B, and C, we can derive
i(AJerl)i A(B-C) (31)
dpy A+ Cpy (A+Cp1)?*

We next focus on proving that B > C, namely, g1(ng + paz(c,p,)) > M12(c,ps)
always holds. The details are as follows. Based on (22) and py < Z—;, we can
make the following derivations:
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a1 (nE +p22(6,p2)) > nlz(ﬁpz)

ging _1_9"E
—_— 2>z 2—91n(6—|— 1 —¢€e Gnrglpz)
niy — g1p2 (6,p2) ( )

_1_91"E _1_91"E
e Tni-ar < e+ (1 — e)e 0 ny—g1p2

_1_9imp _1_9i"p _1_9rp
— e 9ni—gir2 < e 0 ni—gip2 —|—(1—e 9711*91132)5,

With p, < ”—11, we have eié% < 1, meaning that the above inequality
always holds. As a result, B > C always holds, which finishes the proof. Since
the objective function of Problem (STM-E-IV-Sub) is increasing in pq, it gives
us the optimal solution in (26). Meanwhile, condition 27 is used to guarantee
that 21" (e, p1\(;,): p2) > 0.

VIV—Sub

(perc) B8 follows:

As a result, we can analytically express

IV-Sub _ M1 (B + P22(c.pa)) + D1 () 91 (NE + D22(ep2))

(p2,€) ni(ng + p22(67p2)) + pll\f(;‘,)nlz(e,pz)

. (32)

3.1 Proposed Algorithm to Find the Optimal (p2, €)

Based on (32), we then continue to find the optimal (p,€), which corresponds
to solving the following problem:

(STM-E-IV-Top): max(1 — €)W log, (VIV—Sub)

(p2,€)
subject to: 0 < po < min{P}", % ;

constraints: (32) and (24),

variables:  (po,€).

An important observation of Problem (STM-E-IV-Top) is that ps falls within
a fixed interval ps € [0, min{ P, 2}], and e falls within a fixed interval € €
[0, €™2X]. Therefore, to solve Problem (STM-E-IV-Top), we can perform a two-
dimensional linear-search (2DLS) on (p2, €) within [0, min{Pg"*, 21 }] x [0, em*¥]
(with small step-sizes A, and A,). The details are shown in the following 2DLS-
Algorithm. Notice that the overall complexity in solving Problem (STM) under

. tot ™1
. emax min{ Py s
Case-1V is just a4,

Let (pLV*,eV*) denote the output of our 2DLS-Algorithm. Then, we have

PV = pll‘)/(;gv*) (according to (26)), and x1V* = 21V (V¥ pIV* plV*) (according

to (21)). Thus, the maximum secure throughput of MU 1 under Case-IV is
VIV* — mllv*(l _ EIV*).
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Sub-Algorithm: to solve top-problem (STM-E-IV-Sub) and find (W%’;?EE’M))

cur

Input ps"" and €
Set plﬁ(pgur) according to (26).
if constramt(27) holds then
Set V“ﬁ(}r ‘eeury according to (32).
else
Set Vipeur oury = 1.
end if
Output: V(IYLr coury and (1 — €)W log, (‘/(Ip\gzﬁ?:f‘,ur)).

2DLS-Algorithm: to solve top-problem (STM-E-IV-Top) and output VV*
and the corresponding (p3V*, V")

1: Initialization: Set step-size A. and A, as a small number. Set CBV = 0 and
CBS = 0.
2: Set ps™" = Ap, € = A..
3: while p§"" < min{P mt, S } do
4:  while %" < M do
5: Use Sub-Algorithm to compute W%(:Sr‘f’féur).
6: if (1 — )W log, (V(pai"ur)) > CBV then
7 Set CBV = (1 — ¢ )W log, (V" ur) ).
8: Set CBS = (p5**, ).
9: end if
10: Update €' = " + A..

11: end while

12:  Update p5"" = p5"" + A,.

13: end while

14: Output: V'V* = CBV and (p5*, V") = CBS.

3.2 A Low-Complexity Algorithm Based on the Brent’s Method

To further reduce the complexity of 2DLS-Algorithm, we identify the follow-
ing property. Specifically, support that the value of ps is given in advance,
we enumerate € € [0,e™*] with a small step-size A.. The corresponding
results are shown in Fig.2 below. Notice that for each given (ps,¢€), we can

use (26) to compute p{\’(;z) and obtain the corresponding secure throughput

1 — )W log, (VIV-SuP) ' Specifically, the left subplot shows the case when
2\ (p2se)
req
pllv(;) = po(2 - 1)~t — —Zi, and the right subplot shows the case when

IV tot
Py = P5" — D2

As shown in both subplots, with the respectively given ps, the secure through-
put is always unimodal in e. Such a phenomenon is consistent with the intu-
ition, namely, neither a too large € nor a too small € will be beneficial to the
secure throughput. A too large € (meaning a too weak secrecy-level) will directly
reduce the secure throughput. In comparison, a too small ¢ (meaning a too strict
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secrecy-level) will require larger a larger power consumption, which consequently
limits the secure throughput due to (5). Thanks to this hidden unimodal prop-
erty, we can use the Brent’s method [15] to find €* under given ps. The Brent’s
method is a numerical algorithm that jointly exploits the golden-section search
and the parabolic interpolation, with the objective of efficiently finding the opti-
mum of a single-variable function. In particular, for the unimodal function [15],
the Brent’s method is guaranteed to find its global optimum within a given
interval. Due to the limited space in this paper, we skip the detailed operations
of the Brent’s method here. Interested readers can refer to [15] for the details.
In particular, we emphasize within each round of the iteration in this Brent’s

method, we need to Sub-Algorithm to compute the value of V(IYE‘;? under the

given e (which is being currently evaluated in the Brent’s method) as well as
the given p§"". Therefore, based on the output of the Brent’s, we can further
execute a linear-search of p2 € [0, min{ Py*, o ], which leads to the proposed
LSBM-Algorithm. Here, “LSBM” means linear-search and the Brent’s method.
Although it is technically challenging to prove the unimodal property of the
secure throughput of MU 1 with respect to ¢, our following numerical results
in Tables1 and 2 show that our proposed LSBM-Algorithm can achieve the
result almost same (with a negligible relative error) as our 2DLS-Algorithm. In
the meantime, thanks to exploiting the Brent’s method, LSBM-Algorithm can
significantly reduce the computational time compared with 2DLS-Algorithm.

LSBM-Algorithm: to solve top-problem (STM-E-IV-Top) and find

(V" V)
1: Initialization: Set step-size A, as a small number. Set CBV = 0.

2: Set p3™ = A,.

3: while p§"* < min{Pg*, o} do

4:  Use the Brent’s method to compute ‘/(Ip\(;;l§:l:2‘,ur) and €.

5: 0 if (1— €)W log, (Ve 'eur) > CBV then

6: Set CBV = (1 — €)W log, (V(Ip\élw ecur)) and (p3,€") = (pg™, €™"").
7  end if

8:  Update p5"" = p5"" + Ap.

9: end while

10: Output: VV* = CBV and (ptV*, V™).

4 Numerical Results

We present the numerical results in this section. Figure2 validates the uni-
modal property of the secure throughput in € under the given ps. Specifically,

the left subplot shows the case when py, < péV’Tr, which leads to pllv(;) =
Rrea
pe(27F —1)71 — %2, The right subplot shows the case when py > py" ™", which
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Fig. 2. Illustration of hidden unimodal property of the secure throughput in € under the
given po. We set W = 10MHz, PF* = 2W, Ry® = 1Mbits, nq = 1%107%, ny = 11075,
ng = 1x107%, 0 = 1x1077, and €™** = 0.2. In addition, the randomly generated channel

power gains from the BS to the two MUs are {g;} = {1.9330 * 107%,1.9047 x 1075}.
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TV
1)(17
merate €, the corresponding MU 1’s secure throughput (under different given po)

always increases firstly and then gradually decreases, i.e., showing the unimodal
property.

Tables1 and 2 show the performance comparison between our pro-
posed 2DLS-Algorithm and LSBM-Algorithm. In particular, the results show
that LSBM-Algorithm can achieve approximately the same result as 2DLS-
Algorithm(A, = 0.001,A. = 0.001), while consuming a significantly less com-
putation time. Such an advantage essentially stems from that we exploit the
unimodal property of the secure throughput with respect to e, which thus saves
the operation of the linear-search in e.

thus leads to p ) = Pt — py. As explained before in Sect. 3.2, when we enu-

Table 1. 2-MU Scenario: We fix W; = 10 MHz, and €™** = 0.2

With = 1 %1077 POt = 1w POt = 3w POt =5 W POt = 7w POt = 9w Ave. error

2DLS-Algorithm

10.7024, 2.6259 s

17.8531, 2.3464 s

20.9709, 2.1135s

22.8431, 2.1369s

22.9778, 2.0802s

0.0023%

LSBM-Algorithm

10.7026, 0.1833 s

17.8535, 0.1717 s

20.9711, 0.1585s

22.8436, 0.2006 s

22.9788, 0.2287 s

With 6 = 2 %1077

Pt =1w

Pt =3w

Pt =5wW

Pt =7wW

Pt =ow

Ave. error

2DLS-Algorithm

8.8601, 2.4043 s

14.4397, 2.4194 s

16.9766, 2.4750 s

18.2725, 2.3883 s

18.3641, 2.4481s

0.0021%

LSBM-Algorithm

8.8603, 0.2390s

14.4404, 0.2243 s

16.9768, 0.2878 s

18.2727, 0.2250 s

18.3643, 0.2086 s

Table 2. 2-MU Scenario: We fix W; = 16 MHz, and ¢™* = 0.2

With 6 = 1 %1077

Pt =1w

Pt =3w

Pt =5wW

Pt = 7w

Pt =ow

Ave. error

2DLS-Algorithm

17.4824, 1.9048 s

28.7146, 2.0574s

33.5533, 1.9295s

36.5498, 2.1404 s

38.4497, 2.2434 s

0.0017%

LSBM-Algorithm

17.4827, 0.1969 s

28.7152, 0.1781s

33.5538, 0.1757s(36

.5503, 0.1983 s

38.4501, 0.2026s

With 0 = 2 % 1077

tot _
PB =1W

tot _
PB =3W

tot _
PB =5W

tot _
PB =T7TW

tot _
PB =9W

Ave. error

2DLS-Algorithm

14.4187, 2.3016 s

23.1039, 2.4512s

27.1639, 2.5397 s

29.2377, 2.5824 s

30.5101, 2.5057s

0.0014%

LSBM-Algorithm

14.4191, 0.2444 s

23.1046, 0.2471 s

27.1640, 0.2482s

29.2380, 0.2811s

30.5101, 0.2683s

Figure 3 shows the impact of MU 2’s throughput requirement R5™. We set

W = 10MHz, n; = 1%1075, ny = 11075, np = 11075, 0 = 11077, and e™a* =
0.2. In addition, the randomly generated channel power gains from the BS to the
two MUs are {g;} = {1.9330 x 107¢,1.9047 * 1076}. As shown in Fig. 3, the MU
1’s maximum secure throughput gradually decreases when Ry™® increases, which
is consistent with the intuition. Corresponding, the corresponding ¢* gradually
decreases, meaning that a stronger secrecy-level is provided to avoid a significant
loss in the secure throughput.
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Fig. 3. Impact of MU 2’s throughput requirement R5™.

5 Conclusion

In this paper, we have investigated the optimal power allocation for cooperative
jamming in NOMA systems under a two-user downlink scenario. Specifically,
exploiting the two MUs’ simultaneous transmissions in NOMA, we use the BS’s
transmission to MU 2 (i.e., the MU with a weak channel power gain) to provide a
jamming to the eavesdropper who intentionally overhears the BS’s transmission
to MU 1 (i.e., the MU with a strong channel power gain). To study this cooper-
ative jamming, we have formulated a power allocation problem to maximize the
secure throughput of MU 1 while satisfying the throughput requirement of MU
2. Despite the non-convexity of the above formulated problem, we have provided
two efficient algorithms to compute the optimal solution. In addition, Numerical
results have been provided to validate the effectiveness of our proposed algo-
rithms and the performance of our proposed cooperative jamming scheme in

NOMA.
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