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Physical Unclonable Function Qs
(PUF)-Based Security in Internet

of Things (IoT): Key Challenges

and Solutions

Mohammed Saeed Alkatheiri, Abdur Rashid Sangi, and Satish Anamalamudi

Abstract Security protocols play a pivotal role in transmitting the sensitive appli-
cation data through packet switched and circuit switched data communication.
State-of-the-art research comes up with the constrained IoT design to provide
the connectivity in between things without any human intervention. Hence, IoT
becomes a promising solution to provide the end-to-end connectivity through
constrained network resources. Physical Unclonable Function (PUF) is a digital
logic design that is incorporated in Integrated Circuit (IC). It is lightweight,
unclonable, and simple to implement. Security mechanisms based on PUF can be
an efficient way to provide security for resource-constrained IoT networks. This
chapter describes different security aspects/scenarios of IoT that can use PUF-based
mechanisms.

Keywords Internet of Things (IoT) - Security Physical Unclonable Function -
IoT gateway - LLN nodes

1 Introduction

Recently, Internet of Things (IoT) is evolving as one of the promising and significant
areas of the 5G communications. With 5G communication, millions of devices can
be interconnecting around the globe where IoT can be considered as an integral part
of several applications like smart cities, intelligent transportation services, smart
grids, and many others. Each application of IoT promises to deliver an enhanced
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quality of experience in day-to-day activities. For example, the real motivation
behind the development of smart cities is to have control over the available resources
which will in turn promote healthy economy and sustainable growth. To achieve
the successful implementation of IoT, an interconnected network of IoT requires
every device to be connected to its utility gateway (IoT gateway or LLN gateway)
directly or indirectly. For that, these constrained devices are needed to be equipped
with smart sensors (or actuators) to collect the application data and forward it
into their network center for further processing. Different types of IoT networks
that are being proposed are centralized and distributed networks. In addition,
both random access-based packet switched and deterministic networks are being
proposed to implement within the IoT networks. Some applications in IoT (e.g.,
Industrial and Medical Machine to Machine Communication) need to have end-to-
end dedicated spectrum channels to support control/data streams for time-critical
applications. For such applications, securing the data is most crucial to protect the
end user safety. Thus, enabling security to the end-to-end communication in IoT is
very significant to provide safety to the end users. The widespread use of mobile
devices is systematically providing ease and further aids human tasks. For example,
RFID is one of the most important technologies designed to have the capability
to assist numerous human tasks. RFID can be used to identify and authenticate
person, animal, or product and prevent counterfeiting and cloning of goods, drugs,
and money. However, the pervasiveness of the digital and computing devices has
raised the security risks and delivers new security challenges/threats. These security
threats and challenges are increasingly becoming intricate and awaiting to be
overcome. Because such devices have significant limitations in terms of energy,
implementation, and physical tampering as well as side channel attacks. Numerous
existing cryptography algorithms are powerful to prevent some security attacks, but
require complex implementation, such as public key cryptography. Even though
there are many lightweight encryption algorithms provided by researchers, these
efforts are always based on the assumption that the secret keys stored in non-
volatile memory are well protected. However, physical system attack can easily
breach/crack this sensitive information. Therefore, the cryptography primitive,
namely Physical Unclonable Functions (PUF), is designed to address the above
issue and successfully prevent counterfeiting, cloning, and prediction. For security-
sensitive applications, PUF provides a cost-effective solution, and it can address the
problems of existing solutions.

PUF is a one way-function that is easy to evaluate by using physical system
but difficult to predict as its output is perfectly random in nature. PUF is a
logical circuit designed and implemented inside an integrated circuit (IC), which
generates a response for a given challenge. The given challenge produces a different
unpredictable response when it is applied to different chip. Moreover, PUF can
generate unlimited amount of secret key for one chip and gives an ability to
produce unique identifiers for each chip. Fabrication process of an IC leaves behind
unique characteristic to these circuits. Due to some uncontrollable and unavoidable
differences in the process at molecular scale of each chip, PUF takes the advantage
of this uncontrollable randomness as its challenge, and response mapping (values
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are all binary strings) depends upon these variations. Therefore, PUF provides a
unique challenge-response mechanism on each chip. As an example, the security
related to the authentication process of the resource-constrained Internet of Things
(IoT) devices is one of the major concerns as the conventional robust cryptographic
solutions that are considered being powerful against some attacks but requires
prohibitive cost and requires an increased power. These robust encryptions and
security mechanisms are inhibited to be equipped in these devices which are not
feasible as they have strict area and limited processing power. Thus, with the above
concerns, the small size and limited processing power make these devices vulnerable
to the attacker to reproduce the authentication protocol for the compromised nodes
in IoT. Therefore, the attractive properties of PUF, i.e., lightweight, simplistic nature
for authentication mechanisms, and reduced computational cost as compared to the
requirements of existing cryptographic algorithms, make it a suitable candidate.
Moreover, PUF provides us some features such as low cost computation, unpre-
dictability, and unclonability. These features make PUF a promising candidate for
resource-constrained IoT devices, and it is a very effective solution to solve the
issues of secure communication in [oTs. PUFs have been proposed in [1] for device
identify and authentication, and authors implemented PUF in IC to be used as anti-
counterfeiting. Also it has been used as secure storage of cryptographic secrets [2],
key-less secure communication [3], etc. Moreover, it is worth noting as stated in [4]
that the conventional attack cannot be carried out if it is replaced by an ideal PUF.

This chapter is an effort to identify security issues in IoT that can best be resolved
using PUF.

2 Overview of Security Issues in IoT

Different security bootstrapping methods are discussed in [3, 5], and this section
covers what are the key security issues which can arise due to a failed security
bootstrapping.

Before covering all security issues, we must understand that the term security
covers a vast range of concepts, and here we are dealing with two broader key
aspects of security in IoT, i.e., physical security and network security. An IoT net-
work has to be protected mainly against following security aspects: authentication,
access control, confidentiality, integrity, and availability.

Authentication process is used to validate communicating nodes before they
share any secure information. Even the information of routing path is also important
here. In IoT, authentication must be strong and highly automated. Access control
is like verifying that the communicating node is not compromised. Confidentiality
refers to the protection of vital information which is shared among communicating
parties over open channel, e.g., wireless medium. Integrity confirms the data is
unmodified and it is exactly as been sent by one party to the other, i.e., ensuring that
no modification is done while data is in transit. Availability ensures that information
is available when required [6].
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When examining these threats, we found that under most of the IoT scenarios,
the network is ultimately connected to public network whether it is comprised of
hand-held mobile devices, number of static nodes, or a combination of both. So, the
prime concern would be to look toward challenges posed under network security for
IoT devices.

2.1 Physical Security

As we know, IoT networks are centralized with many remote nodes. Most of these
nodes are in different locations like within ad hoc and sensor networks and have
very less human intervention or attention. In this type of scenario, the attackers can
seize and extract security information, keys, etc., from the device scattered in large
area. Attacker can re-program the node or use physical or manufacturer info for
their own needs. In case if common network key is used, then attack is more severe
than the separate key in use [7]. DoS and DDoS attack can also be done in order to
disrupt network communication, and these are very hard to detect [8, 9].

2.2 Network Security
2.2.1 Authentication Failure

This attack occurs at network layer; it aims the network route information and secure
data. This type of attack happens when any of communicating node is compromised
[7]. The prevention to this attack is authentication in the best possible way so that
no illegitimate node is able to join the network.

2.2.2 Man in the Middle Attack (MitM)

MitM attacks are done by capturing information being sent between communicating
nodes. This can be done by analyzing traffic, by which attacker is able to learn about
the network. Such types of attacks can be mitigated by encrypting all data used
for routing. It is mandatory to implement Advanced Encryption Standard (AES)-
128 in Counter with CBC-MAC (CCM) mode for low power and lossy networks
[10]. CCM combines the counter mode for encryption and the cipher block chaining
message authentication code technique for authentication. MitM can also be done
by analyzing traffic flow through network to successfully map traffic flow pattern;
this happens in case the routing information remains unencrypted at data link and
network layer [11]. These can be mitigated by using multi-path routing which
requires more power consumption and is not very suitable for resource-constrained
IoT networks.
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2.2.3 Attacks on Data Integrity

Data integrity refers to unauthorized modification in a message or in stored data
[12]. This attack can be mitigated by using access control for messages.

2.2.4 Spoofing

Spoofing is also known as identity theft; this means a communication node is not
the one which it is pretending. This type of attack happens when an attacker gains
access to a communicating node, either physically or via a network. If the attacker
is able to create multiple false identities, then these are called Sybil attacks. By
these attacks, the attacker can read secure data and send false routing information
to disrupt normal routing process [13]. These attacks can be mitigated by applying
correct authentication scheme at network layer.

2.2.5 Routing Information Replay Attacks

These attacks occur when the attacker records a message that is sent over a network
and replays it multiple times to the network to disrupt operations [14, 15]. The IETF
routing over low power and lossy networks (RPL) is designed to mitigate this attack.
In RPL, repeated message or older messages are ignored by communicating parties
[RFC6550].

2.2.6 Byzantine Routing Information Attacks

In this type of attacks, communicating node gets compromised by an attacker; that
still contains a valid identity and security credentials. These attacks are very hard to
detect; even authentication mechanisms could not counter such attacks.

2.2.7 Availability Attacks

Availability or selective forwarding attacks aim to routing paths and to disrupt
communications among nodes. As seen in Fig. 18.1, the attacker can be able to
send selected messages and creates confusion within the network. A situation where
packets (msgl|msg2|msg3) are sent by Node A but the attacker node drops all the
packets it receives is known as a black hole attack [16]. These types of attacks can
be mitigated either by using end-to-end or hop-by-hop multipath routing protocols
to send out the packets. Multipath method requires more energy; thus, it is not
advised to be used in low power and lossy networks. Please refer to Table 18.1
for availability attacks in selective forwarding.
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Fig. 18.1 Availability or selective forwarding

2.2.8 Wormbhole Attacks

These attacks occur when two nodes with very short path among them get
compromised. This attack forces nodes to recalculate network path. It is hard to
detect but does not affect the data. In most of the cases, this attack is used in com-
bination with other attacks like availability/selective forwarding to disrupt network
communications [16]. Mitigating such attack is only possible with protecting the
nodes to identity theft or false authentication.

2.2.9 Overload Attacks

Overload attacks are also referred to as denial-of-service (DoS) attacks, where
compromised node fills the network with random traffic. These are aimed for
exhausting network resources like routing and power, hence resulting in network
breakdown. These attacks can be mitigated by limiting network usage to each node
and also by isolating nodes which are sending excessive amount of traffic [17, 18].

3 Types of Physical Unclonable Function (PUF)

PUF is of various types and the following are two main types that can be suitable
for resource-constrained IoT networks.

3.1 Arbiter PUF

Arbiter PUF is delay-based intrinsic silicon PUF which is based on number of
switch blocks and an arbiter. It consists of switch block (MUXes) and an arbiter
(flip-flop/latch). For “n” switch blocks, we have 2n “different delays.” The circuit
takes input in the form of multiple bits but gives single bit output based on the delay
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Fig. 18.2 Arbiter Physical Unclonable Function (PUF)

of two paths of equal length. The delay path is determined with respect to the input
bits by controlling the MUXes. The MUXes pass through two delay signals from the
left side if the input control bit is zero. Else, the top and bottom signals are switched.
In this way, the circuit can create delay path for each input (Fig. 18.2).

The output is calculated based on the signal that is faster, and initially a signal
is given to both paths at the same time. The signal moves through the path (facing
variable delays), and an arbiter located at the end decides which signal is faster. The
output is one if the signal from data input latch is faster; else output is zero. As
there is more likelihood to get duplication due to precise timing, the output of PUF
circuit can be obfuscated by XORing multiple outputs. There are different ways
to construct k-bit response from 1-bit output in this delay-based PUF. At first, one
circuit can be used k times with different inputs; a challenge is used as a seed for
pseudo-random generator. Then, the PUF delay circuit is evaluated k times, using k
different bit vectors from the pseudo-random number generator serving as the input
X to configure the delay paths.

3.2 Ring Oscillator (RO) PUF

Ring oscillator PUF is based on ring oscillators (delay loops) and counters, rather
than switch boxes and arbiter. Each ring oscillator is a particular circuit that
oscillates with a particular frequency. Each oscillator oscillates with different
frequency. These frequencies change with respect to environmental conditions such
as temperature variation or power supply instability. Fixed sequence of oscillator
pairs is selected to generate fixed bits, and oscillator frequencies are compared to
generate output bit. Output bits vary from one chip to another even when compared
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Fig. 18.3 Ring oscillator Physical Unclonable Function (PUF)

for the same sequence of oscillator pair. The output bit of oscillator is likely to
be one or zero. The RO PUF has a strongly secure processor design and is more
reliable than arbiter, but it is slower and consumes more power. On the other hand,
we believe the arbiter PUF is more appropriate for resource-constrained platforms
(refer to Fig. 18.3 above).

4 PUF Applicability

By reviewing survey on secure bootstrapping for IoT [10], viz., Managed, P2P
or Ad-hoc, Opportunistic or Leap-of-Faith, Hybrid, and all security issues in IoT
including both physical security issues and network security issues, we came to
conclusion that the lack of physical security leads to other attacks, and if an attacker
has the physical access, then it is much easier to crack down attack on network layer;
hence, tampering with data and causing nuisance are eminent. To understand these
facts in simpler words and going all at once, the opinion is divided in two parts:
first going with security bootstrapping methods and then security in IoT. Finally, a
discussion would provide some easier and real-time PUF usage example.

S In Bootstrapping

When it comes to context of Managed security bootstrapping methods, the central-
ized server-based authentication is used to verify different nodes before communi-
cating. A PUF can be used instead of putting long algorithms and programs to verify
nodes with server. The basic idea of verifying nodes with server using PUF rather
than pre-shared key will result in lesser demand of power, and authentication could
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be performed without executing more heavy algorithms, whereas in P2P or Ad-
hoc methods where the node authentication is performed by using key exchanging
program, a PUF-based mechanism to verify node-to-node authenticity would result
in easier and safe authentication with less power consumption. In Opportunistic or
Leap-of-Faith methods, the verification of node is done with an assumption that the
network is not compromised. Even with above assumption, using PUF mechanism
for authentication, which inherently is strong to break (the authentication schema),
is more simple and cost-effective.

6 Securing Other IoT Aspects

In the case of security issues in IoT, again there are two parts, i.e., physical issues
and network-related issues. Using PUF in IoT devices can remove all physical
security issues as we had discussed earlier that output of PUF is random in
nature and depends on physical factors and even if the attacker gains physical
access to device or node, it is impossible to reverse engineer PUF, which proves
its trustworthiness toward physical security of IoT. As regards network security
issues, first, we must understand that most of the attacks are possible due to false
authentication which is the beginning, and afterward other attacks are possible. To
help mitigate network attacks, PUF-based mechanism is suitable.

Authentication failure can be mitigated by using PUF, as it will provide perfect
authentication to legitimate devices only and false authentication is not possible
while using PUF mechanism. If PUF-based authentication is in place, then there
is no need to think about confidentiality attacks because there will always be the
legitimate nodes communicating with one another. All other network attacks (except
MitM and data integrity) are ultimately initiated with compromised nodes which can
be done either by using physical attack or by using fake authentication to get inside a
given network, and these all can be removed using single solution, a solution based
on PUF. For MitM and data integrity over network, currently used methods, i.e.,
CBC-MAC, are better in terms of security as the data is encrypted using lighter
encryption schemas and thus are good for resource-constrained devices.

7 More Examples

Nearly most of the security service providers offer hardware-based security solu-
tions for software license authentication. This hardware contains PUF due to its
low cost, unclonability, and security. Another example is related to the Government
of India where PUF-based RFID tags are implemented for authentication system
used in Fast-Tag automatic toll collection service. A renowned US based company,
VERAYO, develops PUF-based IoT devices and serves well-reputed customers
including US Department of Defense agencies. Moreover, a Dutch company,
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“Intrinsic ID,” also works in the field of developing PUF-based IoT devices and
has reputed contracts including government and defense departments.

8 Conclusions

This chapter highlighted the applications of PUF in IoT and provided an insight
of this fabulous technology that is believed to be suitable to use in any resource
constrained environment, especially IoT. The inherent unique properties of an
Integrated Circuit (every device holds at least one) can further affirm the suitability
of PUF based security mechanisms in resource constrained network including IoT.

This lucrative and easy to implement technology could bring a revolution in
adoptability in securing the IoT ecosystems. Further study in this regard is needed
to more specifically devise novel security mechanisms based on PUF for IoT
ecosystems.
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