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Abstract. Cloud Computing constitutes an alternative for organizations that
want to optimize the use of computing resources and rationalize costs with IT
infrastructure. However, the adoption and implementation in the government
sector pose several challenges, regarding IT control, data protection in the
Internet, efficient use of computing resources and cost rationalization. Within the
government sector, the lack of knowledge about issues involving adoption and
migration to cloud computing may negatively impact IT. This study aims to
identify the factors influencing the adoption of cloud computing in the gov-
ernment sector in Brazil. We carried out the study interviewing IT professionals
that successfully migrated to the cloud with three organizations, two large and
public universities and one data processing agency. Using the approach Value-
Focused Thinking, we analyzed the data collected from the interviews. Our
Findings revealed a set of twenty-one recommendations to take into account
when implementing cloud computing in the government sector, such as using a
pilot project, training, and consulting, among others. These recommendations
are useful to guide the IT decision makers in the process of cloud computing
adoption and implementation as an efficient and reliable approach in the gov-
ernment sector.
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1 Introduction

Cloud Computing (CC) has been a major technological trend in recent years, drawing
the attention of both IT professionals and researchers. Although many publications
concentrate on the technical aspects of CC, the focus on organizational aspects is
increasingly frequent given the interest of organizations in adopting this technology [1].
The literature includes works on the process and life cycle that enable the creation of a

favorable setting within organizations to implement CC solutions [1].

Cloud computing may be valuable to private and public organizations [2]. How-
ever, Mallmann and Macgada [2] argue that there are relatively few studies investigating
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CC adoption in the context of public sectors compared to a large number of studies in
the private sector. In particular, in a developing country such as Brazil, in the gov-
ernment sector, the number of studies is limited.

Most studies attempt to identify technological issues in CC [3]. On the other hand,
few studies are investigating the organizational aspects of cloud computing and con-
cerns about recommendations. Regarding the government sector, usually, the studies
did not have the concern to discuss the issues related to having successful imple-
mentation. The review of those works led us to compile a list of recommendations that
may prove useful to IT managers when they consider the organizational requirements
needed to adopt CC in a secure and efficient manner.

Motivated by the context above, the purpose of this study is to investigate the
factors and to identify a set of recommendations for the successful adoption of CC in
the government sector in Brazil.

2 Cloud Computing in Public Govern Area (G-Cloud)

G-Cloud (Government Cloud) in the public service domain is a pay-per-use model that
allows public agencies and citizens access to a network. This network provides con-
figurable and reliable computing resources that are provisioned and released with
minimal management effort for the consumer. The government can use the power of
the G-Cloud to provide essential public services. In the future, online public service
providers can use all G-Cloud models to provide services that are more complex. G-
Cloud can be considered a new paradigm shift for online public services [4].

Nowadays, cloud computing in the Government area can solve problems in e-
Government (e-Gov) and further optimize the capacity of governance. Additionally, in
the cloud, it is possible to specify metrics and compile statistics for cost savings and
better planning, such as datacenter usage, peak loads, power consumption, and time.
Cloud databases offer an unprecedented scale without compromising performance. This
capability should be considered if the target system demands high-level, on-demand
scalability, that is, large scale scalability [5].

The adoption of cloud computing in the government (G-Cloud) promotes the
improvement of public services for the citizens and the transparency of government
processes. Cloud architectures help the implementation of e-governance by enabling
government policies directed for the citizens. Several services can be offered by
enabling government policies that are directed towards the citizens, for instance:
Government for Government (G2G), Government for Business (G2E), and Govern-
ment for Consumer (G2C) [4].

2.1 Cloud Computing Deployment

Hybrid clouds involve the composition of two or more types of clouds (private,
community, or public). In the private cloud deployment model, the cloud infrastructure
only focuses on the internal workings of the organization [6]. The goal of a private
cloud is to use the services within the organization, taking advantage of the cloud’s
technological advantages. Usually, the private cloud offers a higher degree of security
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than public clouds, since the data is under the control of the organization. The private
cloud has the vantage over the public cloud in terms of security and privacy. A private
cloud also has the potential to give the organization greater control over infrastructure
and computing resources [1]. For instance, if there is inefficiency of computing
resources capacity in the organization’s own data center, a private cloud can provide
cost savings. These non-utilized capabilities can be managed through a self-service
interface, automated management of computing resources, and can even allow the
commercialization of idle capabilities to other partner companies [6]. The organization
with a private cloud can create a partnership with a public cloud provider to form a
cloud hybrid. Another benefit of the hybrid cloud is that the cloud can enable the
organization to take advantage of the scalability and cost-effectiveness that a public
cloud offers without exposing applications and data considered critical to third parties
[L, 6].

Table 1. Factors to consider with cloud computing implementation

Item Reference
Planning the cloud deployment process in well-defined phases and steps | [7]
Assessing the benefits of cloud computing in general and for the [5, 8-10]
government sector

Aligning the cloud project with strategic planning [11]
Survey of stakeholder expectations and needs [8]
Verification of the factors of influence in the organizational, technological | [9, 10, 12]
and environmental context

Assessment of the organization’s maturity level for cloud adoption [9, 10, 13]
Assessment of the organization’s readiness to adopt the cloud [14]
Prospective suppliers to support and provide services and equipment [8]
Estimating cloud costs [2, 8]
Return on investment analysis [8]
Definition of the implementation model [15]
Selection of service models [16, 17]
Assessment of the impacts of the cloud [16]
Adequating cloud computing for the area of e-Gov (G-Cloud) [5, 8, 17]
Detailing project and implementation approach [7]
Development of the migration plan for the cloud [8]
Adequacy for compliance with current legislation [2, 18, 19]
Cloud security planning [20-24]
Assignment of roles and responsibilities of the actors in the cloud [25]
environment

Assembling the service portfolio to the cloud [71
Selection of cloud solution providers [24, 26, 27]
Definition of the Service Level Agreements (SLAs) [28]
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Based on the literature review process, we identified remarkable points to take into
account in order to deploy cloud computing. Table 1 presents a brief description of
each item.

Section 3 presents the method used in this research. As our purpose is to identify
recommendations for a successful cloud computing deployment in the government
sector, we carried out an exploratory study.

3 Research Methodology

Few studies have attempted to identify a set of recommendations to adopt cloud
computing in a developing country such as Brazil. Our study intends to contribute to
this research objective. The study adopts and inductive strategy using qualitative data
from semi-structured interviews to collect data from different points of view [29],
building upon the practical experiences from key members of the government sector
that have adopted cloud computing [30].

3.1 Data Collection and Analysis

In order to learn about these individuals’ recommendations for cloud computing
adoption, we conducted interviews with experts in IT Cloud in the government sector
that successfully migrated to the cloud. In order to reduce contextual bias, we adopted a
convenience sampling method to select a variety of organizations in the government
sector from different contexts with a variation in institutional size, strategy, structure,
and processes [31].

Interviews were conducted with the organizations’ IT decision-makers at the top
management level and middle management levels (IT Director, Manager, and IT
Coordinator) that are usually responsible for cloud computing [32]. The interviews
aimed to learn about the practical experiences of IT managers in the process of cloud
computing implementation in the government sector. Table 2 provides information
about the organizations.

Table 2. Information about organizations

ID | State Organization Size
type
A Southeast | University Extra Large, over 100 IT employees and more than
four thousand students
B Southeast | Data Processing | Extra Large, over 100 IT employees and more than
agency eight units.
C South University Extra Large, over 100 IT employees and more than

four thousand students

Table 3 provides information regarding the interviewees.
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Table 3. Profile of Interviewees

ID | People interviewed | Position Education | Experience in IT (years)

A |3 Division director Ph.D. 20
Manager Master 18
IT coordinator Master 8

B |6 Division director
Marketing manager | Master 19
Support manager Master 10
Software development | Master 9
Manager Specialist | 12
Cloud computing Specialist | 7
Coordinator Specialist | 5
IT coordinator

C |3 IT director Ph.D. 4
IT coordinator Master 16

Security coordinator | Specialist | 10

The interview script structured had three parts: the first part, included general
questions about the organization; the second part included personal questions about the
interviewee, and the last part included questions about their experiences with cloud
computing adoption. We developed a guide based on the initial items identified in the
literature review (Table 1). By using a guide and pinpointing key aspects of cloud
computing, we were able to more easily conduct interview. The following type of
question was asked to each interviewee: “What are the expectations and goals of cloud
computing in your organization?” Additionally, there were questions concerning the
advantages of CC; limitations in accordance with current legislation; service migration
process to the cloud; impacts on IT, preparation of the internal environment; selection
of the implementation model and services; prospective suppliers; level of maturity of
the organization; investment and operational costs; criteria for selection of suppliers;
service agreements; application development; cloud management; conformities and
auditing; risk management and security.

The final question was intended to complement issues that have not been ade-
quately covered in the literature, in particular, in the government sector. This question
aimed to enrich the practical experiences of cloud computing implementation. Between
August and September of 2018, we conducted face-to-face interviews. All of the
interviews were recorded. We followed recommendations by Myers and Newman [33]
to make the interview process more effective. We performed a verbatim transcription of
all the interviews and used the application “Atlas TI” to assist in data analysis.

To analyze the interviews, we adopted the approach proposed by Keeney [34].
Based on the assumption that the adoption of CC can be configured as a decision-
making problem, we applied Keeney’s [35] Value-Focused Thinking (VFT) approach,
taking into account the list of important values to the context of decision-making. The
next section presents the findings of this study.
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4 Results of the Study

This research aimed to identify recommendations for the adoption of CC in the gov-
ernment sector, particularly in public organizations in Brazil. In three organizations,
twelve experienced IT professionals in cloud computing were interviewed.

Table 4. Recommendations proposed by interviewees

Category

Description

Alignment with
customers

IT governance

Costs of investments
Cloud sustainability

Studies of
prospection

Consulting
Training
Pilot project

Challenges to
overcome

Cloud management
Cloud operational
support

Marketing in the
cloud

Migration to the
cloud

Decentralize
systems
Decentralize data
centers

Shift to public cloud

Infrastructure
requirements
Service standard
Customer benefits

Cloud security
Legislation

Be in consonance with customers, identifying business needs and expectations

Define an IT policy with roles and responsibilities, transparency with agreements
the board of directors in the organization
Evaluate the costs of cloud computing and return on investment

Contribution of necessary financial resources obtained from financing and
optimization of IT resources

Carry out studies on technological solutions in order to increase the knowledge
required to take better decisions regarding the choice of the CC solution to be
adopted

Specialized support to guide the deployment process
Training of the team to operate the cloud and guide the customers

Start the cloud implementation with a small project to get know-how and expertise
to further expand.

Predict and mitigate the difficulties and challenges in the cloud deployment

Efficient management of the cloud
Define a strategy to the support and maintenance of all users

Disseminate cloud services catalog for merchandising
Define the criteria to migrate to the cloud easily

Assign the responsibility for developing applications and systems to smaller units
within the cloud system

Centralize the infrastructure management and distribution of operational
environment management to customers

Support of public clouds to relieve traffic peaks and as an efficient and versatile
customer service strategy, preserving cloud and data security

Establishment of technical parameters for the choice of cloud solutions

Establishment of an operational standard for the offered services

Provide the customer functionalities that can make the cloud membership more
attractive

Development of a risk and security plan for cloud operation
Legal background for the protection of personal data, privacy, confidentiality, and
confidentiality of information
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Remarkable insights were collected from the interviews. Twenty-one categories
resulted from the data analysis coding of the interviews, on issues considered important
in the process of implementing cloud computing in public governmental organizations.
Table 4 presents a list of recommendations to the public government in order to suc-
cessfully adopt cloud computing. In addition, a description for each category was also
developed.

Based on the categories and recommendations presented in Table 4, the next
subsections detail these recommendations. It is important to note that all of these
recommendations came from the practitioner’s experience in cloud computing projects
in the government sector in Brazil.

4.1 Alignment with Customers

In order to have a cloud project aligned with customers’ expectations, it is important to
provide good services and to have a high customer retention rate. To ensure this
alignment, the following recommendations are suggested: create a survey to identify
customer needs and the requirements; provide personalized service to the clients.

4.2 IT Governance

IT governance plays an important role in cloud computing, assuming that the cloud
environment is organized to support IT activities and to maintain the infrastructure
required for cloud services.

In this sense, deliberations involving IT with political backing in the organization
are necessary, so that these are duly respected and fulfilled. The following recom-
mendations were suggested by the respondents: regulate IT through an IT board,
develop standards for cloud use, and implement its own structure for cloud
management.

4.3 Costs of Investments

In order to deploy a cloud in the government sector or in any public institution, it’s
essential to have a well-defined plan with expected costs and a budget for investments.
A financial support and administrative function in the institution becomes critical to
business success. In this sense, the following recommendations were listed by the
interviewees: make an accurate estimation of implementation costs; evaluate the human
resources costs involved, even if they are being paid by central administration, as is the
case in general public administrations; estimate costs required for cloud support; raise
the costs to be spent with software licenses; and evaluate the costs to be allocated in the
process of renting public clouds to provide support to the private cloud of organization.

4.4 Cloud Sustainability

The cloud computing environment requires constant investment, whether in training,
maintenance, or upgrading of new equipment. It is desirable that these costs can be
sustained by the sale of cloud services. One way to promote self-sustainability is
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following some of these recommendations: draw up an annual budget for costs in the
cloud; prepare a price list of cloud services; receive IT resources from client units; and
develop an annual investment plan for cloud modernization.

4.5 Prospective Studies

It is important to conduct prospective studies on cloud technologies to define cloud
models and promote the expansion and extension of the use of their resources. These
studies can be carried out through the following actions: participation in events about
CC; visits to other institutions that use the cloud; requesting proof of concept from
technology companies that use the cloud; researching the literature on innovations in
the cloud environment; consulting with statistical and trend publications such as
Gartner magazine; promoting presentations by specialists; and promoting meetings
with clients in order to learn about their expectations.

4.6 Consulting

A consulting service from a company that specializes in nontechnical computing and is
supported by the manufacturer can provide important support for the development of
the cloud environment. For this reason, the following recommendations should be
considered: hire a consulting company to implement the cloud; train staff regularly; and
rely on cloud solution vendor support.

4.7 Training

Training is important so that the CC environment works appropriately. The following
recommendations can promote training: search specialized journals and magazines to
acquire expertise and knowledge about cloud computing; implement ISO certification
for the cloud; perform spot audits of the cloud environment; hire specialized training;
share knowledge through wiki knowledge platforms; publish and disseminate operation
manuals; participate in specialized forums on the subject; develop root-analysis dia-
grams to detect sources of problems; seek to keep the team cohesive and perennial;
produce regular documentation such as news and periodicals; and promote workshops.

4.8 Pilot Project

An efficient way to deploy the cloud is through a pilot project. A well-designed and
well-managed initial project is desirable for the team to acquire knowledge of the
technology, should be flexible and open to change. To do this, the following recom-
mendations are important: initially deploy a pilot cloud project in an evolving ways;
seek to use free open source software initially; acquire technology maturity in a
practical and evolutionary way; progressively expand the pilot project; rely on spe-
cialized company consulting from the start; and maintain the initial cloud environment
away from the traditional enterprise environment.
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4.9 Challenges to Overcome

Respondents reported some difficulties during the cloud deployment process. The lack
of knowledge on the client’s behalf was cited as a serious difficulty, and in some cases
led to erroneous assumptions and improper operations. Another difficulty is that legacy
occur in relation to the use policy’s implementation, where excessive rules may hamper
or greatly restrict user freedom. Users with a complicated structure where the internal
processes are not well defined hinder the implementation of the cloud. Also, another
difficulty is that legacy systems are often not compatible with the new cloud envi-
ronment, and the systems migration is impaired. Another difficulty is related to systems
that require authentication of users, especially in cases of authentication with Microsoft
Active Directory (AD) functionality. Lastly, according to the interviews, there were
many cases where the customer had a strong sense of ownership over the data center
and many customers were resistance to join the cloud environment because they did not
trust in it.

410 Cloud Management

The interviewees emphasized the importance of efficiently managing customers’ cloud
projects and of implementing a system of timely communication of events to cus-
tomers, demonstrating transparency and partnership in cloud management.

4.11 Cloud Operational Support

Regarding operational support of the cloud, the interviewees felt that a level 1 of local
support service should be implemented for immediate customer service and an addi-
tional two levels should be implemented in order to handle more complicated occur-
rences that can not be resolved at previous levels. The cloud manager should only be
involved at the highest level of occurrences delegating levels 1 and 2 to local cloud
support at the customer site. However, some steps need to be taken by the cloud
management body, such as link monitoring, implementation of event control systems,
and the establishment of rules for firewall release.

4.12 Marketing in the Cloud

The importance of encouraging the use of cloud through the dissemination of services
through marketing was reported. Some examples of possible measures include the
implementation of a commercial management, the development of events for the dis-
semination of cloud services, the production of printed and media catalogs of services,
the promotion of the cloud on internal sites and the development of campaigns for use
of the services and provide a cloud usage simulator on the corporate site of the
managing body for experimental use by the client. Establish metrics for the sale of
cloud services and make efforts to join the cloud.
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4.13 Migration to Cloud

The process of migration to the cloud environment must be done through design and
requires a lot of care and attention. The following recommendations can be useful to
assist the process of migrating services to the cloud: set up a separate network for the
legacy systems of the company to be migrated; stimulate customers’ spontaneous
adherence to the cloud; initially migrate web services; carefully evaluate what will be
migrated to the cloud; assess the technical feasibility of each migration project; and
elaborate a model of migration containing requirements, model of solution and points
to consider positive and negative for this decision making.

4.14 Decentralize Systems

In the cloud environment, system production must be stimulated. While managing the
cloud core, it is important that the administration of systems be decentralized to the
units responsible for each. The interviewees made the following recommendations on
this subject: outsource software factory to produce cloud systems; stimulate the pro-
duction of customized sites for customers; and delegate application development to
client units; against third-party applications.

4.15 Decentralize Datacenters

The datacenter management should also be decentralized, with a sufficient support
structure being set up for the client units. In this sense, it is desirable to implement the
following actions: assign unique URL for each client; deliver customer portals that can
be customized by clients; provide a management environment so that each client can
manage it; and allocate an IT administrator on each client unit to provide environmental
management and technical support services.

4.16 Shift to Public Cloud

The ability to extend processing and storage resources through public clouds is of great
value. To this end, interviewees made the following recommendations: when con-
tracting public clouds, request the management of the data; establish criteria for con-
tracting public clouds; establish key points for transshipment in public clouds; perform
tests with external providers; evaluate the contracting of a financial broker to cover
immediate and emergency costs with public clouds; and adopt preventive measures
against inefficiencies and breaches of contract of companies that provide public clouds.

4.17 Infrastructure Requirements

The cloud infrastructure must be well planned for in order for the business environment
to have operational support. To ensure these infrastructure requirements, important
recommendations have been suggested: develop the technical specification of infras-
tructure requirements of the cloud environment; choose to work with the cloud
orchestrator who has hyper convergent infrastructure; choose an orchestrator that has
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developed free software; request assistance and terms of references from specialized
companies; and hire an integrated cloud solution.

4.18 Service Standard

The definition of service standards is important for preserving the security of the cloud
environment. In this sense, observing the following recommendations may be conve-
nient: virtualize all cloud projects; implement centralized access authentication; give
customers agility and autonomy to manage resources in a standardized way; and foster
innovation and service development by observing basic rules and standards for security
and systems development.

4.19 Customer Benefits

The identification of customer benefits is the most efficient way to ensure the success of
cloud deployment in the organization, building loyalty and winning allies. In this sense,
the advantages to customers can be perceived by emphasizing and demonstrating the
following resources: saving resources by clients; adopting administrative transparency
of the cloud environment; providing operational performance; offering and reinforcing
the importance of automatic scalability; giving self-administration of the environment
to the client; offering an environment-friendly operation; providing statistics on
resource use; demonstrating the savings in electricity received by the customer;
demonstrating the savings obtained in software licensing costs; offering attractive price
in relation to the market for customer’s adhesion; providing a reduced cost to the
customer; and allowing customization of the environment by the customer.

4.20 Cloud Security

Information security in the cloud environment requires great attention from organiza-
tions, as several critical aspects of clouds are related to this topic. Therefore, there were
many recommendations to fulfill this goal: establish local security rules; encrypt data
communications; implement auditing and notifications to users in case of non-
compliance with security rules; implement firewall management; implement manual
connectivity control; invest in the training of the security team; perform security tests
regularly; guide users in the use of cloud resources; deploy security team; and keep
innovation projects confidential.

4.21 Legislation

Compliance with legislation is one of the important precepts in public administration.
Greater care with citizens is necessary for the preservation of their personal data and
compliance with the various laws that govern regulate the protection of personal data.
Therefore, the interviewees pointed out important recommendations: protect users’
personal data, guide public administration users and employees about current legisla-
tion; and users from public clouds.
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5 Conclusions

Regarding the characteristics of this study, all of the clouds adopted by the organiza-
tions are private and were implemented in less than five years. In addition, he clouds
implemented in these organizations do not allow for migration to public clouds. One of
the reasons for adopting only private clouds within these organizations is that the IT is
focused only on the internal user and operations, without a commercial purpose.

The recommendations recorded were the result of the cooperation of the interviewees,
based on their experience and the concordant points between them. All the users and the
managers are satisfied with the return on investments in this type of technology. Addi-
tionally, various improvements were perceived in terms of IT resources and data pro-
cessing, among other issues, suggesting that the deployment of this technology is feasible.

To summarize, this research found twenty-one recommendations for the successful
adoption of CC in the government sector that are based on a set of interviews per-
formed in three organizations in Brazil. The aim was to have a list of cloud computing
recommendations not only from a literature review perspective but also from the view
of practitioners. In the case of this research, these recommendations emerged from the
experiences of the interviewees that had success in the implementation of cloud
computing in the government sector. Therefore, the recommendations from this study
can aid managers in making better decisions regarding cloud computing implementa-
tion in the public sector.

This research has some limitations. The collected data was limited to three public
organizations in Brazil. Nevertheless, these organizations are important and relevant in
the context of the country, due to the IT infrastructure and the knowledge and expertise
of the interviewees on the domain of cloud computing.

Due to the length of this article, we did not discuss and compare the findings with
other studies from the literature review. We intend to continue investigating this topic
to improve the results of these recommendations with other studies. For instance, to
classify the order of importance of each recommendation.

The validation of the recommendations in other contexts and countries as well as
the comparison of concerns between private and public organizations regarding
implementation of cloud environments will improve our understanding of the adoption
of this technology. We also intend to identify the impact of each recommendation in the
process of deploying CC, in order to create a roadmap to assist decision-makers in the
process of maximizing the benefits of this technology.
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