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Abstract. Over the past decade, the growing number of safety-critical
software in the railway signalling industry has led customers and indus-
trials to look for efficient, cost-effective, verification and validation tech-
niques. Formal methods, which have proven to be applicable and bene-
ficial in terms of accuracy and completeness, are good candidates. How-
ever, they are still far from being used systematically for the verification
of all safety-critical railway signalling systems. In order to evaluate their
applicability, Alstom successfully experimented on its interlocking sys-
tems the model checking methods and tools developed by Systerel. This
article describes the methodology used to industrialize this experimental
model checking application process.
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1 Introduction

This article presents the interlocking formal verification performed at Alstom
Signalling using Systerel Smart Solver (S3) model checking solution. Apply-
ing formal verification to interlocking systems is not new, several use cases are
well known in the railway signalling domain (as shown in previous communi-
cation made by Systerel [2]). However, formal methods are neither used for all
interlocking systems nor for all signalling applications. This article argues that
formal verification of interlocking system is a step forward to introduce the
recent development of formal methods (such as optimization of model checking
tools) in railway signalling applications. This is a first step towards building
an industry-specific methodology. It starts with a presentation of the industrial
issues of applying model checking to interlocking systems (Sect. 2), followed by
a brief state-of-the-art (Sect.3). Then the technical issue is described in Sect. 4.
Section 5 explains how model checking has been introduced in Alstom’s inter-
locking verification process before presenting the results in Sect. 6 and concluding
in Sect. 7.
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2 Industrial Issues

Alstom’s signalling systems span from wayside equipment such as track circuits
to complete signalling solutions such as Communication Based Train Control
(CBTC) systems. The number of installed equipment since the 1970s grows
each year and in particular the number of integrated solutions. For instance, the
Urbalis 400 CBTC solution equips 56 lines around the world today and will soon
be deployed on another 54 lines. This extensive number of systems in operation
increases the risk exposure to safety-related hazards and potential accidents;
hence the need for efficient verification and validation techniques.

Software development of signalling subsystems has intensively benefited from
formal methods such as the B-Method which was used by Alstom to develop the
safety critical software of its mainline and urban Automatic Train Protection
Systems. However, formal methods have not been used at Alstom to develop
legacy subsystems such as interlocking since they rely on old principles inherited
from relay logic. Verification and validation of these old principles are performed
by highly skilled individuals and knowledge management of these skills is hard
to maintain. Moreover, several projects require the installation of CBTC sys-
tems interfaced with pre-existing relay-based interlocking systems which must
be adapted to the CBTC features. Alstom looked for a way to capture and
formalize critical knowledge of such systems, as well as an efficient method to
validate the new and the pre-existing interlocking systems.

2.1 Limits and Difficulties of Classical Verification
and Validation Process

The classical verification and validation process of interlocking subsystems relies
on wide testing campaigns performed on virtual stations. These stations are con-
ceived so that as many functional scenarios as possible are included. Their design
and implementation are difficult and time-consuming activities. It is especially
hard to demonstrate that all safety-related scenarios have been correctly tested.
Indeed, some ripple effects due to modifications can be hard to foresee and test
on a virtual station. When dealing with existing relay-based interlocking sys-
tems which have been improved and optimized over the years, extracting the
principles and the associated safety concepts is a challenging task. The assess-
ment of the potential impact on the global system functions and safety requires
important effort.

2.2 Expected Results from Formal Verification

For these reasons, Alstom is introducing formal methods in the verification and
validation process of its interlocking systems. Indeed, these methods are based
on mathematical logic and they ensure an exhaustive and sound verification of
the system. The objective is to formally verify conventionally developed inter-
locking systems whether they are computer-based or relay-based, prior to site
operation. Model checking is particularly suitable to verify that systems always
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satisfy a set of properties and since the development of the interlocking system
is already performed, formal development is not adapted. This is why model
checking has been favoured to other formal methods. The use of model checking
in Alstom’s interlocking verification process will be presented in the following
sections of this article. The expected benefits are numerous and they will improve
the competitiveness of the system on which the formal methods were used.

Exhaustive and Unambiguous. As previously mentioned, formal methods
are founded on mathematical theories. They aim at building precise models
of the system or software under development. Their common objective is to
eliminate any ambiguity or imprecision which may come from the use of natural
language in order for the results to be unambiguous. They are sound and ensure
that the system is exhaustively verified or proved. Consequently, using formal
methods eases the approval process of the system.

Shortened Time-to-Market and Costs Reduction. In the railway domain,
the majority of safety-related faults which are discovered late in the lifecycle of
the project (which are therefore problematic) are linked to unlikely scenarios
that were not foreseen beforehand. The completeness of the proof or verification
obtained with the use of formal methods allows discovering these safety-related
scenarios early in the development lifecycle. The necessary modifications can
then be made earlier and the amount of required rework will be limited. This
implies a substantial amount of time saved and costs reduction at project level.

2.3 Limitations

Despite the significant advantages they present, formal methods also have their
limitations. The first limitation is that the proof (or verification) performed for-
mally is based on a set of safety properties that are manually determined before-
hand. If this set of properties is erroneous or incomplete, the value of the formal
proof (or verification) is of little use. It is therefore crucial to establish a robust
process to list the necessary and sufficient safety properties to be proven. The
process Alstom uses is presented in Sect.5. Moreover, formal methods are effi-
cient when they contribute to the safety demonstration of the system. However,
when it comes to proving non safety-related properties, these are very compli-
cated to determine as they must include all possible functional requirements
cases to be provable.

3 State of the Art

Interlocking systems, with their inherent boolean nature and overwhelming com-
binational complexity have been a privileged target of model checking techniques.
Pioneering work started as soon as sufficiently powerful model-checker software
came into existence in the early 2000s (e.g. [1,3,8]). All these contributions were
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analyzing manually crafted models of interlocking systems, somewhat distant
from the real installed safety critical systems. Moreover, at that time, it had
always been concluded that the huge state space of these systems could not be
handled without over-simplifications and/or splitting and compositional verifi-
cation techniques.

Over the past decade, model checking techniques have matured, increas-
ing the analysis power. After 2010, a renewed interest arose, leading to novel
attempts to solve the problem (e.g. [4-6]). Great progress has been made that
demonstrates the feasibility of the formal safety verification of real-world inter-
locking systems.

In this article, following the Systerel Smart Solver (S3) workflow presented
in a previous article (see [2]), we describe the use of these techniques in an
industrial and normative context.

4 Technical Issue

The formal safety verification of an interlocking system requires both a solution
to perform the analyses and the safety properties to be analysed under a num-
ber of environment constraints. This section focuses on the formal verification
solution, and Sect. 5 describes the safety properties.

Following the description given in [2], an S3 formal safety verification solution
involves the development of a translator from a given interlocking application
(given in its specific language/format) to a model of this application in HLL,
the S3 tool-chain input modelling language [7]. This model of the safety crit-
ical application shall be sound, in that it shall preserve the semantics of the
real application, so that any property proved on this model is valid on the real
application. A second translator is also needed to translate a description of the
track layout controlled by the given interlocking application. These data, usually
given in some form of database, contain the objects present on the tracks (e.g.
signals, points, routes, ...), and relations between these objects (e.g. origin sig-
nal of a route, points of a route, ...). They are translated in HLL as hierarchical
enumerations of objects, and predicates on these objects. These two translators
are specific to the given family of interlocking applications.

The obtained HLL models can then be concatenated with the desired safety
properties and environment constraints formalized in HLL to obtain the analysis
model. This model can then be analyzed by the standard S3 tool-chain. It is first
given to an expander tool that transforms the HLL model into a semantically
equivalent model in LLL, a purely boolean subset of HLL suitable for S3 analysis.
Two main types of analyses may be performed.

Bounded Model Checking (BMC). In this type of analysis, scenarios of
increasing length are investigated in order to find counter-examples of some
of the provided safety properties. Such a scenario, exercising the inputs of the
interlocking application (i.e. its sensors) in a way compatible with the provided
environment constraints, leads the application from its initial state to a state
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violating a safety property. For each safety property, the result of this analysis is
thus either a scenario violating the property, or the assurance that this property
holds for every scenario up to a given length (the higher the length, the longer
the analysis will take). This type of analysis is the first one to be attempted on
a new system or a new property, until no more counter-examples can be found,
and the BMC has reached a length large enough to have an intimate conviction
that the non-violated properties hold.

Induction over Time. In this mode, the analysis engine attempts to prove
that some safety property is valid, which means that there exist no scenario,
whatever the length, that leads the interlocking application to a violation of this
safety property (e.g [2,4]). This is performed using standard induction over the
length of the scenario. A first analysis shows that the property holds for every
scenario of length 1, and a second shows that if the property holds in some
state of the system, it will hold in any state reachable from this state in one
transition of the interlocking application. When these two analyses are successful,
the property is proved valid. If the first analysis fails, a counter-example to the
property has been found (similarly to the BMC analyses). However, when the
second analysis fails it either means that the property can be falsified with a long
scenario (longer than the length reached by a BMC on this property), or more
often, that the property is non-inductive. This means that the analysis engine
has found a scenario (called a step-counter-example) starting from a state of the
system in which the property holds, and which leads with a single transition of
the interlocking application to a state violating this property. This means that
this starting state is unreachable from the initial state of the system. The way
to deal with these non-inductive properties is by developing induction enforcing
lemmas, as explained in Sect. 5.

The analysis process starts by using the BMC strategy repeatedly and cor-
recting either the expression of the safety properties or the bugs found in the
interlocking application until no more counter-examples are found for a large
length. The process then reverts to an induction strategy, used iteratively to
find all lemmas until all properties are proved.

However, in the EN50128 normative context, this is not sufficient. This stan-
dard asks for some insurance on the results of the verification (T2) tool.

To achieve a high degree of confidence compatible with EN50128, a second set
of translators is developed in an independent way (different development team
and different programming language), a second independent expander from HLL
to LLL is also used. The resulting LLL models of the two translations expanded
by the two expanders are combined by a tool that creates a new LLL file express-
ing that the two models are sequentially-equivalent (i.e. provided with the same
inputs sequences, they produce the same output sequences). This resulting LLL
file is then given to the S3 analysis engine to prove the equivalence. Moreover,
the S3 analysis engine is equipped with a proof-log/proof-check mechanism, such
that for each proof that it finds (proofs of equivalence and of the safety proper-
ties), it outputs a proof-log file containing this proof expressed in a formalized
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proof system, and the correctness of each proof-log is independently verified by
a simple proof-checker software.

Therefore, the S3 solution is compatible with an EN50128 T2 verification
tool certification.

5 Industrial Process

5.1 Determination of Safety Properties

The first step towards proving that an interlocking system is safe through model
checking is to determine the safety properties that this system must satisfy.
These safety properties must be as high-level as possible in order to maintain a
black box approach and remain independent from the design of the interlocking
system. Thus, the safety properties are less likely to be biased and to hide a
possibly dangerous scenario. The identification of the adequate safety properties
is performed through the “Deductive Identification of Safety Properties” which
is a three-step process.

Deductive Tree Analysis. First, a top-down analysis is conducted. It aims
at identifying a comprehensive set of high-level functional safety properties to
be satisfied by the interlocking system. It is performed independently from the
detailed design, i.e. with a black-box approach, knowing only the external inter-
faces of the interlocking. Thanks to a user-level knowledge of the functions the
system must implement and to the definition of its scope, the influence of the
system on its external environment is studied based on the two following criteria:
What are the hazards that are likely to occur in the scope of the interlocking
system? How can the interlocking protect against these hazards by use of its
means of interaction with its external environment? This identification of pro-
hibited scenarios allows modelling the hazards associated with the functional
behaviour of the interlocking system. The properties, thus specified, ensure that
the system does prevent these hazards from occurring.

Failure Modes and Effects Analysis (FMEA). The previous deductive
approach has the advantage of being completely independent from the product.
However, some risks can originate from the design choices. This is why a FMEA,
which is inductive (or bottom-up), is performed. Instead of focusing on the haz-
ards and looking for the possible causes, it aims at determining the possible
effects of a failure of each function performed by the interlocking system and
defining mitigations should the risk be safety-related.

Convergence. In order to ensure the completeness of the list of safety prop-
erties, the two sets of requirements coming both from the deductive and the
inductive analyses are traced. This ensures that the high level properties of
the system do cover all possible hazards related to the interlocking system.
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The safety properties are the result of this traceability. They are based on the
wording of the requirements coming from the deductive analysis. Should there
be a requirement from the inductive analysis that cannot be traced with any
requirement of the deductive analysis, a new safety property is added, based
on the formalization of this requirement. Once this last task is performed, the
output is a complete set of safety properties expressed in natural language that
will be proven with model checking after being formalized.

5.2 Modelling

Environment. In order to adequately simulate the inputs of the interlock-
ing system, a model of its environment is created. This model describes the
behaviour of the systems interfaced with the interlocking by constraining their
outputs which are inputs of the interlocking system. This prevents impossible
scenarios from being considered and allows the proof to focus on realistic ones.
For instance, an impossible scenario could be a train not moving continuously
along the track.

The environment of the model can also include a similar system to the one
that is being proved (two systems managing different geographical parts of the
track). In that case, each system is proved separately. If some hypotheses must
be made on the behaviour of the first system to prove the second, they must
be proved when performing the proof of the first system. As the interlocking
conditions are different in the two systems, this methodology does not create
any reasoning loop and the proof of both systems stands. The asymmetrical
conditions come from track layout deployment rules.

Safety Properties. The model also includes the safety properties that have
been previously established. These properties rely on refined concepts that must
be formally modelled in order to rigorously remove any ambiguity that could be
introduced by using natural language.

Interlocking System. The model of the interlocking application and the track
layout data are obtained as described in Sect. 4.

Modelling Risks. In order for the proof to be effective and reliable, some pre-
cautions must be taken during the modelling phase. It is necessary for the model
to be as permissive as possible. It must allow all possible scenarios to occur, oth-
erwise a safety-related hazard could be missed during the proof process. Thus,
the constraints on the inputs must be carefully defined and checked with this
risk in mind.

5.3 Proof Process

The proof process is described in the Fig. 1. In this process there are two manual
tasks:
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Fig. 1. S3 formal verification process implemented at Alstom

Study of Counter-Examples. This task consists in exploring the counter-
example step by step to understand why a property is falsified. The bounded
model checking can find problems of three different categories:

— Environment modelling error: the model of the railway environment is too
abstract. The error is not reproducible on the track. Some constraints have
to be added to remove this behavior. In this case, the environment model has
to be fixed.

— Data error: there is an error in the data (chaining error, definition of flanking,
...) or the data of the interlocking are not compatible with some interlocking
principles usage restrictions. In this case, the track layout data has to be
fixed.

— Principles errors: error in the interlocking principles or the principles are not
compatible with the specific track configurations. In this case, the Specific
interlocking application has to be fixed.

Development of Lemmas. When a property is not proved, a step-counter-
example is generated. This counter-example is used to develop a lemma. A lemma
is a relation that holds between variables of the system. It is thus similar in
essence to a safety property, except that a property is usually expressed only in
terms of the inputs and outputs of the system whereas a lemma may also rely
on internal variables. Also, a safety property characterizes some aspect of the
safety of the system, whereas a lemma may be more general. Looking at the
unreachable state found in a step-counter-example, together with the knowledge
of the system design and especially of the principles ensuring its safety, it is
usually rather simple to express a relation between variables of the model that
eliminates this unreachable state.
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5.4 Insertion of Model Checking into Alstom’s Pre-existing Process

Interlocking Development Process. Alstom’s classical interlocking develop-
ment process is based on the development of a generic product which is then
customized through data to the different specific applications required by com-
mercial projects. This separation between generic product and specific applica-
tion ensures a high level of reusability of the different activities involved in the
development of the specific application (design, validation, safety demonstra-
tion). Regarding formal verification, it means that the model of the environment
and safety properties, which is based only on the generic product principles and
functions, is applicable to all specific applications based on the same version of
the generic product. When the interlocking principles are updated, usually in
order to incorporate a new functional gap for a client, so is the generic product
which in turn means the model has to be adapted as well. The proof, how-
ever, is always performed on a specific application as it requires the instantiated
principles of the interlocking system.

Occurrence in the Lifecycle of the Interlocking System. The proof is
performed on instantiated principles. It can therefore occur as soon as the first
version of these instantiated principles is available. The modelling phase can start
earlier though, during the design phase, as long as the principles and functions of
the system have been defined. The proof must then be repeated for each update
of the instantiated principles and system data.

6 Results

6.1 Technical Results

The S3 formal verification solution has been applied on several Smartlock 400 GP
interlocking applications on multiple subway lines (Amsterdam, Lusail, Guadala-
jara...). On the larger stations (1312 routes, 235 points, 398 signals, and 587
secondary detection devices), the analysis took up to 24h of CPU time on an
intel i5-4670. While this duration is acceptable for the long BMC runs used to
find falsification of the safety properties, it reveals a burden when it comes to
the development of lemmas. For this phase of the project, a custom utility tool
has been developed to allow the splitting of a station on a small sub-region of
its track layout to allow for faster analysis time. However the final proofs are
obviously performed on the whole track-layout.

A total of 114 properties have been formalized, and 533 lemmas were needed
to ultimately prove these properties. During the analysis, a total of 5 iterations
have been needed to mature the environment modelling (driven by 5 environ-
ment modelling errors). The various long BMC runs have unveiled 3 data errors
(mainly around the definition of the flanking of points), and a single unlikely
principle error. After correction of all these errors, all considered interlocking
applications have been proved to respect the safety properties.
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6.2 Related to the Industrial Process

As implemented, model checking allows a non intrusive verification of the system
design. Thus, the design process of the interlocking system is not impacted by
the introduction of formal verification in the safety demonstration process. It
is only the verification and validation activities that are impacted as the model
checking proof can replace the safety-related tests performed for the interlock-
ing system, that is to say about 30% of the required tests. Indeed, the model of
the interlocking system is obtained by two independant translators and a proof
of equivalence between the two translations is established, ensuring the model
is totally compliant with the source code. Incidentally, the safety demonstra-
tion can be provided more quickly when using model checking compared to the
classical verification process. This compensates the additional modelling work
required by the model checking process.

Moreover, the use of model checking has proven to be beneficial as valid
counter-examples (whether they were related to the data or the interlocking
principles) were found earlier than with the classical process on the different
lines it was tested on. This confirms that introducing model checking in the
interlocking system verification and validation process does have added value.

7 Conclusion

Introducing model checking in Alstom’s verification and validation process of
interlocking systems has proven to be efficient as safety-related counter-examples
have been discovered more quickly than with the traditional process. In addition,
model checking is performed on a set of instantiated interlocking principles,
whereas the traditional verification process uses the generic principles. Therefore,
using model checking provides additional confidence in the safety demonstration
compared to the traditional process because the proof uses the real data of
the specific application. Today, this approach is applied on Alstom’s largest
interlocking project and the computation time is shorter than a day.

However, the sensibility to complex stations is linked to the lemmas iden-
tification for reuse. Indeed, the lemmas that must be defined for the inductive
proof can be difficult to find as they must be adequate for all track configurations
existing in the specific application. This means they could have to be modified
when switching from one application to another.

Overall, this new process was deemed beneficial and will be used on new
Alstom interlocking systems in the future.
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