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Abstract Cyber-Physical Systems and Digital Twins are commonly used today in
the industrial sector, and the healthcare sector is keen to implement these technolog-
ical solutions to enhance their capabilities and offer better services for patient care
provision. In fact, the adoption of Wireless Body Area Networks (WBAN) based on
IoT along with cloud computing systems has led to the development of new method-
ologies to monitor and treat patients. However, the adoption of the new technologies
comes with several challenges in terms of performance and security. Considering
that, WBAN can be wearable or implanted under the skin, and the overall concept
leads to several cybersecurity challenges that would require deeper investigation.
This chapter presents an analysis of the impact that WBAN has on health care. It
also provides some definitions of Medical Cyber-Physical Systems (MCPSs) and
Digital Twins along with technological enablers such as cloud and IoT.

Keywords Digital twin - Medical Cyber-Physical system - Internet of things -
Wireless body area networks - Biohacking * Personal health information + MCPS -
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1 Introduction

Adoption of Cyber-Physical Systems (CPS) is gaining pace among most of industrial
organisations and this trend is also being observed in the healthcare sector. Medical
Cyber-Physical Systems (MCPS) is defined as critical, networked, distributed and
context-aware systems of devices used in medicine. Therefore, MCPSs connect the
physical and digital environment through network connectivity along with embedded
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software. Likewise, Digital Twin represents the digitalisation of physical devices and
artefacts. This technology has been used in industry, allowing it to simulate physical
environments and specific machinery pieces in order to make decisions and assess
risks in virtual environments prior to its implementation. This is the similar within
the context of health care. Patients’ body and physiognomy data are monitored on
a real-time 24/7 basis with a view to provide more informed and real-time relevant
healthcare responses.

Even though the Digital Twin is not implemented fully yetin medical setting, itis a
topic that deserves further investigation, opening numerous challenges and research
directions. It is an emerging engineering paradigm, which could allow healthcare
data-driven practices such as delivering customised 3D printing prosthesis to be
applied for surgical practices for instance. A Digital Twin in health care would take
the concept of MCPS to a higher level. This can be viewed as a step closer to
implementation of real smart city. The term ‘Digital Twin’ connects the physical
and digital world, allowing users to visualise information of interest, on computers,
mobile devices or even in holographic projections. The connectivity in Digital Twins,
irrespective of the application context is enabled using sensory systems such as the
ones used in embedded systems and Internet of Things (IoT). The concept of Digital
Twin has been applied by NASA for the development and monitoring of aerospace
vehicles.

This paper comprehensively and critically analyses the challenges that MCPSs and
Digital Twins generate with a focused view on performance and security. Society
is facing an era of an interconnected world, a ‘Cyberspace’, where devices, data,
people, ‘everything’ are interconnected. Therefore, there is aneed to conduct research
on cutting-edge technologies prior to their design, configuration, implementation,
monitoring and maintenance. The rest of the paper is organised as follows: Sect. 2
provides a brief discussion on MCPSs and Digital Twins. Section 3 analyses the
impacts of Wireless Body Area Networks (WBAN) in health care. Section 4 discusses
the challenges of MCPSs and Digital Twins in terms of performance, security and
privacy. Finally, Sect. 5 concludes this chapter and suggests further research.

2 Medical Cyber-Physical Systems and Digital Twins

2.1 Medical Cyber-Physical Systems

MCPSs can be defined as intelligent systems related to medical devices [1] regardless
of where they are being used (within hospitals, clinics or via wearable devices (see
Sect. 3 regarding WBAN)). MCPSs are interconnected in the cyberspace using dif-
ferent networking protocols, frameworks and standards and are being considered in
some countries such as Australia and UK as part of their Critical National Infrastruc-
ture (CNI). In addition, they are processed and manipulated via embedded software
applications and monitored by caregivers. CPSs, which have been implemented in
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Fig. 1 Overview of a medical cyber-physical system, drawn from data provided in [1]

other sectors, utilised electronic sensors connected to Programmable Logic Con-
trollers (PLCs) for sending physical information to customised applications, allow-
ing operators to make decisions over their mechatronic infrastructures. The main
difference in the medical CPS setting would be that sensors are allocated within
medical devices connected to computer networks or used daily by patients through
wearable devices (e.g., smartwatches and smartphones).

The values measured by sensors are triggered to transmit data in the following
scenarios: (1) Within hospitals, communications can be triggered through Wireless
Sensor Networks (WSN). (2) Using wearable devices, sensors send relevant informa-
tion to applications installed in mobile devices through other wireless technologies
(i.e., Bluetooth, ZigBee and radio frequency). Both cases offer a real-time moni-
toring while doctors can immediately evaluate any threats that can compromise a
patient’s health status [2]. The information can be available at Electronic Health
Records (EHR) by accessing any administrative entity such as hospitals or clinics,
pharmaceutical stores or private entities. These data are generally allocated in cloud
computing systems and thanks to this technology, patients have faster access and
better access rights to their health information compared to caregivers. One curi-
ous feature of MCPSs is the implementation of decision support devices formed by
electronic and instrumented circuits which can trigger an alarm when an abnormal
behaviour is observed with the patient health status. The support layer allows care-
givers to make decisions in order to enhance the patient status [1]. In this architecture,
the devices can be divided into two categories: monitoring devices used as sensors
and delivery devices such as actuators which get modified according to the caregiver
decisions (please see Fig. 1).

In addition, the research from Kocabas et al. [3] provides a general MCPS archi-
tecture divided into four layers, which are illustrated in Fig. 2.
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Fig. 2 Medical cyber-physical system architecture, drawn from data provided in [3]

2.1.1 Layer 1—Data Acquisition

Considered normally a Wireless Body Area Network (WBAN) using wireless pro-
tocols [4] in order to acquire interaction with the Internet using technologies such as
ZigBee, WSNs, Bluetooth, Wireless Local Area Networks (WLAN), Wireless Per-
sonal Area Networks (WPAN), video surveillance systems and mobile networks [2,
4]. In the healthcare context, a WBAN uses biomedical sensors placed in different
parts of the body and can be either wearable or implanted under the skin [5], allowing
a real-time monitoring of the patient’s health status such as blood pressure or body
temperature, for instance.

2.1.2 Layer 2—Data Preprocessing

Currently, sensors have low computational power and are limited in hardware
resources. Due to the high amounts of data gathered, it must be transmitted to a
more sophisticated device prior to sending it throughout the Internet [2] in order to
adapt the packet to traditional TCP/IP networks. Sensors require a gateway node
(which acts as a concentrator) using a wireless communication. The concentrator
allows these wearables or implanted devices to enhance their data concentration
capabilities in order to transmit the information to cloud servers [6]. Likewise, the
cloudlet has similar features compared to the concentrator; however, it is applied
for more powerful devices, e.g., a smartphone. Typically, a cloudlet has a dedicated
Internet connection and is configured from a dedicated computer as well [7, 8].

2.1.3 Layer 3—Cloud System

The cloud allows users such as doctors, nurses or patients to access Personal Health
Information (PHI). It can be used to perform data analytics to predict possible required
changes based on a patient’s condition with a view to prevent severe health illnesses,
facilitating decision support for caregivers [9, 10]. Furthermore, one of the most
important capabilities that cloud presents is data storage; however, the acquisition
of accurate diagnosis requires long-term monitoring, and hence the requirement of
stronger cloud storage security mechanism to secure the collected data for long
periods of time [11, 12].
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2.14 Layer 4—Action

The two main objectives of this layer are to provide either ‘active’ or ‘passive’ actions.
In the active action, an actuator is used to elaborate changes within the MCPS. For
instance, a doctor sends an order to elevate the dose of medicine in the serum or
the usage of robotic arms for surgery assistance [13]. Meanwhile, the passive action
provides the opportunity of a better visualisation of the current state of the patient,
allowing caregivers decision support.

2.2 Digital Twins

Digital Twin refers to the virtualisation of physical assets to monitor assets. This is
enabled through electronic sensors communicating with each other using customised
application software and are capable of controlling the digitised assets [14].

Nowadays, modern engineering technologies have immensely contributed to the
evolution of healthcare services. In fact, the usage of mathematical models for
processing of higher volumes of ‘biodata’ enables effective medical interventions.
Some early prototypes of digital twins were realised in the ESB Logistics Learning
Factory, which using a cloud-based software application a multidimensional data
along with an information model were built [15]. By reading patients sensory data,
even at the molecular level a ‘digital’ representation of a patient—a ‘virtual patient’
can be created. Therefore, the Digital Twin can be a platform to exhibit cutting-edge
engineering solutions within health care. Many universities are training and prepar-
ing students in clinical technology, whilst doctors are working along with engineers
from a wide range of backgrounds to enhance the functionality of contemporary
medical practice [16].

In the wider context, Digital Twins are used to monitor the performance of arte-
facts and pieces of machinery in order to perform preventative maintenance. In fact,
digitalisation of individual artefacts seems a straightforward task since it is based on
the instrumentation of electronic sensors placed across the artefact. Besides, such
artefacts have a unique shape after its manufacturing, making such instrumenta-
tion easier. In health care, however, the human structure is more complex due to
the constant molecular and physiological changes throughout the body, making it
very complex to extract precise molecular data. Unfortunately, Digital Twin seems a
complex challenge, even though digital models of individuals’ genetic, biochemical,
physiological and behavioural features have already been implemented [17].

3 Impact of WBAN in Health Care

WBANS’s provide an extensive range of monitoring applications for different contexts
such as health care, military, sports and video gaming, among others [18]. The health-
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care sector is keen to adopt such a technology to enhance medical capabilities and to
consequently improve the lifestyle of the human being. WBANs provide continuous
health monitoring of patients allowing caregivers an easier decision support in order
to send the necessary medical prescription or treatment without the requirement of
patients’ physical presence at clinics and hospitals [5S]. WBANSs used in health care
consists of multiple biomedical sensors, which can be either wearable (e.g., fitness
watches) or implanted under the human skin like electronic chips created with nan-
otechnology. Implanting chips under skin is referred to as ‘biohacking’, a term that
would be in discussion for the coming years with a focused consideration of the rele-
vant cybersecurity challenges (e.g., cyber espionage). Some applications of WBANs
are discussed in the following subsections.

3.1 Cardiovascular Application

The research from [19] shows that more than 20 million people suffer from cardiovas-
cular diseases. The usage of WBANS allows to monitor users’ health state remotely
and on a real-time basis. Therefore, healthcare service providers can immediately
prepare a preventive patient treatment plan when any abnormal information is mea-
sured by the sensor nodes.

3.2 Body Temperature

Body temperature is one of the most common physiological features measured
through human activity monitoring [20]. It allows caregivers to detect medical stress
that may lead to diverse health conditions based on the variation of corporal tem-
perature. Such conditions include stroke, heart attacks and shock. Measuring body
temperature is valuable to deter the physiological condition of a patient as well as for
other care such as activity pattern monitoring [21, 22] and corporal heat harvesting
[23].

3.3 Blood Glucose Monitoring

One of the current serious chronic health diseases throughout the world is diabetes.
This disease has been increasing because of higher levels of sedentary habits given
by comfortable options to the human being without having appropriate exercise.
If diabetes is not treated properly and on time, it can cause serious complications
such as blindness, stroke, kidney disease, heart disease and high blood pressure [24].
WBANSs allow the continuous monitoring of patients’ blood glucose level to provide
information on healthier habits for food consumption and frequency of body exercise.
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Currently, the measurement of blood glucose level can be done by means of a test
strip pricking a finger. However, biomedical sensors can be implanted in a body to
monitor the glucose level throughout the day. Using WBAN sensors, caregivers inject
the necessary amount of insulin in patients using the actuator nodes within MCPS
when the glucose level reaches a threshold [25].

3.4 Stress Monitoring

Stress leads to numerous diseases. It can lead to negative psychological illnesses such
as anxiety, decreased patient satisfaction and depression [26]. Accelerated lifestyles
in industrialised countries such as United States and Great Britain have increased
stress levels among the population leading to negative consequences such as alco-
holism and addictive smoking [27]. WBANSs provide real-time monitoring of stress
levels in individuals supporting physicians for appropriate treatments [28]. Modern
smartphones can provide this service and the same platform can authenticate the
users’ fingerprints for privacy and security purposes.

3.5 Rehabilitation and Therapy

The main goal of rehabilitation is to support patients in restoring their physical and
functional capabilities back to normal conditions, when they get dismissed from a
hospital [29, 30]. Rehabilitation is a dynamic process in which necessary techniques
are used to enhance the physical behaviour of a patient to his/her ideal physiological
state. Therefore, tracking and detecting human mobility becomes an essential factor
for home-based therapy treatments. Wearing or having implanted biomedical sensors,
data fusion and real-time feedback for patients along with virtual reality environments
are examples of techniques that could be used for rehabilitation [30].

4 Challenges in Medical Cyber-Physical Systems
and Digital Twins

Even though these technologies are still in development and under specific research,
itis suggested to study the challenges mentioned below in order to take the necessary
actions to assure the appropriate balance between security, privacy and performance.
The next subsections discuss some challenges on the studied technologies including
cloud systems and Internet of things.
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4.1 High Assurance Software

Software deployment is playing an increasingly important role when developing new
MCPSs. Actually, the functionality of modern devices are software based and com-
paring with some years ago, when some functions were traditionally implemented
in hardware have been replaced by software solutions. Thus, the higher demand
for developing software offers confidentiality, integrity, reliability and ease of use
to deploy safe and effective MCPSs and digital twins in the future. It is required
to balance effectiveness in software engineering along with secure coding to avoid
disruptions in healthcare organisations due to time consumption given by software
patching.

4.2 Certification and Regulatory Issues

MCPSs and digital twins in health care are safety-critical systems and they must be
prone to regulatory observation through certification or approval processes. Tradi-
tional regulatory regimes used by the Food and Drugs Association (FDA) to approve
medical devices and medicines are becoming inappropriate due to the complexity
of these cutting-edge technologies [31]. The FDA currently requires study cases as
elements of the documentation submitted for future approval assurance consider-
ing regulatory modifications, for instance, the infusion pump improvement initiative
[32]. Therefore, it is expected that similar or even specific and complex requirements
will be demanded for the approval of MCPSs and digital twins, in general.

In addition, other important part of this challenge is software certification and
methods to make it part within the regulatory approval process for the deployed
device. Most of the medical devices possess large amounts of embedded software
performing various monitoring and care delivery tasks. Considering that medical
devices are becoming more complex and interconnected, it should become more evi-
dent for the requirement of certification and regulation at early design stages. This
can be done in two ways: (1) The ‘design for verification” approach [33] can support
on better verification techniques including scalability and easier verification evidence
generation; (2) model-based generative techniques can be used to perform verifica-
tion early in the design and then extend the guarantees provided by the performed
verification prior to its implementation through code verification.

4.3 Security and Privacy

These technologies provide interoperability capabilities, allowing to connect and
transfer information through multiple platforms, acquiring functionalities that pre-
viously were never possible to appreciate; however, they also open new concerns
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in terms of security and privacy [34]. An attacker able to penetrate MCPSs or dig-
ital twin software has the potential and capability to harm or terminate the life of
the patient by reprogramming devices [35]. There are four types of targets when
attacking these systems [36].

e Fatient: The attacker can target directly to the patient’s health. It means attacking
to the sensing, processing communication and treatment delivery aspects of the
MCPS. For instance, reprogramming an infusion pump to provide a larger amount
of medicine than the prescribed.

e Data: An attacker can access highly confidential and sensitive data belonging to
the patient or the involved ones in the medical treatment. The loss of data privacy
can lead to potential blackmailing, computer abuse and discrimination [37].

e Device: An attacker can perform a Denial of Service (DoS) attack on the MCPS,
or also be part of it (e.g., wearable or implanted device), and deploy it to belong
to a huge botnet in order to perform robust Distributed Denial of Service attacks
(DDoS). Moreover, this can also result in privacy loss over systems that should be
designed to fail open as suggested [38].

e Institution: The goal of a cyberattack is to compromise the interaction between the
MCPS and the corporate network of the institution in order to obtain unauthorised
access or at larger scale, patient data theft or network operational information
infiltration.

Recent years have been a great issue for medical devices in terms of security
addressed to several devices such as wearable, implantable [36, 38] or interoperable
devices [37]. Nonetheless, in most of the cases, the focus is addressed to specific
features of MCPS security like encrypted communication and effective access con-
trols. In addition, the main challenge of deploying secure MCPS involves flexible
and open solutions while mitigating the following issues: (1) heterogeneity of sys-
tems, (2) improving usability (even transparency) of security solutions developed
and (3) considering safety implications of security solutions and decisions including
the mitigation of human error and insider threats.

4.4 Challenges in Involved Systems

As studied in previous sections, thanks to the usage of WBAN, healthcare systems
show dependency during the communication between patients and caregivers through
cloud and IoT-based systems. The following subsections will discuss some challenges
on the mentioned ones.

4.4.1 Cloud Computing

Cloud services are commonly available to users through the Internet (e.g., web
browser) [39], using standard protocols and mechanisms for its communication [40].
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External cloud communications are similar to any other communications over the
Internet (i.e., traditional data centres). Therefore, the challenges faced by the cloud
are the same as conventional IT solutions [41], including denial of service, Man-
In-The-Middle (MITM), eavesdropping, IP-spoofing and masquerading attacks [42,
43]. Traditionally, these challenges are solved as the common ones such as imple-
mentation of Secure Socket Layer (SSL), IPSec, cryptographic algorithms, intrusion
detection and prevention systems and digital certificates [42, 44].

Users and system administrators must be aware that cloud computing systems
result in the sharing of computational, storage and network infrastructure resources
[45], leading it to third-party risks. Shared network components allow attackers the
possibility to perform horizontal privilege escalation techniques and the exploitation
of other systems prior to the main target [46]. Commonly, users on cloud environ-
ments are granted with superuser privileges for the main purpose of managing their
Virtual Machines (VMs) [47], and therefore attackers are motivated to acquire essen-
tial components from the system like IP and MAC addresses and perform malicious
actions such as sniffing and spoofing over the real network.

The two main components of cloud are virtualisation and storage. Virtualisation
allows the sharing of the same physical resources with multiple system environments.
A separate VM is isolated for each user providing a virtual operating system, and
the module in charge of managing the VMs along with the assigned resources is
the VM Monitor (VMM) or hypervisor, allowing to run multiple operating systems
at the same time [48]. Security challenges in terms of virtualization involve VM
image sharing [46], VM isolation [40, 49], VM migration [46] and hypervisor issues
where a compromised one can put all the VMs under the attacker’s control [50].
Cloud system providers do not deliver to users full control over data, and users
experience some control levels only on the VMs [51]. The fact that users do not
have control over data belonging to the organisation results on significant third-party
risks like data breaches. Moreover, the storage present in cloud environments shows
challenges in terms of data privacy and integrity because data present in cloud is
more prone to risks attempting against the confidentiality, integrity and availability
compared to traditional data centre architectures [52]. In addition, data backup is
an important element when having cloud systems and it demands to be secured
against unauthorised access and illegal manipulation [40]. Generally, the access to
cloud systems are done via web applications such as a Google Chrome for instance,
and therefore, the requirement to protect these from vulnerabilities published by the
OWASP [53].

4.4.2 Internet of Things

IoT is growing steadily and the medical sector is expected to experience an expanded
adoption of it, creating cutting-edge eHealth IoT devices along with embedded appli-
cations. The challenges that IoT has for a secure healthcare networked environment
include the computational limitations that devices present with their low-speed pro-
cessors, memory and energy limitations. IoT networks present challenges in terms



Health Care in the Cyberspace: Medical Cyber-Physical System ... 89

of scalability because of its high acquisition, along with the required compatibility
with known network protocols. Medical devices are connected through several wire-
less protocols such as Zigbee, WiFi, GSM, WiMax, 6LowPAN, 3G/4G and soon 5G
networks. The requirement of having a cross-platform system allowing IoT devices
communicate with IP networks and making it part of known systems is a challenge
as well, and another important aspect is the capability of producing tamper-resistant
packets [54]. In-transit and stored health information can be eavesdropped or manip-
ulated by an attacker. Some attacks include DoS attacks causing interruption, data
breaches affecting the patient’s privacy, data tampering and modifying the behaviour
of sensing and delivering devices [55, 56].

5 Conclusion and Further Research

In this paper, the MCPSs and digital twins were studied and analysed as new incoming
technologies that enhance steadily the capabilities of healthcare services. Medicine
is integrating the usage of information technology (i.e., EHRs) and is keen to involve
operational technology as well to raise the possibilities for a better lifestyle to patients.
Even though the digital twin is not yet implemented in medicine, it is a topic that is
worth to undertake research addressed to this field. WBAN is allowing to develop
sophisticated MCPSs and would be of great support to deploy digital twin solutions
as well; however, it also requires a deeper research in terms of the mentioned security
and privacy challenges considering the integration of WBAN with IoT networks and
cloud environments. Healthcare organisations and providers are keen to enhance their
security maturity, hence the need for researchers to focus on the different systems
and architectures in order to develop appropriate measures for this cutting-edge
technology. In fact, it is recommended to critically analyse the challenges of big
data platforms as well, and the possibility to deploy customised systems addressed
to the vulnerability assessment of MCPSs in order to deploy the necessary security
updates and bug fixes. Health care must be part of the CNI for all countries due to
the level of extortion that a cyberattack can cause, leading to life or death decisions
that caregivers could make during a system disruption. Therefore, the requirement
to develop the next generation of security researchers to enhance the posture and the
assurance of system and patient data.
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