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Abstract. Signcryption with non-interactive non-repudiation is a pub-
lic key primitive which aims at combining the functionalities of encryp-
tion and signature schemes, while offering to a judge the ability to
settle a repudiation dispute without engaging in a costly multi-round
protocol. We propose a new RSA based identification scheme together
with a strongly unforgeable signature scheme. We derive a practical and
efficient signcryption scheme with non-interactive non-repudiation we
show to be insider secure, under the RSA assumption and the Random
Oracle model. The communication overhead of our signcryption scheme,
compared to the corresponding signature scheme is one group element.
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1 Introduction

Signcryption is a public key primitive introduced by Zheng [23], with the aim of
combining the functionalities of encryption and signature schemes. Since Zheng’s
seminal work, many security models and constructions have been proposed [3].
In a recent work, Badertscher et al. [2] consider, from an application-centric
perspective, the security goals a signcryption scheme should achieve depending
on the secret keys the attacker knows. They conclude, in opposition to [3, p. 29],
that insider security should be considered as the standard security goal.

An important attribute which is not considered in the “standard” insider
security model is non-interactive non-repudiation. As discussed in [2], the nat-
ural usage of signcrytion is to achieve a confidential and authenticated chan-
nel between two parties over an insecure network. The same can be achieved
using non-interactive or one pass-key exchange protocols, which often outper-
form signcryption schemes. So, a major benefit of signcryption schemes compared
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to non-interactive and one-pass key exchange is non-interactive non-repudiation
(NINR), i.e. a non-repudiation attribute wherein a judge does not have to engage
in a costly multi-round interactive protocol to settle a repudiation dispute.

A first attempt to achieve NINR in a signcryption design was proposed by
Bao and Deng [6]. Unfortunately their scheme fails in providing both NINR
and confidentiality [17,22]. In [17], Malone-Lee propose a design with NINR.
However, he analyses his design, under the Gap Diffie-Hellman Assumption [19]
and the Random Oracle (RO) model [8], in a security definition which is closer
to the outsider model than to the insider one [3, Chap. 2—4]. Fan et al. [11]
propose a strengthening of Malone—Lee’s security model which considers, not
only confidentiality and unforgeability in the insider model, but also soundness
and unforgeability of non-repudiation evidence. They propose a design they show
to be insider secure under the Decisional Bilinear Diffie-Hellman assumption,
without resorting to the RO model.

In this paper, we propose a new identification scheme, inspired from the
FXCR [20,21] and Guillou-Quisquater (GQ) [13] schemes, over the group of
signed quadratic residues [14].

We derive a signature scheme which is strongly unforgeable against chosen
message attacks. A significant advantage of our signature scheme, compared to
the FXCR or GQ schemes is that it is defined over a group wherein the strong
Diffie-Hellman assumption is known to hold under the factoring assumption [14].
Then, using a variant of Cash et al.’s trapdoor test technique [10], we derive a
signeryption scheme with non-interactive non-repudiation (SCNINR) we show
to be insider secure, under the RSA assumption and the RO model, in a variant
of Fan et al.’s security definition [11].

This paper is organized as follows. In Sect. 2, we present some preliminaries.
In Sect. 3, we propose the identification scheme, discuss its attributes, and derive
the signature scheme. We present the new SCNINR scheme and its security
arguments in Sect. 4.

2 Preliminaries

Notations. If n is an integer, |n| denotes its bit-length and [n] denotes the set
{0,--- ,n}. For areal [, [I] denotes the smallest integer which is greater than or
equal to I. We refer to the length of a list £ by |£], and to the cardinality of a set
S by |S]. If P is a probabilistic algorithm which takes as parameters uy, -, uy,
and outputs a result V' which belongs to a set V, we write V «—g P(u1, -+ ,uy).
We denote by {P(u1,---,up)} the set {v € V : Pr(V =wv) # 0}. If S is a
set, the notation a <y S means that a is chosen uniformly at random from S.
Exp(Zn,t,1) denotes the computational effort required to perform ¢ exponenti-
ations with [ bit exponents in Zy; Exp(Zy, 1) stands for Exp(Zy, 1,1). Jcb(Zy)
denotes the effort required to compute a Jacobi symbol in Zy. For two bit
strings my and mg, mi||mso denotes their concatenation; e denotes the empty
string. If @1, 22, -+ , % are objects belonging to different structures (group, bit-
string, etc.) (w1, 22, - ,2)) denotes a representation of the tuple such that each
component can be unequivocally parsed.
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RSA Public Key Generator. Let k be a security parameter, n(k) be a function
of k and 0 < § < 1/2 be a constant. An algorithm RSAGen (which may be
distributed) is said to be a (n(k),d) RSA public key generator if on input 1%,
it outputs a n(k) bit Blum integer N = pq together with a public exponent e
such that all the prime factors of ¢(N)/4 are: (i) pairwise distinct, and (i) at
least dn bit integers, and (i) e is a (k + 1) bit prime.

RSA and Factoring Assumptions. Let A be an algorithm. We define the quantity

(N,e) —x RSAGen(lk); Te—rZn; .

RSA B o
Advarsacen®) =PT 1 L 5e nod Nid ey A(Ne,y) T =7

The RSA assumption for an (n(k),d) RSA public key generator is said to hold
if for all efficient adversary A, Adviﬁ%AGen(k) is negligible. For an instance
(N, e) < RSAGen(1*) and an efficiently sampleable and recognizable subset J of
Zn, we say that the RSA problem is (¢(k),e(k)) hard in J, if for all A running
in time at most ¢, Pr{z < J;y < ¢ mod N;Z—r A(N,e,y) : & =] < e.

Let A be a factoring algorithm and

(N, e) <5 RSAGen(k);

fac —
Adv i rsaGen (k) = Pr p—r A(N,e)

:plnandp¢ {£N,£1}].
The factoring assumption for an (n,d) RSA public key generator is said to hold
if for all efficient adversary A, AdvtifRSAGen(k) is negligible.

Diffie-Hellman Assumptions. Let G = (G) be a cyclic group, which order is a
function of the security parameter k£ and is not necessarily known. For X € G,
log; X denotes the smallest non-negative integer x such that G* = X. For,
X,Y € G, we denote G(°gc X)(logc ) by CDH(X,Y). The computational Diffie—
Hellman (CDH) Assumption is said to hold in G if for all efficient algorithm A,

AdVGPH(G) = Pr[X < G;Y < G; Z 1 A(G, X,Y) : Z = CDH(X,Y)]

is negligible in k. The strong Diffie-Hellman (sCDH) assumption is said to hold
in G if the CDH assumption holds even if A is endowed with a decisional Diffie—
Hellman oracle Oppy, x (-, ) for a some fixed X, which on input U,V € G out-
puts 1 if V.= CDH(X,U) and 0 otherwise.

Signed Quadratic Residues. For an odd integer N, we consider {—(N—1)/2,--- ,
(N —1)/2} as a set of representatives of the residue classes modulo N. We denote
by Jn the subgroup of elements of Z}, with Jacobi symbol 1, and consider the
quotient group Jy/{—1,1}. We define Jf; = Jx N {1,---, (N — 1)/2}, and the
binary operation o over Jf, by X oY = |X - Y mod N|. For X € J} and
t times
t € N, we write Xt for Xo---0X = |X* mod N| € J§. Then (J§,o) is a
group, termed group of signed quadratic residues. Moreover the mapping which
associates {—X, X} € Jy/{-1,1} to |X| € J} is an isomorphism. We identify
the quotient group Jn/{—1, 1} with J . From [14], we have the following Lemma.
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Lemma 1. If N is a Blum integer then (a) (Ji,0) is a subgroup of Z% of order
d(N)/4; (b) TN is efficiently recognizable given only N; and (c) if Iy is cyclic
then so is Q]IE.

Canonical Identification Schemes

Definition 1. A canonical identification scheme Z = (Gen,P,V, ChSet) is a
triple of algorithms together with a challenge set, such that:

— Gen is a probabilistic algorithm which takes as input a domain parameters dp
and returns a key pair (sk, pk).

- P = (P1,P2) is a pair of algorithms such that: (i) Py takes as input a secret
key sk and outputs a commitment X together with a state st; and (ii) Pa
takes as inputs a private key sk, a commitment X, a challenge ¢ € ChSet,
and a state st and outputs a response s € {0,1}*.

-V is a deterministic verification algorithm which takes as inputs a public key
pk, a commitment X, a challenge ¢, and a response s and outputs d € {0,1}.

— And, for all (sk,pk) € {Gen(dp)}, all (X, st) € {P1(sk)}, all ¢ € ChSet, and
all s € {Pa(sk, X, ¢, st)}, V(pk, X, c,s) = 1.

A transcript (X,c,s) is said to be accepting with respect to pk if
V(pk,X,c,s) = 1.

An identification scheme is said to be unique if for all (sk, pk) € {Gen(dp)},
all (X,st) € {P1(sk)}, and all ¢ € ChSet, there is at most one s € {0,1}*
such that V(pk, X,c,s) = 1. It is said to have a-bits of min entropy if for all
(sk,pk) € {Gen(dp)}, the commitments generated through P;(sk) are chosen
from a distribution with min entropy at least «; i.e., for all commitment X, if
(X, st) < P1(sk) was honestly generated then Pr(X = Xy) < 27°.

Definition 2. Let T = (Gen, P,V, ChSet) be a canonical identification scheme.

(a) T is said to provide special soundness (SpS) if there exists an efficient deter-
ministic algorithm Ext (an extractor) such that for all accepting conversa-
tions with respect to a public key pk, (X,¢,s) and (X,d,s'), if ¢ # ¢ then
sk* — Ext(pk, X, c,s,c,s') is such that (sk*,pk) € {Gen(dp)}.

(b) It is said to be honest verifier zero knowledge (HVZK) if there exists an
efficient probabilistic algorithm sim (a simulator) such that for all (sk, pk) €
{Gen(dp)}, the output distribution of sim on input pk is identical to that of
a real transcript between P(sk) and V(pk).

(¢) It is said to be random self reducible (RSR) if there is a probabilistic algo-
rithm Rerand together with two deterministic algorithms Tran and Derand
such that for all (sk,pk) € {Gen(dp)}:

— if (1,pk1) < Rerand(pk) and (sko,pks)<—; Gen(dp) then pki and pks
have the same distribution;

— for all (sky,pk1) € {Gen(dp)}, for all T such that (T, pk1) € {Rerand(pk)},
if sk* «— Derand(pk, pk1, sk1,7) then (sk*,pk) € {Gen(dp)};
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— for all (ski,pki) € {Gen(dp)} and all (X,c,s1) such that
V(pk1,X,c,81) =1, if (X,¢,8) <« Tran(pk,pk1,7,(X,c,81)) then
V(pk, X, c,s) = 1.

Definition 3. A canonical identification scheme T = (Gen,P,V, ChSet) is said
to be (t,e)-secure against Key Recovery against Key Only Attacks (KR-KOA),
if for all adversary A running in time at most t

Pr [(sk, pk) <5 Gen(dp); sk™ —r A(pk) : (sk*,pk) € {Gen(dp)}] < e.

Symmetric Encryption, Digital Signature

Definition 4. A symmetric encryption scheme & = (E,D,K(k), M(k),C(k))
is a pair of efficient algorithms (E,D) together with a triple of sets
(K(k),M(k),C(k)) such that for all T € K and all m € M, E(r,m) € C,
m = D(r, E(r,m)).

Definition 5. Let A be an adversary against an encryption scheme E; its
semantic security advantage is

)

A o) = [pr [ ) s ALV S O )

c— E(T,mb);6<—R.A(1k,c) 2

where mg, m1; € M are distinct equal length messages. The scheme & is said to be
(t,€)-semantically secure if for all adversary A running in time t Adv; ¢ (k) < €.

Definition 6. A signature scheme S = (Gen, Sign, Vrfy) is a triple of efficient
algorithms together with a message space M, such that:

— Gen is probabilistic algorithm which takes as input a domain parameter dp
and returns a key pair (sk,pk);

— Sign is a probabilistic algorithm which takes as inputs a secret key sk and a
message m € M and outputs a signature o;

— Vrfy is a deterministic algorithm which takes as inputs a public key pk, a mes-
sage m, and a signature o and outputs d € {0,1}; and

— for all (sk,pk) € {Gen(dp)}, allm € M, Pr [Vrfy(pk, m, Sign(sk,m)) = 1] = 1.

Game 1. MU-SUF-CMA security game

1) For i € [U], (sks,pk;) <—r Gen(dp);

2) (io, mo,00) —r A Osien ) (pky ... pky), wherein Oy (+) is a hashing oracle and
Osign (-, -) a signing oracle which takes as inputs an index j € [U] together with a
message m and outputs o «—g Sign(sk;, m).

3) A succeeds if : (a) iy € [U] and Vrfy(pki,, mo,00) = 1, and (b) oo was not received
from the oracle Osign(+,-) on a query on (ig, mo).

Definition 7. Let S = (Gen, Sign, Vrfy) be a signature scheme such that the
execution of Sign involves the computation of one digest value, at least. S is said
to be (t,U, Qsign, Qn, ) multi-user strongly unforgeable against chosen message
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attacks (MU-SUF-CMA) in the RO model, if for all adversary A playing Game 1
(wherein we consider U and dp as implicit parameters), if A runs in time at
most t, issues at most Qsign and Qu queries to the signing and hashing oracles
respectively, the probability it succeeds is at most €.

Signcryption Schemes

Definition 8. A signcryption scheme is a quintuple of algorithms SC = (Setup,
Geng, Geng, Sc, Usc) wherein:

(a) Setup is a probabilistic algorithm which takes a security parameter 1% as
input, and outputs a domain parameter dp.

(b) Geng is a probabilistic algorithm which takes as input a domain parameter
dp and outputs a sender key pair (sks,pks) wherein skg is the signing key.

(c) Geng is a probabilistic algorithm which takes dp as input and outputs a
receiver key pair (skr,pkr).

(d) Sc is a probabilistic algorithm which takes as inputs dp, a sender private key
sks and a receiver public key pkr, and outputs a signcrypted text C. We
consider dp as an implicit parameter and write C «—,Sc(skg, pkr, m).

(e) Usc is a deterministic algorithm which takes as input dp, a sender public key
pks, a receiver secret key skr and outputs either a message m € M or an
error symbol L ¢ M.

The above algorithms are such that for all dp € {Setup(1¥)}, all m € M, all
(sks,pks) € {Geng(dp)}, and all (skr,pkr) € {Geng(dp)}, m = Usc(skg, pks,
Sc(sks,pkr,m)). The scheme is said to provide NINR if there is a non-
repudiation evidence generation algorithm N together with a pubic verification
algorithm PV such that:

— N takes as inputs a receiver secret key skgr, a sender public key pks, and a
signerypted text C, and outputs a non-repudiation evidence nr or a failure
symbol L; we write nr «— N(skg, pks,C).

— PV takes as inputs a signcryptext C a message m, a non-repudiation evidence
nr, and two public keys pks and pkr and outputs, a decision d € {0,1}; we
write d « PV(C, m,nr, pks, pkr).

~ And, for all dp € {Setup(1¥)}, all C € {0,1}*, all (sks,pks) € {Geng(dp)},
and all (skr,pkr) € {Geng(dp)}, if L # m «— Usc(skr,pks,C) and nr «—
N(skgr,pks,C) then 1 = d — PV(C,m,nr, pks, pkg).

Confidentiality. We propose in Game 2 an extension of the Secret Key Igno-
rant Multi-User (SKI-MU) insider confidentiality in the Flexible Signcryp-
tion/Unsigneryption Oracle (FSO/FUO) model [4,5] geared to SCNINR.
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Game 2. SKI-MU Insider Confidentiality in the FSO/FUO-IND-CCAZ2 sense

A = (A1, A2) is a two-stage adversary against SC; dp is the domain parameter.

1) The challenger computes (skr,pkr) <= Geng(dp);

2) A; is provided with dp and pkr together with two oracles: (a) Ousc(-,-), which
takes as inputs a public key pk and a signcrypted text C and outputs m «
Usc(skr, pk, C); (b) On(.,.y which takes as inputs a public key pk and a signcrypted
text C' and outputs nr < N(skg, pk, C).

3) A1 outputs a four—tuple (mo,mu,st,pks)—r A?U“("')’ON("')(ka) wherein
mo, m1 € M are distinct equal length messages, st is a state, and pks is the attacked
sender public key.

4) The challenger chooses b+« {0, 1}, computes C* < Sc(sks, pkr, ms).

5) As outputs b g ASS) Q)N (0 o) where Oyge(-,-) and On(-, -) are as
in step 2, and Osc(-, ) takes as inputs pk € {Gengr(dp)} and m € M and outputs
C «r Sc(sks, pk,m).

6) A wins the game if: (a) Az never issued Ous(pks,C™) or On(pks,C™), and
(b)y b=1"0""

We denote by Succ®? the event “conditions (6a) and (6b) are satisfied”, and define

A’s advantage by Advi?3¢(1%) =| Pr(Succ%®) — 1/2 |.

Definition 9. A SCNINR SC is said to be (t,qsc, qusc, Gn, €)-secure in the SKI-
MU insider confidentiality in the FSO/FUO-IND-CCA2 sense if for all adver-
sary A playing Game 2, if A runs in time t, and issues respectively qsc, qusc,
and qn queries to the signcryption, unsigncryption, and non-repudiation evidence
generation oracles then Advi’3,(1%) < e.

Unforgeability. We recall here the multi-user insider unforgeability in the
FSO/FUO-sUF-CMA sense for SCNINR.

Game 3. Multi-User insider Unforgeability in the FSO/FUO-sUF-CMA sense

A is a forger against SC, dp is the domain parameter.

1) The challenger computes (sks, pks) <r Geng(dp).

2) A takes pks as input and is given access to a FSO Osc(-,-), as in step 5 of Game 2.

3) A outputs ((skg,pkr),C*) «r A%5)(pks). He wins the game if: (a) L # m «
Usc(skr, pks,C™), and (b) A never received C* from the oracle Osc(-, ) on a query
on (pkgr,m).

Advii’se(1%) = Pr(Succ™) denotes the probability that A wins the game.

Definition 10. A SCNINR is said to be (t, gsc, €) multi-user insider unforgeable
in the FSO/FUO-sUF-CMA sense if for all attacker A playing Game 3, if A runs
in time t and issues qsc signcryption queries then Advﬁfsc(lk) <e.

Soundness of Non-repudiation. This attribute ensures that public verification
always yields a correct result.



416 A. P. Sarr et al.

Game 4. Soundness of non-repudiation

A = (A1, Az) is an attacker against SC, dp is the domain parameter.

1) A; executes with parameter dp and outputs (st,pks) <= Ai(dp), wherein st is a
state and pks a sender public key.

2) Az executes with inputs st and pks and is given access to a FSO. It outputs
(skr,pkr,C*,m’,nr) & A§S°("')(st,pks).

3) A wins the game if: (a) C* is valid, i. e. L # m « Usc(skgr,pks,C"), and (b) m #
m’ and 1 =d « PV(C*,m/,nr,pks, pkr).

We denote by Adve'sc(1%) the probability that A wins the game.

Definition 11. A signcryption scheme SC is said to achieve (t,gsc,€) compu-
tational soundness of non-repudiation if for all adversary A playing Game 4, if
A runs in time t and issues gsc signcryption queries then Advff{fsc(lk) <e.

Unforgeability of Non-repudiation (NR) Evidence. Contrary to Malone-Lee [17],
Fan et al. [11] consider unforgeability of non-repudiation evidence. However, their
definition seems too restrictive. Indeed, they consider the capability of both the
sender and receiver of a signcrypted text to generate a non-repudiation evidence
as a security weakness. As a motivating example, they consider a malicious
patient who receives a signcrypted medical report from his doctor, generates a
non-repudiation evidence, and exposes the signcryted text together with the NR
evidence. The patient can then claim that the doctor has exposed his report. In
such a situation a judge cannot decide who, among the patient and the doctor,
exposed the report.

As for us, non-repudiation ensures that a message sender (the doctor in the
example) cannot deny that the message in the signcryted text (the medical
record) is from him. The question considered in the example is not about the
non-repudiation of the signcrypted message (the report), but about the non-
repudiation of the (non-repudiation) evidence. Moreover in many settings, a
non-repudiation evidence may be used both for credit (the ability of the sender
to later claim being the sender of the message) and responsibility (the ability of
the receiver to hold the sender accountable for the message contents) [9, Chap. 3].
It seems then important that NR evidences can be generated by both the sender
(at signcrypted text generation) and the receiver of a signerypted text.

Game 5. Unforgeability of non—repudiation evidence

A is an attacker against SC, dp is the domain parameter.

1) The challenger computes (sks, pks) <= Gens(dp); (skr, pkr) <—r Geng(dp);

2) A runs with inputs pks and pkgr, and is given access to the ora-
cles Osc(+,-), Ousc(+, ), and On(-,-) as in step 5 of Game 2. It outputs
(C*7m*’nrr*)<_RAOSC('1')70USC('1')YON(‘1')(pks7ka).

3) A wins the game if: (a) C* was generated through Osc(-,-) and (b) 1 = d «—
PV(C*,m*, nr*, pks, pkr), and nr* was not generated by the oracle On(-,) on a
query on (pks,C™).

We denote by Adv'{"sc(1*) the probability that A wins the game.
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Definition 12. A SCNINR is said to achieve (t,gsc, qQusc, gn, €) unforgeability of
non-repudiation evidence if for all adversary A playing Game 5, if A runs in time
t and issues respectively qsc, qusc, and gn queries to the signeryption, unsigneryp-

tion, and non-repudiation evidence generation oracles then Advi{"rsc(lk) <e.

3 New Identification and Signature Schemes

A domain parameter is given by dp = (N, G, R, e, k) wherein

— N = pq is an RSA modulus, p = 2p’ + 1 and q = 2¢’ + 1 being safe primes.

— eis a (k4 1) bit prime. To improve the scheme’s efficiency, it can be chosen
to be a sparse prime. It is used as an RSA public exponent.

— R is a generator of J} and G = R¢.

— k is a security parameter, n(k) = |N| is chosen such that the best known
algorithm for factoring N runs in time ~2*.

For domain parameter gemeration, if there is a party which is trusted by all
the users, he can generate the domain parameter. Alternatively, an perhaps
preferably, the domain parameter may be generated by a set of parties such that
each user of the scheme trusts at least one of them. In this case, the parties
generating the domain parameter may perform as follows:

(1) They run the distributed shared RSA modulus generation following the pro-
tocol given in [1], to get product of two safe primes N, while each party has
a share of the primes.

(2) They choose a (k + 1) bit prime e and R+ J};, and compute G = R¢ (R is
a generator of J }, with all but negligible probability).

(3) The domain parameter is dp = (N, G, R, e, k).

Description of the Scheme. Let dp = (N,G, R, e, k) be a domain parameter,
and [ = [N/4]. We derive the scheme Zgsy = (Gen, P,V, ChSet) wherein Gen,
P = (P1,P3), and V are as described hereunder; we denote [2* — 1] by ChSet.

Gen(dp): a —x [l]; (sk,pk) — (R%,G%); Return (sk, pk).
Pi(sk): z—x [l]; (X, st) «— (GZ, RZ); Return (X, st).
Pa(sk,X,c,st): Y « st; s — Y o sk Return s.

V(pk, X, ¢, s): If s¢ = X o pk® then Return 1, Else return 0.

For all (sk, pk) € {Gen(dp)}, if (X, ¢, s) is a transcript generated through P then
1=V(pk, X, ¢, s), as s¢ = (RETC)® = (RE)TEE — Grtee — G2o(G2)S = X opk®.

Uniqueness and Min Entropy. As the function Exp, : J} — Jﬁ which
maps Y to Y€ is bijective, for all X,pk € J}, all ¢ € ChSet, there
is one and only one s € J} such that s¢ = X o pk® Let Jy denote
max(1/p’,1/q). If xy ¢ [|J]] and @z« [I] the statistical distance between

1 and x9 is A(zq,22) < %W < dg. So, if X7 «— G and X5 «— GZ2,
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then A(X7, X2) < dp. Then, if X is generated through P;(:), the statistical dis-
tance between the distribution of X and the uniform distribution over J ; is not
greater than dy. And then for all Xy € Q]IE, if X is generated through Pq(-),
|Pr(X = Xo) — 1/|J45|| < do; the identification scheme has a &~ —log,(dp) bits
of min-entropy.

Special Soundness. If (X, ¢, s) and (X, ¢, s') are two accepting transcripts with
respect to a public key pk such that ¢ # ¢ then so §= = skcfc/, and then
(s o s’_fl)g = pki. Now, as ¢,c¢’ € ChSet = [2¥ — 1], and e > 2% is prime, it
follows that ged(e,c — ¢’) = 1. Let «, 8 € Z be such that e« + (¢ — )5 =1

B B
and sk™ = pk%o (s os’i)f, then (sk*)¢ = <p/<:ao (sos’1>> = pk®®o

(S o S/;l)% = pkiea-‘r((,'—c,)ﬁ = pk

Honest Verifier Zero Knowledge. For all public key pk € JE, the following sim-
ulator yields transcripts with the same distribution as real transcripts.

sim(pk): ¢<x ChSet; z < [l]; s — R%; X «— so0 pk=<; Return (X, ¢, s).
Random Self Reducibility. The Rerand, Tran and Derand algorithms are:
Rerand(pk): z < [l]; 7 — RZ; pk1 < 7% 0 pk; Return (7, pk1);

Derand(pk, pk1, sk1,7): sk* « ski o 7=1; Return sk*;
Tran(pk,pk1,7,(X,¢,81)): Z «— 7=, s < Z o s1; Return (X, ¢, s).

The Rerand algorithm outputs a public key pk; which has the same distribution
as the keys generated through Gen(dp). The Derand algorithm provides the static
private key corresponding to pk. The Tran algorithm produces a valid transcript
with respect to the public key pk.

KR-KOA Security. For sk,pk € I}, if sk® = pk then (£sk)® = pk. Then under
the RSA assumption over ,]]]J(,, Zssn is secure against KR-KOA.

Lemma 2. If the RSA problem is (t,e)-hard over J} then the identification
scheme Tgsn is (t,€)-KR-KOA-secure.

The Signature Scheme. As the identification scheme is commitment recover-
able, using the (alternative) Fiat—Shamir transform [12], we derive the signature
scheme Sssn = (Gen, Sign, Vrfy) we describe hereunder. Hy : {0,1}* — ChSet is
a hash function.

Gen(dp): a —x [l]; (sk,pk) — (R%,G%); Return (sk, pk).

Sign(sk,m): @ < [I]; X «— GZ; h — H;(X,m) s — RZ o sk Return (h, s).
Vrfy(pk,m,o): Parse o as (h,s) € ChSetxZy; X « stopk=l: b = Hi(X,m).
If pk,s € J?{, and h = h' then Return 1; Else Return 0.
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Security and Efficiency of the Signature Scheme. We have the following theorem:;
its proof follows straightly from the SpS, HVZN, RSR, min-entropy, and KR-
KOA security attributes of the identification scheme and Theorem 3.1 from [15].

Theorem 1. If the RSA problem is (t,e) hard on (N,e), then the scheme Ssgn
is (t',¢,U,Qs,Qn)-MU-SUF-CMA secure in the random oracle model, where
e/t < 24(Qn + 1) -/t + Qs /2% + 1/2F.

Although efficient, the signature scheme is slightly less efficient than the
GQ scheme [13]. A key pair generation requires Exp(Zy,2,1) operations for
our scheme while it requires Exp(Zy,k) operations for the GQ scheme.
We stress that, using simultaneous exponentiation techniques [18, Sect. 14.6],
Exp(Zn,2,1) = 1.17-Exp(Zn,1). A Sssn signature generation can be performed
in 1.17 - Exp(Zn, 1) +Exp(Zn, k) operations, while it requires 2-Exp(Zy, k) oper-
ations for the GQ scheme. In both schemes, only Exp(Zy, k) operations need to
be performed online, all the other operations can be performed offline. A sig-
nature verification requires 2 - Jcb(N) + Exp(Zy, 2, k) operations for Ssgny and
Exp(Zy,2, k) operations for the GQ scheme.

4 The Signcryption Scheme

From the Sggny scheme, which has the advantage of being defined over a
group wherein the strong DH assumption is known to hold under the factor-
ing assumption [14], we derive SCssny = (Setup, Geng, Geng, Sc, Usc, N, PV).
The Setup algorithm generates a domain parameter dp’ as in Sect. 3, together
with an encryption scheme £ and two hash functions H; : {0,1}* — ChSet and
Hs : {0,1}* — K. We consider dp = (dp’,H;,Hq, ) as an implicit parameter.

Geng(dp): a < [l]; (sks,pks) «— (R%, G%); Return (skg, pks);
Geng(dp): by [I]; (skr,pkr) < (b, G%); Return (skg, pkg);
Sc(sks,pkr,m): T1, 29 +x [I]; X1 «— GT Z1 « pkr™; Xo « G2, Zy « pkp™;
1 — Ho (X1, X2, Z1, Z, pks, pkr); 72 — Ha(X2, X1, Z2, Z1, pks, pkr);
h— Hy (X1, Xo,m,11); ¢ — E(12,m); s — R*L o sks™: Return (h, X3,s,¢);
Usc(skgr,pks, C): Parse C as (h, X2, s,¢). If Xo,pks ¢ J%, then Return L;
Xy — s€opks™ 7y — XiE Zy  XoHE 1 Ho(Xy, X2, Z1, Zo,
pks,pkr); 7o — Ha(Xo, X1, Zo, Z1, pks, pkr); m < D(19, ¢);
If h =h « Hy(X;, X2, m, 1) then Return m; Else return L;
N(skr,pks,C): Parse C as (h, Xs,s,c). If Xo, pks & J} then Return L;
X — s o pks¥h 7 - Xy ke,
Zy — Xo™B 7 Ho(X1, X2, Z1, Zo,pks,pkr); T2 — Ha(Xo, X1, Zo, 21,
pks,pkr); m « D(72,¢);
If h =1 « Hi(X1, Xo,m, 1) then Return (71, 72); Else return L;
PV(C,m,nr, pks, pkr): Parse C as (h, X2, s,¢) and nr as (71, 72); m’ « D(7,¢);
If m’ # m then Return 0; X; « s¢o pkg=";
If h = W' «—x Hi (X1, X2, m,71) then Return 1; Else return 0;
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For the consistency of the scheme, one can observe that for all dp € {Setup(1*)},
all m € M, all (skg,pks) € {Geng(dp)}, and all (skg,pkr) € {Geng(dp)}, m =
Usc(skgr, pks, Sc(sks, pkr,m)). Moreover, if nr «— N(skg, pks, Sc(sks, pkr, m))
then 1 =d «— PV(C, m,nr,pks, pkr).

Efficiency of the Scheme. Since Malone—Lee’s scheme [17] is defined over any
Diffie-Hellman group, and Fan et al.’s [11] design makes use of bilinear pairings,
it is rather difficult to compare the efficiency of these schemes with our (we
use an RSA instance), without considering concrete instances. Nonetheless, our
design is a practical and efficient one; it uses the RSA primitive, which remains
probably the most widely deployed public key primitive [16]. A sender key pair
generation requires Exp(Zy,2,1) operations (the exponentiations use the same
exponent); a receiver key pair generation requires Exp(Z,, ) operations. A sign-
cryption generation requires Exp(Z,, 6,1) operations (we neglect the cost of the
three digest operations together with the symmetric encryption). Five of the six
exponentiations can be performed off-line. Moreover, three of the five off-line
exponentiations share the same exponent, and the remaining two exponenti-
ations have also the same exponent. An unsigncryption or a non-repudiation
evidence generation requires four exponentiations; we recall that e can be cho-
sen to be a sparse prime so that exponentiations involving e can be performed
using few multiplications. A public verification requires Exp(Z,,, 2, 1) operations.
Assuming that |c| = |m|, the communication overhead compared to a signature
is one group element.

4.1 Confidentiality of the SCssn Signcryption Scheme
We need the following result, its proof is given in the full version of this paper.

Theorem 2. If Xi,r, s be mutually independent random variables, such r and
s are uniformly distributed over [N /4]. Let Xy be defined by Xy «— G=o X7+,
and suppose that Y, Z1, and Zy are random variables taking values in .,]]?\',, and
are defined as some functions of X1 and Xo, then: (a) the statistical distance
between Xo and the uniform distribution over J?\} is not greater than 26o;(b) If
X1 = GZ and Xo = G22, then the probability that the truth value of

757y = G (1)

does not agree with

Zl =YY% and ZQ =Y (2)
is at most 50g; and if (2) holds then so does (1).
Theorem 3. Under the RO model, if the factorization of N is (t(k),€fac(k))-
hard and the encryption scheme & is (t(k),ess(k))-semantically secure, then

SCssn is (t(k), gsc, Quse, gn, €' (k))-secure in the SKI-MU insider confidentiality
in the FSO/FUO-IND-CCA2 sense, wherein

e'(k) = ess(k) + erac(k) + (1 +1/2 - gsc(asc — 1)) ('q") "*|K| ™" + (5gsc + 2)do.
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Proof. We call the steps (1) and (2), (3) and (4), and (5) and (6) of Game 2 the
pre-challenge, challenge, and post-challenge phases respectively. We provide a
simulator which answers to A’s queries in all phases. The Initialization procedure
is executed at the beginning of the game. When the variable abort is set to 1, the
whole simulation fails. If the simulation does not fail, the Finalization procedure
is executed at the end of the game. The oracle DDHy, (-, -) takes U,V € J}; as
inputs and outputs 1 if CDH(Yp,U) = V and 0 otherwise. For a list L and an
element X, Apd(L, X) adds X to L.

Simulation for the SKI MU insider confidentiality game
Input: dp = (N,G, R,e,k), £ = (E,D,K,M, C), and Xo, Yo <= J}.
External Oracles: DDHy, (-, -);

1

o o & w N

~

©

22

23

24

25

26

Initialization: pkr < Yo; Sh, «— (); Sk — ()5 Sker — ()5 Shy — (); abort < 0;

PRE-CHALLENGE PHASE

Okn, (8):
if 31}(1 ) (s,h) € Sn, then return h; else h<«—g ChSet; Apd(Sh,, (s, h)); return h;
Oh, (8):
if 37 : (s,7) € Su, then return 7;
else if s has format (X1, Xa, Z1, Za, pk, pk' = pkz) € (J%)° then

if 37 : (X1, X2, pk,pkr),7) € Sk then

if DDHy, (X1, Z1) = DDHy, (X2, Z2) = 1 then Apd(Sh,, (s, 7)); return 7;

else 7 < ChSet; Apd(sh,, (s,7)); return 7;

Ousc(pk,C):  On(pk,C) :

if pk & J}; then return L;

Parse C as (h, XQ, S, C) € ChSet x u]]x X JE X C; » | is returned if the parsing fails
X1 — s%opk=h;

if 371, 2 € Jh, 7 € K : (X1, X2, Z1, Zo, pk, pkr), ) € Su, and DDHy, (X1, Z1) =
DDHY0 (XQ, ZQ) =1 then

TL < T, » Ho (X1, X2, Z1, Z2, pk, pkr) was issued
else if 37 : ((X1, X2, pk,pkr), ) € Sk then
TL < T, » Usc(pk, C") or N(pk,C") such that C’ parses as (h, X2,s,c’) was issued

else 7 «x K; Apd(Sk, (X1, X2, pk, pkr), m1));

if372:, 72, € I35, 7 € K: (X2, X1, Z2, Z1,pk, pkRr), T) € Su, and DDHy, (X1, Z1) =
DDHY0 (XQ, ZQ) =1 then 75 «— T P the same treatment as for T1
else if 37 : ((X2, X1, pk,pkr), ) € Sk then 72 — T;

else 7 «x K; Apd(Sk, (X2, X1, pk, pkr), m2));

m « D(m2,¢); b «— On, (X1, X2, m, 71);

if h = I’ then [return m| |return (71,72)

\ J

else return L;

CHALLENGE PHASE

(mo, m1, st,pks) <= A pkr);
HHRChSet; Z—r[l]; § < R%, X — §90pk;l; X5 Xo;
b—r{0,1}; 71 —r K; 7o —r K; & — E(72,ms);

if 30 m’: (X1, X2,m',71),h’) € Su, then abort — 1;

OUSC(‘y‘)yoN(w')vOHl(')aOHQ(')(
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27 Apd(SH17 ((AleAX27mb77A—1)7IiL)); Apd(8k7 ((AXlA, XQ,ka,ka),%l));
28 Apd(8k7 ((X27X17pk57ka)7%2)); C* (h7X27‘§7é);

PosT-CHALLENGE PHASE
Aj is run with input (C*, st). It has access to the oracles Osc (-, ), Ousc (-, ), On(:, ),
On, (), and Oy, (+). Only changes compared to the pre—challenge phase are drawn.

20 Osc(pk, m):

30 h g ChSet; z g [l]; s1 — R X1 — 51% 0 pks=L;

a g [l]; s2en[l]; Xo = G20 X1=5 11 e K; 2 e K;

2 if AR, m' : (X1, X2,m',71),h') € Su, then abort «— 1;

33 Apd (SHl 5 ((Xl, XQ, m, Tl), h)),

3 if pk = pkr then Apd(sk,((Xl,XQ,pks,ka),Tl));
Apd(8k7 ((X27 X1,pk’s,pk12), 7-2));

35 else Apd (Sk&ry ((Xl, Xg,pks,pk), (T, 82,71, TQ)));

36 ¢« E(m2,m); C — (h, X2, s1,¢); return C;

=

37 Ony (8):

s if 37 :(s,7) € Sh, then return T;

5 else if s has format (X1, X2, Z1, Z2, pk, pkr) € (J%)° then

40 if 37 : (X1, X2, pk,pkr),7) € Sk then

n if DDHy, (X1, Z1) = DDHy, (X2, Z2) = 1 then Apd(Sh,, (s, k)); return 7;

« else if s has format (X1, Xz, Z1, Za, pks,pk) € (J%)° then

a3 if 37, s, 71,72 (X1, X2, pks, pk), (r,8,71,72)) € Sker then

4 if Z1 0 Zo = pk® then return 7; » 2DH (X1, Xa, pk) = (Z1, Z2) with all but
negligible probability.

a5 if 37, s, 71,72 : (X2, X1, pks, pk), (1, 8,71, 72)) € Sker then

46 if Z5 o Z1 = pk* then return 7o;

a7 else 7 g ChSet; Apd(sh,, (s,7)); return 7;

48 Finalization:

a9 if 321,22 S J; : (((Xl,XQ,Zl,Zg,pks,pkg),ﬁ) S SH2 or ((XQ,Xl,ZZ,Zl,ka,
pkr),2) € Su,) and DDHy, (X1, Z1) = DDHy, (X2, Z2) = 1 then return Zs;

s else return L;

In the pre-challenge phase, the simulator answers to On, (+), On,(-), Ousc(:, ),
and On(+, -) queries. The lines 10-22 describe both Oysc(-, ) and On(+, ). When
executing Oysc(+, -) (resp. On(,-)), the instruction return (71, 72) (resp. returnm)
at line 22 is omitted. Digest queries are answered using input-output tables.
The Oy, (+) digest values of strings with format (X1, Xs, Z1, Za, pk, pkg) are not
only assigned by the Op,(-) oracle, but also through executions of Oye(-, ) and
ON(+,-); in the latter two cases Z; = CDH(Xy,pkr) and Zy = CDH(X3, pkr)
are unknown. So, for consistency, in addition to Sn,, we use a list S to store the
values of On, (X1, Xa, Z1, Za, pk, pkgr) which was assigned while Z; and Zs are
unknown (see at lines 14-20). Doing so, the simulator consistently answers to
all digest queries with the help of the DDHy,=pk, (-, -) oracle (see at lines 6-8).

In the challenge phase, we essentially simulate a signature generation (at
line 24), then X is set to X (the simulator takes Xy and Yy = pkg as input).
The secret keys, 7 and 75 are chosen uniformly at random from K, and savings
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are performed for Oy, () digests consistency (lines 27-28). In the post-challenge
phase, the changes, compared to the pre-challenge phase, are the (re)definitions
of the Osc(-,-) and On,(-) oracles. When computing Osc(pk, m), the simulator
ignores both skg and the secret key corresponding to pk. For consistency, we
simulate a signature generations (see at line 30), choose r and s3, and generate
X (see at line 31) such that: (7) the statistical distance between the distribution
of the X5 we generate in this way and the distribution of X5 we obtain through
a real execution of Sc(-,-,-) is not greater than 25y = 2max(1/p’,1/q"); (i)
if Z; and Zy are such that Z7Z, = G2, then Z; = CDH(Xy,pk) and Zy =
CDH(X3, pk) with overwhelming probability (see Theorem 2). Doing so, we have
a way to assign values to 7 and 75, while keeping the outputs of Oy, (+) consistent
(see at lines 31-35 and 43-46). Let bad be the event: “(a) the simulator aborts
(see at lines 26 and 32) or (b) in some execution of Ou,(+), Z1 and Zs are such
that Zy o Zy = pk® while CDH(X1,pk) # Z; or CDH(X2, pk) # Za (see at
lines 43-46).” Then, from Theorem 2

Pr(bad) < (p')?[K| ™" + ase(ase — 1) (2('a)2[K]) " +5ascdo.  (3)

Let Succff’aszim denote the event “A succeeds in the simulated environment”.
Under the RO model, if —bad then, 4’s views in the real and simulated environ-
ments are the same; so, Pr(Succ’®® A —bad) = Pr(Succ,, A —bad). Then

Adv??(1F) = | Pr(Succ®®)—1/2| < | Pr(Succ®?A—bad)—1/2|+Pr(bad). (4)

Let CDHfound be the event the “Finalization procedure outputs Z, # 17. By the
definition of CDHfound, Pr(Succffim/\ﬁbad/\CDHfound) < Advig, "M (IF), where
B is obtained from A and the simulator. Using [14, Theorem 2], we obtain

Pr(Succ{%,, A —bad A CDHfound) < AdVES pspcen(k) +1/0" +1/¢".  (5)

cca?2

Now, if Succ’i, A —bad A ~CDHfound, then A is essentially playing a semantic
security game against £, so using A and the simulator we build an adversary Bs
against £ such that

| Pr(Succ, A —bad A =CDHfound) — 1/2| = Adv, ¢ (k). (6)

The result follows from (3)—(6). O

4.2 Unforgeability of the SCssn Scheme

Theorem 4. Under the RO model, if the RSA problem is (t(k),eo(k))-hard
over J}, then SCssn is (t,qsc,e’)-MU insider unforgeable in the FSO/FUO-
sUF-CMA sense, with e’ < \/qeo+(g+1)|ChSet| " +gsc(gsc—1) (2(p’q’)2\K\)71+
5qscdo, with ¢ = qu, +qsc wherein gy, is an upper bound on the number of Oy, (+)
queries the adversary issues.
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Proof. Let gu, and gsc be upper bounds on the number of queries A issues to
the On, () and Osc(+,-) oracles respectively, and ¢ = gu, + gsc. In addition to
the domain parameter and Yy < J E, the simulator takes as an additional input
Ly, = (h1,- -+, hg) such that for all ¢, h; <5 ChSet.

Simulation for the MU insider Unforgeability in the FSO/FUO-sUF-CMA sense
Input: dp = (N,G, R,e,k), £ = (E,D,K,M, C), Yo = I}, L, = (h1,ha,- -+, hy).
wo Initialization: pks < Yo; Sh, < (); ent < 0; Skgr < (); Shy < (); abort «— 0;

101 Oy, (5):

w2 if 37 (s,h) € S, then return h;

103 else cnt «— cnt + 1; h «— Ly, [ent]; Apd(Shy, (s, h, cnt)); return h;

104 OH2 (S):

ws if 37:(s,7) € Sn, then return 7

w6 else if 5 has format (X1, Xa, Z1, Za, pks,pk) € (J5;)° then

107 if 3r,s, 71,72 (X1, X2, pks, pk), (r,s,71,72)) € Skar then

108 if ZT o Z> = pk® then return 7;
109 if 37, s, 71,72 : (X2, X1, pks, pk), (r,8,71,72)) € Skar then
110 if Z5 o Z1 = pk* then return 7;

w1 else 7« ChSet; Apd(sh,, (s,7)); return T;

112 Osc(pk, m):

us cnt «— cnt+ 1; h < Ly, [ent]; 2= [I]; s1 «— R% X1 «— slgopkzs;h;

w regr[l]; soer[l]; Xo — G20 X7 1 —rK; o —r K;

us if 30 m’ 5 (X1, X2,m', 1), k', j) € Su, then abort — 1;

16 Apd (Shy, (X1, X2, m, 1), h,cnt)); Apd (Sker, (X1, X2, pks, pk), (1, s2,71,72)));

17 ¢« E(m2,m); C «— (h, X2, s1,¢); return C;

1us Finalization:

uo if A outputs (skr, pkr,C™) such that L # 7 «— Ousc(skr,C*) and Osign(pkr, 1)
was never issued then

120 Parse C* as (h, X, 8,¢);

121 X1 At S Opksf Zl — Xl Zz — X2 7'1 «— OHz(Xl,XLZhZz,pks ka)

122 if 3jo : (X1, X2,7,71), h, jo) € Sk, then return (jo, X1, 3);

123 return (0, €, €);

As in the previous analysis, bad denotes the event: “(a) abort is set to 1 (see
at line 115) or (b) in the execution of On,(-), Z1 and Z; are such that (see at
lines 108 and 110) Z70Zs = pk® and CDH (X1, pk) # Z; or CDH(Xa,pk) # Z2.”

Then

Pr(bad) QSC(QSC - 1) ( ( ) |K|) + 5QSC607 (7)

and then
Adv%se (1F) < Pr(Succy’ A —bad) + gsc(gsc — 1) (Q(p’q')2|K|)’1 + 5gscdo. (8)

Let fail be the event “the Finalization procedure outputs (0,¢,€)”. If the event
Succi‘{f —bad A fail occurs then the oracle Oy, (-) was never queried with value
(Xl,Xg,m 71). Which means that A successfully guessed Oy, (X1, X2, M, 71).

Under the RO model,
Pr(Succsif A —bad A fail) < |ChSet| ™. (9)
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Using A and the simulator, we obtain a machine B which takes (dp, €, Yo, Ly, =
A h] .

(hi,--+ ,hg)) as input and outputs (jo, X1, §) such that §¢ = X;Y;"" with prob-

ability ; = Pr(Succ®y’ A—bad A—fail). Let F be the forking algorithm [7, Sect. 3]

associated to B. By the General Forking Lemma [7, Lemma 1], from F3’s output,

we have (hj,, b/, X1,8,5') such that hj, # R , §¢ = leohﬁ, and §'° = leohi
with probability eg > e1(e1/q — 1/|ChSet|). Then, using Fp and Shamir’s trick
(we use on page 9 when proving that Zggn provides special soundness), we
obtain a machine By which, on input Yy, outputs X, such that X§ = Y, with

probability €q. Again, from the General Forking Lemma [7, Lemma 1],

e1 < q|ChSet| ™" + \/g50. (10)

The result follows from (8)—(10).

4.3 Soundness of Non-repudiation

Theorem 5. Under the RO model, SCssn achieves (t,qsc,)-computational
soundness of non-repudiation, with ¢ < 1/2 - q(q — 1)|ChSet| ™" +1/2 - gsc(gsec —
1)(p'q")2[K| " + 5gscdo, where g = qu, + gsc, wherein qu, is an upper bound on
the number of Oy, () queries A issues.

Proof. First, we provide a simulation for Game 4. The simulator takes dp =
(N,G,R,e, k) and £ = (E,D,K, M, C) as inputs. The initialization simply sets
Sy — 0; Sk — 0; Skeer — ()5 Sny < (). The Oy, (+) oracle is as described in
lines 2-3 in the simulation for the confidentiality game. The O, (-) and Os.(, )
oracles are as in lines 104-111 and 112-117 in the simulation for the unforge-
ability game, except that the lines 113 and 115 are replaced respectively with
the lines 200 and 201, hereunder:

200 h <« ChSet;

o if IR, m' (X1, X2, m',71),h) € Su, then abort «— 1.

Defining bad as in the proof of Theorem 4, the inequality (7) still holds. Then

nr nr _1
Advi\’SC(lk) < Pr(Succ®y" A —bad) + gsc(gsc — 1) (Q(p’q’)Q\K\) + 5gscdp. (11)

If A succeeds and —bad, A outputs (skg,pkgr, C*,m’,nr) such that m’ # m «—
Usc(skg, pks, C*) and 1 = d — PV(C*,m/, nr,pks, pkg). Let C* = (h, X, 5, ¢),
nr = (11, 72), nr = (71, 72) < N(skg, pks, C*), and X — sgopkgfh. Asm #m/
and 1 = d « PV(C*,m/,nr,pks,pkr) = d' — PV(C*, m,nr, pks, pkr). A have
foundA(mlﬁ) and (m’,71) such that h = h «— OHI(Xl,Xg,m,%l) = hg —
OHl(Xl,XQ,m','rl). Then

Pr(Succ®y" A —bad) < (g — 1)(2 - |ChSet|)~". (12)

The Theorem follows from (11) and (12). O
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4.4 Unforgeability of Non-repudiation Evidence

Theorem 6. Under the RO model, if the factoring problem is (t(k),e(k))
hard, then the SCssn scheme achieves (t,qsc, qusc, Gn, ') unforgeability of non-

repudiation evidence with &’ < e+ K| ™' +gsc(gsc — 1) (2(p'q")?) g (5gsc+2)do.

Proof. We consider the following simulation.

Simulation for Unforgeability of non-repudiation evidence
InPUt: dp = (N7 G7 R7 €, k)7 g = (E7 D7 K7M7 C)7 X07YO <_RJ;7 LH] - (h17 h27 Tt 7h(1)'
External Oracles: DDHy, (-, -)

Initialization: a «— [l]; (sks,pks) — (R* G%); pkr «— Yo; Su, < (); ent — 0;

Sk ()5 Sker — ()3 Shp = ()

a1 On, (5): is defined as in the simulation for the confidentiality game, at lines 2-3.

302 On, (8):

s03 if 37 :(s,7) € Sh, then return T;

w0 else if s has format (X1, Xa, Z1, Z2, pk, pk' = pkr) € (J5)° then

305 if pt = pks and I,z ((X1, X2, Z1,€,pks,pkr), 7,x)) € Sker and
DDHy, (X2, Z2) = 1 then Apd(Sh,, (s, T)); return T;

306 if pt = pks and I,z ((X1,Xa2,€, Z2,pks,pkr), 7,x)) € Sk&r and
DDHy, (X1, Z1) = 1 then Apd(Sh,, (s,7)); return T;

307 If d7: ((X17X2,pk7pk‘R)7T) € Sk and DDHYO(Xl,Z1) = DDHYO(XQ,Z2) =1

then Apd(Sh,, (s,7)); return T;

s else 7 g ChSet; Apd(sh,, (s,7)); return T;

30

S

=2

300 Osc(pk,m):

a0 1 g [I]; X1 — GEY Z1 = pkp®; o —x [I];

s if pk 75 pkr then

312 Xo — Gz—z; Zy = pk)Rz—z;

313 T1 — OHz (Xl,XQ, Zl,ZQ,pks7pk); Ty < OH2 (X27X1, ZQ,thk‘s,pk');

314 else

315 Xo — Xo @) Gz—z; T1 <R K; T2 <R K; » The simulator takes Xo, Yo as inputs
316 Apd(Sk&,,((Xl,Xg,Zl,e,pks7pk3),7'1,x2)); » pk = pkr;
317 Apd(Sker, ((X2, X1, €, Z1,pks, pkr), T2, x2));

s h— Op, (X1, Xa,m,71); ¢ — E(12,m); s — R*L o skg; return (h, Xa, s, ¢);

s19 Ousc(pk, C): On(pk,C) :
320 if pk & JJJ(, then return 1;
2 Parse C as (h, X2, ,¢) € ChSet x Jf x J x C; X1 « s%o0 pk="%;
2 if321,75 € J%,T ceK: ((Xl,XQ, Zl,ZQ,pk,ka),T) € Sh, and DDHy, (Xl, Zl) =

DDHYO (XQ, Z2) =1 then

T1 < T, » Ho (X1, X2, Z1, Z2, pk, pkr) was issued

23 else if pk = pkgr and 37,2 : (X1, X2, Z1, €, pks, pkr), T, x) € Sker then
324 T < T » Osc(-, ) returned (h, Xa,s,c’) for some ¢’
w5 else if 37 : (X1, X2, pk, pkr), T) € Sk then
326 TL < T, » Usc(pk, C") or N(pk, C") such that C’' parses as (h, X2, s,c’) was issued
327 else 1) g K; Apd(Sk, ((Xl,XQ,pk,ka),T1));

=

=
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w8 if 322,21 € I, 7 € K : (X2, X1, Z2, Z1, pk, pkR), T) € Sn, and DDHy, (X1, Z1) =
DDHYO (XQ, Zz) =1 then 72 «— T » the same treatment as for 11

3290 else if pk = pkr and 37,2 : (X2, X1,¢€, Z2, pks, PkRr), T, ) € Sk&r then 7o — 7

s else if 37 : ((X2, X1, pk,pkr), ) € Sk then 75 — T;

331 else T2 <R K; A|:)d($k7 ((XQ,Xl,pk,pk‘R), )),

s m — D(72,¢); B« On, (X1, X2, m, 71);

a3 if h=h then (7'1,7'2)‘\ else return L;

334 Finalization:
a5 if A outputs (C*,m”,nr*) such that C* was generated through Osc(-,-), 1 =d «—
PV(C*,m*,nr*, pks,pkr) and nr* was not generated by the oracle On(-,) on a
query on (pks C") then
336 Parse C* as (h Xz, 3,¢) and nr* as (71, 72);
X1 — §¢ opks—
337 Recover ((Xh XQ, 21, €, pks,ka) T ) from Skgr » As C* was output by Osc(+, )
there are some Z1,%,x : ((Xl Xz Zl,e,pks pkr),7,x)) € Sker (see at line )’16)
338 ifﬂZb Zz S J} : (()(17)(27 Z17 Zz,pks ka) 7'1) S SH2 and DDHYO(XQ, Zg)
then
Uy « Zs o pkr=%; return Up;

339 return e;

Let bad denote the event “the same couple (X7, X2) is generated in two execu-
tions of Osign(+,-)”. Then, under the RO model,

1 _
< =gse(gse — 1) (') 72 + 5gscdo. (13)

Pr(bad) 5

Let fail be the event “the Finalization procedure outputs €”. If Succ'y" A —bad Afail
occurs, A never query the Oys oracle on (Xl, X, CDH (pkg, Xl) CDH (pkg, Xg)
pks,pkr); then A successfully guessed the corresponding digest value. It follows

Pr(Succ" A —bad A fail) < [K|™". (14)
If Succ’y" A —bad A —fail occurs, as Xy = X0 GZ and Z, = CDH(X3, pkr = Y))
Up = CDH(Xy, Yp) = Z2 0 pkp— (15)

Using A and the simulator, we have a machine which takes Xy, Yy as input and
outputs CDH(X,Y,) with probability Pr(Succ's” A —bad A —fail). The result
follows from (13), (14), and [14, Theorem 2]. O

5 Concluding Remarks

We have proposed a new identification scheme over the group of signed quadratic
residues, wherein the strong Diffie-Hellman assumption holds under the factoring
assumption. Using the identification scheme, we derived a new signature scheme
we have shown to be strongly unforgeable against chosen message attacks, under
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the RSA assumption and the Random Oracle model. We proposed an efficient
signcryption scheme with non-interactive non-repudiation, we have shown to be
insider secure, under the RSA assumption and the RO model, in a variant of
Fan et al.’s security model. The communication overhead of the signcryption
scheme, compared to the corresponding signature scheme is one group element.

Compared to Fan et al.’s design which uses bilinear maps, our scheme is RSA
based and can be easily deployed in most of the existing platforms.

In a forthcoming stage, we will be interested in the conditions under which our
design can be generalized to generic Diffie-Hellman groups. We will investigate
also signcryption designs with a tight security reduction.
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