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Abstract. International Domain Names (IDNs) were introduced to sup-
port non-ASCII characters in domain names. In this paper, we explore
IDNs that hold genuine interest, i.e. that owners of brands with dia-
critical marks may want to register and use. We generate 15276 candi-
date IDNs from the page titles of popular domains, and see that 43%
are readily available for registration, allowing for spoofing or phishing
attacks. Meanwhile, 9% are not allowed by the respective registry to
be registered, preventing brand owners from owning the IDN. Based on
WHOIS records, DNS records and a web crawl, we estimate that at least
50% of the 3189 registered IDNs have the same owner as the original
domain, but that 35% are owned by a different entity, mainly domain
squatters; malicious activity was not observed. Finally, we see that appli-
cation behavior toward these IDNs remains inconsistent, hindering user
experience and therefore widespread uptake of IDNs, and even uncover
a phishing vulnerability in iOS Mail.
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1 Introduction

The Internet has become a global phenomenon, with more than half of the
world’s households being estimated to have Internet access [2]. The English lan-
guage and Latin alphabet remain dominant, but multilingual content is enjoy-
ing increased popularity [19,59]. However, one crucial part of the Internet, the
Domain Name System (DNS), has historically been limited to ASCII charac-
ters [5,27,46].

Internationalized Domain Names (IDNs) [20,35] have been introduced to
address this problem, and domain names can now contain (Unicode) characters
from various languages and scripts. IDNs allow end users to refer to websites
in their native language, and have helped to increase linguistic diversity, with a
strong correlation between a website’s language and the script of its IDN [19].

Acceptance of IDNs relies on support by web applications, and while this has
been improving, significant gaps that present a barrier to user recognition and
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adoption remain [19]. Moreover, IDNs have seen abuse, with malicious actors
registering domains that use visually similar characters to impersonate popular
domains for phishing attacks [21,28,41]. This further complicates how browsers
choose between displaying IDNs and protecting end users [1,44].

In this paper, we explore (ab)use of IDNs for over 15000 popular brands and
phrases that contain non-ASCII characters (e.g. “Nestlé”), obtained through the
presence of their ASCII equivalent in a set of popular domains (nestle.com). For
these, we define IDNs that hold genuine interest (nestlé.com): these IDNs can
enhance user experience as they are easier and more natural to read and correctly
understand, and both end users and brand owners may therefore prefer to use
them. Moreover, country-specific keyboard layouts often feature dedicated keys
for characters with accents, making typing them no more difficult than non-
accented letters. We study whether owners of popular domains where an IDN
with genuine interest exists have made the effort to register and use it.

However, these IDNs can also attract malicious activity. While previous work
studied abuse of IDNs resembling very popular brands [41], these brands gen-
erally do not feature accents, meaning that users are less prone to use or trust
the IDNs, and brand owners are not inclined to own them except for defensive
purposes. In contrast, as our IDNs with genuine interest appear ‘valid’ to end
users, it becomes even more difficult to distinguish a legitimate website from an
attempt at phishing, and the domains are therefore more valuable to malicious
actors. This also enables attacks akin to typosquatting [16], as users may type
the (non-)accented version of a domain, even though this may host a different
website. We determine whether these IDNs are still open for or already see abuse.

In summary, we make the following contributions: (1) we generate 15276
candidate IDNs with genuine interest as derived from the page titles of popular
domains; (2) we see that 43% can still easily be registered, e.g. for domain
squatting or abuse by malicious parties; (3) we estimate at least 50% of the
IDNs to share ownership with the original domain, but 35% to have different
owners, mostly domain squatters; (4) we see that browsers and email clients
display IDNs inconsistently: our survey even leads us to discover a vulnerability
in i0OS Mail that enables phishing for domains with 8.

2 Background and Related Work

Internationalized Domain Names. Through the Domain Name System (DNS),
user-friendly domain names are translated into IP addresses. Domain names rep-
resent a hierarchy, with the registries managing the top-level domains (e.g. . com)
usually delegating the public offering of second-level domains (e.g. example. com)
to registrars. Originally, the LDH convention restricted domain names to ASCII
letters, digits and hyphens [5,27,46]. However, languages like French and Ger-
man use Latin characters with diacritics, and e.g. Arabic and Chinese use differ-
ent character sets altogether. To provide a universal character encoding of these
writing systems, the Unicode Standard [65] was developed.

To support domain names with Unicode labels, IETF developed the Interna-
tionalized Domain Names in Applications (IDNA2003) protocol in 2003 [20]. To
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maintain compatibility with existing protocols and systems, this protocol uses
the Punycode algorithm [10] to convert Unicode labels (“U-label”) to an ASCII
Compatible Encoding (ACE) label starting with xn-- and containing only ASCII
characters (“A-label”). In 2010, the standard was revised (IDNA2008) [35],
mainly to add support for newer versions of the Unicode Standard.

Homograph Attacks. Homographs are strings that contain homoglyphs or visu-
ally resembling characters, and can be used to trick users into thinking that they
are visiting one domain while actually browsing another, opening up opportuni-
ties for web spoofing or phishing [14,28]. While certain ASCII characters (e.g.
lower case 1 and upper case I) already allowed for confusion, the introduction of
IDNs gave rise to a whole new set of potential homographs, using either diacrit-
ics or resembling characters from other scripts. Evaluations over time of browser
and email client behavior regarding IDNs have found that browsers have imple-
mented countermeasures in response to vulnerabilities to homograph attacks,
but that they are not (yet) fully effective [24-26,41,45,71].

Previous studies have shown IDNs confusable with popular domains to exist
on a modest scale and for relatively benign purposes such as parking [21,28]. In
2018, Liu et al. [41] detected 1516 out of 1.4 million registered IDNs to exploit
homographs for targeting domains in Alexa’s top 1000. Only 4.82% belonged
to the same owner as the original domain. Moreover, they generated 42434
additional IDNs with sufficient visual similarity that are still unregistered. Tian
et al. [66] searched for phishing sites that impersonate a set of 702 popular brands
both in content and in domain, a.o. through homograph domains. Several indus-
try reports have addressed homograph attacks in the wild, seeing circumvention
of spam filters [70], phishing, malware and botnet abuse [38] and popular as well
as financial websites being main targets [56].

Domain Squatting. Domain names can be exploited for deceiving end users:
involuntary errors redirect traffic to unintended destinations [3,15,16,50,63,67,
69], while credible domain names may create the perception of dealing with a
legitimate party [34,43,48]. Spaulding et al. [61] reviewed techniques to generate,
abuse and counteract deceptive domains. Liu et al. [41] found 1497 IDNs that
combine domains from Alexa’s top 1000 with keywords containing non-ASCII
characters. They also mention a type of abuse where the IDN is the translation
of a brand name to another language, but do not conduct any experiments.

3 Methods

3.1 Generating Candidate Domains

In order to obtain IDNs with genuine interest, we start from a list of popu-
lar domains. While the Alexa top million ranking is commonly used, Scheitle
et al. [55] and Le Pochat et al. [39] have shown that it has become very volatile
and disagrees with other rankings, while the latter proved that manipulation
by malicious actors requires very low effort. Therefore, we use the Tranco list!

! https://tranco-list.eu/list /RQ4M /1000000.
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Table 1. Candidate IDNs are generated by searching relevant substitutions within a
domain name using its root page title.

Converted to lowercase, Diacritics removed/

iginal i age titl . o . Deri IDN
Original domain - Root page title punctuation removed substitutions applied erived
example.com Example domain example domain example domain No IDN
nestle.com Home | Nestlé Global home nestlé global home nestle global nestlé.com
uni-koeln.de Universitat zu Koln universitit zu koln universitat zu koln

universitaet zu koeln uni-kéln.de

proposed by Le Pochat et al. [39], a list of one million domains generated by
combining four rankings over 30 days (here 30 July to 28 August 2018), in order
to require prolonged popularity from multiple vantage points.

We check for each domain whether it corresponds to a string that contains
diacritical marks, i.e. where there could be genuine interest in adopting a variant
IDN. For this purpose, we look for plausible substitutions with accented words
in the title of its root page. To collect these title strings, we use a distributed
crawler setup of 4 machines with 4 CPU cores and 8 GB RAM, using Ubuntu
16.04 with Chromium version 66.0.3359.181 in headless mode.

We then convert this title to lowercase and remove punctuation, after which
two strings are generated: either diacritical marks are simply removed, or
language-specific substitutions are applied (as listed in Appendix A). The lat-
ter covers the common practice in for example German to use replacements such
as ae for & We then compare these converted (ASCII) strings with the domain
name: we favor the case where the full domain is found, but also consider cases
where single words are shared. Finally, if such cases are found, we retrieve the
corresponding accented form from the original title and apply this substitution
to the original domain name, resulting in the candidate IDN. Table 1 illustrates
our approach.

3.2 Retrieving Domain-Related Data

To understand if and how these IDNs are used, we collect the following data:

DNS Records. To check whether candidate IDNs exist in the DNS (i.e. are regis-
tered) and how they are configured, we request A, MX, NS and SOA records for both
the original and candidate domain. If all records return an NXDOMAIN response, we
assume the domain to be unregistered. Otherwise, we verify whether the name-
server is properly set up (no SERVFAIL) and if there are A records (suggesting a
reachable website) or only other records (suggesting another purpose).

Domain Eligibility. A TLD registry is free to support IDNs or not, and if they
do, they may only allow a specific set of characters. For country code TLDs
this set usually consists of the characters in languages spoken in that TLD’s
country, which can help in avoiding homograph attacks by prohibiting confusable
characters that would normally not be used in those languages.
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ICANN’s IDN guidelines [29] require registries to publish “Label Genera-
tion Rulesets” (LGR), i.e. lists with permitted Unicode code points, in TANA’s
Repository for IDN Practices [30]. However, as of this publication, only six TLDs
had published these machine readable LGRs. For 626 other TLDs, the repository
contains simple text files that list the code points. Where possible, we parse these
files and generate the corresponding LGRs with ICANN’s LGR Toolset [31]. For
the remaining TLDs, no information is available from the repository. We manu-
ally search the IDN policy and generate an LGR for 30 additional TLDs. Finally,
we validate our candidate domains against these LGRs with the LGR Toolset
to determine whether they are allowed by their respective registries.

Domain Availability. To determine whether unregistered domains can be readily
bought through a popular registrar, we query GoDaddy’s API [22] for their
availability. This data complements the eligibility data, as further restrictions
may apply for certain TLDs (e.g. being based in that TLD’s country): in this
case the API returns an error indicating that the TLD is unsupported, otherwise
the API returns whether the domain is (un)available.

WHOIS Records. To obtain ownership information for the domains in our data
set, we retrieve and parse their WHOIS records with the Ruby Whois library [7].
However, WHOIS data has several limitations, especially for bulk and automated
processing. The format of WHOIS data varies widely between providers (which
can be registries or registrars); it may be human-readable, but both parser-based
and statistical methods cannot retrieve all information flawlessly [42]. Moreover,
rate limits prevent bulk data collection.

Even if data can be adequately obtained, it may not be of high quality. Reg-
istrant details can contain private contact information, so privacy concerns and
malicious intent have spurred a number of privacy and proxy services, whose
details replace those of the real owner [9]. The European General Data Pro-
tection Regulation (GDPR) has also cast doubt on whether such data can still
be released [32], with e.g. the .de registry already withholding any personal
details [13]. Finally, WHOIS data may be outdated, e.g. not reflecting company
name changes, or the same registrant may use different data across domains.

Web Pages. To determine what content the accented and non-accented domains
serve, we visit the root page for each domain pair where the IDN has a valid
A record. By limiting our crawl to one page, we minimize the impact on the
servers hosting the websites. As with our title crawl, we use a real browser to
capture the request and response headers, the redirection path and final URL of
the response, TLS certificate data, the HTML source and a screenshot.

To classify domains, we first compute a perceptual hash of the screenshot
based on the discrete cosine transform [37]. As visually similar images have simi-
lar hash values, we cluster their pairwise Hamming distances using DBSCAN [18]
to find groups of websites with (nearly) the same content, which we then man-
ually label. We also compare the hashes of the original domain and its IDN to
detect equal but non-redirecting domains. Finally, for domains that were not
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Table 2. Summary of the registration properties of our candidate IDNs.

Candidates 15276 (100.0%)

Unregistered 12087 (79.1%) Readily available 6608 (54.7%)
Unavailable/Additional restrictions 4116 (34.1%)
Non-compliant with TLD policy 1363 (11.3%)

Registered 3189 (20.9%)

classified using their hash, we check for the presence of certain keywords (e.g.
‘parking’) in the HTML source, or else decide that we cannot classify the domain.

Blacklists. To detect whether our candidate IDNs exhibit malicious behavior,
we match them and the domains they redirect to against the current blacklists
provided by Google Safe Browsing [23] (malware and phishing), PhishTank [53]
(phishing), Spamhaus DBL [60] (spam), SURBL [62] (spam, phishing, malware
and cracking) and VirusTotal [8] (malware).

3.3 Limitations

We restrict our search to IDNs with variations on characters of the Latin alpha-
bet. Our exploration could be broadened to popular domains that are a roman-
ized (converted to Latin alphabet) version of brands or phrases in another char-
acter set. However, a script often has multiple romanization standards that may
be language-dependent [64]: for example, Angexc (Yandex) can be romanized to
Iandeks, Jandeks or Yandeks. We therefore ignore other character sets to avoid
false positives and negatives caused by these differing systems.

Our approach to select candidate IDNs is conservative: our requirement that
whole words from the title and domain match, may mean that we miss some
candidate IDNs, e.g. if the domain is an abbreviation of words in the title.
However, through this approach we limit erroneous candidate IDNs, which we
estimate would more likely be either unregistered or maliciously used, as no one
would have a genuine interest in owning the domain.

4 Results

In this section, we determine whether IDNs with genuine interest share owner-
ship with the popular domain they are based on, and for what purpose they are
used. Through a crawl conducted between 30 August and 28 September 2018, we
were able to retrieve a non-empty title from the root page of 849 341 out of 1 mil-
lion domains (website rankings are known to contain unreachable domains [39]).
Using the process described in Sect. 3.1, we generated 15276 candidate IDNs.



184 V. Le Pochat et al.

Table 3. Summary of the classification of the registered IDNs with genuine interest.

(a) Domain ownership. (b) DNS records. (¢) WHOIS records.
Same owner 1595 (50.0%) A same 704 (22.1%) Same contact 319 (10.0%)
Same configuration 289 (9.1%) NS or SOA same 736 (23.1%) Same nameserver 378 (11.9%)
Different owner 1102 (34.6%) NS and SO0A different 624 (19.6%) Other 923 (28.9%)
Insufficient data 203 (6.4%) All records different 838 (26.3%) No data 1569 (49.2%)
Other/no data 287 (9.0%)
(d) Website availability. (e) Website content. (f) TLS setup.
No A record 455 (14.3%) Redirect to original 1215 (49.3%) Same certificate 479 (22.1%)
HTTP status 200 2466 (77.3%) Identical content 112 (4.5%) Different certificate 1687 (77.9%)
Other HTTP status 160 (5.0%) Parked/for sale 751 (30.5%) &
171 .
Not reachable 108 (3.4%) Empty/default 132 5.4%) i‘:;‘:fre 924 (zﬂ ?ZZ;
e sec .
Unknown 256 (10.4%) No connection 1031 (47.6%)
100 100 4
& 75+ —— & 751
8 8
c J c ]
g 50 —— AIlIDNs g 50 —— AIlIDNs
g 25 ——- Different owner E 25 4 ——- Different owner
— - Same owner —-- Same owner
0 L T T T T o L T T T T
0 5 10 15 -10 0 10 20

(a) Years between the creation of the IDN (b) Difference in years between the cre-
and October 15, 2018, for 3 IDN types. ation of the original domain and the IDN.

Fig. 1. Cumulative distribution functions for the creation dates of registered IDNs.

4.1 Registration and Ownership

Table 2 lists whether our candidate IDNs with genuine interest are still available
for registration. Of the 79.1% unregistered IDNs, 11.3% do not comply with their
respective TLD’s LGR policy, meaning that an owner of a popular domain can-
not register the corresponding IDN and loses out on the user experience benefits.
Through the GoDaddy API, we find that 43.3% of all candidate IDNs are read-
ily available; 26.9% are unavailable for registration, because the registry either
blocks visually similar registrations or applies further restrictions to registrants,
which could also increase the burden for a malicious registration.

For the 20.9% registered domains, we compare the DNS (Table3b) and
WHOIS (Table 3c) records and web crawl data (Tables3e and f) to estimate
whether the original domain and its IDN have the same owner (summarized in
Table 3a). For 50.0%, we believe both domains to have the same owner: they
have overlapping WHOIS contact data, have the same A record, serve the same
web content and/or present a TLS certificate for the same domains. For an
additional 9.1%, shared nameservers or SOA records also allow us to reasonably
assume shared ownership. For 34.6%, we believe both domains to have a different
owner: either their NS and SOA records are both different, or the domain is parked
or for sale. Brand owners would be unlikely to use the latter for monetizing their
IDN, as they could better serve the actual website the visitor is looking for, and
the domain would not be displaying content from a third party.
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Figure 1 shows the distribution of creation dates of the IDNs. Brand owners
tend to have registered their IDNs earlier than average, while domain squatters
registered them later (Fig.1la). The majority of IDNs was registered after the
original domain, although 3.7% of IDNs were registered earlier (Fig. 1b).

In our data set, we can see examples of companies that do or do not cover
IDNs when protecting their brand on the Internet. Nestlé, L’Oréal, Mémax and
Citroén own several candidate IDNs, usually redirecting to the original domain,
but still see some owned by third parties for parking. We also see 40 IDNs bought
by brand protectors such as CSC, Nameshield and SafeBrands for their clients.
However, the lack of support for certain characters hinders some companies in
owning IDNs with genuine interest: e.g. the § character in Skoda sees little
support by TLD registries, causing relatively low IDN ownership.

4.2 Usage

Table 3d lists whether the IDNs host a website: 14.3% of registered IDNs have
no configured A record, suggesting proactive registration without the intention
to use the IDN. Table 3e lists what content the domains that returned HTTP
status code 200 serve, with 53.8% displaying the same content as the original
domain, meaning that they are very likely owned and operated by the same
entity. 112 IDNs are even treated equally by not redirecting to the original;
however, none of the original domains redirect to the IDN. 30.5% are parked /for
sale, while 5.4% show an empty/default page (e.g. unconfigured server).
Manual inspection of the domains that could not be classified shows that
these largely fall into two categories. The first consists of websites that are com-
pletely different to the original domain, owned by another entity. This can lever-
age the popularity of the original domain, and is an opportunity to own domains
with desirable phrases, but also exposes end users to confusion and potential mis-
direction. The second has the IDN showing slightly different or older versions
of the original domain. This indicates that they both belong to the same owner
and that there was an intention to use the IDN, but that it was forgotten when
the original domain was reconfigured and now points to an outdated website.

4.3 Security

Incidence on blacklists is very low: none of our candidate IDNs, nor the domains
they redirect to appear on the Google Safe Browsing, PhishTank, Spamhaus or
SURBL blacklists. VirusTotal reports malware detections on 5 domains, but only
by at most 3 out of 67 engines; these detections appear to be based on outdated
information. However, Tian et al. [66] have found that over 90% of phishing
sites served through squatting domains could evade blacklisting, meaning that
phishing may already be much more prevalent on our candidate IDNs. Finally,
parked domains are known to only sometimes redirect to malicious content [68]:
we manually saw instances of such intermittent redirects to blacklisted sites for
several IDNs.
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Through inspection of the redirection paths, we found no proof of affiliate
abuse on IDNs (sending users to the intended domain, but adding an affiliate
ID to earn a sales commission), as has been seen for several domain squatting
techniques [47]. We manually found examples of other, questionable behavior:
pokémongo.com offers a “cheat code” in an online survey scam [33], and has
a cryptocurrency miner [17,54]; jmonde.com redirects to the original domain
through an ad-based URL shortener [49]; and www.preuBische-allgemeine.de
includes the site of a competing newspaper in a frame (Fig. 2).

From the WHOIS records, we find 81 domains to use a privacy/proxy service;
while abusive domains tend to use such services [9], using them does not reliably
demonstrate malicious intent [36]. Moreover, privacy concerns as well as the
GDPR make that some registries and registrars hide private information by
default, reducing the need to procure a privacy/proxy service.

As the web is rapidly adopting HTTPS, IDNs will also need a correct TLS
setup for users to reach them without trouble. However, for the 2166 reachable
IDNs in our TLS crawl, Table 3f shows that only 7.9% are securely configured and
would not cause a browser warning. The other domains either have an insecure
setup (mostly because the presented certificate does not cover the IDN) or do
not allow a TLS connection to be established.

For the domains with shared ownership, 60.2% are insecure or don’t allow
a TLS connection even though the original domain is securely configured. For
360 (26.9%) IDNSs, the presented certificate is valid only for the original domain,
suggesting that the domain owner has set up the original domain and the IDN
identically, but has forgotten to obtain a certificate that is also valid for the IDN.

5 User Agent Behavior

Throughout the DNS protocol, the A-label (Punycode) of an IDN is used to
maintain backward compatibility. However, developers of user interfaces may
elect to display the U-label (Unicode) to provide the best user experience, as the
A-label is less readable (e.g. kéln.de becomes xn--kIn-sna.de). In this section, we
discuss the behavior of user agents regarding IDNs with diacritical marks from
the Latin script, where the lack of homoglyphs makes abuse more difficult to
prevent. We also uncover two edge cases that have an impact both on the value
of IDNs to brand owners and on the vulnerability to IDN abuse.

Table4 shows that popular web browsers and email clients vary widely in
whether they show the A- or U-label when visiting a website or receiving email.
The Gmail app on Android is a particular case, as it shows either the U-label or
the A-label when email is received on a Gmail or IMAP account respectively.

Browsers based on Chromium, such as Chrome and several Android browsers,
implement a special policy toward IDNs resembling very popular domains: the A-
label is shown when the domain with diacritics removed appears on a hardcoded
list based on Alexa’s top 10000 [1]. This policy affects 125 candidate IDNs, of
which 74 are registered with 21 having the same owner: these cannot choose
to prefer the IDN without affecting user experience. 2 domains already do not
redirect, causing the display of the A-label. The seemingly arbitrary cut-off [58],
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Table 4. Browser and email client behavior regarding IDNs with diacritical marks.
For the top 10000 pokémon.com was tested, for the other sites boll.de, and for “devi-
ation” characters straBe.de. ‘A’ denotes the display of the A-label, ‘U’ of the U-label.
Appendix B lists the browser and email client versions used in our survey.

(a) Web browsers (b) Email clients
10K other B/ss 10K other B/ss
Chrome A U s receive send
o, Firefox U U B 8 Outlook U U empty ss
50 Safari U U B % macOS Mail A A A(@B) ss
% Opera A U ss A Thunderbird A A A®B) B
A
glgernet Explorer 2 ﬁ ss Gmail U U U @®) ss
£° °® o Gmail (IMAP) A A A (B) fails
Chrome A U ss 2 Outlook A A A@B) fails
Safari U U B = L <12.1.1 ss
< Firefox U U 8 OSMail 1977 U U yg B
2 \
EO gC Browslert ¢ 2 é 5 Gmail U U A(B) ss
amsung nterne S 2 Yahoo A A A(B) fails
Opera A U ss g
Mi ft Bd AU & Yandex U U A(@B) ss
1crosott noee % £ Outlook A A A(B) ss
RoundCube U U A®B) B8

manual addition of domains and lack of updates [57] suggest that this heuristic
solution using a hardcoded list still leaves room for successful spoofing attacks.

Another edge case was introduced during the revision of the IDNA stan-
dard. Four characters (so-called “deviations”) are valid in both versions, but
are interpreted differently [12]: for example, the German 8 is supported as-is
in IDNA2008 but converted to ss in IDNA20032. This results in two different
domains, but the visited domain depends on which version of the standard a
browser implements.

This does not only affect user experience, i.e. when links on web pages or out-
side the browser (e.g. in emails) point to different resources, but also has security
implications. The 8 domain may host a spoofing or phishing site replicating that
of the ss domain [12]. Moreover, resources included from an 8 domain could
originate from another domain in different browsers, allowing to insert malicious
content. Requiring the same owner for both domains will prevent such attacks,
although errors due to misconfigured websites may persist. However, for example
even the German .de registry does not currently enforce this for 8 and ss.

Unfortunately, Table 4a shows that major browsers do not agree on which
IDNA standard to implement, causing them to direct users to different websites
as shown in Fig.2. An 8 character occurs in 55 candidate IDNs, of which 26
are registered, including several bank websites. 9 domains do not belong to the

2 The other deviations are the Greek G, converted to o in IDNA2003, and the zero
width non-joiner and joiner, both deleted by the IDNA2003 Punycode algorithm.
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Fig. 2. Visiting preuBische-allgemeine.de in Chrome and Firefox leads to different sites:
preussische-allgemeine.de and xn--preuische-allgemeine-ewb.de.

same owner: the 8 domain is then almost unreachable from Chromium-based
and Microsoft browsers (users would have to type or follow a link to the already
converted A-label), and there is potential for phishing or spoofing attacks.

Email clients also handle domains with $3 differently, even between receiving
and sending (Table 4b). On Outlook, the sender field remains empty. More wor-
ringly, we found that iOS Mail displayed an email received from an 8 domain
(e.g. user@straBe.de) as coming from the domain with ss (user@strasse.de). This
vulnerability enables phishing attacks by the owner of the 8 domain; moreover,
checks such as SPF will succeed as they are carried out by the mail exchangers
and not the client. A reply will also be sent to the 8 domain, potentially leaking
sensitive information to a third party. We disclosed this vulnerability to Apple,
and it was fixed in i0S 12.1.1 [4], which now displays the correct U-label.

6 Discussion

As registries are ultimately responsible for managing which domains can be
registered and who can own them, they are in a prime position to combat IDN-
related abuse. The most recent version of ICANN’s IDN implementation guide-
lines [29] calls for registries to prohibit registrations of domain name variants
with accented or homoglyph characters, or limit them to the same owner [40].
While certain registries implement these measures [6,11,51,52], other registries
that support IDNs usually either only apply such policies to homograph domains
but not domains with diacritics, or do not impose any restriction at all, allowing
malicious actors or domain squatters to register the IDNs with genuine interest.

On the client side, browsers and email clients represent the most visible and
widespread use of IDNs. However, we have shown that they do not yet universally
support the display of IDNs in Unicode, degrading the user experience. Moreover,
measures put in place by browser vendors to prevent homograph attacks have
been shown to be insufficient on multiple occasions [21,41,71]; we have done
the same for a popular email client. Mozilla has expressed the opinion that
registries are responsible for preventing IDN abuse, and that browser restrictions
risk degrading the usefulness of IDNs [44]. Indeed, the manually developed and
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heuristic-based defenses cannot be expected to comprehensively solve this issue.
Other protection mechanisms such as TLS and SPF also cannot prevent these
attacks, as e.g. certificates can legitimately be acquired for the malicious IDN.

Owners of popular brands and domains can register the IDN with genuine
interest, either as a real replacement or supplementary domain, or to proactively
stop others from abusing it. However, while this may be enough to combat
(more dangerous) abuse of the ‘valid’ IDN with genuine interest, registering all
other variant domains with homoglyphs, diacritics, and potential typos quickly
becomes infeasible in terms of cost and coverage. Shared ownership of IDNs with
genuine interest is already much more common than of other homograph IDNs
(over 50% vs. almost 5% [41]). However, it is still concerning that at least 35%
allow third parties to take hold of the valuable IDNs with genuine interest.

An unfortunate outcome of the issues surrounding IDNs would be to dis-
courage the adoption of IDNs and to recommend that users distrust them. IDNs
enable anyone to use the Internet in their native language, providing them a
great benefit in user experience. IDNs also allow companies to create a better
integration of brands with their Internet presence, e.g. combining a logo with a
TLD in marketing material, providing additional economic value.

7 Conclusion

We have introduced the concept of Internationalized Domain Names for which
there is genuine interest: domains that represent popular brands or phrases with
diacritical marks. By comparing the page titles and domain names for 849 341
websites, we generated 15276 such IDNs. We find 43% of them to be available
for registration without restrictions, leaving the opportunity for a third party
to exploit the IDN. For the 3189 registered domains, we see that ownership is
split: at least half have the same owner and content as the original domain,
but at least a third belongs to another entity, usually domain squatters who
have put the domain up for sale. The IDNs are not known to exhibit malicious
activity, although cases of questionable behavior can be found. From insecure
TLS setups and IDNs showing old versions of the original domain, we can see that
brand owners who registered IDNs tend to ‘forget’ configuring them properly.
Finally, we find applications to treat IDNs with diacritical marks inconsistently,
displaying Unicode or a less readable alternative depending on resemblance to a
popular domain or on the implemented version of the IDNA standard. We even
found a phishing vulnerability on iOS Mail, where the actual sender domain
differs from the one displayed. While brand owners have already somewhat found
their way to IDNs with genuine interest, and while registries and browser vendors
start to deploy tools to prevent IDN abuse, support for IDNs remains challenging,
which unfortunately does not encourage their uptake in the near future.
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A Common Character Substitutions

Original a

Substitution | ae

oe

ue|ss|ae| o€ |aa

oe | th

B Tested User Agent Versions

Client Version Operating system
Browser desktop | Google Chrome | 69.0.3497.100 Ubuntu Linux 18.04.1

Firefox 62.0 Ubuntu Linux 18.04.1

Safari 12.0.1 (13606.2.100) | macOS 10.13.6 (17G65)

Opera 55.0.2994.61 Ubuntu Linux 18.04.1

Internet Explorer | 11.0.9600.18894 Windows 8.1

Microsoft Edge 42.17134.1.0 Windows 10 17.17134

Browser mobile

Google Chrome
Safari

Firefox

UC Browser
Samsung Internet
Opera

Microsoft Edge

69.0.3497.100
62.0.2
12.9.3.1144
7.4.00.70
47.3.2249.130976
42.0.0.2529

Android 7.0.0
i0S 12.0 (16A366)
Android 7.0.0
Android 7.0.0
Android 7.0.0
Android 7.0.0
Android 7.0.0

Email desktop

Outlook 2016

16.0.4738.1000

Windows 10 17.17134

macOS Mail 11.5 (3445.9.1) macOS 10.13.6 (17G65)

Thunderbird 52.9.1 Ubuntu Linux 18.04.1
Email mobile Gmail 8.9.9.213351932 Android 7.0.0

Outlook 2.2.219 Android 7.0.0

iOS Mail - i0S 12.0 (16A366)

i0S 12.1.2 (16C104)

Webmail Gmail - -

Yahoo - -

Yandex - -

Outlook - -

RoundCube

1.2.9
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