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1 Introduction

Industry 4.0 is an industry concept that recently appeared that encompasses the
main technological innovations in the fields of automation, control, and information
technology applied to manufacturing processes. It includes concepts beginning from
Cyber-Physical Systems, Internet of Things (IoT) and Internet Services, production
processes tend to become increasingly efficient, autonomous, and customizable [1].

This means a new period in the context of the great industrial revolutions, naming
this the fourth revolution. With smart factories, a number of changes will take place
in the way the products will be manufactured, impacting several market sectors [2].

The quality control could highly benefit from this paradigm shift on account of the
gradually significant spread of sensor technology on shop floors, where the quality
engineers will be able to gather as much measurement data as possible, opening
the possibility to detect defects that otherwise would be undetected. This paradigm
shift could also open the doors to the possibility to record 100% of measured data,
therefore, signifying that the recorded data for the quality control no longer will
need certain statistical tools since a 100% control could be a reality. This change is
rather fundamental since every single defective piece could be identified and thus
segregated [3].
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Sensors could be integrated into machines since measuring capabilities could be
added to every machine tool. However, many challenges arise from this possibility,
such as significant costs due to the sensor integration and interferences from the man-
ufacturing process such as humidity, dust, and temperature. The machine tool must
then be capable to obtain much more data with the assistance of WSNs in very short
periods of time. This means that the current sensors must be substituted by WSNis,
since a connected infrastructure is a vital requirement to utilize the possibilities of
instantaneous measurements with the highest efficiency [4].

Engineers and decision-makers will require a clear and interactive evaluation of
the data. The fusion of data must be possible in order for this to function and it should
be obtained from distinct sensors thus leading to a combined result from different
measurements. With the purpose of coping with the intricate networks of a certain
process, data mining algorithms such adaptive neuro-fuzzy inference system or neural
networks could be used to achieve the combined result from different measurements

[5].

2 Industry 4.0

The term Industry 4.0 originated from a project of the German government that aimed
to stimulate new technological strategies [6]. The drastic paradigm shift currently
occurring in industrial activity requires strong assimilation of digital communication
systems with the industrial process. This means a new period in the context of an
industrial revolution. With intelligent factories, a number of changes will take place
in the way the products will be manufactured which has the potential to impact
several markets. Thus, with this blend, the aim is to reinvent services, products, and
methods of production. It can be perceived as a technological revolution defined by
the merger of a physical domain—the industrial units and the virtual domain—digital
communication systems. This integration could lead to a universal integration of
information, products, processes, machines, sites, and people [7, 8].

The concept of Industry 4.0 foments the connectivity between physical objects
such as machines and devices, sensors, and company’s assets, and to the cloud [6].
This allows the stakeholders to access any required information in real time. The
rapid evolution witnessed in image and pattern recognition and sensor technologies
allow for innovative forms of solutions [9]. As can be observed in Fig. 1, adapted
from [10], a wide range of technologies and elements that are integral to Industry
4.0 are represented. Some of these elements are the cyber-physical systems (CPS),
Internet of Things (IoT), Smart Factory and Big Data.

The crucial aim of the Industry 4.0 concept is to further fulfill the customer
requirements, thus affecting the most distinct areas of manufacturing, beginning
with the research and development (R&D), management, commissioning, logistics
up to the use of products and recycling [11]. It is worth mentioning that an important
advantage of Industry 4.0 in detriment of Computer Integrated Manufacturing (CIM)



Quality Control in the Context of Industry 4.0 179

CPS
Models
Sensors

Real Time
Information ! >
Diagnostics

3
& E’ % Big Data

Quality Control
4.0

Stakeholders Clients

Analysis

Control
Orders

|_—1 / Y

7 loT
Robots Machines Sensors
D g “I=‘l=—| ~
O O i =g u '))

O O
Distribution Smart Factory Supply

Fig. 1 A figure illustrating the main elements of Industry 4.0

is the regard for the human role in the entire production process since, in the case of
CIM, the employees influence in manufacturing is limited [12].

2.1 The Cyber-Physical Systems (CPS)

The cyber-physical systems (CPS) are a concept of the merger between the physical
and digital worlds with the analytic instruments, aiming to improve the industry’s
efficiency [10]. The CPS’s broad adoption is closely related to Industry 4.0. Strategic
technological concepts part of the CPS comprise trends such as cloud computing,
Internet of Things (IoT), smart technologies and Big Data. The CPS is the foundation
of the several new technological areas: smart medicine, smart manufacturing, smart
city, smart buildings, smart electric vehicles, mobile systems, wearable devices, novel
defense systems, among others [13].

2.2 Smart Factory

It is somewhat hard to pinpoint the exact definition of the smart factory. According to
[14] a Smart Factory is defined as a manufacturing solution that conveys an adaptive
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and flexible manufacture process which has the potential to overcome arising chal-
lenges within a fast-changing reality with growing complexity. Such type of a unique
solution may well be related to an increasing automation, perceived as a merger of
hardware, software, and/or mechanics, leading to optimization at the industrial unit.
This solution could cause a decrease in needless labor and a reduction of waste. In
contrast, it may well be perceived in a viewpoint of a partnership among distinct
industrial and nonindustrial partners, in which the “Smart” element contributes to
establishing a dynamic organization [14].

2.3 Big Data

In the last decade, massive volumes of data are generated daily at unparalleled levels
and with distinct origins. Thus, it is necessary to process, read and efficiently manage
enormous data sets [15]. Big Data is a term that defines the vast quantity of data that
is generated and processed by systems with a strong processing capacity. The dis-
tributed applications support these types of multiple connection systems [16]. What
distinguishes such types of data is the lack of capability to analyze it by employing
common database, processing, and management tools [17]. The implementation of
Big Data could affect several fields of application such as entertainment, financial,
healthcare, communication, security, agriculture, and, naturally, manufacturing [18].
The concept of Big Data generates opportunities for the industry to generate products
with a higher added-value [19]. The idea is to obtain added value from the variety
and quantity of data by being capable to analyze and process it in real time.

2.4 Internet of Things

IoT has many definitions, one of them is given in [20] in which is proposed to merge
entirely user-centered and technical definitions by describing IoT as a network of net-
works. This network could, through wireless mobile devices and unified/standardized
electronic identification systems, identify unequivocally physical objects and digital
entities. This will allow the user to be capable of recovering, storing, transferring
and processing, and always keeping the connection between the virtual and physical
worlds [21]. However, if defined by a more practical perspective, the IoT entails
the standardized and direct digital identification of a physical object (for instance,
with SMTP protocols, IP address, http, among others) through the use of a wireless
network [22].
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3 The Importance of Quality Control

The formal definition of quality defined by ISO 9001 is: “Degree in which a set of
inherent characteristics satisfies the requirements” [23]. In other words, ensuring the
quality of a product or service is to ensure that its values are satisfactorily met by
the final costumer. To ensure the overall quality—processes, products, machinery,
equipment, and systems must meet the statutory and contractual quality requirements.
A quality management system includes all the activities of the global management
that determine the quality policy, objectives, and responsibilities, as well as their
implementation. As ISO 9000 explains, a management system provides the means
to establish a policy and objectives and the means to achieve them [24].

Quality, independent of the branch in which it operates, should not be viewed by
organizations as a mere monitoring tool, but rather as a mechanism to anticipate prob-
lems, preventing them from occurring, and, ultimately, if they occur, solving them.
Faced with an ever-changing reality full of new developments, new products, brands
and competitors, the tools provided by a robust quality control system reinforce the
structure of the key strategies for maintaining and strengthening the link with the
final customer. Consequently, among the several advantages of quality control, there
is an increase in sales and competitiveness, image consolidation, customer loyalty,
among others. Overall, a well-implemented quality management system improves
the organization, providing a competitive advantage [25].

The production systems are becoming increasingly flexible due to a higher cus-
tomer heterogeneity, an overall more demanding customer, fiercer competition, and
faster-evolving technology [26]. The tendency of the production is to be made in
small batches, the quantity of pieces per batch is reduced, the variety is high, the
product size is unequal, the tool change and setup is constant [27], the level of pre-
cision is distinct. Therefore, it becomes challenging to utilize classical tools such
as the statistical process control (SPC) in order to create control charts with the
aim of overseeing the overall production process [28]. Thus, many challenges arise
regarding the quality control under the uncertainty of and the rapid evolution of the
industrial sector and Industry 4.0 could be a potential solution.

4 The Link Between Quality Control and Industry 4.0

Industry 4.0 covers a wide range of technologies that allow the progress of the value
chain and through this concept will be possible to diminish manufacturing lead times
and to improve the quality of the overall organizational performance and the final
product [29]. The combined structures of data could enable the capacity to locate any
specific product and/or equipment or any associated information [30]. The estimated
value of the combined structures of data for the industrial sector is, as stated by
Gifford et al. [31], to convey operating efficiency through a tighter control, in real
time, of the equipment, energy, quality, and reliability.
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The main purpose is the possible profits of a given organization by reducing the
total costs of the produced piece [32]. In order to achieve such a goal, and to comply
with ever-growing demands of the client, it is necessary to increase the flexibility
of the production systems [33]. The consequence of such a production model is the
production in small batch sizes in shorter periods of time and with an increased
complexity. Decentralizing the structures of the production is an additional aim of
employing Industry 4.0 and is a way to reduce the complexity [29]. Since a high level
of productivity has to be achieved to stay competitive and in order to provide more and
more customized products, which is a competitive advantage, Industry 4.0 centers
on the improvement of the competitiveness through cost reduction and flexibility
increase in a decentralized production system [32]. However, quality suffers when
customized products are manufactured in small batch sizes since it is increasingly
challenging to utilize common methods to control quality [34] and to inspect the
production process when the production is made in small batches [28]. This means
that it is more likely to obtain flawed assessments and give false alarms due to a lack
of sample data and erroneous measurements. This is why it is particularly important
to integrate and apply the tools of Industry 4.0 to the quality control in order to
decidedly increase the precision of the measurements.

With the aim of researching this impact as well as the utilized methods, a com-
prehensive analysis of the effect of Industry 4.0 on quality control is imperative. The
integration of WSNs and IoT is a substantial challenge and it should be implemented
to guide engineers to make the correct decisions. As a consequence, by utilizing
machine learning and smart sensors, irregularities could be automatically accommo-
dated by the process in order to guarantee the best possible quality of the final product
[35]. As it can be assessed from Fig. 1, the quality control could play an important
role in Industry 4.0 and several advantages can be gained from this paradigm shift
on account of the increasingly significant dissemination of sensor technologies on
shop floors, where the quality engineers will be allowed to harvest as much measure-
ment data as possible, thus opening the possibility to detect defects that otherwise
would be dispatched undetected. This paradigm shift could also open the doors to
the possibility to document 100% of the measured data. As a result, this means that
the recorded data for the quality control no longer will need certain statistical tools
since a 100% quality control in real time could be a reality. This change is rather
fundamental since every single defective piece could be instantly identified and thus
segregated [3].

However, improving the precision of the piece measurements in order to boost
the quality of the finished product might not be the only contribution of Industry
4.0 to the overall quality. The tools of Industry 4.0 could contribute to increase
the quality in other stages of the entire process of production, such as the quality
of information required for optimization, planning, and operation, the quality of
forecasting, simulations and prototyping and could even the contribute to a better
worker participation and engagement.
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4.1 The Quality of Information

The strength of the connection of the digital, the service, and the physical domains
will ultimately define the quality of information necessary for planning, operation,
and optimization of the process [36]. The reason is that when data is transmitted
in real-time the transparency and the quality of the information increases [35]. By
acquiring and processing, the information of the product [37] with high quality
and precision will allow automatic monitoring and awareness which will result in a
growth in efficiency of all the elements of Industry 4.0 concept [38]. The production
process and the quality management system will gather and utilize such types of
novel information/data for a finer and more precise decision-making and processes
evaluation. Such strength will improve the modern quality management, since it not
only tries to prevent the production and delivery of defected products but also tries
to guarantee the highest possible performance with the best possible efficiency for
every process of an enterprise [3].

4.2 Improving the Quality of the Forecast

A few of Industry 4.0 tools could support the improvement of the production leveling
(heijunka). For example, the quality of the forecast could be improved by data ana-
Iytics. The planning becomes easier if data history is utilized at the same time as the
data related to a superior understanding of the customer’s requirements by making a
detailed market analysis [29]. Here, Big Data can be utilized for a thorough analysis
of data recorded beforehand and utilized to detect problems which might occur in
distinct production processes and could also be used to forecast the occurrence of
future problems. Big Data could also be used to find several solutions that could
prevent the aforementioned problems of occurring once more [39].

4.3 Simulations and Prototyping

Simulations and prototyping could allow the use of real-time data to emulate the
physical production process in a computer-generated model. The model could com-
prise products, machines, and operators. This will allow testing and optimizing the
machine characteristics, in the simulation, for the succeeding product previous to
any real-life fabrication, therefore, reducing setup times and increasing the overall
quality [29]. By employing simulations of a production process will not only help
diminish the downtimes and setup times but it will also help to decrease the number
of production failures in the start-up phase [40]. The quality of the decision-making
could also be enhanced if simulations are used for this purpose. Products could also
be constantly improved by using simulations. This signifies that when a product is
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developed, its production could be simulated at the same time, which would allow to
identify obstacles and quality problems and create the possibility to eliminate them
before the first piece is ever produced [41].

4.4 Worker Participation and Engagement

The topic of the participation of operators in the production processes is another
element of Industry 4.0. This is a paradigm with connections to digital culture,
digital society, and Industry 4.0 [7]. When human labor in the context of Industry
4.0 and smart factory is addressed, these terms are frequently recurring: passion,
flexibility, responsibility, participation, integration motivation, and teamwork [7].
The participating routines of the operators largely depend on the tool change utilized
in the workshop and on the habits that stem from such tools [7]. The desired type
of the future factory operator is to be proactive and participative, contrasting with a
reactive or resistant type of operator. In the Industry 4.0 concept, the emphasis of the
enterprise should be the operator participation and the integration of the worker into
the decision-making process, similar to the digital networks [7].

5 Current Challenges

Several challenges still persist for the implementation of Industry 4.0 and specifically,
the blending of quality control with this new paradigm. Some of the challenges
concerning quality are listed as follows:

e Lack of processing capacity—The fast spread of IoT has cemented the basis of
Industry 4.0 by digitally connecting objects and devices. However, such types
of changes create also challenges concerning several factors. For instance, some
of the challenges are the effective management of the huge quantities of data,
the process of such types of data, their storage, and their conversion into useful
information and thus improving the decision-making [42].

e Absence of feedback for the required information on quality—According to a
study made in [43] in the vehicle assembly industry, the feedback concerning data
on quality as fed to quality engineers and systems is only found to a limited degree.
The real-time feeding of dada was also lacking and is communicated with a time
delay. The feedback on quality to different areas of the process occurred only in
dispersed intervals of time and only in situations of a worrying quality irregularity
or defect, usually in which the ones where the identification feedback took several
working hours [43].

e The absence of a connection between the system and the operator in the quality
context is another negative challenge that needs to be overcome. A “smart” method
needs to be put in place for the quality control concerning the link between system
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and human. In this case, what is necessary is ample, real-time feedback of data
concerning quality with a user-friendly visualization of the condition of the quality
[30].

e Complete information preparation for a proper visualization—The state of the
quality needs to be properly visualized by the operator or the engineer. In the
study made in made in [43], the way the quality information was visualized was
restricted to only a few elementary important data. In order to overcome this
challenge the applied technologies should be more complete and crafted in a user-
friendly manner in order to properly visualize the state of the quality [43].

e A poor application of technologies oriented for the process—The workspace tech-
nologies such as the visual information that assists the operator might not be
correctly integrated into the production process which could also occur with the
process control and quality feedback. The physical machines and devices need to
be correctly connected to the implemented quality systems [43].

6 Conclusion

Industry 4.0 is a concept that is already a reality and begins to have an effect on
the operational indicators of enterprises. At the basis of this revolution are the WSN
since they consist of spatially dispersed and independent sensors capable to monitor
physical or environmental characteristics. Products, machines, and people will be
connected, increasingly in number through WSN and IoT. With these tools in smart
factories, a number of changes will take place in the way the products will be manu-
factured, impacting several market sectors. The measurement for the quality control
no longer will be made in a distinct metrology section, but instantaneously on the
production line. The WSN will open the door to register and transmit the collected
data for quality control thus opening a full range of possibilities in this field.

In this paper, a broad analysis of the link between quality control and Indus-
try 4.0 was made. Several benefits and challenges are addressed. Besides the direct
improvement of the quality control, the set of tools of Industry 4.0 could strengthen
the quality in all stages of the entire process of production, such as the quality of
information required for optimization, planning and operation, the quality of fore-
casting, simulations and prototyping and could even the lead to a better employee
participation and engagement.
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